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NOAUTVKA N MPAKTUKA MPU MPEAOCTABAHE HA YCAYTA 3A OTAAAEHEHO IS

NMOANMMNCBAHE C EAEKTPOHEH MOAMNC / TIEHAT

1 BBBEAEHMUE
EBponenckma cblo3 BbBeAe KOHLENUMATA 38 eAeKTPOHHUA MOAMNC, KOMTO Ce Cb3paaBa C
,YCTPOWCTBO 3a Cb3paBaHe Ha MOAMWC OT pa3CToAHMe”, KOeTo O3HayaBa, Ye YCTPOMWCTBOTO 3a
NOAMUC He e Beye NepCoHAAHO YCTPOMCTBO NoA GU3NYECKNA KOHTPOA Ha NOTpPebuTeAn, HO TO No-
CKOPO € 3aMEHEHO OT YCAYrW1, MPeAAaraHn 1 yrnpaBAABaHW OT AOCTaBYMK Ha YAOCTOBEPUTEAHU
ycayrn. Peraament (EC) N2 910/2014 r. npeaocTaBu Bb3MOMHOCT TUTYAAPAT Ha €AEKTPOHHUA
NOAMUC Aa Bb3Aara 0BCAY>KBaHETO Ha YCTPOWMCTBA 3a Cb3AaBaHe Ha KBaAUOULIMPAHU EAEKTPOHHMN
MOAMMUCK Ha TpeTa CTpaHa, Npu YCAOBME Ye Ca BbBEAEHMU MOAXOAALLN MEXAHU3MU N MPOLEAYPU,
rapaHTUpaLln, 4e TUTYAAPA pasnoAara ¢ eAHOAMYEH KOHTPOA BbPXY M3MOA3BAHETO Ha AAHHWUTE,
CBbP3aHM CbC Cb3AABAHETO Ha EAEKTPOHHMA MY NMOAMMUC, U Ye NMPU M3NOA3BAHETO Ha YCTPOMCTBOTO
Ca W3MbAHEHW M3UCKBaHMATA MO OTHOLWEHWE Ha KBaAMbULMPAHUA eAeKTPOHeH noanuc. B tosun
cMncba L EBpoTpbeTr TexHoabaxuc” AA (EBpoOTpbCT), B KayecTBOTO CM Ha AOCTaBYMK Ha
YAOCTOBEPUTEAHN YCAYTU MNPEAOCTaBA YCAyra 3a OTAAAEYEHO MOAMWCBAHE C EAEKTPOHHU
noanvcu/neyvaT, Npu KOETo TOW ynpaBAABa CpeAaTa 3@ Cb3AaBaHE Ha EAEKTPOHEH MOAMUC OT
MMETO Ha TUTYAAPA Ha EeAeKTPOHHMA noanuc. [pwn Tasm ycayra, ¢ LeA Aa Ce rapaHTmpa, 4ve
EAEKTPOHHUTE MOAMUCK MOAYyYaBaT CbLLOTO MPAaBHO MPU3HABAHE KaTO EAEKTPOHHUTE MOAMMUCH,
Cb3AABaHU B Cpeaa, M3LAAO yrnpaBAdBaHa OT notpebutead, EBpoTpbcT npuaara cneundunyHn
npoueaypn 3a ynpaBAeHWe Ha dusmyeckata M aAMUHUCTPATUBHATa CUMYPHOCT, M3MOA3Ba
HAAEMAHN CUCTEMU N MPOAYKTU, BKAIOYUTEAHO CUTYPHN EAEKTPOHHW KaHaAW 3a KOMYyHWKaLuA,
HaAEXAHa Cpesa 3a Cb3jpaBaHe Ha EAEKTPOHHUA MOAMUC WM rapaHTMpa, 4e Tasn cpepa e
M3MOA3BAHA EAMHCTBEHO MOA KOHTPOAA Ha TUTYAAPA Ha eAeKTpoHHus noanuc (,sole control”).
MNpeaoOCTaBAHETO Ha KBaAMdULMPaH EAEKTPOHEH MOAMUC, Cb3AAAEH Ype3 YCTPOWCTBO 3a
Cb3AABaHE Ha eAeKTPOHEH MOAMWC OT PasCTOAHME WM3MbAHABA M3UCKBAHUATA, MPUAOXKMMU 3a
AOCTaBYMLMTE Ha KBaAMOUUMPAHN YAOCTOBEPUTEAHU YCAyrW, onucaHu B Peraament (EC) N°

910/2014 .

Pernament (EC) N2 910/2014 r. poonycka BCUYKM M3UCKBAHWA 338 EAEKTPOHHUTE MOAMUCU Ad
ce npuAaraT no noapasbupate (,mutatis mutandis”) 1 3a eAnekTpoHHU nevatn. B cboTBeTCTBUE C
Pernament (EC) N2 910/2014 r. EBpoTpbCT NpeaoCTaBA ycAyraTa CUM KakToO 3a Cb3paBaHe Ha
EAEKTPOHHW MOAMUCK, Taka W 3a Cb3AaBaHe Ha EAeKTPOHHW MneyaTM OT pasCcToAHWe Ha
notpebutean. MNoTpebuteante Ha ycayrata MoraT Aa 6bAAT GU3MYECKU N IOPUAMYECKU AMLA,

KOUTO NnpuTekaBaT cMapTPOH, TabAET NAK APYrO MOBUAHO YCTPOMCTBO.

B <IDAS-CP-CPS-RESS | Bepcumsa: 3.0/ 15.09.2023 r. | O6ujoaocTbneH AoKyMeHT | 6



NOAUTUKA N MPAKTUKA MPU MPEAOCTABAHE HA YCAYTA 3A OTAAAEHEHO
NOAMNCBAHE C EAEKTPOHEH MNOAMNUC / MEYAT

1.1 NPErAEA
Hactoawmar aokymeHT (Moantukata u [MpakTnkaTa), NOKpMBa MOAUTMKATA, NpakTuKaTa 1
M3NCKBaHMATA 3a CUTYPHOCT Ha EBpOTpbCT, B KauecTBOTO My Ha KBaAndUUMPaH AOCTaBYMK Ha
YAOCTOBEPUTEAHU YCAYTM, MPEAOCTaBALL YCAyra 3a OTAAAEYEHO MOAMUCBAHE C EAEKTPOHEH
noanuc/nedat (RESS/Remote Electronic Signature Service). MNMoanTtnkata m lNpakTnkata onucea
M3MbAHEHMETO Ha M3NCKBaAHWATA Ha TexHUYeckuTe cneundunkaumm ETSITS 119 431-1, ETSITS 119
431-2 n ctanpapta CEN EN 419 241-1. 3a npeaocTaBsAHe Ha yCAyraTa 3a OTAAAEHYEHO MOAMUCBaHe
C EAEKTPOHEH MOAMMC/NeyaT ce 3MNOA3BaT KOMMOHEHTH, YNPaBAABALLM YCTPOMCTBA 3@ Cb3AaBaHe
Ha KBaAMbUUMPaAH eAeKTpoHeH noanuc oT pa3ctoaHne (QSCD/SCDev) n KOMMOHEHTH,
NOAABP>KaLLM yCAyraTa 3a cb3paBaHeTo Ha AJES undposu noanuncn (SCASC). KOMNOHEHTHT Ha
ycAyraTa 3a cb3paBaHe Ha AdES uudposBum noanncn pasymta Ha OTAAAEYEHO CbPBBPHO
NMOAMVCBaHE VAWM Ha Cb3AaBaHe Ha MOAMWUC B MOTPebUTEACKa Cpeaa OT YCTPOMCTBO 3a Cb3AaBaHe
Ha noanuc. VI3anoA3BaHeTO Ha TO3M KOMMOHEHT WM KOMMOHEHTUTE Ha YyCAyraTta, ynpaBAsABalla
YCTPOWCTBO 3a Cb3paBaHe Ha KBaAMbULMpPaH eAeKTPOHEH noanuc/neyat ot pascrosHue (QSCD)
ca B CboTBeTCTBMe C um3nmckBaHuaTa Ha Peraament (EC) N2 910/2014 r. 3a cb3paBaHe Ha
EAEKTPOHEH MOAMUC OT UMETO Ha OTAAAEYEH MOAMWCBALL. Te3M U3MCKBaHMA Ce OCHOBaBaT Ha
obLWwnTEe N3NCKBAHWA 3a MOAMUTUKA WM NpakTuka, nocoveHu B ETSI EN 319 401, kato ce B3emar
NPeABMA W CBbP3aHUTE M3NCKBaHWA 3a n3paBaHe Ha yaoctoBepennda B ETSIEN 319 411-1, kakto
M nsmcksaHuaTa, nocoyeHn s CEN EN 419 241-1.
EBpOTpPBCT, NpeaoCTaBANKYM YCAYra 3a OTAAAEHEHO MOAMUCBAHE C EAEKTPOHEH MOAMNC, € B
POAA Ha AOCTaBYMK Ha YCAYra, MPEeAOCTaBAL, MPUAOXKEHME 33 CbPBBbPHO NOANNCBaHE/NOANVCBaHE
oT pa3scTtoaHue (SSASP) n aAocTtaBuYMK Ha ycAayra, NpPeAOCTaBALl, MPUAOXKEHME 3a Cb3AaBaHe Ha

noanuc/cb3paBaHe Ha noanuc ot pasctoarue (SCASP).

|/|3|/|CKBaHI/IFITa, Ha KOWUTO OTroBapA O6C/\y>KBaLU,I/|FI KOMMOHEHT Ha NPUAOXEHWMETO 3a
cbpBbpHO NoanmceaHe (SSASC) ca cbobpaseHun ¢ opraHM3aumoHHaTa CTPYKTypa, OonepaTuBHUTE
npoueAypu, CbOpPbXKEHUMATa W KOMYyHWKaUWMOHHaTa cpeaa Ha Eeportpber. OceeH 06wwo
MPUAOKUMUTE M3MCKBAHWA 3a MOAMTMKATa 3a CUrypHOCT Ha EBpoTpbcT npu manoassaHe Ha
SSASC, ynpaBafBally YCTPOWCTBO 3a Cb3paBaHe Ha oTaanedeH noanuc (SCDev), Eepotpber

npuvAara m CI'IeLI,l/Id)l/I‘-IHVI M3NCKBaHMNA, CBbP3aHUN C CI)aKTa, 4e M3MNOA3Ba yCTpOVICTBO, KOEeToO € B
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NOANTUNKA U TIPAKTUKA TTPU MTIPEAOCTABAHE HA YCAYTA 3A OTAAAEHEHO
NOANMMNCBAHE C EAEKTPOHEH MNMOAMNMNC / MEYHAT

cvoTBeTcTBME € PernamenT (EC) N2 910/2014 r. (QSCD). ObcAy*BalwmAT KOMAOHEHT BKAOYBA
npuaoxxeHue 3a noanmuceaHe (SSA) n QSCD/SCDev. VsnckBaHmATa 3a NOAUTUKATA 3@ CUTYPHOCT
Cca OMnMCaHW MO OTHOLWIEHWE Ha WM3NCKBaHWATa 3a Cb3AaBaHe, MOAAPDBXKA W yNpaBAeHME Ha
MU3HEHUA LUMKbA Ha KAIOYOBETE 3a MOAMWCBaHE, M3MOA3BaHW 33 Cb3paBaHE Ha E€AEKTPOHHU

noanucu/nevaTu.

VIsnckBaHWATa, Ha KOWUTO OTroBapA OOCAYXBalUMA KOMMOHEHT Ha MPUAOXKEHMETO 3a
cb3paBaHe Ha enekTpoHeH noanunc (SCASC) ca cbobpaseHn C M3NCKBaHWATA 3a MOAUTMKATA 3a
CUTYPHOCT Ha EBpOTPBCT Npu M3NOA3BaHEe Ha KOMMOHEHT, MOAABP KALL, YCAyraTa 3a Cb3AaBaHETO
Ha AdES undpos noanmc, KoMTo o6CAy»KBa MPUAOKEHME 3a Cb3aaBaHe Ha noanuc. B KoHkpeTHUA
CAyYal TOBa e MpUAOXKeHue 3a cb3pasaHe Ha noanuc (SCA/Signature Creation Application).
SCASC vMa Bpb3KWM C BBHLWHU (YAOCTOBEPUTEAHU) YCAYTM, C KOUTO MOXE Ad Ce CBbpPXKeE,
HanpuMep 3a ocurypasaHe Ha HGopMaLma, KoATo TPsAbBa Aa 6bae BKAtoueHa B noanunca. SCASC
ce CBbpP3Ba C OOCAY»KBaLL, KOMMOHEHT Ha MPUAOXEHNETO 3a CbpPBbPHO noanuceaHe (SSASC) upes
N3MOA3BaHe Ha NMPOTOKOAM 3a AOCTbMN. EBPOTPBCT M3noA3Ba NnpoTokoamn 3a Bpb3ka ¢ SCASC nam
SSASC B cvoTBetctBme c ETSITS 119 432. HacToAawmaAT AOKYMEHT onmcea cneumbuyHmr KOHTPOAK,
HEOOXOAMMW 3a CrpaBAHE C KOHKPETHW PUCKOBE, CBbP3aHU C MPEAOCTaBAHETO Ha YCAYrM 3a

cb3paBaHe Ha AJES noanuc.

EBpoTpbCT npeaocTaBA ycAyra 3a Cb3paBaHe Ha €AEKTPOHEH MOAMUC OT pa3CTosHME B
cboTBeTCTBME C M3UCcKBaHMATa Ha PeraamenT (EC) N® 910/2014 r. 32 @AEKTPOHHU NMOAMUCU U
eAeKTPOHHW neyaTy, Bb3 ocHoBa Ha X.509 yaocTtoBepeHua. Ycayrata Moxe aa 6bae M3NOA3BaHa
3a Cb3AaBaHe Ha YCbBbPLUEHCTBAHM U KBaAMPULIMPAHN @AeKTPOHHM NMOAMUCK, YCbBbPLUEHCTBAHM
M KBaAMOULMPAHU EAEKTPOHHM NnevaTu.

EBpoTpbcT paspaboTBa, BHeapABa, HaAara U aKTyaAmsmpa peryaapHo [loantukaTta u
MpakTnkaTta. HacToAWMAT AOKYMEHT € NpeaHa3HayeH 3a OAUTOPU, MOTPEbUTEAN N AOBEpPABALLM
ce cTpaHu. 3ano3HaBaHeETO C LeAuTe U poAaaTa Ha [ToanTukaTta u NpakTrkata € 0cobeHOo BaKHO
3a NOTPebuUTeAnTe 1 AOBEPABALLM CE CTPAHU OT FAeAHa TOYKa Ha MPUAOXKMMOCTTa Ha Tasm yCAyra,
KaKToO 1 3a NpuaobrBaHe Ha MOBeYe YBEPEHOCT OT MoA3BaTeAuTe Ha ycayrata. OTHoWweHuATa
Mexxay EBpOTPBCT 1 noTpebuteanTe ce ypexaaT C AOrOBOP, a LieHaTa Ha yCAyraTa ce Cbabp»Ka B

Tapmc|>aTa Ha EBpOTp'bCT, AOCTblMHaA Ha WHTEpPHEeT CTpaHuuaTa. HaCTOFlLLI,MHT AOKYMEHT €
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NOAUTUKA N MPAKTUKA MPU MPEAOCTABAHE HA YCAYTA 3A OTAAAEHEHO
NOAMNCBAHE C EAEKTPOHEH MNOAMNUC / MEYAT
CTPYKTYpUpaH B CbOTBETCTBME C paMKaTa, ornpeaereHa ¢ npenopbkata IETF RFC 3647 ,Internet

X.509 Public Key Infrastructure Certificate Policy and Certification Practices Framework”.

1.2 HOPMATUBHU NO3OBABAHUA

MNMoanTnkata n lNpakTnkaTa € cbobpaseHa CbC CAEAHUTE AOKYMEHTU:

» Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July
2014 on electronic identification and trust services for electronic transactions in the internal
market and repealing Directive 1999/93/EC;

» Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April
2016 on the protection of natural persons with regard to the processing of personal data and on
the free movement of such data, and repealing Directive 95/46/EC (General Data Protection
Regulation)

» CENEN 419 241-1 ,Trustworthy Systems Supporting Server Signing - Part 1: General
System Security Requirements”;

» CENEN419241-2 ,Trustworthy Systems Supporting Server Signing - Part 2: Protection
profile for QSCD for Server Signing”;

» ETSITS 119 431-1 ,Policy and security requirements for trust service providers; Part 1:
TSP service components operating a remote QSCD/SCDev (remote signing)”;

» ETSITS 119 431-2 ,Policy and security requirements for trust service providers; Part 2:
TSP service components supporting AdES digital signature creation”;

» ETSIEN319411-1 ,Policy and security requirements for Trust Service Providers issuing
certificates. Part 1: General requirements”;

» ETSI EN 319 401 ,Electronic Signatures and Infrastructures (ESI); General Policy
Requirements for Trust Service Providers”;

» ETSITS 119 101 ,Electronic Signatures and Infrastructures (ESI); Policy and security
requirements for applications for signature creation and signature validation”;

» ETSI' TS 119 102-1 ,Electronic Signatures and Infrastructures (ESI); Procedures for
Creation and Validation of AdES Digital Signatures; Part 1: Creation and Validation”;

» |ETF RFC 3647 ,Internet X.509 Public Key Infrastructure Certificate Policy and

Certification Practices Framework”.
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NOANTNKA N MPAKTUKA MPU MPEAOCTABAHE HA YCAYTA 3A OTAAAEHEHO IS
NOANMNCBAHE C EAEKTPOHEH NMOAMNC / MEYAT
1.3 UME UMAEHTUOUKALNA HA MOAUTUKATA HA RESS
HacTtoAwmAT AOKYMEHT € C MbAHO HauMeHoBaHue ,lloAMTMKa W nNpakTUKa npu
NpPeAOCTaBAHE Ha YCAyra 3a OTAAAEYEHO MOAMMCBaHe C enekTpoHeH noanuc/nedat” (Certificate
policy and practice for providing remote electronic signature service). NNpuUAO>KMMUTE NOANTUKM
Ha ycAyraTa 3a OTAAAEYEHO MOAMUCBaHe C eAeKTPOHEH NoAnuc/neyaTt BKAIOYBAT MPUAOKUMUTE
MOAUTUKMN Ha BCUYKN YAOCTOBEPUTEAHU YCAYTW, KOUTO EBPOTPBCT NpeaocTaBA OT pasCToAHME.
EBpoTpbCT rapaHTipa, Ye He MPOMeHA OBEKTHUTE MAEHTUOUKATOPW Ha MPUAOXKUMUTE MOAUTUKM,
KaKTO U OBEKTHUTE MAEHTUDUKATOPW Ha MOAUTUKUTE N NPAKTUKUTE, N Ha ApyruTe pedepupallm
AOKYMeHTU. AKO MMa paslmnpaBaHe/npomaHa B NoanTukata u [pakTukaTa, KOATO 3acAra Beve
N3AAAEHWN yaOCTOBEpeHUA, EBpOTpbCT npeseHTnpa HOB 06eKTeH MAeHTUdUKaTOpP, KOWTO onucea
HOBUTE YAOCTOBEPEHWNA AWM pPasLMpeHnTe/npoMeHeHnTe Taknea. EBpoTpbCT caeaBa BbTpeLUHa
npoueaypa 3a ynpasaeHue Ha OID. [MoanTnkata Ha RESS onucea npuaoxkeHneTo Ha ycayraTta 3a
OTAAAEYEHO MOAMUCBAHE C EAEKTPOHEH MOANUC/MeYaT U CbAbP»Ka AOMbAHUTEAHA MHPOPMaLUS,
CBbp3aHa C M3MOA3BaHETO N. HaCTOALLMAT AOKYMEHT € NpeasHa3HayYeH 3a OAMTOPU, NOTPebUTeAn
N AOBEPABALLM Ce CTPaHW.

HueoTo Ha npeaoctaBAHe Ha ycayrata (SLA/Service Level Agreement) ce rapaHTupa ot
EBpotpbcTt 1 e onuncaHo B O6WMTE YCAOBUA N UHAMBUAYAAHUTE AOTOBOPW C KAMEHTUTE.
EBpoTpbcT He e OTroBOpeH 3a HEBH3MOXHOCT Aa MOKPUE HMBOTO Ha HAaAWMYHOCT Ha YCAyraTa,
NPWUYMHEH OT CUCTEMA, U3BBH HErOBMA KOHTPOA, OCBEH B CAYHaMTe KOraTo € MOXKEAO Ad OCUTYPU
aATEPHATUBHO MPeAOCTaBAHE, HO B CbOTBETCTBME C M3NCKBAHUATA Ha NMPUAOXKMUMUTE CTAHAAPTU.
EBpoTpbcT He noemMa OTrOBOPHOCT 3a 3arybu UAM BPEAM HaCTbMUAM BCAEACTBME Ha
dopcMarkopHM CbbUTUA.

EBpoTpbCT, B KayecTBOTO CUM Ha AOCTaBYMK Ha YCAyra 3a OTAAAEYEHO MOAMMCBaHe C
eAeKTPOHEH noanuc/nedaT M3NbAHABA, KaKTo M3ncKBaHWATa Ha ETSI ctaHaapTuTe, cBbp3aHKM ¢
npeaocTaBAHaTa ycayra U no-koHkpetHo ETSI TS 119 431-1, 2 n CEN EN 419 241-1, taka u
cneundunyHmnTe n3mckeaHma cebpsanu ¢ PeraamenTt (EC) N2 910/2014 r., PernamenTt (EC) 2016/679

N HAUMOHAAHOTO 3aKOHOAATEACTBO.

1.3.1 MAEHTUOUKALUNA HA MTOAUTUKATA HA SSASC
MoanTtrkaTta Ha SSASC onucBa NPUAOXKUMOCTTa Ha yCAyraTa U ce ONPEeAEAs HE3aBUCKMMO

OT AeTalAUTe Ha KOHKpeTHaTa paboTHa cpeaa Ha SSASP. EBpoTpbeT npuaara noantnka Ha EC
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NOAUTVKA 1 TIPAKTUKA MNPV MPEAOCTABAHE HA YCAYTA 3A OTAAAEHEHO
NOAMNCBAHE C EAEKTPOHEH NOAMNNC / MEYAT
SSASC (EUSCP), koAaTo npeaaara CbLLOTO Ka4eCTBO KaTo TOBa, MPeAAaraHo oT HopMaAn3upaHaTa
SSASC noautunka (NSCP), nanbaHaBankun nsncksanusaTta Ha ETSI TS 119 431-1, Ho B cboTBeTCTBUE
cbC cneundmnyHnTe nanckeaHuna Ha Pernamert (EC) N2 910/2014 r., cBbp3aHU C ynpaBAEHMETO Ha
QSCD. NSCP otroBapa Ha obuwonpusHatute Han-p0bpu npaktuku 3a AYY-u (TSPs), kouto
NPeAOCTaBAT yCAyra 3a ynpaBAeHWe Ha oTaanedeH SCDev, B moakpena Ha BCAKaKbB BUA
TpaH3aKLMK 1 OnpaBAaHa OLEeHKa Ha puUcKa.

EBpotpbct, B KayectBoto cu Ha SSASP, npuaara caepHUTE  MOAUTUKW  Ha
yAocToBepuTeAHaTa ycayra SSASC:

» Aeka SSASC noautmka (LSCP) ¢ OID: itu-t(0) identified-organization(4) etsi(0)
SIGNATURE CREATION SERVICE-policies(19431) ops (1) policy-identifiers(1) lightweight (1);

» Hopmaamsuparna SSASC noautuka (NSCP) ¢ OID: itu-t(0) identified-organization(4)
etsi(0) SIGNATURE CREATION SERVICE-policies(19431) ops(1) policy-identifiers(1) normalized
(2).

SSASP ynpaBAsBa ycayrata Ha O6CAyKBaLLMA KOMMOHEHT Ha MPUAOXKEHMETO 3a CbPBbPHO
noanuceaHe (SSASC) uAM  yCTPOWMCTBOTO 3a Cb3AaBaHe Ha MOAMUCK  OT  pPasCcToAHME
(SCDev/QSCD). SSASC npeacTaBaABa 4acT OT YAOCTOBEPUTEAHA YCAyra 3a OTAAAEYEHO
MOAMMCBaHE C eAEKTPOHEH noanuc/neyat, KoATo ycayra EBpoTpbCcT npeaocTaBA B CbOTBETCTBME
c YA. 3, nap. 16 Ha PernamenT (EC) N® 910/2014 1.

EBpoTtpbeT, B KavecTBoTO cnt Ha SSASP, npuaara caeaHaTa cneumdumyna EUSCP noanTtuka
Ha yaocToBepuTeaHaTa ycayra SSASC na EC ¢ OID: itu-t(0) identified-organization(4) etsi(0)
SIGNATURE CREATION SERVICE-policies(19431) ops (1) policy-identifiers(1) eu-remote-gscd
(3).

EBpoTtpbet onpeaensa noantuka EUSCP Kato npuaara BCMYKM M3MCKBaHMA, NOCOYEHM 3a

HopMaamsnpaHa NSCP noanTuka.

1.3.2 MAEHTUOUKALNA HA NTOAUTUKATA HA SCASC

MNMoanTtukata Ha SCASC onncea NPUAO>KEHNETO Ha YCAyraTa 3a Cb3AaBaHe Ha €AEKTPOHEH
noanuc/neyaT oT Pa3CTOAHME N CbAbP>KA AOMBAHUTEAHA MHPOPMALMA, CBbP3aHa C M3MOA3BAHETO
n. EBpotpncrT, B kKavectBoTO cnt Ha SCASP, nanbaHABa KakTo nsanckBaHuaATa Ha ETSI TS 119 431-2,
Taka u cneumdumyHUTe M3nckeaHma cebpsaHun ¢ Peraamert (EC) N2 910/2014 r. 3a cb3paBaHe Ha

EAEKTPOHHN I'IO,A,I'IVICI/I/I'Ie‘-IaTVI Bb3 OCHOBa Ha YAOCTOBepeHWnA X.509. EBpOTp'bCT MN3MOA3Ba B
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NOAUTUKA N MPAKTUKA MNP MPEAOCTABAHE HA YCAYTA 3A OTAAAEYEHO IS
NOAMNCBAHE C EAEKTPOHEH NOAMNNC / MEYAT
CBOSITa AOKYMEHTALMA CAGAHUTE CreunbuyHn 0BEeKTHN naAeHTUdUKATOPU:
» OID: itu-t (0) naeHtTndmumpara opraHusauma (4) etsi (0) Cb3AABAHE HA YCAYTUTE-
noantuku (19431) ades (2) naeHtndunkatopu Ha noantrkn (1) main (1); n
> OID: itu-t(0) identified-organization(4) etsi(0) CREATION SERVICE-policies(19431) ades
(2) policy-identifiers(1) eu-advancedx509 (2).
lNoAnTnKaTa Ha ycayraTa, KOATO npeanara EBpOTpbCT e cbobpaseHa C M3MCKBaHMATA Ha
Esponetickua cbios (EC) n npeanara cblioto KayecTBo Kato HopMaamaumpaHa noamtuka (NSCP),
KOATO OTroBapA Ha obwonpusHaTUTe Han-A06pK NpakTnkn 3a AYY-n, paboTtewm c oTaaneyeH
SCDev, nsnoasBaH B NoaAKpena Ha BCAKAKbB BWA TpaH3akuuu, npepsaraHa ot NSCP, Ho cbe
cneundunynm nsmckeanua ot Pernamert (EC) N2 910/2014 r., cBbp3aHu ¢ ynpaeaeHueto Ha QSCD.
Korato SCASC ce wu3noasBa 3a Cb3paBaHe Ha EAEKTPOHEH MOAMUC, YAOCTOBEPEHMETO 3a
noanuceaHe uaeHtuduumpa noanuceawma, a korato SCASC ce m3noasBa 3a Cb3paBaHe Ha
EeAEKTPOHEH MNeyvaT, YAOCTOBEPEHUETO 3a MOAMUCBaHE MAEHTUMLMPAE Cb3AaTeAd Ha nevarta.

YAOCTOBEPEHMNETO 3a MNOATMCBAHE Ce CbAbPXKa B Cb3paseHUs noanuc Ha AdES.

1.4 YYACTHWULUMU B RESS
EBpoTpbCT KaTo KBaAMdUUMPaH AOCTaBUYMK Ha KBAAMDULMPAHU YAOCTOBEPUTEAHN YCAYTH
NPeAOCTaBA YCAYrM MO reHepupaHe 1 ynpaBAeHue (cnupaHe, Bb30OHOBABaHE U NpeKpaTABaHe)
Ha KBaAMbULMPaHN YAOCTOBEpPEHMWA, Ypes yaocToBepuTeneH opraH ,Evrotrust RSA Operational
CA”" 1 ycayrv no uvaeHTUOMKaUMA U YAOCTOBepABaHE Ha CaMOAMYHOCT/MAEHTUYHOCT Ha
notpebutean, uypes peructpupaly, opraH (PO). Apyrv yyactHuum B UHPpacTpykTypaTa Ha
EBpoTpbeT ca noTpebutean n poBepABaLLn Ce CTPaHM.
B paMkuTe Ha HacToAllaTa NOAUTMKA MOAMUCBALLMAT, CBbP3aH C KAIOYA 3a MOAMUCBaHe,
MOXe Aa bbae:
> dusmyecko anue;
»  du3MyecKko AMLe, acoUMMPaHO C PUANYECKO AULLE;
> lopuaMdecko Avue (KoeTo Moxke aa 6bae opraHusauuA, 3BEHO WAUM OTAEA,
acouurpaHn C opraHunsaumaAaTa); NAmn
» YCTPOWCTBO WAU CUCTEMA, YNPaBAABAHM OT WMAU OT MMETO Ha U3MYECKO WAM
IOPUANYECKO AMLLE.

pr3KaTa MeXAY I'IOTpe6l/ITe/\F|, KOWTO NnoANMCBa Cropa3ymeHune C EBpOTp'bCT 3a NOA3BaHe
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NOANTNKA N MPAKTUKA MPU MPEAOCTABAHE HA YCAYTA 3A OTAAAEHEHO IS
NOANMNCBAHE C EAEKTPOHEH NMOAMNC / MEYAT
Ha YAOCTOBEPUTEAHA YCAYTa N MOANMCBALLMA, KOUTO NPUTEXKaBa YaCTeH KAIOY € eKBMBAAEHTHa Ha
Bpb3kaTa Mexay ,subscriber” n ,subject’, kakto e onucanHo B ETSI EN 319 411-1. Tean
B3aMMOOTHOLLUEHUA Cca ypeaeHU B KakTo B Ob6LmMTe ycAoBMA, Taka 1 B Aorosop.
EBpoTpbceT, B KadectBoTo cmn Ha SSASP n SCASP Moxke aa M3MOA3Ba ApPYru CTpaHu 3a
npeaAoCTaBAHE Ha YacTW OT ycAyraTa, HO EBPOTPBCT BUHArM nopAabp»Ka LAAOCTHa OTFTOBOPHOCT U
rapaHTvMpa, Ye ca CnaseHW WM3MCKBaHMATa Ha HacToAWMA AOKYMeHT. AKO BbHLIHaTa cTpaHa
M3MOA3Ba CPEACTBA 33 EAEKTPOHHA MAEHTUOUKALMA, N3AAAEHWN CbrAaCHO HOTUdULMpPaHa CXeMa,
KOATO € BKAIOYEHa B CNNCbKa, NybAnKyBaH oT EBponerickata Komucna EBpoTpbCT He M3KcKBa Aa

ce AOKa3Ba HeO6XOAl/IMOTO HMBO 3a CbOTBETCTBUE.

1.4.1 YAOCTOBEPABALLUN OPTAHU
» ,Evrotrust RSA Operational CA” e yapocTtoBepsBalw, opraH, KOWTO u13AaBa

KBaAMGULMPaHN YAOCTOBEPEHWNA 3a KBaAUDULMPAHU EAEKTPOHHWN NoANUcK/neYaTu;

AeriHocTTa Ha yaocToBepsaBawyms opraH ,Evrotrust RSA Operational CA” e onucaH B AOKyMeHTa

JTpakTrka npy npesocTaBAHe Ha KBaAUPULMPAHU YAOCTOBEPUTEAHUN YCAYTN”.

» ,Evrotrust TSA” e yaocToBepnaBall OpraH 3a U3paBaHe Ha KBaANGULMPaHU eAeKTPOHHM
BpEeMeBU nevyaTu. Tol Nprvema 3adaBKW 3a M3paBaHe Ha KBaAUPULMPAHU eAeKTPOHHU BpeMeBu
neyaTu Ha NPEACTaBEHO CbABPKAHNE Ha EAEKTPOHEH AOKYMEHT OT NOTPEObUTEA NAM AOBEPABALLA
ce cTpaHa. YAOCTOBEPABALLMAT OpraH U3roTea KBaAMGUUMpPaH eAeKTPOHEH BpeMeBU nevyat Ha
NpeACTaBeHaTa Xel CTOMHOCT Ha EeAEKTPOHEeH AOKYMEHT W OCUrypsBa Bb3MOMHOCT 3a
MOCAEABALLO (CAeA NeproAa Ha BAAUMAHOCT Ha KBaAMPULMPAHOTO YAOCTOBEPEHME 3a EAEKTPOHEH
noanuc/neyaT) AoOKasBaHe CnpAMOo NpuemMallarta cCTpaHa Ha pakTa Ha MOANMCBAHETO Ha U3ABAEHME
MAW Ha eAeKTPOHEH AOKYMeHT. KeaavbuumpaHu eAekTpPOHHW BpeMeBM nevyatm MoraT pa ce
MHTErpMpaT B Mpoueca Ha Cb3paBaHe WAM MpUeMaHe Ha KBaAMbUUMpaH eAeKTPOHEeH
noanuc/nedat, Ha EeAeKTPOHHO TMOAMUCAHW AOKYMEHTW W EeAEeKTPOHHW TpaH3aKuum, npwm

apXmnBnpaHe Ha eAeKTPOHHN AaHHU N APYTW.

AeviHocTTa Ha yaocTtoBepABawma opraH ,Evrotrust TSA” e onvcaH B A0KyMeHTa ,[loanTuka m

[MpaKkTuKa Ha ycAyra 3a npeAoCTaBAHE Ha KBaAUPULMPaHU eAeKTPOHHU BpemMeBu neyatu”.
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NOAUTUKA N MPAKTUKA MPU MPEAOCTABAHE HA YCAYTA 3A OTAAAEHEHO
NOAMNCBAHE C EAEKTPOHEH MNOAMNUC / MEYAT

1.4.2 PETMCTPUPALLUN OPTAHU

PervcrtpupawmaTt opraH e obocobeHa cTpykTypa Ha EBpOTpBCT, HO MOXe Aa 6bae U
BbHLIHO IOPUANYECKO AMLE, Ha KoeTo EBpOTPBCT Bb3Aara OCbLLECTBABAHE Ha YCAYrM Mo
perncrpauma, wuaeHTUdMKaLMa WM YAOCTOBEpsABaHEe Ha CaMOAMYHOCTTA/MAEHTUYHOCTTa Ha
notpebutean Ha EBpoOTpbCT. BbHWHUTE perncTpupallyM OpraHn MNpPeACTaBAABAT M3rpaAeHa
Mperka OT PEerncTpupalim opraHu, KOUTO W3BBbPLUBAT AEMHOCTUTE CU MO NMPEAOCTaBAHE Ha
YAOCTOBEPUTEAHU YCAYTM OT MeTo EBpoTpbeT. [TbAeH M akTyaneH cnucbK Ha pervctpumpalumTe
opraHun 1 nHGopMaLma 3a TEXHUTE AAHHM 3@ KOHTaKT ca AOCTbIMHM Ha CTpaHuLuaTa Ha EBpoTtpbeT B
WHTepHeT: https://www.evrotrust.com.

PeFVICTpVIpaLl_LVITe OpraHn, KONTO NMNPEeAOCTaBAT YAOCTOBEPUTEAHU YCAYTU N KOUTO HE Ca B
OpraHu3aunoHHaTa CTpyKTypa Ha EBpoTpbeT (BbHWHKM PO) npeamn Aa ocblyecTBABAT Tasm AENHOCT,
CKAtouBaT poroBop ¢ EBpoTpbeT. B cnopasymMeHmneTo, ocBeH NpaBaTa M 3aAbAXKEHUATa Ha ABeTe
CTPaHW ce BKAOYBa M MHPOPMaALMA 38 CAMOAMYHOCTTA Ha AMLATa y4acTBalLM B perucrpupaiimn
OpraH N TAXHOTO pa3pelleHne Aa NpeACTaBAABaAT N ABETe CTPaHW No BpeMe Ha U3NbAHEHUNETO Ha
AOroBOpA.

OnepaTtopuTe OT pPerucTpmpalima opraH OTroBapAT 3a eAHa WAM MOBeYe OT CAEAHWUTE
GYyHKUMU: naeHTUdMLMpPaHE U YAOCTOBEpABaHe Ha AMLA 33 M3AaBaHe Ha YAOCTOBEpeHwWs,
0AODpEHVE UAM OTXBBPAAHE Ha 3aABAEHWA 3a M3AABaHe Ha YAOCTOBEPEHUA, MHULMMPAHE Ha
OTHEMaHe WAW CrupaHe Ha YAOCTOBEPEHMUA MPU ONpeseAeHU obcToATencTBa, obpaboTka Ha
3aABKW Ha I"IOTpe6I/ITe/\I/I Aa OTTETAAT AWM CrnipaT CBOUTE YAOCTOBEpEeHMNA U 3a O,A,O6pFIBaHe NAN

OTXBbPAAHE Ha MCKaHWNA OT ﬂOTpe6VITe/\I/I 3a NOAHOBABAHE Ha TEXHUTE YAOCTOBEPEHUA.

1.4.3 NOTPEBUTEAU

Bcako dusnuecko (TUTYAAP) MAM tOPUMAMYECKO (Cb3AaTeA) AMLE, KOETO MMa CKAIOYEH
nMcMeH aoroBop ¢ EBpoTpbcT e noTpebuten Ha ycAayrata 3a OTAAAEYEHO MOAMWCBAHE C
eAeKTPOHEH noanuc/nedaT, npeaocTaBeHa oT EBpoTpbcT. B cayyan, uye TUTyAApAT Ha
eAEKTPOHHUA NMOAMMC Bb3Aara 06CAyKBaHETO Ha YCTPOMCTBATA 3a Cb3AaBaHe Ha KBaAUULMpPaHU
eAeKTPOHHU noanncn Ha EBpoTpbeT, To EBpoTpbCT rapaHTnpa, Ye ca BbBEAEHU MOAXOAALLN
MeXaHV3MW U NPOoLEAYPU, TUTYAAPAT Ad Pa3noAara C EAHOAMYEH KOHTPOA BbPXY M3MOA3BAHETO Ha

AdHHUTE, CBbP3aHN CbC Cb3AABAHETO Ha EAeKTPOHHNA MY NMOAMNMC B CbOTBETCTBUNE C HACTOALWNA
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NOAUTUKA N MPAKTUKA MPU MPEAOCTABAHE HA YCAYTA 3A OTAAAEHEHO
NOAMNCBAHE C EAEKTPOHEH MNOAMNUC / MEYAT
AOKYMEHT, 1 Ye NpU N3NOA3BaHETO Ha YCTPOMCTBOTO Ca U3MbAHEHW M3NCKBaAHWATA MO OTHOLLEHWe
Ha KBaAMdULUMPaH EeAeKTPOHeH noanuc. EAMHCTBEHO TUTYAAPAT Ha KBaAMbULMPAHOTO
YAOCTOBEpPEHME, MMa MNPaBO Ha AOCTbM AO YaCTHUA KAIOY 3a MOAMWCBAHE Ha EAEKTPOHHMU
N3ABAEHUA, YpE3 KOWTO Cb3AaBa EAEKTPOHEH MOAMMC.
MNoTpebuteante buBaT:
> U3NYECKO AULLE, KOETO Cb3AABa EAEKTPOHEH MOAMMNC;
> $U3NYECKO AMLE, KOETO € YMbAHOMOLLEH MPEACTAaBUTEA Ha IOPUAMYECKO AMLE W
Cb3AaBa EAEKTPOHEH MOAMMUC;
> lOPUANYECKO AMLLE, KOETO Cb3aaBa €AeKTPOHEH neyar.
KoraTo ToBa e NpakTNU4eCcKn OCbLLECTBMMO, NPEAOCTaBAHNTE YAOCTOBEPUTEAHU YCAYTU U
M3MOA3BaHUTE MPU NPEAOCTaBAHETO Ha Te3W YCAYrM MPOAYKTM Ca AOCTbMHUM M 3a Xopa C

yBPEMXAAHUA.

1.4.4 AOBEPABALWU CE CTPAHU

AoBepnBalla ce cTpaHa 03HavyaBa GU3NYECKO VAU IOPUAMYECKO AULLE, KOETO pa3yunTa Ha
npeaocTaBeHaTa OT EBpPOTPBCT yAOCTOBEPUTEAHA YCAyra 3a OTAAAEYEHO MOAMWCBaHe C
EeNEKTPOHEH noanuc/mevat. AoBepABaluMTe Ce CTPaHW CAeABa Ad MMAT MO3HaHWA U YMEHWA
OTHOCHO W3MOA3BAaHETO Ha KBaAMOULMPAHO YAOCTOBEpPEHME W A3 Ce AOBepsiBaT Ha
YAOCTOBEPEHNTE OBCTOATEACTBA B TAX CaMO C OrAea Ha npuAokumaTta lNoantuka m lNpakTuka,
OCOOEHO MO OTHOLWEHWE Ha HWMBOTO Ha CUFYPHOCT MNPW MNpPOBEpKa Ha CaMOAMYHOCTTa Ha
TUTYAAPUTE N WMAEHTUYHOCTT@ Ha Cb3AAaTEAUTE, KaKTO M MO OTHOLWeEeHWe Ha BhnucaHuTe B
YAOCTOBEPEHMETO OrpaHNYeHna 3a n3noAsBaHeTo My. AoBepABaLLMTe ce CTPaHU MMaT NOCTOAHEH
AOCTBbMN AO pernctpute Ha EBpOTpbCT 3a npoBepka Ha BaAMAHOCTTa Ha KBaAnduuMpaHuTe
yaOCTOBepeHuA. AoBepABalimMTe ce CTpaHW, YCTaHOBEHW U3BbBH TeputopuAaTa Ha Penybawka
BbArapus, MoraT Aa pasuuTaT Ha HAAEXAHO, CUTYPHO, AECHO WM YAOBHO KBaAMGUUMpPaHO
BaAMAMPAHE MO aBTOMATU3MpPaH HaYMH Ha KBaAMOUUMPAHW EAEKTPOHHMK noanucu/nedatu,

YAOCTOBEPEHNATA, 3a KONTO Ca N3AaAEHN OT EBpOTp'bCT.

1.4.5 APYINYYACTHUUMA
3a onpeaeneHn penHocTn, cbraacHo PeraamenT (EC) N2 910/2014 r., EBpoTpbeT MoXe aa

npBAMYa BbHLWHW AMUaA. OTHolweHuAaTa no NnoBOA Ha Te3u I,A,eIZHOCTl/I Ce ypexaaT C AOroBop.
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NOANTNKA N MPAKTUKA MPU MPEAOCTABAHE HA YCAYTA 3A OTAAAEHEHO IS

NOAMNCBAHE C EAEKTPOHEH MNOAMNUC / MEYAT
AoroBopbT onpeaeAd nNpasaTta U 3aAbAXKEHMATA, Ha BbHLLUHUTE AMLA, y4acTBalLM B AEMHOCTTa Mo
NpPeAOCTaBAHE Ha YAOCTOBEPUTEAHU YCAYTU. EBPOTPBCT M3NoA3Ba NOAMBMBAHUTEAN U AOCTaBYNLN
Ha YCAYrn KaTo crneuvasnmsmpaHu AenTa LEeHTPOBEe 3a HapeXAHa U CUrypHa KOAOKauWA Ha
CbPBBPHOTO 1 MPEXKOBO 060PYyABaHE, AOCTaBYMLM Ha OBAGYHWN CUCTEMU N YCAYTU, AOCTaBYULIM Ha
YCAYIY No aBTOMaTu3npaHa naeHtnoumkaumsa, IT yeayrn n aop. Npu paboTtaTta cv ¢ NOAN3MBAHUTEAM
N AOCTaBYMLUM EBPOTPBLCT M3MCKBa OT TAX CTPUKTHO Aa 6bAAT CNasBaHW HEroBUTE NPOLLEAYPU, B

CbOTBeTCTBME C HacToAwaTa NoAnTtnka u MNpakTrka.

1.5 YNOTPEBA N NPUAOKMNMOCT HA RESS

EBpoTpbCT, B Ka4ecTBOTO €U Ha KBaAMUUMPAH AOCTaBYMK Ha YAOCTOBEPUTEAHWN YCAYTH,
npeaAara Ha NoTpebutTeAnTe ycayra, KOATO 3aMeHA M3MOA3BAHETO Ha GAALLKM U CMapT KapTu 3a
Cb3paBaHe Ha eAeKTPOHEeH noanuc. Ycayrata npeaoctaBa 6bp30, A@CHO, HaAEXKAHO M CUTYPHO
Cb3paBaHe Ha EAeKTPOHEeH MOAMWC OT pPas3CToAHWe, MPU KOeTO cpeaaTa 3a Cb3paBaHe Ha
eAeKTPOHeH NoaANuc ce ynpaBAABa oT EBPOTPBCT, OT MMeTo Ha NoTpebuTeas, B Ka4ecTBOTO My Ha
TUTYAAP Ha EAeKTPOHHMA MOAMWC U C W3NOA3BaHETO Ha COOCTBEHO CMapT YCTPOWCTBO.
VI3KAOUMTEAHO A€CHO K 6BP30 MOXe aa ObAe M3MOA3BaHa NMPeAOCTaBAHATa YCAyra Ha BCAKO
MACTO W MO BCAKO BpeMe. EBpoOTpbCT npeaocTaBA HacToAwaTa ycAyra M3LAAO CbobpaseHa C
AEWNCTBAaLLOTO 3aKOHOAATEACTBO. AOCTbMBT A0 HeA e 6e3 reorpadCkm rpaHnLM 3a BCUYKKU AMLA

nputexaBali BaAMAEH AOKYMEHT 3a CAMOANYHOCT.

1.5.1 3ABPAHA 3A YNOTPEBA HA RESS
Ycayrata 3a OTAAAEYEHO MOAMUCBAHE C EAEKTPOHEH noanuc/nevat He TpAbBa Aa ce
MN3MOA3Ba 3a HE3aKOHOCbOOPAa3HW LEeAM U HavymH, HECbBMECTUMMK C obaBeHaTa [loAnTuka wn

MNpakTnKa.

1.6 YNPABAEHUE HA NOAUTUKATA U NMPAKTUKATA
1.6.1 OPTAHU3ALUMA, YNIPABAABALLA AOKYMEHTALUUATA HA EBPOTPBLCT

EBpoTpbcT oTroBapsa 3a ynpaBaeHueTo Ha Ta3u [NoanTtnka mn MNpaktuka. BecAaka Bepcua Ha
HaCTOALLMA AOKYMEHT € B CMAa AO MOMEHTa Ha 0A0DbpeHme 1 NybAMKyBaHe Ha HoBa BepcuA. Beaka
HOBa BepcuA ce pa3paboTBa OT CAYKUTeAM Ha EBpoTpbcT U caep 0a00peHne otr CobBeTa Ha

AMpeKTopuTe Ha EBpoTpbCT ce nybankyBa. [NoTpebuteante ca AAbXKHU Aa ce cbobpasaBaT caMo
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NOAUTUKA N MPAKTUKA MPU MPEAOCTABAHE HA YCAYTA 3A OTAAAEHEHO
NOAMNCBAHE C EAEKTPOHEH MNOAMNUC / MEYAT
C BaAMpHaTa BepcuAa Ha [MoanTukata n pakTnkaTta KbM MOMEHTa Ha MOA3BaHe Ha YCAYrute Ha

EBpoTpnerT.

1.6.2 AVULE 3A KOHTAKT
KOHTaKTHOTO AMLE 3a ynpaBAeHWe Ha AOKYMeHTa ,[1oAUTHKa 1 MpaKT1Ka Npu NnpeAoCTaBAHe
Ha yCAyra 3a OTAAAEYEHO MOAMVCBAHE C EAEKTPOHEH noannc/nevat” € N3NbAHUTEAHUA AMPEKTOP
Ha EBpoTpbCT.
AonbAHUTEAHA MHPOPMALMA MOXKe Aa ObAe NMOAYHEHA Ha CAEAHWNA aApec:
LEBpOTPBCT TexHoabaxMC” AA
1766 Codusa
6yA. ,OkonoBpbereH nbt” N2 251 I, ,MM BusHec ueHtbp”, e1. 5
Tenedon: + 359 2 448 58 58

EAnekTporHa nowa: office@evrotrust.com

1.6.3 MNMPOLIEAYPU 3A OAOBPEHUE HA MOAUTUKATA U NMPAKTUKATA
EBpoTpbcT cnassa caeaHaTa npoleAypa 3a 0A0bpeHne Ha HaCTOALMA AOKYMEHT:

» Bcaka Bepcus Ha lMoanTuka un [lpakTuka ce paspabotBa OT KBaAMdULMpPaHU
CAY>KUTeAn Ha EBpoTpbCT. HacToAwMAT AOKYMEHT BAM3a B CUMA@ OT MOMEHTa Ha HEeroBoTO
0AO0DOpeHMe OT pPbKOBOACTBOTO Ha EBpOTpBCT 1 NybAMKyBaHeTO My Ha CTpaHuuaTta Ha EBpoTpbeT
B wuHTepHeT (https://www.evrotrust.com/landing/bg/a/tsp-documents). Pasnopeabute B
MNoanTmkaTa m lNpakTMKaTa ca BaAMAHU AO M3paBaHe M NybAMKyBaHe Ha CAeaBallla BepcuA Ha
AOKYMEHT3;

» HacroAawmaTt AOKyMeHT 1 BCAKa Heroea akTyaAmsaums (HoBa BepcuA) ce cbobluaBa
He3abaBHO Ha CAyXUTeAnTe Ha EBPOTPBCT M BCUYKKM 3anMHTEpeCcoBaHnN CTPaHu;

» EBpoOTpbCT MMa ynpaBUTeAeH OpraH, KOMTO yTOYHABA M OKOH4YaTEAHO OA0DOpPABa
AOKyMeHTa [MoAnTuka 1 lNpakTuKka 1 BCcAKa HeroBa akTyaAmsauma (HoBa BepcuA) U3rpaseHa Bb3
OCHOBa Ha W3MCKBaHMATa 3a MNPEAOCTaBAHE Ha YyCAyrata, npeay Aa Obae nNybAMKyBaH Ha
CTpaHWLaTa Ha APY>KeCTBOTO B MHTEPHET;

» [MoanTnkata Ha RESS ce op06psBa 1 akTyaan3npa B CbOTBETCTBUE C OMPEAEAEHA
npoleAypa Ha npepasraexpaHe, BKAIOYBALLA OTFOBOPHOCTUTE 3a MOAAbPXKAHETO W, 3a Aa ce

rapaHTnpa, 4e NOANTMKAaTa Ce NOAKPENA OT NPaKTUNKaTa,
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NOANTNKA N MPAKTUKA MPU MPEAOCTABAHE HA YCAYTA 3A OTAAAEHEHO IS
NOANMNCBAHE C EAEKTPOHEH NMOAMNC / MEYAT

» PbkoBoacTBOTO Ha EBpOTPBCT NMpaBu nperaea Ha NPakTUKUTE, BKAIOYMTEAHO Ha
OTFOBOPHOCTUTE 3a NMOAABP>KAHETO Ha HAaCTOALLMA AOKYMEHT MNOHE BEAHDX FOAMLLIHO;

» 3a noamtmkata Ha RESS, koato BkatouBa SCASC, msrpaseHa Bb3 OCHOBa Ha
n3nckeaHuATta, onpeaeneHn B ETSI TS 119 431-2 n SSASC, wmsrpaseHa Bb3 OCHOBa Ha
n3nckeaHuATa, onpeaenendn B ETSI TS 119 431-1, EBpoTpbCT M3BbpLUBa OLLEHKA Ha PUCKA, 33 Ad
Cce OUEHAT BM3HEC M3NCKBaHWATA U Aa Ce OMPEAEAAT U3MCKBAHUATA 3a CUTYPHOCT, OMUCaHU B
HaCTOALLMA AOKYMEHT;

> EBpoTpbcT onmncea B noAntmkata Ha RESS BcuYKM OTKAOHEHMA, KOUTO peluaBa Aa
NPUAOXKMU;

» EBpoTtpbct uHbOpMMpa noTpebuteante, B CAydamTe KoraTo A06aBA  MAM
AOMBAHUTEAHO OrpaHWyYaBa M3MCKBaHUATA Ha noAmTMKa Ha RESS, kato nybamkyBa HeszabaBHO

aKTyaAn3npaHaTa BepCUA Ha HaCTOALLMA AOKYMEHT Ha CTpaHuuaTa Ha EBpoTpbCT B MHTEpPHET.

1.6.4 NMPUAOXKUMNMOCT HA NYBANYHATA AOKYMEHTALIUA

RESS e cBbps3aHa ¢ Habop OT AOKYMEHTU, KOUTO MoOraT Aa ObAaT KaKTO BbTpeLllHa 3a
EBpoTpbcT pAOKyMeHTauma, Taka u nybamyHa. OueHka Ha pucka v MNoanTrka 3a nHbopMaLumoHHa
CUTYPHOCT Ca BbBTPELUHW AOKYMEHTU W MOAAEXKAT E€XEroAHO Ha akTyaAmM3auua M MpoBepkKa.
AOKyMeHTaumATa, KOATO € NpeAHa3HayYeHa 3a NoTpebuTeAn, AOBEPABALLM CE CTPaHU U BCUYKU
APYrV 3anHTEepecoBaHM CTPaHu ce pasnpoctpaHasa 7/24/365 Ha caita Ha apyxecTtBoTo. ObLmTe
ycaoBua Ha RESS n B wactHoct Ha SCASC mn SSASC ca yact oT pokymeHTa ,O6wu ycaoBmA Ha
AOTOBOpa 3@ MPeAOCTaBsSHU  YAOCTOBEPUTEAHU, WHOOPMALMOHHM, KpunTorpadckm wn
KOHCYATaHTCKM yCAYrn”, KOUTO € NyOAMKYBaH Ha calTa Ha EBpOTPbBCT 1 NpeacTaBAABa HepasaeAHa

4acCT OT AOrOBOpPa, CKAIOHEH MexAy noTpebutena n EBpoTpbCT.

1.7 ONPEAEAEHNA U CbKPALLEHUA

AdES (digital) signature - enekTpoHeH noanuc, konto e CAJES, PAJES nan XAdES;

AQHHU 3a Cb3AaBaHe HA €AEKTPOHEH MOAMNMC - YHUKAAHM AAHHW, KOUTO Ce M3MOA3BaT OT
TUTYAAPS Ha EAEKTPOHHMA MOAMMUC 33 Cb3AABAHETO HA EAEKTPOHEH MOAMUC;

€AEKTPOHEH MOAMNMC - AaHHM B EAEKTPOHHA GpOopMa, KOUTO ce AO0BABAT KbM APYrUM AQHHU B
EeAEKTPOHHA $OopMa MAM Ca AOTMYECKM CBbP3aHW C TAX, U KOWUTO TUTYAAPAT Ha

EAEKTPOHHNA MOAMNC N3MOA3BAa, 3a Aa Ce NMOANMNCBa;
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NOAUNTUKA N NMPAKTUKA MPUN MPEAOCTABAHE HA YCAYTA 3A OTAAAEHEHO
NOANMMNCBAHE C EAEKTPOHEH NMOAMNC / MEYAT
€AEeKTPOHEH MevaT - AaHHW B eAeKTPOHHa dopMa, KOUTO ce A0DBaBAT KbM APYrM AaHHU B
eAeKTpOHHa GOopMa WMAM Ca AOTMYECKM CBbP3aHuM C TAX, 3@ Aa Ce rapaHTuMpat
NpPoM3X0oAa M LEAOCTTa Ha MNOCAeAHUTe. EAEKTPOHHMAT neyaT CAyKuK KaTo
AOKa3aTeACTBO, Ye AAAEH EAEKTPOHEH AOKYMEHT € U3AAAEH OT IOPUANYECKO AULLE
M rapaHTVpa HaAEKAHWNA NPOM3XO0A U LEAOCTTa Ha AQHHUTE;
qualified electronic signature/seal creation device (QSCD) - ycrpolicTBo 3a cb3paBaHe Ha
eAeKTPOHEH MoANMc/nedYaT, KOeTo OTroBapa Ha WM3WCKBaHWATA, NPEABUAEHU B
Pernament (EC) N2 910/2014 r.;
Signer Interaction Component (SIC) - KOMNOHeHT 3a B3anMOAENCTBME C MOANMCBALLNA;
Signature Activation Module (SAM) - MoayA 3a akTMBMpPaHe Ha MOAMUC, KOWTO NMPEACTaBAABa
KoHGUrypupaH codTyep, M3NbAHEH B CpeaAd, 3aluTeHa OT HernpaBOMepHO
M3MNOA3BaHE;
Signature Activation Data (SAD) - paHHW 33 aKTUMBMpPaHe Ha NOAMNUC;
Signature Activation Protocol (SAP) - npoTokoA 3a akTuBMpaHe Ha NOANNC;
Trustworthy system supporting server signing (TWA4S) - HaaexaHa cucTeMa, NoaAbp»Kalla
CbPBBPHO MOAMUCBaHE/KAUEHT-CbPBbPHA CUCTEMA 3a Cb3AaBaHe Ha AeKTPOHHM
MOAMUCU, M3MOA3BALLA KAIOYOBE 3a MOAMUCBAHE MOA EAVNHCTBEHWUS KOHTPOA Ha
noanucBaLLms;
data to be signed representation (DTBS/R) - bopmaTupaHn asaHHW, KOUTO Ce U3MOA3BaT 3a
M34YNCAABAHE Ha CTOMHOCTTa Ha @AeKTPOHHUA NOAMUC (Hanp. XeL CTOMHOCT);
remote signature creation device (SCDev) - ycTpoiCTBO 3a Cb3paBaHe Ha EAEKTPOHEH
noAnuc/neyaT oT PasCToaHNE N KOETO OCUTypABa OrnepaumaTa no NOAMUCBaHE Ad
6bAE €AMHCTBEHO MOA KOHTPOAA Ha NMOAMUCBALLMA - MPEACTaBAABa KOHOUTypUpaH
codTyep MAM XapAyep 3a Cb3paBaHe Ha EAEKTPOHEH NnoAnuc/neyar;
server signing application (SSA) - npunoxkeHVe 3a CbpPBBPHO MOANUCBAHE/MPUAOIKEHME,
M3MOA3BALLO YCTPONCTBO 3a Cb3AaBaHe Ha MOAMMUC OT Pa3CTOsHNE;
signature creation application (SCA) - npuro>keHuve 3a cb3paBaHe Ha NMOAMMUC OT Pa3CTOAHNE;
driving application (DA)/Digital Identity Solution (DIS) - ynpaBAABaLL0/KOHTPOAMPALLO
NPUAOXKEHME 3a Cb3AABaHE, BaAMAMPaAHE W PaslWMpPsBaHE Ha EAEKTPOHHMW
noanucu. OpraHuavpa BCUYKM MPOLECU W  B3aUMOAEWCTBMA C KpamHUTe

I'IOTpe6I/ITe/\l/I/I'IO,A,I'Il/ICBaLLI,l/ITe N MHTErpupaHnm TpeTtn CTpaHu 3a NpeaoCTaBAHE Ha
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NOAUTUKA N MPAKTUKA MNP MPEAOCTABAHE HA YCAYTA 3A OTAAAEYEHO IS
NOANMMNCBAHE C EAEKTPOHEH NMOAMNC / MEYAT
KBaAMOULIMPAHN YAOCTOBEPUTEAHN YCAYTU. [IPUAOXKEHMETO ChLLO TaKa U3MbAHABA
GYHKLMUTE MO eAeKTPOHHa MAEHTUGUKALMA U reHepupaHe Ha CPeACTBOTO 3a
eAeKTpOHHa naeHTndukaums (elD means);
Signature Creation System (SCS) - cucrema 3a cb3paBaHe Ha noanucy;
signature creation application service component (SCASC) - o6cay»<Bally, KOMMOHEHT Ha
NPUAO>KEHMETO 3a Cb3AABaHE Ha EAEKTPOHEH MOAMUC;
server signing application service component (SSASC) - o6cay)kBall, KOMMOHEHT Ha
NPUAO>KEHMETO 33 CbPBBPHO MOAMMCBaHE - KOMMOHEHT Ha YCAyraTa 3a Cb3paBaHe
Ha eAeKTPOHHWM MOAMUCK OT PasCTOAHME, U3MOA3BALY, MPUAOXKEHME 33 CbPBBPHO
MOANMCBAHE 33 Cb3AABAHETO Ha CTOMHOCTM 3a UMbPOBUA MOAMUC OT MMETO Ha
noaAnMcBalLuns;
server signing application service provider (SSASP) - pocTaBuMKk Ha ycAyra, npeaocTaBALLa
MPUAO>KEHME 338 CbPBbPHO NOAMUCBaHE/NOAMUCBaHE OT Pa3CTOsHME;
signature creation application service provider (SCASP) - pocTaBuuk Ha ycAyra, npeaocTasaALLa
MPUAO>KEHME 3a Cb3AaBaHE Ha NMOAMUC/Cb3aaBaHe Ha MOAMUC OT Pa3CTOAHUE;
AoBepaBawm ce ctpaHu (Relying Parties) - dusmyeckn man topuamyeckm Anua, KouTo ca
aApecaTV Ha eAEKTPOHHW M3ABAEHUA UAM APYTM MHOOPMAUMOHHM 0BeKTU 1 ce
AOBEpPABAT Ha YAOCTOBEPUTEAHUTE YCAYTM Ha EBpOTpBCT;
AOCTaBUMK Ha KBaAMPULIMPaAHU YAOCTOBEPUTEAHU YCAYTU - AOCTaBUYMK HA YAOCTOBEPUTEAHN
YCAYTM, KOWTO NPEAOCTaBsA eAHa MAM MoBeye KBaAUGUUMPaHU YAOCTOBEPUTEAHN
YCAYTU U € MOAYYUA KBaAnduumparma cu ctatyT oT OpraHa no Haa3op;
KBaAMpMLUpPaHA YAOCTOBEPUTEAHA YCAYra - YAOCTOBEPUTEAHA YCAyra, KOATO OTroBapsA Ha
NPUAOXKUMUTE N3NCKBaHMA, onpeaeneHn B Peraament (EC) N2910/2014;
KBaAMPULUPAHO YAOCTOBEPEHMUE 32 EAEKTPOHEH MOAMMUC - YAOCTOBEPEHME 38 EAEKTPOHEH
MOAMUC, KOETO Ce M3paBa OT AOCTaB4YMK Ha KBaAI/ICi)I/ILI,I/IpaHl/l YAOCTOBEPUTEAHN
YCAYTM 1 OTrOBapA Ha U3NCKBaHWATa, npeaBnaeHn B Pernament (EC) N2 910/2014;
KBaAMPULUPaAH EAeKTPOHEH neuar - KBaAudULUMPaH EAEKTPOHEH MevyaT € YCbBbPLUEeHCTBaH
eAeKTPOHEeH MeyaT, KOWTO € Cb3A3AeH OT YCTPOMCTBO 3a Cb3AaBaHe Ha
KBaAMOULMpPAH EeAeKTPOHEeH neyaT W Cce OCHOBaBa Ha KBaAMbULMPAHO
YAOCTOBEpPEHME 38 EAeKTPOHEH MNeyar;

KBaAMPULMPaAH EAEKTPOHEH MOAMUC - YCbBBPLUEHCTBAH EAEKTPOHEH MOAMUC, KOWTO €
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NOANTUKA VN MPAKTUKA MPU MPEAOCTABAHE HA YCAYTA 3A OTAAAEYEHO IS
MOAINMMNCBAHE C EAEKTPOHEH MOAMNC / TIEHAT

Cb3AAAEH OT YCTPOWMCTBO 3a Cb3AaBaHe Ha KBAaAUPULMPAH EAEKTPOHEH MOAMNC U Ce

OCHOBaBa Ha KBaAUbULMPAHO YAOCTOBEPEHME 38 EAEKTPOHHW MOAMUCH;

npakTuka (CPS) - npakTuka npu npeapocTaBsaHe Ha KBaAUPULMPAHM YAOCTOBEPUTEAHWN YCAYTU €
AOKYMEHT, CbAbP>Kall, MPaBMAa OTHOCHO M3AaBaHe, CrinpaHe, Bb30OHOBABAHE U
OTMAHa AENCTBMETO Ha YAOCTOBEPEHMATA, KAKTO N YCAOBUATA 33 NPEAOCTaBAHETO
Ha AOCTbIM A0 YAOCTOBEPEHUATA;

Cb3AAaTeA Ha Neyar - IOPUANYECKO AMLE, KOETO Cb3AaBa EAEKTPOHEH Mneyart;

YacTeH KAIOM - HW3 OT CMMBOAW, KOWTO Ce M3MOA3Ba B aArOpuMTbM 3a MpeobpasyBaHe Ha
nHdopMauma oT pasbupaeM B wWndpupaH BUA (KpUNTUPaH) nAnM obpaTHO - OT
wndpupaH B pasbupaeM Bua (Aekpuntupaxe);

Ny6ANUEH KAIOM - eAVHUAT OT ABOWKA KAIOYOBE, M3MOA3BAH B aCMMeETPUYHa KPUMNTOCUCTEMA,
KOWTO e AOCTbMEeH K MOXEe A3 Ce W3MNOA3Ba 3a MNPOBEepKa Ha EeAeKTPOHEeH
noanuc/neyar;

TUTYASIP Ha @eA€KTPOHEH MOAMMC - PM3NYECKO AULLE, KOETO Cb3AABA EAEKTPOHEH MOAMNC;

YAOCTOBEPUTEAHA YCAYyra - EeAeKTPOHHa YCAyra, OOMKHOBEHO MNpPeAOCTaBAHa Ccpelly
Bb3Harpa>kKAeHWe, KOATO Ce CbCTOM BbB: Cb3AABaHETO, MpoBepKaTa MU
BaAMAMPAHETO Ha EAEKTPOHHW MOAMUCK, €AEKTPOHHU MedaTu UAN EAEKTPOHHMU
BPEMEBW MeyaTu, YCAYrM 3@ €eAeKTPOHHa TMpenopbyYaHa Molwa, KakTo MU
YAOCTOBEPEHMWA, CBbP3aHW C TE3W YCAYIU; WAM Cb3AABAHETO, MpPOBepKaTta W
BaAMAMPAHETO Ha YAOCTOBEPEHWA 3a aBTEHTUYHOCT Ha yebcanT;, WK
CbXPaHABAHETO Ha EAEKTPOHHM MOAMMCK, NeYaT AU YAOCTOBEPEHMA, CBbP3aHN C
TE3U YyCAYTY;

YAOCTOBEPEHUE 32 EAeKTPOHEH nevart- YyAOCTOBEpPEHMEe 3a IOPUAMYECKO AMLLE MO CUAATA Ha
Pernament (EC) N2 910/2014 r.;

YAOCTOBEPEHUE 32 EAEKTPOHEH MOAMNUC - eAEKTPOHEH aTecTaT, KOMTO CBbpP3Ba AaHHUTE 3a
BaAMAMPAHE Ha @AeKTPOHEH MOAMUC C GU3NYECKO AULLE N MOTBbP>KAABA HAW-MaAKO
MMETO NAW NMCEBAOHMMA Ha TOBa AULE;

YCTPOMCTBO 3a Cb3AaBaHe Ha KBaAMPULIMPAH eAeKTPOHEH Nneyar - YCTPOMCTBO 3a Cb3paBaHe
Ha KBaAMdUUMpPaAH EAeKTPOHEH MnevaT e YCTPOWCTBO 3a Cb3AaBaHe Ha eAeKTPOHEH
meyaT, KOeTo OTroBapsa Ha nsnckeaHuAta B PernameHt (EC) N2 910/2014 r;

YCTPOMCTBO 3a Cb3AaBaHe Ha KBaAMPULIMPaH eAeKTPOHEH MOAMMC - YCTPOMCTBO 3a Cb3paBaHe
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NOANTUKA VN MPAKTUKA MPU MPEAOCTABAHE HA YCAYTA 3A OTAAAEYEHO IS
MOAINMMNCBAHE C EAEKTPOHEH MOAMNC / TIEHAT
Ha KBaANPULMPAH EAEKTPOHEH MOAMNC € YCTPOWCTBO 3a Cb3AABaHE Ha EAEKTPOHEH
NOAMKMC, KOETO OTroBapA Ha U3nckBaHuATa Ha PernamenT (EC) N2 910/2014 r;
aBTeHTUPUKALMA - eNEKTPOHEH MPOLEC, KOWUTO MO3BOASIBA EAEKTPOHHATa MAEHTUbMKALMS Ha
GU3NYECKO WA IOPUANYECKO AMLE WAW MOTBbPXKAABAHETO Ha MNPOM3X0AA U
LLeAOCTTa Ha AAHHUTE B eAeKTPOHHa dopma

CTOMHOCT Ha @AeKTPOHHMA MOAMMC - pe3yATaT OT Kpuntorpadcka obpaboTka Ha AaHHM B
eneKTpOoHHa dopMa, KOATO MO3BOAABA Ha MOAyYaTeAAd Ha AA@HHWUTE A AOKaXKe
M3TOYHMKA M LEeAOCTTa Ha TE3U AaHHMU;

eneKTpoHHa upeHTndukaumsa (elD/electronic IDentification) - npouec Ha nsnoassaHe Ha
AAHHW B eAeKTpoHHa ¢opMa 3a uaeHTUPMKALUMA Ha AMLA, KOUTO AaHHM
ﬂpeACTaBAHBaT no yHI/IKa/\eH Ha4nH AaAEHO c|>m3w4ecr<o NAU fOpl/IAI/ILIeCKO Amue, An
c|>V|3V|L|eCKo AMLE, MPEACTaBAABALLO IOPUANYECKO AMLLE;

CPEeACTBO 32 EAeKTPOHHA UASHTUPUKALMA - MaTePUAAHA U/UAM HEMATEPMAAHA EAVHULLA, KOATO
CbABPXKA AAHHM 33 UAEHTMOUKALMA Ha AMLA W KOATO Ce W3MNOA3Ba 3a
YAOCTOBEpPABaHE Ha aBTEHTUYHOCT 3@ OHAAWMH YCAYTa;

npenpartka KbM CPeACTBa 3a eAeKTPOHHAa UAeHTUPUKaLMA - AaHHU, n3noaseaHm B SSASC kato
npenpaTka KbM CPEACTBO 33 €AeKTPOHHAa MAEHTUOMKALMA C LeA YAOCTOBEpPsBaHe
Ha nmoanucBalMA (HanpuMMep KoraTo Ce reHepupa MOAMMCAHO YAOCTOBEpEHUe
CAA YCMeLlWHOo YAOCTOBepABaHe Ha MOAMUCBALLMA, UAEHTUDUKALNOHHUAT HOMEP
Ha MOAMMCBALLMA U NOTPEOUTEACKMAT uaeHTUbMKaTOp MoraT Aa  Obaat
pedepeHTHUTE);

AQHHM 32 uAeHTUPMKALMA HA AMLA - HAabOP OT AAHHKM, KOUTO MO3BOASBAT A@ C€ YCTaHOBMU
CaMOAMYHOCTTa Ha GU3MYECKO UAN IOPUAMYECKO AMLE, UAN Ha GU3MYeCcKo Auue,

NPEeACTaBAABALLO IOPUANYECKO AULLE;

2 OTroBOPHOCT 3A NYBAUKYBAHE U XPAHUAULLE
2.1 NYBAUYEH PETUCTBHP
My6AMYHNAT perncTbp Ha EBPOTPBCT NpeacTaBAABa XPaHUANLLE, B KOETO Ca Pa3NOAO>KEHM
aKTyaAHU U MPEAULLHN BEPCUMN Ha EAEKTPOHHU AOKYMEHTU (B TOBa YMCAO aKTyaAHU BEPCUWN Ha
HacToAWmMA AOKyMeHT, ,[loAnTMKa Npu NpeasocTaBsHe Ha KBaAMOULMPAHO YAOCTOBEpeHue 3a

KBaAMPULMpPaH eneKTpoHeH noanuc/nedat” n lpakTuka npn NpeaocTaBAHe Ha KBaAnpULMpaHu
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NOAUNTUKA N MPAKTUKA MPN MPEAOCTABAHE HA YCAYTA 3A OTAAAEYHEHO IS

NOANMNCBAHE C EAEKTPOHEH MOANNC / MEYAT

YAOCTOBEPUTEAHU YCAYTU"), AOrOBOP 3a U3NOA3BAHE Ha EAEKTPOHHM NMOAMUCK, MPEeAHa3HavYeH 3a

noTpebuTeAnTe, YAOCTOBEpPEHMA Ha yaocTtoBepABawmAa opraH, Cnuvcbuy CbC CNpeHu u

npekpateru yaoctoseperusi (CRL) u aopyra nndopmanma, OTHOCHO M3MOA3BAHETO Ha KAIOYOBE 3a

MOAMMCBaHE W CBbP3aHUTE C TAX yAaOCTOBepeHuAa. B nybanuHua pernctbp Ha EBpoTpbeT ce

NpeAOCTaBA Ha MNoTpebuTeAMTe N AOBepABalLUMTE Ce CTPaHW akTyaAHa Bepcua Ha Obwwute

YCAOBMA, KOWTO AOKYMEHT CbAbp»Ka WMHPOPMauMs OTHOCHO W3MOA3BAHETO Ha MOAMUCBALLM

kAtovoBe. B npnaoxmmnte O6LLM yCAOBUA HAYMHUTE Ha MOA3BaHE Ha AAAEH KAIOY 3a MOAMMCBaHe

N CBBP3aHOTO C HEro YAOCTOBEPEHME Ca AECHO Pa3no3HaBaeMu.

Bcunukn notpebutean n poBepABalLM ce CTpaHU MMaT NMOCTOAHEH aocTbn 24/7/365 a0
|/|Hc|>opMa|_|,V|ﬂTa B XPaHUAMLLETO Ha appec: https://www.evrotrust.com. AocTbnHOCTTa A0 Tas3u
nHbopMauma HAMa reorpadCckmn orpaHnYeHus.

Mpu noBpeaa B cnucteMata, 0B6CAY>KBAHETO UAK APYTM GaKTOPU, KOUTO HE Ca MNOA KOHTPOAA
Ha EBpoTpbCT ce npuaarat Han-A06puTe NPaKTUKK, 3a Ad Ce rapaHTnpa, Ye ycayrata RESS He e
AOCTBIMHA 33 MO-AbABI MEPUOA OT MaKCUMMYyMa, KaKTo € onpeaeAeHo B AoroBopa ¢ notpebuteamnTe
n/van B Obwmte ycarosusa (Bka. SSASC 1 SCASC).

BeaHara caea u3paBaHETO WM, MOTPEOUTEACKUTE YAOCTOBEPEHMA ce NybAMKyBaT B
perucrTbpa ¢ yaAoctoBepeHua (6asa paHHM) Ha EBpoTpbCT. AOCTBMBT A0 TAX € OrpaHuyeH 3a

AOBepABanNTe Cce CTpaHu bes N3PUNHHOTO CbrAacune Ha I'IOTpe6l/ITe/\VITe.

2.2 NMYBAUKYBAHA MHOOPMALNA

[yBAMYHUAT PerncTbp e AOCTbMNEH 3@ BCUYKWN 3aMHTEPEeCcOoBaHW 6e3 HaUMOHAAHWN rpaHnLm
Ha aapec: https://www.evrotrust.com/. VspaseHute KBaanduumMpaHu yAOCTOBEpeHUA ce
cbXxpaHsaBaT B 6asa AaHHM Ha EBpoTpber. [lpoBepka Ha u3papaeHU  KBaAuduuUMpaHu
YAOCTOBEpEHUA MOXKe Aa Obae HanpaBeHa Ypes yCcAyra 3a KBaanduumpaHo 1 HekBaanduLmMpaHo
BaAMAMPAHE Ha BCUYKU BUAOBE €AEKTPOHHU noanuncu cnopea Peraament (EC) 910/2014 r. v B
CnuncbKka cbe cnpeHu n npekpateHu yaoctoBepeHusa (CRL), konTto ce nybavkyBa Ha canTa Ha
EBpoTtpbeT 1 ce ocbBpeMeHaBa Ha Bcekn 3 (Tpu) yaca. EBpoTpbCT ocurypnasa ycayra 3a npoBepka
Ha CbCTOAHWETO Ha N3AAAEHUTE YAOCTOBEPEHMA B PEaAHO BPeMe Bb3 OCHOBA Ha MPOTOKOA 3a
OHAaMH npoBepKa Ha crtatyca Ha yaoctoBeperune (OCSP). VsnoaseanHeto Ha OCSP aaBa
Bb3MO>KHOCT Aa Ce NMpuaobue MHGOpPMaLmMA 3a CbCTOAHMETO Ha YAOCTOBepeHuATa, 6e3 aa ce

nsnckea nposepka B CRL. OCSP ycayrata reHepurpa oTroBop, OCHOBaH Ha ba3a AaHHW. 3a Aa ce
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NOAUTVKA 1 TIPAKTUKA MNPV MPEAOCTABAHE HA YCAYTA 3A OTAAAEHEHO
NOAMNCBAHE C EAEKTPOHEH NOAMNNC / MEYAT
NOAABP>KA MPABUAHOTO M3MbAHEHME Ha cucteMaTa, otroBopuTe Ha OCSP mMoxke aa 6baat

KeWwnpaHun 3a npepsBapuUTeAHO ONPEeAEAEHO BpeMe (O6I/IKHOBeHO He noBe4ye OT HAKOAKO qaca).

2.3 YECTOTA HA NYBAUKYBAHE

AokyMeHTaumATa, BKatouBawa [loantnka w  [lpakTnka npu  nNpeaocTaBAHe Ha
KBaAMOULMPAHN YAOCTOBEPUTEAHWN YCAYTM, CopasyMeHusa, obpasum, PbKOBOACTBa 3a paboTa ¢
EeAEKTPOHEH noanuc/nevar, AOKAAAM OT OAUTU U AP., U3paAeHa OT EBpoTpbeT, ce nybAMKyBa Ha
CcTpaHuWuaTta Ha EBpoTpbCcT B MHTEepHeT He3abaBHO nMpu BcAKa akTyaAmsauua. OnepatuBHUTe
YAOCTOBEPEHMWA Ha YAOCTOBEPABALLMA OpraH ce NybAnKyBaT He3abaBHO NMpW BCAKO M3AaBaHe Ha
HOBW yAOCTOBepeHus. AKTyaAMsauMa Ha peructbpa C  U3A3AEHUTE  NOTPEebUTEeACKM
KBaAMPULMPaHN YAOCTOBEPEHMNA Ce OCbLLECTBABA aBTOMaTUYHO 1 He3abaBHO cAea NybAMKyBaHe
Ha BCAKO HOBOW3AAAEHO BaAMAHO yaocToBepeHue U TAa ce apoctbnea npe3s OCSP npoTokoa.
AkTyanmzauma Ha Tekywma CRL ce ocblyecTBABa aBTOMaTUYHO Ha He noBeye oT 3 (Tpwu) Yaca nam

He3abaBHO cAep OTMAHA MAM CNMpaHe/Bb30OHOBABaHE Ha BAAMAHO YAOCTOBEPEHME.

2.4 AOCTDHMN AO NYBAUKALIUU

EBpoTpbCT Npeanara ycAyrn 3a AOCTbN A0 MHGOPMALMATA, CbXpaHABaHa B XPaHUAULLETO
(Ny6AMYHMAT peructbp), kaTo ocurypasa HTTP/HTTPS n OCSP 6a3unpaH pocTbn.

AocTbnbT A0 MHPOPMaLMATA B XPaHMAMLLETO He Ce orpaHnyaBa oT EBpoTpbCT, ocBeH no
MCKaHe Ha TUTYAAPA/Cb3paaTEAs M CaMO MO OTHOLWIEHWE Ha HEroBO BAAMAHO U3AAAEHO
KBaAMGULMPAHO YyAOCTOBEpPEHME.

NHdopmaumaTta, nybavKyBaHa B XpaHWAMLLETO Ha EBpPOTPBCT, € AOCTbMHa MOCTOAHHO

(24/7/365), ocBeH B cAyvanTe Ha CbOUTUA, M3BBH KOHTPOAa Ha EBpoTpbCT.

3 WM3NCKBAHUA KbM RESS
3.1 OB USNCKBAHNWA
EBpoTpbcT npunara caepHnTe obLwm nanckeaHma 3a RESS:
a) EBpoTpbcT npuaara Habop OT MNOAUTUKM U MPAKTUKK, MOAXOAALLM 3a YCAyraTa 3a
OTAAAEHEHO MOAMUCBaHE C eAEKTPOHEH noanuc/neyat. [pUAOKNUMUTE NMOAUTUKN U NPaKTUKK Ca
BMMCaHWN, CbC CBOUTE OBEKTHU MAEHTUOUKATOPU B U3AIAEHUTE YAOCTOBEPEHMA MPUN U3MOA3BaHE

Ha yCAyrata. 3a Bcaka npeAoCTaBAHa YAOCTOBEPUTEAHA YCAYTra N BCAKO U3AAAEHO YAOCTOBEPEHNE
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NOAUTUKA N MPAKTUKA MNP MPEAOCTABAHE HA YCAYTA 3A OTAAAEYEHO IS
NOANMMNCBAHE C EAEKTPOHEH MNMOAMNMNC / MEYHAT
EBpoTpbcT € nybAMKyBaA Ha CTpaHuMuata CU B MHTEPHET MOAUTMKA U MPaKTUKa C BKAOYEHMN
06EeKTHUN naeHTUdUKaTOPU;

b) PbkoBoacTBOTO Ha EBpOTPBCT 0A06pABa HABOPBT OT MOAUTUKMN U MPAKTUKM, CAEA,
KOeTO Te ce NMybAMKYBaT M CbODOLLABAT Ha CAYXKUTEAUTE U AOBEpPABALLMTE Ce CTPaHW, Korato e
YMECTHO;

c) B HacToAwmA AOKYMEHT ca onMcaHu NpPaKTUKUTE U NMPOLEAYPUTE, U3MOA3BaHM 3a
CnpaBAHe C BCUYKU M3UCKBaAHWA, MAEHTUOMLMPAHM 38 MPUAOXKIMMaTa NOAUTUKA Ha EBpoTpbCT;

d) B Hactoawma aokymeHT B T. 1.4.5 e pasranepaHa Bb3MOXKHOCTTa A MMa BbHLUHM
opraHuMsauuu, MNoAAbPKalM YycAyrmte Ha EBpoTpbcT. B cayyalh Ha HaamMume Ha BbHLWHU
OpraHV3aunm TEXHUTE 3aABAXKEHNA N MPUAOXKMMU MOAUTUKU N MPAKTUKKN Ce ONMUCBAT B AOTOBOPHM
crnopasyMeHus;

e) EBpoTpbcT npeapoctaBA Ha NOTpebUTEAUTE W Ha AOBEpABALLMTE Ce CTpaHu
NOAUTMKATA, MPaKTUKaTa 1 APyra NOAXOAALLA AOKYMEHTaLMA Ypes CTpaHuLaTa Ha APYXKeCTBOTO B
nHTepHeT: https://www.evrotrust.com/landing/bg/a/tsp-documents;

f) EBpOTPbBCT MMa yrnpaBUTEAeH OpraH, KOMTO OKOHYaTEAHO OA0DpPABa HACTOALLMA
AOKYMEHT;

g) PvkoBoactBOTO Ha EBpoTpbcT ynpaBaABa npuAaraHeTo Ha MNPUAOXKUMUTE
MOAUTUKWN U MPAKTUKK;

h) EBpoTpbCT onpeaeAn npoueca Ha Mperaea Ha MpakTUKUTe, KOeTo ce M3BbpLUBa
MOHE BEAHBXK FOAMLLHO W ONMPEAEAA OTTOBOPHOCTUTE 3a TAXHOTO MOAABPXKAHE, KOETO Bb3Aara Ha
OTOPU3NPAHU CAYXKUTEAN;

i) EBpPOTpPBCT CBOEBPEMEHHO aKTyaAM3Mpa MPaKTUKUTE U MOAUTUKNTE, KaTo BCAKA
HOBa BEpPCKA Ha AOKYMEHTUTE Cce 0A00pABa OT PbKOBOACTBOTO W MyBAMKYBa Ha CTpaHuuaTa Ha
APY>KECTBOTO B MHTEPHET;

j) EBpoOTpBCT nybAMKyBa BCAKa HOBa PeAaKUMA Ha MPUAOKUMUTE CU MPAKTUKN U
MNOAUTUKMN He3abaBHO;

k) [MpexkpaTsBaHe Ha ycAyrata e Bb3MOXXHO Aa CTaHe MNpuW NpekpaTaBaHe WAU
N3TMYaHe Ha AABHOCTTa Ha AOroBOpa 3a YAOCTOBEPUTEAHW YCAYrM MexKay MOTpebuTea u
EBpoTpbeT. AoroBop Moxke Aa ce npekpaTtn npu 3akpueaHe Ha Npodua Ha notpebutea. B 1. 13
OT HaCTOALWMAT AOKYMEHT Ce MOocoYBaT pasnopesbuTe 3a npekpaTABaHe Ha AOroBOpP Npw

npekpaTABaHe Ha AeMHOCTTa Ha EBpoTpbCT.
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NOANTNKA N MPAKTUKA MPU MPEAOCTABAHE HA YCAYTA 3A OTAAAEHEHO IS
NOAMNCBAHE C EAEKTPOHEH MNOAMNUC / MEYAT

3.2 CNEUWWMODOUNYHUN NSNCKBAHUA KBbM SSASC
EBpoTpbcT npuaara caeaHnTe cneumdruyHmn MSMCKBaHUA NpuY NPeAOCTaBAHe Ha yCAyraTa Ha
0BCAyXKBaLLMA KOMMOHEHT Ha NMPUAOXEHMETO 3a CbpBbpPHO noanuceaHe (SSASC):

a) AbAXKMHATa Ha KAlOYOBETE W U3MNoA3BaHWTe oOT EBpoTpbeT Kpuntorpadcekm
aATOPUTMU, KOWUTO Ca OT pellaBalllo 3Ha4YeHWe 3a CUrypHOCTTa Ha ycayrata Ha SSASC, ca
cbobpaseHu ¢ TexHuyeckata cneundumkauma ETSITS 119 312 n ca kakTo caeaBa:

> AbAxKHaTa Ha 6asoBuA KAy Ha EBpoTtpber ,Evrotrust RSA Root CA” e 4096
6u1Ta, C NPUAO>KMMaA KOMBUHALMA Ha aCUMETPUYHM 1 xel aaropuTMu: sha384-with-RSA;

> AbAXMHaTa Ha ABOWMKaTa KAIOHOBE Ha onepaTuMBHWA YAOCTOBepABall, opraH
JEvrotrust RSA Operational CA” e 2048 6uTa, C NPUAO>KMMa KOMBUHALMA HA AaCUMETPUYHM 1 XeLLl
anroputmu: sha256-with-RSA ;

» AbAXKMHATa Ha ABOWMKaTa KAIOYOBE Ha onepaTmBHUTe opraHu ,Evrotrust TSA",
JEvrotrust RSA QS Validation" u ,Evrotrust RSA Validation” e 2048 6urta, ¢ npuaokuma
KOMBUHaUMA Ha aCMMeTPUYHM 1 xew aaroputmn: sha256-with-RSA;

» AbAKMHATa Ha ABOMKA KAIOYOBE 3a KBaAMGUUMPAH WM YCbBbPLUEHCTBAH
eneKTpoHeH noanuc/nevat Ha TuTyaap/Cb3paTen, reHepupaHa 4pes MHPpacTpykTypaTa Ha
EBpoTtpbet Moxke pa e 2048, 3072 nan 4096 6uta, C NpUAOKIMMa KOMBUHALMA Ha aCUMETPUYHMN U
xew aaroputmum: sha256-with-RSA;

b) BCMYKM MpuAaraHn MOAMTUKWM W MPAKTUKW ca AOCTbNHW 24/7/365 3a BcuukM
3aMHTEpPECOBaHN CTpaHU B MNyBAMYHWMA perncrtbp Ha canTa Ha EBpoTpbcT. AoKymMeHTU c
YyBCTBUTEAHA MHPOPMaLMA, KaTo npouesypy No MHGOPMaLMOHHA CUTYPHOCT ca BbTPELUHM 3a

EBpoTpbeT 1 He ce nybanKyBarT.

3.3 CNEUWMDOUNYHUN USNCKBAHUA KbM SCASC
EBpoTpbCT npuaara caeaHmTe cneumndUyHm U3MCKBaHWA NPU NPeAOCTaBAHE Ha YCAyraTa Ha
OOCAY>KBaLLMA KOMMOHEHT Ha MPUAOXKEHUETO 3a Cb3paBaHe Ha enekTpoHeH noanuc (SCASC) B
cvoTBeTcTBME c ETSITS 119 431-2:
a) SCASC noaabp»ka BKAIOYBaHe Ha Bpemesu neyar B umdposusa AJES noanuc, koeto
e onuncaHo B T. 5.3 Ha HaCTOALLMA AOKYMEHT;

b) HpVI/\O)Kl/IMMTe NMOANTUKN 3a Cb3pAaBaHe Ha NnoAnmc Ca OMMCaHKM B T. 1.3 Ha
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NOANTUNKA U TIPAKTUKA TTPU MTIPEAOCTABAHE HA YCAYTA 3A OTAAAEHEHO
NOANMMNCBAHE C EAEKTPOHEH MNMOAMNMNC / MEYHAT
HaCTOALLMA AOKYMEHT;
c) HacroawmsaT ookyMeHT nocoysa B T. 5.4 BCUYKM NoAAbP>KaHW GopMaTK 3a MOAMMNC;
d) HacroawmsaTr AooKyMeHT nocoysa B T. 5.2 BCUUYKM NOAABP>KAHW KAACOBE MOAMUCH;
e) HacrtoAawmAaT pAookyMeHT onucea B T. 1.4.5 Bb3MO>KHOCTTa 3a yyacTMe Ha BbHLUIHU

opraHusaunmn Npu NpeAoCcTaBAHe Ha yCAyraTa.

4 APXUTEKTYPU
4.1 OCHOBHA MHOOPMALMA
CobuectByBaT aBe pa3anyHu apxutektypu, B kouto SCASC n SSASC npuaarat pasanyHm
MeXaHM3MW 3a yAOCTOBEPABAHE W YMbAHOMOLLL@BaHE CNopeA HUBOTO Ha AOBEpPME Ha KOHTPOAa
Ha KAIOHOBETE 3a MOAMMCBaHe, KaTo ce MMa npeaBua, Ye EBpoTpbeT, konTo ynpasaasa SCASC un
SSASC, Moxxe aa AeAernpa yAOCTOBEPABAHETO WM MPOLECU 3a YMbAHOMOLL@BAHE Ha BbHLUHA
CTpaHa (HanpuMep Ha CAMOANYHOCT U/NAN AOCTaBYMK Ha YAOCTOBEpPABAHE).
ApPXUTEKTYPUTE BKAIOYBAT ABE OCHOBHW CPEAM: Cpeaa Ha MOANMCBALLMA W 3alMTeHa cpeaa
Ha EBpoTpbcT. 3almteHaTta cpeaa Ha EBpOTPbHCT BKAIOYBA 3aLLMTEHO OT NOAMPaBAHE YCTPOMUCTBO
(kpuntorpadcknm ™MoayAa) ceptudnumpaHo crnopeap usmckeanuata Ha CEN EN 419 221-5.
3awmTeHaTta cpeaa Ha EBpoTpbCT ce ynpaBaABa B CbOTBETCTBME C MOAUTUKATA 3@ CUTYPHOCT M
CbXpaHABa B 3allMTeHa popMa, KaKTO KAKYOBETE 3a MOAMUCBaHe, Taka U AOKa3aTeACTBa 3a
Bpb3KaTa MeKAy 4acTHMTE KAIOHOBE W CaMOAMYHOCTTa Ha noanucBawmTte. Cpeaata Ha
NOANVCBALLMA € AOKaAHa 3a NoAnncBaLLmaA (COOCTBEHO YCTPOWMCTBO) M 3alumTaTa € OTrOBOPHOCT

Ha nopnmceallnA.

4.2 BAOKOBA CXEMA

EBpoOTpPbCT NpeaoCTaBa ycAyra 3a OTAAAEYEHO MOAMMCBAHE C eAeKTPOHEH noanunc/medar
KaTo € U3rpasMA HapeXAHa CUCTEMa, MOoAAbpP»Kalla CbpBbPHO noanuceaHe (TWA4S), B
CbOTBETCTBME C OOWMTE M3NCKBAHWA 3@ CUIypPHOCT Ha cTaHaapT EN 419 241-1. HaaexkaHaTa
cucTeMa ce HaMMpa B CUTypHa Cpeaa, KOSTo 0bxBalla GU3NYeCcKn N3NCKBaHUA 3a CUMYPHOCT Ha
NepcoHana, NPoLEeAypn U AOKYMEHTaLMA, OCUTYPABAaLLUM YCAYra 3a OTAAA€YEeHO Cb3paBaHe Ha
eAeKTPOHHK noanucu. Lleata Ha Hape)kaHaTa cucTeMa e Aa Cb3pase UMOPOB MOAMMC MoA
E€AVHCTBEH KOHTPOA Ha GU3NYECKO MAN IOPUAMYECKO AMLE, KOMTO MOXKe Aa ObAE BKAIOYEH B

EAEKTPOHEH MOAMUC NAU EAEKTPOHEH NevaT, KakTo e onpeaeaeHo B Peraament (EC) N2 910/2014
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NOAUTUKA 1 TIPAKTUKA MPU MPEAOCTABAHE HA YCAYTA 3A OTAAAEHEHO

NOAMNCBAHE C EAEKTPOHEH MNOAMNNC / MEYAT

r. HuBoTo Ha aAoBepue Ha KOHTPOAA Ha MOAMUCBALLMA KAIOY, KOrato UMPPOBUSAT MOAMUC

NPEeACTaBAfIBa MevyaT He € 3aAbAXKUTEAHO Aa Obae CbLLOTO, KaKTO KoraTo ce M3MOA3Ba 3a
NPeACTaBAHE Ha EAEKTPOHEH MOAMUC.

HaaexxaHata cuctema Ha EBpoTpbeT, noaabprkalla cbpBbpHOTO noanvceaHe (TWA4S) e
CUCTEMA, KOATO NMPeAaAara OTAAAEYEHU eAEKTPOHHU NOoANMCKU/MevaT KaTo yCAyra. Ta rapaHTupa,
Yye KAIYBT UAU KAKOYOBETE 3a MOAMMCBaHE Ha MOAMWCBALLMA Ce M3MOA3BAT NO NpeAHa3HavyeHue
CaMo Moa, HeroB KOHTPOA (,sole control”).

EBpoTpbCT noaabprka ABe HMBaA Ha ocurypaBaHe Ha KoHTpoA (,sole control”) SCALT n

SCAL2:

|II

a) Mpwn ,sole control” SCAL1 kAtoYOBETE 3a MOAMMCBAHE CE M3MOA3BAT C HUCKO HUBO

Ha AOBEpPWE MNOA EAMHCTBEHUA KOHTPOA Ha NOANMCBALLMA.
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Document & Signed Document DTBS/R & Signature value

Signer TSP protected environment (TW4S)
Environment
. Tamper protected environment ‘
Signer Server Signing
Interface Application (SSA)
<>
SCDev
Document (HSM)
Preview Signer Authentication SSA Authentication
) ~ SCAL1
M
Signer

Local ' Remote

Registration & certification issuance

3a reHepupare Ha umdpos noannc B SCALT KAoubT 3a noanmcBaHe (4acTHMA KAKOY Ha
ABOWKaTa aCMMETPUYHU KAIOHYOBE) HE € 3aABAXKUTEAHO Ad CEe TeHepupa, CbXpaHABa M U3MOA3Ba B
KpunTorpadckm MoayA. KAloubT 3a noannceaHe MoXe Aa ce CbxpaHasa BbB ¢ana, kato SCDev
MoXe pa 6bae codTyep, M3noasBaly To3m damia. Mo »keaaHwe Ha noTpebuTeam, Morat pa ce
n3noaseat ¢arinose, HO EBpOTPBCT npuaara cneumduyHM BbHLIHM MEPKW 3a CUTYPHOCT B
AOMbAHEHME KbM 3aluMTaTa Ha camuTe danrose oT darwmdunkaums (M3TpreaHe, MoandUKaLma).
3areHepupane Ha umdpos noanuc 8 SCALT TWAS nsnoassa KAKOYOBE 3a NOANMCBAHE B 3aLUMUTEHA

oT parwmndnumpaHe cpeaa. Cpeaata e ocurypeHa ot SCDev, KoeTo e xapAyepHO YCTPOWCTBO 3a
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curypHocT, oTroBapawo Ha ctaHaapT EN 419 211 uan EN 419 221. MNMpwn SCALT noanucealuma ce
YAOCTOBEPABA YCMNELWHO B MNPUAOXKEHUETO 3a CbpBbPHO nopnuceaHe (SSA), caep Koeto
NpPeAOCTaBA AOCTbM AO OMNepaumnaTa No noanmnceaHe. KAIOUYBbT 3a MOANMCBAHE Ha MOAMMUCBALLUA €
cBbp3aH oT SSA c pakTopa 3a HEroBoTO yAOCTOBEpABaHe. EBpoTpbCT A0NycKa yAOCTOBEPABAHETO
Ha MOAMMUCBALLMA A3 Ce M3BBPLUM OT BbHLIHA CTPaHa, HanmpuMep AOCTaBYMK Ha E€AEKTPOHHa
MAEHTUYHOCT. AKO BbHLUHaTa CTpaHa W3MOA3Ba CPEACTBa 3a EAeKTPOHHa UAeHTUdMKaums,
M3AAAEHM MO HOTUULMPaHa CXeMa, KOATO € BKAIOYEHa B CMMCbKa, NybAMKyBaH oT EBponenckaTa
Komucma cbraacHo yaeH 9 ot Peraament (EC) N® 910/2014 r., HAMa Hy>Kpa Aa Ce AOKa3Ba
CbOTBETCTBME Ha HEOBXOAMMOTO HMBO WM EBPOTPBCT MpreMa CbOTBETCTBME C PEryAaTOPHUTE
N3NCKBaHWA.

b) Mpwu ,sole control” SCAL2 katouoBeTE 3@ NOAMMCBAHE CE U3MOA3BAT C BUCOKO HUBO

Ha AOBEpUE MOA EANHCTBEHUA KOHTPOA Ha NMOAMMCBALLMA.

Signature Creation Application (SCA)
Document & Signed Document DTBSIR & Signature value

Signer TSP protected environment (TW4S)
Environment

Tamper protected environment |

Signer Server Signing
Zi Interface Application (SSA)

ignature Activation Protocol (SAP) = sCD
‘Signature activation with ev
Signature Activation Data (SAD)
Document g (500 (HSM)

Preview
Data to be signed DTBS/R

Signer authentication

SCAL2

Y
u(—)

Signer

Signing Key ID

Local | Remote

Registration & certification issuance

B pesyATaT OT B3aMMOAEWCTBMETO Ha MOAyAa 3a aKkTMBMpaHe Ha noanuca (SAM) un
KOMMOHeHTa 3a B3aumopenctBue c noanuvceawma (SIC) ype3 npuaoKeHWe 3a CbPBBPHO
noanvceaHe (SSA) ce n3dncaABa 1 3apaBa AaHHUTE 3a akTMBMpaHe Ha noanunca (SAD), 3a aa ce
paspelmn onepaumaTa no noannceaHe B SCDev 3a KOHKpeTHN AaHHK 3a noanmnceaHe DTBS/R. 3a
aocturaHe Ha SCAL2, SAM ynpaeasiea nanoassaHeto Ha SAD, 3a aa ce ocurypu ,sole control”.
KAloubT Ha oTOopu3MpaHMsa MNoAMMCBalL ce ynpaBaABa oT SAM, M3MOA3BalikKM MPOTOKOA 3a

akTuBMpaHe Ha noanuc (SAP). Ypes npoTokoAa ce MocTura CbLOTO HMBO Ha CUIYPHOCT 3a ,sole

control” KakTo ToBa, KOeTo 6u ce nocTurHaao Ypes camocroaTereH QSCD, KakTo e onpeaseeH B
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Peranament (EC) N2 910/2014 r. AkTuBupaHeTo Ha noanuc B SCAL2 n3nckea yaoCcTOBEpPABaHE Ha
aBTEHTWMYHOCTTa Ha NMOANUCBALLMA N aBTEHTUYHOCT Ha MCKaHEeTO 3a onepaumaTa No NoanMcBaHe.
Mpn SCAL2 EBpOoTpBCT AOMYCKa YAOCTOBEPABAHETO Ha MOAMMCBALLMA AQ CE U3BbPLUM OT BbHLUHA
CTpaHa, HanprMep AOCTaBYMK Ha EAEKTPOHHA MAEHTUYHOCT. B caydas, EBpoTpbeT rapaHtupa, ve
npoueca Ha YAOCTOBEpABaHe, AEAerMpaH Ha BbHLIHATa CTpaHa, W3MNOA3Ba CPEeACTBa 3a
EeAeKTPOHHa WAeHTUOUKALMA, WM3A3AEHM MO  HOTMdMULMpaHa CxeMa B CbOTBETCTBME C
NPUAOXKUMUNTE PETYAATOPHU U3NCKBAHWA U BbHLUHATA CTPaHa U3MbAHABA BCUYKM M3NCKBaAHWA Ha
EN 419241-1.
EBpoTpbcT npeaocTtaBa ycayrata ¢ nanoassaHe Ha HMBo SCALT nan SCAL2 3a rapaHTupaHe
Ha EAMHCTBEHWA KOHTPOA B CbOTBETCTBME OT MPUAOXKMMATa MOAUTMKA 3a MOAMUCBaHE U

NPUACKUMMNTE MPaBHN N3NCKBaHWMA.

OcHoBHuTe dyHKUMOHaAHOCTU Ha TWAS ca caepHuTe:

» reHepupaHe Ha KAato4oBe 3a noanuvceaHe B SCDev n TAXHOTO npeaocTaBAHe 3a
N3MOA3BaHe OT YMbAHOMOLLEHW MOAMNCBALLM;

> ynpaBA€HME Ha TMOAMUCBALLM  KAIOYOBE - U3TPMBaHE, apxuBMpPaHe WU
Bb3cTaHoBABaHe B SCDev;

» yAOCTOBepsBaHe Ha MOAMMCBALLMA, 33 Ad My ObAe pPaspeLleHO M3MOA3BaAHETO Ha
KAIOYa 33 MOAMUCBAHE;

» cb3paBaHe Ha umdpor noanuc B pamkute Ha SCDev, caep BzamMopencTBue C
YMBAHOMOLLLEHNA MOANNCBALL,.

3a pa ce NoBULLIK HMBOTO Ha curypHocT npu SCALZ Ma AOMbAHUTEAHU
3aABAKUTEAHN GYHKLMOHAAHOCTI:

» wu3noasBaHe Ha koMnoHeHTa SIC 3a cb3paBaHe Ha Bpb3Ka MeX<Ay MOAMMUCBALLMA U
ornepauuATa no NoAnvcBaHe B MPOTOKOAA 3a aKkTUBMpPaHe Ha noanuca SAP;

» W3MOA3BaHE Ha MOAYA 3a akTmBupaHe Ha noanuc SAM, KonTo ce Hamupa B
3aWwmTeHa oT darwmnduuMpaHe cpeaa U KOUTO OTroBapA 3a M3MNbAHEHMETO Ha npoTokoaa SAP.
SAM npeaocTtaes Habop OT QYHKLMOHAAHU KOMMOHEHTM:

® 3a reHepupaHe Ha AaHHM 3a akTmBuMpaHe Ha noanuc SAD B 3awmTeHa oT
darwmduumpare cpeaa, korato SAD He e reHepuparu ot SIC;

® 3a yhnpaBAeHMWE Ha MpoBepKaTa Ha SAD u 3a dKTNBUWPaHE Ha KAKOHOBETE 3a
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noAnvceBaHe;
e 3a ynpaBAeHMe Ha ¢akTopuTe 3a YAOCTOBepABaHe Ha MoAMUcCBalmTe,

O6B'bp3aH|/I C KAIOHOBETE 3a NoANMNMCBaHE N TeHepMpPaHe Ha KAIOYOBETE 3a NOAMNMCBaHe.

TWA4S nznonsea kpuntorpadpckm moaya SAM, 3a aa reHepupa KAKOYa 3a NMOAMMCBaHE U A
Cb3AAAE CTOMHOCT Ha uubposua noanuc. TWAS ce cbcToM NoHe OT eAHO MPUAOXKEHMe 3a
CcbpBbpPHO noanuceaHe (SSA) N eAHO YCTPOWCTBO 3a Cb3paBaHe Ha oTaanedeH noanuc (SCDev).
SCDev e ycTpOWCTBO, KOETO Ce ynpaBAABa OT Pa3CTOAHME OT MOAYA 3@ aKTUBMPAHE Ha MOAMUC
(SAM), nanbAHeH B 3awmTeHa oT daawmduumpaHe cpeaa. TO3M MOAYA M3MOA3Ba AaHHWUTE 3a
akTnBMpaHe Ha noanuc (SAD), cbbpaHm Ypes NPOTOKOA 3a akTuBMpaHe Ha noanuc (SAP), 3a aa ce
rapaHTMpa C BMCOKa CTEMeH Ha YBEPEHOCT, Ye KAIOYOBETE 3a MOAMMCBaHE Ce M3MOA3BaT MOA
€AMHCTBEH KOHTPOA Ha noanuceawwma. SSA nanoassa otaaneveHoto SCDev, 3a aa reHepupa,
MOAABP>KAa U M3MOA3BA KAIOYOBETE 3a MOAMMUCBaHE MOA EAMHCTBEHMA KOHTPOA Ha TexHuA
YMBAHOMOLLLEH NoanuMcBall,. Taka ye, korato SSA nsnoassa otaanedeHo SCDev, ymbAHOMOLWEHUAT
NOAMMCBALL, YNPaBAABa AMCTAHLUMOHHO KAKOYA 3a MOAMMCBAHE C BUCOKO HUBO Ha poBepue. TWAS
e NnpeaAHasHavyeH Aa AOCTaBWM Ha MOATMMCBALLMA UAU Ha APYTO MPUAOKEHNE EAEKTPOHEH MOAMKC,
Cb3A3AEH Bb3 OCHOBA Ha A@HHUTE, KOUTO TPAOBa A2 ObAAT MOAMUCAHM.

Ycayrata Ha EBpoTpbCT € npuAo»KKMa 3a NMakeTHO OTAAAEYEHO CbPBBPHO MOAMMCBaHE
(Batch server signing). Ycayrata Ha EBpOTPBCT AaBa Bb3MOXKHOCT MOAMMCBALLMA Ad MOAMMLLIE
napTvAa AOKYMEHTU 6e3 M3PUYHO Aa NMPOBEpPABa U 0A0DOPABa BCEKN AOKYMeHT. B To3un cayyan,
MOAMMUCBALLMAT NMPUAara KOHTPOAM 3a MpPoLeca Ha MOAMMCBAHE Ha MapTuUAATa, @ He Ha BCEKM
AOKYMEHT. Tblh KaTo NMPUAOXKMMOCTTa Ha MaKeTHOTO MOAMMCBAHE 3aBUCK OT MpaBHaTa cpeAa U
cpeaaTa Ha npuaoxkenue, TWAS Moxke aa NoaabpKa KOHOUIypaumoHHU NpPodurAn, KOUTO Aa
NO3BOASIBAT UAM 3a0paHABaT rPYNoOBOTO MOAMMUCBAHE C @EAEKTPOHHU NMOAMUCH.

TWA4S ce cbcToM OT AOKaAHa M oTpaneuveHa cpepa. [loanumcBawma ce Hamupa B
AOKaAHaTa cpeapa W B3aMMOAEWCTBA C MOMOLLTA Ha CBOETO YCTPOWCTBO (AanTomn, TabaeT mAm
MOBUAEH TenedOH) C NMPUAOKEHNETO 3a CbPBBPHO noanuceaHe (SSA) B oTaanedyeHaTa cpeaa.
LlenTa Ha B3aMMOAENCTBMETO MexAy ycTpornctBoTo U SSA e aa ce msnoasea SSA ycayrata 3a
noanvceaHe. OnepaumaATa 3a NOAMMCBaHE Ce M3BbPLLBA C NMOMOLLTa Ha MPOTOKOA 3a aKTUBMpPaHe
Ha noanuc (SAP), KoTo n3ncKBa AaHHUTE 3a akTUBMpPaHe Ha noanucnte (SAD) aa ce npeaocTaBAT

B AOKaAHaTa cCpeAa. SAD CBbp3BaT TPWN eAeMeHTa: AaHHUTE OT YAOCTOBEpPABAHETO Ha
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MOAMMCBALLMA C KAIOYA 33 MOAMMUCBAHE U AaHHUTE, KOMTO TpAbBa aa 6baaT noanucaHu (DTBS/R
(s)). 3a aAa ce rapaHTMpa, 4e MoAMMCBALMAT UMa ,sole control” Bbpxy cBouTe KAOYOBE 3a
NoAMNVCBaHe ce M3BbPLUBa onepauMaTa No ynbAHOMOLLaBaHe. ToBa ce M3BbPLUBA OT MOAYA 3a
akTMBMpaHe Ha noanuc (SAM), kolito obpaboTBaliku epHa KpaliHa Touka Ha SAP, npoesepsasa SAD
M aKTMBMPA KAKOYA 3a MOAMUCBaHe B KpunTorpadckua MoayA. EBpoTpbcT e pasnorokua B
3alWmTeHa cpeaa Kpuntorpadbckusa Moaya m SAM. TMpoeepkata Ha SAD o3HavaBa, 4ye SAM
npoBepABa CBbP3BAHETO MeXAy TpUTe eneMeHTa Ha SAD, KakTo 1 paAn MOAMMCBALLIOTO AMLE €
yAocToBepeHo. EBpoTpbCT m3noassa ceptudumumpaH kpuntorpadckm Moaya no craHaapT EN
419221-5, konto cbotBetcTBa Ha QSCD. lNoanncBalmAT ce HamMuMpa B AOKaAHaTa cpeaa C
noTpebuteackn MHTepdenc Ha yCTPOMCTBOTO, KOMTO MOKa3Ba AOKYMEHTWUTE 3a MOAMUCBaHe.
YCTpOMCTBOTO M3MNOA3Ba KOMMOHEHT 3a B3amMoaencteme Ha noanuvceawma (SIC) cbc SSA. SSA
npenpawa KoMyHukaumata ot SIC nam ot SSA po QSCD. Bwvtpe B QSCD SAM noaydyaBa
CbObLLEHNATA U MO N30OP KOMYHMKMPa cbC SSA, 3a Aa MOAYYM CbOTBETHM AaHHKW. Korato SAM e
npoeepua SAD, TOoM MoOXe Aa paspelin aKTMBMPAHETO Ha KAYa 3a MOAMMCBaHe B
KpunTorpadckma MOAYA U Aa Cb3AaAe CTOMHOCT Ha undposua noanuc. CToMHOCTTa ce Bpblia B
SSA n Moxe Aa 6bae AOMBAHUTEAHO AOCTaBEHa KbM MPUAOXKEHME 3a Cb3paBaHe Ha MOAMWUC OT
pasctoanne (SCA) nam SIC. SSA n NOTPebUTEACKUAT MHTEPPENC AEMNCTBAT KaTO MOAAbPKALUM
MOAYAU, KOUTO NMOKa3BaT AOKYMEHTUN 1 npenpalaT cbobuerHna. TWAS pasuunTa Ha caepaHUTE TpU
YCAYrM: ypOCTOBepsABaHe Ha ¢GU3MYecKM AMLa; cepTUdULMPaHN KAIOYOBE 3a MOAMUCBAHE;
MPUAOXEHME 3a Cb3AaBaHe Ha MOAMUC, KOETO OTroBapA 3a Cb3AAaBaHETO Ha MOAMMCAHUA
AOKYMEHT, U3MOA3BaNKM CTOMHOCTUTE Ha NOAMNMCa, NpeaocTaBeHn oT TWAS.
3a ypnocTOBEpABaHE Ha MOAMMCBALLMA AONPUHACA NPAKO MAM KocBeHO SAD. BbaMoxkHO e
YAOCTOBEpPABaHETO A Ce M3BbPLWM Npean cbbupaHeto Ha SAD nan nHdopmaumsaTa Aa Aonae ot
AOCTaBYMK Ha EAEKTPOHHA CaMOAWYHOCT. [loBEpPUTEAHOCTTa M LEAOCTTa Ha MOAMUCBAHETO Ha
KAlovoBeTe ce ocurypasBaT oT otaanedeHna SCDev. SAP nossoaABa cUrypHoO M3noAsBaHe Ha
KAlOYa 3a MoanucBaHe oT Kpuntorpadckus MoayA. SAP e npoToKoA, Npu KOWTO MOAMMCBALLMA
(upes SIC) n TWA4AS komyHukmpaT, 3a aAa reHepupaT SAD. SAP yaocToBepsBa noanuvcealuma,
aBTEHTWMYHOCTTa Ha MCKAHETO 3a MOAMMUC C KOHKpeTHa SAD, BaAMAHOCTTa Ha M3bpaHnA KAIOY 3a
NoAMUCBaHE N OCUTypsiBa CUTypHUs TpaHcdep Ha BcuYKM eaeMeHTu Ha SAD. OtaaneuyeHusT
SCDev e noa koHTpoaa Ha SIC. OTpaanevenuat SCDev ce ynpaeasBa ypes3 SAP v rapaHtupa, 4ye

onepaumaTa no NOANUCBaHE € NoA EAMHCTBEHUA KOHTPOA Ha noanuceawma. SSA nHtepdericure
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No3BOAABAT Ype3 3aWwmnTeH KaHaa Mexay SAM n otaanederHna SCDev, SAM aa nposepasa SAD,
3a A Ce aKTMBMPa CbOTBETHUA KAtOY 3a noanuceBaHe. Cncremata nossoaaBa SSA pa ce M3MNOA3Ba
3a UeAuTe Ha rpynoBo/napTUAHO MOAMMCBaAHE, Ype3 U3MNOoA3BaHe Ha nosedve oT eamH DTBS/R B
eamH SAD. OTtroBopHoOCTTa 3a NpaBuAHaTa obpaboTtka Ha SAD e n3uaro Ha SAM.
SIC e KOMMOHEHT, KOWTO Ce ynpaBAABa OT MOBUAHOTO MPUAOIKEHNE Ha MOAMNCBALLNA U €

|II

M3LAAO MOA HErOB KOHTPOA. KOMMOHEHTHT € HeobxoaMM, 3a ocurypsaBaHe Ha ,sole control” 3a
HMBO Ha curypHoct 2 (SCAL2), koeTo rapaHTnpa, Ye KAIoHOBETE 3a MOAMMCBaHE Cce U3MOA3BaT, C
BMCOKO HMBO Ha AOBEPUE MOA EAMHCTBEHUA KOHTPOA Ha noanunceawma. KomnoHeHTsT SIC e ot
CbLLECTBEHO 3HaYeHue B npoueca Ha SAP 1 3a cb3paBaHeTo Ha LMPPOB NOAMMUC OT CbPBbPHOTO
npuao»xeHue 3a noannceare (SSA). SIC Hanara Bpb3kaTa MexkaAy NOAMMCBALLMA W onepaunaTa no
noanvceaHe B SAP. SIC BuHarm yyactsa B SAP, 3a Aa yAOCTOBEPU MOANUCBALLMA U AUPEKTHO Ad
reHepupa SAD. Caep ToBa SAD ce nsnoasea ot SSA, 3a Aa NO3BOAM NMOANMCBAHETO C MOMOLLTA Ha
X.509 yaocTroBepeHue 3a kBaandULmMpaH eAeKTpOoHeH noannc Ha noanucealyma (QC 3a QES). SIC
pa3yuTa Ha CUIYPHOCTTa Ha BrpaAeHMA 3almMTeH Ymn Ha MObUAHKsA TeaedoH. SIC rerHepupa SAD
M N3MOA3Ba KpUNTOrpadCKmM acMMeTpUYeH KAIOY 3a LMGPOBO MOAMMCBAHE Ha KpaHaTa 3asBKa 3a
SAD.

SAM e crneunanmsmpat coptyep, KonTo nsnoassa SAD, 3a Aa rapaHTMpa C BUCOKaA CTeneH
Ha YBEPEHOCT, Ye KAIYOBETE 3a MOAMMCBAHE Ce W3MOA3BAT MOA EAMHCTBEH KOHTPOA Ha
noanuceawma 3a HMBo SCAL2. M3nckeaHeTo SAM aa ce 1M3NOA3Ba B 3allMTeHa OT NoanpaBAHe
cpepaa EBpoTpbCT e u3nbAHMA KaTo M3NoA3Ba ceptudumumpaH 3a Tasu uea MoayA. SAM e
OTroBOPEH 3a n3nbAHeHreTo Ha SAP. Tol npeaocTaBsa Habop OT KOMMOHEHTU: reHepupaHe Ha
SAD, reHepupaHe 1 aKkTUBMPaHE Ha KAIOYa 3a MOAMMCBaAHE.

SCA e KOMMOHEHT Ha COPTYEepPHO MPUAOKEHME, KOWTO Cb3AaBa MOAMMCAH AOKYMEHT,
M3MNOA3BaMKM UMbPOBUA MOAMUC, FeHepuMpaH OT KOMMOHEHTa Ha YycAyrata 3a CbPBbPHO
noanuceaHe (SSASC). SCA ynpaBaABa AOKYMeHTa, KOUTO TpAbBa Aa 6bae MoanucaH, U NpeaaBa
yactta 3a noanuceaHe Ha SSA. SCASC e KOMMOHEHTBT, MOAAbP’KALL, YCbBbPLUEHCTBAHMU
enekTpoHHK noanucn (AdES)/kBaanduumparu eaektpoHHu noanucu (QES), cb3paBaHe Ha
UMOPOB MOAMUC U M3BBPLLUBAHE HA HAKOAKO crieumMduyHM 4acTu OT npoLleca Ha Cb3paBaHe Ha
noanucn. SCA e B cbcToAHMe aa B3aumoaenctBa cbe SSASC 3a mMckaHe Ha Cb3paBaHe Ha
cTonHocTu 3a umbpos noanuc. MHutepdernicbt SCA noaydaBa AOKyMeHTa (MTe) 3a NoANMCBaHe v

APYyrn napameTpu, BrAaUMTEAHO X.509 KBaAMdUUMPaAHO yAOCTOBEpeHWe 3a KBaAnduumpaH
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enekTpoHeH noanunc (QC 3a QES) Ha KpalHuA NOTPebUTeA KaTO OCHOBEH BXOA WM MOAMMCAHUA
AOKYMEHT (AOKYMEHTU) KaTO OCHOBEH M3XOA.

I3noA3BaHeTO Ha KAlOYa Ha OTOPU3MPaHUA MOAMUCBALY, ce M3MbAHABA OT SSA, KounTo
yAOCTOBepsABa noanucealma. [oanvceawmat Tpabea aa 6bae ycrnelwHo yaoctoBepeH B SSA, 3a
Aa NMPeAOCTaBU AOCTBIM A0 OMepaumaATa No noanucBaHe. KAIOUBbT 3a MOANMCBaHE Ha MOAMMCBALLMA
e cBbp3aH oT SSA c dakTopa 3a yAOCTOBepABaHe Ha noanucBalma. KoHbuaeHUMaAHOCTTa U
LLeAOCTTa Ha MOAMMCBaHETO Ha KatodoseTe ce ocurypasaT oT SCDev. SCDev Moxke pa ce akTuBMpa
oT SSA. AKTMBMpPaAHETO Ha KAlOYa 3a MOAMMUCBaHE U3MCKBaA MOAMUCBALLOTO AMLE A3 €
yaoctoBepeHo oT SSA. EAMHCTBEHO caAep yCMewHO YAOCTOBepABaHE Ha MOAMMCBALLMA €
Bb3MOMHO M3MOA3BAHETO Ha CbOTBETHUAT KAKOY OT UMETO Ha MOAMUCBALLMA.

EBpoTpbcT e u3rpaama 3awmteHa oT daswmndunumpaHe cpepa (Tamper protected
environment) 3a NpepoCTaBAHE Ha CBOATA YCAYra, KOATO € 3alluMTeHa OT AMPEKTEH AOCTbM A0
NHTepHeT. EBPOTPBCT ocurypaABa LLEAOCTTa Ha KOAQ, M3MbAHABAH B Tasn cpeaa. KoabT 3awmTaBa
N3MOA3BaAHETO Ha KAIOYOBE 3a MOAMUCBaHE U N3MbAHABA M3MCKBAHETO aKTUBMPAHETO Ha NoAnmnca
Aa Obae MOA KOHTPOAa Ha MoAMMcBalLMA. 3almTeHaTa oT daAlwmduumMpaHe cpeaa 3aliMTaBa
BPb3KaTa MeXAy KAIOYOBETe 3a MOAMMCBAHE W MOAMUCBAaLLMA (MPU Cb3AABAHETO Ha MOAMWUC
Bpb3KaTa Ce Cb3paBa M NPOBePABA).

3awmuTteHata cpeaa Ha EBpotpber (TSP protected environment) ce nposepssa B
CbOTBETCTBME C M3NCKBaHMWATa 3a CUrypHa paboTa Ha cucTeMaTta 3a CbpPBbPHO MOAMMCBaHe. T4
npeAna3Ba OT aTaku OT MHTEPHET U 0bpaboTBa MHTEPHET BPB3KUTE KbM/OT BbHLIHATa CpeAa
(Hanp. ¢ noanuceawma, SCA, PO (RA)). Cpeaata Ha noanucBalima € AOKaAHa 3a Hero u Tom e
OTrOBOPEH 3a HelHaTa 3alimTa. Korato noanvceBallmna U3NoA3Ba Cpeaa, NpeaocTaBeHa oT TpeTa
CTpaHa, ToraBa TpeTaTa CTpaHa € OTroBOpHa 3a Ona3BaHe Ha cpepaTa Ha MOAMMCBALLMA.
MNoanucealaTta cpeaa ce CbCTOM OT EAEMEHTU, KOMTO MOraT Ad Ce M3MOA3BAT 3a NMOATOTOBKA Ha
AOKYMeHTa 3a noanucsare, dopmaTmpaHe Ha noanuca u SIC. SIC ce nanoassa ot noanucealms,

33 AA Cb3A3AE BPB3KA MEXAY HEro 1 LAAaTa onepauma no noAnncBaHe, akTueBMpaHa Ypes SAP.

4.3 KPUMNTONPA®CKU KAFOYOBE
TWA4S un3noa3Ba m ynpaBAABa KpuntorpadCkM KAIOHOBE, 3a Aa OCUTYPU LEAOCTTa,
MOBEPUTEAHOCTTa U QYHKLMUTE 3a YAOCTOBEpABaHE B COOCTBEHUTE CU MOACUCTEMU U MEXKAY

noaAcCncTtemMmunTe. HepaspemeHOTo M3MOA3BaHE, pa3KkpmBaHe, MO,A,VId)l/IKaLI,I/IFI NAW 3aMecCTBaHe Ha
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Te3n KAloHoBe 61 A0BeAO A0 3aryba Ha curypHocT B TWAS. EBpOTPBCT M3NMbAHABA M3NCKBaAHETO
TE3U KAKOYOBE Aa Ce YMPAaBAABAT CUTYPHO NpPe3 LeANsa UM KU3HEH LMKbA. KAalouoBeTe buBaT:

® KAIOYOBE 3a MOAMMCBaHE OT MOTPEDBUTEAN - MO OTHOLLEHWE Ha U3UCKBaHMATA 3a
CUTYPHOCT TE€3U KAKOYOBE Ce CYMTAT 3a CUAHO YYBCTBUTEAHN;

*  NHPPACTPYKTYPHU KAKOYOBE, M3MNOA3BaHW OT TWAS - Tesn KAYOBE CblLo ce
CYMTAT 3@ CUAHO YYBCTBUTEAHU, HO MOPaAM CBOATa pasfpeAeAeHa XapaKTepucTuka Te ca no-
MaAKO YyBCTBUTEAHU B CPaBHEHME C KAKOYOBETE 3a NOAMMCBaHE Ha NMOAMMCBALLMTE;

®  KOHTPOAHW KAKOYOBE, KOUTO M3MOA3Ba NepPCoHaAa, ynpasasaBaw, TW4S - Toea
ca Haln-crnabo 4YYBCTBUTEAHUTE KAKOYOBE, M3MOA3BaHM OT EBpPOTPBCT, T. K. Cce M3NOA3BaT OT
nepcoHana 3a ynpasaeHne Ha TWA4S. Te3n katoHOBe ce M3MNOA3BAT OT AOBEPEHM AMLLA U UMaAT MNo-
KpaTbK XMBOT;

® CECUNHU KAIOYOBE, KOUTO Ce M3MOA3BAT 33 EAMHWUYHU/KPATKU TpaH3aKkumm -
TE3U KAKOYOBE Ce TpeTMpaT KaTo YyBCTBMTEAHA MHPOPMaLMA, HO C MO-HUCKWU U3NCKBAHWA 3a
CUTYPHOCT.

YacTHUTe KAKOYOBE ce reHepupaT U n3noA3eaT B ceptudnumpar SCDev. znoazsaHnaT oT
EBpoTtpber SCDev e HaaexaHa cMcTeMa, KOATO € € HMBO Ha curypHocT EAL 4 nam no-Bucoko, B
cvoTBeTcTBUE C ISO/IEC 15408, A eKBMBAAEHTHW HaLUMOHAAHU AU MEXAYHAPOAHO MPU3HaTK
KpUTepun 3a oueHKa Ha curypHocTTa. NpodumabT Ha 3awmTa 3a KpunTorpadCcKkma MOAYA OTroBapn
Ha nsnckBaHuATa nocovenn B EN 419 221-5. SCDev noaabpra Kpuntorpapckn aAroputMn m
ABAKWHW Ha KAtoYoBe, cboTBeTcTBawm Ha ETSI TS 119 312. B pamkute Ha TWAS EBpoTpbeT He
M3MOA3Ba YaCTHU KAKOYOBE, KOUTO He ca 3awmteHn oT SCDev. AKo ce HaAara W3noA3BaHe Ha
YaCTHU MAM CEKPETHU KAKYOBE (Hanp. MHOPACTPYKTYPHU, KOHTPOAHM), KOUTO Aa Ce U3MOA3BaT
n3ebH SCDev, EBpOTpbCT NpurAara 3almTu, 3a Aa rapaHTMpa TeXHUTE MHTErpuTeT U UAAOCTHOCT.
SCDev ce MHMUMaAM3Mpa NPEAU TeHEePUPaHE Ha KAKOY 3@ MOAMUCBAHE, C TEXHNYECKU MEeXaHU3MN,
KOWTO M3MCKBAT NMOHE ABaMa onepartopa.

Bcnukn yacTHM KAKOYOBE (BKA. KAIOYOBE Ha MOAMUCBALLM, MHOPACTPYKTYPHU 1 KOHTPOAHMN)
ce CbXpaHABaT CUIYPHO, B 3aLLMTEHO CbCTOAHME. B cAyyam, KoraTto ce Hanara eKCnopT Ha YacTeH
katoy ot SCDev, EBpoTpbCcT mpuaara 3awmta 4Ype3 KpuUNTUpaHe, 3a Aa rapaHTvMpa HerosaTa
NMOBEPUTEAHOCT U LAAOCT, AO CbLLOTO MAM MO-BUCOKO HMBO Ha CUTYPHOCT, KaKTO B PaMKUTE Ha
SCDev. TWAS rapaHTupa, u4e apxuBupaHeto (backup), cbxpaHeHueTo (storage) w

Bb3CTaHOBABaAHETO Ha YaCTHU KAKOHOBE (BK/\PO‘-II/ITe/\HO KAKOY 3a NnoAnnCBaHEe Ha noAnncBalunA,
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MHOPACTPYKTYPHN U KOHTPOAHM KAIOHOBE) Ce M3BbPLUBA CaMO OT YMbAHOMOLLEH MEPCOHAA.
YnpaBaaBawmte (Master) kpuntorpadckm KAOHOBE, MW3MOA3BaHW 3a 3aliMTa KaKTo Ha
NnoTpebuUTeACKn, Taka 1 Ha paboTelun KAIHOBE Ce apXMBMPAT, CbXpPaHABAT W Bb3CTaHOBABAT OT
MoHe ABOEH KOHTPOA. TakmnBa KAaloHoBe ce abpat n3ebH SCDev B 3awmteHa popmMa.

EBpoTpbCT rapaHTMpa, Ye BCUYKM YacTHN KpUNTOrpadCkn KAloHoBe (BKA. MOTPEOUTEACKH,
MHPPACTPYKTYPHN M KOHTPOAHM) Ce M3MOA3BAT CaMO MO MpPeAHa3HaYeHWe, He Ca CMOoAEAEHM,
OCBEH B CAy4al, Ye npeaHa3HaYeHNeTo MM ro U3NCKBa MU MMaT HaAUYHN KOHTPOAM 3@ AOCTDBI.

Korato KkatoyoBeTe ce pa3npocTpaHABaT, EBpoOTpbCT rapaHTMpa, Y4e BCUYKW YaCTHU
KpunTorpapcku KaloHoBe (BKA. MOTPEOUTEACKN, MHPPACTPYKTYPHMN U KOHTPOAHW) ce NpeaAaBaT no
CUTrypeH HaurH. Bcnukn KalovoBe, M3NOA3BaHM 3a 3aLlumMTa Ha APYTM YaCTHW KAKOYOBE MO BpeMe Ha
npeaaBaHe ca TMOHe TOAKOBa HaAEXKAHM, KOAKOTO Ca W NPepaseHUTe  KAloYOBe.
NHdpacTpyKTypHUTE 1 KOHTPOAHUTE KAIOYOBE CE CMEHAT NMEPUNOAMYHO, C YeCTOoTa, CbobpaseHa C
oLeHKaTa Ha pucka. KaloyoBeTe ce CMeHAT He3abaBHO B CAyYal, Ye aATOPUTBM VAU AbAXKWHA Ce
cyeTaT 3a HEMOAXOAALLM UAM B CAyYan, 4e ca KOMMPOMETHPAHU AU MMa CbMHEHWE 3a TOBa.

KAloyoBeTe 3a NoANMCBaHE He ce apXMBUPAT, @ Ce YHULLOXKaBaT CUTYPHO CAeA M3TUYaHe
Ha BaAMAHOCTTa Ha CBbp3aHUTE C TAX YAOCTOBEPEHMUA WMAM B CAyYaW, Ye CTaHaT HeHyXHu 3a
noanuceawmTte. B cayval, ye Bpb3KaTa MeXkAy KAIOYa 3a MOAMUCBaHE M MOAMWCBALLMA He ce
MOAABPKa CAEA CecuATa Ha onepaumaTa No NOANMCBAHE, KAIOYDBT 3a MOANMNCBaHE Ce YHULLO>KaBa
B KpaA Ha cecuAaTa Ha onepauuaTa no nopnnceaHe. MexaHn3MbT M NpoLeAypaTa 3a YHULO>KaBaHe
Ha KAIOYa 3a MOAMWCBAHE rapaHTUpPa, Ye BCUYKM apXMBWU Ha YHWULLOXEHMA KAIOY CbLO ca
YHULLOXKEHN 1 Ye He MOXKe A Ce M3MOA3Ba OCTaTbyHa MHGOPMaLMA 3a Bb3CTaHOBABAHE Ha KAIOYa

3a noanuceaxe.

4.4 W3NCKBAHMA NPU OYHKUUUTE 3A UAEHTUOUNKALIMA N YAOCTOBEPABAHE
EBpOTp'bCT npuvAara cCAepAHUTe W3NCKBaHWA MNpv Ci)yHKLI,I/II/ITe 3a l/I,A,eHTI/Id)I/IKaLI,I/IFI n
yAOCTOBepABaHe:

» OyHKUMKUTE 3a MAEHTUOMKALMA U YAOCTOBEPABAHE OrpaHuvyaBaT AOCTbMNa W
nsnoaseaHeto Ha TWA4S camMo A0 ymbAHOMOLLEHW AMUa. EBpOTPBLCT npuaara ToBa npaBuAO 3a
BCUYKWN KOMMOHEHTU 3a yNpaBAeHMe;

» TWA4S unsuckBa BCekn MnoTpebuten aa ce maeHTUGMUMpPa M A3 Obae ycnewHo

YAOCTOBEPEH, NpeAN Aa pa3pelln KakBUTO U Aa 6uno ,A,eVICTBVIFI OT NMETO Ha TOo3n I'IOTpe6l/ITeA
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AU POASA, MOETa OT NOTPEOUTEAS;
» [NoBTOPHOTO yAOCTOBEPABAHE € 3aAbAKUTEAHO CAEA U3AM3AHE OT CUCTEMaTa;
» EBpoTpbcT M3noA3Ba KOMOMHaLMA OT AAHHW 3@ YAOCTOBEpABaHe, KOATO e
HenpeacKkasyeMma;
> IMa BHeapeHU MexaHW3MU 3a NPUBUAETMPOBAHNTE NOTPEOUTEAN, KOUTO HaMaAABaT
puUCKka Mo BpeMe Ha YAOCTOBepeHa MoTpebuTeAcKa cecusa U ako BXOAHOTO YCTPOWCTBO Ha
noTpebuTend e oCTaBeHO He3 HaA30pP, CAeA OMPEAEAEH MEPUOA Ha HEAKTUBHOCT Ce NpeKkpaTABa
noTpebuTenckaTta cecus;
> HKorato 6poAT Ha HeycnewHWTe OnuUTKU 3a YAOCTOBEpABaHE OT €AMH W Cbly,
noTpebuTen AOCTUIHE MaKCMMaAHMA bpon paspeweHu onutu, TWA4AS npepoTtBpaTABa no-
HaTaTbLWHW OMWTW 3a YAOCTOBEpPABAHE Ha MNOTPebuTend A0 AAMUMHUCTPATMBHA Hameca 3a

AEOAOKMpPaHe Ha NOTPebuTeAa (MAM B paMKUTE Ha ONPEAEAEH NEPUOA OT BPeME).

5 OQOYHKUMOHAAEH MOAEA 3A Cb3AABAHE HA NOANMUC

LleaTa Ha cb3paBaHeETO Ha MOAMNWC € A Ce TeHepupa MOANUC, KOMTO 06XBallla AOKYMEeHTa Ha
noanuceawma (SD), yaocToBepeHWeTO 3a MoaNMCBaHE WAM npenpaTka KbM Hero, KakTto W
onpeaeneH 6pon atpubyTn, KouTo noakpenaT noanvca. OyHKUMOHAAHWAT MOAEA, KOWTO e
n3noA3Bano EBpoTpbCT 1 e B cboTBeTCTBME C M3NckBaHuATa Ha ETSI TS 119 102-1. Cpepata 3a
Cb3AaBaHEe Ha MOAMMUCK Ce CbCTOU OT NMOTPEDBUTEA, KOWTO MCKa Ad Cb3aaAe NMOAMMUC (MoANMCBaLLL),
npuaokeHue 3a ynpasaeHune (DA/DIS) (opraHusunpa BCUMYKM NpoLecu M B3aMMOAENCTBUA C
KpanH1Te NoTpebnTeAn/noANnCBaLLUTE U MHTErPUPaHM TPETU CTPaHU) U CUCTEMa 3a Cb3AaBaHe

Ha noanucu (SCS), kosaTo peaamanpa byHKLMATa 38 OTAAAEYEHO MOANUCBAHE.
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CucreMarta 3a cb3paBaHe Ha noanmck (SCS) cbabp»Ka NPUAO>KEHME 3a Cb3AaBaHe Ha MOAMUC
(SCA) nycTporictBo 3a cbapaBaHe Ha noanuc (SCDev). SCA ce ob6cay»xa o SCASC. SCS noayyasa
AOKYMEHTa, KOWTO TpsibBa Aa 6bae NOANMCAH, 3aeAHO C ApYrn AaHHK oT DA. CbcTaBa paHHUTE 3a
noanuceare (DTBS) n mm dopmatupa (DTBSF). Cv3paBa noanuc Bbpxy DTBSF u dpopmatupa
pesyATaTta B noanucaHusa obekT oT aaHHKM (SDO), cboTBeTCTBALY, Ha »KeAaHns GopMaT Ha NMOAMUC
(CAdES, XAdES n PAdES). Ha kpas Bpbla SDO 1 nHamkauma 3a cbetoaHmne Ha DA.

YcTponctBoTOo 3a cb3paBaHe Ha noanucm (SCDev) npuTtekaBa yAOCTOBepeHWe 3a
NOAMMCBaHe, CbXpaHABa CbOTBETHUTE AAHHU 33 Cb3AaBaHe Ha MOAMWUC, YAOCTOBEpABa
MOAMNCBALLNA N Cb3AaBa CTOMHOCTTA Ha MOATMMCA, U3MOA3BAKN AGHHUTE 3a Cb3AaBaHe Ha MOAMUC
Ha noanuceawma. EBpoTpbCT M3NoOA3Ba pa3sAMYHM HaYMHW 3@ NMPUAAraHe Ha npoueaypuTe 3a
Cb3AaBaHe Ha MOAMUC, KAaTo 4YacT OT MpPUAOXKeH codTyep Ha KOMMOTbp C rpaduyeH
notpebuteackn nHTepderic, Kato yeb ycayra nam yeb npuao>KeHue n Apyru.

MpouechT Ha cb3paaBaHe Ha MOAMUC Ce KOHTPOAMPa OT Habop orpaHuueHus. EepoTpbeT
M3MOA3Ba OdULMAAHA MOAUTUKA 3@ Cb3AABAHE Ha MOAMUCU U MpUAara cneunduyHn KOHTPOAK,

KONTO Ca ONMNCaHWM BbB BbTPELLHWM 3a OPraHn3aunaTa AOKYMEHTU. DA npeAoCTaBAT AOMbAHUTEAHU
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orpaHuyeHuna Ha SCA upes napamMeTpu, N3bpaHn OT MPUAOXKEHNETO UAN OT NoanMcBaLLMA. Tesn
OrpaHVYeHnA BAUAAT BbPXY MpPoLEeca Ha Cb3paBaHE Ha MOAMUCK U pes3yATaTa OT Cb3paBaHETO
HEe3aBUCMMO OT TOBA KbAe Ca AePUHMPaHN:
> 4ypes N3MNoA3BaHe Ha MOAMTMKA 3a Cb3AaBaHe Ha noanucu (MalwmHHo obpaboTBaema);
»  U3PUYHO B cneumduyHM 3a cucTemMaTa AaHHW 33 KOHTPOA: Hamnp. B KOHBEHLMOHAAHM
KOHUrypaumnmoHHu dainoee KaTo ceorncTso (.ini/.config danrose) nan cbxpaHaBaHu B perncrbp
nAn 6asa pAaHHU;
»  UMNOAULUTHO OT CaMOTO U3MbAHEHUE;
» AOMbAHUTEAHW OrpaHuyeHus moraT aa 6baaT npepoctaBeHn ot DA Ha SCA ypes
napameTpu, U3bpaHu OT NPUAOKEHUETO UAM NMOAMUCBALLNA.

AoOKyMeHTBT 3a noannceaHe (SD) e AoOKyMeHTa, BbpXy KOMTO ce reHepurpa NoANmnca MAM KbM
KOMTO e cBbp3aH noanuca. SD ce nsbupa nam cbctaBa ot noanmceawma nam ot DA. Ton Moxxe aa
6bae B peBM3MpyeM dopMaTt, KaTo Hanpumep TekcToobpaboTBally, AOKYMEHT, CbobLleHne NAn
danA, KOUTO Moxxe aa Bbae peaakTMpaH M KbAETO MPEACTaBAHETO My 3aBWCKW OT TeKyliaTa
KOHGUIrypaums Ha yCTPOMCTBOTO 3a rAepaHe. Tol Moxke pAa 6bae B HEABYCMUCAEH BUA (Hanpumep
pdf, xmln 1.H.). Tean bopmMaTtn CbabpKaT MbAHW NMPABUAA 38 MPEACTABSAHE, KOUTO rapaHTMpPaT, Yye
NOANVCAHUA AOKYMEHT € CbLUMA, KOUTO € BUA NpeACTaBeH 3a noannceaHe. AOKYMEHTbT MOXKe Aa
6bae BbB GOpMa, KOATO OBMKHOBEHO HE Ce MPEACTaBA AMPEKTHO Ha MOAMUCBALLMA WAK
YAOCTOBEPABALLMA, NAN MOXKe Aa Obae BbB dOpMa, KOATO MO CBOSTA CbLLHOCT Ce NPEeACTaBA Ha
NOANMCBALLMA W NPOBEPABALUMA MO Pa3AUYHM HadnmHU. EBPOTPBCT noapabpKa pPasAnyHU
eAeKTPOHHUN popMaTn Ha BxoaHUTe dannose, kato TXT, DOC, ZIP, AVI, MP3 1 Apyri KOMMoTbpHM
dannose.

MNpeacTaBAHETO Ha AOKYMeHTa Ha noanuceawma (Signer's document representation/SDR)
ce V3MOA3Ba MPW M3YNCAABAHETO Ha noanuca Kato npepcrtaBAHe Ha SD. SDR moxe aa 6bae
npeaoctaBeH ot DA Ha SCA. Bceku nbT, korato DA He npeaoctaa SDR, SCA nzsuuncasasa SDR ot
SD, kaTo npuaara aAropuTbMa, MOCOYEH B M3MOA3BaHaTa MOAMTUKA 3a Cb3paBaHe Ha MOAMWC.
HeBbaMo>kHO e pa ce HaMepu apyra SD, koATo Aa e npeacTaBeHa oT cbiyma SDR. Hakon popmatn
3a noanuc He BkAouBaT SD aupektHO B noanvca. SDR OOMKHOBEHO € W3rpaseH BbpXy
Kpuntorpadckm xew Ha SD.

AaHHuTe, KouTo Wwe 6baat noanucaxu (DTBS) ce narpakaat oT MHGOPMaALMOHHUTE 06EKTH,

KouTo Wwe 6baaT obxBaHaTn OT noanuca. Toea ca: SD (nam SDR) un atpnbytute Ha noanuca,
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n3bpaHu 3a noanuceaHe 3aeaHo cbe SD. KoHceTpykuumaTa Ha DTBS mMoxke aa BKAoYBa cneumduyHa
3a dopmaTa npeasBaputesHa obpabotka. QopmaTuparHute aaHHu 3a noanuceare (DTBSF) ce
cb3paeaT ot DTBS obektute, dopmaTtunpar ce, xelwmpar n pesyATaTsT oT To3u npouec (DTBSR) ce
M3MoOA3Ba B npoLleca 3a cb3paBaHe Ha noanuc. SCDev Bzema DTBSR v npuaara aaroputs™ B
cvoTBeTcTBME ¢ ETSI TS 119 312. Moanucanua obekt ot paHHM (SDO) cbabpKa CTOMHOCTTa Ha
noAMMCa U MOAMMCAHUTE aTPUByTU. TOM MOXe Aa CbAbPKa U AOMBAHUTEAHW HEMOAMMUCAHU

aTpubyTn.

5.1 ATPUBYTU HA NOANMUCA

ATpunbyTUTE Ha NoanNMnca ca MHGOPMALMOHHU eAeMeHTH, KouTo noakpenaT AJES noanuca n
HEeroBOTO NpeaHa3HayvyeHne, N MoraTt Aa 6baaT 06xBaHaTM OT Noanmnca 3aeaHo cbe SD. ATpnbyTtute
3a NoANMC MoraT Aa ce Aa ce n3bupat Ype3 DA nam aBToMaTMYHO Aa ce BMbKBAT B nNoanmca oT
SCS.

ATpnbyTtnte ca UAM NoanmMcaHu atpubyTu, T.e. aTpmMbyTK, KOUTO ca 0bxBaHaTW OT NOAMNMCA,
AW HeNoANUCaHW aTpNBbyTKH, T.e. aTPUBYTU, KOWMTO He Ca 3alMTeHn OT noanuca. Henoanucannte
aTpubyTn MorarT CbLLO A2 O6baaT A0DaBEHM KbM MOAMKMCA Ha NO-KbceH eTan. HabopbT oT aTpmbyTh,
BKAIOYEHW B MOAMMUCA, CE ONPEAEAa OT U3MNOA3BaHaTa MOAUTMKA 3a Cb3AaBaHe Ha MOAMUC UAN,
Korato ce AOMbABa MOAMWC, OT W3MOA3BaHaTa MOAMTMKA 3a YBEAWYaBaHe Ha Mnoanuca, B
cboTBeTCTBUME C M3ncKkBaHuATa Ha ETSI TS 119 172-1 1 Moxe cbLLo Aa 3aBMCH OT cneundukaTa Ha
dopmara.

OcHoBHW aTpmnbyTn Ha noanuca, B cboTeeTctBre ¢ ETSITS 119 102-1 ca:

> Signing certificate identifier - To3n noanvcan atpnbyT cbabprka NpenpaTka KbM

YAOCTOBEpPEHMETO 3a mnoanuceaHe. ToW npeaoTBpaTABa 3aMaAHaTa Ha pedepupaHoTo
YAOCTOBEPEHME C APYro, C pasAMyHa CeMaHTWKa, HO CbC CblMA NybAndeH KAlo4d. AKo
NOAMVCBALLMAT NPUTEXKABA PAa3AUYHU YAOCTOBEPEHMA, CBbP3aHU C Pa3AMYHU AQHHM 33 Cb3AaBaHe
Ha MOAMWC, TOW MOKasBa BEPHUTE AAHHW 3a MPOBEpPKa Ha MoAMMCa Ha npoBepABalnA. To3m
aTPUOYT MOXEe CblLUO Aa CbAbPXKa MPEenpaTkm KbM HAKOW OT MAW BCUYKM YAOCTOBEPEHMA B
yAOCTOBEpPUTEAHATa Mepapxmna Ha EBpoTpbcT. 3a BCAKO yAOCTOBEpPEHME aTpUbYyTbT CbAbPIKA
M3YNCAEHA KOHTPOAHa cyMa (message digest) 3aepHO C yHMKaneH uvaeHTUOMKaTOp Ha
aArOpPUTbMa, KOMTO € MU3MOA3BaH 3a M34YNCAABAHE Ha Tasm KOHTPOAHA CyMa. TO3M aArOpUTbM e

KpunTorpadpcka xew dyHKUMA.
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> Signature policy identifier - To3n noanucaH aTpmbyT cbabp»Ka YHWKaAEH
MAEHTUOUMKATOP Ha MOAMTMKATa 3a Cb3AaBaHEe Ha MOAMWUC, KOATO Ce MpuAara no BpeMe Ha
Cb3A3BAHETO Ha MOAMUC;

> Data content type - To3n noanncaH aTpmbyT NnocoyBa TUMNa CbAbP>KAHNE Ha AAHHU
(SD);

» Commitment type indication - To3u noanucaH aTpubyt noco4yea TUNa
aHTa>XMMEeHT, NoeT OT NOANUCBALLMA NPU NMOAMMCBaHE Ha ONpPeAeAeHU AOKYMeHTU. [locodeHmnaT
TWUN aHraXUMeHT ce u3pasasa noas dopmata Ha OID wmam URL. Moxke aa cbabpka
MOCAEAOBATEAHOCT OT KBaAMPUKATOPU, NMPEAOCTaBALWM NoBedye MHPOPMaLMA 3a aHraXKMMeHTa.
AKO 1MMa pedepeHUMa KbM MOAUTMKATa 3a Cb3AaBaHeE Ha MOAMUC M CroMeHaTaTa MOAUTMKA
n3bponaBa Habop OT paspelleHn TUMOBE aHTa>KMMEHTU, CbAbP>KAHMETO Ha TO3M aTpubyT ce
n3bupa oT Habopa, onpeAeAeH OT Ta3n NoAnTUKa. Ako noannchT Ha AJES He cbabpKa pasnosHaT
TWN aHra>*kMMeHT, Toraea cemaHTukata Ha AJES noanuvca 3aBucn ot ceMaHTMKaTa Ha AOKYMeEHTa,
KOMTO Ce MOAMMCBA, U OT KOHTEKCTa, B KOMTO CE M3MOA3Ba;

» Counter signatures - To3n HenoanucaH aTpubyT NpeACcTaBAsiBa OpoAY NOAMNCU.
Tosun aTprbyT CbabpPKA MOHE eAMH MOAMUC;

> Claimed signing time - To3u noanuncaH atpmbyT NpeacTaBAABa 3aABEHO BPeMe 3a
noanuceaHe. To3n aTpnbyT CbAbP»Ka BPEMETO, MPE3 KOETO MOANNCBALLMA TBBPAM, HE € U3BBPLLMA
npoueca Ha NoAnNnCBaHe;

> Claimed signer location - To3n noanvcaH aTpubyT npeacTaBAABa 3aABEHO
MECTOMOAOXKEHME Ha noanuceawma. To3m aTpmbyT nocoyBa appec, CBbP3aH C NOAMMUCBALLMA B
onpeaereHo reorpadcko (HanpuMep rpaa) MecTonoAO>KeHNE, KbAETO MOAMMCBALLMA TBbPAM, Ye
€ NPeACTaBUA NOAMKUCA;

> Signer's attributes - Tosn noanucan atpubyT CcbabprKa MOAMMCAHM
YAOCTOBEPEHMUA, 3a KOUTO MOAMUCBALLMA TBBPAMW, Y€ € MpuTerkaBaA, Korato MOAMUCHT e
reHepupaH. Mpuaara ce Korato 3a NOANMCBALLMA € BaXKHO MO3numMATa My B pamMKkuTe Ha dupma

VAN OpraHnsauna, AN KoraTto noAnmMCBaWmAT € YN bAHOMOLLLEH.

5.2 NOAADBPXAHU KAACOBE 3A NOANMNC
CTpyKTypaTa Ha noanuca, obla 3a BCUYKN KAACOBE MOAMUCK Ce CbCTOM OT AOKYMEHTa Ha

noanmceallna, NnoANMCaHNTE anl/I6yTl/I, KOUTO Ca BKAKOYEHWN NMPUN N3HNCAABAHETO Ha CTOMHOCTTa
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Ha noAnmca, CTOMHOCTTa Ha NMNoAMMCa, KakTo N BCUNYKKN HEMOAMMNCaHUN anl/I6yTl/l, KOUTO CbLO Ca

BKAOYHEHW B MOAMKNCa.

Digital Signature

Signer’s
Document

Unsigned
attributes

Signed
attributes

Signature
Value

reccccncsccasas
fevoevvovvenves
Bmmmme e eme-ee e

CTbNKUTE B KM3HEHUA LUVKDA Ha NOAMMNCa Ca OrnpepeAeHN KaTO KAaCOBe MOAMUCHU, KOUTO
nmMmat O6LLI,I/I CBOMCTBA. ﬂpOLI,eC'bT Ha Cb3paaBaHe Ha BUA KAAC MOAMNC, 6a3mpaH Ha NMOAMUMC Ha Apyr
KAaC, CAeABaLL, TO3UN MUN3HEH LUMKDA, C€ HapK4ya OLle yBeAn4YaBaHe Ha NOANMUNC N Ce ynpaBAABa OT
NOANTMKa 3a YyBEeANYaBaHe Ha NOANNCK. CxeMaTa, KOATO NAIOCTPUPa XKN3HEHNA LNKDA Ha NOAMNMNCa

€ CAeApAHaTa:

Unsigned

docurient Signature Basic Signature with

—Signature Time stamp»

Creation Signature Time
Add validation
A 4 data
Signature With Signature providing
Long-Term | Add Archive Long Term Availability
Validation Time Stamp and Integrity of
Material Validation Material

Bcekun oT KnacoBeTe MoAnNMCKM CbOTBETCTBA Ha KOMbOUHauUMA oT aTpubyTn, AoobaBeHU KbM
noanuca, Leadlla noaobpaABaHe Ha Bb3MOXKHOCTTa 3a BaAMAMPaAHE Ha NoANMca B bbaelle, Korato
CbOTBETHOTO YAOCTOBEPEHME, HEODOXOAMMO 3a YCMELHOTO BaAMAMPAHE, MOXe A3 € W3TEKAO,
OTMEHEHO VAW U3MOA3BAHUTE aATOPUTMWN BEYE Aa HE Ca AOCTATbYHO CUAHM, 3a A2 ObAAT HAAEXKAHW.
BuaoseTe noanucm ca:

» OCHOBEH MOAMUC € TO3M KOWTO MOoXe Aa Obae BaAMAMPaH, CTUra CbOTBETHUTE
YAOCTOBEPEHMA Aa HE Ca HUTO OTMEHEHU, HUTO U3TEKAK;

» TNOAMUC C BPEME € MOAMUC, KOMTO AOKa3Ba, Ye MOAMMCHT BeYe e CbLLECTBYBaA B AAAEH
MOMEHT OT BPEMETO;

» MNOAMUC C ABATOCPOYEH MaTepuaA 3a BaAMAMPAHE € MOAMUC, KOWTO ocurypAsa
AbBAFOCPOYHAaTa HAAMYHOCT Ha MaTepuana 3a NPOBEPKaA, YPE3 BKAIOYBAHE Ha BCUYKM MaTepuaAm

VAW MPpenpaTk KbM MaTepranu, HeO6XOAl/|MI/I 3a BaAnpnpaHe Ha Nnoannca;
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> NOAMUC, ocCcurypAaBall, AbAroCcpoO4YHaTa HAAMHYHOCT W UEeAOCTTa Ha BaAMAMpawna

MaTepnaA Ha LI,VId)pOBVITe NOANMNCKN MOXe Aa NMOMOIrHe 3a BaAnAMpPaHe Ha NOANMMCa N3BbH C'b6l/ITl/IF|,

KONTO OrpaHM4YaBaT HEroBata BaAMAHOCT (HaanMep cAabOCT Ha M3MNOA3BaAHUTE Kpl/II'ITOFpaCIDCKI/I

aATOPUTMUN, U3TNHaHE Ha BaAUMAHOCTTa Ha YAOCTOBepeHUATa UAN U3NOA3BaHUTE pa3Mepn Ha

KAKOHOBETE Be4e He Ca aKTya/\Hl/I).

EBpoTpbcT noaabprka Kaacose 3a noanuc, B cbotsetcteme ¢ ETSITS 119 102-1, o606wweHn

B CAepAHaTa CXxeMa:

PAJES-B-LTA

AdES-Level Basic Signature | Signatures | Signatures
Baseline Signature With with providing
Time Long-Term | Long Term
Validation | Availability
Material and
Integrity of
Validation
Material
CAdES-B-B, XAdES-B-B, PAdES-
B-B )
CAdES-B-T, XAdES-B-T,
PAJES-B-T )
CAdES-B-LT, XAdES-B-LT,
PAJES-B-LT )
CAdES-B-LTA, XAdES-B-LTA, y

5.3 YBEAUYABAHE HA NOAMNMNCA

5.3.1 Cb3AABAHE HA NOANNC C BPEME (WITH TIME)

SCASC noaabprka BKAOYBaHe Ha BpeMeBu nevat B umnpposuna AJES noanuc, B pesyatat Ha
KOeTO ce AOKa3Ba, Ye MOAMMUCHT Beye e CbLUeCTBYBaA B AaAeH MOMEHT oT Bpeme. BpemeTto ce
npeaAoCTaBA OT YAOCTOBEpPEHUA 3a BPeMe/TOKbH 3a eAeKTPOHeH BpeMeBW nedat (time stamp
token) Ha noanunca KaTo HenoaNMcaHoO CBOMCTBO (HenoanucaH aTpubyT), AOGaBEHO KbM OCHOBHMA

MOAMUC B PE3YATaT Ha yBeAMYaBaHe (pa3limpaABaHe) Ha noanuca.
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___________________________________________ Unsigned attributes

| |

| |

| |

1| Signers Signed attributes - ;

I | Document or - ignature | i

; SD Signing Value : ;

: representation Certificate : Time-Stamp

OpraHbT 3a yaocToBepABaHe Ha BpeMe ,Evrotrust TSA” upes ycayrata cu ,Evrotrust TSS”
(Time-stamping service/ycayra no yasoctoBepsABaHe Ha BpeMme) ce npeaocTaBsa oT EBpoTpbeT B
cvotBetcTBue ¢ ETSI EN 319 422. Ypes BKaouBaHeTO Ha OOeKTeH uaeHTUUKATOP:
1.3.6.1.4.1.47272.1.2.1 B nspaseHuTe yasoctoBepeHusa 3a Bpeme/TST, EBpoTpbCcT noTBbpKAaBa
cvotBetcTBME C ,[loAanTvka un lpakTuka Ha ycAyra 3a nNpeaoCTaBAHE Ha KBaAMbuuMpaHu
eAeKTPOHHW BpeMeBW nevatn”. 3a NoANMCBaHE Ha MOTPEOUTEACKU YAOCTOBEPEHMA C BKAIOYEH
BpemeBum nevyat SCASC 13noA3Ba AbAXKMHATA Ha MOAMMUCBALLMA KAKOY U MOAMNCBALLMA aATOPUTDBM

cbobpasHo ETSITS 119 312.

5.3.2 Cb3AABAHE HA NOANNC C AbATOCPOYHA BAAMAHOCT (WITH LONG-TERM
VALIDATION MATERIAL)

AATOPUTBMDBT 3@ BaAMAMPAHE MOXE Aa OLLEHM BaAUAHOCTTa Ha MOAMWC C BPpEME, KONTO MOXe
A2 O6bae AOMBAHEH AO MOAMWC C ABATOCPOYEH Baauaumpaly matepuan (LTV) ypes pobaBdAHe Ha
HenoanucaHu atpubytn. ToBa yBeAndyeHre Moxe aa ce n3sbpln ot SCA, oT TpeTa cTpaHa, UAn
OT NpoBepABaLy, n3noAsBamkn SVA.

BaanmampaHeTo Ha noanvca MoXKe Aa Ce M3BbPLUM, AOKaATO AaHHWTE 3a BaAMAMpPaHe ca
OHAAMH AOCTBMHK 3a npoBepsABawmTe U aokasateactsata POE (Proof Of Existence), T.e.
aTpMbyTUTE ca HaAMYHU. B cayyan, ye He e curypHo, Ye pAaHHUTE 3a BaAnaMpaHe e 6baaT OHAAMH
AOCTBMHWN VAW NPOBEPABALLMTE HE MOraT A@ MOAYYaT AOCTbM AO TE3U AAHHW, TOraBa € HEOOXOANMO

Aad Ce B3eMaT Te3n AaHHK OT NoAMnca.
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Signature with Long Term Validation Material

Unsigned attributes

[
[
|
[ |
: : : Complete
I . ‘ . . I . _ certificate and
| Signer's Signed attributes . | Time revocation data
1 1| Document or Signature I'1| Assertion | | on signature and
[ o . |
& SD Signing Certificate Value | time-stamp
| 1| representation :

|

[Mpn cb3paBaHeTO Ha MoanuC ce aAo0baBA aTPMOYT, CbabpPXKaLl, AAHHU 338 ABATOCPOYHO
BaAMAMPAHE, KOETO AaBa Bb3MOXHOCT Ad Ce M3BbPLUBA MPOBEPKA Ha MOAMMCA CAep Kpas Ha

BaAMAHOCTTa Ha YAOCTOBEPEHNETO 3a NOAMNMMCBaHE.

5.3.3 Cb3AABAHE HA NOANMNC C ABATOCPOYHA HAANNYHOCT N LUAAOCTHOCT HA
BAANMAUNPALLUNA MATEPUNAA

Mpean aArOpUTMUTE, KAIOYOBETE U APYTUTE KPUNTOrPadCKU AaHHM, M3NOA3BAHU MO BpeMe
Ha Cb3AaBaHETO Ha NMOAMUC Ad CTaHaT cAabu n Kpl/II'ITOFpacl)CKI/ITe CI)yHKLI,I/II/I Ad CTaHaT YA3BUMMU, UAU
YAOCTOBEPEHMNATA, MOAABPXKALLM MPEANLIHN yaocToBepeHua 3a BpeMe (Time-assertions) aa
M3TeKaT MAM Aa ObAaT OTMEHEHU, AOKYMEeHTa Ha MOAMUCBALLMA, MOAMUCA, KAaKTO M BCUYKMK
aTpMbyTu CbabprKalLM Ce B MOAMUCa C AbATOCPOYEH BaAMAMPaALlL, MaTepuan TpAbBa Aa G6baat
3aLUMTEHN YpEe3 NpMAaraHe Ha eAHO MAM NoBeYe yaoCcToBepeHus 3a Bpeme (Time-assertions). Teaun
YAOCTOBEpPEHMA 3a BpemMe OOBbp3BaT AAHHUTE C OMPEAEAeH MNepuop, YCTaHOBABAMKMU
AOKa3aTeACTBa, Ye MOCAEAHUTE AQHHM Ca CbLLECTBYBAAM MO TOBa BpeMe. TakmBa AOMbAHUTEAHMU
yAOCTOBEpEHUA 3a Bpeme ce A0DaBAT KbM MOAMMCA KaTo HemnoanucaHu aTpubyTu, 3a Aa ce
OCI/IprI/I A'bAFOCpOLlHa HaAMYHOCT N LAAOCTHOCT Ha Ba/\VIAI/IpaLU,I/IFI MaTepma/\ N TaKa Cb3AaAEHU Ce
HapuyaT aTpmbyT 3a ABAFOCPOYHA HAAMYHOCT U LAAOCTHOCT Ha BaAMAMPALLMA MaTepuan.
Cb3aaBaHETO Ha YAOCTOBEpPEHWs 3a BpeMe ce NOBTaps BbB BPEMETO, NMPeAM 3alumTaTa, ocurypeHa
OT MNPEeAVLIHO YAOCTOBEpPEeHUA 3a BpeMe Aa CTaHe cAaba. 3awmrata M3MNOA3Ba MNO-CUAHMU
a/\rOpl/ITMl/I VAN MO-TOAEMU KAKOHOBU ABAXKUHUN, OTKOAKOTO Ca 6I/I/\l/l N3MOA3BaHWU B OpVIFVIHaAHI/ITe

NOAMUCKU NAUN NPUN NPEANLLHN YAOCTOBEPEHNA 3a BpeMe.
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Signature providing Long Term Availability and Integrity of Validation Material

Unsigned attributes

| |
| | I
| | | Complete Additi |
| | . Il certificate and itional Ti
‘ . . = Ime-
| Signer’s Signed attributes : ! Tlme. || revocation data | 1 | Validation .
: Document or Signature : Assertion | |[ on signature and Material Assertion
I SD Signing Certificate Value | | time-stamp
: representation : {

[MpouechbT 3a Cb3paBaHe Ha MOAMMUC, NPEAOCTaBALL AbATOCPOYHA HAAUYHOCT W LLAAOCTHOCT Ha
BaAMAMPALLMA MaTepuraA, BpPbLLa NMOAMMCA, MPEAOCTaBEH KaTO BXOA, AOMbAHEH OT HEenoanmMcaH
aTpubyT 3a ABATOCPOYHA HAAMYHOCT N LAAOCTHOCT Ha BaAMAMPALLMA MaTepUaA, T.e. MapKep 3a
BPEMEBM MneyvaT MAM AOKA3aTEACTBO 3a noanuca. Cblo Taka, B MOAMMCA MOXKe Ad Ce BKAIOYM KaTo

HernoamnucaH aTPMOYT AOMbAHUTEAEH MaTepKan 3a BaAUAMpPaHe.

5.4 NMOAADBPXAHU OOPMATU 3A NOANUC

HOCUTEA OOPMATU HA NMAKETUPAHE HA HUBO HA
(KOHTEMHEP) noAnncu noanuc OBCAYXBAHE

- CAdES Enveloping BASELINE_B
- CAdES Detached BASELINE_T
- PAJES Enveloped BASELINE_LT
- XAdES Enveloped BASELINE_LTA
- XAdES Enveloping
- XAdES Detached

ASiC-S CAdES Detached

ASiC-S XAdES Detached

ASiC-E CAdES Detached

ASIC-E XAdES Detached

1) EBpoOTpbCT NoAABPIKa cAepAHUTE popMaTH 3a NoANUCK:
CAdES - onpeaenna popMaT Ha yCbBbPLUEHCTBAH €AEKTPOHEH MOAMUC U3rPaseH Ha 6asaTa Ha
Cryptographic Message Syntax (CMS). QopMaTbT AOMyCKa EAEKTPOHHO MOoAMNMCBaHE Ha

NpPou3BOAHN parinoBe. PaswimpeHunsaTa Ha OKOHYaTeAHO noanuncaHuTe danaose ca.p/m (3a
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™MN Ha noanuca enveloping) van .p7s (3a Tun Ha noanuca detached). Aonyctumo
paswuperue e u .pkcs.

PAdES - onpeaens ¢opmMaT Ha yCbBBPLUEHCTBAH EAEKTPOHEH MOAMUC M3rpaaeH Ha 6asaTa Ha
(Portable Document Format) PDF. QopMaTbT AOMyCKa EAEKTPOHHO MoaAMMCBaHe
eamHcTBeHo Ha PDF dannaoBe. 3a TMn Ha noanuvca ce NoAAbpP»Ka eAMHCTBEHO enveloped.
AonycTnmo paswmpermre Ha darina caea noaaraHe Ha noanuca e .pdf.

XAdES - onpeaensa dopMaT Ha yCbBbBPLUEHCTBAH EAEKTPOHEH MOAMUC M3rpaseH Ha basaTa Ha
(Extensible Markup Language) XML. ®opmaTbT AOMyCcKa EAEKTPOHHO MNOoAMMCBaHe
eamHctBeHo Ha XML danmnoBe. 3a TunoBe Ha noanvca ce noaAbp»kaT enveloped,
enveloping n detached. PaswwnperuneTo Ha noanvcanua daia e .xml.

ASiC-S - c nsnoAsBaHe Ha eaMHWYEH CBbp3aH ¢ noanuca Hocutea (ASIC-S), konTo aa obxBaHe
darna. IMeTo Ha OKOHYATEAHO MOAMUCAHUAT GalA e C pasLiMpeHmne .asics.

ASIC-E - c n3anoasBaHe Ha paslwmpeH cBbp3aH ¢ noanuca Hocuten (ASIC-E), koliTo aa obxBaHe

darna. IMeTo Ha OKOHYaTEAHO MOAMMCAHUAT GalA e C pasLlipeHmne .asice.

2) MpuAoxuMM TUNOBE Ha NOAMUCBaHE, YKasBallu pPa3sNOAOXKEHMEeTO Ha caMuA
noanuc:
Enveloped (onakoBaH noanuc) - erpaseH BbB dailira €AEKTPOHEH MOAMWUC, KOWTO AOMbABA
opUrnMHaAHUA dama.
Enveloping (onakoBauy) - BrpaseH BbB daina eAeKTPOHEH MOAMUC, KOWTO KaTo nakeT obrpbLia
LeAnsa opurmHaneH dama.
Detached (060co6eH NOANUC) - BbHLLIEH EAEKTPOHEH MOAMUC, MPU KOMTO MOAMUCHT U AOKYMEHTa

ce HaMupaT B OTAEAHU dalinose.

3) HuBo Ha o6cAyxBaHe - kKbM Bceku GOpMaT Ha MOAMMUC Ce NMpuAaraT PasAMyHU HUBA Ha
obcAyxKBaHe, Upes3 poobaBAHe Ha Pa3AnYHU aTPUBYTKN, OCUTYPABALLU ABATOCPOYHOTO BaAMAMpPaHe
Ha noanuca:

BASELINE_B - 6a308 npoduA 3a eneKTpOoHEH noanuc/nevat
BASELINE_T - 6asoB npoduA 3a eAeKTPOHeH noanuc/mevar C yAOCTOBEPEHO BpeMe Ha
noanunceaHe (Time stamp)

BASELINE_LT - 6asoB npoduA 3a eAeKTPOHEeH MoaAnuc/medar C yAOCTOBEPEHO BpeMe Ha
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noanunceaHe (Time stamp) u BkaoueH ctatyc (CRL/OCSP) Ha un3noazeaHoTO
yAOCTOBEpPEHME
BASELINE_LTA - 6a30oe npoduAa 3a eAeKTpOHEeH noanuc/medar C YAOCTOBEPEHO Bpeme Ha
noanunceaHe (Time stamp), BkatodeH cratyc (CRL/OCSP) Ha u3noaseBaHoTo
YAOCTOBEPEHME, KAaKTO N AOMbAHUTEAHO YAOCTOBEPEHO BPEME 3a ABATOCPOYHO

cbxpaHeHue (LTA)

6 KOMMOHEHTU, MPOTOKOAU U UHTEPOENCU HA YCAYFATA 3A OTAAAEYEHO
Cb3AABAHE HA NoANNC

3a KOMMOHeHTUTe, ocurypsaBalm cneundnyHn QyHKLMOHAAHOCTM Ha YyCAyraTa 3a

cb3paBaHe Ha oTaaneveHn AJES noanvcn, EBpoOTpBCT npuaara NpoTOKOAM U UHTepdencn B

cboTBeTcTBUE C nanckBaHuata Ha ETSITS 119 102-1 n ETSI TS 119 432.

6.1 OCHOBHW KOMMOHEHTU U UHTEPOENCU HA YCAYTATA

MpnHUMNHaTa CXxeMa, KOATO WAIOCTPMPa Npoueca Ha Cb3AaBaHe Ha MOAMUC W MOKasBa
Pa3AUYHUTE CTBMKM N CBbP3aHUTE C TAX EAEMEHTU OT AGHHM B NMpoLeca Ha Cb3aaBaHe Ha MoAMMUC
OT Pa3CToAHME e NMoKasaHa No-AOAY B TeKCTa. [1pouechbT e orpaHn4eH A0 rpaanBHUTE BAOKOBE U
nHdopMaLumaTa, HEOBXOAMMA 3a Cb3AaBaHe Ha NoAMKUC, 6e3 Aa ce B3eMaT NPeABMA BbNPOCK KaTo
yAOCTOBEPABaHE Ha MOAMMCBALLMA, YTbAHOMOLLABAHE 3a U3MNOA3BaHE Ha KAlOYa 3a NoanmMcBaHe
WAU HaAMYME Ha yAOCTOBepeHue 3a noanmcBaHe. MoAyAbT 3a akTMBMpPaHe Ha noapnvcute B
3almTeHaTa ot darwnduumpaHe 30Ha € HEOBXOAMM CaMO KOraTo yCAyraTa 3a Cb3AaBaHe Ha

NMOAMMCK OTFOBapA Ha MexaHn3Ma 3a akTuBMpPaHe Ha noanucnte ot HuBo 2 (SCAL2).
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Signature Policy Certificate Signers’ Documeant
o)) Identifier (M) or SDR
(M)
e Legend
»
ey
Dats Content
T c) . Datz
z=ig) |\ _SCASC |J|terface
e s
Referance — \_\___,_/_H\
. t:: Other s
1gnature attributes (0} Com
Faliy (0) > (ol posar
\\_\_’/'_H\
i Process
Data ToBeSigned "
Ened Data To BeSigred
Formatt=d (DTRSF) | oTes B M= Mandstory
Formatter .
C= Conditional
\_/l/_\ \_T\ O= Optional
OTBS Preview
preparation Process
Data ToBesSigned
Representation Ocher Unsizned
[DTBSR) Attributes and Ed
Irformation (O} >
. Signed Datz
SSASCinterface |, - Object o] signed Dt Object
v *| | composer by
Signer Digital Signature stoc)
Authentication Diital Value d I
and > Si
> ignature Result
Autharization e T |
\% \j
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| Signature |
| Activation |
| Maodule [C) |
I Digital |
L .’L\ > Signature |
| Walue creation |
| [by 3CDev) |
- S
amper protected area(C)
e d

AdES w/nan umdposa ctoHocT Ha noanuca (DSV) ce cbapaBa c MOMOLLTa Ha YaCTEH KAKOY,
Abp>aH B KpunTorpadCKM 3aliMTeH MOAYA, HapedeH YCTPOWCTBO 3a Cb3AaBaHe Ha MOAMMUC
(SCDev), ynpaeassax ot Eepotpber (SCSP/Signature Creation Service Provider). Bb3 ocHoBa Ha
PasANYHUTE BUAOBE A@HHU, YNPaBAABaHM NPU 3adABKUTE N OTTOBOPUTE Ca MAEHTUULMPAaHU ABa
OCHOBHW KOMIMOHEHTa, NPeAOCTaBALLM PA3AUYHN MHTEepbENCH 3a yNpaBAEHWE Ha NMOAMUCBAHETO:
0OCAYXBaLl, KOMMOHEHT Ha MPUAOXEHUETO 3a Cb3paBaHe Ha eaekTpoHeH noanuc (SCASC) un
OOCAY>KBaLl, KOMMOHEHT Ha MPUAOXKEHWETO 3a CbpBbpHO noanuceaHe (SSASC). SSASC e
KOMMOHEHTBT, MOAABPIKALL Cb3AABAHETO Ha CTOMHOCTM Ha umdposusa noanuc. SSASC
B3anmmoperictBa cbc SCDev, KOWTO ABPXKWM YacTHUA KAOY Ha noanucBawmA. Korato SSASC
nsnonsesa SCDev, nMoAnnCBalLMAT € B CbCTOAHWE Aa KOHTPOAMPA KAIOYa 3a MOAMMCBaHE C
OnpeAeAeHO HUBO Ha AOBepue.

SSASC  uHTepdenchT cbabpKa AaHHM 3a noanuceaHe (Data To Be Signed
Representation/DTBSR) n apyrn napamMeTpu KaTo OCHOBEH BXOA WM CTOMHOCTTa Ha umbpoBuMA
noanuc kato ocHoBeH mM3xoa. SCASC e KOMMOHEHTa, KOWUTO Noaabprka Cb3paBaHeTo Ha AdES
UMOPOB MOAMUC M OCBLLECTBABA HAKOAKO CrneumduyHM YacTu OT npoueca Mno cCbh3paBaHe Ha
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noanunc. SCASC BsanmoperictBa cbc SSASC OTHOCHO MCKaHe 3a Cb3paBaHe Ha CTOMHOCTWU Ha
undpoBms noanuc.

SCASC uvHTepdenchT cbabprka AOKYMEHTa, KOMTO Tpsbea aa 6bae noanucaH (SD) wan
HerosoTo npeactaBaHe (SDR/Signer's Document Representation), Kakto n apyrv napametpwu
KaTO OCHOBEH BXOA W MOAMMCAHUA AOKYMEHT UAM LUMOPOB MOAMUC KAaTO OCHOBEH W3XOA.
EBpoTpbCT NAaHMpa n3rpaxsaaHe Ha To3u uHTepdenc Npu HeOBXOAMMOCT OT UHTErpaums C yCAyrm
Ha TPeTu CTpaHu.

SCS e ycayra Ha EBpoTpbCT, npuaaralla npuaoxeHue 3a cbapaBaHe Ha noanuc (SCA) u
NPUAOXEHMe 3a CbpBbPHO noanuceare (SSA). CbapaBaHeTo Ha noanmc ce ocblyectABa oT SCA,
KOWTO Cb3AaBa MOAMUCAH AOKYMEHT, M3MOA3BaNKKN Lnudpos noanuc, reHepupan ot SSASC. SCA
yrnpaBAABa AOKYMEHTa 3a MOAMMCBAHE U FO MPEXBbPAA Ha MPUAO>KEHWNE 33 CbPBbPHO NOAMUCBaHE
(SSA). SCA e B cbeToAHMe pa B3anMopenctea cbe SSASC 3a nckaHe Ha Cb3paBaHe Ha CTOMHOCTMU
Ha undposua noanuc. NHtepdencet SCA noayyaBa AOKyMeHTa, KOWTO e 6bae MOANMCaH, U
APYTV NapaMeTpu, BKAUYMTEAHO yaocToBepeHue X.509 3a eAeKTPOHEH NOANWC Ha MOANMCBALLMA
KaTO OCHOBEH BXOA M MOAMUCAHWA AOKYMEHT KaTO OCHOBEH M3X0A. Bb3MOXKHW ca HAKOAKO
BapWaHTX Ha Te3n MHTepdencn B 3aBUCUMOCT OT GYHKLUMOHaAHUA cnAUT Mexxay SCS 1 AoKaAaHO

noAnmcBalllaTa CMCTeMa.

6.2 NMPUAOXKEHUE 3A Cb3AABAHE HA MOAINUC (SCA)

MpouechT Ha Cb3paBaHe Ha MOAMMUC 3aMoyBa C AOKYMeHTa Ha noanuceawmsa (SD), korto
TpAbBa Aa b6bae noanuvcaH. AokymeHTbT SD ce npeactaBa (SDR) cbe cBoATa xew ctomnHoct B Data
To Be Signed (DTBS). Cb3paBaHeto Ha SDR (xewmpaHeTo) MOXKe Aa Ce M3BbPLUM TaM, KbAETO Ce
cbxpaHaBa SD nam ot SCASC. B nbpsua cayvam SDR ce npexsbpaa Ha SCASC, pookaTo BbB BTOPUA
caydam SD ce npexebpaa Ha SCASC. SD e yacT OoT OKOHYaTeAHWA OBEeKT OT MOAMMCAHN AAHHM
(SDO). Yact ot dyHkumata Ha Signed Data Object Composer (SDOC) (m3rpakaaHe Ha
okoH4yatenHuna AJES dopmaT) e pa cBbpKe cToMHOCTTa Ha umdpoBus noanmc cbe SD.

Cb3aaBaHeTo n popmatupaHeto Ha DTBS, xewa Ha AOKyMeHTa, KOUTO TpAbBa Aa 6bae
noanucax (SDR) n xewoseTe Ha BCMYKKM NoanmMcaHu atpubytu ca cbbparun 8 Data To Be Signed
Formatted (DTBSF). B aonbAHeHue KbM uaeHTUOMKATOpa Ha YAOCTOBEPEHUEeTO (xewa Ha
YAOCTOBEPEHMETO 3a MOAMUCBaHE, €BEHTYaAHO W Ha AOMbAHUTEAHUTE YAOCTOBEPEHUA OT

YAOCTOBEpPUTEAHATA Bepura) cTaHaapTHUTe dopmaTtu 3a noanuc Ha ETSI (C/X/PAJES) morat aa
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M3MCKBAT MAWM A@ pa3peLlaBaT AOMbAHUTEAHO NOANMCaHW aTpnbyTn. Hanpumep Bcnykm baseline
CAdES n XAdES usuckBaT HaAMuYMETO Ha noanuvcaHuTe atpmbytu ,Tmun AokymeHT” (Ha SD) n
,33ABEHO BpeMe 3a noanuceaHe”. NoanncaHnTe aTpUbyTN MAN TEXHUTE Xell CTOMHOCTU, YNETO
npucbcTBre e Heobxoammo B DTBS, ca pooctbnHm 3a SCASC, korato DTBSF e cb3aaaeH ot SCASC.

SCASC noarotea ueana DTBSF, nsuncanasa xewa v mnsnpawa cronHoctta (DTBSR) kato
BXxoa KbM SSASC.

WNarpaxkpareto Ha SDO (dopmateT ADES) ce cbcTon B KOMBUHMpPaHe Ha CTOMHOCTTa Ha
LUMOPOBUA MOAMMC C APYTM NapaMeTpu B UcKaHuAa dopmar. B 3aBucrmoct oT dopmara, undbposmar
noAnuc, npeaoctaseH 3a SD, e:

» Enveloped, korato noanucst ce po6aes kbM SD (Hanp. PAJES dopmar);
» Enveloping, korato noanuceT obrpbiya SD (Hanp. Hakomn CAdES dopmatn);
» Detached, korato noaonucsT e otaeneH 06eKT, cebp3aH cbe SD.
CobcraBaHeTo Ha SDO ce n3BbplLUBa OT OTAEAEH KOMMOHEHT Ha yCAyraTa UAM ce UHTerpupa

c Apyrn dyHkummn B SCASC.

6.3 TNMPUAOXEHMUE 3A CbPBBPHO NMNOATNMUNCBAHE (SSA)

LleaTa Ha npoueca Ha cb3paBaHe Ha noanmc e aa ce B3eMe DTBSR u aa ce cb3pane
CTOMHOCT Ha UMPPOBUS MOAMMC NOA KOHTPOAA Ha noanuceawms. Cb3paBaHETO Ha CTOMHOCTTa Ha
undposus noanuc ce ynpasaasa oT SSASC, KOMTO M3NOA3BaA KAIOY 3@ MOAMUCBAHE, CbXPaHABaH B
Kpuntorpadckn moaya (SCDev). MoanucBalwmTe MoraT pa akTUBMPAT KAKOYA 4Ypes3 CpeAcTBa 3a
cUrypeH npouec Ha oTtopmsauma u aktueupaHe. SSASC umanoassa otaanedeH SCDev, 3a aa
reHepupa, NOAAbP>KA N U3MOA3BA KAIOYOBETE 3a MOAMMCBAHE MOA KOHTPOAA Ha MOAMMCBALLUTE.
MNoANMCBALLMAT AMCTAHLMOHHO KOHTPOAMPA KAKOYa 3a MOAMUCBAHE C OMPEAEAeHO HWMBO Ha
CUIYPHOCT C MOMOLITa Ha MOAyAa 3a aKTmsupaHe Ha noanuca (SAM). SAM e codtyepeH
KOMIMOHEHT, KOMTO M3MOA3Ba AQHHUTE 33 akTMBMpaHe Ha noanuca (SAD) 3a yaocToBepsBaHe Ha
NOAMMUCBALLMA U MOAYYaBaHE Ha paspelleHne 3a akTUBMPaHe Ha HEeroBUA MOAMMCBALL KAKOY 33
ueAnte Ha noanuceaHe Ha DTBSR. Tos3u npouec rapaHTMpa yBEPEHOCT, 4Ye KA4YOBEeTe 3a
MOAMMCBaHE ca NMoA KOHTPOAA Ha noanucBalmA. EBpOTPBCT MoOXKe Aa MPUAOXKK B AEMHOCTTa CU

|ll

AB€ Pa3AN4YHM HMBa Ha AOBepPUE Ha KOHTPOAA Ha KAKO4Ya 3a NOoAMNmMcBaHe. ﬂpl/l ,,sole control” HuBO
1 (SCAL1) KAOHOBETE 3a NOANMNCBaHe Ce N3MOA3BAT C HNCKO HMBO Ha AOBepune, nop eANHCTBEHNA

KOHTPOA Ha MoanucBaLLmA. VI3amoA3BaHETO Ha MOAMMCBALLMA KAKOY ce n3nbAaHABa oT SSASC, korTo
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YAOCTOBEpPsABa NoANMCBaLLMA. AKTUBMPAHETO Ha KAKOYA 3@ MOAMMCBaHE MOXKe Aa OCTaHe 3a AaAEH
nepuoa 1/nam 3a aaaeH 6pown noanucu. Npu ocurypsisaHe Ha ,sole control” Hueo 2 (SCAL2)
KAIOYOBETE 3a MOAMUCBAHE Ce M3MOA3BAT C BUCOKa CTEMEH Ha AOBEpUE, MOA EAVMHCTBEHUA
KOHTPOA Ha MOAMUCBALLMA. VI3MOA3BaHETO Ha MOAMMCBALLMA KAIOY CEe MU3MbAHABA OT MOAYAA 3a
akTMBMpaHe Ha noanuc (SAM) uypes cpeacTBa OT AaHHWM 3a akTMBMpaHe Ha noanuca (SAD),
NPEeAOCTaBEHN OT MOAMUCBALLMA, M3MOA3BAMKU MPOTOKOA 3a aKTuBMpaHe Ha noanuc (SAP) un
AABalKN Bb3MOXKHOCT 33 M3MOA3BaHE Ha KOHKPETEH KAIOY 3a MOAMMCBAHE Ha KOHKPETHM
AOKYMEHTW.
lpouecbT Ha cb3paBaHe Ha MoOANMMC ce m3BbplBa OT oTaaredeH SCDev. KatousT 3a
MOAMMCBAHE MOXeE Ad Ce M3MOA3Ba 3a reHepuMpaHe Ha CTOMHOCTTa Ha LUMGPOBUA MOAMUC CAGA

ycnewHoTto yaoctoBepaBaHe Ha noanuceawma ot SSASC (SCALT) nam caep ycnewHa nposepka

Ha SAD ot SAM (SCAL2).

6.4 B3AUMOAEWCTBUE HA SCASC U SSASC

ApxuTeKTypaTa Ha cuUCTeMaTa, MOAAbP’KAlA OTAAAEYEHO CbPBBPHO MOAMUCBAHE,
BKkAtoYBa B3ammopenctemeto Ha SCASC n SSASC ¢ pApyrute cTpaHmn, ydacTBallM B npoLleca Ha
Cb3paBaHe Ha OTAAAEYEH MOAMUC, W B3eMa MPEABMA HMBOTO Ha AOBEPME Ha KOHTPOAA Ha
katoyoseTe 3a noanuceaHe (SCALT n SCAL2).

CucteMaTa, NoOAABP KALLA OTAAAEYEHO CbPBbPHO NoanucBaHe (oTHacs ce KakTo 3a AdES,
Taka un 3a QES) Bkatousa SCASC, konTto e cebp3aH kKbM SSASC, xocTtBaly, oTaanedeHoTo SCDev.
Yeayrute kato CA, RA, OCSP 1 CRL, TSA 1 cbpBbpU 3a yAOCTOBEPABaAHE U/WAM OTOPU3aLMA ce
cUYMTaT BbHLUIHM 3a cxeMarTa.

EBpoTpbcT npuaara npotokoam, konto noseoaasaT kakTo Ha SCASC, Taka 1 Ha SSASC aa
npuAarat rpyrnoBoO MOAMMCBaHe 3a AOKYMeHTU, xewoBe Ha pAokyMeHTn n DTBSR. MNpu TtakmBa
NPOLECK Ha MakeTHW MOAMMCU Ha AOKYMEHTW He Ce W3NCKBa OT MOAMUCBALLMA MU3PUYHO Ad

0A00pABa BCEKN NMOAMNC HA AOKYMEHT.
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7 KOMMNOHEHTU HA YCAVIATA HA EBPOTPDBCT, MOAADBPXALLU Cb3AABAHETO HA
ADES LMOPOB NOANMNC
7.1 APXUTEKTYPA HA YCAYTATA SCASC

[OKYMEHT 3a nognuceaHe

+ napameTbp ™
SCASC i
(ynpasnsagaHo
OT NoANMCBALUMA
nnu ot SSASC
t g )
Noanucealy Moanuc

+ noanucaH QOKYMeEHT

Bpb3Ku Ha 00CnyKBaWWA KOMMNOHEHT Ha NPUNOXeHMETO 3a cb3aasaHe Ha AJES enekTpoHeH noanuc

O6cAy>KBaLLUMAT KOMMOHEHT Ha MPUAOXEHMETO 3a Cb3AaBaHE Ha EAEKTPOHEH MOAMUC
(SCASC), nonyyaBa po0KyMeHTa (UTe) U/ nan xeww (Be) Ha AOKYMEHT (M), MOAAEXKALLM Ha MOANMCBaHE
M no n3bop HAKOW MapaMeTpu 3a MOAMMCBaHe, Cbbupa usAaTa HeobxoanMa MHPopMaums 3a
Cb3AaBaHe Ha MoAMNUCa, MOAroTBA GopMaTUpPaHUTE AaHHW, KOUTO Ce M3MOA3BaT 3a M3YMCAABAHE
Ha CTOMHOCTTa Ha umbpoBusa noanuc (Hanp. xew crorHocT) (Data To Be Signed
Representation/DTBSR) u rn um3npawa Ha ycTpomcTBO 3a cb3paBaHe Ha noanuc (SCDev).
LUndposurAat noanuc ce n3noasea 3a NpeACTaBaHe Ha eAeKTPOHEH MOAMMC MAW EAEKTPOHEH Mneyar.
Undposumat noannc moxxe pa 6bae Cb3AaAEH MOA KOHTPOAA Ha GU3NYECKO MAW IOPUAMYECKO AULLE.
TepMUHBT noanucealy, nokpusa ¢usMyecko WAM topuanydecko Auue. TepmuHbT SCDev ce
M3MOA3Ba 3a YCTPOWCTBO 3a Cb3paBaHe Ha noanuc nam nedvat. SCDev ce ynpasasasa oT SSASC.
SCDev, ynpasaasaHo oT noanuncsawmsa (SCAL2) nam ot SSASC (SCALT) KoHTpoAMpa npoLeca no
YAOCTOBEPABAHETO M NOAMMCBAHETO M BPbLLA CTOMHOCTTa Ha umbposua noanuc. CTOMHOCTTa Ha
undposusa noanuc ce BrkaoyBa oT SCASC B eaekTpoHHua noanuc. SCDev npeacTaBasBa
YCTPOWCTBO 3a XapAyepHa curypHocT, otroBapalm Ha cepma EN 419 211 nan cepuna CEN TS 419
221. B HeroBaTa 3alluMTeHa CpeAa He Ce NMO3BOAABA MOAMPABAHE Ha AAHHU C LEA Cb3AaBaHe Ha
undpos noanunc. SCASC npeacTaBaABa NPUAOXKEHNETO 3a Cb3paBaHe Ha noanuc (SCA), onmcaHo
B EN 419 241-1. SCA cb3paBa NOANMCaH AOKYMEHT, U3MOA3BaNKM LMOPOBUA NOANNC, rTeHEepPUpPaH
oT oTpanedeHo SCDev, npu KoeTo OTOPM3UMPAHUAT MOAMUCBALL, KOHTPOAMPA AMCTAHLMOHHO

KAKO4Ya 3a nopAnncBaHe C BMCOKO HMBO Ha AOBepue.
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7.2 TEXHWYECKU MU3SUCKBAHMUA HA OBCAYXBAWMA KOMMNOHEHT HA

MPUAOXKEHUETO 3A Cb3AABAHE HA EAEKTPOHEH NMOATNMUC (SCASC)

EBpoTpbcT M3BbplBa CBOATa AEWHOCT MO MNPEAOCTaBAHE Ha YCAyra 3a OTAAAEYEeHO
NoANVCBaHe C eAeKTPOHEH NoANMUC/NevaT N3NbAHABANKN CAEAHNTE TEXHUYECKUTE U3MCKBaHMA 3a
nHtepdenca Ha SCASC:

» Korato SCASC nMa MallnHHO AOCTbMNEH MHTEPENC, 3a Aa Ce CBbpPXe CbC CBOATA
YCAyra, TOM U3MOA3Ba MPOTOKOA, onpeaeaeH B ETSITS 119 432. EBpoTpbCT npuaara nsnMckBaHmATa
Ha CTaHAapTa OTHOCHO CeMaHTMKaTa Ha MPOTOKOAWTE 3a MCKaHe Ha Cb3paBaHe Ha Lupposu
MOAMUCK KbM OTAAAEYEH CbPBBP WM 3a MOAy4YaBaHe Ha CBbpP3aHWA OTroBOpP. 3a CEMaHTMKaTa Ha
npotokoAnte EBpoTpbeT Nnpuaara Bpbaka BbB popmatt XML n/manm JSON;

» EBpoTpbcT n3noasea curypHa 1 obesonaceHa Bpbaka Mexxay SCASC n SCDey, za
Cb3AaBaHe Ha CTOMHOCTTa Ha LMbpOBMNA NOAMKC;

» EBpoTpbcT rapaHtmpa, ye korato SCASC npeactaBa AMPEKTHO UAUM UHAMPEKTHO
AOKYMEHT 3a MOAMMCBaHe TOBa, KOETO BM>KAA MOAMMCBALLMA, € TOBa, KoeTo noanuncea (WYSIWYS).
EBpoTpbcT, KaTo cobCTBEHMK Ha cucTeMata 3a LUMPPOBO MOAMUCBAHE rapaHTupa, e
CEMAHTUYHOTO CbAbP>KAHWE Ha MOAMUCAHUTE AOKYMEHTU He MOoXe Aa O6bae MPOMEHEHO HUTO
CAYHalHO, HUTO C HaMepeHue. MNpu UMGPOBO NoOANNCBaHE Ha AOKYMEHT LLeAOCTTa Ha noanuca ce
OCUTYPABA OT HAAEXKAHOCTTA Ha aATOPUTMUTE 3a LMGPOBO MNOAMMCBaHE (M3MNOA3BAT CE aATOPUTMM
B cbotBeTcTBMEe ¢ ETSI TS 119 312, KoMTO ce M3NoA3BaT M 3a NOAAbP)KAHE Ha CUTYPHOCTTa Ha
KOMMIOTbPHaTa CUCTEMa, N3MOA3BaHa 3a NOANMCBaHE Ha AOKYMeHTa). 3a Aa Ce NOCTUrHe BUCOKa
yBEPEHOCT y NOAMMCBaLLMA, Ye panaoBeTe He ce NoanpasAT EBpoTpbCT n3noassa KpunTorpadckm
aATOPUTMMK, OCUTYpPABaLLM KOHTPOAHU cyMn SHA256, SHA384 n SHAS12. EBpoTpbeT npeaocTass
Bb3MO>KHOCT 33 BM3YaAHOTO MPEeACTaBAHe Ha UMbPOBUA AOKYMEHT 1 Bb3MOXKHOCT 3a NpoBepKa
Ha LMdpoBMA NOAMKC;

» KaTto npuaoxkeHne 3a cb3paBaHe Ha noanuc (SCA) EBpoTpbcT 3noassa ycayraTa 3a
umpposo noanuceaHe DSS (Digital Signature Services) B cboTBeTCTBME C M3MCKBaHMATa 3a
AVNCTaHUMOHHO noanunceaHe Ha elDAS, ETSI n CEN. Ta BkAtouBa cneumomnyHmn npenopbku U HOy-
xay, KOUTO ca pa3paboTeHn Npu NPeAVLIHU MHCTaAALMK N NOAAPBXKKA Ha bubAanoTekaTa Ha DSS;

» Korato SCASC npeaocTtaBs Ha NOAMNMCBALLMA AOKYMEHTBT, KOMTO TPAGBa Aa Obae

NoANMCaH, NOTPebUTEAAT TPABBa Aa MMa MPEeABUA, Ye TUMOBETE CbAbPKAHWE, KOMTO MoraT Aa
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6bAaT NpaBuMAHO npeactaBeru ca: PDF n XML u npounsBoaHn darinoBe ¢ BrpaseH BbB dalina

eneKkTpoHeH noanuc, XML 1 npousBoAHn ¢palrinoBe C BbHLUEH €AeKTPOHEH MOAMWUC, KakTo U

EAMHUYHM N paslWMpPeHn CBbP3aHM C MoanmMca HocuTeAn (KOHTenHepwu), KOMTo aa obxBaliat
OPUrMHaAHNA baliA U HErOBUA NMOAMKC;

> EBpoTpbeT rapaHtupa, ye SCASC npeactaBa NpaBUMAHO Ha MOAMUCBALLMA BCUYKMU
TUMOBE CbAbPXaHWE Ha AOKYMeHTUTe 3a UMOPOBO MNOAMMCBAHE, KOWTO MoraT Aa ObaaT
noanuMcaHn n Ha xaptnda. CaMoTO UM NpeACTaBAHE Ce U3BbPLUBA YPE3 NMOCPEACTBOM MEXANHHU
komnoHeHTH (DA/DIS, Mobile Application), kouto ce HammnpaT Mexkay noanuceawma n SCASC, Ho
€ Bb3MOX>XHO U A Ce NPeAOCTaBAT aAupeKkTHO 1 oT SCASC;

» korato SCASC/MexAMHEH KOMMOHEHT MPeACTaBA AOKYMEHTa Ha noanucBalimA,
MHTEPdENChT NpeAynpex’AaBa NOAMUCBALLMA, aKO HE MOXe TOYHO Aa NMPEACTaBU BCUYKM YacTu
Ha AOKyMeHTa 3a noanuceaHe (SD/Signer's Document) cnopea, Tvna cbabprkaHWe Ha AaHHW;

» korato SCASC/MexAMHEH KOMMOHEHT MPeACTaBA AOKYMEHTa Ha noanucBalimA,
Espotpber npeaoctasa Bb3MoxkHocT (workflow), mpu kosaTo noanuceawmsa ce cbraacaesa C
NMOAMVCBAHETO Ha AOKYMEHTa;

» korato SCASC/MexXAMHEH KOMMOHEHT MPEACTaBA AOKYMEHTa Ha MoAMMCBaLLMA,
SCA rapaHTupa, 4ye korato SD e npeacTaBeHa Ha NoANMCBaLLMA, TOBA Ca CbLUMTE AAHHW, KOUTO Liie
6baaT NoanmMcaHn B npoueca Ha noanuceaHe. SCA n3uncAABa NMOAMMCA CAEA MPEACTaBAHE Ha
DTBS (Data To Be Signed)/SD Ha noanuceawma. B cayyait Ha rpynoBo noAnvMcBaHe NoAnMCBaLLmnaT
MO>Xe Aa He MOAYyYM BCUYKKM npeacTaBern DTBS/SD;

» korato SCASC/MeXAMHEH KOMMOHEHT MPeACTaBA AOKYMEHT Ha MOAMMCBaLLNA,
SCASC/MeXAMHEH KOMMOHEHT AN MEXAMHEH KOMIMOHEHT NO3BOAABA AOKYMEHTa 3a NoANMCcBaHe
Aa Obae M3TErAeH OT NoTpebuTeas;

» korato SCASC/MeXAMHEH KOMMOHEHT MPeACTaBA AOKYMEHT Ha MOAMMCBaLLNA,
SCASC/MeXAMHEH KOMMOHEHT pPerncrtpmpa KOAKO ABATO AOKYMEHTBHT € OWA NpeACTaBeH Ha
noanvceawma;

» korato SCASC/MeXAMHEH KOMMOHEHT MPEACTaBA AOKYMEHT Ha MOAMUCBALLMA U

AOKYMeHTBT € 6uA naterneH, SCASC/MexKAMHEH KOMMOHEHT perncrpupa Toea cbbuTme.

7.3 W3UCKBAHMA NPU Cb3AABAHE HA ADES LUOPOB NMNOAMNMUC

EBpOTp'bCT M3BbpLBa CBOATA I,A,eVIHOCT no npeAaoCtaBAHE Ha YCAyra 3a Cb3AaBaHe Ha
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EAEKTPOHHW NOAMMCK/NEeYaTu OT Pa3CTOAHNE, U3MbAHABANKN M3NCKBAHUATA, KaKTO CAEABA:

» SCASC rapaHTMpa LeAOCTTa 1 MOBEPUTEAHOCTTa Ha NOAyYeHaTa MHGopMaums.

» EBpOTPBLCT M3MNOA3BA €AMHCTBEHO KPUNTOrpadCKmM aAropuMTMK, NpenopbyaHu ot
ETSITS 119 312;

» Bcuukm umsnoazsaHm kpuntorpadckm asroputmm RSA m DSA n ECDSA ca
cbobpaseHu ¢ TexHuyeckaTa cneumbukauma ETSI TS 119 312. EBpoTpbCT caean peryadapHo 3a
CUTYPHOCTTa U NMPUAOXKMMOCTTa Ha U3MOA3BaHUA XeL aArOPUTbM. BCMYKM M3noA3BaHM aAropmutMm
ce NpoBepABaT BEAHDBXK FOAMLLHO MAM KOFaToO HaCTbMNAT NpoMeHu. B cayyal, ye aaroputbMbT 6bae
KOMMPOMETUPAH UAM CTaHE HEMOAXOAALL, 3a LleATa Ce MPUCTbMBA KbM MpereHepmpaHeTo Ha
BCUYKWN 3acerHath KAoYoBe (OnmMcaHmMe Ha U3MOA3BaHUTE aATOPUTMU U AbAXKMHA Ha KAKOYOBETE
nMa B T. 3.2 (a) OT HacTOAWMA AOKYMEHT). 3a BCEKMN NMOAABP>KAH Npodua EBpoTpbCT HabAosaBa
CMAaTa Ha BCEKM KPUNTOrpadCKM aAropUTbM, M3MOA3BaH BbB BPb3Ka C TO3M NpoduA. B cayyait, ye
€AMH OT W3MOA3BAHUTE aATOPUTMW UAW MapaMeTpu Ce cyYMTa 3a MO-MAAKO CUTYPEeH UAU
BAaAMAHOCTTa Ha CbOTBETHOTO YAOCTOBEPEHME U3TUYA, TOM Ce aKTyaAn3npa UAN Ce Cb3aaBa HOB
npodua;

» EBpOTPBCT NpuAara creaHuTe cneumnmdUyHmn M3UCKBaHMA:

e DA/DIS rapaHTtupa, 4e SD, nsbpaH ot notpebutens 3a NnoanMcBaHe € CbLUMA
KaTo 103K, npeaoctaBeH oT SCA 3a noanuc;

e  KOraTo NMoAMMCBaLLMA MMa MOBeYe OT EAHO YAOCTOBEPEHME 3a MOAMUCBAHE,
DA nos3BoafABa Ha noanucBalLMA Aa M30epe YyAOCTOBEPEHWETO, KOETO Aa Ce W3MNOA3Ba 3a
Cb3paBaHe Ha MOAMMCA WAM A@ U3MOA3BA YAOCTOBEPEHME MO NoapasbupaHe. AKO € Bb3MOXKeH
CaMo eAMH U3060p, Tasn CTbMKa MOXE Aa Ce MPOMYCHE;

e SCA 3zawmTtaBa Bpb3KaTa KbM YAOCTOBEPEHMETO WAM KOMUETO Ha
YAOCTOBEPEHMETO 3a MOAMMWCBaAHE B pPaMKUTE Ha MOAMUCA OT HEOTKPWUTa MOAMAHA CAEA
Cb3paBaHeTO Ha noanuca. EBpoTpbCT rapaHTnpa, Ye NoANMCBaLLMAT ce e 3ano3HaA ¢ obxsaTta Ha
NPUAOXEHME Ha NMOAMMNCA U Ye MOAMNCHT CbAbP>KA BCUYKM aTPUOYyTN, HEODXOAMMM 3a LleAUTE Ha
NPUAOXKEHME;

e KoraTto pAaHHUTE 3a yAOCTOBEpABaHE Ha MOAMUCBALLMA NMpPeMuHaBaT npes
SCA, SCA noaabp»Kka NOBEPUTEAHOCTTA M LLEAOCTTa Ha TE3N AQHHW U CUTYPHO ' U3TPUBa BeaHara
CAEA KaTo Be4ye He ca Heobxoanmuy;

» EBpoTpbcT MHPOPMMpPa MOANMCBALLMA 3@ BCUYKM HETOBU 3aABAXKEHUA MPEAU
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NMOANTUKA N MPAKTUKA MPU MPEAOCTABAHE HA YCAYTA 3A OTAAAEHEHO
MOANMMNCBAHE C EAEKTPOHEH MOAMNC / TIEHAT
CKAIOYBaHE Ha AOFOBOPHU OTHOLLEHNA. BCUYKM AOKYMEHTW ca OBLLOAOCTBMHN Ha CTpaHuLuaTa Ha
APY>KECTBOTO B MHTEPHET;
» SCASC BKAOYBa B MOAMNKMCa Bepurata Ha yAOCTOBEPEHUNATA 3@ MOANUCBAHE;
> MOAMWCBALLMAT MMa Bb3MOXHOCT Aa Yy3Hae MNPEeABapUTEAHO KOA MOAUMTMKA 3a
Cb3aaBaHe Ha MOAMKC LUe Ce NpUAara;
> MOAMNCBALLMAT MMa Bb3MOXKHOCT Ad Y3Hae KOA MOAUTMKA 3a Cb3AaBaHe Ha MoAMUC
e 6VAa NPUAOXKEHa MPU Cb3AABaAHETO Ha KOHKpeTHua noanuc. ViHdopmauuata 3a ToBa KoA
MOAMTWKA 3@ Cb3AaBaHE Ha MOAMUC e 6bae UAM € BUAa MPUAOIKEHA 38 KOHKPETEH MOAMUC MOXKe
A2 Obpae pobaBeHa KaTo MoanmMcaH aTpmbyT KbM noanmca. AKO He e MoCoYeHa KOHKpeTHa
NOAUTMKA Ce CHMUTA Ye e U3MNOA3BaHa HacToALaTa BEPCUA Ha NOAUTMKATA;
» SCASC npeaocrtaBsa noanmca Ha NOANMCBALLNA;
» Ako SCASC vMa AOCTbMN AO MOAMMCAHUTE AAHHW, TOM MPEAOCTaBA MOAMUCAHUTE
AAHHU 3aeAHO C MOAMKMCa Ha noanuceawmaA; ToBa € B CAy4aun, KOrato NoAMMChbT Ce M3MOA3Ba 3a
MOAMUCBaHE Ha YacCT OT CbAbPXKaLuMs ro AOKyMeHT (enveloped) nan ako cbabp»ka noanucaHmTe

AaHHu B cebe cu (enveloping).

8 KOMIMOHEHTU HA YCAYTATA, PABOTELLUA C OTAAAEYEH QSCD / SCDEV

EBpoTpbCcT npeaocTaBa ycAyra, npu KoAaTo LMbPOBUTE MOAMUCK Ce Cb3AABAT B U3LAAO
ynpaBAABaHa OT NoTpebuTeAa cpeaa. B Tosn cayvanm ce npuema, ye paHHUTE Aa Cb3AABaHETO Ha
noAMuca ca NoA KOHTPOAA Ha MOAMUCBALLMA, KOMTO GU3NYECKN NpuTexKaBa YCTPOMCTBOTO 3a
KOHTPOAMPAHE Ha AOCTbMa AO 4HaCTHMA KAIOY W PECMNEKTVMBHO Ha MOAOXKEHUA eAeKTPOHEH
noanuc/neyar. 3a cb3paBaHe Ha UMPPOB MOAMMC OT Pa3CToAHME AAHHWUTE 3a Cb3paBaHe Ha
MOAMUCK Ce MOAABPXKAT 1 yNpaBAABaT OT EBPOTPBCT OT UMeTO Ha noanucBaluma. 3a Aa rapaHTmpa,
4ye cpeaaTa 3a Cb3AaBaHe Ha MOAMUCU € HaAEXAHa U Ye AaHHUTEe 3a Cb3AaBaHe Ha NoAnMMcU ce
M3MOA3Ba MOA KOHTPOAa Ha noanuceawmsa, EBpoTpbCT npuaara cneumduyHu npoueasypu 3a

yNpaBAEHME Ha CUTYPHOCTTa B CbOTBETCTBME C M3NCKBaHnATa Ha ETSI TS 119 431-1.

8.1 NOAKOMMOHEHTU HA SSASC
O6CcAy>KBaLLMAT KOMMOHEHT Ha MPUAOXKEHMETO 3a CbpBbpHO noanuceaHe (SSASC)
CbABP>KA CAEAHNTE MOAKOMIMOHEHTHWN YCAYTU:

> reHeprpaHe Ha KAKOHOBE 3a MNOAMMNCBaHE: TeHepnpa KAKOHOBE 3a NOAMNMCBaHE B
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NOANTNKA N MPAKTUKA MPU MPEAOCTABAHE HA YCAYTA 3A OTAAAEHEHO IS
NOANMNCBAHE C EAEKTPOHEH NMOAMNC / MEYAT
oTAaAe4eHO YycTpoMncTBO. AOKasaTeACTBOTO 3a MNpUTEXKaHWe Ha reHepupaHu KAlo4YOBe 3a
noAnMcBaHe ce npeaaBa Ha cuMcTeMara 3a peructpauua Ha EBpoTpbeT, nspaBalla CbOTBETHOTO
yAOCTOBEpEHME;

> npeapoctaBaHe Ha cpeactBo 3a elD (elD means): CpeacTBOTO 3a eAeKTPOHHa
naeHTndurkauma Ha EBpotpbet (elD means), reHepupano ot DIS, npeacraBaasa JSON Web Token
(JWT) claim, cbabp»Kaly, yHUKaAeH naeHTUbMKaATOp Ha NoANMCBaLLMA, 06BbP3aH ¢ paslmMpeHne
BKAIOYBALLO WMAEHTUPUKALMOHHU AAHHW Ha MOAMWCBALLMA B CbOTBETCTBME C KOHKpPeTHaTa
ynoTtpeba Ha cpeacTBoTo. elD means ce npeaocrtasa ot DIS Ha SSA. elD means He ce npeaocrtaen
noAnVcBaLLmA;

» CBbp3BaHe Ha CPEACTBaA 3a eAeKTPOHHa naeHTndrkaums (elD means): cpeacTBa 3a
elD ce cBbp3BaT C KOpPeCnoHAMpaLMTE KAIOYOBE 3a MOAMUCBaHe 3a ocurypasaHe Ha ,sole
control”. ABolikaTa KAlo4oBe Ha AuueTo He ce reHepupa ot CA. lMpouechkT no sasesiBaHe Ha
n3paBaHe Ha yAOCTOBEpPEHME 3a eAeKTPOHEH MOANMC NPOBEPABa AAAM NMOANNCBALLMA NPUTEXKaBa
VAN KOHTPOAMPa 4HYaCTHUA KAIKOY, CBbP3aH C ﬂy6AMHHMﬂ KAKOY, MNMpeACTaBeHM 3a U3paBaHE Ha
KOHKPETHOTO yAOCTOBEpPABaHeE.

> CBbp3BaHe Ha YAOCTOBEPEHMUA: CBbP3Ba W3A3AEHUTE YAOCTOBEPEHMA CbC
CbOTBETHUTE reHepPUpPaHN MOAMMCBALLM KAKOHOBE M CPEACTBA 38 EAEKTPOHHA naeHTUdUKauma (elD
means);

» aKTMBMpaHe Ha MOoAMMca: MPOoBepfABa AAHHWTE 3a aKTMBMPAHE Ha Moanuca U
aKTUBMpPA CbOTBETHUA KAIOY, 33 Ad Cb3paase UMdpoB noanuc. Manckea ce moTBbpKAEHME Ha
noAnMcBaLLuA;

» W3TpMBaHe Ha KAIOYOBE 3a MOAMNCBAHE: YHULLIO>KaBa KAIOYOBETE 3a MOAMMCBaHe No

HaYMH, KOWMTO rapaHTNpPa, Ye KAIOHOBETE 3a NOAMUCBaHE He MOoraT Aa Ce M3MOA3BaT NnoBeye.
CxeMa, KoATO NPeACTaBA BPb3KUTE MeXAY OOCAY>KBaLLMTE MOAKOMIMOHEHTU Ha yCAyraTa

SSASC ¢ BBHWHW KOMMOHEHTHW YyCcAyrM Ha EBpOTpbCT, M3paBalwy yAOCTOBEpeHuA 3a

noAnmMcBaHe:
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NOANTNKA N MPAKTUKA MPU MPEAOCTABAHE HA YCAYTA 3A OTAAAEHEHO IS
NOAMNCBAHE C EAEKTPOHEH MNOAMNUC / MEYAT

BbHLUHa CTPpaHa YAOCTOBepABaHe.

8.2 MHUUMNAANSALNA HA NOANMNCBALLUNA KAIOY
8.2.1 TEHEPUPAHE HA NOANMUCBALLUU KAIOYOBE
EBpoTtpbeT npuaara nsmckeaHua 3a EUSCP (EU SSASC policy, koAato e B cboTBeTCTBME C
PeranamenT (EC) N2 910/2014 r.) npw reHepurpaHe Ha NMOATMMNCBALLN KAIOYOBE:!
» KAIOYBT 3a NOAMMCBaHe Ha NoTpebutean ce reHepupa B QSCD;
» QSCD) pabotn B cBoATa KOHGUrypaumsa, KakTO € OMMCaHO B AOKYMEHTAaLMATa,

npuaApy>KkaBalla HeroeaTta cepTudmnKaLmA.

MNpwu reHepunpaHe Ha NOANMUCBALLM KAtOYOBE EBPOTPBCT M3NMbAHABA CAEAHUTE U3UCKBAHUA:

a) 4YacTHUTE VAWM CEeKpeTHUTEe KAaloYoBe ce reHepupat u nsnoassat B SCDev. SCDev
NPEeACTaBAABA HaAEKAHA CUCTEMA, C HMBO Ha curypHocT EAL 4 nam no-eBucoko, cboteeTHo CC EAL
4+ NAN NO-BUCOKO, CbC NPOdUAM 3a 3amTa B cboTBeTcTBre EN 419221-5;

b) kAtouOBeTe 3a NoANMCBaHe Ha MoANMCBaLLMTE ce reHepupaT 1 nsnoaseat 8 SCDev.
SCDev npeacTaBAfABa HAAEXAHA CUCTEMA, C HUBO Ha curypHocT EAL 4 nAM No-BUCOKO, CbOTBETHO
CC EAL 4+ nan no-Bucoko, cbe npoduam 3a 3awmTa B cboTteetcteme EN 419221-5;

C) BCUYKM W3MOA3BAHU aArOPUTMKU ca CbObpaseHn C TexHuyeckaTta cneundukauma
ETSITS 119 312. EBpoTpbCT cCAEAMN PETYAAPHO 38 CUTYPHOCTTa M MPUAOXKNMOCTTa Ha M3MOA3BaHMA
Xel aAropuTbM. BcrukM M3NoA3BaHW aAropuTMU ce NpoBepABaT BEAHDBXK FOAMLLHO AW KOraTo
HacTbMNAT NpoMeHU. B cayyals, 4e aAropUTbMBT 6bAE KOMMPOMETUPAH UAM CTaHE HEMOAXOASLL, 33
LleATa ce NPUCTbNBA KbM NMPEereHepupaHeTo Ha BCUYKM 3aCerHaTn KAloYOBe. 3a BCEKU MOAABP>KAH
npodua EBpoTpbCT HabAlOAaBa cuMAaTa Ha BCEKM KpUNTOrpadCKm aAropuTbM, U3MNOA3BAH BbB
BPb3Ka C To3n NpoduA. B cayuait, 4e eamMH OT M3NOA3BaHUTE aATOPUTMW UAM NapaMeTpu ce cumnTa
3a MO-MaAKO CUMYPeH MWAM BaAMAHOCTTa Ha CbOTBETHOTO YAOCTOBEPEHMEe U3TWya, ToU ce
aKTyaAM3unpa MAM ce Cb3paBa HoB NPoduA. (OnucaHme Ha U3MOA3BaHUTE aATOPUTMU U ABAXKUHA
Ha KAto4oBeTe nMa B T. 3.2 (a) OT HacToALMA AOKYMEHT.)

d) 4acTHUTE KAKOHOBE (BKAIOYMTEAHO KAKOYA 3a MOAMMCBAHE Ha MOAMUCBALLNS,
NHOPACTPYKTYPHUTE U KOHTPOAHUTE KAIOYOBE) He ce aAbp»kaT n3ebH SCDev 1 No To3u HauuH ca
3aLUMTEHMN, KATO Ce rapaHTupa KOHOUAEHLMAAHOCTTA U LLeAOCTTa UM;

e) SCDev ce nHMUMaAM3npa, NPean pa reHeprpa KOMTO U A3 € KAIOY 3a MOAMMCBaHE,
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C TEXHUYECKM MEXAHM3MK, KOMTO U3NCKBAT NMOHE ABaMa ornepaTopa;

f) HaaexaAHaTa cucTeMa Cb3paBa MOAMWUCK C U3MOA3BAHE Ha aArOPUTMU, KOWUTO Ad
yCTOABaT NO BPEME Ha XMBOTa Ha YAOCTOBEPEHMETO Ha NMOAMUCBALLNA;

g) KAIOYBT 3a MoaANMCBaHE MOXe Aa Obae reHepupaH NpesBapuTEeAHO (T.e. Aa He e
CBbP3aH C yAOCTOBEPEHMNETO 3a NyOAUYEH KAIOY);

h) npwn SCAL2 aBoViKkaTa KAIOYOBE Ce reHepupa Ypes nanoassaHe Ha SAM, c konTo ce
rapaHTVpa NpUTEXKaHNEeTO N KOHTPOAMPAHETO Ha YaCTHMA KAIOY OT noanuncaealuma. OTaaneveHnAaT
SCDev e curypHo ycTponcTBO 3a Cb3aaBaHe Ha NMOAMUC C AMCTaHLMOHHO YNpaBAEHUE, OCUTYPEHO
OT MOAYA 3a aKTUBMpaHe Ha noanuca (SAM) n nanbAHeHo B 3awmTeHa oT daawndunumpaHe cpeaa.
To3n MoayA M3NOA3Ba Aa@HHWTE 3a akTMBMpPaHe Ha noanuca (SAD), cbbpaHu Ype3 NpPOTOKOA 3a
akTuBMpaHe Ha noanuc (SAP), 3a Aa rapaHTUpa C BUCOKO HMBO Ha YBEPEHOCT, Ye KAIOYOBETE 3a

NOAMMCBaHE Ce M3MOA3BaT MOA €AMHCTBEH KOHTPOA Ha MOAMMCBALLMA.

8.2.2 CBBP3BAHE HA EID MEANS
EBpOTpbCT M3nbAHABa CAEAHUTE M3NCKBaHWATa 3a CBbp3BaHe Ha elD means:

> EBpoTpbCT M3nbaHABa M3nckaHuAaTa 3a SCALT, npu KOETO HMBOTO Ha OCUTYPEHOCT
NPV KaHAMAATCTBaHE M PerncTpauma € HUCKO UAM NO-BUCOKO. XapaKTepPUCTUKUTE U AM3aliHa Ha
cpeacTBoTO 3a elD Ha EBpoTpbCT cboTBETCTBAT 3@ HMBO Ha OCUTYPEHOCT ,HUCKO” AW NMO-BUCOKO.
MexaHn3MbT 3a yAOCTOBEpPABaHE OTroBapA 3a HMBO Ha OCUTYPEHOCT ,HUCKO” AW MO-BUCOKO.
EBpoTpbCT NpeaocTaBA BUCOKa CTEMEH Ha HAaAEXKAHOCT Ha cpeaaTa Ha MOAMUCBALLUMA, C KOETO
rapaHTnpa OTCbCTBMETO Ha 3A0YNOTPEbU C NPOMAHA Ha CAMOAUYHOCTTA;

» EBpoTpbcT m3nbaHABa n3nckBaHuATa 3a SCALZ, ¢ KoeTo rapaHTvpa yCTOMYnMBOCT
CpeLly 3anAaxm 3a NPOTOKOAA 3a aKTUBMPaHe Ha MOAMUC U AGHHWUTE 3a aKTMBUpPAHE Ha MOAMUC,
KaTo npurAara HUBO Ha OCUIYPEHOCT MPW KaHAMAATCTBaHE U perncTpauma, ,3Had4uTeAHo” nAM no-
BMCOKO. XapaKTepUCTUKUTE N AM3alHa Ha cpeacTBOTO 3a elD Ha EBpoTpbCeT cboTBeTCTBAT 3@ HUBO
Ha CUIYPHOCT ,3Ha4YNTEeAHO"” UAM NO-BNCOKO. MexaHM3MbBT 3a yAOCTOBepABaHe OTroBapsA 3a HUBO
Ha OCUIYPEeHOCT ,3Ha4YUTEeAHO" MAM NO-BUCOKO;

» SSASP cebp3Ba kAOUOBETE 3a NoAMMcBaHe ¢ pedepeHTHOTO cpeacTBo 3a elD Ha
NoANVCBaLLNA;

» SSASP Moxe pa reHepupa npenpaTka KbM cpeactBa 3a elD m apa aoctasm

KopecnoHaMpalmTe cpeacTsa 3a elD Ha nopnucealums;
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» SSASP rapaHTWpa, 4Ye AaHHUTE 3a UAEHTUGMKAUMA Ha AMLaTa, CBbP3aHU C
cpeactBoTto 3a elD ca cbwute AaHHWM KaTo Te3u, CBbP3aHW C AMLETO OT acoUMMPAHOTO
YAOCTOBEPEHMNE;
> [lpwn HaAnumMe Ha NpenpaTka KbM CPeACTBOTO 3a elD Ha noanucBalma, Ta MoXKe Aa
6bae NpeAOCTaBeHa OT OTopU3MpaHa (BbHLUHA) CTpaHa;
> aKo LeAMA WAM 4acT OT mpoleca Ha YAOCTOBepABaHe e AeAervpaH Ha BbHLHA
cTpaHa, SSASP rapaHTupa, 4Ye BbHLIHAaTa CTpaHa OTroBapA Ha W3MCKBaHMATa 3a CbOTBETHOTO
HMBO Ha OCUIypeHoCT. AKO BbHLHATa CTpaHa W3MOA3Ba CPEACTBa 3@ EAEKTPOHHO
naeHTMdMUMpaHe, M3A3AEHW MO HOTMdMUMpaHa cxema, KOATO € BKAKYEHa B CMUCHKa,
nybAnkyBaH oT KomMucuata cbraacHo YaeH 9 ot Peranament (EC) N2 910/2014 3a cboTBeTCTBME C
peryAnaTopHuUTe M3NCcKBaHnA, EBPOTPBCT He M3MCKBa CbOTBETCTBME 38 HEOHXOAMMOTO HUBO;
» aKo LeAMA UAM 4acT OT npoLeca Ha YAOCTOBepABaHE € AeAermpaH Ha BbHLUHA
cTpaHa, SSASP rapaHTtupa, ye:
e BbHLWHATA CTPaHa U3MbAHABA BCUYKWM M3UCKBAHWA Ha HACTOAWMA AOKYMEHT M
N3NCKBaHWATA 3a PermcTpaLmnsa B CbOTBETCTBME C NMPUAOKUMUTE PETYAGTOPHN M3NCKBAHWA, UAM
® [pPOLECHT Ha yAOCTOBEpsABaHe, AeAermpaH Ha BbHLUHATa CTpaHa, M3MOA3Ba
cpeactBo 3a elD, mspapeHo no HoTudMUMpaHa cxema B CbOTBETCTBME C MPUAOKMMUTE
pPeryAaTopHU U3MCKBaHMA.
» SSASP 3awmrtaBa LEAOCTTa Ha BPB3KUTE MeXAY KAOYa 3a MNOAMMCBaHe Ha

NoANMCBaLLMA N HEroBOTO cpeacTBo 3a elD.

8.2.3 CBbP3BAHE HA YAOCTOBEPEHME
3a SSASC ce npuaaraT U3MCKBaHWA, KaKTO CAeABa:

» HaAeXAHaTa cucTeMa, NMoaAbprKalla CbpBbPHO noanuceaHe (TWA4S) cebpaBa
KAIOYOBETE 3a MOAMNCBAHE Ha MOAMMCBALLMA CbC CbOTBETHOTO YAOCTOBEPEHME, MPUAPY>KABaLLO
NYOANYHUA KAIOY;

» KAIOYBT 3a noanucBaHe He ce wu3noassa, npean TWAS apa ro cBbpxke C
YAOCTOBEPEHUNETO MY;

» TWAS 3awmTaBa UEAOCTTa Ha BPB3KUTE MeXAY MOAMUCBALLMA KAIOY U

YAOCTOBEPEHMNETO, MPUAPY>KABALLO MYOAUYHUA KAIOY.
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NOAUNTUKA N NMPAKTUKA MNPV MPEAOCTABAHE HA YCAYTA 3A OTAAAEHEHO
NOANMNCBAHE C EAEKTPOHEH NMOAMNC / MEYAT
8.2.4 AOCTABKA HA EID MEANS

EBpoTpbcT, B KadecTBoTO cu Ha SSASP pA0CTaBA CUTypHO U HapeXKAHO cpeacTBaTa 3a elD
KbM YCAYrUTE, Ha KOWUTO TO € HeOobBXOAMMO, 3a Aa MoraT Te MPaBWAHO Aa WAeHTUbUUMpaT

NOANWCBALLMA, BKAIOYMTEAHO 1 Ha SSA, 6e3 caMuna NoANMCBaLL, A3 FO MOAYYMN.
SSASP nepcoHaamsupa cpeactBoto 3a elD Ha noanmMcBalmaA C AaHHW, CBbP3aHWU C
aKTMBMpPaHe Ha notpebutead (Hanp. nybAnYHa YacT Ha ,sole control” Kato4a), Npu KOETo AaHHM
3a aKTMBMpPaHe (Hanp. NapoAa 3a U3MOA3BaHe Ha YaCTHWMA KAIOY) ca CUIypHO noaroTeeHu oT SIC n

pPerncTpmpaHu, OTAEAHO OT CPeACTBOTO 3a elD Ha noanunceawma.

8.3 ONEPATUBHU WU3NCKBAHUA 3A XU3HEHUA LUMKBA HA KAIOYOBETE 3A
NMNOANMUCBAHE
8.3.1 AKTUBUPAHE HA NOATNUNC
EBpoOTpbCT M3BbpPLLUBA AEMHOCTTA MO aKTUBMPAHE Ha MOAMNC N3MbAHABANKM M3UCKBAHUATA
3a EUSCP, kakTo crepBa:

» KAIOYBT 3a NoanMcBaHe Ha noTpebutens ce nsnoasea B8 QSCD;

» QSCD pabotn B cBOATa KOHOUrypauus, KakTo € OnucaHo B CbOTBeTHaTa
AOKYMeHTaumA 3a cepTubunumpaHe, AN B eKBUBAAEHTHa KOHOUrypaums, KOATO NoCTUra chluata
LLeA 3a CUTYPHOCT;

> EBpoTpbCT M3MOA3Ba MPOTOKOA 3a akTuBMpaHe Ha noanuca (SAP), konto
ocurypsea Kpuntorpabckun CUAHM MexaHW3MK, KOUTO 3allmTaBaT dakTopuTe 3a yAOCTOBEpPABaHE
OT 3aMnAaxu 3a KOMNPOMETMPAHE Ha MPOTOKOAA, KAKTO W OT CUFYPHU aTakM Ha YyAa CAMOANYHOCT
OT TPETW CTPaHK;

» EBpoTpbCT e cMekuma 3ansaxuTe 3a SAP, KaTo e npeanpuen MepKu 3a 3alumTa Ha
SAP OT NOBTOPHO Bb3NPOM3BEXKAAHE, MEPKU AQ HE Bbae B3eT Noa BHUMaHuMe (,bypass”), kakto un
MOCTOSHEH MOHUTOPWHT 3a GaALLMBY aTakm MeXxAy NMoanMcBalma u otaanedermnsa SCDey;

» MOAYADBT 3a akTUBMpaHe Ha noanuca (SAM), KoTo npeacTaBasaBa KoHbUrypurpaH
codTyep, M3noA3Ba Habopa OT AaHHM 3a akTUBMPaHe Ha noanuca (SAD), 3a poa rapaHTMpa C BUCOKO
HWBO Ha YBEPEHOCT, 4Ye KAlOYa Ha MOAMMCBALLMA CE MU3MOA3BA EANHCTBEHO MOA HErOB KOHTPOA.
SAM ce n3noA3Ba B CpeAa, 3alUMTEHa OT HEMPaBOMEPHO M3NoA3BaHe. Bb3 ocHoBa Ha aHaAu3 Ha
pUCKa U KaTo ce B3eMa MPeABUA GUBNYECKUTE U APYTM HETEXHUYECKU MEPKW 3a CUMYPHOCT,

EBpOTp'bCT M3MNOA3Ba HapseXAHa CUCTEMaA, HMATO CUTYPHOCT NAU I'IpOd)l/IA Ha 3alin1Ta OTroBapA Ha
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HnBo EAL 4 nan no-smncoko B cvoteeTcTBue ¢ ISO/IEC 15408, nAn eKBUBAAEHTHU HaLMOHAAHM,
MAN MEXKAYHAPOAHO MPU3HATU KPUTEPUU 3a OLEHKa Ha CUIypHOCTTa Ha MHGOPMAaUMOHHUTE
TEXHOAOTWUU;
> EBpoTpbeT e npoektupan SAP Taka, ye SAD BuHaru aa ca HapeXKAHO 3alLUTEHMN
cpelly AybAnpaHe nAn noanpaBAHe OT HanaaaTeA C BUCOK MOTEHLMAA 3a aTaka;
> SAP e npoeKkTupaH Taka, 4e MOANUCBALLMAT BUHArM A2 MOXKE HAAEXKAHO Ad 3aLLUTH

aKTUBMPAHETO Ha KAloYa 3a noanmceaHe ypes3 SAD cpellly HanaaaTeA C BUCOK MOTEHLMaA 3a aTaka.

EBpoOTpbCT M3BbPLUBA AEMHOCTTA MO aKTUBMPAaHE Ha NOAMUC U3MbAHABANKN AOMBAHNUTEAHO
cAeAHUTE cneumdUYHN M3NCKBaHUA:

» SSA u3ncKBa BCEKM MOAMMCBALL A ObAE YCNELWHO MAEHTUOULMPAH U YAOCTOBEPEH,
NpPeAu Aa MO3BOAM M3BBPLUIBAHETO Ha AENCTBUA, KOMTO MOraT Aa MOBAMAAT Ha €AMHCTBEHWA
KOHTPOA (,sole control”) Bbpxy BCEKM MOAMUCBALL KAIOY;

» EBpOTPBCT M3NOA3Ba CUTYPHU MPOTOKOAM, KOUTO NMPEAOTBPATABAT YOBELLIKM aTaky
B CpeaaTa M Han-obLWo npeaoTBpaTABaT BCAKa GOpMa Ha ataka, NMpu KOATO 3AOHaMepeH
NoTpebuTeAn MOXKe A3 U3MOA3BA MAEHTUGUKALMOHHMN AQHHWN, KOUTO HE MY NMPUHAAAEXKaT;

> EBpOTpBCT npuAara CTPOrM M3WCKBAHMA 3a KOHTPOA Ha AOCTbM, Taka u4e
KOHTPOAMTE 3a AOCTbMN rapaHTUpaT, Ye NOAMUCBALLMAT HAMA AOCTbM AO YYBCTBUTEAHW CUCTEMHU
06eKTU N HUKAKBU QYHKLMW, KOUTO AQ MY AABAT KOHTPOA BbPXY KAKOYA 3a MOAMUCBAHE Ha APYr
noTpebuTen;

» EBpOTpbBCT npuaara cTpor KOHTPOA BbPXY KAIOYa 3a noanuceaHe, npu koeto TWAS
rapaHtupa, ye DTBS/R, npeaoctaBeH noa KOHTPOAa Ha MOAMMUCBALLMA, CE€ MOAMMCBA CaMO OT
KAKOYa 3a MOANUCBaHE, MPUHAAAEXKALL, Ha TO3M NOAMNMCBALL;

» TWA4S wmsuckBa oT noanucBawma aa npeactasn SAD Ha SAM, 3a apa Obae
YAOCTOBEPEH U Ad aKTMBMPA KAKOYA 3a MOANUCBAHE;

» EBpOTpbBCT NpeaoCcTaBA NPOTOKOAM C BUCOKA CTEMEH Ha CUTYPHOCT, KaTo N3MOA3Ba
KOHTPOAM, CbObpa3eHu C oLeHKaTa Ha pPUCKa, 3a Aa Ce NPOTUBOAENCTBA Ha CAEAHUTE 3anAaxu 3a
nsnoaseaHe Ha SAD: oHAaWH UAM ObAANH NPEANOAOKEeHUA, AyBAMpPaHe Ha UAEHTUOUKALNOHHN
AaHHU, GULLMHT, MOACAYLLIBAHE, 3aMecTBaHe, OTBAMYAHE Ha Cecus, HanaAeHMsA OT YOBEK B CPeAaTa,
Kpa*kbu Ha MAEHTUPUKALMOHHN AGHHU, U3MaMK U MACKUpPaLLM aTaKu;

» aKTMBUPAHUAT KAIOY 3a MOAMMCBaHE Cce N3MOA3Ba 3a NoannceaHe camo Ha DTBS/R,
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pa3pelenu ot SAP;
» SSASP rapaHTupa, 4e yAOCTOBEPEHMETO 3a MYOAUYHMA KAIOY € BaAMAHO (He e
MN3TEKAO, HE € OTMEHEHO U He € CMPAHO), MPEAM Aa CE€ N3MOA3BA CbOTBETHMA MOAMMUCBALL, KAKOY;
> KAIOYOBETE 3a MOAMMCBAHE Ce M3MOA3BAT CaMO B CAy4YaMUTe, 3a KOUTO € MOAYHYEHO
CbrAaCMeTO Ha NOANMCBALLMA;
> napaMeTpuTe Ha KPUNTOrpaPCKUTE aATOPUTMMU, KOUTO Ce N3MOA3BAT 3a Cb3AaBaHe
Ha MOAMUC OT HAAEXKAHWTE CUCTEMMU ca M3bpaHu Taka, Ye Aa MoraT Aa YCTOAT MO BpeMe Ha

BaAMAHOCTTa Ha YAOCTOBEPEHMATa Ha MOANUCBALLMTE U ca CbobpaseHn ¢ npenopbkute Ha ETSI

TS 119 312.

8.3.2 VMNMPABAEHUVE HA SAD
EBpoTpbCcT M3BbPLIBa ynpaBAeHME Ha AaHHWUTE 3a akTuBMpaHe Ha noanmca (SAD),
M3MNbAHABANKK U3nckBaHMATa 3a EUSCP, KkakTo caeaBa:
» SAD (paHHWTe 3a aKTMBMpPaHe Ha NoanMca) e Habop OT AAHHU UAM € Pe3yATaT oT
KpunTorpadckm onepaumm ¢ 3NOA3BaAHETO Ha 3aABAKUTEAHUTE NapaMeTpu (M36POoeHN No-A0AY);
» SAD ce reHepupa B cpeaaTta Ha noanucealuma ot SIC, Ho ce ponycka n peaamsaums,
NPV KOATO TOBa Aa CTaBa AUCTaHLUMOHHO OT SIC noa KOHTPOAa Ha MOAMMCBALLNA;
» SAD cBbp3Ba C BUCOKO HMBO Ha AOBEPUE Hal-MaAKO CAEAHUTE NapamMeTpu:
® npeacTaBeHU paHHW 3a noanunceaHe DTBS/R nan Habop ot DTBS/R,
® eAeMeHTU 3a MAEHTUGULMPaHE Ha YAOCTOBEPEHMA MOAMNCBALL 1
e 130paH NOAMMCBALL KAIOY, aKO HAMA TaKbB Mo noapa3bupaHe.
» SAD ce u3noA3Ba 3a aKTMBMPaAHE Ha KAlO4a 3@ MOAMWCBAHE CaMO aKo
YAOCTOBEPABAHETO Ha MOAMMCBALLMA € YCMEeLWHOo, KoeTo ce nposepasa oT SAM;
» cuctemata Ha EBpoTpbcT nocoyBa MecTtoHasHavyeHmeTo Ha SAD, KaTo paHHUTE 3a
aKTMBMPaHe Ha noanuca ce npeaasat Ha SAM B SAP;
» aKo MOoAMUCBALMAT € duanyecko Auue, CbbMpaHeTo U 3almTaTa Ha AaHHUTE 3a
aKTVBMPaAHe Ha MOAMKMCa Ce ONPEAEAAT, KaKTO CAeABa:
e SAD ca cbbpaHM NO HauMH, KOMTO € MOA KOHTPOAA Ha MOAMMCBALLMA C BUCOKO
HWBO Ha AoBepue,
e SAD ca 3aluMTeHW Taka, Ye BCUYKM KAIOHYOBE, AbP>KaHW B YCTPOWCTBATa, Aa ca

3aWUTEHM,
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e SAD 3awmTaBaT BCAKA M3MNOA3BaHa TalHa (EAHOKpPATHa MAM ABATOCPOYHA). 3a

Tasu uen SAP e 3almTeH cpelly NOBTOPHO Bb3NpomnsBexaaHe, 6arnac u GaAlmBm ataku MexkAy

noanuceawma n otpanedermnsa SCDev.

» KoraTto noanuceawms e GU3nYecko Anue cuctemMaTa Ha EBpoTpbCeT e paspaboTeHa

Taka, Ye Npwu NoAaBaHETO Ha AaHHM 3a aKTMBMPAaHEe Ha Nnoanuca, Te Aa ObAAT NOA EANHCTBEHWNA

KOHTPOA Ha noanuceawwma. SAP e npoekTnpaH Taka, ye SAD ce noaydaBa ot SAM n Moxe pa ce

npeanonoxu, ye SAD ca 6uAM nopaseHU MopA €AMHCTBEHWA KOHTPOA Ha MOAMMCBALLMA Ypes
CpeACTBaTa, KOUTO NPUTEXKaBa NOAMUCBALLMNA;

> SAD ce zawmTaBaT M NpPoOBepABaT CAEA aKTMBMPAaHE Taka, Ye € MHOro MaAKo

BEPOATHO AEMHOCTM KaTo OTraTBaHe, TMOACAYLUBaHe, MOBTApPAHE WAWM MaHWUMNyAMpPaHe Ha

KOMYHMKaLMA OT HamapaTeA C BWCOK TMOTEHUMAA 3a aTaka, Aa MOXe Aa TMomnpeyn Ha

aBTeHTVId)l/IKaLI,l/IHTa 3a akKTUBMNPaHe Ha noapnunca.

8.3.3 U3TPUBAHE HA NOANMNCBALL, KAIOY
EBpOTPBCT M3NbAHABA CAEAHUTE M3NCKBAHUA:

» NOAMUCBALLUMAT KAKOY Ce YHULLLOXaBa CAeA OTMAHA MAW U3TUYaHe Ha BaAUMAHOCTTa Ha
YAOCTOBEPEHNETO 3a MyOAMYEH KAKOY, MAM aKO KAIOYBT 3a MoanvcBaHe e 6e3noAe3eH 3a
noanvceawms;

» SSASP yHuLW0>KaBa NOANMCBALLMA KAIOY MPW MOUCKBaHE OT NMOAMMCBALLMSA;

» EBpoOTpbCT ynpaBAABa CUIypHO CeCcuATa 3a MOAMUCBAHE U rapaHTUPa, Ye B CAyHauTe
Korato Bpb3KaTa MeXAYy KAOYa 3a MOAMWCBAHE U MOAMUCBALLMA HE Ce MOAAbPXAa CAeA
onepaumnATa 3a MOAMWCBAHE, KAIOYBT 3a MOAMUCBAHE Ce YHMLOXKaBa B KpaA Ha cecuATa 3a
noanvceaHe;

» EBpOTpPBCT He CcbxpaHABa pPe3epBHU KOMUA Ha KAIOYOBETEe 3a MOAMMCBaHE W
rapaHTMpa, 4e e HeBb3MOXKHO Aa Ce W3MOA3Ba KakBaTO M Aa € ocCTaTbyHa MHPopMauuma 3a

Bb3CTaHOBABaHE Ha KAIOHOBETE 3a NoANMCBaHe.

8.3.4 YNPABAEHUE HA KAIOHOBE
EaHOBpeMeHHO C reHepupaHe Ha ABOMKa KAIOHOBE Ha YAOCTOBEpPABalUMA OpPraH ce
M3MbAHABaA W MpouepypaTta Mno CbXpaHABaHE Ha 4YaCTHMA KAKO4 (VIAI/I ABOPIKaTa KAPO‘-IOBe) B

KPUNTUPaH BUA W B CbOTBETCTBME C YTBbpPAEHA BbTpellHa npoueaypa. 3a ynpaBAeHWe Ha
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CbXpaHABaHWTe B KpunToMoayAa (HSM) yacTtHu kKatowoBe Ha EBpoTpbCT ca HeOOX0ANMMU ABE AMLA
CbC CbOTBETHUTE MAPOAW 3a AOCTBbM. APXMB Ha KAOHYOBETE Ce MpPaBWM MbPBOHAYAAHO - CAEA
Cb3AABAHETO Ha BCUYKM KAIOYOBE, KaKTO 1 B MOCAEACTBUE CAEA NPEreHepmnpaHe Ha HAKOW OT TAX.
ApXMBUPAHETO Ha YacTHUTE KALYOBe, HaMupalm ce B HSM ¢ HuBo Ha curypHoct FIPS 140-2 Level
3 1 NO-BMCOKO Ce M3BBbPLUBA CMOPEA U3UCKBaHWATa Ha cneundumkaumata Ha HSM-a. 3a aa 6bae
HanpaBeH apXMB Ha KAIOYOBETE Ca HY)XHW ABE AMLA C AOBEPEHU POAM, pasnoAaraliy CbC
CbOTBETHWUTE MpaBa 3a A0CTbN A0 HSM. ApxmBupaHeTo ce m3BbpLUBa B 3almTeHa cpeaa. Caea
Ccb3paBaHeTo Ha apxmBa (Backup), Ton ce cnaara B celid Ha oTAaneyeHO MeCTOMOAOXKeHWe C
HEOOXOAMMUTE MEPKU 3@ CUTYPHOCT.

EAHOBpEeMeHHO C OTAAAeYEeHOTO reHepupaHe Ha ABOMKaTa KAloHOBe Ha noTpebuteauTte
4ype3 MOOUAHOTO NPUAOXKeHMEe Ha EBpoTpbCT, Te ce cbxpaHAaBaT B HSM (cbraacHo nsmnckeaHuATa
Ha PernamenT (EC) N2 910/2014) B KpMnTUpPaH BUA 1 Ca AOCTBIMHM MOCPEACTBOM MapOoAa 3a AOCTbN
AO HYaCTHUA KAKOY OT CTPaHa Ha MOAMMCBALLMA MOCPEACTBOM Cra3BaHe Ha n3nckBaHuATa 3a SCALT
n SCAL2.

HacTHMAT KAIOY Ha YAOCTOBEPABALLMA OpraH, M3NMOA3BaH 3a Cb3AaBaHe Ha KBaAndULMpPaHU
EAEKTPOHHW NoAMMCK/NedaT ce apxmBUpa, 3a Han-MaAko 10 roaAMHN caea M3TUYaHe Ha CPoKa My
Ha BAAMAHOCT UWAM CAe€A HeroBoTo npekpataBaHe. CblWOTO WM3MCKBaAHE BaXXM U 3a
YAOCTOBEPEHMETO Ha MYyOBAUYHUA KAKOY, CbOTBETCTBALLO Ha YaCTHUA KAKOY, CAEA M3TMYaHe Ha

CPOKa MY Ha BaAMAHOCT AU CAEA NPEKPATABAHETO MY.

TpaHcdep Ha yacTeH KAloY B KpUNTOrpadCcKm MOAYA Ce M3BbPLUBA B CAEAHWUTE CAyYau:

» 3a 3awmTa, B CAyYal Ha Cb3paBaHe Ha pPe3epBHM KOMUA Ha 4YaCTHW KAIOYOBE,
CbXpaHABaHW B Kpuntorpadckm MOAYA (Hanmpumep B CAydYall Ha KOMMpOMeTMpaHe WAW
HEeU3MNpPaBHOCT B KPUNTOrpadCKmMa MOAYA);

» KOrato ce Haaara Aa ce NPexBbPAU YaCTHUA KAKOY OT OMepaTMBHUA KPUNTOMOAYA Ha
APYT KPUNTOMOAYA (B CAyYal Ha OTKas Ha onepaTmBHUSA KPUMTOMOAYA MAM NMPU HEOHBXOAMMOCT OT
YHULLOXaBaHe).

TpaHchepdbT Ha HaCTEH KAIOY B KPUTMITOMOAYA € KPUTUYHa onepauns. TakaBa onepauus
M3MCKBa MOAXOAALLM MEPKU U NPOLEAYPU, MPEAOTBPATABALLMN PA3KPMBAHETO Ha YaCTHUA KAOY
WAW HeroBaTa MpoMAHa W QaswmduuMpaHe MO BpeMe Ha MW3MbAHEHME Ha onepauudaTa.

Tpchc|>epr Ha 4aCTeH KAKOY B KpMI’ITOFpaCIDCKM MOAYA N3NCKBa Bb3CTaHOBABAHE Ha KAKOYa OT
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KapTUTe Ha ABaMa OT 4YeTMpuMa OTOPU3UPAHU CAYXKUTEANW B MPUCHBCTBMETO Ha YAEH OT

PBKOBOACTBOTO.

HacTHUAT KAIOY Ha AOCTaBYMKa €€ aKTUBMPA NMOCPEACTBOM MOAEAEH CUCTEMEH KOA 3a
AOCTbI, OTAEAHUTE 4YaCTUM Ha KOWTO Ca M3BECTHM Ha MNoBe4Ye OT eAHO OBAACTEeHU AMLA OT
EBpoTtpber. CaMo B NMpUCHbCTBME Ha TE3M AMLA, CAEA BbBEXAAHE Ha BCUMYKM YaCTU Ha KOAA 3a

AOCTBM, Ce pa3pellaBa AOCTbMbT A0 cAoTa B HSM 1 ce akTMBMpPa YacTHNA KAKOU.

EBpOTPBCT M3NbAHABa CAEAHUTE M3NCKBaHWA, CBbP3aHM C YNPaBAEHME Ha KAIOHOBE:

» BCUYKWM HaCTHU KAIOHOBE (BKAIOYMTEAHO KAKOYA 3a MOAMMCBAHE Ha MOAMMCBALLMA,
MHOPACTPYKTYPHUTE U KOHTPOAHUTE KAIOYOBE) HMKOTa Aa HE Ce CbXpPaHsABaT B He3almMTEHO
cbCTOAHME. Te ce CbxpaHABAT CUTYPHO N HAAEXKAHO B KpunTupaH Bua B HSM ¢ HMBO Ha curypHocT
FIPS 140-2 Level 3 1 no-Bucoko, oTroBapsuy, Ha usnckeaHuaTa Ha Peraament (EC) N® 910/2014;

» YaCTHM KAIOYOBE Ha noanucealm He ce ekcrnoptupat ot HSM. B cayuvanm, ye ce
HaAara eKkcrnopTupaHe Ha YacTeH MHOPaCTPYKTYPEeH MAM KOHTPOAeH Katod oT SCDev, ToBa ce
M3BbPLLBA MO 3alLMTEH HAYMH, 33 Ad Ce rapaHTMpa Heroeata KOHOUAEHLIMAAHOCT U LSAOCTHOCT AO
CbLLOTO MAM MO-BMCOKO HMBO Ha 3awwmTa Kato B SCDev. KoraTo 4acTHMAT KAIOY € 3almnTeH Ypes
KpuntupaHe, EBpoTpbCT M3NoA3Ba caMo KpunTorpadCKu aArTOPUTMU C €KBUMBAAEHTHA UAM MO-
BMCOKa CTEeNeH Ha CUTYPHOCT;

» TWAS rapaHTupa, Ye apXMBUPaAHETO, CbXPaHEHMETO W Bb3CTAaHOBABAHETO Ha
YaCTHWU KAOHOBE (BKAIOYMTEAHO MOAMUCBALLM KAIOYOBE Ha MoTpebuteAn, MHGPaCTPYyKTYpHU U
KOHTPOAHU KAIOYOBE) Ce M3BbPLUBA CaMO OT OTOPU3MNPAaHU CAYKUTeAn. YnpaBaasawmTe (Master)
KpunTorpadcku KAIOUOBE, M3MOA3BaHW 3a 3alumMTa KaKToO Ha NOTPEBUTEACKN, TaKka 1 Ha paboTelm
KAIOYOBE, Ce apXMBMPAT, CbXPaHABAaT W Bb3CTaHOBABAT NOA ABydakTOpeH KOHTPOA. TakuBa
KAto4oBe ce aAbprkaT n3sbH SCDev B 3awmTeHa dopma;

» PbKOBOACTBOTO Ha EBpPOTpPbCT KOHTpOAMpa 6pOAT Ha AybAMpaHuTe Habopwu oOT

AdHHU Aa HE HaABMLWaBa MUHUMYMa, HeO6XO,A,VIM 3a OCUrypABaHe Ha HEMPEKbCHATOCT Ha YCAYyraTa.

8.3.5 CMAHA HA KAIOYOBE
[NoAnTuKaTa 3a MpeaOCTaBAHE Ha YCAyra 3a OTAAA€YEHO MOAMMCBAHE C EeAeKTPOHEH

noAnmMc/nedaT HAMa M3UCKBaHWA OTHOCHO CMAHaTa Ha KAtovose crnopep ETSI TS 119 431-1.
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lNpakTukata Ha EBpoTpbcT npepocTaBA reHepupaHe Ha HOB YaCTeH KAIOY 3@ BCAKO

YAOCTOBEpPABaHE N U3AaBaHe Ha HOBO KBaAI/I(I)l/ILI,l/IpaHO YAOCTOBEpPEHNE Ha ﬂOTpe6l/ITe/\.

9 O®OU3SNYECKATA CUTYPHOCT U CUTYPHOCT HA OKOAHATA CPEAA
9.1 NOMELWLEHNA N KOHCTPYKUUA HA MOMELLEHUATA

MepKuTe NpeanpueT MO OTHOLEHWE Ha du3nYecKaTa 3awwmTa Ha EBpoTpbeT ca eneMeHT
oT pa3paboTeHaTa U BHeapeHa B EBpoTpbct Cucrtema 3a UHPOPMALMOHHA CUTYPHOCT,
cboTBeTCTBalWa Ha m3nckeaHuAta Ha ISO/IEC 27001. EBpoTpbcT pasnoasara cbc crneuvasHo
KOHCTPYMpPaHn 1 obopyABaHM MOMELLEHUA C HaW-BUCOKa CTEMEH Ha KOHTPOA Ha ¢U3MYeCcKn
AOCTBI, B KOWUTO ce noMellaBaT 6a3oBMA OpraH, YAOCTOBEPABALLMTE OpraHu W BCUYKUTE

LeHTPaAHW KOMMOHEHTN Ha MHGpPaCTPYKTypaTa.

9.2 OU3SNYECKA CUTYPHOCT
MepKkuTe, KoMTo EBpOTPBCT NpuAara OTHOCHO KOHTPOAa Ha dusmMyeckaTa CUrypHOCT ca
KaKTO cAeABa:

» EBpOTPBCT KOHTpOAMpPa GU3UYECKMA AOCTBM A0 CbOPBXKEHUATA, YUATO CUTYPHOCT
e OT pellaBallo 3HaYeHMe 3a NPEeAOCTaBAHETO Ha YAOCTOBEPWUTEAHUTE YCAYTM U CBEXAA AO
MWHVMYM PWUCKOBETE, CBbP3aHW C ¢uamyeckata curypHocT. CurypHocTTa Ha cuctemute 3a
n3paBaHe M ynpaBAEHME Ha YAOCTOBEpPEHMUA e cbobpaseHa C M3NCKBaHMATa Ha MeXAYHapPOAHM
CTaHAAPTU U NPENOPbBKY;

» OU3MYECKMAT AOCTBM AO KOMMOHEHTM Ha cucTeMata Ha EBpoTpbcTt, umsTo
CUTYPHOCT € OT pellaBalo 3HayYeHWe 3a MNPEeAOCTaBAHETO Ha YAOCTOBEPUTEAHW YCAYTU, €
OrpaHuMyeH A0 YMbAHOMOLLEHW AMUA. KPUTUYHOCTTa Ha KOMMOHEHTUTE ce naeHTubuLmMpa Ypes
oLeHKa Ha pucka. 3a obopyaBaHETO B 3aLUUTEHUTE U U3OAMPAHU NOoMelleHnA Ha EBpoTpbeT e
ocurypeHa pusmyecka HENPUKOCHOBEHOCT. YcTaHOBEH e ABydaKTOpeH KOHTPOA Ha AOCTbMa U
AEHOHOLLHa BbOpbXKeHa duanyecka oxpaHa. AoCTbnbT A0 WKada ¢ 0bopyABaHETO Ce AOMycKa
npwW HaAn4vre Ha rnoHe 2 (ABe) OTOPU3MPaHM TeXHMYECKN AnLa Ha EBpoTpbeT. Beekn aoctbn a0
MOMeLLEeHNATa C KPUTUYHA MHOPACTPYKTYpa ce AOKYMEHTUPA B CNIELMAAHW KYPHAAK;

» KOHTPOABT Ce NpuAara, 3a pa ce nsberHat 3arybu, LWeTn AN KOMNpOMeTUPaHe Ha
aKTMBW N NpeKkbcBaHe Ha busHec aerHocTuTe. OBAACTEHUTE AML@ OT NepcoHara Ha EBpoTpbeT

CTpOro cnaseat pa3pa60TeHMTe BbTpeWwWHN npouepsypn 3a AOCTbM AO Pa3ANYHUTE 30HN C
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orpaHuyeH GrManyeckmn AoCTbI;
» KOHTPOABT Ce MpUAara, 3a Aa ce n3berHat KOMNPOMeTUPaHE Ha AAHHWN UAWM Kpaxkba
Ha cpeAcTBa 3a obpaboTka Ha MHPopMaumna. PusmyeckaTa 3aLLmTa Ha NOMELLEHNATA, B KOUTO ce
HamMupa EBpOTpPBbCT ca M3rpaseHu OT MacuBHa M CTabUAHA KOHCTPYKLMA CbC 3APaBU Bpatu w
KAIOYaAKW. 3alumTaTa e peaAnsnpaHa OT HeBbOpPbKeHa 24-yacoBa oxpaHa. B nomeleHmaTa Ha
EBpoTtpbeT MMa Cuncrtema 3a anapMeHa curHaamnsaumsa, Cnucrema 3a BuaeoHabatoaeHme, CUrHaaHo-
nsBectuTeAnHa cuctemMa n CructeMa 3a KOHTPOA Ha AOCTBNa;
» KOMTMOHEHTUTE, KOUTO Ca KPUTUYHW 3a curypHaTta paboTa Ha YAOCTOBEPUTEAHUTE
YCAYrM Ca PasnOAOXEHW B 3aliMTeH nepuMeTbp, ¢ dusmyecka oxpaHa cpelly NMPOHWKBaHe,

KOHTPOA Ha AOCTbMNa M aAapPMM 3a OTKPYBaHE Ha MPOHMKBaHe.

B AonbAHEHMeE, 3@ NPUAOXKEHUMETO 3a Cb3paBaHe Ha noanuc (SCA), EBpoTpbeT npuaara
CMNeLMaAHOTO U3NCKBaHe, KOETO Kacae N3MNOA3BaHETO B AEMHOCTTa CU Ha EANHCTBEHO YTBBPAEHM

KpunTorpadckm BUBANOTEKM, TECTBAHU MO NMPUAOXKMUMUA CTaHAAPT.

B AOMbAHEHME, Cce Mpuaarat caepHUTe cneunduyHn nsnckeaHus, (Te ce npuaarat ,mutatis
mutandis” KaKTo 3a yCAyrM no reHepupaHe, Taka u 3a YCAYrM Mo akTUBMPAHE U ynpaBAeHWe Ha
MOAMMCBALLM KAIOYOBE):

» CbOPDBXKEHWATA, CBBP3aHU C FEHEPUPAHETO Ha YAOCTOBEPEHNA U YNPABAEHMETO Ha
CnucbumTe cbe cnpeHn 1 npekpaTeHn yaoctosepenua (CRL), ce ekcnaoaTmpat B cpeaa, KOATO
dm3MYecKkn 3alumTaBa YCAYruTe OT KOMMNPOMEeTMpPaHe, Ype3 HeoTOPU3MPaH AOCTbM A0 CUCTEMUTE
NAN AQHHUTE,

» BCAKO BAM3aHe BbB CI)VISI/I‘-IeCKl/l 3alinTeHaTa 30Ha NOAAE KN Ha HE3aBNCNM KOHTPOA
N He ce pa3pellaBa BAN3aHETO Ha HEYMbAHOMOLLEHN AMLA Be3 NPUAPYKNTEAN;

» BCAKO BAM3aHe B 3alUMTeHaTa 30Ha W M3AM3aHe OT HeA ce PerucTpmpa B XypHaAu;

» dusmyeckaTa 3almTa ce NOCTMra Ypes Cb3paBaHe Ha ACHO ONPEeAEAeHW NepuMeTpu
Ha curypHocTtTa (T.e. dmsnyeckn bapuepn) OKOAO CbOPbBXKEHMUATA, CBbP3aHW C YCAyrute 3a
reHepupaHe Ha yaoctoBepenua n CRL;

» BCUYKM 4acTM Ha MOMELLEHMATA, CMOAEAEHW C APYrM OpraHuW3aumMm ca W3BbH
nepuMeTbpa Ha CbOPBXKEHUATA, CBBP3aHU C YCAyrMTe 3a reHepupaHe Ha yaoctoBeperus n CRL;

> 3a 3aunTta Ha TEeXHOAOIr'n4yHata CuncrtemMa, CcCaMunte CUCTeEMHUN pecypcn "
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CbOPDBMEHNATA, M3MOA3BAHM 3a MOAMOMaraHe Ha TaAxHaTa paboTa ce npuaara GU3MYECKU ©
€KOAOTMYEH KOHTPOA Ha CUIYPHOCTTa;

» noAuTMKaTa 3a dM3MYecKa CUIypHOCT MU CUIYPHOCT Ha 3aobukansLiaTa cpeaa Ha
EBpoTpbCT 3a cucTeMu, cBbpP3aHU C reHepupaHeTo Ha yaoctoBepeHuna n CRL-u ce 3aHmMMaBa ¢
dU3MYECKMA KOHTPOA Ha AOCTbBNMA, 3alumMTaTa OT NPUPOAHU BEACTBUA, NoXKapHaTa 6e3onacHoCT,
OTKa3 Ha MOAABPKALLM KOMYHAAHW YCAYTU (HanpuMep 3axpaHBaHe U TEAEKOMYHMKaLMN), CPUB Ha
noMeLlleHnsa, BOAOMPOBOAHM TevyoBe, 3alumTa cpelly Kpaxkba, cyynBaHe U MPOHUKBaHe, WU
Bb3CTaHOBABaHe Npu 6eaCTBUSA;

> EBpoTpbCT NpurAara KOHTPOAM 3a 3alumMTa Cpelly M3BeXkpaHe be3 paspelueHne oT
crpapaTa Ha APY>KeCTBOTO (BKAIOYMTEAHO W3BBH 3alUMTEHUTE MOMeLLEeHWMA) Ha obopyaBaHe,
nHbopMaLmA, HOCUTEAN Ha AaHHU 1 cobTyep;

» B 3alUUTEHUTE 30HU AOCTBMDBT € OrPaHNYEH A0 YTBAHOMOLLEHWN CAY>KUTEAU;

» 4acTHUMAT 6a3oB KAtod (Root CA) ce cbxpaHaBa 1 13noA3Ba eanHcTBeHO B HSM. Towm
e B pexum ,Offline”. Camo onpeaeneH Hape>KAEH NepPCOHAA MMa AOCTbIM AO YaCTHUTE KAKOYOBE Ha

EepoTtpber.

9.3 KOHTPOA HA AOCTBHN
EBpoTpbcT MMa BbBeaeHa [MoAUTUKA 3@ KOHTPOA Ha AOCTBI, CbOobpaseHa CbC CAEAHUTE
M3UCKBaHUA:

» AOCTbMBT A0 CUCTEMATa € OrpaHMyeH A0 ymbAHOMoOLLeHW Anua. TWAS ocurypsasa
KOHTPOA Ha AOCTbMa AO YyBCTBUTEAHA MHPopMaums. NpasaTa Ha AOCTbN A0 KOHKpeTHU TWAS
0b6eKTN ce ONPEAEAAT OT MPUBUAETNUTE U POAATA, MPUTEXKABAHU OT CAYXKUTEAUTE;

» 1Ma BbBEAEHW KOHTPOAM (3aLUMTHU CTEHU), KOUTO 3alimMTaBaT AOMENHUTE Ha
BbTpPELUHaTa MpeXa OT HeOTOPU3MNPaH AOCTbM, BKAIOYUTEAHO AOCTbBI OT NOTPEObUTEAU N TPEeTU
CTpaHu;

» 3aWmMTHUTE CTeHW ca KoHOUrypupaHuW Taka, 4e Aa MNPeAoTBPaTABaT BCUYKM
NPOTOKOAM U AOCTBI, KOUTO He ca HeobxoaMMU 3a paboTaTta Ha EBpoTpbeT;

» EBpoTpbcT apaMUHWUCTpPUpa AOCTbNa Ha noTpebuTeanTe, aaMUHUCTPaTopUTe U
CUCTEMHUTE OAUTOPN;

» CUCTEMHWAT  aAMUHUCTPATOP  YyNpaBAABa  MOTPEOUTEACKUTE  akayHTW U

HaBpeMeHHaTa NpoMAHa NAK NMpeMaxBaHe Ha AOCTbI;
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»  AOCTBMbT A0 MHGOPMALMATA N MPUAOKEHUATA Ce OrpaHMYaBa B CbOTBETCTBME C
MNoAnTnKaTa 3a KOHTPOA Ha AOCTbM3;

» TexXHOAOrMyHaTa cucTeMa Ha EBpOTpbCT ocurypABa AOCTaTbyeH KOHTPOA Ha
KOMMIOTbPHAaTa CUTYPHOCT OTHOCHO aAMUHUCTPUPAHETO W AEMHOCTTa Ha CAYXKUTEeAUTE B
CbOTBETCTBME C TEXHNTE POAW;

» EBpOTpBbCT KOHTPOAMPA M3MOA3BAHETO Ha codTyepa, KaTo CAY>KUTEAUTE MPeAM Ad
M3MOA3BAT KPUTUYHWN MPUAOXKEHUA CBbP3aHU C YCAyraTa ce naeHTuduumpar;

> CAy>KUTeAnTe Ha EBpOTPBCT HOCAT OTrOBOPHOCT 3a CBOATa AEMHOCT, KOETO ce
YAOCTOBEPABA C »KYPHAAN Ha CbOUTUATA;

» TWAS rapaHTupa, 4Ye ocurypsBa KOHTPOA Ha AOCTbMa AO YyBCTBUTEAHA
nHbopMauma. YyBCTBUTEAHUTE AaHHM Ca 3alMTEHW OT pPasKpMBaHe OT HEeOTOPU3MpPaHM
notpebuteam;

» TWAS npepoctaBA Bb3MOMHOCT 3a KOHTPOA M OrpaHuMyaBaHe Ha AOCTbMNa Ha
MAEHTUOULMPAHN AMLA AO CUCTEMATA M NOTPEBUTEACKUTE 0BEKTU, KOUTO Te NpUTEXKaBaT UAM ca
OTroBOpPHM 3a Tax. TW4S nsnckea Bcekn noTpebutea aa ce MaeHTUdULMPa 1 Aa Bbae YCNeLHO
YAOCTOBEPEH, NMPEAN Aa PaspeLLn KakBUTO U Aa BUAO AENCTBMA OT MMETO Ha TO3M NOTPebUTeA
AU POAA, NOeTa OT NoTpebutens. [NoBTOPHOTO YAOCTOBEPABAHE € 3aAbAMKUTEAHO CAEA N3AM3AHE
OT cuctemata. VIMa BHeApPeHW MexaHW3MU 3a NPUBUAETVMPOBAHUTE MNOTPEOUTEAU, KOUTO
HaMaAABaT pMCKa No BPeME Ha yAOCTOBEpPeHa NOTPebUTEACKa CECUA M aKO BXOAHOTO YCTPOWCTBO
Ha noTpebuTtens e ocCTaBeHO 6e3 HaA30p, CAeA OMPEeAEAeH Mepuop Ha HEaKTUBHOCT, ce
npekpaTABaHe mnoTpebuteackata cecmA. Korato 6pOAT Ha HeycnewHwTe onuTu 3a
YAOCTOBEPABAHE OT €AVH U Cbll NOTPEBUTEA AOCTUTHE MaKCUMMaAHUA OPOW paspeLLeHn onnTw,
TWAS npepoTBpatABa MoO-HaTaTblWHM OMUTK 33 YAOCTOBeEpABaHe Ha notpebuteas A0
aAMVHUCTPaTMBHA HaMeca 3a AebAOKMpaHe Ha noTtpebutens (MAM B paMKUTe Ha OMNpeAeAneH

nepuoa oT Bpeme).

9.4 EAEKTPUYECKO 3AXPAHBAHE N KAMMATUYHU YCAOBUA

CobpebpHUTE WKadoBE C KPUTUYHO OBOPYABaAHE Ce 3axpaHBaT NMOHe OT ABE He3aBUCKMMU
UPS cucteMun 1 ca ekpaHnpaHu cpelly BbHLHU MHTEPBEHLUN. KAMMaTn3aumaTa B MU30AUPaHNTE
NoMeLLeHA MNoAAbPXa MNOCTOAHHa TeMnepaTypa Ha Bb3AyXa 3a HOpMaAHaTa paboTa Ha

TEXHOAOIM4YHaTa CUCTEMaA.
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MNMoaabp>a ce BBHLWHO EAeKTPUYECKO MopaBaHe OT AM3EAOB arperar, KoeTo e
pe3epBupaHo. B cAayyan Ha cpuyB B rAaBHUA EAEKTPOMNPOBOA CUCTEMATA MPEBKAIOYBA Ha aBapueH
M3TOYHWK Ha 3axpaHBaHe (UPS wn/nan enektpoeHeprus). PaboTHaTa cpeaa B obaactTa Ha
KOMMIOTbPHUTE CUCTEMU CE CAEAN HEMPEKbCHATO W HE3aBUCUMMO OT APYrMTe paboTHN obAaacTu.
BeHTMAAUMOHHNTE CUCTEMU Ca CMeLMaAHO MPeAHa3HaYyeHW 3a TaKbB KAAc MOMeLLeHus,
KaTo He AOoMnyckaT KOMMpoOMeTupaHe Ha ¢duanmyeckaTa M eAeKTPOMarHuUTHa 3aliuTa Ha Tesmn
NMOMeLLEHMA, KaKTO U Ha HOpMaAHaTa paboTa Ha MHCTaAMPAHUTE KOMMIOTbPHU KOMMOHEHTM.

Oducute Ha EBpOTPBCT ca cBbp3aHn ¢ aBapuiiHaTa eHeprmHa cucTeMa Ha crpaaara.

9.5 HABOAHEHMUE

3a cAepeHe Ha BAAXKHOCTTa B NMOMELLEHNATA C KOMMIOTbPHU CUCTEMU, KAaKTO U B LAAATa
crpasa Ha EBpoOTpbCT ca MOHTUpPaHW CeH30pU 3a OTYMTaHe HMBOTO Ha BAara. le3un ceH3opwu ca
NHTErpmMpaHn B cMcTeMaTa 3a CUrypHoOCT Ha crpaaata. OxpaHaTta un cay>kuteamnte Ha EBpoTpbCT ca
WHCTPYKTUPaHN N 33aAbAXKEHU MNPWU HacTblBaHe Ha €eBEHTYyaAHM OMacHOCTUM Aa yBepoMABaT
He3abaBHO CbOTBETHUTE CAYXbOW, aAMUHUCTpaTOpa MO  CUTYPHOCTTa W CUCTEMHUA

AAMUHNCTPATOP.

9.6 TNMPEAOTBPATABAHE HA NMNO>XAP U 3ALLUTA OT NOXKAP
EBpoTpbCT cnasBa BCUYKM HOPMU 3a NoXapHa 6e30nacHOCT, KaTo M3BbpLUBa AENHOCT B
CbOTBETCTBME C BCUYKM HOPMATUBHMU U CTAaHAAPTU3aLNOHHN M3NCKBAHWMA B Ta3n OOAACT.
3alWmTHUTE NMOMELLEeHNA C KPpUTUYHA MHGPACTPYKTYpa ce HaMMpaT B CrPaAn, B KOUTO ca
WHCTaAMpaHu:  3BYKOBa M CBETAMHHa  MOXXapoOW3BECTUTEeAHa  CUCTeMa,  aKTWBHa
NO»Kapom3BECTUTEAHa CUCTEMa C ra3 W CcTon ra3 OyTOH MNPU YCAOXKHEHW OOCTOATEeACTBa W
eBakyaumAa. [lpn nokap e NpeABUAEHO M3KAIOYBAHE Ha MOA3BaHETO Ha EAeKTPUYEeCKOTO

3axpaHBaHe KbM CbOPbBXKEHMATA M NMOTyLLIaBaHe Ha NoXkapa C ras.

10 BBTPELUWHA OPFAHU3ALUMA
10.1 OPFTAHU3ALUMNOHEH KOHTPOA

3a ynpaBAeHMETO Ha AeMHOCTTa Ha EBpOTpbCT npu npeaoctaBAHe Ha ycAyraTa 3a
OTAAAE4EHO MOANNCBAHE C eAeKTPOHEH noanuc/neyaT ce npuAarat CAEAHUTE U3MCKBaHUA:

» EBpoTpber, B KavectBoto cm Ha SCASP mn SSASP, nocpeacTBoM peryaapHo
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M3BbPLUBAHW, KaKTO BbTPELIHW Taka W BbHLWHW MNPOBEPKM OT HE3aBUCUMW OpraHusauumu,
rapaHTMpa CUryPHOCT U HAAEXAHOCT Ha MPEAOCTaBAHUTE YAOCTOBEPUTEAHN YCAYTU;

> EBpoTpbCT rapaHTMpa, 4Ye noAMTMKaTa M MNpakTukata npuv KouTo paboTtu ca
HEANCKPUMUHALMOHHMW;

> YAOCTOBEPUTEAHUTE YCAYT Ca AOCTBIHM 3@ BCUYKWN AULLA, YNUTO AEMHOCTM Nonaaat
B 0bXBaTa Ha MPUAOXKMMOCT Ha YCAYTUTE N KOUTO Ce CbrAacABaT Ad CMasBaT 3aAbAXKEHWATa CH,
KaKTO Cca MOCOYEHW B MOAUTUKUTE, NPaKTUKKTE, AOrOBOpPa W obLumTe ycroBUA Ha EBpoTpbeT;

> BbB BPb3Ka C p1CKa OT OTTOBOPHOCT 3a HaHECEHU LT B CbOTBETCTBME C YaeH 13
oT PeranameHT (EC) N° 910/2014 EBpOTpPBCT CKAIOYBaA MOAXOAALLA 3aCTPaxOBKa 3a OTTOBOPHOCT B
CbOTBETCTBMNE C HAUMOHAAHOTO MPaBoO;

» EBpoTpbcT pasnosara ¢ ¢puHaHcoBaTa CTabUAHOCT U pecypcu, HeobXoAMMU 3a
paboTa B CbOTBETCTBME C HACTOALLMA AOKYMEHT;

» EBpOTPBCT MMa NOAUTUKM M NpoLeAypU 3a paspellaBaHe Ha aAbwu n cnopose
NMOAYyHYEeHWN OT r|0Tpe6|/|Te/\v| AN AoBepABalln Cce CTPpaHM OTHOCHO NpPeAOCTaBAHETO Ha YyCAyrute
VAU APYTU CBbP3aHU C YCAYTUTE AENHOCTU;

> B CAyYauTe, KOraTo MpepOCTaBAHETO Ha YAOCTOBEPWUTEAHU YCAYTM BKAIOYBA

MOAN3MDBAHUTEAU EBpOTp'bCT CKAKOYBa 3aAbAXKUTEAHO AOTOBOP.

10.2 YOBELWKUA PECYPC
EBpOTpBCT NpuAara cAepAHUTE U3UCKBaHUA:

» EBpOTpbBCT rapaHTupa, Ye CAY>KUTEANTE U N3MbAHUTEAUTE CMa3BaT N3MCKBaHMATA 3a
HaAEMAHOCT Ha AEVMHOCTTa;

» EBpPOTPBCT HaeMa CAYKUTEAUM W, aKo € MPUAOXKMMO, MOAM3MBAHUTEAU, KOWUTO
r|p|/|Te>+<aBaT HeO6XOAl/|MI/|Te eKCﬂepTHl/I 3HaHWA, HAAEXXAHOCT, ONUT U KBa/\VICIDVIKaLI,VIFI, N KOUTO Ca
I'IpeMVIHa/\l/I o6y~4eHV|e OTHOCHO CI/lepHOCTTa n npaBW\aTa 3a 3aWnTa Ha AUNYHUTE AaHHW,
NMOAXOAALLN 38 AEMHOCTTa, KOATO M3BbPLLBAT;

» CAYXKUTeAUTe Ha EBpoTpbCT NpeMmnHaBaT nepuoamyHo (NoHe Ha Bcekn 12 Meceua)
npes obyyeHve 3a MOBMLIABAHE Ha CBOWUTE EKCMepTHU 3HaHWSA, ONUT W KBaAnbukaums.
ObyueHunnaTa BKAKOYBAT 0ByYeHMaA No MHGOPMaLMOHHA CUTYPHOCT, MOTEHLMAAHM 3anAaxm 1 A06pu
NPaKTUKK 3a CUTYPHOCT;

> Ha CAYXKUTEAUTE, KOWUTO HapywaBaT MNOAUTUKUTE Ha EBpOTp'bCT, ce rnpuAaarat
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NOAXOAALLN AUCLUMANHAPHN CaHKLMK;

» POAWTE U OTTOBOPHOCTUTE MO MHOOPMALMOHHA CUTYPHOCT Ca AOKYMEHTUPAaHU B
ANBXKHOCTHW XapaKTepPUCTUKN;

> EBpoTpbcT onpeaenn HapeXAHU POAU, OT KOUTO 3aBNCU CUTYPHOCTTa Ha AeMHOCTTa
Nno NpeAOCTaBAHE Ha YCAyra 3a BaAMAMPaHe Ha noanucu/neyaTu;

> PbKOBOACTBOTO HO EBPOTPBHCT OnpeaseAna OTTOBOPHOCTUTE Ha AOBEPEHNTE POAU;

> AOBEPEHUTE POAW Ce 0A0DPABAT M NpMeMaT OT PbKOBOACTBOTO;

> CAyXWUTeanTe Ha EBpoTpbcT (KakTo BpeMeHeH, Taka W MOCTOAHEH) uMaT
ANDXKHOCTHWN XapaKTePUCTUKK, ONPEAEAEHU OT FAeAHa TOYKa Ha POAUTE, KOUTO M3MbAHABAT C
pasAeAdHe Ha 3aAbAKEHWATa B CbOTBETCTBME C MNPABUAOTO 3@ HaW-MaAKO MPUBUAETUW.
HyBCTBUTEAHOCTTa Ha NO3MLMATa Ce OMpPeAeAA Bb3 OCHOBA Ha 3aAbAXKEHMWA, HMBaA Ha AOCTbM,
KBaAMPUKaLMA N AUNAOMA;

» B AABXKHOCTHWUTE XapaKTePUCTUKWN Ce BKAKOYBAT M3MCKBAHMA 3@ YMeHWA 1 onut. B
THAX Ce pa3rpaHMyaBaT obwmTe 1 cneunduyHm 3aAbAXKEHNA;

» CAYXKUTEAUTE YMparkHABaT aAMWUHUCTPATMBHU W YMPaBAEHCKU NpoLeAypUu U
MpoLecH, KOUTO ca 4acT OT NpoLeAypuTe 3a ynpaBAeHWe Ha MHPOPMaLMOHHATa CUTYPHOCT Ha
EBpoTtpberT;

» PbKOBOACTBOTO MNpUTE>aBa 3HaHWA MO OTHOWeEeHWe Ha MpeAOCTaBeHUTe
YAOCTOBEPUTEAHU YCAYrW, MO3HaHWEe Ha MNpoueAypuTe 3a CUTYPHOCT, onuT B obAacTTa Ha
MHGOPMaLMOHHATa CUTYPHOCT N OLEHKa Ha PUCKA, AOCTaTbYHW 3a U3MbAHEHWE Ha YNPAaBAEHCKM
dyHKUMY;

» BCUYKWN CAY>KUTEAU Ha EBpOTPBLCT, KOUTO MMaT AOBEPEHM POAWN Ca OCBOOOAEHU OT
KOHQAWMKT Ha MHTepecu, KOWTO 61 MOrbA Aa 3acerHe 6e3npUCTPacTHOCTTa Ha AEWHOCTTa Ha
EspoTpberT;

» poBepeHnTe poaun ca onucanun B T. 10.2.3 oT HacToAWMA AOKYMEHT;

» nepcoHanbT Ha EBpOTpbCT ce Ha3HayaBa Ha AOBEPEHW POAW OT BUCLLETO
PBbKOBOACTBO Ha MPWHLMNAE Ha ,Hal-MaAKa NPUBUAETNA” MPU AOCTBIN UAM MPU KOHOUTYpUpaHe Ha
NPUBUAETUN 3a AOCTBM;

> Ha nepcoHana He ce apaBa AOCTbM AO AOBEPEHWM OYHKLUMMU, AOKaTo He ObaaT

M3BbPLUEHN HeO6XOAVIMVITe nEoBEpPKN. EBpOTp'bCT N3NCKBa OT CBNAETEACTBO 3a CbAMMOCT.
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10.2.1NMPOLUEAYPU 3A NPOBEPKA HA CAYXUTEAUTE
EBpoTpbcT M3BbPLIBA NPOBEpPKa Ha BCUYKM KaHAMAATM 3a HaeMaHe Ha paboTta B
CbOTBETCTBME CbC 3aKOHOBaTa pPaMKa, HOPMATUBHWUTE aKToBE W €eTWKa, M CbobpasHO
M3NCKBaHMATA, CBbP3aHU C AEMHOCTTa, KAacudbumkaumsaTa Ha mHPopMaumATa, A0 KOATO mmaT
AOCTBI, U NpeanoAaraemMmnte puckose. lNpoBepKkaTa BKAOYBA: Npenopbku, npodecroHarHaTa
aBTObMorpadma, kKBaamdurKaLma, CBUAETEACTBO 3a CbAMMOCT N APYTN AOKYMEHTU B 3aBUCUMOCT OT

AABXHOCTTA, 38 KOATO KaHAMAATCTBa AULLETO.

10.2.23NCKBAHUA 3A KBAAODUKALINA HA CAYXKUTEAUTE

EBpoTpbCcT HaeMa nepcoHaA 1, ako € NPUAOXKUMO, MOAU3MBAHUTEAN, KOUTO NpUTExaBaT
HeobxoAMMaTa KBaAMOUKALMA, HAAEXKAHOCT U OMWUT, U KOWTO cCa MpPeMuHasn obyyeHue Mo
OTHOLLEHME Ha CUIypPHOCTTa M NpaBuAaTa 3a 3aluTa Ha AMYHUTE AAHHW, KakTO M obyyeHuA
MOAXOAALLM 33 MPeAAaraHUTe YyAOCTOBEPUTEAHWN YCAYTU N AEMHOCTU Ha APY>KeCTBOTO. [lepcoHansbT
Ha EBpPOTPBCT M3NbAHABA M3WCKBAHETO 3a ,eKCMNEepPTHU 3HaHWA, ONUT U KBaAMduKaumm” ypes
NPUAOOUT AENCTBUTEAEH ONUT, Ype3 ObyHEeHNA CAea Ha3HavYaBaHe Ha ONPeAeAeHa AAbXHOCT, UAU
KoMbuHauna oT aete. CAyxuTeanTe Ha EBpOTPBCT npemMuHaBaT peaoOBHWM (Han-mManko Ha 12
Mecela) obyvyeHMA no UHPopMauuoHHa curypHocT. ObyyeHuATa obxBallaT acnekTu Ha

CUTYPHOCTTa, CBbP3aHM C HOBW 3aNnAaxu 1 AO6pl/I NPaKTUKN 3a CUTYPHOCT.

10.2.2.1 AOBEPEHU POJIN

PbKOBOACTBOTO Ha EBPOTPBCT € pasaeArAO 3aAbAXKEHNATA U 0OAACTUTE Ha OTFTOBOPHOCT
Ha CAY>KUTeAnTe, 3a A 6bAAT HAMAAEHW Bb3MOXKHOCTUTE 338 HEOTOPU3NPAHO UAN HEYMULLAEHO
MoambuumMpaHe namn 3noynoTpeba C akTUBUTE Ha opraHmsaumaTa. Bcuukm npoueaypu, Kacaewm
CUIYPHOCTTa MNPU Cb3paBaHe U aAMUHUCTPUPAHE Ha eAeKTPOHHW MOAMWUCK Ce M3MbAHABAT OT
AOBepeH rnepcoHaA. EBpoTpbcT noaabp»Ka AOCTaTbyeH 6pont KBaAUbULMPAHN CAY>KUTEAU, KOUTO
BbB BCEKW MOMEHT OT OCbLLECTBABAHE Ha AEMHOCTTa My OCUTypPABaT CbOTBETCTBME C AENCTBALLOTO
3aKOHOAATEACTBO U BbTPELLHUTE NPaBMAa N HOPMU Ha APyXecTBOTO. [loppobHO pa3npeaereHne
Ha GYHKLMMTE U OTTOBOPHOCTUTE Ha MEPCOHaAa € Pas3nmncaHo BbB BbTPELUHUTE AOKYMEHTW Ha
EBpOTPBCT: AABXKHOCTHU XapaKTEPUCTUKU, TPYAOB AOTOBOP U CbOTBETHM BbTPELLHM ONepaTUBHMN
npoueaypun. PasnpeaersHeTo Ha ¢yHKUMMTE Ce OCbLLECTBABA MO TaKbB HauMH, 4e Al 6bae

cBepAeHa AO Bb3MOXKeEH MWHMMYM  OMaCHOCTTa OT KOMIMPOMETNPaHe, M3Tn4aHe Ha
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KOHPMAEHUMaAHa MHPOPMALMA NAN Bb3HWKBaHE Ha KOHOAMKT Ha MHTEpEeCH.
EBpOTPBCT M3NMbAHABA CAEAHWUTE U3UCKBAHWA 3a Pa3AEAAHE Ha 3aAbAXKEHUATA U 0bAacTuTe
Ha OTTOBOPHOCT:
» POAMTE M OTTOBOPHOCTUTE, KAKTO Ca OMWCaHU B MOAUTUKATA 3a MHOOPMaLMOHHA
CUIYPHOCT Ha EBPOTPDBCT, Ca NOCOYEHN B AANB>KHOCTHU XapaKTEPUCTUKN Ha CAYXKUTEAUTE;
> AOBEpPEeHUTe POAM, OT KOUTO 3aBUCU CUTYPHOCTTa Ha AeMHOCTTa Ha EBpoTpbCeT ca
ACHO YCTaHOBEHU;
> AOBEpPEHUTE POAU CE OMPEAEAAT OT PbKOBOACTBOTO;
> AOBEpEeHUTe POAU ce OAO0DpPABAT OT PbKOBOACTBOTO U CAYXKWUTEAA, KOUTO LUE
N3MbAHU POAATA;
» AOBEPEHUTE POAU CE U3MbAHABAT OT PA3AUYHWN CAYXKUTEAN;
» EBpoOTpbCT rapaHTrpa, Ye BCUUKM CAY>KUTEAM C AOBEPEHUN POAM HAMAT KOHOAMKT Ha
NHTEPEeCK, KOMUTO MOXe Aa HaKbPHU TAXHaTa 6e3npuCTpPacTHOCT;
» AOBEpPEHWNTE POAM U OTTOBOPHOCTU, KOMTO Te BKAIOYBAT Ca:

a) CAY>KUTEAM MO CUFYPHOCTTa - 0OOLa OTrOBOPHOCT 3a aAMUHUCTPUPaHe Ha
NPUAAraHeTo Ha MOAUTUMKUTE W MPAKTUKUTE 3a CUTYPHOCT, U AOCTbMa A0 WHPoOpMaumaTa.
CAy>KUTEANTE MO CUTYPHOCTTa Ca MPUBUAEIMPOBAHN CUCTEMHWN NOTPEbUTEAN;

b) cMcTeMHM aAMUHUCTPATOPU - OTOPU3NPAHU Ca A MHCTAAMPAT, KoHUrypupat
N NOAABPXAT HAAEKAHNTE CUCTEMM Ha EBpPOTPBCT 3a ynpaBAeHuMe Ha ycayrnTe. B otroBopHocTuTe
MM Cce BKAOYBA Bb3CTaHOBABaHe Ha cucteMata. CUCTEMHUTE aAMUHUCTPATOPWM Ca
NPVBUAETMPOBaHN CUCTEMHW NOTPebuTeAn;

B) CUCTEMHW OMnepaTopu - OTTOBOPHMW 3a eXXeAHeBHaTa paboTa Ha HapAEKAHUTE
cucteMu Ha EBpOTPbBCT. YNbAHOMOLLEHM Ca A@ M3BbPLUBAT apXMBMPaHe U Bb3CTaHOBABAHe Ha
cuctemata. CucteMHUTE oOnepaTopn wWMaT MNPUBUAETMPOBaHN POAW, HO He MoraT Aa
aAMUHUCTPUPAT AN KoHbUrypupaT TW4S;

r) CUCTEMHW OAUTOPU - YMbAHOMOLLEHU Ca Ad MPErAeKAaT apXMBU U OAUTHM
AHEBHULM Ha HapeXAHWUTe cucTeMun Ha EBpoTpbeT. CUcTeMHUTE 0AMTOPU MMaT NPUBUAGTMPOBAHM
POAM, HO He MOoraT Aa aAMUHUCTPUPAT UAM KoHourypupat TWA4AS.

» CAyxuUTeAUTe ce Ha3HayaBaT Ha AOBEPEHWM POAM OT BUCLIETO PBKOBOACTBO Ha

NPWHLMNA Ha ,Hal-MaAKO NPUBUAETNA” NPU KOHOUIypUpaHe Ha NPUBUAETUM 33 AOCTBI.
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3a onpeaeneHN YAOCTOBEPWUTEAHM YCAYrM MoraT Aa Ce W3NCKBa MpuAaraHe Ha

AOMDBAHUTEAHN CFIGLI,IACI)I/I‘-IHVI poAan.

10.2.3UAEHTUOUKALIUA N NPOBEPKA 3A CAMOAUYHOCT 3A BCAKA POAA

MepcoHanbT Ha EBPOTPBCT € NOAAOXKEH Ha MAEHTUPMKALMA U MPOBEPKa Ha CAMOAUYHOCT
B CA@AHWUTE CUTyauuun:

» KOraTo Ca BKAIOYEHMW B CMIMCBK Ha AMLLa C OrPaHNYeH AOCTbIN AO Crpaak Ha EBpoTpbCT;

> KOrato ca BKAKOYEHU B CMWUCBK Ha AMLa C GU3MYECKM AOCTBM A0 TEXHOAOTMYHaTa
cMCTeMa 1 MpeXoBU pecypcn Ha EBpoTpbCT;

» KoraTo Ca OBAACTEHU Aa U3MbAHABAT KOHKPETHa Bb3AOXKEHa POAS;

» Cb3paBaHe W Bb3AaraHe Ha akayHT W napoAa B MHPOPMauMOHHAaTa cucTeMa Ha
EepoTtpber.

BcAako ynbAHOMOLLaBaHe 3a M3MbAHEHME Ha ONPeAeAeHa POAA N3NCKBa:

» poAaTa TpAbBa Aa 6bae YHMKAAHA M NPAKO CBbP3aHa C KOHKPeTHaTa AUYHOCT;

» He MoXe pa Obae CNoAEAEHa C APYTO AVILLE;

> TpAbBa pa Obase orpaHuMyeHa A0 QyHKUMATA, NMpou3TMYalla OT POAATa U Ad Ce
M3MbAHABA OT TOYHO OMpPeAEAeH YoBeK. PoaATa ce M3MbAHABA, Ypes3 NpeaoCTaBAHe Ha codTyep,
TeXHOAOIMYHa CUCTeMa M AOCTbM A0 OnepauuoHHaTa cucTtema Ha EBpoTpberT. [lpaBuaHOTO
N3MbAHEHME Ha POAATA U3UCKBa MPAK KOHTPOA BbPXY AAbXKHOCTTA.

Onepaunu, n3sbpliBaHu B EBPOTPBCT, KOUTO M3MCKBAT AOCTBIM AO CMOAEAEHWN MPEXKOBU
pecypcu ca 3almMTeHW C BbBEAEHU MeXaHM3MW 3a CUMAHA aBTEHTUOMKALMA U KpUNTUPaHe Ha

npeaAaBaHUTE AQHHW.

10.2.4N3NCKBAHUA 3A OBYYEHUE HA NMEPCOHAAA

MepcoHaAbT, KOMTO U3MbAHABA GYHKLMMUTE U 3aAa4UTE, MPON3TUYALLM OT HEeroBaTa 3aeTocT
B EBpOTPBCT MAM 3aeTOCT B pernctpmpalima opraH (BKAIOYMTEAHO Ha BbHLUEH pernctpupaly,
opraH) TpAbBa Aa NpPeMUHEe NPe3 CAEAHUTE OByYeHU:

» [loAnTvKa 1 NpaKTMKa Npu NpeAoCTaBAHE Ha YCAyra 3a OTAAA€YEHO MOAMWCBaHe C
eAeKTPOHeH noannc/neyat’;

»  [ToAUTUKU 1 NPaKTUKKN 33 BCUYKWM NPEAOCTaBAHN YAOCTOBEPUTEAHWN YCAYTH;

» pasnopeabu, npoLeasypu 1 AOKYMEHTauuA, CBbp3aHa CbC 3aeMaHaTa POAS;
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» TEeXHOAOIMU 3a CUTYPHOCT U NPOLLEAYPU CBbBP3aHU CbC CUTYPHOCTTA, N3MOA3BaHU OT
YAOCTOBEPABALUNA OpraH U PerncTpupaLLna opraH;
» cucteMeH codTyep Ha YyAOCTOBEPABALLMA OPraH U PerncTpmpaLLma opraHx;
» OTroBOPHOCTW, MPOM3TUYALLM OT POAU U 33A34M, N3MBAHABAHU B CMCTEMaTa;
> nNpoueAypwM, U3MbAHABAHM NPUW OTKa3 Ha CUCTeMaTa UAM NPEeKbCBaHe Ha AEMHOCTUTE Ha
yAOCTOBEPABALLMA OpPraH;

> [lpaBuAa 3a BbTPELLHUA TPYAOB PeA MU CUTYPHOCT Ha OpraHusaumaTa.

10.2.54ECTOTA HA OBYYEHUATA U USUCKBAHUA 3A HAATPAXKAAHE HA
KBAAUOUKALIMATA HA CAYXKUTEAUTE
B cboTBeTCTBME CbC CBOUTE PAabOTHU QYHKLMN BCUYKU CAY>KUTEAWM Ha EBPOTPBCT 1 KbAETO
€ YMeCTHO MOAM3MbAHUTEAN NOAYyHaBaT MOAXOAALLO ObyYeHMe 3a M3BbPLUBAHE Ha AEMHOCTTa CU U
PEAOBHO aKTyaAM3MpPaHe Ha 3HaHuATa 3a MNOAUTUMKUTE W NpoLeAypuTe Ha opraHusaumAara.
Oby4yeHnATa ce NAaHWPaT M W3BBLPLUBAT PEryAdpHO, KaTo ce B3eMaT MNPeABUA POAUTE Ha
caykuteamnte. ObyyeHuATa 6GUBAT BbBTPELHN M BBHLIHW U CE M3BBbPLUBAT KaKTo C GpU3Myecko

NPMCbCTBUE, TaKa N AMCTAHUMOHHO.

10.2.6 KOHTPOA U CAHKLIUW 3A U3BbPLUBAHE HA HEPASPELUEHU AENCTBUA

[lo oOTHOWeHMe Ha nepcoHaAa, HapylaBsall MOAUTUKUTE Ce MnpuAaraT MOAXOAALLM
ANCLUMMNAMHAPHWM HaKa3aHua 1 NpoLeAypw.

PbKOBOACTBOTO Ha EBPOTPBHCT M3MCKBa OT CAYXKUTEAUTE N MOANMBAHUTEAUTE Ad NPUAaraT
MEpPKUTE 3a CUNYPHOCT B CbOTBETCTBME C YCTAaHOBEHWTE MOAUTUKM U MNPOLeAypu Ha
opraHusaumnsaTa. 3a CAYXKUTEAUN, M3BBPLUMAM HapyLleHne Ha CUIypHOCTTa Ha nHbopMaumaAta ce

B3MMaT He3abaBHM MepPKU 3a NpurAaraHe Ha AUCLMMNAMHaPHa NPoLeAypa 3a HakasaHue.

10.3 OLIEHKA HA PUCKA

EBpoTpbCT KAacudpuumMpa U NoAAbPI>Ka PErMCTPU Ha BCUYKU aKTUBW B CbOTBETCTBUE C
nsanckeaHuata Ha ISO/IEC 27001. CvraacHo MoanTuKaTta 3a MHPOPMaLMOHHA CUTYPHOCT Ha
EBpOTpBCT ce M3BbpLUBa aHaAM3 3a OLEHKaTa Ha YA3BMMOCT MO BCUYKW BbTPELLUHU NMPOLEAYPU,
NPUAOXKEHUA 1 MHGOPMALMOHHU cucTeMu. VIsnckBaHWA 3a aHaAM3 MoraT, CblO Taka, Aa 6baaT

onpeAaeAneHn OT BbHLWHA MHCTUTYUNA, YMTBAHOMOLLEHA Aa N3BbPLLBA OAUT Ha EBpOTp'bCT.
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YnpaBAeHMETO Ha pUCKa e CTPYKTypupaH, MOCAeAOBaTEAEH U HenpeKbCHaT Mpouec,
WHTErpMpaH B AeMHOCTTa Ha EBpPOTPBLCT, NMpu KOWTO ce naeHTUdMUMpPaT, oueHsaBaT, B3emat
peLleHnA 3a peakLUna 1 ce AOKA3ABAT Bb3MOXHU CbOUTUA, KOUTO BMXa MOBANAAN HEFATUBHO UAM
MOAO>KNTEAHO BbPXY MOCTUTaHETO Ha LIeAUTe Ha APYeCTBOTO. EBpOTPBCT onpeaena nsmnckBaHma
3a CUFYPHOCT U OnepaTMBHU MPOLLEAYPU, KOUTO Ca HEODXOAMMMK 3a MpuAaraHe Ha nsbpaHuTe
MEepKM 3a HeAOMyCKaHe Ha PWCKOBKW onepauunn, KOeTo e AOKyMeHTMpaHo B [loAuTuKkaTa 3a
MHPOPMaUMOHHa curypHocT K [lpakTMka nNpu  NpeAoCTaBAHe Ha  KBaAnduuMpaHu
yAocToBepuTenHn ycayrn. OLeHKaTa Ha pucCKa ce M3BbPLUBa U PEBU3NPA HaW-MaAKO BEAHBXK
roAnWHO. PbKOBOACTBOTO Ha EBpOTpbCT 0A0OpABa OLeHKaTa Ha puUCKa 1 NpueMa yCTaHOBeHUA

OCTaTb4€H PUCK.

EBpOTPBbCT M3NbAHABa CAEAHUTE M3UCKBaAHWA, CBbP3aHM C OLLeHKaTa Ha pucKa:

> EBpOTPBCT M3BbPLIBA OLEHKA Ha PUCKA, 3a Ad WAEHTMOUUMPAE, aHaAM3upa w
oueHABa PUCKOBETE MPU MNPeAOCTaBAHE Ha YAOCTOBEPUTEAHU YCAYTM, KaTo B3eMa MPeABUA
OU3HEeC N TEXHNYECKU BbNPOCH;

> EBpoTpbcT M3bMpa noaxoaALMTE MepKM 3a TpeTMpaHe Ha pucKa, KaTo B3ema
NPEeABUA PE3YATaTUTE OT OLEeHKaTa Ha pucka. MepkuTe 3a TpeTupaHe Ha pUCKa rapaHTupar, 4ye
HWBOTO Ha CUTYPHOCT € CbU3MEPUMO CbC CTEMEHTA Ha PUCKA;

» EBpOTpPbBCT onpeaeAs BCUYKU M3NCKBaHWA 33 CUTYPHOCT 1 ONepaTUBHU NPOoLLeAypU,
HeObOXOAMMW 3a npuAaraHe Ha W3bpaHUTE MepKWM 3a TpeTUpaHe Ha pPUCKa, KakTo e
AOKYMEHTUPAHO B MOAMUTUKATA 3@ CUTYPHOCT Ha MHGOPMaLMATa 1 NpPaKTMKaTa Npu NPeAoCTaBsHe
Ha YAOCTOBEPUTEAHU YCAYTU;

» PbKOBOACTBOTO HO EBpPOTPBCT pepAOBHO Npepasraekaa M peBn3npa oLeHKaTta Ha
pUCKa;

» PbKOBOACTBOTO HO EBpOTpBbCT 0pA0DOpABa OLEeHKaTa Ha pUCKa M NpueMa oCTaTbyHUA

PUCK.

10.4 YNPABAEHME HA UHUMAEHTU N MOHUTOPUHT
EBpOTPbCT M3BbPLUBa MOHUTOPWHT M yNpaBAABa UHUMAEHTUTE NPUAAraiku U3NCKBaHUA,
KaKTO CAeABa:

> EBpoOTpbCT MMa Cb3A3AEHW U BHEAPEHW CTPOrM npoueasypw, CBbp3aHu C
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HabAopaBaHe Ha paboTaTa Ha TEXHOAOTMYHATa CUCTEMa, AOCTbMa A0 MHPOPMALMOHHaTa CUCTEMA,
KaKTO M AO 3aABKUTE 3a YAOCTOBEPUTEAHU YCAYTH;

» AENHOCTUTE MO MOHUTOPWHI aHaAM3MPaT U OTYMTAT YyBCTBUTEAHOCTTa Ha BCAKa
cbbpaHa nHdopmaLms;

» B CAy4auTe Ha HeHaAM4yHa YCAyra WAM HEHOPMAAHW CUCTEMHU AEMHOCTU, KOWUTO
nmokasBaT MOTEHLMAAHO HapyLlleHWe Ha CUIyPHOCTTa, BKAIOYMTEAHO MPOHMKBaHe B MpeXkaTa Ha
EBpoTpbCT, ce OoTKpUMBaT M CUrHaAM3MpPaT KaTo arapMeHU CUrHaAK;

» OTOPU3NPaHWN CAY>KUTeAM Ha EBPOTPBCT CAEAAT CAeAHUTE CbOUTUA:

v cTapTupaHe 1 cnMpaHe Ha AEMHOCTUTE MO PErNCTPUpPaHE;
v' HaAMYHOCTTa WM M3MOA3BAHETO Ha HEOBXOAMMUTE YCAYrM B MpeXKaTa Ha
EBpoTtpberT;

» B CAyYau Ha HapylweHua Ha curypHoctta EBpoTpbcT mMa npoueaypu 3a
CBOEBpEeMeHHa, Obp3a W KOOpPAWMHWPaHa peakuuA, 3a OrpaHWM4yaBaHe Ha HapylleHWATa Ha
CUTYPHOCTTa;

» CUTHaAUTe 3a MHUMAEHTW CbC CUTYPHOCTTa Ce MPOCAeAABAT UM AOKA3ABaT OT
CAY>KUTEAUN C AOBEPEHU POAU B CbOTBETCTBME C MPOLIEAYPUTE Ha APY>KECTBOTO;

> EBpOTPBCT e ycTaHOBUA MpoLeAypa 3a yBeAOMABaHE Ha CbOTBETHUTE HAA30PHM
opraHu, B CbOTBETCTBME C MPUAOKUMUTE PEryAaTOPHW MpPaBWAa, 3a BCAKO HapylleHWe Ha
CUIypHOCTTa Ha WHPopMaumATa MAM 3aryba Ha HelHaTa LAAOCT, KOeTO OKa3Ba 3HaYMTEeAHO
BAMAHWE BBPXY MNPEAOCTaBAHaTa YAOCTOBEPWUTEAHA YCAyra, B paMkuTe Ha 24 4yaca caep
yCTaHOBABaHE Ha HapyLLUeHUETO;

» Korato HapylaBaHeTO Ha CUrypHocCTTa Ha uHbopMaumATa wAmM 3arybata Ha
LLeAOCTTa 1 BEPOSTHO Le Ce OTpa3n HebAaronpmaATHO Ha GU3NYECKO UAN IOPUANYECKO AMLE, Ha
KOeTO e npepoCTaBeHa YAOCTOBepuTeAHa YCAyra, EBpoTpbCcT yBeaoMsaBa GU3MYECKOTO WAU
IOPUANYECKOTO AMLEe 6e3 HeHYXHO 3abaBaAHe;

» EBpoOTpbCT M3BbPLIBaA HabAOAEHME Ha TEXHOAOTMYHATa CU CUCTEMA U PEAOBHO
NPepasrAeXKAa OAUTOPCKUTE AHEBHWLM, 3a Ad UAEHTUOULMPAE AOKa3aTEACTBa 3a 3AOHAMEpPEeHH
AeVHOoCTU. ApyeCTBOTO UMa pa3paboTeHn aBTOMaTUYHN MexaHN3MK 3a 0bpaboTKa Ha OANTHUTE
AHEBHWLUM N 33 CUTHaAM3MpPaHe Ha NepCoHaAa 3a Bb3MOMHU KPUTUYHU CbOUTUA, CBBP3aHU CbC
CUTYPHOCTTa;

» TWAS reHepupa CBOEBPEMEHHO MPEAYNPEXKAEHWA, N3BECTABALLM HEObWYalHN

B <IDAS-CP-CPS-RESS | Bepcumsa: 3.0/ 15.09.2023 r. | O6ujoaocTbneH AoKyMeHT |

81



NMOAUTUKA N NMPAKTUKA MNP MPEAOCTABAHE HA YCAYTA 3A OTAANEYEHO
MOAINMMNCBAHE C EAEKTPOHEH MOAMNC / TIEHAT
CbOUTMA, KOUTO MOraT Aa OKaXaT BAMAHWE BbPXY CNOCOOHOCTTa Ha cucTemMaTta 3a CbPBbPHO
NOAMMCBaHE B CbOTBETCTBME C UBUCKBAHMATA 3@ CUTYPHOCT (Hanp. AeMCTBMA Ha NOTPEOUTEA U3BBH
CTaHAQPTHOTO PabOTHO BpeMe; AeNCTBUA, MPEAN3BUKAHU OT HEYOBELLKa HaMeca; NOTPebUTEACKM
AEVICTBUA, N3BBH CTaHAAPTHUTE PErAaMEHTUPAHU AENHOCTW);
> 3a BCAKA HOBOOTKPUTA KPUTUYHA YA3BMMOCT Ce Cb3AaBa MAAH 3a pellaBaHeTo 1 B
paMKnTe Ha nepmroa ot 48 yaca caep OTKPUBAHETO W;
» 3a BCAKa OMacHOCT, NPeABMA NMOTEHLMAAHOTO 1 Bb3aencTBrne, EBpoTpbCT:
v' Cb3paBa MAaH 3a HaMaAdBaHe Ha WeTuTe;
V' AOKYMeHTMpa daKkTuTe U AOKABABA Ha PbKOBOACTBOTO.
» [lpoueaypuTe 3a AOKAAABaAHE Ha MHUMAEHTU NPeA PbKOBOACTBOTO U peakumaTa oT
B3eTUTE peLueva Ce N3MOA3BAT MO TaKbB Ha4nH, 4e I'Ipe,A,ﬂpl/IeTI/lTe MepKI/I Aa CBeAaT WeTnte Ao

MUHVMYM, KaKTO U Aa Ce npeanpueMaT MepKn B bbaelle Aa He ce A0MYycKaT MOAOOHU MHLIMAEHTH.

10.5 NTOAUTUKA 3A UHOOPMALIMOHHA CUTYPHOCT

MoAnTMKaTa 3a MHPOPMALMOHHA CUTYPHOCT € HaCoYeHa KbM M3MCKBaHUATA, CBbP3aHU CbC
cTpaTernAata Ha AeMHOCTTa, HOPMaTUBHUTE aKTOBE, 3aKOHOAATEACTBOTO M AOFOBOPUTE, KaKTO 1 C
TeKyllaTa M Bb3MOXKHaTa CpPeAa Ha 3amnaaxa 3a CUrypHocTTa Ha uHbopmaumaTa. MNoanTukata 3a
CUTYPHOCT CbAbPXKa AeKAapPaLVKn, LLeAU N MPUHLMNY, KOUTO A3 PbKOBOAAT BCUYKU AEMHOCTU NMpU
Bb3AaraHe Ha ObLN U KOHKPETHM OTTOBOPHOCTM 3@ YNPaBAEHNE Ha CUTYPHOCTTa Ha ONpPeAEeAeHM
POAM N MpPOLLECK 3a CNpaBAHE C OTKAOHEHMA, MPOBUBU N U3BBHPEAHWN CUTYaLMN. [To-KOHKPETHO
MoAnTrKaTa 3a MHGOPMALMOHHA CUTYPHOCT BKAIOYBA MPOLIEAYPU, KOUTO ONMUCBAT MexaHU3MuTe
3a KOHTPOA Ha CUIypHOCTTa Ha WHPOpMaLMATa: KOHTPOA Ha AOCTbMa, KAacvduumpaHe Ha
nHbopmMaumaTa, duanyecKka CUrypHOCT 1 CUTYPHOCT Ha 3a0buKaAdLaTa cpeaa, akTMem, obMeH Ha
nHbopmauma, paboTa OT pPasCTOAHWE, U3MNOA3BaAH codTyep, KpunTorpadckym MexaHusmMu 3a
KOHTPOA, CUTYPHOCT Ha KOMYHMWKauuWTe, 3almTa Ha AUYHUTE AAHHU U B3aMMOOTHOLUEHWE C

AOCTaBYMLN.

EBpoTpbct umMa paspaboteHa UM opobpeHa OT pbKOBOACTBOTO [loAnTuKa  3a
MHGOPMaLMOHHA CUTYPHOCT, KOATO BKAIOYBA:!
» TloAnTuKaTa 3a MHPOPMALMOHHA CUTYPHOCT OMpeAena noaxoaa Ha EBpoTpbeT 3a

yrnpaBAeHE Ha AeVIHOCWa}
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» npoMenuTe B NoAnTrKaTa 3a MHGOPMaLMOHHA CUTYPHOCT ce CbobLaBaT Ha TPeTH
CTpaHu (NoTpebuTeAn, A0BEepPABaLLM Ce CTPaHU, HAA30PHW N APYTU PEryAaTOPHM OpraHu, opraHu
3a oLeHABaHe Ha CbOTBETCTBMETO), KOraTo € MPUAOKUMO;

» loAnTukata 3a MHPOPMaULMOHHA CUTYPHOCT Ha EBpoOTpbCT e AOKyMeHTMpaHa,
BHEAPEHa N MOAAbP>KaHa B aKTyaAHO CbCTOAHUE;

» BCUYKU CAY>KUTeAN Ha EBpoTpbCT ca 3ano3Hath ¢ MNoAnTmKaTa 3a MHGOpPMaLmMoHHa
CUTYPHOCT;

> EBpOTPBCT HOCKM OTrOBOPHOCT 3a Crna3BaHeTo Ha npoueaypute B NoAnTnkata 3a
MHPOPMAaLMOHHA CUTYPHOCT B CAyYau, KOraTo € Bb3AOXKWUA Ha MOAM3MBAHUTEAN YacT OT CBOUTE
aenHoctu. [lpn Haan4me Ha NOAM3NbAHUTEAW, EBPOTPBCT onpeapend TAXHaTa OTrFOBOPHOCT W
rapaHTMpa, 4Ye Te npuAaraT CTPUMKTHO BCWUYKM KOHTPOAM MO WHGOPMALMOHHA CUIYPHOCT,
N3nCKBaHM oT EBpoOTpbCT;

» [NoAnTrKaTa 3a MHGOPMALMOHHa CUTYPHOCT Ha EBPOTPBCT 1 MHBEHTapM3aumaTa Ha
aKTMBUTE 38 MHOOPMALMOHHA CUTYPHOCT Ce NPEPA3rAeXKAAT B NMAGHUPAaHU MHTEPBaAM OT BpeMe
VAN aKO HaCTbMAT 3HAYUTEAHUN NPOOMEHMU, 3a Aa Ce rapaHTnpa TAXHaTa NPUroAHOCT, aA€KBaAaTHOCT U
edeKTUBHOCT;

> BCUYKW TMPOMEHKN, KOUTO MoraT Aa oOKaxkaT BAMAHWME BbPXYy HUBOTO Ha
npeaocTaBeHaTa WHQOPMALMOHHA CUTYPHOCT, Ce 0AO0bpABaT OT opraH 3a ynpaBAeHMe Ha
MHOPMaLUMOHHATa CUTYPHOCT;

» KOHourypaumaTa Ha cucTeMuTe Ha EBpOTpBCT ce npoBepABaT PEeAOBHO 3a
MPOMEHU, KOUTO MOTaT Aa HapyLwaT npaBuAaTa 3a MHGOPMaLMOHHA CUTYPHOCT. MakcUMaAHUAT

NHTEPBaA MEXAY ABE MPOBEPKMN € CbIrAaCHO BbTPELLHUTE NpoLeAypu Ha EBpoTpbeT.

B AoMbAHEHMeE ce npuAaraTt cAepHUTe cneunduyHm N3NCKBaHUA:

MoAnTuKaTa 3a MHOOPMALMOHHA CUIYPHOCT AOKYMEHTMPA KOHTPOAUTE 3a CUIYPHOCT,
BbBEAEHW MPW 3alumMTa Ha AMYHUTE paHHW. [lpn obpaboTBaHeTo Ha AMYHU AaHHW EBpoTpbCT
CnasBa BCUYKWN MPUAOKNMU KbM AEMHOCTTa CY HOPMaTUBHU aKTOBE MO 3allMTa Ha AMMHUTE AQHHN,
BKAIOYNTEAHO, HO He camo PeraamenT (EC) 2016/679. NoanTnkaTta 3a 3alumTa Ha AUMHUTE AGHHU €
HepasaeAHa 4acT oT AoroBopa 3a U3MnoAsBaHe Ha ycayrute. [lpu npomsaHa Ha [loAnTukaTa 3a
3almMTa Ha AMMHUTE AAHHU, MPOMEHNTE ce NyBAMKYBaT Ha CTpaHuLuaTa Ha EBpoTpbCT B MHTepHET:

www.evrotrust.com. EBpOTp'bCT npeanpmemMma  BCUYKU HeO6XOAI/IMI/I CTblMKWM, BKAKOYUTEAHO
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TEXHWYECKM W OPraHM3aumMoHHU MepPKW, CbobpaseHn C HUMBOTO Ha PUCK Ha M3BbPLUBAHOTO
obpaboTBaHe Ha AMYHW AAHHW, 3a Ad@ rapaHTWpa, CUIypPHOCTTa Ha AaHHUTe, Taka 4Ye Aa He ce
AOMYCHE CAy4allHO WAWM HenpaBOMEPHO YHULIO>aBaHe, 3aryba, NpoMAHa, HEemnpaBOMEpPHO
pasKkpuBaHe, AOCTbIM WAW APYrO HE3aKOHHO WAM HEXKeAaHO CbObuThe, KOoeTo aa 3acTpalum
CUTYPHOCTTa Ha 0bpaboTBaHW AMYHWM AaHHW. EBpoOTpbCT cbbupa KoamyecTBO MHPOpPMaLMA
NPOMNOPLMOHAAHO Ha HEMHOTO NpeaHa3HayeHne 1 ynotpeba. Bcekn notpebuten paBa cbraacme
3a obpaboTBaHe Ha AMYHUTE My AaHHW. TOBa Cbraacue ce 3aaBABa C MOAMNMCBaHETO Ha AoroBop
3a YAOCTOBEPUTEAHWN YCAYTU. AMYHUTE A@HHU Ce U3MOA3BAT CaMO BbB BPb3Ka C NPEeAOCTaBAHETO

Ha KOHKpeTHaTa yAOCTOBEepPUTEAHa YCAyra.

10.6 YNPABAEHUE HA AKTUBUA

EBpoTpbCT ynpaBAaABa CBOUTE aKTUBW NPUAAraikn CAEAHUTE M3NCKBAHMA:

»> EBpOTPBCT € 0OCnryprAO MOAXOAALLLO HMBO Ha 3aLUMTa Ha CBOUTE aKTUBMW, BKAIOYMTEAHO
1 Ha NHOOPMALMOHHUTE aKTUBMK;

» EBpOTPBCT MoaAbpP)Ka WMHBEHTApPU3aUmMs Ha BCUYKM MHOOPMALMOHHU aKTUBKU U

onpeaeAnd K/\aCl/Id)l/lKaLl,l/lﬂ B CbOTBETCTBME C OLUEHKaTa Ha PUCKa.

B aAonbAHeHne, EBpOTPBCT npuAara KOHKPETHOTO W3MCKBaHE 3a MPUAOMEHWETO 3a
cb3paBaHe Ha noanuc (SCA), KaTo B AEMHOCTTa C M3MOA3Ba EAMHCTBEHO CTaHAAPTHU M TECTBAHU

Kpuntorpadbckm bubanoteku.

10.6.1 APXUUBUPAHE

EBpoTpbCcT apxmnBmnpa B €AEKTPOHEH BUA KaKTO BCUYKU 3HAYMMWN CbOUTUA, Taka U BCUYHKM
AaHHW 1 baliAoBe, CBbp3aHM C perncrpaumata u naeHTudmMKaumata Ha noTpebuteante, Cbe
CUFYPHOCTTa Ha cucTemMaTta, AOrOBOPW C TPEeTW CTpaHW U AOCTaBYMLM, W ApPyra 3HayYnMMma
nHbopMauma, CBbp3aHa CbC 3aKOHOCBOBPA3HOTO MPEAOCTaBAHE Ha YAOCTOBEPUTEAHU YCAYTU.
EAeKTPOHHMAT apxMB ce ynpaBAfABa U CbXpaHABa MO CUTYPeH HauyumH, KaTo AOCTbMbT AO HEro e
OrpaHMyeH AO OTOPU3UPAHWN CAYKUTEAU. EAEKTPOHHMAT apxmB ce MoAMMCBa C eAeKTPOHEH
BpeMeBu neyat. VIHbopMaumaTa oT 3annucute B U3BasKuUTE (AOrOBE) MEPUOAMYHO Ce 3anmncBa Ha
dM3MYECKM HOCUTEAM, KOUTO Ce CbXpaHABAT B CreumaseH cerd, HamMupaly ce B NMoMeLleHne

BMCOKa CTerneH Ha (I)VISVI‘-IeCKa 3anTa N KOHTPOA Ha AOCTbIMa. XapTVIeHVIHT AbBATOCPOYEH apXuB Cce
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CbXpaHfABa B CMNeLMaAU3MPaHO MOMELLEHNE, N3FPAAEHO EAMHCTBEHO 3a Tasw LeA, Cna3Baliku
BCUYKWN M3NCKBAHWNA 38 CUTYPHO U HAAEXKAHO CbXpPaHEeHWe Ha AOKYMEHTHU.

ApxmBUpPaHUTE AaHHW, KOUTO EBPOTPBCT cbbUpa B CbOTBETCTBME C U3UCKBAHMATA Ha YA.

24, naparpad 2, 6ykea ,3" or Peraament (EC) N° 910/2014 r., c orneas npepocTaBAHe Ha

AOKa3aTeACTBO MpU  CbAEOHWM MNPOU3BOACTBA W OCUTypsBaHe Ha MPMEMCTBEHOCT Npu

NpPeAOCTaBAHETO Ha YCAyrata, ce CbxpaHaBaT 3a Cpok OT 10 roAnHW, BKAKOYMTEAHO W CAEA,

npeycraHoBABaHe Ha AenHocTTa. CAep M3TUYaHe Ha TO3M NePUOA Ha CbXpaHeHMe, apXMBUPaHNUTE

AAHHU Ce YHULLIOXaBaT.

10.6.2PABOTA C HOCUTEAUN

Bcuruku HocuTean ce obpaboTsaT 6e30nacHO B CbOTBETCTBME C M3MCKBaHWATA Ha cxeMaTa
3a KnacumduumpaHe Ha uHGopMaumsa. HocuTeanTe, Cbabp»Kaluy YyBCTBUTEAHW AAHHW, KOraTo
npecTtaHaTt pa 6baaT HeObXoAMMU ce obesBpexaaT be3zonacHo. BCnukm HocUTeAN CbabpKaLLm
copTyep, apxvMBM Ha A@HHU UAM OAMTHA MHOOPMaUMA Ce CbXpaHABaT B OrHeyrnopHa Kaca B
crneuyaAHO apxXMBHO MOMeLLEHVE C BbBEAEH KOHTPOA Ha AOCTbMN. B nomMelweHneTo ¢ apxmBa Ha
EBpoTpbcT mMa um3rpapseHa cucteMa Ha dusmyecka M Aormyecka 3awmTa. EspoTpber e
NPEANPUEAD CEPUO3HN MEPKU CPELLY CAYHaMHO UAM YMULLAEHO YBPEXKAaHE Ha HOCUTEAUTE Ha
AaHHU. Peructpupalumrte opraHu ca 3aAbAXeHUN Ad Na3sT U CbXpaHABaT akTyaAHaTa nHdopMaums,

BKAIOHUTEAHO AOKYMEHTUTE Ha I'IOTpe6VITe/\VITe Ha XapTneH HOCUTEA B C@VICI).

10.6.3U3XBBPAAHE HA OTNAADBLUUTE

XapTneHuTe N eAeKTPOHHN HOCUTEAM, CbABPXKALLM EBEHTYAAHO 3Ha4YMMa nHbopMauma 3a
CUrypHOCTTa Ha EBpoOTpbCT, cAep M3TUHaHE Ha ONpPeAEeAEHMA, CbIAAaCHO BbTPELLHUTE MpPaBUAa
NepmoA Ha CbXPaHeHWe, Ce YHULLO>KaBaT B CNeLnaAHM YCTPOMCTBA 3a HapA3BaHe.

Hocuteante Ha wuHdopmauma 3a kpuntorpadpckute karodose u [MNH/MYK Homepa,
N3MOA3BaHU 3a TAXHOTO CbXPaHeHWe, ce pa3apPobABaT C MOAXOAALLN YCTPOWCTBA. 1oBa ce oTHacA
3a HOCUTEAUTE, KONTO HE MO3BOAABAT OKOHYATEAHO 3aAMYaBaHe Ha CbXPaHEHW A@HHW U TAXHOTO
NMOBTOPHO N3MOA3BaHe.

B onpeaeaeHun caydau, nHdopmaumaTta OT NPEHOCUMN HOCUTEAM CE YHULLO>XKaBa, Ypes

N3TpnBaHE NAN d)opMaTMpaHe Ha yCTpOVICTBOTO 6e3 Bb3MOMHOCT 3a Bb3CTaHOBABaHe.
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11 YNPABAEHUE N KOHTPOA HA TEXHUYECKA CUTYPHOCT
EBpPOTPBCT M3MOA3Ba EAMHCTBEHO HAAEXKAEH M CUTYPEH Xapayep 1 cobTyep, KOUTO ca vacT
OT KOMMIOTbPHAaTa CUCTEMa Ha APY>KeCTBOTO. KOMMIOTbPHUTE CUCTEMM, Ha KOUTO PaboTAT BCUYKU
KPUTUYHN KOMMOHEHTU OT MHpaCTpyKTypaTa Ha EBpoTpbCT, ca 06opyaBaHM U KOHOUTYpUpPaHU
CbC CpPeACTBa 3a AOKaAHa 3awmTa Ha AOCTbMa A0 codTyepa U UHPOPMALMOHHWUTE AaHHU.
EBpoTpbCT M3NoA3Ba MpoLeAypw 3a yrnpaBAeHWe Ha MHPOPMaLMOHHATa CUTYPHOCT Ha uAAaTa
MHPpPacTPyKTypa Ha EBpOTPBCT B CbOTBETCTBME C OOLLONPUETU B MEXAYHAPOAHaTa MpPaKTUKa

CTaHAQPTU.

3a ocurypsABaHe Ha HaAEXXAHA eKCnAoaTaumMAa WM CUTYPHOCT Ha »KU3HEHMA LUWKbA Ha
KOMMIOTbPHUTE cncTeMu EBPOTPBCT M3BbpLUBaA CBOATA AEMHOCT B CbOTBETCTBME CbC CAEAHUTE
N3NCKBaHWNA:

» npu paspaboTBaHe Ha HOBWM cucTeMn EBpOTPBCT wM3BbpPLWBA aHaAM3 Ha
M3MCKBaHUATA 3@ CUIYPHOCT OlLe Ha eTan NpoekTupaHe u cneumduKkauma KaTto no To3n HauuH
rapaHTupa, Ye CUrypHocTTa e BrpaaseHa B VT cuctemnte;

> EBpOTPBCT NprAara NOAMTUKA 3a CUTYPHOCT U NpoLeAypa 3a KOHTPOA Ha MPOMEHM
NPV M3BbPLUBaHE Ha OCbBPEMEHABaHUA, MOAMGUKaLMN Ha aBapueH U onepaTMeeH codTyep u
NpoMeHun B KoHbUIrypaumaTa;

» npoueasypuTe BKAIOYBAT AOKYMEHTaLMA 33 MPOMEHUTE;

» EBpoTpbCT 3awmTaBa LeAOCTTa Ha cucTemMmute U MHbOpMaLMATa OT BUPYCH,
3AOHaMepeH 1 HepaspeLueH codTyep;

» HOCUTeAnTe, N3MOA3BaHM B cucTeMnTe Ha EBpoTpbeT ce obpaboTeaTt beszonacHo 3a
Aa Ce 3aLlNTAT OT NOBPeAa, kpaxkba, HeOTOPM3NPaH AOCTbMN N OCTapABaHeE;

» npoueaypuvTe 3a ynpaBAeHWe Ha HOCUTEAN TPADOBa Aa MPeAnasBaT OT OCTapABaHETO
N BAOLLABAHETO UM B PAMKUTE Ha NePUOAa, B KOUTO € HEOHBXOAMMO Aa Ce CbXPaHABaT 3anuncu;

» EBpoTpbCcT cb3paBa W npuAara  Npoueaypu 3@  BCUYKM  AOBEpPEHU U
aAMWHUCTPATUBHU POAM, KOWMTO OKa3BaT BAMAHME BbPXY NPEAOCTAaBAHETO Ha YCAYTU;

» EBpOTpbCT onpeaeAs 1 npuaara NpoLeAypu, C KOMTO rapaHTnpa, ye:

a) NpY HaAMyMe Ha 3aWUTHU U OYHKLMOHAAHM akTyaAu3aumm Ha codTyepa
(security patches), To Te ce npuaAaraT B pasymMeH CPOK, CAEA KaTo Ca HaAUYHMY;

6) 3alllMTHNTE U d)yHKLl,l/IOHa/\HVI aKTyaAnsaunn He ce rnpuaarat, ako WMa
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BEPOATHOCT Aa BbBEAAT AOMBAHUTEAHU YA3BUMOCTU UAM HECTabUAHOCTU, KOUTO Aa NpeBULIaBaT
MOA3UTE OT NPUAAraHETO UM;
B) MPWYMHWUTE 3a HeNpuAaraHe Ha HWKAKBM 3aWUTHU U YHKLMOHAAHM

aKTyaAM3aLmMm ce AOKYMeHTMpaT.

B AombAHEHME ce npuaaraT caepHuTe cneunduyHmn nsmckeanma sa SCA:

> EBpOTpPBCT M3MOA3Ba Hal-HOBaTa BEPCUMA Ha MPUAOMEHWMETO 3a Cb3AaBaHe Ha
MOAMMUC, BKAIOYUTEAHO AO AaTaTa Ha KOPeKLMATa 3a CUTYPHOCT;

> EBpOTPBLCT M3MOA3Ba MOAOMKUTEAHO TECTBaHM W MPErAeAaHn MNPUAOXKEHUA 3a
Cb3AaBaHe Ha MOAMMUC Ha CTaHAAPTU3NPaHU MPOTOKOAN U OBMOANOTEKN;

» EBpoTpbcT M3noa3Ba kpuntorpadckun BUBANOTEKM, TECTBAHWN CNIPAMO M3MNOA3BaHUA
CTaHAaPT;

» SCA noaabpka LEAOCTTa W MOBEPUTEAHOCTTa Ha UsAaTa uHbopMaums,
npeAoCTaBeHa OT NOTPebUTEeA M Ha BCAKAKBU AAHHW, MPOTUYALLM MEXAY MPUAOXKEHUETO U
noTpebunTeAn, AOPU U B CAyYHal Ha ObLLECTBEH AOCTbIN AO CpeaaTa Ha NMPUAOXKEHMETO;

» SCASC npwunara cnpamo DA/SCA BcuYKM 3aabAXKUTEAHU U3McKBaHWA oT ETSI TS

119 101.

11.1 YNIPABAEHUE HA CUTYPHOCTTA
3a ynpaBAeHMe Ha CUTYPHOCTTa NPU NPeAoCTaBAHE Ha YAOCTOBEPUTEAHU YCAYTn EBpOTpbCT
N3MbAHABA N3NCKBAHNATA, KAaKTO CAeABa:
» EBpOTpPBCT KOHTpPOAMpa CBOATa CUIYPHOCT, 3a Aa ynpaBaAea TWA4S, koAaTo
NPeAOCTaBA YCAYrM 3a Cb3AaBaHe Ha MOAMUC;
» TWAS nopabprKa POAN C PasAUYHU NPUBUAETUN:
v kato ™MuHumym TWAS nopabp’ka CAAHUTE MPUBUAETMPOBAHU  POAK:
CAYXUTEAU MO CUTYPHOCTTa; CUCTEMHU aAMUHUCTPATOPW; CUCTEMHW ONepaTtopu U CUCTEMHMU
oANTOPU;
v kato MnHMMyM TWAS noaabprka CAEAHUTE HEMPUBUAETMPOBAHU POAM:
® MOAMMCBALL: TOW e YMbAHOMOLLEH aa n3noassa TWAS, kato npeaasa SAD
kKaTo yact ot SAP, 3a pa noanuwe pAokymeHTa nanm DTBS/R, Konto noteHumanHo Moxke pa 6bae

npeaaaeH npes SAP;
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e SCA: Ton e ynbAHOMOLEH aa n3npatu DTBS/R 3aaBka a0 TWA4AS, 3a pa 6bae
noAMnMcaHa oT MOANMCBALLIVA;
e PO: peructpupallMaT opraH MMa nNpaBo Aa M3npalia YyAOCTOBEPEHUETO C
nyb6AnyHmaA Katod p0 TWAS B oTroBOp Ha 3adBKa 3a NOAMMCBAHE Ha YAOCTOBEPEHME.

» He ce NO3BOAABA Ha €AMH NPUBUAETMPOBAH NOTPEOUTEA A3 MOXKE Ad MOEME MoBeYe
OT eAHa OT NPUBUAETVMPOBAHUTE POAU;

» noTpebuteAuTe, CBbP3aHW C MNPUBUAETMPOBAHM POAM, He ce acouuumpaTt C
HenpuBMAerMpoBaHa poad. [loTpebuTteanTe, CBbpP3aHW C HEMPUBUAETMPOBAHU POAW He ce
acouMmnpaT C NPUBUAETVMPOBAHa POAS;

» TWAS rapaHTupa, Ye AaAeH MOTpebuTeA, YyMbAHOMOLLEH Aa MOEMe POoAATa Ha
CAY>KUTEA MO CUFYPHOCTTa, HAMA MPaBO A3 N3MbAHABA POAATA HA OAUTOP Ha CUCTEMaTa;

» TWA4S rapaHtupa, 4e noTpebuTen, YMbAHOMOLLEH Aa MOEMEe POAA Ha CUCTEMEH
aAMWHNCTPATOP, W/VAM POAA Ha CUCTEMEH OnepaTop, HAMAa MPaBO Aa W3MbAHABA POAATa Ha
OAMTOP Ha cucTeMaTa U/MAN POAA Ha CAY>KUTEA MO CUTYPHOCTT3;

» AMUaTa, KOUTO Ca YacT OT rpyna NpUBUAErMpoBaHM NOA3BATEAM Ha CUCTEMATa, Cce
HapuyaT CropeaA M3NbAHABAHATA OT TAX POAA, KOETO Ce OMUCBA B AAbXHOCTHUTE XapaKTePUCTUKN
n NpeMnHaBaT obyyeHue;

» CaMo NPUBUAETMPOBAHUTE NOTPEOUTEAN Ha CUCTEMATa MMAT GU3NYECKM AOCTBIM AO
XapAyepa 1 Morat pa aaMuHuctpupat TWA4AS;

» CaMO MPUBUAETMPOBAHUTE MOA3BAaTEAM Ha CUCTEMaTa MMaT LUMPOKKM MnpaBa Ad

aaMuHucTpupat TWAS upes BCUYKM CbOTBETHU MPUAOXKEHUA U MHTepdencu.

11.2 YNPABAEHUE HA ONEPALVUTE
EBpotpbet, konto ynpasassa TWAS, rapaHTvpa, 4Ye oyHKUMWUTE 3a ynpaBAeHue Ha
onepauumTe ca aAeKBaTHO 3aLlUMTEHU U Ye U3MbAHABA AEMHOCTTA MO HaYMH KOWTO:

» rapaHtupa, 4Ye TWA4S wunMa AOKYMeHTauusA, KOATO CbAbPXKa: UHCTPYKLMM,
MO3BOAABALLM MPABUAHO U CUTYPHO eKCNAoaTpPaHe; NPOLLEAYPH, AaBALLM Bb3MOMHOCT PUCKBT OT
OTKa3 Ha cUCTeMUTe Aa ObAE CBEAEH AO MWHUMYM; U MPOLEAYPU, OCUTYPABALLM LLeAOCTTa Ha
cucTeMuUTEe U NpeanasBalmM MHOoOpMaumATa, KoATO obpaboTBaT OT BUPYCU U 3AOHAMeEpPEeH
codTyep;

» rapaHtupa, 4e TWA4S wumMa cucTeMHa AOKyMeHTauusa, KOATO MOKPWBA
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OTTOBOPHOCTUTE Ha 4YeTupuTe TMPUBUAEIMPOBaHN POAM U  BKAIOYBA: PbKOBOACTBO 3a

MHCTaAMpPaHe; PbKOBOACTBO 3a aAMNHUCTPUMPaHE N PbKOBOACTBO 3a I'IOTpe6VITe/\F|.

11.3 CUHXPOHU3UWUPAHE HA BPEMETO
Cb3aaBaHeTO Ha MOAMKUC N NMOCAeABaLLATa MNPOBEPKa Ca CBbP3aHW ¢ BpeMeTo. EBpoTpbeT
rapaHTnpa, 4e TW4S e noaxoaALLO CUHXPOHM3MPaHa C M3TOYHWK Ha CTaHAAPTHO BpeMe.
EBpoTpbCT ynpaBaABa onepaunmTe M3nbAHABANKM CAEAHUTE M3UCKBaHUA:
> TWA4S nsnonssa xapAyepeH M3TOYHUK Ha KaAMbpOoBaHO BpPeMe C BUCOKAa TOYHOCT.
CuHxponusaumata Ha UTC ¢ nstoyHmnka Ha Bpeme e aBToMaTu4yHa, Ha 6a3a NTP-npoTokoa, caea
YyCTaHOBABaHE Ha pPa3AnKa MeXAy U3TOYHUMKa M BpeMeTo B Cncrtemarta. B C/\yqa17| Ha Bb3HUKHaA
NpobAeM B XapAyepHUA M3TOYHUK Ha BpeMe 1 HeOBXOAMMOCT A0 NMOAMAHA Ha CbLUMA C pe3epBeH
TaKbB, KaTO U3TOYHMK Ha TOYHO BpeMe Ce U3MOA3BaT 6a3mpaH|/| B NHTEPHET CbPBbPWM Ha BpeMe.
CuHxpoHM3aumATa e Ha 6GasaTa Ha MOHe ABa M3TOYHWKA Ha Bpeme, ype3 npoTtokon NTP.
MNpeaocTtaBAHOTO TOoYHO KaambpoeaHo Bpeme cnpamo UTC (Coordinated Universal Time) e ¢
TouHocT A0 0,5 cekyHam. EBpOTpbCT rapaHTMpa nybAnYeH AOCTBI 3a MOAyYaBaHe M NpoBepKa Ha
N3AaAEHUTE KBaAUbULMPaHN YAOCTOBEPEHMA 3a BpeMe;
» 3a Aa Ce rapaHTMpa TOYHOCTTa Ha npoBepeHuTe cbbutnAa EBPOTPBLCT M3noAsBa
N3TOYHMK Ha BpeMe, KOMTO € MOAXOAALLLO CUHXPOHM3MpPaH CbC CTaHAAPTEH U3TOYHUK Ha BpeMeE;
» 3aAa ce npoBepu AaAU AAAEHO YAOCTOBEPEHME € C M3TEKBA CPOK Ha BaAMAHOCT ce

N3MNOA3Ba M3TOYHUK Ha BpemMe, KOMNTO e MOAXOAALO CUHXPOHU3NPaH C UTC.

11.4 KOMMNIOTbPHU KOHTPOAU 3A CUTYPHOCT
3a nocTturaHe Ha CUTypPHOCT B A€MHOCTTa MO NPeAOCTaBAHE Ha YAOCTOBEPUTEAHWN YCAYTU
EBpoTpbCT NpuAara KOHKPETHN N3NCKBAHNA OTHOCHO KOHTPOAA 3a AOCTbIM. TAXHOTO U3NbAHEHME

e onucaHo B T. 9.3 OT HaCTOALLMA AOKYMEHT.

EBpoTpbCT M3NoA3Ba B CBOATA AEMHOCT HaAEXKAHW CUCTEMW, KOWTO paboTAT B
CbOTBETCTBME CbC CAEAHUTE U3UCKBAHWAL:

» TWA4S reHepupa npeaynpexaeHne, yBeAOMABALLO CBOEBPEMEHHO 3a HEOOMYaNHMN

CbOUTNA, KOUTO MOraT Aa OKarKkaT Bb3AEMUCTBME BbPXY CMNOCOOHOCTTa Ha CUCTeMaTa 3a CbPBbPHO

noanuceaHe;
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» TWAS otroBapsa Ha nsnMckBaHuATa 3a curypHocT, nocoveHn B CEN EN 419 241-1;
» TWA4S npuaara MexaHW3bM 3a M3AaBaHE Ha NpPeAynpeKAeHne Npu OTKpMBaHe Ha
HeobuyarHo cbbutme. lNpeaynpexAeHMEeTO, 3aAeNCTBa YBEAOMABaHE Ha aAMUHUCTpaTopa.
[MpepynpeXAeHMETO MOXe CbLLO MNPEAM3BMKBA MO-HATaTbLUHW AEUCTBUA 3a pearnpaHe Ha
Bb3MOXKHW aTakm, KaTo HanpuMep NPeKbCBaHe Ha MbTA Ha NOTEHLMaAHaTa aTaka;
» HeobuyalrHu cbOUTUA, CBBP3aHU C AEMHOCTU Ha NoTpebuTend, MoraT pa 6baaT (HO
He caMo):
v\ AEWNCTBUA Ha NOTPebUTeAnTe N3BBH CTaHAAPTHOTO PaboTHO BpeMe;
v\ AENCTBMA Ha NoTpebuTeAnTe, U3MbAHEHU C HeecTecTBeHa CKOPOCT (3a
OTKpMBaHe Ha HEYOBEKO NoaaBaHe);
v\ AEWNCTBUSA Ha NOTpebuTeAnTe, Npeckadallm CTaHAAPTHUTE AEMHOCTU B PpaMKuUTe
Ha onpeaeAeHu npouecu;

v AyBAMpaHn NoTpebuTeAckn cecum.

11.5 MPEXXOBA CUT'YPHOCT

B nHdpacTpyKkTypaTa Ha EBpOTPBCT Ce M3NOA3BaT CbBPEMEHHU TEXHUYECKU CPEACTBA 3a
obMeH 1 3aWmTa Ha MHbOopPMaLMA, 33 Aa Ce rapaHTMpa MpeXKoBaTa CUIYPHOCT Ha CUCTEMUTE
CpeLly BbHLHW MHTEPBEHLMN U1 3anAaxU.

EBpoTpbCcT 3awmtaBa Mpekata M CUCTEMUTE CU OT aTakWm NpUAaramku CAeAHuTe
N3NCKBaHWA:

» EBpoOTpbCT paspens cBOWTE CUCTEMU B MPEXW WAM 30HW Ha OGYHKLMOHAAHA,
AormYecka un dusmyecka (BKAKYUTEAHO MO MECTOMOAOXKEHME) Bb3 OCHOBA Ha OLeHKaTa Ha pucKa
N Bpb3KaTa MEXAY HaAEXAHUTE cucTteMn K ycayrmte. NoapoOHO onwvcaHne Ha MpexoBaTa
KOHOUIypaums 1 CpeacTBaTa 3a 3alumMTa ca MPEeACTaBeHW B TeXHWYecKa AOKyMeHTauusa Ha
nHbpacTpykTypaTta. Tasn AOKyMeHTauua uma ,BbTpeleH’ craTyT um e AOCTbMHa caMo 3a
OTOPW3NPaHN AVLL3;

» EBpOTpPBLCT npuAara eAHU U CblM KOHTPOAM 3a CUTYPHOCT 3a BCUYKWU CUCTEMMU,
Pa3NOAO>KEHWN B €AHa U CblLa 30Ha;

» EBpoTpbCcT orpaHmMyaBa  AOCTbMNA U KOMYHWKaUWUTE MeXAy 30HUTE A0
HEOOXOAMMUTE 3a U3BbPLUBAHE Ha AeMHOCT. ONnTUTE 3a HENPaBOMEPEH AOCTBIM A0 CUCTEMATa Ce

AOKyMeHTUpaT Ypes Intrusion Prevention System (IPS);
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» EBpOTPBLCT M3PUYHO 3abpaHABa UAU ACAKTUBMPA HEHYXKHUTE BPB3KU N YCAYTY;

» EBpOTPBLCT pepOBHO Npepasrae)kaa yCTaHOBEHWA Habop OT NPaBUAS;

» EBpOTPBLCT Noaabp»Ka BCUYKKM CUCTEMU, KPUTUYHW 3a paboTaTta My, B ABE 3aLLUTEHN
30HU. CbpBBPUTE N KPUTUYHATA TEXHOAOTMYHA cMcTeMa Ha EBpOTPbBCT ca CBbp3aHKM C BbTPELLHa
LAN mperxka. OTaaneueHnsa AOCTbN A0 MpexkaTta Ha uHbpacTpykTypata (PKI) Ha EBpoTtpbeT ce
M3BbPLUIBA 4Ype3 ChneumaAHO UHCTaAMpaH u KoHourypupan VPN cbpBbp, KOWTO npurema
aBTeHTUdMKaLMA, Ype3 CNeLmarHO UMe 1 MapoAa, M3AAAEHWN CaMO 3a Tasu LeA Ha OTOPU3MpPaHN
AL, Yy4acTBallM B W3AABAHETO Ha EAEKTPOHEH noAnuc/mevat v aAMUHUCTPUPAHETO Ha
nHdpactpyktypara (Public Key Infrastructure/ PKI).

» EBpOTpBbCT MMa OTAeAeHM chneuranHa MpeXka 3a apAMuHucTpupaHe Ha WT
CUCTEMUTE U ONepaTUBHa MPeXa;

» EBpOTpbCT He W3MNOA3Ba CUCTEMM, W3MNOA3BAHM 3a aAMWHUCTPUPaHe Ha
NpUAaraHeTo Ha NMOAUTMKATa 3a CUTYPHOCT 3a APYTU LieAn;

» EBpOTpPBLCT OoTAEAA cuCTeMUTE 3a ODCAYXBaHe Ha YAOCTOBEPUTEAHUTE YCAYTU OT
CUCTEMUTE, M3MOA3BaHM 3a pa3paboTka 1 TecTBaHe;

> EBpoTpbcT ycTaHOBABa KOMYHMKaLMA MeXAY OTAEAHU HAAEKAHW CUCTEMU CaMO
4Ype3 HaAEKAHW KaHaAM, KOUTO AOTUYECKM Ce pasAnYaBaT OT APYITUTE KOMYHUKALMOHHW KaHaAU U
OCUTYpPsABaT CUTYPHO MAEHTUGULMPAHE Ha KPaMHUTE My TOYKM U 3aLUMTa Ha KaHAAHWUTE A@HHK OT
MoAndUKauma nan paskpusaHe. CbpBbPUTE N KPUTUYHATA TEXHOAOTMYHA cMcTeMa Ha EBpoTpbeT
ca cBbp3aHu ¢ BbTpelHa LAN mMpexxa. OTaareueHns AOCTbN A0 MpexaTta Ha MHGpacTpyKTypaTa
(PKI) Ha EBpoTpbCT ce 13BbpLUBa Ype3 CrneumasHo MHCTaanpaH u koHdurypmupax VPN cbpebp,
KOWTO NpreMa aBTeHTUdMKaL e, 4pes CneumasHo UMe 1 NapoAa, M3A3AEHN CaMo 3a Tasu LieA Ha
OTOPM3MPaHM  AMLa, YydacTBallM B  M3AABAHETO Ha EAeKTPOHEeH noanuc/nedat u
aAMUHUCTPUpPaHeTo Ha nHdpacTpykTypata (PKI).

» aKko e HeobXOAMMO BbHLUHA YCAyra C M3UCKBaHMA 3a BUCOKa aoctbrnHocT (High
Availability) aa n3noAsBa yaoCTOBepUTEAHATA YCAYra, BbHLLIHATA MPEXKOBA CBbP3aHOCT KbM Hes
we 6bae peaamsMpaHa CbLLO CMOpeA M3NCKBaHMATa 3a BUCOKa aocTbrnHocT (High Availability),
KOATO rapaHTMpa AOCTbMHOCT Ha YAOCTOBEpPUTEAHaTa YCAyra npu CnvpaHe Ha €AMH HeuH
KOMMOHEHT.

» EBpOTPBbCT M3BbPLUBa PEAOBHO CKaHMpPaHe Ha yA3BMMOCTTa Ha MAEHTUULMpPaHWUTE

I'Iy6/\l/l‘-IHl/I M YactHu IP aApecn 1 3anmcBa AOKas3aTeACTBa OT TO3WM npouec. 3a ocurypAaBaHe Ha
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HaAEXAHN AOKAAAWM BCAKO CKaHWpaHe Ha YA3BMMOCTTa Ce M3BbPLUBaA OT YMbAHOMOLLEHO AULLE C
HEOBXOAMMUTE YMEHUA, KBaAUDUKALMU, NHCTPYMEHTH, CNasBalikn eTUYHUA KOAEKC M AUMCa Ha
KOHQAMKT Ha nHTepecy;
> cAep BCAKO aKTyaAM3MpaHe, MOoAMOUMKaUMA WAM HAACTPOMKa Ha KPUTUYHU
npuAoXxeHua EBpOTpbCT M3BbPLLBa TECTOBE 3@ MPOHMKBaAHE B CUCTEMUTE.
> EBpOTpBCT 3anncBa A0Ka3aTEACTBa, Ye BCEKM TECT 3a MPOHMKBaHE € U3BbPLUEH OT
OTOPU3NPAaHO AMLE, MPUTEXKaBalo HEeObXOAMMWUTE YyMEeHUA, VHCTPYMEHTU, Crna3Ba eTUYHWA

KOAEKC M HAMAa KOHQAMKT Ha MHTEPECH C LLeA OCUTYPABaHE Ha HAAEXAEH AOKAAA.

11.6 KPUNTONrPAOCKUN KOHTPOAU

EBpOTPBCT € BbBEAO MNOAXOAAWM KOHTPOAM 3@ CUIYPHOCT Ha YNpaBAeHMe Ha
KpunTorpadckmTe KAKOHOBE U BCUYKM KPUNTOrPadCKM yCTPONCTBA NPE3 LLEeAUS UM KU3HEH LIUKDA.
3a reHepupaHe Ha KpunTorpadckata ABOMKa KAOYOBE (YacTeH 1 nybAMYeH) ce M3NOA3BaT XeL
AATOPUTMWN U aCUMETPUYHU aATOPUTMU, KOUTO OTFOBAPAT Ha U3NCKBaHWATa Ha nocoyeHn B ETSI
TS 119 312. [prAOKMMUTE KOMBUHALMWN Ha aCUMETPUYHU 1 XeLL aATOPUTMKN CMPAMO CUTYPHOCTTa
Ha KBaAMOULMPAHUA EAEKTPOHEH MOAMUC MO BPEMETPaeHe e KakTo e nocoyveHo B ETSI TS 119
312. /l3noA3Ba ce AbAKMHA Ha KAKOYa, KOATO OTroBaps Ha manckBaHwATa Ha ETSI TS 119 312:
ABAXMHATA Ha ABOMKaTa KAIOYOBE 3a KBaAMDULMpPaH eAeKTPOHEH Nnoanuc/neyat Ha notpebuTea
Moxke aa e 2048, 3072 uan 4096 6uta, C NPUAOKMMa KOMOUHaLMA Ha aCUMETPUYHU U XelLll
anroputMn: sha256-with-RSA. KatoubT Tpabea aa e c AbAXKMHa Han-maako 1024 6uta 3a
anroput™n RSA n DSA 1 160 6uta 3a arroputmmn ECDSA.

EBpoTtpbcT reHepupa aBonku kpuntorpadckm (RSA) kaovoBe Ha 6asoBuAa M Ha
onepaTMBHUA  YAOCTOBEpPSsBalLM OpraHM KaTto W3MNOA3BA XapAyepHa KpuntocucTema
(HSM/Hardware Security Module) ¢ Huso Ha curypHoct FIPS 140-2 Level 3 vian no-eucoko,
cbotBeTHO CC EAL 4+ mnAm no-Bucoko. EBpOTPBCT M3N0OA3Ba CBOMTE YaCTHM KAKOYOBE CaMO 3a
LeAnTe Ha AEMHOCTTa CU, KaKTO CAEABa:

» Aa MOAMUCBA U3AABaHUTE ONEPAaTUBHU YAOCTOBEPEHMA Ha YAOCTOBEPABALLUTE OpPraHu
B cBOATa MHOPACTPYKTYPa;

» Apa NoAMMCBa M3paBaHUTeE U nybAMKyBaHUM CAMCbUM CbC CMPEHU U MpeKpaTeHu
yaoctoBepenus (CRL);

> Aa MOAMMCBa BCUYHKUN N3AAAEHN U I'Iy6/\l/IKyBaHM KBa/\l/Id)l/ILI,I/IpaHVI YAOCTOBEPEHMA 3a
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eAEeKTPOHEH noanuc/nevaT Ha noTpebuteanTe.

Mpn NnpeaoCTaBAHE Ha YCAyra 3a OTAAAEYEHO MOAMMUCBAHE C EAEKTPOHEH Noanmnc/nedaT u
3afABEHO U3AABaHE Ha YAOCTOBEPEHME OT MOBUAHOTO MPUAOKEHME Ha EBPOTPBCT, YaCTHNAT KAKOY
ce reHepupa U CbxpaHABa B KPUMNTUPaAH BUA B XapAyepHUA KpUNTOMOAyA Ha EBpoTpwncr,
oTroBapAL, Ha m3nckBaHmATa Ha Peraament (EC) N2 910/2014 r. 3a yCTPOWCTBO 3a CUrypHO
cb3paBaHe Ha noanuc (QSCD). KpuntupaHeTo Ha KAloYa e 4pes Cb3paaaeH oT notpebutend MNNH
KoA, KoeTo obesneyaBa Bb3MOXKHOCTTa EAMHCTBEHO TOM AQ MMa AOCTbM 3a aKTUBMpPaHE Ha KAKOYa.
YcTporicTBaTa 3a Cb3paBaHe Ha KBaAMULMpPaH eAeKTPOHEeH noanuc/medaT rapaHTupat, 4ypes
MOAXOAALLM TEXHUYECKU N MPOLEAYPHM CPEACTBA, HalN-MaAKO Ye:

» MNOBEPUTEAHOCTTa Ha AaHHUTE, W3MNOA3BaHM 3a Cb3AaBaHE Ha EAEKTPOHEH
noAnmMc/neyaT e pasyMHO rapaHTUpPaHa;

» AaHHWUTE 3a Cb3AaBaHe Ha EAeKTPOHEeH MOoAMMc/meyaT Ha NpakTuKa ce cpellat camMo
BEAHDXK;

» AaHHWUTE 3a Cb3paBaHe Ha eAeKTPOHEeH noanuc/medaT ca obesnedyeHn B AOCTaTbyHa
CTEMNeH M He MoraT Aa 6bAaT M3BAEYEHU, @ EAEKTPOHHUAT MNOANUC/NMEeYaT € HAAEXKAHO 3allMTeH
cpeLly NoAnpaBsHe, Ypes N3NOA3BaHe Ha HAaAMYHATa KbM MOMEHTA TEXHOAOTUSA;

» A@HHWUTE 3a Cb3AABaHE Ha @AEKTPOHEH MOAMNC MoraT Aa 6bAAT HAAEKAHO 3aLLUTEHM OT

3aKOHHWNA TUTyAAp/Chb3paTen Ha @AeKTPOHHMA NOANNC/NeYaT CpeLLy M3MOA3BaHe OT APYTM AMLA.

12 HENPEKbCHATOCT HA BUSHECA U Bb3CTAHOBABAHE CAEA ABAPUN
EBpoTpbCcT ynpaBaABa HeENpPeKbCHATOCTTa Ha bBU3Heca cU, NpUAararkm B AEMHOCTTa CU
CAEAHUTE U3NCKBaHUA:
» EBpoTtpbcTt MMa cb3paseH [laaH 3a HenpekbcHaToCT Ha paboTtaTa, KOWTO
NepUoOANYHO TECTBA M MOAABPKA aKTyaAEH, M KOUTO CAEABa Aa Ce NPUEMe B CAyYal Ha beaACTBME;
» B CAy4Yal Ha 6eAcTBME, MPU OTKa3 Ha KPUTUYHW KOMMOHEHTU Ha TEXHOAOTMYHaTa
CUCTEMa, BKAIOYUTEAHO XapAyep, CodTyep MAM KOMMPOMeTHpPaHe Ha YacTeH KAloY Ha EBpoTpbeT,
onepauumTe ce BbB3CTAaHOBABAT B pPaMKUTe Ha 3abaBAHETO, YCTaHOBEHO B [MAaHa 3a
HenpekbCcHaTOCT. PasraexaaTt ce npuynHUTE 3a HEACTBMETO, B3UMAT CE MOAXOAALLM MEPKU 3a

OTCTpaHABaHETO MY U Ce HabeAAas3BaT MEPKKN TO Aa HE Ce NOBTOpPWU.

B AOMbAHEHNE KbM MOCOYEHUTE MO-rope M3NCKBAHMA, 3a Aa CE€ OCUTYPU HEMPEKDbCHATOCT
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Ha 6wusHeca, EepoTpbct B KadectBoto cu Ha SCASP umsnbaHABa caepHUTe cneunduyHm
N3NCKBaAHUA:
» EBpoTpbCT npuaara Mepkun, 3a pa ce usberHat npekbcBaHma Ha SCASC nopaau
YMULLIAEHO VAW HEBOAHO MOBEAEHME Ha MOTPEBUTEAN UAN TPETU CTPAHN;
> EBpoTpbcT A0OaBA BpeMeBM nevaT KbM MoanmMca M No Tasm NPUYMHa HUBOTO Ha
npeaocTtaBAHe Ha ycayrata (SLA) Ha SCASP B3uma noa BHMMaHue SLA Ha TSA. EBpoTpbeT nMa
3aABAKEHMETO AQ OCUTYPU Ha MNOTPebUTeAs HAAMYHOCT M QYHKLMOHAAHOCT Ha yCAyraTa KakTo e
onuvcaHo B Aorosopa un ObwmTe ycroBmaA. EBpOTpbCT OTYMTa HUBOTO Ha HAaAMYHOCT Ha yCAyraTta
BCEKM Mecel. BpeMeTo Ha HEHaAMYHOCT ce MPOCAeAABa Ha HUMBO MHLMAEHT B cMCTeMaTta 3a
noaApbXKa. B cayyan, ye He ce mocTurHe AOroBOPEHOTO HWMBO Ha HAaAMYHOCT Ha YCAyraTa,

EBpOTPBCT AbAXKM KOMMNEHCaLMA, OCBEH B CAy4Yau U3BbH KOHTPOAa Ha EBpoTpbCT.

13 NAAH 3A NPEKPATABAHE HA AEMHOCTTA

EBpoTtpber (B kKavectBoTO et Ha QTSP, SCASP 1 SSASP) e cb3pano lNaaH 3a npekpaTaBaHe
Ha AEMHOCTTa 3@ OCUTypABaHE Ha HEMPEKbCHATOCT Ha OOCAYKBAHETO M KOHKPETHW CLLEeHapUn KbM
Hero B CbOTBETCTBME C U3NCKBaHWATa Ha Hapeaba 3a OTrOBOPHOCTTa M 3a MNPeKpaTABaHETO Ha
AEVIHOCTTa Ha AOCTaBYNLMNTE Ha YAOCTOBEPUTEAHU YCAYIT N NPUAAra CAEAHUTE U3MCKBaHWA:

» EBpoOTpbCT e npeanpuen MepKku 3a CBeXXAaHEe A0 MUHWMYM Ha MOTeHUMaAHU
NPEeKbCBaHNA Ha YAOCTOBEPUTEAHUTE YCAYIM, KOMTO MOA3BAT NMOTPEOUTEAU U AOBepABaLLN ce
CTpPaHW, B Pe3yATaT Ha MNpeKpaTABaHETO Ha AEWHOCTTa Ha aApy»kectBoTo. [lo-cneumasHo
EBpoTpbCT ocurypsaBa HenpekbcHaTa NoAAPbBXKKa Ha MHPOpMaLumaTa, HeobxoAMMa 3a NpoBepKa
Ha KOPEKTHOCTTa Ha YAOCTOBEPUTEAHUTE YCAYTU;

» EBpoTpbcT MMa akTyaneH [1AaaH 3a npekpaTaBaHe;

» npeam Aa npekpatun ycayrute cu, EBpoTpbeT MHbopMUpa BCUYKM 3aMHTEpPECOBaHM
CTpaHu, NOTpebuTeAn, AOBEPABALLM Ce CTPAHU, AOCTaBYMLN, MOAUIMBAHUTEAU VAU APYTU CTPAHMU,
C KOUTO MMa CrMopasyMeHnA N CbOTBETHUTE HAaA30PHU OpraHu;

» npean Aa NpekpaTn ycAayrmte cu, EBpOTpbCT npekpartdABa paspelleHuneTo Ha
BCUYKWN MOAN3MBAHUTEAM (MPU HAaAMYME Ha TaKMBa) Ad AEMCTBAT OT HEFOBO MME MPU U3MbAHEHWE
Ha KaKBUTO 1 Aa BUAO GYHKLMM, CBbP3aHM C NpoLeca Ha U3AaBaHeE Ha YAOCTOBEPUTEAHN TOKEHU;

» npean Aa npekpaTtn ycayrute cu EBpOTPBCT NpexBbpAA 3apbAKEHUATa CU Ha

HaAEXKAHA CTpaHa 3a MoAAbpP»KaHe Ha usAaTa nHopMauma, HeobxoalMa 3a NpeAoCTaBAHe Ha
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AOKa3aTeACTBa 3a HeroBaTa AEMHOCT 3a pasyMeH Nepuoa OT BpeEME, OCBEH ako ce AOKaXKe, Ye He
npuTe»KaBa TakaBa MHPoOpMaLMs;

> npeau Aa NpekpaTh yeayrmTe cn, EBpOTpbCT yHULWOXKaBa UAKM M3TerAd OT ynoTpeba
MO Ha4uH, MO KOWTO He MoraT Ad ObAAT M3BAEYEHW, CBOUTE YACTHU KAOHOBE, BKAKOYUTEAHO
pe3epBHU Konua (Mpun Haandune);

> NpeAn Aa MPeKpaTu YCAYruTe cu, Korato e Bb3MOXKHO, EBpoTpbCeT npeanpuema
MEpPKU 3a NPeXBbPAAHE Ha MPEAOCTaBAHUTE YAOCTOBEPUTEAHU YCAYTM 3@ CbLUIECTBYBALLUTE CU
NoTPEbUTEAN Ha APYT AOCTaBUYMK Ha KBAaAUOULMPAHUN YAOCTOBEPUTEAHN YCAYTH;

> EBpOTpPBCT MMa 3acTpaxoBKa 3a MOKPMBAHE Ha Pa3XxOAUTE, AOKOAKOTO TOBa €
Bb3MO>KHO, B CAyYal Ye GpaAmpa UAM MO APYTU MPUYUHU HE € B CbCTOAHME Aa MOKPUE Pa3XxoamnTe,
HO B pPaMKUTE Ha OorpaHn4eHnATa Ha NPUAOXKMMOTO 3aKOHOAAQTEACTBO MO OTHOLWeEeHWMEe Ha
HEeCbCTOATEAHOCTT3;

» EBpOTPBLCT NoaAbPKA MAM MPEXBBLPAA Ha HAAEKAHA CTPaHa CBOUTE 3aAbAXKEHNA Aa
NpPeAOCTaBA Ha Pa3NoOAOXKEHWE MYBANYHNTE UAN YAOCTOBEPUTEAHU TOKEHWN Ha AOBEpPABALLUTE Ce

CTPaHu 3a pasyMeH Nepmoa oT BpeMme.

13.1 NPEKPATABAHE HA AEMHOCTTA HA YAOCTOBEPABALLUA OPTAH

lMpn npekpaTABaHe Ha AEMHOCTTa Ha yAOCTOBepABall, opraH, EBpoTpbcT m3anbAHABa
CAepHaTa npoueAypa:

» CAeABa  aKTyaAM3vMpaH W OAO0DPEeH OT pPbKOBOACTBOTO MAaH W CLEHapui  3a
npekpaTABaHe Ha AEMHOCTTa Ha YAOCTOBEPABALL, OpraH;

» yBeaoMsABa notpebuteante, OpraHa no HaA30p U TPETUTE CTPaHW 3a NPeKpPaTABAHETO
Ha AEMHOCTTa Ha CBOA yAaocToBepnABaly, opraH. MIHpopmaumaTa ce npeaocTaBs Ypes MMenA NAn
4ypes NybAnKyBaHe Ha canTa Ha EBpoTpberT;

» npekpaTABa paspelleHMeTo Ha BCUYKWU AMLLA, KOUTO MMaT AOFOBOPHU AEMHOCTM Ad
N3BbPLUBAT AEMHOCTW, CBbP3aHN KOHKPETHUA YAOCTOBEPABALL, OpraH;

» npeAn npekpatABaHe Ha AEMHOCTTa Ha yAOCTOBepABalLMA OpraH, B pasyMeH CPOK,
NPEXBbPAA 3aAbAXKEHWATA CU MO MOAAbPXKaHe Ha uAsaTa umHbopMauumsa, Heobxoamma 3a
NpeAOCTaBAHE Ha AOKa3aTeACTBa Ha HaAeXAHa CTpaHa;

» MNPOMEeHsA cTaTyca Ha onepaTUBHNTE YAOCTOBEPEHMUS;

> npeKparaBa M3AaBaHETO HOBW YAOCTOBepPeEHWMA, HO MNPOAbAXMAaBa Aa YMNpaBAABa
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aKTUBHUTE YAOCTOBEPEHMNA AO KpPaa Ha TAXHOTO AENCTBUE;

» NpeAn pAa NPeKpaTh AeMHOCTTA, YaCTHUTE KAIOYOBE, BKAIOYNMTEAHO PE3EPBHUTE KOMWA,
61BaT YHULLO>KEHWN NAU U3TETAEHU OT ynoTpeba No TakbB HauMH, e AUYHUTE KAIOYOBE Aa He MoraT
Aa 6bAaT M3BACYEHMU;

> npaBu TbProBCKM PasyMHU YCUAMA, 33 Ad Ce CBeAe AO MUHMMYM HapyluaBaHeTo Ha
WHTepecuTe Ha NnoTpebuteAnTe;

» EBpOTpPBLCT npuAara Mepku 3a MOKPUBaHE Ha Pa3xoAMTE B CAyHan Ha OaHKPYT VAM
nopaau APYrv NPUYMHK 3a NpeKpaTABaHe Ha ANCTBMETO Ha yAOCTOBepABaLL, opraH. B cayvan, ve
He e B CbCTOAHME Aa MOKPUE Pa3XOANTE CaM e NMPEeABUANA MEPKUN B PaMKUTE Ha NMPUAOXKUMOTO

3aKOHOAATEACTBO.

13.2 NPEXBbPASAHE HA AEMHOCT KbM APYI AOCTABYMK HA KBAAUOULUPAHU
YAOCTOBEPUTEAHU YCAYTU

B cayyan, ye EBpOTpPBCT pelun aAa NPexsbpAM AEMHOCTTa CU Ha APYr KBaanduumpaH
AOCTaBUYMK Ha YAOCTOBEPUTEAHU YCAYTU, APY>KECTBOTO M3MbAHABA NMPEABAPUTEAHO Cb3A3AAEH W
OAODPEH OT PbBKOBOACTBOTO MAAH W CLUEHapUW 3a OCUrypABaHe Ha HEMNPEeKbCHaTOCT Ha
NPeAOCTaBAHETO Ha KBaAMdUUMPaHM YAOCTOBEPUTEAHUM YycAyrn. B Tosu cayvan, EBpotpber
N3MbAHABA CAEAHATa CTbMKU:

> yBepomaABa OpraHa No Hap30p 3a HAMEPEHNETO CU, HE MO-KbCHO OT 4 Mecela Npean
AaTaTa Ha NpeKkpaTABaHe N NPEXBbPAAHE Ha AEMHOCTTa;

» rnoAara BCUYKWU YCUAMA WU TPUXMK, 33 Ad NMPOABAXKWU AENCTBMETO Ha U3A3AEHUTE
NOTPEONTEACKN YAOCTOBEPEHUA;

» yBeaoMsaBa nucMeHo OpraHa no HaA30p M NOTPebuTeAnTe, Ye AEMHOCTTa My Cce Noema
OT APYr KBaAUOUULMpPAH AOCTaBYMK, KaKTO M OTHOCHO HaMMeHOBaHMETO My. YBEAOMAEHMETO ce
nybAnKyBa B UHTEPHeT cTpaHuuaTta Ha EBpoTpbcT;

» yBepOMsABa NOTPEObUTEAUTE OTHOCHO YCAOBMATA MO MOAAPDBMKA Ha NPEXBbPAEHUTE
YAOCTOBEPEHMA KbM NpUeEMaLLMA AOCTaBYUK;

» TNPOMEHA CcTaTyca Ha OnepaTUBHUTE YAOCTOBEPEHWMA U HAAAEXKHO MNpeaaBa LAAaTa
AOKYMeHTaumA, CBbp3aHa C AEMHOCTTa CU Ha NPUEMaLLMA AOCTaBUYMK, 33€AHO C BCUYKW apXmnBy,
KaKTO U BCUYKN N3AAEHN YAOCTOBEPEHUS;

> M3BbpPLUBa HeO6XO,A,VIMl/ITe AePICTBl/IH 3a NMPEXBbPAAHE Ha 3aADbAXKEHWMATA NO NMOAAPDBXKKA
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Ha MHPOPMaLMATa KbM NPUeMaLLMa AOCTaBUMK;
» nNpexBbpAA YMNPaBAEHWMETO Ha BeYe U3A3AAEHUTE YAOCTOBEPEHWA 3a KpalHu

noTpebuTeAn KbM NpruemMalLlmna AOCTaBYMK;

EBpOTPBCT CKkAOUBaA MOAXOAALL, AOTOBOP, C KOMTO MPUEMALLMAT KBaANPULIMPaH AOCTaBYMK
noemMa npaBaTa W 3asbAXeHMATa Ha EBpOTPBCT M npoabAKaBa aAa ynpaBAABa aKTUBHUTE
YAOCTOBEPEHMA A0 Kpaa Ha TAXHOTO aencTeBue. ApxmBbT Ha EBpoOTpbCT ¢ npekpaTeH cratyc

TpAbGBa A2 ObAe NPeAaAEH Ha AOCTaBYMKA, MPUEA AENHOCTTA.

13.3 OTHEMAHE HA KBAAUOULIMPAH CTATYT HA EBPOTPLCT UAU HA
YAOCTOBEPUTEAHA YCAYTA

Mpwn oTMAHa Ha KBaAndUUMpaHuA cTaTyT Ha EBpOTPBCT MAM Ha eaHa, MAM MoBeye OT
NPEeAOCTaBAHNTE OT HEro YAOCTOBEPUTEAHM YCAYTU, TOM U3MbAHABA CA€AHATa NpoLeAypa:

» yBeAOMABa NOTpebUTeAUTe CU 3a MPOMEHEHMUA CU CTaTyT UAU TO3U, Ha CBOUTE YCAYTU;

» NPOMeHsA CTaTyca Ha CBOUTE YAOCTOBEPEHWNA;

» npekpaTABa Aa M3AaBa HOBU KBaAMOUULMPAHW YAOCTOBEPEHMUA, HO MPOAbAXKaBa Ad
ynpaBAABa akTUBHUTE YAOCTOBEPEHMNA AO KpaA Ha TAXHOTO AEUCTBUE;

> MpaBuW TbProBCKM PasyMHW YCUAWA, 3a Ad CE CBEAE A0 MUHMMYM HapyllaBaHeTo Ha

MHTEepeCcuTe Ha I'IOTpe6l/ITe/\l/ITe.

14 MNMPOBEPKA U KOHTPOA HA AEMHOCTTA

NpoBepknte, wum3BbpwBaHn B EBpoTpbCcT ce oTHacAT A0 obpaboTkaTa Ha
MHOOPMaLMOHHUTE AAHHW U yMpPaBAEHME Ha KAIOYOBWUTE MPOLEeAypu. Te uMaT 3a UeA Aa
KOHTPOAMPAT MPaKTUKUTE MPU NPEeAOCTaBsHE Ha KBaAUDUUMPAHU YAOCTOBEPUTEAHUTE YCAYTU
AOKOAKOTO Te Ca CbBMeCTMMW C BHEAPEeHaTa WHTerpupaHata cucTeMa 3a yrnpaBAeHWe, KOATO
BKAIOYBa M3NCKBaHWATa Ha ctaHaaptute ISO/IEC 27001, ISO 92001, ISO 22301, n ISO/IEC 20000-
1, Pernament (EC) N° 910/2014, GDPR 1 BbTpelwHUTE YyNpaBAEHCKW peLIeHUA N MepKU.
VsBbplBaHNTEe 0AMTM Ha EBpPOTPBCT ce OTHacAT 3a BCUYKM YAOCTOBEPWUTEAHW OpraHu,
NPUHaAAeXallM KbM 6a30BMA YyAOCTOBEpPABALL, OpPraH, pPerncrpupalima opraH, KakTo n Apyru
eneMeHTUN Ha MHbPaCTPyKTypaTa Ha NMyBANYHUA KAKOY.

EBpOTPBCT e2KeroaAHoO n3BbpLUBa Hal-MaAKO €AVH BbTPELLEH OAUT.

EBpOTpDBCT € 06eKT Ha OAUT Ha-MaAKO BeAHBXK Ha 24 Meceua oT OpraH 3a oueHABaHe Ha
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cboTBeTcTBMETO. LleaTa Ha oanTa e pa ce noTBbpaM, Ye EBpOTPBLCT KaTo AOCTaBYMK Ha
KBaAMOULMPAHN YAOCTOBEPUTEAHU YCAYTM W MPEAOCTaBAHUTE OT Hero KeaAubuumpaHu
YAOCTOBEPUTEAHU YCAYTN OTTOBAPAT Ha M3NCKBaHUATa, nocodern B PeraamenTt EC) N° 910/2014.
AOKAapnTe 3a oOueHABaHe Ha CbOTBETCTBMETO OT YCMELWHO 3aBbPLUMAUTE TMPOBEPKWM Ce
npeaoctaBaT Ha OpraHa NO HaA30p 3a MNOTBbPXKAEHWE Ha KBaanduumMpaHua cTaTyT Ha
YAOCTOBEPUTEAHUTE YCAYTU B AOBEPUTEAHUA CMUCHK.
OpraHbT MO HAA30P MOXE MO BCAKO BPEME Ad M3BbPLLUN OANT MAM Aa Noncka oT OpraH 3a
oLeHABaHe Ha CbOTBETCTBMETO Aa HanpaBu oLeHABaHe Ha cboTBeTcTBMeTO ¢ PernameHt EC) N°

910/2014 na EBpoTpbCT.

14.1 YECTOTA HA OAUTA

PbkoBoacTBOTO Ha EBpOTpBbCT HasHayaBa NepuoAMYHW NMPOBEPKU 33 CbOTBETCTBME Ha
TeKyLlaTa AEMHOCT C YTBbPAEHUTE MNPaKTUKN 1 MOAUTUKN NPU NPEAOCTaBAHE Ha KBaAndULMpaHmu
YAOCTOBEPUTEAHWN YCAYTU. PbKOBOACTBOTO OCBLLECTBABA MOCTOAHEH OMNepaTUBEH KOHTPOA 3a

TOYHOTO M3MbAHEHWE Ha NHCTPYKLMUTE Npu paboTa OT nepcoHasa Ha EBpoTpbCT.

14.2 KBAAMOUKALIUA HA NMPOBEPABALLUTE AULIA

BbHWweH oanT ce m3BbpLIBa OT akpeanTvpaH K HesaBucuMm OpraH 3a oueHABaHe Ha
cboTBeTCcTBMETO. CrCcTeMaTa 3a akpeAanTauma U KOMMETEHTHOCT Ha OAMTOpPa Ca OMPEAEAEHU B
Peranament (EO) N2 765/2008 3a onpeaendHe Ha M3NCKBaHWATA 3a aKpeAuTauuMAa U HaA30p Ha
nasapa BbB Bpb3Ka C MyCKaHe Ha nasapa Ha NpoAyKTU 1 3a oTMAHa Ha PeraamenT (EMO) N2 339/93
n ce peryampa ot ISO/IEC 17065:2012: OueHkaTta Ha CbOTBETCTBMETO - U3UCKBaHWA 33 OpraHuTe,
YAOCTOBEPABALLNTE NPOAYKTU, MPOLECUTE U YCAYTUTE.

BbHWHa NnpoBepKa OT HAA30PEH OpraH ce M3BbPLLBA MO BCAKO BPEME OT OMPaBOMOLLEHM
caykuteam Ha OpraHa no Haa3op - KoMucnaTa 3a peryanpaHe Ha CbobLeHnsTa.

BbTpelwHmAT oAMT ce M3BbpLUBaA OT CAYXKUTEAUM Ha EBPOTPBCT C HyXKHWMA OnNuT M
KBaAMdUKauma. 3a LeAnTe Ha OAMTHaTa AEMHOCT, EBPOTPBCT € HaeA 1 ONPaBOMOLLMA CAY>KUTEAU,
KOWUTO MpuUTeKaBaT HEOBXOAMMUTE TEXHUYECKU MO3HaHWA, CBbpP3aHu C MHOPACTPyKTypaTa Ha
NYBAMYHUS KAIOY, C HAAEXKAHATa U CcUTypHa paboTa Ha TeXHOAOTMYHaTa cucteMa, MHGopMaLMoHHa

CUTYPHOCT, KaKTO N C HaAN4YnNe Ha NoAAM NPaKTUHECKN ONMUT B OANTUPAHETO.
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14.3 OTHOLWWEHWA HA NPOBEPABALUUTE AUULLA C EBPOTPBCT
BbHWHUTE NpoBepABalm AMLa TpAOBa A2 ObAAT HE3aBUCUMU, Ad HE Ca MPAKO UAM KOCBEHO
cBbp3aHn ¢ EBpoTpbCT 1 pAa HAMAT KOHAMKT Ha nHTepecn ¢ EBpoTpbeT. OTHOWEHNATa MeXAY

EBpOTpBCT M NnpoBepABaLLO BbHLIHO AMLE Ce YpeXAaT C AOroBop.

14.4 OBXBAT HA OAUTA

MNpoeepkaTa oT cTpaHa Ha OpraHa No Haa30p 06XxBalla HOPMaTUBHO PErAaMEHTUPAHNTE
N3NCKBaHNA KbM AEMHOCTTa Ha EBPOTPBCT CbrAaCHO NPUAOKMMOTO 3aKOHOAATEACTBO B CEKTOpPA
Ha KBaAMdUUMpPaHU yAOCTOBEpPUTEAHWN YCAyrn. OanTbT oT cTpaHa Ha OpraHa 3a oueHABaHe Ha
CbOTBETCTBMETO ObXxBalla UAAOCTHaTa AeWHOCT Ha EBpoTpbcT no npeapocrtaBAHe Ha
KBaAMPULMPAHN  YAOCTOBEPUTEAHU YCAYTM W U3MbAHEHME Ha BCUYKM  CTaHAAPTU W
CTaHAAPTU3ALMOHHU AOKYMeHTK, cBbp3aHu c Peraament (EC) N2 910/2014: pAokymeHTaums;
apxvBn; MHOOPMaULMOHHN AAHHW, CBbP3aHM C M3AABaHE U yrNpaBAEHWE Ha KBaAubuuMpaHu
yAocToBepeHus; duanyecka n MHPOPMaLMOHHA CUTYPHOCT M HAAEXKAHOCT Ha TEXHOAOTrMYHaTa
cucTeMa U1 ynpaBaeHue; YaocToBeputeAHn opraHn. OpraHbT 3a OUEHABaHE Ha CbOTBETCTBMETO
rapaHTMpa, 4e ObXBaTbT U IPaHULUTE Ha MPUAOKMMOCT Ha YAOCTOBEPUTEAHUTE YCAYrM Ha
EBpoTpbcT ca AcHO AeduHUMpaHM MO OTHOLWEHME Ha XapakKTepucTUKuTe Ha 6BusHeca,
opraHuMsaumaATa, CbOPbBXKEHUATa, aKTMBUTE U TexHoaormaTa. OpraHbT 3a oueHABaHe Ha
CbOTBETCTBMETO rapaHTMpa, 4e OoueHKaTa Ha pucka 3a WHOOPMAUMOHHA CUTYPHOCT W
TPEeTUPaHeTO Ha pPUCKa Ca MPaBUAHO OTPaseHU B AEMHOCTTa Ha EBpoTpbCT, ye nHtepdencute ¢
YCAYTU AW AEMHOCTW, KOUTO He ca U3LAAO B 0b6XBaTa Ha YAOCTOBEPUTEAHUTE YCAYTU, Ca BKAKOYEHMW
B OLLeHKaTa Ha pucKa Ha nHbopMaumoHHaTa cUrypHocT Ha EBpoTpbcr.

OO6xBaTbT Ha BbTPELUHUTE OAUTW BKAKOYBA: MPOBEpPKa Ha AEMHOCTTa Ha AOCTaBYMKa W
CbOTBETCTBMETO W C MOAUTUKUTE U MPAKTUKUTE MNPU MPEeAOCTaBsHE Ha KBaAMbUUMpaHn
YAOCTOBEPUTEAHWN YCAYTU; CbMOCTaBKa Ha MPaKTUKN U NMPOLLEAYPU MOCOYEHWN B TO3U AOKYMEHT C
TAXHATa NpaKTUYecKa peaAnsauma Npu U3NbAHEHWE Ha AeMHOCTTa Ha EBpoTpbeT; npoBepka Ha
AenHocTTa Ha Peructpupaluma opraH; Apyrn obctoaTeAcTBa, GakTv U AEMHOCTM, CBbP3aHM C

nHdpacTpykTypaTa EBpOTPBCT, NO NpeLeHka Ha pbKOBOACTBOTO Ha EBpoTpbCT.

14.5 AENCTBUA, NPEANPUETU B PESYATAT HA U3BBPLUEHUA OAUT

,A,OK/\a,A,VITe OT BbTpewHM N BbHWHN OAUTKN Ce MNMpeAaBaT Ha EBpOTp'bCT. ,A,OK/\a,A,'bT oT
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OpraHa 3a oLeHABaHe Ha CbOTBETCTBMETO ce NpeaaBa Ha OpraHa No HaA30p B paMkuTe Ha 3 (Tpu)
AHU CAeA BPbBYBAHETO My Ha PbKOBOACTBOTO Ha EBpoTpbcT. OAUTOPCKMA AOKAAA BKAKOYBA
KOHCTaTauun OT MNperaepa Ha AOKYMeHTaumATa Ha EBpoTpbCT, crnasBaHe M3MCKBaHMATA Ha
NPUAOKMMUTE CTaHAAPTU, U PEryAaTOpHW W3NCKBaHWMA, OTYET Ha aHaAM3a Ha pucka Mo
MHGOPMaLMOHHA CUTYPHOCT, 0BAaCTVM O0BXBaHaTK OT OAMTA UM BpeMe 3a HEroBOTO M3BbPLUBAHE,
HanpaBeHN HabAAEHMA W BCUMYKM YCTAHOBEHWM HecboTBeTCcTBMA. B AOKAapa ce pasraexkaa
aAEKBaTHOCTTa Ha BbTpELLHaTa opraHu3auma 1 npouesypute Ha EBpoTpbCT 3a yKkpeneaHe Ha
AOBEPUETO B NPEAOCTaBAHUTE YAOCTOBEPUTEAHM YCAYTU. Bb3 OCHOBa Ha HanpaBeHUTE OLeHKM OT
AOKAAANTE, PBKOBOACTBOTO Ha EBpoOTpbCT HabeadAsBa MepKW M CPOKOBE 3a OTCTPaHABaHe Ha
KOHCTaTMpaHUTe NpPOMNycku W HecboTBeTCcTBMA. [lepcoHanbT Ha EBpoTpbcT npeanpuema

KOHKPETHU AeIZCTBI/IFI 3a TAXHOTO OTCTpPaHABaHe B NOCO4YeHUTEe CPOKOBE.

14.6 CbXPAHEHUE HA PESYATATUTE OT OAUTUTE
PesyATaTuTe OT M3BbPLUEHUTE BbTPELIHN U BbHLIHUM OAUTU CE€ CbXPaHABAT HAAAEXKHO B
apxvBa Ha EBpotpbct. CepTdMKaLMOHHUAT AOKYMEHT noAydeH oT OpraHa 3a oueHsBaHe Ha

CbOTBETCTBNETO Ce I'Iy6/\l/IKyBa Ha CTpaHuMuaTa Ha EBpOTp'bCT B NHTEPHET.

14.7 CbBUPAHE HA AOKA3ATEACTBA
EBpoTpbcT MMa npoueaypa 3a cbbupaHe Ha AOKa3aTeACTBa, KOATO BKAIOYBA:!

> EBpoTpbcT 3anmMcBa M Noaabprka AOCTbMHA 33 MOAXOAALL MEpUoA OT BpeMe,
BKAIOUYMTEAHO 3a CAEA NPeyCcTaHOBsABaHe Ha AEMHOCTTa CU1, UuAAaTa MHGOPMaLMA OTHOCHO AaHHUTE,
N3A3AEHW U MOAYYEHWN MO BPEME Ha AEMHOCTTa CW, C LeA NPeAOCTaBAHE Ha AOKasaTeAcTBa B
CbAEOHM MPOU3BOACTBA U C LLIeA OCUTypPABaHE Ha HEMPEKbCHATOCT Ha yCAyraTa;

> EBpoOTpbCT e npeanpuven MOoAXOAALLUM TEXHUYECKW W OPraHU3auMOHHW MepKu
cpelly HepaspeLleHO AN He3aKOHHO 0bpaboTBaHe Ha AMYHU AaHHW U CpeLly CAyYanHa 3aryba,
YHULLO>KaBaHe UAU YBPEXKAAHE Ha ANYHU AQHHU;

» EBpotpbcT e peructpuparno B Penybanka bvarapua, Ha TeputopuaTa Ha EBpona, u
KaTo TaKOBa, CNa3BalKky eBPOMNENCKOTO U HaLMOHAAHO 3aKOHOAATEACTBO, rapaHTMpa Ye AUYHUTE
AAHHW ce obpaboteat B cbotBeTcTBMEe C Pernament (EC) 2016/679. B TOBa OTHOLIEHME,
NPeAOCTaBANKM YAOCTOBEPUTEAHU YCAYTM OT pascToAaHue, EBpoTpbCT npeaocTaBAa AOCTBM A0

CBONTE YCAYrM KaTo o6pa60TBa CaMO Te3n VI,A,eHTVI(I)VIKaLI,VIOHHVI AdHHN, KOUTO Ca aAEeKBaTHW,
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MOAXOAALLM U HE NMPEKOMEPHO;

» 3anas3Ba NOBEPUTEAHOCTTa W LLeAOCTTa Ha TeKYLLMTE U apXMBUPaHW 3aNnUCu OTHOCHO
paboTaTa Ha yCAyruTe;

> AOKYMEHTMU, Kacaely OYHKUMOHUPAHETO Ha YCAYTUTE, Ce apXMBUPAT U3LAAO U
NMOBEPUTEAHO B CbOTBETCTBUE C A0OPUTE BU3HEC NPaKTUKY;

> 3anucuTe, OTHACALLM Ce A0 eKCNAoaTaumATa Ha YCAYrnTe, ce NpPeAoCTaBAT, ako ce
M3MCKBAT C LieA MPeAOCTaBAHE Ha AOKa3aTeACTBa 3a MPaBUAHOTO GYHKLUMOHMPAHE Ha YCAyrmuTe 3a
LLleAUTE Ha CbAEOHOTO MPON3BOACTBO;

» 3anucBa ce TOYHOTO BPEeME Ha 3HaYMMUTE 3a ynpaBAEeHUE Ha AEMHOCTTa CbouTuA,
KaToO yrnpaBA€HWE Ha KAIOHOBETE U CUHXPOHN3aunAa Ha HaCOBHUK;

» BpEeMeTo, M3MOA3BaHO 3a 3arnncBaHe Ha CbOUTWA, KakTO Ce M3NCKBa B OAUTHWUTE
3anucu (audit log), ce cunxporusmpa ¢ UTC Ha noHe BeAHBX Ha AeH;

» 3anucuTe, OTHacAWM Ce A0 YCAYTUTE, Ce CbXpPaHABaT 3a OMNPEAEAeH Mepuoap oT
BpeMe, KOUTO € MOAXOAALL 3a MPeAOCTaBAHE HEOOXOAMMUTE MPaBHU AOKa3aTEACTBa M KaKTo e
3anucaHo B O6LWwmMTE YCAOBUA N AOTOBOP;

> CbbUTUATa ce PEerncTpupaT No HauYMH, KOMTO HE MOXe AeCHO Aa ObAe N3TPUT UAK
YHULLOXEH ,0CBEH aKO Ca HapEeXKAHO MPEXBbPAEHU KbM ABATOCPOYHU apXMBWU B PaMKUTE Ha

CPOKa, B KOMTO Te TpAbBa Aa 6baAaT CbXpaHABaHM.

EBpOTpBCT NpuAara CAEAHOTO AOMBAHUTEAHO U3WNCKBAHE 3@ OAUTHUTE 3amnnCu:
SSASP cbxpaHfABa OAUTHUTE 3aMMCK B CbOTBETCTBME C MPUAOXKMMOTO 3aKOHOAATEACTBO 3a
cpok o1 10 (aeceT) roaAMHN CAep KaTo BCAKO YAOCTOBEPEHME Bb3 OCHOBA Ha T€3U 3anuncu npecraHe

Ad BbAae BAaAVAHO.

EBpoTpbCT peructpmpa BCUYKM CbOUTWA, CBbP3aHW CbC CUTYPHOCTTA, BKAOYUTEAHO
NPOMEHMW, CBbP3aHMU C MOAMTMKATa 3a CUFYPHOCT, CTapTUPaHe U W3KAIOYBaHE Ha CUCTeMaTa,
CPMBOBE Ha cCUCTeMaTa U XapAyepHW MOBPEAW, AEMHOCTU, CBbP3aHW CbC 3aluMTHaTa CTeHa U
pyTepM, KaKTo 1 OMUTK 3a AOCTbN A0 cucTeMaTa Ha SSASC.

EBpoTpbCT reHepurpa OAUTHU AQHHW NPU PerucTpupaHe Ha: 3HauyuMu cbbutua 3a TWA4AS,
CBbP3aHM CbC CPeAATa, KakTo 1 CbOUTUA, CBBP3aHM C YNPaBAEHMETO Ha KAlOYOBE (reHepupaHe,

N3MOA3BaHE U YHULLOMEHME; BCUYKN OMUTU 3@ A0CTbN A0 TWAS); cbbutnA 3a noanmMceaHe oT
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noTpebuTteas (Hanp. yCnewHo NoANMCBaHe OT NOTPebuTen, ynpaBaeHne Ha 3aaBkn 3a DTBS/R u
n3paBaHe Ha YAOCTOBEPEHUE), YAOCTOBeEpABaHe Ha noTpebutend upes SAP; ynpaBaeHuve Ha
noanuceawma SAD ot TW4S; ctapTupaHe n nskAtoYBaHe Ha GyHKLMATA 3@ reHeprpaHe Ha OAUTHMN
A@HHU; MPOMEHM B OAUTOPCKM NapaMeTpu.

EBpoOTpbCT rapaHTMpa HaAMYMETO Ha OAMTOPCKM 3anucu. 3a Tasu LeA OAMTHaTa GyHKLMA
caMo pobaBa uvHbopmaumA. EBpoTpbcT npeanpreMa AENCTBMA B CAyYall Ha Heycrnex Ha
npesaBaHe Ha OAMTOPCKa MHGOPMaLMA A0 KOETO U Ad € BbHLUHO XpaHuauiie. AO MOMeHTa Ha
Bb3CTaHOBABaHE OAMTOPCKaTa MHOGOPMaLuma T ce cbbupa AokaaHo TWAS 3alimTaBa cbxpaHeHuTe
3anMcK OT HepaspeleHo matpmaHe. OAUTHUTE 3anMcK MOXKe Aa ObAAT M3TPWUTK, KOorato ce
APXMBMPAT BbB BbHLUHO XpaHWUAMLLE. BCUYKN OAMTHM 3aNnNCK CbAbPKAT: AaTa M Yac Ha CbOUTMETO,
BMA Ha CbOUTUETO, MAEHTUYHOCT Ha cybeKTa (noTpebuTtea, aaAMUHUCTPATOP, NPOLEC), YCNeLwHo
WNAM HeyCMneLwHO cbbuTtne, oTroBOpHUK 3a pAenctBreTto. TW4S no3BoaABa TbpceHe Ha cbbuTnA B
OAVTHUA AHEBHWK Bb3 OCHOBA Ha AaTtata Ha CbOUTWETO, TUN CbOUTUE U/UAM CaMOAMYHOCTTA Ha
notpebuteas. OAUTHUTE 3anmcK ca BbB dopMaT, KOMTO MOXKe Aa 6bae obpaboTeH U KOWTO e
MOAXOAALL, 338 CUCTEMHUTE OAUTOPU Aa MHTepnpeTupaT uHPopmaumsaTa. TW4AS no noappasbupaHe
OTKas3Ba Ha BCUYKM MOTPEOUTEAM AOCTBM 3a YeTEeHe AO OAMTHWUTE 3anucK, C U3KAIOYEHWE Ha
noTpebuTeAn, Ha KOUTO € NMPEAOCTaBEH U3PUYEH AOCTbM 3a YeTeHe (Hanp. Ha CUCTEMHUA OANTOP).

EBpoTpbCT rapaHTipa LeAoCTTa Ha oAUTHUTE 3anncu kato TWAS ocurypsBa LeAOCTTa Ha
OAVTHWUTE 3amMnUCU C EAEKTPOHEH MOAMUC W eAeKTPOHeH BpeMeBu nedat. TWA4AS npeapocTaBs
GYHKLUMA 3a NpoBepKa Ha LLeAOCTTa Ha OAUTHUTE AaHHW. TWAS rapaHTMpa TOYHOCTTa Ha BPeMeTo
Ha OAUTMPaAHWUTE CbOUTUA, KAaTO W3MNOA3BA W3TOYHWK Ha BpPEME, KOUTO € MOAXOAALLO
CUHXPOHM3MPAH CbC CTaHAAPTEH W3TOYHWK Ha Bpeme. YyBcTBUTEAHaTa WHPopMaums ce
CbXpaHsABa B 3aLUNTEH BUA, 3@ A CE rapaHTMpa HerHaTa LAAOCT M MOBEPUTEAHOCT.

EBpoOTpbCT reHepurpa apXmB Ha BbHLUHU HOCUTEAU. BBHLWIHWUTE HOCUTEAN Ca MOAXOAALLM 33
CbXpaHeHMe W nocAepBalla obpaboTka M MoraT Aa NPeAOCTaBAT HEOOXOAMMUTE MpPaBHU
AOKa3aTeACTBa B MOAKPENa Ha eAEKTPOHHUTE NMOANMUCU. BCUYKM OAUTHU AHEBHULM Ce apXMBMpPaT.
Bcekun 3anuc B apxvBa BKAOYBa BPEMETO, B KOETO € HAaCTbMUAO apXMBUPaHETO. APXMBBLT He
BKAKOYBA YyBCTBUTEAHa wHbopMauma (Hanp. TWAS noTtpebuteacku napoaun). EspoTpber
rapaHTMpa LeAoCTTa Ha apXUBUPaHUTE AQHHU 1 NPEAOTBPaTABa HepaspeLleHn MoarnbuKaumm Ha
3anncuTe, KaTto MMa MexaHU3bM 3a MpoBepKa Ha ueAocTTa. EBpoTpbcT apxuBupa cUCTEeMHa

I/lHCI)OpMaLI,VIH, HeO6XO,A,VIMa 3a Bb3CTaHOBABAHE Ha CUCTEMaATa CAeA NOoBpeAa NAU 6eACTBVIe. ﬂpl/l
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HeobxoanmocT TWAS BrkAloUBa GyHKUMA 3a Bb3CTaHOBABAHE Ha CbCTOAHMETO Ha cucTeMaTta oT
pe3epBHO Konue. [ToTpebuTen, cBbP3aH C POAA C AOCTaTbUHU MPUBUAETNU, MOXE A3 U3BMKBA

Ci)yHKLI,I/IFITa 3a Bb3CTaHOBABaHE MNMpn NONCKBaHe OT pe3epPBHO Komnume.

B AonbAHeHme EBpoTpbCT Npuaara caepaHmTe cneundnyHm U3NCKBaHMA 3a NpeAOCTaBAHaTa

YCAyra 3a Cb3paBaHe Ha eAEKTPOHHM NoanvcKn/neyaTn oT pa3cToaHme:

» BCAKa onepauua 3a cbasaBaHe Ha umdbpor ADES noanuc ce peructpupa, 3aeAHO ¢
naeHTMdUKaLmATa Ha NOTpPebuTeAd, B CAydanTe Korato Tasm MHGopMauns e U3BECTHa;

> XKYpHaAUTe Ha CbOUTUATA Ce MOAMMCBAT C BDEMEBW Mneyar;

» npu cbbupaHeTO Ha AOKasaTeACTBa ce [MpuAaraT HaW-CTPOrm MepKn 3a
NOBEPUTEAHOCT;

» >KypHaAUTe BKAKOYBAT TUMa Ha CbbUTMETO, MHGOPMaLMA 3a ycrnexa NAK Heycrnexa Ha
cbbuTHEeTOo U M,A,eHTMd)MKaTop Ha AMLETO U/NAM KOMMOHEHTa NPEeAN3BMKaAA TOBa CbOUTUE;

» 3a edpekTuBHO ynpaBAeHMe U GyHKUMOHMpaHe Ha EBpoTpbCT, BCUYKK CbbUTMA,
MMalln CbLLeCTBEHO 3Ha4YeHne Bbpxy CVIprHOCTTa N HaAEXKAHOCTTA Ha TEXHOAOTMNYHATa CUCTEMa,
KOHTPOAa BbpPXy MNepCcoHaAa W MNOTPebUTEAUTE, N Bb3AEUCTBMETO BbPXY CUFYPHOCTTa Ha
NpeAoCTaBAHUTE KBaAUDULMPAHM YAOCTOBEPUTEAHM YCAYTU Ce 3annCBaT;

» uvHbOpMaLMATa 3a EAEKTPOHHUTE »KYPHAAW Cce reHepupa aBTOMaTUYHO. KypHan
Ha 3anMMcK Ha PerucTpupaHun cbOUTUA ce CbXxpaHsaBaT BbB dpalinoBe Ha CUCTEMHUA AMCK 3a HaW-
Manko 6 (wecT) Meceua. [Tpe3 ToBa BpeMe Te ca AOCTbMHW OHAAMH UAW B MPOLLEC Ha TbpPCeHEe OT
BCEKW OTOpPU3MPaH CAyXuUTeA Ha EBpoTpbeT. Caep TO3M Mepuroa, 3anvcmute ce CbXpaHABaT B

apxusure.

15 APYIA BUSHEC U NPABHU BbINMPOCU
15.1 UEHU N TAKCH
EBpoTpbCcT NpeaocTaBsa yAOCTOBEPUTEAHU YCAYTU Ha MOTPEBUTEAUTE MO CAEAHUA HAYUH:
a) nNpeAaocCTaBA YyCAyruTe 6e3MAaTHO WAM  Cpelly Bb3HarpaKAeHue, CcbobpasHo
onpeaeAneHTe B TapudaTa 3a M3MNOA3BAHE Ha YCAYrUTE, AOCTBMHW MPe3 MPUAOKEHWETO Ha
Espotpber (Tapudara) uernn. Tapudata e AOCTbNHA B MOBUAHUTE NMPUAOXKEHUA N HA EAEKTPOHEH

aapec: http://tariff.evrotrust.com;
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6) 3anasBa NPaBOTO CW EAHOCTPAHHO Aa MPOMeHA obABeHuTe LeHn B Tapudata, npm
cnasBaHe M3UCKBaHWATa Ha AEMCTBALLOTO 3akoHoaaTeAcTBo. [lpomAHaTa B LEHUTe He 3acAra
M3MNOA3BaHETO Ha BeYe 3anAaTeHu OT NOTPebUTEAUTE YCAYTY;

B)  LEHMWTe 3a M3MOA3BaHe Ha YCAyruTe ce 3anaAawat Ha EBpoTpbCT oT noTpebuteante
AW OT AOBepABaLLUTE Ce CTPaHU, CbObPa3HO YrOBOPKUTE MeXAY TAX;

» LEeHWTe 3a M3MNOA3BaHEe Ha YCAYrUTe Ce AbAXKAaT CbObOpPasHO NPeABUAEHOTO B
TapudaTta n3noA3BaHe Ha YCAyra UAW MO APYT ONpeAeneH B TapudaTta HauuH.

r) KoraTo LeHaTa 3a CbOTBeTHa YyCAyra € AbAKMMa OT noTpebutend, B MOOUAHOTO

MPUAOXKEHME Ce BU3yaAM3npa ToYHa MHOPMaLMA 33 CTOMHOCTTA M C BCUYKU ABAKUMU AQHBLM U

APYTM PasxoAM M O3HaYeHMe KOra Bb3HMKBA 3aAbAXKEHMETO 3a 3anAallaHeTo N.

15.2 3ACTPAXOBKA HA AEMHOCTTA

EBpOTPBCT CKAlOUBA 3aAbAKUTEAHA 3aCTpPaxoBKa Ha AEWHOCTTa CW KaToO AOCTaBYMK Ha
KBaAMGULMPaHN YAOCTOBEPUTEAHN YCAYTM. BbB Bpb3Kka C pMcKa OT OTFOBOPHOCT 3a HaHeceHwu
weTtn B cboTBeTcTBME C YAeH 13 Ha Peraament (EC) N2 910/2014 r. EBpoTpbCT cKkAtouBa
MOAXOAALLA 3acCTpaxoBKa 3a OTFOBOPHOCT B CbOTBETCTBME C HALMOHAAHOTO MpaBo.
3aAbAXKUTEAHATA 3aCTPaxOBKa € C HEMPEKbCBAEM CPOK U Ce MOAHOBABA €XXEroAHo. [TpeaMeT Ha
3acTpaxoBKaTa € OTTOBOPHOCTTa Ha EBpOTpbCT 3a ocbllecTBABaHaTa OT HEFO AEMHOCT, CbIAACHO
M3NCKBaHWATA Ha MPUAOXKMMOTO 3aKOHOAATEACTBO. 3aAbAXKUTEAHATa 3acTpaxoBKa MOKPUMBA
OTrOBOPHOCTTa Ha EBpOTPBCT KbM MoOTpebutean n pAoBepABalLUM Ce CTPaHW 3a MPUYUHEHU
NMYLLECTBEHN U HEUMYLLECTBEHU BPEAM AO TpPaHULUTE OMPEAEAEHUM B MNPUAOKMMOTO
3akoHopaTencTBo. Caep HacTbrnBaHe Ha CbOUTHE, KOETO MOXKe Ad MO3BOAM MPEAABABAHE Ha UCK
MOKPWUT OT 3acTpaxoBKaTa, 3acerHatoTo Auue TpAbBa aAa yBeAOMU nucMeHo EBpotpbeT m
3acCTpaxoBaTeAs B CPOK OT 7 AHW CAeA KaTo CbOUTMETO My CTaHe M3BECTHO. 3aCTPaxOBaTEAHOTO
NOKPUTUE 3@ HAHECEeHU HEeUMYLLECTBEHU U/UAU MMYLLECTBEHU BPEAWM Ha TUTYAAP/Cb3AATEA He

HaAXBBPAA pasMepa YCTaHOBEH OT NMPUAO>KMMOTO 3aKOHOAATEACTBO.

15.3 HENPUKOCHOBEHOCT HA AMMHUTE AAHHU
EBpoTpbCcT npeanpreMa MOAXOAALUM TEXHUHECKM W OPraHM3aumoOHHU MEpKWU cpeLly
HepaspelleHa WAM He3akOHHa 0bpaboTKa Ha AMYHW A@HHU U Cpelly CAyYalHa 3aryba wAm

YHUWOX»KaBaHe Ha ANYHU AaHHW. Kato AAMUHUCTPATOP Ha AUYHWN AaHHW, EBpOTp'bCT CTporo
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CbbAIOA@Ba M3NCKBaHMATa 3a MOBEPUTEAHOCT M HepasnpOCTPaHEHME Ha AUYHUTE AaHHW Ha
Tutyaapu/Cob3pateAn, cTaHaAu My U3BECTHU NPU N3MbAHEHME Ha AEMHOCTTa C KaTO AOCTaBYMK Ha
KBaAMGULMPaHN YyAOCTOBEPUTEAHN YCAYTU. EBPOTPBCT rapaHTnpa, 4e AMYHUTE AaHHM ce cbbupar,
CbxpaHABaT M obpaboTBaT B CbOTBETCTBME CbC 3aKOHa 3a 3aluMTa Ha AUYHUTE AAHHU W
PEFTAAMEHT (EC) 2016/679 General Data Protection Regulation (GDPR). EBpoTpbcT cbbupa
KOAMYECTBO MHPOPMaLMA NPONOPLMOHAAHO Ha HEMHOTO NMpeaHasHadeHue 1 ynoTtpeba. Becekn
noTpebuTen AaBa Cbraacre 3a 06paboTBaHETO Ha AMYHUTE MY AaHHW. TOBa Cbraacue ce 3aABABa
C NOAMMCBaHETO Ha AOroBOpP 3a yAOCTOBEPUTEAHWN YCAYTU. AUYHUTE AQHHU CE M3MOA3BAT CaMO BbB
BPb3Ka C NPeAOCTaBAHETO Ha YAOCTOBEPUTEAHM YCAYTM, KOETO O3HavaBa, Ye ce obpaboTBaT camMo
Te3N AAHHU, KOUTO Ca aAEKBaTHM, MOAXOAALLM N HE Ca MPEKOMEPHU 3a NPEeAOCTaBAHE Ha AOCTbN
OHAAWH AO  YCAyruTe. AnyHuTe AdHHW Ca 3aWnTeHn B CbOTBeTCTBME C TMpaBMAaTa 3a

NMOBEPUTEAHOCT, CbAbPXKALLM Ce B MOAUTMKATA 3a CUTYPHOCT Ha EBpoTpbCT.

15.4 HENPUKOCHOBEHOCT HA BUSHEC UHOOPMALIUATA

HaCTOﬂLLl,I/IH AOKYMEHT HE NOCTaBA N3NCKBaHWA.

15.5 NPABA BbPXY MHTEAEKTYAAHA COBCTBEHOCT

OtHoweHnATa Mexkay EBpoTpbCT 1 noTpebuteanTe No NoBoa NpaBaTa Ha MHTEAEKTYaAHa
COBCTBEHOCT Ce ypexAaT KakTo cAeaBa:

a) npaBaTa Ha WHTEAEKTyaAHa COOCTBEHOCT BbPXYy MOOUAHUTE MPUAOXKEHWA N BbBPXY
BCUYKM APYTU CODTYEPHN MPUAOKEHUA N MPOAYKTU, 6a3n AGHHW N APYTU MaTepuaAm U pecypcum
BbB BPb3Ka C MPEAOCTaBAHETO Ha YCAYruTe, ca ObeKT Ha 3aKkpuaa no OGbArapckua 3akoH 3a
aBTOPCKOTO MPaBO U CPOAHWTE My MpaBa, MNPUHAAAEXAT Ha EBPOTPBLCT MAM Ha CbOTBETHO
YKa3aHOTO AMLEe, NPEOTCTbNMAO MPaBOTO 3a M3MNOA3BaHe Ha EBpPOTPBCT, 1 He MoraT pAa bbaat
N3NOA3BaHW B HapyLUeHWe Ha AENCTBALLOTO 3aKOHOAATEACTBO;

b) npaBoTO Ha AOCTBMN Ha NOTPEBUTEA AO YCAYTUTE HEe BKAIOYBA NMPAaBOTO Aa Ce Konupa
WAV BB3MNPOM3BEXKAA MHPOPMALMA U Ad Ce U3MOA3BAT OOEKTU Ha MHTEAEKTyaAHa COBCTBEHOCT,
OCBEH aKo ce Kacae 3a He3HauyuTeAHa No obeM nHpopMaLma, NpeaHasHa4YeHa 3a AMYHO MOA3BaHe,
Npu yCAOBME, He He Ce yBPEeXAaT HeoMnpaBAaHO 3aKOHHUTE MHTEPECU Ha aBTOPUTE WAU APYTU
HOCUTEAM Ha MnpaBa Ha WHTEAEKTyaAHa CODOCTBEHOCT U B CAyYaW, 4Ye KOMUPaHeTo WAM

Bb3MNPON3BEHKAAHETO CE€ M3BbPLUBAT C HETbPIOBCKaA LEA. Hesasucumo ot FOPHOTO, I'IOTpe6VITe/\HT
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HAMa MpaBoO Aa MNnpemMaxBa 3HauunTe 3a TbProBCKka MapkKa U NPUHaAAAEXHOCT Ha APYro npaBo Ha
MHTEAEKTYaAHa cobcTBEHOCT OT AOCTbMHUTE MYy MaTepUnaAn, HE3aBUCMMO AaAN HOCUTEAAT Ha

CbOTBETHUTE MpaBa € EBpOTp'bCT VAN TPETO AnLe.

16 3AABAXKEHUA, OTTOBOPHOCT U TAPAHLUN
16.1 SBAABAXKEHUA, OTTOBOPHOCT U TAPAHLUUU HA PETUCTPUPALLLNA OPTAH

EBpoTpbcT rapaHTMpa, 4e perucrpupalimMa opraH U3nbAHABa CBOWUTE OYHKLMU U
33aAbBAXKEHUA B MbAHO CbOTBETCTBME C U3UCKBAHUATA M NMPOLEAYPUTE B HACTOALLMA AOKYMEHT,
ObwuTte ycroBudA, AOroBop 3a MNPeAOCTaBAHE Ha YAOCTOBEPUTEAHW YCAYTM U BbTPELUHWUTE
onepaTMBHU WMHCTPYKUWMKW. EBPOTPBCT OTroBapa 3a AEUCTBMATa Ha pPerncrpumpalima opraH B
nHbpacTpykTypaTta Ha EBpoTpbCT.

EBpoTpbCT rapaHtupa, Ye permcrpmpallmna oprax:

» UV3NbAHABA CBOATA AEMHOCT, KaTO W3MOA3Ba HAAEXAHU W CUTYPHU YCTPOWCTBa U
codTyep;

» nNpepoCTaBA YCAYrM, KOUTO Ca B CbOTBETCTBME CbC HALMOHAAHOTO 3aKOHOAATEACTBO U
He HapyllaBa aBTOPCKMUTE NpaBa U AULEH3VpPaHW NpaBa Ha NnoTpebuteanTe;

» NoAara Hy>KHUTE YCUAUA, 3a Ad U3BBPLUBA NPaBMAHA UAEHTUOUKALNA N NOTBbPXKAEHME
Ha A@HHWTe Ha noTpebuTeaunTe;

»  He NpaBu YMULLIAEHWN TPELLKU MAN HEe BHACA HETOYHOCTU B MHGOPMAaLMATA, CbAbPKaLLa
ce B YAOCTOBEPEHUATA;

» npepoCTaBA YCAyrMTe Bb3 OCHOBa Ha Mpouesypu, KOUTO ca CbobpaseHu c
NPUAOKMMUTE NOAUTUKN U NPaKTUKK. VI3nbAHABAT NpoLeaypu 3a Cb3AaaBaHe Ha apxunB U y4acTeaT
BbB BbHLUHW 1 BbTPELLHU 0AMTU Ha EBpOTpbCT;

» npeactaBAa Ha EBpoTpbCT npenopbkn, 0COOEHO Te3Un, KOUTO NPOU3TUYAT OT OAUTUTE;

» ocurypABa 3aliuTa Ha AUYHUTE AAHHU B CbOTBETCTBME CbC 3aKOHa 3a 3alyMTa Ha
AmYHUTEe AaHHU, GDPR 11 OTHOCKMMOTO 3aKOHOAATEACTBO;

» He U3MOA3Ba AMYHUTE ONepaTOPCKU KAIOYOBE 3a LLeAW, PasAUYHU OT Te3W, MOCOYEHN B

HacToAWNMNA AOKYMEHT.

16.2 SAABAXKEHUATA HA EBPOTPBLCT

3a,A,'b/\>-KeHVIF|Ta Ha EBpOTp'bCT BKAKOYBAT!
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» Aa NPepoCTaBA YCAyruTe Ha noTpebuteamTte cbobpasHo Obwute ycaoBua u
NPUAOXKMMOTO 3aKOHOAATEACTBO;

» He3abaBHO Aa NpeAnpureMa AENCTBUA BbB BPb3Ka CbC CNMpaHe, Bb30OHOBABAHE U
npeKkpaTABaHe AENCTBMETO Ha W3A3AEHW OT HEro YAOCTOBEPEHUA MpPW YCTaHOBABaHE Ha
CbOTBETHUTE OCHOBAaHMA 33 TOBA;

> HeszabaBHO Aa yBeaOMABa noTpebuTeamMTe 3a obCTOATEACTBaTa OTHOCHO
BAaAMAHOCTTa AW HAAEXAHOCTTa Ha M3AAEHUTE OT HEFO YAOCTOBEPEHMNS;

> A3 NybAMKyBa U aKTyaAM3vpa MO eAeKTPOHEH MbT OOLOAOCTbMNEH CMMCbK Ha
npeKpaTeHnTe OT HEro YAOCTOBEPEHUA;

» Ad V3BbPLUBA BbHLHU OAUTU MOHE BEAHDBXK Ha 2 FOAMHU OT HE3aBUCUMU OAUTOPU
3a NpoBepKa Ha CbOTBETCTBMETO Ha YAOCTOBEPUTEAHATA YCAYra C NPUAaraHaTa NoAUTUKA;

» Aa cb3paBa undposm noanmncn camo ot QSCD ycTponcTeo;

» 4aCTHUAT KAIOY Ha NoTpebutens Aa ce NopAbprKa (MAM CbOTBETHO M3MOA3BA) MOA,
€AMNHCTBEH KOHTPOA Ha NOoTpebuTens;

» ABOMKaTa KAlO4OBE Ha cybekTa Aa Ce W3MNOA3Ba CaMO 33 EAEKTPOHHU

I'IO,A,I'IVICVI/I'Ie‘-IaTVI.

16.3 TAPAHUUUN HA EBPOTPBCT

EBpoTpbCT rapaHTupa, Ye ocbLuecTBABa AEMHOCTTa CU KaTo:

» CcnasBa TOYHO YCAOBMATA B HAaCcTOALLMA AOKYMeHT, ObLumMTe YCAOBUA, U3NCKBaHMATaA Ha
PernamenT (EC)N° 910/2014, PETAAMEHT (EC) 2016/679 1 npUAO>KMMOTO 3aKOHOAATEACTBO NpPW
OCbLLEeCTBABaHE Ha AEMHOCTTa CU Ha AOCTaBYMK Ha KBaAUDULIMPaHU YAOCTOBEPUTEAHU YCAYTY;

» NpPeAOCTaBAHUTE YCAYTM He HapyllaBaT aBTOPCKUTE MpaBa U AULEH3NOHHW NMpaBa Ha
TPeTn CTpaHu;

»  WN3MNOA3Ba TEXHUYECKO OOOpYABaHE M TEXHOAOTUM, KOUTO OCUTYPABAT HAAEMAHOCT Ha
cucTemMmuTe U TexHWYeckaTa U Kpuntorpadcka cUrypHoOCT Npu OCbLLEeCcTBABaHe Ha npouecuTe, B
TOBa YMCAO U CUTYPEH W 3alUMTEH MEXaHW3bM/YCTPOMCTBO 3a reHepupaHe Ha KA4YOoBE U 3a
Cb3AaBaHe Ha @AeKTPOHEH noanuc/neyar B cBoATa MHGPACTPYKTYpa;

»  mn3paBa KBaAUULMPAHU YAOCTOBEPEHUA 3a EAEKTPOHHU MOANMCK/NeYaT CAA KaTo

NpoBepu C AOMYCTUMM OT 3aKOHa CPEACTBa NpeacTaBeHaTa nHbopmaums;
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» CUTYypHO CbxpaHsABa W MoapAbp»Ka UHbOpPMaums, cBbp3aHa C  M3AABaHUTE
YAOCTOBEPEHMA U ONepaTnBHaTa paboTa Ha CUCTEMUTE;

» CnasBa yCTaHOBEHUTe NpoLeAypu 3a paboTa 1 NpasuAa 3a TEXHUYECKN 1 GU3NYECKIM
KOHTPOA, B CbOTBETCTBME C YCAOBMATA B MPAKTUKUTE U MOAUTUKUTE MPU MPEeAOCTaBAHE Ha
KBaAMOULMPAHN YAOCTOBEPUTEAHU YCAYTH;

> NPV VUCKaHe 13AaBa CbOTBETHUTE TUMOBE YAOCTOBEPEHWA, CMasBaMkM YCAOBUATA W
npoueaypute B TO3M AOKYMeHT, ObwuTe YCAOBWMA, CbOTBETHUTE MOAUTUKN W MPAKTUKKU U
obLonpumeTn CTaHAaPTH

» yBeAOMsBa NoTpebuTeanTe 3a KBaAMOULMPaHWUA CK CTaTyT;

» Cb3paBa Bb3MOXHOCT 3@ He3abaBHO CnMpaHe W npekpaTABaHe Ha AENCTBMETO Ha
KBaAMGULMPAHO YAOCTOBEPEHME;

» npekpaTtaBa M Cnupa AEUCTBMETO Ha YyAOCTOBEPEHMA NMPW YCAOBMATA U MO peAa Ha
CbOTBETHUTE NOAUTUKUN N I'IpaKTI/lKI/I;

» yBeaOMABa He3abaBHO 3aMHTepecoBaHWTE AMUa (AOBepABalLLMTE Ce CTPaHW) CAep
CrupaHe Ha YAOCTOBEpPEHUE;

> ocurypaABa YCAOBMA 3@ TOYHO OMPEAEAfHE Ha BPEMETO Ha M3paBaHe, cnupaHe,
Bb30OHOBABaHE N MpeKpaTABaHe Ha AENCTBMETO Ha YAOCTOBEPEHUATA;

»  W3NbAHABA MNPOLEAYypU MO UAEHTUOMKALMA U yCTaHOBABaHE Ha aBTEHTMYHOCT Ha
TUTYAAPA/Cb3AATENS;

> ocurypaBa MepKM cpelly NoanpaBAHe Ha YAOCTOBEPEHNATA U MOBEPUTEAHOCTTA Ha
AAHHUTE, AO KOUTO MMa AOCTBIM B MPOLLECa Ha Cb3AaBaHETO Ha Noanunca/nevara;

> N3MOA3Ba HapAEXKAHW CUCTEMU 3a CbXpaHFIBaHe n ynpaB/\eHme Ha yAOCTOBepeHI/IFITa;

> CaMO HaAAEeXHO OBAaCTeHU C/\ykKI/lTe/\l/I MMaT AOCTbMN 3a BHaCAHEe Ha ﬂpOMeHIA B
AadHHUTE, yCTaHOBFIBaHe Ha aBTEHTUYHOCTTA M BAaAUAHOCTTA Ha yAOCTOBepeHVIFITa;

> B3Ma He3a6aBHl/| MepKI/I ﬂpl/l Bb3HMNKBaHE Ha TEXHUNYECKUN ﬂpO6AeMl/| BbB pr3Ka CbC
CUTYPHOCTTa;

» C M3TMYaHe Ha CpOoKa Ha BAAMAHOCT Ha KBaAMOUULMPAHOTO YAOCTOBEpPEHME OTMEHS
BaAMAHOCTTa My;

» unHPopMMpa TUTYAApUTE/Cb3paTEAUTE W AOBeEpsABalLMTE Ce CTPaHW 3a TexHuTe
3aABAKEHMA N ABAKWMA TPUXKA Ha MOBEAEHUE TMPW M3MOA3BAHETO U AOBEPABAHETO Ha

npeAoCTaBAHNTE OT EBpOTp'bCT YAOCTOBEPUTEAHN YCAYTN, KaAKTO N OTHOCHO TMpPaBUAHOTO WU
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CUIYPHO N3MOA3BaHE Ha U3AAAEHUTE YAOCTOBEPEHMA U MPEAOCTaBEHN YAOCTOBEPUTEAHU YCAYTH,
CBbp3aHW C TAX;

» WN3MOA3Ba M CbXpaHABa CbbpaHaTa AMYHa U Apyra nHdopMauma caMo 3a LeAuTe Ha
CBOATA AEMHOCT MO NPEAOCTaBAHE Ha YAOCTOBEPUTEAHU YCAYTU B CbOTBETCTBME C MPUAOXKMMOTO
3aKOHOAATEACTBO;

» He CbXpaHABa W He KOoMupa AaHHU 3a Cb3paBaHe Ha MOTPEOUTEACKN YaCTHWN KAIOYOBE;

> MOoAAbPXKa pasnoAaraeMuy CPeACTBa, KOUTO OCUTYPABAaT Bb3MOXHOCT 3a M3BbPLUBaHE
Ha AeMHOCTTa My;

» CKAIOYBa 3aCTPaxoBKa 3a BPEMETO Ha CBOATA AENHOCT;

> NoAAbP»Ka AOBEPEH NEPCOHAA, MpUTEKaBall, HEOOXOAMMUTE eKCNEPTHM 3HAHWA, ONUT
M KBaAMdMKaLMA 3a N3BbPLUBAHE Ha AENHOCTTa;

»  NOAAbPXa PErncTbp/XpaHUAuLLE, B KOUTO MyBAMKYBa M3A3AEHUTE KBaAMbUUMpPaHU
yaocTOoBepeHnd, aktyareH Cnmcbk cbC cnpeHn n npekpateHn yaoctoBepenusa (CRL), apyru
ObOCTOATEACTBA W  EAEKTPOHHU AOKYMEHTW, CbIAACHO TO3U AOKYMEHT U MNPUAOXKNMOTO
3aKOHOAATEACTBO;

> ocurypaBa 3alumMTa Cpelly BHacAHE Ha MPOMEHU B MOAAbPXKAHWA PEerncrbp OT
HeperramMeHTUpPaH 1 HenpPaBoOMEpPEH AOCTBIM VAW MOPaAM CAyHalHO CbouTKe;

> nybArKyBa He3abaBHO B PErMCTbP M3AAAEHUTE N MOAMNCAHU YAOCTOBEPEHUA;

> U3BbPLUBA NEPUNOAMYHM BbTPELLHM OANTN Ha AEMHOCTTa Ha YAOCTOBEpPABALLMA OpraH
N perncrpupaLima oprax;

> V3BbPLIBA BbHLIHU OAUTU OT HE3aBUCUMMUW OAMTOPU W NybAMKyBa Ha canTa cwu
pe3yATaTUTEe OT NPOBepPKaTa;

» V3MOA3Ba B AEMHOCTTa cu ceptudnumpan codtyep mn xapayep, Kakto v CUTYpHU 1
HaAEKAHWN TEXHOAOTMYHWN CUCTEMMN;

> nopabpKa Ha canTa Ha EBpoTpbcT cnmncbk € perncrtpupaliy opraHuW, Crnmcbk
npenopbymTeAeH coPTyep 1 Xapayep 3a U3NoA3BaHe oT notpebuteante, baaHkM, GopMyAsapu, U

AP. AOKYMEHTU B MOA3a Ha NoTpebuteaunTe.
EBpoTtpbcT, B KayectBoto cu Ha SSASP HocM OTroBOpPHOCT 3a CbOTBETCTBMETO C

NpoLeAypUTe, ONNUCaHN B HACTOALLMA AOKYMEHT, AOPW KOoraTo GyHKUMOHaAHOCTTa Ha SSASP ce

noemMa nopAn3NbAHUTEAN, KAaKTO CAEABa:
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» EBpoTpbcT 3anasBa LAAOCTHaTa OTTOBOPHOCT 3a CbOTBETCTBME C MpoueasypuTe,
onucaHu B MOAUTMKATA 3a MHOOPMALMOHHA CUTYPHOCT, AOPU KOraTo ¢GYHKLMOHAAHOCTTa Ha
EBpoTpbCT ce noemMa oT NOAM3MBAHUTEAM;
> EBpoOTpbCT onpeaens OTTOBOPHOCTTa Ha MOAM3MBAHUTEAUTE W rapaHTupa, Ye
Bb3AOXKUTEAAT € AABXKEH A3 U3MbAHN KOHTPOAUTE, U3MCKBaHU OT EBpOTpPBCT;
> EBpoTpbcT onncBa AeTaiAHO B AOTOBOPUTE CU C MOAU3MBAHUTEANTE MOEMAHETO Ha

rapaHumm MAn oTkasa OT rapaHumn.

16.4 OTTOBOPHOCT HA EBPOTPBCT

EBpOTPBCT HOCKM OTFOBOPHOCT NPeA TUTYAAP/Cb3AaaTEA/NOTPEDBUTEAN N AOBEPABALLUTE CE
CTPaHu 3a NPUYNHEHU BPEAN OT rpyba HEOPEXKHOCT NAM YMUCDHA OT:

» HeunsnbAHeHVMe Ha u3nckBaHmAta oT Peraament (EC) N2 910/2014 r. npwm
OCbLUECTBABAaHE Ha AEMHOCTTa CU MO MNPEeAOCTaBAHE Ha KBaAMPUUMPaHW YAOCTOBEPUTEAHM
YCAYTU;

» HEeBepHU UAM AUMCBALLM AGHHWN B KBaAMPULIMPAHOTO YAOCTOBEPEHME KbM MOMEHTa Ha
N3AaBaHETO My;

> BpPEAW, KOWTO ca MPUYMHEHW B CAyYal, 4Ye MO BPEMEe Ha MU3AABaHETO Ha
YAOCTOBEPEHMETO AULLETO, MOCOYEHO KaTO TUTYAAP/Cb3AATEA, HE € PA3MOAAraA0 C HaCTHUA KAIOY,
CbOTBETCTBALL, Ha MYOANYHUA KAIOY;

» aATOPUTMUYHOTO HECHOTBETCTBME MEXKAY YAaCTHUA KAKOY U MYOAUYHMA KAKOY, BIUCBaH
B YAOCTOBEPEHMUETO;

» HecrnasBaHe Ha 3aAbAXKEHUATa CU MO M3AaBaHe W ynpaBAeHUEe Ha KBaAnbuumpaHu
YAOCTOBEPEHMNS;

» HecnasBaHe Ha YCTaHOBEHWUTE TMOAUTUKW 3a U3AABaHE Ha YAOCTOBEpeHue Mo

OTHOLWEeHMe Ha yCTaHOBABaHE Ha MAEHTUYHOCTTa Ha Tl/ITy/\FIpFI/C'b3AaTeAFI.

16.5 SAABAXKEHNA HA NOTPEBUTEAUTE
MNoTpebuteAnTe MMAT CAEAHUTE 3aAbAXKEHUA:
a) noTpebuTeAAT ce cbraacABa Aa Ce MPUAbPKA KbM YCAOBMATA, OMPEAEAEHWU OT

EBpOTp'bCT, BbB Bpb3Ka C ocobeHoCcTUTe Ha YCAYrnTE€ NnoO OTHOLWEeHUWeE TuMNa Ha peXxXrMa Ha
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NPeAOCTaBAHe, KaKTO WM MO OTHOLWEHWE Ha BCAKA MOAUTUKA, Bb3npumeTa oT EBpoTpbecT u
npeAHa3HayeHa Aa 3allmMTaBa AN NOAOCDPABA KaYeCTBOTO N HAAEXKAHOCTTA Ha YCAYTUTE;

6) noTpebuTeAdaT caM ocurypaBa HEOOXOAMMOTO My 3a W3MNOA3BAHETO Ha YCAyrute
TEXHUYECKO obopyaBaHe, codTyep, AOCTbM A0 MOBUAHN TeAEDOHHN YCAYTU U YCAYTU MO NPEHOC
Ha A@HHW Npe3 MObUAHa MpeXKa;

B) MNOTPEOUTEAAT Cce 3aAbAXKaBa MPW M3MOA3BaHE Ha YCAyTUTE:

» Aa crnasBa MOAUTMKMUTE, npakTukute, Obwmte ycaoBuaA, Aorosopa U
NPUAOXKMMOTO 3aKOHOAATEACTBO;

» A2 He HapylwaBa 4YyXAM UMYLECTBEHUM WAM HEUMYLLECTBEHW MNpaBa,
BKAIOYMTEAHO MpaBa Ha MHTEAEKTYyaAHa COOCTBEHOCT;

» A2 yBepoMABa HeszabaBHO EBpOTPBLCT 3a BCEKM CAyYal Ha M3BBPLUEHO WAM
OTKPUTO HapyLleHMe NPW N3MOA3BaHE Ha YCAYTUTE;

» Aa He ce NpeACTaBA 33 APYro AMLE UAK MO APYT HauynH Aa 3abAyKaaBa EBpoTpbeT
NAWN TPETU AMLLA OTHOCHO CaMOAMYHOCTTa CK;

» A3 NpeaAoCTaBA BAPHA, TOYHA U MbAHA MHGOPMaLMA, U3MCKBaHa OT EBpoTpbeT
cbraacHo O6LWmMTe YCAOBUA, MOAUTUKUTE U MPaKTUKUTE, U AEUCTBALLOTO 3aKOHOAATEACTBO, NpPU
perncrpaumata n AeHTMdMKaumaTa Cu, KakTo 1 MPU BCAKO APYTrO M3MOA3BaHE Ha MPUAOXKEHUETO
/AN yCAYTUTE;

» Aa npoBepfABa MbAHOTaTa U BEPHOCTTa Ha CbAbPXaHMETO Ha M3AABaHUTE My
YAOCTOBEPEHUA W B CAy4alh Ha HECbOTBETCTBME MexAy TMpeAcTaBeHaTa WHpopMaumns u
CbAbBP>KaHMETO Ha CbOTBETHOTO YAOCTOBEPEHME A3 YBEAOMMU He3zabaBHO EBpoOTpPbCT;

» A2 MPeycTaHOBM W3MOA3BAHETO Ha MOOUAHOTO MPUAOXKEHUE, YCAYrUTe WU
N3ABAEHUTE MY YAOCTOBEPEHUA B CAyYall Ha CbMHEHMe 3a KakBOTO U A3 € KOMMNpOMeTUpaHe Ha
MH Koaa, Ha HauMHa Ha naeHTUdULMPaHEe B MOBUAHOTO NMPUAOXKEHNE AW B CAyYan Ha 3aryba Ha
HeroBo YCTPOWCTBO C MHCTaAMPaHO MPUAOXEHWe Ha EBpoTpbeT, KaTo HeszabaBHO Npeanpueme
AEVNCTBUA 3a CNMpaHeTo/OAOKMpaHeTo/ NpeKkpaTaABaHeTO UM KbM EBPOTPBCT;

> A2 yBepoMABa HesabaBHO EBpoTpbcT npu HacTbnBaHe Ha MNpoMAHa B
nHdopMaLmaTa NPeAOCTaBeHa OT HEro BbB BPb3Ka C M3MOA3BAHETO Ha MPUAOXKEHWETO W/nAn
YCAYTUTE, KaKTO M Aa MoMCKa He3abaBHO MpekpaTABaHE Ha M3AAAEHUTE YAOCTOBEPEHWA Mpu
HacTbnNuAa npoMsHa B UHbOPMaumMATa BKAOYEHa B TAX. [lpy mM3noA3BaHe Ha MOBWAHO

NPUAOCXKEHNE I'IOTpe6l/ITeAFIT € AADbXEeH TMpWn HacCTblBaHE Ha MpoMAHa B VIHd)OpMaLI,VIFITa,
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npeaOCTaBeHa OT Hero He3abaBHO Aa A aKTyaAM3Mpa 4Ype3 CbOTBeTHUTE GYHKLMOHAAHOCTU B
npuaoxkeHueTo. [lpu npomsiHa Ha UWHPOPMauusaTa, NpepocTaBeHa OT noTpebuTean, B
NPUAOXKEHMETO, 3aABEHUTE U UBAAAEHWN YPe3 MOBUAHOTO MPUAOKEHME YAOCTOBEPEHWNA, KONTO
BKAIOYBAT A@HHW, KOUTO Ca akTyaAM3MpaHu, aBTOMaTUYHO Ce NpeKpaTABaT;

» A3 W3MOA3Ba MOBUAHUTE MPUAOXKEHWUA, YCAYTUTE U U3paseHnTe oT EBpoTpbeT
YAOCTOBEPEHMA CaMO MO NpeaHa3HavyeHue;

» Aa He M3BbPLUBA 3AOYMULLAEHU AENCTBUA.

r) MNOTPEOUTEAAT € AABXKEH Ad MOAAra BCUYKU FPUXKKN, Aa MPeAnpueMa HeobXxoauMnTe
MEepPKM C LleA Ona3BaHe Ha HauMHa Ha UAEHTUOULMPaHe B MOBUAHOTO NPUAOXKEHWE, KaKTo 1 3a
onasBaHe Ha ycTpowncTBaTa cu. AKO HanpuMep BepcuATa Ha MOBUAHOTO MPUAOXKEHUE N3NCKBA
MNMH Koa, TOM € AABXKEH Aa He TO NpaBu AOCTOAHWE Ha TPETU AULA;

A) TUTYAAPAT/Cb3AATEAAT ce cbraacABa EBpoTpbcT aAa obpaboTBa BCUMUKM  AQHHMU,
HeoBbXOAMMW 3a HeroBaTa ycrewHa UAeHTUOUMKaAUMA WM perncrtpauma 1 3a npoBepkaTta Ha
NPeAOCTaBeHUTE OT MNOTPEebUTEeAd AAHHW, KakTO W BCAKA AOMbAHWTEAHa WHbOpPMauma,
HeobxoAMMa 3a NPEeAOCTaBAHETO Ha YCAYTUTE, KaKTO M Aa T'M CbXpPaHABa CbobpasHO NPUAOKMMaTa

My [MoAnTMKa 3a 3allnTa Ha AUMHNTE AQHHU U ,A,eDICTBaLLI,OTO 3aKOHOAQTEACTBO.

16.6 OTTOBOPHOCT HA NOTPEBUTEAUTE

lNoTpebuTeAnTe HOCAT CAEAHUTE OTFTOBOPHOCTM:

1) 3a W3NbAHEHME Ha MNPEeABUAEHUTE B HacToAWwMA AOKYMeHT n ObuwuTte ycroBuA
3aAbAKEHUS,

2) 3a mnsnoassaHeTo Ha MNVH Koaa My MAM ApYyr HauYMH Ha MAEHTUOMKALMA, KaKTo 1 3a
BCAKO AOMYCHAaTO OT HEro M3MNoA3BaHe OT TPeTU AMLa. [ToTpebuTeaaT e eAMHCTBEH OTTOBOPEH 3a
ona3BaHe Ha CBOMUTE YCTPOWCTBA C MHCTaAMPaHO Ha TAX MOBUAHO NpPUAOXKeHMe Ha EBpoTpbCT m
3a BCAKO AOMYCHaTO OT HErO TAXHO M3MOA3BaHE;

3) NoTpebuTenaT e AAbXKeH Aa obeslweTn EBpOTPBCT 3a BCUYKM NMPETbpPreHn BPpean U
NpOonycHaTK MOA3M, BKAIOYUTEAHO 3a MAATEHU WMYLLECTBEHU CaHKLMW, MAATEHW aABOKATCKMU
Bb3HarparkAEHUA U APYrM pPasxoaM, BCAEACTBME Ha MNPEAABEHW WCKOBE OT WU/WAM MAATEHU
obesLLeTeHnA Ha TPETN AML,A BbB BPb3Ka C HapyLlaBaHe OT HEroBa CTpaHa Ha CBOUTE 3aAbAXKEHMNA,

npeasBmaAeH B ,A.orosopa, NMOANTUKNUTE N NMPAKTUKUTE U BCNYKN APYTN AOKYMEHTU, CbCTaBAABaLUN
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HepasaeAHa YacT oT AoroBopa, KakTo W 3a BPeAW, MPUYMHEHW OT HEU3MbAHEHWE Ha CBOWTe
3aABAXKEHUA CbIAACHO AEMCTBALLLOTO 3aKOHOAATEACTBO;

4) noTpebuTeAaT apeKkAapupa W ce cbraacaBa, Ye EBpOTPBCT He e OTroBopeH 3a
HaCTbMUAM BPEAW MPUYMHEHU OT HEro npu M3MNOA3BaAHETO Ha MOOUAHUTE MPUAOXKEHWA Ha
EBpoTpbeT 1 Ha yecayrTe Ha EBpOTpPBCT, OCBEH @Ko ca NpUYMHEHW OT EBPOTPBCT YMULLAEHO MAK
npv nposaBeHa rpyba HeOPEe>KHOCT, NAM aKO B 3aKOH M3PUYHO € MPEeABUAEHO APYTO;

5) TUTYAAPAT/Cb3paTEAAT OTroBapA 3a npea EBpoTpbCT 1 BCUuKn A0BepABaLLM ce AMLa,
aKo:

» He N3MbAHABA TOYHO U3NCKBAHMATA 3a CUTYPHOCT, onpeAeAeHn oT EBpoTpbCT;

» He nowucka oT EBpoOTpbCT cnvpaHe uAM npeKkpaTABaHe Ha AEWCTBMETO Ha
YAOCTOBEPEHNETO CAEA KATO € Y3HaA, Ye YaCTHUAT KAIOY € BUA M3MNOA3BaH HEMPaBOMEPHO WAM
CblLLEeCTBYBa OMACHOCT OT HEMPAaBOMEPHOTO My U3MOA3BaHE, BKA., HO HE CaMO, B CAy4al Ha 3aryba
AU Kparkba Ha YCTPOWMCTBO, Ha KOETO € MHCTaAUPaHO MOBUAHOTO NPUAOXKEHME UAWN Y3HABaHe Ha
MNH Koaa OT TPeTU HEOTOPU3NPAHU AULE;

» e HanpaBWA HEBEPHU U3ABAEHUA Npep EBPOTPBCT, KOMTO MMaT U OTHOLWEHMEe
KbM CbABPAHMETO AN KbM U3AABAHETO Ha KBaAMDULMPAHOTO YAOCTOBEPEHME;

» KOraTo YAOCTOBEPEHMETO € U3AAAEHO C BncaH Cb3AaTeA M OBAACTEHO OT HEro
AMLE, OTTOBapPA 3@ HEN3MbAHEHMETO OT CTPaHa Ha OBAACTEHUA Ha 3aAbAXKEHUATA MY.

6) noTpebuteadaT oOTroBaps 33 CbAbP)KAHMETO Ha npukadeHute danaose u

MOCAEACTBMNATA OT TAXHOTO M3IMOA3BaHe.

16.7 AbAXXUMA TPUXKA HA AOBEPABALLA CE CTPAHA

Bcaka poBepABalla ce cTpaHa CAeABa A2 MOAOXKM AbAXKMMA TPUXKA, KaTo:

» ce ApOBepABa Ha YAOCTOBEPEHMATa CaMO C OrAes MNpPeAHa3sHayeHMeTo UM Ha
OrpaHNYEeHNATa, MPU KOUTO € N3AAAEHO, CbODBPAa3HO MPUAOKMMUTE MOAUTUKU U MPAKTUKKM Ha
EBpoTpbCT, BnucaHata B caMOTO yAOCTOBepeHue uHpopmaumsa un npeasuaeHoto B Obwumre
YCAOBUSA;

» V13BbPLUM NPOBEPKa Ha cTaTyca Ha yaocToBepeHuneTo. [poBepKaTa Ha eAeKTpoHHaTa
aBTEHTUYHOCT WM Ha WHTerpuTetTa Ha YAOCTOBEPEHMETO W3BBH MYOANYHWA PErUCTbP WA B
HeakTyaneH CnMCbK CbC cnpern 1 npekpaTeHn yaoctosepeHuna (CRL) He ocurypasa npoBepka 3a

HeroBata BaAMAHOCT N BCUYKU HACTbMUAN BPEAU OT MPEANPUNeTn ,A,eVICTBMFl CAEA OCblLlecCTBABaHeE
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€AMHCTBEHO Ha TakaBa NpPOBepPKa ca 3a CMeTKa Ha AOBepABallaTa ce CTpaHa;

» npoBepsABa BaAMAHOCTTA Ha EAEKTPOHHUA NoANMc/nedaT Ha eAEKTPOHHO MOAMMCaHM
N3ABAEHWNA, KaKTO M BAAMAHOCTTA Ha EAEKTPOHHMA noanMc Ha EBpoTpbCT no Bepurata oOT
YAOCTOBEPEHMNA AO 6Aa30BOTO YAOCTOBEPEHMNE;

> Cce yBepW, Ye TMPUAOXKEHMATaA, C KOUTO Ce W3MNOA3Ba YAOCTOBEPEHMETO ca
GYHKLMOHAAHO MPUAOXKMMMN 338 MPEAHA3HAYEHNETO, 338 KOUTO € U3AAAEHO, KaKTO 1 C OTA€A HUBOTO
Ha CUIYPHOCT, MOCOYEHU B CbOTBETHUTE NMOAUTUKN U MPAKTUKK;

> Aa NpOBEPU AaAM MOAMUCHT/MEYaTbT, MPUAPYXKEH OT YAOCTOBEPEHWMETO, He e
M3MOA3BaH 3a LEAM U 3@ CTOMHOCT Ha TPaH3aKLMW, W3BbBH BMMCaHUTE B YAOCTOBEPEHWMETO
OrpaHuYeHnA 1 LeAu;

» Aa ce yBepU, Ye AbAXKMHATa Ha N3MOA3BaAHUTE KAIOYOBE OTroBapsA Ha M3NCKBaHWATA 3a
CUTYPHOCT Ha AOBepsABalLLaTa ce CTpaHa;

» A3 Ce yBepu, Ye YAOCTOBEPEHUETO e BMAO BaAMAHO KbM MOMEHTa Ha Cb3paBaHe Ha
eAeKTPOHHMA noanuc/neyar.

» NpPW HEOOBXOAMMOCT MOXKE Ad CE YCTaHOBW CbABPKAHWMETO Ha MOAMNCAHUA EAEKTPOHEH
AOKYMEHT;

» aBTEHTUYHOCTTa M BAaAUAHOCTTA Ha YAOCTOBEPEHNETO KbM MOMEHTA Ha MOAMMCBAHETO
HaAEKAHO Ce MOTBbP>KAABAT;

> pesyATaTUTe OT MpPOBEpKaTa U eAeKTPOHHaTa MAEHTUYHOCT Ha TuTtyadapa/Cb3asatenn
NPaBUAHO Ce NPEeACTaBAT;

» BCAKaKBW NPOMEHU, PEAEBAHTHU 3a CUTYPHOCTTa Ca YCTaHOBUMM.

EBpOTPBCT HEe HOCK OTFOBOPHOCT 3a HACTBMUAM BPEAM Ha AOBepsABallaTa ce CTpaHa OT

HeMnoAaraHe Ha AbA>XWMaTa rpur»ka.

16.7.1NMPOBEPKA HA YAOCTOBEPEHUATA
[MpoBepkaTa Ha YAOCTOBEPEHMATa 3a EAEKTPOHEH MOAMWC W EeAeKTPOHEH mneuar,
n3paBaHW oT EBpOTPBCT ce m3BbpLUBa C M3MNOA3BaHE Ha YCAYrMTe Ha MpoOBEpKa Ha CTaTyc, u
CNUCBLMTE CbC CMPEHN U C NPEKPaTEHN YAOCTOBEPEHUA, KOUTO EBPOTPBLCT NoasbpKa.
[lpoBepkaTa Ha YAOCTOBepeHMATa 3a BpPeMe ce U3BbpLIBa 4pe3 npoBepka Ha
CbOTBETCTBMETO MM CbC CTaHAAPTa, MO KOWTO 3a W3AAAEHW, KaKTO U B MyOANMYHUA PErncrbp.

Bcunukn EAEKTPOHHO NMOAMMCAaHUN AOKYMEHTUN, BKAIOHNTEAHO N AOKAGANTE 3a BaAAMPaHe, MOraT Aa
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ce npoBepsABaT C WM3MOA3BAHE Ha YCAyraTa 3a BaAMAMPaHe, npeaocTaBeHa oT EspoTtpber
(https://www.evrotrust.com/landing/bg/a/validation).  VanoassaHata 3a BaAvampaHe Ha
KBaAMPULMPAHNA eAeKTPOHEeH noanuc/nedar cucteMa Ha EBpoTpbcT npeaoctaBs  Ha
AOBepABaLLNTE Ce CTPaHM MPaBUAHUA PE3YATaT OT NpoLeca Ha BaAnAMpPaHe U UM MO3BOAABA A3
OTKPUWAT €BEHTYaAHU NPOBAEMU, CBBP3aHM CbC CUTYPHOCTTA.

BcAka poBepABalla ce cTpaHa, Mpw NOAyYaBaHe Ha eAeKTPOHEH AOKYMEHT, MOAMMCAH C
KBaAMPULMPaH eAeKTPOHEH MOAMMC/NeYaT OT TUTYAAP/Cb3AATEA, € AABXKHA Ad HaMpPaByu NPOBepPKa
Ha cTaTyca Ha KBaAUULMPAHOTO YAOCTOBEPEHME B akTyaaHMA CrMCBHK CbC CMPEHN U NpeKpaTeHn
yaoctoBeperua (CRL) nan ypes npoBepka Ha TEKyLLMA CTaTyC Ha YAOCTOBEPEHNETO B PEAAHO
BpeMe upe3 KBaAMbMUMpPaHa YCAyra 3a BaAMAMPaHE Ha KBaAMGUUMPaAH EAeKTPOHEeH
noanuc/neyart, npeaocTaBAHa oT EBpOTPbCT. 3a n3bAreaHe Ha BCAKAKBU CbMHEHWA, B U3paBaHNTe
oT EBpOTpBCT yAOCTOBEPEHMA MMa BNMCaH MEPMOA Ha BaAMAHOCT, C KOWTO AOBepABalLla ce CTpaHa
TpAbGBa BMHaru aAa cbobpasAea, Npean aa My ce poBepu. AoBepABallaTa ce CTpaHa CAeABa Aa Ce
AOBepABa Ha YAOCTOBEPEHUATa CaMO AO MpeKkpaTABaHeTo WM. AoBepsABallaTa ce CTpaHa He
CAeABa Ad Ce AOBepABa Ha YAOCTOBEPEHME, KOraTo MOAMMUCHT/NMeYaTbT € Cb3AaAEH B MOMEHT, B
KOWTO YAOCTOBEPEHNETO € CNpAHO. Bcekn AOKYMEHT ¢ AedeKTeH MAU CbMHUTEAEH EAEKTPOHEH
noanuc/neyaT cAeABa Aa 6bAE OTXBbPAEH UAM EBEHTYAAHO MOAAOXKEH Ha APYTV NMPOLEAYPU, KOUTO
MO3BOAABAT Ad Ce MOCOYM HEroBaTa BaAMAHOCT. AoBepsABalLlaTa ce CTpaHa CAeABa Aa MpeAnpremMa
N BCUYKU APYTY NMPEANA3HU MEPKW NPEABUAEHN B HACTOALLMA AOKYMeHT, OBLUMTE YCAOBUA NAK B
APYT OT MPUAOXKMMUTE AOKYMEHTU Ha EBpoTpbeT. BeAko Anue, KoeTo 0A06pW TakbB AOKYMEHT,
HOCK OTTOBOPHOCT 3a KakBUTO U Aa BUAO MNOCAEAMLM.

EBpOTPBLCT He HOCK OTrOBOPHOCT 3@ HaCTbMUAM BPEeAM OT HEU3MbAHEHWE OT CTpaHa Ha

AOBEpPABaLLa Ce CTPaHa Ha MOCOYEHUTE B HaCTOALLUMA AOKYMEHT U3NCKBaHWA.

16.8 OCBOBOXXAABAHE OT OTTOBOPHOCT
EBpoTpbCT HE HOCK OTFOBOPHOCT B CAEAHUTE CAyYau:
a) npea noTpebuTeAn 3a BPEeAW, HACTbMUAM B pPE3yATaT OT MNPEeAOCTaBEeHW OT
noTpebuTeAd HeBEPHU, HEMbAHU UAU HETOYHU AQHHU;

6) 3aBpeAn, MPUYUHEHU:
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» BbpXy codTyepa, xapAyepa, YCTPOMCTBOTO WAU APYrM TEAEKOMYHWUKALMOHHMU
CbOPbBXKEHUA, UAM 3a 3aryba Ha AaHHU, MPOU3TEKAU OT MaTepPUaAn WAU PECYpPCH, TbPCEHMU,
3apeAEHU AU U3MOA3BaHM MO KaKbBTO N Ad BUMAO HAYMH NOCPEACTBOM NPEAOCTABAHUTE YCAYTH;

» OT HECBOEBPEMEHHO MCKaHe MAM HEMOWCKBaHe OT noTpebuTeas 3a cnupaHeTo/
6AOKMpaHeTO/MpPeKpPaTABAHETO Ha MOOWAHO MPUAOXKEHME, Ha YCAYTU W/WAU  UBAIAEHUTE
YAOCTOBEPEHMA Ha NOTPEbUTEAS;

» OT HEU3MbAHEHME Ha 3aAbAXKEHUATA Ha NOTPEOUTEAA, MPEABUAEHWN B HAaCTOALLMA
AOKYMeHT, ObLwmMTe YCAOBUNA AW BBB BCUYKU APYTU AOKYMEHTW, CbCTaBAABALLM HEPA3AEAHA YacT
oT AoroBopa, KakTo 1 3a BPeAW, MPUYMHEHN OT HEU3MbAHEHNE Ha 3aAbAXKEHMA Ha NOoTpebuTeAn
CbrAACHO  MPUAOKUMUTE  TMOAUTUKM U NPaKTUKM Ha EBpPOTPBCT wAM  AelncTBaLLOTO
3aKOHOAATEACTBO;

» OT W3MNOA3BaHE Ha YAOCTOBEpPEHME W3BbH MPepeAuTe Ha BMUCaHWUTE B HEro
npeaHa3HavYeHWA N OrpaHUYeHNA Ha HEFrOBOTO AENCTBME.

B) 3@ HAAWMYHOCTTA U KayeCTBOTO Ha CTOKW WU/MAM CbABP>KAHMETO Ha YCAYrW,
NpPeAOCTaBAHM Ha NOTPebUTeAR OT TPETU AMLA, B TOBa YMCAO AOBEPABaLLM ce CTpaHn. AOKOAKOTO
AEVNCTBMATA Ha Te3n TPeTU AMLA He ca MNoA KOHTpoAa Ha EBpoOTpbCT, TO CbWMAT He Hocu
OTrOBOPHOCT 33 NPOTMBOMNPAaBHUA XapaKkTep Ha AEMHOCTTa Ha TPETUTE AULLA NAM 3@ Bb3HUKBAHETO,
rapaHTUPaHeTO, M3MbAHEHMETO, M3MEHEHMETO U MNPEKPATABAHETO Ha MOETU 3aAbAXKEHUA U
aHra>KMMeHTU BbB BPb3Ka C MpPepAaraHuTe OT TPeTUTe AULA CTOKU WAM YCAYTU, KakTO U He
OTroBaps 3a NPEeTbPNeHn BPeAN 1 NPOMNYCHATU MOA3U, MPOU3TEKAN OT TE3N OTHOLLEHUA;

r) 3a HeNpPeAOCTaBAHE Ha YCAYrUTe NPU HaCTbNBaHe Ha OOCTOATEACTBA M3BBH HEroBUA
KOHTPOA - CAy4au Ha HEMPEOAOAMMA CUAQ, CAYHaMHW CbONTUA, NpobAeMn B rhnobasHaTa Mpexa
WHTEPHET VAU B EAEKTPOHHNTE CbOOLLUTEAHU MPEXKU UAU B NMPEAOCTaBAHETO Ha YCAYrM N3BbH
KOHTpPOAa Ha EBpOTPBCT, KakTo 1 NpU CAydan Ha HeperAaMeHTUpPaH AOCTbI AU MHTEPBEHUMA Ha
Tpetn AMua BbB QYHKLUMOHMPAHETO Ha MOBUMAHOTO MpuAOXKeHue Ha EBpoTpbcT npes
YCTPOMCTBOTO Ha NOTPebuTeAs;

A) 33 HEMPEAOCTABAHETO Ha YCAYTUTE WAU NPEAOCTaBAHETO UM C BAOLLEHO KayecTBO
BCAGACTBME Ha U3BbPLUBAHM TECTOBE NMAM NPOdUAAKTUKA OT CTpaHa Ha EBpoTpbeT ¢ uea npoeepka
Ha obopyaBaHe, BPb3KU, MPEXU N APYTM, KaKTO M TECTOBE, HACOYEHW KbM MOAODOpABaHE WAU
ONTUMM3NpPaHe Ha NPeAOCTaBAHNTE yCAYrU. B Te3n cayvam EBpoOTpBbCT NpeaBapUTEAHO yBEAOMABA

I'IOTpe6MTe/\FI 3ad Bb3MOXXHOTO BPEMEHHO HEMNPEAOCTAaBAHE Ha YCAYTUTE, CbOTBETHO 3a BAOLLEHOTO
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MM Ka4yecTBO, Ypes nanpatianHe Ha IM cbobuieHre A Ha KpaTKo TeKCToBO cbobLierne (SMS), nam
Ha MeWMA Ha perncTpupaHaTta eAeKTpoHHa noLa.
€) HE3aKOHHW AeNCTBUSA OT CTPaHa Ha NOTPEBUTEAM UAN AOBEPABALLN CE CTPaHW;
) AOLWIO KayecTBO WM OGYHKLUMOHAAHOCT Ha CObTYepHUTE MPOAYKTU W XapAyepHu

YCTPOWCTBa M3MOA3BaHW OT TUTYAAPA/Cb3AATEAA N AOBEPABALLN CE CTPAHMN.

16.9 OTPAHNYABAHE HA OTTOBOPHOCTTA
OrpaHuyeHMATa Ha OTroBOpPHOCTTa Ha EBpoTpbeT ca onucaHn B O6wmMTe yCAOBUA Ha
EBpoTpbCT, KOUTO Ce NPeAOCTaBAT Ha NOTPEOUTEANTE U Ca HEAEAMMA HYacCT OT AOTOBOPA 3a YCAYTH.
3a u3paBaHWTE KBaAUDULMPAHW YAOCTOBEPEHMUA 3a EAeKTPOHHW noanucu/nedaty,
EBpoTpbcT OTroBapa B paMKkuTe Ha BNUCaHUTE B YAOCTOBEPEHMATA AUMUTU Ha CTOMHOCTTa Ha
TpaH3akuuure.
OTroBopHOCTTa, CbOTBETHO 3aCTPaxOBKaTa, He NOKPMBa BPEAU, MPUYNHEHM OT:
> HecnasBaHe Ha 3aAbAXKEHMATA Ha TUTYAAP/Cb3AATEA;
> KOMMpoMeTMpaHe MAM 3aryba Ha YacTeH KAIOY Ha TUTYAAP/Cb3paTeA Mopaan He
MmoAaraHe Ha AbAXKMMaTa rpuxa 3a orna3BaHe Ha KAlOYa Npu U3MNOA3BaHeE;
> Hecna3BaHe Ha M3MCKBaHWATa 3a MpPOBepKa Ha BaAMAHOCTTA Ha €AEKTPOHHMA
noanuc/neyarT v Ha KBaAMbULMPAHOTO YAOCTOBEPEHME OT AOBEpABaLLa ce CTPaHa;

> dopcMarkopHM 1 APYrv O6CTOATEACTBA, N3BbH KOHTPOAA Ha EBpoTpbCT.

17 CPOK HA AEUACTBME W NPEKPATABAHE HA ,MOAUTUKA U MPAKTUKA MNPU
NMPEAOCTABAHE HA YCAYTA 3A OTAAAEYEHO NMOANMUCBAHE C EAEKTPOHEH
NOANMUC/MEYAT”

17.1 CPOK

Tosn AOKYMEHT BAM3a B CMAa OT MOMEHTa Ha HeroBoTo opobpeHue ot CbBeTa Ha

AMpeKkTopuTe Ha EBpoTpbCcT M nybamkyBaHeTo My B [lybAnMyHMA pernctbp Ha EBpoTpbCT.

Pasznopeabute B HacToAWMA AOKYMEHT Ca BaAMAHU AO U3paBaHE M NYOAMKyBaHe Ha CAeABaLLaTa
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My BepCKA Ha calnTa Ha EBpoTpbcT.

17.2 NPEKPATABAHE
C npekpatABaHe Ha aeWHocTTa Ha EBpoOTpBCT, ce npekpaTABa aKkTyaAHOCTTa Ha

CbAbP>KaLLMTE Ce B HACTOALLMA AOKYMEHT pasnopeabu.

17.3 EQEKT HA NPEKPATABAHE U OLIEAAABAHE

lNMpn npekpaTABaHe Ha AOroBopa 3a YAOCTOBEPUTEAHU YCAYTM MNoOTpebuteante W
AOBepABaLLMTE Ce CTPaHW OCTaBaT OOBBP3aHN OT TO3M AOKYMEHT OT FA€AHa TOYKa Ha U3AaAEHUTE
noTpebutTeackn KBaAndULMpPaH yAOCTOBEPEHWA, 38 OCTaTbKa OT MePUOAA Ha BaAMAHOCT Ha Te3un

YAOCTOBEpPEHUA.

18 BEAEXXKU N CHOBLULEHUNA MEXXAY CTPAHUTE
AvuaTa, MOCOYEHW B HACTOALLMA AOKYMEHT MOraT Aa U3BbPLUBAT U3ABAEHNA N A OOMeHAT
nHbopMauma cC nomowTa Ha OBMKHOBEHA MOLla, eAeKTPOHHa mnolwa, TeAredOH, MpPexoBu

npotokoan (Hanpumep TCP/IP, HTTP) n ypes MobuAHOTO npuaoKeHne Ha EBpoTpbCT.

19 USMEHEHHMA B ,MOAUTUKA N NPAKTUKA NMPU NMPEAOCTABAHE HA YCAYTA 3A
OTAAAEYEHO NOANMUCBAHE C EAEKTPOHHU NOATNMUCU/MEYATUN"

VIaMeHeHMATa B HacToAWMA AOKYMEHT MOXe Aa ObaaT B pe3yATaT OT HabAAaBaHU
rPeWwKkn, akTyaAn3aunm n npesnoKeHna OT 3acerHatmnte CTpaHu. B C/\yqaﬁ Ha HeAeIZCTBMTeAHa
KAay3a OT TO3W AOKYMEHT, BAaAMAHOCTTa Ha LEeAMA AOKYMEHT ce 3ana3Ba W He ce HapyllaBa
AOroBopa c notpebutean. HeapencreuTeAHaTa KAay3a ce 3aMecTBa CbC 3aKOHOCbObpasHa HopMa.
EBpoTpbcT MoOXe aAa NpaBu PEeAaKLMOHHW MPOMEHW B TO3WM AOKYMEHT, KOUTO He 3acarar
CbABPXKAHNETO Ha NpaBaTa N 3aAbAXKEHWNATA B HEro. HpOMeHl/I, KONTO BOAAT AO HOBa BEPCUNA Ha

AOKYMeHTa ce NybAnKyBaT Ha MHTEPHET CTpaHuLuaTa Ha EBpoTpbcT.

20 PELWWABAHE HA CNOPOBE
EBpoTpbcT MMa npoueaypa 3a nopaBaHe, pasrAexpAaHe M pellaBaHe Ha NMPEeAAOXKEHMA,
>KaAbu, CUTHaAM U PeKAaMaLMK, MOAYHEHWN OT NOTPEBUTEAU, KAMEHTU NAU AOBEPABALLM CE CTPaHU

OTHOCHO MNMPeAOCTaBAHETO Ha YCAYTUTE AN APYTUN CBBbP3aHU C TAX BbMNPOCK.
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MNpeaMeT Ha cnopoBe MoraT Aa 6bAaT €EAMHCTBEHO HECHOTBETCTBMA UAW MPOTUMBOPEYNA
MeXAY AMLA, CTpaHu no paorosopa ¢ EBpoTtpber. CnopoBe MAM »Kaabu OTHOCHO M3MOA3BaHe Ha
YAOCTOBEPEHMNA U YAOCTOBEPUTEAHU YCAYTU, MPEAOCTaBAHU OT EBpOTPBCT We 6baaT peluaBaHm,
Yypes NOCPEeAHNYECTBO, Bb3 OCHOBA Ha MMCMEHO NoaaseHa MHbopMauma. Beaka »anba Tpabea Aa
CbAbP’Ka OMUCaHWe Ha TeMaTa, NMpuynHaTa UAM OBCTOATeACTBaTa, CBbpP3aHW C npobaema, no
KOWTO Ce OTMnpaBs, KakTO M MbAHOTO MMe, aApPec, eAeKTPOHHa nola 1 TeredoH 3a Bpb3Ka C
noaatena. KbM nopapeHUTe »anbw MoraT pa ce npuaarat KonmAa Ha AOKYMEHTU, CBbpP3aHu C
onuncaHaTa TemMa.

lMpn NpeaABABaHe Ha peKkAaMauma NOTPEOUTEAAT NOCOYBa NPeAMeETa Ha PeKAaMaLMATa,
NPEeANOYUTAHNA OT HEro Ha4YMH 33 YAOBAETBOPABAHE Ha peKkAaMaumATa, CbOTBETHO pa3Mepa Ha
npeTeHAMpaHaTa CcyMa, U appec 3a KOHTakT. [lpn nopaBaHe Ha pekAaMaumsa MOTPeOUTeAAT
3aABAXKUTEAHO MPUAAra U AOKYMEHTUTE, Ha KOMTO Ce OCHOBaBa npeTeHuuAaTa. [1pu npeaaBABaHe
Ha peKAaMaLMATa 3a YyCAyraTa noTpebUTEeAAT MOXe Ad NMPETEHAMPA 3a M3BbPLUBAHE Ha yCAyraTa B
CbOTBETCTBME C AOrOBOPA, 33 OTOMB OT LieHaTa MAWM 3a Bb3CTaHOBABAHE Ha 3anAaTteHaTa cyMma.

lNoaaBaHeTO Ha »KaAbu, CUTHAAW N PeKAaMaLMN Ce N3BBPLLIBA MO CAEAHUTE HAYMHU:

> [loaaBaT ce AMYHO, B MUCMEH BUA Ha XapTWA U COBCTBEHOPDBYHO MoanmMcaHn (no
M3KAIOYEHME Ce AOMYCKa YCTHO NoAaBaHe CaMo U EAMHCTBEHO Ha peKkAaMaumn), B odumc Ha appec:
LEBpOTPBCT TexHoabaxKMC” AA
1766 Codunn
6yA. ,OkonoBpbereH nbt” N2 251 T, ,MM BusHec ueHTbp”, €T. 5
Tenedon: + 359 2 448 58 58

» Ha enexktponHata nowa Ha Eepotpbcr  (office@evrotrust.com  wman
dpo@evrotrust.com;), noanucaHun ¢ KBaAdULMpPaH eAeKTPOHEH MOAMMC.

EBpoTpbCcT pasraexaa BcAKa MOCTbMMAA »Kanba WMAM peKkAamMauma U B /-AHEBEH CpPOK
N3roTBA MUCMEH OTrOBOP C MPEAAOXKEHMA 3a AEWCTBUA, KOUTO Aa Ce npeanpuemat (ako e
NPUAOXMMO). KoraTo 3a pelleHMeTO Ha KOHKPEeTHa »kanba MAM pekAaMauma e HeobXOoAMMO
cbbupaHe Ha AOMbAHUTEAHA MHOOPMaLMA MO CAyYas, KOETO U3NCKBA NoBeYe BpeMe, NoAaTeAdT
ce yBeAOMABA NMNCMEHO, KaTo Ce U3AaraT CbOTBETHUTE MOTUBU. EBPOTPBCT pasraekaa NOCTbNMAa

»)anba nam perAaMauma 1 n3npatla OKOH4YaTeEAEH OTTOBOP AO NOAATEAA B CPOK AO 1 (e,A,VIH) Mecel.
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21 NMPUAOXKMMO NPABO
o BCUYKK HeypeAeHW B HaCTOALLUMA AOKYMEHT BbMPOCK Ce npuAarat pasnopeasbute Ha

NMPUAOCKMMOTO 3aKOHOAATEACTBO.

21.1 CbOTBETCTBUE C MPUAOXKUMOTO MNMPABO
3a Aa rapaHTupa, Ye pPaboTn 3aKOHHO U HapeXAHO, EBPOTPBCT nmpuaara caepHuTe

N3NCKBaHWA:

> EBpOTpBCT NpeaocTaBA Ha NOTPebUTEAUTE N Ha BCUYKM 3aNHTEPECOBAHN CTPaHM
MOAUTUKM, MPAaKTUKKN, CEPTUPUKATN U AeKAaPaLMKM 3a YCMELHO M3BbPLUBAHW MPOBEPKU, KaTo
AOKa3aTeACTBa 3a TOBa Kak OTroBapsA Ha MPUAO>KUMWNTE 3aKOHOBU N3NCKBAHWA;

» EBpOTPbCT npeaocTaBA YAOCTOBEPUTEAHW YCAYTM U MPOAYKTU 3@ KpalrHu
NOTPEOUTEAN - XOPa C YBPEXKAAHMA, KOraTo TOBa € Bb3MOXKHO;

» EBpoOTpbCT NpeaoCTaBA yAOCTOBEPUTEAHU YCAYTM, KaTo B3eMa npeasuna ETSI EN
301 549 cBbp3aH Hy»kAaTa OT AOCTBMHOCT Ha NnoTpebuteante Ao IKT npoayKTu 1 ycayru;

> EBpoTpbCcT rapaHTMpa, 4Y4e e MNPEeANpPMEAD  MOAXOAALUM  TEXHUYECKW U
OPraHM3aLMOoHHN MEPKU CpeLlly HeoTOpU3MpaH AOCTbNM A0 UHPOPMALMOHHATa CUCTEMA,
He3aKOHHO obpaboTBaHe Ha AWMYHU AAHHWU WAM Cpelly CAyYaliHa 3aryba, yHULOXaBaHe WAW
yBpeKAaHe Ha AUYHN AaHHW. EBpoTpbcT 06paboTBa AMYHNTE AaHHU B CbOTBETCTBME C PernameHT
(EC) 2016/679. B ToBa OTHOLWEHME, NPEAOCTAaBAHETO Ha OHAAMH YCAyra M yAOCTOBepABaHe Ha
OHAAMH A@HHU Ce OTHacA EeAMHCTBEHO A0 ObpaboTkaTa CaMO Ha OHe3N WAEHTUOUKALMOHHM
AAHHU, KOUTO Ca aAeKBaTHU, MOAXOAALLM N HE MPEKOMEPHO, 3a Ad Ce NPEAOCTaBU AOCTbM AO Tasu

YCAYyra OHAauH.

B AonbAHeHWe, EBpOTpbCT Npuaara caepaHUTe cneumduyHn M3ancKBaHus:

» KOraTo AMYHUTE A@HHU ce obpaboTBaT OT TpeTa CTpaHa, BbHLUEH perncrpupaly
opraH, EBpoTpbCT CKAlOUYBa MOAXOAALLO COpasyMeHune, 3a Aa rapaHTupa, Ye NOAU3MbAHUTEAUTE
Cna3BaT 3aKOHOBUTE U3NCKBAHMA, BKAIOYUTEAHO MPUAAraHeTO Ha TEXHUYECKN, OpraHM3aLOHHN
M NPaBHM MEPKMW 3a 3alumMTa Ha AUYHUTE AaHHU. AaHHUTE, KOUTO e 6baaT NoANMCaHW, ce cHmTaT
3a AUMHWN AGHHU;

» SCASC He cbxpaHaBa SD caep o6paboTka, korato He e HeobxoanMmo. B cayyaute,

I <IDAS-CP-CPS-RESS | Bepcumsa: 3.0/ 15.09.2023 r. | O6ujoaocTbneH AoKyMeHT | 120



NOANTUNKA U TIPAKTUKA TTPU MTIPEAOCTABAHE HA YCAYTA 3A OTAAAEHEHO

NOANMMNCBAHE C EAEKTPOHEH MNMOAMNMNC / MEYHAT

korato SCASP pabotn B KOMbuHauma ¢ ycayra Ha EBpoTpbCT 3a cbxpaHABaHe, ce npeaocTaBs
BB3MOX>KHOCT Ha NOTPEDBUTEAUTE Ad CbXPaHABAT AbATOCPOYHO TaKMBa AAHHMU.

» EpoTtpbet (SCASP) Hocr mbAHaTa OTFOBOPHOCT 3a@ M3MbAHEHME Ha M3NCKBAHWATA,

MOCOYEHWN B HAaCTOALLMA AOKYMEHT, AOPU KOraTO HAKOW AN BCUYKUTE My QYHKLUKN Cce noemaT oT

MOAN3MBAHUTEAN.

HactoAawmAat sokymeHT e nybanKyBaH Ha yebcariTa Ha EBpOTpbCT B MHTEpHET Ha 6bArapcku um
aHIAMKNCKN e3uK. B cayqar Ha HecboTBeTCTBUE MeX Ay TEKCTOBETE Ha ObArapCKu M aHrAMMCKU

e3uK, NPMopuUTET MMa 6bArapCKUA TEKCT.
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