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NOAUTUNKA MPUN MPEAOCTABAHE HA KBAAMOVUMPAHO YAOCTOBEPEHUE 3A
YCbBBbPLWUEHCTBAH EAEKTPOHEH MOAMNC / NMEYAT
1 BBBEAEHMUE

JJ1oAUTMKa NpU NpeaoCTaBAHe Ha KBAaAUPUUMPAHO YAOCTOBEpPEHME 3a YCbBbPLUEHCTBAH
enekTpoHeH noanuc/nevat” (Moantuka/CP/Certificate Policy) e AookyMeHT, kKoWTO onuncea obwumTe
npaBuAa M HopMU npuaaradm ot ,EBpoTpbeT TexHoabaxmc” AA (EBpoTpbCT) npu nssaBaHe u
ynpaBAeHME Ha KBaAMbULMPaHM  YAOCTOBEPEHMA 33 YCbBbPLUEHCTBAHW  EAeKTPOHHU
noanucu/neyaTn, BUAOBETE KBaAUOULIMPAHN YAOCTOBEPUTEAHW YCAYTM MPUAOXUMK 3a Te3n

YAOCTOBEPEHMUA, KAKTO N TEXHNA 06XBaT Ha MPUAO>KNUMOCT.

Mpu u3paBaHe Ha KBaAMOULMPAHO YAOCTOBEPEHME 3a YCbBbBPLUEHCTBAH EAEKTPOHEH
noanuc/neyat oT EBpOTpbCT ce npuaarat npoueAypm, OCUTypPABaLLY BUCOKO HMBO Ha HAAE>KAHOCT
M CUIYPHOCT Ha yAOCTOBepeHaTa nHpopMauma, naeHtounumpalla notpebuteaumte. MNpuaarat ce
npoueAypW, rapaHTUPAaLLM HAAEKAHOCT U CUTYPHOCT NPW U3aaBaHe, NybAMKyBaHe U yrnipaBAeHne
(cnupaHe, Bb306HOBABaAHE, NpPeKpaTABaHe N NOAHOBABAHE) Ha KBaAUGULIMPAHN YAOCTOBEPEHUH,
NpW Cb3paBaHe Ha Moanuc/neyaTt, CbXpaHeHMe Ha YacTeH KAY WM ynoTpebata My B PasAUYHU
NPUAOXKEHUA.

3anosHaBaHeTo C UeAuTe U poaaTa Ha [lloauTukata npw npepocTaBAHe Ha
KBaAMOULMPAHO YAOCTOBEPEHME 3a YCbBBPLUEHCTBAH €AEKTPOHEH noanuc/nedyat” e ocobeHo
BaxHoO 3a notpebuteante (Tutyaapn/Co3patean) n AoBepABallM ce CTPaHW OT rAepHa TOYKa Ha
MPUAOXMMOCTTa Ha TE3WN YCAYTU.

OTtHoweHnATa ™Mexpay EBpoTpbcT M noTtpebutenda ce ypexaaT C AOroBop 3a
KBaAMOULMPAHN YAOCTOBEPUTEAHU YCAYT.

LleHnte Ha yAOCTOBEpeHMATa U Ha YCAYrMTe MO W3AaBaHE W yrNpaBAEeHME Ha
KBaAMGULMpPaHN yAOCTOBEPEHMs ce Cbabp»KaT B TapudaTa Ha EBpOTPBCT, AOCTbMHA Ha MHTEPHET

caliTa Ha APY»KeCTBOTO.

1.1 NPErAEA

AokyMeHTbT [MoAnTMKa Npu NpeaoCTaBAHE Ha KBaAMGUUMPAHO yAOCTOBEpeHue 3a
YCbBbPLUEHCTBAH EAEKTPOHEH noanuc/nedaT” ce OTHacA 3a KBaAMULMPAHU YAOCTOBEpPEHUS,
ns3paseHn ot EBpotpuet, cbraacHo Peraament (EC) N2 910/2014 Ha EBponerickma napAaMeHT u
Ha CbeeTa oT 23 t0An 2014 ropnHa OTHOCHO EAEKTPOHHAaTa MAGHTUGUKALMA N YAOCTOBEPUTEAHUTE
YCAYTM MPW EAEKTPOHHW TpaHCaKLUMW Ha BbTPELHMA na3ap M 3a OTMAHa Ha AmpekTuBa

1999/93/EO (Peranament (EC) N 910/2014) n B cbOTBETCTBME C MPUAOXKMMOTO 3aKOHOAATEACTBO
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YCbBbPLUEHCTBAH EAEKTPOHEH MOANMUC / MEYAT
B Penybaunka Bbarapus.

HactoAawmar AOKYMeHT e CTpyKTypupaH B CbOTBETCTBME C paMKarta, OfnpeAeAeHa C
npenopbkata IETF RFC 3647 ,Internet X.509 Public Key Infrastructure Certificate Policy and
Certification Practices Framework".

MNoAnTnkaTa € cbobpaseHa CbC CACAHUTE AOKYMEHTM:

» ETSIEN319411-2 ,Policy and security requirements for Trust Service Providers issuing
certificates. Requirements for trust service providers issuing EU qualified certificates”;

» ETSI EN 319 401 ,Electronic Signatures and Infrastructures (ESI); General Policy
Requirements for Trust Service Providers";

» ETSIEN 319 412-1 ,Electronic Signatures and Infrastructures (ESI); Certificate Profiles;
Part 1: Overview and common data structures";

» ETSIEN 319 412-2 ,Electronic Signatures and Infrastructures (ESI); Certificate Profiles;
Part 2: Certificate profile for certificates issued to natural persons”;

» ETSI EN 319 412-3 ,Electronic Signatures and Infrastructures (ESI); Certificate
Profiles;Part 3: Certificate profile for certificates issued to legal persons”;

» ETSIEN 319 412-5 ,Electronic Signatures and Infrastructures (ESI); Certificate Profiles;
Part 5: OQCStatements";

» ETSITS 101 456 ,Electronic Signatures and Infrastructures (ESI); Policy requirements
for certification authorities issuing qualified certificates".

» ETSI TS 119495 ,Electronic Signatures and Infrastructures (ESI); Sector Specific
Requirements; Qualified Certificate Profiles and TSP Policy Requirements under the payment
services Directive (EU) 2015/2366";

> AMPEKTUBA (EC) 2015/2366 HA EBPOMNENCKA MAPAAMEHT 1 HA CbBETA ot 25
Hoemepu 2015 roaMHa 3a MAATEXKHWUTE YCAYrM BbB BbTPELWHWA Masap, 3a W3MeHeHWe Ha
anpektneu 2002/65/EO, 2009/110/EO n 2013/36/EC n Peraament (EC) N2 1093/2010 v 3a
oTMAHa Ha AmpekTuea 2007/64/EO.

|/|3,A,aBaHeTO Ha KBa/\I/ICI)VILI,VIpaHI/I YAOCTOBEPEHNMA 3a YCbBbPLWEHCTBAaHU EAeKTPOHHN
I'IO,A,I'IVICVI/I'Ie‘-IaTVI Cce CBbp3Ba C:
> n3paBaHeE Ha KBaAVICI)VILI,VIpaHO YAOCTOBeEpPEHNE Ha c|>1/|3w-|ec+<o Amue (TI/ITy/\FIp) - NMa

XapaKTep Ha KBaAVICI)VILI,l/IpaHO YAOCTOBEPEHNE 3a YCbBDbPLUIEHCTBAH EAEKTPOHEH MOAMNNC,;
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YCbBbPLUEHCTBAH EAEKTPOHEH NMOAMNNC / NMEYAT
» YCbBbPLIEHCTBAH EAEKTPOHEH nevat Ha topuamdecko avue (Cb3paten Ha neyaT) - uMa

XapaKTep Ha KBaAVId)VILI,l/IpaHO YAOCTOBEPEHNE 3a YCbBbPLIEHCTBAaH EAEKTPOHEH Mnedar.

. TOAUTMKa NpU NpepoCTaBAHe Ha KBaAMDULMPAHO YAOCTOBEpPEHME 3a YCbBbPLUEHCTBAH
eNeKTpOHeH noanuc/nedat” Ha ,EBpoTpbeT TexHoAbaKMC" AA e NybAnYeH AOKYMEHT. Tol Moxe
Aa O6bae MPOMEHAH MO BCAKO BpeMe OT EBPOTPBCT M BCAKa HOBa pepakuma ce cbobliaBa Ha

3aMHTepecoBaHUTe AL, KaTo ce NybAMKyBa Ha canTta Ha EBpoTtpbeT: https://www.evrotrust.com.

1.2 HAMMEHOBAHME N UAEHTUOUKATOP HA MOAUTUKATA

HactoawmsaT AOKyMeHT e C MbAHO HauMeHoBaHue ,[loAnTvka npu npeaocTaBsHe Ha
KBaAMGULMPaHO YAOCTOBEPEHME 3a YCbBBbPLLIEHCTBAH EAEKTPOHEH noanunc/neyat” ot ,Espotpber
TexHoabaxnc” AA.

YAOCTOBEPEHMATA CbABPXKAT MAEHTUOUKATOP Ha MOAUTMKAE, KOWTO MOXKE Aa CE M3MOA3Ba
oT AoBepABaLmMTE Ce CTPaHM NPU ONPEAEAAHE Ha MPUAOXKMMOCTTA UM KbM AAAEHO NMPUAOXKEHME,
KaKTo e onncaHo B npenopbkata IETF RFC 3647, Touka 3.3.

NaeHTndurkaTopute 3a NOAUTUKMTE Ha KBAaAUDUUMPAHUTE YAOCTOBEPEHUS, NMOCOYEHN B
HaCTOALWMA AOKYMEHT, ca:

QCP-n:

ltu-t(0) identified-organization(4) etsi(0) qualified-certificate-policies(194112)

policy-identifiers(1) gcp-natural (0)

QCP-I:

itu-t(0) identified-organization(4) etsi(0) qualified-certificate-policies(194112)

policy-identifiers(1) gcp-legal (1)

AoCTaBUMKDBT NoaabpKa W npuaara lNoanTmka 3a KBaAl/ICI)l/ILI,l/IpaHI/I YAOCTOBEPEHUA, KOATO
ce ocHoBaBa Ha npasuAa, onpeaeneHn B ETSI EN 319 411-1, ¢ obekteH naeHtmdumkatop (OID -

Object Identifier), kakTo creapa:

Tuvn yaocTroBepeHue NaeHTudpukaTop Ha 06eKT

Evrotrust Qualified Natural Person Certificate | 1.3.6.1.4.1.47272.2.7

for AES (cvoTBeTCcTBa Ha noantmuka c O.1.D. =
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QCP-n 0.4.0.194112.1.0)

Evrotrust Qualified Legal Person Certificate 1.3.6.1.4.1.47272.2.8

for AESeal (cvoTBeTcTBa Ha noantuxka ¢ O.1.D. =
QCP-| 0.4.0.194112.1.1)

Evrotrust Qualified PSD2 Legal Person 1.3.6.1.4.1.47272.2.8.1

Certificate for AESeal (cvoTBeTCTBa Ha noantmuka c O.1.D. =
QCP-I 0.4.0.194112.1.1)

EBpoTpbCT rapaHtipa, 4e He NPOMEHA 0OEKTHUA MAEHTUPNKATOP Ha HAaCTOALLMA AOKYMEHT,
KaKTO N OBEKTHUTE MAEHTUOUKATOPU Ha MOAUTUKWUTE, MPAKTUKUTE N APYrnTe pedepurpalum
AOKYMeHTUN. AKO 1MMa paslwmpaBaHe/NpPoMAHa B MOAUTMKATA W NpaKTMKaTa, KOATO He 3acAra Beye
N3A3AEHWN yAOCTOBepeHUA, EBPOTPBCT Npe3eHTnpa HOB 0O6EKTEH MAEHTUUKATOP, KOMTO ONKCBa
HOBUTE YAOCTOBEPEHWNA NAWN pasMpeHnTe/npoMeHeHnTe Taknea. EBpoTpbCT caeaBa BbTpeLlHa

npoueaypa 3a ynpaesaerue Ha OID.

1.3 YYACTHULUM B UHOPACTPYKTYPATA

EBpoTpbCT KaTo KBaAMPULMpPaAH AOCTaBYMK Ha KBAAMPULIMPAHN YAOCTOBEPUTEAHN YCAYTU
NPeAOCTaBA YCAYrM MO reHepupaHe 1 ynpaBAeHue (cnupaHe, Bb3obHOBABaHe 1 NpeKkpaTABaHe)
Ha KBaAMbULMPaAHN YyAOCTOBEpPEHUA, Ypes YaocToBepuTeneH opran ,Evrotrust RSA Operational
CA" 1 ycAyrv no MAEHTUOMKAULMA U YAOCTOBEPABAHE Ha MAEHTUYHOCT Ha MoTpebuTeAu, ypes
Pernctpupaly opraH. Apyrv y4acTHUUM B MHpPaCTPyKTypaTa Ha EBpoTpbCT ca noTpebutean m

AoBepABaly ce CTpaHu.

1.3.1 YAOCTOBEPABALL, OPTAH
+Evrotrust RSA Operational CA” e yaocToBepsnBaLl, opraH, KOUTO M3paBa KBaAubuumMpaHu
yAOCTOBepeHI/IFI 3a beBprueHCTBaHM e/\eKTpOHHM ﬂOAﬂI/ICVl/ﬂeHaTVI, KOUTO Ce yﬂpaBAﬂBaT

CbrAaCHO HacCToALWaTa NOAUTUKA.

1.3.2 PETCTPUPALL, OPTAH
PervcrtpupawmaTr opraH e obocobeHa CTpykTypa Ha EBpOTpBCT, HO MOXe aAa Obae U

BbHLWHO NOPNANHECKO AMLE, Ha KOETO EBpOTp'bCT Bb3Aara oOCbwecTBABaHE Ha YCAYyrm Tno
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NOANTNKA NP MPEAOCTABAHE HA KBAAVOVNLIMPAHO YAOCTOBEPEHVE 3A I
YCbBbPLUEHCTBAH EAEKTPOHEH NMOAMNNC / NMEYAT

perncrtpauma, VAeHTUOUKaLMA W YAOCTOBEPSABAHE Ha WAEHTWYHOCTTa Ha noTpebuteAn Ha
EBpoTpnerT.

Perncrpupalumat opraH n3nbAHABa CAEAHNTE AENHOCTU:

> MpuveMa UCKaHWA 3a KBaAUPULMPAHN YAOCTOBEPEHUA, OAODPABA UAM OTXBBPAA TE3MU
NCKaHMA B CbOTBETCTBME C BbBEAEHW BbTPELLHM NpaBuAa 3a oA0bpeHmne oT EBpoTpbeT;

> npoBepABa CAMOAMYHOCTTa Ha AML,aTa MOAAAM UCKaHe 3a U3AaBaHe Ha YAOCTOBEPEeHUA;

> yBepsABa Ce, Ye W3AAEHOTO YAOCTOBEpPEHWe ce BpbyYBa Ha noTpebutensn
(Tutyaap/Cob3paten);

> npekpaTtABa KBaAMOULMPAHN YAOCTOBEPEHNA Bb3 OCHOBA Ha BbBEAEHMW MpaBuAa 3a
oAObpeHMe Ha NpeKkpaTABaHeToO OT EBpOTPBCT.

NHdopMauma 3a KoHTaKT ¢ Pernctpupaluma opraH Ha EBpoTpbCT e Ha pa3nonokeHue Ha

NHTepHeT canTa Ha EBpoTpbCT.

1.3.3 NOTPEBUTEAU

BcAko ¢dusmyecko MAM IOPUAMYECKO AWML, KOETO MMa CKAIOYEH MUCMEH AOTOBOP C
EBpoTpbcT e noTpebutea Ha KBaanduuMpaHa YAOCTOBEPUTEAHA YCAyra, npeaocTaBeHa oOT
EBpoTtpber.

MNoTpebuteanTe buBaT:

»  odusnuecko avue (TUTyAap), KOETO Cb3AABA YCbBbPLUEHCTBAH EAEKTPOHEH NMOAMMUC;

»  odusnuecko avue (TUTyaap), KOETO e YMbAHOMOLLEH MPEACTaBUTEA Ha OPUAMYECKO
AVLE N Cb3AABA YCbBbPLUEHCTBAH EAEKTPOHEH MOAMUC;

» topuamyecko anue (Cb3paaTea Ha neyar), KOeTo Cb3AaBa YCbBbPLLIEHCTBAH EAEKTPOHEH
nevar.

KoraTo ToBa € npaKkTU4Yecky OCbLLECTBMMO, MPEAOCTABAHUTE YAOCTOBEPUTEAHWN YCAYTU U
N3MOA3BaHUTE MNPU MPEAOCTABAHETO Ha Te3W YCAYrM MPOAYKTM Ca AOCTbMHM M 3@ XOopa C

YBPEXAAHUA.

1.3.4 AOBEPABALLUU CE CTPAHU
AoBepnABalla ce cTpaHa e OU3NYECKO WAN IOPUAMYECKO AMLE, KOETO npuemMa
KBaAMPULMPaAHO YAOCTOBEPEHME, N3AAAEHO OT MHbPaCTPyKTypaTa Ha EBpoTpbCT, caea npoBepka

Ha YCbBbPLWEHCTBAHNA €AEKTPOHEH I'IO,A,I'IVIC/I'Ie‘-IaT Ha |'|0Tpe6v|Te/\ Ha KBa/\l/Id)l/ILI,I/IpaHVI
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NOAUTUNKA MPU MPEAOCTABAHE HA KBAAVIOVLIMPAHO YAOCTOBEPEHUE 3A
YCbBbPLUEHCTBAH EAEKTPOHEH NMOAMNNC / NMEYAT

YAOCTOBEPUTEAHU YCAYTU Ha AOCTaB‘-II/IKa.

1.3.5 APYI' YHACTHULMU
EBpoTpbcT 3ana3Ba npaBo Npu HEOOXOAMMOCT Aa CKAKOYBA AOTOBOPMU C BbHLLUHU AMLA 3a

NpPeAOCTaBAHE Ha ONpeAeAeHU YAOCTOBEPUTEAHUN YCAYTU.

1.4 YNOTPEBA U MPUAOXKNMOCT HA KBAAOULIUPAHU YAOCTOBEPEHUA
1.4.1 NIPUAOKMNMOCT HA KBAAMOULINPAHN YAOCTOBEPEHUA

KBaannduumpaHo yaoctoBepeHue Ha dusmyecko anue (Tutyaap)/iopmamyecko Anue
(Cb3paTen) MAM YMBAHOMOLLLEH MPEACTaBUTEA Ha IOPUAMYECKO AMLE, MOCOYEH KaTo TUTyadp B
YAOCTOBEPEHNETO, MOXKE Aa Ce W3MOA3BAa MPW Cb3AaBaHE Ha YCbBbPLUEHCTBAH €AEKTPOHEH
I'IO,A,I'IVIC/I'Ie‘-IaT B €AeKTPOHHN AOKYMEHTUN U l'lpl/l/\O)KeHI/IFl/TpchaKLI,VII/I, KOUTO N3NCKBAT BUCOKO

HMBO Ha MHGOPMALMOHHA CUTYPHOCT.

1.4.2 3ABPAHA 3A YNOTPEBA HA KBAAMOULIMPAHUN YA OCTOBEPEHUA
Keaanduumparmn yaoctoBepeHnsa Ha EBpoTpbcT He TpAbGBa Aa ce M3MOA3BAT MO HauYuH,
HeCbBMeCTUM C obABeHaTa 3a TAX LleA 1 TAXHOTO NPUAOKHO noAe/lToanTumka.
KBaAnduumMpaHn yaAOCTOBEPEHUNA, U3AGAEHM B CbOTBETCTBME C HacToAwwaTa [ToAnTHKa He

TpH6Ba Aad 6bAaT MN3MOA3BaHWM 3a He3aKOHOC'bO6pa3Hl/I LeAn.

1.5 YNPABAEHUE HA NOAUTUKATA
1.5.1 OPTAHU3AUUA, YNIPABAABALLA NOAUTUKATA

EBpoTpbcT oTroBapsa 3a ynpaBaeHmeTo Ha Tasn [NoanTuka.

BcAaka Bepcua Ha [NoanTrKaTa e B clAa AO MOMEHTa Ha 0A0DpeHMe U NyOAMKYBaHe Ha HOBa
BepcuA. Bcaka HoBa BepcnAa ce pa3paboTBa OT CAY»KUTeAU Ha EBpPOTPBCT 1 caep op0bpeHme oT
CobBeTa Ha AMpekTopuTe Ha EBpoTpbeT ce nybamKyBa.

MNoTpebuteanTe ca AAbXKHU Aa Ce CbobpasaBaT CaMo C BaAMAHaTa Bepcua Ha [loAnTrKaTa

KbM MOMEHTa Ha NOA3BaHe Ha YCAYITNTE Ha EBpOTp'bCT.

1.5.2 AMLE 3A KOHTAKT

KoHTakTHOTO AMUe 3a yrnpaBAeHUME Ha AOKYMEHTa ,,HO/\VITl/IKa npun npeaocCcrtaBAHE Ha
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NOANTNKA NP MPEAOCTABAHE HA KBAAVOVNLIMPAHO YAOCTOBEPEHVE 3A I
YCBbBbPLWWEHCTBAH EAEKTPOHEH MOAMKC / NMEHAT

KBaAMGULMPaHO YAOCTOBEPEHME 38 YCbBBPLLUEHCTBAH EAEKTPOHEH noanunc/neyat” ot ,EspoTpber
TexHonbaknC” AA e N3MbAHUTEAHNA AMpPEeKTOpP Ha EBpoTpbeT.

AonbAHUTEAHA MHbOPMaLMA MOXKe Aa BbAE NMOAYHEHA HA CAEAHWA aApec:

.EBpOTPBCT TexHoabaxmC” AN

Codun, 1766

6yA. ,OkonoBpbereH mbt’ N2 251 T, ,MM BU3HEC LLEHTbHP”, eT. 5

TenedoH, dakc: + 359 2 448 58 58

Nmenn: office@evrotrust.com

1.5.3 BPB3KA MEXAY NOANTUKATA N NPAKTUKATA

,JTOAUTUKa Npu NpeaoCTaBsaHEe Ha KBaAMOULMPAHO YAOCTOBEPEHME 3a YCbBbPLLIEHCTBAH
enekTpoHeH noanuc/nedat” (CP/MoanTtnka) u ,MpakTika npu NpeasocTaBaHe Ha KBaAMbULMpaHu
yaoctoBeputeAHn ycayrn” (CPS/MpakTuka) pasraekpaT eAMH U Cbly, Habop OT TeMMU, KOUTO
obCcAy»KBaT noTpebuteanTe M ca B MHTepec Ha AoBepABalMTe Ce CTpaHW, 3a Aa MoraTt Te Aa
pasynTaT Ha CUTYPHOTO WM HAAEMKAHO MPUAOXKEHME Ha KBaAudUUMPaHU YAOCTOBEpPEHUA 3a
YCbBbPLUEHCTBAH EAEKTPOHEH noanuc/neyvaTt n3paseHn ot EBpoTtpber.

OcHoBHaTa pasAMKaTa MexxAy ABaTa AOKYMeHTa € BbB GpOKyca Ha TeXHUTe pa3nopeasdbu 1 B
TAXHOTO LeAeBO NpeaHasHadeHune. [ToAnTrKaTa NpaBu Nperaes Ha UsSMCKBaHMATA U U3MbAHEHNETO
Ha CTaHAAPTWUTE, HaAOXeHU OT Cb3paseHaTa WMHOpacTpykTypa Ha EBpoTpbcT M onpeaeas
yHaCTHULUTE B AEMHOCTUTE MO NPEAOCTaBAHE Ha YAOCTOBEPUTEAHMU YCAyTU. [pakTnkaTa, oT Apyra
CTpaHa, Noco4YBa Kak YAOCTOBepsABalMs OpraH U ApPYruTe yyacTHUUM B UHpacTpyKTypaTa
npuAarat npoueAypmuTe M KOHTPOAUTE, 3@ Ad M3MBAHAT M3MCKBaHWATa Ha [loanTtukata. C aApyru
AYMW, LeATa Ha ABaTa AOKYMEHTa € A3 OCUIypW EeAMHCTBO 3a MpaBuAa M npoueaypu 3a
y4acTHUUMTE B MHPpacTpyKTypaTa Ha EBpOTPBCT, 3a Aa M3MbAHABAT CBOUTE 33aAbAXKEHMA U
OTrOBOPHOCTH.

OcHoBHaTa pa3amka Mexay NoanTtnkata u NpakTnkata e, 4e Ya0CTOBEPABALLMA OPraH ¢
eAHa [pakTnka Moxke A2 NOAABPXKA HAKOAKO MMOAUTUKN, N3NOA3BaHW 3a Pa3AUYHU NPUAOKEHUA

VAN C PA3ANHHO NPUAOXKHO MNMOAE 3a Pa3AUYHN AOBepFIBaLLI,l/I ce CTpaHwu.

1.5.4 AMLUE 3A KOHTAKT U NMPOLIEAYPU 3A OAOBPEHUE HA MPAKTUKATA

/\VILI,eTO, KOEeTO B3eMa peleHnAa OTHOCHO U3NbAHEHWNE Ha ,,HpaKTI/IKa npn npepaocCtaBAHe

B cIDAS-CP-AES | Bepcma: 5.0/ 15.09.2023 r. | O6uioaocTbneH AOKyMeHT | 11


mailto:office@evrotrust.com

NOAUTUNKA MPU MPEAOCTABAHE HA KBAAVIOVLIMPAHO YAOCTOBEPEHUE 3A
YCbBbPLUEHCTBAH EAEKTPOHEH NMOAMNNC / NMEYAT
Ha KBaAmduumpaHun yaoctoBeputeAHn ycayrn” (CPS) n oTroBapa 3a HEMHOTO ynpaBAeHWe e
N3MbAHUTEAHUA AMPEKTOP Ha ,EBpoTpbCT TexHoabaxmnc” AA.
JJ1pakTuka npu npeapoctaBsHe Ha KBaaubuumpaHu yaoctoseputearn ycayrn” (CPS) e
pa3paboTeHa oT ekun Ha EBpoTpbCT 1 e 0p06peHa oT CbeeTa Ha AMpekTopuTe Ha EBpoTpbCT.
Bcaka Bepcusa Ha [pakTvka npu npeaocTaBAHe Ha KBaAMOULMPaAHN YAOCTOBEPUTEAHM

ycayrn” e B craa A0 MOMEHTa Ha op0bpeHne 1 NnybAnKyBaHe Ha HOBa BEPCUA.

1.6 ONPEAEAEHUA N CBbKPALLEHUA

1.6.1 ONPEAEAEHUA

Ceptndmkauma - AoCTaBUMK Ha YAOCTOBEPUTEAHM YCAYTM MOXE Aa MOAydYM CTaTyc
JKBaanbunumpan” 3a onpeasereH nepuogp B cboteetctBue ¢ Peraament (EC) N2 910/2014 r., caep
NpeMrHaBaHe Ha yCnelleH OAUT 3a NPOBepKa Ha CbOTBETCTBME OT aKPeAUTUPaHW NpoBepABaLLM
AVILL;

AaHHM 32 BaAMAMPAHE - AaHHU, KOUTO Ce M3MOA3BAT 38 BaAUAMPAHE Ha EAEKTPOHEH MOAMMUC NAU
eAEeKTPOHEH neyar;

BaamaupaHe - [poueca Ha npoBepKa 1 NOTBbPKAABaHE Ha BAAMAHOCTTa Ha €AEKTPOHEH MOAMUC
AWM Meyar;

AaHHU 32 naeHTUPMKauMA Ha AMLa - Habop OT AaHHM, KOMTO MO3BOAABAT Ad C€ YCTaHOBMU
MAEHTUYHOCTTa M CAMOANYHOCTTa Ha GU3MYECKO AN IOPUANYECKO AMLE, UAM Ha GU3UYECKO AULLE,
NPeACTaBAABALLO IOPUANYECKO AULLE;

AaHHM 3a Cb3paBaHe Ha €AEKTPOHEH MOAMUC - YHUKAAHU AQHHW, KOUTO Ce WM3MOA3BaT OT
TUTYAAPA Ha eAEKTPOHHMSA NMOAMMC 33 Cb3AABAHETO Ha EAEKTPOHEH MOAMKUC;

AoeepsaBauwm ce crpaHm (Relying Parties) - Qusnyeckn nan topuamyeckn amua, KouTo ca
aApecaTV Ha eAeKTPOHHWN U3ABAEHWUS UAU APYTM MHOOPMALMOHHM OBEKTU U ce AoBepsABaT Ha
YAOCTOBEPUTEAHUTE YCAYTM Ha EBpOTpBCT;

A0CcTaBUUK Ha KBAaAMPULIMPAHU YAOCTOBEPUTEAHMU YCAYTU - AOCTaBYMK Ha YAOCTOBEPUTEAHN
YCAYTM, KOWUTO MPEAOCTaBA eAHa UAM MoBedye KBaAMbUUMPaHW YAOCTOBEPUTEAHU YCAYTM U e
MOAYYMA KBaAMbULMpaHua cu cTaTyT oT OpraHa no HaA3op;

EAnekTpoHeH BpeMeBM neuyar - AaHHW B eAreKTpoHHa GOpMa, KOUTO CBbP3BAT APYrM AAHHW B
eAeKTpOHHa $opMa C KOHKpPeTeH MOMEHT BbB BPEMETO W MPEeACTaBAABaT AOKa3aTeACTBO, 4e

NOCAEAHUTE AaHHUW Ca CbWeCTBYyBaAM B CbOTBETHMA MOMEHT U € MN3A3AEH B CbOTBETCTBME C
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NOAUTUNKA MPUN MPEAOCTABAHE HA KBAAMOVUMPAHO YAOCTOBEPEHUE 3A
YCBbBBPLWEHCTBAH EAEKTPOHEH MOAMNC / TEYAT

Pernament (EC) N2 910/2014 r.;
EAekTpoHEeH neuar - AaHHW B eAeKTpoHHa GOopMa, KOUTO ce AODABAT KbM APYrM AQHHU B
eNeKTPOHHa GOpMa MAM Ca AOTUYECKU CBbP3aHM C TAX, 3a AQ CE rapaHTMpaT NPOmn3xXoaa 1 LeAoCTTa
Ha nocAepHUTe. EAEKTPOHHUMAT MeyaT CAY>KW KaTo AOKa3aTEeACTBO, Y€ AAAEH EAEeKTPOHEH
AOKYMEHT € N3AAAEH OT IOPUAMYECKO AMLE U FapaHTUPa HaAEXAHWA MPOU3XO0A M LEAOCTTa Ha
AAHHUTE;
EAnekTpoHeH noanuc - AaHHU B eAeKTpoHHa GopMa, KOMTO ce A0BaBAT KbM APYrM AAHHWU B
eNeKTpOHHa bopMa MAM ca AOTMHYECKWM CBbP3aHU C TAX, U KOUTO TUTYAAPAT Ha EAEKTPOHHMUA
MOAMMUC U3MOA3BA, 33 Ad CE MOAMUNCBA;
KeaanpuumupaHa yaAoCTOBepUTEAHA YCAYra - YAOCTOBEPUTEAHA YCAYra, KOSITO OTroBaps Ha
NPUAOXKUMUTE N3NCKBaHMA, onpeaeneHn B Peraament (EC) N2 910/2014 r;
KeaanpuumupaHo yaocToBepeHMe 3a EeAEKTPOHEH NOANUC - YAOCTOBEpPEHME 33 EAEKTPOHEH
MOAMMC, KOETO Ce M3AaBa OT AOCTaBYMK Ha KBaAMPULIMPAHN YAOCTOBEPUTEAHU YCAYTW 1 OTroBaps
Ha U3McKkBaHuATa, NnpeaBuaeHn B Peraament (EC) N2 910/2014 r.;
KeaauduuupaH BpemeBM neyatr - EnekTpoHeH BpemeBM mMeyaT, KOWTO OTroBapdA Ha
n3nckeaHuATa, npeasnaeHn B Pernament (EC) N2 910/2014 r;
YcbBbpLWEHCTBAH €AEKTPOHEH MevaT - YCbBbPLUIEHCTBAH EAEKTPOHEH MevyaT € eAeKTPOHEH
meyaT, KOWTO € Cb3AaAeH OT MpPUAOXKEeHMe/cncTeMa 3a Cb3paBaHe Ha YCbBbPLUEHCTBaH
eAeKTPOHEH neyaT 1 ce OCHOBaBa Ha KBaAMGULMPAHO YAOCTOBEPEHME 3a eAeKTPOHEH MNeyar;
YcbBbpLWIEHCTBAH €AEKTPOHEH MOAMMUC - YCbBbPLIEHCTBAH EAEKTPOHEH MOAMUC, KOUTO €
Cb3AAAEH OT NMPUAO>KEHNE/CUCTEMA 3a Cb3AaBaHE Ha YCbBbPLUEHCTBAH @AEKTPOHEH MOAMUC U Cce
OCHOBaBa Ha KBaAUULMPAHO YAOCTOBEPEHME 38 @AEKTPOHHM MOAMNCH;
KoopauHupaHo yHuBepcanHo Bpeme (Coordinated Universal Time/UTC) - Yacoso Bpeme,
CNPAMO KOETO Ce WM3YUCAABA BPEMETO B PAa3AMYHUTE 4acoBM 30HW. [lpu Hero 3a ocHoBa ce
N3MOA3Ba MeXKAYHapPOAHOTO aToMHO BpeMe (TAI);
OpraH 3a opoo06peHue Ha MoauTtuka (Policy Approval Authority/PAA) - OpraH, ymbAHOMOLLEH
Aa 0006pun, HabAoAaBa U NoAAbPKa YaocTOBepUTEAHaTa [ToAnTHKa;
OpraH 3a oueHsABaHe Ha cboTBeTCcTBUETO - OpraH, KONTO € aKkpPeAUTMpPaH B CbOTBETCTBME CbC
Peranament (EO) N® 765/2008 kaTo KOMNETEHTEH Aa M3BBPLLUBA OLlEHABaHE Ha CbOTBETCTBMETO Ha
AOCTaBUYMK Ha KBaAMDULMPAHU YAOCTOBEPUTEAHM YCAYTM 1 HA NPEAOCTaBAHUTE OT TO3M AOCTaBYMK

KBaAMPULMPaHN YAOCTOBEPUTEAHU YCAYTU C U3NCKBaHWATa Ha PeraamenT (EC) N® 910/2014 r.;
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NOANTNKA NP MPEAOCTABAHE HA KBAAVOVNLIMPAHO YAOCTOBEPEHVE 3A I
YCbBbPLUEHCTBAH EAEKTPOHEH NMOAMNNC / NMEYAT
MpakTuka (CPS) - MpaxkTuka npu npeaocTaBaAHe Ha KBaANPULMPAHN YAOCTOBEPUTEAHU YCAYTH €
AOKYMEHT, CbAbp»Kall, MpaBWAa OTHOCHO U3AaBaHe, CrnMpaHe, Bb3OOHOBABaHE W OTMAHA
AEVICTBMETO Ha YAOCTOBEPEHMATa, KaKTO U YCAOBMATa 3a MNPEAOCTaBAHETO Ha AOCTbM AO
YAOCTOBEPEHUATA;
Cnucbk cbc cnpeHU U npekpateHu yaocroeepeHusa (CRL/Certificate Revocation List) -
CnncbKbT CbAbP’KA YAOCTOBEPEHMWA, KOMTO BeYe He MOke Aa ce cuuTaT 3a BaamaHW. CRL e
LUMPPOBO MOAMMCAH OT U3AATEAA HA YAOCTOBEPEHUATA - YAOCTOBEPABALLMA OPraH;
Cb3pateA Ha nevar - FOpuranyecko AnLe, KOeTO Cb3aaBa €AeKTPOHEH neyar;
YacteH KAOM - HK3 OT CMMBOAM, KOWTO Ce WM3MOA3Ba B aAropuUTbM 3a nNpeobpasyBaHe Ha
nHbopMauma ot pasbupaem B wndpupaH BUA (KpUNTUpaH) MAM obpaTHO - OT wudbpupaH B
pasbupaeM BuA (AeKpUnTnpaHe);
My6AnuyeH KAOY - EANHUAT OT ABOMKa KAIOHOBE, M3MOA3BaH B acCMMeTPUYHa KPUMNTOCUCTEME,
KOWTO € AOCTbMEH N MOXeE Aa Ce U3MOA3Ba 3a NPOBEPKA Ha eAeKTPOHEH noanuc/neyart;
TuTtyasap Ha eneKTpPOHeH noanuc - OrsnyecKo AnLE, KOETO Cb3AaBa EAEKTPOHEH MOAMUC;
YaoctroBeputeAHa Yycayra - EaekTpoHHa ycAayra, OOMKHOBEHO MNpPeAOCTaBAHa CpeLly
Bb3HarpaKAeHMe, KOATO Ce CbCTOM BbB: Cb3AaBaHETO, MNpoBepKaTa U BaAMAMPAHETO Ha
EAEKTPOHHN MOAMUCK, EAeKTPOHHU MeyvaTu VAU EAEKTPOHHW BpPeMeBM MneyaT, YCAyrn 3a
eAeKTPOHHa MnpenopbYaHa MoLa, KakTo U YAOCTOBEPEHMUA, CBbP3aHW C Te3u YCAYTU; WAK
Cb3AABaHETO, MpOBepKaTa M BAAMAMPAHETO Ha YAOCTOBEPEHMA 3a aBTEHTUYHOCT Ha yebcanT; nan
CbXpPaHABAHETO Ha EAEKTPOHHM NMOAMMUCH, MeYaTU UAU YAOCTOBEPEHWNA, CBbP3aHU C Te3U YCAYTY;
YaoctoBepeHMe 3a eAEKTPOHEH MeyaT- YAOCTOBEPEHME Ha IOPUAMYECKO AMLE MO CMAaTa Ha
Pernament (EC) N2 910/2014 r.;
YaocroBepeHue 3a BpeMe - AaHHU B eAeKTpOoHHa popMa, KOUTO CBbP3BAT APYIUY eAeKTPOHHM
AAHHW KbM OMpeseAeH MOMEHT OT BpeMe, MPeAOCTaBAMKM AOKAa3aTeACTBO, Ye Te3n AaHHMU
CbLLECTBYBAT KbM AAAEHUA MOMEHT;
YaoctoBepeHMe 3a eAEKTPOHEH MOAMMUC - EAneKTpoHeH aTecTaT, KOMTO CBbpP3Ba AaHHWUTE 3a
BaAMAMPAHE Ha EAEKTPOHEH MOAMUC C GU3NYECKO AMLE U MOTBbPXKAABA Ha-MaAKO UMETO WAU
NceBAOHVMA Ha TOBa AULLE;
Cpeaa 3a cb3paBaHe Ha YCbBbPLUEHCTBAH €AeKTPOHeH nevart - Cpeaa 3a cb3paBaHe Ha
YCbBbPLUEHCTBAH EAEKTPOHEH MeyaT € MPUAOXKEHME WAM CUCTeMa, KOeTo OTroBapAa Ha

n3ncksaHmaTa B Pernament (EC) N2 910/2014 r,;
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NOAUTUKA MPUN MPEAOCTABAHE HA KBAAVIOVLIMPAHO YAOCTOBEPEHUE 3A IS
YCBbBBbPLUEHCTBAH EAEKTPOHEH MNMOAMNNC / TTEHAT
Cpepa 3a cb3paBaHe Ha YCbBbPLUEHCTBAH €AEKTPOHEH noanmuc - Cpeaa 3a cb3paBaHe Ha
YCbBbPLUEHCTBAH EAEKTPOHEH MOAMUC € MPUAOXKEHNE UAM CUCTEMA 338 Cb3AABAHE Ha EAEKTPOHEH
NOANKMC, KOETO OTroBapA Ha U3nckBaHuATa Ha PernamenT (EC) N2 910/2014 r;
Cpeaa 3a cb3paBaHe Ha eAEKTPOHEH noanuc - [IprAoXKeHMe UAN CUCTEMa 3a Cb3paBaHe Ha
eAEKTPOHEH MOAMUC € KOHOUryprpaH codTyep NAM xapayep, KOUTO ce M3MOA3Ba 3a Cb3AaBaHETO

Ha eAeKTPOHEH NoAMuc.

1.6.2 CbKPALLEHUA

QCP-l - MoAnTHKa Ha KBaAMOULMPAHO YAOCTOBEPEHME, M3AAAEHO Ha IOPUAMYECKO AMLE, KOTaTo
4aCTHMA KAIOY Ha CBBbP3aHOTO C HEro YAOCTOBEPEHME € reHepupaH B CUTypHa CPeAa;

QCP-n - [ToAnTHKa Ha KBaAMOULMPAHO YAOCTOBEPEHME, U3AAEHO Ha GU3NYECKO AMLE, KOraTo
4aCTHMA KAIOY Ha CBBbP3aHOTO C HEro YAOCTOBEPEHME € FeHepupaH B CUrypHa cpeaa;

NCP+ - 3acraeHa HOpMaAM3npaHa YAOCTOBEPUTEAHA MOANTMKA, KOATO BKAIOYBA AOMBAHUTEAHMN
M3MCKBaHUA 3a KBaAndULMpPaHU yaoCToBepeHua B cboTeeTcTBue ¢ PeraamenT (EC) N2 910/2014 ;
CA Certification Authority - YaocTtosepsnBsawy opran;

CN Common Name - O6wonpuneTto nMe Ha AULLETO;

CP Certificate Policy - [MoanTuka 3a npeaocraBsHe Ha KBaAMdUUMpPaHO yAOCTOBEpeHue 3a
YyCbBbPLUEHCTBAH @AeKTPOHEH noanuc/neyart;

CPS Certification Practice Statement - [pakTvka npu npeasocTaBaHe Ha YAOCTOBEPUTEAHM
YCAYTU;

CRL, Certificate Revocation List - CriicbK cbc cnpeHu n npekpaTeHn yAoCToBepeHUs;

PSD2 (Payment Services Directive 2) -  AVNPEKTVBA (EC) 2015/2366 HA EBPOMENCKINA
NMAPAAMEHT V1 HA CbBETA ot 25 HoemBpu 2015 roamHa 3a nAaTeXXHUTE YCAYT1 BbB BbTPELUHUA
nasap, 3a nsmeHeHuve Ha ampekTnen 2002/65/EO, 2009/110/EO v 2013/36/EC n PeranamenT (EC)
N2 1093/2010 v 3a ot™MaAHa Ha AupekTtusa 2007/64/EQ”;

PSP (Payment Service Provider) - AocraBumk Ha nAaaTteHa ycayra;

DN, Distinguished Name - OtanunteaHo nme Ha cybeKT, BNncaH yAOCTOBEPEHMETO;

Enhanced key usage - PasLwupeHu Lean 3a M3NOA3BaHETO Ha KAIOYa;

FIPS, Federal Information Processing Standard - QepepaneH craHpapt 3a obpaboTka Ha
nHdopmaums;

HSM, Hardware Security Module - XapayepeH kpuntorpadpckmn Moaya;
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Issuer - 3paten;
LDAP, Lightweight Directory Access Protocol [poTokoa 3a onpocTeH AOCTbM A0 PErUCTbP;
OID, Object Identifier - laeHTndurkatop Ha obekT;
PKCS, Public Key Cryptography Standards - Kpuntorpadcku ctaHaapT 3a npeHoc Ha nybAnyeH
KAIOY;
PKIl, Public Key Infrastructure - Hdpactpyktypa Ha nyBAMYHMA KAKOY - CbBKYMHOCTTa OT
xapayepa, codTyepa, nepcoHara, AOKyMeHTaumsaTa B EBpoTpbcT 3a cb3paBaHe, WM3NOA3BaHe,
ynpaBAeHMe 1 NPOBepKa Ha M3AaBaHN YAOCTOBEPEHMUA 3a eAeKTPOHHU noanucu/neyaTy;
RA, Registration Authority - Peructpupaty opra;
RSA, Rivest-Shamir-Adelman - Bua acumeTtpuyen kpuntorpadckm aAropuTbM 3a Cb3paBaHe Ha
€AEeKTPOHEH MOAMUC;
SHA, Secure Hash Algorithm - CurypeH xelw-aAropuTbM 3a M3BAMYAHE Ha XeL-MAeHTUGUKaTOP;
SSL, Secure Socket Layer - CurypeH kaHaA 3a npeaaBaHe Ha AQHHU;
SMIME, Secure Multipurpose Internet Mail Extensions - [[poTokoa 3a curypHo npeaasaHe Ha

EAeKTPOHHa Nnolwla rnpes NHTepHeT;

2 OTroBOPHOCT 3A NYBAUKYBAHE N XPAHUAULLLE
2.1 XPAHUAULLE

EBpoOTpbCT NoaAbp»Ka XPaHUAMLLE, B KOETO Ca Pa3MNOAOXKEHU aKTyaAHWN U MPEeAULLHN BEPCUmU
Ha EAeKTPOHHU AOKYMEHTU (B TOBa YMCAO aKTyaAHW Bepcuu Ha ,[1oAnTrKa npu npeaocTaBaAHe Ha
KBaAMPULMPAHO YAOCTOBEPEHME 3a YChbBbPLUEHCTBAH eAeKTpoHeH noanuc/nevat” u Mpaktunka
npv NpeaoCTaBAHe Ha KBaAMbUULMPaHW yAOCTOBepUTEAHU Yycayru”). EBpoTpbCT ynpaBadsa u
KOHTPOAMpPa yeb canTa Ha APY>KECTBOTO, KbAETO MyOAMKYBa BCUYKU aKTyaAHU Bepcuu Ha
EAEKTPOHHUTE AOKYMEHTW U OCUTypABa CUIypeH W HenpekbCHaT AOCTbM AO TAX Ha
3anHTepecoBaHnTe cTpaHu. PermcTtbpbT Ha yaocTOoBepeHuMATa e basa AaHHW, B KOATO ce
NyOAMKYBaT BCUYKU U3AAAEHWN YAOCTOBEpPEHUA, KOUTO EBPOTPBCT M3noA3Ba B AEMHOCTTa Cw,
NOTPEOUTEACKM YAOCTOBEPEHMUA U CMUCHLUWN Ha MPeKpaTEHN YAOCTOBEPEHMA.

Bcnukm notpebutean n poBepABalLM Ce CTPaHU MMaT MOCTOAHEH AOCTbM AO UAAaTa
nHdopMaumMa B XpPaHMAMLLETO Ha aapec: https://www.evrotrust.com. OrpaHuyeHua wumat
AOBEpABALLMTE Ce CTPaHW, HO Te Ca CBbP3aHW C AOCTbIM €AVMHCTBEHO Ha YAOCTOBEPEHMATa Ha

I'IOTpe6l/ITe/\l/ITe, 3a KOUTO AOCTbMa Aa perncrbpa Ha I'IOTpe6l/ITe/\CKl/I YAOCTOBepeEHNA €
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OorpaHun4eH.

2.2 MNYBAUKYBAHA MHOOPMALNA

Yebcalita Ha EBpoTpbCT e pocTbneH Ha aapec: https://www.evrotrust.com/.

V3paseHnTe KBaAMDULMPAHU YAOCTOBEPEHMA Ce CbXpaHABaT B 6asa AaHHM Ha EBpoTpbCeT.
AoCTb A0 TE3M YAOCTOBEPEHUA MOXE A3 Ce OCbluecTBABa No oHAawH (online) npoTtokoa 3a
MpoBepKa Ha cTaTyca Ha nspaseHuTe yaoctoseperus B peaaHo speme OCSP (Online Certificate
Status Protocol).

3a OHAalMH NpoBepKa Ha AaHHW OT PerncTbpa € HeOHXOANMO U3MOA3BAHETO Ha MOAXOAALL
codptyep (OCSP-KAMEHT MAM AOCTBN NPEe3 MHTePHET CTPaHuLaTa Ha AOCTaBYMKa.

MNpoBepKa Ha M3paAeHU KBaAndULMpPaHU YAOCTOBEPEHMA MOXKe Aa Bbae HanpasBeHa 1 B
CnuncbKka cbe cnpeHn 1 npekpateHn yaoctoBepeHua (CRL), konTo ce nybAMKyBa Ha MHTEpPHeT

canTa Ha EBpoTpbCT 1 ce ocbBpeMeHsaBa Ha Bcekun 3 (Tpwu) vaca.

2.3 YECTOTA HA NMYBAUKYBAHE

AokyMeHTaumATa, BKAouBawa [loantnka wn  [lpakTuka npwW  npeaocTaBAHe Ha
KBaAMPULMPaHN YAOCTOBEPUTEAHWN YCAYTU, CMOopasyMeHuda, obpasLn, PbKOBOACTBa 3a paboTa ¢
EAEKTPOHEH MoaANMc/neyaT, AOKAaAM OT OAUTU U AP., N3AaAeHa OT EBpoTpbCT, ce nybanKyBa Ha
CTpaHuuaTa Ha EBpOTpBCT B MHTEPHET He3abaBHO NpW BCAKa akTyaAnsauma.

OnepaTBHUTE YAOCTOBEPEHWNA Ha YAOCTOBEPABALLMA OpraH ce nybAMKyBaT He3abaBHO
NpPW BCAKO N3AaBaHe Ha HOBU YAOCTOBEPEHUA.

AKTyaAM3aumMsa Ha perucrbpa C W3A3AEHUTE  MOTPebuTencku  KBaanduumpanm
YAOCTOBEPEHUA Ce OCbLLeCTBABA aBTOMATUYHO W He3abaBHO cAep MNybAMKyBaHe Ha BCAKO
HOBOM3AAAEHO BaAMAHO YAOCTOBEpPEHME.

AkTyaamsauma Ha Tekywma CnncbKk cbC cnpeHn 1 npekpatenn yaoctosepenna (CRL) ce
OCblLLecTBABa aBTOMATMYHO Ha He noBedye oT 3 (TpM) uYaca wWAM He3abaBHO CAep

OTMHHa/I'IperaTFIBaHe NAN CI'IMpaHe/B'b306HOBHBaHe Ha BaAMAHO YAOCTOBepEHME.

2.4 AOCTHMN AO NYBAUKALIMU
EBpoTpbCcT npearara AMPEKTOPUIMHW  yCAYyrM 3a WHGOPMauMATa CbxpaHABaHa B

XpaHuauLeTo, kato ocurypasa HTTP/HTTPS n OCSP 6a3npaH aoctbn.
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AoCTbNbT A0 MHGOPMaLMATE B XPaHUAMLLETO HE Ce OrpaHunyaBa oT EBpPOTPBCT, OCBEH Mo

nckaHe Ha Tutyaapa/Cb3paTend M caMO MO OTHOLWEHME Ha HEroBO BaAUAHO MU3AAEHO
KBaAMGULMPaAHO YAOCTOBEPEHME.

VhbopmaumaTta, nybAMKyBaHa B XpaHWAWULLETO Ha EBPOTPBCT, € AOCTbMHA MOCTOAHHO

(24/7/365), ocBeH B cAydanTe Ha CbOUTUA, M3BBH KOHTPOAa Ha EBpoTpbCeT.

3 WAEHTUOUKALUMA N NMPOBEPKA HA CAMOAUYHOCT
3.1 UMEHA

VIsnckBaHmnATa 3a MMeHaTa B YAOCTOBEPEHMATa Ca KakTo e nocoyveHo B [lpenopbka ITU-T
X.509 van IETF RFC 5280 n Ha ETSIEN 319 412. Aonycka ce nMeHaTa pa 6bAaT B CbOTBETCTBME
c Domain Name Service (DNS), onuncan B RFC 2247.

*[pouyeaypata no npoBepka M BNMCBaHE Ha MUMEHa e ornucaHa B AOKyMeHTa ,[lpakTuka npu

NpeAoCTaBAHE Ha KBaAUPULMPaHU YAOCTOBEPUTEAHU YCAYTU”.

3.2 NMbPBOHAYAAHA PETCTPALUNMA
*lMpoueaypata no nbpBoOHa4YaAHa perucTpaumna e onvcaHa B 1. 3.2 oT aookymeHTa ,[IpakTuka npum

npeAoCTaBAHE Ha KBaAUPULMPaHN YAOCTOBEPUTEAHU YCAYTU”.

3.2.1 NPOBEPKA 3A NPUTEXXAHUE HA YACTEH KAIOM
*Mpoueaypata 3a npuTexkaHWe Ha 4YacTeH KAKY e onucaHa B AOKymeHTa ,[lpakTuka npwu

npeAoCTaBAHE Ha KBaAUGULMPaHU YAOCTOBEPUTEAHU YCAYTU”.

3.2.2 NPOBEPKA HA MAEHTUYHOCT HA KOPUANYECKO AULIE
*[pouyeaypata 3a NpoBepKa Ha UAEHTUYHOCT Ha IOPUANYECKO AMLE € OonucaHa B AOKYMEHTa

JTpakTuka npu npesocTaBaHe Ha KBaAUPULMPAHU YAOCTOBEPUTEAHN YCAYTIN”.

3.2.3 YCTAHOBABAHE HA CAMOANYHOCT HA ®U3NYECKO AULE, YMTbAHOMOLLEH
NMPEACTABUTEA HA FOPUAUNYECKO AULIE
*Mpouesypata 3a yCTaHOBABaHE Ha CaMOAMYHOCT Ha @QU3NYECKO AWLe, YyMbAHOMOLLEH

NMpeACTaBUTEA Ha IOPUANYHECKO AMLE € ONncaHa B AOKyMeHTa ,,”paKTI/IKa rnpun rpepAocTaBaHe Ha
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KBaAMPUUMPAHN YAOCTOBEPUTEAHN yCAYrn”.

3.2.4 YCTAHOBABAHE HA CAMOAUYHOCT HA ®U3NYECKO AULE
*lpoueaypaTta 3a ycTaHoBABaHE Ha CAMOAMYHOCT Ha PU3NYECKO AMLEe e OnncaHa B AOKYMEHTa

L[paKTrka npu npesocTaBaHe Ha KBaAUPUUMPAHN YAOCTOBEPUTEAHM YCAYrin”.

3.2.5 MNMPOBEPKA OT YAOCTOBEPABALLUA OPrAH

Chep, ycrelHa vaeHTUGMKaLmMa 1 npoBepka oT Peructpupaluma opraH Ha yCAOBMATa 3a
M3paBaHe WAW  yNpaBAeHMe Ha KBaAMOUUMPAHO YAOCTOBEpPEHWE, MNPEACTaBUTEeA Ha
Pernctpupawma opraH  NoOTBbpMAaBa  AaHHWTE  npep  YAocToBepABallMA — OpraH.
YaoCTOBEPABALLMAT OpraH nybArKyBa He3abaBHO M3AAAEHOTO KBaANULMPaHO yAOCTOBEPEHME
B perncropa C M3A3AEHU YAOCTOBEPEHUA/XPaHUANLLETO Ha W3AAAEHUTE YAOCTOBEPEHUA WAU
cboTBeTHO B CnncbKa CbC cnpeHu 1 npekpaTeHn yaoctoBepenuna (CRL).

B EBpOTPBCT €AMHCTBEHO OMNepaTUBHUAT YAOCTOBEPABALL OpPraH, U3AaA KBaAubUUMpaHo
YAOCTOBEPEHME 3@ EeAEeKTPOHEH MoaAMuc/medaT, MOXe Aa MNpeKpaTu AENCTBMETO Ha ToBa

YAOCTOBEPEHNE.

3.3 MAEHTUOUKALMA U NPOBEPKA HA CAMOAUYHOCT NP NOAHOBABAHE HA
KBAAUOULIMPAHO YAOCTOBEPEHUE

*Mpoueaypata 3a WASHTUGUKAUMA U MPOBEPKa Ha CaMOAWYHOCT Mpu MOAHOBABAHE Ha
yAOCTOBEpeHue e onucaHa B AOKymMeHTa ,[lpakTuKka npu npeaocTaBaHe Ha KBaAupuumpaHu

YAOCTOBEPUTEAHU yCAyTn”.

3.4 UWAEHTUOUKALMA U NPOBEPKA HA CAMOAUYHOCT MPU CNWUPAHE HA
AEVWCTBUETO HA KBAAUDULIMPAHO YAOCTOBEPEHUE
*Mpoueaypata e onvcaHa B AOKyMeHTa ,[lpakTuka npu npesocTaBAHE Ha KBaAupuumupaHu

YAOCTOBEPUTEAHU yCAyTn”.
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3.5 MAEHTUOUKALMUA N NPOBEPKA HA CAMOAUYHOCT NPU NMPEKPATABAHE HA
AEVWCTBUETO HA KBAAUDULIMPAHO YAOCTOBEPEHUE
Korato EBpoTpbcT, ypes3 Peructpupalima opraH MAM caM MNpekpaTu AEUCTBMETO Ha
KBaAMPULMPAHO yAOCTOBEPEHME, TOM OTPasABa TOBa B MOAABPXKAHUTE OT Hero 6asu AaHHU C
KBaAMPULMPAHN YAOCTOBEPEHUA W MyOAMKYBa OTMEHEHUA CTaTyT Ha YAOCTOBEPEHMETO
CBOEBPEMEHHO, HO He MO-KbCHO OT 24 Yaca cAep KaTo 6bae NoAyyYeHo nckaHeto. OTMAHaTa cTaBa
BaAMAHa BeaHara caep Kato 6bae nybAnKyBaHa.
lNpn npekpatABaHe npe3 MOOWUAHOTO NpPUAOXKEHWe Ha EBpoTpbCT, NpoBepka 3a
MAEHTUYHOCT He ce M3BBbPLUBA, NMPEABUA HAaAMYMETO Ha AOCTbM Ha TUTyAApA AO CbOTBeTHaTa

GYHKLMOHAAHOCT.

3.6 UAEHTUOMKALMA N NMPOBEPKA HA CAMOAUYHOCT CAEA NPEKPATABAHE

AEVWCTBUETO HA KBAAUDULIMPAHO YAOCTOBEPEHUE

MoAnTMKaTa M MpakTMKaTa MpW NPeAOoCTaBAHE Ha KBaAMGUUMPAHW YAOCTOBEPUTEAHM
ycAyrn Ha EBpoTpbCT He aponyckaT nopHoBABaHe Ha KBaAMOULMPAHO YAOCTOBEpeHue 4ypes
Renewal nan Re-key caea npekpataBaHeTo My.

TuTyAapaT/Cb3aaTeAAT Ha NPeKpPaTEHO KBaANPULIMPAHO YAOCTOBEPEHNE MOXKE Ad MOUCKA
n3paBaHe Ha HOBO YAOCTOBEpPEHME.

EBpoTpbeT, Ypes Pernctpupaluma opraH, M3MbAHABa MbpPBOHAYaAHa MAEHTUUKALMA W
npoBepKa Ha CaMOAMYHOCT Ha TuTyaapa/Cb3aaTens, ako TOM 3aABM HOBO yAOCTOBepeHue. Takaga
NMpoBepKa He ce M3BbPLLIBA, ako NOTPEBUTEAAT 3aABsABa M3AABAHETO Ha HOBO KBaAMdMLMpPaHO

yAOCTOBEpEeHMEe OT MOBUMAHOTO NPUAOXKEHNE, B KOETO MMa akTUBEH NMPOPUA.

4 ONEPATUBHU U3SNCKBAHUA

*EBPOTPBCT MPEeAOCTaBA OMnepaTrBHU MPOLEAYPU 38 KBaAUPUUMPAHU YAOCTOBEPUTEAHM
YCAYTW, MTPUAOKUMU KbM KBaAMPUUMPAHUTE YAOCTOBEPEHWA 3a @AeKTPOHHW noanvcu/nedatu
onucaHn B AOKyMeHTa ,[lpakTuka npu npeaocTaBAHE Ha KBaAMPUUMPAaHU YAOCTOBEPUTEAHU

yeayrn”,
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4.1 YNOTPEBA HA KBAAMDULIMPAHO YAOCTOBEPEHUE U ABOMKA KAIOYOBE
4.1.1 OTNOTPEBUTEAU
MNoTpebuteanTe TPAGBa A@ M3MOA3BAT YaCTHUTE KAIOYOBE W CbOTBETHUTE UM
KBaAMPULMPaHN YAOCTOBEPEHUA:
> B CbOTBETCTBME C TAXHOTO NpepHasHayeHue;
> CaMo B paMKUTe Ha CPOKa Ha TAXHaTa BaAUAHOCT;
» KOrato yAOCTOBEPEHMETO e CNPAHO, NOTPEDBUTEAAT He TPAOBa Aa M3MOA3Ba YaCTHUA
KAIOY, 0COBEHO 3a Cb3paBaHe Ha eAeKTPOHEeH noanunc/neyar.

OTroBopHOCTTa 3a M3MOA3BaHETO Ha YaCTHUA KAIOY € Ha TUTyAAapA.

4.1.2 OT AOBEPABALLUU CE CTPAHU

AoBepaABalynTe ce CTpaHn, BKAIOYUTEAHO onepaTopuTe B Pernctpupaluma opraH, TpAbea
Aa N3NOA3BAT NYOANYHUTE KAIOHOBE U CbOTBETHUTE UM YAOCTOBEPEHMA:

» B CbOTBETCTBME C TAXHOTO NpPeAHa3HavyeHue;

» CaMO CAeA NPOBEpPKa Ha TEXHMA CTaTyC U NPOBEPKa Ha EAEKTPOHHMA NOAMUC Ha
YaocToBepABalLMA OpraH, N3paA YAOCTOBEPEHUETO;

> AO OTMAHa/NpeKpaTABaHe BAAUMAHOCTTA Ha ABAEH KAIOY;

» KoraTo yAOCTOBEPEHMETO e CNPAHO, AOBepABallaTa ce CTpaHa He TpAbBa Aa Npuema

NYBANYHUA KAIOM.

4.2 NOAHOBABAHE HA KBAAMUOULIMPAHO YAOCTOBEPEHUE

MNoaHoBABaHe Ha kBaAvduumpaHo yaoctoBepeHue ¢ Renewal o3HauyaBa noapmsHa Ha
BAaAMAHO YAOCTOBEpeHWe C HOoBO, 6e3 Aa ce MpOoMeHs CbliecTByBallata MHPopMaLmsa B Hero,
OCBEH HOB CEpPUEH HOMEP N HOB CPOK Ha BaAMAHOCT.

HOAHOBFIBaHe cé Mm3BbpwBa CaMO B paMKUTe Ha CpOKa Ha BAaAMAHOCT Ha aKTyaAHO
yasocToBepeHue. To TpAbBa Aa Obae NPEALLECTBAHO OT PErMCTpUpaHe Ha CKaHe 3a NoAHOBABaHe
B noaxoadwa dopma, npueta n opobpeHa oT onepatop B Perucrtpupaly opraH, nposepeHa
MAEHTUYHOCT M KOPEKTHOCT Ha MOAAAEHOTO MCKaHe.

lNoaHOBABaHE Ha M3AAAEHO OTAAAEYEHO, NPe3 MOBUAHOTO NPUAOXKEHNE YAOCTOBEPEHME,

He ce AONycCKa.
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4.3 WU3AABAHE HA KBAAMOULUMNPAHO YAOCTOBEPEHUE C TEHEPUPAHE HA HOBA
ABOWKA KAIOMOBE (RE-KEY)
*[MpouyeaypaTta e onvcaHa B AOKyMeHTa ,[IpakTrka npu npeAocTaBsHe Ha KBaAnpuumpaHm

YAOCTOBEPUTEAHU YCAYTI”.

4.4 NPOMAHA B KBAAMOULUNPAHO YAOCTOBEPEHUE

MpoMAHa B KBaAMPUUMPAHO YyAOCTOBEPEHME O3HaYaBa MPOMAHA B CbABP)KAHMETO Ha
AAHHUTE BbB BEYE M3AAAEHO U MYOAMKYBAHO KBaAMOULMPAHO YAOCTOBEPEHMWE 3a EAEKTPOHEH
noanuc/neyat. Mpn npomdAHa B KBaAMPULMPAHO YAOCTOBEPEHWME CE WM3UCKBA 33aABAKUTEAHO
reHepupaHe Ha HOBa ABOWMKa KAIOHOBE.

MNpoMaAHaTa ce TpeTnpa No CbLUMA HAaYMH, KaKTO M M3AABAHETO Ha HOBO KBaAUGULMPAHO

YAOCTOBEpPEHME.

4.5 CIMWPAHE U NPEKPATABAHE HA KBAAMOULIMPAHO YAOCTOBEPEHUE
*MMpoueaypaTta e onucaHa B AOKyMeHTa ,[1pakTrKa npu npeAocTaBaHe Ha KBaAupuumpaHm

YAOCTOBEPUTEAHU YCAYTI”.

4.5.1 OBCTOATEACTBA 3A NPEKPATABAHE HA KBAAMOULIMUPAHO YAOCTOBEPEHUE

EBpoTpbCcT NpekpaTtaBa M3AAAEHO OT HEro KBaAMULIMPAHO YAOCTOBEPEHME, MPU HAaAUYMNE
Ha CAeAHUTE XMMNoTe3un:

» Korato nHbopMaumATa, BNMcaHa B YyAOCTOBEPEHUETO Ce € MPOMEHUAR;

» KOraTto MMa Nnoao3peHMe, Ye YaCTHUAT KAKOY, CBbP3aH C NYOANYHUA KAIOY, CbAbpPXalLl,
ce B YAOCTOBEPEHMNETO € KOMMNPOMETUPaAH;

» NoTpebuTeAdaT peln aa NpekpaTtm asorosopa c EBpoTpbeT;

» CMbPT UAM NOCTaBAHE Moy 3anpeLleHne Ha Tutyaapa/CoaaaTtensd;

» npekpaTABaHe Ha NPeACTaBUTEAHaTa BAACT Ha Tutyaapsa cnpamo Cb3patens;

» KoraTo noTpebWUTEeAAT He OTroBapA Ha M3WCKBaHMATa Ha npwuetaTa lloAnTmka 3a
yAOCTOBepABaHe;

» aKko YpocTtoBepABalLMA opraH npekpaTn AeMHOCTTa Cu;

» aKO NOTPEeBbUTEAAT ABAXKW HEU3MAATEHW TaKCK 3a MPEeAOCTaBAHU KBaAnMPUUMpPaHU

YAOCTOBEPUTEAHU YCAYTH;
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» KOraTo HapEXKAHOCTTa M CUIYPHOCTTa Ha YaCTHUA KAIOY Ha YAOCTOBEPABALLMA OpraH €
HapyLeHa;

» KOoraTo noTpebuTeA, KOMTO € CAY>KUTEA Ha epaHa OpraHu3auma npekpaT AoroBopa cu

3a paboTa M He M3TPME YacTeH KAKY, KOMTO CbOTBETCTBA Ha MU3AAAEHOTO KBaAMULMpPaAHO

YAOCTOBEpPEHME.

4.5.2 MNMPOLIEAYPA 3A NPEKPATABAHE HA KBAAMONLUNPAHO YAOCTOBEPEHUE

4.5.2.1 NPOLIEAYPA 3A NMPEKPATABAHE HA KBAAMONLIMPAHO YAOCTOBEPEHUE HA
KPAEH NOTPEBUTEA

*MMpoueaypaTta e onucaHa B AOKyMeHTa ,[1pakTrKa npu npeAocTaBaHe Ha KBaAupuumpaHm

YAOCTOBEPUTEAHU yCAYTI”.

4.5.3 FPATUCEH NEPUNOA HA NPEKPATABAHE HA KBAAOULIMPAHO
YAOCTOBEPEHUE
Mpean pa cnpe AENCTBMETO Ha BaAMAHO KBaAMbUUMPaHO ypocToBepeHune EBpoTpbcr,
4ypes cBoA Perncrpmpaly opraH, cnnpa AeMCTBMETO Ha YAOCTOBEPEHMETO 3a rPaTUCEH NepUoa A0

YTO4YHABaHE Ha NPUYNHUTE 3a CNNPaHeTOo.

4.5.4 OHAAWH NPOBEPKA HA CbCTOAHUETO HA YAOCTOBEPEHUE

EBpoTpbcT ocurypaBa KBaanduumMpaHa ycAyra 3a npoBepKa Ha CbCTOAHMETO Ha
N3AaAEHUTE YAOCTOBEPEHUA B PeaAHO BpeMme. Ta3u ycAayra ce n3BbpLuBa Bb3 OCHOBA Ha [TpoTokoA
3a OHAaMH NpoBepKa Ha cTaTtyca Ha yaoctoBepeHune (OCSP), onncan B RFC 2560. ManoassaHeTo
Ha OCSP aaBa Bb3MO>KHOCT Aa ce Npuaobue nHGopMaLms 3a CbCTOAHUETO Ha YAOCTOBEPEHUATa,
6e3 aa ce n3nckBa nposepka B CNMCbK CbC cnpeHru 1 npekpateHn yaoctoeperHuna (CRL).

OCSP ycayrata reHepupa oTroBop, OCHOBaH Ha 6a3a aaHHU. OCSP oTroBopa e BaAMaeH
AO 7 AHW. 3a Aa ce MOAABPXKA MPABUAHOTO U3MbAHEHWE Ha cnucTeMata, otroBopute Ha OCSP ca
KeLlMpaHW 3a NPeABapUTEAHO OMPEAEAEHO BpeMe (OBMKHOBEHO He NMOBeYe OT HAKOAKO Yaca).

MNpoBepka Ha cTaTyc Ha yaocToBepeHue B peanHo Bpeme no OCSP npoTokoa Moxke aAa ce

n3nbAHU Npe3 VIHTepHeT, Ha cTpaHuuaTa Ha EBpoTpbeT: https://www.evrotrust.com.
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4.5.5 OBCTOATEACTBA 3A CMUPAHE HA KBAAMVOULNPAHO YAOCTOBEPEHUE

EspoTtpbeT, upes ceosa onepatmeeH YaocTtosepsnBsaly opraH (,Evrotrust RSA Operational
CA"), cnnpa AeCTBMETO Ha BAAUAHO YAOCTOBEPEHME NPU ONMPEAEAEHU YCAOBUA.

EBpoTpbcT npeanpuvemMa  HesabaBHM AEWCTBMA MO MCKAHETO 3a CNupaHe Ha
YAOCTOBEPEHME.

3a BpeMeTo, Npe3 KOETO YAOCTOBEPEHNETO € CMPAHO, TO CE CYMTa 38 HEBAAMAHO N BCUYKU

eAeKTPOHHWN noanucK/neyaTn, NPoBepABaHN C TOBa YAOCTOBEPEHMNE Ca HEAEUCTBUTEAHN.

4.5.6 MNMPOLIEAYPA 3A CNMMUPAHE N Bb3OBHOBABAHE HA KBAAUOULIMPAHO
YAOCTOBEPEHUE
*MpoueaypaTta e onucaHa B AOKyMeHTa ,[1pakTrika npu npeAocTaBaHe Ha KBaAupuumpaHu

YAOCTOBEPUTEAHU yCAYTI”.

4.5.7 TPATUCEH NEPUNOA HA CMMTUPAHE HA KBAAMOULUMNPAHO YAOCTOBEPEHUE
EBpoTpbcT cnunpa AencTBMeTO Ha KBaAUMOULMPAHO YAOCTOBEPEHME 3a EAEKTPOHEH

I'IO,A,I'IVIC/I'Iel-IaT 3a rpatnceH nepnoa Ao yTodHABaHeE Ha NPUYMHNUTE 3a CNMpPaHeTo.

4.5.8 Bb3OBHOBABAHE AEUCTBMETO HA CIMPAHO YAOCTOBEPEHUE
EBpoTpbcT Bb30H6HOBABA AEMCTBMETO Ha CMPAHO YAOCTOBEPEHME:!
> CAep KaTo OTnasaHe OCHOBAHMETO 3a CNupaHe, MPeAn Aa U3Teye Nepmnoaa Ha
cnupaHe;
» Mo UcKaHe Ha TUTYAApPA, CAep U3ACHABAHE Ha NMPUYMHUTE 3@ MONCKAHOTO CNUpPaHe;

Chaea Bb30OHOBABaHE Ha YAOCTOBEPEHME, MOCAEAHOTO CE CHNTA 33 AENCTBUTEAHO.

4.6 TNMPOBEPKA HA AKTYAAHOTO CbCTOAHUE (CTATYC) HA KBAAMOULIMPAHO
YAOCTOBEPEHUE
VHdopMauma 3a CbCTOAHMETO Ha YAOCTOBEPEHUA, N3AAAEHN OT EBPOTPBCT MOXe Aa Bbae
noayyeHa B CnncbKa cbe cnpenu u npekpateHn yaoctoBepeHna (CRL), nybankysaH Ha canTta Ha
EBpoTpbcT B HTepHeT 1 Ypes [1poToKOAa 3a OHAaMH NPOBEpPKa Ha CTaTyca Ha YAOCTOBepeHMATa
(OCSP).

YAOCTOBEPUTEAHUTE  YCAYrM 3@ MpOBepKa Ha craTyca Ha KBaAuduumpaHute
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YAOCTOBEPEHMNA Ca AOCTbMNHU B pexkiM 24/7/365 (HenpekbcHaTo AeNCTBaLLN).

4.7 NPEKPATABAHE HA AOroBopP 3A KBAAMOULIMUPAHU YAOCTOBEPUTEAHU
YCAYTU OT NOTPEBUTEA

AOroBopbT 3a KBaAUULIMPAHU YAOCTOBEPUTEAHN YCAYTU MexAy EBpOTpBCT U noTpebuTen
ce npekparasa:

» CAeA M3TMYaHe Ha CpOKa Ha BaAMAHOCT Ha MOCAEAHOTO M3AAAEHO KBaAMdULMpPaHO
YAOCTOBEPEHME U MNOTPEOUTEAAT He e npeanpueAn AENCTBMA, 3@ Aa akTyaAM3Mpa CBOETO
KBaAMOULMPAHO YAOCTOBEPEHME;

» Korato KBaAMULMPaAHOTO YAOCTOBEpPEHME € BUAO NMpeKpaTeHO U NOTpebuTean He e
npeAnpuen AENCTBUA MO U3AaBaHE Ha APYrO YAOCTOBEpPEHHUE.

» npwu 3aKkpuBaHe Ha NPOodMA Ha NoTpebUTeA OT MOBUAHOTO NPUAO>KEHWE Ha EBpOTpBCT.

B TO31 cAyyalt BCMYKM U3paAEHW KBaAUDULMPAHN YAOCTOBEPEHUA Ce NpeKpaTABarT.

5 KOHTPOA HA ®USNYECKATA N OPTAHU3ALUMNOHHA CUTYPHOCT
5.1 KOHTPOA HA ®U3SNYECKATA CUTYPHOCT

Mepkute npeanpueT no oTHolweHWe Ha dranyeckaTa 3awmTa Ha EBpoTpbeT ca eneMeHT
OoT paspaboTteHaTa U BHeppeHa B Eepotpbet Cucrtema 3a MHOOPMALMOHHA CUTMYPHOCT,
CbOTBETCTBALLA Ha M3UCKBaHMATa Ha cTaHaaptute ISO/IEC 27001:2013, ISO 9001:2015, 1SO
22301: 2012, n ISO/IEC 20000-1:2011.
*MepKkuTe cBbp3aHu C puanyeckata 3alymTa Ha MHPOPMaLUMOHHUTE AGHHU Ca OMMCaHU B

AOKyMeHTa ,[lpakTuka npu npeAocTaBaHe Ha KBaAMPULMPaHU YAOCTOBEPUTEAHN yCAYrn”,

5.1.1 NOMEWEHNA N KOHCTPYKUMA HA NTOMELULEHUATA
EBpoTpbCT pasnosara cbC cneumasHO KOHCTPYMPaHO M 060pyABaHO MOMeELLEeHWe C Han-
BMCOKa CTeMNeH Ha KOHTPOA Ha GU3NYECKM AOCTBM, B KOETO Ce NoMelLaBaT YAOCTOBepsBall, OpraH

Ha AOCTaBYMKa N BCUYHKUTE LEHTPAAHN KOMIMOHEHTN Ha VIHCI)paCprKTypaTa.

5.1.2 OUSNYECKMAT AOCTHN
QusnyeckaTa CUTYPHOCT Ha CUCTEMUTE 3a M3AABAHE W YNPaBAEHWE Ha YAOCTOBEPEHUA €

C'bO6p83€Ha C N3BNCKBAHNATA Ha MEXXAYHAPOAHW CTaHAAPTU N NPENOPDHKN.
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*[Mpoyeaypata, OTHOCHO ¢puamyeckaTa CUrypHOCT € onvcaHa B AOKymeHTa ,[lpaKkTuka npum

NpeAoCTaBAHE Ha KBaAUPULMPaHU YAOCTOBEPUTEAHU YCAYTU”.

5.1.3 CbXPAHEHUE HA HOCUTEAU HA AAHHUA

Bcuukn HocuTeAn cbabprKallm coPTyep, apxmMBU Ha AAHHW UAM OAMTHa MHbOPMaLMA ce
CbXpaHABaT B OrHeynopHa Kaca B CNeLnaAHO apXMBHO MOMeLLeHNe C BbBEAEH KOHTPOA Ha AOCTbI.
B nomelleHneTo ¢ apxvBa Ha EBpoTpbCT MMa mM3rpaseHa cuctemMa Ha ¢usmMyecka M Aormyecka

3almTa.

5.1.4 N3XBBPAAHE HA OTNAABUWTE

XapTneHuTe N eAeKTPOHHN HOCUTEAM, CbABPXKALLM EBEHTYAAHO 3Ha4YMMa nHbopMauma 3a
CUrypHocTTa Ha EBpOTpbBCT, cAaep M3TWHaHe Ha ONpeAeAeHUMA CbrAaCHO BbTPELUHWTE MpaBKuAa
nepuoA Ha CbXxpaHeHWe, Ce YHULLOXaBaT B CNeLMaAHM YCTPOWCTBa 3a HapA3BaHe.

Hocuteante Ha mHbopMauma 3a KpuntorpadckmUTe KAKOYOBE, M3MOA3BAHW 3a TAXHOTO
CbXpPaHeHMe N KoAOBETE 3a AOCTbM AO HeA, Ce PasppobABaT C MOAXOAALLM yCTpoKncTBa. ToBa ce
OTHacsA 3a HOCUTEAUTE, KOUTO He MO3BOAABAT OKOHYATEAHO 3aAMYaBaHe Ha CbXPaHEHW AaHHW U
TAXHOTO MOBTOPHO M3MOA3BaHe.

B onpeaeaeHun cayvam, nHdopMaumaTa OT NPEHOCUMU HOCUTEAM Ce YHULLOXKAaBa, Ypes

N3TpuBaHe AN d)opMaTMpaHe Ha CpeAaTa 6e3 Bb3MOHOCT 3a Bb3CTaHOBABAHeE.

5.2 OPrAHUSAUMNOHEH KOHTPOA

Bcnukm  npoueaypw, Kacaewm CcUrypHocTTa npu  M3paBaHe, aAMUHUCTPUpPaHeE U
M3MNOA3BaHe Ha KBaAMULMPAHM YAOCTOBEPEHMA 33 YCbBbPLUEHCTBAH EAEKTPOHEH NnoAnuc/nevar,
ce MU3MbAHABAT OT AOBEPEH NepcoHaA Ha EBpoTpbeT.

EBpoTpbCT Noaabprka AOCTaTbyeH BPON KBAAMPULMPAHN CAY>KUTEAWU, KOUTO BbB BCEKU
MOMEHT OT OCbLLEeCTBABaHE Ha AEMHOCTTa My Aa OCUrypsaBaT CbOTBETCTBME C AEUCTBALLOTO

3aKOHOAATEACTBO M BbTPELWHNTE NMpaBrAa M HOPMW Ha APYECTBOTO.

5.2.1 AOBEPEHU POAU

ﬂO,A,pO6HO pa3npeaeneHne Ha d)yHKLI,l/IVITe M OTTOBOPHOCTUTE Ha NepCOHaAa € pa3rnncaHo
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BbB BbTPELLIHUTE AOKYMEHTU Ha EBPOTPBLCT: AAB>KHOCTHU XapaKTePUCTUKM, WATHO pa3nucaHme u
CbOTBETHW BbTPELUHW ONEPaTUBHU NPOLEAYPU.
PasnpeaeAqaHeTo Ha GyHKUMUTE Ce OCbLLECTBABA MO TaKbB HauuWH, Ye Aa Bbae cBeaeHa A0
Bb3MOMEH MUWHMMYM OMacHOCTTa OT KOMMpOMeTMpaHe, Wn3TU4YaHe Ha KoHbuAeHLMaAHa

MHPOPMaLMA AU Bb3HUKBAHE Ha KOHGAMKT Ha MHTEpecH.

*lNpouyeaypata 3a M36op Ha AOBEPEHU POAM € OnmncaHa B AOKyMeHTa ,[IpakTnKka npu

npeAoCTaBAHE Ha KBaAUPULMPaHN YAOCTOBEPUTEAHU YCAYTU”.

5.2.2 USNCKBAHUA 3A PASAEAAHE HA OTTOBOPHOCTUTE

AoBepeHnTe AeMHOCTN Ha NepcoHaAa Ha EBpOTPBCT ce M3MbAHABAT OT Pa3ANYHU AMLA.

5.3 KOHTPOA HA NMEPCOHAAA
MepcoHanbT Ha EBpOTpBCT ce cbCcTOM OT AOCTaTbyeH 6POM BUCOKO KBaAMbULMpPaHU
CAyKUTeAN. AnuaTa, W3BbPLUBALLM AOBEPEHW POAW MMaT HeobxoamMaTa npodecnoHasHa
MOArOTOBKa M OMUT, KOETO rapaHTMpa CnasBaHe Ha M3UCKBaHWATa 3a CUTYPHOCT U TEXHUYECKU
HOPMM 3a oOueHKa Ha curypHoctta. [lpodbecrmoHanHWTe no3HaHMA B obAacTTa  Ha
MHOOPMALMOHHUTE CcUCTEeMU, KpunTorpadumaTa n nHbpacTpyKTypata Ha NybAMYHUTE KAOYOBE
AaBa BbB3MOXKHOCT Ha CAYXKWUTEAUTE C AOBEPEHM POAU Aa U3MbAHABAT KayYeCTBEHO CBOWUTE
CAYXEOHWN 3aAbAXKEHNA.
Cay>knteanTte Ha EBpoOTpbCT npemuHaBaT NepuoaMYHO Mpe3 KypCcoBe 3a MOCAEABALLO
AOTMBAHUTEAHO ObYy4YeHMe, OTroBapPALLO Ha CbBPEMEHHUTE M3UCKBaHWA B 0O6AACTUTE Ha AENHOCT

Ha EBpoTpbCT.

5.3.1 USNCKBAHUA 3A OBYYEHUE HA NEPCOHAAA HA EBPOTPBCT
MepcoHaAbT, KOMTO U3MbAHABA GYHKLMUTE U 3aAa4UTe, MPON3TUYALLM OT HEeroBaTa 3aeTocT
B EBpoTpbCT MAM 3aeTocT B Perncrpupaluma oprax (Mpu Haanymne Ha BbHLWEH Pernctpupaty opraH)

TpAOBa Aa NPEMUHE MPE3 3aABAXKUTEAHU ODYYEHNA.

*VIzuckBaHWATa ca onvcaHa B AOKYyMEHTa ,,npaKTVIKa rnpun ripeAocCTaBAaHe Ha KBaAM¢MuMpaHM

YAOCTOBEPUTEAHU yCAyTrn”.
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5.4 3ANMNCU HA CHBUTUA N NOAADBPXAHE HA XXYPHAAU

3a edeKkTuBHO ynpaBAeHne 1 GyHKLMOHMpPaHe Ha EBPOTPBLCT, BCUUKM CbOUTUSA, nMalum
CbLLECTBEHO 3HA4YeHWe BbPXY CUTYPHOCTTa U HAAEXKAHOCTTA Ha TEXHOAOTMYHaTa CUCTEMa,
KOHTPOAa BbPXy MNEepCcoHaAa W MNOTpebuTeAnTe, N Bb3AEUCTBMETO BbPXY CUFYPHOCTTa Ha
nNpeAoCTaBAHUTE KBAaANPULMPAHM YAOCTOBEPUTEAHN YCAYTU Ce 3anucBar.

VHbopMaLumAaTa 3a eAEKTPOHHUTE XKypPHAAW Ce reHepupa aBTOMaTUYHO.

MypHaAn Ha 3anMcM Ha perncTtpMpaHyM cbbuUTMA ce CbxpaHABaT BbB ¢alnoBe Ha
CUCTEMHMA AMCK 3a Han-MaAKo 6 (wecT) Meceua. [pe3 ToBa BpeMe Te ca AOCTbMHU OHAAWMH UAWN B
npouec Ha TbpCeHe OT BCEKU OTOPU3MPAH CAY>KMTeA Ha EBpoTpbeT. Caep TO3M Nepuroa, 3anmcute
ce CbXpaHABaT B apxmBuTe.

ApxmnBMpaHn XypHaAK ce 3ana3BaT B NpoabA>KeHne Ha noHe 20 (ABaseceT) roamHu.

ApXmMBBT Ce TMOAMMCBA C EAEKTPOHEH MOAMUC/EeAeKTPOHEH BpPeMeBM Mevyar.
NHdopMaumaTa oT 3anmcuTe B U3BaAKUTE/AOTOBETE MEPUOAMYHO Ce 3anucBa Ha ¢usmyecku
HOCUTEAM, KOUTO Ce CbXPaHABAT B CreLmaneH cend, Hammpall ce B NoMeLLeHne C BUCOKa CTemneH

Ha d)l/l3l/l‘-IeCKa 3almTa U KOHTPOA Ha AOCTbMa.

5.4.1 YA3BUMOCT U OLLIEHKA

EBpoTpbCT KAacuduumMpa 1 NOAABPXKA PErMCTPU Ha BCUYKW aKTMBW B CbOTBETCTBME C
nsnckeaHmata Ha ISO/IEC 27001:20013. CovraacHo ,lMoanTtnkata no curypHoct” Ha EBpoTpbeT ce
M3BbPLLBA aHaAM3 3@ OLeHKaTa Ha yA3BMMOCT MO BCUYKM BbTPELLUHU MPOLEAYPU, MPUAOXKEHWA 1
nHbopMaumoHHu cuctemu. ManckBaHna 3a aHaAM3 MoraT, CbLLO Taka, Aa 6bAaT onpeaeAeHn oT
BbHLUHA MHCTUTYLMA, YTBAHOMOLLIEHa Ad M3BBPLUBa OAUT Ha EBpoTpbCT.

AHaAM3BT Ha pUCKa ce W3BbpLIBa HaW-MaAKO BeAHbX ropmHo. PeweHueto apa ce

NPUCTbNN KbM aHaAn3 ce n3BbpluBa oT CbBeTa Ha AMpeKkTopuTe.

5.5 APXUMBUPAHE
VHdopMaumaATa 3a 3HaUMMUTE CbOUTUA Ce apXMBUPA B EAEKTPOHEH BUA NMEPUOANYHO.
EBpoTpbcT apxvBMpa BCUMYKM aAaHHU W daliAOBe, CBbP3aHW C: UHPopMauumATa npwu
perucTpauma; CbC CUrypHOCTTa Ha CUCTEMaTa; BCUYKM MCKAHUA, NMOAAAEHN OT noTpebuteauTe;

LAAaTa VIHCI)OpMaLI,l/Iﬂ 3a I'IOTpe6I/ITe/\l/ITe; BCNYKUN KAKOHOBE, N3MOA3BaHW OT y,A,OCTOBepFIBaLLI,I/ITe
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opraHn wn ot Peructpupalma opraH; W UAAaTa KopecrnoHaeHuuAa Mexkay EBpoTpber u
notpebuteanTe. Ha apxumBupaHe ca MOAAOKEHW BCUYKU AOKYMEHTU U AaHHW, WU3MOA3BaHU B

npoueca Ha NpoBepka Ha CaMOAMYHOCTTAa.

5.6 TMPEKPATABAHE HA AEMHOCTTA HA EBPOTPBCT
5.6.1 USUCKBAHUA, CBbP3AHM C NMPEXOAA AO NPEKPATABAHE HA AEMHOCTTA HA

AOCTABYUNKA

[Mpean yaOCTOBEPABALLMA OPraH Aa NPEKPaTU YCAYTUTE CU, TON € AABXKEH Ad:

> yBepaomu OpraHa no HaA30p 3a CBOETO HAMepPEHME Aa NMPEKPATHN YCAYTUTE CK, B CAyYal
Ha MCK 3a 0bABABaHE Ha APY’KECTBOTO B HECbCTOATEAHOCT, ObABABaHe Ha APYKeCTBOTO 3a
HEeAECTBUTEAHO MAM 3a APYrO MCKaHe 3a NpekpaTABaHe, MAM 3a 3aMno4vBaHe Ha npoueaypa no
AMKBMAALMA. YBEAOMAEHMETO cAepBa A2 Obae HanpaBeHo 4 (4eTupu) Meceua npeam
AOroBOpeHaTa paTa Ha npeKkpaTABaHe;

» yBeAOMU (Hal-MaAKo 4 Meceua NMpeAn TOBa) CBOUTE NMOTPEBUTEAM 3a PELUEHNETO Ad
npeKpaTy NPeAOCTaBAHUTE OT HEro YCAYTH;

» MNPOMEHM cTaTyca Ha CBOUTE YAOCTOBEPEHUA;

» NpeKpaTu BCUYKM YAOCTOBEPEHMA Ha MOTPEOUTEANTE B paMKUTE Ha ODBABEHNA NEPUOA,
3a NpeKkpaTABaHe Ha AENHOCTTa;

> YyBEAOMU BCUYKUM CBOU MNOTPEOUTEAN 3@ NPEYCTaHOBABAHE Ha YCAYTUTE;

> nNpaBW TbProBCKW Pa3syMHWU YCUMAWMA, 3a Aa CBEAE AO MWHMMYM HapyllaBaHeTO Ha
NHTEepecuTe Ha NoTpebuTeAnTe;

» u3nAalla KoMMeHcaumm Ha noTpebuteanTte (KoMneHcaummte TpAGBa Aa ObaaT
NPOMNOPLMOHAAHM Ha OCTaBalLMA NePNOoA Ha BAAMAHOCT Ha YAOCTOBEPEHMUATA);

AKo pelueHMeTO 3a npekpaTABaHe Ha YAOCTOBEPUTEAHWTE YCAYrM Ce OTHacA caMo AO
Perncrpunpalumsa opraH, TOn e AAbXKEH Aa:

»> yBepaOMW EBPOTPDBCT 3a CBOETO HaMepeHMe Aa NPeKpaTh AeMHOCTTa No perncrpauus.
YBEAOMAEHNETO CAeABa Aa Obae HanmpaBeHo 4 (YeTnpK) Meceua NPeAu AOrOBOpeHaTa AaTta Ha
npekpaTABaHe;

» npepaBa Ha EBpOTpbCT uAAOCTHaTa AOKYMEHTauuA, CBbp3aHa C noTpebuteamTe,

BKAIOHUTEAHO apXMnBa N AQHHNTE 3a OAUT.

I <IDAS-CP-AES | Bepcma: 5.0/ 15.09.2023 r. | O6uioaocTbneH AOKyMeHT |

29



NOAUTUKA MPUN MPEAOCTABAHE HA KBAAVIOVLIMPAHO YAOCTOBEPEHUE 3A IS
YCBbBBbPLUEHCTBAH EAEKTPOHEH MNMOAMNNC / TTEHAT
5.6.2 MPEXBBbPAAHE HA AEMHOCT KbM APYTI AOCTABYMK HA KBAAOULIMPAHU

YAOCTOBEPUTEAHU YCAYITU

3a Aa ce ocurypm HemnpekbCHaTOCT Ha MNPeAOCTaBAHE Ha  KBaAvdULMpPaHM
YAOCTOBEPUTEAHWN YCAYTU 3a NOTPebuTeAnTe EBPOTPBHCT MOXe Aa MoANMLLE CNOPasyMeHme C Apyr
KBaAMOULMpPaH AOCTaBUYMK Ha YAOCTOBEPUTEAHM YCAYTU. B To31 cayyals, EBpoTpbeT TpAbBa aa:

> yBepomu OpraHa NMo Hap30p 3a HAMEPEHWMETO CK, HE MO-KbCHO OT 4 Mecela npeau
AaTaTa Ha NpeKkpaTABaHe N NPEXBbPAAHE Ha AEMHOCTTa;

» noAara BCUYKU YCUAMA WU TPUXKW, 3a A3 MPOABAKW AENCTBMETO Ha W3AAAEHUTE
NOTPEOUTEACKM YAOCTOBEPEHUA;

» yBepoMu nucMeHo OpraHa No HaA30p M NOTPebUTeAnTe, Ye AEMHOCTTa My Cce Noema oT
APYr pervcTpupaH AOCTaBYMK, KakTO U OTHOCHO MMeTO My. YBepAOMAeHMeTO ce nybAnKyBa B
WNHTepHeT cTpaHuuaTta Ha EBpoTpbCT;

> yBEeAOMW MOTPEOUTEAUTE OTHOCHO YCAOBMATA MO MOAAPDBMKA Ha NPexBbpAeHWUTE
YAOCTOBEPEHMA KbM NMpUeMalLna AOCTaBYMK;

» MNPOMEHWN CcTaTyCca Ha OonepaTUBHUTE YAOCTOBEPEHMA M HAAAEXKHO Mpepase LAasaTa
AOKYMEHTaLMA, CBbp3aHa C AeMHOCTTa CU Ha npuemMawma AOCTaBUYMK, 3a€AHO C BCUYKM apXMBK,
KaKTO M BCUYKWN M3AAEHU YAOCTOBEPEHMA (BAaAMAHN, MPEKPATEHN N CMIPEHN);

>  N3BbPLUN HEOOXOAMMUNTE AEUCTBUA 3@ NPEXBBPAAHE HA 33aABAXKEHMNATA MO NMOAAPBKKA
Ha nHdopMaumATa KbM NpueMalma AoCTaBymK;

> TNPEXBbPAM YMNPaBAEHMETO Ha BeYe WU3AAAEHUTE YAOCTOBEPEHUA 3a KpaWHU
noTpebutean KbM npmemMawma AocrtaBumk;

MNpuemMawmaTr AocTaBumKk Noema npaBaTa M 3aAbAXeHWATa Ha EBpoTpbcT ¢ npekpaTeHa
AEVHOCT U NMPOAbAXKABa Ad YNPAaBAsBa aKTUBHUTE KBaAMbULMPAHU YAOCTOBEPEHMA AO Kpas Ha
TAXHOTO AENCTBME.

ApxunebT Ha EBpOTpBCT € npekpaTeH craTtyc TpAbBa aAa bbae NpepaseH Ha AocTaBumka

npueA AeMHoCTTa.

5.6.3 OTHEMAHE HA KBAAUOULIMPAH CTATYT HA AOCTABYUK NAU HA
KBAAMOULIUPAH CTATYT HA CbOTBETHA YCAYTA
Mpwn oTMAHa Ha KBaAMPULMpPaHWA cTaTyT Ha EBPOTPBCT MAM Ha HAKOA OT NPeAOCTaBAHUTE

OT HEro YAOCTOBEPUTEAHUN YCAYTH, TOW N3BbpLUBa CAEAHOTO!:
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» yBeAOMABa NoTpebuTeAnTe CU 3a MPOMEHEHUA CTaTyT Ha CBOUTE YCAYTY;
» MNPOMEeHA CTaTyca Ha CBOUTE YAOCTOBEPEHUSA;
» npekpaTABa Aa M3AaBa HOBU KBaAUOUUMPAHW YAOCTOBEPEHMUA, HO MPOAbBAXKAaBa Ad
ynpaBAABa aKTMBHUTE YAOCTOBEPEHMA A0 KpadA Ha TAXHOTO AENCTBUIE;
> MpaBuW TbProBCKM Pa3yMHW YCUAMA, 3a A CE CBEAE A0 MUHWMMYM HapyllaBaHeTO Ha

NHTepecuTe Ha NnoTpebuteanTe.

6 YNPABAEHUE N KOHTPOA HA TEXHUYECKATA CUTYPHOCT
6.1 TEHEPUPAHE U MHCTAAUPAHE HA ABOMKA KAIOYOBE HA YAOCTOBEPABALL,
OPTrAH

EBpoTtpbeT reHepupa aBonku kpuntorpadckm (RSA) kaouoBe Ha 6asoBuma M Ha
onepatuBHMA YAOCTOBEpABALLM OpraHM KaTo M3MOA3Ba XapAyepHa KpunTocucTema
(HSM/Hardware Security Module) ¢ Huso Ha curypHoct FIPS 140-2 Level 3 vian no-emncoko,
cvotBeTHO CC EAL 4+ nAn no-Bucoko.

EBpOTpbCT M3MOA3Ba CBOUTE YaCTHU KAIOYOBE CaMO 3a LeAUTE Ha AEMHOCTTa CU, KaKTo
cAepBa:

> Ad MOANMMCBa M3AaBaHWUTE OMNepPaTUBHN YAOCTOBEPEHNA Ha Y AOCTOBEPABALLUTE OPraHu
B CBOATa MHPPACTPYKTYPa;

> Ad@ MOAMUCBA M3paBaHWTE W NybAmMKyBaHW CnmMcbuM CbC CMPEHW W NpekpaTeHu
yaocToBepenua (CRL);

» A2 MOAMUCBA BCUYKM MBA3AEHU U NMYBAMKYBaHW KBaAMPULMpPaHW yAOCTOBEpPEHMA 3a

eAeKTPOHEH noannc/neyar Ha noTpebuTeanTe.

6.1.1 TEHEPUPAHE HA ABOMKA KAIOYOBE HA TUTYAAP/Cb3AATEA

ABolikata KatouyoBe Ha Tutyaap/Cb3paTen Ha KBaAMOUUMPAHO YAOCTOBEpeHWe 3a
YCbBbPLUEHCTBAH EAEKTPOHEH noAnuc/nedar ce reHepupaT B CUTypHa Ccpeaa Cropea
n3nckesaHmaTa Ha PeraamenTt (EC) N2 910/2014.

KOHTPOABT Ha YaCTHUA KAIOY € Ype3 KOA 3a AOCTBIM. TUTYAAPAT M3MNOA3Ba YaCTHNA KAIOY Aa
Cb3aaAe NMOAMMC/NeYaT KaTo BbBEXAA KOAA B CUTypHaTa CPeAa 3a Cb3AaBaHe Ha YCbBbPLUEHCTBaH
eNeKTPOHeH noanuc/neyart.

KoraTo aBolKaTa KAto4oBe ce reHepupa npu Tutyaap/Co3psaten, EBpoTpbeT npenopbysa
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MOCAEAHUAT Aa N3MOA3Ba OA0DpPEHa cpeaa, B MHbpacTpyKTypaTa Ha EBpoTpbCT, 3a cb3saBaHe Ha
YCbBbPLUEHCTBAH EAEKTPOHEH MNoAnMc/mevaTt WAM eKBUBAAEHTHa TakaBa, OTroBapAlla Ha
nsnckeaHuaTta Ha PernamenT (EC) N2 910/2014 1 cbBMecTUMO ¢ MHGpacTpyKTypaTa Ha EBpoTpbCT.
B cAyvauTe, KoraTto reHepurpaHeTo Ha ABOMKaTa KAIOYOBE Ce OCbLLECTBABA NP TUTYAAPA
nanm Cb3paTend, CbLMAT HOCK MbAHATa OTFOBOPHOCT MO 3alumMTaTa Ha YaCTHWA KAKOY, C LeA
NpeAOTBpaTABaHEe Ha HEroBOTO KOMMPOMETMpaHe, paskpuBaHe, MoauduumpaHe, 3aryba wau
HepaspelleHo noasBaHe. TUTyAapAaT/Cb3paTeAAT HOCK OTFTOBOPHOCT 3a NPOMYCKU UAW AEUCTBUA
Ha YMbAHOMOLLIEHW OT TAX AWML, KOUTO Ca YMbAHOMOLLEHW Aa FreHepupart, NasaT MAM CbXpaHABaT
TEXHWUTE YaCTHU KAIOYOBE.
TuTyAapat/Cb3aaTennT ce 3apbAXKaBa Aa M3MOA3BA AMLEH3NPaH codTyep 3a paboTa CbC

cpeapaTa 3a Cb3paaBaHe Ha yCbBbPLIEHCTBAH €AeKTPOHEH noAnmc/nean.

6.1.1.1 NIBUCKBAHNA KbM CPEAATA 3A CbH3AABAHE HA YCbLBLPLWEHCTBAH
EAEKTPOHEH NMNOANMUC/NEYMAT

CpeaaTa 3a cb3paBaHe Ha YCbBbPLUEHCTBAH EAEKTPOHEH NMoanMc/nevaTt rapaHTnpa, Ypes
NOAXOAALLM TEXHUYECKU M MPOLLEAYPHU CPEACTBA, Hal-MaAKO Ye:

> TMNOBEPUTEAHOCTTa Ha AaHHUTE 3a Cb3AaBaHE Ha EeAeKTPOHEeH noanuc/nevar,
N3MOA3BaHM 3a Cb3AaBaHETO Ha EAEKTPOHHMA NoAnNMc/neyaT, e pa3yMHO rapaHTupaHa;

» AaHHUTE 3a Cb3AaBaHe Ha eAeKTPOHEH noanmnc/mevart Ha npakTUKa ce cpeLaTt caMo
BEAHDBX;

» A@HHWUTE 3a Cb3AaBaHe Ha eAeKTPOHEeH noanmc/medaTt ca obesneyeHu B AOCTaTbyHa
CTEMNeH M He MoraT Aa 6bAaT M3BAEYEHU, @ EAEKTPOHHUAT MNOoAMUC/NMeYaT € HAAEXKAHO 3alluTeH
cpelly noanpaBAHe, Ypes U3MNOA3BaHE Ha HaAMYHaTa KbM MOMeEHTa TEXHOAOTUA;

» AaHHUTe 3a Cb3paBaHe Ha eAEKTPOHEH MOoAMMC MoraT Aa ObaaT HAAEXKAHO 3aLLMTEHU OT
3aKkOHHUA TuTyAap/Cb3paTen Ha eAeKTPOHHUA NoANMc/nedaT cpeLly U3MNOA3BaHe OT APYTU AMLA.

Cpeaata 3a cb3paBaHe Ha YCbBBPLUEHCTBAH EAEKTPOHEH noanuc/nedat He U3MeHAT
AAHHUTE, KOWTO LWe 6bAaT MOAMUCBaHW, W He MPenAaTtcTBaT MNPEeACTaBAHETO WM Ha
Tutyaapa/Cb3paTenn Ha eAEKTPOHHNA NoANNC/MevaT NpeAn NoANUCBaHe.

[eHepupaHeTO UAM YNPaBAEHNETO Ha AQHHU 3@ Cb3AaBaHE Ha eAEKTPOHEeH noanuc/nevat
OT MMETO Ha TUTYAAPA Ha eAeKTPOHHWMA noanmMc/nedaT MoXKe Aa Ce MU3BbPLUIM €AMHCTBEHO OT

EspoTpnerT.
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6.1.1.2 OTAAAEYEHO FrEHEPUPAHE HA ABOMKA KAKOUYOBE

Cb3paTenat/TUTyAApAT M3NOA3Ba NpeaocTaBeH oT EBpoTpbCT cneumnanmamnpar codtyep,
4pes KOWTO ce peaAM3unpa npoLeca No reHepupaHe 1 ynpaBAeHWe Ha KpuntorpadckaTta ABOMKa
KAIOYOBE.

[eHepMpaHeTO, M3NOA3BAHETO U CbXPaHABAHETO Ha YaCTHWA KAIOY € C BUCOKO HMBO Ha
CUTYPHOCT, KOETO € rapaHTMpaHO OT cpeaaTa B KOATO Ce Cb3paBa. |OM € HAaAEKAHO 3allUTEeH U
AOCTBIMBT A0 HEro ce ocurypsasa camMo Ha Tutyaapa/Cb3paTend MAM YMTbAHOMOLLEH NMPEACTaBUTEA
Ha IOPUANYECKOTO AMLe.

Cb3paTenaT/TUTYAAPAT WAM YMBAHOMOLLEHWUAT MPEACTaBUTEA Ha IOPUAMYECKOTO AMLE
reHepupa eAekTpoHHa 3adBKa 3a kBaavbuumpaHo yapoctoBeperue B PKCS#10 dopmat un A
nsnpawa Ha EBpotpber. CoraacHo npenopbkute Ha RFC 2314 - PKCS#10, ASN.1 dopmaTbT 3a
eAeKTPOHHa 3anaBKa Cbabpa DN, nybanuveH KAlo4 M Apyrn aTpubyTu, KaTo BCUYKKM Te ca
NOAMMCAHM C HaCTHUA KAIOY.

Korato ce un3BbplUBa OTAAAEYEHO reHepupaHe Ha ABOWKaTa KAIOHOBE MpU 3aABEHO
n3paBaHe Ha yAOCTOBepeHMe OT MODOMAHOTO MpuUAOXeHWe Ha EBpoTpbCT, TO ce reHepupa B
HapeXAHa cpeaa Ha EBpoTpbcT, oTroBapAll Ha M3WCKBaHWATa Ha PeranameHTa 3a cpeaa 3a

Cb3AaBaHe Ha yCbBbPLUEHCTBaH EAeKTPOHEH NOAMNKUC.

6.1.1.3 AOCTABKA HA YACTEH KAIKOY HA MOTPEBUTEA

Korato aBonkaTa KAloyoBe ce reHepupa npu EBpotpber, Tutyaapat/Coh3patendar nan
YMBAHOMOLLEHWNAT MNPEACTaBUTEA Ha IOPUAMYECKOTO AMLLE MOAYYaBa YaCTHUA KAKOY N U3AAAEHOTO
KBaAMGULUMpPaHO yaoCToBepeHue B Pernctpupalums opraH Ha AOCTaBYMKa MAM MO EAEKTPOHEH
MbT.

HavyaAHMAT NOTPEeOUTEACKM M aAMUHUCTPATMBEH KOA 3@ AOCTbM Ce MPEeAOCTaBAT Ha
Tutyaapa/Cb3paTtenan MAM Ha YNBAHOMOLLEHWA MPEACTaBUTEA Ha IOPUAMNYECKOTO AMLEe B
3anevaTeH, Henpo3payeH xapTUeH NAVK UAK MO aATEPHATUBEH EAEKTPOHEH KaHaA.

KoraTo ce 13BbpLUBa OTAAAEYEHO reHepMpaHe Ha ABOMKaTa KAIOHYOBE, YHaCTHNAT KAKOY ce
reHepmpa 1 CbXxpaHABa B KPUMNTUPAH BUA B HaaeXAHa cpeaa Ha EBpoTpbeT. KpuntnpaHeto Ha
KAlOYa e 4ype3 cb3paseH oT Tutyaapa/Coasatens NMNH-koa, KoeTo obesnevaBa Bb3MOXKHOCTTa

€ANHCTBEHO TOW Aa MMMa AOCTDBI 3a aKTMBNPAHE Ha KAKO4Ya.
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6.1.2 AOCTABKA HA NYBAUYEH KAIOY OT MNOTPEBUTEA HA AOCTABYUK

VanbaHABa ce eapnHcTBEHO OT TuTyAap/Cb3paTen MAM YMBAHOMOLLEH MPEeACTaBUTEA Ha
IOPUAMYECKO AMLLE, MPU KOWTO Ce reHepupa ABOMKa KAIOHOBE 1 KOMTO CAeABa Aa AOCTaBW CBOA
nybAMYEH KAOY Ha EBpOTPBCT 3a Hy»KAMTE Ha Mpoueca Ha M3paBaHe Ha KBaAnduLMpaHo
yAOCTOBEpPEHME.

TuTtyaapaT/Cb3paTeAdT VAU YMBAHOMOLLEHUAT MPEACTaBUTEA Ha IOPUAMYECKOTO AMLe
AOCTaBA, ypes Perncrpupalyma opraH Ha EBpoOTpbCT, NyOAUYHMA KAIOY OT reHepupaHaTta ABOMKa
KAIOYOBE, Ype3 3asABKa B eneKTpoHeH dopma, uniito dopmat e PKCS # 10. 3anaBkaTa cbabprka
r|y6/\|/|qu KAKOY 1 € NMoANMMCaHa EAEKTPOHHO C KOPEeCNOoHAMPAaLLNA HaCTeH KAKOY.

HOTpe6I/ITe/\F|T MOXe Aa MNpeAOoCTaBUM €AeKTpPOHHaTa 3adBKa Ha HOCUTeA UWAM 1Mo
EAEKTPOHEH NbT B PeFI/ICTpI/IanJ,I/IFl OpraH, 3aeAHO C APYruTe AOKYMEHTU CbrAaCHO [MoAnTMKaTa Ha
EBpoTpbCT nam ypes ctpaHnuaTa Ha EBpoTpbCT B MHTEpPHeT.

Perncrtpupawmat opraH Ha EBpOTPBCT 3aAbAXKUTEAHO NPaBM NPOBEpPKa Ha AbPXaHeTo Ha
YacTHMA KAtoY OT TuTyAapa/Cb3paTenn NAM Ha YITBAHOMOLLEHNA NPEACTAaBUTEA Ha IOPUAMYECKOTO
AVILLE U MOTBbPKAABA MCKAHETO 3a KBaAMPULIMPAHO YAOCTOBEPEHME.

MNocoyeHaTa npoueaypa He ce U3MbAHABA NPU OTAAAEHYEHO 3aABABAHE Ha YAOCTOBEPEHMA

npe3 MOOUAHOTO NPUAOKeHWe Ha EBpoTpbCT.

6.1.3 AbAXXUHA HA KAIOHOBE
AbAKMHATa Ha ABOMKa KAIOHOBE 3a YCbBbPLUEHCTBAH EAEKTPOHEeH noanuc/mevar Ha
noTpebuten, reHepunpaHa Ypes nHppacTpykTypata Ha EBpotpbet Moxke aa e 2048, 3072 nan 4096
6u1Ta, C NPUAOKMMA KOMBUHALMA HA aCUMETPUYHM 1 Xel aaroputMu: sha256-with-RSA.
HeszaBncMMO Kbae e reHepunpaHa ABOMKaTa KAIOYOBE 3a M3AaBaHE Ha YAOCTOBEpPEHMe 3a
YCbBbPLUEHCTBAH €AEKTPOHEH MOAMMC/NeYaT, KAIOUYBT TpAbBa Aa € C AbAXKWMHA Han-Maako 1024

6uTa 3a aaroputmn RSA 1 DSA n 160 6uta 3a aaropmutmm ECDSA.

6.1.4 NAPAMETPU HA NYBAUYEH KAIOM
TuTtyAapaT/Cb3paTeAAT MAN YTBAHOMOLLEHUAT NPEACTaBUTEA Ha IOPUAMYECKOTO AMLIE Ha
KAIOYOBa ABOMKa € OTFOBOPEH 3a NPOBepKaTa Ha KayecTBOTO Ha NapaMeTpuTe Ha reHepupaHmna

yacTeH KAloY. Ton e AADMEH Aa NPOBeEPU CNOCOBHOCTTa Ha KAlo4da Aa KPpUNTnpa n AeKpuntumpa,
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BKAIOHUTEAHO Aa Cb3AadBa €AEKTPOHEH NOANMNC N Aa M3BbPLUBaA NPOBEPKaA.

6.2 3AWLUNTA HA HYACTEH KAIOY U KOHTPOA HA KPUNTOTPAOCKUA MOAYA

Bceku notpebuten cb3paBa M CbxpaHABa YaCTEH KAIOY, KaTO M3MOA3Ba HaAEKAHA CMCTEMa
3a HeroBaTa CUTYPHOCT. YAOCTOBEpPABaLLMAT OpraH reHepurpa ABOMKa KAIOYOBE MPU NOUCKBaHe
OT noTpebuteana M My M npeapaBa B 3allMTeH BMA, KaToO ro yBeaOMABa 3a MpaBMAaTa Ha

CbXpaHeHVe N 3alllTa Ha HEroBMA HaCTeH KAIOY.

6.2.1 KOHTPOA HA NU3NOA3BAHE U CbXPAHEHUE HA HYACTEH KAIOY

HacTHMAT KAOY Ha Tutyaapa/Cb3paTens MAM Ha YMbAHOMOLLEHUA MPEACTaBUTEA Ha
IOPUAMYECKOTO AMLE CE U3MOA3BA CaMO B CUTypHa CpeAa 3a Cb3AaBaHe Ha YCbBbPLIEHCTBaH
eAeKTPOHEH noannc/neyar, CbraacHo n3mckBaHuAaTa Ha PeraamenT (EC) N2 910/2014.

EBpOTPBCT MO HMKAKBB HAaYMH HE CbXPaHABa W HE apXMBMPa YacTeH KAloY Ha [ToTpebuten
3a Cb3AaBaHE Ha EAEeKTPOHEH MoanmMc/medaT, OCBEH B CAyYauTe Ha OTAAAEYEHO 3aABABaHE Ha
KBaAMPULMPAHO YyAOCTOBEPEHME Npe3 MOBUAHOTO NpuAoKeHne Ha EBpoTpbeT. B To3n cayyai
YaCTHUAT KAIOY Ce TeHepupa M CbxpaHABa B KPUMNTMPAH BUA B HapeXKAHa cpeaa Ha EBpoTpbcr.
KpunTupaHeTo Ha KAloYa e Ypes cb3paaeH oT Tutyadapa/Co3patean NNH-koa, koeTo obesneyaBa

Bb3MOXHOCTTa eAMHCTBEHO TOW Aa NMa AOCTbN 3a aKTUBMPaHe Ha KAIKO4Ya.

6.2.2 CbXPAHEHME HA YACTEH KAIOM
EBpOTPBbCT He Ccb3paBa KOMKMA Ha YaCTHUTE KAIOHOBE Ha NOTPebUTEANTE, OCBEH B CAyYauTe
no npeaxoaHaTta Touka. [1pu nstpmeaHe MAKM 3aryba Ha AOCTbM AO HYaCTHWA KAKOY, NOTPebUTEAAT

TpAbBa Aa ro MOAMEHU 1 Aa MOUCKA M3AaBaHe Ha HOBO KBaAMGULMPAHO YAOCTOBEPEHME.

6.2.3 METOA, 3A AKTUBUPAHE HA YACTEH KAIOY

HacTHMAT KAloY Ha Tutyaap/Cb3paTen WMAM  Ha  YMbAHOMOLLEH MPEeACTaBUTEA Ha
IOPUANYECKOTO AULIE Ce aKTMBMUPa, Ype3 BbBEXAAHE Ha MOTPEOUTEACKMA KOA 3a AOCTbM A0
MACTOTO, KbAETO 3alUMTEeHO Ce CbXpaHABa KAlOHa WAM Ce W3MNOA3Ba APYr Crnocob Ha

I/lAeHTl/l(i)I/IKaLI,MFl CbC CbLWOTO AN NO-BUNCOKO HMBO Ha CUTYPHOCT.
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6.2.4 METOA 3A AEAKTUBUPAHE HA YACTEH KAIOY
HacteH KAy Ha Tutyaap/Cob3paTeAn MAM  Ha  YMbAHOMOLLEH MPEACTaBUTEA  Ha
IOPUAMHECKOTO AMLE Ce AeaKTMBMPa MOCPEACTBOM U3TPUBAHE Ha YaCTHUA KAOY  WAU
YHULOXKaBaHe Ha cpeAaTa, KbAETO TOW ce cbxpaHABa. [lo TO3M HayMH OKOHYaTeAHO ce

npeKpatdaBa Bb3MOXXHOCTTa 3a AOCTbIM U M3NOA3BaHE Ha YaCTHUA KAKOY.

6.2.5 METOA 3A YHULLOXABAHE HA YACTEH KAIOM
HacTHMAT KAIOY Ha KBaAMOULMPAHO YAOCTOBEPEHME Ha MOTPebUTeA ce YHULLOXaBa
MOCPEACTBOM M3TPMBAHETO My OT CPeAaTa, KbAETO TO Ce CbXPaHABa AWM Ype3 GpU3NYECKOTO My

YHULLLOMaBaHe.

6.3 APYI/ ACMEKTU HA YINTPABAEHME HA ABOMKA KAKOYOBE
6.3.1 APXUBUPAHE HA NYBAUYEH KAIOY

[y6AnyHUTE KAtodoBe Ha TutyAapu/Cb3paTeAn AU Ha YMTbAHOMOLLLEHM NPEACTaBUTEAN Ha
IOPUAMYECKNTE AULLA CE CbABPXKAT B U3AAAEHUTE 3a TAX KBaAMGULMPAHU YAOCTOBEPEHNS, KOUTO

ca NybAMKYyBaHW B perucTbpa Ha YAOCTOBepeHuATa Ha EBPOTPBCT 1 ce cbxpaHABaT B XpaHUAMLLE.

6.3.2 NEPNOA HA BAAMAHOCT HA KBAAMOULIMPAHO YAOCTOBEPEHUE U
YNOTPEBA HA KAIOYOBE
lNepuroaa Ha ynoTpeba Ha NyOAUYHU KAIOHOBE Ce OMPEeAEeAd OT CTOMHOCTTa Ha MOAETO B
YAOCTOBEPEHMETO My, ONUCBALLO BAaAMAHOCTTA Ha nNybAMYHMA KAlod. BaamaHoctTa Ha
YAOCTOBEPEHUATA N CbOTBETHUTE UM YaCTHU KAIOHYOBE MoraT Aa ObaaT CbKpaTeHW, B CAyYan Ha

npekpaTABaHe Ha yAOCTOBEPEHMATA.

6.4 AAHHU 3A AKTUBUPAHE

Korato notpebuteAaT AMYHO npucbCcTBa Npwu Peructpupalima opraH, AaHHUTE 3a
aKTUBMPAaHE Ha YacTeH KAIOY Ce M3MOA3BaT OCHOBHO OT onepaTop Ha Perncrpupatyma opraH.
noTpPebuTeAnTe N3NOA3BAT aBTEHTUUKALMA N KOHTPOA Ha AOCTbMAa AO CBOA YAaCTEH KAIOM.

B cayvanute, B Kouto TutyaapaT/Cb3paTeAAaT WMAM YMBAHOMOLLEHUAT MPEACTaBUTEA Ha
IOPUAMYECKO AMLE TEHEPUPAT ABOWMKA KAIOYOBE 3a KBaAMOULMPAHO YAOCTOBEPEHME, Te caMu

Cb3AaBaT M yNnpaBAABaAT AdHHUTE 3a aKTBUNPAHeE.
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6.4.1 TEHEPUPAHE N UHCTAAUPAHE HA AAHHU 3A AKTUBUPAHE

AaHHW 3a aKTMBMpPaHe ce U3MOA3BaT NPU MbPBOHAYaAHO M3AaBaHE Ha YAOCTOBEpPEHME, B
cpeaa 3a Cb3AaBaHe Ha YCbBBPLUEHCTBAH E€AEKTPOHEH MoAMnMc/mevat, NMpean reHepupaHe Ha
ABOWKAa KAIOYOBE.

KoaoBeTe 3a AOCTbN U 3a AeDAOKMpPaHe Ha cpeaaTa 3a Cb3AaBaHe Ha YCbBbPLUEHCTBAH
EAEKTPOHEH Mnoanuc/nedaTt ce NpeAoCTaBAT Ha TuUTyadpa/Cb3paTeAd MAM Ha YMbAHOMOLLEHWA
NPEACTaBUTEA Ha IOPUAMHECKOTO AMLE B 3arnedvaTeH, Hemnpo3payeH XapTUeH MAWK VAW B
eNeKTpOHHa popMa Mo aATepHaTUBEH KaHaA.

Korato ce nsnoassa MOBMAHO NpUAOXKEHME Ha EBpPOTPBCT, KOABT 3a AOCTBN Ce reHepupa
oT Tutyaapa/Cb3paTend. KoabT He ce cbxpaHABa OT EBPOTPBCT M e AOoCTbneH 3a paboTta oT
noTpebuTeAd caMO AOKAaTO € aKTUBMPaHO MOOMAHOTO MPUAOKeHWe. 3a Bb3CTaHOBABAHE Ha
nepcoHaAHUA Koa, TUTYAAPAT/Cb3aaTeAAT Cb3aaBa CneumaseH KPUMNTOKAIOY, KOWTO ce reHepupa
OT OTrOBOPU Ha TPW TalHW BbMPOCa, 3aAaAEHU OT NOTPebUTEAR KbM MOMEHTa Ha perncrpaunaTta

MYy npe3 MOOMAHOTO NpuAoxKeHne. OTroBopuUTE Ha BbNPOCUTE He ce Na3AaT oT EBpoTpbcrT.

6.4.2 3ALLUTA HA AAHHU 3A AKTUBUPAHE

TutyAapAaT/Ch3AaTEAAT UAM YITBAHOMOLLEHWUAT MPEACTABUTEA Ha IOPUAMYECKOTO AMLE €
3aAbBAKEH Aa CbXpaHABa M Masn OT KOMMNPOMeTMpPaHe KOAOBETE 3a AOCTbIM AO CpeAaTta 3a
Cb3AaBaHe Ha YCbBbPLUEHCTBAH EAEKTPOHEH noannc/neyar.

EBpoTpbcT NpenopbyBa pAaHHUTE 3@ aKTUBMPAHE Ha CpeAaTa HMKOra Aa He ce CbXpaHaBaT

B CaMaTa cpeaa.

6.5 CUTYPHOCT HA KOMNMKOTLPHUTE CUCTEMU

EBpOTPBCT M3MOA3Ba EAMHCTBEHO HAAEXKAEH M CUTYpPeH Xapayep 1 cobTyep, KOMTO ca vacT
OT KOMMIOTbPHaTa cnucremMa Ha EBpoTpbeT.

KoMnioTbpHUTE CUCTEMU, Ha KOWTO pPaboTAT BCUYKM KPUTUYHW KOMMOHEHTW OT
nHdpacTpykTypaTa Ha EBpoTpbCT, ca 0b6opyABaHN U KOHGUIYpPUPaHN CbC CPEACTBA 3a AOKaAHa
3alimTa Ha AOCTbMa A0 codTyepa n MHGOPMALMOHHNTE AAHHMU.

EBpoTpbcT M3noA3Ba npoueaypu 3a ynpaBaeHue Ha MHbOpMaLMOHHATa CUIYPHOCT Ha

uAAaTa MHPpacTpyKTypa Ha EBpoOTpbCT B CcboTBETCTBME C OOWONPUETU B MEXKAYHapOAHaTa
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NPaKTKa CTaHAapPTU.

6.6 CUTNYPHOCT HA XXUSHEHUA LUMKDBA HA TEXHOAOIMYHATA CUCTEMA

Bcruku xapayepHu NnpoMeHn ce HabAaoaaBaT U perncTpnpaTt oT OTOPU3MPAHN CAYXKUTEAN
Ha EBpoTpbcT. [1pn 3akynyBaHe Ha HOBO TEXHMYECKO 0bopyABaHe, TO Ce AOCTaBA C HEOHXoAUMUTE
npoueasypw 3a eKcrnaoaTauma N MHCTPYKLMK 3a NOA3BaHe.

OcblyectBABa ce Hap30p Ha OQYHKLMOHAAHOCTTa Ha TEXHOAOTMYHaTa cucTeMa Wn ce
rapaHTnpa, 4e TA GYHKUMOHMpPaA MPaBUAHO M B CbOTBETCTBME C AOCTaBeHaTa MPOW3BOACTBEHA

KoHbUrypaums.

6.7 MPEXOBA CUTYPHOCT
B nHdbpactpykTypaTta Ha EBPOTPBCT ce M3MoA3BaT CbBPEMEHHW TEXHUYECKN CPEACTBa 3a
Oo6bMeH M 3almTa Ha MHbOpPMaumA, 3a Ad Ce rapaHTMpa MpeXkoBaTa CUIYPHOCT Ha CUCTEMUTE

cpeLlly BbHLWHW MHTEePBEHUWMN N 3alAaxXn.

7 NPOOUAUN HA KBAAMOULIMPAHU YAOCTOBEPEHMA 3A YCbBBLPLUEHCTBAHU
EAEKTPOHHU NOAMUCU/NEYATU
Mpoduante Ha noTpebUTeAcKkUTe KBaAMPULMPaHU YAOCTOBEPEHMA OTFOBApPAT Ha
dopmaTa, onuncan B ctaHaapT ITU-T X.509 v.3. YaocTtoBeperue ot Tun X.509 v.3 npeactaBadaBa
Habop OT AGHHMW, YPE3 KOWTO EAHO3HAYHO Ce YAOCTOBEPABA MPUHAAANEXKHOCT Ha NMYBAUYHMA KAKOY

KbM aBTOpPa Ha YCbBbPLUEHCTBAHNA EAEKTPOHEH noanuc/neyar.

*Mpopurnte Ha: KBarnduuympaHo yAOCTOBEpPEHME 38 yCbBbPLUEHCTBAH EAEKTPOHEH MOAMWC Ha
pusnyecko auue (,Evrotrust Qualified Natural Person Certificate FOR AES”);, KsaanguumpaHo
YAOCTOBEPEHME 3a YCbBbPLUEHCTBAH EAEKTPOHEH rnevyaT Ha topusmdecko aumuye (,Evrotrust
Qualified Legal Person Certificate for AESeal”); KBaanpuumpaHo yaoctroBepeHue no PSD2 3a
YCbBBPLUEHCTBAH €AEKTPOHEH neyat Ha topuamndecko auue (,Evrotrust Qualified PSD2 Legal
Person Certificate for AESeal”) e onucaHo B apokymeHTa ,[lpakTuka npu npeaocTaBAHe Ha

KBaAMPUUMPAHUN YAOCTOBEPUTEAHN yCAYTn”.
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8 TMPOBEPKA U KOHTPOA HA AEMHOCTTA HA AOCTABYUKA

MNposepknute (opnTnTE), M3BbPLWBaHM B EBpOTPBCT ce oTHacAT A0 obpaboTkaTa Ha
MHOOPMALMOHHUTE AQHHU 1 YIIPABAEHME Ha KAIOYOBUTE MPOLLEAYPU.

EBpOTPBCT €2KeroaHoO M3BbpLUBa Hal-MaAKO €ANH BbTPELLEH OAUT.

EBpOTpbCT € 06eKT Ha OAUT Hali-MaAKO BeAHBXK Ha 24 Meceua oT OpraH 3a oueHABaHe Ha
cboTBeTcTBMETO. LleaTa Ha oamTa e pa ce noTBbpaM, Ye AOCTaBuMKa Ha KBaAMbULMpPaHK
YAOCTOBEPUTEAHWN YCAYTU U NPEAOCTaBAHUTE OT HEro KBaAMOULMPaAHU YAOCTOBEPUTEAHWN YCAYTU

OTroBapAT Ha M3NCKBaHWATa, nocoyeHun B Pernament (EC) N® 910/2014.

8.1 AEWCTBUA, NPEANPUETU B PESYATAT HA U3BBPLUEH OAUT

AOKAaAUTE OT BbTPELLHWN 1 BbHLUHW OAUTK Ce npeaaBaT Ha EBpoTpbcT.

AoknapabT oT OpraHa 3a oLeHABaHe Ha CbOTBETCTBMETO ce npeaaBa Ha OpraHa no Haa3op
B paMKuTe Ha 3 (TpW) AHU CAeA BPBYBAHETO My Ha PbKOBOACTBOTO Ha EBpoTpbcT. OpraHa no
HaA30p, Pa3rAeXKAa AOKA3AA U pellaBa AaAU Aa OCTaBU MAWM B3eMe KBaAnduUMpaHus cTaTyT Ha
EepoTtpwber.

Bb3 ocHoBa Ha HanpaBeHWTE OLEHKWM OT AOKAaA3, PBKOBOACTBOTO Ha EBpoTtpber
HabeAA3Ba MEPKM 1 CPOKOBE 3a OTCTPaHABAHE Ha KOHCTAaTUPaHUTE NPOMYCKM U HECOTBETCTBUA.

[NepcoHanbT Ha EBPOTPBCT NpeanpreMa KOHKPETHW AeUCTBMA 3a TAXHOTO OTCTPaHABaHe

B MOCO4YEHUNTE CPOKOBE.

9 APYINBU3HEC U NMPABHU BBIPOCU
9.1 UEHU N TAKCHU

EBpoTpbeT noaabprka AoKyMeHT ,LleHoBa Tapuda 3a npeaoCTaBAHM YAOCTOBEPUTEAHM,
MHGOPMaLMOHHM, KPUNTOrPadCKM U KOHCYATAHTCKM YCAYrM” Ha CTpaHuuata Cu B WHTEPHET:

https://www.evrotrust.com/.

9.1.1 BPbLWAHE HA YAOCTOBEPEHUE U Bb3CTAHOBABAHE HA NAALLAHE
Tutyaap/Cob3paTeA UAUM YMBAHOMOLLEH MPEACTaBUTEA Ha OPUAMYECKO AMLE MOXKE Ad

Bb3pa3u OTHOCHO HETOYHOCT MAM HEMbAHOTA B CbAbP>KAHUETO Ha M3AAAEHO KBaAnduumMpaHo

yAOCTOBEpPEHME B 3-AHEBEH CPOK CAepA MNYyOAMKYBaHETO My B perncrbpa C W3A3AEHM

YAOCTOBEPEHNA.

B cIDAS-CP-AES | Bepcma: 5.0/ 15.09.2023 r. | O6uioaocTbneH AOKyMeHT | 39


https://www.evrotrust.com/

NOANTNKA NP MPEAOCTABAHE HA KBAAVOVNLIMPAHO YAOCTOBEPEHVE 3A I
YCbBbPLUEHCTBAH EAEKTPOHEH NMOAMNNC / NMEYAT
AKO MpuyMHa 3a HEBAPHOTO CbAbP)KaHME Ha KBaAMULMPEHO YAOCTOBEpPEHWe e B
Perncrpupawy, opraH, EBpoTpbCcT npekpatABa yAOCTOBEPEHMETO U M3paBa HOBO C BAPHO
CbAbpPXaHMe 3a CBOA CMeTKa WAM Bb3CTaHOBABa HaMNpaBeHOTO MAallaHe 3a OTMEHEHOTO
YAOCTOBEpPEHME C HEBAPHO CbAbPXKaHMe.
AKO MpUYMHa 3a HEBAPHOTO CbAbP>KAHWE Ha KBaAMPULMPAHO YAOCTOBEPEHMNE € MO BUHA
Ha Tutyaapa/Cb3paTenn MAM Ha YMTbAHOMOLLEHUA NPEACTaBUTEA Ha lopuandecko anLe, EBpoTpbeT
npeKpaTABa YAOCTOBEPEHMETO M He Bb3CTaHOBABA HanpaBeHOTO NAallaHe. EBpoTpbeT Moxe aa
n3pase HOBO C BAPHO CbAbPXKaHME 3a CMeTKa Ha noTpebuTens.
MoTPebUTEAdT MOXe Aa OTKaXe W3A3AEHO KBaAMOULMPAHO YAOCTOBEPEHME C BAPHO
CbabpXaHWe, koeTo EBpoTpbCT We npekpaTn HesabaBHO, 6e3 A3 Bb3CTaHOBW HamnpaBeHOTO

NAallaHe 3a OTMEHEeHOTO YyAOCTOBEepEHME.

9.2 OUHAHCOBU OTTOBOPHOCTU

EBpoTpbcT e oOTroBopeH 3a MNpPeAOCTaBAHUTE YAOCTOBEPUTEAHW YCAYTM MpeA
noTpebuteAnTe, KOUTO pasymnTaT Ha YAOCTOBEPABAHMNATA.

EBpoTpbcT OTroBapsa, ako BpeAnTe ca Mo Herosa BMHa WAM MO BMHA Ha AMLaTa, Ha KOUTO
TOW € Bb3AOXKWUA paboTa.

Ako EBpOTpbCT NOTBbPAK U NpMeMe, Ye ca HaCTbMUAN BPEAU, TOM Ce aHrakupa Aa naatu

o6e3Bpe,A,aTa. MakcumanHaTta rpaHnUa Ha NAalllaHe HE MOXXe Aa HaABMLLIaBa pa3Mepa Ha BpeAauTe.

9.2.1 3ACTPAXOBKA HA AEMHOCTTA
EBpOTpbCT CKAlOUBa 3aAbAKUTEAHa 3aCTpaxoBKa Ha AEMHOCTTa CW KaTo perncrpupaH

AocCTaBurK Ha KBaAMPULIMPaHM YAOCTOBEPUTEAHWN YCAYTU.

9.3 HENPUKOCHOBEHOCT HA AMVMHWUTE AAHHU

EBpoOTpBbCT € perncrpmpaH Kato aaAMUHUCTPATOP Ha AUYHU AaHHW MO peaa Ha 3akoHa 3a
3aluMTa Ha AYHU AQHHMW.

B KauvectBOTO cn Ha AAMUHWCTPATOP Ha AMYHW AaHHW, EBpOTpBCT cTporo cbbaoaaBa
M3NCKBaHWATA 3a MOBEPUTEAHOCT W HepasnpoOCTpPaHeHMe Ha AUYHUTE  A@HHM  Ha
TutyAaapu/Cob3paTeAr UAKM Ha YMTBAHOMOLLLEHW NMPEACTaBUTEAN Ha IOPUANYECKU AMLA, CTaHAAU My

M3BEeCTHN TMNMpn WN3NbAHEHNE Ha AeVIHOCTTa Cn  KaTo AOCTaB‘-IVIK Ha KBa/\Md)MLI,I/IpaHI/I
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YAOCTOBEPUTEAHUN YCAYTW.

9.4 TMPABA BbPXY MHTEAEKTYAAHA COBCTBEHOCT
PasAMYHU A@HHW, BKAIOYEHU B M3paBaHUTe OT EBPOTPBCT KBaAMPULMPAHN YAOCTOBEPEHWA
AN NYOAMKYBaHW B Permcrbpa Ha M3AaAEHUTE YAOCTOBEPEHMA/XPaHUAULLE ca ObeKT Ha npaga

BbPXY MHTEAEKTyaAHaTa COBCTBEHOCT U APYrM MMYLLLECTBEHU U HEMMYLLLECTBEHW NpaBa.

9.4.1 MNMPABO HA COECTBEHOCT HA ABOVMKA KAIOYOBE

ABowKaTta KAIoYOBE Ha NOTPebUTeAUTE N CBbP3AHOTO C NYBAUYHMA KAIOY KBaAUbULMPaHO
yAOCTOBEpPEHME N3papeHO OT EBPOTPDBCT, KaKTO M CbOTBETHUA CEKpeTeH MaTepuran € COBCTBEHOCT
Ha EBpoOTpbCT, HE3aBMCMMO OT COBCTBEHOCTTa Ha Pu3MUecKaTa Cpead, B KOATO KAOYOBETE ce

CbXpaHABaT 1 3allnTaBaT.

9.5 3AABAXKEHUA, OTTOBOPHOCT U TAPAHUUN HA EBPOTPBCT

EBpoTpbCT rapaHTipa, Ye ocblecTBABa AEMHOCTTA CU KaTo:

» Ccra3Ba TOYHO YCAOBMATA B HACTOALLMA AOKYMEHT, n3nckeaHnATta Ha PeraamenT (EC) N®
910/2014 n HaUMOHAAHOTO 3aKOHOAATEACTBO MpPW OCHLLECTBABAHE Ha AEWHOCTTa CU Ha
AocCTaBUYMK Ha KBaAUDULIMPAHN YAOCTOBEPUTEAHU YCAYTH;

> MpepOCTaBEHUTE YCAYTU He HapyllaBaT aBTOPCKUTE MpaBa W AMLEH3MPaHW NpaBa Ha
TPEeTU CTpaHu;

» U13MOA3Ba TEXHUYECKO 0DOpYyABaHE U TEXHOAOTMU, KONTO OCUTYPABAT HAAEMAHOCT Ha
cucTeMmuTe U TexHWYecKaTa U Kpuntorpadcka CUrypHOCT Npu OCbLLEeCcTBABaHe Ha npouecuTe, B
TOBa YMCAO U CUTYPEH U 3alLMTEH MeXaHM3bM/Cpeaa 3a reHepupaHe Ha KAIOYOBE M 3a Cb3AaBaHe
Ha YCbBbPLUEHCTBAH EAEKTPOHEH NoanNuc/nevyaT B CBOATa MHGPACTPYKTYpPa;

» 13AaBa KBaAMOUUMPAHN YAOCTOBEPEHUA 33 EAEKTPOHHWN MOAMMCK/NeYaTu CAeA KaTo
NnpoBepu C AOMYCTUMM OT 3aKOHa CPEACTBa NpeacTaBeHaTa MHbopMaLums;

» CUIypHO CbXpaHABa W TMNOAABPXKA UHOOPMauuMsa, CBbp3aHa C  M3AABaHUTE
YAOCTOBEPEHMNA N onepaTnBHaTa paboTa Ha cUCTEMUTE;

» cnasBa yCTaHOBEHUTE NMpoLeAypu 3a paboTa 1 NpaBuAa 3a TEXHUYECKM N dU3ndecKkn
KOHTPOA, B CbOTBETCTBME C YCAOBMATA B HacToAwaTa [oanTuka n [TpakTuka npun npeaocTaBAHe

Ha KBaAMOULMPAHU YAOCTOBEPUTEAHN YCAYTI”;
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» Cb3paBa Bb3MOXHOCT 3a He3abaBHO CruvpaHe U npekpaTABaHe Ha AENCTBMETO Ha
KBaAMOULMPAHO YAOCTOBEPEHME;

» npekpaTABa W cnvpa AENCTBMETO Ha YAOCTOBEPEHMA MPW YCAOBUATA W MO pPeAd Ha
cboTBeTHaTa [loAnTuka;

> yBeAOMABa He3abaBHO 3aMHTEPECOBaHWUTE AMLA CAeA CMMpaHe Ha KBaAMdULMpPaHO
YAOCTOBEPEHME;

> ocurypsABa YCAOBWMA 3@ TOYHO OMpPEAEAAHE Ha BPEMETO Ha M3AaBaHe, CrnuvpaHe,
Bb30OHOBABaHE U NpeKpaTABaHe Ha AENCTBMETO Ha KBaAUbULMPaHN YAOCTOBEPEHMS;

» UM3MbAHABA NpoLeAypPW MO MAEHTUOMKAUMA W YyCTaHOBABaHE Ha aBTEHTUMYHOCT Ha
Tutyaapa/Cb3aatenn AU Ha YIMTbAHOMOLLEHMA NPEACTABUTEA Ha IOPUANYECKO AULLE;

» ocurypABa MepKW cpelly MoAMpaBAHe Ha KBaAMOUUMPAHU YAOCTOBEPEHUsATa W
NMOBEPUTEAHOCT Ha AAHHWUTE, AO KOWTO WMMa AOCTbM B Mnpoueca Ha Cb3paBaHETO Ha
yC'bB'prLleHCTBaHVIFI e/\eKTpOHeH I'IO,A,I'IVIC/I'Ie‘-IaT,'

> M3MNOA3Ba HaAEXKAHM CUCTEMMU 3a CbXpaHABaHE U YyNpaBAEHWE Ha YAOCTOBEPEHUA;

> CaMO HaAAeXHO OBAaCTeHU C/\y)Kl/ITe/\I/I MMaT AOCTbMN 3a BHaCAHEe Ha ﬂpOMeHl/I B
AAHHWNTE, yCTaHOBABAHE Ha aBTEHTUYHOCTTA M BaAMAHOCTTA Ha YAOCTOBEPEHUNATA;

> B3WMa He3abaBHW MEpPKU NPU Bb3HUKBAHE Ha TEXHUYECKUN NPOOBAEMUN BbB BPb3Ka CbC
CUTYPHOCTTS;

» C W3TMYaHe Ha CPOKa Ha BAAUMAHOCT Ha KBaAMOULMPAHO YAOCTOBEpPEHWE OTMEHSR
BaAMAHOCTTa My;

» wunHbopmupa Tutyaspute/Cb3paTeAmTe WAM YITbAHOMOLLEHUTE MPEACTaBUTeAM Ha
POpI/I,A,I/I‘-{eCKI/I ANUQa, KaKTO U AOBepFIBaLLI,I/ITe ce CTpaHl/I 3a TEXHUTE 3aAbAXKEHNMA N ADAXKWMa rmea
Ha noBepAeHMEe MNPV W3MOA3BAHETO U AOBEPABAHETO Ha nNpeaoCTaBAHUTE OT EBpoTpbeT
KBaAMPULMPAHN YAOCTOBEPUTEAHN YCAYrM, Taka CbLO OTHOCHO MPAaBMAHOTO W CUTYPHO
M3MNOA3BaHe Ha nN3papeHNTE KBa/\VICIDVILI,I/IpaHI/I yAOCTOBepeHl/IFI n I"Ipe,A,OCTaBeHVITe
YAOCTOBEPUTEAHU YCAYTU, CBBP3aHU C TAX;

» M3MOA3Ba U CbXpaHABa cbbpaHaTa AMYHA U Apyra MHGopMaumsa camMo 3a LeAuTe Ha
CBOSITa AEMHOCT MO NPeAOCTaBsaHe Ha KBaAubULMPaHN YAOCTOBEPUTEAHU YCAYTU B CbOTBETCTBME
C HALMOHAAHOTO 3aKOHOAATEACTBO;

» He CbxpaHfABa M He KOMnMpa AaHHU 3@ Cb3paBaHe Ha NOTPEOUTEACKMN HYacTHU KAIOYOBE,

OCBE€H TMNpwn OTAaAe4YeHO 3aABABaHE Ha KBaAVICI)VILI,VIpaHl/I YAOCTOBEpPEHNA Tpe3 MOBUAHOTO
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npuAoxeHue Ha EBpoTtpbeT;
» NOoAAbP»Ka pasnoAaraeMm CpPeacTBa, KOUTO OCUrypABaT Bb3MOMHOCT 3a M3BbPLUBaHE
Ha AEMHOCTTa My;
» CKAIOYBa 3aCTpaxOBKa 3a BPEMETO Ha CBOATa AEMHOCT;
> MOAAbP>Ka AOBEPEH NepPCOoHaA, NpUTeXxaBall, HeObXOAMMUTE eKCNEePTHU 3HaHWA, ONUT
N KBaAMUKaLMA 33 N3BbPLUBAHE Ha AEVHOCTTa;
> NoAAbPXKA  XPaHWAWLLE, B KOETO MNybAMKYyBa U3AAAEHUTE  KBaAMPUUMpPaHu
yAocTOBepeHus, aktTyaneH CnucbK cbC cnpeHu U npekpaTteHn yaoctoepenua (CRL), apyrm
obcToATEeACTBA U EAEKTPOHHU AOKYMEHTU, CbraacHo Tasnm [loAMTnka W HauMOHaAHOTO
3aKOHOAATEACTBO;
» ocurypABa AOCTbM A0 XPaHUAULLETO MO eAeKTPOHeH nbT (24/7/365);
» ocurypAaBa 3almTa cpelly BHacAHEe Ha MPOMEHU B MOAABPMAHOTO XPaHUAULLE OT
HeperAaMeHTUpPaH 1 HenpaBoOMepPEeH AOCTbIM UAU MOPaAM CAYHaHO CbbuTueE;
» nybankyBa He3zabaBHO B perucrbpa Ha YAOCTOBEPEHUATa MU3A3AEHUTE U MOANNCAHU
YAOCTOBEPEHUA;
> Cb3paBa YCAOBMA Ha BCAKa AOBepABallla Ce CTpaHa Aa NPOBePU CTaTyca Ha U3AAEHO U
ny6AMKYBaHO KBaANPULMPaHO yAOCTOBEpPEeHUe B Pernctbpa Ha yAOCTOBEPEHMUS;
> M3BbPLUBa NEPUOANYHU BbTPELLIHU OANTU Ha AEMHOCTTa Ha YAOCTOBepABalLMA OpraH
n Perncrtpupalumna oprat;
> U3BbPLUBA BbHLUIHWM OAMTU OT HE3aBUCUMMWU OAUTOPU W MNyOAMKyBa pe3yATaTuTe OT
npoBepkKarTa;
» WN3MOA3Ba B AEMHOCTTa cu cepTuduumpar codtyep u xapayep, KakTo 1 CUrypHU u
HaAEXAHN TEXHOAOTUYHU CUCTEMMU;
» noapabp»<a Ha canTa Ha EBpoTpbcT cnmncbk ¢ PermcTpupalym opraHu, CnNucbk C
npenopbymTeAeH codTyep 1 XapAyep 3a M3MNoA3BaHe OT notpebuteante, 6aaHKK, GopMyAaapwy,

TMNoB AOroBop n ApP. AOKYMEHTW B MOA3a Ha NOTPebuteamnTe;

EBpOTPBCT HOCK OTTOBOPHOCT Npea NoTpebutean n AoBepsaBallm ce CTPaHM 3a NPUYUHEHMU
BpeAM OT rpyba HeOPEXKHOCT AN YMUCDHA:
» OT HeusmbAHeHWe Ha wusnckBaHuAta ot Peraament (EC) N® 910/2014 npwm

ocbLlecCcTBABaHE Ha I,A,eVIHOCTTa Cn no npepocCrtaBAHE Ha KBaAVId)VILI,VIpaHl/I YAOCTOBEPUTEAHN
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YCAYTU;
» OT HEBEPHU NAN AUMCBALLM AAHHU B KBaAMOULMPAHOTO YAOCTOBEPEHME KbM MOMEHTA
Ha M3paBaHETO My;
> OT BpeAM, KOUTO ca MNPUYMHEHW B CAy4al, 4e MO BpeMe Ha W3AABaHETO Ha
KBaAMOULMPAHOTO  YAOCTOBEPEHWE  AWULETO, MOoCcoYeHO KaTo  Tutyaap/Cob3paTen  unam
YMBAHOMOLLEH MPEACTaBUTEA Ha IOPUANYECKO AMLE, He € pPasnoAaraA0 C YaCTHWMA KA,
CbOTBETCTBALL, Ha MYOAUYHNA KAIOY;
» OT aArOpUTMUYHOTO HECHLOTBETCTBME MEMAY 4HaCTHUA KAIOY U MYOAUYHUA KAIOY,
BMUCBaH B KBaAMOULMPAHOTO YAOCTOBEPEHME;
» OT HecnasBaHe Ha 3aAbAXKEHUATA CU MO U3AaBaHe U yrpaBAeHWE Ha KBaAnbuumpaHu
YAOCTOBEPEHMNS;
» OT NPOMYCKM B YCTaHOBABAHE Ha UAEHTUMYHOCTTa Ha Tutyaapa/Cb3paTens UAW Ha

YMbAHOMOLLEHNA NPEACTaBUTEA Ha IOPUANYECKO AULLE.

9.5.1 3AAbBAXEHUA, OTTOBOPHOCT U TAPAHLUUUN HA PETUCTPUPALLLUA OPTAH

EBpoTpbcT rapaHtTupa, 4e Pernctpupaluma opraH W3MbAHABA CBOUTE QYHKLUW W
3aAbAXKEHMA B MbAHO CbOTBETCTBME C YCAOBMATA B TO3N AOKYMEHT, C W3NCKBaHWATa W
npoueaypute B [loAnTuKaTa 1 n3paseHUTE BbTPELLHW OnepaTUBHU UHCTPYKLMN.

EBpoTpbeT oTroBapa 3a AeicTBUATa Ha Pervctpupaluma opraH B MHopacTpyKTypaTa Ha
EBpoTtpwber.

EBpoTpbeT rapantupa, Ye Perncrtpupaluma opraH:

» UV3NbAHABA CBOATA AEMHOCT, KaTO W3MOA3Ba HAAEXAHU W CUTYPHU YCTPOWCTBa U
codTyep;

» NpepoCTaBA YCAYrM, KOUTO Ca B CbOTBETCTBME CbC HALMOHAAHOTO 3aKOHOAATEACTBO U
He HapyllaBa aBTOPCKUTE NpaBa U AULEH3NPaHW NpaBa Ha noTpebuteanTte;

» noaara Hy»XHWTE YCUAMA, 3a Aa W3BbpLWBA MNpaBWAHa uUaeHTUUKaLMA Ha
notpebuteAnTe, BbBEXKAA MPABUAHO U TOYHO AaHHUTe B OaszaTa aAaHHM Ha EBpoTpber u
aKTyaAM3npa Tasu nHGopMauma B MOMEHTa Ha MOTBbPKAABaHE Ha AAHHUTE;

» He NpaBu YMULIAEHU FPELLKN NAN HE BHACA HETOYHOCTM B MHbOPMaLMATa, Cbabp Kalla
ce B KBaAMbULMPAHUTE YAOCTOBEPEHUA;

» HeroBuUTE YCAYTM Ca B CbOTBETCTBME C obwonpunetute ctanaaptn: X.509, PKCS # 10,
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PKCS # 7, PKCS #12.

9.6 3AABAXEHUA HA NOTPEBUTEAUTE

TutyrapaT/Cb3paTeAdT MAM  YMBAHOMOLLEHUAT MNPEACTaBUTEA Ha IOPUAMYECKO AULE,
MOCOYEH B W3AAAEHOTO KBaAUGUUMPAHO YAOCTOBEPEHME KAaTo TUTYAAP, WMa CAEAHWUTE
3aAbAXKEHUA:

> Aa ce 3ano3Hae W Aa cnasBa ycAoBuATa Ha Aorosopa, MNoAnTtukute n lNMpakTrkute npm
NpeAOCTaBAHE Ha KBaAMPUUMPAHW YAOCTOBEPUTEAHW YCAyrM oOT EBpoTpbCT, KakTo #
N3NCKBaHMATa B OCTaHaANUTE AOKYMEHTH, NyObAMKYyBaHW Ha yebcanTa Ha EBpoTpbCT;

» npu nopaBaHe Ha WCKaHMA 3a U3AaBaHe U YyNpaBAeHWe Ha KBaAubuumMpaHu
YAOCTOBEPEHUA Aa MPEAOCTaBM BAPHA, TOYHA U MbAHA MHbOPMaumMaA, KoATO EBpoTpbCT M3ncKkBa
cbraacHo AoroBopa, HOPMaTUBHUTE M3NCKBaHWA, NPUAoKUMUTE MNoanTnkn n NpakTnkuy;

» Aa reHepupa Kpuntorpadckm KAKOYOBE, U3MOA3BANKM CUTYPEH METOA W aArOpPUTBM,
cbobpas3Ho m3nckBaHmATa Ha PeraameHt (EC) N2 910/2014 v aa n3noA3Ba curypHa cpeaa 3a
Cb3paBaHe Ha YCbBbPLUEHCTBaH eAeKTPOHEH noanuc/neyart;

> Aa NpoBepu MbAHOTaTa M BEPHOCTTa Ha CbAbPXaHMETO Ha NpeAOCTaBeHaTa OT Hero
nHdopmauma 3a yaoctosepsasaHe B noae DN (Distinguished Name) Ha wuspaBaHuTe
KBaAnuUMpaHn yaocToBepeHua. B cayyall Ha HecbOTBETCTBME MexAy NpeacTaBeHaTa
MHGOPMaLMA N YAOCTOBEPEHOTO CbAbP)KaHWE, NMoTpebuTead TpAbBa Aa yBEAOMU He3abaBHO
EBpoTtpberT;

» A3 MpPeycTaHOBM WM3MOA3BAHETO Ha KBaAMOUUMPAHO YAOCTOBEpPEHWe B CAyYall Ha
CbMHeHWe 3a 3aryba MAnm KoMNpoMeTnpaHe Ha YaCTHUA KAIOY U Aa Noaase A0 EBpoTpbCT 3adABKa
3a HEroBOTO CNUpaHe;

» A3 NpeycTaHOBM M3MOA3BAHETO Ha KBaAMbULMPAHO YAOCTOBEpPEHME Mpu HaAnyne B
Hero Ha ocTapsiAa, NPOMEHeHa, HeTOYHa W/WAM HeBApPHa MHGOPMaLMA U A3 NMOABAE MCKaHe 3a
CnupaHe Ha AENCTBMETO Ha YyAOCTOBEPEHNETO;

»  Aa NPUAOKKN HEODBXOAMMATa AbAXKMMA FPUXKa U Aa NPeANPUEME HEODXOANMMUTE MePKU
3a NpeAOTBpPaTABaHE Ha YaCTHMA KAIOY OT KOMMpoMeTupaHe, 3aryba, paskpusaHe, MoanduKauma
AU APYTO HepaspeLleHo AeNCTBUE;

» A2 W3MOA3Ba M3A3AEHOTO OT EBpOTPBCT KBaAMPUUMPAHO yAOCTOBEpPEHWe caMo 3a

3aKOHHU LeAN N B CbOTBETCTBME C YKa3aHaTa B HEro NOAUTUKA N NPaKTNKa,
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» pa opobpABa ycAoBuMATa, nmocoyeHu B AoroBopa Mexxay Hero u EBpoTpbeT (ToBa
0A0bpeHVe TpsAbBa Aa Ce CbCTOM Ha CaMOpPbYEH MoANUC Bbpxy Aorosopa);
» A2 0A0DpABa M3AAAEHOTO 3@ HEro KBaAMPULIMPAHO YAOCTOBEPEHME;
» A3 He pasKpuBa MapoAaTa 3a AOCTbM A0 CpeaaTa 3a Cb3AaBaHe Ha YCbBbPLUEHCTBaH
eAeKTPOHEH NoanMc/neyvaT Ha HeYMbAHOMOLLEHW AUL3;

> Aa He NpaBu AOCTbMEH CBOA YaCTEH KAIOY 33 APYTU AMLLA.

9.7 OCBOBOXAABAHE OT OTTOBOPHOCT

EBpOTpPbCT HE HOCK OTFOBOPHOCT B CAyYaun Ha BPEAU MPUYMHEHWN OT:

» N3MNOA3BaHe Ha KBaAMPUUMPAHO YAOCTOBEPEHWE WM3BBH NPEAeAUTe Ha BrMCaHWUTE B
Hero npeaHasHavYeHMA U OrpaHUYeHnA Ha HEroBOTO AENCTBMIE;

» He3aKkOHHW AENCTBUA OT CTpaHa Ha NoTpebuTeAn n poBepABaLLM Ce CTPaHK;

» npeaoCTaBAHE Ha HauMHa Ha uvaeHTUdUUMpaHe Ha cpeaaTa 3a Cb3paBaHe Ha
YCbBbPLIEHCTBAH EAEKTPOHEH noanuc/nedar M AOCTbM AO 4YaCTHMA KAKOY OT CTpaHa Ha
noTpebuTeAn Ha TPETU AULA;

» CAYYaWHU CbOUTMA, MMaLLM XapakTepa Ha HEenpeoAOAMMa CUAQ, BKAOYUTEAHO
3AOYMULLAEHU AENCTBUA Ha TPETU AMLA (XaKepCKM aTakK, OTHEMaHe Ha cpeAaaTa 3a Cb3AaBaHe Ha
YCbBbPLUIEHCTBAH EAEKTPOHEH NoANMc/nedaT, AOCTbM AO HYaCTHWMA KAIOY, y3HaBaHe 6e3 3HaHMeTo
Ha TuTyAsps/Cb3paTers Ha HauMHa Ha naeHTUdULMpaHe 1 Ap.)

» U13MNOA3BaHe Ha KBaAMOULMPAHO YAOCTOBEPEHME, KOETO He € U3A3AEHO WAK
N3MOA3BaAHO B CbOTBETCTBME C M3UCKBaHUATA U npoueaypute Ha lNpakTtukaTta u MNoantnkata Ha
EBpoTtpberT;

» 13MOA3BaHe Ha HEBAaAMAHO YAOCTOBEpPeHME (YAOCTOBEPEHME, KOETO € CMPAHO WAK
npekpaTeHo);

» He CBOEBPEMEHHO AENCTBME MO MNpeKpaTABaHe VAW CrupaHe Ha yAOCTOBEpeHue
(creacTBME OT 3abaBeHO OT cTpaHa Ha Tutyaapa/Cb3aaTend NCKaHe MAM NOPaAU NPUYUHN U3BBH
KOHTpOAa Ha EBpoTpbCT);

» KOMMPOMETMpPaH 4YacTeH KAIOY, KOPEeCNOHAMPALl, Ha MNybAUYHUA  KAIOY B
KBaAMOULMPAHOTO YAOCTOBEPEHME MO BUHA Ha TuTyaaps/ChbaaaTtens;

» AOWO KayecTBO W OYHKLMOHAAHOCT Ha CcOdTyepHUTE MPOAYKTM W XapAyepHu

yCTpoWcTBa n3noA3BaHu ot Tutyadapa/Co3patend n AoBepABallum ce CTpaHu.
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» EBpoTpbcT He oTroBapA 3a M3MNOA3BaHE Ha YAOCTOBEPEHMETO WM3BbH pPaMKUTe Ha
BMMCAHUTE B HEMO AMUMUTU Ha CTOMHOCTTa Ha TPaH3aKLUMUTE N LEAM 3a U3MNOA3BaHE.

> EBpoTpbcT He oTroBapa 3a CbAbp»KaHWMETO Ha npukadeHuTe danaose. Bcuukn

PUCKOBE, KOUTO MOraT Aa Bb3HMKHAT MPU CBaAfHE UAU U3TErAAHE Ha npukadveHn darnose ca

OTrOBOPHOCT Ha NOTPEBUTEAUTE, KOUTO M1 OOMEHAT.

9.8 OTrOBOPHOCT HA TUTYAAPA/CBH3AATEAA

OtroBopHoctta Ha Tutyadpa/Cb3paTtend VAU YITBAHOMOLLEHUA MPEACTaBUTEA  Ha
IOPUAMYECKO AMLE € B Pe3yATaT OT M3MbAHEHWE Ha HEroBWUTE 33aAbAXKEHWMA. YCAOBMATa Ha
OTroBOPHOCT ce ypexxaaT ¢ AoroBop ¢ EBpoTpbCeT.

Tutyaapat/Co3paTendT WAM  YMBAHOMOLLEHUAT MNPEACTAaBUTEA Ha IOPUAMYECKO AMLE
oTroBaps npea EBpoTpbCT 1 Npea A0BepABaLLUTE Ce AULAE aKO:

» NpuW Cb3paBaHETO Ha ABOMKaTa YacTeH-NMYyOANYEH KAIOY € M3MOA3BaA aATOPUTBM U cpeaa
3a Cb3paBaHe Ha YCbBbPLIEHCTBAH EAEKTPOHEH noAnuc/nevyart, KOUTO He OTroBapAT Ha
n3nckeaHmAaTta Ha PernamenTt (EC) N© 910/2014;

» He M3MbAHABA TOYHO M3NCKBAHWATA 3a CUIYPHOCT, ONpeAeAeHn OoT EBpOTpbCT;

» He noucka oT EBpoTpbCcT cnmnpaHe uAM npekpaTABaHe Ha AEWCTBMETO Ha
KBaAMOULMPAHO YAOCTOBEPEHME, CAeA KaTo € Y3HaA, Y4e YacCTHUAT KAOY € OUA M3MOA3BaH
HenpaBOMEPHO NAU CbLLECTBYBa OMACHOCT OT HEMPAaBOMEPHOTO MY M3MOA3BaHE;

> € W3BbPLWA HEBEPHW W3ABAEHMA, HanpaBeHw npea EBpoTpbcT, KouTO UMat
OTHOLLEHWNE KbM CbABPXAHMETO UAN KbM M3AABAHETO Ha KBaAUDULMPAHOTO yAOCTOBEPEHME;

» Korato KBaAMOUUMPAHOTO YyAOCTOBepeHue e uspapeHo ¢ BnucaH Cb3paTen m
OBAACTEHO OT Hero Auvue (TUTyaAap), oTroBaps 3a HEM3MbAHEHMETO OT CTpPaHa Ha OBAACTEHMA Ha
3aAbAXKEHUATA MY.

KAaneHTdT, Tutyaapat/Cb3paTendaT  WAM  YITBAHOMOLLEHUAT  MPEACTaBUTEA  Ha
IOPUAMYECKO AMLLE OTroBapA 3a CbAbPXKAHMETO Ha NpuKavyeHute dbarAoBe U MOCAEACTBMATA OT

TAXHOTO N3MOA3BaHe.

Hacroawmatr AookyMeHT e nybAnKyBaH Ha yebcavita Ha EBpOTpbCT B MHTEPHET Ha 6bArapcku u
aHFAMVICKN e3uK. B cayvari Ha HeCbOoTBETCTBUE MeXAY TeKCTOBEeTe Ha 6 bArapCKu M aHIAMVICKMN

e3uK, rnpnopuntet nma 6'b/\l'apCKMFI TEKCT.

I <IDAS-CP-AES | Bepcma: 5.0/ 15.09.2023 r. | O6uioaocTbneH AOKyMeHT |

47



