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1 BbBEAEHUE

,EBpoTpbCT TexHoabaxuc” AA (EBpOTpBCT) € lopuaMYecKo AnLe, PerMcTpmpaHo B
Tbproeckna pernctbp KbM AreHumAata no BnuceaHmaTa ¢ EVK 203397356 cbe cepanviie un
aapec Ha ynpasaeHue: rp. Codus, parioH Marpes, x.k. ,/13ToK”, yA. ,Hukoaan Xantos” 2 Bx. A
eT. 2. TenedoH 3a kKoHTakT: +359 2 448 58 58. VIHTepHeT appec: http://www.evrotrust.com.

ApyxecTBoTo ocblyecTBABa MNyOAMYHM OYHKUMM MO CMWUCbAa Ha 3akoHa 3a
EAEKTPOHHUA AOKYMEHT U eAEKTPOHHU yAOCTOBEPUTEAHU YeayTr (BEAEYY).

EBpoTpbCcT e AOCTaBUMK Ha KBaAMGUUMPAHU YAOCTOBEPUTEAHW YCAYrn. ToWu
MNPeAOCTaBA Ha MOTPeObUTEeAN Cpelly Bb3HarpakaeHue KBaAndUUMpaHu YAOCTOBEPUTEAHU
YCAYTM N MPOAYKTW C BUCOKa CTEMEH Ha CUrypHOCT. AOCTaBUYNKBT NPEAOCTaBA CBOUTE YCAYTH,
KaKTo Ha TepuTopuaTa Ha Penybanka bbAarapua, Taka 1 B Abp»KaBuUTe-4AeHKN Ha EBponenickna
CblO3 N OCTaHaAUTe CTPaHW Mo ceeTa.

VIHoBaTuBeH B cBoATa aewnHocCT, EBpoTpbCcT npeapoctaBA Ha cBouTe noTpebuTean
Cb3AaBaHETO Ha eAEKTPOHHM NoanMcK/neyaTt ot pasctoaHmne. B To3nm MKOHOMUYECKM N3roaeH
MeTop Ha paboTa cpeaaTa Ha Cb3paBaHe Ha eAeKTPOHEeH noanmc/nevaT ce ynpaBAABa OT
AOCTaBUYMKa OT MMeTO Ha Tutyaapa/Cb3paTena Ha eAeKTPOHHWA noanuc/nedat. EBpoTpbeT
rapaHTMpa, 4e npuAara CTaHAAPTU3MPaHW MPOLeAYPU 3a CUTYPHOCT Ha YynpaBAeHWe W
M3MOA3Ba HAAEXAHN CUCTEMU U MPOAYKTU, BKAIOYUTEAHO CUTYPHU @AeKTPOHHMW KaHaAW Ha
KOMYyHMKaLMA, C LeA Aa Ce rapaHTMpa HaAeXAHOCTTa Ha cpeaata Ha Cb3paBaHe Ha
eAeKTPOHHUA Noanuc/neyvaT n Aa ce rapaHTMpa, Ye Ta3n CpeAa € N3NOA3BaHa EANHCTBEHO MoA,

KOHTpOAa Ha Tutyaapa/Cb3paTens Ha eAeKTPOHHUA noanuc/neyar.

1.1  NPEFAEA

J1pakTvka npu npeapocTaBAHe Ha KBaAMbUUMPaHU YAOCTOBEPUTEAHU ycAyrn”
(MpakTtukata/Certification Practice Statement/CPS) Ha EBpoTpbcT € nybanyeH AokymeHT. Tow
MO>Ke pAa 6bae NPOMEHAH MO BCAKO BpeMe oT EBpOoTpbCT 1 BCcAKa HOBa peaakuna ce cbobliaBa
Ha 3aMHTepPEeCcOoBaHUTE AMLA, KaTO aKTyaAU3MPaHWAT AOKYMEHT ce nybAnmKyBa Ha UHTepHeT
CcTpaHuuata Ha EBpoTpber.

lNpakTukata Ha EBpoTpbcT onucBa oblKUTE M3MCKBaHMA NPW MNpPeAoCTaBAHE Ha

KBaAMPULMPaHN YAOCTOBEPUTEAHU YCAYTU. AOKYMEHTBT CbAbpPXKa MpPaBUAa U MPOLEAypY,
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KOUTO TpAbOBa Aa Ce M3MbAHABAT MPU MU3AABaHE W ynpaBAeHMWe (CcnupaHe, npekpatABaHe U
Bb30OHOBABaHE) AEWCTBMETO Ha KBaAMOUUMPAHW YAOCTOBEPEHMWA 338 EAEKTPOHHMU
noanucu/nedaTv, KBaAMPULMPAHW EAEKTPOHHU BPEMEBU Mevatm U KBaAuduULMpaHU
yAOCTOBepeHMA 3a yebcanT. B xoaa Ha obcay»kBaHe Ha 3aABKUTE ce CbbmpaT HeobxoAMMMU
AOKYMEHTU Mpu MpueMaHe W MpoBepKa Ha 3aABAEHME 33 M3AaBaHe Ha KBaAMPUUMpPaHK
yaocToBepeHua. B MNpakTukata ce onucea peaAnsnpaHeTo Ha MepKUTe 3a CUIYPHOCT npwu
NpeAOCTaBAHE Ha MpeasaraHuTe oT EBpOTpBbCT KBaAMbULMPAHN YAOCTOBEPUTEAHWN YCAYTW.
To3n AOKYMeHT onpeaeAs MnpaBaTa U 3aAbAKEHWMATA, KaKTO Ha yvacTHMUMTe B
nHdpacTpyKTypaTa Ha nybandHna kKatod (PKI) Ha oocTaBuMKa, Taka M Ha BbHLUHK AMLa (ako 1Ma
TakMBa), yyacTBally B AEMHOCTTa MO MPeAOCTaBsHE Ha KBaAMULMPaHU YAOCTOBEPUTEAHN
YCAYTU.

OnnceaT ce OTrOBOPHOCTUTE, MpaBaTa W 3aabAXeHuATa Ha Tutyaapa/Cb3patend Ha
KBaAMULMpPaH EAeKTPOHeH noanuc/nedar npu MOA3BaHe Ha YAOCTOBEPUTEAHU YCAYTM,

npeAoCTaBAHM OT EBpOTPBCT.

HacTtoAalwmnAaT AOKYMEHT CbAbprKa OMMCaHWe Ha CAeAHUTe npeaAaraHun oT EBpoTpber
yCAYyTA:

> Vl3paBaHe 1 ynpaBAeHMe Ha KBaAMPULMPaHWN YAOCTOBEPEHMA 3a YCbBBbPLLUEHCTBAHM
M KBaAMOULMPAHM EAEKTPOHHM Noanucu/nedaTty;

> VlspaBaHe 1 ynpaBAeHWe Ha KBaAULMPaHU YAOCTOBEPEHMA 3a yebcawnT;

EBpoTpbcT MOXKe pa NpeAoCTaBsA Kpuntorpadckun, MHGOPMALMOHHN U KOHCYATAHTCKM
YCAYTM  CBbP3aHM C MNPUAOXKWUMOCTTA Ha YAOCTOBEPUTEAHUTE  YCAYIM, CAEABaVKMK
obuonpueTTe Npenopbku, cneunduKaumm n cTaHaapTu. 3a Tesm ycayru, EBpoTpbeT Moxke
Aa NYOAMKYBa OTAEAHO OBLLM YCAOBMA.

MpaKkTnKaTa ce oTHacA 3a BCUYKM yHaCTHULM B UHGPACTPYKTypaTa Ha MyBANYHNA KAIOY
Ha EBpOTPBCT MO uUeAMA CBAT, BKAIOYMTEAHO, YAOCTOBEpPABALLM OPraHW, perucrtpupalim
OpraHu, TbProBCKUW areHTU, KAMEHTWN, KPaHW NOTPEBUTEAN N BCUYKU AOBEPABALLM CE CTPaHW.

YAOCTOBEPUTEAHUTE YCAYTUM Ce MNPeAoCTaBAT B cboTBeTcTBME C VIHTerpupaHaTa

CnCTeMa 3a ynpaBAeHWne, NMpunAaraHa oT EBpOTp'bCT, KOATO BKAIOYBa M3MckBaHuATa Ha ISO
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90017, ISO 2700123, ISO 22301:3, ISO 20000-1%, PeraamenT (EC) N2 910/2014 r.5, PernameHT
(EC) 2016/679% (GDPR), Awmpektusa (EC) 2015/2366’ (PSD2) ©n npuAOKMMOTO
3aKkoHopaTeAcTBO B Penybanka Bbvarapuma.

HacToAawmAaT AOKYMEHT e CTPYKTYpupaH B CbOTBETCTBME C paMKaTa, OfnpeAeAeHa B
npenopbkata IETF RFC 3647 Internet X.509 Public Key Infrastructure Certificate Policy and
Certification Practices Framework.

EBpoTpbcT noasbprka peamLa AOKYMEHTU, CBbP3aHu C NpuAaraHeTo Ha [lpakTnkaTa.
HacT oT TAX He ca NyBANYHO AOCTBMHW. Te ca 4acCT OT CUTYPHOCTTa Ha CMCTeMaTa 3a ynpaBAeHue

Ha MHPopMaumAaTa B EBpoTpbCT.

1.2 WN3NCKBAHUA KbM NPAKTUKATA

EBpoTpbCcT NpuAara cAepHUTE M3MCKBaHWNA:

a) EBpoTpbcT npriaara Habop OT MOAUTUKM U MPaKTUKK, MOAXOAALLM 3a YCAyraTa 3a
OTAAAEYEHO MOAMUCBaHE C EAeKTPOHEH MOAMUC. [TPUAOCKMMUTE MOANTUKK U NPAKTUKK ca
BMMCaHW, CbC CBOUTE OBEKTHU UAEHTUOUKATOPU B W3A3AEHUTE YAOCTOBEPEHMWA MNpu
M3MNOA3BaHe Ha ycAyraTa. 3a BCAKa NPeAOCTaBAHa YCAyra M BCAKO M3A3AEHO YAOCTOBEPEHME
EBpoTpbCT e nybAnKyBaA Ha CTpaHuLaTa CM B MHTEPHET MOAUTMKA U MPaKTUKa C BKAIOYEHMN
0BEKTHU NAEHTUPUNKaTOPY;

b) PbkoBoacTBOTO Ha EBpOTpbCT 0pA06pPABa HAOOPDBT OT MOAUTUKWU U MPaKTUKWK,
CAEA KOeTO Te ce NMybAMKyBaT M CbObLaBaT Ha CAYXUTEAUTE N AOBepABaLLUTE Ce CTPaHMu,
KOoraTto € yMecCTHO;

C) B HaCTOALWLNA AOKYMEHT Ca ONMNCaHN NPaKTUKNTE U NpoLeAypuTe, N3MNOA3BaHN

11S0 9001 Cucmemu 3a ynpasneHue Ha Ka4€cmeomo

21S0O 27001 UHgpopmayuoHHU mexHomoauu. Memodu 3a cuzypHocm. Cucmemu 3a yripaeneHue Ha cuaypHocmma
Ha uHghopmayusima

3 1SO 22301 CueypHocm Ha obujecmeomo. Cucmemu 3a yrnpasseHue Ha HernpekbCcHamocmma Ha deliHocmma
41S0 20000-1 Cucmema 3a ynpaesrneHue Ha kadyecmeomo Ha UT-ycryaume

5 Peznamenm (EC) Ne 910/2014 Ha Eeponelickusi naprnameHm u Ha Cbeema om 23 tonu 2014 2. omHOCHO
efiekmpoHHama udeHmucbukayust u ydocmosepumenHume ycryau npu efleKmpoHHU mMpaH3aKyuu Ha 8bmpewHust
nasap u 3a ommsiHa Ha [Jupekmuea 1999/93/EQ

6 PeznameHm (EC) 2016/679 Ha Esponeiickusi naprnameHm u Ha Cbeema om 27 anpun 2016 200uHa OmMHOCHO
3awumama Ha u3audeckume nuya 8b8 8pb3ka C obpabomeaHemo Ha fu4YHU OaHHU U OMHOCHO €80600HOMO
dsuxxeHue Ha makugea OaHHU u 3a omMsiHa Ha [upekmuea 95/46/EO (06w, peenameHm OMHOCHO 3awjumama Ha
daHHUMe)

7 IMPEKTUBA (EC) 2015/2366 HA EBPOIMENCKUS MAPITAMEHT U HA CBBETA 3a nnamexHume ycryau 6b6
8bmpewHus nasap, 3a usmeHeHue Ha oupekmusu 2002/65/EO, 2009/110/EO u 2013/36/EC u PeanameHm (EC) Ne
1093/2010 u 3a ommMsHa Ha Jupekmuea 2007/64/EQ
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33 M3MbAHEHWE Ha BCUYKU M3UCKBAHWA Ha MPUAOXKMMaTa MOAMTUKA 3a YAOCTOBEPWUTEAHMU
ycayru Ha EBpoTtpbeT;

d) B HacToAwmA AookyMeHT B T. 1.5.5 e pa3raepaHa Bb3MOXXHOCTTa Aa MMa BbHLUHW
opraHusauMm, NoaabpXKalm ycayrute Ha EBpoTpbeT. B cAyvam Ha HaAmMyve Ha BbHLWHM
OpraHu3auMm TEXHUTE 3aABAMKEHUA U MPUAOKUMWU MOAUTUKW N MPAKTUKKM Ce OnuceaT B
AOTOBOPHU CNOpPa3yMeHns;

e) EBpoTpbcT NpeaocTaBa Ha NOTPebuUTeAnTe N AOBEPABALLMTE Ce CTPaHU CBOATa
YAOCTOBEPUTEAHA MPAKTMKa U APYra AOKYMEHTaLMA, ako € HeOBXOAMMO, 33 Aa AEMOHCTPMPA
CbOTBETCTBME C MOANTUKATA 38 YAOCTOBEPUTEAHN YCAYTH;

f) Korato EBpoTpbcT Bb3HaMepABa pAa HanpaBu NpoMeHn B ceoATa [lpakTuka,
KOUTO Brxa MOTAU Aa MOBAMAAT Ha NPUEMAHETO Ha yCAyraTa oT TUTYAAPA UAM AOBepABaLLMTe
ce cTpaHu, EBpoTpbCT yBepAOMABa HAAAEKHO 3a MPOMEHNTE NOTPebuUTeAnTe N AOBEpPABaLLUTE
ce CTpaHu Ype3 NybArKyBaHe Ha akTyaAmsupaHaTa [1pakTuka;

g) EBpoTpbcT MMa ynpaBUTEAeH oOpraH, KOWTO € OKOH4YaTeAHO 0A0bpABa
HaCTOALLMA AOKYMEHT;

h) PbkoBoacTBOTO Ha EBpoTpbCcT ynpaBaABa npuAaraHeTo Ha MPUAOKUMUTE
NOAUTUKMN U MPaKTUKK;

i) EBpoTpbcT onpeaens npoueca Ha Nperaea Ha NPakTUKNTE, KOETO Ce M3BbPLLBA
MOHE BEAHDBXK MOAMLLIHO M OMPEAEAA OTTOBOPHOCTUTE 3a TAXHOTO NMOAABPI>KAHE, KOETO Bb3Aara
Ha OTOPU3NPAHU CAYXKUTEAN;

j) EBpOTpbCT CBOEBPEMEHHO aKTyaAM3npa NPaKTUKUTE U MOANTUKUTE, KaTo BCAKA
HOBa BepCUA Ha AOKYMEHTUTE ce 0pA0DbpABa OT PbKOBOACTBOTO U NyHBAMKYBa Ha CTpaHMuaTa
Ha APY>KeCTBOTO B MHTEPHET;

k) EBpoTpbcT NnybAnKyBa BCcAKa HOBa PeAaKLMA Ha MPUAOXKNMUTE CU NMPAKTUKN U
NOAUTUKU He3abaBHO;

) B 1. 5.9 oT HacTOAWMAT AOKYMEHT Ce MoCoYBaT pasnopeabunTe, NpeABUAEHN 3a
npekpatABaHe Ha ycayrata. Apyra Bb3MOXKHOCT 3a NpekpaTABaHe Ha YycAyrata e npwu
npekpaTABaHe MAM M3TUYaHEe Ha AABHOCTTa Ha AOrOBOPa 3a YAOCTOBEPUTEAHU YCAYTU MEXKAY

notpebuteante 1 EBpoTpbCT.
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1.3 HOPMATUBHU NO3OBABAHNA

CbAbpP>KaHMETO Ha HACTOALLMA AOKYMEHT € B CbOTBETCTBME CbC CAEAHUTE HOPMATUBHM
AOKYMEHTM, CTaHAAPTU, CTAHAAPTU3ALUMOHHN AOKYMEHTUN U MPENOpPbKU:

> RFC 3647 Internet X.509 Public Key Infrastructure Certificate Policy and
Certification Practices Framework;

> RFC 5280 Internet X.509 Public Key Infrastructure Certificate and Certificate
Revocation List (CRL) Profile;

> RFC 3739 Internet X.509 Public Key Infrastructure: Qualified Certificates Profile;

> RFC 6960 X.509 Internet Public Key Infrastructure Online Certificate Status Protocol
- OCSP;

> RFC 3161 Internet X.509 Public Key Infrastructure: Time-Stamp Protocol (TSP);

> RFC 5816 ESSCertIDv2 Update for RFC 3161;

> RFC 3279 Algorithms and Identifiers for the Internet X.509 Public Key Infrastructure
Certificate and Certificate Revocation List Profile;

> RFC 4055 Additional Algorithms and Identifiers for RSA Cryptography for use in
the Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL)
Profile;

> ITU-T X.509 | ISO/IEC 9594-8: The Directory: Authentication framework; Public-key
and attribute certificate frameworks;

> ETSI EN 319 401 Electronic Signatures and Infrastructures (ESI); General Policy
Requirements for Trust Service Providers;

> ETSI EN 319 411-1 Policy and security requirements for Trust Service Providers
issuing certificates: General requirements;

> ETSI EN 319 411-2 Policy and security requirements for Trust Service Providers
issuing certificates Requirements for trust service providers issuing EU qualified certificates;

> EN 319 421 Policy and Security Requirements for Trust Service Providers issuing
Electronic Time-Stamps;

> ETSI EN 319 412-1 Electronic Signatures and Infrastructures (ESI); Certificate
Profiles; Part 1: Overview and common data structures;

> ETSI EN 319 412-2 Electronic Signatures and Infrastructures (ESI); Certificate
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Profiles; Part 2: Certificate profile for certificates issued to natural persons;

> ETSI EN 319 412-3 Electronic Signatures and Infrastructures (ESI); Certificate
Profiles; Part 3: Certificate profile for certificates issued to legal persons;

> ETSI EN 319 412-4 Electronic Signatures and Infrastructures (ESI); Certificate
Profiles; Part 4: Certificate profile for web site certificates;

> ETSI EN 319 412-5 Electronic Signatures and Infrastructures (ESI);, Certificate
Profiles; Part 5: QCStatements;

> EN 319 422 Time-stamping protocol and electronic time-stamp profiles;

> TS 119 312 Cryptographic Suites;

> EN 319 521 Policy and Security Requirements for Electronic Registered Delivery
Service Providers;

> EN 319 522 Electronic Registered Delivery Services;

> EN 319 531 Policy and Security Requirements for Electronic Registered Electronic
Mail Service Providers;

> EN 319 532 Registered Electronic Mail (REM) Services;

» ETSI TS 119 495 Electronic Signatures and Infrastructures (ESI); Sector Specific
Requirements; Qualified Certificate Profiles and TSP Policy Requirements under the payment

services Directive (EU) 2015/2366.

1.4 WME N NAEHTUOUKALINA HA AOKYMEHTA

HaCTOFILU,I/IFIT AOKYMEHT € C NbAHO HanmMeHOBaHMne ,,I_IpaKTI/IKa npun npepsocrtaBAHe Ha
KBaAMPULMPaHWN YAOCTOBEPUTEAHU YCAYTU” 1 € MYBANYHO AOCTbMEH B EAEKTPOHHA BEPCUA Ha
MHTepHET cTpaHuuata Ha Espotpber: https://www.evrotrust.com/landing/bg/a/tsp-
documents MAn ce NpeaOCTaBs MO MPEABAPUTEAHO MOUCKBAHE, M3MPATEHO Ha EAEKTPOHEH
aapec: office@evrotrust.com.

MpakTukata e C NPUCBOEH YHWKaAeH uaeHTudukatop Ha obekt (OID - Object
|dentifier) 1.3.6.1.4.1.47272.3.1.1.

Mpaktukata e cebp3aHa c [loAUTUKUTE MpU MNpeaoCTaBsHE Ha KBaAMbUUMPaHU
YAOCTOBEPEHUSA 3a EAEKTPOHHU MoAnUcKU/nedaT n KBaAMUUMPAHU YAOCTOBEPUTEAHM

YCAYTW.
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[MOAUTUKNTE BKAIOYBAT:

> onucaHue Ha yCAOBUATa, KOUTO EBPOTPBCT cnasBa n caeaBa Npu UspaBaHe Ha
KBaAMPULMPaHWN YAOCTOBEPEHMA, KAaKTO M MPUAOKMMOCTTa Ha TE3U YAOCTOBEPEHUA C OTAEA
Ha HWBOTO Ha CUIYPHOCT W OrpPaHMYeHNATa NP U3MOA3BAHETO UM;

> CbBKYMHOCT OT KOHKPETHW MpoLeAypu, KOMTO ce cnasBaT B npoueca Ha
M3paBaHe U MOAAbPXKaHe Ha  KBaAMPUUMPaHW YAOCTOBEPEHWA, W3WCKBaHWA MNpu
MAEHTUPUKALMA, YCAOBMATE W HEODXOAMMWUTE HMBA Ha CUIYPHOCT MPU Cb3paBaHe Ha
eAeKTPOHHUWA NoanMc/neyvaT 1 CbXpaHABaHe Ha YacCTHUA KAIOY;

> onpeaeAa TMPUAOXKMMOCTTa U CTeNeHTa Ha AOBepue B MPUAOXKeHaTa

nHbopMauma B KBaAMbULMPaHUTE YAOCTOBEPEHUA.

MpakTnkata M3NbAHABaA OOLIMUTE W3NCKBAHWUATA 3@ YAOCTOBEPUTEAHW MOAUTUKM,
nocoyenn B ETSIEN 319 411-1:

1. NCP - HopmaamsuvpaHa nNoAnTMKa 3a YyAOCTOBepABaHE, KOATO OTroBaps Ha
obLonpm3HaTUTE Han-A0bpPW  NPaKkTWMKKM H  AOCTaBYMLM, M3AaBalLM  YAOCTOBEPEHMUA,
M3MOA3BaHW B MOAKPENa Ha BCAKAKbB BUA TPaH3aKLNK;

2. NCP+ - PaswupeHa HOpMaAM3MpaHa MOAUTUKA 3a YAOCTOBepABaHe, KOATO
npeanara kadectsoto Ha NCP, HO BKAOYBaA M M3WCKBaHUATA 3a 3alUMTEHO Kpuntorpadcko
YCTPOWCTBO;

3. LCP - MNoAnTnKa 3a AeKkM cepTnudmkaTti, Npeasaralla KauyecTBo Ha ycAyraTa c no-
MaAKO M3WCKBaHWA 3a um3noassaHe oT NCP, kato Hanpumep He ce Haaar ¢usmyecko
npucbctBme. lpuaara ce 3a yAOCTOBEpPEHUA, U3MNOA3BaHW B MOAKPENa Ha BCAKAKbB BUA
TpaH3aKkuma (kaTo umMdpoBM NoanmcK, yeb yaocToBepsiBaHe);

4. EVCP - PaswupeHa noantnka 3a BaamampaHe Ha TLS/SSL yaoctoBepeHus,
npeaAarallia HMBOTO Ha curypHocT, usmcksaHo otT CAB Forum. MsnckeaHnAaTta ce ocHoBaBaT
Ha n3nckBaHuAaTa Ha NCP yaocToBepeHuna, HO AOMbAHEHM C M3KCcKBaHuATa Ha EVCG;

5. DVCP - loantuka 3a yaoctoBepsBaHe Ha aomenH (DVCP) 3za TLS/SSL
YAOCTOBEPEHMUA, MpeAaAaralla HMBOTO Ha curypHocT, wu3uckeaHo ot CAB  Forum.
suckBaHMATa Ha MOAMTMKAaTa ce OCHOBaBaT Ha u3uckBaHuATa Ha LCP, Ho aombAHeHU c

M3ncKkBaHWaTa Ha BRG;
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MPAKTUKA MNPV NPEAOCTABAHE HA KBAANOUUMPAHN YAOCTOBEPUTEAHW YCAYTU I

6. OVCP - [lloanTtmka 3a yaoctoBepsaBaHe Ha TLS/SSL yaoctoBepeHua 3a
opraHmMsaLmm, npeaaaralia HUBOTO Ha CUTypHOCT, nsnckeaHo ot CAB Forum. VsnckeanunsaTa
Ha NOAMTMKaTa ce ocHoBaBaT Ha LCP, Ho poombAHEHM € n3nckBaHmATa Ha BRG;

7. IVCP - VlhanBuAyanHa MOAUTMKa 3a BaavampaHe Ha ceptudumkatn (IVCP) 3a
TLS/SSL yaocToBepeHus, npeaAarallia HMBOTO Ha curypHoct, msmnckeaHo ot CAB Forum.
N3nckBaHMATa Ha MoOAUTMKaTa ce ocHoBaBaT Ha wu3uckBaHuaTa 3a LCP, AombAHEHU c

n3nckeaHuaTa Ha BRG.

MNoAnTnknTe 3a yaoctoBepABaHe Ha EBpOTpbCT ca cbobpaseHn ¢ npaBrAaTa NMOCOYEHM
B ETSI EN 319 411-1 n uaeHTuduKkaTopuTe 3a BCAKa MNoAMTUKa. EBpoTpbcT un3paBa

YAOCTOBEPEHUA NPUAAraikn CAEAHUTE MOANTUKU:

a) HOpMaAu3npaHa NoAntuKa 3a ceptudunumpare (NCP);
b) noaobpeHa HopMaAunanpaHa noAnTuKa 3a ceptudnumpare (NCP +); u
c) paslinpeHa NoAMTUKaA 3a BaAMAMpaHe Ha ceptudumkaTtn (EVCP).

EBpoTpbCT npuaara B cBoATa AEMHOCT MO M3AABaHE Ha YAOCTOBEPEHWUA CAEAHWUTE
noAntukn Ha EC 3a kBaAMduLMpaHU yAOCTOBEPEHNS:

1. TlMoauTuka 3a yaocTOBepeHuA, unspaseHn Ha ¢usmndecku auua (QCP-n),
oTroBapAwm Ha nsmnckearHmaTa Ha EC (noantuka 3a NCP, NCP+ 1 AOMbAHUTEAHU M3UCKBaAHWA
3a KBaAMOUUMPAHN yAOCTOBEPEHMA, KakTo e mnocoyeHo B Peraament (EC) N2 910/2014).
Ya0CTOBEpPEHMATA, M3AAAEHU CbIAACHO Te3U U3UCKBaHWA, MOAABPXAT YCbBbPLUEHCTBAHU
E€AEKTPOHHU MOAMMNCK, OCHOBAHM Ha KBaAnduLmpaH cepTndurKaT, onpeaseAeH B YaneHoBe 26 1
27 ot PernamenTt (EC) N2 910/2014;

2. loanTuKa 3a YAOCTOBEPEHUs, M3A3AEHM Ha opuaudeckn Auua (QCP-l),
oTroBapAwm Ha namckaHuaTa Ha EC (moanTtrka 3a NCP, NCP + 1 AoOmbAHUTEAHU M3UCKBaHUA,
3a KBaAMOUUMpPaHN yAOCTOBEpeHuA, KakTto e nocodeHo B Peraament (EC) N2 910/2014).
YAOCTOBEpEHMATa, M3AAAEHU CbIAACHO TEe3U M3UCKBAHWSA, MOAABPXKAT YCbBbPLUEHCTBAHMU
eAeKTPOHHU nevaTn, 6asmMpaHm Ha KBaAMOULMPAHO YAOCTOBEPEHME, ONPEAEAEHM B YAEHOBE
36 n 37 ot Pernament (EC) N2 910/2014;

3. [lMoantmka 3a kBaanduumparu yaoctoseperua (QCP-n-qscd), uv3paseHu Ha

$un3nueckn Amua c 13NoA3BaHE Ha YCTPOMCTBO 3a Cb3paBaHe Ha noanuc (QSCD) (BkatouBa
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noantmnka 3a QCP-n, NCP + 1 pAOMbAHUTEAHN M3UCKBaHMA, KakTo e nocodeHo B PernamenT (EC)
N° 910/2014). TakaBa NOAUTMKA U3MCKBa YaCTHUAT KAIOY, Aa ce Hamupa B QSCD, oTroBapsLm
Ha mn3nckBaHuaTa Ha Peraament (EC) N2 910/2014. YaocTOoBEpPEHUATA, N3AAAEHWN CbIAACHO
TE3M U3MCKBaHWUA, MOAABP>KAT KBaAMDULIMPAHN @AEKTPOHHU MOANMNCK, ONPEAEAEHU B YAEH 3
(12) ot PernamenT (EC) N2 910/2014;

4. [lonmTuka 3a kBaamduumparnm yaoctoeepeHua (QCP-l-qsed), wuspaseHn Ha
IOPMAMYECKM AMLA, C 13MOA3BaAHE Ha YCTPOWCTBO 3a Cb3paBaHe Ha noanuc (QSCD) (BkatouBa
noantuka 3a QCP-n, NCP + n AOMbAHUTEAHU N3UCKBaHWSA, KakTo e noco4eHo B PeraamenT (EC)
N° 910/2014). TakaBa NOAMTMKA M3NCKBA YaCTHUAT KAIOY, CBbpP3aH CbC cepTuduuMpaHua
nybAnyeH Katod, aa ce Hamupa B QSCD. YaocTtoBepeHuATa, M3AAAEHM CbrAacHO Tesu
M3UCKBaHUA, MOAABPXKAT KBaAUOULMPAHN EAEKTPOHHM MevaTn, onpeAeAeHmn B YaeH 3 (27) ot
Pernament (EC) N2 910/2014;

5. lMoantuka 3a KkBaanduumpaHu yaocToBepeHus 3a YyebcautoBe (QCP-w),
oTroBapAwM Ha usmckBaHuaTa Ha Peraament (EC) N2 910/2014 r. (v3nckBalwa MAM He
M3MNOA3BAHETO Ha 3alMTEHO KPUNTOrpadCKo YCTPOWMCTBO). YAOCTOBEPEHUATa, WM3AAAEHM
CbFAACHO TE3W M3UCKBaHWA, MOAABP>KAT YAOCTOBepABaHe Ha yebcaWT Bb3 OCHOBa Ha
KBaAMPULMpPaHO yaocToBepeHune, onpeaeneHo B YA. 3 (38) n 45 ot Pernament (EC) N®
910/2014:

a) Korato yaOCTOBEpPEHMETO Ce M3AaBa Ha IOPUAMYECKO AMLE, V3VICKBaHMATa 3a
QCP-w BKkAOYBaAT BCUYKKU m3nckBaHusa 3a EVCP 1 AOMBbAHWUTEAHU M3NCKBAHWA, KakTo e
noco4eHo B Pernament (EC) N2 910/2014;

b) KoraTtoyaoctoBepeHmneTo ce n3paBa Ha PUUUECKO AULE, 3VCKBaHMATa 3a QCP-
W BKAIOYBAT BCUYKU M3nckBaHua 3a NCP 1 AOMbAHUTEAHUN U3NCKBaHMWSA, KAKTO € NMOCOYEHO B

PernamenTt (EC) N2 910/2014).

[lpakTnkaTa wM3NbAHABaA OOLIMTE W3NCKBAHWUATa 3@ YAOCTOBEPUTEAHW MNOAUTUKW,
nocoyeHn B ETSIEN 319 411-2: QCP-l ; QCP-Il-gscd; QCP-n; QCP-n-gscd, QCP-w.

KBaAanduumpaHute yaoCTOBEpeHUATa, W3paAeHM  oT  EBpoTpbeT,  cbabprkaT
naeHTMrKaTopu Ha noantukmute um: Certificate Policies extension. Ha BcAka oT noAanTukuTe,

C KOUTO Ce n3paBaT KBa/\VI(I)VILI,VIpaHl/ITe YAOCTOBEPEHNA Ce€ MPUNCBOABA l/I,A,eHTI/Id)MKaTOp Ha
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obekt (OID - Object Identifier), kato EspoTtpbct cneumduumpa B noAvTMKaTa U
naeHtndmkatopute crnopea EN 319 411-1/ EN 319 411-2. CronHoctute Ha EBpoTtpbeT

naeHTMdMKaTOopUTE Ca:

NaeHTndukatop Ha

KeaauduumpaH opraH/ycayra

o6ekT (OID), Policy

identifier

Evrotrust RSA Root CA

1.3.6.1.4.1.47272.1

Evrotrust RSA Validation

1.3.6.1.4.1.47272.1.1

Evrotrust TSA

1.3.6.1.4.1.47272.1.2

Evrotrust TST

1.3.6.1.4.1.47272.1.2.1

Evrotrust RSA Operational CA

1.3.6.1.4.1.47272.2

Evrotrust RSA QS Validation

1.3.6.1.4.1.47272.2.1

Evrotrust Qualified Natural Person Certificate for QES

1.3.6.1.4.1.47272.2.2

Evrotrust Qualified Natural Person Attribute Certificate

for QES

1.3.6.1.4.1.47272.2.2.1

Evrotrust Qualified Legal Person Certificate for QESeal

1.3.6.1.4.1.47272.2.3

Evrotrust SSL Domain Validated Certificate

1.3.6.1.4.1.47272.2.4.1

Evrotrust SSL Organization Validated Certificate

1.3.6.1.4.1.47272.2.4.2

Evrotrust SSL EV Certificate

1.3.6.1.4.1.47272.2.5

Evrotrust SSL PSD2 Certificate

1.3.6.1.4.1.47272.2.5.1

Evrotrust Qualified Natural Person Certificate for AES

1.3.6.1.4.1.47272.2.7

Evrotrust Qualified Legal Person Certificate for AESeal

1.3.6.1.4.1.47272.2.8

Evrotrust Qualified PSD2 Legal Person Certificate for

AESeal

1.3.6.1.4.1.47272.2.8.1

EBpoTpbCT cv 3ana3Ba NpaBoOTO Aa pa3lmMpaABa NOAAbPKaHUTE [TOAUTUKKM Ha n3paBaHM
YAOCTOBEPEHMA, Ype3 onepaTuBHUTE YAOCTOBEPABALLN OPraHu.
EBpoTpbCcT rapaHtupa, 4e He NpoMeHA OBeKTHMA UAeHTUdMKaTop Ha HacToAwmA

AOKYMEHT, KaKTO WU 0b6eKTHUTE I/IAeHTI/Id)I/IKaTOpI/I Ha MOAUTUKUTE, NPaKTUKNTE N Apyrute
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pedepupalum AOKYMeHTU. AKO MMa paswmnpABaHe/NpPoMAHa B MOAUTMKAETA U MPaKTUKaTa,
KOATO He 3acAra Beye W3AaAEHWU yAOCTOBepeHuA, EBpoOTpbCcT npeseHTUpa HOB obeKTeH
MAEHTUOMKATOP, KOWTO OMUCBA HOBUTE YAOCTOBEPEHWUA UAM paswMpeHuTe/MpoMeHeHnTe

TakuBa. EBpoTpbCT creaBa BbTpellHa npoueaypa 3a ynpasaerue Ha OID.

1.5 YYACTHMUU B UHOPACTPYKTYPATA HA EBPOTPBCT

[NpakTnkaTa peryanpa Han-Ba>KHUTE OTHOLLUEHWA MeXAY Y4acTHULMTE B CTPYKTypaTa
Ha EBpPOTPbBCT, HEroBNTE KOHCYATAHTCKN N OAMTOPCKM E€KUMN, KAaKTO N OTHOLLUEHMATa MEXAY
AOCTaBYMKa, NOTpebuUTeAmTe Ha KBaANPULMPAHU YAOCTOBEPUTEAHM YCAYTU U AOBEPABALLM Ce
cTpaHu. VIanckBaHuATa 1 NnpaBuAaTa onmncanu B [TpakTukaTa ce npuaarar 3a:

> YaocToBepABalUM OpraHu;

> Perucrpupalwim opranu;

> [lotpebutean (kameHTU/Tutyaapu/Co3paTeAmr v T.H.);

> AoBepaABalum ce cTpaHu;

> Apyru yqactHmun.

EBpoTpbcT npeapocTaBa KBaAUULMPAHU YAOCTOBEPUTEAHW YCAYTM Ha BCUYKMK
dn3nYEeCcKn N IPUANYECKU AMLA, KOUTO MpueMaT npasBuAaTa Ha To3n AOKYyMeHT. Lleata Ha
[NpakTnkata e KAMeHTUTe Aa bObaaT ybeaeHM B CUTYPHOCTTa Ha MNPeAOCTaBAHUTE

KBaAMPULIMPaHN YAOCTOBEPUTEAHU YCAYTU.
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1.5.1 YAOCTOBEPABALLU OPTAHU
1.5.1.1 MEPAPXUA HA YAOCTOBEPABALLUA OPTAH

Evrotrust RSA Root CA

- CRL
- OCSP: Evrotrust RSA Validation
- Timestamp: Evrotrust TSA
- Validation: Evrotrust Qualified Validation Service
[
|

Evrotrust Services CA

Evrotrust RSA Operational CA

- CRL
- CRL - OCSP: Evrotrust Services OCSP
- OCSP: Evrotrust RSA QS Validation - QERDS :Evrotrust QERDS SU
- End User Qualified Certificates - QREMS: Evrotrust QREMS SU

- QPSES: Evrotrust QPSES SU
- Validation: Evrotrust Qualified Validation Service SU
- Timestamp :Evrotrust Timestamp TSU

1.5.1.2 BA30OB YAOCTOBEPABALL, OPTAH (EVROTRUST RSA ROOT CA)

Evrotrust RSA Root CA n3aaBa KBaAMOULMPAHU EAEKTPOHHN YAOCTOBEPEHWNA, KOUTO
ca MepapxuMyHO 3aBUCUMW B WMHOPACTPYKTYPHO OTHOLWEHWE B AOMeilHa Ha EBpoTpwbcT.
BaszoBoTo yaocToBepeHne Ha EBpOTPBCT e caMou3paaeHO M caMomnoAnmncaHo ¢ HbasoBuA
JacTeH KAtod Ha EBpoTpbeT. C 6a30BMA HacTeH KAIOY AOCTaBYMKBT MOAMNCBA YAOCTOBEPEHNA

3a I'Iy6/\VI‘-IHI/I KAOHOBE Ha CBOWM ONnepaTtunBHN yAOCTOBepFIBaLLI,VI opraHu.

1.5.1.3 OMNEPATUBEH YAOCTOBEPABALL OPrAH (EVROTRUST RSA
OPERATIONAL CA)

Evrotrust RSA  Operational CA wu3zsaBa notpebuteackn  KBaAnduUMpaHu
yAOCTOBepeHud, cbraacHo paktukata n [MoAnTrKaTa 3a NnpeaoCcTaBaHe Ha KBaAMbULMpaHn
YAOCTOBEPUTEAHU YCAYTH.

MNoTpebuteacknte KBaanduUUMpaHU yAOCTOBEpPEHUs, KouTo msaasBa Evrotrust RSA
Operational CA B nHdpacTpykTypaTta Ha EBpoTpbCT HUmBaT !

e Evrotrust Qualified Natural Person Certificate for QES/AES (E-Sign) - n3aasa
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ce Ha ¢usnyecko amue (Tutyaap). Mima xapakTtep Ha KBaAMdULMPAHO YAOCTOBEpEeHne 3a
KBaAMbULMPAH eAeKTPOHEH MoAMUC/yCcbBbpLUeHCTBAaH eAekTpoHeH noanuc (KEM/YcEN).
Mo>ke Aa ce M3MOA3Ba 3a MAEHTUOULMPAHE M YCTaHOBABAHE Ha CAMOAMYHOCT MPW AOCTBIM AO
MHTEPHET MPUAOXKEHWA, 3aLUNTEHN KOMYHUKALMU N EAEKTPOHHO MOAMWUCBAHE Ha AOKYMEHTH
OT BCAKaKbB TUM. B yaocTOBEpeHMeTO MOXKe Aa ce BNMCBAT U AaHHU 3a IOPUAMYECKO AMLLE,
acouMmMpaHo ¢ GNU3NYECKOTO AMLE, OT UMETO Ha KOeTo TUTYAAPAT Lie NOAMMCBa.

e Evrotrust Qualified Legal Person Certificate for QESeal/AESeal (E-Seal) -
nspaBa ce Ha topuamdecko aAuvue (Cov3paten). ViMa xapakTep Ha KBaAubuMUMpaHO
yAOCTOBepeHMe 3a KBaAubULMpPaH eAeKTPOHeH nevaT/yCbBbpLUEHCTBAH eAeKTPOHEH neyar
(KEMeuat/YcElMeyaT). Mo>ke pa ce M3NOA3Ba 3a Aa Ce rapaHTUpa MNPOU3X0OA U MHTETPUTET Ha
M3XOAALLN OT IOPUANYECKOTO AMLE AAHHW, HampUMep: eAeKTPOHHU AOKYMEHTU, CHUMKMU,
aPXUTEKTYPHM NPOEKTU, cCOPTyep 1 Apyru.

e Evrotrust Qualified PSD2 Legal Person Certificate for AESeal (E-Seal) - n3paBa
ce Ha AocTaBuuK Ha naatexkHu ycayru (PSP) cnopea PSD2. Vima xapakTep Ha KBaAanduumpaHo
yaocToBepeHue 3a YcEleuat. M3noassa ce 3a n3nbAHeHWe Ha n3nckBaHuAaTa Ha PSD2.

e Evrotrust SSL Domain Validated/Organization Validated/EV Certificate
(Website authentication) - 3saBa ce ueanTe Ha yaoCTOBEpPABaHETO Ha yebcanT, CBbp3aH C
KOHKPETHO GM3MYEeCKOTO UAM OPUAMYECKOTO AMue. VIMa xapakTepa Ha KBaAMbuuUMpaHO
yAOCTOBepeHue 3a yebcant no cmucbaa Ha PeraamenTt (EC) N2 910/2014 u ce n3noasBa 3a
Cb3paBaHe Ha YBEPEHOCT y NOCeTUTEA, Ye yebcalTa e Ha peaneH 1 AermTUMeH cybekT. Ypes
TeXHoAOrMATa ce obesneyaBa HapeKAHa CBbBP3AHOCT MO CUIYPEeH MPOTOKOA 3a OOMeH Ha
nHpopmMaumATa.

e Evrotrust SSL PSD2 Certificate (Website authentication) - nsaasa ce 3a ueante
Ha YAOCTOBepsABaHEeTO Ha yebcalT, cBbp3aH ¢ AOCTaBYMK Ha nAaTexkHU ycayrmn (PSP) cnopea,
PSD2. WNanoasBa ce 3a um3nbAHEHWE Ha Wu3ucKBaHuATa Ha PSD2. Vima xapakTepa Ha
KBaAndULMpPaHO yaocToBepeHue 3a yebcant no cMucbaa Ha PeraamenT (EC) N2 910/2014 n
Ce M3MOA3Ba 3a Cb3aaBaHe Ha YBEPEHOCT Y NMOCeTUTEA, Ye yebcainTa € Ha peaneH U AerMTUMEH
cybeKT. HYpes TexHoAOrMATa ce obesneyaBa HapeKAHA CBbP3aHOCT MO CUMYPEH NMPOTOKOA 3a
0obMeH Ha nHopmMaumAaTa.

e Evrotrust Qualified Natural Person Attribute Certificate for QES - 1i3paBa ce ¢
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ueA wupeHTUdMuMpaHe Ha odusmvecko avue (TUTyAdp) C  KOHKPETHW, OMnucaHW B
yAOCTOBEpPEHMEeTO aTpubyTu. ViMa xapaktep Ha KBaaMduumpaHo yaoctoBepeHue 3a KET.
Bcuukn npoueaypu 1 NpaBuAa 3a HEFOBOTO M3AABaHeE M yMpaBAEHWE CbBMaAaT C Te3n Ha
Evrotrust Qualified Natural Person Certificate for QES/AES (E-Sign. Pazankarta mexay aseTe

YAOCTOBEPEHMA € B CPOKa Ha AeNCTBME, 0ObeMa U BMAA Ha YAOCTOBEPEHUTE B TAX AQHHW.

KBaAnduUMpaHnAT onepaTMBeH YyAOCTOBepABall opraH Ha EBpoTpbcT m3anbaHABa
CAEAHUTE CNELMOUYHN 3aABAXKEHNA, BKAIOYEHW B paMKkuTe Ha [MoanTunkata u MpaktnkaTta Ha
EBpoTtpbeT:

» lNpuemMaHe Ha EAEKTPOHHO WCKaHe 3a KBaAMOUUMPAHU YAOCTOBEPEHMA UAM
KBaAMPULIMPaHN YAOCTOBEPUTEAHU YCAYTY;

> VspaBaHe  Ha  KBaAanduMUMpaHO  yAOCTOBEpeHue  3a  KBaAuduuMpaHa
YAOCTOBEPUTEAHA YCAYra Bb3 OCHOBA Ha MCKaHUATA CAA MAEHTUOMKaUMA Ha noTpebuteanTe;

» [ybAnKyBaHe M MOAABP>KAHE Ha M3AAAEHW KBaAMOUULMPAHW YAOCTOBEPEHWA B
CbOTBETCTBME C NpoLeAypuTe, onncanu B [Noantnknte u lNpaktukmte Ha EBpoTpbCT;

> lNpvemMaHe U U3MbAHEHME Ha WCKaHe 3a OTMAHa Ha KBaAMduMuMpaHa
YAOCTOBEPUTEAHa YCAyra B CbOTBETCTBME C MpoueAypuTe, nocodyeHn B [loAnTukute u
MNpakTnknte Ha EBpoTpPBLCT;

» W3paBaHe Ha CnnchbK cbe cnpeHuTe n npekpaTtenn yaoctoBepenuns (CRL);

» [lybankyBaHe Ha nspaseHna CRL;

» CbxpaHsABaHe 3anucuTe (AoroseTe) Mo npoueca Ha m3paBaHe Ha KBaAnduLMpaHu
YAOCTOBEPEHUA N OT APYTUTE YAOCTOBEPUTEAHU YCAYTU, KOUTO MOAAEXKAT Ha OANT;

» Apyrv AeVIHOCTU U YCAYTK, CBbP3aHN C AEMHOCTTa Ha EBpoTpbCT.

EBpoTpbCeT 3ana3Ba NpaBoOTO Ad PaswMpABa MAM NPOMeEHA UHPPaACTpyKTypaTa cu C

APYra nepapxusa UAM C paslivpeHmre Ha TeKyllaTa.

1.5.1.4 OPrAHU 3A NPOBEPKA HA CTATYC HA YAOCTOBEPEHUA (OCSP
SERVICE)
KBaanduumpaHute yaoctoBepeHusa B UHPpacTpyKkTypaTa Ha EBpoTpbcT, KouTo ce

N3MNOA3BAT 3a NOANMNCBaHE Ha 3aABKaTa 3a BaAMAMNPaHE, buear:
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e Evrotrust RSA Validation u Evrotrust RSA Root CA OCSP - M3noassat ce 3a
BaAMAMpPaHe Ha BasoBUA NMOAMUC U Ce n3paBa AMPEKTHO oT bazoeua yaocToBepsiBall, opraH
(Evrotrust RSA Root CA);

e Evrotrust RSA QS Validation n Evrotrust RSA Operational CA OCSP - 3noassart ce
3a BaAMAMpaHe Ha KBaanduumpaHu yaoctoBepeHus u e wuspapeH oT OnepatuBHUS
yaocTtoBepsnBsaly opraH (Evrotrust RSA Operational CA).

B npoueca Ha BaAnampaHe Ha KBaandpuumpaH eanekTpoHeH noanuc/nedat OpraHbT 3a
BaAnaMpaHe Ha EBpoOTpbCT noTBbprKAaBa BAaAMAHOCTTA Ha KBaAMOULUMPAHUA EAEKTPOHEH
noanuc/neyat, Npu yCAOBME Ye:

» YAOCTOBEPEHMEeTO, MNPUAPY»KaBallo  noanuca/meyata KbM — MOMEHTa  Ha
MOAMWCBAHETO € BWAO0 KBaAMOUUMPAHO YAOCTOBEpPEHME 3a EeAeKTPOHeH Mnoanuc/mevar,
OTroBapALO Ha n3nckBaHuATa Ha Pernament (EC) 910/2014 r;

» KBaAMOUULMPAHOTO YyAOCTOBEPEHME, U3AAAEHO OT EBPOTPBCT € BUAO BaAMAHO KbM
MOMEHTa Ha MOAMMUCBAHETO;

» AAHHUTE 3a BaAMAMpaHe Ha noanuca/nevata CbOTBETCTBAT Ha  AaHHWTE,
NpeAOCTaBeHU OT AOBEpPsABaLLaTa ce CTPaHa;

» YHUKAAHUAT Habop OT AaHHW, NpeacTaBaAlmM TuTyasps/Cb3aaTers Ha eAEKTPOHHUS
noAnuc/neYaT B YAOCTOBEPEHUETO, € HAAAEXKHO NPEeAaAEH Ha AOBepABaLLaTa ce CTpaHa;

> ako KbM MOMEHTa Ha MOAMMCBAHETO € BUA U3MOA3BaH NCEeBAOHMM, TO TOBA € ACHO
yKasaHo Ha AOBepsABaLLaTa ce CTpaHa;

» eAeKTPOHHUAT noAnuc/nedaT e Cb3A3AEH OT YCTPOWCTBO 3a Cb3paBaHe Ha
eAeKTPOHEeH noanuc/neyar;

» LleAOCTTa Ha NMOAMUCaHUTE AQHHM He e 3acTpalleHa;

» V3UCKBaHWATA Ha HACTOALLMA AOKYMEHT ca OWAM M3MbAHEHW KbM MOMEHTa Ha
NoOAMUCBaHeTo.

N3noasBaHaTa 3a BaAMaMpaHe Ha KBaAMPUUMPaAHMA eAeKTPOHeH noanuc/nedat
cuctemMa Ha EBpoTpbcT npeaocTaBa Ha AoBepsBallaTa ce CTpaHa MPaBWAHWA PesyATaT oT
npoueca Ha BaAMAMpPaHe U M NMO3BOASIBA A@ OTKPUE eBEeHTyaAHU NpobAemMu, CBbpP3aHW CbC
CUTYpPHOCTTA.

BcAka aoBepsABallaTa ce cTpaHa, KOraTo npuemMa KBaAnduumpaHo yAOCTOBEpEHMe,
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MOXe Aad 3afBM NpOBepKa Ha CTaTyca Ha yAoCToBepeHuaTa B peasHo Bpeme npe3s OCSP
cbpebp (On-line Certificate Status Protocol/llpoTokoa 3a oHAaliH nNpoBepKa Ha cTaTyca Ha
YAOCTOBEpPEHME).

MpoBepKkaTa Ha cTaTyca Ha YAOCTOBEpPEHWE B PEeaAHO BPEMe He € 3aAbAKUTEeAHa
byHKUMA 3a AoBepsBalLmTe ce CTpaHW, HO AOCTaBYMKBT NPenopbyYBa Aa Ce M3MOA3Ba Tasu
ycayra. 3a nocTuraHe Ha MoO-TOAAMA CUTYPHOCT TMpPU  M3MNOA3BaHE Ha EeAEKTPOHHMU
noaAnucu/nedaTn, e NPenopbYNTEAHO MHTErpMpaHe Ha yCAyraTa B NpoLeca Ha Cb3aaBaHe MAN

npmneMaHe Ha eAeKTPOHHO NOAMMCaHN AOKYMEHTU.

1.5.2 PEFTUCTPUPALL, OPTrAH

QOyHKumuTe Ha Pernctpupaly opraH ce mssbplBaT oT obocobeHa CTpyKTypa Ha
EBpOprCT NAN OT BBHWHWM AMNUA, Ha KOWUTO EBpOprCT Bb3Aara ocCbulleCTBABaHETO UMM, B
pPaMKWTe Ha paspeLleHoTo oT 3akoHa. QyHKkumuTe ca:

> [lpvemMaHe Ha nckaHe 3a kBaAndULMpPaHa YAOCTOBEPUTEAHA YCAYTa;

> EBpoTpbcT cbbupa 1 Baavampa MAK NPeKn AOKa3aTEeACTBA, MAN YAOCTOBEPEHME OT
MOAXOAALL N OTOPU3MPAH U3TOYHUK 38 CAMOAUYHOCT (HanpuMep UMeE) 1, ako € MPUAOXKMMO,
BCAKAKBU crneunduyHmn aTtpubyTM Ha CybekTuUTe, Ha KOUTO € M3AAAEHO YAOCTOBEpPEHMe.
MpeacTaBeHUTe AOKa3aTeACTBa MoraT Aa 6bAAT NoA popMaTa Ha XapTUEHa MAU EAEKTPOHHA
AOKYMEHTaLus;

> [lpoBepkata Ha caMOAMYHOCTTa Ha cybekTa ce W3BbplIBa B MOMEHTa Ha
perncrpaumsa 4pes noaxoaam cpeactea. CbbMpaHeTo Ha AOKa3aTeACTBa MOXKE A BKAIOYBA
KOMue Ha AMMHWN AaHHW, KaTO AMYHa KapTa UAKM NacrnopT;

> WaeHTudnumpaHe Ha AMLETO MNOAAAO WMCKaHe CbIAACHO YCTaHOBEHWTe OT
EBpoTpbCcT npaBuaa 1 npoueaypu;

> YaocToBepsABaHe Ha BEpPHOCTTa W AOMYCTUMOCTTa Ha MOA3AEHO MWCKaHe 3a
KBaAMULMPaHO YAOCTOBEPEHME;

> YBeaoMsABaHe Ha NoTpebuTeAnTe 3a N3AAAEHO KBAaAMDULMPAHO YAOCTOBEPEHME;

> OcurypsaBaHe Ha HaAeXKAHa CPeAa 3a MOAyYaBaHe Ha M3AAAEHO KBaAndULMpPaHo
YAOCTOBEPEHME AN U3MOA3BAHE Ha KBaAUdULMpPaHa YAOCTOBEPUTEAHA YCAYra;

> |/|HI/ILI,I/Il/IpaHe n npeapaBaHe Ha YAOCTOBepABaWWMA OpraH B XapTneHa WAU
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eAeKTpoHHa dopMa Ha 3asABKM 3a ynpaBAeHMe (cnnpaHe, Bb30OHOBABaHE NAW NpeKpaTABaHe)
Ha U3A3AEHW YAOCTOBEPEHMSA;

> WM3BbplwBaHe Ha 0AODpeHWe Ha 3adABKW 3a MPOAbAKABAHE AEWCTBMETO Ha
KBaANPULMPAHO YAOCTOBEPEHNE OT MMETO Ha EBpoTpbCT;

> CkalouyBaHe Ha AOTrOBOPW 3a MNPEAOCTaBAHE Ha YAOCTOBEPUTEAHW W APYTU
KpunTorpapckn, MHPOPMALMOHHU N KOHCYATAHTCKM YCAYTUM C MOTPEOUTEAN OT MMETO Ha
EBpoTpbeT;

>  Apyrm byHKUMM, KOWUTO ocurypsaBaT OYHKLMOHUMpPAHETO Ha KBaAuduumpaHa
YAOCTOBEpPUTEAHA YCAyra Ha EBpoTpbCT.

Perncrpmpalmat opraH Moxe pa bbae 060COH6EHO 3BEHO B paMKUTE Ha IOPUAMHECKO
AVLE, pasAMyHO OT EBpOTPBCT, Ha KOETOo ca AeAermpaHy npaBa Aa OCbLLECTBABA Te3wn
AEMHOCTU MAW Ha 4acT OT TAX OT uMeTo Ha EBpoTpbeT. OTHoweHuATa Mexkay EBpoTpbeT 1

Perncrpupalumna opraH ce ype»kaaT C AOrOBOP.

1.5.3 NOTPEBUTEAU

BcAko ¢ur3sMuecKo, IOpUANYECKO VAN APYFO AMLE, KOETO MMa CKAKOYEH AOFOBOP C
EBpoTpbCT 3a yaAOCTOBEPUTEAHA YCAYra € NoTpebuTeA Ha Tasn npeasocTtaBeHa oT EBpoTpbeT
yCAyra.

Korato ToBa e NpakTU4eCcKkn OCbLLEeCTBMMO, MPEAOCTaBAHUTE YAOCTOBEPUTEAHN YCAYTH
N M3MNOA3BAHUTE NMPW NPEAOCTaBAHETO Ha Te3WM YCAYrM MPOAYKTM Ca AOCTbMHWM U 3a Xxopa C

yBpexAaHUA.

1.5.3.1 TUTYAAP

Tutyaapat (Titular) Ha eaekTpoHeH noanuc e dusmMyecko AMLe, KOEeTO Cb3AaBa
EAeKTPOHHNA nNoAnuncC.

TuTyAapAaT ocbliecTBABa OT CBOE MME WAM OT MMETO Ha APYro AuLE, KOEeTO Tou
NPEeACTaBAABa, EAEKTPOHHU W3ABAEHWA, KOUTO EAEKTPOHHO MOAMWCBA B CbOTBETCTBME C
npeaoCTaBeHaTa My NpeACTaBUTEAHA BAACT. B yAOCTOBEpPEHNETO MOXKE Ce MOCOYM N AULLETO,
KoeTo TUTyAApA NpeACTaBAABA.

TVITy/\FIpFIT Ha eAEKTPOHHUA MNOAMNC MOXXe Aa Bb3Aara O6C/\y>KBaHeTO Ha yCTpOVICTBaTa
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3a Cb3paBaHe Ha KBaAMPULMPaHN eAEKTPOHHM MOAMMCK Ha TPeTa CTpaHa, Npu YCAOBME, Ye ca
BbBEAEHU MOAXOAALLM MEXaHU3MU U NPOLeAYPU, rapaHTUpaLLm, 4e TUTYAAPAT pasnoAara C
€AHOAMYEH KOHTPOA BbPXYy W3MNOA3BaHETO Ha AaHHWTE, CBbP3aHWM CbC Cb3AABAaHETO Ha
EAeKTPOHHMA My MOAMNC, WU 4Ye MpU M3MNOA3BAHETO Ha YCTPOWUCTBOTO Ca W3MbAHEHU
M3MCKBAHWATA MO OTHOLUEHWNE Ha KBaAUDULMPAHUA EAEKTPOHEH MOAMKC.

EAMHCTBEHO TUTYAAPAT Ha KBaAMULMPAHOTO YAOCTOBEPEHME, MMa NPABO Ha AOCTBIM
AO 4aCTHMA KAIOY 3a MOAMWCBAHE Ha EAeKTPOHHW U3ABAEHUA, 4pe3 KOWUTO Cb3paBa

YCbBbPLUEHCTBAH UAN KBaAUULMPAH EAEKTPOHEH NMOAMKC.

1.5.3.2 Cb3AATEA HA NMEMAT

Co3patenat (Creator) Ha nevaT e OPUAMYECKO AMLLE, KOETO Cb3AaBa EAEKTPOHEH nevar.

Cb3AaTenAaT MOXKe A MOAMNCBA EAEKTPOHHW OOEKTWN, HE3aBMCKMMO OT TAXHATa CbLUHOCT
(codTyep, CHUMKK, My3unKa, GDUAMK, KHUTW, aPXUTEKTYPHU NPOEKTN, 6a3u AaHHW, AM3aH 1 ApP.),
C KOETO OranacaBa, 4ve TOI;I e ANneTUTUMHNA N3TOYHUK Ha TO3Un e/\eKTpOHeH O6eKT, KaKTO N O6eKTa
€ C HeHapylleHa LAAOCT (MHTerputeT). EAEKTPOHHUAT neyaT He rapaHTMpa npaBa BbpXy
eAeKTPOHHUA 0BEKT (aBTOPCKM U APYTK).

tOpmAMHECKOTO AMLLE € MOCOYEHO B U3AAAEHOTO YAOCTOBEPEHME 33 EAEKTPOHEH NevaT
kato Cb3paTea.

EavHcTBeHo Cb3paTeaat Kato [NoTpebuten Ha KBaAnPULMPaHO YAOCTOBEpPEHME, UMa
MPaBo Ha AOCTbM AO YAaCTHUA KAIOY 3@ MOAMUCBAHE HAa EAeKTPOHHMU U3ABAEHUSA, YpEe3 KOUTO TOM

Cb3AaBa YCbBbPLIEHCTBAH NAN KBaAl/lCIDVILI,I/IpaH EAeKTPOHEH Mne4ar.

1.5.3.3 KAUEHT

KameHT (Subscriber) e avueto, KoeTto noasea KBaAvduuMpaHaTa yAOCTOBEPUTEAHA
ycAyra. Tol MoXe Aa e IopUAMYECKO, GU3MYECKO MAM APYrO AMLE U MOXKE Aa CbBMaaa C
Tutyaapa/Co3paTens.

KAMEHTBT MoXe Aa AenucTBa OT MKMEeTO Ha EAWH WAM  HAKOAKO  PasAUYHMU
Tutyaspn/Cb3paTenAn, C KOUTO TOW € CBbp3aH. KAMEHTHT e HanpuvMep KOoMMaHusA, KOATO
M3WCKBA YAOCTOBEPEHMWA 3a CBOUTE CAY>KUTEAM, 33 Aa MM MO3BOAM Aad YyyacTBaT B

EAEeKTPOHHUTE 6usHec npouecn oT MMeTO Ha KOMMNaHNATa N MOXKe Aa HE MPUNCHCTBA B AAHHUTE,
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BNMMCaHN B N3AAAEHOTO YAOCTOBepeHUe. KAMEHTBT MoXe Aa € 1 AMUe, KOETO Hanpumep

MOA3Ba YAOCTOBEPUTEAHA YCAYra Ha EBpPOTPBCT 3a yaOCTOBEpPABAHE Ha BPeEMe.

1.5.4 AOBEPABALLU CE CTPAHU

AoBepsABalla ce cTpaHa 03Ha4YaBa GPUINYECKO NAWN IOPUANYECKO AWLLE, KOETO PasynTa
Ha yAOCTOBEPUTEAHA YCAYTa.

AoBepaBalunTe ce CTpaHU CAeABa Aa MMaT MO3HaHWA M YMEHMA OTHOCHO N3MOA3BaHETO
Ha KBaAMGULMPAHO YAOCTOBEPEHME N Ad Ce AOBEPABAT Ha YAOCTOBEPEHNTE OOCTOATEACTBA B
TAX CaMO C Oraea Ha npuaoxumata [loAnTrka, ocobeHO NO OTHOLWIEHMEe Ha HWMBOTO Ha
CUTYPHOCT MNpW MNpoBepKa Ha CaMOAMYHOCTTa Ha [UTyAApUTE U WMAEGHTUYHOCTTa Ha
Cb3aaTeAnTe Ha Te3n KBaAMPULMPaHN YAOCTOBEPEHUS, KaKTO 1 MO OTHOLIEHWE Ha BNUCaHUTE
B YAOCTOBEPEHMETO OrpaHNYeHNA 3a U3MOA3BAHETO My.

AoBepABalinTe ce CTpaHW MMaT NOCTOAHEH AOCTbM AO perncrpute Ha EBpoTpbeT 3a
NpoBepKa Ha BAAMAHOCTTA Ha KBaAMbUUMPAHUTE YAOCTOBEPEHMWA, 3a YCTaHOBABAHE Ha
eAeKTPOHHaTa WMAEHTUYHOCT Ha Tutyaapute/Cb3pateAnTe MAM Ha ApPyrn obcToATeAcTBa U
AaHHW, OTPa3eHN B yAOCTOBEPEHMATA UAWN BNNCAHWN B TE3U PETUCTPU.

AoBepAaBalunTe ce CTpaHW, yCTaHOBEHM U3BbH TeputopuAaTa Ha Penybanka bbarapus,
MoraT Aa Pa3umnTaT Ha HAAEXKAHO, CUTYPHO, AECHO N YAOBHO KBaAUULMPAHO BaAAMpPaHe Mo
aBTOMaTU3MpPaH HauyMH Ha KBaAUOUUMPAHN EAEKTPOHHU MOAMMCK U EAEKTPOHHM me4vaTtu,

YAOCTOBEPEHMATa 3a KONTO Ca U3AaAEHU OT EBpOTp'bCT.

1.5.5 APYINn YYHACTHUUMN

3a onpeaeneHu aenHoctn, cbraacHo PeraamenTt (EC) N2 910/2014, EBpoTpbCT MOXKe
Ad NMPUBAMYA BbHLWHWM AMLa. OTHOLLEHWATA MO MOBOA Ha TE3U AENHOCTU Ce YPerKAaT C AOrOBOP.
AOroBOpbT ONpeaeAs NpasaTa U 3aAbAXKEHUATA, Ha BbHLIHUTE AMLA, yHacTBaLLM B AEMHOCTTA
NO MNPeAOCTaBAHE Ha YAOCTOBEPUTEAHW YCAYrn. EBPOTPBCT M3MOA3Ba MOAM3MBAHUTEAU U
AOCTaBYMLM Ha YCAYTM KaTo CrneuuaAMsmpaHn AerTa LLEeHTPOBE 3a HaAeXAHa W curypHa
KOAOKaLMA Ha CbPBBPHOTO U MPEXKOBO OOOPyABaHE, AOCTaBYMLM Ha OBAAYHWU CUCTEMU U
YCAYTM, AOCTaBYMLM Ha YCAYrM MO aBTOMaTuaupaHa naeHtudukaumsa, IT yeayrn u ap. MNpwu

pa60TaTa CH C NOAN3MBAHUTEAN N AOCTaBYMUU EBpOTp'bCT M3NCKBa OT TAX CTPUMKTHO Aa 6'b,A,aT
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CnasBaHM HETroOBUTE NMHCTPYKLUWWN, B CbOTBETCTBUE C HACTOALLaTa MoAnTrKa 1 ﬂpaKTVIKa.

1.6 YNOTPEBA n APUAOXKUMOCT HA KBAAMOULIUPAHU
YAOCTOBEPEHUA

KBaAnduUMpaHO yAOCTOBEPEHME 3a EAEKTPOHEH MoAMMc/medat, 3a KBaAMduuUMpaH
eAeKTPOHEeH BPEeMeBW MneyvaT MAW 3a aBTEHTUYHOCT Ha yebcalT ce mspaBa oT ,EBpoTpbeT
TexHoAbAXKNC” AA KaTo KBaAMOULMPaAH AOCTaBYMK Ha KBaAMGUULMPAHU YAOCTOBEPUTEAHM
ycAayru n oTroBaps Ha onpeaeneHute B PernamenT (EC) 910/2014 r. n3nckBaHua 3a ynotpeba

N NPUAOKUNMOCT.

OnucaHne Ha ynoTpebata v MPUAOKMMOCTTa Ha KBaAUPULMPAHUTE YAOCTOBEPEHUA
uMa B AOKyMeHTa [loanTuKa rnpu npesocTaBaHe Ha KBaAMPUUMPAEHO YAOCTOBEpeHue 3a

KBaAMpUUMPaH eAeKTPOHEH MOAMMUc/neyar.

1.7 YNPABAEHUE HA TPAKTUKATA NP NPEAOCTABAHE HA
KBAAUOULIMPAHA YAOCTOBEPUTEAHA YCAYTA

Bcaka Bepcua Ha [lpakTvkata npu  npepocTaBsHe Ha  KBaanduumpaHa
YAOCTOBEPUTEAHA YCAYra € B CUAa (MMa aKTyaAHO CbCTOAHME) AO MOMEHTa Ha 0AODpPeHMne 1
nybAMKyBaHe Ha HoBa BepcumA. BcAka HoBa BepcmA ce paspaboTBa OT CAYXKUTEAW Ha
EBpoTpbeT 1 caep 0a06perne oT ChBeTa Ha AMPEKTOPUTE ce NybAnKyBa.

AboHaTuTe ca AABXKHU A Ce CbOoDpasABaT CaMo C BaAMAHaTa BepcuAa Ha [lpakTukaTa
KbM MOMEHTa Ha NOA3BaHe Ha yCcAyrnte Ha EBpoTpbeT.

KoHTaKTHOTO AMUe 3a ynpaBAeHWe Ha AOKyMeHTa ,[lpakTuka npu npepocTaBAHe Ha
KBaAnduLUMpaHn yaocToBepuTeAHu ycayru” ot Espotpbet  TexHoabaxkuc” AN e
N3MBAHUTEAHUA AMPEKTOP Ha EBpoTpbCT.

AonbAHUTEAHA MHDOPMaLMA MOXKe Aa Bbae MOAYYEHA Ha CAEAHMA aapec:

rp. Codusa, 1766

6yA. ,OkonoBpbereH nut” N2 251 T, ,MM BU3HEC LLEHTbHP”, eT. 5

TenedoH, parc: + 359 2 448 58 58

nmenn: office@evrotrust.com
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2 OTroBOPHOCT 3A NYBAUKYBAHE U XPAHUAULLLE

2.1 XPAHUAULLE

EBpOTPBCT noaabprKa XpaHUAMLLE, B KOETO Ca Pa3MNOAOXKEHU aKTyaAHU U NMPEANLLHN
BEPCUN Ha EAEKTPOHHW AOKYMeHTW. EBpOTPBLCT ynpaBAABa M KOHTPOAMpPa yeb canTa Ha
APY>KECTBOTO, KbAETO MyDBAMKYBa BCUYKWU aKTyaAHW BEPCUM Ha EAEKTPOHHUTE AOKYMEHTU U
ocurypABa CUrypeH U HenpeKkbCcHaT AOCTbM AO TAX Ha 3aMHTepecoBaHUTe CTpaHu. PernctbpbT
Ha yAOCTOBepPeHMATa € 6a3a AaHHW, B KOATO ce NYOAMKYBaT BCUYKWN U3AAAEHWN YAOCTOBEPEHMA,
KonTo EBPOTPBHCT M3MOA3Ba B AEMHOCTTa CU, MOTPEDBUTEACKU YAOCTOBEPEHUA N CMNCHLUM Ha
npekpateHn yaoctoBepeHua. OTHOCHO XpaHuAMWETO EBPOTPBCT M3MbAHABa CAeAHUTE
N3NCKBaHWNA:

> B perucTbpa Ha YAOCTOBEPEHUATa Ce CbAbpPXKAaT YAOCTOBEPEHWATa Ha
nHobpactpyktypata Ha nybamdnua katod (PKI/Public Key Infrastructure) u KameHTCKM
YAOCTOBEPEHUA Ha Pa3NOAOKEHNE Ha KAMEHTU N AOBEPABALLMN Ce CTPaHW;

» TrapaHTMpa, 4Ye BCUYKM YAOCTOBEpPeHWA, nybAnMKyBaHM B perucrbpa Ha
YAOCTOBEPEHMATA MPUHAAAEXKAT Ha MOCOYEHUTE B TAX NOTPEDBUTEAU VAN Ha YMTBAHOMOLLEHM
OT TAX NPEACTaBUTEAN;

»  YAOCTOBEpPEHMATa Ca Ha PasNoOAOXEHME CaMO B CAyHauTe, 3a KOUTO € NMOAYHEHO
CbrAaCMeTo Ha TUTYAAPA. AKO CybeKTbT e YCTPOMCTBO MAM CUCTEMa, TPADBa Aa Ce MOAy4YM
CbrAacmMeTo oT GU3MYECKOTO WMAWM IOPUANYECKOTO AMLE, OTTOBOPHO 3a eKCnAoaTauuAta Ha
YyCTPOWCTBOTO UAM CUCTEMATa, BMECTO CybeKTa;

» rapaHTnpa, 4e yAOCTOBEPEHMNATA Ha YAOCTOBEPUTEAHUTE OPraHn, NPUHAAAEXKALLN
Ha EBpoTpbCT M yaocTOBepeHWATa Ha noTpebuteanTe ca NybAMKyBaHW B perucrbpa Ha
YAOCTOBEPEHUATA;

» nybaukyBa Ha yeb canTa cu (https://www.evrotrust.com) aktyaaru ,[loantrka npwm
NPeAOCTaBsHEe Ha KBaAMbULMpPaHN yAOCTOBEPUTEAHM YeAyrn”, [pakTuka npu npeaocTaBsaHe
Ha KBaAMbUUMPaHU YyAOCTOBEPUTEAHWN YycAyrn”’, OBwmM ycAoBuA, obpasum Ha AOKYMEHTH,
NpeAHa3HayeHW 3a noTpedbuTeAnTe W CNopasyMeHWA MeXAy CTPaHUTe, KakTo U apXMBHMW
BEpCUY;

> AaBa AOCTbMN AO MHPOPMaLMA OTHOCHO CTaTyca Ha YAOCTOBEpeHuATa, 4pes
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nybankysaHe Ha CRL nan ypes nsnoassaHe Ha npotokona OCSP;

» Bcuukn notpebutean n poBepABalLyM ce CTpaHu MMaT NoCToAHEH AocTbn 24/7/365
AO unHbopMaumAaTa Ha yeb caliTa Ha AOCTaBuYMKa Ha aapec: https://www.evrotrust.com.
AoCTbNHOCTTa A0 Ta3n MHbopPMaLMa HAMa reorpadCckmn orpaHUYeHmus;

» ocurypsaBa AOCTbN A0 MHbOpPMaUMATa B perucTbpa Ha YAOCTOBepeHuATa 3a
YAOCTOBEPABALLUMTE OPraHW, PerncTpupalima opraH, notpebuteanTe U aoBepABalMTe ce
CTpaHu;

» nybAuKyBa Apyra uWHbopMaumA 6bP30 M B CbOTBETCTBME CbC CPOKOBETE,
OnpeAeAEeHN B TO3N AOKYMEHT;

» ocurypsaea 6e3onaceH U KOHTPOAMPAH AOCTbIN A0 MHPOPMaLMATA B perncTbpa Ha
yAOCTOBEpPEHUATA.

Bcuukm notpebutean, umaT HeorpaHuyeH AOCTbM AO LAAaTa MHPopMauuda Ha yeb

cavTa.

2.2 WHOOPMALUMA, NYBAUKYBAHA OT EBPOTPBCT

Yeb canta Ha EBpoTpbCT e pocTbneH Ha appec: https://www.evrotrust.com.

Aoctbn A0 yeb calita MoXe pa ce ocblyecTBABa Mo npoTokon HTTP/HTTPS.

NHudbopmaumaTa, nybankysaHa oT EBPOTPBCT BKAIOUYBA AOKYMEHTU, KOUTO OMNUCBAT:

» YcAoBuATa M peaa 3a U3paBaHe Ha EAEKTPOHHO YAOCTOBEPEHME, BKAIOYUTEAHO 3a
nNpaBMAaTa 3a YCTAaHOBABAHE MAEHTUYHOCT Ha TUTYAAP Ha YAOCTOBEPEHMUE;

> [lpoueaypW 3a CUTYPHOCT NPW U3paBaHe U yrnpaBAeHWE Ha YAOCTOBEPEHWNATA;

» HauyuH Ha n3noasBaHe Ha yAOCTOBEPEHUATA;

> YCAOBUS U pea 3a U3MOA3BaHE Ha KBaAUOULMPAHN YAOCTOBEPEHMA, BKAIOYUTEAHO
M3NCKBaHWA 3a CbXpPaHABaHE Ha YaCTeH KAIOY;

» YcAoBUS 3a AOCTBIM A0 YAOCTOBEPEHME M HaYMH Ha NPOBepKa Ha KBaAMbuumpaHo
YyAOCTOBEpPEHUE;

» LleHa 3a noayvaBaHe U W3MNOA3BaHE Ha YAOCTOBEpPEHME, KaKTO W LEeHW Ha
OCTaHaAUTe NPEAOCTaBAHU YCAYTU;

» OrtroBopHocT Ha EBpoTpbct # Ha Tutyadap/Cob3saten Ha KBaavbuumpaH

EAEeKTPOHEH I'IO,A,I'II/IC/I'Iel-IaT,'
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» YcaoBua v pea, No Kouto Tutyaapat/Cb3paTeAaT NpaBun NCKaHe 3a NpekpaTaBaHe
»  AENCTBMETO Ha KBaAnpULMpPaH eAeKTPOHEH noanuc/nevar.

» AOKAaAM OT OAUTU, U3BBPLUEHU OT YMbAHOMOLLEHA MHCTUTYLNA;

» AonbAHUTEAHA MHGOPMaLMA, HANPUMeEpP CbOBLLEHNA N U3BECTUA.

YacT oT uMTMpaHaTa MHGOPMaLMATa Ce CbAbPIKA B TO3M AOKYMEHT U1 B lNpakTuknte 3a

NPeAOCTaBAHE Ha APYTM KBaAUPULIMPAHN YAOCTOBEPUTEAHU YCAYTH.

OcBeH nocoyeHaTa AOKyMeHTauuA, EBpoTpbeT nybAnKyBa m:
BasosoTo cu yaocToBepeHue (Evrotrust RSA Root CA);
OnepaTuBHUTE CU YAOCTOBEPEHUA Ha YAOCTOBEPABALLMTE OPraHu;

YpaocToBepeHnATa 3a BpeMe;

YV V VY V

13papeHUTe oT EBpOTPBCT yaOCTOBEPEHUS;
» CnuncbKbT Ha cnpeHute U oTMeHeHn yaoctoBepeHusa (CRL), uspapeHn o1

EepoTtpbcr.

2.3 YECTOTA HA NYBAUKYBAHE

EBpoTpbcT nybArKyBa MHbOpPMaLMA CbC CAEAHATa YecToTa:

» [MoanTuka npu npeapoctaBaHe Ha KBaAUbULMPAHU YAOCTOBEPUTEAHU YCAYTU” 1
JJ1paKkTka npu npepocTaBaHe Ha KBaAMGUULMPAHM YAOCTOBEPUTEAHU YCAYTU” MOAAEXKM Ha
He3abaBHO NyHAMKYBaHe NpU BCAKA akTyaAM3aLms;

» OnepaTtuBHUTE YAOCTOBEPEHMA - NPU BCAKO M3AABaHE HAa HOBO YAOCTOBEPEHME;

» AKTyaAM3aums B PervcTbpa Ha M3AAAEHUTE YAOCTOBEPEHWs Ce OCbLLecTBABa
aBTOMaTW4YHO WU He3abaBHO cAep NybAMKyBaHe Ha BCAKO HOBOM3BA3AEHO BaAMAHO
YAOCTOBEpPEHME;

» AkTyaamsauma Ha Tekywma CnMcbk CbC CNPEHU U NPeKpaTeHn YAOCTOBEpPEeHUA
(CRL) ce ocbuiecTBABa aBTOMAaTUYHO Ha He noBeye OT 3 (TpW) Yaca UAM He3abaBHO CAeA
npeKkpaTABaHEe WAM CrnMpaHe/Bb30OHOBABAHE Ha BaAMAHO YAOCTOBepeHue. BbB Bcuukn
Crnmcbum cbe cnpeHn 1 npekpateHu yaoctoBepennsa (CRL) EBpoTpbeT ykasea BpemMeTo 3a
CAEABALLOTO M3paHWe. EQeKTUBHMAT nepmoa Ha BaAMAHOCT Ha MNyBAMKYBaHWSA aKTyaAeH

CnucbK e NocoYeH B HEero, OCBeH akoO He Ce M3BbPLWN aKTyaAn3auna,;
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» AonbAHUTEAHA MHPOPMALMA - MPU BCAKO HACTbMMAO CbbUTUE.

2.4 AOCTDBHN AO NYBAUKALNU

EBpoTpbcT npeanara AOCTbN A0 NYyOAMKaLNKM, KOUTO Ca AOCTbMHU Ha HeroBmna yeb cant
ypes mnsnoassaHe Ha HTTP/HTTPS 6a3unpan poctsbn.

LianaTta nHbopmauma B Ha yeb caliTa, nybAMKyBaHa oT EBpOTpBCT, € 06LWoAOCTbMHA.
AoCTbnbT A0 perncrbpa Ha yAOCTOBEPEeHMATa CblLO He ce orpaHunyaBa OT EBpoTpbCT, ocBeH
Mo UcKaHe Ha TUTyAApA 1N CaMO MO OTHOLLEHME Ha HErOBO YAOCTOBEPEHME.

NHudbopmaumaTta, nybarkyBaHa B Ha yeb caita Ha EBpoTpbCT, € AOCTbNHa NOCTOAHHO
(24/7/365), ocBeH B cAy4YamTe Ha CbOUTUA, M3BBH KOHTPOAA Ha EBpOTPBCT U B cAydyam Ha
KpaTKOTpanHu BpeMeHHW NpeKbCcBaHuA 3a NpodrAaKkTMKa.

AOCTaBUMKBT ocurypaBa CBOOOAEH AOCTbM AO BCWYKW 6as3oBM U onepaTuBHMU
YAOCTOBEPEHUA Ha CBOUTE aKTUBHMN YAOCTOBEPUTEAHN OPraHu, KakTo 1 CBOHBOAEH AOCTbM AO
TE3WN Ha BCUYKM HEaKTUBHM TaKMBa 3a CPOK He Mo-MaAbK OT 2 (ABE) rOAMHU CAep U3TUYaHe Ha
CpOKa Ha BaAUAHOCT Ha Te3M YAOCTOBEPEHMA.

KoMyHUKaunnTe Mexkay notpebuteanTte n 3awmTeHnTe yeb ctpaHmumn Ha EBpoTpber
ce ocbluecTBABaAT Ype3 nsnoassaHe Ha HTTPS npoTokoa.

EBpoTpbCT € npeanpuen MepKWn, AOTUHECKM U PU3MYECKM MexaHU3MW 3a 3aliuTa
cpelly HeoTopu3npaHo A0baBsAHe, NpeMaxBaHe U NPoMAHa Ha MHGopMaLMATa NybAMKyBaHa
Ha yeb calTa Ha AOCTaBYMKa.

Mpw oTKpMBaHe Ha HapyLeHus B UHGopMaumaTa EBpoTpbCT NnpeanpremMa NoAXOAALLM
AEVCTBMA, 38 Aa Bb3CTAHOBW LEAOCTTa Ha uMHbopMaumaTa. [pm HeobxoammocT EBpoTpbeT

HaAara 3akKOHOBWM CaHKUWMW, YBEAOMABa 3aCerHature Cy6eKTl/I n KOMNeHCnpa 38Fy6l/ITe nNM.

3 MAEHTUOUKALINA n YAOCTOBEPABAHE HA
CAMOANYHOCT/MAEHTUYHOCT

Tasn yact ot [lpakTvkata npeacTaBa obwuTe npaBWAa 3a MpoBepKa Ha
CaMOANYHOCTTa/MAEHTUYHOCTTa Ha NoTpebuTeAnTe, NpuAaraHn ot EBpoTpbCcT npu n3paBaHe
Ha KBaAMduUMpaHU yasocToBepenuA. [lpaBuaaTa ca basvpaHW Ha OMPEAEAEHW BUAOBE

l/IH(bOpMaLI,I/IFI, KOATO C€ BKAKOYBa B YAOCTOBEPEHWUATA. Mo TO3M HauuH ce rapaHTnpa, 4e
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BKAIOYEHaTa MHOPMaLMA e TOYHA U AOCTOBEPHA B MOMEHTA Ha M3AaBaHe Ha YAOCTOBEpeHMe.
[NMpoBepKaTa Ha AaHHWM 3aABAXKUTEAHO Ce M3BBPLLBA B eTana Ha perucrpauna Ha notpebuntens
M NO UCKaHe Ha EBpOTPBLCT 3a BCUYKM KBAaAUDULMPAHN YAOCTOBEPUTEAHN YCAYTH.

Pernctpupalwmar opraH Ha AOCTaBYMKa W3BbPLUBA CAEAHUTE AENCTBMA MO
naeHTUdUKaumaA:

» nprveMa UCKaHWA 3a U3paBaHe Ha KBaAMGULMPaHU YAOCTOBEPEHWS;

» OcCbliecTBABa MNPOBEPKa 3a YCTaHOBABaHE Ha CaMOAWMYHOCTTa Ha [uTyAadaps,
CbOTBETHO MAEHTMYHOCTTa Ha Cb3paTers M Ha cneumdUUHM AAHHK 3a TAX C AOMYCTUMMU
CpPeACTBa;

» YTBbPKAABA CAEA YCMELIHa NPOBEpPKa UAN OTXBbPAA PETUCTPUPAHUTE UCKAHWS;

» yBeaOMABa YAOCTOBepABaLLMA OpraH Aa M3AAAE MCKAHOTO YAOCTOBEPEHME.

EBpoTpbeT, cboTBeTHO PervcrpupallMat opraH cbbupa n noaydaBa HeobxoauMaTa
nHbopMauma 3a AEHTUPMKALMA N NPOBEPKa Ha CAMOAMYHOCTTA Ha TuTyAAapa/Cb3aaTens.

EBpoTpbcT e pas3paboTuao cneurasmMsmMpaHa cucTeMa 3a OTAAAEYeHa BUAEO
MAEHTMOMKALUMA 4pe3 MOBMAHO MPUAOXKEHME, MHCTAaAMPaHO Ha CMapT YCTPOWCTBO Ha
notpebuteas. CblOTO rapaHTMpa naeHTUbMKauma Ha NoTpebuTeas B peaAHO BpeMe ypes
aBTOMaTM4YHa BMAEO WAEHTMOUKALMA Bb3 OCHOBA Ha MOAYYEHW AAHHU U CHUMKa OT
HaunoHaAHa 6a3a AaHHM OT AOKYMEHTU 3a CAMOAMYHOCT MAM YpEe3 BUAEOKOHPEepeHTHa Bpb3Ka
B PEaAHO BpeMe OT onepaTop, Bb3 OCHOBA Ha NPEAOCTaBEH MO €AEKTPOHEH MbT AOKYMEHT 3a
CaMOAMYHOCT U MO cneumasHa metoponorva. CuctemaTa 3a BMAEO UAeHTUOMKaALMA Ha
dusmyeckn Avua, u3noasBaHa oT EBpoTpber, e cepTuduumpaHa 3a CbOTBETCTBME C
nanckBaHmATa Ha PeranamenT (EC) N2 910/2014 ot opraH 3a npoBepkKa Ha CbOTBETCTBME, KOATO
AaBa CbluaTa CTEMeH Ha CUIYPHOCT, KaKTO AMYHO ABABaHE, Ha OCHOBaHue YA. 24, 1. 4 ot
Peranament (EC) N2 910/2014.

ABTOMaTU3MpaHaTa OTAaAeYeHa UAEHTUUKALMA Ha IOPUAMYECKUTE AMLA, KOUTO Lie
6baaT BMUCBaHW B U3AaBaHUTE KBaAUMOUUMPaHW YAOCTOBEPEHWUS, KakTO W 3akoHHaTa
NPEeACTaBUTEAHa BAACT Ha TWTYAApPA CNpAMO TAX, Ce YCTaHOBABa B PEaAHO BpeMe, ypes
NPOBEPKa Ha aKTyaAHMA CTaTyC U BNUCBaHUATA B TbPrOBCKU U APYTM PErUCTPU, B KOUTO Ca
BAMCaAHMW.

KoraTo CnpaBKa HE MO>Ke Aa Ce U3BbPLLN, l/I,A,eHTl/Id)l/IKaLI,l/IﬂTa Ha topranHeCcKunTe Amua
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M NpoBepKaTa Ha NPeACTaBUTEeAHa BAACT Ce U3BbPLUBa Ha MACTO, Bb3 OCHOBA Ha NPEeACTaBeHM
AOKYMEHTW OT CAY»KUTeA Ha EBpoTpbCT nam Pernctpunpaly, opran.

EBpoTpbcT rapaHTMpa, 4Ye ¢uaMyeckUTe U IOPUAMYECKUTE AMLA Cca MPaBUMAHO
MAEHTUPULMPAHN, TAXHATa CaMOAMYHOCT € MpOBEepeHa M Ye WCKaHMATa 3a M3paBaHe Ha
KBaAMPULMPAHN YAOCTOBEPEHMA Ca HAMbAHO, aKypPaTHO W HAAAEXKHO MPOBEPEHN U
OAODpPEHU, BKAIOYMTEAHO MbAHOTO MMe/HaMMeHOBaHMe W MPaBHUA CTaTyC Ha CbOTBETHOTO
dusmyecko/lopnamMHeCKO  AMLE U Bpb3KaTa  MeXkAy  YAOCTOBEPEHUTE  AaHHU W
PU3MYECKOTO/IOPUANYECKOTO ALMLE.

NaeHTUdMKaumMATa 1 NpoBepKaTa Ha CaMOAMYHOCTTa Ha Tutyadpa/Cb3patend ce
M3BBPLUBA NPean Aa O6bAe M3AAAEHO KBaAMDULMPaAHO yaOCTOBEpeHMe. TA ce n3BbpLUBa Ypes
cucTemaTta 3a OTAaAeyeHa MAEHTUOUKALMA NAM Ype3 AMYHO ABABaHe Ha TuTyaapa/Cb3patens,
MAU Ha YMBAHOMOLLLEHO OT HEro AMLLE MPeA CAYXKUTeA Ha EBpoTpbCT, nan npep Pernctpupaly,

opraH.

3.1 WUMEHA

B kBaAnduuMpaHUTE YAOCTOBEPEHUA CE U3MOA3BAT BCUYKM MPUAOKUMN MMEHA VAU
APYT naeHTMPMKaTopu, BrAtouBarikn ASN.1 naeHTudmnkaTopm Ha 0beKT. VsnckBaHuATa 3a
MMeHaTa B yAOCTOBEPEHMATa ca KakTo e nocoyeHo B [Mpenopbka ITU-T X.509 nan IETF RFC
5280 v Ha ETSIEN 319 412. Aonycka ce nmMeHaTa Aa 6baaT B cbotBeTcTBMe ¢ Domain Name
Service (DNS), onuncan B RFC 2247.

Pernctpupalwimte opraHu npoBepsABaT W rapaHTMpaT, Ye MMeHaTa B WCKaHWATa 3a
n3paBaHe Ha YAOCTOBEpPEHMA OTroBapAT Ha cTaHaapTa X.509.

Moaeto  ,Subject" B  yaOCTOBEpPEHMETO  CbAbpP»Ka  HAMMEHOBAHMETO  Ha
Tutyaapa/Co3paTens.

VIMeTo 1 ApyruTe nHamMBUAyaAnsnpalm beaesu Ha Tutyaapa/Co3paTend B CbOTBETHUTE
noAeTa 3a BCeKW Tun ypoctoBepeHume ca B cboteetcteue ¢ DN (Distinguished Name),
dopmMumpallo ce cbobpasHo craHaapta X.500 n X.520.

OnepaTunBHUTE yaOCTOBEpEHUA Ha EBpoTpbCT cbabprkaT B noaeTo ,Subject” 1 noae
Jssuer” atpnbyT DN, dopMupall, HErOBOTO YHUKAAHOTO UMe.

,A,eTaDI/\Ha CI'IeLI,l/ICIDI/IKaLI,l/IH Ha N3AaBaHNTE OT EBpOTp'bCT YAOCTOBepPEHNA Ce CbAbPKa B
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nocaeABaliTe HaCT Ha HACTOALWMA AOKYMEHT.

3.1.1 BUAOBE MMEHA

lsuckBaHMATa 3a MMEHa B M3AABaHUTE YAOCTOBEPEHMA Ca KaKTO € MOCOYEHO B
Mpenopbka ITU-T X.509 nan IETF RFC 5280 u Ha ETSI EN 319 412. Aonycka ce nmeHaTa aa
6baaT B cboTeeTcTeMe ¢ Domain Name Service (DNS), onuncan B RFC 2247. Mo 1031 Ha4uH ce
NoO3BOAABa Ha aboHaTuTe Aa M3MoA3BaT ABa Bnaa nmeHa: DN n DNS eaHoBpeMeHHoO.

3a Aa ce OCUTYpU NMO-AECEH HauYMH 3a EAEKTPOHHA KOMYHUMKaLMA C NOTpebuTeAd, Moxe
A3 Ce WN3MNOA3BA U aATEPHATMBHO UMe (MceBAOHMM). AOCTaBUYMKBT MOXKE Aa WN3AaBa
KBaAMd)Mu,leaHo YAOCTOBEPEHME KaTo M3MNOA3Ba ,MCEBAOHUM" 3a Aa MMeHYBa NoTpebuTeAs,
CaMO CAeA KaTo 3a CbLoTo e cbbpaHa HeobxoamMaTa MHGOPMaLMA 38 CAMOAMYHOCTTA My U €
ycnewHo maeHtTnduMumpaH. MiIMeto Moxke Aa Cbabp»Ka M aApec Ha eAeKTPOHHa nolla Ha

noTpebuTens, KOUTO e B cboTBeTCTBME C npenopbka RFC 822.

3.1.2 HEOBXOAUMOCT OT CMUCAEH MMEHA

menata, BrkatoyeHn B Distinguished Name (DN) Ha noTpebuteaa umaTt cBoeTo
3HavyeHMe B ObBArapckuma UAM B Apyr 4dyxka esmk. Crpyktypata DN 3aBucn oT Buaa Ha
yaocToBepeHueTo n notpebuteaa. DN ce cbcTom oT caepHuTe obaacTtu (onucaHuATa ca B
cvoTBeTCcTBME C Nnpenopbka RFC 3280 n X.520):

> noae C - MexxayHapOAHO CbKpalleHue Ha nMeTo Ha cTpaHata (BG 3a bbvarapua);

» noae CN - nbAHO/Y4eCTO u3MOA3BaHE MMe Ha OU3NYECKOTO AMLE MWAM Ha
opraHuMsaumATa;

» noae GN - nme Ha dunsmyeckoTo AnLe;
noae SN - paMunAna Ha GU3NYECKOTO ALLLE;
noae O - Me Ha MHCTUTYLUMATA, KOATO AULLETO MPEACTaBAABA;
noae E - umenn appec Ha Tutyaapa/Co3patens;

noae SerialNumber - yHnKkaneH naeHTndurKaTop Ha rU3nM4ecKoTo AMLE,

VvV V VYV VYV V

,A,pyl'l/l NMOoAEeTa, KOUTO cCe I'IO,A,pO6HO OnnCaHn B NOAUTUKNTE 3a CbOTBETHUTE

NpoduAM Ha KBaAULMPAHUTE YAOCTOBEPEHMA.
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DN TpsabBa pa 6bae NOTBBPAEHO OT onepartop Ha Perncrpmpalima opraH 1 op006peHo

OT YAOCTOBEpABaLLMA OpPraH.

3.1.3 AHOHUMHOCT HA NOTPEBUTEAUTE
EBpoTpbCT He Ny6AMKYBa YAOCTOBEPEHNA U APYTN MAEHTUONKALMOHHN AGHHU, 3a Ad Ce
rapaHTnpa aHOHMMHOCTTa Ha AaHHWUTE Ha noTpebuteante (Hanpumep EMH), oceeH ako AvueTo

N3PNYHOTO HE 3aABKN CBOETO KXeAaHWe 3a TOBa.

3.1.4 NPABUAA 3A TbAKYBAHE HA PASAUNMHU OOPMU HA UMEHA

TbAKyBaHETO Ha NoAeTaTa, NPEABUAEHM B YAOCTOBEPEHMATA, N3aaseHW oT EBpoTpbeT
Ca B CbOTBETCTBME CbC YAOCTOBEPEHUATA Ha MOTPEBUTEACKNA NPODUA, ONMCaH MO-AOAY B TO3M
AOKYMEHT.

BbB BCUYKN YyAOCTOBEPEHUA, B KOUTO Ce BNNCBA TUTYAAPA, NoAeTo 3a nme (Common
Name, CN) cbabprka obLonpmneTo nMe Ha Gp13nyeckoTo AuLe.

B yaocToBepeHMe, B KOETO ce BMNUCBa AMLE, OT MMETO Ha KOETO AeNCTBa TUTYAApPSA,
aTpubyTbT 3a yHMKaAaHO nme (DN) cbabprka MHOGOPMaLMA M 38 CAMOAMYHOCTTA, CbOTBETHO
MAEHTUYHOCTTa Ha TOBa AULLe.

IMeTO, KOETO e M3MNOA3BaHO B YAOCTOBEPEHMETO Ha eAMH NOTPeDBUTEA, HUKOTa HAMA

Aa O6bAe M3MOA3BAHO B yAOCTOBEPEHME Ha APYT MOTpebuTeA.

3.1.5 YHUKAAHOCT HA UMEHATA

Moneto ,Subject” B yaocToBepeHneTo ce dopmupa oOT uUHPoOpMauuATa 3a
TuTtyrapa/Cb3paTend, KOATO ce NPeAOCTaBA OHAAWMH UAM Ha XapTuA OT AMLETO NMOAAAO 3asABKa
MAWM OT YITBAHOMOLLEH MPEACTAaBUTEA NMPU PETUCTPALMA Ha MbPBOHAYaAHO UCKaHe 3a n3paBaHe
Ha YAOCTOBEPEHME W KOATO ce nposepsABa OT Perucrtpupawma opraH Bb3 OCHOBa Ha
NPeACTaBeHM AOKYMEHTW, BUAEO UAEHTUOMKaLMA UM MPOBEPKU B MbPBUYHU AbP>KaBHU
perncrpm.

EBpoTpbeT rapaHtupa yHukasHocT Ha ,DN” Ha Tutyaapa/Cob3psatens B HerosuA
AOMEVIH, Ype3 A0baBAHE Ha PEKBU3NT, KOWMTO rapaHTnpa TakaBa YHUKAAHOCT.

Tutyaap/Co3paTen ¢ yHukaneH DN B pooMelHa Ha EBpOTpbCT MOXKe Aa MMa noseve oT
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€AHO U3A3AEHU AENCTBUTEAHU KBaAUPULMPAHM YAOCTOBEPEHMS.
BcAko mspaseHO yaoCTOBepeHue MMa yHuKaneH cepueH Homep (,SerialNumber”) 8
AoMeliHa Ha EBpotpber. KombuHaumata Ha noaeta ,Issuer” u ,SerialNumber” rapaHtupar

YHWKAAHOCTTa Ha M3A3AEHOTO YAOCTOBEPEHME B MyDANYHUA AOMEWNH.

3.1.6 NOBEPKA HA UMEHA 1 CNMOPOBE MO NOBOA, HA TAX

VMiMeHaTa, KOUTO He ca cOBCTBEHOCT Ha AMLLE MOAAAO UCKaHe He MoraT aAa bbaaTt
N3MOA3BaHW B HETOBUTE MPUAOXKEHMA. B cAydalt Ha CbMHEHME, AULLETO € AABXKHO Ad MPUAOXKU
AOKYMEHTW, AOKa3BaLLy COOCTBEHOCTTa Ha MMeHaTa.

13BbH AbAXMMaTa rpuxa Ha EBpoOTpbCT e pa npoBepABa AaAM NOTPeOUTEAAT MMa
NpaBoO Aa U3MOA3Ba MMETO NOCTaBEHO B MCKAHETO 3a perncTpaumna, HUTO MOXe Aa Urpae PoAd
Ha apbuTbp 3a pa3pellaBaHe Ha crnopose. EBpPOTPHCT He HOCM OTrOBOPHOCT, KOrato
N3MNOA3BaHUTE MIMeHa B YAOCTOBEPEHMETO, HapyLlaBaT YyXAM NpaBa BbPXy TbProBcko MMe,
TbProBCKa Mapka, AOMENHN, aBTOPCKM NpaBa 1 AP.

B cayyalh Ha Bb3HMKHaAA CNoOp MO OTHOLLIEHWE Ha M3MNOA3BaHW MMeHa, EBpoTpbeT cum
3ana3Ba NPaBOTO Ad HE U3A3AAE YAOCTOBEPEHME UAM €AHOCTPaHHO U 6e3 npeamnsBecTre aAa
NpeKpaTy AOroBOpa 3a NOAAbPMaHEe Ha TakoBa.

EBpOTPbCT He HOCM OTrOBOPHOCT, KOraTO M3MOA3BaHW OT MOTPEbUTEAU MMeHa B

YAOCTOBEPEHMA HapyLLaBaT Yy>KAM CYyOeKTUBHM NpaBa.

3.2 MbPBOHAYAAHA PETMCTPALUUNA
[lbpBOHavYaAHaTa perncrpauma Ha noTpebuteAna ce M3BbPLUBA, KOrato TOM
noAaBa MCKaHe 3a perncrpaumna 3a nbpseu NbT B EBpoTpbCT.

Perncrtpaumata BKAIOYBa MNPOLEAYPW, KOUTO MO3BOAABAT MNPEAUM Aa Ce U3AAAE
yAOCTOBepeHne  Ha  notpebuten, apa ce  cbbepaT  AaHHM 3@ HeroBaTa
CaMOAMYHOCT/UAEHTUYHOCT U ChLUMAT A ce MAeHTUbULMpPa. [TOTBBbPXKAEHNETO Ha Te3n AaHHM
M3nCKBa GU3NYECKO MPUCBCTBME MpPeA CAYXUTEA Ha EBpoTpbcT mam HeroB Pernctpupaly
opraH, HOTapuyC WAM APYro OMNPaBOMOLLEHO AWMLe, MNOTBbP>KAABallM HerosaTa
CaMOAUYHOCT/MAEHTUYHOCT. Tasn npoueasypa MO>e Aa Ce OCbLIECTBU OTAAAEHEHO W MNpu

Bb3MOXHOCT U aBTOMAaTU3NMpPaHO NO peAa, MOCOYEH MNo-rope, 4pe3 CNCTeMa 3a OTAaAeHeHa
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naeHTMdUKaLma, oTroBapsLa Ha nsnckeaHuata Ha Peranament (EC) N2 910/2014.

MoTpebuteaar, GPnU3nN4eckoTo AULE € AABXKHO Ad MPEAOCTaBUN MPeA NPEeACTaBUTEA Ha
Peructpupalums opraH caeaHata MHGOPMaLUms 3a eAHO3HAYHO MAeHTUbMLMPaHe 1 NpoBepKa
Ha CAMOAMYHOCTTa My:

> VMeHa;

» AOKYMEHT 3a CaMOAMYHOCT - AMYHAaTa KapTa, MEeXXAYHapOAEH MacrnopT WAU APYT
AOKYMEHT 338 CAMOANYHOCT;

» HaunoHaneH naeHTMdMKaLMOHEH HOMEpP, aKo MMa TaKbB;

» AaHHW 33 KOHTaKT - MOBUAEH TeAnedOH, EAEKTPOHHa MoLLa 1 aapec.

Chep ycrelwHa NnpoBepKa Ha CaMOANYHOCTTa Ha TUTYAAPA, OTOPU3UPaHUAT onepaTop
B Pernctpupaiwuma opran:

» npearara AOrOBOpP 3a KBaAUULMPAHWM YAOCTOBEPUTEAHW YCAYTM MOAMMCaH OT
MMeTO Ha EBpOTPBLCT 1 CbxpaHABa BCUYKM NPEACTAaBEHN AOKYMEHTU KbM AOFOBOpPA;

» MNOTBbPKAABA MCKAHETO 3a M3AaBaHe 1 N3NpaLla eAeKTPOHHO MCKaHe 3a n3paBaHe
Ha YAOCTOBEpEHME A0 onepaTUBHNA YAOCTOBEepPABaLY, opraH Ha EBpoTpbCT;

» 3anncBa U3AAAEHOTO YAOCTOBEPEHME Ha YCTPOWCTBO 3a Cb3AaBaHE Ha EAEKTPOHEH
noanuc (QSCD/Secure Signature Creation Device) n ro npeaaBa Ha TuTyaapa UAM Ha
YMBAHOMOLLLEHOTO AMLLE.

Mpu 13NoA3BaHe Ha cucTeMaTa 3a OTAAAeYeHa UAEHTUdMKauuMs 4pes crneumasHo
pa3paboTeHO MOOUAHO NMpPUAOXKeEHWEe, TUTYAAPAT 3aABABa OTAAAEYEHO MPEAOCTaBAHETO Ha
ycAayrata, KaTo NPeAOCTaBA AOKYMEHT 3@ CaMOAMYHOCT U A@HHU OT HEro, KakTo U AaHHU 3a
MOBUAEH HOMeEpP U eAeKTpoHHa nowa. B To3n cayyan, TUTyAApPAT 3aABABa CKAlOYBaHe Ha
AOTOBOP W M3paBaHe Ha KBaAMOUULMPAHO yAOCTOBepeHue 3a KBaavbuumpaH eAeKTpOHeH
NOAMNNC 1 He3abaBHO aBTOMaTU3MPaHO NOAMNMCBa AOroBOpa ¢ EBpoTpbCT.

3a BcAKO AnLe B cuctemmTe Ha EBPOTPBCT ce moaabprka perucTpaumoHeH npodua.

3.2.1 NPOBEPKA 3A NPUTEXXAHUE HA YACTEH KAIOY
3a n3paBaHe WAM NPOABAXKABAHE Ha AEMCTBMETO Ha YAOCTOBEPEHME € HEOBXOAMMO

EBpoTpbCT Aa MOAYYM eneKTPOHHO ncKkaHe BbB popmat PKCS#10. CneundurkaumaTta Ha To3u
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dopMaT Ha McKaHe 3a M3paBaHe Ha YAOCTOBEPEHME N3UCKBA MCKAHETO Aa BbAe MOANUCAHO OT
Tutyaapa/Cb3paTens, npuTexaBall, HaCTHUA KAIOY.

EBpoTpbCcT M3BbplUBa NpoBepKa Ha BaAMAHOCTTa Ha E€AEKTPOHHMA noanuc/mewyar,
npuApy»>aBall, MCKaHeTo. YCTaHOBABAHETO Ha BaAMAHOCT Ha MOCTaBEHUA EAeKTPOHEeH
noanuc/nedyaT e AOCTaTbYHO OCHOBaHUE aAa ce cuuTa, vye Tutyaapat/Cb3paTendT e noaan
eAEeKTPOHHO WCKaHe W 4Ye npuTe)kaBa 4YacCTHUA KAIOY, KOMTO € TEeXHUYECKM TOoAeH U
KOpecrnoHaMpa Ha MyOAUYHNA KAIOY, CbaAbP>Kalll, Ce B UCKaHETO.

ABoWvKaTa KAKOYOBeE, CbOTBETCTBalla Ha M3paBaHOTO OT EBpoTpbeT KBaAaMbuumMpaHo
YAOCTOBEpPEHME, 3aAbAXKUTEAHO Ce reHepupa B YCTPOMCTBO 3a Cb3AaBaHe Ha eAeKTPOHEeH
noanuc/neyar.

Korato ce 3aABABa OTAAAEYEHO M3AaBaHe Ha KBaAMOULMPAHO YAOCTOBEpEHME 3a
eAeKTpoHeH noanuc/nedat, EBpoTpbcT npeaoctaBa Ha Tutyaapa/Cb3patend  ycayrata
OTAAAEYEHO, Ype3 reHepupaHe Ha ABOMKaTa KAIOHOBE B XapAyepeH KPUNTOMOAYA, OTroBapALL
Ha W3MCKBaHMATa 3a YCTPOWCTBO 3a CUIYPHO Cb3paBaHe Ha MoAMWUC. HYacTHUAT KAlod ce
CbXpaHABa B KPUNTMPaH BUWA, KaTo 3a KpuntupaHe ce wu3noassa [IMH koabT Ha
Tutyaapa/Co3patena.

KOHTpOABT Ha AOCTbMa AO YaCTHMA KAIOM Ce  ocCblyecTBABa CaMO  OT

Tutyaapa/Co3psatena.

3.2.2 YCTAHOBABAHE HA UAEHTUYHOCT HA KOPUAMNYECKO AULIE

YcTaHOBABaHETO Ha MAEHTUYHOCTTA Ha topuamyecko amue (Cb3aaten), ce ocblyecTBABa
OT npeacTaBuTen Ha Pervctpupaluima opraH, Ypes npoBepKka B CbOTBETHUTE PErnmcTpm no
npeaoctaseH EVK, BYACTAT wuan aApyr uvaeHTUOUKALUMOHEH HOMep Ha AuueTo. 3a
IOPUAMYECKN AMLA, 3@ KOUTO HE MOXe Aa Ce M3BbPLIM aBTOMaTM3MpaHa NpoBepKa ce
NPeACTaBAT:

» CobpebHO pelleHMe VAU APYr AOKYMEHT, YAOCTOBEpSABalLUM Bb3HMKBAHETO Ha
IOPUANYECKOTO AULLE;

» AOKYMEHT, yAOCTOBEPABALL, aKTyaAHOTO CbCTOAHME Ha AVULIETO;

»  YHMKaAeH HauMOHaAeH MaAeHTUGUKaTop.

C/\eA KOMnpaHe Ha BCUYKUN N3NCKYEMN AOKYMEHTU, CbC CbrAaCMETO Ha ANMLLETO MOAAAO
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MCKaHeTo, KonuATa ocTaBaT B apxuBa Ha EBpoTpbCT.

Korato BMecCTO lOpPMAMYECKO AMLE Ce ABABA HEroB YMbAHOMOLLEH MPEACTaBUTEA,
YAOCTOBEpPABaHETO Ha MHGOPMaLMATA, KOATO CE CbABP KA B MPEACTaBEHUTE AOKYMEHTU CTaBa
4ypes:

» 3aBepka ,BapHo c opuruHana” n caMopbyeH MOAMUC BbPXY AOKYMEHTUTE MpeA,
CAY»UTeA Ha Pernctpupaluma opraH, B CAy4al Ha AUMHO NpeAaBaHe Ha AOKYMEHTUTE;

» HotapunanHa 3aBepka Ha AOKYMEHTUTE, KOWUTO Cce wu3npawat no nowa Ao
Perncrpupalma opran;

» T[loanncBaHe Ha NPUAOXKEHUTE EAEKTPOHHU GOPMaTN Ha AOKYMEHTUTE C BaAMAHO
YAOCTOBEpeHMe 3a KBaAnpuLMpaH eAeKTPOHEH noanuc/neyar;

> [lperanea v NoTBbpXAEHME, YPE3 N3MNOA3BaAHE Ha CNeunaAn3npaHo MOBUAHO VAN
APYrO MPUAOXKEHWE U CAEA M3BbPLUEHA HAAAEXHA MAEHTUOMKALMA Ha NPEACTaBAABALLOTO
AMLE U/VIAU IOPUAMYECKOTO AULLE OT CAYXUTEA Ha EBpoTpbCT.

YaocToBepABaHe Ha MAEHTUYHOCTTa Ha IOPUANYECKO AMLLEe Ma ABe LeAn. [TbpBaTa uea
e Aa Ce AOKaXKe, Ye No BpeMe Ha Pa3rAeKAaHe Ha MCKaHEeTO IOPUAMYECKOTO AMLLE CbLLEeCTBYBA.
BTopaTa ueA e aAa ce AOKaxke, 4Ye MNPEACTaBUTEAHOTO AULE, KOETO KaHAMAATCTBa 3a
YAOCTOBEpPEHME e MOAYYUA pa3peLleHe OT IOPUANYECKOTO AMLLE Ad FO MPEACTaBAABA.

Caykutenatr Ha Peructpupawmsa opraH Moxke Aa NPOBEPW perucTpaumnaTa
MOCPEACTBOM BCUYKMN AOCTBMHWN MYOANYHU YCAYT CbFAACHO MPUAOKNMOTO 3aKOHOAATEACTBO.

Mpn naeHTUGUUMpPaHe Ha AMLA, 38 KOUTO Ce M3AABaT YAOCTOBEPEHUA 3a LEeAUTE Ha
M3NbAHEHWE Ha M3nckBaHuATa no PSD2, EBpoTpbcT nposepsBa cneundunyHute atpmbyty,
KOWTO NOAy4aBa OT AULETO U KOUTO BMUCBA B M3AaBaHUTE YAOCTOBEPEHMA, Ype3 U3MNOA3BaHEe
Ha aBTeHTUYHa MHbopMauma oT KomneTteHnTeH HaumoHaneH oprad (NCA) (Hanp. nybanyeH
pernctbp). B cayvan, yve NCA e onpeaeAna npaBuAa 3a MpoOBepKa Ha Te3n aTtpubyTy,
EBpoTpbCT rn n3nbAHABa 1 NpuAara.

AKO CcybeKTbT e YCTPOUCTBO WAM CUCTEMA, YyNpaBAfBaHa OT WAM OT WMETO Ha
IOPUAMYECKO AULIE WAW APYT OPraHu3aumoHeH cybekT, MAeHTUdMLUMPaH BbB BpPb3Ka C
IOPUAMYECKO AULE, AOKa3aTeACTBa Ha CaMOAMYHOCTTa Ce MNPOBepABaT HAAAEXKHO 4pe3
YyMbAHOMOLLEHO Auue (subscriber), aMpekTHO, Ypes3 dusnuecko NPUCHCTBME Ha AULE, WAK

Tpﬂ6Ba Aa Ce npoBepABaT HENPAKO, KaTo Cce W3NOA3BaT CPEeACTBa, OcCUrypAaBsalin
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€KBUBAAEHTHa CUTYPHOCT (1)VI3VI‘-I€CKO npucbcTBUE.

3.2.3 YCTAHOBABAHE HA CAMOANYHOCT HA ®U3UNYECKO AULLE

YcTaHoBABaHETO M NpoOBepKaTa Ha CaMOAMYHOCTTa Ha dusnyeckoTo anue (Tutyaap) ce
OCblUeCTBABa OT NMpPeACTaBuUTEA Ha PervcTpupaluma opraH. ViaeHTudukaumata Moxe aa ce
M3BBPLUN N aBTOMATU3NPAHO, YPE3 OTAAAEHEHa NPOBEPKaA.

3a ycTaHOBABaHe M NpoOBeEpPKa Ha CAMOAMYHOCTTa Ha GU3NYECKO AULLE Ce M3NCKBA TO
Ad NPEACTaBU AOKYMEHT 38 CAMOAUYHOCT.

Pu3nMyecKoTo AMLE, KOETO 3asBABa M3AABAHE VAW yNpaBAEHWE Ha KBaAUbULMPaHO
YAOCTOBEPEHME, NOMbABa U NpeaaBa Ha EBPOTPBCT AOKYMEHTU B CbOTBETCTBME C MOAUTMKATA
Ha AOCTaBYMKa 3a M3AaBaHe 1 ynpaBAeHMe Ha KBaanduumpaHu yaoctoBepeHua. AaHHuTe 3a
AVLETO MoOraT Aa BKAOYBaT HOMep Ha MobuAeH TeAedoH, WMMENA appec, appec Mo
MecToxuBeeHe U Apyrn. OU3NYEeCcKOTO AMLE MOTBbP>KAABA AOCTOBEPHOCTTa Ha AAHHWUTE,
ypes:

» CaMOpbyYHO TMOCTaBEH TMOAMUC BbBPXY AOKYMEHTUTE TMpPeA  CAYXKUTEA Ha
Perncrpupaluma opraH, B CAy4an Ha AMMHO NpesaBaHe Ha AOKYMEHTUTE;

» HoTapuanHa 3aBepka Ha AOKYMEHTUTE, KOWTO ce u3npawat no nowa Ao
Perncrpupalwma opran;

» [lloanncBaHe Ha NPUAOXKEHUTE  EAEKTPOHHU  AOKYMEHTUTE C  BaAMAHO
YAOCTOBEpEeHMe 3a KBaAMPUUMPaH eAeKTPOHEH MOAMMC No cMucbAa Ha PeraamenTt (EC) N
910/2014;

EBpOTPbCT MOXKe Aa YCTAHOBM CaMOAMYHOCTTa Ha GU3NYECKO AULLE MO PeAd, MOCOYEH
no-rope, 4Ypes M3noA3BaHe Ha CrneumaAm3npaHoO MOBUAHO UAM APYTO MPUAOXKEHUE U CAEA
M3BbPLUEHa aBTOMaTM3MpaHa MAEHTUOMKALMA Ha GUINYECKOTO AMLE WMAM OT CAY>KUTEA Ha
EspoTpbeT. Korato ce nsnoassa MoOOMAHOTO NpuAO»KeHWe Ha EBpoTpbcT ce ocbliecTBABa
NpoBepKa Ha CaMOAUYHOCT Ha GU3MYECKUTE AMLA YPEe3 CUCTEMA 3a aBTOMAaTM3MpPaHa BUAEO
naeHTMdUKaLMA Yypes NpoBepKa Ha CKaHWpaH AOKYMEHT 3a CaMOAMYHOCT U MOAyYaBaHe Ha
A@HHV 3a HeroBaTa BaAMAHOCT OT HaUMOHaAHa 6a3a AaHHU C ObArapCKM AOKYMEHTU 3a
CaMOAMYHOCT, KaKTO 1 4Ype3 bBMOMETPUYEH aHaAM3 Ha AMLLETO CbC CHUMKOB MaTepUaA, MOAYYeEH

OT HauMOHaAHaTa baza AdHHN. ﬂpm HeycCrnelwHa npoBepkKa ce n3BbpLuBa l/I,A,eHTVICi)l/IKaLI,l/IH oT
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onepaTop Mo crneLnasHa MeTOAOAOTUA Ype3 BUAeOKOHbepeHTeH pasroBop. [poBepkaTa Ha
NPeACTaBUTEAHATa BAACT Ha eAHO GM3MYECKO AMLE CNPAMO IOPUAMYECKO Ce M3BbPLLBA Ypes
NpoBepKa Ha AaHHWTE 3a BMUCBaHWATA B CbOTBETHUTE PErncTpu KbM AreHumATa no
BNNCBaHWATA.

EBpoTpbcT M3BbpLIBaA MpoBepKa Ha AOCTOBEPHOCTTa Ha WHbopMauuAta B
MOMbAHEHUTE AOKYMEHTW, C BCUYKWN 3aKOHOBO MO3BOAEHW CPEACTBA B CbOTBETHUTE MYOAUYHMN
perncrpm.

Cnncebk € M3NCKYyeMUTE AOKYMEHTHM 3a GU3NYECKO AMLE NMPU U3AaBaHE N yNpaBAeHWe

Ha KBaAMPULMPAHO YAOCTOBEPEHME Ce NMOAABPIKA Ha caliTa Ha EBpOTPBCT B MHTEpPHeT.

3.2.4 YCTAHOBABAHE HA CAMOANYHOCT HA ODUSUYECKO AULIE,
YNbAHOMOLLEH MPEACTABUTEA HA IOPUANYECKO AULIE

3av3paBaHe Ha KBaAndULMpPaHO yaOCTOBEpPEHME Ha dunsmdecko anue (TuTyasp), koeTo
€ YMbAHOMOLLEHO OT IOPUAMYECKO AMLE, YTBAHOMOLLEHUAT NMPEACTaBUTEA Ce ABABA MpeA
Pernctpupawma opraH. YaoctoBepsABaHeTo Ha WMHbOpPMauMATa, KOATO Ce CbAbP>Ka B
NpeACTaBeHUTe AOKYMEHTW CTaBa Ypes:

» 3aBepka ,BApHO c opurnHana” n caMopbyeH MOAMUC BbPXY AOKYMEHTUTE MpeA
CAY>KUTEA Ha Pernctpupaluma opraH, B CAydalt Ha AMMHO NpeAaBaHe Ha AOKYMEHTUTE;

» HOTapuMaAHa 3aBepKa Ha AOKYMEHTWUTE, KOWUTO ce u3npawar no nowa Ao
Pervcrpupalums opran;

» noAnNUCBaHe Ha NMPUAOXKEHUTE EAEKTPOHHN GopMaTh Ha AOKYMEHTUTE C BaAMAHO
YAOCTOBEpeHMe 3a KBaandurLmpaH eAeKTPOHeH noanuc/neyar;

» nperaea v NOTBbPXKAEHWE, YPEe3 U3MOA3BAHE Ha CMeLMaAu3vpaHo MOBUAHO MAM
APYrO MPUAOXKEHWE U CAEA M3BbPLUEHA HAAAEXHA MAEHTUOMKALMA Ha NPEACTaBAABALLOTO
AMLE W/VAN IOPUANYECKOTO AMLE OT CAYXKUTEA Ha EBpOTPBCT, KaKTo 1 Ypes npoBepKa Ha
BNMCBaHUATA Ha MNpeACTaBUTEAHaTa BAACT B oduumasHu pernctpu (kbM AreHumsTa no
BNWCBaHMATA).

C npoBepkaTa Ha MAEHTMYHOCTTa Ha IOPUANYECKO AMLLE CE LIEAU Ad CE AOKaXKe, Ye No
BpPEME Ha pas3rAeXAaHe Ha 3afABKaTa OPUAMYECKOTO AMLEe CbliecTByBa W ye

NPeACTaBAABALWOTO AMLUE, KOETO KaHAMAATCTBaA 3a KBa/\I/I(bI/ILI,VIpaHO YAOCTOBepeHNne
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npuTekaBa NMNPeACTaBUTEAHA BAACT Aa NMOMCKa N3AaBaHETO.

3.2.5 OCOBEHU ATPUBYTU

AOCTaBUMKDBT MOXKe Ad BKAIOYBA B M3AaBaHOTO YAOCTOBEpPEHME 0CcobeHu aTtpubyTtu,
CBbpP3aHu C TUTYAApPA, akO YAOCTOBEPEHMETO Ce M3AaBa 3@ KOHKPETHa LieA Mo CbOTBeTHaTa
NOAUTUKA.

Tasn nHbopMaLmna NOAAEKN Ha NPOBepKa OT Perncrpupatiyma oprax.

EBpoTpbCT M3paBa MO MCKaHE Ha AMLE 3@ HYXAUTE Ha uaeHTMOMKauMA npea
AOBepsABalla ce CTpaHa aTpMbBYTUBHO KBaAMOULMPAHO yAOCTOBEpPEeHMe 3a KBaAubuumpaH
enekTpoHeH noanuc ,Evrotrust Qualified Natural Person Attribute Certificate for QES” ¢
KpaT—bK CpOK Ha BaAMAHOCT, C'b,A,bp)KaLLI,O BCUYKN TEKCTOBWU peKBVI3I/ITI/I oT AOKyMeHTa 3a
CaMOAMYHOCT, AOKOAKOTO CblUMTE Ca MNpepocCTaBeHy OT AULETO KbM MOMeHTa Ha

perncrpaumaTa My KaTto NnoTpebuTea.

3.2.6 HENOTBBLPAEHA NHOOPMALINA

Bcaka uvHPOpMauma M3BBH 3aABAXKUTEAHO MpOBepsiBaHaTa, € HenoTBbpAeHa
nHdopMaumsa.

AOCTaBYMKBT MOXKE Aa BKAIOYBA B M3AABAHOTO YAOCTOBEPEHWE W HEeMnoTBbPAEHA
nHbopmMauma 3a Tutyaapa/Co3paTend, KOATO HE MOAAEXKM Ha NpoBepKa oT Pervctpupaluma

opraH. B 1031 cayyait EBpoTpbCT He HOCK HMKaKBa OTTOBOPHOCT 3a Ta3n MHGOpMaLmA.

3.2.7 AENCTBUA HA YAOCTOBEPABALLWA OPTAH

Chea ycrnetHa naeHTudmnkauma n nposepka ot Perncrpupatums opraH Ha yCAOBUATa
3a M3paBaHe VAU yNpaBAeHWe Ha KBaAMbUUMPAHO YAOCTOBEpEHUe, MNpPeACTaBUTeA Ha
Pernctpupawma opraH noOTBbp»KAABa AaHHUTE Npes  YAOCTOBepABalUMA  OpraH.
Ya0cCTOBEPABAWMAT OpraH NybArMKyBa He3abaBHO M3AAAEHOTO YAOCTOBEPEHME B PErUCTbPa
Ha YAOCTOBEPEHMSATA U CbOTBETHO MHPOPMaLMa 3a ynpasaeHneTo My B CnmMcbKa CbC CripeHn
n npekpateHun yaoctoseperuna (CRL).

B EBpoTpbCcT €AMHCTBEHO OMEpPaTUMBHUAT  YAOCTOBEpsBall, OpraH, W3AaA

KBa/\I/ICbI/ILI,VIpaHO YAOCTOBEPEHNE 3a EeAEeKTPOHEH I'IO,A,I'II/IC/I'Ie‘-IaT, MOXXe Aa TMpeKpaTtn
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AEVICTBMETO Ha TOBa YAOCTOBEpPEHME.

3.2.8 NMPOBEPKA HA NPUTEXXAHUE HA AOMEWH

Mpu nspaBaHe Ha KBaAMGULMPAHW YAOCTOBEPEHWA 3a aBTEHTUYHOCT Ha yebcaur,
EBpoTpbCcT M3BBPLWBA NPOBEPKa AAAU PErncTpaumaTa M NMPUTEXKAHMETO Ha AOMelHa B
ny6andyHnte Whols 6a3m AaHHW CbOTBETCTBA Ha AMLETO, KOETO ro e 3asaBuAo. [pu annca Ha
TakaBa nybAMYHa MHPOPMauWsA, NOTPebUTeAAT caM npeaocTaBa WMHOOPMaUUA, C KOATO

AOKa3Ba NPUTE>KaHMETO Ha AOMelHa 1 KoATOo EBpoTpbCT NnpoBepABa.

3.2.9 KPUTEPUU 3A CLOTBETCTBUE

KBaAanduumpaHute yaocToBepeHUa M3A3AEHM OT  EBpOTpPbCT  oTroBapAT Ha
nanckBaHunATa Ha Peraament (EC) 910/2014 n ce npusHaeaTt B EBponenckua cbtos. NpeaBua,
TpaHCcrpaHnyHaTa onepaTMBHa CbBMECTUMOCT Ha BbBepaeHuTe ¢ PeranamenT (EC) N2 910/2014
dopMatn Ha KBaAMdUUMPAHUTE EAEKTPOHHW MOAMUCK W nevyaTv KBaAndpuumpaHuTte
YAOCTOBEPEHMA HE HAABMLLIABAT 3aABAKUTEAHUTE U3UCKBaHWA, NpeaBuaeHn B PeraamenT (EC)
N¢ 910/2014. Ha HauMOHaAHO paBHULLE B KBaANPULIMPAHUTE YAOCTOBEPEHWNA Ca BKAKOYEHM
cneunduyHn AaHHK, Kato Hanpumep EMH 1 aopyrv cneundumyHmn aAaHHM Npu NOAAAEHO MCKaHe
OT noTpebuten, HO EBpPOTPBCT rapaHTMpa, Ye Te He Bb3NPenATCTBaT TPaHCrpaHuyHaTa
onepatvMBHa CbBMECTMMOCT W MPU3HABAHETO Ha KBaAUUUMPAHUTE YAOCTOBEPEHUA U

EAEeKTPOHHUTE I'IO,A,I'IVICVI/I'Ie‘-IaTVI B EBpOI'IePICKaTa O6LLI,HOCT.

3.3 WMAEHTUOUKALUNMA U NPOBEPKA 3A CAMOAUYHOCT/MAEHTUYHOCT
NP NOAHOBABAHE HA KBAAMOULIMPAHO YAOCTOBEPEHUE

EBpoTpbCT MOXe Aa MOAHOBM BaAMAHO KBaAMOULMPAHO YAOCTOBEPEHMNE, KOETO He e
NpeKkpaTeHo B CpPOKa My Ha BaAMAHOCT, KaTO reHepupa HoBa ABOVKa Katodose (Re-key).
EBpoTpbCT He noaabprKa NOAHOBABaHE CbC 3ana3BaHe Ha CblLLEeCTBYBallaTa ABOMKa KAIOHOBE
(Renewal) naun cbc 3anasBaHe Ha cepunHUA HOMeEp.

EBpoTpbcT noaHOBABa TeKylWwo yaocToBepeHue Ha Tutyaapa/Cb3paTtend C HoBa
ABOVIKa KatoyoBe (Re-key), camo ako HAMa HacTbMMAM MPOMEHW B YAOCTOBEpeHaTa

l/IH(bOpMaLI,I/IFI. HO,A,HOBGHOTO YAOCTOBeEpEHME NMa BMMCaHN B HEro HOB cepneH HOMepP, HOB
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NybAMYEH KAIOY, HOB MepuoA Ha BaAMAHOCT M HOB EAEeKTPOHEH mnoanuc/nevar oT
YaocToBepaABalms opraH, KaTo yAOCToBepeHaTa B Hero nHdopmalma ce 3anassa.

Chaep nopHOBABaHE TEKYLOTO KBAaAMGULMPAHO YAOCTOBEPEHME He ce npeKkpaTtasa u
OCTaBa BaAMAHO B CPOKa My Ha BaAMAHOCT.

CobllecTByBalUMTE AOKasaTeACTBa MoraT Aa 6baaT M3MOA3BaHM 3a MOBTOPHO 3a
NOTBbP>KAABaHE Ha CaMOAMYHOCTTa B 3aBMCMMOCT OT MPUAOXMMOTO 3aKOHOAATEACTBO W
npeaBna dbakTa, Yye cbbpaHUTe A0KaszaTeACTBaTa Ca OCTaHaAW BaAMAHU NMPEABUA N3MUHAAOTO
Bpeme.

3a naeHTMduKauma n npoBepka Ha CaMOAUYHOCT/UAEHTUYHOCT Ha
TuTyaapa/Cb3paTend Ha KBaAMOULMPAHOTO YAOCTOBEpPEHME, KOETO Ce MOAHOBSBa, He ce
N3NCKBa HErOBOTO AMYHO ABABaHe npea Perncrpupaluma oprand Ha EBpoTpberT.

Mpn  HacTbNMUAM nNpoMeHn B uHPopMaumaTa 3a  TuTyaapa/Cb3paTend  Ha
KBaAMd)Mu,leaHo YAOCTOBEPEHME, TEKYLLOTO YAOCTOBEPEHME He ce NoAHOBABa. AOCTaBYMKBT
n3paBa HoOBO KBa/\Md)l/lu,MpaHo YAOCTOBEPEHME, KaTO CAeABa MbpBOHa4YaAHa VIAeHTVICIDVIKaLI,VIFI
M NpoBepKa Ha CaMOAUMYHOCT/MAEHTUYHOCT W nNpeKkpaTABa He3abaBHO TeKyLWOTO
KBaAMbULMPAHO YAOCTOBEPEHME.

AoCTaBYMKDBT CbOAIOAABA CAEAHNTE BPEMEBU OrPaHUYEHNA U N3NCKBaHWA 3a

VI,A,eHTVI(I)VIKaLI,VIFI npv NOAHOBABaAHE Ha KBa/\l/I(I)l/ILI,VIpaHO YAOCTOBEpPEHNE!

Mepwnoa NMoaHoBABaHE N3uckBaHua
Ao 30 AHM Npean n3TUYaHe cpoKa Ha > Aa HAMa npomaAHa B
BAaAMAHOCT  Ha  KBaAMOULMPAHOTO .DN" Ha yaocToBepeHmneTo
YAOCTOBEPEHME, KoeTo He e | 4pesRe-key > 3anABKaTa 3a
NpeKpaTeHo U KOeTOo HAMa NPOMAHa B NoOAHOBsBaHe MoXe Aa bbae
yAOCTOBepeHaTa B Hero nibopmaumsa N3BbPLUEHA OTAAAEYEHO
Ao 30 AHU caep M3TMYaHe CpoOKa Ha > Aa HAMa npomaAHa B
BAaAMAHOCT  Ha  KBaAMOULMPAHOTO .DN" Ha yaocToBepeHmneTo
yAOCTOBEpeHue, KoeTo He e | 4pes Re-key > 3aABKaTa 3a
NpeKpaTeHO 1 KOETO HAMa NPOMAHa B NOAHOBsIBaHe Cce rMoaaBa Ha
yAOCTOBepeHaTa B Hero nHdopmaumn mAcTo (B Pernctpupaly opran)
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MNoeeue ot 30 AHM caep cpoka Ha
He ce
BAaAMAHOCT  Ha  KBaAMbUUMPAHOTO
NoAHOBABA
yAOCTOBEpeHMe

Mpu oTAaAEYEeHO n3paBaHe U NOAHOBABAHE Ha KBaAMGULMPAHWU YAOCTOBEPEHUA Npe3
MOBUAHO MPUAOXKEHWE, MOAHOBABAHETO e BMHarn ¢ Re-key, KaTo 3aabAXKUTEAHO ce M3paBa
HOBO yAOCTOBepeHue. B To3m cayyalt npoBepka 3a CaMOAMYHOCT M MAEHTUdMKAUMA He ce
M3BBPLLUBA, HO Ce NPaBu aBTEHTUGUKALMA Ha AMLaTa.

Bbe Bpb3Ka C UM3MbAHEHWE Ha wu3nckBaHWATa Ha PSD2, npwm noaHoBABaHe Ha
YAOCTOBEpEHMEe, B KOETO MMa BnucaHa WHboOpMaumsa, cnopep unsMckBaHuATa Ha PSD2,
EBpoTpbCT OTHOBO A NpOBEpPABa, KaTO MNPV TOBa TOM MOKe Aa A MONCKa OTHOBO OT CbOTBETHMA
NCA. B caydan, ye NCA e onpeaeara npaBmaa 3a NpoBepkKa Ha Te3un atpubyTn, EBpoTpbeT ru

N3NbAHABa N NPUAara.

3.4 WMNAEHTUOUKALUUMA N NTPOBEPKA HA CAMOANYHOCT/MAEHTUYHOCT
NPU CMNPAHE HA AENCTBUETO HA KBAAUOULIUPAHO YAOCTOBEPEHUE

CnupaHe Ha BaAMAHOCTTa Ha KBaAMdMUMpPaHW YAOCTOBEPEHWs e YyCTaHOoBeHa
onepaTnBHa NpaKkTMKa Ha EBpoTpbCT 1 ce pasanyaBa OT NpekpaTABaHe Mo TOBa, Y€ BOAM AO
BPEMEHHO MpeyCcTaHOBABaHE Ha YAOCTOBEPUTEAHaTa CMAA Ha AaAeHO yaoctoBepeHue. OT
CbOobpaXkeHunA 3a NpaBHa cUrypHoOCT EBpOTpbCT BMHarK ACHO oTbeAA3Ba CTaTyTa Ha CnMpaHe
Ha BaAMAHOCTTa Ha YAOCTOBEpPEHMATA.

EBpoTpbCT e aabkeH, Ypes Pervctpupaluma opraH, pa cnpe AENCTBMETO Ha BaAMAHO
YAOCTOBEpPEHME MPW MOCTBMUAO UCKaHe 3a crnvpaHe. BpemeTo B cucteMnTe, CBbP3aHM CbC
cnupaHe 1 npekpaTABaHe Ha YAOCTOBEPEHUA ce CMHXPOHM3npa cnpamo UTC noHe BeaHbK
Ha 24 vaca.

AoctaBumnkbT, ypes Pervctpupallms opraH, He M3BbPLLIBa MAEHTUMKALMA 1N NPOBEPKa
338 CaMOAUMYHOCT/UAEHTUYHOCT Ha TuTyaapa/Cb3patend n cnvpa HesabaBHO AEUCTBMETO Ha
YAOCTOBEPEHUETO.

Mpu N3A3AEHO OTAAAEYEHO KBaAUbULIMPAHO YAOCTOBEPEHME, CbLLOTO MOXKe Ad bbae

CnpAHO OT MOBUAHOTO NPUAOXKEHNE He3abaBHO OT I'IOTpe6l/ITe/\F|, dpe3 npeaBraeHaTa 3a TOBa
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GYHKLMOHAAHOCT.

3.5 WAEHTUOUKALNMA N NPOBEPKA HA CAMOAUYHOCT/MAEHTUYHOCT
NMPU NPEKPATABAHE HA AENCTBMETO HA KBAAMDULIMPAHO YAOCTOBEPEHUE

Korato EBpOTpbCT Npekpatn AENCTBMETO Ha KBaAMGUULMPAHO YAOCTOBEpEeHMue, TOM
OTpasABa TOBa B NMOAAbP>KAHUTE OT Hero 6a3n AaHHW CBOEBPEMEHHO, HO He MO-KbCHO OT 24
4aca cAep KaTo 6bae noayveHo nckaHeto. OTMAHaTa CTaBa BaAMAHa BepHara caes KaTo bbae
nybAMKyBaHa.

EBpoTpbcT npekpaTABa AEUCTBMETO Ha YAOCTOBEPEHME CaMO CAes  YyCrellHa
MAEHTMOMKALMA M NpoBepKa 3a CaMOAMYHOCT/MAEHTUYHOCT Ha Tutyaspa/Cb3patens u
yTO4YHeHa NpuYrHa 3a npekpaTtaBaHe. B npoTneeH cAayvan yaAOCTOBEpPEHMETO ce Bb30OHOBABA.

MNpu npekpaTABaHe Npe3 MOOWAHOTO MPUAOXKEHME, MPOBEpPKa 3a MAEHTUYHOCT WU
CaMOAMYHOCT He Ce M3BbPLUBA, MPEABMNA HAAUYMETO Ha AOCTBI Ha TUTYAAPA AO CbOTBETHaTa
GYHKUMOHAAHOCT.

EBpoTpbcT npeaocTaBA Ha BCAKa AOBepsABalla ce cTpaHa UHPopMauma OTHOCHO
NnpeKkpaTABaHe Ha AENCTBMETO Ha U3AAAEHUTE OT HErO KBaAUPULIMPAHWN YAOCTOBEPEHMA, NMPU
3aABEHO XeAaHWe 3a ToBa. Ta3n MHbopMaumA ce MPeAOCTaBA Ha Pa3NOAOXKEHWNE MO BCAKO

BpeMe N AoOpKn CAeA CPOKa Ha BAAMAHOCT Ha YAOCTOBEPEHNETO.

3.6 WAEHTUOUKALMA N NPOBEPKA 3A CAMOANYHOCT/MAEHTUYHOCT
CAEA NPEKPATABAHE AEMUCTBMETO HA KBAAMDULIMUPAHO YAOCTOBEPEHME

MoanTtukata u MpakTnkaTta Npu NpeaocTaBaHe Ha KBaAMOULMPaHU YAOCTOBEPUTEAHM
YyCAYTM Ha EBpOTPBCT He ponyckaTt nopHoBABaHe Ha KBaAMGULMPAHO YAOCTOBEPEHME CAeA
npeKkpaTABaHETO My.

TutyaapaT/Cb3paTeAqaT Ha NpeKpaTeHo YAOCTOBEPEHME MOXKEe Ad MONCKA N3paBaHe Ha
HOBO YAOCTOBEpPEHMe.

AocTtaBunkbT, upes  Peructpupawmsa  opraH, M3NbAHABA  MbpPBOHAaYaAHa
MAEHTUOUKALMA N NPOBEPKA 33 CAMOANYHOCT/MAEHTUYHOCT Ha TUTYAApA/Cb3aaTeAd, ako Tou
3aABW HOBO yaOCTOBepeHMe. TakaBa NpoBepKa He ce U3BbPLLBA, aKo NOTPEOUTEAAT 3aABABa

M3paBaHETO Ha HOBO KBa/\l/Id)l/ILI,l/IpaHO yAocCcToBepeHune oT MOBUAHOTO NPUAOXeHne, B KOEeTO
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MMa aKTMBEH NPOPUA.

4 OMNEPATUBHU USNCKBAHUA

EBpoTpbeT, uypes Pernctpupawma opraH, B paMKkuTe Ha CkAtodeH Aorosop 3a
KBaANPULIMPaHN YAOCTOBEPUTEAHWN YCAYTU, MPEAOCTaBA CAEAHWUTE OMePaTUBHM NPOLLEAYPU 33
KBaAMPULMPAHN  YAOCTOBEPUTEAHU  YCAYTM,  MPUAOXKUMM  KbM  KBaAMbUUMpPaHUTE
YAOCTOBEPEHMUA 3a @eAeKTPOHHM noanucu/nevatn:

> perncrpauma Ha UCKaHe 3a U3paBaHe Ha KBaAupUUMPaHO YAOCTOBEPEHME;
o6paboTKka Ha MCKaHe 3a U3paBaHe Ha KBaAMOULMPAHO YAOCTOBEPEHME;
M3pAaBaHe Ha KBaAUULMPAHO YAOCTOBEPEHNE;
npeAaBaHe Ha M3AaAEHOTO KBaAMGULMPAHO YAOCTOBEPEHWE;
ynotpeba Ha ABOMKaTa KAIOYOBE N Ha KBaAMbULMPAHO YAOCTOBEPEHME;
NnopAHOBABaHeE Ha KBa/\Md)Mu,MpaHo YAOCTOBEPEHME;
cnupaHe/Bb306HOBABaHE AENCTBME Ha KBaAMbULMPAHO YAOCTOBEPEHME;

npekpaTaBaHe Ha KBaAMPULMPaAHO YAOCTOBEPEHUE;

vV V ¥V VYV ¥V VYV V VY

CTaTyC Ha KBaAMPULIMPAHO YAOCTOBEPEHME.

AocTaBunkbT, upe3 Peructpupawma opraH, aonycka Tutyaapa/Ce3patena  aa
npekpatn AoroBopa 3a KBaAnPuLUMpPaHN YAOCTOBEPUTEAHU YCAYTU MEXKAY TAX.

BpemeTo B cncteMuTe, CBbP3aHM CbC CNMpaHe W NpeKkpaTABaHe Ha yAOCTOBEPEHMA ce

cuHxpoHusmpa cnpamo UTC noHe BeaHbK Ha 24 vaca.

4.1 NOAABAHE HA WCKAHE 3A U3SAABAHE HA KBAAMOULWNPAHO
YAOCTOBEPEHME

MoaaBaHe Ha UCKaHe 3a U3AaBaHe Ha KBaAMPULIMPAHO YAOCTOBEpPEHME e NpoLec, Npu
KOUTO MnoTpebuTeAnaT noapaBa A0 Perucrtpupalw, opraH Ha EBpoTpbCcT, B nucMeHa wAm
eneKkTpoHHa dopMa, McKkaHe 3a u3paBaHe Ha KBaAMOULMPAHO YAOCTOBEPEHWE CbrAacHO
NOAMTMKATa Ha N3paBaHe Ha CbOTBETHOTO YAOCTOBEPEHME.

VickaHeTo Moxe aa ce HanpaBu oOT Tutyadapa/Cb3paTeAa MAUM  YMBAHOMOLLEH
npeacTtaBuTeA Ha CbapaTens.

MoTpebuteaaT perncrTpmpa nUckaHe 3a M3paBaHe Ha KBaAUPULMPAHO YAOCTOBEPEHME
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B OHAAMH PeXXnM UAK Ypes onepaTop B Perncrtpupaluma opraH Ha EBpoTtpbeT.

B oOHAalH pexuM ucKaHuATa ce MnoAaBaT, YpPe3 MPEXOBU MNPOTOKOAM KaTo
HTTP/HTTPS, S/MIME nan TCP/IP.

VckaHe 3a M3paBaHe Ha KBaAMPULIMPAHO YyAOCTOBEPEHME MOXKE Ad Ce MOAABa U Ypes

MOOWAHOTO NPUAOKEHWEe Ha EBpoTpbCT. B TO3M cAyyan, ropHUTE M3MCKBaHWA HE ce NpuAarart.

4.1.1 AMUA, NOAABALLUN UCKAHE 3A USAABAHE HA KBAAMOULIMPAHO
YAOCTOBEPEHUE
BcAako Anue, monasallo KbM epHa OT CAGAHUTE KaTeropum Anua, MOXKe aa noaaBsa

MCKaHe 3a N3paBaHe Ha KBaAUULMPaHO YAOCTOBEpPEHME:

> dM3MYecKko AMLe, KOETO KaTo MoTpebuTeA Lie WM3MNOA3Ba KBaAUbUUMPaHO
YAOCTOBEpeHue;

> YMbAHOMOLLLEH MPEACTaBUTEA Ha IOPUANYECKO AULLE;

> CAyKUTeA Ha EBPOTpPBCT, OBAACTEH CbC GYHKLMM KbM YAOCTOBEpPABALLMA OpraH

Ha EBpoTpbCT;
> OBAaCTeHO AMue KbM PerucTtpupalim opraH, He3aBUCMMO AAAU € BbHLUHA
opraHv3auMa WAM € OpraHuM3auMoHHO 060COOEHO 3BEHO KbM UHOpPaCTpyKTypaTa Ha

EBpoTtpbcr.

4.1.2 OBPABOTKA HA UCKAHETO 3A USAABAHE HA KBAAMOULIUPAHO
YAOCTOBEPEHUE

4.1.2.1 NMOTPEBUTEACKU YAOCTOBEPEHUA

Bcuukm notpebutear Ha KBaAMdULMPaHW YAOCTOBEPEHMA CbC CKAKOYBAHETO Ha
AOTOBOP 3@ YAOCTOBEPUTEAHU YCAYrM TpAbBa Aa NpueMaT 3aAbAXEHUATa U rapaHummnTe,
ONnpeAeAeHn B Hero, KakTo 1 B [loAnTrKaTa 3a NpeasoCTaBAHe Ha KBaAUDULMPaHU YCAYTU U
Ta3n MpakTuka. 3a BCeKM NoTpebutea Ha KBaAMdULMPaHO YAOCTOBEpPEHME Ce U3BbpLUBA
NpoLuec Ha perncTpauna, KoATO BKAIOYBa CAGAHUTE CTbNKMK:

» noaaBaHe Ha MCKaHe 3a M3paBaHe Ha KBaAMUUMPAHO YAOCTOBEPEHME, KOETO
CbAbPXKa BApPHa W TouYHa WHPopMaumaA. VickaHeTo Moxke Aa BKAKOYBA WM AOMBAHUTEAHA,

HernpoBepAaeMa l/IHd)OpMaLI,l/IH, 4aCT OT KOATO Ce YAOCTOBEpABa, a Apyra 4act yAeCHABa
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KoHTakTa Ha EBpoTpbeT ¢ Tutyaapa/Coh3psaTens;

» TreHepupa ce ABOWKa KpunTorpadckm KAalo4oBe OT EBPOTPBCT MAM noTpebutenat
caM ocblyecTBABa ToBa. ABoWKaTa KpunTorpadcku Kaw4oBe 3a  KBaAndULMpaHu
yaoctoBeperna 3a KEMN/KElMeyaT 3apAbAXKUTEAHO ce reHepupa B YCTPOWCTBO 3a CUTYPHO
Cb3paBaHE Ha EAEKTPOHEH noanuc/medvaT, OTroBapALWLO Ha W3NCKBaHWATA 3@ HWBO Ha
curypHocT, onpeaeneHo B Peraament (EC) N® 910/2014;

» eAeKTPOHHMAT ¢opMaT Ha UCKaHeTO 3a MW3paBaHe Ha KBaAnduuMpaHo
YyAOCTOBEpeHMe C MHPOPMaLMATa, KOATO e Ce BKAIYN B YAOCTOBEPEHNETO € CTPYKTYpPa,
MOAMMCaHa C YaCTHUA KAIOY OT reHepupaHaTa ABOMKa KAIOHOBE B YCTPOWCTBO 3a Cb3paBaHe Ha
eAeKTPOHEeH noanuc/nevaT, OCBEH akO 3aABABAHETO He Ce M3BbPLUBa OTAAAEYEHO, npes3
MOBUAHOTO NpPUAOKeHMe Ha EBpoTpbCT;

» Korato e HeobxoAMMO, Perucrpmpawmar  opraH npeAoCTaBA Ha
TuTyAaapa/Cb3aaTeAd MAM Ha YMbAHOMOLLEHO OT HEro AL B 3alumMTeH BUA MHOOPMaLMA/KOA,
3a AOCTBIM A0 YAaCTHUA KAIOY B YCTPOMCTBO 3a Cb3paBaHe Ha €AEKTPOHEH noanunc/neyar;

» B CAyYall Ha CaMOCTOATEAHO OTAAAEYEHO reHepupaHe Ha ABOMKa KAOHOBE OT
noTpebuTens, CbLUMAT TPAGBa Aa NPEAOCTaBU NYOANYHUA KAIOY Ha EBpOTpBbCT Ypes opraHa 3a
perncrpauma n Aa AOKa)ke MnpuTexaHue Ha CbOTBETHMA YacCTeH KAIOY CbOTBETCTBAL, Ha
NyBANYHUA KAIOY;

» Bb3 ocHoBa Ha o0pAObOpeHWTE KMCKaHUA 3a WU3paBaHe U yrnpaBAeHMEe Ha

KBa/\l/I(I)l/ILI,VIpaHO YAOCTOBEpPEHKME CE OCbLLECTBABA CKAIOYBAHETO Ha AOroBopa C EBpOTp'bCT.

4.1.2.2 YAOCTOBEPEHNA HA YAOCTOBEPABALWL, WU PErMCTPUPALL
OPrAH

Perncrpupalumre opraHu, KOUTO MNPEAOCTaBAT KBaAUDULMPAHU YCAYTH, KOUTO He Ca B
OpraHusauMoHHaTa CTpyKTypa Ha EBpotpbet (BbHWHM Pernctpupawm opranu), e
HEODOXOAMMO MpeAM Aa OCbLLECTBABAT Tasn AEMHOCT, Aa CKAOYaT CbOTBETEH AOroBOpP C
EBpoTpbcT. B cnopasymMeHneTo, ocBeH NpaBaTta M 3aAbA>KEHWATA Ha ABETE CTpaHu, TpAbBa Aa
ce BKAIOYBa U MHGOPMaLMA 38 CAMOAMYHOCTTA Ha AMLaTa yyacTBalum B Peructpupaluma oprat
N TAXHOTO pa3pelleHne pa NPeACTaBAABaT U ABETE CTPaHW MO BPEMe Ha M3MbAHEHMETO Ha

AOroBoOpa. /\VILI,aTa, YMNbAHOMOLEHN Aa U3BDbPLUBAT Ta3n ,A,eVIHOCT, CA€ABa Aa OMNPEeAEAAT BUAA
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n npepsHasHa4eHneTo Ha YAOCTOBEPEHNATA, NpeAnN TAXHOTO U3AaBaHe.
KatodoseTe YAOCTOBEpPEHNATa Ha yAOCTOBepFlBaLLI,l/IFI OopraH M™Morat Aa 6'bAaT
reHepunpaHn caMo rno Bpeme Ha uepeMoHna No reHepnpaHe Ha KAIOHOBeE, B KOATO y4dacTBaT

€AMHCTBEHO AMLA, ONpaBoOMOLLEeHM OT EBpOTpbCT.

4.1.2.3 NCKAHE 3A PEFNCTPALMA HA NOTPEBUTEAU HA
KBAAMOUNLUUNPAHUN YAOCTOBEPUTEAHU YCAYTU

ickaHeTo 3a permcrpauma Ha noTpebuTeAn Ha KBaAMUUMPAHU YAOCTOBEPUTEAHMU
yCAYyru ce noaaBa A0 Pernctpupatuma opraH oT G1anyeckn, iopUAMYECKN MAN YITbAHOMOLLEHN
AVILLA N BKAIOYBA CAeAHaTa MHGOPMaLma:

» MbAHO HamMeHoBaHMe Ha Tutyaapa/Cb3paTens AU Ha YIMTbAHOMOLLEHO AULLE;

» AOKasaTeACTBa 3a MPEeACTaBUTEAHA BAACT Ha TuTyaapsa cnpamo Cb3pateAsd U Ha
YMBAHOMOLLLEHOTO AMLe Ha Cb3paTens;

» naeHTudmnkatopu: EVIK (nepcoHaneH naeHtmdmkaumoHeH HomMep) u Ap.;

» TMOLEHCKM appec Ha AMLeTo (cTpaHa, O06AacT, MOLWEHCKU KOA, TPaA WMAM CEAO,
HOMEpP Ha CrpaAa, MMe Ha yAMLA UAK KBapTaA, HOMep Ha dakc);

> VMEWA appec;

» BWA Ha WCKAHOTO KBaAMOUUMPAHO YAOCTOBEpPEHWe, B3eMalku MpPeABUA
NpeAHa3HaYeHNeTo My;

» uvAeHTMOMKATOP Ha MOAMTMKATA 3a YAOCTOBepsABaHe, Bb3 OCHOBa Ha KOATO ce
Nn3paBa YAOCTOBEPEHWNETO;

» HaAM4YMe Ha YacTeH KAIOY, CbOTBETCTBALL, Ha NYOAMYEH KAIOY;

»  NybANYEH KAIOY;

» AOMbAHUTEAHA MHPOPMaLMA, 3aABEHA 338 BKAKOYBAHE B YAOCTOBEPEHMETO, KaKTO U
AOMYCTMUMa HEMNOTBbPAEHA TaKaBa;

» noanuceaHe Ha AOroBop 3a KBaAUGULMPAHM YAOCTOBEPUTEAHWN YCAYTU U CbrAacue
c ycnoBuata Ha [loamtukaTta u [lpakTvkaTa npu npepocTaBAHe Ha KBaAndpuumMpaHu
YAOCTOBEPUTEAHWN YCAYTN OT EBpOTpPBCT.

B 3aBMCMMOCT OT CbAbPXKaHMETO Ha YAOCTOBEPEHWETO W HEroBWMA BMA, HAKOM OT

AdHHUTE, MOCOYEHW NO-rope, MoXXe Aa OTCbCTBAT.
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AKo aBonkata Kpuntorpadcku katodose e reHepupara npu Tutyaapsa/Cbasatens,
Pernctpupalmnar opraH caepaBa Aa MPOBEPU MPEAOCTAaBEHOTO EAEKTPOHHO WCKaHe 3a
perucTpauma U M3NCKBaHWATa 3a HMBOTO Ha CUMYPHOCT Ha YCTPOWCTBOTO 3a Cb3AaBaHe Ha
eAeKTPOHEH noanuc/neyar.

Chep ycnelHa naeHTdUKaumaA, NpoBepKa Ha CAMOANYHOCT Ha AMLLETO, NMOAAAO UCKaHe
3a KBaAMOULMPaHO YAOCTOBEPEHME U MPK NMOAyYaBaHe Ha NOTBbPXKAEHWE OT Pernctpumpalims
OpraH, NCKaHeTo 3a perucTpauns ce nsnpalia Ha YAOCTOBEpPABaLLMA OpraH 3a U3paBaHe Ha

YAOCTOBEpPEHME.

4.1.2.4 NOAHOBABAHE HA KBAAUMOULIMPAHO YAOCTOBEPEHME,
rEHEPUPAHE HA HOBA ABOWKA KAIOYOBE U MPOMAHA HA KBAAMOULIMPAHO
YAOCTOBEPEHUE

Tutyrapat/Co3paTendaT MAM YMTBAHOMOLLEHOTO AMLE MOXKE Aad 3afABUM NMOAHOBABAHE Ha
KBaAMPULMPAHO yAOCTOBEpEHWe Mpu CbbOAOAABaHe Ha BpeMeBUTe OrpaHuyeHus,
MN3NCKBaHWA U YCAOBUA 33 MOAHOBABAHE.

MoaHOBABaHETO Ha KBaAMOULMPAHO YAOCTOBepeHue 3anas3sa MHPopMaumaTa 3a
Tutyaapa/Cb3paTens MAM YMBAHOMOLLEHOTO AMLE OT TEKYLLOTO YAOCTOBEPEHME, KaTo B
NOAHOBEHOTO YAOCTOBEPEHME Ce NPOMEHA NEPUOAA Ha BaAUAHOCT U CEPUNHUA MYy HOMED.

MNoaHOBABaHE Ha KBaAMDULMPAHO YAOCTOBEpPEHME, KOETO He e BUAO NpeKpaTeHo B
nepuoAaa My Ha BAAMAHOCT, MOXKe Aa Ce U3MbAHU Ype3 reHeprpaHe Ha HOBa ABOWMKa KAIOHOBE
(Re-key). EBpoTpbCT HEe MoaAbp»a MOAHOBSIBaHE CbC 3aMa3BaHe Ha CblUeCTByBallaTa ABOMKA
KatouoBe (Renewal) nan cbc 3anassaHe Ha cepuiHusa HoMep.

MoaHOBABAHETO Ha KBaAMGULMPAHO YAOCTOBEPEHMNE Ce MPEAXOXKAA OT perncrTpupaHe
Ha MCKaHe 3a NoAHOBABaHe npea Pernctpunpaluma opraH nAn oHAamH.

Korato KBaAMOUUMPAHOTO YAOCTOBEPEHMETO € C U3TeKbA CPOK Ha BaAMAHOCT U
MCKAHEeTO 3a MOAHOBABAHE € CbIAACHO MOCOYEHUTE BPEMEBWN OrPaHUYEHNA U M3NCKBAHWA 3a
naeHTMdUKauma npu nopHoesBaHe, TUTYAApAaT/Cb3paTeAdT WAM YMBAHOMOLLEHOTO AMLE
TpabBa aAa nocetn Peructpupawma opraH Ha EBpoTpbcT mAM pa ce uvaeHTUdUumMpa
OTA@AEYEHO.

TVITy/\FIpFIT/C'b3AaTeAF|T AN YMTBAHOMOLLEHOTO AMLE MOXKe Aa NMOAHOBUW MHOITOKPATHO
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CBOE KBaAMGULMPAHO YAOCTOBEPEHME.

AOCTaBYMKBT He AOMyCKa W3MOA3BaHE Ha ABOMKA KAIOYOBE 3@ EAEeKTPOHEH
noAnMc/neyaT 3a Nepmnoa, No-roAam oT 3 (Tpu) FroANHMN.

PervctpupallmaT opraH Lie MOAHOBU €AHO KBaAMOULUMPAHO YAOCTOBEpeHue 3a
eNeKTpOoHeH noanunc/neyart, Yypes Re-key npu caeaHuTe ycaoBua:

» YAOCTOBEPEHMETO He € MPEKPATEHO B CPOKa My Ha BaAMAHOCT;

»  Tutyaapat/Cb3paTeAdaT NAM YITBAHOMOLLEHOTO AMLLE AEKAAPUPA, Ye HAMa NPOMAHa
B yAOCTOBepeHaTa MHGOpMaLMA B TEKYLLOTO My YAOCTOBEPEHME;

» WCKaHe 3a NMoaHoBABaHe e HanpaBeHa A0 30 AHW MpPeAU MAU CAep M3TUYaHE Ha
CpOKa Ha BaAMAHOCT Ha YAOCTOBEPEHMNETO;

» CTPOro M3MnbAHABA WAEHTUOMKAUMATAE WM NPOBEpKa 3a CaMOAMYHOCT Ha
noTpebuTeAs U NOCOYEHNTE BPEMEBU OrPaHUYEHUs NP NOAHOBABAHE;

BbB BCMYKM cAyyam, KoraTo MMa MPOMsHa B YAOCTOBepeHaTa WHPopMauumsa 3a
Tutyaapa/Cb3paTens AU YITBAHOMOLLEHOTO AULE Ha TEKYLLLOTO YAOCTOBEPEHUE, MOCAEAHOTO
He MOAAEXKW Ha MOAHOBABaHe, a EBPOTPBLCT M3paBa HOBO KBaAMPULMPAHO YAOCTOBEPEHME.

ickaHeTo 3a nopHOBABaHE Ha KBaAMGULMPAHO YAOCTOBEpPEHME, TPABBA Ad CbAbPKa
HaM-MaAKO CAEAHOTO:

»  YHWKaAHOTO UMe Ha Tutyaapa/Cb3paTend AW YTBAHOMOLLEHOTO AMLLE;

»  BUA Ha KBaAMDULIMPAHOTO yAOCTOBEepeHMe/npeaHasHaveHmne;

» uvAeHTMOUMKATOP Ha MOAMTMKAaTa 3a YAOCTOBepsBaHe Bb3 OCHOBAa Ha KOATO
YAOCTOBEPEHMETO Ce U3AABA;

» nybAnYEH KAIOY, KOUTO TPADOBa Aa Obae YAOCTOBEPEH.

EaHa YacT mAM LAAaTa 4acT Ha AAHHUTE, KOATO Ce CbAbPXa Mo-rope B UCKAHEeTo 3a
NOAHOBABAHE Ha KBaAMOULMPAHO YAOCTOBEpPEHME MoXe Aa Obae YAOCTOBEpeHa, uypes
noAaraHe Ha eAeKTPOHEeH NoANMc/neyaT Npu yCAOBMeE, 4e aboHaTbT NPUTEXKaBa BAaAMAEH KbM
MOMEHTa YacTeH KAIOY 3a Cb3AaBaHe Ha noanuc/mevar.

AOCTaBUMKDBT HE AOMyCKa NPOMsAHa B NPodurAa Ha YAOCTOBEPEHMATA 38 EAEKTPOHEH
noanuc/nevar.

MNoaHOBABaHe Ha KBaAUGUUMPAHO YAOCTOBEPEHME, 3asBEeHO OTAAAeYeHO mnpes

MOBUAHOTO NPUAOXKEHNE Ha EBpOTp'bCT He Cce NMNoAHOBABa. C/\eA M3TNHaHETO MY Ce M3AaBa
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HOBO yAOCTOBEpEHUE. B To3un CAy‘-IaVI AOMbAHUTEAHA I/I,A,eHTVICIDVIKaLI,VIH He Ce n3BbpLBa, a CaMo

npooBepKa Ha akTyaAHOCTTa Ha AaHHWUTE 3a CAMOANYHOCT.

4.1.2.5 MNCKAHE 3A CMUPAHE N NPEKPATABAHE HA YAOCTOBEPEHME

NckaHe 3a npekpaTABaHe Ha KBaAMPUUMPAHO YAOCTOBEpPEHME ce noaaBa oT
Tutyaapa/Cb3saTend AU YMTBAHOMOLLLEHO AMLE Ha MACTO Npu Perncrpupaluma oprad nAm no
@AeKTPOHEH MbT.

B MoMeHTa Ha npekpaTABaHe Ha KBaAMPULMpPAHO yaOCTOBepeHue, Pernctpupamart
opraH yBeAOMABa NoTpebuTeAd 3a TO3M GpaKT (HanprMep No eAeKTPOoHHaTa noLla).

EBpoTpbCT npekpaTtABa U3AaAEHO OT HEro YAOCTOBEPEHME NPU:

» CMbPT UAM NOCTaBAHE Moy, 3anpelleHne Ha Tutyaapa/Cb3saTenn ¢ npekpaTABaHe
Ha NpeAcCTaBUTEeAHaTa BAAcT Ha Cb3paTens;

» npekpaTABaHe Ha NpeACTaBUTEAHaTa BAACT Ha TuTyAaapa cnpamo Cbh3paTeas;
yCTaHOBABaHE Ha HEBEPHW AGHHW NPU N3paBaHE Ha YAOCTOBEPEHNETO;
CTaHaAa BMOCAEACTBME HEBAPHA YAOCTOBEpeHa nHbopMaumsa;
npw NPOMAHa B yAOCTOBepeHa Beve nHpopMauma Ha Tutyaapa/Co3paTensd;

KOMMNPOMeETHMPaHe Ha HaCTHNA KAKOY;

vV V VY V V

3abaBAHe B 3aMNAalLaHETO Ha AbAXKMMO Bb3HarpaxaeHue;

> VCKaHe 3a npekpaTABaHe OT cTpaHa Ha Tutyaapa/Cb3satensd, caep  KaTo
AOCTaBYMKDBT Ce yBEPU B CaAMOAMYHOCTTA UM W B MPeACTaBUTEAHaTa BAacT Ha CbapaTeasn.
Korato ce 3adBsiBa cnupaHe MAM NpekpaTaBaHe Ha KBaAMOULMPAHO YAOCTOBEpeHue npes
MOOMAHOTO NpUAOXKEeHMe Ha EBpOoTpBCT, NpoBepKa Ha CaMOANYHOCTTa He Ce M3BbPLLBaA.

AocTaBUnKbT npeanpuemMa HeszabaBHO NMpekpaTABaHe Ha AEUCTBMETO Ha W3AAAEHO
YAOCTOBEPEHME NPW BCAKO €AHO OT MOCOYEHUTE MO-rope O6CTOATEACTBA.

AoCTaBUYMKBLT NpeKkpaTABa W3A3AEHW OT HEro YAOCTOBEPEHWA, aKko MnpekpaTu
AEMHOCTTa cu 6e3 A3 A MPEeXBbPAUA Ha APYr AOCTaBYMK. B To3M cayvan cbymAaT yBeaomABa
notpebuteAnTe CM U nNpekpaTABa YAOCTOBEPEHMATa C €AHOMEeCEeYHO npeausBecTue. B
eAHOMeceYeH CpOK OT yBepaoMABaHeTo, EBpoOTpbCT Bb3cTaHOBABa Ha noTpebuteAnte
nAaTeHaTa OT TAX CyMa, B pa3Mep CbobpaseH C oOcCTaBallMAa CPOK Ha AOroeopa 3a

KBaAnduLMpaHa YAOCTOBEPUTEAHA YycAyra. KoraTto e 3aABeHO  KBaAMGUUMPaHO
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YyAOCTOBEpPEHME Npe3 MOOUAHOTO NpUAOKeHNe Ha EBpoTpbeT, aboHaMeHTbT Ha NoTpebuTean
ce npekpaTABa OT MOMEHTa, B KOWTO HaCTbMW CAEABALLMA NEPUNOA 3a MOAHOBABAHE.

AoCTaBYMKBLT MOXKe Aa CMpe W NpeKpaTh YyAOCTOBEpPEHME Ha YAOCTOBepPABaLL, OpraH oT
MHpPaCTPYKTypaTa, ako ca HaA1LEe OCHOBATEAHW CbMHEHWA 338 KOMNPOMETUPaHe Ha YacTHUA
KAKOY Ha TO3M OpraH.

MNpu npekpaTABaHe Ha yAOCTOBEpPEHME Ha onepaTMBHUA YAOCTOBEpPABALL, OpraH 3a
M3paBaHe N NOAABPXAHE Ha KBaANGULMpPaHM YAOCTOBEPEHUA 3a EAeKTPOHEH noanuc/nevar,
AEVICTBMETO Ha BCUYKU U3AAAEHWN OT HETO U BaAMAHW YAOCTOBEPEHWNA Ce NpeKpaTABa.

CaMo onepaTuBHUAT YAOCTOBEpPABaLL, OpraH, N3paA KBaAMdULMPaAHO YAOCTOBEPEHME
3a eAeKTPOHEH noanuc/neyaT, Moxe pa NpeKkpaTh AENCTBMETO Ha TOBa YAOCTOBEPEHME.

AKO npekpaTABaHETO € CAeACTBME OT ornepaTtopcka rpellka WAM CAeACTBME OT
KOMMNpOMeTMpaHe Ha onepaTMBEH YacTeH KAOY Ha EBpoTpbeT, AoCTaBUMKDBT We M3pase 3a
CBOA CMeTKa eKBMBAAEHTHO NOTPEOUTEACKO YAOCTOBEPEHME.

Ycayrute no ynpaBAeHME Ha npekpaTABaHe W CrnvpaHe Ha AEUCTBMETO Ha
YAOCTOBEpPEHME Ca Ha PasMNoOAO>KeHNE AEHOHOLWHO, 7 AHW B ceaMmnLaTa.

Mpu cpuB B cucTeMaTa, YCAYrUTe UAU APYrU GakTopK, KOUTO Ca M3BbH KOHTPOAA Ha
YaocToBepABalma opraH, EBpoOTpbCT moAara MakCUMMaAHU YCUAWMA, 3@ Aa rapaHTupa, ve
yCAyraTa e e AOCTbMHa MakcnuMyM A0 3 (Tpu) Yaca.

BpemeTo B cnucteMuTe, CBbP3aHN CbC CNMpaHe U NpeKpaTABaHe Ha YAOCTOBEPEHMA ce
cuHxpoHusmpa cnpamo UTC noHe BeaHbK Ha 24 vaca.

BbB Bpb3Ka C M3MbAHEHWe Ha u3MckBaHumATa Ha PSD2, mnckaHe 3a cnunpaHe wu
npeKkpaTABaHe Ha YAOCTOBEpPeEHME MoXe pa bbae nopaseHo m oT ctpaHa Ha NCA 3a nspaaeHm
YAOCTOBEpPEHMA C BMMCaH B TAX WMAEGHTUOUMKALMOHHMA KOA Ha MAaTeXKHaTa WMHCTUTYUMA
(authorisation number of the payment institution) Ha AocTaBuMK Ha MAATEXHU YCAYTU
(Payment service provider/PSP), pernctpupat ot cbiyms NCA. Mpu toea NCA crneunduumpa
KOHKPETHMA cepreH HOMepP Ha yAOCTOBEPEHME, KaKTO 1 MPUYMHATa 33 NCKAHETO 3a CnnpaHe
AN NpeKkpaTaBaHe. Bb3aMOXKHUTE NPUYNHUM 3@ NpeKpaTABaHeTo ca:

» npekpaTeHa e aBTopusaumATta Ha PSP;

»  1Ma NPOMsAHA B UAEHTUPMKALMOHHMA KOA Ha MAATEXXHaTa MHCTUTYLUMA Ha PSP;

»  1Ma NpOMsAHa B UMETO AU naeHTudnkatopa Ha NCA,;
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» npeKkpateHa e eAHa WAM MoBeYe OT POAUTE, YAOCTOBEPEHW B W3A3AEHO
yAocToBepeHue. BmeHnaBaHeTo Ha HoBa poas Ha PSP He e npuuvHa 3a npekparsiBaHe Ha
M3AAEHO YAOCTOBEPEHME;

» npeKpaTABaHeTO € N3NCKBAHO MO 3aKOH;

>  APYrvi NPUYMHN.

Ako NCA e cobertBeHuKk Ha cneumdumyHa mHbopmauma no PDS2 mn cbobuasa Ha
EBpoTpbeT, Ye Tasm MHboOpMaLuma e NpoMeHeHa 1 Ye TA MMa OTHOLLEHME KbM BaAMAHOCTTA Ha
nspaseHo ot EBpoTpbeT yaocToBepeHue, EBpoTpbcT npoBepsABa Tasu uHGopmauwms,
HEe3aBMUCMMO OT CbAbP>KaHMETO N dopMaTa 1, 6e3 Aa MMa 3aAbAXKEHMETO TOBA Ad Ce CAYYM B
paMKuTe Ha 24 Yaca.

EBpoTpbCT NpoBepABa aBTEHTUYHOCTTa M BEPHOCTTa Ha MHbOPMaUMATa U NCKaHWATA,
otnpaeeru oT NCA 1 npm HEOH6XOAMMOCT MOXKE AQ U3MbAHU MAWN OTKA>Ke TAXHOTO U3MbAHEHNE,

bes Ad MMa 3aAbAXKEHNETO Aa I/IHCi)OpMI/Ipa 3a NpunyYMHaTa 3a NnpmneMaHeTo AN OTKa3a NM.

4.2 OBPABOTKA HA UCKAHETO

EBpoTpbCT Nprema nckaHma 3a KBaAMPULMPaHU YAOCTOBEPUTEAHN YCAYTU, MOAIAEHMN
NHAMBUAYAAHO. VIcKaHMATa Morat aa ce nmoaaBaT OHAAMH npe3 nybAMYHO AOCTBMHO yeb
6a3npaHo NPUAOXKEHME N Ha MACTO Npwu Pernctpupaluma opraH. B cayyan, 4e AOKyMeHTUTe ce
M3npawaT no nowlata e HeobxoaMMa HoTapuaAHa 3aBepka Ha noanucute. VickaHua Morat aAa
ce npueMaT 1 npe3 MOBNAHOTO NPUAOKeHMe Ha EBpoTpbCT.

OHnanH noaaBaHe npes nybANYHO AOCTBMHO yeb 6a3npaHo NPUAOKEHWE Cce U3BBPLLBA
C MOMOLITa Ha MHTEPHET CTpaHuMuata Ha AOCTaB4YMKa Ha appec: https://www.evrotrust.com.
MNoTpebuUTeAaT, KOMTO € NOCETUA MOAXOAALLOTO MACTO Ha CalnTa, MOMbABA (B CbOTBETCTBUE C
MHCTPYKLMUTE Ha TO3W CaWT) MoaxoAAwa Gopma 3a KaHAMAATCTBaHE U ro m3anpaila Ha
Perncrpupalma opraH oHAanH. VickaHuata 3a KBaAMbULMPAHN YAOCTOBEPUTEAHU YCAYTU Ce
obpaboTBaT OT CAy»KUTeA Ha EBpoTpbCT.

Mpn nopaBaHe Ha uckaHe npu PerucTtpupal, opraH ce W3MCKBa MNPUCHCTBUE
Tutyaap/Cob3paTen MAM yMbAHOMOLWEHO AuMue. B cayyalh Ha oBAacTABaHe ce U3UCKBaT
AOKYMEHTWN AOKa3BaLLM aBTEHTUYHOCT.

ﬂpl/l noAaBaHE Ha WMCKaHe npeas MOBUAHOTO NPUAOXKEHNE Ha EBpOTp'bCT, TO Ce
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reHepmpa aBTOMaTU3MpPaHO, B YAODEH 3a NOTPEOUTEAUTE ANAAOTOB PEXKUM.

4.2.1 NAEHTUOUKALNA U NPOBEPKA 3A CAMOAUYHOCT
AenHocTuTe No naeHTMdUKaLMA U NPoBepKa 3a CAMOAMYHOCT Ha NoTpebuTeAnTe Ha
EBpoTpbeT ce ocblyecTBABa OT Perncrpmpallna opraH B CbOTBETCTBME C YCAOBUATA, MOCOYEHN

B HAaCToOALWNA AOKYMEHT.

4,2,2 NMPUEMAHE UAUN OTXBBPAAHE HA NCKAHE

4.2.2.1 OBPABOTKA HA UCKAHE OT PETUCTPUPALLUA OPTAH

Bcako wnckaHe, NopapeHO MO eAeKTPOHEH MbT MAM Ha XapTuAa Ha Peructpupaiima
opraH, ce obpaboTBa NO CAEAHUA HAUYUH:

» Peructpupawmat opraH mnoaAyYaBa UCKaHeTo Ha Tutyaapa/Cb3paTena  UAN
YMbAHOMOLLLEHOTO AMLLE (Ha XapTUEH HOCUTEA MAU B EAEKTPOHEH dpopMar);

» Peructpupawmar opraH npoBepsABa AaAM AMLETO € 3anAaTUAO TaKkca 3a
Pa3rAe>KAaHeTO Ha UCKAHeTO 3a U3paBaHe Ha KBaAMbULMPaHO YAOCTOBEPEHME, NPU YCAOBUE,
4ye 3anAallaHeTo e NPeABUAEHO B LieHOBaTa AMCTa Ha EBpoTpbeT. [pn Annca Ha TakaBa Takca,
MCKaHETO Ce OTXBbPAS;

» PeructpupaliMaTt opraH npoBepABa AaHHUTE, MOCOYEHU B MCKAHETO, HanpuMmep
AVNYHUTE AQHHW Ha AULLETO U NMPOBEPABA 3a NPUTEXKAHNE Ha YaCTeH KAIOY;

» NPV NOAOXKUTEAHa NpoBepKa PernctpmpalmaT opraH NoTBbpKAaBa MCKaHETO;

» aKo OPUIMMHAAHOTO MPUAOIKEHME CbAbP>KA HEBAPHA MHGOPMaLMA, TO Ce OTXBbPAS
NAN KOPUTMPa;

» B pe3yATaT Ha NOTBbP>KAABAHETO Ce M3paBa YAOCTOBEPEHME;

» PeructpupalumMaTt opraH MoXe CbLLO Taka Aa MPOBEPU U APYTU AGHHU, KOUTO He ca
MOCOYEHM B NCKaHETO, HO Ce M3NCKBaT OT EBpOTpbCT.

KoraTo nckaHeTo ce noapaBa Npe3 MOOBUAHO NMPUAOXKEHME, TOPHUTE NPOLEAYPU He ce
npuaarat. B To3n cAyyan ce npoBepABa HaAM4YMe Ha NPOBEPEHA CaMOAMYHOCT Ha AULIETO M
OCblUecTBEHa MAEHTUUKALUMA - aBTOMaTUYHO UAM OT onepatop. [lpn HaAMume Ha
TEXHOAOIMYHa Bb3MOXKHOCT Ce M3BbPLUBa aBTOMaTM3MpaHa NpoBepKa B HaLMOHaAHM 6a3wn

AdHHU OT AOKYMEHTUN 3a CAMOANYHOCT NAN B PETNCTPUN Ha HaCeAeHUETO. AKko npoBepKUTE Ca
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YAOBAETBOPUTEAHN EBPOTPBCT reHepunpa ABOMKaTa KAIOHOBE OTAAAEYEHO, B CBOW XapAyepeH
KPUNTOMOAYA, KPUMNTUPa YacTHUA KAoY Ha notpebutena c Herosua [IMMH un nspasa

KBaAI/Id)I/ILI,VIpaHOTO YAOCTOBEpPEHNe.

4.2.2.2 3AABKA KbM YAOCTOBEPABALLUA OPrAH 3A USAABAHE HA
KBAAMUOULIMPAHO YAOCTOBEPEHUE

EBpoTpbCT MOXKe Aa OTKaXke M3paBaHe Ha KBaAMPULIMPAHO YAOCTOBEPEHME Ha BCAKO
AMLEe be3 pa MMa 3aABAXKEHWUA MAM OTTOBOPHOCT, ako MOTPebUTEAAT MOCOYBa HEBEPHU AaHHU
B MCKaHETO 3a n3paBaHe Ha yAOCTOBEpPEHMeE.

EBpoTpbcT MOXKe Aa HanpaBW OTKa3 3a U3paBaHe Ha KBaAULMPaHO yAOCTOBEPEHHE:

» aKo MOTPEebUTEAAT He MOXKe pAa AOKarke, CBOUTE npaBa BbpXy npearoxkeHuna DN;

» B CAy4Yalh Ha CbMHEHWe, 4ye noTpebutersT daawmduumpa AaHHU WAM NMOCOYBA
HEBEPHU AaHHW;

» aKo NOoTPebUTeAAT aHra*kupa 3HaunuTeAHW pecypcn oT EBpoTpbeT 3a 0bpaboTka Ha
noBeYe MCKaHMA OTKOAKOTO Ca My HeObXoAMMU;

» noTpebUTeAAT He HanpaBu NAaLLaHe 3a M3AaBaHe Ha YAOCTOBEpPEHME, MPU YCAOBME
4ye NAalaHeTo e NPeABUAEHO B LLleHOBaTa AMCTa Ha EBpoTpbCT;

» aKo Ca HaAWMLe APYTM Ba>KHW NMPUYNHUN, KOUTO He Ca MOCOYeHW No-rope.

KaHAMAATUTE, YUNTO NCKAHUA Ca OTXBBbPAEHMW, BMTOCAEACTBME MOraT OTHOBO Ad MOAAAT

MCKaHe 3a n3paaBaHe Ha KBaAVI(I)l/ILI,VIpaHO YAOCTOBeEpPEHNE.

4.2.3 N3YAKBAHE USAABAHETO HA KBAAVOULIMPAHO YAOCTOBEPEHME

Perncrpupalwmat oprax Ha EBpoTpbCcT He3abaBHO, B NPUCHCTBMETO Ha NoTpebutena -
TuTtyAap/Cb3paTeA AU YMBAHOMOLLEHO OT HEro AuUE, WM3MbAHABA BCUYKM GYHKLMKW MO
NpoBepKa Ha HanpaBeHOTO MCKaHe 3a n3paBaHe Ha KBaAMbULMPaHO YyAOCTOBEPEHME.

YaocToBepABawWmMAT opraH Ha EBpoTpbcT um3paBa HesabaBHO KBaAMbUUMPAHO
YAOCTOBEpPEHME CAep YTBbPXKAaBaHe OT Perncrpupaluma opraH Ha eAeKTPOHHOTO UCKaHe 3a
n3paBaHe.

EBpoTpbCT rapaHTupa, 4e Npu NoAy4YaBaHe Ha MCKaHe 3a U3paBaHe MAM yNpaBAEHME Ha

YAOCTOBepeHne, Perl/ICTpl/IpaLLI,l/IFI OopraH uwe pa3raexkpa WCKaHETO W N3AaBaHETO Ha
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yAOCTOBepeHMe He3abaBHO, a MPW MNO-CNeLNaAHN CAyHan B CPOK He NMO-AbABI OT 3 AHU OT A€HA
Ha NoAaBaHeTO My.

To3n nepuop 3aBUCKM TAGBHO OT BUAA Ha KBaAMOUULMPAHOTO YAOCTOBEpEHUE,
MbAHOTaTa Ha MOAAAEHOTO WCKaHe W OT TEXHOAOTMYHOTO BpeMe 3a KOoOpAMHauuA B
OOCAY>KBaHETO MeXAY aAMUHUCTPATUBHU CTPYKTYPW Ha AOCTaBYMKa, KaKTO 1 OT BPEMETO 3a
obulyBaHe Mexkay EBpoTpbCT 1 noTpebuteas.

KoraTto ce nspaBa KBaAMPULMPAHO YAOCTOBEPEHMNE NPE3 MOBUAHOTO MPUAOIKEHME Ha
EBpOTpPBbCT, ropHUTE NpoueAypy He ce nMpuAarat U n3vakBaHe He ce npasu. B To3n cayvan
YAOCTOBEPEHMETO Cce U13paBa He3abaBHO, MNPU HaAMYMEe Ha YCrelwHW MpoBepKn 3a

MAEHTNYHOCT M CaMOANYHOCT.

4.3 W3AABAHE HA KBAAMVOULIMPAHO YAOCTOBEPEHUE

4.3.1 OBPABOTKA

Chaep noayyaBaHe Ha MCKaHe 3a M3AaBaHe Ha KBaAMOUUMPAHO yAOCTOBEpeHue W
CbOTBETHO HerosaTa obpaboTkaTa, CbLLLOTO Ce N3AaBa OT YAOCTOBEPABALLMA OpraH.

Bcunuku yaocTtoBepeHua ce nspaBaT B peaAHo BpeMe. [lpoueaypaTta 3a M3paBaHe e
cAepHaTa:

» BCSAKO MCKaHe 3a M3paBaHe Ha KBaAMdUUMPAHO YAOCTOBEpeHue, ce 3anucea U
nposepABa oT Perncrpunpaluma opran;

» CaMO AMLaTa, M3BbPLUBALLM AOBEPEHU POAM MMaT AOCTbM AO OMNepaTUBHUTE
AencteuA Ha Peructpupawma opraH. VIanoasBaHeTo Ha akayHTW 3alimTaBa onepaTuBHUTE
AEVCTBUA Ha MHOTO HMBA N NMO3BOAABA CUTYPHO O0bpaboTBaHe Ha MCKaHEeTO 3a M3paBaHe Ha
KBaAMPULMPAHO YAOCTOBEPEHMNE, BKAIOYUTEAHO 33 Cb3AaBaHE Ha NMOAXOAALLO dopMaTMpaHa
3afABKa 3a M3AaBaHe Ha YAOCTOBEpPEHME OT YAOCTOBEPABALLMA OPraH;

» obpaboteHata n dopmMaTMpaHa 3adABKa 3a YAOCTOBEpPEHWe ce um3npalia Ha
CbpBbpa 3a M3paBaHe Ha KBaAMOULMPAHO YAOCTOBEPEHME CbIAaCHO M3BpaHns Npodua;

» YAOCTOBEpPABALLMAT OpraH reHeprpa UCKaHOTO YAOCTOBEPEHME, MOAMUCBA O C
eAEKTPOHHMA NoAnNnc Ha EBpOTPBbCT M ro nybanKyBa HesabaBHO B [1ybAnYHMA cn perucTbp;

> YAOCTOBEpABAWMAT OpraH MOAFOTBA  OTrOBOP, CbAbPXall, WM3A3AEHOTO

YAOCTOBEPEHME N FO NPEAOCTaBA Ha NOTPebnTeAs;
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> EBpoOTpPbCT He uM3paBa YAOCTOBEPEHWA, HUMUTO »KMBOT HaABMLLIABa TO3M Ha
N3AABALLMA FO YAOCTOBEPABALL, OPraH 3a NoAnMcBaHe.

Mpn oTaaneyeHO 3aABABaHE Ha YAOCTOBEpPEHME Mpe3 MOOWAHOTO MPUAOXKEHWE Ha
EBpoTpbCT, CbLIOTO ce M3paBa B peanHO BpeMe He3abaBHO, B paMKUTe Ha cecuaTa Mo

pervcrpauma Ha notpebuteas.

4.3.2 NPEAOCTABAHE HA UHOOPMALINA

OtopusumpaH npeactaButen Ha Peructpupawmsa opraH Ha EBpoTpbcT, HesabaBHO
nssectaBa Tutyaapa/Cou3patend UAM ymbAHOMOLLEHOTO OT Cb3aaTeAs AULE 3@ U3AAAEHOTO M
NyOAVMKYBaHO YAOCTOBEPEHME.

OtopusumpaH npeactaButeA Ha Pernctpupaluma opraH Ha EBpoTpbcT msnpaiwa A0
TuTyAaapa/Cb3paTeAd eAeKTPOHHO M3BECTUE MO UMENA C MHGOPMaLMSA 38 UMETO Ha TUTYAApPS,
BMAA Ha M3A3AEHOTO YAOCTOBEPEHWE 3a eAEKTPOHEH noanuc/nevaT yHWKaAHUA CcepueH
HOMep Ha KBaAMOULMPAHOTO YAOCTOBEPEHMETO W MepuoAa My Ha BaAMAHOCT, OCBEH B
CAyYanTe, KoraTto AMMCBa UMENA appec.

AOCTaBUMKDBT AOCTaBA U3AAAEHOTO yaOoCTOBepeHue Ha  Tutyadapa/Cobspateasd,
PEeCneKTMBHO Ha YMbAHOMOLLEHOTO OT HEro Auue, Ypes Pernctpurpaluma opraH.

B cayyante korato EBpOTpBCT ynpaBAABa 4aCTHUA KAIOY OT MMETO Ha MoTpebutens
MBAHOTO U TOYHO YAOCTOBEPEHME € HAAUYHO 3a U3MOA3BaHE OT TUTYAAPA, ako € HEODXOANMO.
He e HEOOXOANMMO YyAOCTOBEPEHMNETO Aa € HAAUYHO 3a U3MNOA3BaHE BEAHAra CAeA N3AaBaHETO.

OtopusumpaH onepatop Ha Peructpupalima opraH 3anmcea yAOCTOBEPEHUETO Ha
YCTPOMCTBO 3a Cb3paBaHe Ha EAEKTPOHEH Mnoanuc/mevat, KbAeTO € buAa reHepupaHa
ABOVIKaTa Kpuntorpadckm KAtOHOBE 3a TOBa yAOCTOBEpPEHMeE.

Te3an npaBuAaa ce npwuaaraT M MNPU OTAAAEYEHO W3AaBaHe Ha KBaAvduumpaHo
YAOCTOBEPEHME Ype3 MODUAHOTO NPUAOKeHMe Ha EBpoTpbeT. B To3n cayyan yBepaomMABaHETO
Ha Tutyaapa/Cb3patena cTaBa 4Ype3 u3npallaHe Ha cboblleHne B CaMOTO MOBUAHO

NPUAOCXKeEHNE.
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4.4 NPUEMAHE HA KBAAMOULUUNPAHO YAOCTOBEPEHUE

4.4.1 NOTBbPXAEHUE 3A NPUEMAHE HA KBAAMOULIMPAHO
YAOCTOBEPEHUE

Mpu noAyvyaBaHe Ha KBaAMOUUMPAHO YAOCTOBEpPeHUe, MNOTPEeOUTEAAT € AABXKEH Aa
NPOBEPU CbABPXKAHMETO My, MO OTHOLUEHWE Ha TOYHOCTTa Ha AAHHUTE U HaAMYMETO Ha
NyOAMYEH KAIOY CbOTBETCTBALL, Ha YaCTHUA KAIOY, KOWTO TOW npuTtekaBa. AKO B
YAOCTOBEPEHNETO Ca BMNMCaHN HEBEPHM AAHHW, YAOCTOBEPEHMETO TpAbBa pa Obae He3abaBHO
npeKpaTeHo.

Ako TutyaapaT/Cb3aaTeAAaT Bb3pasun, e U3A3AEHOTO KBaAUDULIMPAHO YAOCTOBEPEHME
CbABPXKa rPeLLKN AN HEMBAHOTU B 3 (TPWMAHEBEH) CPOK OT NyBAMKYBaHETO My B perucropa,
EBpoTpbCT v oTCTpaHABa 4Ype3 M3paBaHe Ha HOBO YAOCTOBepeHWe 0e3 3anAallaHe Ha
Bb3Harpa>kAeHMe, OCBEH ako Ce AbAXKAT Ha NPEeAOCTaBAHe Ha HEBEPHU AaHHW. [Mpun Annca Ha
Bb3parKeHune ce CMATA, Ye CbAbPMHAHMETO Ha YAOCTOBEPEHMETO € NPUETO.

[MpaBuKAaTa B HacToALLATa TOYKA Ce NPUAAraT KakTo Npu n3saBaHe Ha YAOCTOBEPEHME,
Taka M Npu NOAHOBABAHE Ha YAOCTOBEPEHME.

Chep npoueaypa Mo npueMaHe Ha KBaAMGUULMPAHO YAOCTOBEpPeHME ce npuema, ye
NOTPebUTEAAT € BUA 3ano3HaT C NPOLEAYPUTE 3a U3AaBaHE Ha YAOCTOBEPEHME, OMMCaHN B
TO3U AOKYMEHT.

C npuemaHe Ha KBaAMOUUMPAHOTO YAOCTOBEpPEHWE, MoTpebuTeAasT npuema

MpaktukaTta n MoAnTMKaTa NPK NPEAOCTaBAHE Ha KBaAUDULMPAHU YAOCTOBEPUTEAHWN YCAYTU.

4.4.2 NYBAUKYBAHE HA KBAAMOULIMPAHO YAOCTOBEPEHUE
Bcako nsaaaeHo v npueto yaoctoBepeHumne ce nybArKyBa He3abaBHO B perncrbpa Ha

yAOCTOBepeHunATa Ha EBpoTpbCT.

4.4.3 NHOOPMALINA 3A APYTU CTPAHU

Caepn  nybAMKyBaHETO Ha  WM3AAAEHOTO  YAOCTOBEPEHME B perncrbpa Ha

YAOCTOBEPEHWMATA, TO CTaBa AOCTbIMNHO bes OorpaHn4eHme 3a BCNHKN 3anNHTEPECOBAHN CTPaHN

CAEA MN3MbAHEHWE Ha MPUAOHKNMUTE NMPOoLUEeAYPUN 3a NPOBEPKa Ha AOCTbIMa AO HEro.
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4.5 YNOTPEBA HA KBAAMOULIMPAHO YAOCTOBEPEHUE U HA ABOUKATA
KAKOYOBE

4.5.1 OT CTPAHA HA TUTYAAPUTE/Cb3AATEAUTE

Tutyrapute/Cb3pateante TpAGBa Aa M3MOA3BAT YaCTHUTE KAIOYOBE U
KBaAMPULIMPaHNUTE YAOCTOBEPEHNA!

» B CbOTBETCTBME C TAXHOTO NpeaAHa3HavyeHne, NMoCOYeHOo B HacToAwaTa [pakTika 1
B CbOTBETCTBME C OrPaHNYEHMATa N LLeAUTE 3a N3MOA3BaHe, BMMCaHW B CAaMOTO NMPUAOXKEHME,
KaKTO BbB BPb3Ka C aTpMbyTuTe Ha CaMOTO YAOCTOBEPEHME;

» B CbOTBETCTBME C AOMBAHUTEAHO CMOPa3yMeHNe MexaAy NoTpebuteas u
EBpoTtpbcT;

» CaMO B paMKUTe Ha CPOKa Ha TAXHaTa BaAMAHOCT;

» KOrato yAOCTOBEPEHMETO e CNPAHO, NOTPebUTEAAT He TPAOBa Aa M3MOA3Ba
4YaCTHWMA KAIOY 3a Cb3AaBaHe Ha eAeKTPOHEH noanuc/neyar.

TutyAapaT/Ch3paTeAdaT HAMa NPaBo Ad NPaBU AOCTOAHME YAaCTHUA CU KAIOY Ha TPeTH
AVLA, HUTO A3 MPEAOCTaBA HOCWUTEAA, BbPXYy KOWTO € MepCOoHaAM3MpaH WAM HavyMHa Ha
naeHTMPMKauma. OTroBOPHOCTTa 3a OMasBaHETO Ha TalHaTa Ha YacTHUA KAKY € Ha

Tutyaapa/Co3psatena.

4.5.2 OT AOBEPABALWLUTE CE CTPAHU

AoBepABalnTe ce CTpaHW, BKAIOYUTEAHO onepatopute B Permcrpupalwima opran,
TpAGBa Aa MNoAaraT AbAKMMaTa rpuxa MNpW M3MNOA3BaHE Ha NyOAMYHUTE KAOHOBE U
CbOTBETHUTE UM YAOCTOBEPEHNA:

» B CbOTBETCTBME C TAXHOTO MNpPEAHa3HavYeHwe U1 BNUCaHU OrpaHWYeHMA 3a
N3NOA3BaHe, MOCOYeHO B HacToAwaTta [lpakTnka, KakTo 1 C oraea atpubyTute Ha CamMOTO
yAOCTOBEpPEHMUE;

» CaMO cAep MPOBepKa Ha TEXHWA CTaTyC M NPOBEpPKa Ha @AeKTPOHHMA MOoAMUC Ha
YaocToBepABaLLMA OpraH, U3paA YAOCTOBEPEHUETO;

» AO NMpekpaTABaHe Ha YAOCTOBepEHUeE;

» KOorato yAOCTOBEPEHWMETO e CMpPAHO, AOBepsABalllaTa ce CTpaHa He TpAbBa Aa
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npuemMa nyoANYHUA KAIOY.

4.6 NOAHOBABAHE HA KBAAMOULIMPAHO YAOCTOBEPEHUE

MoaHOBABaHe Ha KBaAMOULMPAHO YAOCTOBEpEHMe O3HavaBa MoAMAHa Ha BaAMAHO
YAOCTOBEpeHMe C HOBO, 6e3 Aa ce MPOMEHA ChliecTByBallaTa MHGOPMaLMA B HEFO, OCBEH HOB
cepmeH HOMep, HOBa ABOMKAa KAOYOBE, HOB CPOK Ha BaAMAHOCT U HOB EAEKTPOHEH
noanuc/nedat Ha YaocTtoBepsABalMA opraH. 1o TpAbsa apa Obae npeallecTBaHO OT
perncTtpupaHe Ha MUCKaHe 3a MOAHOBABaHe B NMoaxoaAlla dopma, npueta U opo0bpeHa oT
onepaTtop B Pernctpupaly opraH, npoBepeHa MAEHTUYHOCT U KOPEKTHOCT Ha MOA3AEHOTO

MCKaHe.

4.7 W3AABAHE HA KBAAMOULIMPAHO YAOCTOBEPEHUE C TEHEPUPAHE
HA HOBA ABOMNKA KAIOYOBE

HoBa ABOWKa KAlo4OBe ce reHepupa oT EBpoTpbcT, B cAydauTe KoraTo Bede
perncTpupaH noTpebuTea Nnoucka pa My cCe reHepupa HOBa ABOMKA KAIOHOBE UAM HOB
noTpebuTen NoaaAe MCKaHe 3a reHepupaHe Ha ABOMKa KAloyoBe. [eHepupaHeTo Ha HoBa
ABOMKa KAIOYOBE Ce CbMbTCTBA C W3AABaHE HOBO KBaAMOUUMPAHO YAOCTOBEpeHMe,
NOTBBbPKAABALLO NMPUTEXKAHMETO Ha HOBOCH3AAAEHATa KAIOHOBA ABOMKA.

N3paBaHe 1 noaHoBsABaHe ¢ Re-key TpsibBa aAa ce TbAKYBa MO CAEAHUA HAYMH:

» WN3AaBaHETO Ha HOBa ABOWKAa KAIOHOBE He Cce CBbp3a C HUKAKBW BaAUAHMU
YAOCTOBEPEHMA N CE U3MOA3Ba OT NOTPEOUTEAUTE, 338 Ad MOAYHAT YAOCTOBEPEHME OT BCAKAKDB
BUA,

» OTHacA ce A0 KOHKPETHO BaAMAHO YAOCTOBEpPEHME, MOCOYEeHO B WUCKaHeTo. B
CAEACTBME Ha TOBa, HOBOTO YAOCTOBEPEHME BKAIOYBA CbLLLOTO CbAbPMKaHMe, KaTo PasAnMKUTE
ca: HOB CepueH HOMep, HOB MYyOANYEH KAIOY, HOB CPOK Ha BaAUMAHOCT M HOB €AEKTPOHEH
noanuc/nedat oT YAoCToBepABaLLMA OpraH.

EBpoTpbeT MHbOpMMpa npeaBapuUTEAHO NMOTPEBUTEAUTE CU MO UMENA Han-MaAko 14
AHW Mpean M3Tn4aHe cpoka Ha BAaAMAHOCT Ha WM3A3AEHO YAOCTOBEPEHWME, KOorato ToBa e
Bb3MOMXHO.

MpoueaypaTa no nspaBaHe Ha KBaAMbULMPAHO YAOCTOBEPEHME C reHepupaHe Ha HoBa
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ABOVIKa KAIOYOBE MOXeE Aa Ce NMpuAara U KkbM YA0CTOBepABaLLMA opraH 1 kbM Pernctpupaima
opraH.
MpoueaypuTe MO TasuW TOYKa He ce MpuAarat 3a KBaAnduUMpaHU YAOCTOBEpPEeHUs,

N3A3AEHU OTAAAEYEHO, Ype3 MODBUAHOTO NPUAOHKEHME Ha EBpoTpbCT.

4.7.1 OBCTOATEACTBA, NP KOUTO CE NPUAATA NUSAABAHE HA
KBAAOULIMPAHO YAOCTOBEPEHUE C TEHEPUPAHE HA HOBA ABOVKA
KAKOYOBE

EAHO noTpebuTeacko McKaHe 3a M3paBaHe Ha KBaAMGUUMPAHO YAOCTOBEpeHMue C
reHepupaHe Ha HOBa ABOMKa KAIOHOBE, MPeAOCTaBeHO npea EBpoTpbeT, MoXKe aa ce npunaara
akKo:

» NOTPebUTeAAT e Cbluus;

» YAOCTOBEPEHWMETO € BaAMAHO B MOMEHTa Ha NoAaBa Ha MCKaAHETO U He € OTMEHAHO
npean ToBa;

» MNoTpebUTeAAT M3MCKBA AOMBAHWUTEAHO YAOCTOBEPEHME OT CbLMA TWUM WMAW OT
pPa3AMYeH TUM, HO CaMO B paMKUTe Ha MOAUTMKAaTa 3a YAOCTOBepABaHE Ha BaAMAHOTO

KBaAMPULMPAHO YAOCTOBEPEHME.

4.7.2 KON MOXXE AA MOUCKA AKTYAAUSALIMA HA KAKOYOBA ABOMKA
ckaHeTo 3a n3paBaHe Ha KBaAMbULMPaHO YAOCTOBEpPEHMe C reHeprpaHe Ha HoBa
ABOWKa KAIOHOBE Ce M3BbPLUBA EAMHCTBEHO OT TuTyAdp/Cbh3paTeA AN YITbAHOMOLLEHO OT HEMO

AMLe.

4.7.3 AKTYAAUSALMNA HA KAKOYOBA ABOMKA U OBPABOTKA HA
MNCKAHETO

N3paBaHe Ha KBaAMOUUMPAHO YAOCTOBEpPEHWE C reHepupaHe Ha HOBa ABOWKA
KAIOHOBE 3a EAEKTPOHEH Moanmc/medar ce NPeAxoXKAa OT perncrpuMpaHe Ha WckaHe 3a
noaHoBABaHe npea Pervctpupalums opraq Ha EBpoTpbeT.

ickaHeTo 3a nopHoBABaHe Ha KBaAMGULMPAHO YAOCTOBEPEHWE, Ype3 eAeKTPOHHa

3aABKa Ce YAOCTOBepABa C EAeKTPOHEH I'IO,A,I'IVIC/I'Iel-IaT, CbOTBETCTBAall, Ha BaAMAHOTO
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yAocTtoBepeHue Ha Tutyaapa/Cb3saTenn NAM YITbAHOMOLLEHO OT HEero AMLe.

B cayyalt, e yaoCTOBEPEHMNETO, KOETO CE MOAHOBABA € C U3TEKbA CPOK Ha BaAUAHOCT,
Tutyaapat/Cb3paTeAdaT AU YTBAHOMOLLLEHO OT Hero AuLe TpAabea aa noceTn Perncrpupatuma
opraH Ha EBpoTpbcT 1AM pa ce maeHTUdMUMpPa OTAaAEYEHO. YMBAHOMOLLEH OnepaTop Ha
Pervctpupallma opraH CTpOro cAeABa U3NCKBaHUATA 38 MAEHTUOMKALMA U YCTaHOBABaHE Ha
MAEHTUYHOCT U Ha YCAOBMATA 3a MOAHOBABaHE.

Chaep ycnewHa waeHTUOMKALMA U MpPOBEpPKa Ha YCAOBMATa 3a MNOAHOBABaHeE,
Perncrtpupalymar opraH MOTBbP»KAaBa WCKaAHETO 3a MOAHOBABAHE Mpea onepaTuBHUA
YaocTtoBepABaly, opraH Ha EBpoTpbeT.

Chaep ycnelwHa eAeKTpOHHa aBTeHTUdMKauma Ha PerucTpupawms opraH, ypes
OTOPU3NPaHMA onepaTop, onepaTnUBHUA YAOCTOBEpPABALL, OpraH M3MbAHABa MOTBbPAEHOTO
MCKaHe 3a MOAHOBABAaHE Ha YAOCTOBEPEHMETO.

Mpwn HeycnewHa uvaeHTUOUKALMA M MNPOBEpKa Ha YCAOBMATA 3a MOAHOBABAHE,
Perncrpupalymar opraH OTXBbPAA WCKaHETO 3a MOAHOBABaHE Ha YAOCTOBEPEHMETO U
n3BecTABa NOTPebuTeAd 3a TOBa CBOe aAelcTBMe. B TakbB cAydan noTpebuTeAs C OTXBbPAEHO
MCKaHe 3a MOAHOBABaHE MOXE Aa 3aABUM M3AaBaHE Ha HOBO YAOCTOBEPEHME.

MoaHOBABaHe MO TasW TOYKa He ce npuAara 3a KBaAUdULMpPaHU YAOCTOBEPEHMS,

N3A3AEHUN OTAAAEHEHO, Hpes MOBUAHOTO NPUAOXKEHWME Ha EBpOprCT.

4.7.4 NHOOPMALNA 3A TUTYAAPA/CHb3AATEAA

OTopusuvpaH npeacTtaButen Ha Peructpupawma opraH Ha EBpoTpbcT HezabaBHO
nspectaBa TuUTyAapa/Cb3paTena WMAM YMBAHOMOLLEHO OT HEro Auue 3a MOAHOBEHOTO U
NyOAVMKYBaHO YAOCTOBEPEHME.

B cAyyanTe, Korato WCKaHeTO € MOA3AEHO MO EeAEKTPOHEH MbT npe3 nybAnyHO
AOCTBMHO yeb 0a3vpaHo npuAokeHue, EBpoTpbCT M3npalia No eAekTpoHeH nbT (4Ypes
eAeKTpOHHa nowa) nHbopMauma 3a HOBOTO KBaAMPULMPAHO YAOCTOBEPEHWe: MMeTo Ha
noTpebuTteas, TMna KBaAMPUUMPaHO YAOCTOBEPEHME, YHUKAAeH CEPUEH HOMEpP U CpOoKa Ha
BAaAMAHOCT Ha MOAHOBEHOTO yaOoCTOBepeHue. VIsnpalla ce n eAeKTPOHHNA aApec, OT KOUTO
MOXe Aa Ce CBaAW HOBOTO KBaAMPUULMPAHO YyAOCTOBEpEHMeE.

Korato wuckaHeTo ce noaaBa Ha MAcTo, npu Peructpupawma opraH,
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Tutyaapat/Co3paTendaT UAM  YMBAHOMOLLEHOTO OT HEro Auue MoAyYaBa MOAHOBEHOTO
KBaAMbULMPAHO YAOCTOBEpPEHME, Ype3 oTopusMpaH onepatop Ha Perncrtpupaiyma oprat.
OnepaTtopbT ro 3anncea Ha YCTPOMCTBO 3a Cb3AaBaHe Ha eAeKTPOHEH noanuc/neyaT, B KOETO

€ reHepupaHa ABOMKaTa KpUNTOrpapCKm KAIOHOBE 3a KBaAUPULMPAHOTO YAOCTOBEPEHME.

4.7.5 NOTBbPXXAEHUE 3A NPUEMAHE HA HOBO YAOCTOBEPEHME
Mpwn noAy4aBaHe Ha HOBO KBaAnPUUMpPaHO yaocToBepeHne, TUTYAAPAT/Cb3paTendaT e

AADBXKEH Aa ClMa3Ba N3NCKBaHNATa No-rope.

4.7.6 NYBANKYBAHE HA HOBO KBAAMVOULIMPAHO YAOCTOBEPEHME
EBpoTpbeT, 4pe3 onepatuBHuA YpocToBepABal, opraH nybAMKyBa HeszabaBHO

MOAHOBEHOTO YAOCTOBEPEHME B PErUCTbPA Ha YAOCTOBEPEHUNATA.

4.7.7 NHOOPMALINA 3A AOBEPABALLN CE CTPAHU
Chaep HezabaBHOTO MybAMKyBaHe Ha M3A3AEHOTO YAOCTOBEpPEeHMe B perucrbpa Ha
YyAOCTOBepeHuMATa, TO CTaBa AOCTbMHO 6e3 orpaHuyeHne 3a BCUYKN AOBEPABALLM Ce CTPaHu

npn N3NbAHEHME Ha CbOTBETHUTE NpPOoUeAYyPWN 3a AOCTbM AO Hero.

4.8 MNPOMAHA B KBAAMOULIMPAHO YAOCTOBEPEHUE

4.8.1 OBCTOATEACTBA 3A NPOMAHA B KBAAMOULIUPAHO
YAOCTOBEPEHUE

MpoMsHa B KBaAUDULMPAHO YAOCTOBEPEHME O3HaYaBa MPOMAHA B CbAbPAaHMETO Ha
AAHHWUTE BbB BEYE N3AAAEHO 1 NYBAMKYBaHO KBaAMPULIMPAHO YAOCTOBEPEHMNE 38 EAEKTPOHEH
noanuc/neyat. Mpu NnpomsHa B KBaAMGULMPAHO YAOCTOBEPEHME CE U3NCKBA 3aABAMKUTEAHO
reHepmpaHe Ha HOBa ABOMKa KAIOHOBE.

[lpoMAHaTa ce TpeTMpa MO CbLMA HaYMH, KaKTO UM M3AaBaHETO Ha HOBO
KBaANMPULIMPaHO YAOCTOBEPEHME.

EBpoTpbCcT He ponycKka NpoMAHa B NPodUAa Ha KBaAMPULMPaHNTE YAOCTOBEPEHMA 3a
eAeKTPOHeH noanuc/neyar.

HpOMﬂHa He Ce AOMYyCKa 3a KBa/\I/I(bI/ILI,VIpaHI/I YAOCTOBEPEHNA, M3AAAEHWN OTAAAEHEHO,
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qpes3 MOBUAHOTO NPUAOXKEHNE Ha EBpOTp'bCT. C'bLLI,I/ITe ce npekpartAaBaT N Ha TAXHO MACTO Cce

n3paBaT HOBW.

4.8.2 KO MOXXE AA MOUCKA MPOMAHA HA KBAAMOULIMUPAHO
YAOCTOBEPEHUE

Tutyaap/Cb3paten, YMbAHOMOLLEHO OT HEro AMLE, APYrO CBbP3aHO C TAX AULE UAM
AV, KOETO € M3TOYHUK UAM MMa BPb3Ka C BMNNCaHU B YAOCTOBEPEHNETO AAHHUW, MOXe Aa
MoMcKa MpPOMsAHa Ha KBaAUOUUMPAHO YAOCTOBEPEHME MPW YCAOBME, Y€ Ca W3MbAHEHMW

N3NCKBaHWNATa N YCAOBUATA, ONMMCaHN B TO3N AOKYMEHT.

4.8.3 OBPABOTKA HA UCKAHETO

MpoMsAHaTa Ha KBaAMGUUMPAHO YAOCTOBEPEHWE 3a eAEKTPOHEH noanuc/medyat ce
NpeAxo>aa OT NopaBaHe Ha MCKaHe 3a NpoMaAHa oT TutyAaapa/Cb3aaTeAs AU YMTbAHOMOLLEHO
OT Hero Auue npw Pernctpunpaiuma oprad Ha EBpoTpbcrT.

ickaHeTo 3a NMpoMAHa, 4Ype3 eAeKTPOHHa 3aABKa Ce YAOCTOBEpPABa C €AeKTPOHEH
noanuc/nedat Ha Tutyaapa/Cb3paTenn, CbOTBETCTBALL, Ha BaAMAHO  KBaAMbULMPaHO
yAOCTOBEpPEHME.

B cayyan, ye yaoCcTOBEpPEHMETO, KOETO Ce MPOMEHA € C N3TEKbA CPOK Ha BaAMAHOCT,
TutyaapaT/Cb3paTeAAT AU YITBAHOMOLLEHO OT HEro AuLe TpAbBa Aa nocetu Pervctpupatyma
opraH Ha EBpoTpbcT aM Aa ce naeHTMdULMpPa OTAaAedeHo. PernctpmpallmaT oprad cTporo
CAeABa U3NCKBaHWUATA 3a MAEHTUMKALMA N YCTAHOBABAHE Ha MAEHTUYHOCT M Ha YCAOBMATA 3a
NPOMsAHa Ha KBaAMbULMPAHO YAOCTOBEPEHME.

Chaep ycnewHa uvaeHTUOUKALUMA U MPOBEpKa Ha YCAOBUATA 3a MPOMSHA,
PerncrpupalmaT opraH NOTBbPKAABa MCKaHETO Nnpea onepaTtMBHUA YAOCTOBEpPABaLL, OpraH
Ha EBpoTpbCT.

Chaep ycrnelwHa eAeKTpOHHa aBTeHTUGMKAuMA Ha OTopM3MpaHuMAa onepaTop Ha
Perncrtpupaluma opraH npea onepatvBHUA YAOCTOBEPABALL, OPraH, NMOCAEAHUAT U3MbAHABA
NOTBbPAEHOTO UCKaHe 3a NPOMAHa Ha KBaAMPULIMPaAHOTO YAOCTOBEPEHME.

Mpu HeycnewHa uvAeHTUOUKALMA U NpPoOBepKa Ha YCAOBMATA 3a MPOMAHA,

PeI'VICTpVIpaLLI,VIFlT OpraH OTXBbPAA WCKAHETO W He3abaBHO u3BecTABa I'IOTpe6l/lTe/\F| 3a
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npuyrHaTa. B TakbB cAydalr NnoTpebuTend C OTXBBPAEHO MCKaHe 3a MPOMAHA, MOXKe Aa MOMCKa

n3paBaHe Ha HOBO KBa/\I/ICi)I/ILI,I/IpaHO YAOCTOBepPEHME 3a EAECKTPOHEH I'IOAFIVIC/I'Ie‘-IaT.

4.8.4 NHOOPMALUA 3A NOTPEBUTEAA

OtopusupaH cayxuten Ha Peructpupawma opraH Ha EBpoTtpber, HeszabaBHO
nssectaBa TuUTyAapa/Cb3paTend VAW YIMTBAHOMOLLEHO OT HEero Auue 3a MPOMEHEHOTO W
Ny6AMKYBaHO KBaAMULIMPAHO YAOCTOBEPEHME.

AoctaBunkbT m3npawa A0 Tutyaapa/Cb3paTend eAeKTPOHHO u3BecTve (MMeNnA) c
nmeTo Ha Tutyaapa/Cob3paTend, TUNa Ha KBaAMOULIMPAHOTO YAOCTOBEPEHNETO 38 EAEKTPOHEH
HOAI'II/IC/I'IeLIaT, yHI/IKaAHI/IFI cepmeH HOMep n chKa Ha BaAMAHOCT Ha I'IpOMeHeHOTO
yAocTOBepeHue. [ToTpebnTeaaT noAyyaBa 1M eAeKTPOHHA NpenpaTka, OT KOATO MOXe Ad CU
CBaAW MNPOMEHEHOTO KBaAMPULUMPAHO YAOCTOBEPEHME.

Korato Tutyaapat/Cb3paaTeAdT WAM  YMBAHOMOLLEHOTO OT Hero Auue mnocelliaBa
Pernctpupawma opraH, noTpebuTeAaT noAyYyaBa HOBOTO YAOCTOBEpPEHME Ha MACTO.
OTopuanpaH CAyXUTeA Ha PerucTpupalwma opraH 3anuMcBa HOBOTO KBaAndMLMpPaHo
YAOCTOBEPEHME Ha YCTPOWCTBO 3a Cb3paBaHe Ha noanuc/medyaTt, B KOETO € U reHepupaHa

ABOVIKaTa KpUnTorpadCkmn KAKOHOBE 3a YAOCTOBEPEHMNETO.

4.8.5 NOTBbPXXAEHUE 3A MTPUEMAHE HA HOBO KBAAUOULIUPAHO
YAOCTOBEPEHME

Mpwn NnoAyyaBaHe Ha NPOMEHEHO KBaAMULMPAHO YAOCTOBEpPEHME, NOTPEBUTEAAT ce
aHrakmpa Aa NPoBepPm CbAbPXHKaHMETO My, OCODEHO 3a TOYHOCTTa Ha AGHHUTE U HAaAMYMETO Ha
NybAMYEH KAIOY CbOTBETCTBAlL, Ha YacCTHMA KAKOY, KOWTO TOW npuTexaBa. AKO
YAOCTOBEPEHMETO MMa HAKaKBU FPELLKN, KOUTO He MoraT Aa 6baaT NpueTn OT noTpebuTteas,
YAOCTOBEPEHMETO TpAbBa aAa bbae He3abaBHO NpeKpaTeHo.

TutyaapaT/Cb3paTeAdaT MAM YTBAHOMOLLEHOTO OT HEro AMLEe, MOXKe Aa Bb3pasu, ako
M3AAEHOTO YAOCTOBEPEHME CbAbPXKa FPELIKU UAW HEeMbAHOTU, B 3 (TPMAHEBEH) CPOK OT
nybAnKyBaHeTO My B perucrbpa. EBpoTpbCcT v oTcTpaHABa, 4pe3 M3paBaHE Ha HOBO
KBaAMPULMPaHO YyAOCTOBEpPeHMe 6e3 3anAallaHe Ha Bb3HarparkAeHWe, OCBEH aKko Ce AbAXKaT

Ha NpeAOCTaBAHE Ha HEBEPHM AaHHW. ﬂpm ANTMCa Ha Bb3pPaKeHne ce CMATa, 4e CbAbPKAHNETO
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Ha YAOCTOBEpPEHNETO e NpUneTo.

4.8.6 NYBAUKYBAHE HA HOBO KBAAMOULIMPAHO YAOCTOBEPEHUE
EBpoTpbCT, 4pes onepatuBHMA YaocToBepsABal, opraH nybAMKyBa He3abaBHO

MPOMEHEHOTO KBaANPULIMPAHO YAOCTOBEPEHME B PETUCTbPA Ha YAOCTOBEPEHMUATA.

4.8.7 VHOOPMALMA 3A AOBEPABALLUUTE CE CTPAHU

MyBAMYHUAT KAIOY B KBaAMPULIMPAHOTO YAOCTOBEPEHMNE, CbOTBETCTBALL, Ha AbPXKaHWA
OT TUTYAAPA YaCTeH KAIOY, € MyBAMYHO AOCTbMEH 3a BCUYKM AOBEPABALLN CE CTPaHM.

Bcaka poBepsaBalla ce cTpaHa, BKAIOYMTEAHO onepaTop B Perncrpupaly, opraH caeaBa
Aa U3MOA3Ba NYOANYHUA KAIOY U yAOCTOBEPEHMETO Ha Tutyaapa/Cb3paTend B CbOTBETCTBUE C
N3NCKBaHWATa Ha O3Ha4YeHaTa B YyAOCTOBEPEHNETO NMOAUTUKA.

AoBepaBalunTe ce cTpaHM TpAOBa Aa M3MOA3BAT MYOANYHUA KAIOY CAMO CAEA NPOBEPKa
Ha CTaTyca Ha YAOCTOBEPEHMETO N NPOBEPKa Ha EAeKTPOHHMA NOANUC Ha EBpoTpbCT.

OT ocobeHa BaXHOCT € AOBepABaLUNTE Ce CTPaHN A3 HE N3MOA3BAT NMYOBAUYHNA KAIOY

CAGA MPEKPaTABaHE Ha YAOCTOBEPEHUNETO AN B MOMEHT, KOraTo TO € CNpAHO.

4.9 CNWPAHE U NPEKPATABAHE HA KBAAMOULIMPAHO YAOCTOBEPEHUE

CnupaHe 1 npekpaTABaHe Ha BaAMAHOCTTa Ha KBaAMbULMPAHO YAOCTOBepeHue e
yCTaHOBeHa onepaTMBHa NpakTuKa Ha EBpoTpbeT. Te ce nanbAHABAT caMoO Npe3 neproaa Ha
BAaAMAHOCT Ha yaocToBepeHueTo. CnnpaHeTo BOAM A0 BPEMEHHO CrNPaHe Ha AENCTBNETO Ha
yaocToBepeHuneTo. [lpekpatABaHeTO BOAM A0 0Oe3BB3BPATHO CrMpaHe Ha AEWCTBMETO Ha
YAOCTOBEPEHMNETO N € HeobpaTUM npoLec.

AKO yAOCTOBEPEHMETO HbAE NPEKPATEHO CAEA MbPBOHAYAaAHOTO akTUBMpPaHeE, TO rybm
BAaAMAHOCTT@ CWM OT MOMEHTa Ha MpeKpaTABaHe W HEroBWMAT CTaTyC He MOXke Aa bObae
Bb3CTAHOBEH MPU HUKAKBW OOCTOATEACTBA.

Ako EBpOTpBCT cnpe 1AM npekpaTn YAOCTOBEPEHME, TOW perncTpupa Ta3m npomMaHa
B CBOATa 6a3a AaHHU C YAOCTOBEPEHMA U NYOAMKYBa OTMEHEHUA CTaTyC Ha YAOCTOBEPEHUETO
CBOEBPEMEHHO, HO BbB BCUYKM CAyHam B CPOK A0 24 (ABaAECET M HETUPU) Haca CAEA KaTo bbae

MOAYHEHO MCKaHETO. CnmpaHeTo VAN NPEeKpaTABaHETO CTaBaT BaAMAHWN BE€AHAra CAeA KaTto
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6baaT NyOAMKYBaHW B PErucTbpa Ha YAOCTOBEpPEHUATA. Te BUHAru ca ACHO OTOeAA3aHM C TOYHa
AaTa M 4ac Ha MPOMsHa Ha cTaTyca B cboTBeTHMA CNUCbK CbC CMPEHU U MPeyCTaHOBEHM
yaoctosepenua (Certificate revocation list/CRL) n 8 OpraHa 3a BaAnpaums Ha U3AATEAR Ha
yaoctoeepenuneto (Online Certificate Status Protocol/OCSP).

MNpu npekpaTABaHe Ha YAOCTOBEPEHMETO Ha onepaTnBHUA YAOCTOBEPABALL, OpraH 3a
M3paBaHe W MOAAbPXKAHe Ha  KBaAnduuMpaHW  YAOCTOBEPEHMA 3@  EeAEKTPOHHM
noanucu/nedat, AEMCTBUETO Ha BCUYKM MN3AAAEHW OT HEro W BaAMAHU YAOCTOBEPEHUA Ce
npekpartABa.

CaMo onepaTuBHUAT YAOCTOBEpPABaLL, OpraH, N3paA KBaAMdULMPaAHO YAOCTOBEpPEHME
33 eAeKTPOHEH noanMc/neyaT, MoXKe Aa NpeKpaTh AENCTBMETO Ha TOBa YAOCTOBEpPEHME.

AKO npekpaTABaHETO € CAeACTBME OT OfnepaTopcka rpellka WAM CAEACTBUE OT
KOMMNpOMeTMpaHe Ha OnepaTUBEH YacTeH KAOY Ha EBpPOTPBCT, AOBEAU A0 NMpeKpaTsaBaHe Ha
AEVCTBMETO Ha YAOCTOBEPEHNETO Ha OnepaTnBHUA YAOCTOBepsBaLY, opraH, AOCTaBUYMKDBT LWe
M3A3AE 33 CBOA CMETKa EKBMBAAEHTHO KBaAMbULMPAHO YyAOCTOBEPEHME.

Ycayrute no ynpaBAeHME Ha NpeKkpaTABaHe U CnvpaHe Ha AEWUCTBMEeTO Ha
KBaAMbULMPAHO YAOCTOBEPEHME Ca HA Pa3MOAOXKEHNE AEHOHOLWHO, 7 AHU B ceaMumLaTa.

Mpu cpuB B cucTeMaTa, YCAYrUTE UAU APYrU GaKkTOpK, KOUTO Ca M3BbH KOHTPOAA Ha
YaocToBepsABalma opraH, EBpoTpbcT nonara MakCUMMaAHU YyCUAWMA, 3a Aa rapaHTupa, ve
yCAyraTa He AMMCBa 3a NePMOA, MO-AbABI OT MAKCUMAaAHMA NMEPUOA OT BPEME, KONTO B CAyYas
e 3 (Tpu) vaca.

EBpOTpbCT NPeaoCTaBAT Ha BCUYKM AOBEpABaLLM ce CTpaHu nHbopMauma OTHOCHO
BAAMAHOCTT@ WAM HE Ha W3AAAEHUTE OT Hero KeaAuduumMpaHu yaoctoBepeHud. Tasu
nHbopMauma ce NMPeAoCTaBs Ha Pa3NOAOXKEHME MO BCAKO BPEMe M AOPW CAeA CPOKa Ha
BAaAMAHOCT Ha YAOCTOBEPEHMETO MO aBTOMAaTU3NPaH HAAEXKAEH HauMH.

BpemeTo B cucteMuTe, CBbP3aHn CbC CNMpaHe 1 npeKkpaTaBaHe Ha YAOCTOBEpPEeHUs ce

cuHxpoHusmpa cnpamo UTC noHe BepHbK Ha 24 yaca.

4.9.1 OCHOBAHMA 3A NPEKPATABAHE HA KBAAUOULIUPAHO
YAOCTOBEPEHME

OcHoBHa npuvdrHa 3a TnMnpeKkpaTrtABaHE Ha KBa/\l/Id)l/ILI,I/IpaHO YAOCTOBEpPEHNME Ha
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notpebuTten e 3arybata Ha KOHTPOA BbPXY HaCTHUA KAKOY VAU HOCUTEAA, BbPXY KOWTO e
3anmMcaH VAWM AOPW CbMHeHMe 3a TakaBa 3aryba. O6CTOATEACTBa CblUECTBYyBaT, Korato
NpUTEXXaBaHWA OT NOTPEOUTEAR YAaCTEH KAIOY € M3BbH HEeroBma obcer Ha CUIyPHOCT, KOraTo
MMa CbLUECTBEHO HapyLleHWe Ha 3aAbAXKeHUATa Ha Tutyaapa/Cb3paTens, OnucaHu B
AOTrOBOpa MexAy Hero n EBpoTpbCT, MAM M3UCKBaHMATA Ha MOAUTMKATa M NpakTuKaTa npm
NpeAOCTaBsAHe Ha KBaAMOULMPaHN YAOCTOBEPUTEAHWN YCAYTM HE € Cna3eHa OT NoTpebuTens.

EBpoTpbCT npekpaTABa M3AAAEHO OT HeEro KBaAMbULMPaAHO YAOCTOBEPEHWE, MpU
HaAMYME Ha CAEAHUTE OBCTOATEACTBA:

» Korato nHdopMaumATa, BNMcaHa B yAOCTOBEPEHMNETO Ce € MPOMEHNA];

» KOraTo MMa MOAO3PEHME, Y€ YACTHUAT KAKOY, CBbP3aH C MNYyOAUYHUA KAIOY,
CbAbPXKall, Ceé B YAOCTOBEPEHUETO € KOMMNPOMETUPAH - Bb3HUKHAA € HEOTOPU3NPaH AOCTbM
AO YaCTHWMA KAKOY MAM MMa NPUYMHA Aa CE MOAO3MPa 3a TaKbB AOCTBIM, 3aryba Ha YacTeH KAKOY
MAM HaAMYME Ha MPUYMHA Aa Ce MOoAO03MpPa 3a TakaBa 3aryba, Kpaxba Ha YaCTeH KAY UAK
HaAM4YMEe Ha NMPUYMHA Aa Ce MOAO3MPa 3a TakaBa Kparkba, CAy4aMHO M3TPMBAHE Ha YacTeH
KAIOY;

» NOTPebUTEAAT pelun Aa NpeKpaTh AoroBopa ¢ EBpoTtpbeT;

» CMBPT WAM MOCTaBAHE Moy 3anpelleHne Ha Tutyaapa/CbapaTenn ¢ npekpaTABaHe
Ha topunanyecko anue Ha CbapaTeas;

» npeKpaTABaHe Ha NpeACTaBUTEAHATa BAACT Ha TuTyaapsa cnpamo Cb3pateasd;

» KOraTo noTpebuTeAAT He OTroBapA Ha M3MCKBaHMATA Ha MpueTaTa MOAMTMKA 3a
yAOCTOBEpsABaHe;

» aKo YpaocToBepABalLMA opraH npekpaTn AeMHOCTTa cu;

» aKo NoTPebUTEeAAT AbAXKMK HEU3MAATEHWN TaKCU 3a MPEAOCTaBAHU KBaAUdULMPaHM
YAOCTOBEPUTEAHU YCAYTU;

» KOraTo HaAEXAHOCTTa M CUTYPHOCTTa Ha 4aCTHMA KAIOY Ha YAOCTOBepABalLMA
OopraH e HapyLueHa;

» KOraTo noTpebuTen, KOMTO € CAY>KUTEA Ha eAHa OpraHM3aunsa NpeKkpaTn AoroBopa
cu 3a paboTa M He BbpHEe U3MNOA3BaHaTa KpunTorpadcka kapra, Ha KOATO Ce CbXpaHsBa
YAOCTOBEPEHMETO U CbOTBETHUA HAaCTEH KAIOY;

> Apyrn O6CTOF|T€/\CTBa, CBbpP3aHN C HEN3MbAHEHNE Ha USNCKBaHMATA Ha HpaKTl/IKaTa
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npv nNpeaoCTaBAHE Ha KBa/\l/ICIDI/ILI,VIpaHl/I YAOCTOBEPUTEAHN YCAYTW.

MNpu yaoCTOBEPEHUA, N3AAAEHM 3a LIeAUTE Ha U3MbAHEHME Ha n3nckBaHnAaTa no PSD2,
MCKaHeTO 3a npeKpaTABaHe Ha AEMCTBMETO MpW NPOMAHa Ha perucTpaumaTta Ha AULETO ce
oTtnpassa oT u e otroBopHocT Ha NCA. EBpoTpbcT npoBepABa aBTEHTUYHOCTTA Ha TOBA MICKaHe.
B aAonmbaHeHne EBpotpber nsnckea NCA 3a 13noa3Ba MMena aapec: support@evrotrust.com,
Ha KOWTO aAa M3Mpalla WCKaHWATa, CBbpP3aHW C MpoMAHaTa Aa CPOKa Ha AeNncTBue W
npekpaTABaHe Ha Te3u ypocToBepeHua. HesaBucnmo ot manoassarHma o NCA dopmat Ha

MMEeNA cbobLeHneTo, EBpOTpBCT BUHarmn ro nposepnAsa.

4.9.2 OCHOBAHUA 3A NPEKPATABAHE HA YAOCTOBEPEHUE HA
YAOCTOBEPABALL OPrAH

YAOCTOBEpPEHME, KOETO MPUHAAAEXKWN Ha YAOCTOBepABalUMA OpraH, Moxe Aa Obae
NpeKpaTeHo OT HeroBmaA mM3paBaly opraH. [10A0OBHO nNpekpaTABaHe MOXKe Aa ce MOABU B
cAepHaTa cuTyauma:

» Korato YAOCTOBepABaLUMAT OpPraH MMa OCHOBaHWA Aa CMATa, Ye nHdopmMaumaTa B
N3A3AEHOTO YAOCTOBEPEHME € HEBAPHA;

» KOraTo 4aCTHUMAT KAIOY Ha YAOCTOBepABallMA OpraH UWAM  HerosaTa
MHGOPMaLMOHHa CMCTEMA Ca HaPYLLIEHW MO HaYMH, 3aCAraLl AOBEPMETO Ha YAOCTOBEPEHUSAT],
MN3A3AEHM OT TO3M OpraH;

» Korato YaocToBepABallMA OpraH CbLEeCTBEHO € HapyLUA 3aAbAXKEHUe,
NPomM3AM3alo OT HactoAwaTa ,llpakTvka npuv npeapocTaBaAHe Ha KBaAvbuumMpaHu

YAOCTOBEPUTEAHN YCAYTI".

4.9.3 AMUA, AETUTUMUPAHU AA MOUCKAT NPEKPATABAHE HA
KBAAMOULIMPAHO YAOCTOBEPEHME

ChaepHnTe cybeKkTn MoraT Aa NMoA3aAaT MCKaHe 3a NnpekpaTtaBaHe Ha KBaAndbuumpaHo
YyAOCTOBEpEHMe:

» noTtpebuten, konTo e Tutyaap/Cb3aaTen Ha YAOCTOBEPEHME;

> YNMbAHOMOLLEH NMPEACTaBUTEA Ha y,A,OCTOBepHBaLLI,l/IH opraH (B CAy4aA Ha EBpOTp'bCT
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Ta3n PoAA e 3arnaseHa 3a aAMUHUCTPaTopPa No CUrypHOCTTa)

> Cb3paTen, KOMTO KaTo paboTopaTeAn npekpaTABa TPYAOBWA AOrOBOP Ha CBOW
CAY>KUTEA, MPEeKpaTABa N YAOCTOBEPEHNETO Ha TUTYAAPA, KOUTO € HeroB nopdnHeH. B tosu
CAy4Yan, paboTosaTead MHGOPMMpPa He3abaBHO CBOA MOAYMHEH;

> NCA;

> Korato onepatop oOT Perncrpupawma opraH wWMa CbMHEHME OTHOCHO

AOCTOBEPHOCTTa Ha AaAeHaTa MHopMaLma OT NoTpebuTes.

KoraTto eaHO lOpUMAMYECKO AMLE MOWUCKa MpeKkpaTABaHe Ha YAOCTOBEpeHMe Ha
YyMbAHOMOLLLEHO OT Hero Aunue (Tutyaap), YaocToBepAaBalma opraH TpAabBa aAa:

» npoBepABa AAAU 3aABUTEAA € YTbAHOMOLLLEH Aa NMOWCKa NpPeKpaTABaHeTo;

» noaAaBa yBEAOMAEHME AO TUTYAAPSA;

VckaHe 3a npekpaTsaBaHe Ha AENCTBMETO Ha KBaAUGUULMPAHO YAOCTOBEpPEHne
MOXKe Aa Ce noaaae npu Pernctpupaiums opraH Ha xapTua, No TenedoH U oHAalH. KoraTto
NoOTPEOUTEAAT MOoAaBa Ha XapTWA MCKaHETO 3a NpekpaTABaHe TpAbBa Aa ce ABM MNpw
Perncrtpupawma opraH. B cayyanTte KoraTto ce nomcka OHAaMH NpekpaTABaHe ce W3NCKBa
MCKaHETO A€ Ce MOAMMLLE C BaAMAEH 3@ MOMEHTa eAeKTPOHEH noanuc/nevat. Bve Bcekn ot
CAyYauTe, yAOCTOBEPEHMETO Ce CrMpa BPEMEHHO 3a rpaTuceH nepuoa. Bnocaeactsue ce
N3NCKBa ABABaHe npea PervcTtpupaluma opraH 3a U3ACHABaHE Ha CAyYad M NOTBbpKAaBaHe
Ha MCKaHeTO 3a NpeKpaTABaHe Ha KBaAMbULMPAHOTO YyAOCTOBEpPEHME.

TuTyAap MoXKe A3 MHMLMKPa NpeKkpaTABaHe Ha yAOCTOBepeHne OT MOOUAHOTO
npuvAoXkeHve Ha EBpOTPbCT, € aKTMBMpaHe Ha CboTBETHa OYHKUMOHAAHOCT, KOrarto
YAOCTOBEPEHMETO € W3AAAEHO OTpanedeHo. B To3m caydan ce cuuta, 4e TUTyAApAT e
MAEHTUOULMPaAH, NpeABKA akTuBMpaHeTo Ha [TVIH 3a A0CTbN A0 NPUAOXKEHNETO NAK YpEe3 APYT

6romeTpuyeH naeHTndmKaTop.

4.9.4 NMPOLIEAYPA 3A NMPEKPATABAHE HA KBAAMOULIMPAHO
YAOCTOBEPEHME

4.9.4.1 MNPOLEAYPA 3A NPEKPATABAHE HA KBAAUOULMUPAHO
YAOCTOBEPEHMUE HA KPAEH MOTPEBUTEA
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MpekpaTsBaHe AENCTBMETO Ha KBAaAUPULMPAHO YAOCTOBEPEHME Ha KpaeH NoTpebuTen
ce MpeAxoXAa OT MoAABaHeE Ha MCKaHe 3a npekpaTaBaHe npea PerncTpupalyma opraH Ha
EBpoTpbeT. VickaHeTo 3a npeKkpaTABaHe Ha YAOCTOBEpPEHME MOXE Aa Ce peructpupa
eAEeKTPOHHO, caMo KoraTo Tutyaapa/Cov3aatend nMa (Apyro) BaAMAHO U AOCTBMHO 3a MOA3BaHe
KBaAMbULMPAHO YAOCTOBEPEHME 3a EAeKTPOHEH noanuc/neyat. B npotueeH cayyali ce npasum
MCKaHe Ha MACTO Npea OTopU3npaH onepaTop npw Peructpupaluma opraH.

Mpu wnckaHe 3a npekpaTABaHe PerncTpupalyma opraH peructpvpa WCKaHeTo u
3ano4yBa npoLeaypa no npoBepkarta My.

Mpea Perncrtpupaluma opraH ce NpeacTaBAT AOKa3aTeACTBa 3a MpekpaTABaHe Ha
AEVCTBMETO Ha KBaAuduumpaHo yasoctoBepeHune. Caea NperaerkpaaHe Ha AOKasaTeAcTBaTa,
Perncrpmpaluma opraH peluaBa AaAn Aa MPOABAXKWM MpoLeAypaTa No NpekpaTaBaHe WAK A
OTKa>ke Ha NoTpebuTeaa NCKaHEeTO 3a NpeKpaTABaHe Ha yaoCcToBepeHuneTo. Peructpupaluma
opraH m3paboTBa M M3MNpalla aBTOMaTM3MpPaHa 3adABKa A0 YAOCTOBepABallMA OpraH 3a
paspeluaBaHe Ha NpoLeAypaTa No npeKkpaTaBaHe.

Bcako nckaHe 3a npekpaTtABaHe Ha yAOCTOBepeHue TPAOBa Aa CbAbPKa HEOCMOPUMMU
AOKa3aTeACTBa 3a MOTBbPXKAEHME Ha NpeKkpaTtaBaHeTo. Bcuukm MOTUBKM 3a npekpaTaABaHe

TpF|6Ba Aa Ca 3aBepeHn (I'IO,A,I'IVICaHl/I MO €EAEKTPOHEH MbT NAU MOAMMNCAHN Ha p'bKa).

MpoueaypaTa 3a npekpataBaHe Ha KBaAMbULMPAHO YAOCTOBEPEHME Ce M3BbPLUBA,
KaKTO cAeABa:

» OtopusnpaHnat onepatop B Peructpupawmsa opraH HeszabaBHO, 6e3 aa
naeHTMGMLUMpPa noTpebuTean, cnmpa AeNCTBUETO Ha YAOCTOBEPEHMNETO 3a rPaTUCEH MEePUOA,

» PervctpupalmaT opraH CTPOro CAeABa M3UCKBaHWATa 3a WMAEHTUOMKALMA U
yCTaHOBABaHE Ha aBTEHTUYHOCT Ha TUTyAapAa/Cb3aaTena AN YITbAHOMOLLEHO OT HEro AMLE W
NpUYMHUTE 3a npekpaTaBaHe. BbB Bcuukm  caydan, Tutyaapat/Cu3paTenaT  wnAU
YMbAHOMOLLEHO OT Hero Auue TpAbBa aa noceTtn Peructpupawma opraH Ha EBpoTpbeT 3a
nocAeABallla NMPOBEPKa Ha UAEHTUMYHOCTTA, PECNEKTUBHO CaMOAMYHOCTTa Ha NoTpebutend
AWM A3 Ce MAEHTUDULIMPA OTAAAEYEHO.

» Chep ycrelwHa npoBepKa 3a CaMOAMYHOCTTA Ha TutyaapAat/Cb3paTenaT uAn

YMbAHOMOLLLEHO OT Hero Anue, Pernctpmpalmna opraH, 4pe3 oTopmnsnpaHna onepaTtop nopaBa
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obpaboTeHa 3asABKa AO onepaTMBHUA YAOCTOBEpPABAlL, OpraH 3a npekpaTtABaHe Ha
yaocTtoBepeHue. Caep NOTBbPMXKAEHWE OT YAOCTOBEPABALLMA OPraH ce U3MbAHABA MCKaHETO
3a NpeKpaTABaHe Ha YAOCTOBEPEHMETO.

> T[lpn HeycnelwHa vAeHTUOMKaLMA 1M NPOBEpPKa Ha YCAOBUATA 3a NpekpaTaBaHe,
Perncrtpupalymar opraH OTXBbPAA WCKAHETO 3a MpeKkpaTABaHe Ha YAOCTOBEPEHWETO U
He3abaBHO wu3BecTABa TUTYAAPAT/Cb3AaTEAAT WMAM YMBAHOMOLLEHO OT Hero Auvue, 3a
NPUYMHUTE 3a TOBaA.

» T[loTpebuTteAn, C OTXBbPAEHO WCKaHe 3a MnpeKpaTABaHe Ha KBaAndUUMPaHO
YAOCTOBEPEHME, MOXKE Ad MOA3AE HOBO MCKaHe 3a NpeKpaTABaHe Ha YAOCTOBEPEHMETO, CAEA
KaTo OTCTPaHM NOCOYEHNTE NPUYMHMK 3a OTKa3a.

[Npu npekpaTABaHe Ha YAOCTOBepeHMe Npe3 MOBUAHOTO NPUAOKeHWe Ha EBpoTpberT,
ropHUTE NpoLeAypwn He ce npuaaraT. B To3um cayyain ce npnema, 4e NCKaHETO e HanpaBeHOo C
aKTMBMpPaHe Ha CbOTBETHA QYHKLMOHAAHOCT 3a NpeKpaTABaHe B MPUAOXKEHNETO, a TUTYAAPAT
€ HaAAeXHO MAeHTMOUUMPaH, NpeaBua 3HaHueTo Ha MVIH KoabT, ¢ KOMTO e akTMBMpaHo
npuaoxeHneto. Caep npekpatABaHe Ha yaocToBepeHueto, EBpoTpbcT, 4pes cBoA
onepaTmMBeH YAOCTOBEpPABaLL, OpraH, HezabaBHO NyHbAMKYBa NPEKPaTEHOTO YAOCTOBEPEHME B
CnucbKka cbec cnpeHn n npekpateHn yaoctoBeperua (CRL), kato mspaBa HoB Cnmcbk u
yBeaoMaABa TuUTyaapa/Cb3aaTens Ha NPEKPaTEHOTO YAOCTOBEPEHME.

[NpeKpaTeHO yAOCTOBEPEHME HE MOAAEXKWN Ha Bb3OOHOBABAHE NAM Ha MOAHOBABAHE.

AOCTbN A0 UCKAHETO 3a NpeKkpaTABaHe U AOKYMEHTaLUMATa CbC CUCTEMHUTE U3BAAKM OT
M3MbAHEHWETO Ha NpeKpaTABaHe Ha KBAaAMGUUMPAHO YAOCTOBEpPEHME MMaT OTOPU3MPaHU
AML@ OT NepcoHaAa Ha EBpoTpbCT.

AKO yAOCTOBEpEHME, Ce CbXpaHABa Ha eAeKTPOHHa Kpuntorpadcka Kapra, npu
npeKkpaTsaBaHe Ha AENCTBMETO Ha KBaAPULIMPaAHOTO YAOCTOBEPEHME, KapTaTa MOXKe Ad
6bae GUBMYECKM YHULLOMKEHA MAM CUTYPHO 3aAMYeHa. Ta3un onepauma Tpsibea pa ce
M3BbPLUBA OT NPUTEXKATEAA Ha KapTaTa.

EBpoTpbCT npenopbyBa NpUTEXKaTEAAT Ha KapTaTa Aa A CbXpaHABa MO Ha4yMH, KOMTO
My Npeyn Aa 6bAe OTKpaaHaTa, HEYMbAHOMOLLEHO U3MOA3BaHa AU GU3UYECKN YHULLOXKEHA,

a HaCTHMA KAKOY Aa 6bAe N3TpUT.
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4.9.4.2 NPOLEAYPA 3A NPEKPATABAHE HA KBAAUOUUWPAHO
YAOCTOBEPEHUE HA YAOCTOBEPABALL, OPTAH UAU HA PETUCTPUPALL, OPTAH

Ya0CTOBEpPEHME, KOETO NPUHaAAAEXU Ha YaoCToBepABaLL, opraH MAM Ha Pernctpupaly
opraH Moxe pAa bbae NpeKkpaTeHo OT opraHa, KOMTO ro e nsaan. B To3um cayvan otopusmnpanu
AVILL@ Ha OpraHa NpPeACTaBAT UCKaHe AMPEKTHO Ha EBpoTpbeT

EBpoTpbCT Ccblo MOXKe Aa NPEeACTaBW MCKaHe 3a NpekpaTABaHe Ha yAOCTOBEepeHMe Ha

YaocToBepaABaly, opraH WA Ha Peructpupall, opraH.

4.9.5 T'PATUCEH NEPUOA HA NPEKPATABAHE HA KBAAMOULIMPAHO
YAOCTOBEPEHUE

Mpean pa Npekpatn AENCTBMETO Ha BAAMAHO KBaAMUUMPAHO YAOCTOBEpeHMUe,
EBpoTpbCT cnnpa AencTBMETO My B rpaTuceH nepuoa. B paMknTe Ha TO3W rpaTuceH nepmog,
EBpoTpbcT 06paboTBa MCKaHETO 3a NpeKkpaTABaHe Ha KBaAMULMPAHOTO YAOCTOBEpPEHMUE,
KaTo:

» U13BbPLUBA BCUYKM MPOBEPKM 3a YyCTaHOBABaHE Ha MAEHTMYHOCTTa W NpoBepKa 3a
CaMOAMYHOCTTa Ha NOTPebUTEAR, MOAAA NCKAHETO;

» yCTaHOBABa NPUYMHUTE NPEAN3BUKBALLN NPEKpPaTABaHE Ha YAOCTOBEPEHMETO;

B cAyvam Ha HenoTBbPAEHW MPUYUHU UAM CAEA W3TUHaAHE Ha TFPaTUCHUA Mepuoa,
EBpoTpbCT Bb30OHOBABA AENCTBMETO Ha YAOCTOBEPEHMETO;

EBpoTpbCT AONYyCKa AENCTBMETO Ha YAOCTOBEPEHMETO Aa ObAE Bb3OOHOBEHO NpeAM Aa
n3Teye rpaTUCHUA NMepUop, €AMHCTBEHO MO M3PUYHO UCKaHe Ha Tutyaapa/Cb3paTend nAu
YMbAHOMOLLLEHO OT HEro AmLe.

CnupaHe Ha yAOCTOBEpPEHME He Ce AOMYCKa KaTo NMOAUTUKAE, KOraTo YAOCTOBEPEHNETO
€ N3AAAEHO OTAAAEYEHO, 4Ype3 MOBUAHOTO npuaoKeHwe Ha EBpoTpbeT. B To3n cayyan
YAOCTOBEPEHMETO He3abaBHO ce npekpaTtABa, be3 rpatuceH nepmoa 1 6e3 Bb3aMOXKHOCT 3a
Bb30OHOBABaHe.

NHdbopmMaumaTa oTHOCHO NpeKkpaTeHuTe YAOCTOBEPEHUSA Ce CbxpaHsBa B 6asa AaHHMU
Ha EBpoTpbcT. lMpekpateHuTe yaocTtoBepeHua ce nybamkyeaT B CnucbKa CbC CApPEeHU m
npekpateHu yaoctoBepeHunda (CRL) B paMknTe Ha HEOHXOAMMOTO TEXHOAOTUYHO BPEME, HO 3a

He noBeYe oT 3 yaca.
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Onepatopute Ha NpeKkpaTeHn yAOCTOBEPEHMA OT YAOCTOBEPABALLMA OpraH UAM OT
Pervctpupalums opraH, KakTo WM 3acerHature KpanHu notpebutean 6ueaT nHGOpPMUpPaHK

ABTOMAaTM4YHO 3a TOBa NpeKpaTAaBaHe.

4.9.6 CPOK 3A OBPABOTKA HA NCKAHETO 3A NMPEKPATABAHE
VckaHe 3a npekpaTtABaHe Ha KBaAMULMPaAHO yAOCTOBEpPeEHMEe ce obpaboTBa OT

EBpoTpbcT 6e3 HeonpaBaaHo 3abaBaAHe.

4.9.7 NPOBEPKA HA CINMNCBbKA CbC CNMPEHU N NPEKPATEHU
YAOCTOBEPEHUA (CRL)

Bcaka AoBepABalla ce cTpaHa, NpW NoAyYaBaHe Ha eAeKTPOHEH AOKYMEHT, MoANMCcaH
C KBaAMdULMPaH eAeKTpoHeH noanuc/nedaT oT TuTyaap/Cb3paTen, € AAbXKHa Aa Hanpasu
NpoBepKa Ha cTaTyca Ha KBaAMPULMPaHOTO yAOCTOBEpPeHMe B akTyaAHUA CNMCBK CbC CrpeHm
n npekpateHn yaoctoeeperHma (CRL) wmamM 4pe3 npoBepka Ha TekywmAa cTatyCc Ha
YAOCTOBEPEHMETO B pearHo BpeMe ypes OpraHa 3a Baanaaums ,Evrotrust RSA QS Validation”.

CnuncbKa cbC CNpPeHn 1 NPeKpPaTEHN YAOCTOBEPEHMA, Ha KOMTO BCAKa AOBEpPABaLLa ce
CTpaHa MO»Ke Aa HanpaBu CrpaBKa ce HaMupa Ha yeb canTa Ha apapec:
https://www.evrotrust.com.

EBpOTPBCT HE HOCK OTFOBOPHOCT 3@ HAaCTbMUAM BPEAM U MOCAEACTBUA OT

Hen3nbAHeHMe Ha NOCoO4YeHNTE N3NCKBaHNA.

4.9.8 YECTOTA HA NUSAABAHE HA CMUCBHKA CbC CINMPEHU U NPEKPATEHU
YAOCTOBEPEHUA (CRL)

EBpoTpbCT, Ypes cBoA onepatmMBeH YAOCTOBepPABaLL OpraH, nybAMKyBa Ha Noco4YeHms
B yAocTOoBepeHueTo yeb appec HoB akTyaneH CrMCbK CbC CNpPeHW W NpeKkpaTeHu
yaoctoBepeHmna (CRL), Bcekm nbT Korato ce npekpatM AENCTBMETO Ha BaAMAHO
YAOCTOBEPEHMNE, N3AAAEHO OT TO3M OpraH.

AOCTaBUYMKDBT, Ype3 CBOA onepaTMBeH YAOCTOBEpPABAlL, OpraH, akTyaAmsmpa cBoOA
Cnuncbk cbe cnpenu 1 npekpaTteHn yaoctoBepermsa (CRL) moHe BeaHB>K Ha BCEKU 2 ceaMuLn,

adKO HAMa CnnpaHe AN NpeKkpaTABaHe Ha YAOCTOBEPEHUE NPe3 TO3N NEPUNOA,.
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CpOoKbT Ha BAaAMAHOCT OT MOHe 2 CeAMULN BaXku 3a BCEKW NYOAMKYBaH HOB aKTyaAeH
Cnncbk cbe cnpenun 1 npekpateHn yaoctoeperna (CRL) Ha onepaTnBHMA YaocToBepABaly,

opraH.

4.9.9 MAKCUMAAHO 3ABABAHE HA MYBANKYBAHETO HA CRL
Bcekn Cnncbk cbe cnpenn u npekpateHu yaoctoBepenna (CRL) ce nybankyea 6e3
HeonpaBaaHO 3abaBAHe, BeaHara CAea KaTo TOW e cb3paseH (OBMKHOBEHO ToBa CTaBa

aBTOMAaTU4YHO B PaMKUTE Ha HAKOAKO MVIHyTVI).

4.9.10 OHAAWH NPOBEPKA HA CbCTOAAHUETO HA YAOCTOBEPEHUE

EBpoTpbcT ocurypaBa KBaanduuMpaHa yCcAyra 3a MNpoBepKa Ha CbCTOAHMETO Ha
N3AAAEHUTE YAOCTOBEPEHWNA B PEaAHO BpeMe. Tasn ycayra ce m3BbpllBa Bb3 OCHOBA Ha
[MpOTOKOA 3a OHAAMH NpPoOBepPKa Ha cTaTtyca Ha yaoctoBepeHue (OCSP), onmcan B RFC 2560.
N3noassaHeTo Ha OCSP paBa Bb3MOXKHOCT Aa ce Npuaobue nHdopMaLums 3a CbCTOAHMETO Ha
yAOCTOBepeHuATa, 6e3 aa ce m3nckBa nposepka B CnMCbK CbC CNPEeHU W MpeKkpaTeHn
yaocTtoBepenua (CRL).

MoaenbT Ha paboTa Ha OCSP e Ha npuHuuna ,3asABKa - oTroBop”. VI3BbpLuBa ce oHAalH
soctbn oo OpraHa 3a Baamaauma ,Evrotrust RSA QS Validation” npes ViHTepHeT. KaTo oTrosop
3a Bcska 3anaBka, OCSP cvpBbpa, npeaocTaBs caeaHaTa MHGOPMaLMA 38 CbCTOAHMETO Ha EAHO
KBaAMbULMPAHO YAOCTOBEPEHME:!

» A06po (good) - KoeTo 03HaYaBa MNOAOXKUTEAEH OTFOBOP Ha 3asBKaTta u TpAbea Aa
ce TbAKYBa KaTo NOTBbPXKAEHWE HAa BAAMAHO YAOCTOBEPEHME;

» npekparteHo (revoked) - koeTo 03HavaBa, Ye YyAOCTOBEPEHUETO € NPeKpPaTeHo;

» HenosHato (unknown) - KOeToO 03HaYaBa, Ye YAOCTOBEPEHNETO HE € U3AAAEHO OT
YpocToBepABall opraH Ha EBpoTpbCT.

OCSP ycayrata reHepupa oTroBop, OcCHoBaH Ha 6asa aaHHu. OCSP otroBopa e
BAaAMAEH B MPOABAXKEHME Ha 7 AHU. 3@ A3 Ce MOAAbPXKa MPaBUAHOTO M3MbAHEHME Ha
cucteMata, otroBopute Ha OCSP ca KewuvpaHu 3a NpesBapUTEAHO OMPEAEAEHO BpeMe

(O6I/IKHOBeHO He noBe4vye OT HAKOAKO t-laca).
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4.9.11 M3UCKBAHUA 3A OHAAVH NMPOBEPKA HA CbCTOAHUETO HA
YAOCTOBEPEHME

MNpoBepka Ha cTaTyc Ha yaocToBepeHune B peaaHo Bpeme (no OCSP npoTokoa) Moxe
Aa ce n3nbAHU npe3 IHTepHeT upes nsnoassaHe Ha OCSP npoTokoaa, KOMTO ocurypsaBsa Mo
aBTOMaTM3MpPaH, HaAeXAeH, 6esnaaTeH U eduKaceH HaunmH WHGOPMaULMA OTHOCHO
BAaAMAHOCTTA UAM OTMAHATa Ha N3AAAEHNTE YAOCTOBEPEHUSA.

AoBepsBaluTe ce cTpaHu TpsAbBa Aa nNpoBepABaT Ta3n MHbOpPMaLMA, Ha KOUTO Te
MCKaT Aa pasumnTaTt. EBpoTpbCT HE HOCK OTTOBOPHOCT 3@ HAaCTBMUAWN BPEAN U NMOCAEACTBUA OT

Hen3nbAHeHMe Ha NoOCoO4YeHNTEe N3NCKBaHNA.

4.9.12 CNEUMAAHUN N3NCKBAHUA MO OTHOLWEHUWE HA HAPYLLEHUE
HA CUTYPHOCTTA HA KAIOYA

B cAyval Ha HapylwaBaHe Ha CUrypHOCTTa Ha YaCTHWA KAtOY (HeroBoTo paskpuBaHe) Ha
YaocTtoBepABallMA OpraH WAM APYrn CcybekTn, onepupalm B pamMkuTe EBpoTpbCT,

AoCTaBUMKBT He3abaBHO MHPOPMMpPa AOBEpPABALLUTE Ce CTPaHM.

4.9.13 OCHOBAHMUA 3A CMUPAHE HA KBAAMOULIMPAHO
YAOCTOBEPEHME

EBpoTpbeT, Ypes cBoAa onepatMBeH YAOCTOBepsABall, OpraH, Cnvpa AeMCTBMETO Ha
BaAMAHO YAOCTOBEpPEHME MPU ONPEAEAEHU YCAOBUA 3a rPaTUCEH NEPUOA,

AoCTaBUMKDBT npeanpuemMa He3abaBHM AENCTBMA MO MCKaHETO 3a CnupaHe Ha
yAOCTOBEpPEHMe.

3a BpeMeTo, Npe3 KOeTo YAOCTOBEPEHMETO € CNPAHO, TO Ce CYUTA 3a HEBAAUAHO U
BCUYKW  EAEeKTPOHHW noanucu/nedaTn, npoBepABaHM C TOBa YAOCTOBEpPeHMe ca
HEAEWNCTBUTEAHM.

CnupaHe © Bb30OHOBABaHE Ha YAOCTOBEPEHME, W3AAEHO OTAAAEYEHO, 4pes
MOOUAHOTO NPUAOKeHWe Ha EBpoTpbCT He ce ponycka. HaBcAKbae B TO3M pasaeA 1 HerosuTe

NoApPa3AEAN € USKAKOHEHO CMMPaHEeTO Ha TakrBa YAOCTOBEPEHNA.
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4.9.14 AUA, AETMTUMUPAHU AA MTOUCKAT CNMMUPAHE HA
KBAAMOUNLUNPAHO YAOCTOBEPEHUE

EBpOTpPBCT cnvpa N3paAeHO OT HEro BaAMAHO KBaAMGULMPAHO YAOCTOBEPEHME aKo:

» NoCTbNu UckaHe Ha Tutyaapa/Cb3paTend AN YTbAHOMOLLEHO OT Hero Auue, 6e3
A3 € AABXKEH Aa Ce YBEPU B CAMOAMYHOCTTa AW B MPEACTaBUTEAHaTa My BAACT;

» MOCTBbMU UCKaHe OT AWLLE, 3a KOETO Ccriopea 0b6CToATEACTBATA € BUAHO, Ye MOXKe Aa
3Hae 3a HapyLUEeHMA Ha CUTYPHOCTTA Ha YaCTHUA KAIOY;

» MocTbnu UckaHe ot KomucumaATa 3a peryampane Ha cboblueHuata (KPC).

4.9.15 NMPOLIEAYPA 3A CMUPAHE N Bb3OBHOBABAHE HA
KBAAMOULIMPAHO YAOCTOBEPEHUE

CnupaHe AENCTBMETO Ha KBaAMOUUMPAHO YAOCTOBEPEHME Ce MPEAXOXKAA OT
perncTpmpaHe Ha UckaHe 3a cnupaHe npea Perncrpupaluma opran.

> VlckaHeTo 3a cnnpaHe Ha YAOCTOBEPEHME MOXKe Aa Ce PErUCTPUPA MO EAeKTPOHEH
MbT MAM Ce MOAABa Ha XapTuA Mnpea OTopusMpaH onepatop B Permcrpupaiyma opraH Ha
EBpoTtpbcr.

» VlckaHeTo 3a cnmnpaHe Ha yAOCTOBEPEHME, MO EAEKTPOHEH MbT CE YAOCTOBEPABA C
eAeKTPOHEH  noanuc/medaTt, CbOTBETCTBAll, Ha  BaAMAHOTO  YAOCTOBEpPEHMEe  Ha
Tutyaapa/Co3psatens.

» OTtopusmnpanuat onepatop B Peructpupawmsa opraH HesabaBHO, 6e3 aa
naeHTMGMUMpa noTpebutean, cnupa AENCTBMETO Ha yaocToBeperueTo. CnupaHeTo Ha
YAOCTOBEPEHMETO Ce M3BbPLUBA, YPEe3 BPEMEHHOTO My BnmnceaHe B Cnmncbka Ha cnpeHu u
npekpateHu yaoctoepenms (CRL).

» Chep ycnewHo yAOCTOBepABaHE Ha MAEHTUYHOCT Ha OTOPM3MpPaHUA ornepaTop B
Pervctpupaluma opraH npea onepatMBHUA YAOCTOBEPABALL, OPraH, NOCAEAHUAT U3MbAHABA
NOTBbPAEHATa 3aABKa 3a CrvpaHe Ha YAOCTOBEPEHUETO.

> Perncrpupalumat opraH He MOXe Aa OTXBbPAA MCKaHe 3a CrnvpaHe.

> Chep cnuvpaHe Ha yaocToBepeHmeTo, AOCTaBYMKBLT, 4pe3 CBOA oOnepaTuBeEH
YaocToBepsABall, opraH HesabaBHO MNybAMKyBa crnpAHOTO yaoctoBepeHne B Cnucbka Ha

cnpeHun n npekpateHn yaoctoseperunsa (CRL), upes nspasaHe Ha HoB CnincbK.
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» Chaep cnupaHe Ha yaoctoBepeHueTo, AOCTaBYMKBT He3abaBHO YyBeAOMABA

TuTyasps/Cb3aaTens Ha CNPAHOTO KBaAMOULIMPAHO YAOCTOBEPEHME.

4.9.16 FPATUCEH NEPNOA HA CMUPAHE HA KBAAMOULIMPAHO
YAOCTOBEPEHUE

EBpoTpbCT cnvpa AeNCTBMETO Ha KBaAMOUUMPAHO YAOCTOBEPEHME 3a eAeKTPOHEH
noAnuc/neYaT 3a rpaTUceH Nepmoa A0 YTOYHABAHE Ha MPUYMHUTE 3a CMMPAHETO, HO He Mo-
ADbATO OT 72 yaca.

[paTuceH nepuoa Ha CcnMpaHe Ha KBaAMOUUMPaHW YAOCTOBEPEHWSA, W3AAAEHM

OTAAAEYEHO, NPe3 MOBUAHOTO MPUAOIKEHME, HE Ce AOMYyCKa.

4.9.17 Bb3OBHOBABAHE AEUCTBUETO HA CMPAHO YAOCTOBEPEHUE

EBpoTpbCT Bb30OHOBABA AEUCTBMETO Ha CMPAHO YAOCTOBEPEHME:

» CAep KaTo OTnapaHe OCHOBaHWETO 3a CNUpaHe, NpeAn Aa n3Teye nepmnoaa Ha
cnupaxe;

» N0 WUCKaHe Ha TUTYAApPA, CAeA M3ACHABAHE Ha NPUYMHUTE 3a MONCKAHOTO
cnupaxe;

C/\eA Bb30OHOBABaHE Ha YAOCTOBEpPEHME, MOCAEAHOTO Ce CHNTa 3a ,A,eVICTBl/ITe/\HO.

4.9.18 NMPOLIEAYPA 3A Bb3OBHOBABAHE HA AEMUCTBUETO HA
KBAAMOULIMPAHO YAOCTOBEPEHUE

Perncrpupalwmar opraH Bb30OHOBABA CMPAHO YAOCTOBEPEHME CAEA KaTo MOAYYM
MCKaHe 3a Bb30oOHOBABaHe OT TuTyAaapa/Cb3paTend M CAea YyCMelHa npoBepKa 3a
MAEHTUOMKALMA 1N NPOBEPKA 33 CAMOANYHOCT.

Perncrpupalmar opraH HezabaBHO Bb30HOHOBABA CMPAHO YAOCTOBEPEHMNE CAEA KaTo
n3Teye rpaTUCHUA NEPUOA Ha CrinpaHe.

BbB BCMYKM cAydaun, npoueaypaTa Mo Bb3OOHOBABaHE W3BaXKAa CrNPAHOTO
yaocToBepeHue oT Tekywma CnmcbK CbC crnipeHu U npekpateHn yaoctoBepeHua (CRL) u

nyb6AMKYBa HOB CMNCDHK.
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4.10 NPOBEPKA HA AKTYAAHOTO CbCTOAHUE (CTATYCA) HA
KBAAMOULUNPAHUTE YAOCTOBEPEHUA

4.10.1 XAPAKTEPUCTUKUN

NHpopMaLma 3a CbCTOAHMETO Ha YAOCTOBEPEHMATA, U3AaAEHN OT EBPOTPBCT MOXKe Ad
6bae noayveHa B CnmncbKa cbe cnpeHun 1 npekpateHu yaoctoBepenmsa (CRL), nybankyBaH Ha
canTa Ha EBpoTpbcT B MHTepHeT, 4ype3 [lpoTOKOAa 3a OHAaWH MpoOBepKa Ha cTaTyca Ha
yaoctoBeperuaTta (OCSP).

YAOCTOBEPUTEAHUTE YCAYTM 3a MpOBepKa Ha CcTaTyca Ha KBaAMduuMpaHute
YAOCTOBEPEHMA Ca AOCTbMHU B pexknm 24/7/365 (HenpekbcHaTO AeMcTBaLLN).

EBpoTpbCT Noaabprka cTaTyca Ha Bede mnspaseHnTe KeaanduumpaHu yaocToBepeHus

no BpeMe Ha rnepunopa Ha TAXHOTO ,A,eIZCTBI/le, KaKTO N CAep HETOBOTO N3TUYHaHe.

4.10.2 AONMBAHUTEAHU OYHKLUUN

YcAayraTa 3a OHAaWH NpoBepKa Ha akTyaAHOTO CbCTOAHWE Ha YAOCTOBEpEeHUATa Ypes
[MpoTOKOAa@ 3a OHAaMH NMpoBepKa Ha cTatyca Ha yaoctoBepeHuaTta (OCSP) e apoctbnHa 3a
BCUYKW BUAOBE KBaAUDULIMPAHM YAOCTOBEPEHMA, KaKTO N 33 BCUYKN AOBEPABALLM CE CTPaHMW.

NHTepHeT appeca (URL) Ha OCSP ycayraTa e: http://ca.evrotrust.com/ocsp.

Ycayrata OCSP e 3apbAKUTEAHE 33 BCUYKM ONepPaTUBHU YAOCTOBEPABALLM OPraHn 1 3a
SSL yaocToBepeHua, nssaseHn ot EBpotpbeT.

3a OHAaWH nNpoBepKa Ha CbCTOAHWE Ha yAOCTOBepeHuATa EBpOTpbCT npuaara
CAEAHUTE U3UCKBaHUA!

> NHdopMaumaTa 3a CbCTOAHMETO Ha NpeKpaTABaHe e AOCTbIHA CAeA Neproaa
Ha BaAMAHOCT Ha YAOCTOBEPEHNATA;

> EBpotpbeT He npemaxea ot CRL npekpaTeHnTe yAOCTOBEPEHMA, CAEA KAaTO Te
ca unstekan. B CRL e BkawoueHo paswupenneto X.509 "ExpiredCertsOnCRL", kakTo €
onpepaeneHo B ISO/IEC 9594-8 /Mpenopbkra ITU-T X.509;

> B cayvan, ye EBpoTpber pewn aa npexkpatn CRL, Ton nspasa v nybankysa
nocaeaHua CRL cbe ctonHocT Ha noaeTo NextUpdate, kakTo e onpeaeneqo B 1. 6.3.9 ot ETSI
EN 319 411-1;

> EBpoTpbcT 3anasBa ueAocTTa M HaAMuyHoCTTa Ha nocaeanua CRL noHe 3a
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nepuoa ot 10 roanHu;

> EBpoTpbeT He nspaBa nocaeaeH CRL, ooKaTo BCUYKUK yaOCTOBEPEHMA B OOXBaTa
Ha CRL nAn He natekat nam 6baat NnpekpaTeHu;

> MNpn npeaoctaBAHe Ha ycayrata OCSP, otrosopbt Ha OCSP um3noasea
paswnpenneto ArchiveCutOff, kakto e nocoyero B IETF RFC 6960, ¢ aata archiveCutOff
3apaaseHa B CA yaoctoeepetrmeto "notBefore" croHocT Ha aataTa. PaswunpeHneTo we 6bvae
BbpHaTo B oTroBopute Ha OCSP caMo 3a nstexkan ceptndumkaTtu.

> Korato CA yAOCTOBEpPEHMETO € Ha MbT Aa M3Tede, EBpOTpBbCT MOXKe Aa U34MCAK
nocrepaeH OCSP oTroBop 3a BCAKO M3AAAEHO YAOCTOBEpeHMe (He3aBUCMMO AaAn e
npekpaTeHo UAKM He), kaTo Ypes "nextUpdate" noaeTo 3apaea cromHoct "999912312359597".

> EBpoTpbCT AOKYMEHTMPA TOYHO B HacToAWaTa NpakTnka n Obwm ycaroBuaA, Kak
Ca W3MbAHEHU CAEAHUTE U3UCKBaAHMA: a) MNepuOoAbT, MNpe3 KOUTO € npepocTaBeHa
nHbopMaumATa 3a CbCTOAHMETO Ha npekpataABaHe (1. 4.9); 6) Kak ce npepocTasA
nHbopMaumATa 3a CbCTOAHWMETO Ha MpeKkpaTABaHe B CAydall Ha KOMMpPOMETMpaHe Ha
yAocToBepsaBaly, opraH (1. 4.9); B) Kak ce npeaocTaBA MHPOPMaLMsA 3a CbCTOAHMETO Ha

CNnpaHe B CAyYall Ha npekpaTABaHe Ha pAerHoCTTa Ha EBpoTpbeT (1. 5.9).

4.11 TMNPEKPATABAHE HA AOroBorp 3A KBAAUOULIMPAHU
YAOCTOBEPUTEAHU YCAYTU OT NOTPEBUTEA

AoroBopbT 3a KBaAMOULMPAHW YAOCTOBEPUTEAHU YCAYrM Mexay EBpoTpbeT U
noTpebuTeA ce npekparaAsa:

» CAeA M3TUYaHe Ha CPOKa Ha BAaAMAHOCT Ha MOCAEAHOTO U3ABAEHO KBaAMbULMPaHO
YAOCTOBEPEHME U MOTPEDOUTEAAT He e MpPeANpPpUeA AeNCTBMA, 3a Aa akTyaAM3Mpa CBOETO
yAOCTOBEpPEHMUE;

» Korato KBaAndULMPaHOTO YyAOCTOBEPEHME € BUAO NPeKpaTeHO 1 NOTPebuTeAd He

e npeAnpueA AeMCTBMA NO N3AaBaHe Ha APYro YAOCTOBEPEHME.

412 AOBEPUTEAHO CbXPAHEHUE HA YACTEH KAIOY (ECKPOY)
HacTHUTe KAtoYOoBe Ha YAOCTOBEpPABALLMA OpraH Ha EBpOTPbCT A Ha noTpebuteanTe,

KONTO Ca BKAKOHEHU B YAOCTOBEPUTEAHATA ﬁepavam Ha EBpOTp'bCT Ca nepcoHaAn3npaHu
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BbPXY NMPEHOCUMW HOCUTEAM W HE MOAAEXAT Ha AOBEPUTEAHO CbxpaHeHwe oT EBpoTpbeT
(ECKPQY).

YacTHWTE KAOYOBE Ha NOTPEBUTEAN, KOUTO Ca 3aABUAM M3AABAHE HA YAOCTOBEPEHUS
OTAAAEYEHO, Ype3 MOBUMAHOTO MPUAOKeHWe Ha EBpOTPBCT, ce cbxpaHABaT B KPUMNTUPAH B
HapeXAHa Kpuntorpadcka cuctema (Hardware Security Module/HSM), ceptudnumpana 3a

HMBO Ha curypHocT FIPS 140-2 Level 3.

5 KOHTPOA HA ®U3NYECKATA N OPFTAHU3ALIMOHHA CUTYPHOCT

B Tasn yacT Ha ,lMpaKTrKaTa Npu NpeaoCTaBAHE Ha KBaAMULMPAHU YAOCTOBEPUTEAHM
yCcAyrn” ce onuceaT OBLMTE M3UCKBaHWA MO OTHOLUEHWE Ha KOHTPOAa Ha duanyeckaTa u
OpraHu3auMoOHHa CUIYPHOCT, KakTO M AEMHOCTTa Ha MepcoHaAa, M3MNoA3BaHU B EBpOTpPbBCT.
PasraexaaTt ce M3nCKBaHWATa W NPoLeAypUTe 3a CUTYPHOCT B MOMEHTa Ha reHepupaHe Ha
KAIOYOBE, MPW MAEHTUOMKALMA W MPOBEpKa 3a CaMOAMYHOCT Ha noTpebuteanTte, npu
M3paBaHe Ha KBaAMOUUMPAHW YAOCTOBEPEHWUS M TAXHOTO yrNpaBA€HMWe, NPU OAMTUPAaHE Ha

EBpoTpbCT M Npu cb3paBaHe Ha apXmB.

5.1 KOHTPOA HA OU3UNYECKATA CUTYPHOCT

MepkuTe, npeanpueTn No OTHOWeHWe Ha du3mMyeckaTta 3awmta Ha EBpoTpbeT ca
eAeMeHT oT paspaboTeHaTta U BHeppeHa B Espotpbect Cuctema 3a umHPopMauMOHHa
CUTYPHOCT, CbOTBETCTBALLA Ha U3MCKBaHUATa Ha cTaHaapTtuTe ISO/IEC 27001, ISO 9001, ISO
22301, n ISO/IEC 20000-1.

Mepkute cBbp3aHM c duamyeckata 3awmta Ha MHOOPMALMOHHUTE  AAHHM,
TEXHOAOTMYHUTE CUCTEMMW, MOMELLEHUATA U CBbP3aHUTE C TAX MOAAbP>KALLM CUCTEMU Ca
HaCOYeHU KbM NpPeAOTBpaTABaHE Ha:

> EBpoTpbcT KOHTpOAMpPa OM3MYECKMs AOCTbM AO CbOPbBXKEHUATA, YUATO
CUTYPHOCT € OT peLlaBallo 3Ha4YeHne 3a NPEeAOCTaBAHETO Ha YAOCTOBEPUTEAHUTE YCAYTU U
CBEXAa AO MUHUMYM pUCKOBETE, CBbp3aHn c dumsmyeckata curypHocT. CurypHocTTa Ha
CUCTEMUTE 3a U3AABAHE U YNPaBAEHWE Ha YAOCTOBEPEHUA € CbobpaseHa C U3NCKBaHUATa Ha
MEXAYHAPOAHW CTaHAAPTU U MPENOPbKU;

> Ousnyeckmar AOCTbIn AO KOMIMOHEHTM Ha CuUcCteMaTtTa Ha EBpOTp'bCT, YNATO
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CUFYPHOCT e OT peluaBallo 3Ha4YyeHWe 3a NPeAOCTaBAHETO Ha YAOCTOBEPUTEAHU YCAYTH, €
OorpaHMyeH A0 YMbAHOMOLLEHW AMLa. KpUTUYHOCTTa Ha KOMMOHEHTUTE ce naeHTUdMLUMpa Ypes
oLeHKa Ha pucka. 3a 060pyABaHETO B 3aLUMTEHUTE U U3OAMPaHU NoMelleHnA Ha EBpoTpbeT
e ocurypeHa ¢ursnyecka HeNMPUKOCHOBEHOCT. YCTaHOBEH € AByGaKTOpeH KOHTPOA Ha AOCTbNa
M AEHOHOLWHa BbOpbXKeHa ¢u3nyecka oxpaHa. He e nosBoAeH AOCTbN A0 WKada C
obopyaBaHeTO Ha noeeye OT 2 (ABe) oTOpU3MpPaHU TEXHUYECKM AMLa Ha EBpoTpbet. Beekun
AOCTBM AO TMOMeLeHNATa C KPpUTMYHA UHOPaCTpyKTypa Ce AOKYMEHTUpa B CrneuManHu
KYpHaAu;

> KOHTpOABT ce npuAara, 3a Aa ce nsberHar 3arybu, LWeTu AN KOMMPOMeTUpaHe
Ha aKTMBM U NpekbcBaHe Ha 6u3Hec aenHocTuTe. OBAaCTeHUTE AMLA OT MEePCOHaAa Ha
EBpoTpbCT cTporo cnaseaT pa3paboTeHUTe BbTPELHN NPOLEeAyPU 3a AOCTbM A0 Pa3ANYHUTE
30HW C OrpaHuyeH Grsmyeckn AOCTbI;

> KOHTPOABT ce npuaara, 3a Aa ce nsberHaT KOMMNPoOMeTUpPaHe Ha AaHHW WUAK
Kpa>kba Ha cpeacTBa 3a 06paboTka Ha MHbopMauma. PuanyeckaTa 3alLmTa Ha MOMELLEHUNATA,
B KOUTO ce HamMupa EBpOTPbCT ca narpaseHmn oT MaclBHa U CTabrAHa KOHCTPYKLMA CbC 3APaBN
BPaTW WM KAIOYaAKUW. 3alimMtaTta e peasu3vpaHa OT HeBbOpb)KeHa 24-yacoBa oxpaHa. B
nomelleHuaTa Ha EBpoTpbct mMMa Cuctema 3a anapMeHa curHaamsauuma, Cucrtema 3a
BuAeoHabaoaeHue, CUrHanHO-n3BecTUTEAHa cucTeMa 1 CucTeMa 3a KOHTPOA Ha AOCTbNa;

> KOMMNOHeHTUTE, KOUTO Cca KPUTWUYHM 33 CcUrypHaTa pabota  Ha
YAOCTOBEPUTEAHUTE YCAYTM Ca PA3MOAOXKEHW B 3alUMTEeH nepumeTbp, ¢ dmanyecka oxpaHa
cpeLly NPOHMKBaHe, KOHTPOA Ha AOCTbIMa U aAapPMU 3a OTKPUBAHE Ha NMPOHNKBaHE;

> EBpoTpbcT KOHUryprpa cBOMTE CUCTEMM, KaTo MpeMaxBa WAM AeaKkTUBMpPa
BCUYKWN aKayHTU, MPUAOXKEHUA, YCAYTU, MPOTOKOAN U MOPTOBE, KOMTO HE Ce WM3MOA3BaT B
HerosaTa AEMHOCT;

> EBpoTpbcT NpeaocTaBA AOCTHM AO 3aLMTEHM 30HU 1 30HN C BUCOKA CUTYPHOCT
CaMO Ha AOBEPEHU POAK;

> Root CA cuctemata Ha EBpoTpbCT € B 30Ha € BUCOKa CTEMeH Ha CUIYPHOCT.

BazoBuA yaocToBepABaLy opraH Ha EBpoTpbCeT ce HamMupa B cepTUdmLMpaH AeriTa LeHTbP.

EBpOTp'bCT ocnrypABa (1)VI3VI‘-IeCKa 3anTa M KOHTPOA Ha AOCTbla Ha NMOMELWEeHNATa,
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KbAETO MMa MHCTAAMPAHU KPUTUYHN KOMIMOHEHTU B HEeroBaTta MHGpacTpyKTypa:

» KeaanduumpaH 6a3os yaoctosepsaBsaly opraH - ,Evrotrust RSA Root CA”;

» KeaanduumpaH onepatmeeH yaoctoBepnBaly, opraH - ,Evrotrust RSA Operational
CA";

» KaanduumpaH yaOCTOBepABall, OpraH 3a NpoBepKa Ha CTaTyC Ha YAOCTOBEpPEHUS,
nspaseHn ot basosuma oprar (OCSP service) ,Evrotrust RSA Validation”

» KaanduLmpaH yaOCTOBEpPABaLl, OpraH 3a NpoBepKa Ha CTaTyC Ha YAOCTOBEepeHUs,
M3paAEHM OT onepatmBHUA yaocToBepAsaly, opraH (OCSP service) ,Evrotrust RSA QS
Validation”;

» KeaanduumpaH yaocToBepsaBaly opraH Ha Bpeme - ,Evrotrust TSA”;

» Peruvctpu n yeb calt Ha AOCTaBYMKa;

» Perucrpupalwm opraxu.

NHdpacTpyKkTypaTa Ha aAOCTaBuYMKa € dn3mMyeckn 1 Aormyecknm obocobeHa n He ce

N3MNOA3Ba NPU APYrn AeMHOCTU, KonTo ,EBpoTpbceT TexHoabaxmc" AA ocblyecTBABa.

5.1.1 NOMELLEHUA N KOHCTPYKLUUA HA NOMELLUEHNATA
EBpoTpbcT pasnoaara cbC CneumasHO KOHCTPYyMpaHU 1 obopyABaHW MOMeLLEeHUA C
Hal-BMCOKA CTEMEH Ha KOHTPOA Ha O¢M3MYeCKM AOCTbM, B KOETO ce nomelasat

y,A,OCTOBepFIBal.l_l| OopraH Ha AOCTaB4YMKa W BCUYKUTE UEHTPAAHW KOMIOHEHTWM Ha

nHbpacTpyKTypaTta.

5.1.2 OQUINYECKMAT AOCTHIN

QusmyeckaTta CMrypHOCT Ha CUCTEMUTE 3a M3AaBaHe W ypaBAEHME Ha YAOCTOBEpPEHMA
e cbobpaseHa C M3MCKBaHNATA Ha MEXXAYHAPOAHW CTaHAAPTU M MPENOPBKMU.

3a 060pyABaHETO B 3aLLMTEHOTO M M3OAMPAHO NoMeLLeHne Ha EBpoTpbCT e ocurypeHa
dusmMyecka HENPUKOCHOBEHOCT. YcTaHoBeH e ABydakTOpeH KOHTPOA Ha AOCTbMa w
AEHOHOLIHa BbOpbXKEHa O¢usMyecka oxpaHa. He e nosBoaeH ¢usMyeckn AOCTbN AO
KPUTUYHOTO obopyaBaHe 3a noseye oT 30 (TpmaeceT) MUHYTU Ha noceleHne. He e no3BoAeH
AOCTBIN AO WKada ¢ obopyABaHETO Ha noseye OT 2 (ABe) OTOPU3MpPAHU TEXHUYECKM AMLA Ha

EBpoTpbeT. Bcekn A0CTbM A0 MOMELLEHNATE C KPUTUYHA MHPPACTPYKTYpa ce AOKYMEHTMPa B
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cneumanHu XKypPHaAK.

QOusmyeckata 3aluMTa Ha MOMELLEHUATa, B KOUTO ce HaMupa obopyAsBaHeTo Ha
EBpoTpbeT 1 Pernctpupaluma opraH ca U3rpaseHn oT MacrBHa W CTabrAHa KOHCTPYKLMA CbC
3APaBU BPaTK U KAIOYAAKK. 3aluMTaTa e peasm3rpaHa oT HeBbopbKeHa 24-4acoBa oxpaHa. B
nomelleHnaTa Ha EBpoTpbct mma Cuctema 3a anapMeHa curHaamsauuma, Cucrema 3a
BuAeOHabaopeHue, CurHanHo-n3BecTUTeAHa cucTtemMa 1 CncteMa 3a KOHTPOA Ha AOCTbINa.

Bcunuku cnctemu ce HCneKTMpaT NepuoamnYHO.

OBAacTeHUTEe AMUa OT nepcoHara Ha EBpoTpbcT cTporo cnassaT paspaboTeHute
BbTPELLHM NPOLLeAYPU 38 AOCTBIM A0 PA3AUYHUTE 30HM C OrpaHnyeH GU3NYecKn AOCTbN.

AocTbnNbT A0 panioHa Ha onepaTopuTe W aAMWHUCTPATOPUTE € OrpaHuyeH un ce
npwAara, Ypes M3NOA3BaHETO Ha CUCTEeMa 3a CMapTKapTa U KOHTPOA Ha AOCTbnNa.

B oducute Ha EBpoTpbeT Ha Pernctpupalymte opranu ca o6ocobeHun 1 oTAeAeHn oT
ocTaHaAuTe noMeleHna. CbopbKeHWN Cca C TEXHWKA, MO3BOAABALLA 6e30MacHO CbxpaHeHne Ha
AAHHN N AOKYMEHTU. AOCTbNBT A0 TE3M 30HW CE CAEAN U OrpaHMYaBa A0 OTOPU3MPaHU AMLL3,
CBbP3aHU C AEMHOCTTa Ha opraHa Nno perucrpauua (onepaTopu Ha perncTpmpallma opraH,

CNCTEMHN a,A,Ml/IHl/ICTpaTOpVI) N TEXHNTE KANEHTWN.

5.1.3 KOHTPOA AA AOCTHIN

EBpoTpbcT Ma BbBeapeHa [oAnTMKa 3a KOHTPOA Ha AOCTbBM, CbObpaseHa CbC CAAHUTE
N3NCKBaHWA:

> AOCTBMBT AO CMCTeMaTa € OrpaHu4eH A0 YMbAHOMOLLEHU AMua. EBpoTpbCT
ocuUrypsaBa KOHTPOA Ha AOCTbMa AO YyBCTBUTEAHa MHopmaums. [MpaBata Ha AOCTBMN AO
KOHKPETHU ODEKTUN Ce ONPEACAAT OT MPUBUAETNUTE N POAATA, MPUTEXKABaHW OT CAYXKUTEAUTE;

> EBpoTpbcT  apaMUHUCTpUMpa MNOTPebUTEACKM  AOCTbM  Ha  onepartopw,
aAMUHUCTPATOPU U CUCTEMHU OANTOPU, NPUAAranky NpUHLMNa Ha ,Han-MaAKo npusuaerun”
npv KoHPUrypmpaHe Ha npaBaTa 3a AOCTbM. ToBa OBUKHOBEHO Ce OTHAcA 3a MepCoHaA,
Ha3Ha4YeH Ha AOBEPEHU POAU;

> CUCTEMHUAT  aAMUHUCTPATOP YyMNpaBAABa MNOTPEOUTEACKUTE aKayHTU U
HaBpeMeHHaTa NPOMAHa UAM NPeMaxBaHe Ha AOCTbI;

> AOCTBbMNbBbT AO VIHd)OpMaLI,l/IﬂTa N NPUAOXKEHNATA C€ OrpaHnN4aBa B CbOTBETCTBUE
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c NoAntrKaTta 3a KOHTPOA Ha AOCTbBNA;

> TeXHOAOrM4yHaTa cucTteMa Ha EBpoTpbCT ocurypaBa aoCTaTbyeH KOHTPOA Ha
KOMMIOTbPHaTa CUMYPHOCT OTHOCHO aAMWHUCTPUPAHETO W AEWNHOCTTa Ha CAYyXUTEAUTe B
CbOTBETCTBME C TEXHUTE POAU;

> EBpOTpBbCT KOHTPOAMPA N3NOA3BAHETO Ha COTYyEpPa, KaTo CAYXKUTEAUTE MPEAM
Aa VU3MOA3BAT KPUTUYHU MPUAO>KEHMA CBbP3aHU C yCAyraTa ce MAeHTUOMLMpPaT;

> CAYXUTEAUTE Ha EBPOTPBCT HOCAT OTTOBOPHOCT 3@ CBOATa AEMHOCT, KOEeTO ce
YAOCTOBEPABA C »KYPHaAW Ha CbObUTKNATa;

> EBpoTpbCT rapaHTMpa, Ye ocurypABa KOHTPOA Ha AOCTbMNa AO YyBCTBMTEAHA
nHbopMauma. YyBCTBUTEAHWUTE AAHHW Ca 3alUMTEHM OT pasKkpuBaHe OT HeOoTOPU3MPaHU
noTpeoutTeu;

> EBpoTpbCcT NpeaocTaBA Bb3MOXHOCT 3a KOHTPOA U OrpaHMyaBaHe Ha AOCTbMa
Ha MAEHTUOULMPAHN AMLE AO CUCTeMaTa U NoTpebuUTeAcKkUTe 06eKTH, KOUTO Te NpuTekasaT
MAM Ca OTFOBOPHMW 3a TAX. EBPOTPBCT M3McKBa BCEKM NOTPebUTEA Aa ce MAeHTUdULMPaE 1 Ad
O6bAe YCMELWHO YAOCTOBEPEH, NPEAN Aa Pa3peLln KakBUTO U Aa BUAO AEUCTBUA OT MMETO Ha
TO3W NOTPEDBUTEA WAU POAA, MoeTa OT notpebutess. [IOBTOPHOTO yaOCTOBepABaHe e
3aABAKUTEAHO  CA€A  WM3AM3aHe OT  cucTemata. VIMa  BHeApPeHM  MexaHu3Mum  3a
NPVBUAETMPOBaHUTE MOTPEOUTEAN, KOUTO HaMaAABaT pPUCKa NO BPEeMe Ha yAOCTOBEpeHa
noTpebuTeAcka cecra 1 ako BXOAHOTO YCTPOWCTBO Ha NOTPebuTeAs e oCTaBeHO 6e3 Haa30p,
CAEA OMpPeAEAeH NeproA Ha HEAKTUBHOCT, Ce NpeKpaTABaHe noTpebuTeackaTa cecma. Korato
6pOoAT Ha HeycCnewHUTe ONUTU 3a YAOCTOBEPABaHE OT €AMH U Cbly NOTPebuTen AOCTUTHE
MaKCUMaAHUA Bpou paspelleHn onutu, EBpoTpbeT NnpeaoTBpaTABa NoO-HaTaTbLHW ONUTK 33
yAOCTOBEpPABaHE Ha MnoTpebutens A0 aAMUHUCTPaTMBHa HaMeca 3a AebAOKMpaHe Ha

notpebuteas (MAN B paMKUTE Ha ONpPeAEeAeH Nepuroa OT BpeMe).

5.1.4 EAEKTPUYECKO 3AXPAHBAHE U KAMMATUYHU YCAOBUA

CopBbpHUAT WKad ¢ KPUTUYHO 0BopyABaHe ce 3axpaHBa OT ABe Hesasucumute UPS
CUCTEMU U € eKpaHUpaH Cpelly BbHLIHW UHTepBeHUMU. KAMMaTnsaumaTta B M3OAMPAHOTO
noMellleHe MOAAbPXKa MOCTOAHHa TeMnepaTypa Ha Bb3AyXa 3a HOpMaaHaTa paboTta Ha

TEXHOAOITM4YHaTa CUCTEMa.
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[Noaabpa Ce BbBHLWHO EAEKTPUYECKO MoAaBaHe OT AM3EAOB arperat, KoeTo e
pesepBupaHo. B cAyval Ha cpuB B rAaBHMA eAEKTPOMPOBOA CUCTEMaTa MpPEBKAIOYBa Ha
aBapueH M3TOYHWMK Ha 3axpaHBaHe (UPS u/uan enektpoeHeprus). PaboTHaTa cpeasa B
obAacTTa Ha KOMMIOTbPHUTE CUCTEMW CE CAEAM HEMPEKbCHATO U HE3aBUCMMO OT APYrute
paboTHM obaacTw.

BeHTnAaumoHHaTa cucTeMa e cneumanHo npeaHasHavyeHa 3a TakbB KAAC NMOMeELLEHUS,
KaTo He AOMycKka KOMMpoMmeTupaHe Ha duanyeckaTa U eAeKTPOMarHMTHa 3allmMTa Ha ToBa
NnoMellleH1e, KaKTO U Ha HOPMaAHaTa paboTa Ha MHCTaAMPaHUTE KOMMIOTbPHU KOMMOHEHTH.

BbTpewHuar Pernctpupawma opraH Ha EBpoTpbcT e cBbp3aH C aBapuMHaTa

eHeprumHa cMcTeMa Ha crpaaarta.

5.1.5 HABOAHEHUE

3a cAepeHe Ha BAAXKHOCTTa B MOMELLEHMATA C KOMMIOTbPHM CUCTEMM, KAaKTO U B LAAATa
crpaaa Ha EBpoTpbCT ca MOHTMpPaHW ceH30pK 3a OTYUTaHe HMBOTO Ha BAara. 1e3m ceH3opu ca
MHTErpupaHu B CMCTEMaTa 3a CUTYPHOCT Ha crpaaaTa Ha EBpoTpbeT. OxpaHaTta n cayKuteante
Ha EBpPOTPbBCT ca MHCTPYKTMPaHW 1 3aABAXKEHW NPV HACTbMNBaHE Ha €BEHTYaAHW ONacHOCTU Aa
yBEAOMABAT He3abaBHO CbOTBETHUTE CAYXKOW, aAMUHUCTPATOPA MO CUTYPHOCTTa N CUCTEMHUA

AAMUHUCTPATOP.

5.1.6 NMPEAOTBPATABAHE HA NMOXXAP N SALLUTA OT NMOXKAP

EBpoTpbCT cnasea BCMYKM HOPMK 3a No>KkapHa 6e30MacHOCT, KaTo N3BbPLUBA AENHOCT
B CbOTBETCTBME C BCUYKM HOPMATUBHU U CTAHAAPTU3ALMOHHN M3NCKBAHMA B Ta3n OOAACT.

3aWmTHOTO NoMelLeHne C KpUTYHa MHbPaCcTPyKTypa ce HaMmpa B Crpaaa, B KOATO ca
MHCTaAMpPaHW:  3BYKOBa U  CBETAMHHA  MOXapOU3BECTUTEeAHa CUCTeMa,  aKTWBHA
NO>KapoOM3BECTUTEAHA CMUCTEMa C ra3 U CToMn ra3 ByToH MpW YCAOXHEHU ODOCTOATEACTBa U
eBakyauuAa. [lpy nokap e NpPeABMAEHO M3KAIOUBaHE Ha MOAABAHETO Ha EAeKTPUYECKOTO

3aXpaHBaHe KbM CbOPDHKEHUATA N NOTYLWaBaHE Ha NMo>Kapa C ras.

5.1.7 PABOTA C HOCUTEAU
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Bcuukn Hocutean ce obpaboTBaT He3onacHO B CbOTBETCTBME C M3MCKBaHMATa Ha
cxeMmarta 3a KaacuduumpaHe Ha MHdopMauma. Hocnteante, CbabprKalLM YyBCTBUTEAHU AGHHM,
KoraTo npecraHaT Aa 6baaT HeobxoaMMu ce obesBpexaaT beszonacHo. Bcuukn HocuTeam
CbAbpPXKalWy codTyep, apXMBM Ha AAHHU UAM OAMTHa WHPOPMaUMA Cce CbXpaHABaT B
OrHeyrnopHa Kaca B CMeuMaAHO apxXMBHO MOMeLLeHWe C BbBEAEH KOHTPOA Ha AoCTbn. B
NOMeLLEeHNETO C apxiBa Ha EBpOTPBbCT MMa n3rpaseHa cnuctema Ha ¢pusmyecka 1 Aormyecka
3awmTa. EBpOTPBCT e npeAnpuend Cepuo3HM MePKU Cpelly CAy4arlHO VAW YMWLLIAEHO
yBpexAaHe Ha HOCUTeAUTe Ha AaHHW. Permcrpupalumnte opraHu ca 3aAbAXKeHW Aa NasAaTt u
CbXpaHABaT aKTyaAHaTa VMHPOPMaLMA, BKAIKOYUTEAHO AOKYMEHTUTE Ha MoTpebuteAnte Ha

XapTUeH HocuTeA B cend.

5.1.8 NU3XBBPAAHE HA OTNAABUUTE

AOCTaBYMKDBT € Cb3AAA MPOLLEAYPa 3@ YHULLOXKaBaHe Ha MHGOPMaLMATa U N3XBbPAAHE
Ha oTnaabLuuTe.

XapTneHuTe 1 eAeKTPOHHWN HOCUTEAN, CbABP>KALLM EBEHTYAAHO 3HaYMMa nHbopMauma
3a CUrypHocTTa Ha EBpPOTPBCT, cAep M3TMHaHE Ha OMPEeAEeAeHWA CbrAaCHO BbTPeLUHUTe
NpaBMAa NEPUOA Ha CbXPaHeHMe, Ce YHULLIO>KaBaT B CMeLMaAHM yCTPONCTBa 3a HapA3BaHe.

Hocuteante Ha nHpopmaums 3a kpuntorpadbckute katodose u MNH/TYK Homepa,
M3MNOA3BaHW 3a TAXHOTO CbXpPaHeHue, ce PasapobABaT C MNOAXOAALLM yCTponcTBa. ToBa ce
OTHacA 3a HOCUTEAUTE, KOMTO He MO3BOAABAT OKOHYATEAHO 3aAMYaBaHe Ha CbXPaHEeHN AaHHU
M TAXHOTO MNOBTOPHO M3MOA3BaHe.

B onpeaeaeHn caydan, wuHdopMaumaTa OT MNPEHOCUMM HOCUTEAW cCe
YHULLOXaBa, Ype3 u3TpMBaHe WAM dopMaTmpaHe Ha YCTPOWCTBOTO 6e3 Bb3MOMHOCT 3a

Bb3CTaHOBABaHe.

5.1.9 CPOK HAYNOTPEBA HA TEXHUYECKU KOMMNOHEHTU

EkcnaoaTauMOHHMAT CPOK Ha GU3MYECKUTE EAEMEHTU B CbCTaBa Ha BCUYKN KPUTUYHU
KOMMOHEHTU Ha WHPpacTpyKTypaTa Ha EBpoTpbCT ce cbbAopaBa CbrAaCHO MpeAnucaHuTe
€KCMAOATaLUNOHHN U3NCKBAHMA Ha NPOU3BOANTEAA U CAEA MPEABUAEHNA Nepnoa Ha paboTa,

TE Ce Nn3Be>xAat OoT yHOTpe6a.
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5.2 OPrAHU3ALUMNOHEH KOHTPOA

Taswm vact ot ,[lpakTukaTa npu NpeaocTaBaHe Ha KBaAMOULMPAHN YAOCTOBEPUTEAHM
YCAYrn” npeacTtaBA CMMCbK Ha AOBEPEHW POAWU, KOUTO MoraT aa ObaaT onpeaseAeHn oT
nepcoHara Ha EBpoTpbet. Chlo Taka, Tasm 4acT OnMcBa OTTOBOPHOCTUTE U 3aABAXKEHUATA,
CBbp3aHW C BCAKa OMNpeaeAeHa poAdA. Bcuukm npoueaypw, Kacaewm cuUrypHocTTa npu
M3AABAHETO, aAMUHUCTPUMPAHETO U U3MOA3BAHETO Ha KBaAMbUUMpPaHW yAOCTOBEpeHMA 3a
eAEKTPOHEH NMOoAMMC/neyaT, ce N3MbAHABAT OT AOBEPEH NepcoHan Ha EBpoTpbeT. AoCTaBYMKDBT
MOAABPXA AOCTaTbyeH 6pPOM KBaAMOULMPAHW CAY>KUTEAU, KOUTO BbB BCEKM MOMEHT OT
OCblLLEeCTBABAHETO Ha AEMHOCTTa My Aa ocurypABaT CbOTBETCTBME C  AEMNCTBaLLOTO

3aKOHOAATEACTBO U BbTPELIHUTE MPaBMAa M HOPMU Ha APY>KECTBOTO.

EBpoTpbCT NpuAara cAepHUTE M3UCKBaHWNA:

> EBpoTpbcT rapaHTMpa, 4Ye  CAYXUTEAUTE U U3NbAHUTEAUTE  cnasBar
N3NCKBaHMATA 3@ HAAEKAHOCT Ha AEMHOCTTa;

> EBpOTpPBbCT HaeMa CAYyKUTEAN U, aKo € MPUAOXKMMO, NMOANIMBAHUTEAN, KOUTO
npuTEKaBaT HEOBXOAMMUTE EKCMEPTHU 3HAHWNA, HAAEXKAHOCT, OMUT N KBaANPUKaLMA, U KOUTO
ca nNpeMuHaAn obyyeHne OTHOCHO CUTYPHOCTTa M NpaBuAaTa 3a 3alimMTa Ha AUYHUTE AAHHW,
MOAXOAALLM 33 AEMHOCTTa, KOATO U3BbPLLBAT;

> Cay>kuteante Ha EBpOTPBCT npeMuHaBaT NepuroAMYHO (MoHe Ha Bceku 12
Meceua) npe3 obyvyeHue 3a MOBULIABaAHE Ha CBOWTE EKCNepTHU 3HaHWA, OnuUT W
KBaAandukaums. OB6yyeHusTa BKAOYBAT 0bOydYeHuMAa nNo  MHOPMaUMOHHA  CUIYPHOCT,
MNOTEHLUMAAHM 3anAaxm N A06pKN NPaKTUKM 3@ CUTYPHOCT;

> Ha cAay>kuteanTe, KOUTO HapyllaBaT NMOAUTUKUTE Ha EBpoOTpbCT, ce npuaarat
MOAXOAALLM AUCLUNMAMHAPHU CaHKLNK;

> PoanTe 1 oTroBopHOCTUTE NO MHGOPMALMOHHA CUTYPHOCT Ca AOKYMEHTUPaHM
B AABXXHOCTHM XapaKTEPUCTUKY;

> EBpoTpbCT onpeaens HapeXKAHUM POAM, OT KOWUTO 3aBMCU CUMYPHOCTTa Ha
AEMHOCTTa No NPeAOCTaBAHE Ha YCAyra 3a BaAMAMPaHe Ha noanucu/neyaruy;

> P'bKOBOACTBOTO HO EBpOTp'bCT onpeaenda OTTOBOPHOCTUTE Ha AOBepeHuTe
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POAW;

> AoBepeHunTe poAn ce 0pA006pABaT U NPUEMAT OT PbKOBOACTBOTO;

> Cayxuteamte Ha EBpoTpbCT (KakTO BpeMeHeH, Taka M MOCTOSHEeH) uMmaT
AANBXKHOCTHW XapaKTePUCTUKM, ONPEAEAEHN OT TA€AHa TOYKa Ha POAUTE, KOMTO U3MbAHABAT C
pa3sAeAdHe Ha 3aAbAXKeHMATa B CbOTBETCTBME C MPABUAOTO 3a Hal-MaAKO MPUBUAETUN.
HyBCTBMTEAHOCTTa Ha NO3MLMATa CE OMPEAEAA Bb3 OCHOBA Ha 3aAbAXKEHWA, HMBA Ha AOCTbM,
KBaAMbUKaLMA U AUMAOMA;

> B AABXKHOCTHUTE XapaKTePUCTUKM Ce BKAIOYBAT M3UCKBaHMA 33 YMEHWA 1 ONWUT.
B TAx ce pasrpaHnyaBaT obwmTe 1 cneundnyHm 3aAbAXKEHUS;

> CAy>KnTeanTe ynparkHABaT aAMUHUCTPATUBHW U YNPaBAEHCKM MpoLueAypn U
NpoLecK, KOUTO Ca YacT OT NMPOoLeAypUTe 3a ynpaBaeHne Ha MHGOPMaLMOHHATa CUTYPHOCT Ha
EspoTpbeT;

> PbKOBOACTBOTO npuTe)kaBa 3HaHMA MO OTHOLWEHME Ha NpPeAoCTaBeHuTe
YAOCTOBEPUTEAHWN YCAYTU, MO3HaAHME Ha MPOoLEeAypUTe 3a CUIYPHOCT, ONUT B obAacTTa Ha
nHbopMauMOHHATa CUTYPHOCT U OUEHKa Ha pPWCKa, AOCTaTbyHM 3a W3MbAHEHME Ha
YyNpaBAEHCKUN QYHKLUN;

> Bcnukum caykntean Ha EBpoTpbCT, KOUTO MMaT AOBEPEHM POAU Ca OCBOOOAEHM

oT KOH(I)/\VIKT Ha nHTepecuy, KOWTO 61 MOIbA Aad 3acerHe 6e3I'IpVICTpaCTHOCTTa Ha AeP’IHOC'I_I'a Ha

EBpoTpbeT;
> AoBepeHnte poan ca onvcaHu B T. 5.2.1 OT HacToAWMA AOKYMEHT;
> lNepcoHanbT Ha EBpOTpPbCT ce HasHayaBa Ha AOBEPEHU POAM OT BUCLLETO

PbKOBOACTBO Ha NMPUHUMMa Ha ,Hal-MaAKa NpUBKUAETrMA” MPu AOCTBIM UAK NMPU KOHOUTYpUpaHe
Ha I"IpI/IBl/IAeFI/Il/I 3a AOCTDbN,
> Ha nepcoHana He ce paBa AOCTbM AO AOBepeHn OyHKUMW, AOKaTO He GbaaTt

N3BBbPLUEHN HEODXOAMMUTE NPOBEPKN. EBPOTPBCT M3MCKBa OT CBMAETEACTBO 3@ CbAMMOCT.

3a ynpaBAeHMETO Ha AeMHOCTTa Ha EBPOTPBCT ce npuaarat cAepHUTE M3NCKBaHUA:
> EBpOTPBCT, NOCPEACTBOM pPEeryAfspHO M3BbPLUBaAHW, KaKTO BbTPELUHW Taka W
BbHLUHW MPOBEPKU OT HEe3aBUCUMMU OpraHmMsaLmmn, rapaHTMpa CUrypHOCT U HaAEXKAHOCT Ha

NPEeAOCTaBAHNTE YAOCTOBEPUTEAHN YCAYTH;

[ ] elDAS-CPS | Bepcus: 7.0 /28.02.2023 r. | O6wopa0CTbNEH AOKYMEHT | 92



MPAKTUKA MNPV NPEAOCTABAHE HA KBAANOUUMPAHN YAOCTOBEPUTEAHW YCAYTU I

> EBpoTpbCT rapaHTupa, Ye NoAMTUKaTa M npakTukaTa npu Kouto paboTnm ca
HEAUCKPUMUHALVNOHHM;

> YAOCTOBEPUTEAHUTE YCAYTU Ca AOCTBMHW 33 BCUYKW AMLA, YUUTO AEUHOCTMU
nonaaaT B obxBaTa Ha MPUAOXMMOCT Ha YCAYTUTE U KOWTO Ce CbrAacABaT Aa crnasear
3aABAXKEHUATA CKU, KAKTO Ca MOCOYEHU B MOAUTUKUTE, MPAKTUKUTE, AOroBopa M obluTe
ycnoBuA Ha EBpoTpbCT;

> BbB Bpb3ka C prcKa OT OTTOBOPHOCT 3a HAHECEHM LLETU B CbOTBETCTBME C YAEH
13 ot Pernament (EC) N® 910/2014 EBpoTpbCT CKAlOYBa MOAXOAALLA 3acTpaxoBKa 3a
OTrOBOPHOCT B CbOTBETCTBME C HALlMOHAAHOTO MpPaBo;

> EBpoTpbeT pasnoaara ¢ duHaHcoBaTa CTabUAHOCT M pecypcu, HeOBXoAnMH 3a
paboTa B CbOTBETCTBME C HACTOALLMA AOKYMEHT;

> EBpOTPBCT MMa NOAUTUKKM 1 MPOLLeAYPU 3a paspeLlaBaHe Ha »kanbu n cnopose
FIO/\yLleHl/I oT r|0Tpe6|/|Te/\|/| NAN AOBepHBaUJ,Vl ce CTpaHI/I OTHOCHO ﬂpeAOCTaBHHeTO Ha yC/\erTe
AU APYTU CBbP3aHU C YCAYTUTE AENHOCTU;

> B cAyyanTe, Korato npepoCTaBAHETO Ha YAOCTOBEPWTEAHWU YCAYrM BKAIOYBA

NMOAN3MBAHUTEAN EBpOTp'bCT CKAKOYBa 3aAbAXKNTEAHO AOTOBOP.

5.2.1 AOBEPEHU POAU

MoapobHO pasnpeaseneHre Ha OYHKUWMWUTE U OTTOBOPHOCTMTE Ha MNepcoHana e
PasnMcaHo BbB BbTPELLUHUTE AOKYMEHTU Ha EBPOTPBCT: AAB>KHOCTHU XapaKTePUCTUKY, LATHO
pasnncaHme 1 CbOTBETHWN BbTPELLHM ONepaTUBHN NPOLEAYPU.

PasnpeaeAdHeTo Ha QyHKLMUTE Ce OCBLLECTBABA MO TaKbB HaYMH, Ye Aa 6bae cBeAeHa
AO Bb3MOXEH MUHMMYM OMacHOCTTa OT KOMMPOMETMpPaHe, U3TuyaHe Ha KOHOUAEHLMAAHA
nHbopMaLmaA MAM Bb3HUKBAHE Ha KOHOAMKT Ha MHTepecH.

EBpOTPbCT NoAAbPIKA KBAAUDULIMPAHN CAY>KUTEAN HA AABXKHOCTU, KOUTO OCUIypsiBaT
N3MbAHEHMETO Ha 3aAbAXKEHMATA MYy BbB BCEKM MOMEHT MPW OCbLLECTBABAHETO Ha AEMHOCTTa
MO W3AaBaHe, MOAAbPXKaHe W ynpaBAeHME Ha KBaAMOUUMPAHU YAOCTOBEPEHMUA, B
CbOTBETCTBME C HOPMaTNBHaTa ypeaba.

AocTaBYnKbLT ocurypaBa AEMHOCTTa CU CbC COOCTBEH MEPCOHAA, KaTo 3a ONPeAEAEHN

AeviHocTu cbraacHo PeraamenT (EC) N2 910/2014, EBpOTPBbCT MOXKe Aa MPUBAMYA W BbHLUHN
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AMLa.

EBpoTpbCT € pa3paboTua ANbXHOCTHWN XapPaKTEPUCTUKN 3@ BCAKA €AHA OT AOBEPEHUTE
POAM Ha NMEPCOHaAa, KaKTO CAeABa:

>  aAMWHUCTPATOP MO CUTYPHOCTTa - LAAOCTHa OTFTOBOPHOCT MO YMpPaBAEHUETO W
M3MBAHEHWETO Ha MPOLLEAYPUTE MO CUIYPHOCT Ha cuctemmute: paspaboTBa MOAUTMKA MO
CUTYPHOCTTa; NPeANpreMa MEPKM 3a TEXHUYECKA 3alLMTa Ha AAHHUTE N CUCTEMUTE; ONMPEeAeAd
OMNepPaLNOHHUTE MEPKU 3a CUIYPHOCT; OCbLIECTBABA MPAK KOHTPOA MO OTHOLIEHWE Ha
CMa3BaHEeTO Ha M3MCKBaHWATA 3a CUIYPHOCT Ha MHGOPMALMOHHUTE CUCTEMMU, KaTO CAEAMN 3a
CMa3BaHeTO Ha MNpPOoLeAypuUTe 3a CUTYPHOCT MPW  MHCTaAMPAaHETO, KOHOUIypupaHeTo,
NoAAPBXKKaTa U MpoMeHuTe B MHGOPMaLMOHHUTE CUCTEMWN UAM MperKaTa.

» CUCTeMeH aAMWHWUCTPATop - OTroBaps 3a WHCTaAMpaHe, KoHdurypupaHe u
MOAABPMAHE Ha HAAEKAHU CUCTEMW 3a YMNpaBAEHME Ha YCAYruTe: Bb3CTaHOBABAHE Ha
cucTemMata Npu HeOBXOAMMOCT; U3BbPLLBAHE Ha NPeKoHbUrypaLmsa Ha yCTPOMCTBa U CUCTEMM
MO NMOBOA PeaAM3aL s Ha HOBM YCAYTM UAN PELLEHNS; CAEAEHE 33 TEXHUYECKOTO 1 COPTyepHO
CbCTOAHME Ha CbPBbPUTE N CUTHAAN3NPAHE 33 HEPEAHOCTH;

» CUCTeMeH onepaTop - OTroBapA MPAKO 3a eKCrnAoaTauuATa Ha HaAeXAHUTE
TEXHOAOTUYHN cucTeMn Ha EBpoTpbCT M 3a cb3paBaHe Ha pesepBHO Konue (backup) Ha
cucTemMaTa: Cb3paBaHe W yMpaBAEHME Ha YAOCTOBEPEHUA 3a KBaAMOUUMPAH eAEKTPOHEH
noanuc/neyaT, BKAIOYUTEAHO Cb3AaBaHe Ha ABOMKAa KAKOYOBE - YacTeH U MybAMuveH 3a
KBaAMPULMPaH eAeKTPOHEH MOoAMMc/nevyat; M3noA3BaHe Ha edUKacHM TEeXHOAOrMM 3a
ocuUrypsaBaHe Ha eXepHeBHaTa paboTa Ha cucTeMaTa; MPOBEXAAHE Ha W3NUTBAHWUA U
npoBepKkn 3a be3oTKasHa paboTa M CUrYPHOCT Ha CUCTeMaTa; Cnas3BaHe Ha TeXHWYeCcKuTe
M3MCKBaHWA 3a paboTa C yCTpOWCTBaTa U NpU YCTaHOBABAHE Ha TEXHWYECKa Heu3npaBHOCT
yBEAOMABAHE Ha CbOTBETHUTE AABXHOCTHW AMLA;

» CucrteMeH oapMTOp - OTroBapA 3a CbXPaHEHWE Ha AaHHW, apxuBMpaHe W
yrnpaBA€HME Ha perucTpuTe Ha cbbuTmnA (No-cneumnmasHo 3a NpPoBepKaTa Ha TAXHaTa LAAOCT)
NPW M3BbPLUBAHE Ha BbTPELIHUM MPOBEPKM, KAKTO M 3a CbOTBETCTBMETO Ha AEMHOCTTa C
Pernament (EC) N2 910/2014. CUCTEMHUAT OAMTOP KOHTPOAMPA AEMHOCTTa Ha BCUYKM

perncrpumpallin opraHu, onepupawm Bb3 OCHOBa Ha Bb3AaraHe oT EBpOTp'bCT.
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5.2.2 NSANCKBAHUA 3A PASAEAAHE HA OTTOBOPHOCTUTE

Cay»knteanTe Ha EBpOTPBHCT (KaKTO BpEMEHEH, Taka U MOCTOAHEH) MMAT AAB>KHOCTHM
XapaKTePUCTUKM, ONPEAEAEHN OT TAeAHa TOUYKa Ha POAUTE, KOUTO M3MbAHABAT C PaspeAdHe Ha
3aAbAXEHMATa B CbOTBETCTBME C MPABUAOTO 3a Hal-MaAKO NpuBUAerum. YyBCTBUTEAHOCTTa Ha
No3nLUMATa Ce OMpPeAeAd Bb3 OCHOBa Ha 3aAbAKEHMA, HMBa Ha AOCTbM, KBaAMdUKaLMA W
AVIMAOMa

EBpOTPbCT M3MbAHABa CAeAHUTE M3MCKBAHMA 3a pPaspeAdHe Ha 3aAbAXeHuATa u
obAacTnTe Ha OTTOBOPHOCT:

> POAMTE W OTFOBOPHOCTUTE, KakTO Cca OfucaHu B MNOAUTUKaTa 3a
nHbOpPMaLMOHHa CUTYPHOCT Ha EBPOTPBCT, ca NOCOYEHN B AABXKHOCTHM XapaKTEPUCTUKM Ha
CAYXKUTEAUTE;

> AOBEpPEHUTE POAM, OT KOUTO 3aBNCKU CUTYPHOCTTa Ha AeMHOCTTa Ha EBpoTpbeT
Ca ACHO yCTaHOBEHW;

> MepcoHanbT Ha EBpoTpbcT € oduuManHO HasHayeH Ha AOBEPEHU POAWU OT

BMCLLETO PBbKOBOACTBO;,

> AoBepeHn poAn ce NnpMemaT OT Ha3HaYeHOTO AMLE 3a U3MbAHEHWE Ha POAATA;
> AOBEPEHNTE POAU CE U3MbAHABAT OT Pa3AUYHU CAY>KUTEAN;
> EBpoTpbcT rapaHTMpa, 4Ye BCUYKW CAYXKUTEAUM C AOBEPEHU POAM HAMaT

KOHOAMKT Ha MHTEpPEeCK, KOUTO MOXKe Ad HaKbPHM TAXHATa 6e3NPUCTPacTHOCT;

> AOBEPEHUTE POAU Ca CAYXKUTEAU MO CUTYPHOCTTa, CUCTEMHU aAMUHUCTPATOPMK,
CUCTEMHU OMNepaTopm U CUCTEMHUN OAUTOPU.

3a onpepeAeHU YAOCTOBEPUTEAHM YCAYrM MoraT Aa Ce M3UCKBa MNpWAaraHe Ha

AOMDBAHUTEAHN CI'IeLI,I/ICi)I/I‘-IHI/l poan.

5.2.3 MAEHTUOUKALMA N NMPOBEPKA 3A CAMOAUYHOCT 3A BCAKA POAA

MepcoHanbT Ha EBpPOTPBCT € MOAAOXKEH Ha UAEHTUOMKALMA U NpoBepKa 3a
CaMOAMYHOCT B CAGAHWUTE CUTyaLUN:

» KOraTo Ca BKAIOYEHM B CMUCbK Ha AMLUa C OrpaHWYeH AOCTbM AO Crpaan Ha

EBpoTpbCT;
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» KOraTo ca BKAKOYEHM B CMMCbK Ha AMLA C GU3MYECKM AOCTbM AO TEXHOAOTMYHATa
cMcTeMa U MpeXKoBU pecypcn Ha EBpoTpberT;

» KOraTo ca OBAACTEHU Aad U3MbAHABAT KOHKPETHA Bb3AOXEHA POAS;

» Cb3paBaHe M Bb3AaraHe Ha akayHT M napoaa B MHbOpMaLMOHHATa cucTeMa Ha
EBpoTpbeT;

BcAko ynbAHOMOLL@BaHe 3a M3MbAHEHME Ha ONPEAEAEHA POAA U3UCKBaA:!

» poaAaTa TpAbBa Aa ObAe YHMKAAHA M NPAKO CBbP3aHa C KOHKPeTHaTa AUYHOCT;

» He MoXe Aa Obae CMOoAEAEHa C APYTO AVLLE;

» TpAbBa aa 6bae orpaHuMyeHa A0 GyHKUMATA, Npou3TMYallla OT POAATa M Ad ce
M3NbAHABaA OT TOYHO orlpe,A,e/\eH 4yoBeK. PO/\FITa ce W3MNbAHABQA, qpe3 I'IpeAOCTaBFIHe Ha
codTyep, TEXHOAOIMYHA CUCTEMA W AOCTbM AO OfepaumoHHaTa cuctemMa Ha EBpoTpwber.
HpaBI/I/\HOTO M3NbAHEHWME Ha pO/\FITa N3NCKBa I'IpFIK KOHTpO/\ Bbpxy AADXKHOCTTA.

Onepauny, mM3BbpPWBaHN B EBPOTPBCT, KOUTO M3NCKBAT AOCTbM AO CMOAEAEHM
MPEXXOBM PEeCcypcy ca 3alMTEHW C BbBEAEHU MEXaHW3MU 3a CUAHA aBTEHTUPMKaLMA U

KpuntrpaHe Ha npeAaBaHUTE AaHHW.

5.3 KOHTPOA HA NEPCOHAAA

MepcoHanbT Ha EBpOTPBCT ce CbCTOM OT AOCTaTbyeH OPON BUCOKO KBaAMbULMPaHU
CAYXKUTeAn. AnuaTta, M3BbPLUBALLM AOBEPEHW POAM MMaT HeobxoaMMaTa npodecroHanHa
MOArOTOBKaA W OMWT, KOETO rapaHTUpa Cna3BaHe Ha M3MCKBaHMATa 3a CUMYPHOCT U TEXHUYECKN
HOPMW 3a oueHKa Ha curypHocTTa. [lpodecroHaAHUTe Mo3HaHMA B obAacTTa Ha
nHbopMaumMoHHUTE cucTeMu, KpuntorpaduaTta n nHbpacTpyKTypaTta Ha NyBAUYHUTE KAOHOBE
AaBa Bb3MOMHOCT Ha CAYXUTEAUTE C AOBEPEHU POAN A M3MbAHABAT KayeCTBEHO CBOUTE
CAYXEOHW 3aAbAXKEHNA.

CayxuteanTe Ha EBpOTpPBCT NpeMmHaBaT NepUOAMYHO Npe3 KypCcoBe 3a NOCAEABALLO
AOMBAHUTEAHO Oby4eHMe, OTrOBapPALLO Ha CbBPEMEHHUTE M3NCKBaHMA B OOAACTTa Ha AEMHOCT

Ha EBpoTpbCT.

5.3.1 KBAAMOUKALNA HA MEPCOHAAA
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EBpoTpbCcT ce yBepABaT, 4Ye AMLETO, KOETO WU3MbAHABA AOBEpPEHa pPOAA Ha
YaocToBepABaLLMA opraH UAM B cucTeMaTa Ha Pernctpupalyma opraH oTroBapA Hal-MaAKo Ha
CAEAHUTE U3NCKBAHWA 3a 3aeMaHe Ha AAbXHOCTTa:

» 3aBbPLUMAO € Hal-MaAKO CPeAHO obpa3oBaHme (AOKOAKOTO He Ce M3MCKBa APYro 3a
CbOTBETHaTa AAbXKHOCT);

» MOAMUCAAO € TPaAaHCKM WAM TPYAOB AOrOBOP, OMMCBAllL, HeroBaTa POAA B
cucTeMaTta U CbOTBETHUTE OTTOBOPHOCTY;

» NPeMUHaN0 e HeobxoamMaTa NOArOTOBKA, CBbpP3aHa C 0bxBaTa Ha 3aAbAXKEHUATA U
3aAa4nTe 3a HerosaTa No3numa;

» OUAO e 0byveHO B 0bAACTTa Ha 3aluMTa Ha AUYHUTE AGHHW;

» MOAMMCAAO € CrnopasyMeHue, CbAbPMKALWO KAay3a, OTHOCHO 3aluTata  Ha
yyBCTBUTEAHaTa (OT rAeaHa Touyka Ha curypHoctTa Ha EBpoTpbeT) mHpopmaumsa v Ha
KOHCI)I/IAeHLI,I/IaAHOCT Ha A@HHWUTE Ha noTpebuTeAnTe;

» He W3MbAHABA 3aAa4YM, KOUTO MoraT Aa AOBepAaT AO KOHCI)/\I/IKT Ha mnHTepecu c

AenHocTTa Ha EBpoTpbeT.

5.3.2 NMPOLEAYPU 3A NPOBEPKA HA NMEPCOHAAA

Bceku HOB cAyxkuTeA Ha EBpOTpBCT, KOMTO M3NbAHABA AOBEPEHA POAA, Ce MPOBepPABa
ot EBpoTpneT:

> 3aAa ce NOTBbPAM NPeAMLLIHA 3aeTOCT;

» 3a NpoBepKa Ha NPenopbKu;

» 3a A3 Ce NoTBbpPAM Obpa3oBaTeAHaTa CTemNeH;

» 3aAa ce nNpoBepu CBUAETEACTBO 3a CbAMMOCT;

» 3aAa ce NpoBepu AOKYMEHT 38 CAMOANYHOCT.

B cAyyan, koraTo UckaHaTa MHbopMaLma He e Ha pPa3noAoKeHue (Hanpumep, Nnopaam
AEVCTBall, 3akoH), EBpoTpbCT M3MoA3BaT APYry MO3BOAEHM OT 3aKOHa METOAM, KOWUTO
MO3BOAABAT A Ce cbbepe Hy»<HaTa uHdopmMaums.

EBpOTpbCT MOXKe Aa OTXBbPAM KaHAMAATypaTa, CBbP3aHW C U3MNbAHEHWETO Ha
AOBepeHaTa POAA WAU Aa NpeAnpueMe AEUCTBUA CpPeLly AWLe, KOeTO Beye € 3aeTo U

N3MNbAHABa AOBEpPEHAa POAA, akO Ce YCTaHOBMU, He:
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» e O6MAO NOABEAEHO OT KaHAMAAT UAU CAYXKUTEA NO OTHOLLEHME Ha NCKAHUTE AQHHM,
no-rope;

» MOAYYU CUAHO HEBAAronpPUATHN AN HE MHOTO HAAEXKAHW MPENOPDBKN OT MPEANLLHMN
paboToasaTenu;

» MNoAyYM MHOOPMaLMsA 3a KaHAMAATA 3@ HAaAMYME Ha KPMMWHAAHO MUHAAO MAW HETOB
CAY>KUTEA € BUA OCbAEH C BAA3AO B CMAA U BaAUAHO CbAEDOHO peLleHume.

MNpu HaAMYMe Ha HAKOE OT FTOPHUTE XMMNOTE3M, NMO-HATATbLUHNTE CTHMKK Ce U3BbPLUBAT

B CbOTBETCTBME C NpoLeAypuTe 3a 6e30MacHOCT Ha EBpOTPBCT 1 NPUAOKMMOTO NpaBo.

5.3.3 NSNCKBAHNA 3A OBYMEHUE HA NEPCOHAAA HA EBPOTPBCT
[MepcoHaAbT, KOUTO M3MbAHABA QYHKLMUTE M 33apaunTe, NMpousTUYalum OT Herosata
3aetocT B EBpoTpbcT mAm 3aetoct B Peructpupawima opraH (Npyv HaAnMdme Ha BbHLIEH
Pernctpupaly opraH), TpAbBa pa NPEMUHE NPe3 CAEAHUTE ObyYeHUnA:
» [pakTruka npu npeapoctaBAHEe Ha KBaAUDUMLMPAHN YAOCTOBEPUTEAHU YCAYTN” OT
ul 1P pu npea unp YA p yeAay
+EBpOTPBCT TexHoabaXMC" AA;
> [MoAantTrka npu npepaocTtaBAHEe Ha KBaAUDULMPaAHU YAOCTOBEPUTEAHUN YCAYTN” OT
" pu NpeA unp YA P YCAY
,EBpOTPBCT TexHoAbaKUC” AA;
» pasnopeabu, NnpoLeasypy U AOKYMeHTaLMA, CBbp3aHa CbC 3aeMaHaTa POAS;
» TEXHOAOTMM 3a CUTYPHOCT U NPOLLEAYPUTE CBBP3aHN CbC CUIYPHOCTTA, M3MOA3BaHMN
oT YaocTOBepABalLma opraH n Pernctpupalyma opran;
» cuctemeH codptyep Ha YaocToBepsiBalma opraH n Perncrpupalyma oprat;
» OTrOBOPHOCTU, MPOU3TMYALLN OT POAU N 3aAa4M, N3MBAHABAHM B CUCTEMATA;
> MpoLueAypW, W3MbAHABAHM MPM OTKas Ha cucTeMarta WAM MpPEeKbCBaHe Ha
y

AENHOCTUTE Ha YAOCTOBEpPABALLMA OpraH.

5.3.4 YECTOTA HA OBYYEHUATA U NSNCKBAHUA 3A HAATPAXXAAHE HA
KBAAUOUKALINATA HA CAYXKUTEAUTE

Oby4yeHunATa, ONUCaHW MO-rope ce MNPOBEXAAT PEeryAapHo. Te3n obyyeHusa ce
AOMbBABAT NPU NPOMAHA B HALMOHAAHOTO 3aKOHOAATEACTBO, B CEKTOPA WAM MpPU NPOMAHa B

AOKYMEHTaunATa n ,A,ePIHOCTTa Ha EBpOprCT.
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5.3.5 CMAHA HA PABOTATA
JJ1paKkTMKkaTa Npu NpeaocTaBsHE Ha KBaAUDUUMPAHU YAOCTOBEPUTEAHU YCAYTM” OT

,EBpOTPBCT TexHoabaKMC” AA He NpeanoAara HUKaKkBU M3NCKBAHMA B Tasn OOAACT.

5.3.6 CAHKLMM 3A N3BBPLUBAHE HA HEPA3PELUEHU AEUCTBUA

B cayyalt Ha oTKpunBaHe MAM Ha MNOAO3PEHME 3a HEOTOPU3MPAaH AOCTbM, CUCTEMHUAT
aAMUHUNCTPATOP 3a€AHO C aAMUHNCTPATOPBT MO CUTYPHOCTTa (CAY>KUTEAN Ha EBpOTPbBCT) MAK
€AMHCTBEHO Ha CUCTEMHMA aaMUHUCTPaTop (CAy»knTeA Ha PerucTpupaluma oprad, npwu
HaAMYMe Ha BbHLWeEH Pernctpupall, opraH) Moxe Aa NPeKpaTAT AOCTbMNa Ha M3BbPLUUTEAA AO
EBpoTpbcT mAn cuctemata Ha Peructpupawma oprad. [lo-HaTaTblwHUTE AVMCUMNAMHAPHU

AEWNCTBUA Ce KOHCYATUPAT C PbKOBOACTBOTO Ha EBpoOTpBCT.

5.3.7 AOroBOP CIMNEPCOHAAA

AVLa MAN KOHCYATaHTU (Hanpumep pa3paboTunum Ha coPTyep MAM KOHCYATAHTCKM
YCAYTM) MOraT pa CKAIOYBAT AOTOBOP 3a WM3MbAHABAHE Ha AoBepeHu poan B EBpoTtpber. B
TakvMBa CAy4Yaun, Te OTroBapAT Ha CblUUTE W3NCKBAHWA, MPUAOXKUMU 3@ CAYKUTEAUTE,
Ha3HayeHn B EBpoTpbCT.

CbraacHO CKAIOYEH AOTOBOP AMLATa UAUM KOHCYATAHTUTE Ca MOAAOXEHW Ha cbliaTa

npoLeAypa 3a NPOBEpPKa, KaKTo CAyXuTeAnTe Ha EBpoTpbCT.

5.3.8 AOKYMEHTALUNWA, NPEAOCTABEHA HA NMEPCOHAAA

YnpaBaeHneTo Ha EBpoTpbCT 1 ynpaBaeHmeTo Ha Pervctpupalyma opraH (B caydanm Ha
BbHWeH Perncrpupaly, opraH) TpAbBa Aa NPEeAOCTaBAT Ha CBOWTE CAYMKUTEAN AOCTbM AO
CAEAHUTE AOKYMEHTU:

»  YAOCTOBEPUTEAHU MOAUTUKY;

» YAOCTOBEPUTEAHU MPAKTUKU;

» LWabAOHU Ha UCKaHWA, 3aABAEHUA U AeKAapPaLnK;

» WN3BAEYEHWMA OT AOKYMEHTW, CbOTBETCTBALLM Ha U3MbAHABAHATA POASA, BKAIOYUTEAHO

M Ha BCNYKKN CNEeLWHN NpoLueAypn;
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> Ha6op OT OTroBOPHOCTU W 3aAbAXKEHWNA, CBbpP3aHWM C MN3MNMbAHABaHaTa POAA B

CncremMarta.

5.4 3AMNCU HA CBBUTUA NTNOAADBPXXAHE HA XXYPHAAU

3a edpeKTMBHOTO ynpaBAeHVe U GYHKUMOHMpPaHe Ha EBpoTpbCT, BCUMYKM cbbUTKS,
MMalLM CbLLECTBEHO 3HAYEHWEe BBPXY CUTYPHOCTTa U HAAEXKAHOCTTA Ha TEXHOAOrMYHaTa
CUCTEMA, KOHTPOAA BbPXY MEPCOHaAa W MOTPEOUTEAUTE, KAaKTO W Bb3AEUCTBMETO BbPXY
CUTYPHOCTTa Ha NPeAOCTaBAHUTE KBaAMDULMPAHN YAOCTOBEPUTEAHU YCAYTI, CE 3amnncear.

EBpoTpbcT peructpvpa BCUYKM  CbOUTMA, CBBP3aHM C >KU3HEHUA LWKbA Ha
YAOCTOBEPEHMATA, KAKTO N BCUYKM CbOUTUA, CBbP3aHW C reHepupaHe 1 pa3npocTpaHeHne Ha
YAOCTOBEPEHMA.

BcAka cTpaHa, cBbp3aHa MO HAKaKbB HaYMH C NPEAOCTaBAHE Ha YAOCTOBEPUTEAHMU
YyCAYTW, 3anucBa nHOpMaumaTa M A ynpaBAABa aAekBaTHO. VIHGopMaumoHHUTe 3anucm
CbCTaBAT PErMCTPUN Ha CbOUTUATA U CE CbXPAHABAT MO HAYMH, MO3BOAABALL, OTOPU3MPAHN ANLA
A3 MMaT AOCTBMN AO Tasu nHbopMauma (HanprvMep NpuW paspellaBaHe Ha CNOPOBE MEXAY
CTPaHW AN OTKPMBAHE Ha OMUTW 3a HapyLlaBaHe Ha curypHocTTa Ha EBpoTpbceT). 3anncaHute
cbbUTUA ce KoNMpaT 1 apxmeBMpaTt. PesepBHUTE KOMWA Ce CbxpaHABaT B cendose.

KoraTto e mpuAOXKKMO, perncTtpute Ha CbbuTUA ce Cb3paBaT aBTOMATUYHO. AKO He
MO>Ke pa ObAE Cb3AaAEH aBTOMATUYHO, 3aMMCHT CE CbXPaHABa Ha XapTuA. 3anncnTe NoaAexaT
Ha OAMT.

OanTOpPCKMAT ekun B EBpOTPBCT M3BbpLUBA PEAOBHM MPOBEPKWM 3a Crna3BaHe Ha
BbBEAEHUTE MEXaHM3MU, KOHTPOAM U MpoLeaypu CbraacHo ,[TpakTukaTta npu npeaocTaBsaHe
Ha KBaAnduLMpaHu yaoctoBeputearn yeayrn”, Pernament (EC) N2 910/2014 n aeticTBalLoTo
HauMOHaAHO  3akoHoaaTeAcTBo. OAUTOPCKMAT  eKkun  oueHsABa edeKTMBHOCTTa  Ha

CblLEeCTBYBaLLMTE MPOLIEAYPU 3a CUTYPHOCT.

5.4.1 BUAOBE 3ANMNUCH
EBpoTpbCT cb3aaBa 3anmcu 3a BCAKa AEMHOCT B paMKMUTE Ha CBOATa MHGPaCTPyKTypa.
ApxvMBHUTE 3anmncu MoraT Aa ObaaT KPUMNTUPAHU U CbXPaHEHW Ha HOCUTeAU, C LeA

npeanasBaHe oT NpoMAHa UAK daawmnduumpaHe.
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TakmBa 3anuncK ca paspeneHn B TPU OTAGAHU KaTeropum:

» 3anuncu Ha TeXHOAOTMYHaTa CUCTEMa - MPW MHCTaAMPaHe Ha HOB MAM AOMbAHUTEAEH
codTyep; Npu cTapTMpaHe Ha CUCTEMUTE N NMPUAOXKEHUATA B TAX; MPW YCMELHN ONuTK 3a
CTapTMpaHe Ha U AOCTbMN A0 xapayepHu un codtyepHu PKl-komnoneHnTu (Public Key
Infrastructure/ViHbpactpyktypa Ha nNyBAMYHMA KAIOY" Ha CUCTEMUTE);, reHepupaHe u
ynpaBA€HME Ha ABOWMKUTE KAIOYOBE W YAOCTOBEPEHWA 3a YAOCTOBEPABALLUMTE OPraHu W
KOMMOHEHTM B WHpacTpyKTypaTta Ha EBpOTpPBLCT, ynpaBAeHWe Ha KPUNTOMOAYAWUTE;
CbAbPXKaHME Ha MW3AAAEHWTE YAOCTOBEPEHWA; FEHepupaHe W yrpaBAeHME Ha ABOWKUTE
KAIOYOBE U YAOCTOBepeHUA Ha [loTpebuteanTe; cTapTupaHe Ha CUCTEMUTE U MPUAOKEHMATA
B TAX; NPW ONWUTWN 3a CTapTUpaHe U AOCTbIN A0 XapayepHn u codtyepHn PKI-koMnoHeHTH Ha
cuctemMuTe; reHepmpaHe Ha CnMCbK CbC cnpeHn K npekpateHn yaoctoepeHua (CRL);
nybAnMKyBaHe Ha U3A3AEHW BaAMAHU YAOCTOBEPEHUA B PEernucrbpa Ha YAOCTOBEpPEHMUATa;
KOHUrypupaHe Ha NpodUAM Ha yAOCTOBEPEHMA; CTaTyC Ha YAOCTOBEPEHWE B PEaAHO BPEME;
YyAOCTOBEPABaHE Ha BpeMe Ha NPEeACTaBEHO CbAbP»KaHUE;

» TpeLKu - 3anucute Cbabp»KaT MHGOPMaLMA 3a rPELKN Ha HUBOTO Ha MPEXKOBM
MPOTOKOAM; MPU CNIMPaHe Ha CUCTEMUTE U MPUAOXKEHNATA B TAX; MPW HEYCMeELHN ONuUTK 3a
CTapTMpaHe M AOCTbM A0 xapayepHu n codtyepHn PKI-KOMMOHEHTM Ha cucTemuTe; npu
CUCTEMHU CODTYEPHN U XapAyEepPHW CPUBOBE Ha CUCTEMUTE U APYrM aHOMaAUM B
naatbopmuTe;

» OAWTW - 3anuMcuTe CbAbPXKAT UHPOPMauus, CBbp3aHa C KBaAuduuMpaHUTe
YAOCTOBEPUTEAHU YCAYTM, HanpuMep: MNOCTbMUAU AOKYMEHTU 3a pPerncrpupaHe c LUeA
yCTaHOBABaHE Ha WAEHTUMYHOCT U MPOBEpPKa 3a CaMOAMYHOCT; Ha WCKaHUA 3a M3paBaHe,
NnoAHOBABaHe, CnnpaHe/Bb30OHOBABAHE U MpeKkpaTABaHe Ha YAOCTOBEPEHWA; BbTPELUHU
npoueAypn 3a unaeHTUdMKauma u perncrpaumsa; mspasaHe Ha CnUCbK Ha CnpeHwuTe u
npekpateHu yaoctoeperms (CRL) n T.H.

3anucuTe BKAOYBAT MHPOPMaLMA CBbp3aHa C:

» TUN Ha CbbUTNETO;

» NAEHTUOMKATOPU Ha CbbuTue;

» AaTa 1 4ac Ha CbbuUTneTO;
>

VI,A,eHTVICI)VIKaTOp VAN APYTU AGHHW, MO3BOAABALLUWM ONpeAeAAHe Ha AULLETO, KOETO €
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CBbP3aHO CbC CbOUTUNETO;

»  AaAV CbOUTMETO € CBbP3aHO C YCMEeLLeH UAM FPELLEH pe3yATarT.

CbxpaHABaT ce 3anncy, Cb3A3AEHW OT KOMYHUKALUMOHHWUTE KOMMOHEHTW B
nHdpacTpyKTypaTa.

CobxpaHABaT ce 3anMcuy Ha CTapu U akTyaAHW Bepcum Ha ,[1paKTrKa npu npeaocTaBaHe
Ha KBaAMULMPAHU YAOCTOBEPUTEAHU YycAayrn” un ,MoAUTMKa Npu NpeaoCTaBAHE Ha
KBaANPULMPAHWN YAOCTOBEPUTEAHN YCAYTH”; WABAOHN Ha WUCKaHWA, 3aABKW, MHCTPYKLMKM 33
paboTta n Ap.

AocTbn A0 MHPOPMaLMATa Ha 3aNUCUTE MMAT CaMO OBAACTEHU AMLA OT NePCOHaAa Ha

EepoTtpbcr.

5.4.2 CbBUPAHE HA AOKA3ATEACTBA

[Npu cbbupaHe Ha pAOKa3aTeAcTBa, EBpOTpPbCT Npmnaara cAepHUTE M3UCKBaHNA:

> EBpOTpbCT 3anmcBa M NoaAbpMa AOCTbIMHA 3@ MOAXOAALL MePUoA OT BPeEMeE,
BKAIOYMTEAHO 33 CAEA MPeycTaHOBABaHe Ha AEMHOCTTa CW, UsAaTa MHGOPMaLMA OTHOCHO
AQHHUTE, U3AAAEHW U MOAYYEHW MO BPEME Ha AEWHOCTTa CU, C LeA MNpPepoCTaBAHEe Ha
AOKa3aTeACTBa B CbAEDHM MPOWM3BOACTBA U C LEA OCUrypABaHE Ha HEenpeKbCHATOCT Ha
ycAayraTa;

> EBpoTpbCcT € npeanpren NOAXOAALLM TEXHNUYECKU U OPraHn3aumoHHN MepKU
cpelly HepaspeleHO WAM He3aKOHHO ObpaboTBaHe Ha AUYHU AAHHW U CPeLLy CAyYaklHa
3aryba, yHULLOKaBaHe UAM YBPEXAAHE Ha AYHU AQHHU;

> EBpoTpbcT e peructpupaHo B Penybamka bbarapusa, Ha TepuTopuATa Ha
Espona, n KaTo TakoBa, cnasBallkM €eBPOMENCKOTO U HaLMOHAAHO 3aKOHOAATEACTBO,
rapaHTMpa 4e AMYHUTE AaHHW ce obpaboTeaT B cboTBeTCcTBME C PernamenT (EC) 2016/679. B
TOBa OTHOLUEHME, NPEAOCTaBANKN YAOCTOBEPUTEAHU YCAYrM OT pascTtosHue, EBpoTpbeT
NPeAOCTaBs AOCTbIM A0 CBOUTE YCAYTM KaTo 06paboTBa CaMo Te3n MAEHTUONKALMOHHN AQHHM,
KOWTO Ca aAeKBaTHM, MOAXOAALLM U HE MPEKOMEPHO;

> 3ana3Ba MOBEPUTEAHOCTTa M LEAOCTTa Ha TeKylWMTe W apXMBUPaHU 3anmncu
OTHOCHO paboTaTa Ha YCAYruTe;

> AOKYMeHTH, Kacaelim GYHKUMOHMPAHETO Ha YCAYTUTE, Ce apXMBMPAT U3LAAO U
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NOBEPUTEAHO B CbOTBETCTBME C AODPUTE BDU3HEC NPaKTUKK;

> 3anucuTe, OTHACALLM Ce A0 EKCMNAOATaLMATA Ha YCAYr1Te, Cce NPEAOCTaBAT, ako
Cce M3NCKBAT C LeA NPeAOoCTaBAHE Ha AOKAasaTeACTBa 3a MPAaBUAHOTO GYHKLMOHMpaHe Ha
YCAYrUTE 3a LLeAUTE Ha CbpAeOHOTO NPOU3BOACTBO;

> 3anncBa ce TOYHOTO BPEME Ha 3HaYMMWUTE 3a YMNpaBAEHWE Ha AEMHOCTTa
CbOUTMA, KaTO yNpaBAEHME Ha KAIOHOBETE U CUHXPOHM3aLUMA Ha YaCOBHUK;

> BpemeTo, n3noA3BaHoO 3a 3anncBaHe Ha CbOUTUA, KAKTO Ce M3NCKBa B OAUTHUTE
3anucu (audit log), ce cuHxpormsmpa ¢ UTC Ha noHe BeAHDBXK Ha AeH;

> 3anuncuTe, oTHaCALLM Ce AO YCAYTUTE, Ce CbXPaHABAT 3a ONPEAEAEH NMEPUOA OT
BpEeMe, KONTO € MOAXOAALL 3@ NPEeAOCTaBAHE HEOOXOAMMUTE NPABHU AOKA3aTEACTBA N KaKTO
e 3anmcaHo B ObLWuMTE YCAOBUA U AOTOBOP;

> CvbuTtnAaTta ce pernctpupar no HauymMH, KOUTO HE MOXKEe AECHO Aad Obae U3TPUT
MNAU YHULLLOXKEH ,0CBEH aKO Ca HAAEXKAHO MPEXBBPAEHUN KbM ABATOCPOYHWN apPXMBU B PaMKUTE

Ha CpOKa, B KOUTO Te TpAbBa Aa 6bAAaT CbXxpaHABaHW.

5.4.3 YECTOTA HA Cb3AABAHE HA 3ANNCHN

NHbopmMaLumaTa 3a eAeKTPOHHUTE »KYPHAAW Ce reHepurpa aBTOMaTUYHO.

C uen Aa ce naeHTUOULMPAT Bb3MOXKHWU HE3aKOHHU AEMHOCTU aAMUHUCTPATOPBT MO
CUTYPHOCTTa, CUCTEMHUTE aAMUHUCTPATOPU U OAUTOPDBT, aHaAM3npaT nHbopmaumaTa, Han-
MaAKO BEAHDBXK B PaMKUTE Ha eAVH PaboTeH AeH.

AAMNHUCTPATOPBT MO CUTYPHOCTTa MMa 3aAbAXKEHWETO Aad NMPaBU MPETAEA U OLLeHKa Ha
TOYHOCTTa W MbAHOTaTa Ha pPerucTpupaHuTe CbbUTUA U Aa NpPoBepsABa CbOTBETCTBMETO C
npoueaypwTe 3a cUrypHocT Ha EBpoTpbCeT.

3anucuTe B perncrbpa Ha CbOUTUATA Ce PasrAeXAaT B AETAVAW HaW-MaAKO BEAHDBXK
Mece4yHo. Bcako cbbutre noasexkmn Ha obsACHEeHMEe 1 ce ONMCBa B AHEBHMK Ha CbbuUTUATA.
[NMpouecbT MO Nperaep Ha AHEBHMKa Ha CbbUTMATaA BKAKOYBA W MNpoBepKa 3a HEroBoTO

darwmdnumpaHe A NpoMaAHa.

5.4.4 NEPNOA HA CbXPAHEHMUE HA 3ANMUCH
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ypHaAn Ha 3anucy Ha perncrpupaHm cbbuTus ce CbxpaHaBaT BbB ¢alinoBe Ha
CUCTEMHMA ANCK 3a Hal-MaAKo 6 (wecT) Meceua. [pe3 ToBa BpeMe Te ca AOCTbMHM OHAANH WA
B NPOLEC Ha TbpPCEHE OT BCEKU OTOPU3MPAH CAYXKUTEA Ha EBpoTpbeT. Caep TO3M nepuog,
3anmncuTe ce CbXpaHABaT B apXmBuTe.

ApXxu1BUpPaHK KypHaAK ce 3anasBaT B NpoabAxKeHWe Ha noHe 10 roanHu.

5.4.5 3ALLUNTA HA APXUBA

ApXMBBT Ce MOAMMUCBA C EAEKTPOHEH MOAMWC U EAEKTPOHEH BpPEeMEeBM neyart.
NHdbopmaumaTa oT 3anucuTe B AOroBeTe NEePUOANYHO Ce 3anmncBa Ha GU3NYECKN HOCUTEAMN,
KOWTO Ce CbXpaHfABaT B creumaseH cerd, HamMmpaly ce B NoMelleHne C BUCOKa CTeneH Ha
du3MyecKa 3aLumTa 1 KOHTPOA Ha AOCTbMA.

[MpOTOKOA OT AOroBe Ha CbbUTUATa MOXKe pa Obae NpepasraepaH eANHCTBEHO OT
aAMUHMCTPaTOpa Mo CUTYPHOCTTa, CUCTEMHUA aAMUHUCTPAaTOP UAM oamTopa. AocTbn A0
perncrbpa Ha CbbUTUATa € KOHPUrypmrpaH Mo TakbB HaAUYMH, Ye:

» CaMO YNbAHOMOLLEHW AMLA MMaT NPaBO Ha YeTeHe Ha 3anucuTe B Perncrbpa;

» CaMO aAMMHUCTPATOPBT MO CUTYPHOCTTa MOXKE Ad aPXMBUpPA UAW N3TpKBa GanroBe
(cAep TAXHOTO apXUBMPAHE), CbAbP>KALLM PETUCTPUPAHNTE CbOUTUA;

» e Bb3MOXHO A2 Ce OTKpUE BCAKO HapyLleHue Ha LLeAOCTTa;

» EBpoTpbCT rapaHTMpa, Ye 3annucmte He CbAbpPXKaT MPOMYCKU WA MOANPaBEHM
3anucu;

» Anua 6e3 NpaBo Ad NPOMEHAT CbAbPXKAHNETO Ha XKYPHaAUTE, HAMAT AOCTbMN AO TAX.

EBpoTpbCcT Npmnaara npoueaypuTe 3a 3aliMTa Ha PErmcTpupaHmUTe CbOUTUA MO TaKbB
HauuMH, 4e AOPU U1 CAEA KaTO XYpPHaAuTe 6baaT apXMBUpPaHU, € HEBB3MOMHO Ad ObAAT N3TPUTK

3anmcun, NpeAmn Aa U3Teve NeproAbT Ha MOAAbPXKAHEe Ha apXMBa.

5.4.6 NOAADBPXAHE HA PESEPBHU KOMNMUA HA 3ANMNCUN HA CbBUTUA

MNoaabpXaT ce pe3epBHW KOMUA OT 3anvcuTe B AOFOBETE Ha CUCTeMUTE, KOUTO ce
CbXpaHABaT HapeXAHO. Te3n Konua ca Cb3paBaT OT OBAACTEHM AULA Ha EBpoTpbeT.

MNpoueaypuTe 3a cUrypHOCT Ha EBpOTPBCT n3nckeaT pernctpute Ha cbbutna pa 6baaT

MOAAO>KEHMW Ha pesepBHO konupaHe (backup) B cboTBeTCTBME C yTBBPAEH rPadurK, HO HE No-
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MaAKo OT 4 NbTu B ropAnHaTa.

5.4.7 CUCTEMA 3A YBEAOMABAHE CAEA AHAAU3S HA SAINTUCU

EBpoTpbCT e pa3paboTna npoueaypa 3a aHaAM3 Ha 3anncu Ha CbOUTUA, N3MbAHABAHU
B CMCTeMaTa, KOATO NO3BOAABA MPErAeA Ha TeKyLLMTe CbOUTMA N aBTOMaTUYHO yBEeAOMABA 3a
3anAaxm UMAM NpobuB B cuUrypHoctTa. B cAyvanm Ha AeMHOCTWM, mMMalLM BAMAHWE BbPXY
CUTYPHOCTTa Ha cucTeMaTta, aAMUHUCTPATOPBT MO CUTYPHOCTTa U CUCTEMHUA aAMUHNCTPATOP
6uBaT yBeAOMABaHM aBTOMaTU4HO. B ocTaHaAuTe cAyvan, yBEAOMAEHWETO Ce HacoyBa CaMo
KbM CUCTEMHNA aAMUHNCTPATOP.

KoraTto ce npeaaBa KpUTUYHa VIHCI)OpMaLI,l/IFl Ha YMbAHOMOLLEHW AMLA, OT TAeAHa TOYKa
Ha CUIYPHOCTTa Ha cCuUCTeMaTta, Ca MPEABUMAEHW CUTyauuun, NMpu KOUTO TpaHchepbT ce
M3BbPLUBA 4Ype3 APYrM, MOAXOAALLO obe3neyeHU CPeACTBa 3a KOMYyHMKauWA, Hanpumep
MOBUAEH Te/\edJOH, eAeKTPOHHa noua.

KoMneTeHTHUTE OpraHn MMaT 3aAbAXEHUNETO Aa NpepnpuneMaT CbOTBETHUTE MEPKU 3a

NpeAOTBpaTABaHe Ha OTKpMTaTa 3anAaxa.

5.4.8 YA3BUMOCT U OLLEHKA HA PUCKA

EBpoTpbeT KAacndULMpa 1 NOAABPXKA PETUCTPU Ha BCUYKUW aKTUBM B CbOTBETCTBUE C
nsmckBaHuata Ha ISO/IEC 27001. CeraacHo ,[Moantukata no curypHoct” Ha EBpoTtpbeT ce
M3BbPLUBA aHAAM3 3a OLEHKaTa Ha YA3BMMOCT MO BCUYKM BbTPELLEH MPOLEAYPU, MPUAOIKEHUA
M MHOOPMALMOHHM cncTeMu. I3McKBaHWA 3a aHaAM3 MOTaT, CbLLO Taka, Aa 6baaT onpeaseAeHm
OT BbHLUIHA MHCTUTYLMA, YTbAHOMOLLLEHA A3 U3BbPLLBA OANT Ha EBpOTpBCT.

AHaAM3bBT Ha puUCKa Ce M3BbPLIBa Hal-MaAKO BEAHbXK roamwwHo. PelweHuneto aa ce
MPUCTBNN KbM aHaAK3 ce n3ebpLuBa oT CbBeTa Ha AMpeKTopuTe.

AAMUHUCTPATOPBT MO CUTYPHOCTTa KOHTPOAMpa oOMa3BaHe Ha 3anucute no
CUTYPHOCTTa B XKYPHaAUTE, KOPEKTHOTO apXMBMpaHe Ha Pe3epBHUTE KOMUA, AEMHOCTUTE,
M3MNbAHEHU B CAyYall Ha 3anAaxm 1 CbOTBETCTBMETO C HacToAlaTa [TpakTuka.

EBpOTPBCT M3NbAHABA CAEAHNTE M3NCKBAHWA:

> EBpoTpbCT M3BbPLUBa OLEHKa Ha PUCKa, 3a A MAEHTUOUULMPAE, aHaAM3npa u

oueHABa pUCKoBeTe Mpun NMNPeAoCTaBAHE Ha YAOCTOBEPUTEAHU YCAYTN, KaTO B3e€Ma MNPEABUA
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B613HEC N TEXHNYECKM BbMPOCK;

> EBpoTpbcT M3bMpa nopxoaALMTE MEPKU 3a TPETUMpPaHe Ha PUCKa, KaTo B3eMa
NPeABUA Pe3yATaTUTe OT OLeHKaTa Ha pucka. MepkuTe 3a TpeTupaHe Ha p1cKka rapaHTmMpar,
4e HMBOTO Ha CUrYPHOCT € CbM3MEPUMO CbC CTeMNeHTa Ha PUCKa;

> EBpoTpbcT onpeaena BCUYKM MBUCKBAHWA 3a CUIYPHOCT W OMepaTUBHU
npoueasypu, HEOBXOANMM 3a NPUAaraHe Ha U3bpaHNTE MepPKK 3a TPETUPaHE Ha PUCKa, KaKTo
€ AOKYMEHTMpPaHO B MOAMTMKATa 3a CUTYPHOCT Ha WHPOpMaumMATa M NpakTMkaTa npwu
NnpeAoCTaBAHE Ha YAOCTOBEPUTEAHWN YCAYTH;

> PbkoBOACTBOTO HO EBPOTPBCT peaOBHO Npepasraexaa U peBu3rpa oLeHKaTa

Ha pucKa.

5.5 APXUBUPAHE
NHdpopMaumaTa 3a 3HauUMMUTE CbOUTUA Ce apXMBUPA B EAEKTPOHEH BUA NMEPUOAMNYHO.
EBpoTpbCT apxvBuMpa BCUYKK AaHHM U daliAoBe, CBbp3aHW C: nHbopMaumata npu
perncrpauma; CbC CUrypHOCTTa Ha CMCTEMaTa; BCUYKN MCKaHMA, MOAGAEHU OT NnoTpebuteante;
uAraTa  MHGOpPMauMA 3@  MOTPEOUTEANTE;  BCUYKW  KAIOYOBE,  W3MOA3BaHW  OT
YaocToBepaABalLmTe opraHn 1 oT Pernctpupaluma opraH; 1 LuAAaTa KOPECMOHAEHLMA MEXAY
EBpoTpbcT 1 notpebuteanTe. Ha apxmBrpaHe ca NOAAOMKEHN BCUYKU AOKYMEHTU U AAHHMU,
N3MNOA3BaHW B NpoLEeCa Ha NPOBEPKa Ha CAMOAUYHOCTTA.
AoCTaBUMKDBT CbXpaHABa apxmBa BbB GOPMaT, MO3BOAABALL, Bb3NPOU3BEXKAAHE

M Bb3CTaHOBABaHe.

5.5.1 BUAOBE APXUBUA

EBpoTpbCT ynpaBaABa ABa BMAG apPXMBU: XapPTUEHN N EAEKTPOHHMN.

5.5.2 NEPNOA HA CbXPAHEHUE HA APXUBA
ApXx1BUpPaHUTE AaHHW (Ha XapTUA N B EAEKTPOHEH BMA) Ce CbXpPaHABAT 3a Nepmoa oT
MUHUMYM 10 roamHu. Caep n3THYaHe Ha TO3M NEPUOA Ha CbXPaHeHWe, apXMBUPaAHNTE AaHHU

MoraT Aa 6bAAT YHULLLOXKEHN.
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5.5.3 3ALLUTA HA APXUBHA UHOOPMALINA

EBpoTpbCT CbxpaHABa apxMBMPaAHUTE 3anucuM MO  Ha4YMH, KOWTO W3KAIOYBA
HEOTOPU3MPAHN U HEAOBEPEHW AMLA Ad UMaT AOCTbN A0 TAXx. VHbopmaumaATta, kosaTo e
apxvBMpaHa MO EeAeKTPOHEeH MbT, € 3aluTeHa CpeLly HeOTOPU3MPAHO pPasrAeKaaHe,
MoamduLMpaHe, n3TpmBaHe wmAn dbaawnduumpaHe, ypes BHeppsaBaHeTo Ha Cucrtema 3a
KOHTPOA Ha AOCTbMa (MOCPEACTBOM aKayHTW M MapoAW). 3a LEeAUTE Ha apxXMBUPaHETO ce
M3MOA3BAT HAAEKAHN €AEKTPOHHN HOCUTEAU, KOMTO He MoraT Aa ObAAT AECHO YHULLIOXKEHU
VAW M3TPUTK NPE3 NepMoaa Ha CbxpaHeHue.

3a ueAnTe Ha CUrYPHOTO CbXpaHABaHE Ha apXMBHUTE PpaliAOBe B eAEKTPOHHa popMa
Te Ce MOAMMCBAT C EAEKTPOHEH MOAMKC.

EAEKTPOHHUTE KOMYHUKALMU MEXKAY AOKAAHNTE KOMMOHEHTW Ha MHbpPaCTPyKTypaTa ca
3almMTeHn Ha basa craHaapTa PKIX.

OTpaneyeHUTEe EAEKTPOHHN KOMYHUMKaLWK Ca 3alUMTEHN U ca ba3mpaHu Ha CTaHAapTa
PKIX.

AOCTaBUMKDBT NpeLeHsaBa U3NOA3BAaHETO Ha MOLLEHCKM N KYpPUEPCKU YCAYTM 1 daKc ¢

MNoTpebuteaunTe.

5.5.4 Bb3CTAHOBABAHE HA APXUBUPAHA NHOOPMALIUA

OT cblecTBEeHO 3HayeHMe 3a MNpPaBMAHOTO OyHKUMOHUpaHe Ha EBpoTpber e
Bb3MO>KHOCTTa pe3epBHUTE KOMUA Aa ObAAT HAaMbAHO Bb3CTaHOBEHMW (HaNnpMUMep cAes CpuUB B
cucTemarTa).

MNoapOOHM NpoLesypw 3a apxuBMpaHe, Cb3paBaHe Ha KOMWA M Bb3CTaHOBABaHE Ha
cucTeMaTa CAep aBapun, Ca ONMCaHM B TEXHMYECKaTa AOKYMeHTauma Ha EBpoTpbeT cbe cTaTyT
.BbTpewHa”. Tasn AOKyMeHTauMA e AOCTbMHa E€AMHCTBEHO 3a OTOpM3MpPaH MNepcOHaA M

npoBepABaLLM OPraHu.

5.5.5 USNCKBAHUA 3A OTBEAA3SBAHE HA BPEMETO HA APXUBUPAHE
ApxvBHUTE AaHHW ce obesneyaBaT C yAOCTOBepABaHe Ha TOYHOTO BpPeMe Ha

NMOAMMNCBAHETO NM.
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5.5.6 CbXPAHABAHE HA APXUBA

CucremaTa 3a cbbupaHe Ha apXMBHW AAHHU e BbTPelHa cuctema 3a EBpoTpbcrT.
I3kAtO4EeHMe OT ToBa NPaBUAO Ca apXMBUTE, KOUTO ce cbbupaT oT Perncrpupatuma opran.

ApxvBHaTa MHPopMaUMA (Ha XapTUA U Ha EAEKTPOHHW HOCUTEAM) Ce CbXpaHABa

HaAAEXKHO B crielmaneH cend B noMellleHne C BUCOKa CTeneH Ha dusmyecka 3almra.

5.5.7 NMPOLEAYPU 3A AOCTHIN U NPOBEPKA HA APXNUBUPAHATA
MHOOPMALINA

AoCTbN A0 apxmMBa € Bb3MOXKEH CaMO 3a OTOPU3NPAHU CAY>KUTeAU Ha EBpPOTPBCT caep
YyCNeLHo yAOCTOBEPABaHE U MOTBbPKAEHME Ha NpaBaTa 3a AOCTbIM.

AaHHNTe ce npoBepABaT NEPUOANYHO 1 Ce CbMOCTaBAT CNPAMO OPUTMHAAHUTE AaHHW,
C LeA NpoBepKa Ha LLeAOCTTa Ha apxmBMpaHaTa MHGopMaLuma. Tasm AEMHOCT Ce M3BBPLLBA MOA
Hap30pa Ha aAMWMHWUCTPATOP MO CUIYPHOCTTa, KaTo Ce BOAAT 3anMcK 3a BCeKW eTan oT
npoueaypata. PesyaTaTuTe OT npoBepkaTa ce 3anMcBaT B CbOTBETHUTE PErncTpu Ha
cbbuTMATA.

AKO ce yCTaHOBAT NMOBPEAU UAU MOAMDUKALMN Ha OPUTMHAAHUTE A@HHM, LLeTUTe ce

npemMaxsaT Bb3MO>KHO Hal-6bP30, CbrAaCHO BbTPELLHUTE NpoLeAypU 1 NpaBuAa B EBpoTpbeT.

5.6 YNPABAEHUE HA AKTUBU

EBpoTpbCT ynpaBaAaBa CBOUTE aKTUBM NPUAAraiki M3NCKBaHWATA, KaKTO CAeABa:

»> EBpoTpbCcT € ocuryprvao noaxoAAWO HWMBO Ha 3aluTa Ha CBOWTE aKTUBW,
BKAKOYUTEAHO U Ha MHOOPMALMOHHUTE aKTUBMK;

> EBpoOTPbCT noaabp»<a WMHBEHTapPU3auus Ha BCUYKM MHOOPMALMOHHM aKTUBU U

onpeaend KAaCVICIDI/IKaLI,VIFI B CbOTBETCTBME C OLeHKaTa Ha PUCKa.

5.7 MNPOMAHA HA KAIOY HA AOCTABYUKA

AoCTaBYMKDBT MOXKE A3 MPOMEHU KAIOYA, CbOTBETCTBALL, Ha M3A3AEHO YAOCTOBEPEHME,
CaMO KaTo M3A3A€ HOBO YAOCTOBEPEHME UAN MOAHOBU TEKYLLOTO.

HacTHMAT KAIOY Ha YAOCTOBepABaLL, OpraH Moxe pAa 6bAae MPOMEHEH B CAyYal Ha:

» U3TU4aHe Ha CPOKa Ha BAAMAHOCT Ha CbMbTCTBALLOTO MY YAOCTOBEPEHUE,
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> BbBeXXAaHE Ha HOBW YCAYTM OT EBpOTp'bCT, KONTO HaAarat npoMeHun B
XaPaKTEPUCTUKNTE Ha YHaCTHUA KAKOY (HaanMep npoMeHn CBbP3aHM CbC CUTYPHOCTTa U

N3MCKBaHE 3a HOBU NMPUAOKNMU KpVII'ITOFpad)CKI/I KOM6VIHaLI,I/Il/I).

[Mpn nNpoMAHa Ha YaCTHUMAT KAIOY Ha YaocTtoBepABalwma opraH Ha EBpoTpber ce
cnasBaT CAEAHUTE MpaBuUAa:

» YpocToBepABaWMAT OpraH, C 4YUNTO KAIOY Ce MOAMUCBAT MOTpebuTeAcKuTe
YAOCTOBEPEHMA, N YUNTO KAIOY Lile 6bae MPOMEHEH, CNMpa U3AaBaHETO Ha yaocToBepeHna 60
(LuecTaeceT) AHV NPEeAN MOMEHTA, B KOMTO OCTaBalLMA NePUOA Ha BaAMAHOCT Ha YaCTHUA KAIOY
Ce M3PaBHU C MEPUOABT Ha BAAMAHOCT Ha MOCAEAHOTO U3AAEHO YAOCTOBEPEHUE;

» YAOCTOBEpPABALMAT OpraH, C YMWTO 4YacTeH KAloY ce noanmcea Cnucbka cbe
cnpeHu n npekpateHn yaoctoBepeHua (CRL) n 4miito yacTeH KAlo4 we 6bae MPOMEHEH,
NPOABAXKABA Ad NMYOAMKYBa CMUCHLW, MOAMMCAHN CbC CTapMA YaCTEH KAIOY AO MOMEHTa, B

KOWTO M3Teye CPOKbBT Ha BAAMAHOCT Ha MOCAEAHOTO NyBAMKYBaHO YAOCTOBEPEHME.

5.8 KOMIMPOMETUPAHE HA KAKOHYOBE WU Bb3CTAHOBABAHE CAEA
ABAPUU

Tasu vact ot ,[lpakTukaTa Npu NpeaocTaBaAHe Ha KBaAUbULMPAHN YAOCTOBEPUTEAHM
yCAyrn” onucBa npoueaypuTe, U3BbpLIBaHW OT EBpoTpbCT, mpu aBapum (BKAIOYUTEAHO
NPUPOAHN 6GEACTBMA) 3@ Aa Ce BbB3CTAHOBUM OOCAY>KBaHETO Ha noTpebuteamnTe. Tesm
npoLeAypw ce N3BbpLUBaT B CbOTBETCTBUE € nNpueT ,[1AaH 3a Bb3cTaHOBABaHe Npw beacTBuA”.

3a CAyYyauTe Ha HacTbMMAa aBapuA WAW 3arAaxa OT HacTbMBaHe Ha aBapuA ca
pa3paboTeHn npoueAypw 3a CnpaBAHE C Te3n HeobuvarHM CUTyaLMn 1 3a Bb3CTaHOBABaHE
Ha HopMaAHaTa paboTta Ha EBpoTpbeT. [pn eBeHTyaAHW 3anAaxu 3a HacTbNBaHe Ha aBapun ce
NpPaBu aHaAM3 Ha HAANYHOCTTa Ha KPUTUYHNTE Pecypcu HEODXOAMMU 3a Bb3CTaHOBABaHe Ha
cucTtemara. [1paBAT ce TeKyLLUM OLEHKM Ha pa3xoaMTe 3a Bb3cTaHoBABaHe. /IMa npoueaypu 3a
aBapuu C MHGOPMALMOHHUTE TEXHOAOTUM U 33 aBapuKn € BusHec npouecute. Taka Hanpumep,
B 0ob6AacTTa Ha UHPOPMALMOHHUTE TEXHOAOTUY, MMaA U3UCKBAHMA 33 CbXPaHEeHMe Ha CUCTEMHN
XapAyepPHU pecypcu, N3MCKBaHWA 3a CbXPaHEHWE Ha CUCTEMHWN A@HHUW, KaKTO 1 3@ CbXpaHeHue

Ha cneundunyHn (HeCTaHAAPTHI) XapAyepHU pecypcu, pasnpeseAaHe Ha cUucTeMHM (paboTHN)
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CTaHUMU, NHTEPHET, NHTPAHET U T.H.

To3n nAaH ce TeCcTBa BEAHDBXK FOAMLLHO U € OBEeKT Ha ObyveHue OT CAY>KUTeAUTE Ha
EBpoTpncrT.

[AaHbT Ha EBpOTPBCT 3a Bb3CcTaHOBABaHE CAep DEACTBME € Cb3AAAEH C LIeA A3 OCUTYPH
MbAHO Bb3CTaHOBABAHE Ha BCUYKM GYHKLUMM Ha EBPOTPDBCT B paMKUTe Ha eaHa ceaMULa CAea,
Kpu3a, 3acerHana rAaBHUTe CTpykTypu. EBpoTpbcT msnpobsa cBoeTto obopyaBaHe B
CTPYKTypaTa cu, 3a Ad MOAABbPKA GYHKLMUTE Ha YAOCTOBepABaLLMA opraH n Pernctpupalyma
opraH caep 3HauyMMa Kpwusa, KOATO Ou crnpAra GYHKUMOHUPAHETO Ha UuAAaTa CTPYKTypa.
PesyATaTuTe OT Te3M NPOBEPKM CAY>KaT 3@ OLEHbYHU W NAaHMpaLLm aenHocTu. Leata e npwm
HEeObXOAMMOCT, HaNpPUMeEpP CAe 3Ha4YMMa Kpur3a, AEMHOCTTa Ha CTPyKTypaTa Ha EBpoTpbCT pa

Ce Bb3CTaHOBU KOAKOTO Ce& MOXKe MO-CKOPO.

5.8.1 AENCTBUA NPU ABAPUU

APXMBHUTE AGHHW, CbAbPIKALLM MHGOPMaLMA 3a UCKaHWATa 3a U3AABaHE, ypaBAeHNe
N NpeKkpaTABaHe Ha YAOCTOBEPEHUA, KaKTO U 3annCuUTe Ha BCUYKU U3AAEHU YAOCTOBEPEHMA
B 6asaTa AaHHW Ce CbXpPaHABAaT Ha CUTYPHO M HAAEKAHO MACTO U Ca Ha PasnoAOXeHWe Ha
EBpoTpbCcT Npm norckBaHe OT YMbAHOMOLLIEHUTE AMLA B CAyHam Ha Bb3HWMKBaHe Ha aBapuA.

3a aencTuA npun aBapum EBpoTpbeT e paspaboTua ,laaH 3a n3BbHPeAHU cuTyaLummn”,
KOWTO Cce NpoBepABa BEAHDBK FOAULLHO.

EBpoTpbeT TpAbBa pa MOXKe Aa OTKpUE BCEKU Bb3MOXEH MHUMAEHT. CAep aHaAM3 Ha
CAYYMAOTO Ce, LeATa € Aa Ce MPeAoTBPATAT ObAelUM MHUMAEHTW, OCHOBaHW Ha CUCTEMHU
rPeLKN UAM CPUBOBE Ha YCAYTM U TEXHOAOTMW. 33 Ad Ce M3BbPLUN BCUYKO TOBa, EBpoTpbCT
HabAloA@Ba BCUYKM CUCTEMU U YCAYTM 6e3 npekbcBaHe (24x7), a CbLLO MMa Ha Pa3noAOXKeHue
TenedoH 3a mMHbOpPMauMA M MOMOLL, KbAETO MoTpebuteante Morat Aa yBeAOMABaT 3a
MHUMAEHTUN NAU HEN3MPABHU YCAYTH.

MAaHBT NOCOYBa NPUOAN3INTEAHOTO BPEME 3a OTKPMBaAHE Ha BCAKAKBB BUA MHLMAEHTU.
EBpoTpbCT rapaHTupa, 4e BCEKM MOTEHLMAAEH UHLIMAEGHT MOXKe Aa 6bae OTKPUT. AOCTaBUYNKBT
€ B CbCTOAHME AA@ pasrpaHWyaBa pPeaneH WMHUMAEHT OT daAlwmvBa TpeBora. 3a TexKuTe
MHUMAEHTW ce cboblliaBa Ha PbKOBOACTBOTO. [lAaHBT mocoyBa NMPUOAM3UTEAHO BpeMe 3a

YBEAOMAEHWE N NOTBbPXKAABaHE. Onpe,A,e/\ﬂ pPOoANTE N OTTOBOPHOCTUTE. ,A,aBa OUeHKa Ha BnAa
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MHLUMAEHT, MOAXOAALLO BPEME 3a peakuma 1 nocreaBalum aencrama. CbbutnaTa ce 3anmcear.
AOKyMeHTUpaT ce MNpUYMHUTE 3@ MHUMAEHTA U MO KakbB HayuMH TOW ce e OTpasWA Ha
edeKTUBHOCTTa Ha paboTaTa. 3anuceaT ce NpeAnpueTUTe MepKu (BpeMe 3a peakuma 1 Bpeme
3a Bb3CTaHOBABaHE Ha yCAyrata uAm cuctemarta 1 T.H.). [peanarat ce nopobperna. Tosu naaH
MOCOYBa KakbB TUM apXMBMPAHE Ce M3BbPLLBA, Ha KaKBW MHTEPBAAW, Kbae Aa Ce CbxpaHABa

nHbopMaumATa N CTPYKTypaTa U T.H.

5.8.2 MHUMAEHTU, CBbP3AHU CbC CPUBOBE B XAPAYEPA, COOTYEPA
n/NAn AAHHUTE

LianaTa nHPopMauma npu Kparkba Ha xapayep, codTyep U/MAM AaHHW ce npeaasa Ha
aAMUHUCTPaToOpa NO CUIYPHOCTTa, KOWTO AEWNCTBA, B CbOTBETCTBME C BbTPELLHM NPOLIEAYPH,
pa3paboTeHn oT EBpoTpbCT.

Tes3n npoueaypw ca CBbpP3aHU C aHaAM3 Ha CUTyaumMATa, Pa3CAeABaHe Ha MHUMAEHTA,
MepPKU 3a MUHUMUN3MPAHE Ha MOCAEAULIUTE U HEAOMYCKaHe Ha MOAOOHM MHLMAEHTU B bbaelLLe.

B cayyal Ha cpmBoBe B Xxapayepa, codTyepa nam B AaHHUTE, AOCTaBYNKBT yBEAOMABA
NOTPEOUTEANTE, BbB3CTAaHOBABA KOMMOHEHTUTE Ha WHPPACTPyKTypaTa W MPUOPUTETHO
Bb30OHOBABa AOCTbMNa AO MPEeAAaraHUTe YAOCTOBEPUTEAHU YCAYrM, A0 yeb calTa cu U A0
CnucbKa cbe cnpeHn n npekpateHn yaoctoseperma (CRL).

3a TakmBa cayvam EBpoTpbCT e paspabotua ,[AaH 3a ynpaBAeHWE Ha MHUMAEHTU".
AoCTaBYMKDBT MMa MAaH 3a ynpaBA€HME Ha BCUYKU MHUMAEHTW, KOMTO 3acAraT HOPMAaAHOTO
dyHKUMOHMpPaHe Ha nHbpacTpyKTypaTa Ha NyBAUYHUA KAIOY. TO3M NAAH € B CbOTBETCTBME C

lNAaH 3a 6usHec, NAaH 3a HenpekbcHaToCT U [NAaH 3a Bb3cTaHOBABaHE Npu beacTBUA..

5.8.3 KOMNPOMETUPAHE AU CBMHEHME 3A KOMIMPOMETUPAHE HA
YACTEH KAIOY HA YAOCTOBEPABALLUA OPITAH HA EBPOTPBCT

AOCTaBUMKDBT MoAara AbAXKWMaTa Tpuxa, 3a A3 MNOAAbPXA HeNpeKbCBaeMOCT U
LAAOCTHOCT Ha YAOCTOBEPUTEAHUTE YCAYTM, CBBP3aHU C YAOCTOBEPEHMATA, KOUTO M3AAB3,
NOAABPXA U yNpaBAABa.

AOCTaBYMKBT MOAAra MakCMMaAHU FPUXKK B PaMKUTE Ha Bb3MOXHOCTUTE U pecypcute

Cun, Aa MNHMN3NPa PpMCKa OT KOMMPOMETNPaAHE Ha KAKOHOBETE Ha yAOCTOBepﬂBaLLI,l/ITe cn
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OpraHu BCAEACTBME Ha NMPUPOAHU BEACTBUA MAM aBapUK.

B cAyyan Ha KOMNpoMeTnpaHe MAN CbMHEHME 33 KOMMPOMETUPaHe Ha YaCTeH KAIOY Ha
YaocTtoBepsABaly opraH Ha EBpoTpbCT, ce npeanpureMaT CAeAHUTE AENCTBUA:

» npekpaTtABa ce He3abaBHO YAOCTOBEPEHMETO Ha ONepaTUBHUA OpraH;

> YAOCTOBepABaWIMAT OpraH reHepupa HOBa ABOMKa KAKOHOBE U HOBO
YAOCTOBEpPEHME;

» BCUYKW NOTPebUTeAM Ha yAOCTOBepeHusa ce WMHPOPMUpAT 3a CAYYMAOTO Ce
He3abaBHO, C MoOMoOLITa Ha CPeACTBaTa 3a MacoBO ocBepoMABaHe (MHbopMauuMa Ha
CTpaHwuuaTa Ha EBpoTpbCT) 1 eneKTpOoHHa noua;

» unHGOPMMPAT Ce BCUYKM AOBEPABALLM CE CTPaHW;

» YAOCTOBEPEHMETO, CbOTBETCTBALLO Ha KOMMPOMETUPAHUA KAKOY Ce BMuCBa B
CnuncbKka cbe cnpern n npekpateHn yaoctoeperuna (CRL), 3aeaHO ¢ noaxoaALla NpuYmHa 3a
npekpaTtaBaHe;

» BCUYKW MNOTPEOUTEACKM YAOCTOBEPEHWA U3AAAEHM OT  YAOCTOBEPEHMETO
CbOTBETCTBALLO Ha KOMMPOMETUPAHMA YaCTeH KAIOY ce npeKpaTaBaT 1 3anuceaT B Cnucbka
CbC CMpPEeHU W NpeKpaTeHu YAOCTOBEpPEHME, KaTo Ce MOCOoYBa MOAXOAALLA MPUYMHa 3a
npeKkpaTABaHEeTO UM;

» W13AaBaT Ce HOBU YAOCTOBEPEHMA Ha 3acerHaTuTe noTpebuteaw;

» HOBUTE YAOCTOBEPEHUA Ha NOTpebuTeAnTe ce M3paBaT 3a CMeTKka Ha EBpoTpbeT
(noTpebuteanTe He AbAXKAT Takca);

» u3BbplwBa ce He3zabaBeH aHaAM3 U U3rOTBA AOKAaA 3a MNpuyYMHaTa 3a
KOMMPOMETUPaHETO.

Te3un onepaunm ce n3BbpLUBAT B CbOTBETCTBME C NAaHa, pa3paboTeH oT EBpoTpbCT, 3a
MHUMAEHTWN CbC CUTYpPHOCTTa. 103K MNAaH ce pa3paboTBa OT ekun Ha EBpoTpbct nop
PBbKOBOACTBOTO Ha aAMUMHUCTpaToOpa MO CUrypHocTTa U ce opobpsABa or CbBeTa Ha

AMpeKTopuTe Ha EBpoTpbCT.

5.8.4 HENPEKbCHATOCT HA BUSHECA N Bb3CTAHOBABAHE CAEA ABAPUUN
EBpoTpbcT ynpaBAABa HemnpekbcHaTOCTTa Ha Ou3Heca CU MpUAaraviku CAepHUTe

N3NCKBaHWMA:
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> EBpoTpbeT mMa cb3paseH [aaH 3a HenpekbcHaTOCT Ha paboTaTa, KOWTO
NEePUOANYHO TECTBA M MOAABPKA aKTyaA€H, U KOWTO CAeABa Aa Ce NMpueMe B CAyYal Ha
beactBne. TO3M AOKYMEHT ypexAa MOArOTOBKaTa WM MNpoLecuTe, 3a Aa Ce rapaHtupa
3ana3BaHeTo Ha AeMHOCTTa Ha EBpoTpbeT. LleaTa e nocTrraHe Ha npreMcTBEHOCT B AMHOCTTa
Ha APY>KeCTBOTO W 3aliMTa Ha Ou3Heca, Korato ca HaAMYHW FOAEMU TMPEKbCBaHUA Ha
HOPMaAHUTE TbPrOBCKM onepaumu;

> B CAyYal Ha 6eACTBUME, MPU OTKa3 Ha KPUTUYHN KOMMOHEHTU Ha TEXHOAOTMYHATa
CUCTEMA, BKAIOYMTEAHO XapAyep, cobTyep WMAM KOMMpPOMEeTMpaHe Ha 4YacTeH KAKY Ha
EBpoTpbCT, onepauunmnTe ce Bb3CTaHOBABAT B PaMKUTE Ha 3abaBAHETO, YCTAaHOBEHO B MAaHa 3a
Hel'lpeK'bCHaTOCT. Pa3r/\e>+<AaT ce HpVI‘-IVIHVITe 3a 6eACTBl/IeTO, B3MMaAT Ce NMOAXOAALLN MepKl/I 3a

OTCTPaHABAHETO My U ce HabeAA3BaT MEPKK TO Aa He Ce MOBTOPMU.

MNoAUTMKaTa 3a CUTYPHOCT, KOATO W3MbAHABa EBPOTPDLCT, B3eMa noa BHWUMaHWe
CAEAHWUTE 3anAaxu, BAUACLLM BbPXY HEMPEKbCHATOCTTa Ha NPEAOCTaBAHUTE YCAYTU:

» CpVB B KOMMIOTbPHaTa cucTeMa Ha EBPOTPBCT, BKAIOYMTEAHO CPUB B MPEXOBUTE
Pecypcu - MOXKe Aa HacTbMM MO CAy4aeH MbT;

> cpuB B codTyepa, HEN3NPABHOCT UAWN CMIMPaHE Ha AOCTbMa A0 AAHHU - MOXe Ad
HacTbMU YpPe3 HEMOAXOAALLM TMPUAOMKEHUA WAW 3AOBPEAEH codTyep OT noTpebuTeu
(HanpuMep BUPYCK, YepBeU, TPOAHCKM KOHe);

» 3aryba Ha BaXXHU MPEeXOBU YCAYTU1, CBbP3aHWN C MHTepecuTe Ha EBpoTpbeT - MoXxe
Aa HaCTbNU NPU CPUB B EAEKTPONPEHOCHaTa MpeXka;

» KOMMpOMeTMpaHe Ha 4YacT OT MpexaTa, W3noA3BaHa oOT EBpoTpbcT 3a

NPeAOCTaBAHE Ha CBOUTE YCAYTH.

3a pa ce NpeaoTBPATAT MAM OrpaHuyaT 3arybute oT ropHUTE 3anAaxm, KaTo apeKBaTHa
NOAUTMKA 3a@ CUTYPHOCT, EBPOTPBCT NpeanpreMa CAeAHOTO:

> BcuYkM Tutyaapun/Cob3pateAn 1 A0BepABaLLM ce CTPaHu Aa 6baaT MHbOPMUpPaHK,
Bb3MO>KHO Har-6bP30 M MO Ha4YMH, KOMTO € Hal-MOAXOAALL, 33 CbLLECTBYBALLOTO MOAOXKEHWUE;

> peryaAapHo ce cb3paBaT U apxXMBMpaT KOMUA Ha BCUYKM KOMMOHEHTU OT

nHdpacTpykTypaTa Ha EBpoOTpbCT, KOUTO ce CbxpaHaBaT Ha A0Ope 3awmTeHo 1 6esonacHo
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MACTO;

> MNepuoAMYHO Ce Cb3paBa Pe3epBHO Komue Ha ba3aTa AaHHW, KOETO BKAIOYBa
BCUYKM MOAAAEHW UCKaHWA, W3AAAEHW, MOAHOBEHU U MNPEKpaTeHW YAOCTOBEPEHMUA.
Pe3epBHUTE KONKMA Ce apXMBUPAT U CbXpaHABaT Ha A0bpe 3almMTeHO 1 6e3onacHo MACTO;

» MNepUOAMYHO Ce Cb3AaBa PE3ePBHO KOMME Ha BCEKM CbPBbP;

» 4acCTHUTe KAloYOBe Ha EBpOTpBCT ca pa3aeAeHn B CbOTBETCTBME C MPOLLeAypuUTe 3a
CUFYPHOCT 1 Ype3 TalHO cnoaeAaHe. Te ce Abp»aT OT AOBEPEHM AMLLAa Ha CUTYPHO U 3aLLUTEHO
MACTO;

» noaMAHaTa Ha pecypcuTe ce OCbliecTBABa MO HaylH, KOWTO MO3BOAABA
Bb3CTaHOBABAHE Ha HaN-HOBUTE AGHHW.

MNpoueaypuTe 3a Bb3CTaHOBABAHE Ha CMCTEMaTa CAeA aBapun ca TECTBAT BbPXY BCEKM
KOMMOHEHT Ha TEXHOAOTMYHaTa cucteMa Ha EBPOTPBCT Hal-ManKo BeAHDBXK FOAMLLHO. Te3n
TEeCTOBEe Ca 4YacCT OT BbTPELUHNA OAMNT.

AKTyaAm3auma Ha codTyepa e Bb3MOXKHAa CaMO CAeA MPOBEXXAAHE Ha WMHTEH3UBHU
TecToBe B TEeCTOBa Cpeaa U AEVCTBUA B CTPOro CbOTBETCTBME C OMUCAHWUTE MPOLEeAYPU Ha
EBpoTpbcT. Becaka npoMaAHa B cucteMaTa M3NCKBa Cbraacme 1 npueMaHe oT apMmHUCTpaTopa
MO CUTYPHOCT.

[py BCcAKO Bb3CTaHOBABaHE Ha CUCTeMaTa CAep DeACTBMEe, aAMUHUCTPATOPDBT Mo
CUTYPHOCTTa UAU CUCTEMHUAT aAMUHUCTPATOP U3MbAHABAT CAEAHOTO:!

» aKO aHaAM3bT Ha PUCKa MAEHTUOMLMPA MHGOPMaLNA, U3NCKBALLA ABOEH KOHTPOA
3a ynpaBAeHWe, HanpuMep KAIOYOBe, ToraBa 3a Bb3CTaHOBABAHETO Ce MNpuAara ABOEH
KOHTPOA;

» TNPOMEHAT BCUYKM M3MOA3BaHU NPeAU TOBa NapoAK;

» npemaxsaT BCUYKM NpaBa 3a AOCTbMN A0 PECYPCUTE Ha cucTeMaTa;

» npoMmeHAaT Bcuukn kopose U MNVIH Homepa, cBbp3aHu ¢ PpusmMyeckna AOCTbM A0
CbOPBKEHWATA U KOMMOHEHTUTE Ha cucTeMara;

» aKo Bb3CTaHOBABAHETO OT aBapuATa BKAIOYBA NPEUHCTaAaLMA Ha onepaunoHHaTa
cucTemMa un nomolleH codTyep, Bcuukm IP appecn oT cucTeMaTta U HEMHUTE MOAMPEXN ce
NPOMEHAT;

> nperaeAp Ha aHaAmM3 Ha NpuYnHnNTE 3a 6e,A,CTBI/IFITa.
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5.9 TMPEKPATABAHE HA AEMHOCTTA HA EBPOTPBLCT
3aAbAKEHMATA, OMUCaHW MO-AOAY, Ca paspaboTeHn, 3a Ad  MUHUMU3MpPAT
NPeKbCBaHMATa B AEMHOCTTa Ha NOTPebUTEAUTE N AO0BEPABALLMTE Ce CTPaHW, NPOU3TMYaLLM

OT peleHneTo Ha EBpoTpbCT A2 NpeycTaHoBKM paboTa.

5.9.1 MAAH 3A NPEKPATABAHE HA AEMHOCTTA

EBpoTpbcT e cb3pano [laaH 3a npekpaTABaHe Ha AEMHOCTTa 3a OCUrypABaHe Ha
HENPeKbCHATOCT Ha OOCAY>KBaHETO W KOHKPETHW CLeHapun KbM Hero B CbOTBETCTBUE C
M3nNCKBaHMATa Ha Hapeaba 3a OTroBOPHOCTTa M 3a MpekpaTABaHeTO Ha AENHOCTTa Ha
AOCTaBYMLMNTE Ha YAOCTOBEPUTEAHUN YCAYTU N CAEAHNTE U3NCKBAHUA:

> EBpOTpbCT € npeanpuren MepKu 3a CBeXAaHe A0 MUHVMYM Ha MOTEHLMaAHU
NPeKbCBaHWA Ha YAOCTOBEPUTEAHUTE YCAYTU, KOUTO NOA3BAT NOTPebUTEAN N AOBEPABALLM Ce
CTPaHW, B pPe3yATaT Ha NpeKpaTABaHETO Ha AEMHOCTTa Ha apy»xecTtBoTto. [lo-cneumasHo
EBpoTpbcT ocurypsBa HenpekbcHaTa MNOAAPbBXKKA Ha uHbopMaumAta, HeobxoaMMa 3a
NpoBepKa Ha KOPEKTHOCTTa Ha YAOCTOBEPUTEAHUTE YCAYTU;

> EBpoTpbeT nMa akTyaneH [MAaH 3a npekpaTABaHe;

> npean Aa npekpatm ycayrute cu, EBpoTpbcT  wmHbopMupa  BCUuKK
3aMHTEPECOBaHN  CTPaHW, MNOTPebuTeAn, AoBepABallM Ce  CTpaHW,  AOCTaBYULM,
MOAV3MBAHUTEAN UAW APYTU CTPaHW, C KOWTO MMa CropasyMeHUA U CbOTBETHUTE HAA30PHM
opraHu;

> npeAn Aa nNpekpatu ycayrute cu, EBpoTpbCT npekpaTABa paspelleHMeTo Ha
BCUYKWN MOAM3MBAHUTEAM (MPW HaAMYMe Ha TakuBa) Aa AEWUCTBAT OT HEroBo MMe npwu
M3MbAHEHWE Ha KakKBUTO U Aa OUAO QyHKUMM, CBbp3aHM C Mpoueca Ha M3pAaBaHe Ha
YAOCTOBEPUTEAHU TOKEHMU;

> npean pAa NpekpaTn ycayrute cn EBpOTPBCT NpexBbpAA 3aAbAKEHWATA CU Ha
HaAEXKAHa CTPaHa 3a MOAABbPrKaHe Ha LAAaTa MHGopMaLma, HeobXxoAMMa 3a MPeAOCTaBAHE Ha
AOKa3saTeACTBa 3a HeroBaTa AEMHOCT 3a pa3yMeH MeproA OT BPeMe, OCBEH aKo Ce AOKake, Ye
He NpuTe)kaBa TakaBa MHPOpPMaLMA;

> npeAan Aa MnpekpaTn ycAyrute cu, EBpOTpPBCT yHULLOXKaBa WMAW U3TErAA OT
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ynotpeba Mo HaynH, MO KOWUTO He MoraT Aa ObaaT M3BAEYEHW, CBOWTE YaCTHU KAIOHOBE,
BKAIOYUTEAHO Pe3epPBHN KONUA (Npu HaAndne);

> NpeAn aAa NpeKpaTn YCAYruTe Cu, Korato e BbaMo>kHO, EBpoTpbCT npeanprema
MepKM 3a NPEXBbPAAHE Ha MPEAOCTaBAHUTE YAOCTOBEPUTEAHU YCAYTM 3a CbLLECTBYBALLUTE CU
NOTPEBUTEAN Ha APYT AOCTAaBYMK Ha KBAaAUPULMPAHN YAOCTOBEPUTEAHN YCAYTH;

> EBpoTpbcT MMa 3acTpaxoBKa 3a MOKpPUBaAHE Ha Pa3XOANTE, AOKOAKOTO TOBa €
Bb3MOXHO, B CAy4al 4ye daAvpa WMAW MO APYrM MPUYMHW He e B CbCTOAHWE Aa MOKpue
Pa3xoAUTe, HO B paMKUTE Ha OrpaHuyYeHuATa Ha MPUAOXKMMOTO 3aKOHOAATEACTBO MO
OTHOLLUEHME Ha HEeCbCTOATEAHOCTTa;

> EBpoTpbcT noaabpKa WAM MNPExXBbPAA Ha HapeXAHa CTpaHa CcBouTe
3aAbBAXKEHUA A MPEAOCTaBA Ha Pa3NOAOXKEHNE NYOANYHUTE UAN YAOCTOBEPUTEAHU TOKEHN Ha

AOBepABaLLNTE Ce CTPaHU 3a PasyMeH Nepmoa oT BpeMe.

5.9.2 NSNCKBAHUA, CBbP3AHU C NMPEXOAA AO NPEKPATABAHE HA
AEAHOCTTA HA AOCTABYMKA

[peak yaOCTOBEPABALLMA OPraH Aa NPeKpaTh YCAYTUTE CK, TON € AABXKEH Aa:

> yBepoMmaBa OpraHa No HaA30p 3a CBOETO HaMePEHME Aa NPEKpPaTH YCAYrUTe cu, B
CAy4alh Ha WCK 3a obABABaHE Ha APYXECTBOTO B HECbCTOATEAHOCT, obABABaHe Ha
APYXECTBOTO 3a HEAEUCTBUTEAHO WAM 3a APYTO MCKaHe 3a NpekpaTAaBaHe, NAM 3a 3ano4BaHe
Ha npoueAypa Mo AMKBUAAUMA. YBEAOMAEHMETO CAeaBa Aa Obae HanpaseHo 4 (4eTnpw)
Mecela NpeAn AOTOBOPEHaTa AaTa Ha NpeKkpaTABaHe;

» yBeAOMU (Har-MaAKo 4 Mecela nNpean TOBa) CBOUTE NMOTPEDOUTEAM 3a PELLUEHUNETO
Aa NPeKpaTy NPeAOCTaBAHUTE OT HErO YCAYTH;

» MNPOMEeHMN CTaTyCca Ha CBOUTE YAOCTOBEpPEHUA;

» npeKkpaTh BCUYKU YAOCTOBEPEHMA Ha MoTpebuteAnTe B paMKUTe Ha obABeHuA
NepuoA 3a NpeKpaTABaHe Ha AEVHOCTTa;

» YBEAOMU BCUYKM CBOU NOTPEOUTEAM 3a NPEeYCTaHOBABAHE Ha YCAYTUTE;

» npaBu TbProBCKU PasyMHU YCUAMA, 3@ A@ CBEAE AO MUHWMYM HapyllaBaHeTO Ha
MHTEepecuTe Ha NnoTpebuteanTe;

» N3BbpLIBa HEOOXOAMMUTE AENCTBUA, 3a Aa MoxKe OpraHa Mo Haa30p Aa MOAABPIKA
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CnuncbKa cbe cnpern 1 npekpatenn yaoctosepenuns (CRL).

Ako Peructpupall, opraH KaTo BbHLIHa OpraHuM3auuWA, € B3eAa pelleHne 3a
npekpatABaHe Ha MPeACTaBUTEACTBOTO Ha EBpoTpbcT no noBoa npeaocTaBAHM
YAOCTOBEPUTEAHU YCAYTU, TOM € ANBXKEH Ad!

» yBepoMn EBpoTpbcT 3a CBOETO HaMepeHuMe Aa MpeKkpaTy  AenHOCTTa.
YBeAOMAEHNETO CAeABa Aa Obae HanpaBeHo 4 (4eTUpK) MeceL,a NPeAn AOrOBOpeHaTa paTa Ha
npeKkpaTtABaHe;

» npepaBa Ha EBpOTPBbCT LAAOCTHaTa AOKYMEHTauUMA, CBbp3aHa C OOCAYXBaHETO Ha

I'IOTpe6l/ITe/\l/ITe, BKAIOHUTEAHO apXmBa N AQHHUTE 3a OAUT.

5.9.3 NMPEKPATABAHE HA AEMHOCTTA HA YAOCTOBEPABALL, OPTAH

[Npu npekpatABaHe Ha AEMHOCTTa Ha YAOCTOBepsABall, opraH, EBpoTpbcT na3sbpLuBa
CA€AHOTO:

» ChepBa aKTyaAMsmpaH U OAO0DpPEH OT PbKOBOACTBOTO MAaH U CLeHapuh 3a
npekpaTaBaHe Ha AEWHOCTTa Ha yaocToBepsABal, opraH. VHdopMupaHeTo Moxxe aa ce
M3BBPLUN YPE3 UMENA VAN Ype3 NyOAMKYBaHe;

> yBepoMmABa noTpebuteanTe, OpraHa nNoO Hap30p W TpeTuTe CTpaHW 3a
npekpaTABaHETO Ha AEMHOCTTa Ha CBOA YyAocToBepsBal, opraH. VHbopmauuata ce
NPeAOCTaBA Ype3 UMENA UAN Ype3 NyObAMKyBaHe Ha calTa Ha EBpoTpbCT;

» npekpaTABa paspeLlleHneTo Ha BCUYKM ANLA, KOUTO MMaT AOTOBOPHU AEMHOCTH Ad
N3BbPLLBAT AEMHOCTWN, CBbP3aHN KOHKPETHUA YAOCTOBEPABAaLL, OpraH;

» npeau npekpaTABaHe Ha AEMHOCTTa Ha YAOCTOBEpPABaLLMA OpraH, B pa3yMeH CPOK,
MPEeXBbPAA 3aAbAXKEHWATA CUM MO MOAAbP)KAHE Ha uAArata MHGopMaums, HeobxoaMMa 3a
NPeAOCTaBAHE Ha AOKa3aTEACTBa Ha HapEeXAHa CTPaHa;

» npean Aa npekpaty AeMHOCTTa, YaCTHUTE KAIOYOBE, BKAIOYUTEAHO pe3epBHUTE
KOMuA, ONBAT YHULLLOXKEHU MAU U3TETAEHW OT ynoTpeba No TakbB HauYMH, Ye AUYHUTE KAKOYOBE
Ad He MoraT Aa ObAaT U3BAEYEHN;

» NpW Bb3MOXKHOCT NPEXBbPAA AEMHOCTTa CU Ha APYT KBAaAMOULMPAH AOCTaBYUK;

» EBpoOTpbCT Npraara MepKn 3a NOKPMBaHE Ha Pa3XxoAMTE B CAyHal Ha BaHKPYT MAK

nopaAn APYrv NPUYMHK 3a NpeKkpaTABaHe Ha AEUCTBMETO Ha yaOCTOBepABall, opraH. B cayyan,
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4e He e B CbCTOAHME Aa MOKPUE pPasxoamTe caM e MPEeABUMAMA MEPKU B paMKUTe Ha
MPUAOXMMOTO 3aKOHOAATEACTBO;

» MNPOMEeHA cTaTyca Ha OnepaTUBHOTO YAOCTOBEPEHME;

» npekpaTABa M3AABaHETO HOBWU YAOCTOBEPEHMA, HO MPOAbAXAaBa Aa YNpaBAABa
aKTMBHUTE YAOCTOBEPEHNA A0 Kpas Ha TAXHOTO AENCTBUE;

» nNpaBu TbProBCKM Pa3yMHU YCUAMA, 33 Aa CE CBEAE A0 MUHMMYM HapylLlaBaHETO Ha
NHTepecuTe Ha noTpebuteanTe.

EBpOTPbCT cAean 1 He pAOMyCKa M3pAaBaHE Ha YAOCTOBEPEHME 3@ CPOK, MO-AbABI OT

BaAMAHOCTTa Ha YAOCTOBEPABALLMA OPraH, KOUTO ro € U3AAA.

5.9.4 NMPEXBBbPAAHE HA AEMHOCT KbM APYI AOCTABYMK HA
KBAAMOULMNPAHUN YAOCTOBEPUTEAHU YCAYTU

3a Aa ce ocurypum HenpPeKbCHATOCT Ha M3AaBaHe Ha KBaAMGULMPaHN YAOCTOBEPUTEAHN
YCAYrM 3a noTpebuteanTe, EBpOTPBCT MoOXe aAa nopnulie cnopasymMeHue C  Apyr
KBaAMULMPaH AOCTAaBYMNK Ha YAOCTOBEPUTEAHU YCAYTU. B To3m cayyal, EBpoTpberT:

> yBepoMmaABa OpraHa No HaA30p 3a HaMepPEeHMETO CU, He MOo-KbCHO OT 4 Meceua
NPeAu AaTaTa Ha NpeKpaTABaHe U NPEXBbPAAHE Ha AEVHOCTTa;

» noAara BCUYKW YCUAUA U TPWXKKM, 33 Ad MPOABAXKWN AEUCTBMETO Ha M3A3AEHUTE
NOTPEOUTEACKM YAOCTOBEPEHUA;

» yBepomaABa nucMeHo OpraHa no Haa3op u [MoTpebuteante, Ye AEMHOCTTa My ce
noemMa OT APYr PerucTtpmpaH AOCTaBYMK, KaKTO W OTHOCHO HauMMEHOBAHWETO My.
YBeapoMaeHmeTo ce nybankyBa B VIHTepHeT cTpaHuuaTa Ha EBpoTpbeT;

» yBepoMsaBa [loTpebuteAnTe OTHOCHO YCAOBMATA MO NOAAPDBXKKA Ha NPEeXBbPAEHUTE
YAOCTOBEPEHMA KbM NpuemMalLma AocTaBymK;

» TMPOMEHA cTaTyca Ha onepaTnBHUTE YAOCTOBEPEHUA N HAAAEXKHO NpeAaBa LaAaTa
AOKYMeHTaUMA, CBbp3aHa C AEMHOCTTa CU Ha npueMawma AOCTaBYMK, 3a€AHO C BCUYKMU
apPXMBU, KAKTO N BCUYKWN U3AAAEHU YAOCTOBEPEHNA (BAANMAHW, MPEKPATEHU U CMIPEHN);

> W3BbpLIBa HEOOXOAMMUTE AEWCTBMA 33 MPEXBbPAAHE Ha 3aAbAXKEHMATa no
NoAAPBXKKa Ha MHGOpPMaLMATa KbM NpueMama AOCTaBYmK;

> MNpexBbpAA YMPaBAEHMETO Ha BeYe U3A3AAEHWTE YAOCTOBEPEHUA 3a KpawnHW
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notpebuTeAn KbM npremalmna AocTaBumK;

MNpuemawmar AocTaBuyMK noema npaBaTa M 3apbAXeHUATa Ha EBpoTpbeT C
npeKkpaTeHa AEVHOCT U MPOAbAXaBa Aa YNPaBAABa akTUBHUTE YAOCTOBEPEHUA A0 Kpas Ha
TAXHOTO AENCTBME.

ApxnBbT Ha EBPOTPBCT C npekpaTeH cTaTyc TpAbBa Aa bbae NpesaseH Ha AocTaBumKa,

npUeA AEMHOCTTa.

5.9.5 OTHEMAHE HA KBAAUOULINPAH CTATYT HA EBPOTPBCT UAU HA
KBAAMOULUPAHNA CTATYT HA CbOTBETHA YCAYTA

Mpn oTMAHa Ha KBaAndMUMpaHWA cTaTyT Ha EBpPOTPBCT MAM Ha HAKOA OT
NPEeAOCTaBAHUTE OT HEroO YAOCTOBEPUTEAHM YCAYTU, TOU U3BbPLLBA CAEAHOTO:!

»> yBeAOMABa NoTpebuTeAnTe CU 3a NMPOMEHEHUA CU CTaTyT WAM TO3W, Ha CBOWUTE
YCAYTU;

» MNPOMeHA CTaTyca Ha CBOUTE YAOCTOBEPEHUA;

» npekpaTtABa Aa M3AaBa HOBU KBaAUULMPaHU YAOCTOBEPEHMSA, HO MPOABAXKABA Ad
yNpaBAfABa aKkTUBHUTE YAOCTOBEPEHMA A0 KPaA Ha TAXHOTO AENCTBUE;

» NpaBu TbProBCKM Pa3yMHU YCUAMA, 3@ Aa CE CBEAE A0 MUHMMYM HapylLlaBaHETO Ha

NHTEpEeCuTeE Ha I'IOTpe6l/ITe/\VITe.

6 YNPABAEHUE N KOHTPOA HA TEXHUYECKATA CUTYPHOCT

Taaun yact ot ,lpakTrkaTa Npu NpeasocTaBaHe Ha KBaAUDULMPAHU YAOCTOBEPUTEAHM
yCAYrn” onuncea NpoueAypuTe 3a reHeprpaHe 1 ynpaeaeHue Ha KpunTorpadckmTe KAloYoBe 1
CBbP3aHUTE C TAX TEXHUYECKU U3NCKBAHUA.

EBpPOTPBCT M3MOA3Ba EAMHCTBEHO HAAEXKAEH U CUTYpeEH Xapayep v codTyep, KouTo ca
4acT OT KOMMIOTbPHaTa CUCTEMa Ha APY>KeCTBOTO. KOMMIOTbPHUTE CUCTEMMU, Ha KOWUTO
PaboTAT BCUYKM KPUTUYHN KOMMOHEHTN OT MHGPACTPyKTypaTa Ha EBpoTpbCT, ca obopyaBaHM
M KOHOUTYpUPAHM CbC CPEACTBa 3a AOKaAHa 3aliMTa Ha AOCTbMa A0 codTyepa w
MHGOPMaLMOHHNTE  AaHHW. EBpPOTPBCT M3MNOA3Ba NpoLEAypW 3a YMNpaBAEHWE Ha
nHbOpPMaLUMOHHATa CUTYPHOCT Ha UAAaTa MHpacTpykTypa Ha EBpoTpbCeT B cboTBETCTBUE C

O6LLI,OI'IpI/IeTI/I B MEeXXAYHApPOAHATa NMpakKTUKa CTaHAQPTH.
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3a ocurypABaHe Ha HapEeXAHa €KCrAoaTauuA M CUTYPHOCT Ha >KU3HEHUA LMKbA Ha
KOMMIOTbPHUTE cucTeMU EBPOTPBLCT NpuAara cAepHUTE M3UCKBaHMA:

> npu paspaboTtBaHe Ha HoBWM cuctemm EBpoOTpbCT wm3BbplBa aHaAn3 Ha
M3MCKBAHUWATA 38 CUTYPHOCT OLLE Ha eTan NPOoeKTUpPaHe 1 cneumdnKauma KaTo No TO3n Ha4ymH
rapaHTMpa, 4e CUrypHocCTTa e BrpaaeHa B VT cuctemure;

> EBpoTpbcT npuAara moAMTMKa 3a CUIYPHOCT M MPOLEeAypa 3a KOHTPOA Ha
MPOMEHU NP N3BBPLUBAHE Ha OCbBPEMEHABAHNA, MOANPUKALIMM Ha aBapUeEH 1 onepaTUBEH
codTyep 1 NPOMeHU B KOHUrypaumaATa;

> NPOoLLeAyPUTE BKAIOYBAT AOKYMEHTaLMA 3a MPOMeHUTE;

> EBpoTpbCT 3awmTaBa LeAOCTTa Ha cucTeMuUTe UM MHPOPMaUMATa OT BUPYCH,
3AOHaMepeH N HeoTopusMpaH codTyep;

> EBpoTpbcT cb3paBa WM npuaara npoueAypu 3a BCUYKWM  AOBEPEHU U
aAMUHNCTPATUMBHU POAM, KOUTO OKa3BaT BAMAHME BbPXY MPEAOCTaBAHETO Ha YCAYTY;

> EBpoOTpbCT onpeaens 1 npuaara NpoLeAypu, C KOUTO rapaHTnpa, Je:

a) NPV HaAMYMe Ha 3aWUTHU 1 GYHKLMOHAAHU aKTyaAM3aumm Ha codTyepa (security
patches), To Te ce npuAarat B pa3yMeH CPOK, CAA KaTO Ca HaAVYHY;

6) 3alMTHUTE U QYHKLMOHAAHW aKTyaAM3aL MM He ce MpuAaraT, ako MMa BEPOATHOCT Ad
BbBEAAT AOMbAHUTEAHU YA3BUMOCTU MAM HECTAaDUMAHOCTU, KOMTO Aa NMPEBULLIaBaT NOA3UTE OT
npuAaraHeTo um;

B) MPUYMHUTE 3a HE MPUAAraHe Ha HUKAKBU 3alLUMTHU U GYHKLMOHAAHW aKTyaAn3aumm

ce AOKYMeHTMpaT.

6.1 TEHEPUPAHE U MHCTAAUPAHE HA ABOMKA KAIOYOBE

Kpuntorpadcknte ABOVKN KAIOYOBE 3a OnepaTMBHUTE YAOCTOBEPEeHus Ha EBpoTpbeT
ce reHepupaT U WHCTaAUPAaT CbIAACHO WMHCTPYKUUUTE U NMPOLEeAypUTe B TO3U AOKYMEHT.
[eHepupaHeTO ce oOcCblecTBABa OT OBAACTeHW Auua oOT EBpoTpbcT, Kato ce cnaseat
M3NCKBaHWATA 3a NOHe ABYGaKTOPEH KOHTPOA. 3a Cb3AaBaHe Ha MOAMMC Ce U3MOA3BaA 3aLLMTEH
MEXaHW3bM, CbC 3alMTeH nNpoduA, OnpesereH B CbOTBETCTBME CbC TEXHUYECKMU
cneundrKaumm, ONpPeAeAaLLM HUBA Ha CUTYPHOCTTA.

,A,OCTaB‘-II/IK'bT M3MNOA3Ba CBONTE HaCTHWM KAKOHOBE CaMO 3a UeAnTe Ha ,A,eVIHOCTTa cn,
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KaKTO CAeABa:
> Aa MoaANMCBa M3AABaHUTE OMnepaTMBHU YAOCTOBEPEHMA Ha YAOoCToBepABalLMTe
opraHu B cBOATa MHGPACTPYKTYpa;

> A3 NMOAMUCBa M3AaBaHUTE U NybAMKyBaHW CnmMcbLUM CbC CNPEeHW W npekpaTeHu
yaoctoBepenua (CRL);

» Aa MOAMUCBa BCUYKU U3AAAEHW M NYOAMKYBaHW yAOCTOBEPEHWMA 33 €AeKTPOHEeH
noanuc/neyat Ha [oTpebuTteanTe.

Kpuntorpadckata aABOMKa KAloyoBe (4acTeH W nNybAMYEeH) Ha wu3paBaHuTe
YAOCTOBEPEHUA 3a EAeKTPOHEH noanuc/medaT B WHPpacTpykTypata Ha EBpoTtpbeT ce
reHepupa KakTo cAeaBa:

» oT Tutyaaps/Cb3aaTend, C xapayep 1 codTyep, KOMTO € Moa HErOB KOHTPOA, HO €
0A06peH oT EBpoTpbCT;

» oTonepatop Ha Perncrpupaims opraH Ha EBpoTpbeT, ¢ xapayep v codTyep, KOUTo
e NoA KOHTPOAa Ha MHbpacTpyKTypaTa Ha EBpoTpbCT;

» Ot EBpoOTpbCT, KOrato n3paBaHETO Ha YAOCTOBEPEHMNATA Ce 3aABABA OTAAAEYEHO,

4ype3 MOHBUMAHOTO NPUAOKeHMe Ha EBpoTpbCT.

3a reHepupaHeTo Ha ABOMKa KAKOYOBE Ha KBaAMGUULMPAHO yAOCTOBEpeHue 3a
eAeKTPOHEeH MoAnMc/nevyaTt BUHArM ce M3MNOA3Ba YCTPOWMCTBO 3a Cb3AaBaHE Ha €AeKTPOHEH
noaAnuc/neyaT, cbe 3awmTeH npodua cbraacHo Peraament (EC) N2 910/2014.

CaMO eAeKTPOHHM NoAnMcK/nedaT, Cb3AaAEHM C YaCTEH KAIOY Ha ABOWMKAa KAOYOBE
reHepupaHu B yCTPOWCTBO 3a Cb3AaBaHe Ha KBaAMdULMPaH eAeKTPOHEH noanuc/nedaT nmat
XapaKkTepa Ha KBaAndULMpPaH eAeKTPOHEH noanuc/nevar.

TuTyaapat/Cb3aaTeAnT ce 3aAbAKaBa Aa M3MOA3Ba AMLEH3MpaH codTyep 3a paboTa ¢

YCTPOWCTBO 3a Cb3paBaHe Ha eAeKTPOHEH noanuc/nevar.

6.1.1 TEHEPUPAHE HA ABOMKA KAIOYOBE HA YAOCTOBEPABALL, OPTAH
AoCTaBuMKbT reHepupa ABoMKM kpuntorpadpckn (RSA) katouose Ha 6asoBuA U Ha
onepaTMBHMA YAOCTOBepABalUM OpraHM KaTo W3MNOA3Ba XapAyepHa Kpunrtocucrema

(HSM/Hardware Security Module) ¢ HuBo Ha curypHoct FIPS 140-2 Level 3 nan no-sucoko,
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cvbotBeTHO CC EAL 4+ nAn no-Bmncoko.

OTopusvpaHn AMUa OT mnepcoHara Ha EBpPOTPBCT M3MbAHABAT CTbMNKUTE MO
reHepmpaHe, WHCTaAMpPaHe W CbXpaHABaHE Ha ABOMUKUTE KAIOYOBE Ha 6a3oBMA W Ha
onepaTtnBHMA YA0CTOBEpABaLLM opraHn, cboTeeTHO ,Evrotrust RSA Root CA” u ,Evrotrust RSA
Operational CA" cbraacHo AOKYMeHTMpaHa BbTPeLLHa NPoLeAypa, CbraacyBaHa 1 yTBbPAEHa
OT PbKOBOACTBOTO Ha EBpoTpBCT.

MNpoueaypaTa ce M3MbAHABA B MPUCLCTBME Ha YAeH Ha CbBeTa Ha AMPEKTOpPUTE Ha
EBpoTtpber.

[Npean pa ce reHepupa HbaszoBa ABOWMKa KAOYOBe Ha EBpoTpbCT ce npasBm npoueaypa
32 AOCTbIM A0 MHCTaAMpaH Kpuntomoaya (HSM/Hardware Security Module), kato ce reHepupat
CaMOCTOATEAHO U HE3ABUCUMO €AMH OT APYT CUMETPUYHU KAIOHYOBE, KOUTO Ce CbXpPaHABaT Ha
TOKDBHMW, 3aLUMTEHU C NepcoHareH maeHTudmkaumoHeH Homep (PIN) 3a aoctbn. Becekm ot
OMNepaTopCKNTE TOKBHWU CbAbP>KA YacT OT KAIOHOBETE 3a AOCTbM A0 KPWUMNTOMOAyAa. 3a
yNpaBAeHME Ha CbXpaHABaHUTE B KPUMNTOMOAYAA YacTHM KAlOYOBe Ha EBpoTpbcT ca
HEOOXOAVMMN ABaA OT HYETUPU KOMMAEKTa C TPUTE POAN ONEPATOPCKU TOKbHU U CbOTBETHUTE
PIN 3a poctbn.

KoaoBeTe 3a AOCTBIM AO HAaCTHUA KAIOY Ca HE3aBUMCUMO MOAEAEHN MEXKAY OTOPU3MPAHMN
AMLa OT nepcoHara Ha EBpoOTpBCT, € ornea Ha HEBB3MOXKHOCT 3a MEePCOHaAHa akTMBaLMA Ha
AOCTbMa AO CbOTBETHUA YaCTEH KAIOY.

Cb3AaAEHUTE YACTHU KAOYOBE Ha YAOCTOBepsBalLMTE OpraHuM ce CbXxpaHaBaT
PasAeAHO BbPXY OTAEAHW YCTPOWCTBA 3a Cb3paBaHe Ha KBaAUdULMpPaH eAeKTPOHEH MOAMMUC,
BCAKO OT KOWTO € MOA KOHTPOAA Ha MoBeve OT EAHO OTOPM3MPAHO AMLLE OT MepCcoHaAa Ha
EBpoTpbcT. PaszaeAHOTO CbxpaHeHMe Ha YaCTHUTE KAIOYOBE U MHAMBUAYAAHUAT KOHTPOA Ha
AOCTBM AO CbXPaHABAHWTE YacCTW Ha 4YaCTHU KAKOYOBE Ha YAOCTOBepsBalLUMA OpraH B
OTAEAHUTE YCTPOWCTBA 3a Cb3AaBaHe Ha KBaAMUUMpPaH eAeKTpoHeH/meyaT He No3BOAABa
TE3U KAIOHOBE A3 ObAAT KOMMPOMETUPAHU U/UAN HEPETrAAMEHTUPAHO PENPOAYLMPAHN U3BBH

EBpoTpnerT.

KatouoeeTe 1 YAOCTOBEPEHWMATA Ha y,A,OCTOBepFIBaLLI,VIFI OpraH Ca reHepupaHn caMo no

BpeMe Ha uepeMOHMNA NOo reHepunpaHe Ha KAKOYHOBE, B KOATO YyYacCTBaT €AMHCTBEHO AMLa,

[ ] elDAS-CPS | Bepcus: 7.0 /28.02.2023 r. | O6wopa0CTbNEH AOKYMEHT | 122



MPAKTUKA MNPV NPEAOCTABAHE HA KBAANOUUMPAHN YAOCTOBEPUTEAHW YCAYTU I

onpasoMolleHn oT EBpoTpbeT. EBpoTpbCT reHepurpa HoBo yaoctoBepenme Ha CA v npuaara
BCUYKM HEODXOAMMU AEUCTBUA, NMPEAN W3TUYaHe Ha TOBa YAOCTOBEpPEHME, 3a Aa UMa
HenpPeKbCHATOCT Ha ycAyruTe. HOBOTO yAOCTOBEpeHMe ce reHepmpa M pasnpocTpaHABa B
CbOTBETCTBME C HaCTOAWMA AOKYMeHT. [lpoueasypaTta ce M3BbpLUBa B MOAXOAALL MHTEPBAA
MeXAY AaTaTa Ha U3TUYaHE Ha YAOCTOBEPEHMNETO N NMOCAEAHOTO MOAMMCAHO YAOCTOBEPEHME,
3a Aa MoraT BCWYKM CTPaHW, KOWUTO MMaT B3anMMOOTHoWeHuA ¢ EBpoTpbeT (cybekTw,
noTpebuTeAn, AOBEPABALLM Ce CTPaHW N AP.), A3 Ca HAACHO C Ta3n CMAHA Ha KAIOYOBE U aAa
NPUAO>KAT HeObXoAMMUTE onepaLmn, 3a pa N3berHaT Heyp0bCTBa 1 HEM3NPaBHOCTU. ToBa He
ce OTHacAa B CAy4Yal, Yye EBpPOTPBCT npekpaTn AeMHOCTTa CU Npean paaTaTa Ha M3TUYaHe Ha
onepaTMBHOTO My YAOCTOBEPEHME 3a NoANMCBaHe. EBpoTpbCT AOKyMeHTMpa npoLeaypaTa 3a
NpoBeXXAaHe Ha reHepunpaHe Ha ABOMKa KAIOHOBE Ha YAOCTOBEpPABALLYM OPraHu.

[NpoueaypaTa NO reHepupaHe BKAIOYBA Ha-MaAKO CAEAHOTO:

a) POAM, y4acTBaLLM B LepeMOHMATa (BbTPELLHM 1 BbHLWHK 3a EBpoTpbCT);
b) dYHKLUMM, KOUTO TPABBa Aa Ce M3MbAHABA BCAKA eAHA POAA U B Kou ba3u;
c) OTrOBOPHOCTM MO BPEME U CAEA LLEPEMOHUATA; 1

d) M3NCKBaHWA 3a CbbMpaHe Ha AOKa3aTeACTBa 3a LepeMOHMNATa.

EBpOTpbBCT M3roTBA AOKAAA, AOKA3BaLl, Ye LLEPEMOHUATA € NMPOBEAEHA B CbOTBETCTBUE
C NMocoYeHaTa NpoLeAypa 1 Ye LLeAOCTTa M MOBEPUTEAHOCTTa Ha ABOMKaTa KAOYOBE € BUAO
ocurypeHo. Tosm pAoKkAaa TpAbBa Aa 6bae NOANMCaH:

> 3a root CA: oT p0oBepeHaTa POAA, OTTOBOPHA 3a CUTYPHOCTTa Ha LepeMOHNATA
Mo ynpaBAeHME Ha KatodoBUTEe YCAyrn (Hanp. CAY>KUTEA MO CUTYPHOCTTa) N AOBEPEH YOBEK,
He3aBMCUM OT PbKOBOACTBOTO Ha EBpoTpbCT (Hanp. HOTapuyc, OAMTOP) KaTo CBUAETEA, Ye
AOKAAADBT MPABUAHO € 3anucan LepeMoHUATa;

> 3a onepatuBHu CA: OT pOBepeHaTa pPOAA, OTFOBOPHA 3a CUIYPHOCTTa Ha
LepPEeMOHMATA MO yNpaBAEHME Ha KAIOYOBUTE YCAYTM (HampUMep CAY>KUTEA MO CUrYPHOCTTA)
KaTo CBUAETEA, Ye AOKAAAbT MPAaBWAHO 3anucBa LEpPeMOHWATa MO YNpPaBAEHWETO Ha
KAlOYOBETE.

My6anyHnTEe KAtoyoBe Ha CA ca AOCTBMHWM 3a AOBepABaLLMTE Ce CTPaHW MO HayuH,

KOMNTO rapaHTnpa LeAoCTTa MM 1 YAOCTOBEPABA TEXHNMA NMPOOUN3XOA,.
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6.1.2 TEHEPUPAHE HA ABOMKA KAIOYOBE HA TUTYAAP/Cb3AATEA

Aponkarta katouose Ha TuTyaap/Cb3paTeA Ha KBaAMULMPAHO YAOCTOBEpEeHue 3a
eAeKTPOHEeH Mnoanuc/neyaTt ce reHepupa caMo B 0A0bpeHO oT EBpoTpbcT ycTponcTBo 3a
Cb3paBaHe Ha eAeKTPOHEH noanmnc/neyar (BbHLWHO), MPOBEPEHO 3a HUBO Ha CUTYPHOCT U 3a
ycrelHa paboTa npes nHtepdericute Ha MHGpacTpyKTypaTa Ha EBpoTpbCT.

KoraTo aBoMkaTa KAlO4OBe ce reHepupa npwu EBpoTpbeT, BuHarm ce um3noassa
YCTPOWCTBO 3a Cb3paBaHe Ha eAeKTPOHEH noanuc/nedat. HacTHUAT KAIOY Ha reHepupaHaTta
ABOMKa KAIOHOBE He MOXKe pa Obae M3BEAEH OT YCTPOMCTBOTO.

KOHTPOABT Ha YaCTHWA KAIOY € 4pe3 KOA 3a AOCTbM. TUTYAAPAT M3MOA3BA KOABT 3a
AOCTbM AO YCTPOMCTBOTO, C LIeA A3 OCbLLECTBM AOCTbM AO YaCTHUA KAIOY 3a Cb3paBaHe Ha
KBaAMULMpPaH EAEKTPOHEH Noanuc/nevar.

Korato aBoWKaTa KAlouoBe ce reHepumpa npu Tutyaap/Cbspsaten, AOCTaBYMKBT
NpenopbyBa MOCAEAHWAT A3 M3MOA3BAa OAOOPEHO YCTPOWMCTBO, B UHPpPaCTpyKTypaTa Ha
EBpoTpbCT 3a cb3paBaHe Ha KBaAMOUUMPAH EAeKTPOHEH MOAMMC/MeYaT UAM eKBUBAAEHTHO
TakoBa, OTroBapALWO Ha M3mMckBaHuATa Ha Peraament (EC) N2 910/2014 n cvBMecTMO C
nHopacTpykTypaTta Ha EBpoTpbCT.

B cayyauTe, Korato reHepupaHeTo Ha ABOMKaTa KAIOYOBE Ce OCbLUecTBABa MNpu
Tutyaapa nam Co3paTens, CbLUMAT HOCK MbAHATa OTFOBOPHOCT MO 3aluMTaTa Ha HaCTHUA KAKOY,
C LeA NpeaoTBpaTABaHE Ha HEroBOTO KOMMPOMETWpaHe, pasKkpuBaHe, MoaudbuumpaHe,
3aryba 1AM HepaspelleHo noasBaHe. TUTyaapat/Cb3paTeAAT HOCKM OTTOBOPHOCT 3a MPOMYCKU
AW AEVICTBMNA Ha YITBAHOMOLLEHW OT TAX AULLA, KOUTO Ca AGAErnpaHu pa reHepunpaT, NasaTt AN

CbXpPaHABaT TEXHUTE HaCTHU KAIOHOBE.

¢ SDP-6.5.1-20 [YCAOBHOQY]: Ako CA reHepupa KAtoHOBETE Ha CyOeKTa, YaCTHUAT KAIOY
Ha cybekTa Lie Obae AOCTaBEH Ha YCTPOWCTBOTO Ha cybekTa uam Ha TSP, ynpaBasaBalLy YacTHWUA
KAIOY Ha cybeKTa, Mo Ha4yMH, MO KOWTO TalHaTa U LLeAOCTTa Ha KAIOYa HEe € KOMMNMPOMEeTUpPaH.

e SDP-6.5.1-21 [YCAOBHO]: Ako CA reHepupa kAaoHoBeTe Ha cybekTa 1 ako TSP nam
HAKOW OT MocoyeHuTe OT Hero RA Hayuu, Y4e HYacTHUAT KAIOY Ha cybeKkTa e BUA cbobLleH Ha
HEYMbAHOMOLLEHO AMLE MAW OpraHuM3alumA, KOATO He e CBbp3aHa c cybeKT, ToraBa TSP we

OTMEeHN BCUYKN cepmcl)vmam, KOUTO BKAKOYBAT I'Iy6/\l/I‘-IHl/IFI KAKOY, CbOTBETCTBaAlL, Ha
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CbOBLLEHMA YAaCTEH KAIOM.
¢ SDP-6.5.1-22 [YCAOBHQ]: Ako CA reHepupa KatouoBeTe Ha cybekTa, CA e natpue
BCMYKM KOMUA Ha YaCTHUA KAIOY Ha cybeKTa CAep AOCTaBAHE Ha YaCTHWMA KAOY Ha 0beKTa, C

N3KAIOHEHNE Ha YCAOBUATaA, ONMCaHM B ONMMCaHNETO

6.1.2.1 OTAAAEYEHO FrEHEPUPAHE HA ABOVUKA KAIOYOBE

Cob3patenat/TUTYyAApPAT  M3MNOA3Ba NpepaoCTaBeH OT  EBpoTpbecT  cneumnasmsmpa
copTyep, 4Ype3 KOWTO ce peaAM3Mpa npoueca MO reHepupaHe W ynpaBAeHWE Ha
KpunTorpadckata ABOMKa KAOYOBE.

[eHepMpaHeTO, N3MOA3BAHETO N CbXPaHABAHETO Ha YaCTHUA KAIOY € C MHOrO BMCOKO
HMBO Ha CUIyPHOCT, KOETO € rapaHTUPaHO OT caMuA HOCUTEA. TOM e HaAEXAHO 3aluuTeH
NOCPEACTBOM MepcoHareH uaeHTuduKaumorHeH Homep (PIN), Konto e msBecteH camMo Ha
Tutyaapa/Co3paTens.

Cb3paTenat/TUTYAAPAT  reHepupa eAeKTpOHHa  3adBKa 3a  KBaAnduuMpaHo
yaoctoBepeHune B PKCS#10 dopmat m A nanpawa Ha EBpoTpbeT. ChraacHO npenopbkute Ha
RFC 2314 - PKCS#10, ASN.1 popMaTbT 3a eAeKTpOHHa 3aABKa cbabp»ka DN, nybandeH Katou
N APYIU aTpUbyTH, KaTo BCUYKM Te Ca MOAMMCAHN C YaCTHUA KAIOY.

ABOWKa KAIOHOBE MOXKe pa Ce reHepupa OTAAAEHEHO, NPW 3aABABaHE Ha OTAAAEHEHO
M3paBaHe Ha YAOCTOBEPEHME 3a KBaAUOULMPAH eAeKTPOHEH noanuc/neyat. B To3m cayyan
KAIOYOBETE Ce reHepupaTt B XapAyepeH KPUMTOMOAYA W YaCTHUAT KAIOY Ce CbXpPaHABaT B

KpunTupaH oT notpebutean Bua ¢ Herosua [MVIH koa,

6.1.3 AOCTABKA HA YACTEH KAIOY HA NMOTPEBUTEAA

Korato aBolikaTta katodoBe ce reHepupa npu EBpotpbet, Tutyaapat/Co3satenat nam
YMTbAHOMOLLLEHO OT Hero AuLe MOAyYaBa 4YacCTHWSA KAOM U M3A3AEHOTO KBaAnduMLMpaHo
YAOCTOBEpPEHME BbPXy YCTPOWCTBO 3a Cb3paBaHe Ha eAeKTPOHeH noanuc/nevat B
Perncrpupaluma opraH Ha AOCTaBYMKa.

[Npy NbpBOHa4YaAHO M3AaBaHE Ha YAOCTOBEPEHME BbPXY YCTPOWCTBO 3a Cb3paBaHe Ha
eAeKTPOHeH noanuc/neyaT, NPeAM reHepupaHe Ha ABOWMKa KAKOHOBE, YCTPOMCTBOTO ce

MHULMaAM3MPA U Ce Cb3AaBaT CAEAHUTE KoapoBe 3a pocTbrn: [loTpebutencku (,User”) n
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AamunHunctpatmeeH (,SO”). Cb3paBaT ce CblLLO KOAOBE 3a MEPCOHAAEH AOCTbM AO HaCTHUA KAKOY
" 3a AeOAOKMpPaHe Ha BAOKMPAHO YCTPOMCTBO.

HavaaHuaT MNoTpebuteackn n AAMUHNCTPATUBEH KOA 3a AOCTbMN U 32 AeDBAOKMpPaHe Ha
YCTPOWCTBOTO Ce NpeAoCTaBAT Ha Tutyaapa/Cb3paTend MAM Ha YMbAHOMOLLEHOTO OT Hero
AVLLe B 3aMeyaTeH, Henpo3payeH XxapTUeH NAKUK.

TutyaapaT/Cb3paTeAdT € 3aAbAXKEH Ha CMEHW CBOA MbpBOHayaneH [loTpebutencku
KOA 3@ AOCTbM AO YCTPOMWCTBOTO MOCPEACTBOM codTyepa, KOMTO Ce MPeAOCTaBA C Hero.
EBpoTpbeT npenopbvuBa Tutyadpa/Cb3patenn aAa CMeHA nepmroanyHo ceos [loTpebutenckn
KOA.

B cayyan Ha onpeaeneH bpon HeycnelwHn ONnTK 3a BbBEXAAHE Ha KOPEKTEH KOA 3a
AOCTbBM AO HacCTHUA KAOY Ha TuTyaapa/Cb3paTend, AOCTbMBbT A0 Hero ce baokunpa. B Takusa
cAydan Tutyaapat/Co3paTeAaT TpAbBa Aa M3MOA3Ba NPEAOCTaBEHUAT My CbOTBETEH KOA 33
AebAOKMpaHe.

FopHUTE NpoLeAypu He ce npuAarat Npu OTAAAEYEHO M3AABaHe Ha KBaAMdULMpPaHO
YAOCTOBEPEHME MNpe3 MOBUAHOTO NpUAOKeHMe Ha EBpoTpber. B To3M cayyam aBomnkaTta
KAIOHOBE Ce reHepupaTt B XapAyepeH KpUMNTOMOAYA Ha EBpPOTPBLCT, a YaCTHMAT KAlOY ce
kpuntupa c MH koaa Ha Tutyadapa/Co3patend. EBpoTPbCT He cbxpaHABa MHPopMaLmA 3a

MVH koaa. CbwmAT ce n3noAsBa oT NoTpPebuUTeAd caMO B MOBUAHOTO MPUAOIKEHNE.

6.1.4 AOCTABKA HA NYBAUYEH KAKOY OT NOTPEBUTEA HA AOCTABYUK

I3nbAHABa ce eaMHCTBEHO OT Tutyaap/Cb3aaten, Npu KOWTO ce reHepupa ABOMKA
KAIOYOBE U KOWUTO CAEABa Aa AOCTaBM CBOA MybAMYEH KAOY Ha EBpPOTPDBCT 3a Hy»KAMTE Ha
npoLeca Ha n3paBaHe Ha KBaAMOULMPAHO YAOCTOBEpEeHHe.

Tutyaapat/Co3patenat poctaBda, 4pe3d Peructpupawma opraH Ha EBpoTtpwbcrT,
NyGAUYHNA KAKOY OT reHepupaHaTa ABOMKAa KAIOYOBE, Ype3 3adBKa B eAeKTpoHeH dopma,
ynito popmat e PKCS # 10. 3anaBkaTa CbabpKa MyBAMYEH KAKOY U € MOAMUCaHa EAEKTPOHHO C
KOpeCcnoHAMPaLLMA YacTeH KALOY. Ypes npoBepKa Ha AOCTOBEPHOCTTa Ha noanunca EBpoTtpber
MO>Ke A2 YCTaHOBW N AOCTOBEPHOCTTA Ha U3NPaTEHNA MYOANYEH KAIOY.

TutyaapaT/Cb3paTeAdaT MOXKe Aa MPEAOCTaBN EAEKTPOHHATa 3aABKa Ha HOCUTEA, AUYHO

B PeFI/ICTpVIpaLLI,VIFl OpraH, 3aeAHO C APYrmTe AOKYMEHTU CbrAaCHO [MoAuTMKaTa Ha EBpOTp'bCT
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AN OTAAEYEHO.
Perncrpupalmnart opraH Ha EBpOTPbCT 3aABAXKUTEAHO MPaBU NPOBEPKA Ha AbP>KAaHETO
Ha YacTHMA KAY OT TuTyaapa/Cb3paTeAd M MOTBBbPXKAABA WUCKAHETO 3a KBaAMbULMPAHO
yAOCTOBEpEeHMe.
FopHUTE NpoLeAypw He ce MpuAaraTt Npu OTAAAEYEHO M3AaBaHe Ha KBaAMbULMPaHO

YAOCTOBEPEHME Npe3 MOBUAHOTO NPUAOXKEHME Ha EBpoTpbCT.

6.1.5 AOCTABKA HA NYBAUYEH KAIOY HA AOCTABYUKA HA
AOBEPABALUUTE CE CTPAHU

[lybAnyHnTe KAto4OBe Ha EBpoOTpbCT ca nybAMKyBaHW B YAOCTOBEpeHMATa Ha
YaocToBepsaABalwma opraH Ha EBpoTtpbeT BB dopmat X.509 v.3.

YaocToBepeHuaTa ca NybAnKyBaHU B permcTbpa Ha yAOCTOBEpeHMATa.

Bcaka AoBepsaABalla ce cTpaHa m3rpaxaa AoBepue KbM EBpoTpbeT, KaTto npueme um

MHCTaAMpPa B CUCTEMUTE NMOA HENH KOHTPOA ONnepaTtnBHNTE YAOCTOBEPEHNA Ha EBpOprCT.

6.1.6 AbAXUNHA HA KAIOYMOBE

AbAKMHaTa Ha 6a3oBuA KAaod Ha EBpoTpbeT ,Evrotrust RSA Root CA” e 4096 6uTta, ¢
MPUAOXKMMa KOMBMHALMA Ha aCUMETPUYHN 1 xel aaropuTMn: sha384-with-RSA.

AbAKMHATa Ha ABOMKaTa KAIOYOBE Ha onepaTnBHUA YaocToBepABaly opraH ,Evrotrust
RSA Operational CA” e 2048 6uta, ¢ NpUAOXKMMa KOMOUHAUMA Ha aCUMETPUYHN U XeLl
anroputMn: sha256-with-RSA .

AbAKMHATa Ha ABOWKaTa KAKOYOBE Ha onepaTmBHUTe opraHu ,Evrotrust TSA",
,Evrotrust RSA QS Validation" un ,Evrotrust RSA Validation” e 2048 6uta, ¢ npuAoxuma
KOMBUHaLMA Ha acMMeTpuYHKN 1 xew aaroputMmn: sha256-with-RSA.

AbAKMHaTA Ha ABOVIKA KAKOYOBE 3a KBaAMGUUMPAH M YCbBbPLUEHCTBAH eAeKTPOHEH
noanuc/neyat Ha Tutyaap/CbaaaTten, reHepupaHa Ypes3 nHdpactpyktypata Ha EBpoTtpbeT e

2048 6uTa, C NPUAOKMMA KOMOUHALMA Ha aCUMETPUYHN U XeLl aaropuTMu: sha256-with-RSA.

3a cboTBETHUTE I'IpO(i)I/I/\I/I NPUACKNMUTE KOM6VIHaLI,l/Il/I ca:

Mpo¢dun Ha KBaAuPUUMPaHOTO yaOCTOBEpPEHUE Tunwm N3noasBaHmn
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AbAXKMHA aCMMeTPUYHU U
Ha Xew aAropuTMM

ABOMKUTE

KAIOUYOBETe

Evrotrust Qualified Natural Person Certificate for QES | RSA 2048 sha256-with-RSA

Evrotrust Qualified Natural Person Attribute
RSA 2048 sha256-with-RSA
Certificate for QES

Evrotrust Qualified Legal Person Certificate for
RSA 2048 sha256-with-RSA
QESeal

RSA 2048 sha256-with-RSA
Evrotrust SSL Organization Validated Certificate

Evrotrust SSL EV Certificate RSA 2048 sha256-with-RSA

Evrotrust SSL PSD2 Certificate RSA 2048 sha256-with-RSA

Evrotrust Qualified Natural Person Certificate for AES | RSA 2048 sha256-with-RSA

Evrotrust Qualified Legal Person Certificate for AESeal | RSA 2048 sha256-with-RSA

Evrotrust Qualified PSD2 Legal Person Certificate for
RSA 2048 sha256-with-RSA
AESeal

HesaBucrMMO Kbae e reHepupaHa ABOMKaTa KAIOYOBE 3a M3AaBaHe Ha YAOCTOBEpPEHMEe
3a eNeKTPOHEH noanuc/medat, KAIOYBT TpAOBa Aa € C AbAKMHa Han-manko 1024 6uta 3a

anropntmMmn RSA n DSA, n 160 6uta 3a arnroputmmn ECDSA.

6.1.7 KPUNTOIPA®CKUN AATOPUTMU

Bcuukm n3noasBaHW aAropuTMm ca cbobpaseHun ¢ TexHuyeckata crneundukauma ETSI
TS 119 312. EBpOTPBCT CAeAN PETYAAPHO 3a CUTYPHOCTTA U NMPUAOXKMMOCTTa Ha N3MOA3BaHUA
XeLl aAropUTbM. BCUYKKM M3NOA3BaHM aATOPUTMUK Ce NPOBEPABAT BEAHB>K TOAMLLIHO MAM KOraTo
HacTbNAT NPOMeHW. B cayyan, Ye aAropnTbMbT Hbae KOMNPOMETUPAH AN CTAHE HEMOAXOAALL,
3a LeATa ce NPUCTbNBa KbM NpereHepurpaHeTo Ha BCUYKKM 3aCerHatu KAIo4YOoBe.

3a Bceku noaabprkaH Nnpodua EBpoTpbeT HabAoaaBa cuaaTa Ha BCEKM KpunTorpadpckm

AATOPUTDBM, U3MNOA3BaH BbB BPb3Ka C TO3N I'IpOCI)l/I/\. B C/\y‘-IaVI, 4ye eANH OT U3MNMOA3BaHUTE
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aATOPUTMW MAM NapaMeTpK ce CHUTa 3a NO-MaAKO CUTYPEH NAU BAaAUAHOCTTa Ha CbOTBETHOTO
YAOCTOBEpPEHME U3TNYa, TOW Ce aKTyaAnU3npPa NAN Ce Cb3AAAE HOB NMPOGUA.

AKO HAKOWM OT aArOpUTMUTE WAW CBbP3aHWTE C HEro napaMeTpwu, W3MNOA3BaHU OT
EBpoTpbCT MAM noTpebuTeanTe, CTaHe HeAOCTaTbYeH 3a OCTaBallOTO My MPeAHa3HayeHue,
EBpoTpbcT MHPOPMMPaA BCUYKKM MOTPEOUTEAM U AOBEpPABALLM Ce CTPaHu, C KOUTO WMMa
asorosop. OceeH ToBa EBpoTpbCT NpeaocTaBa Tasu MHGOPMaLMA Ha APYTM AOBepABaLLM ce
cTpaHn. B TakmBa cayvam EBpoTpbcT mpeanpuema npekpaTaBaHe Ha BCUYKW 3acerHatu

YAOCTOBEpPEHMUA.

6.1.8 NAPAMETPU HA NYBAUYEH KAIOM

NapameTpuTe Ha NyOAMYHMA KAIOY Ca [MOCOYEHW B YAOCTOBEPEHWETO, KOEeTo
AOCTaBUMKDBT M3paBa 3a TO3U NYOAUYEH KAIOY.

Tutyaapat/Cob3paTendT Ha KAKOYOBa ABOMKa € OTrOBOPEH 3a MnpoBepKata Ha
KayecTBOTO Ha MapaMeTpuTe Ha reHepupaHWA YacTeH KAIOY. TOW e AABXKEH aa MpoBepwu
CNOCOBHOCTTa Ha KAIOYa A3 KPUMNTUPA N AEKPUNTUPA, BKAIOYMTEAHO Ad Cb3AABa EAEKTPOHEH
MOAMUC U A@ U3BBPLLUBA NPOBEPKa Ha TaKbB.

lanoAsBaHaTa cpeaa 3a reHepmpaHe M CbXpaHABaHE Ha KAKOYOBETE Ha OCHOBHUTE
KOMMOHEHTW B MHpacTpyKTypaTa Ha EBpoTpbeT ,Evrotrust RSA Root CA”, ,Evrotrust RSA
Operational CA", ,Evrotrust TSA” u ,Evrotrust RSA QS Validation” e kpuntomoaya (HSM) ¢
yAOCTOBEepeHO HMBO Ha curypHocT FIPS 140-2 Level 3 n CC EAL 4+, koeTo yaoBAeTBOpPABa
NPUAOXKMMNTE HOPMATUBHU U3NCKBAHUA.

YcTpovictBata 3a Cb3paBaHe Ha KBaAMbUUMpPaH EAeKTPOHEeH noanuc/nedatr m
ocurypeHaTta cpeAa 3a reHepupaHe 1 cbxpaHaBaHe Ha KaloyoBeTe Ha Tutyaapa/Cb3paTtend ca
¢ HuBo Ha curypHoct CC EAL 4+ un FIPS 140-2 Level 3.

Bcuukm ycTponctea nsebH nHbpacTpykTypata Ha EBpoTpbeT, KouTo notpeburteanTe
MoraT A@ M3MOA3BaT, 3a Ad FreHepupaT ABOMKa KAIOYOBE U Aa CbXPaHABAT YaCTHWA KAIOY 3a
eAeKTPOHeH noanuc/neyat, Tpabea Aa ca cepTuduLmpanm 3a HMBO Ha curypHoct CC EAL 4+

M NO-BUCOKO €KBMBAAEHTHO HMNBO.

6.1.9 U3MNOA3BAHE HA KAIOYA
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MNapamMeTpuTe Ha N3NOA3BAHE Ha ABOMKAaTa KAKOYOBE, MO-KOHKPETHO Ha YaCTHMUA KAKOY,
Ce CbAbPXKaT B YAOCTOBEPEHMETO, KOETO M3paBa EBpoTpbeT upes atpnbytute ,Key Usage” n
,Extended Key Usage”, otroBapsim Ha ctaHaapTta X.509 v3. YnoTtpebata Ha Bcekun atpunbyt

OT noco4eHuTe obaacTm e cbobpaseHa ¢ RFC 5280.

6.2 3AWLUTA HA YACTEH KAKOM U KOHTPOA HA KPUNTOINPAOCKUA
MOAYA

Bcekun notpebuten, onepatop Ha YaocToBepABalLl, opraH 1 onepatop Ha Pernctpunpaty,
OpraH Cb3paBa M CbXpaHABa YacCTeH KAIOY, KaTO M3MOA3Ba HapAeXAHa CUCTeMa 3a HerosaTa
CUTYPHOCT. YAOCTOBEpPABALUMAT OpraH reHepupa ABOMKa KAIOHOBE MPW MOUCKBaHe OT
notpebuteAs M My M npeaaBa B 3alUMTEH BWA, KaTo ro yBeAOMABa 3a MNpaBuAaTa Ha
CbXpaHeHWe U 3alumMTa Ha HeroBuA 4YacTeH KAlY. KoraTto yAOCTOBEepeHMEeTO e 3aABeHO
OTAAAEYEHO, Ype3 MOOUAHOTO NPUAOXKEHME Ha EBPOTPBCT, NpeaaBaHETO Ha YaCTHUA KAIOY Ha
Tutyaapa/Cb3paTens He ce npasu.

Korato KpunTorpadckoTo yCTPOMCTBO, BbPXYy KOETO € reHepupaH M ce CbXpaHABa
4YaCTHMA KAIOY, He ce npepaaBa AMYHO Ha NOTPebUTeAA, a ce M3MNOA3Ba MOCPEAHMK 3a
AOCTaBKaTa (Hanp. Kypuepcka o¢upMma), U3A3AEHOTO YAOCTOBEpeHME ce crnvpa Ao
NOTBbPKAABaHE Ha MOAyYaBaHETO OT CTpaHa Ha noTpebutend. KoaoBeTe 3a AOCTbM Ha
MOAYYEHOTO KPMNTOrpadCKOTO YCTPOWCTBO Ce M3MpallaT Ha noTpebuTeAs Nno Hes3aBMCUM
CUTYPEH KaHaA (Hanp. npe3 MOBUAHOTO NPUAOXKeHWe Ha EBpoTpbCT).

HacTHWTe KAOYOBE Ha YAOCTOBepABaLLMA opraH Ha EBpOTPBbCT, KakTo 1 KAlOHOBETE Ha
noTpebuteantTe, KOWUTO Ca 3afABUMAM  OTAAAEYEHO WM3paBaHe Ha  KBaAnduumMpaHm
YAOCTOBEPEHUNA, Ce CbXPaHABaT B CUTYPHU KPUNTOrpadCKu MOAYAM, YAOBAETBOPABALLM
HOpMaTUBHUTE U3nckBaHuA Ha PernamenT (EC) N2 910/2014.

NHcTanmpaHuTe Kpuntorpadckm MOAYAM Ca HaW-BMCOKa CTEMeH Ha CWUrypHOCT,
CbIrAaCHO M3NCKBaHUATa Ha MEXAYHAaPOAHUTE CTaHAAPTW.

3awnTeHoTO  KpunTorpadcko YCTPOMCTBO pPaboTM EAMHCTBEHO B  HerosaTa
KOHUrypaums, KakTo e ONMcaHo B CbOTBETHaTa AOKYMeHTaumA 3a cepTudunumpare. YactHmAat
Katod 3a noanucBaHe Ha CA ce cbxpaHABa M M3MOA3Ba B 3alMTEHO KpunTorpapcko

YCTPOWCTBO, OTFOBapPALLO Ha U3nckBaHuATa Ha PeraamenT (EC) N2 910/2014 r. KoraTo e 13BbH
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3aLLMTEHOTO KPUNTOrPadCKo YCTPOUCTBO, YacTHUAT KAtod Ha CA e 3alLMTeH Mo Ha4yMH, KOUTO
OCUTypABa CbLLOTO HMBO Ha 3allMTa, KakTO € OCUIypeHO OT 3alMTEeHOTO KpunTorpadcko
ycTponcTBo. HYacTHMAT KAatod 3a noanunceaHe Ha CA ce apxMBUpa, CbxpaHABa M Bb3CTaHOBABA
CaMO OT MePCOHaA B AOBEPEHN POAW, KaTO Ce M3MOA3Ba NMOHE ABOEH KOHTPOA BbB PpU3MYECKH
obesneyeHa cpepa. bpoaT Ha nepcoHana, ymbAHOMOLLEH Aa M3BbPLUM PEe3epBHO Komwue,
CbXpaHeHe 1 Bb3CTaHOBABaHE Ha YaCTHWNA KAtOY 3a noannceaHe Ha CA, e cBeAeH A0 MUHUMYM
M e B CbOTBETCTBME C NpaKTnKkaTa Ha EBpoTpbCT. KonmAaTa Ha YacTHUTE KAoYOBE ce nopaaraT
Ha CbLLOTO MAM NO-BUCOKO HMBO Ha KOHTPOA Ha CUIYPHOCTTa KaToO M3MNOA3BaHUTE B MOMEHTa
KAlOYOBe. Korato YaCTHUTE KAIOYOBE U BCUYKM KOMKUA Ce CbXpaHABaT B CMeLMaAHO 3alMTeHO
KpunTorpadpcko ycTponcTBo, EBpoTpbCT ocmrypaBa KOHTPOA Ha AOCTbMa, 3a Ad rapaHT1pa, Yye
KAlOYOBETE He Cca AOCTbMHM W3BbH TOBAa YCTPOWCTBO. 3alUMTEHOTO Kpuntorpadcko
YCTPOWCTBO HE € MaHUMyAMpPaHO MO BpeMe Ha manpalaHeto. EBpoTpbcT ocurypasa 3awmTta
Ha KpuUNTOrpadCcKOTO YCTPOWMCTBO OT MaHMMyAaLMm AOKATO TO ce CbxpaHABa. EBpoTpbcT
rapaHTMpa, Ye 3alnTeHOTO KPUNTOrpadCcKo YCTPONCTBO GYHKLUMOHMPa NPaBuAHO. YacTHuTe
KAIOYOBE 3a TMOAMUCBaHe, CbXpaHABaHW B 3alMTEHO KpunTorpadcko YCTPOMCTBO ce
YHULLO>KaBaT Npu n3An3aHe OT ynoTpeba Ha yCTPOMCTBOTO. TOBa yHMLIOXaBaHe He 3acAra
HEMPEMEHHO BCUYKM KOMUA Ha YaCTHUA KAIOY. YHULLOXaBa ce caMO GUBNYECKUAT eK3EMMAAP

Ha KAKOYa, CbXPaHEH B 3aLLMTEHOTO KPUNTOrpadCKo yCTPOMCTBO.

6.2.1 CTAHAAPTU 3A KPUNTOTPAO®CKU MOAYAU

OcHOBHWTE KOMMOHEHTU B MHbpPacTpyKTypaTta Ha EBpoTpber ,Evrotrust RSA Root CA”,
4Evrotrust RSA Operational CA” n3anoassat HaaerkaHa kpuntorpadceka cuctema (Hardware
Security Module/HSM), ceptnéurumpara 3a Hneo Ha curypHoct FIPS 140-2 Level 3, koeTo
YAOBAETBOPABa HOPMATUBHUTE M3NCKBAHNA.

YCTpOMCTBOTO 3a Cb3paBaHe Ha KBaAMPUUMPaH EeAEKTPOHEH MOAMUC, B KOETo ce
reHepupa 1 cbxpaHAaBa YaCcTHUA Katod Ha Tutyaapa/Coe3patend e ¢ HuBo Ha curypHoct CC EAL
4+/FIPS 140-1 Level 2 uan no-emncoko.

Bcuukum ycTponcTea 3a cb3paBaHe Ha KBaAMOULMPAHW €AeKTPOHHU MOAMUCKU U3BBH
nHdpacTpykTypata Ha EBpoTpbeT, Kouto MNoTpebuteadaT Moxke Aa MOA3Ba 3a Aa reHepupa

I,A,BOVII-(a KAOHOBE N Aa CbXpaHABa 4YaCTHUA KAKOY, TpFI6Ba Aa Ca cepmcl)mu,mpaHm 3a HNBO Ha
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curypHoct CC EAL 4 1 no-BUCOKO €KBMBAAEHTHO HUBO, OTrOBapALLO Ha M3WCKBaHWATa Ha

Pernament (EC) N2 910/2014.

6.2.2 KOHTPOA HA USNMNOA3BAHE N CbXPAHEHUE HA YACTEH KAKOM

HacTHUTe KAlO4OBE Ha YAOCTOBepABalLMTE OpraHn Ha EBpPOTPBCT ce cbxpaHABaT M
M3NoA3BaT camMo B Kpuntocuctemata (HSM/Hardware Security Module) n ca aoctbnHuM
MOCPEACTBOM KOAOBE 3a AOCTBIN, PA3AEAEHWN Ha HAKOAKO YacTU - M3BECTHU Ha OTOPU3MpPaHM
AML@ OT NepcoHana Ha EBpoTpbeT. BazoBuAT yaocToBepaBall, opraH Ha EBpOTpBCT e B pexknm
,Offline”.

EAaHOBpeMeHHO C reHepupaHe Ha ABOMKa KAOHOBE Ha YAOCTOBepABalLUMA OpraH ce
M3MNbAHABA W NPoOLleAypaTa Mo CbXpaHABAHE Ha YacCTHWA KAIOY (MAM ABOMKaTa KAIOYOBE) B
CbOTBETCTBME C YTBbPAEHa BbTPELUHa npoueasypa. 3a ynpaBAeHWE Ha CbxpaHABaHUTE B
KPUNTOMOAYAa YaCTHWN KAlOYOBE Ha EBpOTpbCT ca HeOBXOANMMU ABa OT YETUMPU KOMMAEKTa C
TPUTE POAN ONEpPaTOPCKM TOKbHU M CbOTBETHUTE NEPCOHAAHU UAEHTUOUKALMOHHM HOMEpPa
(PIN) 3a pocTbr.

ApXMB Ha KAIOYOBETE ce MNpaBM MbPBOHAYaAHO - CAE€A Cb3AaBaHETO Ha BCUYKMU
KAIOYOBE, KaKTO U B MOCAEACTBME CAEA MpereHepmpaHe Ha HAKOW OT TAX. APXMBMPAHETO Ha
4acTHUTe KAIOYOBE, HamMmMpalum ce B Kpuntocuctemata (HSM) ¢ HuBo Ha curypHoct FIPS 140-2
Level 3 ce n3BbpLUBa BbPXY YCTPOMCTBO CbC ChLLOTO HUBO Ha CUIYPHOCT. 3a Aa Obae HanpaBeH
apXMB Ha KAIOYOBETE Ca HY»XHW ABaMa OT YeTupuMaTa, pasnoAaralii ¢ TOKbHU 3a AOCTbM A0
Kpuntocuctemata (HSM). ApxrBurpaHeTo ce 13BbpLUBa B 3aluTeHa cpeaa. Caep Cb3paBaHeTo
Ha apxuBa (Backup), Tol ce caara B celid Ha OTAAAEUEHO MECTOMOAOXKEHNE C HeobXxoAMMUTE
MEePKU 3@ CUTYPHOCT.

HacTHUAT Katod Ha Tutyaapa/Cb3paTenn ce M3NoA3Ba CaMo B YCTPOMCTBO 3a Cb3AaBaHe
Ha eAeKTPOHeH noanuc/neyat WAM B YCTPOWCTBO C E€KBMBAAEHTHO HMBO Ha CUMYPHOCT
(cbraacHo mnsnckeaHmaATa Ha PeranamenT (EC) N2 910/2014) 1 e AoOCTbNEH NOCPEACTBOM AUYEH
KOA 3a AOCTbM. EAHOBpEMeHHO C reHepupaHe Ha ABOMKa KAaovoBe Ha Tutyadap/Cob3paTen ce
M3MNbAHABA CbXpPaHABAHE Ha YaCTeH KAOY B YCTPOWUCTBO 3a Cb3ApaBaHe Ha EAEKTPOHEH
noanuc/neyar.

,A,OCTaB‘-II/IK'bT NO HWKaKbB Ha4YMNH HE CbXpaHABa N He apXuMBuvpa 4HaCTeH KAKY Ha
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Tutyaap/Cb3paTen 3a Cb3paBaHe Ha EAEKTPOHEH NOoAMMC/NeyaT, OCBEH ako YAOCTOBEPEHMETO
3a KBaAMbUUMPaAH EeAeKTPOHEeH TMOAMUC Ce 3asBsBa OTAAAEYEHO, 4Ype3 MOBMAHOTO

npuAoxeHue Ha EBpoTpbeT.

6.2.3 AOBEPUTEAHO CbXPAHABAHE HA YACTEH KAIOY (ECKPOY)

MpuaaraT ce npaBKAaTa, ONMcaHu No-rope.

6.2.4 CbXPAHABAHE HA YACTEH KAIOM

HacTHUTe KAlOHOBE Ha YAOCTOBEpPABALLMA OpPraH Ce CbxpaHABaT Ha YacTW PasAEAHO
BbPXY OTA@AHW TOKbHM cbC 3awmTeH npodua CC EAL 4+ mAanm no-BMCOK, KaTo AOCTbMBT A0
BCAKO YCTPOWCTBO Ce& KOHTPOAMPA YPEe3 KOA 3a AOCTbMN OT CbOTBETHOTO OTOPU3NPAHO AULE OT
nepcoHana Ha EBpoTpbeT.

PaspaeAHOTO CbxpaHeHue Ha YacTHUTE KAIOHOBe Ha YAOCTOBepABalUMA OpraH BbpXy
HAKOAKO TOKbHa 1N AMYHUA KOHTPOA Ha AOCTbIM AO T€3M YCTPOMCTBA HE NO3BOAABA KAIOYOBETE
A2 ObAAT KOMMPOMETUPAHU MAU HEPErAaMEHTNPaHO penpoayLmpaHn n3ebH EBpoTpbCT.

PenpoayurpaHeTo Ha YacTHU KAOYOBE Ha EBPOTPBCT BbpXy pe3epBeH KPUMTOMOAYA
caep pedeKkTupaHe Ha onepaTMBHATa TakaBa, Ce M3MbAHABA CaMO B MPUCHCTBME Ha NMoHe 2
OTOPU3NPAHU AULA, BCAKO OT KOUTO KOHTPOAMPA AOCTbMNa AO HErOBOTO YCTPOWMCTBO.

EBpoTpbCcT He cbXxpaHABa KOMWA Ha YacCTHUTE KAIOHOBE Ha onepatopute Ha
Perncrpupalyma opraH.

AOCTaBUMKDBT He Cb3paBa KOMWA Ha YaCTHUTE KAIOYOBE Ha NOTpPebuTeAnTe, OCBEH B
CAydauTe Ha OTAAAEYEHO M3AaBaHe Ha KBaAMGUUMPaHW YAOCTOBEpPEeHUA Ype3 MOBUAHOTO
npuAoxeHue Ha EBpoTpbeT. HacTHUAT Katod Ha Tutyaapa/Cb3saTenn ce CbxpaHABa caMo Ha
YCTPOWMCTBO 3a Cb3paBaHe Ha KBaAMbUUMPAH EAEKTPOHEH moanmMc/neyaT u He MoxXke Aa ce
Bb3MPOM3BEAE Ha APYro ycTponcTtso. lNpu aedekTrpaHe Ha NOTPEBUTEACKO YCTPOMCTBO 3a
Cb3paBaHe Ha KBaAMbuUMpaH eAeKkTpoHeH noanuc/neyat, MNoTpebuteadar Tpsibea aa ro

noAMEeHN N Aa NMONCKa N3AaBaHeE Ha HOBO KBa/\VId)l/ILI,l/IpaHO YAOCTOBepEHME.

6.2.5 APXUBUPAHE HA YACTHNA KAIOM

HacTHUAT KAOY Ha y,A,OCTOBepFIBaLLI,VIFI OopraH, W3NOA3BaH 3a Cb3AaBaHe Ha
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KBaAMULMPaHU EAEKTPOHHW NOAMMCK/NeYaT ce apxmBnpa, 3a Han-mMaako 10 roanHn caea,
M3THMYaHEe Ha CPOKa My Ha BaAUAHOCT UAM CAeA HEroBOTO npekpataBaHe. ChLOTO M3NCKBaHe
BaXV N 33 YAOCTOBEPEHMETO Ha MYyOAUYHUA KAIOY, CbOTBETCTBALLO Ha YaCTHWA KAIOY, CAEA
M3TUYaHEe Ha CPOKa My Ha BaAMAHOCT MAM CAeA NPEKpaTABaHETO My.

YaocToBepeHuATa Ha EBpPOTPBCT € M3TEKbA CPOK Ha BAAMAHOCT WAM MpeKpaTeHu
TpAGBa Aa Ca AOCTBIMHM MO EAEKTPOHEH MbT 3a CPOK OT Har-MaAko 10 ropanHun.

EBpoTpbCcT He cb3paBa apxXMBHU KOMMA OT YacTHUTe KAlo4oBe Ha Perncrpupaiyma
OopraH M Ha YaCTHUTE KAIOYOBE Ha MOTPebuTeAnTe, OCBEH MPW OTAAAEYEeHO 3aABABaHE Ha

KBaAMPULIMPAHO YAOCTOBEPEHMNE NPE3 MOBUAHOTO NPUAOKEHME Ha EBpOTpBCT.

6.2.6 TPAHCOEP HA YACTEH KAIOY B KPUNTOTPAO®CKU MOAYA

TpaHcdep Ha YacTeH KAY B KpUNTOrpadCKnm MOAYA Ce U3BBPLLBA B CAAHUTE CAyYau:

» 3a 3aliMTa, B CAy4al Ha Cb3paBaHe Ha PEe3epPBHWM KOMWA Ha YaCTHW KAKOYOBe,
CbXpaHsABaHW B KpunTorpadckm MoayA (HanmpuMep B CAyYall Ha KOMMPOMETMPaHe WAM
HEeN3npPaBHOCT B KPUNTOrpadbCKmMa MOAYA);

» KOraTo Ce HaAara Aa Ce NPEexXBbPAU HYaCTHUA KAIOY OT OnepaTUBHUA KPUMTOMOAYA
Ha APYr KpunTOMOAYyA (B CAy4alh Ha OTKa3 Ha OMepaTMBHWA KPUMTOMOAYA WAW NpwU
HEOBOXOAMMOCT OT YHULLOXKaBaHe).

TpaHchepdbT Ha YacCTeH KAIOY B KPUMTOMOAYA € KPUTUYHa onepaumaA. TakaBa onepaums
M3NCKBa MOAXOAALLM MEPKU W MPoLeAypu, NPeAoTBpaTABaLLM Pa3KPMBaAHETO Ha YacTHUA
KAIOY MAW HEroBaTa NpoMsaHa 1 daslumduumpaHe No BpemMe Ha U3MbAHEHME Ha onepauuATa.

TpaHchepbT Ha YacTeH KAOY B KPUNTOrpadCKm MOAYA U3NCKBA Bb3CTAHOBABAHE Ha
KAIOYa OT KapTUTe Ha ABaMa OT YeTMPUMa OTOPU3NPAHN CAY>KUTEAU B MPUCHCTBNETO Ha YAEH

Ha CbBeTa Ha AMpeKkTopuTe.

6.2.7 CbXPAHABAHE HA YACTEH KAIOY B KPUNTOTPAO®CKUA MOAYA

B 3aBMCMMOCT OT M3MNOA3BaHUA KpUMNTOTPadCKM MOAYA, YaCTHUTE KAIOYOBE Ha
YaocToBepaABalma opraH Ha EBpoTpbcT ce cbxpaHABaT BWHarM B KPUNTUPaH BUA.
HeszaBucumo oT ¢dopmaTa Ha CbXpaHEHWE Ha 4YaCTHUA KAKY, TOM He € AOCTbMNeH 3a

HEOTOPU3NPaHN ALa N3BDBH KpMI’ITOFpaCIDCKl/IH MOAYA.
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6.2.8 METOA 3A AKTUBUPAHE HA YACTEH KAIOM

HacTHMAT KAIOY Ha AOCTaBYMKa Ce aKTUBMpPA MNOCPEACTBOM MOAEAEH CUCTEMEH KOA 3a
AOCTbBM, OTAEAHUTE YacCTW Ha KOWTO Ca WM3BECTHW Ha MOBEYe OT €AHO OBAACTEHM AWLA OT
EBpoTpbet. CaMo B NPUCHCTBME Ha TE3M AULLA, CAEA BbBEXAAHE Ha BCUYKM YacTu Ha KOAA 3a
AOCTBIN, Ce paspellaBa AOCTbMBT A0 CAOTa B KpunTorpadckua moaya (HSM) u ce aktuBmpa
4aCTHMA KAIOY.

YacTHMAT Kalod  Ha TuTyaap/Ceb3paTen ce  aKTMBMpPaA, Ype3 BbBeXXpaHe Ha
NOTPEBUTEACKMA KOA 3@ AOCTBIM A0 MACTOTO, KbAETO 3aLLMTEHO CE CbXPaHABA KAKOYA AU ce

N3MNMOA3Ba Apyr crnocob Ha VI,A,eHTl/ld)I/lKaLI,I/IFI CbC CbLOTO AU NMO-BUCOKO HMBO Ha CUTYPHOCT.

6.2.9 METOA 3A AEAKTUBUPAHE HA HYACTEH KAIOM

YacTeH KAlOY Ha YaocToBepsABaly opraH Ha EBpoTpbeT HaMupaly ce B Kpuntorpadckum
MoayA (HSM) ce peakTrBMpPa NOCPEACTBOM NpeycTaHOBABAHE Ha AOTUYECKMA AOCTBM AO TO3U
KAtoY. AeaKTUBMPaAHETO U3NCKBa HyAMPaHe Ha nameTTa Ha KpunTorpadckma MoayA. o Tosu
HauYMH ce MpeKpaTABa Bb3MOXKHOCTTa 3a AOCTbM W M3MOA3BaHE Ha YacTHUA Katod. BeAako
A€aKTMBMPAaHe Ha YaCTeH KAIOY Ce 3anncBa B AHEBHUIK.

YacTeH Katod Ha Tutyaap/Cob3aaTen ce AeakTUBMPa NOCPEACTBOM MPeyCTaHOBABAHE Ha
AOTUYECKMA AOCTBM AO YCTPOMCTBOTO 3a Cb3paBaHe Ha KBaAUGUUMPaAH eAeKTPOHEH
noanuc/nedaT UAM Ypes3 GM3MYECKO My YHULLOXKaBaHe, Korato e BbHWHO. [To To3m HaumH

OKOHYaTeAHO Ce npeKpaTABa Bb3MOXXHOCTTa 3a AOCTbI U M3MOA3BaHE Ha HaCTHNA KAIOY.

6.2.10 METOA, 3A YHULLOXXABAHE HA YACTEH KAIOY

YacTeH kA4 Ha YaocToBepsaBaly opraH B Kpuntorpadpckm moaya (HSM) ce yHuworkasa
NOCPEACTBOM U3TPMBAHE Ha KAIOYA MAM CbOTBETHMNA CAOT. [1pn HEOBXOAMMOCT Cce U3TpUBAT U
CbXPaHABaHUTE B apXMBa HOCUTEAN 3a Bb3CTaHOBABaHE. BCAKO AOCTbMN A0 Ha YacCTeH KAKoY ce
3anmncBa B AHEBHUK.

YacTHMAT KAO4 Ha KBaaubuumpaHo yaocToBepeHue Ha Tutyaap/Cb3paten ce
YHULLLO>KaBa MOCPEACTBOM U3TPUBAHETO My OT YCTPOWCTBOTO 3a Cb3AaBaHe Ha KBaAnbuumpa

EAEeKTPOHEH I'IO,A,I'IVIC/I'Iel-IaT AN Hpes (1)I/I3VI‘-IeCKOTO YHULOXXaBaHe Ha yCTpOVICTBOTO, KoraTto e
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BbHLUIHO.

6.2.11 OLIEHKA HA KPUMTOMPAOCKNA MOAYA

EBpoTpbCcT M3MoA3BaT HapexaAHa Kpuntorpadcka cuctema (Hardware Security
Module/HSM), ceptudnumpara 3a HuBo Ha curypHoct no FIPS 140-2 Level 3. Ta e
ceptudunumpana n kato Qualified Electronic Signature Creation Device (QSigCD) n Qualified
Electronic Seal Creation Device (QSealCD) B cboTteeTcTBMe ¢ Peraament (EC) N2 910/2014.

CepTtudukaumara e 6asmparHa Ha Common Criteria (CC) EAL4+ AVA_VAN.5.

6.3 APYI'M ACMEKTU HA YINIPABAEHUETO HA ABOUKATA KAIOYOBE

VanckBaHmATa onmcaHm B Tasn dact Ha ,[llpakTuka npw npeaocTaBAHe Ha
KBaAMULMPaHN YAOCTOBEPUTEAHU YCAYTM” Ce NnpuAarat B NpoLeAypuTe 3a apxmMBupaHe Ha
NYOAVYHU KAIOHOBE M NPOoLEeAypUTE ONNCBALLM CPOKOBETE Ha BAAMAHOCT Ha NOTpebuTeAckuTe
KAIOHOBE M Ha KAIOYOBETE Ha YAOCTOBEPABALLMA OpraH.

EBpoTpbCT rapaHTHpa, Ye M3MOA3Ba MOAXOAALLO HaCTHUTE KAIOHYOBE 3a NMOAMMUCBaHeE.

EBpOTPBCT He M3MOA3Ba YaCTHUTE KAIOHOBE CAEA KpaA Ha TEXHWA MKU3HEH LIMKDBA 1 3a
LLeAM Pa3AMYHKM OT TAXHOTO NpeAHasHaveHne. KAaloyoBeTe ce M3noA3BaT camMo BbB drsanyecku
obe3onaceHn noMeLLeHnA. I3noA3BaHETO Ha YaCTHUTE KAIOHOBE € CbBMECTMMO C aArTOpUTbMa
Ha XellMpaHe, aArTOpUTbMa 3a MOAMUC N AbAXKMHATa Ha KAIOYa, N3MOA3BaHM 3a reHepupaHe Ha
YAOCTOBEPEHMWA, B CbOTBETCTBME C HACTOALLMA AOKYMEHT. BCMYKM KONKMA Ha YaCcTHUTe KAloYOoBe

3a NoANMMCBaHe Ce YHULOXKaBaT B Kpad Ha TEXHNA XXU3HEH LNKDA.

6.3.1 APXUBUPAHE HA NYBANYEH KAIOM

[y6AMYHNTE KAIOHYOBE Ha YAOCTOBEpABALLMTE OPraHM Ce CbAbPKAaT B M3A3AEHUTE
onepaTMBHN YAOCTOBEpeHUA Ha EBpOTpPBbCT M ce CcbXxpaHABAT BbB BbTPELWEH PErncrbp.
[ybAMYHNTE KAIOHOBE Ca AOCTbMHW 3a AOBepPABaLLMTE Ce CTPaHu W notTpebuteamnTe, 4pes
nybAMKyBaHe Ha yAOCTOBepeHMATa Ha yeb canTa Ha EBpoTpbCT.

[y6AnYHNTE KAOYOBE Ha YAOCTOBEPABALLMTE OPraHuM ce apxmBMpaT U CbXxpaHABaT 3a
nepuoa OT Hanl-Manko 10 roAMHU CAep U3TMYaHE Ha NepuoAa Ha BaAUMAHOCT UAM

npeKpaTABaHETO Ha CbOTBETHUTE YAOCTOBEPEHUA. Ll,e/\Ta Ha apxXmnBrpaHe Ha I'Iy6/\l/l‘-IHl/IF| KAKOY

[ ] elDAS-CPS | Bepcus: 7.0 /28.02.2023 r. | O6wopa0CTbNEH AOKYMEHT | 136



MPAKTUKA MNPV NPEAOCTABAHE HA KBAANOUUMPAHN YAOCTOBEPUTEAHW YCAYTU

e Aa Ce Cb3AaAe Bb3MOXKHOCT 3a MPOBEPKa Ha EA@KTPOHHMA NoANMc/nedaT cAep OTCTpaHABaHe
Ha YAOCTOBEPEHMETO OT PEerncrbpa Ha YyAOCTOBEpeHMATa. ToBa € M3KAIOYMTEAHO Ba>KHO B
CAy4al Ha NpOBEepKa Ha CTaTyca Ha YyAOCTOBEpPEeHMeTO.

My6AnyHnTEe KatodoBe Ha TuTyaapu/Cb3paTeAn ce CbAbpKaT B M3AAAEHUTE 3a TAX
YAOCTOBEpPEHMUA, KOMTO Ca NYOAMKYBaHW B perncrbpa Ha yAoCcToBepeHnATa Ha EBpoTpberT.

My6AnyHNTE KAlOYOBe Ha Tutyadapu/Cb3paTeAn ce CbxpaHABaT B pPerucrbpa Ha
YAOCTOBEPEHMUATa U NEPUOANYHO Ce apXMBMpar.

Bceku apxvB Ha NyOANYEH KAIOY MAN BCAKO AOTUHECKO N GUBNYECKO YHULLOXKEHME Ha

r|y6/\w-|eH KAIKOY Ce 3anncBa B AHEBHUK.

6.3.2 NEPNOA HA BAAMAHOCT HA KBAAUODULIMPAHN YAOCTOBEPEHUA U
YNOTPEBA HA KAIOMOBE

lNepuoaa Ha ynoTpeba Ha NyBANYHN KAIOHOBE Ce OMNMPEAEAA OT CTOMHOCTTa Ha MOAETO
B YAOCTOBEPEHMETO My, OMUCBALLO BaAMAHOCTTa Ha NyOAMYHUA KAloY. BaamaHocTTa Ha
YAOCTOBEPEHMATA M CbOTBETHUTE MM YaCTHU KAIOHOBE MOraT Aa ObaaT CbKpaTeHU, B CAyYal Ha
npekpaTABaHe Ha YAOCTOBEPEHMATA.

MakcnManHu nepmnoan Ha M3NOA3BaHe Ha KBa/\l/Id)VILI,VIpaHl/I YAOCTOBEPEHNA!

Evrotrust RSA Root CA 20 (pBapseceT) ropnHm
Evrotrust RSA Validation 5 (neT) roanHm

Evrotrust RSA Operational CA 15 (neTHaaeceT) ropmHm
Evrotrust TSA 5 (neT) roanHm

Evrotrust RSA QS Validation 5 (neT) roanHm

Evrotrust Qualified Validation Service 5 (neT) roanHm
YaOCTOBEpEHUs 3a KpalHK noTpebuten He noseye oT 3 (TpW) roANHM

KoraTo ce M3noA3Ba KAIOY 3a@ MOAMUCBAHE, CAEA U3TEKbBA MEPUOA Ha BAAMAHOCT Ha
YAOCTOBEPEHMETO, MOAMUCHT € HEBAAMAEH.

Lect Meceua npeay M3TUYAHETO Ha MepuvoAa Ha BAAMAHOCT Ha KBaAMdUUMPaHO
yAOCTOBEpeHMe Ha YaocToBepaABall, opraH, AOCTaBYMKbBT M3AaBa HOBO KBaAnduUMpaHo

YAOCTOBEpPEHME N reHepunpa HOBa ABOMKa KAOHOBE. YAOCTOBEPEHMETO ce npaBun NybANYHO
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AOCTOAHME CbIrAACHO MpoueasypumTe onmcaHn B HaCToAWNA AOKYMEHT.

6.4 AAHHWU 3A AKTUBUPAHE

KoraTo noTpebuteAaT AMYHO NpUCbCTBa Npea Peructpupaluma opraH, AaHHUTE 3a
aKTMBMPaHe Ha YaCTeH KAIOY Ce M3MOA3BaT OCHOBHO OT onepatop Ha Perncrtpupaluma opraH.
MoTpebuTeAnTe N3NOA3BAT aBTEHTUPUKALIMA N KOHTPOA Ha AOCTbMa AO CBOA HYaCTEH KAIOY.

VHcTannpaHeTo 1 Bb3CTaHOBABAHETO Ha ABOMKUTe KatodyoBe Ha CA B curypHo
KPUNTOrpapCcKo YCTPOWCTBO WM3UCKBa E€AHOBPEMEHEH KOHTPOA Ha Hal-MaAKo ABaMa
AOBEPEHWN CAYXKUTEAU. AKTUBMPAHETO N ACAKTMBMPAHETO Ha 3alMUTEHOTO KpunTorpadcko
YCTPOMCTBO Ce U3BbpLBa MO CUrypeH HadmH. Korato noTpebuteante U3NOA3BaT
NepCcoHaAM3MPaHO 3alLUMTEHO KPMNTOrpadCKo YCTPOWCTBO, 3a akTMBMPaHe Ha Ce U3MoA3BaT
cBbp3aHu aaHHK (Hanp. MWH koa). AaHHWTe 3a aKTUMBMpPaHe ca CUIYPHO MOATOTBEHU U ce
Pa3npoCTpaHABaT OTAEAHO OT 3aLUUTEHOTO KPUNTOrPapCKo YCTPOMCTBO.

3ABENAEMKA: PasaendHeTo MoXKe apa ce MNOCTUIHe 4Ype3 OocurypsaBaHe Ha
Pa3nNpoCTPaHeHMe Ha AaHHM 3a akTMBMpPaHe M AOCTaBKa Ha 3alMTEHO MNOTPebUTEACKO
YCTPOWMCTBO MO Pa3AUYHO BpPeMeE NAM Ype3 PasAMYeH KaHaA.

B cayvaute, B Kouto Tutyaapat/Cb3paTendT reHepupaT ABOWMKa KAOHOBE 3a
KBaANPULIMPAHO YAOCTOBEPEHWNE, TE CaMU Cb3AABAT M YNPABAABAT AAHHWUTE 3a aKTUBUPaHeE.

Korato TutyaapAat/Cb3paTennT 3aABABa OTAAAEHEHO M3AaBAHETO Ha KBaAMGULMPAHO
YAOCTOBEpPEHME Mpe3 MOOBUAHOTO NPUAOKEHMe Ha EBpoTpbeT, Ton cb3aasa INNH kop, ¢ konTo
ce KpUNTUpa reHepmpaHuA 4YacTHWA KAIOY B XapAyepHUA KPUNTOMOAYA Ha EBpoTpbCT.
MNocreaHUAT He cbxpaHABa AaHHUM 3a [MUH kopa. CowmAT ce n3noAsBa oT noTpebutens 3a
ASKPUNTUPAHE N aKTUBMPAHE Ha YaCTHUA KAIOY MPU NMOAMNCBAHE OTAAAEHEHO, OT MOBUAHOTO

npuAo»KeHue Ha EBpoTpbeT.

6.4.1 TEHEPUPAHE W UHCTAAUPAHE HA AAHHU 3A AKTUBUPAHE

AaHHV 33 akTUBMPaHE Ce N3MOA3BaT NPU MbPBOHAYaAHO N3AaBaHe Ha YAOCTOBEPEHUE,
BbPXY YCTPOWCTBO 3a Cb3paBaHe Ha noanuc/nevar, Npeau reHepupaHe Ha ABOMKa Katovose. B
TO3M CAy4all YCTPOMWCTBOTO C€ WHWULMaAM3MPa U Cce Cb3AaBaT KOAOBE 3a AOCTbM:

MoTpebutencku (,User”) n AaMunnuctpatmeeH (,SO"). Tean kopoBe NO3BOAABAT NEPCOHAAEH
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AOCTBIM AO HaCTHUA KAIOY B YCTPOWCTBOTO M NPU HEOOXOAMMOCT 3a A€OAOKMpPaHe Ha CbLLOTO.

KoapoBeTe 3a AOCTbN M 33 AeOAOKMpaHe Ha YCTPOWCTBOTO 3a Cb3paBaHe Ha
KBaAMbULMPAH eAeKTPOHEH MoAnuc/nedar ce npeaocTasat Ha Tutyaapa/Cb3saTean MAM Ha
YMBAHOMOLLEHOTO OT HErO AMLLE B 3anevaTeH, Henpo3pavyeH XapTUEH NAMK.

TUTYAAPAT e 3aAbAXKEeH Aa CMEeHU MbpBOHaYaAHWA [ToTpebUTeAckn Koa 3a AOCTbN
NOCpPeACTBOM codTyepa, KOMTO ce MPeAOCTaBA 3aeAHO C YCTPOMCTBOTO.

AoctaBunkbT npenopbyuBa TUTYAAPAT/Cb3paTeAAT Aa CMeHA MNEePUOANYHO CBOA
MoTpebutTeAckn Ko 3a AOCTBIM A0 YCTPOMCTBOTO 3a Cb3paBaHe Ha KBaAMbULMpPaH eAeKTPOHEH
noanuc/neyar.

Tutyrapat/Cob3paTenaT crepBa Ad M3MNOA3BA NPEAOCTaBeHUA AAMUHUCTPATUBEH KOA 3a
AOCTBIN A2 AeBAOKMpPa BAOKMPAHO YCTPOMCTBO.

Korato ce 13noA3Ba MOOWAHO MNpPUWAOXKeHWe Ha EBpoOTpbCT, KOABT 3a AOCTbN ce
reHepupa oT Tutyaapa/Co3paTtend. KoabT He ce cbxpaHABa OT EBpPOTPBCT M e AOCTbMNEH 3a
paboTta OT nNoOTpebuTeaa caMO AOKATO € aKTUBMPAHO MOOWUAHOTO NpPUAOXKeEHWe. 3a
Bb3CTAHOBABAHE Ha MEPCOHAAHUA KOa, TUTYAAPAT/Cb3AaTEAAT Cb3paBa CneuvaneH KpunTo
KAIOY, KOWMTO Cce reHepupa OT OTFOBOPW Ha TPU TallHM BbNPOCA, 33A3AEHM OT NOTPEOUTEAA KbM
MOMeHTa Ha perncrpaunata My 4pes MobUAHOTO NpuaoKeHue. OTroBopuUTE Ha BbMPOCUTE He

ce na3AT oT EBpoTpbCT.

6.4.2 3ALLNTA HA AAHHUN 3A AKTUBUPAHE

Tutyrapat/Co3paTenaT € 3aAbAXKEH Aa CbXpaHABa W Masm OT KOMMpoOMeTupaHe
KOAOBETE 3a AOCTbI AO YCTPOWCTBOTO 3a Cb3AaBaHe Ha KBaAMGUUMPAH EAeKTPOHEeH
noanuc/neyar.

MNoTpebuTteanTe TpAbBa Aa 3HAAT, Ye NPU HAKOAKO HeyCrneLllHW ONUTK 3@ AOCTbM AO
YCTPOWCTBOTO, TO ce bAoKMpa (3akaouBa ce). B Te3n cayvyam notpebutensaT TpAbBa aa
M3MNOA3Ba MpPeAOCTaBeHnA My AAMWHUCTPATMBEH KOA 3@ AOCTbM 3a Aa AebAOKMpa
YCTPOWCTBOTO.

AOCTaBYMKDBT NpenopbyBa AAHHUTE 3a aKTUBMpPaAHE Ha YCTPOMCTBOTO HUKOTra Aa He ce

CbXpaHABaT 3a€eAHO CbC CaMOTO yCTpOVICTBO.
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6.4.3 APYITU ACNEKTU HA AAHHUTE 3A AKTUBUPAHE

AaHHUTe 3a aKTMBMpaHe TpAbBa Aa Ce CbxpaHABAT BWMHArm B €AMH E€AMHCTBEH
eK3eMnAap.

MepcoHanHMAT naeHTMduKaumoHeH HoMep (PIN) 3a pocTbn TpAbBa NEPUOANYHO Ad
6bAe NPOMEHAH.

AaHHVTe 32 akTMBMpPaHe MoraT Aa ObAaT apXMBUPaHM.

6.5 CUINYPHOCT HA KOMMNKOTbPHUTE CUCTEMUA

EBpPOTPBLCT M3MOA3BA EAMHCTBEHO HAAEXKAEH U CUTYPEH XapAyep.

KoMnioTbpHUTE CUCTEMU, Ha KOUTO PaboTAT BCUYKM KPUTUYHU KOMMOHEHTU OT
nHobpactpyktypata Ha EBpoTpbeT, ca obopyaBaHW M KOHOUIypupaHM CbC CPeACTBa 3a
AOKaAHa 3alumMTa Ha AOCTbMa A0 codTyepa U MHGOPMaLMOHHUTE AGHHM.

EBpoTpbCT M3N0A3Ba NpoLeAypy 3a yrnpaBAeHWe Ha MHGOPMaLMOHHaTa CUTYPHOCT Ha
uAAaTa MHGpacTpyKTypa Ha EBpoTpbCT B cboTBETCTBME C OBLLONPUETM B MeXAyHapoAHaTa
MpaKTuKa CTaHAaPTU.

3a no-roAdMa HapeAHOCT M CUTYPHOCT Ha M3MOA3BaAHUTE CUCTEMU, TEXHUYECKATa u
KpunTorpadcka CUrypHOCT Ha OCbLLECTBABAHUTE Ype3 TAX npouecy, EBpoTpbeT M3BbpLIBa
peAlLa TECTOBE U MPOBEPKM Ha TEXHUYECKOTO 06OPYyABaHE W U3MOA3BAHWUTE TEXHOAOTMM.
TecToBe 1 MPOBEPKN HA KOMMIOTbPHUTE CUCTEMM CE NPABAT CbIAACHO METOAMKA 33 OLLEHKA Ha
CUTYPHOCTTa (OTHOCHO: CTaTyC Ha MPoLecopuTe - KOHCyMUpaHe, HaToBapBaHe, ynoTpeba;
CTaTyC Ha CbXpaHeHue; CbCTOAHWE Ha naMeTTa-ocHOBHa, padding in-out; cratyc Ha
CbxpaHeHue; 6pon Ha npoTudawmTe npoueck; baraHCMpaHe Ha HaToBapBaHeTo). Te ce
M3BbPLUBAT KAaKTO MEPUOAMYHO, Taka M MPU BCAKA NPOMAHA, KOATO 3acsara CUrypHoCTTa Ha
nHbpacTpykTypaTta. TectoBeTe BKAtouBaT vulnerability u penetration tectose. Vulnerability
TecToBeTe Ce M3BbPLUBAT NPe3 NepuoA He No-roadM ot 3 Meceua.

3a ynpaBAeHue Ha CUrYpPHOCTTa Ha KOMMIOTbPHUTE cucTemMn B EBpOTpbCT ce B3uMaT B
npeABUA n3nckeanuaTta Ha ISO/IEC 27001.

B EBpoTtpbcT Ma CheeT 3a MHGOpMaLMOHHA CUTYPHOCT, KOUTO € KOHTPOAEH OpraH rno
oTHoWweHWe Ha uHbopMaumoHHaTa curypHocT. CbBeTbT yyacTBa B aHaAM3a Ha

l/IH(i)OpMaLI,I/IOHHI/ITe pnckoBe n ce CBMKBa 3a O6C'b>K,A,aHe Ha Bb3HWMKHAAM BbBMAPOCUN WNAU
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MHLMAEHTU, CBbP3aHu C MHPOPMaLMOHHATa CUMYPHOCT.

KoMnoHeHTUTe Ha AOKaAHaTa MpeXka (Hanp. pyTepu) ce CbxpaHABaT BbB PU3UYECKN U
AOTUYECKM 3almTeHa cpeapa. KoHPUrypaummte Ha AOKaAHW MPEXKOBU KOMMOHEHTU (Hanp.
pyTepPU) NEPUOANYHO Ce MPOBEPABAT 3a CbOTBETCTBME C WM3UCKBAHUATA, OMPEAEAEHU OT
EBpoTpbeT. EBpOTPBCT Npriaara MHOTOGaKTOPHO yAOCTOBEPABaHE 3a akayHTW, y4acTBalLM B
n3paBaHe Ha yaoctoBepeHuA. [TpUAOXKeHMEeTO 3a pasnpoCTpaHeHVe Ha YAOCTOBEpPEeHWA
(OCSP) Hanara KOHTPOA Ha AOCTbMa npu onuTM 3a AobaBAHE WAM U3TpPMBaAHE Ha
YAOCTOBEPEHUA U NMPOMAHA Ha Apyra cBbp3aHa MHPopMauma. NTpUAo>KeHNeTo 3a cTaTyc Ha
npekpateHu yaoctoBepeHua (CRL) Hanara KOHTPOA Ha AOCTbMa MPW ONUTK 3a MPOMAHA Ha
nHbopMauma 3a CbCTOAHMETO Ha npekpaTtsaBaHe. EBpPOTPbCT ocurypsiBa HemnpekbcHaT
MOHUTOPUHI Ha CUCTEMUTE N CUTHAAM3ALMA NPU OTKPUBAHE, PErMCTpUpPaHe Ha HapyLeHus,
KaKTO N CBOEBPEMEHHO pearnpaHe npn BCAKAKBU HEOTOPU3NPaHWM OMUTKN 3a AOCTbI AO

HeroBuTe pecypcu.

6.5.1 CTENEH HA KOMNIOTbPHA CUTYPHOCT
CreneHTa Ha CUrYpPHOCT Ha M3MOA3BaHNTE CUCTEMU B MHbPACTPyKTypaTa Ha EBpoTpbeT
OTroBapA Ha HOPMAaTMBHUTE M3NCKBaHWA 3a U3MbAHEHWE Ha AelHoCTTa Ha EBpoTpbeT u ce

onpeaeAs, Ypes pAokyMeHTa [loAnTmKa 3a curypHocT Ha EBpoTpbCT.

6.5.2 YNPABAEHUE HA UHUUAEHTU N MOHUTOPUHI

EBpOTPBHCT M3BbPLUIBAE MOHUTOPUHT 1 YNPaBAABa UHLMAEHTUTE NPUAAraiknm CAEAHUTE
N3NCKBaHWA:

> EBpOTPbCT MMa Cb3paAEHUM U BHEAPEHW CTPOrM MNpoLeAypw, CBbp3aHu C
HabAlOAaBaHe Ha paboTaTa Ha TeXHOAOrMYHaTa CUCTEMa, AOCTbMNa AO MHPOPMaLMOHHaTa
CUCTEMa, KaKTO U AO 3aABKUTE 33 YAOCTOBEPUTEAHU YCAYTU;

> AeIZHOCTl/ITe MO MOHUTOPWHI aHaAU3MpPaT N OTYUTAT HYBCTBUTEAHOCTTa Ha BCAKa
cbbpaHa nHdopMauma;

> B cAydanTe Ha HEHaAMYHa yCAyra AV HEHOPMAAHU CUCTEMHU AEMHOCTU, KOUTO
MOKa3BaT NOTEHLMAAHO HapYyLUEHNE Ha CUTYPHOCTTA, BKAIOYUTEAHO MPOHWKBAHE B MpeXKaTa

Ha EBpOTp'bCT, Cce OTKpUBaT N CUTHaAN3NPaAT;
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> OTtopusunparn cayxuTean Ha EBPOTPBCT creaaT caepHUTE CbOUTUA:

v CrapTupaHe 1 cnvpaHe Ha AEMHOCTUTE MO PerncTpupaHe;

v HaAn4HOCTTa ¥ M3NOA3BAHETO Ha HEOOXOAMMWTE YCAYrM C MperkaTa Ha
EBpoTpbeT;

> B cAyvam Ha HapyweHwmAa Ha curypHocTta EBpoTpbcT mMa npoueaypu 3a

CBOEBpPEMEHHa, bbp3a U KOOPAMHMPaHa peaKkumA, 3a orpaHuyaBaHe Ha HapyleHuATa Ha
CUTYPHOCTTA;

> CurHaamTe 3a MHUMAEHTW CbC CUIYPHOCTTa Ce MPOCAEAABAT U AOKAaABaT OT
CAYXKUTEAN C AOBEPEHU POAWN B CbOTBETCTBME C NMPOLIEAYPUTE Ha APYXECTBOTO;

> EBpOTpbCT € ycTaHOBUA NpoLeAypa 3a yBeAOMABaHE Ha CbOTBETHUTE HAaA30PHM
OopraHu, B CbOTBETCTBME C MPUAOKUMUTE PEryAaTOPHU MPaBUAa, 3a BCAKO HapylleHuWe Ha
CUTYPHOCTTa Ha MHPOPMaLMsATa UAK 3aryba Ha HelHaTa LUAAOCT, KOETO OKa3Ba 3HaYMTEAHO
BAMAHNE BbPXY MNPEAOCTaBAHaTa YAOCTOBEPWUTEAHA YCAyra, B paMKuTe Ha 24 4yaca chaep
yCTaHOBABaHe Ha HapyLleHMneTo;

> KoraTto HapylwaBaHeTO Ha CUrypHoOCTTa Ha MHpopMaumaTa uMAM 3arybata Ha
LLeAOCTTa 1 BEPOATHO Le Ce OTPasn HeBAAronpmATHO Ha GU3UYECKO UAU IOPUAMYECKO AULLE,
Ha KOETO e NPeAOCTaBeHa YAOCTOBEpPUTEAHA YCAyra, EBpoTpbCT yBeasoMABa dranyeckoTo nam
IOPUAMHECKOTO AMLLE Be3 HEHY»KHO 3abaBAHe;

> EBpoTpbCT n3BbpLIBa HAOAIOAEHWE HA TEXHOAOTMYHATA CU CUCTEMA U PEAOBHO
npepasrae»kAa OAMTOPCKUTE  AHEBHMUM, 33 Aa UWAeHTMGUMUMpa AOKasaTeAcTBa  3a
3AOHaMepeHU AeNHOCTU. ApyXecCTBOTO MMa pas3paboTeHu aBTOMaTU4HWU MEexaHW3MW 3a
0b6paboTka Ha OAUTHUTE AHEBHULW W 3a CUTHAAM3MPaAHE Ha MNepcoHaAa 33 Bb3MOXKHU
KPUTUYHW CbONTUA, CBBP3aHWN CbC CUTYPHOCTTa;

> CuctemMata reHepupa CBOEBPEMEHHO TNPEAYNPEXKAEHWA, WN3BECTABALLM
HeobuYalHN CbOUTUA, KOUTO MOraT Aa OKaKaT BAMAHWE BbPXY CNMOCOBHOCTTa Ha cucTemara
3a CbpPBbPHO MOAMMCBAHE B CbOTBETCTBME C U3MCKBAHMATA 3@ CUTYPHOCT (Hanp. AeUCTBUA Ha
NoTPebUTEA U3BbH CTaHAAPTHOTO PaboOTHO BpeMe; AENCTBUA, MPEAM3BUKAHW OT HEYOBELLKA
HaMeca; NOTPEOUTEACKN AENCTBUA, N3BbH CTAaHAAPTHUTE PErAaMeHTUPaHN AENMHOCTH);

> 3a BCAKa HOBOOTKPUTA KPUTUYHA YA3BUMOCT CE Cb3AaBa MAaH 3a pellaBaHeTO

M B paMKUTe Ha nepuoa oT 48 yaca carep OTKPUBAHETO ;
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> 3a BCAKa ONacHOCT, MPeABUA NMOTEHLMAAHOTO N Bb3aencTBne, EBpoTpbCT:

v Cb3AaBa MAaH 3a HAMaAABaHe Ha WeTuTe;

v AOKYMEHTUpPa GakTUTe 1 AOKA3ABA HA PHKOBOACTBOTO.

> [MpoueaypUTe 3a AOKAAABAHE Ha MHLMAEHTU NPeA PbKOBOACTBOTO U peakumATa

OT B3€TUTE PELLUEeHUA Ce WM3MOA3BAT MO TaKbB Ha4YMH, Ye MPeAnpueTUTe MepKM aa CBeAaT
WeTnTe A0 MUHUMYM, KakTO U Aa ce npeanpuemat Mepku B Obaelle Aa He ce ponyckat

NOAOBHU MHLMAEHTW.

6.5.3 MOAUTUKATA 3A UHOOPMALIMOHHA CUTYPHOCT

MoAnTMKaTa 3a MHGOPMALIMOHHA CUTYPHOCT € HacoYeHa KbM M3MCKBaHUATA, CBbP3aHu
CbC CTpaTerMaTa Ha AEMHOCTTa, HOPMaTMBHUTE aKTOBE, 3aKOHOAATEACTBOTO U AOrOBOPUTE,
KaKTO M C TeKyllaTa M Bb3MOXKHATa CpeAa Ha 3amnAaxa 3a CUrypHoCTTa Ha uHbopMaumATa.
[MoAUTMKaTa 3@ CUTYPHOCT CbAbPXa AeKAapPaLuK, LeAn U NMPUHLUMNKN, KOMTO Aa PBKOBOAAT
BCUYKWN AEMHOCTWN MPU Bb3AaraHe Ha OOLUM M KOHKPETHW OTFTOBOPHOCTW 3a yrnpaBAeHMEe Ha
CUTYPHOCTTa Ha OMPEeAEAeHW POAM WM MPOLEeCU 3a CrpaBAHE C OTKAOHEHUA, NPobuBu U
M3BBHPEAHU cuTyaummn. Mo-KoHKpeTHO MNMoAnTrKaTa 3a MHGOPMALMOHHA CUTYPHOCT BKAKOYBA
NpoLeAypW, KOUTO OMMUCBAT MEXaHW3MUTE 3a KOHTPOA Ha CUTypPHOCTTa Ha MHpopMaumATa:
KOHTPOA Ha AOCTBMNA, KAacuduuMpaHe Ha MHGopMaLnaTa, pusmyecka CUrypPHOCT U CUTYPHOCT
Ha 3aobuKaArdlaTa cpepa, akTMBM, OBMeH Ha WHPopMauma, paboTa OT pPasCTOAHME,
M3NOA3BaH coPTyep, KPUNTOrpPadpCKM MEXAHN3MU 38 KOHTPOA, CUTYPHOCT Ha KOMYHUKaLMNTE,

3alnTa Ha AMMHNTE AdHHW N B3aMMOOTHOLWIEeHMe C AOCTaB4YnLN.

EBpoTpbcT uMMa paspaboTeHa wn opo0bpeHa OT pPbKOBOACTBOTO [loAnMTuKa 3a
MHbOPMaLMOHHA CUTYPHOCT, CbOBpPaseHa CbC CAGAHUTE U3UCKBaHMWA:

> MoAnTrKaTa 3a MHGOPMALMOHHA CUTYPHOCT OMpPeAeAs Nnoaxoaa Ha EBpoTpber
3a ynpaBAeHMe Ha AeMHOCTTa;

> MpoMeHuUTe B nMoAnTMKaTa 3a MHGOPMaLMOHHA CUTYPHOCT ce cbobLiaBaT Ha
TPeTN CcTpaHn (NoTpebuTeAn, aoBepABalLM Ce CTPaHU, HAA3OPHU U APYTrM PEryAaToOpHM
OpraHu, opraHu 3a oLeHABaHe Ha CbOTBETCTBMETO), KOraTo € MPUAOXKMMO;

> MoAnTHKaTa 3a VIH(I)OpMaLI,l/IOHHa CUTYPHOCT Ha EBpOTp'bCT € AOKYMEHTNPaHa,
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BHEAPEHa U NOAABbPXKaHa B akTyaAHO CbCTOAHME;

> Becnukn  caykuteam Ha EBpoTpbcT ca 3anosHatm ¢ [loanTmkarta  3a
MHbOPMaLMOHHA CUTYPHOCT;

> EBpoOTpbCT HOCK OTFOBOPHOCT 3a CNa3BaHeTO Ha NpoueaypuTe B [loAnTnkaTa 3a
MHPOPMaLMOHHA CUTYPHOCT B CAyYaK, KOTaTo € Bb3AOXKMA Ha MOAU3MBAHUTEAN HaCT OT CBOUTE
AenHocTu. [Npu HaAMuMe Ha NoAM3MbAHUTEAN, EBPOTPBCT onpeaeAa TAXHaTa OTTOBOPHOCT M
rapaHTMpa, 4ye Te npuAarat CTPUKTHO BCUYKW KOHTPOAM MO UMHPOPMALMOHHA CUTYPHOCT,
n3ncKBaHm oT EBpoTpbCT;

> MNMoAnTMKaTa 3a MHGOPMaLIMOHHA CUTYPHOCT Ha EBPOTPBCT 1 MHBEHTapM3aumaTa
Ha aKTUBWTE 3a MHPOPMALMOHHA CUTYPHOCT Ce NPepasrAeXAaT B NAAHUPaHU MHTEPBaAK OT
BPEMe VAWM aKO HaCTbMAT 3HAa4YUTEAHU MPOMEHWU, 33 Ad Ce rapaHTMpa TAXHaTa MPUroAHOCT,
aAEKBaTHOCT N epEeKTUBHOCT;

> Bcuukn npomeHn, KouTo MoraT Aa OKaaT BAWAHME BbPXY HMBOTO Ha
npeaocTaBeHaTa MHPOPMALMOHHA CUTYPHOCT, ce 0A0BpABaT OT OpraH 3a ynpaBAeHWe Ha
nHbopMaLMOHHaTa CUTYPHOCT;

KoHourypaumaTta Ha cucteMuTe Ha EBpoTpbCT ce npoBepABaT peAOBHO 3a NMPOMEHM,
KOWTO MoraT Aa HapywaT npaBuAaTa 3a WHPOPMALMOHHA CUrYpHOCT. MaKcMManHUAT
MHTEPBaA MeXAY ABE MPOBEPKU € CbIAaCHO BbTPELLHNTE NpoLeasypu Ha EBpoTpbeT;

> MNoAnTMKaTa 3a CUrYPHOCT AOKYMEHTMPA KOHTPOAWUTE 3a CUTYPHOCT U
HEMNPUKOCHOBEHOCTTa Ha AMYHUTE AaHHU. AMYHWTE A@HHW, NPeAoCTaBeHU Ha EBpoTpbCT ce
CcbxpaHABaT M obpaboTBaT B CbOTBETCTBME CbC 3akOHa 3a 3alUMTa Ha AUYHUTE AAHHW U
PEFAAMEHT (EC) 2016/679 General Data Protection Regulation (GDPR). EspoTpbct cbbupa
KOAMYECTBO MHGOPMaLMs MPOMOPLUMOHAAHO Ha HEWHOTO npeaHasHayeHve un ynotpeba.
Bcekun noTpebuten paBa cbraacre 3a 06paboTBaHETO Ha AUYHUTE My A@HHW. TOBa Cbraacue ce
3aABABaA C noanucBaHeTo Ha AOroBop 3a YAOCTOBEPUTEAHU YCAYrW. AUYHUTE AaHHW ce
M3MNOA3BaT CaMO BbB BPb3Ka C NMPEAOCTaBAHETO Ha KOHKPETHaTa yAOCTOBEPUTEAHA YCAyra.
AVYHUTE AQHHU Ca 3alUMTEHU B CbOTBETCTBME C NPaBMUAaTa 3a MOBEPUTEAHOCT, CbAbPXKalLLM ce

B MOAUTUKATa 3a CUTYPHOCT Ha EBpOTp'bCT.
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6.6 CUTYPHOCT HA XKNUSHEHNA UMKBA HA TEXHOAOIMMYHATA CUCTEMA

6.6.1 KOHTPOAU 3A PASBUTUE HA TEXHOAOIMMYHATA CUCTEMA

CodTyepHUTE NPUAOIKEHMA, U3NOA3BAHN B TEXHOAOTMYHATA cucTeMa Ha EBpoTpbeT ca
pa3paboTeHn U BHEAPEHWN OT BUCOKO KBaAMdULUMpPaHU crieumasncTu. Npean BbBexaAaHe Ha
HOBW NMPUAOXKEHWA Te NPEMUHABAT NPe3 TECTOB NEPUOA. TeCTBaHMATa ce NPaBAT Ha OTAEAHU
CUCTEMU, HE3aBMCUMM OT TE3M B PEAOBHATa eKCrnAoaTauma.

Bcunuku xapayepHW npoMeHu ca HabatopaBaT v peructpupar. [1pm 3akynyBaHe Ha HOBO
TeXHMYecko obopyaBaHe, TO Ce AOCTaBA C HEODXOAMMUTE MPOLEAYPW 3a eKcrnAoaTauma u
MHCTPYKLMM 33 MOA3BaHe.

EBpoTpbcT HabAlopaBa M3UCKBaHWATA 3a KanauuTeT M MpaBu NPOrHO3WM 3a Obaellm
M3NCKBaHWA 3a KanauuTeT, 3a Aa Ce OCUIypu apeKkBaTHa MOLHOCT 3a obpaboTka w
CbXpaHeHue.

TexHoAOTMYHaTa CUTYPHOCT Ha CUCTeMaTa Ce rapaHTMpa KakTo CAeABa:

» TEXHOAOTMYHO oObopyaBaHe ce AOCTaBA MO Ha4yMH, MO3BOAABALL, HEroBoOTO
npocaepABaHe. [lpaBu ce oueHKa Ha TpaceTo OT MbpPBOHAYaAHaTa TOYKa AO MACTOTO Ha
HEeroBOTO UHCTaAMpPaHe;

» AOCTaBKa M NMOAMAHA Ha TEXHOAOTMYHO ODOOpPyABaHe Ce M3BbPLUBA €AMHCTBEHO C

opurnHaneH xapayep. CMAHaTa ce 13BbPLUBa OT AOBEPEH 1 0Oy4YeH NepPCOoHaA.

6.6.2 KOHTPOAU 3A YNPABAEHUE HA CUTYPHOCTTA HA
TEXHOAOIM'M4YHATA CUCTEMA

LleAnTa Ha KOHTPOAa 3a yrpaBAE€HME Ha CUTYPHOCTTa € Aa Ce OCbLLEeCTBABa HaA30p Ha
GYHKUMOHAAHOCTTa Ha TEXHOAOTMYHATa CUCTEMa WM Aa Ce rapaHTupa, 4e Ta QyHKLMOoHMpa
NPaBMAHO 1 B CbOTBETCTBME C AOCTaBeHaTa NPOM3BOACTBEHA KOoHbUIypaLms.

Tekywarta KoHbUrypaumsa Ha TEXHOAOTMYHaTa cucTeMa Ha EBPOTPBCT, KakTo 1 BCUYKM
M3MEHEHUA U aKTyaAM3aLuMW Ha cucTemaTta, Cce 3anuMcBaT M WM3BbPLUBAT KOHTPOAMPAHO.
KOHTpOAUTE NO3BOAABAT HEMpPEKbCHaTa NPOBEPKa Ha LeAOCTTa Ha TEXHOAOTMYHaTa CUCTeMa

N CBOEBPEMEHHA aKTyaAM3aunAa, N OTCTPpaHABaHE Ha HEN3MPaBHOCTA.
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6.6.3 KPUMTONPAQ®CKUN KOHTPOAU

EBpOTPBCT € BbBEAO MOAXOAALWM KOHTPOAW 3a CUTYPHOCT Ha YynpaBA€HME Ha
KPUNTOrpadCKUTE KAKOYOBE U BCUYKU KPUMNTOrpadCKmM YyCTPONCTBA NPe3 LEeAUs UM >KU3HEH
UMKbA. 3a reHepupaHe Ha KpuntorpadckaTta ABOMKa KAOHYOBeE (4acTeH U nybAn4yeH) ce
M3MOA3BAT XeLL aATOPUTMU N aCUMETPUYHN aATOPUTMU, KOUTO OTFOBAaPAT Ha U3MCKBaHMATA Ha
nocodern B ETSITS 119 312. MpuAo>KnMrTe KOMOMHALMK Ha aCUMETPUYHU U XELL aATOPUTMM
CNPAMO CUIYPHOCTTa Ha KBaAMGULMPAHUA eAeKTPOHEH MOAMUC MO BpeMeTpaeHe e KakTo e
nocoyeHo B ETSI TS 119 312. VIsnoA3Ba ce AbAXKMHA Ha KAlOYa, KOATO OTroBapA Ha
nsmckBaHuATa Ha ETSI TS 119 312: aAbAKMHaATa Ha ABOMKaTa KAOYOBE 3a KBaambuumpar
eAeKTpoHeH noanuc/nedat Ha notpebuten e 2048 6uta, ¢ NpUAOKKMMa KOMOMHaUMA Ha
acMMeTpUYHN 1 xew aaropuTmn: sha256-with-RSA. KatoubT TpsibBa Aa € C AbAXKMHA Hal-MaAKO
1024 6uta 3a aaroputmn RSA 1 DSA 1 160 6uta 3a aaroputmmn ECDSA.

EBpoTpbeT reHepupa aBonku kpuntorpadpcku (RSA) kaoyoBe Ha 6asoBuA M Ha
onepaTUBHUA YAOCTOBEPABALLM OpraHM KaTo M3MOA3Ba XapAyepHa Kpunrtocucrema
(HSM/Hardware Security Module) ¢ Hueo Ha curypHoct FIPS 140-2 Level 3 nan no-sucoko,
cbotBeTHO CC EAL 4+ 1AM no-Brucoko. EBpOTpbCT M3NOA3Ba CBOUTE YacTHU KAIOYOBE CaMo 3a
LLeANTE Ha AEMHOCTTa CU, KaKTO CAeABa:

» A2 MOAMUCBa M3paBaHUTE OMEPATUMBHU YAOCTOBEPEHMA Ha YAOCTOBEpPABaLLUTE
opraHu B cBoATa MHOPACTPYKTYPa;

» Aa NOAMMCBa M3AaBaHUTE U Nyb6AMKyBaHM CnncbUM CbC CMPEHW U MpPEKpaTeHn
yaoctoBeperus (CRL);

»  Aa MOAMMUCBA BCUYKM M3AAAEHWN N MYBAMKYBaHU KBaAMbULMPAHU YAOCTOBEPEHMS 3a
eAeKTPOHEeH noanuc/neyar Ha notpebuteanTe.

Korato ce n3BbpLuBa OTAAAEYEHO reHepurpaHe Ha ABOMKAaTa KAKOYOBE Ha noTpebuTen
NpW 3asBEHO M3AABaHE Ha YAOCTOBEpeHMe OT MOOWMAHOTO MpPUAOXKeHue Ha EBpoTpbcT,
YaCTHUAT KAIOY Ce reHepmpa 1 CbXpaHABa B KPUNTUPAH BUA B XapAYyEPHUA KPUNTOMOAYA Ha
EBpoTpbcT, oTroBapsw, Ha nsnckBanuaTa Ha PernamenT (EC) N2 910/2014 r. 3a ycTpolicTBoO 3a
cUrypHo cb3paBaHe Ha noanmc (QSCD). KpuntupaHeTo Ha KAOYa € 4Ype3 Cb3A3AEH OT
notpebuteas MH koa, koeTo obe3neyaBa Bb3MO>KHOCTTa EAMHCTBEHO TOW A2 MMa AOCTBM 3a

aKTUBMpPaHE Ha KAKO4a. yCTpOPICTBaTa 3a Cb3paBaHe Ha KBa/\I/I(i)I/ILI,VIpaH EAEKTPOHEH
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noanuc/neyat rapaHTUpPaT, YpPe3 NOAXOAALLN TEXHNYECKN U MPOLLEAYPHM CPEACTBA, Hal-MaAKO
ye:

» TMNOBEPUTEAHOCTTa Ha AaHHUTE 3a Cb3AaBaHE Ha EAEKTPOHeH noanuc/mevar,
M3MOA3BaHW 3@ Cb3AABAHETO Ha EAEKTPOHHUA NoANMC/NeYaT, € pa3yMHO rapaHTupaHa;

» AAHHWUTE 3a Cb3AaBaHe Ha eAeKTPOHEH noanuc/neyaT Ha NpakTUKa ce cpelLlaT caMo
BEAHBXK;

» AAHHWUTE 3a Cb3AaBaHe Ha EAEKTPOHEH MoAnmnc/neyar ca obesneyeHn B A0CTaTbyHa
CTeneH 1 He MoraT pa 6bAAT U3BAEYEHU, @ EAEKTPOHHUAT MOANUC/MeYaT € HaAe>KAHO 3alLMTeH
cpelly noanpaBaHe, Ype3 N3MNOA3BaHE Ha HaAMYHATa KbM MOMEHTa TEXHOAOTUSA;

» AaHHWUTE 3a Cb3paBaHe Ha EeAeKTPOHEH MNOAMUC MoraT Aa ObaaT HaAEMAHO
3aWMTEHM OT 3aKOHHNA TTyAAp/Cb3aaTen Ha EAEKTPOHHMA NoANMC/neYvaT CpeLLy N3NMOA3BaHe

OT APYTY AMLLa.

6.6.4 OLUEHKA HA XXUSHEHUA LUMKDBA HA CUTYPHOCTTA HA
TEXHOAOI'MYHATA CUCTEMA
JJ1paKkTMKkaTa Npu NpeaocTaBAHE Ha KBaAMPULMPAHW YAOCTOBEPUTEAHU YCAYrM” He

npeasnoAara HUKakBu M3NMCKBaHWMA B Ta3n obaacrT.

6.7 MPEXOBA CUTYPHOCT

B nHdpactpykTypaTta Ha EBpOTpBbCT ce M3MOA3BaT CbBPEMEHHUN TEXHUYECKN CPEACTBA
3a 06MeH v 3awWwmTa Ha MHbopPMaLMs, 3a Aa Ce rapaHT1pa MpeXkoBaTa CUrypHOCT Ha CUCTEMUTE
CpeLly BbHLUHW MHTEPBEHLMU N 3anAaxu. EBpOTpbCT 3alumTaBa Mpexarta 1 cuctemMmuTe cu oT
aTaku NpuAaranky CAEAHUTE N3NCKBaHWA:

> EBpoTpbCT pasaens cBouTe CUCTEMU B MPEXWM UAM 30HW Ha QYHKLMOHAAHA,
AOTUYecka 1 dpusmyecka (BKAIOYMTEAHO MO MECTOMOAOXEHME) Bb3 OCHOBA Ha oLeHKaTa Ha
pUCKa U Bpb3KaTa MeXAy HaAeXAHWTe cucteMu u ycayrute. [loppobHo onucaHue Ha
Mpe)koBaTa KOHOUrypaumsa n cpeacTBaTa 3a 3aliMTa ca MPEeACTaBeHW B TexXHUYecKa
AOKYMEHTauuMA Ha UHPpacTpyKTypaTa. Tasnm AOKyMeHTauuma mma ,BbTpeleH” cTaTyT u e
AOCTbMHa CaMO 3a OTOPU3NPaHN ANLA;

> EBpOTp'bCT npurAara eAHn 1 Cbl KOHTPOAKM 3a CUTYPHOCT 3a BCUYKU CNCTEMMU,
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Pa3nNoOAOKeHN B eAHa U Cbllia 30Ha;
> EBpOTp'bCT OorpaHmn4yaBa AOCTbMa W KOMYHUKaAUUMUTE MeKAY 30HUTE AO
HeO6XOAI/IMl/ITe 3a N3BbpPLUBaHE Ha AeVIHOCT. Onutute 3a HernpaBoOMepeH AOCTbIMN AO CUCTEMaTa

ce AOKYyMeHTupaT ypes Intrusion Prevention System (IPS);

> EBpoTpbcT M3pnUHO 3abpaHaABa MAN A€aKTUBMPA HEHYXHUTE BPB3KK U YCAYTY;
> EBpoTpbCT pepAOBHO Npepasraeaa yCTaHOBEHNA HabOP OT NPaBUAg;
> EBpoTpbCT nopabpka BCUYKM CUCTEMU, KPUTUYHW 3a paboTata My, B ABe

3awmTeHn 30HU. CbpBBPUTE N KPUTUYHATa TEXHOAOTMYHA cucTeMa Ha EBpoTpbCT ca cBbp3aHmu
c BbTpewHa LAN mMperxka. OTaanedeHMa AOCTbN A0 MpexaTta Ha nHdpactpyktypata (PKI) Ha
EBpoTpbCT Ce M3BbPLLUBA Ype3 CreumnmarHo MHCTaampaH 1 koHourypmpaH VPN cbpBbp, KOMTO
npvemMa aBTeHTUdUKaLMA, Ype3 CreumarHO MMe N NapoAa, U3AAAEHM CaMO 3a Ta3W LeA Ha
OTOPM3MPaHU AMLa, Yy4acTBallyM B W3AABaHETO Ha EAeKTPOHeH noanuc/nedat u
aAMUHUCTPUpaHeTo Ha nHdpacTpyktypata (Public Key Infrastructure/ PKI);

> EBpoTpbCT MMa oOTAeAeHM chneumasHa Mpe)ka 3a apMuHucTpupaHe Ha UT
CUCTEMUTE N OMNepaTUBHa MPeXa;

> EBpoTpbCT He M3MOA3Ba CUCTEMW, U3MOA3BAHM 3a AAMUHUCTPUPaHE Ha
NpUAaraHeTo Ha NOAUTMKATa 3@ CUTYPHOCT 33 APYTW LieAn;

> EBpoTpbCT 0TAEAA CUCTEMUTE 33 OOCAY>KBaHE Ha YAOCTOBEPUTEAHNTE YCAYTU OT
cUCTeMUTE, U3MNOA3BaHM 3a pa3paboTKa 1 TecTBaHe;

> EBpoTpbCT ycTaHOBABa KOMYHMKaLMA MeXAY OTAEAHW HAAEXKAHWU CUCTEMU
CaMO 4Ype3 AOBEpEeHU KaHaAW, KOUTO Ca M3OAMPAaHU Ypes3 AOTMYECcKOo, KpMnTorpadcko mam
du3MYecKo paspeAsiHe OT APYrM KOMYHUKAUMOHHU KaHaAW U OCUIypsiBaT rapaHTupaHa
MAEHTUOUKALMA Ha CBOUTE KPaMHM TOYKM M 3aLLMTa Ha AAHHUTE OT KaHaAa oT MoaMduKauma
MAnM paskpuBaHe. CbpBbpUTE WU KpUTUYHATa TEXHOAOrM4YHa cucteMa Ha EBpoTpber ca
cBbp3aHu ¢ BbTpewHa LAN Mperka. OTaanedeHns A0CTbN A0 MperkaTa Ha MHGPaCTPyKTypaTa
(PKI) Ha EBpoTpbCT Cce 13BbplUBa Ypes cneumasHo nHcTaampar n koHourypupad VPN cbpebp,
KOWTO Npuema aBTeHTUdUKaLMA, Ype3 CNeLMarHO MMe 1 MapOoAa, M3AGAEHW CaMo 3a Tasu LeA
Ha OTOPWM3MPaHM AMUaA, Yy4yacTBallyM B W3AABAHETO Ha EeAeKTPOHeH noanuc/nedar w
aAMUHUCTpUpaHeTo Ha nHdpactpyktypaTta (Public Key Infrastructure/ PKI).

> ﬂpl/l HeO6XO,A,l/IMOCT OT BWCOKO BbHWHO HMBO Ha AOCTbMHOCT AO
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YAOCTOBEpPUTEAHa YyCAyra EBpOTpbCT ocurypAaBa BMCOKO HMBO Ha CUMYPHOCT Ha BbHLUHWA
AOCTbBM AO YAOCTOBEPUTEAHA YCAYra MOCPEACTBOM MHOrOKaHaAHa BbHLUHA Mpe>KoBa BPb3Ka,
3a Ad rapaHTupa HaAMYHOCTTa Ha YCAYrUTe B CAyHal Ha eAMH OTKas;

> EBpoTpbcT  m3BbBpWBA PEAOBHO  CKaHMpaHe Ha  YA3BMMOCTTa  Ha
MAEHTUPULMPaHUTE NYBANYHM 1 YacTHU P aapeck 1 3anncea AOKasaTeACTBa OT TO3M NpoLec.
3a ocurypaBaHe Ha HapeKAHW AOKAAM BCAKO CKaHWPaHe Ha yA3BMMOCTTa Ce U3BbPLUEHO OT
YMbAHOMOLLEHO AMLE C HEODOXOAMMUTE YMEHUA, KBaAMPUKaLMK, MHCTPYMEHTM, Cra3Bamku
E€TUYHNA KOAEKC W AMMCa Ha KOHPAMKT Ha uHTepecn. CKaHMpaHeTo Ha YA3BMMOCTU ce
M3BbPLUBA BEAHDX Ha TPMMeceuune.

> Chea BCAKO aKTyaAM3uvpaHw, MOAVICI)VIKaLI,l/Iﬂ WAN HaACTPOWMKa Ha KPUTUYHU
npuAoKeHua EBPOTPbCT n3BbpLUBa TECTOBE 3@ NMPOHMKBaHE B CUCTEMUTE;

> EBpoTpbCT 3anncea pA0KasaTeACTBa, Ye BCEKM TECT 3a MPOHUKBaHE € U3BbpPLUEH
OT OTOPU3NPAaHO AMLE, NpUTeXXaBallo HeO6XO,A,I/IMI/ITe YMeHUNA, MHCTPYMEHTH, Cfa3Ba eTN4Hu1A
KOAEKC 1 HAMA KOHd)Al/IKT Ha MHTEPECKU C LleA OCUTypABaHE Ha HaAAEXAEH AOKAaA. TecTbT 3a
NPEOHUKBaHE Ceé M3BbpLUBa NOHE BEAHDX TOAULLHO.

MoapobHO onucaHne Ha MperkoBaTa KOHPUrypauna Ha EBpoTpbcT 1 cpeacTBaTa 3a
3alWmTa Ha EBpOTPBCT ca NpeacTaBeHn B TEXHMYECKA AOKYMEHTaUMA Ha MHPpaCTpyKTypaTa.

Tazn AOKYMeHTauna nma ,,B'preLIJeH" CTaTyT N € AOCTbIMHa CaMO 3a OTOPU3NPaHUN AULa.

7 APO®UAN HA KBAAMOULIMPAHN YAOCTOBEPEHUA, CRL U HA OCSP

EBpoTpbCT M3paBa yAOCTOBEPEHUSA C NPOGUAN, KOUTO OTFOBapPSAT Ha M3MCKBAHUATA,
nocovenu B ITU-T X.509 [6] nan IETF RFC 5280.

EBpOTpbCT M3paBa YAOCTOBEPEHUS CbC CbOTBETHWN NPOGUAM, KaKTO CAEABA:

a) 3a M3paBaHe Ha YAOCTOBepeHUs Ha GU3NYECKM AMLa (C M3KAKOYEHME Ha
yaocToBepeHusa 3a yebcanT) (¢ npuaoxumm noantukn: LCP, NCP n NCP +) B cboTBeTCTBME C
n3nckeaHmaTta Ha ETSIEN 319 412-2;

b) 3a U3AABaHe Ha YAOCTOBEPEHUA Ha IOPUAMYECKN ANLA (C U3KAIOYEHME Ha
yAOCTOBepeHua 3a yebcanTose) (c npuroxkmmm noantnkm: LCP, NCP n NCP +): B
CbOTBETCTBME C M3nckBaHnATa Ha ETSIEN 319 412-3;

c) 3a U3paBaHe Ha YAOCTOBepeHMA 3a yebcalToBe MAM YCTPOMCTBA (C MPUAOKMMa

[ ] elDAS-CPS | Bepcus: 7.0 /28.02.2023 r. | O6wopa0CTbNEH AOKYMEHT | 149



MPAKTUKA MNPV NPEAOCTABAHE HA KBAANOUUMPAHN YAOCTOBEPUTEAHW YCAYTU

noantuka: PTC): B cboTBeTCTBME C M3McKBaHmATa Ha ETSI EN 319 412-4.

7.1 MNPOOUA HA BA3OB YAOCTOBEPABALL OPrAH ,EVROTRUST RSA

ROOT”

Version

Serial number

V3

6C6EC9BF485172A54B D4 OF 27 78 62 52 45

Signature
SHA384RSA
Algorithm
CN=  Evrotrust RSA Root CA
Issuer OU=  Evrotrust Qualified Root
O= Evrotrust Technologies JSC
organizationldentifier NTRBG-203397356
C= BG
Valid from 20 man 2016 1. 15:39:19 UTC
Validit to 20 man 2036 1. 15:49:19 UTC
CN= | Evrotrust RSA Root CA
Evrotrust Qualified Root
OU=
Authority
Subject O= | Evrotrust Technologies JSC
organizationldentifier
NTRBG-203397356
(2.5.4.97)=
C=| BG
Public Key
RSA (4096 Bits)
Type/Length
Subject Key
745cal 4073 2e 1fe619 3b bcab al a4 a7 54 44 74 470
Identifier

Key Usage (critical)

Certificate Signing, Off-line CRL Signing, CRL Signing (06)

Basic Constrains

(critical)

Subject Type=CA

Path Length Constraint=None
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7.2 NPOOUA HA YAOCTOBEPABALLU OPTAHU 3A NMPOBEPKA HA CTATYC

EBpoTpbCT M3paBa yAOCTOBEPEHME 3a OTTOBOP C Pa3yMHa NPOABAMXKUTEAHOCT.

Korato ycayraTa ce npeaAara KaTo MPUAOXKeHWe Ha TpeTu cTpaHu (SVA), kouto
pasymTaT Ha yCAyrute 3a MHPopMauMA 3a CbCTOAHMETO Ha YAOCTOBEPEHUATa M3AAAEHW OT
EBpOTPDBCT 1 He ca B CbCTOAHME Ad CE CNPAaBAT C HEKPUTUYHOTO Pa3LLIMPEHME N CAEAOBATEAHO
Aa Ce OKaXaT c onepaTneHU NpobaemMu, EBpPOTPBCT AOMBAHUTEAHO OCUTypABa NPOBEPKaA Ype3
CRL.

Korato ca npeaocraBeHn kakto OCSP, taka m CRL, EBpoTtpbcT KoHburypmpa
otroBopute Ha OCSP 3a HeuspapeHM YAOCTOBEPEHMA MO HauyuH, KOWTO W3KAOYBA
Bb3MOXHOCTTa HEN3AAAEHU YAOCTOBEpPEeHUA aAa ce noasABaT B CRL, kaTto B Te3n cayyau, ako
OTrOBOPBT € ,0TMeHeH"” npuynHata ce uaeHTudnumMpaHa. EBpoTpbeT HabaoaaBa McKaHWA
OTHOCHO HEeW3AAAEHW YAOCTOBEPEHMA KaTo YacT OT MPOLeAypuTe 3a CUIYpPHOCT, 3a Ad
NPOBEPU AAAM TOBA € MHAMKALMA 3a aTaKa.

a) MpoduA Ha OTrOBOP 3a OHAAMH MpOBEpKa Ha cTaTyca Ha YyAOCTOBepeHue
(OCSP/Online certificate status protocol)

YaocTtoBepaABawmTe opraHu 3a Baaupauma ,Evrotrust RSA Validation” Ha 6asoBusa
yaocToBepsaBalwy, opraH ,Evrotrust RSA Root CA” un ,Evrotrust RSA QS Validation” Ha
onepaTunBHUA yaocToBepaBall opraH ,Evrotrust RSA Operational CA” Ha EBpoTpbeT paboTtar
M NPeAoCTaBAT KBaAnduUMpaHaTa yCAyra ,OHAaNH NPOBEpPKa Ha CTaTyC Ha YAOCTOBEpeEHME B
peaAHO BpeMe” B CbOTBETCTBME C MEXKAYHAPOAHO yTBbpAaeHaTa npenopbka IETF RFC 6960.

OCSP-noTpebuteaaT M3npalla UcKkaHe 3a NpoBepKa Ha CTaTyc Ha noanuc/nedvaT A0
OCSP-cbpBbpa 1 NoAyvaBa OTrOBOP - YAOCTOBEpPEHMe 3a cTaTyc, noanmcaH ot OpraHa 3a
BaAMaaums. OTroBOpPbT Cbabp»Ka MHPOPMaLMA 3a CTaTyca Ha MPOBEpPABaHOTO YAOCTOBEPEHME
3a eAeKTPOHeH noanuc/medaTt, nepmoaa Ha BAAMAHOCT Ha MOAYYEHWA OTFOBOP U MMa
AoKazaTencTBeH xapakTep. OCSP cbpBbpbT, KONTO M3AaBa MOTBbPKAEHWA 38 CbCTOAHMETO Ha
KBaAMULMpPaHUTE YAOCTOBEPEHUA MPUTEXKaBa CreuMasHO reHepurpaHa ABOMKa KAIOYOBE,
N3AAAEHU EAVHCTBEHO 3a Tasu LieA.

6) Bepcua
EBpoTpbcT, 4pe3 cBouTe YaocToBepABalM OpraHuM 3a BaAMAAUMA, W3AaBa

YAOCTOBEPEHMA 3a CTaTyC Ha M3A3AEHUTE KBaAMULMPaHW YAOCTOBEpPEHWA BbB ¢dopmar,
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onpeaeAeH B MexayHapoaHata npenopbka RFC 6960. BepcuAata ce BnmcBa B n3paseHUTE
YyAOCTOBEpPEHMA 3a CTaTycC.

B) dopmar

EBpoTpbCT M3paBa yAOCTOBEPEHMA 3a CTaTyc, YMATO GopMaT e B CbOTBETCTBME C
N3NCKBaHWATA B MexxAyHapoaHaTa npenopbka RFC 6960.

r) OcHOBHW aTpMbyTU Ha YAOCTOBEPEHMATA 3a CTaTyC
Version - BepcuA Ha yAOCTOBEPEHNETO 3a CTaTyC;
Response Type - Tnn Ha oTroBopa 3a CTaTyc;
OCSP Response Status - ctaTyc Ha OTroBopa;

Responder Id - ViaeHTndurkaTop Ha ycayraTa no BaAvaauma

YV V Y V V

Produced At - aaTa 1 yac Ha U3paBaHe Ha YAOCTOBEPEHMETO 3a CTaTyc;

> Responses - mvHbopMaumaA, YHUKAAHO MAEHTUOMUMpPaLLE KBaAMDULMPAHOTO
YAOCTOBEPEHME, 3a KOETO € OTMNPaBeHO 3aNnTBaHeE 1 33 KOETO OpraHa 3a BaAMAALMA N3AABA
HaCTOALLOTO YAOCTOBEPEHME 3a CTaTyC;

> Cert Status - craTyc Ha KBaAMPULMPAHOTO YAOCTOBEpPEHWE, 3a KOeTo e
OTNpPaBeHO 3anuTBaHe;

> This Update - Bpemeto Ha mspaseH CRL, Ha 6a3zaTa Ha KOWTO € M3AAAEHO
YAOCTOBEPEHMETO 3a CTaTyC;

> Next Update - BpemeTo Ha BaamaHocT Ha CRL, Ha 6asaTa Ha KOWTO e M3A3AEHO
YAOCTOBEPEHMETO 3a CTaTyC;

> Response Extensions - AOMbAHUTEAHW Pa3LWLMPEHNA, BKAIOYEHW B OTTOBOPA;

> OCSP Nonce - cbabp»Ka cbluata MHbopMaLma, KOSTO e MoAaAEHa NPW 3asiBKaTa
B noAeTo 3a Nonce;

> Signature Algorithm - 13noA3sBaH aAropuTbM 3a @AEKTPOHHO MOoAMMCBaHe Ha
YAOCTOBEPEHMETO 3a CTaTyC;

> Certificate - Cobabprka KBaAMOULMPAHOTO YAOCTOBEPEHWEe Ha opraHa 3a

BaAMAaLMNA Ha EBpOTp'bCT.
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CobAbprKaHMETO Ha YAOCTOBEPEHMEeTO 3a cTaTyc Ha EBpoTpbeT e:

OCSP Response
Status

Response Type
Version
Responder Id
Produced At

Responses:

Cert Status

This Update
Next Update
OCSP Nonce:

Signature Algorithm:
Certificate:

. successful (0) - BaavaeH oTroBop Ha 3anuTBaHeTo;

. malformedRequest (1) - 3anuTBaHeTo He oTroBapA Ha
nanckesaHmnaTa 3a OCSP cuHTakc;

. internalError (2) - BotpeluHa rpewka. Moas onutante
MO-KbCHO;

. tryLater (3) - Ycayrata BpeMeHHO e HeaocTbnHa. Moas
onunTamTe NO-KbCHO;

. sigRequired (5) - 3anuteaHeTo TpsabBa Aa € NoANMCaHo;
. unauthorized (6) - KaneHTa He e oTopusmpaH aa

N3BbPLUN 3alNnMTBaHETO.

Basic OCSP Response

1 (0x0)

[YHUKaneH naeHTMdmnKaTop Ha OTroBopa Ha ycAayraTtal

[aaTa v yac no UTC Ha reHepupaHe Ha otroBopal

Certificate ID:

Hash Algorithm - ManoaAsBaH xelw aAropuTbm

Issuer Name Hash- Xew cyma Ha uMeTO Ha wm3paTeAns Ha
YAOCTOBEPEHUNETO

Issuer Key Hash - Xew cyma Ha nyBAMYHMUSA KAIOY Ha U3AATEAA Ha
YAOCTOBEPEHUNETO

Serial Number - Cepuner HoMep Ha yaocTOBEpPEHMETO

. good - yaocrosepeHuneto He npucberea B CRL

. unknown - He MoXe pa 6bae OTKPUTO TakoBa
YAOCTOBEpPEHMNE

. revoked - yaocToBEpEHMETO € CNPAHO MAKM NPEKPaTEHO;

[HavaAHa paTa nyac no UTC Ha BaamaHocT Ha uspaaeHmsa CRL,
Bb3 OCHOBA Ha KOWTO e reHepunpaH oTrosopal

[aaTa n vyac no UTC Ha naaHnpaHa aktyaamsauma Ha CRL]

[MHPOpMaLms, KOATO e NoAaAeHa NPW 3asBKaTa B MOAETO 3a
Nonce]

sha256WithRSAEncryption

[KBaAndumLmMpaHOTO yaAOCTOBEPEHME Ha OpraHa 3a BaAMAaLms]

7.2.1 NTPOO®UA HA YAOCTOBEPABALL, OPIrAH ,EVROTRUST RSA VALIDATION"

Version

V3

Serial number

38:00:00:00:02:46:4e:fc:ad:9d:94:68:e3:00:00:00:00:00:02

Signature Algorithm

SHA256RSA

Valid from 201605201544597
Validit to 202105211554597
CN= | Evrotrust RSA Root CA
Issuer OU= | Evrotrust Qualified Root
O= | Evrotrust Technologies
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Organizationldentifier(2.5.4.97)= | NTRBG-203397356

C=|BG

CN= | Evrotrust RSA Validation

OU= | OCSP Signing

Subject O= | Evrotrust Technologies
Organizationldentifier(2.5.4.97)= | NTRBG-203397356
C=|BG
Public Key RSA(2048 Bits)

Subject Key Identifier

DA:40:9F:0A:F0:65:11:77:52:14:65:5F:AF:00:CA:D5:6E:D9:D
C:2C

Key Usage (critical)

Digital Signature, Non Repudiation (c0)

Extended Key Usage

OCSP Signing (1.3.6.1.5.5.7.3.9)

Authority Key Identifier

74:5C:A1:40:73:2E:1F:E6:F9:3B:BC:AB:A0:A4:A7:54:44:74:4F
:70

OCSP No Revocation
Checking

NULL

Application policies

[1]Application Certificate Policy:

Policy Identifier=OCSP Signing

7.21.1 AMPO®UA HA YAOCTOBEPABALL, OPTAH ,EVROTRUST RSA ROOT
CA OCSP”
Version V3
Serial number 38:00:00:00:09:93:96:2D:78:FF:6E:BA:79:00:00:00:00:00:09
Signature Algorithm SHA256RSA
Valid from 20210317095231Z
Validit to 20260317100231Z
CN= | Evrotrust RSA Root CA
OU= | Evrotrust Qualified Root
Issuer O= | Evrotrust Technologies
Organizationldentifier(2.5.4.97)= | NTRBG-203397356
C=| BG
CN= | Evrotrust RSA Root CA
OU= | OCSP Signing
Subject O= | Evrotrust Technologies
Organizationldentifier(2.5.4.97)= | NTRBG-203397356
C=| BG
Public Key RSA(2048 Bits)
_ . 9C:F5:52:24:C8:91:5B:3B:AC:B0: 1A:82:C5:8B:F8:06:25:5C:3
Subject Key Identifier
B:46
Key Usage (critical) Digital Signature, Non Repudiation (c0)
Extended Key Usage OCSP Signing (1.3.6.1.5.5.7.3.9)
Authority Key Identifier | 74:5C:A1:40:73:2E:1F:E6:F9:3B:BC:AB:A0:A4:A7:54:44:74:4

I = <IDAS-CPS
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F:70

OCSP No Revocation
Checking

NULL

CRL Distribution Points

[1]CRL Distribution Point
Distribution Point Name:
Full Name:

URL=http://ca.evrotrust.com/crl/EvrotrustRSARootCA.crl

Thumbprint SHA1: 0BFA92A3EA5B058792618A270A0B196A18CDF07B

Thumbprint SHA256:

77D7A7BOSEC6BEASAD3CB0EFDAB2COCA769F239821659EE7A86BEBE631217F12

7.2.2 NPOOUA HA YAOCTOBEPABALL, OPTAH ,EVROTRUST RSA QS

VALIDATION"

Version

V3

Serial number

2b:00:00:00:03:¢3:3b:19:4b:08:91:37:24:00:00:00:00:00:03

Signature Algorithm

SHA256RSA

Valid from 2016052101461472
Validit to 202105200146147
CN= | Evrotrust RSA Operational
OU= | Qualified Operational CA
Issuer O= | Evrotrust Technologies
organizationldentifier (2.5.4.97) | NTRBG-203397356
C= | BG
CN= | Evrotrust RSA QS
OU= | OCSP QS Signer
Subject O= | Evrotrust Technologies
Organizationldentifier(2.5.4.97)= | NTRBG-203397356
C=| BG
Public Key RSA(2048 Bits)

Subject Key Identifier

17:A2:1D:16:B0O:BF:89:1F:A2:C5:86:BF:CB:DF:77:9F:35:76:7B
:66

Key Usage (critical)

Digital Signature, Non Repudiation (c0)

Extended Key Usage

OCSP Signing (1.3.6.1.5.5.7.3.9)

Authority Key Identifier

7F:3E:64:59:85:2B:DD:23:29:C2:01:E7:CB:C3:69:C0:87:93:2B
:08

OCSP No Revocation
Checking

NULL

Application policies

[1]Application Certificate Policy:
Policy Identifier=OCSP Signing

I = <IDAS-CPS
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7.2.21 NMPOOUA HA YAOCTOBEPABALL OPrAH ,EVROTRUST RSA
OPERATIONAL CA OCSP”
Version V3

Serial number

S5E:42:D8:F7:21:03:C4:BC:3F:C1:11:06:A8:D8:9E:DB:9D:3A:4
C:3E

Signature Algorithm SHA256RSA
Valid from 20210317111914z
Validit to 20260316111914Z
CN= | Evrotrust RSA Operational
OU= | Qualified Operational CA
Issuer O= | Evrotrust Technologies
organizationldentifier (2.5.4.97) | NTRBG-203397356
C=|BG
CN= | Evrotrust RSA Operational
OU= | OCSP Signing
Subject O= | Evrotrust Technologies
Organizationldentifier(2.5.4.97)= | NTRBG-203397356
C=|BG
Public Key RSA(2048 Bits)

Subject Key Identifier

E2:F3:4D:3A:F3:20:8A:71:55:D5:8D:97:FA:BB:73:5C:F5:77:24
:E6

Key Usage (critical)

Digital Signature, Non Repudiation (c0)

Extended Key Usage

OCSP Signing (1.3.6.1.5.5.7.3.9)

Authority Key Identifier

7F:3E:64:59:85:2B:DD:23:29:C2:01:E7:CB:C3:69:C0:87:93:2B
:08

OCSP No Revocation
Checking

NULL

CRL Distribution Points

[1]CRL Distribution Point
Distribution Point Name:
Full Name:

URL=http://ca.evrotrust.com/crl/EvrotrustRSAOperational CA.c

rl

Thumbprint SHA1: 3AAFAC82D429A697AEDFCCBYCB8C81FF805308CC

Thumbprint SHA256: 10DDCB

60DCB2E600FA2ACE15DC79BEF9A3F2E6E375E2722CDBCE6319DD14968E

elDAS-CPS
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7.3 NPOOUA HA ONEPATUBEH YAOCTOBEPABALL, OPTrAH ,EVROTRUST

RSA OPERATIONAL CA”
Version V3
Serial number 3800000003 4e 8ecb 48092501 bc000000000003
>ignature SHA256RSA
Algorithm
CN=  Evrotrust RSA Root CA
OU= Evrotrust Qualified Root
Issuer :
O= Evrotrust Technologies JSC
organizationldentifier = NTRBG-203397356
C= BG
Valid from 21 man 2016 1. 00:34:35 UTC
Validit to 21 mann 2026 1. 03:44:35 UTC
CN= | Evrotrust RSA Operational CA
OU= | Qualified Operational CA
Sulsfee: . ?= Evrotrust Technologies JSC
organizationldentifier )
(2.5.4.97)=(2.5.4.97) NTRBG-203397356

C=| BG
Public Key :
Type/Length RSA (2048 Bits)
Subject Key 7f 3e 6459 85 2b dd 23 29 <2 01 e7 cb c3 69 c0 87 93 2b 08
Identifier

Certificate Policies

[1]Certificate Policy:
Policy Identifier=All issuance policies
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:

http://www.evrotrust.com/cps

Server Authentication (1.3.6.1.5.5.7.3.1)
Client Authentication (1.3.6.1.5.5.7.3.2)

Enhanced Code Signing (1.3.6.1.5.5.7.3.3)
Key Usage Secure Email (1.3.6.1.5.5.7.3.4)
Time Stamping (1.3.6.1.5.5.7.3.8)
OCSP Signing (1.3.6.1.5.5.7.3.9)
Subject URL=http://www.evrotrust.com
Alternative Name  RFC822 Name=ca@evrotrust.com
Authority KeylD=74 5c a1 4073 2e 1fe6 9 3b bcab a0 a4 a7 54 44 74 4f
Key Identifier 70
CRL [1]CRL Distribution Point

Distribution Points

elDAS-CPS

Distribution Point Name:
Full Name:
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URL=http://ca.evrotrust.com/crl/EvrotrustRSARootCA.crl
[1]Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.evrotrust.com/aia/EvrotrustRSARootCA.crt
[2]Authority Info Access
Access Method=0On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ca.evrotrust.com/ocsp
Key Usage Digital Signature, Certificate Signing, Off-line CRL Signing,
(critical) CRL Signing (86)
Basic Constrains Subject Type=CA
(critical) Path Length Constraint=0

Authority
Information
Access

7.4 NPOOUAU HA CRL-U
MpoduabT Ha CRL-Te e kakTo e onpeaenero B ISO/IEC 9594-8/Mpenopbka ITU-T X.509
nan IETF RFC 5280:

a) OcHoBHUK aTprbyTi Ha CnncbKka cbC cnpeHu 1 npekpateHn yaoctoseperua (CRL)

» Version - Bepcua Ha CnuvcbKa;

» Issuer Name - HauMeHoBaHWe Ha nspateas Ha Cnucbka (YaocToBepsBaly opraH);

» Effective Date/This update - pata 1 yac Ha nsaasaHe Ha Crnmcbka (CRL);

» Next Update - Bpemeto Ha BaamaHoct Ha CRL. Caep nocoveHoTO BpeMme,
YaocToBepABalmA opraH n3paBa HesabasHo HoB Cnucbk. [1pe3 nepmoaa Ha BaAMAHOCT, B
CAyYall Ha npekpaTaBaHe/cnupaHe Ha YAOCTOBepeHue, YAOCTOBepABalLUMA OpraH M3AaBa
aBToMaTtmyHo Hos CRL;

» Signature algorithm - wuaeHTMdUKaTOp Ha aAropuTbMa 3a Cb3paBaHe Ha
eneKTpoHeH noanuc Ha CRL;

» Signature hash algorithm - aAropuTbM 3a cb3aaBaHe Ha EAEKTPOHEH MOAMUC;

> ExpiredCertsOnCRL - uaeHTMdUKATOP, yKasBall, 4Ye BCUYKM YAOCTOBEPEHMA,
BKAIOYMTEAHO U T€3W C U3TEKDBA CPOK Ha AeMCTBMe, ca BKAloYeHM B To3n CRL.

6) AOMbAHUTEAHWU aTPMOYTK B CMMUCbKA CbC CMPEHU W NPeKpaTeHn YAOCTOBEepeHUA

(CRL)
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JAuthority Key ldentifier"- naeHtndnkatopa Ha YaoctoBepsBalima opraH, KOWTO
nspaBa M noanncea Cnucbka cbe cnpeHn n npekpateHu yaoctoeperna (CRL), cbabprka
3HaueHuneTo Ha ,subjectKeyldentifier" oT yaoctoBepeHuneto Ha YaoCTOBEpsiBaALLMA OpraH.

B) Dop™MaT Ha eAeMeHT B CMMCbKa CbC CNPeHn 1 npekpaTteHn yaoctoBepenna (CRL)

CnncbkbT cbe crnpeHn n npekpateHn yaoctoepenua (CRL) Ha YaocToBepAaBalma
OpraH CbAbpP>Ka EAEMEHTU 3@ BCUYKM CMPEHN YAOCTOBEPEHMA. T€3M eAEMEHTWN Ca MOCTOAHHU
B CnucbKa.

CnuncbkbT cbC crnpeHn n npekpateHn yaoctoeperunda (CRL) Ha YaocTtoeepsaBawmsa
OpraH CbAbpP>Ka €AEMEHT 3a BCAKO CMPAHO YAOCTOBEPEHME OT YAOCTOBEPABALLMA OpraH.
TakbB eAEMEHT € BPEMEHEH B CMMCbKa A0 MOMEHTa Ha Bb30OHOBABaHE Ha YAOCTOBEPEHNETO.

r) ATpnbytn Ha enemeHT B CNMCHKBT CbC CnpeHu 1 npekpateHn yaoctosepenma (CRL)

» Serial number - cepveH HOMep Ha CnpsHO yAOCTOBEPEHUE;

» Revocation date - BpeMe Ha npekpaTsaBaHe/cnnpaHe Ha yAOCTOBEpPEHME;

» CRL Reason Code - koa naeHTMdMUMpaLL NpuynHaTa 3a NpekpaTaBaHe/cnvpaHe.

A) O3HaYeHMA Ha NpPUYKMHaTa 3a NPeKpaTaBaHe/cnMpaHe Ha yAOCTOBepeHue

» keyCompromise - KOMNpoMeTupaH YacTeH KAY Ha TuTyaap/CbapaTen;

» ACompromise - KOMNPOMETMPaAH YaCTeH KAIOY Ha onepaTuMBEH YAOCTOBepsABaly,
opraH Ha EBpoTpber;

> affiliationChange - npomMeHeH cratyT Ha TUTyAsip CNPAMO APYrO AMLE - MPOMSIHA B
NpeACTaBUTEAHATa BAACT, OTHEMAHE Ha NMpPeACTaBUTEAHATa BAACT, NMPeKpaTABaHe Ha TPYAOBO
MPaBOOTHOLLEHWNE U T.H;

» superseded - yAOCTOBEPEHMETO € 3aMEeCTEeHO C APYTO;

» certificateHold - aoelicTBreTO Ha YyAOCTOBEPEHMETO BPEMEHHO € CNPSAHO.

7.4.1 CRL NIPO®UA HA BA3OBUA YAOCTOBEPABALL, OPTAH ,,EVROTRUST

RSA ROOT CA”

Version V2
CN= Evrotrust RSA Root CA
OuU= Evrotrust Qualified Root

Issuer :
O= Evrotrust  Technologies
organizationldentifier NTRBG-203397356
C= BG
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Effective date

[HayanHa aata un vac no UTC Ha BaAMAHOCT Ha U3AAAEHUA
CRL]

Next update

Signature Algorithm

[aaTa v yac no UTC Ha naaHupaHa akTyaamsaumsa Ha CRL]

SHA256RSA

Signature hash algorithm

Authority Key Identifier

CA Version
CRL Number
ExpiredCertsOnCRL

Next CRL Publish

expiredCertsOnCRL
(OID=2.5.29.60)

SHA256

KeylD=745cal140732e 1feb6f?3bbcabalada7 544474
4170

V0.0

[nopeaeH Homep Ha CRL]

[HayaAHa paTa 3a BKAIOYEHM YAOCTOBEPEHUA]

[aaTa 1 yac no UTC Ha naaHnpaHo nybAMKyBaHe Ha CAeABaLL
CRL]

[UTC date on which the CRL starts to keep revocation status
information for expired certificates]

7.4.2 CRL NIPO®UA HA ONMEPATUBHUA YAOCTOBEPABALL, OPIFAH

+~EVROTRUST RSA OPERATIONAL CA"

Version V2
CN= Evrotrust RSA Operational CA
OU= Qualified Operational CA
Issuer

Effective date
Next update

Signature Algorithm

O= Evrotrust Technologies JSC

organizationldentifier NTRBG-203397356

C= BG

[HavaaHa paTa M Yac no UTC Ha BaanaHOCT Ha nsaapeHmna CRL]
[aaTa nyac no UTC Ha naaHnpaHa akTyaAmsauma Ha CRL]

SHA256RSA

Signature hash algorithm

Authority Key Identifier

CA Version
CRL Number
ExpiredCertsOnCRL

Next CRL Publish

expiredCertsOnCR
L
(OID=2.5.29.60)

elDAS-CPS

SHA256

KeylD=7f 3e 64 59 85 2b dd 23 29 c2 01 e7 cb c3 69 c0 87
93 2b 08

V0.0

[mnopeaeH Homep Ha CRL]

[HavanHa paTa 3@ BKAIOYEHWN YAOCTOBEPEHMA]

[aaTa 1 yac no UTC Ha naaHupaHo nybAnKyBaHe Ha CAeABalLL
CRL]

[UTC aara,
nHOpPMaLMA 3a NpeKkpaTeHnTe cepTudmKatu]

Ha koAatTo CRL 3ano4yBa aa 3anasBsa
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7.5 NPOOUAUN HA NOTPEBUTEACKU YAOCTOBEPEHUA

a) CbAbP>KaHME Ha NPOPUA Ha KBaAUDULIMPAHU YAOCTOBEPEHMNS

B cvortBeTctBME cbc cTaHpapTa X.509 V.3, eAeKTPOHHOTO YAOCTOBEpeHue e
MOCAEAOBATEAHOCT OT CAEAHWUTE MOAETa:!

» Version: Bepcua Ha yaoctoBepeHmneTto (X.509 v.3);

» SerialNumber: yHuKkaneH naeHTMdUKaLMOHEH KOA Ha YAOCTOBEPEHUETO;

» SignatureAlgorithm: uvaeHTUdMKaTOP Ha aAropMTbM 3a Cb3AaBaHeETO Ha
€AEKTPOHHUA MOAMUC;

» Issuer: HaMMeHOBaHVe Ha N3AATEAAT Ha yaocToBeperneTto (DN);

» Validity: cpok Ha BaAMAHOCT, onMcaH OT AaTa W 4Yac Ha W3AABaHe Ha
yaocToBepeHueTo (notBefore) ao aata u yac Ha u3TMyaHe Ha cpoka (notBefore) Ha
YAOCTOBEpPEHMNETO (YHUBEPCAAHO KOOPANHUPAHO BpeMe, NpeacTaBeHo BbB dopmart Zulu);

» Subject: yHukaanoto nme (DN) Ha Tutyaapa/Cb3aaTenn, NOAAEXKALL HA BNUCBAHE B
YAOCTOBEPEHMETO;

» SubjectPublicKeyInfo: naeHtndmnkatop Ha katoua;

» Signature: uaeHTMOMKATOP Ha aArOpUTbM 33 Cb3AABAHETO Ha EAEKTPOHHUA
noanunc/neyar, B cboteercteme ¢ RFC 5280.

6) Bepcua

Bcuukn yaocTtoBeperus, kouto mnspaea EBpoTpber, ca B cboTBeTCTBME € Bepcua 3
(X.509 v.3).

B) Aonyctmmn paswmperma BbB popMaTa Ha KBaAMdULMPaHO yAOCTOBEpPEHME

CTonHoCTUTE Ha paswWwurpeHnaTa ca Cb3AAAEHW B CbOTBETCTBME C npenopbkata RFC
5280. QyHKkumATa Ha BCAKO paslMpeHue ce OnpeAeAd OT CTaHAapTHATa CTOMHOCT Ha
cboTBeTHUA naeHTUdUKaTop Ha obekT (IDENTIFIER):

» Subject Key lIdentifier - dopmMupa ce oT nybAMYHMA KAKOY, YAOCTOBEpPEH B
YAOCTOBEPEHMETO KaTO XELU-CTOMHOCT Ha NMYyBAUYHUA KAIOY;

» Authority Key Identifier - popMupa ce kaTo xeww-cTOMHOCT Ha NyBAUYHUA KAIOY Ha
onepaTtnBHMA YaoCToBepsBaly opraH Ha EBpoTpbCT;

» lIssuer Alternative Name - cbabprka URL-cTpuHr Kato anTepHaTMBHO MMe Ha

EBpoTpbCT;
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» Basic Constrains - onunoHaAeH 1 onpeaeAs TUNa Ha yAOCTOBEPEHWNETO;

» Certificate Policy - onpeaenn naeHtndumkatopa Ha lMoantnkata 3a kBaamduumpaHo
YAOCTOBEpEHME 3a KBaAnPULMpPaH eAeKTPOHEH noanuc/neyar;

» Key Usage - aTpubyT, KOWTO oOnpeaeAs oOrpaHuvyeHwATa B ynoTpeba Ha
YAOCTOBEPEHWNETO;

» Extended Key Usage - ponbaBa 3HaveHueTo Ha aTpubyt "Key Usage" n ykasBa
AOMBAHUTEAHUTE N CNEUNPUUHN MPUAOXKEHUA HA YAOCTOBEPEHUNETO;

» CRL Distribution Point - cbabp»ka Bpb3ka kbM akTyanHna CRL Ha onepaTuBHUA
YaocTtoBepaABaly, opraH Ha EBpoTpbCT;

» Authority Information Access - cvappka URL-appeca Ha OCSP cbpebpa Ha
YAOCTOBEPEHUETO;

» Qualified Statements - aTpubyTbT CbabpP’Ka yKasaHwe, Ye YAOCTOBEPEHMETO e
KBaAMPULMPAHO U MOKa3Ba AaAW YaCTHWA KAOY € reHepupaH W ce CbXxpaHABa BbPXY
YCTPOWCTBa 3a Cb3aaBaHe Ha eneKTpoHeH noanunc (QSCD).

r) VaeHTdUKATOPK Ha aATOPUTMUTE Ha EAEKTPOHEH noanuc/nevat

ATtpunbyTsT ,Signature algorithm" naeHtnouumpa aaroputmute (kpuntorpadckute
MeXaHM3MM), KOUTO Ce U3MOA3BaT.

B EBpoTpbCT Cce n3noAsBa NpUAOKMMa KOMBMHALMA Ha aCUMETPUYHN 1 XeLL
anroput™Mn: sha256-with-RSA 1 sha384-with-RSA.

A) QopMu Ha MMeHyBaHe

QopmMuTe Ha MMeHyBaHe ca onuncaHn B YactTa ,Buaose nmeHa"” Ha TO3M AOKYMEHT.

e) OrpaHunyeHns Ha nMeHaTa

BunaoBeTe orpaHuyeHna Ha MMeHaTa ca onucaHu B 4YacTTa ,Buaose nmMeHa"” Ha To3m
AOKYMEHT.

X) NaeHTndurkaTop Ha Moantuka

KeaanduumpaHo yaocToBepeHme ce nsaasat cbraacHo Noantuka Ha EBpoTtpbeT,
KoATo ce Bnucea B atpubyTa ,Certificate Policy” Ha yaocToBepeHueTo.

3) MaeHTndurKaTOp 3a NpoabAXKEHME

Tosu naeHtndumkarop (,Extensions”) paea cneumdunyHa, cebpsaHa c ycayrata

nHdopmauma. 3a ynotpebarta My Ha To3u eTan [1pakTrMKaTa He NOCTaBA HUKAKBU
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orpaHuyeHus.

n) O3HauyeHne Ha KBaANDULMPaHOTO YAOCTOBEPEHME

EBpoTpbCT M3N0oA3Ba B KBaAMDULMPAHO YyAOCTOBEPEHME C NpoduA no ctaHaapTta X.509
v.3 artpubyta ,Qualified Statements” ¢ wnaeHTudmkatop: ,esid-qcStatement-1”
(OID=0.4.0.1862.1.1).

EBpoTpbcT wm3noAsBa B KBaAMOMUMPAHO YAOCTOBepeHue 3a KBaanbuumpax
eAeKTPOHEH noanunc ¢ npodua no cranaaprta X.509 v.3 atpubyrta ,Qualified Statements” ¢
naeHtnoukatopm: ,esid-qcStatement-1” (OID=0.4.0.1862.1.1) wn ,esi4-qcStatement-4”
(OID=0.4.0.1862.1.4).

EBpoTpbCT M3noA3Ba B KBaAUbULMpPaAHO yaOCTOBEpeHue ¢ npodua no ctaHaapta X.509
v.3 atpmubyta ,Certificate Policy”, Ha konto ce npuceosaBa uaeHTudukatopa (OID) cbe

3Ha4dyeHne, KakTo CAeABa:

Naentudukartop (OID)

KeaAauéduumpaHo
HauMeHoBaHue BnucaH B aTpubyra
YaocroBepeHue - N
.Certificate Policy
Roaniduupano Evrotrust Qualified
iﬁamw "; roonen | [Natural Person| OID=1.3.6.1.4.1.47272.2.2
Hip P Certificate for QES
NOAMUC Ha GU3NYECKO AULEe
Hoannpaunpano aTpABYTHSNO g it Qualfied
iﬁamdmz e irooner  |Natural Person Attribute| OID=1.3.6.1.4.1.47272.2.2.1
Hip P Certificate for QES
NOAMUC Ha U3NYECKO AULe
KBaanduumpaHo
YyAOCTOBEpEeHue 3a Evrotrust Qualified Legal

KBaAMPULMPaH EAEKTPOHEH Person Certificate for| OID=1.3.6.1.4.1.47272.2.3
neyart Ha IPUANYECKO QESeal

AvLe/opraHusaumnsa

y}ziiimotzgzsjzza Evrotrust Qualified

JCbBLPLIHCTBAH eAEKTPOHEH Natural Person| OID=1.3.6.1.4.1.47272.2.7
Certificate for AES

MNOANUC Ha GM3MYECKO AULe

Keaanduumparo

yAOCTOBepeHMe 3a Evrotrust Qualified Legal

ycbBbpleHcTBaH enekTpoHeH |Person  Certificate for| OID=1.3.6.1.4.1.47272.2.8

neyaT Ha IPUANYECKO AESeal

AvLe/opraHunsaumnsa

Keaanduumparo Evrotrust Qualified PSD2| OID=1.3.6.1.4.1.47272.2.8.1
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yAocTtoBepeHue 3a PSD2
YCbBbPLUEHCTBAH EAEKTPOHEH
neyaT Ha IPUAMYECKO
AMue/opraHusauma

Legal Person Certificate
for AESeal

Keaanduumparo
yAOCTOBEpPEHME 3a
aBTEHTWUYHOCT Ha yebcalT 3a
AOMEWH

Evrotrust SSL Domain
Validated Certificate

OID=1.3.6.1.4.1.47272.2.4.1

Keaanduumparo
YAOCTOBEpEeHMe 3a
aBTEHTUYHOCT Ha yebcalnT 3a
opraHusaumsa

SSL
Validated

Evrotrust
Organization
Certificate

OID=1.3.6.1.4.1.47272.2.4.2

KeBaanduumparo
yAOCTOBEpEHME 3a
aBTEHTUYHOCT Ha yebcalnT ¢
PasWnNpPeHo BaAMAMpaHe

Evrotrust SSL EV

Certificate

OID=1.3.6.1.4.1.47272.2.5

KeaanduumpaHo
YAOCTOBEPEHME 3a
aBTeHTMYHOCT Ha PSD2
yebcant

Evrotrust SSL  PSD2

Certificate

OID=1.3.6.1.4.1.47272.2.5.1

Apyrn  vaeHTUdMKaTOpH

(CID),

BMmMcCaHum B

KBaANPULMpPaHUTE YAOCTOBEPEHNA

aTpunbyta

"Certificate  Policy”

B

QCP-n: YaocToBEepUTEAHA
noAuTUKa Ha EBponeiickuna
covtos (EC) 3a Keannduumpanu
YAOCTOBEPEHUA, N3AaBaHM Ha
dunsnueckn amua

gcp-natural

0OID=0.4.0.194112.1.0

QCP-I: YaocTtoBepuTeaHa
noAuTMKa Ha EBponerickna
covto3 (EC) 3a Keaanduumpanu
YAOCTOBEPEHUA, N3AaBaHM Ha
lOPUANYECKN
AvLa/opraHmsaumm

qcp-legal

OID=0.4.0.194112.1.1

QCP-n-gscd:
YaoCTOBEPUTEAHA NOAUTMKA Ha
Esponetickua cbvios (EC) 3a
Keaanduumpanm
YAOCTOBEPEHMUA, N3AABAHN Ha
dunsnyeckn amua c yacteH
KAIOY, CBBP3aH C
YyAOCTOBEPEHUA NyBAUYEH
KAtoY, pasnoaoxeH B QSCD

gcp-natural-gscd

OID=0.4.0.194112.1.2

QCP-I-gscd: YaocToBeputeaHa
noAMTUKa Ha EBponenckus

qcp-legal-gscd

OID=0.4.0.194112.1.3

elDAS-CPS
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cbto3 (EC) 3a KBaanduumparm
YAOCTOBEPEHMWA, U3AABaAHM Ha
IO PUANYECKN
AMLAa/oOpraHmn3aLmmn C YacTeH
KAIOY, CBbpP3aH C

yAOCTOBEpPEHUA NybAnYeH
KAtoY, pasnoaoxeH B QSCD

QCP-w: YaocToBeputeaHa
noAuTMKa Ha EBponenickna
cbtos (EC) 3a yaocToBepeHma
3a aBTEHTUYHOCT Ha yebcanT

qcp-web

OID=0.4.0.194112.1.4

OVCP (Organizational
Validation Certificate Policy) ovcp
cnopea ETSITS 102 042

OID=0.4.0.2042.1.7

") N3nonsBaHe Ha naeHTUPUKATOP 3a pasluMPEHUE Ha KAIOYA ,,KPUTUYHO"

B [llpaktukata HAMa w3nckBaHuA 3a u3noassaHe Ha ,CRITICAL CERTIFICATE

EXTENSIONS”.

7.5.1 NPOOUA HA KBAAVOULIMPAHO YAOCTOBEPEHUE 3A

KBAAMOULIMPAH EAEKTPOHEH MOANNC HA OU3NYECKO AULIE ,,.EVROTRUST

QUALIFIED NATURAL PERSON CERTIFICATE FOR QES"

Version V3
Serial number [cepueH Homep]
i'lgr;‘jit:hr; SHA256RSA
CN=| Evrotrust RSA Operational CA

T OU=| Qualified Operational CA

O= | Evrotrust Technologies JSC

organizationldentifier | NTRBG-203397356

C=| BG
Valid from [HauyanHa paaTa 1 yac no UTC Ha BaAMAHOCT Ha YyAOCTOBEpPEHMETO]
Validit to [kpanHa aata 1 yac no UTC Ha BaAMAHOCT Ha YAOCTOBEPEHMETO]
Sulsfec: C=| Abp>aBa: AByOyKBEH KOA Ha Abp>KkaBaTa

(countryName) | cnopea, ISO 3166
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ObunyanHo nme: MabpaHo oT dprsnyeckoTo
CN= | avue nme, c Koeto To obmnyamHo ce
(commonName) | npeactaBa. Korato He e n3bpaHo, ce
BMMCBa MbAHOTO MMe Ha GU3NYECKOTO AULLE.
G= | CobctBeHo nme: ViMe Ha dunsmnueckoTo Anue cng

(givenName) | AOKyYMeHT 3a CaMOAMYHOCT

S=  @®amuaHo ume: GamMnana Ha PU3NYECKOTO AnLEe
(surname) AOKYMEHT 3a CAMOAUYHOCT

Nan

2.5.4.65=
(pseudonym)

MceBaoOHUM: [ceBAOHNM, M36paH OT GU3MYEeCKo

SERIALNUMBER=
(serialNumber)

NaeHTndrKaTop Ha prnsnyeckoTo AmLe
(ETSIEN 319 412-1 1.5.1.3), Hanpumep:
- PNOBG-8310257645 3a ElH;

- PASSBG-12345678 3a Homep Ha
nacrnopT;

- IDCBG-195416023 3a HoMep Ha
AVMYHa KapTa;

- TINBG-123434341 3a AAC Homep.
AKO AMLIETO He »KeAae Aa ce BNUCBa
HaUMOHaAHUAT My MAEHTUPUKATOP, ce
BMMCBa KAMEHTCKU HOMEpP, reHepupart oT
AOCTaBYMKa, C LeA naeHTndULMpaHe Ha
dr3MYecKoTo AMLEe NPU HEOBXOANMOCT.

O'=
(organizationName)

HavMeHoBaHMe Ha IopPUANYECKO AMNLE:
[MbAHO HaMMEHOBaHNETO NO perncrpauma
WNAM aKT Ha BMUCBaHe Ha IOPUANYECKOTO
AVILLE, C KOETO GM3NYECKOTO AMLE €

acounmpaHo.

elDAS-CPS
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NaeHTndunkatTop Ha topuamndecko amue (ETSI
EN 319 412-1 7.5.1.4), Hanpumep:

L VARBG-123456789 - AAC;

L NTRBG-123456789 - EMK (BYACTAT).

Brincea ce HauMoOHaAHWUA NAEHTUMKATOP
cropea MeCcTHOTO 3aKOHOAATEACTBO Ha
IOPMAMYECKOTO AMLE, C KOETO GU3MYECKOTO
AVLLE € aCoLMNpPaHo.

25497 =
(organizationldentifie

r)

E=

, lIMenA appec Ha dU3MYEeCKOTO AULe
(e-mailAddress P ¢

Public Key RSA (2048 Bits)

Type/Length

Subject Key .

.. [M3uncaeHa CTOMHOCT 3a M3A3AEHOTO yAOCTOBEpPEHME]

Identifier

Authority Key Key

Identifier ID=7F:3E:64:59:85:2B:DD:23:29:C2:01:E7:CB:C3:69:C0:87:93:2B:08
[1]CRL Distribution Point

CRL Distribution Distribution Point Name:

Points Full Name:
URL=http://ca.evrotrust.com/crl/EvrotrustRSAOperational CA.crl
[1]Authority Info Access

Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)

Authority Alternative Name:

Information URL=http://ca.evrotrust.com/aia/EvrotrustRSAOperational CA.crt

Access [2]Authority Info Access

Access Method=0On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ca.evrotrust.com/ocsp

ENENEEE] KEy Client Authentication (1.3.6.1.5.5.7.3.2)

Usage Secure Email (1.3.6.1.5.5.7.3.4)
[1]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.47272.2.2
[1,1]Policy Qualifier Info:
Certificate Policies Policy Qualifier Id=CPS

Qualifier:
http://www.evrotrust.com/cps
[2]Certificate Policy:
Policy Identifier=0.4.0.194112.1.2
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Key Usage (critical)

Non-repudiation (Bit 1), Digital Signature (Bit 0), Key Encipherment (Bit

2)

QCStatements

id-qcs-
pkixQCSyntax-v2'
(0id=1.3.6.1.5.5.7.11
2)

id-etsi-qcs-semanticsid-Natural
(0id=0.4.0.194121.1.1)
id-etsi-qcs-Semanticsld-Legal
(0id=0.4.0.194121.1.2)

(0id=0.4.0.1862.1.1)

id-etsi-qcs-QcCompliance

id-etsi-qcs-
QcLimitValue'
(0.4.0.1862.1.2)

[Cyma B BGN man EUR]

id-etsi-qcs-QcSSCD
(0id=0.4.0.1862.1.4)

id-etsi-qcs-QcType
(0id=0.4.0.1862.1.6)

id-etsi-qct-esign (0id=0.4.0.1862.1.6.1)

id-etsi-qcs-QcPDS
(0id=0.4.0.1862.1.5)

PdsLocations

PdsLocation=https://www.evrotrust.com/pds
/pds_en.pdf
language=en

7.5.2 NPOOUA HA KBAAVOULINPAHO YAOCTOBEPEHUE 3A

YCbBbPWEHCTBAH EAEKTPOHEH NOAMNMNC HA ®U3UYECKO AULIE ,EVROTRUST

QUALIFIED NATURAL PERSON CERTIFICATE FOR AES”

Version V3
Serial number [cepueH Homep]
>ignature SHA256RSA
Algorithm

CN= | Evrotrust RSA Operational CA
| OU= | Qualified Operational CA
ssuer O= | Evrotrust Technologies JSC

organizationldentifier [ NTRBG-203397356
C=|BG
Valid from [HavanHa paTa 1 yac no UTC Ha BaAMAHOCT Ha YAOCTOBEPEHMETO]
Validit to [kpanHa aata 1 yac no UTC Ha BaAMAHOCT Ha yAOCTOBEPEHNETO]
Sy et C= | Abvp>kaBa: AByOyKBeH KOA Ha Abp>KaBaTa
(countryName) | cnopea, ISO 3166
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CN=
(commonName)

ObunyanHo nme: M3bpaHo oT dpnanyeckoto
AULLE UMe, C KOEeTO TO Obn4anHo ce
npeacTaBa. Korato He e n3bpaHo, ce
BMNCBa MbAHOTO MMe Ha GU3NYECKOTO AULLE.

G= | CobcTBeHO MMe: VIMe Ha dunsnyeckoTo AnLe cnop
(givenName) | AOKYMEHT 3a CAMOANYHOCT

S= | ®amuaHo nme: QamMnAna Ha GU3UYECKOTO AMLLE CT|
(surname) = AOKYMEHT 3a CAMOAMYHOCT

Nan

2.5.4.65=
(pseudonym)

MceBaoOHUM: [ceBAOHNM, M36paH OT dU3MYecKoTq

SERIALNUMBER=

(serialNumber) |-

NaeHTudunkaTop Ha duanueckoTo amue (ETSI
EN 319 412-1 1.5.1.3), Hanpumep:

PNOBG-8310257645 3a ElH;

PASSBG-12345678 3a HoMep Ha
nacnopr;

IDCBG-195416023 3a HoMep Ha
AVMYHa KapTa;

TINBG-123434341 3a AAC HomMmep.
AKO ANLIETO He »KeAae pa ce BMNucBa
HaLUMOHAAHUAT My naeHTUbUKaTop, ce
BMUCBA KAMEHTCKU HOMEpP, reHepupar ot
AOCTaBUMKa, C LeA MaAeHTUdMnUmMpaHe Ha
dM3MYecKoTOo AMLEe NPU HEOBXOANMOCT.

O'=

(organizationName)

HanMeHoBaHMe Ha IOpPUAMHECKO AMLE:
[MbAHO HaMMEHOBaHNETO NO perncrpauma
WNAM aKT Ha BMUCBaHe Ha IOPUANYECKOTO
AVILLE, C KOETO PU3NYECKOTO AMLE €
acoummpaHo.

elDAS-CPS
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NaeHTndunkaTop Ha topuanyecko amue (ETSI
EN 319 412-1 7.5.1.4), Hanpumep:
VARBG-123456789 - AAC;
NTRBG-123456789 - EMK
(BYACTAT).
Brnncea ce HauMoHaAHWUA naeHTUMKATOP
Cnopea MeCTHOTO 3aKOHOAATEACTBO Ha
IOPMAMYECKOTO AMLE, C KOETO PU3NYECKOTO
AVILLe € acoLMMpPaHo.

25497 =
(organizationldentifier)

E=

, IMenA appec Ha dU3NYECKOTO AULE
(e-mailAddress P ¢

Public Key RSA (2048 Bits)
Type/Length
Subject Key .
- [M3umcaeHa CTOMHOCT 3a M3AAEHOTO yAOCTOBEpPEHME]
Identifier

Authority Key
Identifier

Key
ID=7F:3E:64:59:85:2B:DD:23:29:C2:01:E7:CB:C3:69:C0:87:93:2B:0
8

CRL Distribution

1]CRL Distribution Point
Distribution Point Name:

Points Full Name:
URL=http://ca.evrotrust.com/crl/EvrotrustRSAOperational CA.crl
[1]Authority Info Access
Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Authority Alternative Name:
’IArji(;;r:satlon URL=http://ca.evrotrust.com/aia/EvrotrustRSAOperational CA.crt

[2]Authority Info Access
Access Method=0On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ca.evrotrust.com/ocsp

Enhanced Key
Usage

Client Authentication (1.3.6.1.5.5.7.3.2)
Secure Email (1.3.6.1.5.5.7.3.4)

Certificate Policies

[1]Certificate Policy:
Policy Identifier=0.4.0.194112.1.0
[2]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.47272.2.7
[2,1]Policy Qualifier Info:
Policy Qualifier Id=CPS

I = <IDAS-CPS
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Qualifier:

http://www.evrotrust.com/cps

Key Usage (critical)

Non-repudiation (Bit 1), Digital Signature (Bit 0), Key

Encipherment (Bit 2)

QCStatements

id-qcs-
pkixQCSyntax-v2'
(0id=1.3.6.1.5.5.7.1
1.2)

id-etsi-qcs-semanticsld-Natural
(0id=0.4.0.194121.1.1)
id-etsi-qcs-Semanticsld-Legal
(0id=0.4.0.194121.1.2)

id-etsi-qcs-QcCompliance
(0id=0.4.0.1862.1.1)

id-etsi-qcs-
QcLimitValue'
(0.4.0.1862.1.2)

[Cyma B BGN mnan EUR]

id-etsi-qcs-QcType
(0id=0.4.0.1862.1.6)

id-etsi-qct-esign (0id=0.4.0.1862.1.6.1)

id-etsi-qcs-QcPDS
(0id=0.4.0.1862.1.5)

PdsLocations

language=en

PdsLocation=https://www.evrotrust.com/pd
s/pds_en.pdf

7.5.3 NPOOUA HA KBAAVOULIMPAHO YAOCTOBEPEHUE 3A

KBAAMOULIMPAH EAEKTPOHEH MNEYAT HA FOPUAMNYECKO AULIE ,,EVROTRUST

QUALIFIED LEGAL PERSON CERTIFICATE FOR QESEAL"

Version V3
Serial number [cepuren Homep]
Signature SHA256RSA
Algorithm

CN= | Evrotrust RSA Operational CA

OU= | Qualified Operational CA
Issuer O= | Evrotrust Technologies JSC

organizationldentifier | NTRBG-203397356
C=| BG
Valid from [HayaaHa paTa n yac no UTC Ha BaAMAHOCT Ha YAOCTOBEPEHMETO]
Validit to [kpaiHa aaTa 1 Yac no UTC Ha BaAMAHOCT Ha YyAOCTOBEPEHMETO]
Sy et C=| AbprkaBa: AByOyKBeH KOp Ha
(countryName) | abp>kaBaTa cnopea, SO 3166
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CN= | HavMeHoBaHM1e Ha IOPUANYECKOTO
(commonName) | anue/opraHunzaumaTa

HavMeHoBaHWe Ha IOPUANYECKOTO
avue/opraHmnsaumarta: MNbAHO
HaMMEHOBAHMETO MO pPerncTpauna NAm
aKT Ha BNMCBaHe Ha IopPUANYECKOTO
AMe.

O:
(organizationName)

VaeHTMdMKaTOP Ha IOPUANYECKO AULLe

(ETSIEN 319 412-1 7.5.1.4), Hanpu™Mep:

- VARBG-123456789 - AAC;

- NTRBG-123456789 - EMK
2.5.4.97=| (BYACTAT).

(organizationldentifier) | Bnucea ce HaumoHaAHUs

NAEHTUOUKATOP Cropes MECTHOTO

3aKOHOAATEACTBO Ha IOPUAMHECKOTO

AMLE, C KOETO GU3MYECKOTO AULLE €

acouumpaHo.

E=

. VIMenA appec Ha IoPUANYECKOTO AULLE
(e-mailAddress AP Py H

Public Key RSA (2048 Bits)
Type/Length
Subject Key .
. [M3umcaeHa CTOMHOCT 3a M3AAEHOTO yAOCTOBEpPEHME]
Identifier

Authority Key
Identifier

Key
ID=7F:3E:64:59:85:2B:DD:23:29:C2:01:E7:CB:C3:69:C0:87:93:2
B:08

CRL Distribution
Points

[1]CRL Distribution Point
Distribution Point Name:
Full Name:

URL=http://ca.evrotrust.com/crl/EvrotrustRSAOperational CA.crl

Authority
Information
Access

[1]Authority Info Access

Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)

Alternative Name:

URL=http://ca.evrotrust.com/aia/EvrotrustRSAOperational CA.crt
[2]Authority Info Access
Access Method=0On-line Certificate Status Protocol

I = <IDAS-CPS
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(1.3.6.1.5.5.7.48.1)
Alternative Name:

URL=http://ca.evrotrust.com/ocsp

Enhanced Key
Usage

Client Authentication (1.3.6.1.5.5.7.3.2)
Secure Email (1.3.6.1.5.5.7.3.4)

Certificate Policies

[1]Certificate Policy:

Policy Identifier=1.3.6.1.4.1.47272.2.3
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS

Qualifier:

http://www.evrotrust.com/cps

[2]Certificate Policy:

Policy Identifier=0.4.0.194112.1.3

Key Usage (critical)

Non-repudiation (Bit 1), Digital Signature (Bit 0), Key

Encipherment (Bit 2)

id-qcs-
pkixQCSyntax-v2
(0id=1.3.6.1.5.5.7.1
1.2)

id-etsi-qcs-Semanticsld-Legal
(0id=0.4.0.194121.1.2)

id-etsi-qcs-QcCompliance

(0id=0.4.0.1862.1.1)

id-etsi-qcs-
QcLimitValue'
(0.4.0.1862.1.2)

[Cyma B BGN mnan EUR]

QCStatements id-etsi-qcs-QeSSCD
(0id=0.4.0.1862.1.4)
id-etsi-qgcs- id-etsi-qct-eseal (0id=0.4.0.1862.1.6.2)
QcType
(0id=0.4.0.1862.1.
6)
id-etsi-qcs-QePDS | PdslLocations
(0id=0.4.0.1862.1.
5) PdsLocation=https://www.evrotrust.com/

pds/pds_en.pdf
language=en
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7.5.4 NPOOUA HA KBAAMOULIMPAHO YAOCTOBEPEHME 3A

YCbBbPLWEHCTBAH EAEKTPOHEH NEYAT HA FOPUAUNYECKO AULIE ,,EVROTRUST

QUALIFIED LEGAL PERSON CERTIFICATE FOR AESEAL"

Version V3
Serial number [cepureH Homep]
_Signature | 11 56RSA
Algorithm
CN= | Evrotrust RSA Operational CA
| OU= | Qualified Operational CA
ssuer O= | Evrotrust Technologies JSC
organizationldentifier | NTRBG-203397356
C=| BG
Valid from [HayaAHa paTa n yac no UTC Ha BaAMAHOCT Ha YAOCTOBEPEHMETO]
Validit to [kpaiHa aaTa 1 yac no UTC Ha BaAMAHOCT Ha YyAOCTOBEpPEHMETO]
C=| AbprkaBa: AByOyKBeH KOA Ha
(countryName) | abp>kaBata cnopea, ISO 3166
CN= | HavMeHoBaHMe Ha IOPUANYECKOTO
(commonName) | anue/opraHmnsaunara
HaumeHoBaHMe Ha topnANYECKOTO
O Amue/opraHusaunara: [NvaHo
oL HaVMeHOBaHMEeTO MO pPerncTpaumna uAm
(organizationName)
aKT Ha BNUCBaHE Ha IOPUANYECKOTO
) AvLLe.
Subject
NaeHTndnKaTop Ha topranYecKko AmLe
(ETSIEN 319 412-1 7.5.1.4), Hanpumep:
VARBG-123456789 (AAC);
95497 NTRBG-123456789 (EVK
L o (BYACTAT) ).
(organizationldentifier)
Bnuvcea ce HaumoHaAHUA
NAEHTUMKATOP CropeAs MECTHOTO
3aKOHOAATEACTBO Ha IOPUANYECKOTO
AMLE.
E= IMenA appec Ha IOPUAMYECKOTO AULLE
(e-mailAddress AP prA H
Public Key
RSA (2048 Bit
Type/Length ( ts)
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SUbJe.(?t Key [N34uncaeHa CTOMHOCT 3a M3A8AEHOTO YAOCTOBEPEHME]
|dentifier
. Key
Authority K
ld‘;mci}:;i’ ey ID=7F:3E:64:59:85:2B:DD:23:29:C2:01:E7:CB:C3:69:C0:87:93:2

B:08

CRL Distribution

1]CRL Distribution Point
Distribution Point Name:

Points Full Name:
URL=http://ca.evrotrust.com/crl/EvrotrustRSAOperational CA.crl
1]Authority Info Access

Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)

Authority Alternative Name:

Information

Access URL=http://ca.evrotrust.com/aia/EvrotrustRSAOperational CA.crt

[2]Authority Info Access
Access Method=0On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ca.evrotrust.com/ocsp

Enhanced Key
Usage

Client Authentication (1.3.6.1.5.5.7.3.2)
Secure Email (1.3.6.1.5.5.7.3.4)

Certificate Policies

[1]Certificate Policy:
Policy Identifier=0.4.0.194112.1.1
[2]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.47272.2.8
[2,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://www.evrotrust.com/cps

Key Usage (critical)

Non-repudiation (Bit 1), Digital Signature (Bit 0), Key
Encipherment (Bit 2)

QCStatements*

id-qcs- id-etsi-qcs-Semanticsld-Legal
pkixQCSyntax-v2 (0id=0.4.0.194121.1.2)
(0id=1.3.6.1.5.5.7.1
1.2)

id-etsi-qcs-QcCompliance
(0id=0.4.0.1862.1.1)

id-etsi-qcs- [Cyma B BGN man EUR]
QclLimitValue'
(0.4.0.1862.1.2)

I = <IDAS-CPS

| Bepcua: 7.0 /28.02.2023 r. | Obw0a0CTbNEH AOKYMEHT |

175



MPAKTUKA MNPV NPEAOCTABAHE HA KBAANOUUMPAHN YAOCTOBEPUTEAHW YCAYTU

id-etsi-qcs-QcType | id-etsi-qct-eseal (0id=0.4.0.1862.1.6.2)
(0id=0.4.0.1862.1.
6)
id-etsi-qcs-QePDS | PdslLocations
(0id=0.4.0.1862.1.
5) PdsLocation=https://www.evrotrust.com/
pds/pds_en.pdf
language=en

7.5.5 NPOOUA HA KBAAMOULIMPAHO YAOCTOBEPEHUE NO PSD2 3A
YCbBBbPLWEHCTBAH EAEKTPOHEH NEYAT HA FKOPUAUYECKO AULIE ,EVROTRUST
QUALIFIED PSD2 LEGAL PERSON CERTIFICATE FOR AESEAL"

YAOCTOBEPEHMETO Ce M3AaBa 3a LEAUTE Ha YAOCTOBEPABAHETO Ha IOPUANYECKO
AMue/opraHusauma, cebp3aHa ¢ AocTaByYuMK Ha naatexkHu ycayrn (PSP) cnopea PSD2. Mma
XapaKkTepa Ha KBaAUPUUMPAHO YAOCTOBEPEHME 3a YCbBbBPLUEHCTBAH EAEKTPOHEH neyar no
cMncbra Ha Peranament (EC) N2 910/2014 mn ce n3noA3Ba 3a eAEKTPOHHO MOAMWCBAHE Ha

AOKYMEHTWN/AAHHW 33 N3MbAHEHME Ha M3NcKBaHMATa no PSD2.

Version V3
Serial number [cepueH Homep]
>ignature SHA256RSA
Algorithm
CN= | Evrotrust RSA Operational CA
OU= | Qualified Operational CA
Issuer

O= | Evrotrust Technologies JSC
organizationldentifier | NTRBG-203397356

C= | BG
Valid from [HayaAHa paTa 1 yac no UTC Ha BaAMAHOCT Ha YAOCTOBEPEHMETO]
Validit to [kpanHa aata 1 yac no UTC Ha BaAMAHOCT Ha yAOCTOBEPEHMETO]

C= | AbpxaBa: AByOYyKBEH KOa Ha
(countryName) | abp>kaBata cnopea, ISO 3166

Subject
CN= | HanmeHoBaHWe Ha lopUAMYECKOTO

(commonName) | anue/opraHunzaumaTa
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HanmMeHoBaHMe Ha

o IOPUAMYECKOTO AMLEe/OpraHn3aumaTa:

L [TbAHO HaMeHoBaHMETO No
(organizationName)

perncrpauna MAM akT Ha BnNNCBaHe Ha
HOPNANHECKOTO ANLE.

NaeHTndnKaTOp Ha topuanyecko
avmue (ETSITS 119 495 1.5.2.1),
Hanpumep:

254.97= PSDES-BDE-3DFD21 (PSD

(organizationldentifier) 2).

Brnncea ce HaumoHaAHUMA
NAEHTUMKATOP CropeAs MECTHOTO
3aKOHOAATEACTBO Ha IOPUAMYECKOTO

AnLe.
Public Key RSA (2048 Bits)
Type/Length
Subject Key .
. [M3umcaeHa cTOMHOCT 3a M3AaAEHOTO yAOCTOBEpPEHME]
Identifier

Authority Key
Identifier

Key
ID=7F:3E:64:59:85:2B:DD:23:29:C2:01:E7:CB:C3:69:C0:87:93:2
B:08

CRL Distribution
Points

1]CRL Distribution Point
Distribution Point Name:
Full Name:

URL=http://ca.evrotrust.com/crl/EvrotrustRSAOperational CA.crl

Authority
Information
Access

1]Authority Info Access

Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)

Alternative Name:

URL=http://ca.evrotrust.com/aia/EvrotrustRSAOperational CA.crt
[2]Authority Info Access
Access Method=0On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ca.evrotrust.com/ocsp

Enhanced Key
Usage

Client Authentication (1.3.6.1.5.5.7.3.2)
Secure Email (1.3.6.1.5.5.7.3.4)

Certificate Policies

[1]Certificate Policy:
Policy Identifier=0.4.0.194112.1.1
[2]Certificate Policy:

elDAS-CPS

| Bepcua: 7.0 /28.02.2023 r. | Obw0a0CTbNEH AOKYMEHT |

177



MPAKTUKA MNPV NPEAOCTABAHE HA KBAANOUUMPAHN YAOCTOBEPUTEAHW YCAYTU

ABTEHTUYHOCT HA YEECAUT 3A OPTAH3UALIMA ,,EVROTRUST SSL ORGANIZATION

Policy Identifier=1.3.6.1.4.1.47272.2.8.1
[2,1]Policy Qualifier Info:
Policy Qualifier Id=CPS

Qualifier:

http://www.evrotrust.com/cps

Key Usage Non-repudiation (Bit 1), Digital Signature (Bit 0), Key
(critical) Encipherment (Bit 2)
id-qcs- id-etsi-qcs-Semanticsld-Legal
pkixQCSyntax-v2 (0id=0.4.0.194121.1.2)
(0id=1.3.6.1.5.5.7.1
1.2)
id-etsi-qcs-QcCompliance
(0id=0.4.0.1862.1.1)
id-etsi-qcs-QcType | id-etsi-qct-eseal (0id=0.4.0.1862.1.6.2)
(0id=0.4.0.1862.1.
6)
OCStaterments id-etsi-qcs-QePDS | PdsLocations

(0id=0.4.0.1862.1.
)

PdsLocation=https://www.evrotrust.com/
pds/pds_en.pdf
language=en

id-etsi-psd2-
gcStatement
(0id=0.4.0.19495.2

)

rolesOfPSP
roleOfPspOid = 0.4.0.19495.1.1/2/3/4
roleOfPspName =
PSP_AS/PSP_PI/PSP_AI/PSP_IC
nCAName= Full name of the NCA
nCAld= NCA abbreviated unique
identifier

7.5.6 NPOOUA HA KBAAMVOULIMPAHO YAOCTOBEPEHUE 3A

VALIDATED CERTIFICATE"

Version

V3

Serial number

[cepueH HoMep]

i'g;‘jit:hr; SHA256RSA
CN= | Evrotrust RSA Operational CA
OU= | Qualified Operational CA
Issuer O= | Evrotrust Technologies JSC
organizationldentifier | NTRBG-203397356
C=|BG
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Valid from [HayanHa aaTa 1 vac no UTC Ha BaAMAHOCT Ha YyAOCTOBEpeHueTo]
Validit to [kpariHa aaTta 1 yac no UTC Ha BaAMAHOCT Ha YAOCTOBEPEHNETO]
C= | AbprkaBa: ABybYyKBEH KOA Ha
(countryName) | abp»aBaTta cnopea SO 3166
CN= .
(commonName) AomeniH nme, IP nam ime Ha pecypc
O - HavnMeHoBaHMe Ha anueTo: [MbAHO
L HaVMeHOBaHMETO MO PerncTpauma nAmn
(organizationName)
aKT Ha BNUCBaHe Ha LPUANYECKOTO
AVLE.
OU'=
o , HavmeHoBaHMe Ha opraHM3aumMoHHa
(organizationalUnitNam
Subject o) eamHmya/OTaen
NaeHTndurKaTOp Ha IOPUANYECKO AULE
(ETSIEN 319 412-1 1.5.1.4),
Hanpumep:
- VARBG-123456789 (AAC);
25497 = |- NTRBG-123456789 (EMK
(organizationldentifier) | (BYACTAT)).
Brnvcea ce HaunoHaAHUA
NAEHTUOMKATOP CropeAs MECTHOTO
3aKOHOAATEACTBO Ha IOPUANYECKOTO
AMLE.
ST' = | Pernor/obAact/wat Ha topUAMYECKOTO
(stateOrProvinceName) | avue.
L' = | FTpaa/HacereHO MACTO Ha
(localityName) [ topuanyeckoTo aunue.
Public Key )
Type/Length RSA (2048 Bits)
Subject Key .
L [M3uncaeHa CTOMHOCT 3a M3A3AEHOTO yAOCTOBEpPEHME]
Identifier
Authority Key Key
Identifier ID=7F:3E:64:59:85:2B:DD:23:29:C2:01:E7:CB:C3:69:C0:87:93:2

B:08

CRL Distribution
Points

[1]CRL Distribution Point
Distribution Point Name:
Full Name:

URL=http://ca.evrotrust.com/crl/EvrotrustRSAOperational CA.crl

elDAS-CPS
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[1]Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)

Authority Alternative Name:
Information
Access URL=http://ca.evrotrust.com/aia/EvrotrustRSAOperational CA.crt

[2]Authority Info Access
Access Method=0On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ca.evrotrust.com/ocsp

Enhanced Key

Server Authentication (1.3.6.1.5.5.7.3.1)
Usage

Client Authentication (1.3.6.1.5.5.7.3.2)

Subject Alternative

DNS Name=[ AomenH nme nan IP]
Name

[1]Certificate Policy:

Policy Identifier=0.4.0.2042.1.7
[2]Certificate Policy:
Certificate Policies Policy Identifier=1.3.6.1.4.1.47272.2.4.2
[2,1]Policy Qualifier Info:

Policy Qualifier Id=CPS

Qualifier:

http://www.evrotrust.com/cps

Key Usage (critical) | Digital Signature (Bit 0), Key Encipherment (Bit 2)

7.5.7 NPOOUA HA KBAAMVOULIMPAHO YAOCTOBEPEHUE 3A
ABTEHTUYHOCT HA YEECAWUT C PASLUMPEHO BAAUAVPAHE ,,EVROTRUST SSL EV
CERTIFICATE"

YaAOCTOBEpPEHNETO Ce M3AaBa 3a LeAnTe Ha YAOCTOBEPABAHETO Ha yebcalT, CBbp3aH C
KOHKPETHO GU3NYEeCcKOTO MAM topuanydeckoTo Auue. VIMa xapakTepa Ha KBaAubULMpPaHO
yAOCTOBEpPEHME 3a yebcanT no cMucbAa Ha PernameHTa 1 ce M3noA3Ba 3a Cb3paBaHe Ha
YBEPEHOCT y NOCETUTEA, Ye yebcaliTa € Ha PeaAeH U AerMTUMeEH cybeKT. Ypea TexHoAornATa

ce obesneyasa HaAeXAHa CBbP3aHOCT NO CUTYPEH NPOTOKOA 3a obMeH Ha l/IH(bOpMaLI,VIFITa.

Version V3
Serial number [cepurieH Homep]
>ignature SHA256RSA
Algorithm
CN= | Evrotrust RSA Operational CA

[ ] elDAS-CPS | Bepcus: 7.0 /28.02.2023 r. | O6wopa0CTbNEH AOKYMEHT | 180
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OU= | Qualified Operational CA

Issuer O= | Evrotrust Technologies JSC
organizationldentifier | NTRBG-203397356
C=|BG
Valid from [HayaAHa paTa 1 yac no UTC Ha BaAMAHOCT Ha YAOCTOBEPEHMETO]
Validit to [kpanHa aata 1 yac no UTC Ha BaAMAHOCT Ha yAOCTOBEPEHMETO]
C= | AbprkaBa: ABYyOYyKBEH KOA Ha
(countryName) | abp»aBaTta cnopea ISO 3166
CN= .
(commonName) AomeinH nme, IP nan Vime Ha pecypc
HanmeHoBaHMe Ha
O' = | topuamyecko auue: MbAHO
(organizationName) | HanMeHOBaHNETO NO perncTpaumnsa NAK
Subject aKT Ha BMNUCBaHe Ha IPUANYECKOTO
AVLE.
VaeHTndunkaTop Ha
topuamndecko amue (ETSIEN 319 412-1
1.5.1.4), Hanpumep:
- VARBG-123456789
.1 (AAQ);
25497 =
(organizationldentifier) ) NTRBG-123456789
(EMK (BYACTAT) ).
Brincea ce HaumoHaAHKA
MAEHTUPUMKATOP CropeAs MeCTHOTO
3aKOHOAATEACTBO Ha IOPUAMYECKOTO
AMLE.
Public Key :
Type/Length RSA (2048 Bits)
Subject Key y
- [M3uncaeHa cTOMHOCT 3a M3A3AEHOTO YyAOCTOBEPEHME]
Identifier
. Ke
Authority Key D7 3E:64:59:85:28:DD:23:29:C2:01:E7:CBiC3:69:C0:87:93:2
|dentifier
B:08
[1]CRL Distribution Point
CRL Distribution Point Name:

Distribution Points

Full Name:

URL=http://ca.evrotrust.com/crl/EvrotrustRSAOperational CA.crl

Authority [1]Authority Info Access
Information Access Method=Certification Authority Issuer
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Access

(1.3.6.1.5.5.7.48.2)
Alternative Name:

URL=http://ca.evrotrust.com/aia/EvrotrustRSAOperational CA.crt
[2]Authority Info Access
Access Method=0On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ca.evrotrust.com/ocsp

Enhanced Key
Usage

Server Authentication (1.3.6.1.5.5.7.3.1)
Client Authentication (1.3.6.1.5.5.7.3.2)

Subject Alternative
Name

DNS Name=[ AomenH nme nau IP]

Certificate Policies

[1]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.47272.2.5
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://www.evrotrust.com/cps
[2]Certificate Policy:
Policy Identifier=0.4.0.194112.1.4

Key Usage (critical)

Digital Signature (Bit 0), Key Encipherment (Bit 2)

id-etsi-qcs-Semanticsld-Legal
(0id=0.4.0.194121.1.2)

id-qcs-
pkixQCSyntax-v2'
(0id=1.3.6.1.5.5.7.
11.2)

id-etsi-qcs-QcCompliance
(0id=0.4.0.1862.1.1)

id-etsi-qcs- [Cyma B BGN nam EUR]

QcLimitValue'

QCStatements (0.4.0.1862.1.2)
id-etsi-qcs- id-etsi-qct-web (0id=0.4.0.1862.1.6.3)
QcType
(0id=0.4.0.1862.1.
6)
id-etsi-qcs-QePDS | PdslLocations
(0id=0.4.0.1862.1.
5) PdsLocation=https://www.evrotrust.com/
pds/pds_en.pdf
language=en
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7.5.8 NIPOOUA HA KBAAVOULIUPAHO YAOCTOBEPEHUE 3A

ABTEHTUYHOCT HA PSD2 YEBCAUT ,EVROTRUST SSL PSD2 CERTIFICATE”

YAOCTOBEPEHMETO Ce M3AaBa LieAMTe Ha yAOCTOBepABaHETO Ha yebcaWT, CBbp3aH C
AoctaBunk Ha naatexHu ycayru (PSP) cnopea PSD2. WM3noa3Ba ce 3a M3MbAHEHWE Ha
nsmckBaHuATa Ha PSD2. ViMa xapaKkTepa Ha KBaAMdULMpPaHO yAOCTOBepeHMe 3a yebcalnT no
cMUCbAa Ha PernameHTa 1 ce n3noaAsBa 3a cb3paBaHe Ha yBEPEHOCT y MoCeTUTEA, Ye yebcaliTa

€ Ha peaAneH U AerMTUMeH cybeKT. Ypes TexHoAOrMATa ce obe3neyaBa HapeKAHA CBbP3aHOCT

MO CUrypeH NPOTOKOA 38 O6MEH Ha nHopMaumATa.

Version V3
Serial number [cepueH HoMep]
Signature SHA256RSA
Algorithm
CN= | Evrotrust RSA Operational CA
OU= | Qualified Operational CA
Issuer O= | Evrotrust Technologies JSC
organizationldentifier | NTRBG-203397356
C=1|BG
Valid from [HayanHa aaTa 1 vac no UTC Ha BaAMAHOCT Ha YAOCTOBEpeHMeTo]
Validit to [kpaiHa aata 1 yac no UTC Ha BaAMAHOCT Ha yAOCTOBEPEHMETO]
C= | AbprkaBa: ABYOYyKBEH KOA Ha
(countryName) | abp>kasata cnopep, ISO 3166
CN= .
(commonName) AomeniH nme, IP nam ime Ha pecypc
Oi- HavMeHoBaHMe Ha IopUAMYECKO AULE:
oL [NbAHO HaVMeHOBaHWETO Mo
Subject (organizationName) perncTpaumsa UAM akT Ha BNunceaHe Ha
IOPUANYECKOTO AMLLE.
VaeHTMdMKATOP Ha IOPUANYECKO AULLEe
(ETSITS 119 495 1.5.2.1), Hanpumep:
054971 |" PSDES-BDE-3DFD21 (PSD 2).
(organizationldentifier) Brncsa ce HaumoHanHns
MAEHTUPUMKATOP CropeA MECTHOTO
3aKOHOAATEACTBO Ha IOPUANYECKOTO
AMLE.

I = <IDAS-CPS
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Public Key .
et RSA (2048 Bits)
Subject Key j
o [N3uncaeHa CTOMHOCT 3a M3AAAEHOTO YAOCTOBEPEHME]
Identifier
. Key
]A(;Iuet:tci)f:g)r/ Key ID=7F:3E:64:59:85:2B:DD:23:29:C2:01:E7:CB:C3:69:C0:87:93:2B

:08

CRL Distribution
Points

[1]CRL Distribution Point
Distribution Point Name:
Full Name:

URL=http://ca.evrotrust.com/crl/EvrotrustRSAOperational CA.crl

Authority
Information
Access

[1]Authority Info Access

Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)

Alternative Name:

URL=http://ca.evrotrust.com/aia/EvrotrustRSAOperational CA.crt
[2]Authority Info Access
Access Method=0n-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ca.evrotrust.com/ocsp

Enhanced Key
Usage

Server Authentication (1.3.6.1.5.5.7.3.1)
Client Authentication (1.3.6.1.5.5.7.3.2)

Subject Alternative
Name

DNS Name=[ AomenH nme nan IP]

Certificate Policies

[1]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.47272.2.5.1
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://www.evrotrust.com/cps
[2]Certificate Policy:
Policy Identifier=0.4.0.194112.1.4

Key Usage (critical)

Digital Signature (Bit 0), Key Encipherment (Bit 2)

id-qgcs-
pkixQCSyntax-v2'

id-etsi-qcs-Semanticsld-Legal
(0id=0.4.0.194121.1.2)

QCStatements (0id=1.3.6.1.5.5.7.1
1.2)
id-etsi-qcs-QcCompliance
(0id=0.4.0.1862.1.1)
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id-etsi-qcs- [Cyma B BGN nam EUR]
QcLimitValue'
(0.4.0.1862.1.2)
id-etsi-qcs-QcType | id-etsi-qct-web (0id=0.4.0.1862.1.6.3)
(0id=0.4.0.1862.1.6)
id-etsi-qcs-QcPDS PdsLocations
(0id=0.4.0.1862.1.5)

PdsLocation=https://www.evrotrust.com
/pds/pds_en.pdf
language=en

id-etsi-psd2- rolesOfPSP
gcStatement roleOfPspQOid =
(0id=0.4.0.19495.2) | 0.4.0.19495.1.1/2/3/4

roleOfPspName =
PSP_AS/PSP_PI/PSP_AI/PSP_IC
nCAName= Full name of the NCA
nCAIld= NCA abbreviated unique
identifier

7.5.9 NPOOUA HA KBAAMOULIMPAHO ATPUBYTUBHO YAOCTOBEPEHUE 3A
KBAAUOULIMPAH EAEKTPOHEH MOAMUC HA ®U3NYECKO AULIE ,,EVROTRUST
QUALIFIED NATURAL PERSON ATTRIBUTE CERTIFICATE FOR QES”

KBaAnduunpaHoTo aTpUOYTUBHO YAOCTOBEPEHME 3a KBaAUPULMPAH EeAeKTPOHEH
MOAMUC Ha QU3NYECKO AMLE Ce M3AaBa MPW CbLUMTE YCAOBWA, KaKTO KBaAUULMPAHOTO
YAOCTOBEpPEHME 3a KBaAMbULMPaH EAEKTPOHEH MOAMMC Ha GPU3NYECKO AMLLE, HO Ce pa3AnyaBa
no BMAa U obeMa Ha yAOCTOBEpeHUTe B Hero aaHHu. V3noasea ce 3a maeHTUdUKauMA Ha

AnueTo npea AoBepsABalla ce CTpaHa.

Version V3
Serial number [cepuren Homep]

Signature Algorithm SHA256RSA

CN=| Evrotrust RSA Operational CA
OU= | Qualified Operational CA
Issuer O= | Evrotrust Technologies JSC
organizationldentifier | NTRBG-203397356
C=| BG
Valid from [HauaaHa paTa 1 yac no UTC Ha BaAMAHOCT Ha YyAOCTOBEpPEHMETO]
Validit to [kpaliHa aaTta v yac no UTC Ha BaAMAHOCT Ha yAOCTOBEPEHMETO]
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AvpraBa: AByOYKBEH KOA Ha

C= | abp>kaBata cnopea, ISO 3166 Ha
(countryName) | HauMoHaAHOCT Ha GU3NYECKOTO AMLE MO
NPeACTaBEH AOKYMEHT 33 CAMOAMYHOCT
CN MbAHO MMe: [TbAHO MMe OT dU3NYECKOTO
AMLE Ha AATUHMLA MO AOKYMEHT 3a
(commonName)
CaMOAUNYHOCT.
G CobcreeHo ume: ViMe Ha dumsmyeckoTo

(givenName)

AVLE Ha AaTUHMLLA CNOPEeA AOKYMEHT 3a
CaMOAMYHOCT

DamuaHo ume: PamMuAma Ha

S=
dN3NYECKOTO AMLE Ha AATUHMLA CNIOPEA,
(surname
AOKYMEHT 38 CAMOANYHOCT
. MbAHO MMe: [TbAHO MMe OT dU3NYecKoTO
name*=
. AVILLE Ha KMPUAMLA MO AOKYMEHT 3a
(id-at-name) H prAt AOKY
CaMOAUYHOCT.
HaunoHaneH naeHTndmnkaTop Ha
dunsnueckoto anue cnopea ETSIEN 319
SERIALNUMBER= | 412-1 1.5.1.3, Hanpumep: PNOBG-

(serialNumber)

8310257645 3a EH van apyr
NAEHTUUKATOP, KOWTO € acoumMmnpaH ¢

Subject
dM3NYECKOTO AMLE.
gender*= | oA Ha ¢$un3M4ecKoTO AnLE:
(id-pda-gender) | M uam F (MbxKkun/xeHckm)
dateOfBirth*= | Po»xaeHa aaTa ¢ TodHOCT A0 AHM B ZULU
(id-pda-dateOfBirth) | dopmart, Hanpumep: 19831231120000Z
stateOrProvinceName | TekyLy appec no MecToXKnBeeHe:
*= | HamMeHoBaHWe Ha 0bAaCT, WaT NAK
(id-at- | npoBurHLMS
localityName*= | TekyLy apspec no MecToxunBeeHe:
(id-at-localityName) | HanmeHoBaHue Ha HaceaeHO MACTO
TeKylL, aapec No MeCToXKMBeeHe:
streetAddress*= 5 Yyt aAp 6
, AEBapA, YAULA, BAOK, HOMED, eTax U
(id-at-streetAddress) Y A, yAid P
T.H.
telephoneNumber*=
(id-at- | MobuaeH TenedoHeH HoMep
telephoneNumber)
emailAddress* | Vimena aapec
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Title*=
(id-at-title)

3aHnMaHue/pnbxHOCT/Mpodecus

description*=
(id-at-description)

AaHHW OT MalUMHHO YeTUMUTE YacTU Ha
AOKYMEHTA 32 CAMOAMYHOCT Ha

dunsnyeckoto anue (Machine-readable
passport)

Mo-

3un-

uu
a

Ab

AXK

WH
a

Cum-
BOAM

alpha

I, Anan C

alpha <

Tun: MNonbaBa ce
no NpeueHKa Ha
n3paBallaTa
AbprKaBa

AU OpraH.
Han-yecto ce
n3noassa IP 3a
nacnopt 1 ID 3a
HaLKMOHaAHa
AWYHa KapTa.

3-5

alpha <

Koa Ha cTpaHaTa,
n3paBalla
AOKYMEHTa

3a CAMOAMYHOCT
cnopea

(ISO 3166-1 alphg
code with
modifications)

14

alpha
num <

Homep Ha
AOKYMEHT 3a
CaMOAUYHOCT

15

num <

KoHTpoaHO
4YUCAO Ha
umoppute 6-14

16

Paszaeanten

17

num

[loaMHa, Meceu, n
AeH (YYMMDD),
AO KOATO Baku
AOKYMeHTa 3a
CaMOAUYHOCT
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18 |1 PasaeanTen
[loamHa, Meceu, n
AeH (YYMMDD), Ha
19 |6 num KOATO € M3AAAEH
AOKYMeHTa 3a
CaMOAUYHOCT
Hanpumep:
IDBGR6410202234:201013:251013
Public Key .
el enai: RSA (2048 Bits)
Subject Key Identifier | [3uncaeHa cTOMHOCT 3a M3A3AEHOTO yAOCTOBEPEHME]
. Key
G“et:t‘;:g Key ID=7F:3E:64:59:85:2B:DD:23:29:C2:01:E7:CB:C3:69:C0:87:93:2B

:08

CRL Distribution
Points

[1]CRL Distribution Point
Distribution Point Name:
Full Name:

URL=http://ca.evrotrust.com/crl/EvrotrustRSAOperational CA.crl

Authority Information
Access

[1]Authority Info Access

Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)

Alternative Name:

URL=http://ca.evrotrust.com/aia/EvrotrustRSAOperational CA.crt
[2]Authority Info Access
Access Method=0On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ca.evrotrust.com/ocsp

Enhanced Key Usage

Client Authentication (1.3.6.1.5.5.7.3.2)
Secure Email (1.3.6.1.5.5.7.3.4)

Certificate Policies

1]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.47272.2.2.1
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://www.evrotrust.com/cps
2]Certificate Policy:
Policy Identifier=0.4.0.194112.1.2

Key Usage (critical)

Non-repudiation (Bit 1), Digital Signature (Bit 0), Key
Encipherment (Bit 2)

QCStatements

elDAS-CPS
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id-qcs-
pkixQCSyntax-v2
(0id=1.3.6.1.5.5.7.1
1.2)

id-etsi-qcs-semanticsid-Natural
(0id=0.4.0.194121.1.1)

id-etsi-qcs-QcCompliance

(0id=0.4.0.1862.1.1)

id-etsi-qcs-
QcLimitValue'
(0.4.0.1862.1.2)

[Cyma 8 BGN mnan EUR]

id-etsi-qcs-QeSSCD
(0id=0.4.0.1862.1.4)

id-etsi-qcs-
QcType
(0id=0.4.0.1862.1.6
)

id-etsi-qct-esign (0id=0.4.0.1862.1.6.1)

id-etsi-qcs-
QcPDS
(0id=0.4.0.1862.1.5

)

PdsLocations

PdsLocation=https://www.evrotrust.com/
pds/pds_en.pdf
language=en

* MapKupaHUTe CbC 3BE3AMYKA MOAETA MOXKE Ad HE MPUCHCTBAT B YAOCTOBEPEHMETO

7.5.10

APOO®UA HA KBEAAMOULIMPAHO YAOCTOBEPEHMUE 3A

ABTEHTUMHOCT HA YEECAWUT 3A AOMEWH (,,EVROTRUST SSL DOMAIN VALIDATED

CERTIFICATE")

Version V3
Serial number [cepueH Homep]
Signature SHA256RSA
Algorithm
CN= | Evrotrust RSA Operational CA
OU= | Qualified Operational CA
Issuer O= | Evrotrust Technologies JSC
organizationldentifier | NTRBG-203397356
C=|BG
Valid from [HayaAHa paTa 1 yac no UTC Ha BaAMAHOCT Ha YAOCTOBEPEHMETO]
Validit to [kpanHa aata 1 yac no UTC Ha BaAMAHOCT Ha yAOCTOBEPEHNETO]
C= | Abp>kaBa: ABYyOYyKBEH KOA Ha Abp>aBaTa
(countryName) | cnopea, ISO 3166
Subject
CN= .
(commonName) AomenH nme, IP nan Vime Ha pecypc
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Public Key .

Type/Length RSA (2048 Bits)

Subject Key .

- [M34ncaeHa cTOMHOCT 3a M3A3AEHOTO yaoTOBEpPEHME]
Identifier
_ Key

Authc.>r|ty Key ID=7F:3E:64:59:85:2B:DD:23:29:C2:01:E7:CB:C3:69:C0:87:93:2B:0

|dentifier 3
[1]CRL Distribution Point

CRL Distribution Distribution Point Name:

Points Full Name:
URL=http://ca.evrotrust.com/crl/EvrotrustRSAOperational CA.crl
[1]Authority Info Access

Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)

Authority Alternative Name:

Inf ti

:C:;r:sa on URL=http://ca.evrotrust.com/aia/EvrotrustRSAOperational CA.crt

[2]Authority Info Access
Access Method=0On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ca.evrotrust.com/ocsp

Eqlneneod Key Server Authentication (1.3.6.1.5.5.7.3.1)

Usage Client Authentication (1.3.6.1.5.5.7.3.2)
SUSfEER A e DNS Name=[ AomenH nme nau IP]
Name

[1]Certificate Policy:

o Policy Identifier=1.3.6.1.4.1.47272.2.4.1
Certificate } o
Polici [1,1]Policy Qualifier Info:
oncies Policy Qualifier Id=CPS
Qualifier:
http://www.evrotrust.com/cps

(fri)ilcgf)age Digital Signature (Bit 0), Key Encipherment (Bit 2)

7.6 NPO®UA HA KBAAMODULIMPAHO YAOCTOBEPEHUE HA MNOANMUCBALL,
MOAYA 3A BPEME (TIME STAMP SIGNING UNIT)

KBaanduumpaHmat yaoctoBepsnBaly, opraH 3a Bpeme (Time Stamp Authority/TSA)
MOAMMNCBa YAOCTOBEPEHUATA 33 BPEME M3MOA3BaNKMN CBOUTE MOAMMCBALLM MOAYAM 3a Bpeme

(Time stamp signing units/TSU).
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MPOPUABT Ha YAOCTOBEPEHMETO Ha MOAMMCBALLMA MOAYAM 3a Bpeme “Evrotrust TSA”

Version V3
Serial number 38:00:00:00:03:4€:8e:¢cb:48:09:25:01:bc:00:00:00:00:00:03
Signature Algorithm SHA256RSA
Valid from 160521004013Z
Valid to 2105210050132
CN= [ Evrotrust RSA Root CA
OU= | Evrotrust Qualified Root
Issuer O= | Evrotrust Technologies
Organizationldentifier(2.5.4.97)= | NTRBG-203397356
C=1]BG
CN= | Evrotrust TSA
OU= | Time Stamping Authority
Subject O= | Evrotrust Technologies
Organizationldentifier(2.5.4.97)= | NTRBG-203397356
C=|BG
Public Key RSA(2048 Bits)
. - 03:BB:3B:42:27:8E:B8:80:90:1B:51:05:DF:52:C4:4B:0F:34:85:
Subject Key Identifier 50
Key Usage (critical) Digital Signature, Non Repudiation
Extended keyUsage | 1y o Stamping (1.3.6.1.5.5.7.3.8)
(critical)
[1]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.47272.1.2
o . 1,1]Policy Qualifier Info:
Certificate Policies | P]olicy yQuaIifier Id=CPS
Qualifier:
http://www.evrotrust.com/cps
) . 74:5C:A1:40:73:2E:1F:E6:F9:3B:BC:AB:A0:A4:A7:54:44:74:4F
Authority Key Identifier 70
Subject alternative URL=http://www.evrotrust.com RFC822
name (not critical) Name=ca@Evrotrust.com
[1]CRL Distribution Point
Distribution Point Name:
CRL Distribution Points Full Name:
URL=http://ca.Evrotrust.com/crl/EvrotrustRSARootCA.crl
[[1]Authority Info Access
Authority Information Access Method=Certification Authority Issuer
Access (1.3.6.1.5.5.7.48.2)
Alternative Name:
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URL=http://ca.Evrotrust.com/aia/EvrotrustRSARootCA.crt
[2]Authority Info Access
Access Method=0On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ca.Evrotrust.com/ocsp

Basic Constraints
(critical)

Subject Type=End Entity
Path Length Constraint=None

MpPodUABT Ha YyAOCTOBEPEHMETO Ha MOANMCBALLMA MOAYAM 3a BpeMe “Evrotrust

Timestamp TSU" e:

Version V3
Serial number 70:32:56:21:2e:cf:c2:90:20:d4:40:31:97:57:16:02:a5:d9:d4:50
Signature Algorithm SHA256RSA

Valid from Jul 13 15:43:22 2019 GMT
Valid to Jul 11 15:43:22 2024 GMT
CN= | Evrotrust Services CA
lssuer O= | Evrotrust Technologies JSC
Organizationldentifier(2.5.4.97) | NTRBG-203397356
C=|BG
CN= | Evrotrust Timestamp TSU
) O= | Evrotrust Technologies JSC
Subject —— ”
Organizationldentifier(2.5.4.97) | NTRBG-203397356
C=|BG
Public Key RSA(2048 Bits)

Subject Key Identifier

B9:5C:48:1B:A6:46:94:8E:D9:7D:D3:B4:B1:2F:F8:DB:30:AC:20
(A2

Key Usage (critical)

Digital Signature, Non Repudiation

Extended keyUsage
(critical)

Time Stamping (1.3.6.1.5.5.7.3.8)

Certificate Policies

[1]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.47272.1.2
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://www.evrotrust.com/cps

Authority Key Identifier

1B:3A:9E:6D:31:91:A1:5B:46:19:84:FE:9C:98:60:2C:09:D3:33:
2E

Subject alternative
name (not critical)

URL=http://ts.evrotrust.com/tsa

CRL Distribution Points

[1]CRL Distribution Point

elDAS-CPS

| Bepcua: 7.0/ 28.02.2023 r. | O6w0a0CTbNEH AOKYMEHT | 192




MPAKTUKA MNPV NPEAOCTABAHE HA KBAANOUUMPAHN YAOCTOBEPUTEAHW YCAYTU

Distribution Point Name:
Full Name:

URL=http://services.evrotrust.com/EvrotrustServicesCA.crl

[1]Authority Info Access

Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)

Alternative Name:

Authority Information . .
Y URL=http://services.evrotrust.com/EvrotrustServicesCA.crt

Access [2]Authority Info Access
Access Method=0n-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://services.evrotrust.com/ocsp
Basic Constraints Subject Type=End Entity
(critical) Path Length Constraint=None
id-gcs-pkixQCSyntax-v2' | id-etsi-qcs-Semanticsld-Legal
(0id=1.3.6.1.5.5.7.11.2) | (0id=0.4.0.194121.1.2)
id-etsi-qcs-QcCompliance
(0id=0.4.0.1862.1.1)
id-etsi-qcs-QeSSCD
(0id=0.4.0.1862.1.4)
QCStatements id-etsi-qcs-QcType id-etsi-qct-eseal
(0id=0.4.0.1862.1.6) (0id=0.4.0.1862.1.6.2)
id-etsi-qcs-QcPDS PdsLocations

(0id=0.4.0.1862.1.5)
PdsLocation=https://www.evrotru
st.com/pds/pds_en.pdf
language=en

Thumbprint (SHA1): 8eecc027c068fe2fa9111d1c169b50e3a1561278
Thumbprint (SHA256):
ebeadebdb13cbb2dc233dfb7c3c6164efce529b121f47541d5656449173218e1

8 OAMUT

Oantute, wm3BbpwBaHu B EBpoTpbCcT ce oTHacAT A0 obpaboTkata Ha
MHOOPMALMOHHUTE AQHHM W YNPaBAEHWE Ha KAKYOBUTE MpoLeAypu. Te mMmaT 3a LeA Aa
KoHTpoAupaT ,[lpakTvkaTa npu npeaocTaBAHe Ha KBaAUGUUMPAHU YAOCTOBEPUTEAHUTE

ycAyrn” AOKOAKO € CbBMeCT1Ma C BHeAPEHaTa MHTerpmupaHaTta Cuctema 3a ynpaBAeHWe, KOATO
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BKAIOYBaA M3MCKBaHUATa Ha ctaHaapTtute ISO/IEC 27001, ISO 9001, ISO 22301, n ISO/IEC
20000-1, Peraament (EC) N2 910/2014 v BbTpelWHUTE yNpaBAEHCKU PELUEHUA N MePKW.
/I3BbplwBaHNUTE 0AUTUM Ha EBpPOTPBCT ce OTHAcAT 3a BCUYKM YAOCTOBEPUTEAHW OpPraHu,
NpUHaaAeKaly KbM 6aszoBna YaocToBepsABall opraH, Perncrpupaluya opraH, Kakto n Apyru
eAeMeHTU Ha MHbpacTpyKTypaTa Ha nybAnyHuA katod, HanpumMep OCSP cbpBbp.

EBpOTPbBCT €2KeroaHo M3BbpLIBa Hal-MaAKO €AMH BbTPELLEH OAMUT.

EBpoTpbCT € 06eKT Ha 0AMT Hall-MaAKO BepAHbX Ha 24 meceua ot OpraH 3a oueHABaHe
Ha cboTBeTcTBMETO. LleaTa Ha oanTa e pa ce noTBbPAM, Ye EBPOTPBCT KaTo AOCTaBYMK Ha
KBaAMOULMPAHN YAOCTOBEPUTEAHU YCAYTM WU MPEAOCTaBAHUTE OT Hero KeaAubuumpaHu
YAOCTOBEPUTEAHN YCAYr OTrOBapAT Ha M3UCKBaHMATa, nocoveHn B PeraameHnt EC) N°
910/2014. AoctaBumkbT NpeactaBsa Ha OpraHa No HaA30pP CbOTBETHUA AOKAAA 3@ OLLEeHABaAHEe
Ha CbOTBETCTBMETO B CPOK OT TPU PabOTHU AHWN CAEA KaTO o MOAYYM.

OpraHbT N0 Haa30pP MOXE MO BCAKO BPeEME Aa U3BBPLLM OAUT UAK pAa Noucka oT OpraH

3a OoueHABaHe Ha CbOTBETCTBNETO Aa HalpaBn OoLeHABaHe Ha CbOTBETCTBMNETO Ha EBpOTp'bCT.

8.1 YECTOTA HA OAUTA

PbkoBOACTBOTO Ha EBpOTpBbCT HazHayaBa NEPUOANYHM MPOBEPKK 3@ CbOTBETCTBME Ha
TeKywata AelHocT c yTtBbpaeHuTe [lpaktuka u [loanTuka npu npeaoctaBAHe Ha
KBaAMPULMPaHWN YAOCTOBEPUTEAHUN YCAYTU OTHOCHO AeMHOCTTa Ha EBpoTpbCT.

PbkoBOACTBOTO Ha EBpOTpPBbCT ocbliecTBABa MOCTOAHEH OMepaTMBEH KOHTPOA 3a

TOYHOTO U3MbAHEHME Ha MHCTPYKLUMUTE Npwn paboTa OT NnepcoHana Ha EBpoTpbCT.

8.2 KBAAUOUKALMA HA NMPOBEPABALLUTE AVILLA

BbHLIEH OAWT Cce M3BbpLUBa OT akpeAMTUpaH 1 HesaBucum ot Espotpber Oprat 3a
oueHnaBaHe Ha cboTBeTcTBMeTO. CcTeMaTa 3a akpeAmTaums 1 KOMMEeTEHTHOCT Ha OAMTOPA Ca
onpepeneHn B PernamenT (EO)N° 765/2008 3a onpeaendHe Ha M3NCKBaHUATA 3@ akpeAUTaLns
M HaA30p Ha Nasapa BbB BPb3Ka C MyCKaHe Ha Nasapa Ha NMPOAYKTU U 3a OTMAHa Ha PeranameHT
(ENO) N2 339/93 n ce peryampa ot ISO/IEC 17065:2012: OueHkata Ha CbOTBETCTBUETO -
M3UCKBaAHWA 32 OPraHnTe, yAOCTOBEPABALLMTE NMPOAYKTU, MPOLECUTE U YCAYTUTE.

BbHWHa npoBepka OT HAA30peH oOpraH ce W3BbpPLBa MO BCAKO BpeMe OT
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onpasoMmolleHn cayxutean Ha OpraHa no Haasop - Komwucuata 3a peryampaHe Ha
cbobLleHuaTa.

BbTpelHMAT OANT Ce M3BbPLUBA OT CAYKUTEAM Ha EBPOTPBCT C HY>KHWS ONUT U
KBaAMbUMKaLMA.

3a ueAnTe Ha opMTHaTa AEMHOCT, EBPOTPBCT € HaeA M OMpPaBOMOLLUMA CAYXKUTEAM,
KOWTO npuTeaBaT HEOHBXOAMMUTE TEXHUYECKN NMO3HAHWA, CBbP3aHN C MHGpaCTpyKTypaTa Ha
NYOAMYHNSA KAIOY, C HaAeXAHaTa M curypHa pabota Ha TexHOAOrMYyHaTa CUCTEMa,

MHPOPMaLMOHHA CUTYPHOCT, KaKTO U C HAAUYME Ha TOAAM MPAKTUYECKU OMUT B OAUTUPAHETO.

8.3 OTHOLWEHWA HA NPOBEPABALWUTE AULIA C EBPOTPBCT

[NpoBepABawWnTe AMLA TPADBa Aa ObaAT HE3ABUCUMU, A@ HE Ca MPAKO WMAM KOCBEHO
CBbP3aHW C HEro 1 Aa HAMAT KOHOAMKT Ha HTepecu ¢ EBpoTpbCT.

OTHoweHnATa Mexkay EBpoOTpBCT M npoBepABallO BbBHLWHO AMLE Ce ypexAaT C

AOTOBOP.

8.4 OBXBAT HA OAUTA

MNpoBepkaTa oT <cTpaHa Ha OpraHa no Hap3op obxBalla HOPMATUBHO
pPerAnaMeHTUPaHNTE M3NCKBaHUA KbM AEMHOCTTa Ha EBpPOTPBCT CbraacHO MPUAOXKMMOTO
3aKOHOAATEACTBO B CEKTOPA Ha KBaAMbULMPaHN YAOCTOBEPUTEAHN YCAYTU.

OanTbT OT cTpaHa Ha OpraHa 3a oLeHABaHe Ha CbOTBETCTBMETO 0OXBaLLa LAAOCTHATA
AEVHOCT Ha EBpOTPBCT Mo npeaocTaBsaHe Ha KBaAMPUUMPAHW YAOCTOBEPUTEAHU YCAYTU U
N3MbAHEHME Ha BCUYKM CTAaHAAPTU U CTAaHAAPTU3ALMOHHN AOKYMEHTW, CBbP3aHu ¢ PernameHT
(EC) N2 910/2014: pookyMeHTaumaA; apxmBu; MHGOPMaLMOHHN AGHHW, CBbP3aHW C U3AaBaHe u
yrnpaeAeHue Ha KBaAnduLMpaHu yAOCTOBEpPEHUA; drsmyecka U MHGOPMaLMOHHA CUTYPHOCT 1
HAAE>KAHOCT Ha TEXHOAOTMYHATa CUCTEMA W yNpaBAeHUE; YAOCTOBEPUTEAHM OPraHu.

O6xBaTbT Ha BBTPELLHUTE OAUTU BKAIOYBA: NMPOBEpPKa Ha AEMHOCTTa Ha AOCTaBYMKa W
cvoTBeTcTBMEeTO W [loaMTukata u [lpakTukaTa npu nNpepocTaBAHe Ha KBaAMULUMPaHU
YAOCTOBEPUTEAHWN YCAYTU; CbNOCTaBKa Ha NPaKTUKK M NPOLEAYPN MOCOYEHU B TO3U AOKYMEHT
C TAXHaTa NpaKTUYecKa peaAnsauma Nnpu 3NbAHEHWE Ha AEMHOCTTa Ha EBpOTpbCT; NpoBepkKa

Ha AeMHOCTTa Ha Pervctpupalums opran; Apyru obcTosTeactsa, GakTv n AeMHOCTH, CBbP3aHM
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c nHdpacTpykTypaTa EBpoTpBCT, NO NpeLeHka Ha PbKOBOACTBOTO Ha EBpoTpbCT.

8.5 AEWCTBUA, NPEANPUETU B PESYATAT HA U3BBbPLUEHUA OAMUT

AOKAapMTE OT BBTPELLHM U BbHLUHW OAUTU Ce NpeaaBaT Ha EBpoTpbcT.

AoknapbT oT OpraHa 3a oueHABaHe Ha CbOTBETCTBMETO ce npeaasa Ha OpraHa no
HaA30p B paMKuTe Ha 3 (TPU) AHU CAeA BPbYBAHETO MY Ha PbKOBOACTBOTO Ha EBpoTpbCT.

Bb3 ocHoBa Ha HanpaBeHUTE OUEHKWM OT AOKAapsa, PbkoBoacTBO Ha EBpoTtpber
HabeAaA3Ba MEPKM U CPOKOBE 3a OTCTPaHABAHE Ha KOHCTaTUMPaHWUTE MPOMNYyCKU W
HEeCbOTBETCTBUA.

[lepcoHanbT Ha EBpoTpbcT npeanpreMa  KOHKPETHUM AENCTBMA 3a TAXHOTO

OTCTpaHABaHe B NOCOYeHNTE CPOKOBE.

8.6 CbXPAHEHUE HA PESYATATUTE OT OAUTUTE

Pe3yATaTnTe OT M3BbPLUEHUTE BbTPELLHM U BbHLUHU OAUTU CE CbXPaHABaT HAAAEXKHO B
apxvBa Ha EBpoTpbCT.

CepTndUKaLUNMOHHUAT AOKYMEHT NoAyyeH oT OpraHa 3a oueHABaHe Ha CbOTBETCTBUETO

MOXKe Aa bbae NyOAMKYBaH Ha CTpaHuMuaTa Ha EBpoTpbCT B MHTEpHET.

9 APYI BUSHEC U NMPABHU BbINPOCHU

9.1 UEHUNUNTAKCU

EBpoTpbcT noaabprka AokyMeHT ,Tapuda 3a NpeaoCTaBAHU YAOCTOBEPUTEAHW,
MHGOPMaLMOHHN, KPUNTOrPadCKM N KOHCYATAHTCKM YCAYTM” Ha CTpaHMLaTa CM B MHTEPHET Ha
aapec: https://www.evrotrust.com.

AOCTaBYMKDBT MMa NpPaBO Aa NMPOMEHs eAHOCTpaHHO TapudaTta Mo BCAKO Bpeme oT
AevcTBMeTo Ha AoroBopa, KaTo yBeaoMABa 3a ToBa Tutyadapa/Cb3paTens NMOCPEACTBOM
nybAMKYBaHe Ha MPOMEHNTE Ha MHTEPHET CTpaHuLaTa Cu.

MNpomaAHaTa MMa aencTBue cnpamo Tutyadapa/Cb3paTenn OT AEHA, CAEABALL AEHSA Ha
nybAMKaumaTa.

B 5 (neT) AHeBeH CpoOK OT pAaTaTa Ha NPOMAHaTa N AOKOAKOTO € HaAuLEe YBEAUYEHME Ha

ueHute, Tutyaapat/Cb3aaTeAAaT MMa NpaBo Aa NpPeKpaT EAHOCTPAHHO AOrOBOPa C OTMNpaBaAHe
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Ha NMCMeHO n3BecTre A0 EBpOTPBLCT, cunTaHo OT pAaTaTa Ha M3TUYaHe Ha CPoKa Ha MOCAEAHOTO
yAocToBepeHue. B To3m cayval AOroBopbT ce cuMTa OTMEHEH OT AaTaTa Ha NpoMAHaTa, KaTo
NAATEHUTE MO AOroBOpPa Bb3HArpParkAEHUA 3a MOA3BaHE Ha YCAYrM He MnoaAexkaT Ha
Bb3cTaHoBABaHe. [1pn AnMNca Ha 1M3BecTMe 3a OTMAHa ce c4uTa, Ye Tutyaapat/Cob3paTenr e
CbrAaceH C npoMAHaTa.

[lpoMAHaTa Ha Bb3HarpaKAEHMATa He MOXKe Aa 3acerHe Beye 3anAaTeHu

Bb3HarpakAeHuA.

9.1.1 Bb3HATPAXAEHWUA

CToMHOCTTa Ha AOroBOpa MOXEe BKAOYBA EAHO WAM HAKOAKO OT CAGAHWUTE
Bb3Harpa>kAeHnA:

> Bb3HarpakpAeHve 3a  u3paBaHe UM NOAAbP)KaHe  Ha  KBaAMdbuuMpaHo
yAOCTOBEpPEHMUE;

> Bb3Harpa*kAeHue 3a NopAHoBABaHe Ha KBaAMbULMPAHO YAOCTOBEPEHME;

» Bb3HarpakAeHue 3a M3BbpPLUEHN No UcKaHe Ha Tutyaapa/Cb3paTend KOHCYATaLMUN
N TEXHOAOTNYHA NOMOLL;

» LeHa 3a 3aKyrneHO UAM NPeAOCTaBEHO Mo HaeM oT EBpoTpbeT obopyaBaHe;
Bb3Harpa*AeHue 3a nepcoHaAnsmpaHe Ha GU3NYECKN HOCUTEA;
3a M3BbPLUBaHE Ha OTAAAEYEHM MNOAMUCBAHNA;
Bb3Harpa*AeHue 3a N3BbPLUBAHE Ha OTAAAEYEHA MAEHTUOUKaLMA;

Bb3Harpa>xAeHmA, CBbp3aHN CbC CUTYPHO BPbYBaHE Ha €AEKTPOHHU C'bO6LLl,eHI/IFI;

YV V VY V V

APYTV Bb3HarpaKAEHUs 3a MNpPeAOCTaBAHU KBaAUOULMPAHN YAOCTOBEPUTEAHM
YCAYTU.

AbAKUMUTE Bb3HarparkKAeHMA 1 CyMu ce 3anAallaT Ha EBpoTpbCT B pasamMepu, CbraacHo
Tapudata 3a npepocTtaBaHuTe OT EBpOTpbCT KBaAndMUMpPaHM  YAOCTOBEPUTEAHMU,
MHGOPMaLMOHHM, KPUNTOrPaPCKM N KOHCYATAHTCKU YCAYTM M B CPOKOBE MO Ha4YMHM, MOCOYEHM
B AOroBopa 1 NpuAOXKeHMATa KbM Hero.

AOKOAKOTO MMa YroBOpPeHO aBaHCOBO WAM aboOHaMeHTHO Bb3HarpakpaeHue 3a
M3MNOA3BaHE Ha YCAYra, CbLLOTO HE MOAAEXM Ha Bb3CTaHOBABaHE, ako TUTYAAPAT/Cb3paTenaT

HEe € KOHCYMMpaA MpeApAOoCTaBAHaTa YCAyra npe3 CbOTBETHMA CPOK, 3a KOMTO ce OTHacs
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aBaHCOBOTO MAM aBOHaMEHTHOTO Bb3HarpakAeHue.

LleHaTa He BKAOYBa HaYUCAEHUTE OT TEAEKOMYHUKALMOHHUTE KOMMaHWU CyMU BbB
BPb3Ka C NOA3BaHM OT Tutyaapa/Cb3paTend yCAyrn oT TAX 3a LeAMTe Ha NpeAOCTaBAHUTE
ycayrn ot EBpoTpber. Te ce abaxaT umsuano ot Tutyaapa/Cb3paTend Ha cboTBeTHaTa
TEAEKOMYHMKaUMOHHa KOMMaHWA. AOCTaBYMKBT HE ABAXMKM U HE HOCW OTTOBOPHOCT 3a
3anAalllaHeTo Ha Te3n CyMu.

Bcnukn pasxoam n Takcu 3a npeBeXpaHe Ha AbAKUMUTE CyMUM MO CMeTKaTa Ha

EBpoTpbcT, ca 3a cMeTKa Ha [NoTpebuTteas.

9.1.2 Bb3HAIPAXKAEHUA 3A YAOCTOBEPUTEAHU, KPUNTOIPAOCKWH,
MHOOPMALMOHHU N KOHCYATAHTCKU YCAYTU

3a ycAyruTe no npeasocTaBAHE W M3MOA3BaHE Ha KBaAMGUUMPaHW YAOCTOBEPEHMUA U
CBbpP3aHNTE C TAX YCAYTU Ce 3aNnAalla AbAXXKNMa CyMa Npu 3aABABaHE Ha YyCAyraTa. B octaHaauTe
CAydau naalwaHeTto ce mspbpwea B 10-pAHEBEH CPOK OT MoAyyaBaHe Ha dakTypaTa WAW
CbIFAaCHO CKAIOYEHUA AOTOBOP.

YcayrnTe, cBbp3aHu C OCbLLECTBABAHE Ha TEXHOAOTMYHA MOMOLL M NPeAOoCTaBAHe Ha
KOHCYATaLMM 3a W3rpakpaHe U MoAAbpXKaHe Ha WHOPacTpyKTypa W pelueHuA 3a
MHbOPMaLMOHHa CUTYPHOCT, ce TapudnpaT Ha Ha3a ,4oBekoyac” 1 ce 3anAallaT Bb3 OCHOBA
Ha ABYCTPaHHO MOAMMWCAH NMPOTOKOA 3a M3BbpleHa paboTa. LeHnte Ha yacoBaTa cTaBKa B
npuaoxxeHaTta Tapuda ca BaAMAHM B paMKKTE Ha YyCTaHOBEHOTO paboTHO BpeMe. Ipu paboTa
B N3BbH YyCTaHOBEHOTO pa6OTHO BpeMe, LeHnTe ce yBeAndaBaT CbC CbOTBETEH MPOUEHT,
cbraacHo Tapudara.

3a ycayra ,MspaBaHe Ha KBaAMdULMPaHW EAEKTPOHHU BpemeBW nevaTtu” npwu
CbrAacyBaHO HMBO Ha OBCAY»KBaHe ce 3arnAalla CbrAaCHO AOTOBOPHUTE YCAOBUA.

LleHaTa Ha 3aKkyneHO MAM NpeaoCTaBeHO nop Haem oT EBpoTpbcT obopyaBaHe ce
yropapa n ce AbAXKU CbrAaCHO YCAOBUMATa Ha AOroBopa. HpaBOOTHOLIJeHl/IFITa MeXAY
EBpotpbeTt 1 Tutyaapa/Co3aatend ce yperkaaT CbrAacHO obLIMTe MpaBMAa Ha AOroBoOpa 3a
npoaa*ba, pecn. AooroBopa 3a HaeM.

MNpu 3abaBAHe Ha MAalLlaHWATa CAeA AOTOBOPEHWA CPoK [loTpebuTeaa AbAXKKM Ha

EBpOTp'bCT 3aKOHOBaTa AMXBa 3a Nnepunopaa AO OKOHYATEAHOTO WU3MAallaHEe Ha AbAXUMUTE
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CyMu.
MNoA3BaHeTO Ha NybAMKYyBaHU AOKYMeHTU B VIHTepHeT cTpaHuuaTa Ha EBpoTpbeT e
6esnAaTHO. 3a 3anuc U NPeAoCTaBAHE Ha Te3n AOKYMEHTU Bbpxy GM3UYECKUM HOCUTEA ce

3anAalla cebeCcTOMHOCTTa Ha TO3M HOCUTEA U KYPUEPCKUTE Pa3HOCKMU.

9.1.3 OAKTYPUPAHE

AoCTaBUMKDBT M3paBa Ha [oTpebuTenn dakTypa 3a NPeAOCTaBAHUTE YCAYTU.

He noayuyaBaHeTo Ha dakTypa He ocBobOXAaBa [loTpebuTeAan OT 3aAbAXKEHNETO Ad
3anAaTh AbAXKMMWUTE Bb3Harpa*AeHNA B yroBOpPEHUTE CPOKOBE.

Bcnuku abAKKMMK no poroBopa cymu ce 3anaawat oT [loTpebuteaa B bpon van no
baHKoB NbT. [AawaHeTo No 6aHKOB NMbT Ce CYUTa N3BbPLLIEHO CbC 3aBepPABaHeTO Ha baHKoBaTa
cMeTKa Ha EBpOTpBCT B MbAHMA pa3Mep Ha AbAXKUMUTE CYyMMU.

Bcnukn 6aHKOBM KOMUCHMOHHMK, TaKCKU M Pa3HOCKM BbB BPb3Ka C baHKOBUTE NPEBOAN

ca 3a cMeTKa Ha [loTpebuTteas.

9.1.4 BPBWAHE HA YAOCTOBEPEHUE U Bb3CTAHOBABAHE HA NAALLAHE

Tutyaap/Cob3paTen MoOXe Aa Bb3pasM OTHOCHO HETOYHOCT WMAM HEMbAHOTa B
CbABPXKAHMETO Ha M3A3AEHO YAOCTOBEPEHME B 3-AHEBEH CPOK CAeA MyOAMKYBaHETO My B
perncrbpa Ha yAoOCTOBEpPEHUATa.

AKO npuymHa 3a HEBAPHOTO CbAbPXKaHWe Ha yaoCcToBepeHueTo e B Perncrpupaly
opraH, EBpoTpbCcT NnpekpaTABa yAOCTOBEPEHMETO U M3paBa Be3NAaTHO HOBO, C BAPHO UAU
Bb3CTaHOBABa HaMpaBeHOTO rMAalllaHe 3a OTMEHEHOTO YAOCTOBEPEHWME C HEBAPHO
CbAbP>KaHMe.

AKO npuyMHa 3a HEBAPHOTO CbAbPXaHME Ha YAOCTOBEPEHWMETO € HEBAPHO
NPEeACTaBAHE Ha AAHHWM OT cTpaHa Ha Tutyaapa/Co3paTtend, EBpoTpbcT npexkpaTtaABa
YAOCTOBEPEHMETO U HE Bb3CTAaHOBABA HaMpaBeHOTO NAalLaHe. Ton MoXKe Aa M3A3AEe HOBO, C
BAPHO CbAbP>KaHWMeE, 3a cMeTKa Ha [loTpebuTens.

MoTpebuteaaT MoOXKe aAa OTKaXke Aa MpueMe  U3AAAeHO  KBaAnduuMpaHo

YAOCTOBepeEHME C BAPHO CbAbPXKXaHUe. B To3un CAy‘-IaVI EBpOTp'bCT ro npekpartAaBa He3a6aBHO,
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bes Ad Bb3CTaHOBABA HalMpaBeHOTO NAallaHe.

9.1.5 BE3IMNAATHU YCAYTU

AoCTaBuMKbT NMpeaocTaBA 0e3MnAaTHO YCAYrM Mo peructpauma U MHGOPMaLMOHHM
YCAYI®, CBbP3aHM C NMOA3BaHE Ha Perncrbpa Ha yAOCToBepeHuATa 1 yeb canTa, KakTo caeaBa:

> npoBepKa Ha NybAnKyBaHO B PerMcTbpa yAOCTOBEPEHME Ha @AeKTPOHEH MOAMNC;

> npoBepKa 3a BaAMAHOCT Ha U3AAAEHO YAOCTOBEpPEHME;

> TNpoBepKa Ha CTaTyC Ha yAOCTOBEPEHMNE B PEaAHO BPEME;

> YAOCTOBEpeHMe 3a BpeMe Ha NPeACTaBeHO CbabP>KaHNE/@AEKTPOHHO M3ABAEHMNE
6e3 HMBO Ha 0bCAYXKBaHe;

» U3TeradHe Ha akTyaAneH Cnucbk cbe cnpeHn 1 npekpateHu yaoctosepenna (CRL) n
soctbn Ao CRL apxums;

» W3TerAdHe Ha onepaTuBHUTE yAOCTOBepeHuAa Ha EBpoTpbeT;

» Wn3TerraHe Ha NybAnYHU AOKYMeHTW Ha EBpoTpbCT;

> APYru yCAyru.

9.2 OUHAHCOBU OTTOBOPHOCTU

EBpoTpbCcT € OTroBopeH 3a NpepoCTaBAHUTE YAOCTOBEPUTEAHW YCAYTM MpeA
noTpebuTeAnTe, KOUTO PasymnTaT Ha YAOCTOBEPABAHUATA.

EBpoTpbCT OTroBapA, ako BpeauTe ca No Herosa BUHa UAM Ha CTPaHUTE, Ha KOUTO TOM
€ Bb3AOXKWA paboTa.

Ako EBpoTpbCcT NOTBbpAM M NpUeMe, Ye ca HaCTbMUAM BPEAW, TOM Ce aHrakupa Aa
nAatn weTtute. MakcnMMaAHaTa rpaHuua Ha MNAallaHe He MOXKe HaABWLIaBa pa3Mepa Ha

BpeauTe.

9.2.1 3ACTPAXOBKA HA AEMHOCTTA

EBpOTPBCT CKAIOUYBA 3aABAMKUTEAHA 3aCTPAxOBKa Ha AEMHOCTTa cu KaTo AOCTaBYMK Ha
KBaAMbULMPAHN YAOCTOBEPUTEAHN YCAYTM. BbB Bpb3Kka C prcka OT OTTOBOPHOCT 3a HaHeCeHM
weTn B cboTBeTcTBME C YAaeH 13 Ha Peraament (EC) N2 910/2014 r. EBpoTpbCeT ckatouBa

MNOoAXOAALLa 3aCTpaxoBKa 3a OTroBOPHOCT B CbOTBeTCTBME C HAUMOHAAHOTO nMpaBo.
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3aAbAXKUTEAHATa 3aCTPaxoOBKa € C HEMpPeKbCBaeM CPOK U Ce NOAHOBABA exkeroaHo. [Npeamer
Ha 3acTpaxoBKaTa e OTrOBOPHOCTTa Ha EBPOTPBCT 3a ocbliecTBABaHaTa OT HEro AEMHOCT,
CbFAaCHO M3UCKBaHWATA Ha MPUAOXKMMOTO 3aKOHOAATEACTBO. 3aAbAXKUTEAHATa 3aCTPaxoBKa
MOKpMBa OTFOBOPHOCTTa Ha EBpOTPBLCT KbM noTpebuTtean n apoBepABalln ce CTpaHW 3a
MPUYMHEHN MWMYLLECTBEHN U HEeUMYLLECTBEHW BpPEeAW AO rpaHuLMTE OMNpeAeAeHu B
MPUAOXKMMOTO 3akoHoaaTeAcTBO. CAes HacTbrBaHe Ha CbOUTWE, KOETO MOXKe Aa MO3BOAW
npeaABABaHe Ha WCK MOKPWT OT 3acTpaxoBKaTa, 3acerHatoTo Auue TpAbBa aa yBeAOMU
nMcMeHo EBpoTpbcT 1 3acTpaxoBaTeAs B CPOK OT 7 AHW CA€A KaToO CbOUTMETO My CTaHe
M3BECTHO. 3aCTPaxoOBaTEAHOTO MOKPUTNE 338 HAHECEHW HEUMYLLECTBEHU U/UAM NMYLLLECTBEHM
Bpean Ha Tutyaap/Cb3paTen He HaAXBbPAA pa3Mepa YCTaHOBEH OT MPUAOXKMMOTO

3aKOHOAAQTEACTBO.

9.2.2 3ACTPAXOBATEAHO NOKPUTUE

3acTpaxoBaTEAHOTO MOKPUTME 3a HAHECEHU HEeUMYLLECTBEHU U/WUAUM NMYLLECTBEHMU
Bpean Ha Tutyaap/Cb3paTen He HaAXBbPAA pasMepa  YCTaHOBEH OT HaLMOHAAHOTO
3aKOHOAATEACTBO.

3acTpaxoBKaTa He MOKPKMBa CAy4amMTe Mo OTKa3 Ha OTFTOBOPHOCT, B YaCTHOCT 3a BPeAU
MPUYNHEHN OT:

» HecnasBaHe Ha 3aAbAXKeHMATa Ha Tutyaap/Cob3paTen;

» KOMMpoMeTUpaHe UAKM 3aryba Ha yacTeH KAod Ha Tutyaap/Cob3aaTen nopaan He
MoAaraHe Ha AbAXKMMaTa rpM»a 3a ornas3BaHe Ha KAIoYa NPU U3MNOA3BaHE;

» HecrnasBaHe Ha W3MCKBaHWATA 3a MPOBepKa Ha BAAMAHOCTTA Ha EAEeKTPOHHWA
noanuc/neyaT n Ha KBaAMGULMPaHOTO yaoCTOoBepeHune ot AoBepsBalla ce CTpaHa;

» dopcMarkopHM 1 ApYrv 06CTOATEACTBA, M3BbH KOHTPOAA Ha EBpoTpbCT.

9.3 KOHOUAEHUMAAHOCT HA BUSHEC MHOOPMALINA

EBpoTpbCcT rapaHtTMpa, 4e cbbupaHeTo, 0OpaboTBaAHETO U CbXxpaHABAaHETO Ha
nHdopMaumMa Mo BpemMe Ha AeNHOCTTa CU  KaTo AOCTaBYMK Ha KBaAubuumpaHu
YAOCTOBEPUTEAHWN YCAYTN € B CbOTBETCTBME C HALLMOHAAHOTO 3aKOHOAATEACTBO.

EBpoTpbCcT rapaHtupa, 4e AoBepABalwy ce CTPaHWM WMMaT AOCTbM CaMO  AO
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nHdopMaumaTa, KOATO € AOCTbMHA B perncrbpa Ha yAOCTOBepeHusTa U yeb canTa Ha

AOCTaBYMKa.

9.3.1 OBXBAT HA KOHOUAEHUUWAAHATA UHOOPMALIUA

KoHdumaeHumnanHa nHdopmauma 3a Tutyaap/Co3paTen e Tasm nHdopMauma, KOATO He
€ BKAIOYEHa B UM3papeHUTe yaoctoBepeHna u B Cnmncbka CbC CNpPeHW U MpeKpaTeHu
yaoctoBeperua (CRL). Ta cbcTtaBAABa AMYHM A@HHU MO CMUCbAA Ha 3akOHa 3a 3aliMTa Ha
AMYHUTE AaHHM (33AA).

KoHdumaeHumnanHaTa vHbOpMauma ce cbbupa oT EBPOTPBCT caMoO AOKOAKOTO e
HeOobX0oAMMa 3a HYXANTE Ha N3AABAHE N MOAABPI>KAHE Ha YAOCTOBEpPEHMATA.

KoHburaeHumnarHaTa nHdopMauma He MOXKe Aa 6bAe NPeAOCTaBAHa Ha TPeTU AMLa, 6e3
M3PUYHO Cbraacre Ha Tutyaapa/Cb3paTend C U3KAIOYEHME Ha CAyYauTe, MpU KOWTO
AOCTaBUMKDBT € 3aABAXKEH MO CMAATA Ha 3aKOH.

AOCTaBUMKBT MOXKe Aa CbbMpa AOMbAHUTEAHA WMHOOPMALMA, KOATO CbLO He ce
BKAIOYBA B YAOCTOBEPEHMATA, HO CE U3MOA3Ba 3a LEAUTE Ha KayeCTBEHOTO MOAAbPKaHEe Ha
KBaAMPULMPaHNUTE YAOCTOBEPUTEAHU YCAYTU.

KoHpuraeHUMarHaTa MHPOPMaLMA ce CbxpaHABa Ha MACTO, AOCTbMBT AO KOETO e
OrpaHMYyeH caMo 3a AMLa OT NepcoHaAa Ha EBpPOTpBbCT, OBAACTEHUN Aa onepupaT C AHHUTE U
ce pa3KkpumBa CaMO CAeA U3PUYHO Cbraacne Ha TuTyaapa/Cb3paTend C M3KAOYEHME Ha
CAyHauTe, MpY KOUTO AOCTaBYMKDBT € 3aAbAXKEH MO CMAATa Ha 3aKOH.

3anncn B »KypHaAUTE M AOTOBETe OT CUCTeMUTe Ha EBPOTPBCT ce pasrae)kapaT KaTo

KOHPMAEHLMaAHa MHPOPMaLMSA 1 Ca 3aLLMTEHN OT HEMPaBOMEpPEH AOCTbI 1 Bb3AEUCTBUE.

9.3.2 HEKOHOUAEHUUWAAHA NHOOPMALINA

HekoHduaeHumanHa e BcAka uWHPOpMaums, CbAbprKalla Cce B perncrbpa Ha
YAOCTOBEpPEHMATA MO OTHOLLEHME Ha N3AAAEHUTE KBaAUDULMPAHM YAOCTOBEPEHWA, KaKTO 1 B
nybAnKyBaHuA akTyaneH CnucbK cbC crnpeHu U npekpateHn yaoctoBepenuma (CRL) u B
apPXMBHUTE KOMMA Ha TO3U CMUCDHK.

ChaepHaTa nHdop™Mauma B yeb caiTa Ha AOCTaBYMKa € AOCTbIMHa 3a ObLEeCTBEHOCTTa:

> [loAnTuka u HpaKTl/IKa npun npeAocCtaBAHe Ha KBa/\I/l(bI/ILI,VIpaHI/I YAOCTOBEPUTEAHN
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YCAYTH;
6raHKa Ha Aorosop Mexkay EBpoTpbCT 1 notpebuteante;
LeHOpa3nunc Ha NpeAocTaBeHuTe oT EBpOTpbCT yeayru;

PbKOBOACTBa 3a NOTPebuTeAu;

YV V V V

aapecy 3a KOHTaKT ¢ Pervctpupaluma opraH n YaoctoBepaABallma opraH;

» noTpebuTeAcku YAOCTOBEPEHMA (eamHcTBEHO cAep, opo0bpeHune Ha
notpebuteanTe);

» CnuncbKbT CbC CpeHn n npekpateHn yaocrosepennd (CRL);

» U3BaAKM OT AOKAaAM (AOKYMeHT 3a cepTudnumpare) ot OpraHa no oueHsBaHe Ha
CbOTBETCTBNETO NAU ,A,pyra yI'Ib/\HOMOUJ,eHa I/IHCTl/lTyLI,I/lFl.

My6AnKyBaHUTE AOKAaAM MHGOPMMpPAT ObLLEeCTBEHOCTTA 3a:

» obxBaTa Ha OAUTa;

» oblaTa olueHKa 3a OAUTa;

» CTeneHTa Ha U3MbAHEHME Ha npenopbrknTe.

9.3.3 3ALLUNTA HA KOHOUAEHUMNAAHATA NHOOPMALIUA

AocTaBUnkbT N TuTyaapat/Cb3paTeAdaT HAMAT NpPaBO Aa Pa3NPOCTPaHABAT WAM Aa
AOMYyCKaT pa3npocCTpaHABaHe Ha MHbOPMaUMA, CTaHara MM M3BECTHa MPU MAM MO MOBOA
M3MbAHEHME Ha 3aAbAXeHMATa MM no AOoroBopa, BKAIOYMTEAHO OTHOCHO MAallaHuA, bes

NpeABapUTEAHO U3PUYHO NMUCMEHO paspelleHne OT ApyraTa cTpaHa.

9.4 HENPUKOCHOBEHOCT HA AMVMHUTE AAHHU

B KauecTtBOTO cM Ha aAMUHUCTPATOP Ha AUYHU AaHHW, EBpPOTPBCT cTporo cbbatosaBa
N3NCKBaHWATA 3@ TMOBEPUTEAHOCT W HepasnNpoOCTPaHeHMe Ha AUYHUTE AaHHU Ha
Tutyrapu/Co3paTenn, CTaHaAM My UW3BECTHWU MNPW W3MbAHEHME Ha AEWHOCTTa CU KaTo
AOCTaBYMK Ha KBaAMPULMPaHU YAOCTOBEPUTEAHUN YCAYTU.

EBpoTpbCT npeanpremMa NoAXOAALLM TEXHUYECKN U OPraHU3aLMOHHN MEPKU cpeLly
HepaspelleHa UAM He3aKOHHa 0bpaboTKa Ha AMYHW AQHHU U CPeLLy CAyYanHa 3aryba unAu
YHULLOXaBaHe Ha AWMYHW AaHHW. EBpOTpbBCT 3awmTaBa MOBEPUTEAHOCTTA M LIEAOCTTa Ha

perncTtpaumoHHNTE AaHHW, 0CcObEHO KOoraTo ce 0bMeHsAT ¢ |'|0Tpe61/|Te/\F|/cy6eKTa VAN MEeXAY
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pasnpeAeAeHUTe CUCTEMHUM KOMMOHEeHTW Ha EBpoTpbcT. KaTo apAMUHUCTpPaTOp Ha AMYHM
AaHHW,  EBpoTpbCcT  cTporo  cbbAlOpaBa  M3NCKBaHMATA  3a  MOBEPUTEAHOCT W
HepasnpoCTpaHeHne Ha AUYHUTE AaHHU Ha TUTyAapu/Cb3paTeAn, CTaHaAu My U3BECTHWU Npwu
M3MbAHEHWE Ha AEMHOCTTa CU KaTo AOCTaBUYMK Ha KBaAMOULMPAHU YAOCTOBEPUTEAHU YCAYTH.
EBpoTpbCT rapaHtTvpa, 4e AWYHWUTE AaHHW ce CcbbupaT, CbxpaHABaT W obpaboTsaT B
CbOTBETCTBME CbC 3aKOHa 3a 3alLmTa Ha AnYHUTe pAaHHK 1 PETAAMEHT (EC) 2016/679 General
Data Protection Regulation (GDPR). EBpoTpbcT cbbupa KoamuvectBo uHbopMauma
NPOMNOPUMOHAAHO Ha HEMHOTO npeaHa3HayeHue un ynoTpeba. Bcekn notpebuten aasa
Ccbraacme 3a o6paboTBaHETO Ha AUMHUTE MYy A@HHU. TOBa Cbraacme ce 3aABABa C MOAMMCBAHETO
Ha AOroBop 3a YAOCTOBEPUTEAHU YCAYTU. AUYHUTE A@HHU Ce M3MOA3BAT CaMO BbB BPb3Ka C
NPeAOCTaBAHETO Ha YAOCTOBEPUTEAHN YCAYTUM, KOETO O3HavyaBa, Ye ce obpaboTBaT caMo Tesn
AAHHW, KOUTO Ca aAeKBaTHU, MOAXOAALLM U He Ca MPEeKOMEpPHW 3a NPeaoCTaBAHE Ha AOCTbN
OHAaMH AO  YCAyrUTeE. AnyHuTe AdHHW Ca 3alWnTeHn B CbOTBETCTBME C TMpaBuUAaTa 3a

MOBEPUTEAHOCT, CbAbPXKaLLM Ce B MOAUTUKATa 3a CUTYPHOCT Ha EBpoTpbCT.

9.4.1 AEKAAPALVA 3A NOBEPUTEAHOCT

AVYHUTE A@HHW, MPeAOCTaBeHW Ha EBpoTpbcT ce cbxpaHABaT M obpaboTeBaT B
CbOTBETCTBME CbC 3aKOHa 3a 3alLmTa Ha AnYHUTe AaHHW 1 PETAAMEHT (EC) 2016/679 General
Data Protection Regulation (GDPR). EBpoTpbcT cbbupa KoAM4ecTBO WHGOPMaLMA
MPOMOPLMOHAAHO Ha HEWHOTO npeAHa3HayeHwe u ynoTtpeba. Bcekn notpebuten aaBa
cbraacme 3a o6paboTBaHETO Ha AMYHUTE My AAHHU. TOBa Cbraacme ce 3aABABa C MOAMMNCBAHETO
Ha AOroBOp 3a YAOCTOBEPUTEAHU YCAYTH.

AMYHUTE A@HHU Ce M3MNOA3BAT CaMO BbB BPb3Ka C MNPEAOCTaBAHETO Ha
YAOCTOBEPUTEAHU YCAYTU.

AVYHUTE AQHHW Ca 3alMTEHW B CbOTBETCTBME C MNpaBMAaTa 3a MOBEPUTEAHOCT,

CbAbP>KaLLM Ce B MOAUTMKATA 3@ CUTYPHOCT Ha EBpoTpbCT.

9.4.2 MHOOPMALINA TPETUPAHA KATO AMHA
BcAaka wnHPopMauma 3a noTpebuteanTte, KOATO He e MyBAMYHO AOCTbIMHA, Ypes

CbADBPKAHNETO Ha N3AAAEHUTE YAOCTOBEPEHNA, ye6 camnTa Ha AOCTaB4YMNKa NAN OHA@WH qpe3
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Cnuncbka cbe cnpern n npekpatenn yaoctoseperns (CRL) n OCSP ce TpeTunpa Kato AMYHa.

9.4.3 MHOOPMALMUA, KOATO HE CE CYHUTA 3A AMHA

LianaTa HGOpMaLma, onoBecTeHa B YAOCTOBEPEHUNATA, Ce CYNTA, Ye He € AMYHA, OCBEH
aKO M3PUYHO He e MPEeABUAEHO APYro B 3aKOHa 3a 3aluMTa Ha AnYHUTE paHHK 1 PETAAMEHT

(EC) 2016/679 General Data Protection Regulation (GDPR).

9.4.4 OTTOBOPHOCT 3A 3ALLUTA HA AUMHUTE AAHHU

EBpoTpbeT 1 Perncrtpupaluma opraH, KOUTO MOAyYaBaT NMoBepuUTeAHa MHbOopMaLms,
rapaHTMpaT 3almtaTa Ha AWYHW AaHHUM Ha noTpebuteanTte. EBpoTpbCcT He ponycka
KOMMNpOMeTUPaHe N paskprBaHe Ha AUMHU AaHHU Npea TpeTun Anua. [peaoctaBaHe Ha AOCTBN

AO AMYHa MHGOPMaLMA € EAMHCTBEHO B CbOTBETCTBME C M3NCKBaHMATa Ha 3akoHa 3a 3alimTa

Ha AMYHUTE AaHHu n PETAAMEHT (EC) 2016/679 General Data Protection Regulation (GDPR).

9.4.5 CbIAACUE 3A USMNOA3BAHE HA AUMHU AAHHU

OcBeH, ako He e nocoveHo apyro B [lpakTvkata npw npeaocTaBAHe Ha
KBaAMPULMPaHN YAOCTOBEPUTEAHWU YCAYTU®, MPUAOKUMUTE MpPaBMAa 3a MOBEPUTEAHOCT
(OocBeH B CAy4anTe Ha cnopasyMeHue) U3NCKBAT AMYHUTE AQHHU Ad HE ObAAT M3MOA3BaHN He3

CblrAaCmMEeTo Ha TVITy/\FI pH/C'b3,A,aTe/\F|, OCBE€H B CAy4HaunTe, NpeABUAEHU B 3aKOH.

9.4.6 APYI'N1 OBCTOATEACTBA 3A PASKPUBAHE HA UHOOPMALMA
MpakTuKaTa Npu NpPeaocTaBAHe Ha KBaAUGUUMPAHN YAOCTOBEPUTEAHWU YCAYTU He

NOCO4YBa HMKaKBU APYyTrn obcToATEeACTBA B TOBA OTHOLLEHMe.

9.5 TPABA BbPXY MHTEAEKTYAAHA COBCTBEHOCT

PasAM4HM  aAaHHKW, BKAOYEHW B uM3paBaHuTe oT EBpoTpbcT  KBaaubuumpaHu
YAOCTOBEPEHUA VAN NMYDAMKYBaHU B pPerncTbpa Ha yAOCTOBEpeHUATa UAW Ha yeb canTa Ha
EBpoTpbCT ca 06eKT Ha NpaBa BbpXy MHTEAEKTyaAHaTa COOCTBEHOCT U APYTY UMYLLLECTBEHN U

HEVMMYLLLECTBEHW MNpaBa.
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OTHolweHnATa NO NOBOA Ha Te3u npaBa Mexkay EBpoOTpbCT U Apyrute yyYacTHUUM B
nHbpacTpykTypaTta Ha EBpOTPbCT, KaTo BbHLWHKW Pernctpupatium opraHn n Ap. ce ypexkaat ¢
AOTOBOP.

Bcuukun unspapeHu KBaanduumpaHu yaoctoBepeHua oT EBpoTpbcT ca 06eKT Ha
aBTOPCKO npaBo Ha EBpoTpbeT.

Bcuukn npaBa Bbpxy M3noassaHu ot EBpoTpbeT 6usHec Mapku (Hanp., EVROTRUST®),
KakTO U CbAbPXKally Ce B YAOCTOBEpPeHMATa TbProBCKM HaMMEHOBaHWA W3MOA3BaHW OT
Tutyrapute/Cob3pateAnTte, ce 3anasBaT OT TUTYAAPUTE UM/Cb3paTeAUTE UM U Ce N3MOA3BaT
CaMO 3a HyXAMWTe Ha NPeAOCTaBAHNTE YAOCTOBEPUTEAHUN YCAYTU.

ABolKaTa KAIOYOBE, KOPeCnoHAMPaLLYM Ha YAOCTOBEpPEeHUATa N3paseHn oT EBpoTpber,
KaKTO M CbOTBETHUA CEKPEeTeH MaTepunaa, ca obeKT Ha npasa Ha EBpoTpbCT, HezaBUCKMMO OT

COBCTBEHOCTTa Ha GUBNYECKMA HOCUTEA Ha KAKOYOBETE.

9.5.1 NPABO HA COBCTBEHOCT HA AAHHU B KBAAUODULIMPAHU
YAOCTOBEPEHUA
EBpoTpbCcT 3anasBa BCUYKM MpaBa Ha MHTEAEKTyaAHa COOCTBEHOCT Ha BKAIOYEHWUTE

AaHHWN B KBa/\l/ld)VlLl,l/IpaHl/ITe YAOCTOBEPEHUA.

9.5.2 NPABO HA COBCTBEHOCT HA UMEHA U TbPTOBCKU MAPKUA
EBpoTpbcT npuTe)kaBa pervcrpupaHa Mapka, CbCToslla ce OT rpaduyeH 3HaK U

HaAMUC, KOUTO NPEeACTaBAABA CAEAHOTO AOTO:

e]fotrust E

/\oroTto e peructpupaHa TbproBcka Mapka Ha EBPOTPbCT 1 He MOXe pAa ce U3MNOoA3Ba
OT APYTY CTpaHu 6e3 NpeABapUTEAHOTO NMCMEHO op0bpeHme Ha EBpoTpbCerT.

Bcunuku notpebutean 3anassat NnpaBoO Ha MHTEAeKTyaAHa COOCTBEHOCT Ha TbpProBCKa
MapKa, MapKa 3a YCAYru, AN TbProBCKO HaMEHOBaHMeE, CbAbPKALLLO Ce BbB BCAKO N3AAAEHO
KBaAMPULIMPaHO YAOCTOBEPEHME.

MpaBo Ha MHTeAeKTyaAHa cOBCTBEHOCT e yHMKaAHoTO nme (DN) B pamkuTe Ha BcAKO
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YyAOCTOBEpPEHME, N3AaAEHO Ha Tutyaap/Cob3paTten.

9.5.3 NMPABO HA COBCTBEHOCT HA ABOMUKA KAIOYOBE

ABOMKaTa KAIOHOBE Ha noTpebuTeaMTe W CBBP3AHOTO C MNYyOAMYHMA  KAKOY
KBaAMPULMPAHO YAOCTOBEPEHME M3AAAEHO OT EBPOTPBLCT, KaKTO U CbOTBETHUA CEKpeTeH
MaTepunan e cobcTBeHOCT Ha EBpoTpbcT, He3aBUCUMMO OT cOBCTBEHOCTTa Ha dumanyeckaTta
CpeAa, B KOATO KAIOYOBETE Ce CbXpaHABaT W1 3aluMTaBsar.

YaocToBepABalmTe opraHm ca cobcTBeHOCT Ha EBpoTpbCT.

9.6 OB NOAOXEHUNA

Tasun vact ot [lpaKkTvKa Npu NpeaocTaBaAHe Ha KBaAMULMPAHU YAOCTOBEPUTEAHU
YCAYTM OMUCBA 3aAbAXKEHWNATA, rapaHuMmuTe 1 OTrTOBOpPHOCTTa Ha EBpoTpbeT, Pernctpupawma
opraH, NnoTpebuteanTe U AOBEPABALLMTE CE CTPaHW. YPEeAeHM ca NpaBaTa, 3aAbAXKEHUATA U
AbAKMMATa rpuXKa Ha noTpebuTeanTe U AOBEpPABAaLUM Ce CTpaHW. 3aAbAKEHUATa W
OTrOBOPHOCTTa Ha NoTpebuteanTe n EBPOTPBLCT ce yperkaaT Ypes AOTOBOPHM CMOpasyMeHus.
OTHolweHNATa C AOBEPABALLM CE CTPAHM CE YPEXKAAT MO Peaa Ha O6LLOTO AEAMKTHO NMPaBo.

AoroBopute 3a NpeaoOCTaBAHE Ha YAOCTOBEPUTEAHU YCAYITM CAepBa Aa ObaaT
CKAIOYBAHM B MUCMEHa WAM EAeKTPOHHa ¢opMa, Npu crnaseBaHe Ha pasnopesbute Ha
PeranamenT (EC) N2 910/2014, PETAAMEHT (EC) 2016/679 1 npUAOXMMOTO 3aKOHOAATEACTBO

B Penybaunka Bvarapua.

9.6.1 BAABAXEHUA, OTTOBOPHOCT UTAPAHUU HA EBPOTPBCT

EBpoTpbCT rapaHTMpa, Ye ocblecTBABa AEMHOCTTA CU KaTo:

» CrnasBa TOYHO YCAOBMATA B HACTOALLMA AOKYMEHT, M3ncKkBaHnATa Ha PernamenT (EC)
Ne 910/2014, PEFAAMEHT (EC) 2016/679 wn HauMOHaAHOTO 3aKOHOAATEACTBO MpWU
oCblUecTBABaHE Ha AEMHOCTTa cv Ha AOCTaBUYMK Ha KBaAMbULMPAHN YAOCTOBEPUTEAHN YCAYTU;

» NpepOCTaBEeHUTE YCAYTM HEe HapyLllaBaT aBTOPCKUTE MpaBa U AULEH3NPaHW Npasa
Ha TPeTU CTpaHu;

» WN3MNOA3Ba TEXHNYECKO 0OOpPYABaHE U TEXHOAOTUN, KOUTO OCUTYPABAT HAAEXKAHOCT

Ha CUCTeMnTe " TEeXHUN4YeCKaTa WU KpVII'ITOFpad)CKa CUTYPHOCT TMnpn ocbuwecrtBABaHE Ha
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npoLecuTe, B TOBa YNCAO U CUTYPEH W 3alLUMTEH MEeXaHU3bM/yCTPOWCTBO 3a reHepupaHe Ha
KAIOYOBE U 3a Cb3AaBaHe Ha EAEKTPOHEH MoAMuc/neyYaT B CBoATa MHPaCTPYKTypa;

» un3paBa KBaAMOUULMPAHN YAOCTOBEPEHWA 3a eAEKTPOHHU MOAMUCU/MeYaTn CAea
KaTo MPOBEPW C AOMYCTUMU OT 3aKOHa CPEACTBa NpeACTaBeHaTa MHPOpPMaLMA;

> CUTYpHO CbXpaHABa W MNOAABPXKA WHOOPMaUMA, CBbp3aHa C M3AaBaHUTE
YAOCTOBEpPEHMA 1 onepaTmMBHaTa paboTa Ha cucTemMuTe;

» CcnasBa YyCTaHOBEHWTe npoueaypu 3a paboTa M nNpaBMAa 3a TEXHUYECKN W
PU3MYECKN KOHTPOA, B CbOTBETCTBME C ycAoBMATa B [pakTuka 1 [ToAnTHKa Npu npeaocTaBaAHe
Ha KBaAMGULMPAHN YAOCTOBEPUTEAHN YCAYTH;

» NpW UCKaHe 13AaBa CbOTBETHUTE TUMOBE YAOCTOBEPEHMUA, CNa3Baliku YCAOBUATA U
NpoLeAypUTE B TO3N AOKYMEHT, CbOTBETHUTE [TOAUTUKIK 1N OOLLONPUETU CTaHAAPTU:

e yaocToBepuTenHn ycayru - X.509, PKCS # 10, PKCS # 7, PKCS # 12;

® yAOCTOBepsABaHe Ha BpeMe - npenopbka RFC 3161;

® npoBepKa cTaTyca Ha yaocToBepeHue - npenopbka RFC 2560;

» yBepoMaBa [loTpebuteanTe 3a akpeamTaumaTa cu;

» Cb3paBa Bb3MOXHOCT 3a He3abaBHO CnMpaHe M nNpekpaTABaHe Ha AEUCTBMETO Ha
KBaAMPULIMPAHO YAOCTOBEPEHME;

» npekpaTtABa 1 cnnpa AeNCTBMETO Ha YAOCTOBEPEHMUA NPU YCAOBUATA U NO peaa Ha
cboTBeTHaTa [loAnTUKa;

> yBeaOMABa He3abaBHO 3aMHTEPECOBAHUTE AULLA CAEA CMIMPaHe Ha YAOCTOBEPEHME;

» ocurypsaBa YCAOBWMA 3a TOYHO OMpPEeAeAdHe Ha BPEMETO Ha u3paBaHe, cnupate,
Bb30OHOBABaHe M NpeKkpaTABaHe Ha AENCTBMETO Ha YAOCTOBEPEHUNATA;

»  WN3MbAHABA NPOLEAYPU MO MAEHTUOMKALMA 1 yCTaHOBABAHE Ha aBTEHTUYHOCT Ha
Tutyaapa/Co3paTens;

» ocurypsaBa MepKu cpelLlly NoAnpaBAHe Ha YAOCTOBEPEHMATa M MOBEPUTEAHOCTTa Ha
AAHHWUTE, AO KOUTO MMa AOCTbM B MpoLieca Ha Cb3AaBaHETO Ha noanunca/neyaTa;

» N3MOA3Ba HAAEXAHW CUCTEMU 3a CbXPaHABaHE U yNpaBAEHME Ha YAOCTOBEPEHUATA;

» CaMO HaAAEXKHO OBAACTEHW CAYXUTEAW MMAT AOCTbM 3a BHACAHE Ha NMPOMEHU B
AHHWUTE, yCTaHOBABAHE Ha aBTEHTUYHOCTTa U BaAMAHOCTTa Ha YAOCTOBEPEHNATA;

» B3MMa He3abaBHW MepPKU NP Bb3HMKBaHE Ha TEXHWMYECKM NPODBAEMUN BbB BPb3Ka
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CbC CUTYPHOCTTa;

» CWU3TMYaHe Ha CPOKa Ha BAaAMAHOCT Ha KBaAMOULIMPAHOTO YAOCTOBEPEHME OTMEHS
BAaAMAHOCTTa My;

» uHbopmupa Tutyaapute/CobapaTeAnte n pAOBepABaLLMTE Ce CTPaHW 3a TexHuTe
3aABAKEHUA U ABAXKKMA TPUMa Ha MOBEAEHME MPU U3MNOA3BAHETO M AOBEPABAHETO Ha
NpeAoCTaBAHUTE OT EBPOTPBCT YAOCTOBEPUTEAHU YCAYTU, KaKTO M OTHOCHO MPaBWUAHOTO U
CUTYPHO WM3MOA3BaHE Ha M3A3AEHUTE YAOCTOBEPEHUA W MNPEeAOCTaBEeHU YAOCTOBEPUTEAHMU
YCAYTW, CBbP3aHU C TAX;

» U3MNOA3Ba M CbXpaHABa CbbpaHaTa AMYHa U Apyra MHGoOpMaLMa caMo 3a LleAnTe Ha
CBOATAa AEWHOCT MO MNPeAOCTaBAHE Ha YAOCTOBEPUTEAHU YCAYTM B CbOTBETCTBME C
HaLMOHAAHOTO 3aKOHOAATEACTBO;

» He CbXpaHfABa M He KOoMuMpa AaHHM 3a Cb3paBaHe Ha MOTPEOUTEACKM 4acTHM
KAIOYOBE;

» TNOAAbP)KA pas3fnoAaraeMy CpPeACTBa, KOWTO OCUTypABaT Bb3MOMHOCT 3a
M3BBbPLUBAHE Ha AEMHOCTTa My;

» CKAIOYBa 3aCTpaxOBKa 3a BPeMeTO Ha CBOATa AEUHOCT;

» MNOAAbP»Ka AOBEPEH MEPCOHaA, NpuUTeKaBall, HeObBXOAMMUTE eKCNepPTHU 3HaHUA,
onuT U KBaAMdUKaLMA 33 N3BbPLUBAHE Ha AEMHOCTTa;

» MNOAAbPKa pPerucTbpa Ha YAOCTOBEPEHMATa, B KOUTO MyOAMKyBa MU3A3AEHUTE
KBaAMbULMPaHN YAOCTOBEPEHMS;

» noapabp)ka yeb cauT, B KOWUTO nybanKkyBa akTyaneH CnucbK CbC CnpeHn u
npekpateHu yaoctoBepenua (CRL), apyrn obctoAaTencTBa M EAEKTPOHHU AOKYMEHTH,
CbIrAACHO TO3M AOKYMEHT U HaLMOHAAHOTO 3aKOHOAATEACTBO;

» ocurypsABa AOCTbMN 6e3 orpaHuyeHna A0 PermMcTbpa Ha YyAOCTOBEPEHUATA;

» ocurypdABa 3aluMTa cpelly BHacAHe Ha MPOMEHU B MOAAbPKAHUA PErucTbp Ha
YAOCTOBEPEHMATA OT HeperrnamMeHTUpaH U HemnpaBOMEpPEH AOCTbM WAM MOPaAU CAYHaMHO
cbbutne;

» nybAnKyBa He3abaBHO W3AAAEHUTE YAOCTOBEPEHMATA B  pPerncrbpa Ha
YAOCTOBEPEHMNATA;

> Cb3AaBa YCAOBMA Ha BCAKa AOBepABalla Ce CTpaHa Aa npoBepn CraTyCa Ha

[ ] elDAS-CPS | Bepcus: 7.0 /28.02.2023 r. | O6wopa0CTbNEH AOKYMEHT | 209



MPAKTUKA MNPV NPEAOCTABAHE HA KBAANOUUMPAHN YAOCTOBEPUTEAHW YCAYTU I

N3AaAEHO U NYOAUKYBAHO YyAOCTOBEPEHME B PErmcTbpa Ha YAOCTOBEPEHUATA;

> W3BbPLIBa NEPUOANYHU BBTPELIHW OAUTW Ha AEMHOCTTa Ha YAocToBepABalLmA
opraH 1 Pernctpupatuma opran;

» W3BbPLUBA BbHLHW OAMTW OT HE3aBUCKMMW OAMTOPW WM NMyOAMKYyBa Ha cavTa cwu
pe3yATaTUTe OT NpoBepKaTa;

> WN3MOA3Ba B AEMHOCTTa U cepTudULMpaH codpTyep 1 Xapayep, KakTo U CUTYPHU U
HaAEKAHN TEXHOAOTUYHU CUCTEMMU;

» noaAbpKa Ha camTa Ha EBpoTpbcT cnmcbk ¢ Perncrpupalum opraHu, Cnmcbk
NnpenopbYUTEAEH COPTYEpP 1 XapAyep 3a U3MOA3BaHE OT NoTpebuTeanTe, bAaHKK, PopMyAapH,
TMNoB AOroBOp 1 AP. AOKYMEHTW B MOA3a Ha NOTpebuteaunTe;

» KOrato MnpeAoCTaBA YCAYTM, KOWTO He MW3WCKBAT 3almuTeHO KpunTtorpadpcko
ycTponcTBo, EBpoTpbCT npuaara Bcuukn 3aabaxkeHusa, nocodern 3a NCP B ETSIEN 319 411-
1;

» Korato npeaoCTaBA YCAYrM, KOWUTO W3WCKBAT 3almUTeHO KpunTorpadcko
ycTpomncTso, EBpoTpbeT nprnaara Bcuukm 3apabakeHna, nocodern 3a NCP + B ETSIEN 319 411-
1;

» KOrato MpeAoCTaBsA YAOCTOBepeHuA B cboTBeTcTBME ¢ noAnTukmn QCP-n-gscd wm
QCP-I-gscd, EBpoTpbcT npuaara Bcuukim 3aabaxkeHus, nocovenn 3a NCP + B ETSIEN 319 411-
1;

» KoraTo M3paBa yAOCTOBEPEHME Ha IOPUAMHECKO AMLLE B CbOTBETCTBME C MOANTUKA
QCP-w EBpoTpbcT npuaara Bcuykm 3apbaxeHmns, nocodermn 3a EVCP B ETSIEN 319 411-1;

» KOrato M3paBa yAOCTOBepeHue Ha GU3NYECKO AMLe B CbOTBETCTBME C MOAUTMKA

QCP-w EBpoTpbcT npuaara Bcuyku 3apbaxeHmna, nocovenu 3a NCP B ETSIEN 319 411-1.

AOCTaBUMKBT HOCK OTFTOBOPHOCT npea, Tutyaap 1 AoBepABalla ce CTpaHa 3a
NPUYMHEHN BPpeAn OT rpyba HeOPe>KHOCT UAU YMUCDHA:
» OT HeusMmbAHEHWe Ha wusunckBaHuAaTta oT Peraament (EC) N2 910/2014 npwm
oCblUecTBABaHe Ha AEMHOCTTa CU MO MPEeAOCTaBAHE Ha KBaAMGUUMPAHU YAOCTOBEPUTEAHU
YCAYTU;

> oT HEBEPHN WNAN AUTNCBaWLN AaHHW B KBa/\l/ICII)VILI,I/IpaHOTO YAOCTOBeEpPEHNE KbM
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MOMEHTa Ha U3AaBaHETO My;

» OT BpeaW, KOUTO ca MPUYMHEHW B CAy4al, 4e Mo BpeMe Ha M3AaBaHeTO Ha
YAOCTOBEPEHMETO AMLETO, MOCOYEHO KaTo TuTyaap/Cb3paTeA, He € pa3noAaraAo C YaCcTHUA
KAIOY, CbOTBETCTBALL, Ha MYOAUYHNA KAIOY;

» OT aATOPUTMWYHOTO HECHOTBETCTBME MEXAY HaCTHUA KAIOY U MYOAUYHUA KAIOY,
BMUCBaH B YyAOCTOBEPEHMETO.

» OT HecnasBaHe Ha 33aAbAKEHMATA CU MO W3paBaHE WU yNpaBAeHWEe Ha
KBaAMbULMPaAHN YAOCTOBEPEHMS;

» OT BNMCBaHe Ha HEBEPHU UAN AMMCBALLN AQHHU B YAOCTOBEPEHUNATA;

» OT NPOMYyCKW B yCTaHOBABAHE Ha MAEHTUYHOCTTa Ha Tutyaapa/CbapaTens.

BbB Bpb3Ka C M3nNbAHEHME Ha M3UCKBaHMATa Ha PSD2, npn nouckBaHe OT cTpaHa Ha
NCA Ha nHbopMaumAa, CBbp3aHa C U3AAAEHM YAOCTOBEPEHMA C BMUCAH B TAX HOMEP Ha
AVILIEH3a Ha nAaTekHata MHCTUTYums Ha Payment service provider (PSP), perucrpupan ot
cbwma NCA, oTroBopHocT Ha EBpoTpbCT e pAa ocurypu Tasm nHGopMaLums, KOATO ce npeaAara
cpeluy 3anaalare. Caea n3BbpLUBaHe Ha 3anAalaHeTo, EBpoTpbeT nosasa nHGopMaLms KbM
NCA 3a nspapeHUTe YAOCTOBEPEHMA, KaTo MocoYBa TEXHUAT OPOW, BUA, CEPUEH HOMEP WU
nepmoA Ha BAAMAHOCT.

B cayyanm ve, npean Kpas Ha BaAMAHOCTTa Ha M3AAAEHO YAOCTOBEPEHME CTaTyChbT Ha
YyCTPOWCTBOTO 3a CUIYPHO Cb3paBaHe Ha noanuc/nedat (QSCD/cMapT KapTa), BbpXy KOeTo To
e 3anucaHo, bbae NMPOMEHEH MO Ha4yWH, 3acAral, BaAMAHOCTTa Ha YAOCTOBEpPEHMETO,
EBpoTpbCT npeanpueMa penicTBnA B CboTBeTCTBUE C M3nckBaHmATa Ha ETSIEN 319 411-2 no
npeKkpaTABaHe Ha BCUYKW aKTUBHU YAOCTOBEPEHMUA, 3acerHati oT npomaHaTa. Avuarta, YnmTo
YAOCTOBEPEHMUA Ca 3acerHaTy, Liie 6bAaT CBOEBPEMEHHO YBEAOMEHMW 3a NPEKPATABAHETO Ype3
MMEeNA, M3NpaTeH Ha eAeKTPOHHWA appec, BMUCaH B YAOCTOBEPEHMETO WMAM MOCOYEH 3a
KOHTaKT. B Te3n cayvan pasxoanTe no npenspaBaHe MAM NOAHOBABAHE Ha YAOCTOBEPEHUETO
M 3aMAHa Ha YCTPOWCTBOTO C TakoBa, YMNTO CTaTyC NO3BOAABA U3MOA3BAHETO MY 3a CUTYPHO

Cb3AaBaHe Ha KBaAVICI)VILI,l/IpaH EAEeKTPOHEH I'IO,A,I'IVIC/I'Ie‘-IaT, Ca 3a CMeTKa Ha KANEHTa.

9.6.2 3AABAXKEHUA, OTTOBOPHOCT U TAPAHUUN HA PETUCTPUPALLUA
OPrAH
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EBpoTpbeT rapaHtupa, ve PerucTpupalima opraH mM3nbAHABa cBoMTE QyHKLUMU U
3aAbBAXKEHUA B MbAHO CbOTBETCTBME C YCAOBMATaA B TO3M AOKYMEHT, C W3NCKBaHMATa U
npoueaypute B [ToAnTUKaTa 1 U3AAEHUTE BbTPELLHW ONepaTUBHU MHCTPYKLMN.

EBpoTpbcT oTroBapAa 3a aenctBuATa Ha Peructpupawma opraH B
nHdpacTpyKTypaTa Ha EBpoTpbCT.
EBpoTpbeT rapaHtupa, Ye Pernctpmupaluma opraH:

» WN3NbAHABA CBOATA AEMHOCT, KaTO M3MOA3Ba HAAEXAHW U CUTYPHW YCTPOMUCTBA U
codTyep;

> NpPeAOCTaBA YCAYTM, KOUTO Ca B CbOTBETCTBME CbC HALMOHAAHOTO 3aKOHOAATEACTBO
M He HapyLllaBa aBTOPCKUTE NMpaBa 1 AMLEeH3WpPaHu NpaBa Ha NoTpebuteanTe;

» noAara Hy>KHWUTE YCWAWA, 33 Aa M3BbPLIBA MNPaBUAHA WAEHTUOMKALMA Ha
noTpebuTeAnTe, BbBEXAA MPAaBUAHO U TOYHO AaHHUTe B 6HaszaTa AaHHU Ha EBpoTpbeT M
aKTyaAM3unpa Tasmv MHGOPMaLMsA B MOMEHTa Ha NMOTBbP>KAABAHE HA AGHHUTE;

» He npaBu YMWULWAEHW TPEeWKU WAM He BHacA HEeTOYHOCTM B uMHbOpMaumATa,
CbAbp>Kallla ce B YAOCTOBEPEHUATA;

> HeroBWTe YCAYrM ca B CbOTBETCTBMe C obuonpuetute ctaHaapTtn: X.509, PKCS #
10, PKCS # 7, PKCS # 12;

> HeroBWTe YCAYTM Ce NPEeAOCTaBAT Bb3 OCHOBA Ha NPOLIeAYPU, KOUTO ca CbobpaseHu
c npenopbkute Ha ,[lpakTnka Npu NpeasocTaBAHE Ha KBaAUUUMPAHU YAOCTOBEPUTEAHM

ycayrn”; ToBa ce oTHaca AO:

. npoLeAypw 3a NpoBepKa Ha CaMOANYHOCTTa Ha NoTpebuteaunTe,

. npoLeAypw 3a NPOBepKa, 3a AOKa3BaHe Ha YacCTeH KAIOY, CBbpP3aH C NybAnYeH
KAIOY;

. npoueAypw 3a npuemMaHe, obpaboTka M NOTBLPXKAEHME WAN OTXBbPAAHE Ha

MCKaHUA Ha MoTpebuTeAn 3a M3paBaHe, MOAHOBABAHe, CNMpaHe W MpeKkpaTABaHe Ha
YAOCTOBEPEHUS;

. npoueAypn 3a WMCKaHe Ha MNOTBbPXAEHME OT YAOCTOBepABall, OpraH, Bb3
OCHOBa Ha BeYye NPUETO WCKaHe OT NoTPebuTeA 3a n3paBaHe, MOAHOBABAHE, CNMpaHe WAK
npekpaTABaHe Ha YAOCTOBEPEHME;

L npoueAsypun 3a Cb3AdBaHE€ Ha apxXuB Ha C'b6paHI/ITe NPUAOXKEHNA N AaHHW,
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MOAYYEHU OT NoTpebutTeanTe;

. NpoLLeAypPW 3a reHepupaHe Ha KAIOHOBE 3a NoTpebuTteaun;

. npoueAypw 3a NepcoHaAn3aumsa U U3AABaHE HA EAeKTPOHHU KpunTorpadcKu
KapTu, Ha KOWTO Ce CbXpaHABaT YyAOCTOBEPEHNATA N ABONKATa KAIOYOBE;

L y4acCTBaT BbB BbHLUHWN U BbTPELIHN OANTU Ha EBpOTp'bCT .

PerncrpunpalmaT opraH ce aHra>kupa Aa:

» npeactaBa Ha EBpoTpbcT npenopbku, OCOBEHO Te3n, KOUTO MNpou3ThU4aT OT
OANTUTE;

> Aa OCUTYpW 3aluMTa Ha AMYHUTE AaHHWM B CbOTBETCTBME CbC 3aKOHa 3a 3aliuTa Ha
AMYHUTE pAaHHK, GDPR 1 OTHOCKMMOTO 3aKOHOAATEACTBO;

> Aa C'bXpaHFIBa Ha CI/IprHO MACTO YaCTHUTE KAKOYOBE Ha onepaTopMTe B
CbOTBETCTBME C MU3UCKBAHMATA 38 CUTYPHOCT, ONPEAEAEHMN B HACTOALLUMA AOKYMEHT;

» A3@ He W3MNOA3Ba AMYHUTE OMEPATOPCKM KAIOHOBE 3a LEeAW, PasAnYHW OT Tesw,

Mnoco4eHn B HaCToAWNMNA AOKYMEHT.

9.6.3 3AABAXKEHUA HA NOTPEBUTEAUTE

TuTyAapat/Cb3aaTeAaT UAM HasAeXHO oBAacTeHoTo oT Cbaaatenn Gpuanyecko Auue,
MOCOYEH B M3A3AEHOTO KBAaAMPULIMPAHO YAOCTOBEPEHMNE, MMa CAEAHUTE 3aABAXKEHUA:

» Aa ce 3ano3Hae U pa crna3Ba ycAroBmATa Ha Aorosopa, [NoanTukute u lMNpakTtnknte
NPy NpPeAoCTaBsHE Ha KBaAMGUUMPAHW YAOCTOBEPUTEAHW YCAYrv OT EBpOTPBCT, KakTo u
N3NCKBaHNATA B OCTAHaAUTE AOKYMEHTU, NyOAMKYBaHW Ha yeb caiTa Ha EBpoTpbCT;

» nNpW NopaBaHe Ha WCKaHWA 3a M3paBaHe W yNpaBAEHME Ha YAOCTOBEpPEeHUA Aa
NPeAOCTaBM BsPHA, TOYHA W MbAHA MHbOPMaLMA, KOATO EBPOTPBCT M3MCKBA CbrAAcHO
AoroBopa, HOPMaTUBHUTE N3NCKBaHWA, MPUAOKUMUTE [ToAUTUKK 1 [TpaKkTUKK;

» AareHepupa KpunTorpadCku KAIOUYOBE, M3MOA3BANKN CUTYPEH METOA Y aATOPUTBM,
cbobpasHo um3nckBaHuATa Ha Peraament (EC) N2 910/2014 n aa n3noassa opo0bpeHn oT
EBpoTpbCT ycTponcTBa 3a Cb3aaBaHe Ha EAEKTPOHEH noanuc/neyar;

» AanpoBepU MbAHOTaTa M BEPHOCTTa Ha CbAbP>KAHMETO Ha NPeAOCTaBeHaTa OT Hero

nHbopmauma 3a yaoctoBepaAsaHe B noae DN (Distinguished Name) Ha wu3paBaHuTe
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yAoCTOBepeHua. B cayyalh Ha HecbOTBETCTBME MeXKAy MpeacTaBeHata uHpopmaums u
YAOCTOBEPEHOTO CbAbPrKaHWE, NOTPebutens TpAGBa Aa yBeAOMU He3abaBHO EBpoTpbCT;

» A3 NPeycTaHOBW M3MOA3BAHETO Ha YAOCTOBEPEHMETO B CAyYall Ha CbMHEHME 3a
3aryba nam xpaHaBa Konma

» Ha 4acCTHMA KAIOY U Aa Nosaae A0 EBpOTpBbCT 3aABKa 3a HErOBOTO CrvpaHe;

» A3 NpPeycTaHOBW M3MOA3BAaHETO Ha YAOCTOBEPEHMETO MPU HaAMYMe Ha OCTapAAa,
NpPOMeHeHa, HETOYHa U/MAN HEBAPHa MHPOPMaLMsA, BKAIOYEHA B M3AAAEHO YAOCTOBEpPEHME 1
Ad NOAAAE UCKaHe 3a CnypaHe Ha AENCTBMETO Ha YAOCTOBEPEHMETO;

» npean Aa U3MNOA3Ba HOBOTO YAOCTOBEpPEHMEe, pa NpoMeHu aocerawHua MNH 3a
AOCTBIM AO YCTPOMCTBOTO 3@ Cb3paBaHe Ha eAEKTPOHEH MoAnuc/neyaT, KbAETO Ce CbXpaHABa
YaCTHUAT KAIOY;

»  Ad NPUAOXKWN HeobxoamMaTa AbAXKMMA FpUXKa U Aa NpeanpuemMe HeobxoanMmnTe
MEpPKW 3a NPeAOTBpaTABaHE Ha YacCTHMA KAIOY OT KOMMpoMeTupaHe, 3aryba, paskpuBaHe,
MoAMbUKALMA AN ADYTO HEPA3PELLEHO AENCTBUE;

» A3 WN3MNOA3Ba M3A3AEHOTO OT EBPOTPBCT yAOCTOBEPEHME CaMO 3a 3aKOHHU LLeAU U B
CbOTBETCTBME C YKasaHaTa B HEro NOAUTMKA W NPaKTUKa;

» A3 op0bpABa yCAOBMATa, NocodeHn B Aorosopa Mexay Hero v EBpoTpbeT; ToBa
0A0bpeHVe TpAGBa Aa Ce CbCTOW Ha CaMOpPBbYEH NOANMC Bbpxy AoroBopa;

» A3 0A0DpABa M3AAAEHOTO 3@ HErO YAOCTOBEPEHME;

» Aa@ He paskpuBa Mnaposata 3a AOCTbM Aa YCTPOMCTBOTO 3a Cb3AaBaHe Ha
eAEKTPOHEH noanuc/nedat Ha HeYMbAHOMOLLLEHWN AVLLA;

» A3 He nNpaBW AOCTbMEH CBOA YaCTeH KAIOY 3@ APYTU ANLA;

> umndpoBmTe NoaNMUCHK Aa ce cbapaeaT camo oT QSCD ycTponctso;

> YaCTHUAT KAIOY Ha MOTPebUTEAd Aa Ce MOAABP KA (AN CbOTBETHO Aa Ce U3MOA3Ba)
NoA €AMHCTBEHO HEFOB KOHTPOA;

> Ad N3MOA3Ba ABOIZKaTa KAKOHOBE CaMO 3a eAeKTPOHHW NOANMNCK AN NeYaTun.

9.6.4 ABAXKNMA TPUXKA HA AOBEPABALLA CE CTPAHA
AvuaTa, KOUTO ce AOBepABaT Ha KBaAMPULMPAHO YAOCTOBEPEHME 33 EAEKTPOHEH

I'IO,A,I'IVIC/I'Ie‘-IaT Tpﬂ6Ba Aa nputekaBaT OCHOBHW TMO3HAHWMA OTHOCHO MNpPpUHUUMNNUTE Ha

[ ] elDAS-CPS | Bepcus: 7.0 /28.02.2023 r. | O6wopa0CTbNEH AOKYMEHT | 214



MPAKTUKA MNPV NPEAOCTABAHE HA KBAANOUUMPAHN YAOCTOBEPUTEAHW YCAYTU I

M3MNOA3BAHE W MPUAOXKMMOCT Ha EAEKTPOHHWA Moanuc/medaT M Ha YCAYruTe, CBbp3aHu C
ynotpeba Ha KBaAMPULIMPAHO YAOCTOBEPEHME 3a EAEKTPOHEH Noanuc/nevar.

AoBepsABallaTa ce CTpaHa CAeABa A MOAOXKU AbAXKMMA FPUXKa, KaTo:

> Cce AOBepsABa Ha YAOCTOBEpeHMATa caMO C oraep Ha [loAMTMKata OTHOCHO
NnpeAHa3HaYeHMETO N Ha OrPaHUYEHNATA, MPU KOUTO € U3AAEHO;

> W3BbPLIN MPOBEPKa Ha CcTaTyca Ha YAOCTOBEPEHMETO B MOAAbPXKAHWA OT
EBpoTpbCT pernctsbp Ha yaocToBepeHuaTa. [poBepKkaTa Ha eAeKTPOHHAaTa aBTEHTUYHOCT U Ha
MHTErpuTETa Ha YAOCTOBEPEHNETO N3BBH PETNCTbPA Ha YAOCTOBEPEHNATA UAN B HEAKTYaAeH
Cnucbk cbc cnpeHn U npekpateHn yaoctoBepenua (CRL) He ocurypsBa npoBepka 3a
HeroBata BaAMAHOCT W BCUYKU HaCTblMMAM Bpean OT TMpeAnpureTn AeVICTBl/IFl, CAeA
OCblUecTBABaHE EAMHCTBEHO Ha TakaBa NPOBepPKa, ca 3a CMeTKa Ha AoBepABallaTa ce CTpaHa;

» npoBepsABa BaAMAHOCTTa Ha EAEKTPOHHMA noanmMc/medaT Ha eAeKTPOHHO
NOoANMNCaHN M3ABAEHWNA, KaKTO N BaAMAHOCTTa Ha €AEeKTPOHHKMA NoANMMNC Ha EBpOprCT no
BepuraTa oT yAOCTOBEpPeHUA A0 6a30BOTO YAOCTOBEPEHME;

> ce yBepw, 4e MNPUAOXKEHMATa, C KOWUTO Ce M3MOA3Ba YAOCTOBEPEHWMETO Ca
GYHKUMOHAAHO MPUAOXKMMU 3a MPEeAHA3HAYEHMETO, 3a KOUTO € M3AAAEHO, KaKTO U C OTAeA
HMBOTO Ha CUFYPHOCT, MOCOYEHU B CbOTBETHATa [ToAUTHKa;

> Aa NMpOBEPU AAAU MOANMMCHT/MEYATHT, MPUAPYXKEH OT YAOCTOBEPEHUETO, HE €
M3MOA3BaH 3a LEAM W 3a CTOMHOCT Ha TPaH3aKLWW, U3BbH BMUCAHUTE B YAOCTOBEPEHWNETO
OrpaHWYeHUA 1 Lean;

> Aa Ce yBepu, 4e AbAXKMHaTa Ha NU3MNOA3BaHUTE KAIOHOBE OTroBapA Ha M3MCKBaHMATa
3a curypHocT Ha AoBepABallaTa ce CTpaHa;

> Aa ce yBepw, Ye yAOCTOBEPEHMNETO € BUMAO BaAMAHO KbM MOMEHTa Ha Cb3aaBaHe Ha

EAeKTPOHHNA noAn nc/nevar.

AbAxKMMa rpurka Ha AoBepsABallata ce CTpaHa € Aa U3MNOA3Ba MEXaHW3bM 3a CUrypHa
NPOBEpKa Ha EAEKTPOHEH MOAMMC/NeYaT, KOUTO rapaHTupa, Ye:

> NyOAMYHUAT KAKOY, KOWTO Ce M3MOA3Ba 3a MpoBepka Ha noanuca/nevarta
CbOTBETCTBA Ha TO3U, KOWTO Ce NPEeACTaBsA NPeA HEro;

> npoBepKkaTa 3a WM3NOA3BaHE Ha 4YaCTHUA KAKOY € HaAeMAHO TMMOTBbpAEHa W©
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pe3yATaTUTE OT Tasu NPOBEPKa KOPEKTHO Ce NPEeACTaBAT;

» Npuv HEOOBXOAMMOCT MOXe Aa Ce YCTaHOBM CbAbPMAHMETO Ha MNOAMWUCAHWA
EAEKTPOHEH AOKYMEHT;

» QaBTEHTWYHOCTTa W BaAMAHOCTTA Ha YAOCTOBEPEHMETO KbM MOMEHTa Ha
MOAMMCBAHETO HaAEXAHO Ce MPOBepPABaT;

> pesyATaTUTe  OT  MpoBepKaTa W EeAeKTPOHHaTa  WMAEHTMYHOCT  Ha
Tutyaapa/Cb3paTens NPaBUAHO Ce MPEACTaBAT;

» BCAKaKBW NPOMEHU, PeAeBaHTHM 38 CUIYPHOCTTa Ca YyCTaHOBUMMU.

MpoBepkaTa 3a NpeaHasHaYeHMEeTO Ha YAOCTOBEPEHNETO Ce M3BbPLLBA MO CAEAHUTE
A@HHM, CbaAbp>KaLLm ce B MPodUAa Ha YyAOCTOBEPEHMETO:

» TloAnTMKaA, B CbOTBETCTBUE HA KOATO Ce U3AABa WM YNpPaBAABa YAOCTOBEpPEHMe 3a
eAeKTpOHeH noanunc/neyat, nocoveHa B noae ,Certificate Policies”;

> npeapHasHaYeHWeTo W OrpaHUYeHUATa Ha AENCTBMETO Ha YAOCTOBEPEHMETO,
onucaru B noae ,Key Usage” n ,ExtendedKey Usage”;

»  AaHHM 33 TutyAAapsa/Ch3paTend Ha YAOCTOBEPEHNETO, MOCoYeHu B noAe ,Subject”.

EBpOTPbCT He HOCK OTTOBOPHOCT 3@ HAaCTbMNUAM Bpean Ha AoBepsABaLLaTa ce CTpaHa oT
HermoAaraHe Ha AbAXKMMaTa rpua. Bcekn AOKyMeHT c A6 PEKTEH AN CbMHUTEAEH EAEKTPOHEH
noAnuc/nedar caeaBa Aa 6bAe OTXBbPAEH MAU €BEHTYAAHO MOAAOXKEH Ha APYIM MPOLEAypPU,
KOUTO MO3BOASBAT Ad C€ MOCOYM HerosaTa BaAUAHOCT. Bcako anue, KoeTo op06pu Takbs

AOKYMEHT, HOCU OTFTOBOPHOCT 33 KakBUTO N Aa BUAO MOCAeAMLN.

2.6.5 3AABAXKEHUA HA APYTU CTPAHU

9.6.5.1 3AAbBAXKEHUA HA KBAAUOULNPAHUA OPrAH 3A
YAOCTOBEPABAHE HA BPEME

KeaanduumpaHmar opraH 3a yaoctoBepsasaHe Ha Bpeme (,Evrotrust TSA”) nspasa
KBaAMbULMPAHN YAOCTOBEPEHUs 3a YAOCTOBEepsBaHe Ha Bpeme, B CbOTBETCTBUE C
M3ncKkBaHWATa, yctaHoBeHW B PernamenT (EC) N2 910/2014, ctaHaapTV 1 CTaHAAPTU3ALMOHHMN
AOKYMEHTU, TEXHUYECKN U OPraHMU3aLNOHHU YCAOBUA B EBPOTPBCT, ocurypaBaLLm CUTYPHN U

HaAeXAHW  YCAOBMA 3a Cb3AaBaHE WM MNPOBEpPKa Ha EeAeKTPOHHWM BpeMeBKM TMedaTy,
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yaocToBeputeaHn MNoanTnkm 3a keaandbuumpaHo yaoctoseperue. spasaHeTo ce n3sbpLiBa
C NoMoLTa Ha noanucealm eanHuum Evrotrust TSA” un ,Evrotrust Timestamp TSU “.

EBpoTpbceT rapaHtupa, ye:

» WN3MOA3Ba TEXHOAOTWU, ONMEepPaTUBHU MPOLIEAYPU M MPOLEeAYyPU 3a yNpaBAEHME Ha
CUTYPHOCTTa, Ype3 KOUTO Ce MPeAOoTBpaTABa BCAKAKBa Bb3MOXKHOCT 3a MaHWMyAMpaHe Ha
BPEMETO;

» U13MN0A3Ba NapamMeTpu Ha KpUNTorpadckm aaroputMm B cboTBeTcTBMe ¢ PernameHT
(EC)N2910/2014;

» ocurypABa TEXHWYECKM W OPraHW3auMOHHW YCAOBMA 3a MNpWAaraHe Ha
HeobxoanMuTe TTOAUTUKN 3a M3AaBaHE Ha KBaAMGULMPAHO YAOCTOBEPEHME 38 EAEKTPOHEH
BPEMEeBM MeyaT U TEeXHUYECKU YCAOBMA 3a YCTPOMCTBaTa 3a Cb3paBaHe M MNPOBEPKa Ha
eAEKTPOHHM BPeMEBW NeyaTu;

> AedunHMpa noHe eaHa xel QYHKLMA, KOATO MOXKE Aa Ce M3MOA3Ba 3a Cb3AaBaHe Ha
Xel AaHHU MapKMpaHu C BpeMme;

» W3MN0OA3Ba KOOPAMHWMPaHO yHuBepcaaHo Bpeme - UTC ¢ MakcMMaAHO AOMyCTUMO
3abaBAHe MeXXAYy MOMEHTa Ha MOAy4YaBaHe Ha UCKAHETO N U3AABaHETO Ha YAOCTOBEPEHMETO

3a BpeMe oT 1 (eaHa) ceKyHaa.

EBpoTpbeT rapaHtupa, ye:

» nNpepoCTaBsA HemnmpekbcHaT AocTbn (24/7/365) Ha noaabprKallM  YCAyrM, C
M3KAIOYEHME Ha BPEMETO 3a TexHUYecKka NpodmnAakTnKa, KaTo AOCTBMHOCTTa U TOYHOCTTA Ca
rapaHTMpaHu, AOPU W aKO HAKOAKO MOTpebuteas ca eAHOBPEeMEHHO CBbp3aHu C
MPUAOXKEHMETO;

» OCHOBaBa CBOATa TbProBCKa AEMHOCT Ha HaAEXAHW ycTpoWcTBa M codTyep B
cboTBETCTBME C m3nckBaHuA, onpeaesedn B: CAW 14167-1 ,Security Requirements for
Trustworthy Systems, Managing Certificates for Electronic Signatures - Part 1: System Security
Requirements” and ETSI TS 102 023 ,Policy requirements for time-stamping authorities”;

» npoBexAa CcBoATa AEMHOCT WM YCAYTM B CbOTBETCTBME C  MPUAOXKMMOTO
3aKOHOAATEACTBO;

» un3paBa eneKkTpoHHU BpemeBn nedvatu (Timestamp Tokens) B cboTBeTcTBME € ETSI
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EN 319 422 Time-stamping protocol and time-stamp profiles.

9.6.5.2 3AABAKEHUA HA KBAAMOULIMPAHUA OPTAH 3A
BAANAVNPAHE

KBaanduumparnmat opraH 3a BaavampaHe (,Evrotrust RSA QS Validation”) Ha
EBpoTpbcT ocbliecTBABa GYHKLMUTE CU B CbOTBETCTBME C WM3WCKBAHWA, OMNPEAEAEHU B
Peranament (EC) N2 910/2014. N3nckBaHMATa ONPEAEAAT TEXHUYECKUTE M OPraHn3aLMOHHN
YCAOBMA B AEMHOCTTa Ha EBpPOTPBCT, NOAUTUMKUTE 3a yAOCTOBEpsABaHe Ha KBaAnduuMpaHo
YAOCTOBEPEHME, TEXHNYECKUTE M3NCKBAHNA 3a YCTPOWMCTBAaTa 3a Cb3AaBaHe U MPOBepKa Ha
eAeKTPOHHU MoAMMCK/NeYaT, EeAEKTPOHHU YAOCTOBEPEHUA 3a BpeMe W eAeKTPOHHU
YAOCTOBEPEHMA 3a aBTEHTUYHOCT Ha yebcanTose.

EBpoTpbeT rapantupa, ye:

» W3MNOA3Ba ONepaTUBHM NPOLEAYPU U TaKMBa 3a YNPaBAEHME Ha CUTYPHOCTTA, KOUTO
M3KAIOYBAT BCAKAKBa Bb3MOXKHOCT 3@ MaHWMNyAMpPaHe Ha CbCTOAHMETO Ha YAOCTOBEpEeHUATa
NAN AGHHUTE;

» npoBepsABa BaAMAHOCTTa Ha EAEKTPOHHW  MoAMMUCK/MeYaTy, EeAeKTPOHHM
YAOCTOBEPEHMUA 33 BPEME U EAEKTPOHHU YAOCTOBEPEHMNA 3a aBTEHTUYHOCT Ha yebcanTose,
N3MNOA3BaAHM B CbOTBETCTBME C n3ncKkBaHuaTa Ha Peraamendt (EC) N2 910/2014;

» ,Evrotrust RSA QS Validation” npoBepaABa CbCTOAHMETO Ha yAOCTOBEPEHUATA B

cvoteeTtcTBue ¢ RFC 2560 Online Certificate Status Protocol (OCSP) recommendation.

9.6.5.3 3AAbBAXKEHUA HA KBAAUOULIMPAHUA ONEPATUBEH
YAOCTOBEPABALL, OPrAH 3A KBAAMOULUUNPAHU EAEKTPOHHU
NOAMUCU/NEYATU

3apbakeHuATa Ha  KeaanduumpaHus onepatmBeH yAOCTOBepsdABall OpraH 3a
KBaAMULMpPaH eAeKTPOHHM noanucu/nedat Ha Espotpber ,Evrotrust RSA Operational CA”,
ocbluecTBABa GyHKLMMTE CU B CbOTBETCTBME C U3UCKBaHUs, onpeaeseHn B Peraament (EC) N°
910/2014 3a onpepenfHe Ha TEXHWYECKM U OPraHu3auMOHHW YCAOBWMA B AEMHOCTTa Ha
AocTasumumte. VsnckBaHusaTa ca cebp3aHu ¢ [oAMTUKUTE 3a M3paBaHe Ha KBaanduumpaHo

YAOCTOBepEHNE N TEXHNYHECKNTE U3NCKBaAHNA 3a yCTpOIZCTBaTa 3a Cb3AaBaHe N NpoOBEpPKa Ha
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EAeKTPOHHN noAnmcm/neanm.
EBpOTp'bCT M3MNOA3Ba oOMNnepatmBHM MNpouepAypn W TaknMBa 3a YyhNpaBAeHUWE Ha
CUTYPHOCTTa, KONTO U3KAKOYBAT BCAKAKBa Bb3MOXXHOCT 3a MaHUNyAMpPaHe Ha CbCTOAHNETO Ha

YAOCTOBEPEHNATA NAN AGHHUTE.

9.6.5.4 3AAbBAXKEHUA HA EBPOTPBCT MO OTHOLWWEHUE HA PETUCTBPA
HA YAOCTOBEPEHUATA U YEB CAUTA HA AOCTABYUKA

PernctbpbT Ha yaoCTOBepeHMATa M yeb canTa Ha AOCTaBYMKa Ce ynpaBAABaT W
KOHTpOAMpaT oT EBpOTpBCT, KaTo ToM rapaHTnpa, Yye:

» nybavKyBa n apxumBupa KBaaMbuumMpaHu yaocToBepeHua Ha KeaavdbuumpaHus
6a3oB yaocToBepnBaly, opraH ,Evrotrust RSA Root CA”, KBaanduumpaHuns Baanampaty, oprat
“Evrotrust RSA Validation”, Ksaanduunpanusa opraH 3a yaoctoBepsaBaHe Ha Bpeme “Evrotrust
TSA", Ksaanduunpatmna onepatueeH yaoctoBepssaly opraH “Evrotrust RSA Operational CA”,
Keaandunumpanuna sBaanampaty opraH “Evrotrust RSA QS Validation”

» nybankyea u apxusupa [loantnknte u [lpakTnknte npu npepocTaBAHE Ha
KBaAMOULMPAHN  YAOCTOBEPUTEAHU  YCAYTM, AOTOBOPM C  KAMEHTUTE, ChAMCbUM C
NPEnOPBbYNTEAHN MPUAOIKEHNA U YCTPOMNCTBA, N CMUCHK Ha PerncTpupaluy opraHu, Kakto m
APYT AOKYMEHTU, CBbP3aHN € AENHOCTTa My;

» ocurypsaea AOCTbM A0 KBaAMOULMPAHN YAOCTOBEPEHMSA, OCBEH B CAy4YauUTe, KOraTto
TUTYAApPA He € N3pasnA Cbraacme 1 TO CaMO MO OTHOLLEHME Ha HETOBOTO YAOCTOBEPEHMNE;

» AaBa AOCTbM A0 MHbOPMauMATa OTHOCHO CTaTyca Ha YAOCTOBEpeHusATa, ypes
nybAmnKyBaHe Ha CnucbK cbeC cnpeHun n npekpateHn yaoctosepenms (CRL) nam ypes npotokoa
3a NpoBepKa cTaTyca Ha yaocToBepeHusAaTa B peanHo Bpeme (OCSP);

» ocurypsBa MOCTOsSHEH AOCTbMN A0 MHbOPMaumATa Ha yeb caliTa Ha AOCTaB4YMKa 3a
YaocTtoBepsBaly opraH, Pervcrpurpall, opraH, KAMEHTU 1 AOBEPABALLM Ce CTPaHW;

» nybankyBa CnmcbK cbe cnpern n npekpateHn yaoctoepernd (CRL) 6es 3abaaHe

M B CbOTBETCTBMNE CbC CPDOKOBETE, ONPEAEAEHN B HAaCTOAWNMNA AOKYMEHT.

9.7 OCBOBOXAABAHE OT OTTOBOPHOCT

OTFOBOpHOCTTa Ha EBpOTp'bCT Cce OCHOBaBa Ha O6LLI,l/ITe npasnAa, NOCOYeHUN B
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HacToAwaTa NpakTrka Npu NpeAoCTaBAHE Ha KBaAMbULMPAHU YAOCTOBEPUTEAHM YCAYTU U € B
CbOTBETCTBME C HEOOXOAMMUTE MPaBHUM aKToOBe, KOUTO ca B cuAa B Penybamka Bbarapua.
OcBoboAaBaHETO OT OTrOBOPHOCT CAeABa Aa Ce OMPEAEAUM B AOFOBOPUTE MexAy
notpebuteanTe n EBpoTpbCT.

EBpoTpbcT He HOCK OTFOBOPHOCT B CAy4anTe, KOraTo HacCTbMUANTE BPEAU Ca
CAEACTBME OT HeMoAaraHe Ha AbAXKMMa rpurka, HEM3MbAHEHME Ha 3aAbAXKEHUATA UAM AUMCa Ha
nosHaHuA B obaacTTa Ha PKI TexHoaornuTe (,MHbpacTpykTypa ¢ nybanyeH katod”/ Public Key
Infrastructure) ot ctpaHa Ha TutyasipuTe nan AoBepsABalumTe ce CTpaHu.

EBpoTpbCT He HOCK OTFTOBOPHOCT M B CAyYal Ha BPEAN MPUYMHEHN OT:

> WN3MNOA3BaHe Ha YAOCTOBeEpeHMe Wn3BbH MpepseAnTe Ha BMNMCaHMTE B Hero
npeaHasHadYeHnAa 1 orpaHm4eHnAa Ha HeroBoTO AeIZCTBI/Ie, Nno OTHOLWEeHMe Ha ueAnTe 3a
N3MNOA3BaHe 1 OrpaHn4YeHmaA 3a CTOMHOCTTa Ha TPaH3aKunnTe;

» He3aKOHHW AENCTBUA OT CTpaHa Ha TuTyAaapu n AoBepaABalln ce CTPaHu;

» NpeAOCTaBAHE Ha HayMHa Ha MAEHTMULMPaHE Ha YCTPOWCTBOTO 3a Cb3AaBaHe Ha
noanuc/nedar n AOCTbM AO HaCTHUA KAKOY OT CTpaHa Ha TuTyaapa/Cb3paTens Ha TPeTu AULa;

> CAyYalHW CbOWTMA, MMaLLM XapakKTepa Ha HenpeoAOAMMa CUAQ, BKAIOYUTEAHO
3AOYMULLAEHN AEUCTBUA Ha TPeTu AMLa (XakepCKu aTaku, OTHEMaHe Ha YCTPOWCTBOTO 3a
Cb3paBaHe Ha noanuc/neyaT, AOCTbM AO HYaCTHUA KAIOY, y3HaBaHe 6e3 3HaHWEeTO Ha TUTYAApPA
Ha HauyMHa Ha nAeHTUGULMpPaHe 1 Ap.)

> V3MNOA3BaHE Ha YAOCTOBEPEHWE, KOETO He € W3A3AEHO UAM M3MOA3BaHO B
CbOTBETCTBME C U3NCKBaHMATaA U NpoueAsAypunTe Ha HpaKTl/IKaTa u lNMNoAnTMKaTa Ha EBpOprCT;

» W3MNOA3BaHEe Ha HEBAAMAHO YAOCTOBepeHUe (YAOCTOBEPEHME, KOETO € CNPAHO NAM
npeKpaTeHo);

» He CBOEBPEMEHHO AENCTBME MO MpeKpaTABaHe VAW ClMpaHe Ha YAOCTOBepeHue
(creacTBME OT 3abaBeHO OT cTpaHa Ha Tutyaapa/Cb3paTenns MCKaHe AWM MOopaAu MPUYUHU
M3BBH KOHTPOAa Ha EBpoTpbCT);

> KOMMPOMETMpPaH YacTeH KAIOY, KOpecCnoHaMpall, Ha NybAMYHMA KAIOM B
YAOCTOBEPEHMETO NO BMHa Ha Tutyaapa/Co3paTens;

» AOWO KayecTBO WM QYHKLMOHAAHOCT Ha COdTyepHUTE MPOAYKTU W XapAyepHU

yCTpomcTBa n3noA3BaHun ot Tutyadapa/Co3satend n AoBepABalum ce CTpaHu.
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EBpOTp'bCT HEe OTroBapA 3a CbAbPHKAHMETO Ha NpUKadYeHuTe d)al?llAOBe. Bcnukm
pnckoBe, KOUTO MOraT Aa Bb3HMKHAT NPU CBaAAHE AN N3TETAAHE Ha NpUKadYeHn c|>a|71/\0|3e Ca

OTrOBOPHOCT Ha NOTPEBUTEAUTE, KOUTO MM OOMEHAT.

9.8 OrPAHUYEHUA HA OTTOBOPHOCTTA
3a  uM3paBaHM  KBaAMUUMPAHW  YAOCTOBEPEHUA 33  EAEKTPOHHM
noanucu/nedatn, AOCTaBYUMKBLT OTroBapA B paMKUTe Ha BMUCAHWTE B YAOCTOBEpPeHMATa

AVMWUTU Ha CTOMHOCTTA Ha TpaH3akumnunTe.

9.9 OTroBOPHOCT HA TUTYAAPA/CHb3AATEAA

Tutyaapa/Cb3paTens oTroBapa 3a npea EBpoTpbCT M BCMUKKM p0BepABalLM ce AULA,
aKo:

» NpwW Cb3paBaHETO Ha ABOMKaTa YacTeH-MYOAMYEH KAIOY € N3MOA3BaA aATOPUTBM Y
YCTPOWCTBa 3a Cb3AaBaHE Ha EAeKTPOHEeH noanuc/mevaT, KOUTO He OTroBapAT Ha
nanckeaHmnaTa Ha PeranamenTt (EC) N2 910/2014;

» He N3MbAHABA TOYHO M3NCKBaHWATA 3@ CUIYPHOCT, ONpPeAeAeHN OT EBPOTpBCT;

» He nowucka oT EBpOTpbCT cnupaHe WAM nNpekpaTABaHe Ha AENCTBMETO Ha
YAOCTOBEPEHMETO CAEA KaTO € Y3HaA, Ye YaCTHUAT KAIOY € BUA M3NOA3BaH HEMPABOMEPHO UAM
CbLL,ECTBYBa ONacHOCT OT HEMPAaBOMEPHOTO MYy MU3MOA3BaHE;

» e HanpaBWA HEBEPHU U3ABAEHWA Npes EBPOTPDHCT, KOUTO MMAT 1 OTHOLIEHUE KbM
CbABPKAHUETO AWM KbM M3AABaAHETO Ha KBaAMPULIMPAHOTO YAOCTOBEPEHME;

» KOraTo yAOCTOBEPEHUETO € M3papeHo c BnmncaH Cb3paTeA M OBAACTEHO OT Hero
AMLE, OTTOBapA 3@ HEN3MbAHEHMETO OT CTPaHa Ha OBAACTEHMA Ha 3aAbAXKEHMATa MY.

KaneHntbT, TutyAapat/Cb3paTeAaT  UAM  YMbAHOMOLLUEHUAT  MpPeACTaBUTEA  Ha
IOPUAMYECKO AMLE OTFOBapA 3a CbAbP>KAHWETO Ha NpuKadyeHuTe GamAoBe U MOCAEACTBUATA

OT TAXHOTO N3MNOA3BaHe.

9.9.1 OTTOBOPHOCT HA TUTYAAPA/CHb3AATEAA KbM EBPOTPBCT

TVITy/\FIpFIT/C'b3AaTe/\F|T, OoTroBapAa CcrnpAamo EBpOTp'bCT, aKO TOM MAM OBAACTEHOTO OT
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Hero Aunue, e npeAoCtaBMA HEBEPHWU AaHHW, CbOTBETHO € MNpeMbAYaA AaHHU, KMMalln
OTHOWEHNE KbM CbAbPXKAHNETO NAN KbM U3AABAHETO Ha YAOCTOBEPEHUMETO, KakTO N KOrato
He € CbXpaHABaA NPaBNAHO HYaCTHUA KAIKOY, CbOTBETCTBALL, Ha NMOCOYeHNA B YAOCTOBEPEHNETO

NyBAMYEH KAIOM.

92.10 CPOK U NPEKPATABAHE HA ,MPAKTUKA NMPU NPEAOCTABAHE HA
KBAAUOULIMPAHN YAOCTOBEPUTEAHU YCAYTN”

9.10.1 CPOKOBE

Tasn [MpakTnka BAM3a B CMA@ OT MOMEHTa Ha HeEMHOTO o0p0b6peHme oT CbBeTa Ha
AMpeKTopuTe Ha EBpOTpBbCT M NybAnKyBaHeTO M Ha yeb canTa Ha EBpoTpbeT. AonmbAHEHNA KbM
TO3UW AOKYMEHT BAM3aT B CMAA CAep NMyOAMKyBaHeTO UM Ha yeb canTa Ha EBpoTpbCT.

Pasnopeabute B HacToALMA AOKYMEHT Ca BaAMAHU AO M3AaBaHe U NybAMKyBaHe Ha
cAeaBalla Bepcua Ha [lpakTrka npu npeaocTaBaAHe Ha KBaAMGUUMPAHN YAOCTOBEPUTEAHM

ycayrn” Ha yeb canta Ha EBpoTpberT.

9.10.2 NMPEKPATABAHE

C npekpaTABaHe Ha aelHoCTTa Ha EBpoTpbcT, ce npekpaTABa akTyaAHOCTTa Ha
[paKTuKaTa, KakTo M Ha CbAbpPXKallyM Ce B TO3M AOKYMEHT pa3nopeadbu.

AOCTaBYMKDBT CbXpaHABa HAAAEKHO U CUTYPHO BCUYKKN MPEAULLHN Bepcuun/pesakLmm

Ha TO3N AOKYMEHT.

9.10.3 EQEKT HA NPEKPATABAHE U OLIEAAABAHE

Mpw npekpaTABaHe Ha AoroBsopa 3a YAOCTOBEPUTEAHN YCAYTH,
Tutyaapute/Co3paternTe n AoBepABallnTe ce CTpaHW OCTaBaT 06BbP3aHM OT TO3N AOKYMEHT,
OT rAeAHa TOYKa Ha M3AAAEHUTE MOTPEebUTEeACKM KBaAMdULMpPaHM YAOCTOBEpPEHUd, 3a

OCTaTbKa OT nepmnosa Ha BAAMAHOCT Ha Te3Un YAOCTOBEpPEHUNA.

9.11 BEAEXKWU N CbOBLUEHNA MEXAY CTPAHUTE
AvuaTa, nocoyeHn B HacToAwata [lpakTuka MoraT aa M3BbPLUBAT M3ABAGHMA N Aa

06MeHAT nHPopMaLma C MOMOLLTa Ha OBMKHOBEHA MNoLLLa, eAeKTPOHHa noLla, dakc, TeredoH,
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n MpexxkoBu npotokoan (Hanpumep TCP / IP, HTTP) 1 4pe3 MOBUAHOTO MPUAOXKEHME Ha
EBpoTpbeT T.H.

I3bopbT Ha cpeacTBaTa MoKe aAa Obae M3OpaH B 3aBUCMMOCT OT Tuna Ha
nHdopMaLmMATa M HauMHa Ha U3NOA3BaHe Ha ycAyruTe Ha EBpoTpbCeT.

Nubopmauma 3a BcekM npobuB B CUTypHOCTTa Ha YacTHUTE KAKOYOBE Ha
YaocToBepaABalwmTe opraHm TpAbsBa Aa 6bae NybAnKyBaHa Ha canTa Ha EBpoTpbCT, KoeTo Lwe

A HanpaBu AOCTbIMHa OT BCNYKU 3aNHTEPECOBaHW CTPaHMU.

9.12 W3MEHEHMA B ~TIPAKTUKA nPum NMPEAOCTABAHE HA
KBAAMOUNLIMPUHUN YAOCTOBEPUTEAHU YCAYITN”

VIameHeHuATa B [lpakTukaTa Moxe apa ObaaT pe3yATaT OT HabAlAaBaHW TpeLlKw,
aKTyaAn3aLMn U NPEAAOXKEHUA OT 3acerHaTuTe cTpaHu. B cayyan Ha HepeNcTBUTEAHa KAaay3a
OT TO3M AOKYMEHT, BaAMAHOCTTa Ha LeAnA AOKYMEHT ce 3arnasBa M He ce HapyllaBa AOroBopa
c Tutyaapa/Cob3paTens. HepencTBUTEAHATa KAQY3a Ce 3aMeCTBa CbC 3aKOHOCbObpa3Ha HopMa.

EBpoTpbCcT MOXKe apa NpaBu pepakUMOHHW MPOMEHWU B TO3M AOKYMEHT, KOWTO He
3acAraT CbAbP>KaHMETO Ha NpaBaTa U 3aAbAXKEHUATA B HErO.

[TpOMeHN, KONTO BOAAT AO HOBa Bepcua/pepakuma Ha AOKYMeHTa ce nybAMKyBaT Ha

WHTEpPHEeT cTpaHuLuaTa Ha EBpoTpbCeT.

9.13 PELWWABAHE HA CNMOPOBE
EBpoTpbcT MMa npoueaypa 3a NopaBaHe, pasrAexpaHe WM pellaBaHe Ha
NPEANOXKEHUNA, >KAaADU, CUTHAAU U PeKAaMaLMK, MOAYHEHN OT MOTPEOUTEAU, KAMEHTU UAU
AOBeEpABaLLM Ce CTPaHW OTHOCHO MPEAOCTaBAHETO Ha YCAYTUTE UAW APYTM CBbP3aHWU C TAX
BbMNPOCK.
[MpeaMeT Ha cnopoBe MoraT Aa 6bAaT EAMHCTBEHO HECBOTBETCTBUA MAM MPOTUBOPEYNA
MeXAY AML, CTpaHm no porosopa ¢ EBpotpber. Cnopose nan »anbu OTHOCHO M3MOA3BaHE Ha
YAOCTOBEPEHMA U YAOCTOBEPUTEAHU YCAYrW, MNpPepoCTaBAHM oOT EBpoTpbcT Wwe Obaat

pewaBaHn, 4pe3 NocpepHN4eCcTBO, Bb3 OCHOBA Ha NMUCMEHO MOAaAEHA VIHd)OpMaLI,l/IFl. Bcaka
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»kanba TpAbBa Aa CbabpXKa ONMMCaHWe Ha TeMaTa, NpUYnHaTa MAM OBCTOATEACTBATA, CBbP3aHM
c npobAeMa, Mo KOWTO ce OTMNPaBsA, KaKTo 1 MbAHOTO UME, aAPEC, EAEKTPOHHA NoLa 1 TeanedoH
3a Bpb3Ka C nopatend. KbM noaaseHuTe »KaAbu MoraT Aa ce npuAaraT Konua Ha AOKYMEHTH,
CBbP3aHU C oNMcaHaTta Tema.

Mo npeasBABaHe Ha peKAaMauMa MOTPEOUTEAAT Mnoco4YBa MnpeaMeTa  Ha
peKAaMaLumATa, NMPeAnoYUTaHUA OT HEero HauymH 3a YAOBAETBOPABAHE Ha PeKAaMaumATa,
CbOTBETHO pa3Mepa Ha NpeTeHAMpaHaTa CyMa, U appec 3a KOHTakT. [lpu noaaBaHe Ha
peKAaMaLma NOTPEBUTEAAT 3aABAMKUTEAHO NPUAara U AOKYMEHTUTE, Ha KOUTO Ce OCHOBaBa
npeteHumaTa. lpu npeasBABaHe Ha pekAaMaumATa 3a yCcAyrata NOTPEOUTEAAT MOXe Ad
npeTeHAMpPa 3a 3BbPLUBAHE Ha yCAyraTa B CbOTBETCTBME C AOTOBOpPA, 3a OTOMB OT LieHaTa NAK
3a Bb3CTaHOBABaHE Ha 3anAaTeHaTa cyMma.

lNoaaBaHeETO Ha »KaAbu, CUTHAAW N PEKAaMaLMK Ce M3BBPLLBA MO CAEAHUTE HAYNHU:

> lNoaaBaT ce AMYHO, B MUCMEH BUA Ha XapTnA U COBCTBEHOPBYHO MOoANMCaHK (No
M3KAKOYEHME Ce AOMYCKa YCTHO MOAABaHE CaMO M EAMHCTBEHO Ha peKkAamMauuu), B oduc Ha
appec:

,EBpOTPBCT TexHoAbaKMC” AA

rp. Coopua, 1766

6yA. ,OkonoBpbereH nbt” N2 251 T, ,MM BU3HEC LLEHTbHP”, eT. 5

TenedoH, parc: + 359 2 448 58 58

nmenn: office@evrotrust.com

» Ha enektpoHHaTa nowa Ha Eepotpbcr  (office@evrotrust.com  wman
dpo@evrotrust.com;), noanncaHun ¢ KBaabuLMpaH eAeKTPOHEH MOAMMC.

EBpoTpbCT pasraexkaa BCAKa NOCTbMNUAA »KaAba MAM peKkAaMauma U B /-AHEBEH CPOK
N3roTBA MMUCMEH OTFOBOP C MPEAAOXKEHUA 3a AENCTBUA, KOUTO Aa ce npeanpuemat (ako e
NPUAOXMMO). KoraTo 3a pelleHMeTo Ha KOHKpPeTHa »anba MAK pekAaMauma € HeobXxoAMMO
cbbrpaHe Ha AOMbAHUTEAHA WHGOPMaLMA MO CAyYasd, KOeTO M3UCKBa MoBevye Bpeme,
NOAATEAAT Ce yBeAOMABa MUCMEHO, KaTo Ce M3AaraT CbOTBETHUTE MOTMBU. EBpoTpbCT
pasrAekAa MoOCTbMMAa >Kanba WAM peKkAaMaumsa W M3npalla OKOHYaTeAeH OTroBOP AO

noaateAas B cpok A0 1 (eanH) Mecel,.

[ ] elDAS-CPS | Bepcus: 7.0 /28.02.2023 r. | O6wopa0CTbNEH AOKYMEHT | 224


mailto:office@evrotrust.com
mailto:dpo@evrotrust.com

MPAKTUKA MNPV NPEAOCTABAHE HA KBAANOUUMPAHN YAOCTOBEPUTEAHW YCAYTU I

2.14 NPUAOXUMMO MNMPABO
3a BCUYKM BBNPOCK, HEYPEAEHM B HACTOALLMA AOKYMEHT Ce npuAarat pasnopeabute

Ha 6b/\rapCKOTO 3aKOHOAAQTEACTBO.

9.15 CBLOTBETCTBUE C NPUAOKUMMOTO NPABO

3a Aa rapaHTMpa, Ye paboTh 3aKOHHO W HapeKAHO, EBpoTpbCT npuaara caepHuTe
N3NCKBaHWA:

» EBpoTpbCcT NpeaocTaBA Ha NOTPEbUTEAUTE N Ha BCUYKUM 3aUHTEPECOBaHU CTPaHM
MNOAUTUKM, MPAKTUKKN, CEPTUPUKATU N AEKAAPALMM 33 YCMELLIHO M3BBbPLUBAHN MPOBEPKM, KaTo
AOKa3aTeACTBa 3a TOBa Kak OTroBapA Ha NMPUAO>KUMUTE 3aKOHOBWN M3NCKBaHWA;

»> EBpoTpbcT npeapocTaBA yAOCTOBEPUTEAHU YCAYIM U MNPOAYKTU 3a KpanHu
noTpebuTeAn - xopa C yBPeXAAHUA, KOraTo TOBa € Bb3MOXKHO;

> EBpoTpbCT NpepocTaBA yAOCTOBEPUTEAHN YCAYTM, KaTo B3eMa npeasua ETSI EN
301 549 cBbp3aH Hy»kaaTa OT AOCTBMHOCT Ha noTpebuteanTe Ao VIKT npoayKTU 1 yCAyru;

> EBpoTpbcT rapaHTMpa, 4Ye e TNPEeANPUEAD  MOAXOAALUM  TEXHUYECKM W
OpPraHM3aLMOHHN MEpPKU CpeLly HEeOTOPM3MpPaH AOCTbM AO MHPOPMALMOHHaTa CUCTEMA,
He3aKOHHO 0bpaboTBaHe Ha AUYHU AAHHU VAM Cpellly CAyYaWlHa 3aryba, yHuULLoXKaBaHe AN
yBpEeXAaHe Ha AUYHW AaHHW. EBpoOTpbCcT obpaboTBa AMYHUTE A@HHM B CbOTBETCTBME C
Pernament (EC) 2016/679. B ToBa OTHOLWEHWE, MPEAOCTAaBAHETO Ha OHAAMH YyCAyra W
YAOCTOBepABaHe Ha OHAAMH AaHHW Ce OTHacA eAMHCTBEHO A0 obpaboTkaTa caMo Ha OHesu
MAEHTUOUKALMNOHHN AGHHW, KOUTO Ca aAEKBaTHM, MOAXOAALLM U HE MPEKOMEPHO, 3a Aa ce

NPeAOCTaBM AOCTbM AO Ta3u YCAyra OHAAMH.

92.16 APYIA PA3MNOPEABU
Hactute Ha EBpOTpbCT, CBbpP3aHM C reHepupaHeTo 1 yrnpaBAeHMETO Ha YAOCTOBEPEHMA
Ca He3aBUCMMU OT APYrM OpraHmM3auMm 3a peleHuATa, CBbpP3aHW C YCTaHOBABAHETO,

OCUTYPABAHETO, MOAADBPXKAHETO U CMNNPAHETO Ha YCAYTM B CbOTBETCTBUE C MPUAOKKMMATa

NOAUTUKA.
B yactHOCT:
1. BuclieTo pbKOBOACTBO, CTapPLUMAT NEPCOHAA U CAYXKUTEAUTE C AOBEPEHU POAU
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Ha EBpoTpbCT, 3aHMMaBaLLM ce C reHepupaHe 1 ynpaBAeHME Ha YAOCTOBEPEHMA € OCBODOAEH

OT BCAKAKDbB TbProBCKHN, CI)VIHaHCOB M APYr HAaTUCK, KOMNTO MOXKe Aa nNoBAUAE He6/\aronpvaHo

Ha AOBEPUETO B NPEAOCTaBAHUTE YCAYTA.

2. Yactute Ha EBpoOTpBCT, 3aHMMaBallM ce C reHepupaHe U ynpaBAeHME Ha

YAOCTOBEPEHMA, MMaT AOKYMEHTUPaHa CTPYKTypa, KOATO 3aliMTaBa be3npucTpacTHOCTTa Ha

onepauuuTe.

10 MN3NOA3BAHU TEPMUHU N CbKPALLLEHUA

10.1 NMPUAOXKEHME 1: TEPMUHU N CBKPALLEHNA HA BBbATAPCKU E3UK

Ba/\l/IAl/IpaHe € rpouec Ha npoBepkKa WM NOTBbp»KAaBaHE Ha

Cb3AaBaHe Ha
€@AEeKTPOHEH

noAnmc

Baanaupane

BAaAMAHOCTTa Ha EAEKTPOHEH MOAMWNC WUAM neyaT
AaHHMU 323 AaHHV 3a BaAMAMpPaHe ca AaHHU, KOWTO Ce WM3MOA3BaT 3a
BaAMAMpPaHe BaAMAMPAHE Ha EAEKTPOHEH MOAMUC AU EAEKTPOHEH nevaT

AaHHU 3a MAeHTUOUMKAUMA Ha AMLA ca Habop OT AAHHW, KOWUTO
AaHHMU 323

MO3BOAABAT AA C€ YCTAaHOBWM CaMOAMYHOCTTa Ha GU3UYECKO MAM
maeHTUdUKauumsa

IOPUANYECKO AMLE, UAM Ha OU3NYECKO AMLEe, NMPEeACTaBAABALLO
Ha AMLA

IOPUANYECKO AMLLE
AaHHMU 3a

,A,aHHl/I 3a Cb3AaBaHe Ha eAeKTPOHeH NoANNC Ca YHUKaAHU AaHHWN,
KONTO Ce MN3MNOA3BaT OT TVITy/\FlpFl Ha €AeKTPOHHMA noAnncC 3a

Cb3AABAHETO Ha EAEKTPOHEH MOAMUC

AosepsaBawa ce

cTpaHa

AosepsBawa ce ctpaHa (,Relying Parties”) ca dusnyeckn naum
IOPUAMYECKN  AMLA, KOWTO  pasymtaT Ha  EeAeKTPOHHa

MAEHTUOUKALMA NAN YAOCTOBEPUTEAHA YCAYTa

Keaanpuumupan

AOCTABUUK Ha

,A,OCTaB'-II/IK Ha YAOCTOBEPUTEAHU YCAYTH, KONTO npeAoCTaBAa epaHa

WA MoBevye KBaAMOULMPAHN YAOCTOBEPUTEAHU YCAYTU U e

YAOCTOBEPUTEAHM

MOAYHYMA KBaAMbULMpaHna cu ctatyT oT OpraHa no Haa30p
yCAyru
ErH EanHeH rpakpaaHcKm Homep
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EAeKkTpoOHeH

BpeMéeBM nevart

EAeKTpOHEH BpeMeBM MedyaT ca AaHHU B eAeKTPOHHa ¢opMa,
KOWTO CBBbP3BaT APYIM AAHHW B eAEKTPOHHa POpMa C KOHKpPeTEH
MOMEHT BbB BPEMETO U MNPEACTaBAABAT AOKa3aTeACTBO, 4e

NOoCAEAHUTE AaHHWM Ca CbleCTBYBaAM B CbOTBETHNA MOMEHT

EAeKkTpOHeH

AOKYMEHT

EAeKTpOHEH AOKYMEHT e BCAKO CbAbpPXKaHME, CbXpaHABaHO B
eAeKTpOoHHa GopMa, MO-CrNeLmnmarHO TEKCTOB MAM 3BYKOB, BU3YaAeH

AN ayANO-BU3YaAEH 3anunc

EAeKkTpoHeH

nevar

EAeKTpOHEH MmevaT ca AaHHM B eAeKTPOHHa ¢opMa, KoUTo ce
AODABAT KbM APYrM AaHHU B EAeKTPOHHa dopMa wAM ca
AOTVMYECKM CBBbP3aHW C TAX, 3@ Aa Ce rapaHTMpaT NPOU3XOABLT U
LeAOCTTa Ha MNOCAeAHUTe. EAeKTPOHHMAT nevaT CAy>KW KaTo
AOKa3aTEACTBO, HYe AAAEH EAeKTPOHEH AOKYMEHT € U3A3AEH OT|
IOPUAMYECKO AMLE U TFapaHTUpa HaAEXAHMA MNpOomn3Xos WU
LLeAOCTTa Ha AOKYMEeHTa.

OcBeH Npu yAOCTOBEPABAHETO Ha aBTEHTUYHOCTTa Ha AOKYMEHT,
N3paAEH OT IOPUANYECKO AMLLE, EAeKTPOHHUTE nevyaTn MoraT Aad
Cce W3MNoA3BaT 3a YyAOCTOBEpABaHe Ha aBTEHTUYHOCTTa Ha

UMPPOBUTE aKTUBM Ha IOPUAMYECKO AMLLE, KaTO COPTyepeH Koy

AW CbPBBPU

EAnekTpOHeH

noanuc

AaHHu B eAneKTpoHHa dopMa, KOUTO ce A0BABAT KbM APYTM AGHHU
B eAeKTPOHHa GOpPMa AN Ca AOTUYECKU CBBP3aHM C TAX, U KOUTO

TUTYAAPAT Ha eAeKTPOHHNA NOANMNC N3MOA3Ba, 3a Aa Ce NoANMCBa

EAnekTpOHHa

naeHTUdUKauumsa

EAeKTpOHHa naeHTUdMKaLMs e npoLec Ha U3NOA3BaHe Ha AAHHU
B eAeKTPOHHa dopMa 3a MAEHTUOMKALMS Ha AMLLA, KOUTO AaHHMU
NPEeACTaBAABaT MO YHUKAAEH HauyMH AAAEHO (M3MYECKO UWAU
IOPUAMYECKO AMLE, WAM U3MYECKO AMLEe, MPEACTaBAABALLO

ropnandecko Amue

|[KBaAndpuumpan

€AEKTPOHEH

KBa/\VICI)l/ILI,l/IpaH EAeKTPOHEH BpeMeBWM nNnedatr € eAEeKTPOHEH

BpemMeBu nedar, KOWTO OTroBapA Ha NU3NCKBaHNATa:
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|BpemeBu nevar

a) obBbp3Ba paTaTa 1 yaca C AAHHUTE MO HaYMH, KOUTO AO roAAMa
CTeneH M3KAIOYBaA Bb3MOXHOCTTa 3a He3zabead3aHa NpoMAHa Ha
AAHHUTE

0) ocHOBaBa Ce Ha M3TOYHMK Ha TOYHO BpPEMe, CBbp3aH C
KOOPAMHMPAHOTO YHUBEPCAAHO BPeEME; 1
B) MOAMUCAH € C YCbBbPLUEHCTBAH EAEKTPOHEH MOAMWUC WAU C
YCbBbPLUEHCTBAH EAEKTPOHEeH MeyaT Ha AOCTaBYMK Ha
KBaAMOULMPAHN  YAOCTOBEPUTEAHW  YCAYTM  WAWM  C  APYT

[PaBHOCTOEH METOA,

[KBaAnpuumpan

©@AeKTPOHEeH nevar

KBaAnduumMpaH eAeKTpPOHEH MevyaT €  YCbBbPLUEHCTBaH
eAeKTPOHEeH mneyaT, KOWTO € Cb3AaAeH OT YCTPOWCTBO 3a
Cb3AaBaHe Ha KBaAMOUUMpPaH EAEKTPOHEH NnevaT 1 ce OCHOBaBa

Ha KBa/\l/ICI)VILI,VIpaHO YAOCTOBEpPEHME 3a eAeKTPOHEH neYyar.

yC'bB'prIJeHCTBaH EAeKTPOHEH MOAMKuC, KONTO e Cb3AaAEH OT]

YAOCTOBEpeHUue 3a
ABTEHTUYHOCT Ha

yebcant

[KBaAnpuumpan
yCTpOVICTBO 3a Cb3AaBaHe Ha KBa/\VICI)l/ILI,VIpaH EAEKTPOHEH NOAMNC
@AEKTPOHEH
nmn Cce OCHOBaBa Ha KBa/\l/Id)l/ILJ,VIpaHO YAOCTOBEpPEHNE 3a
[noanuc
EAEKTPOHHN MOoAMUCH
KeBaanduumpaHo | KBarnduumpaHo yaOCTOBEPEHME 3a aBTEHTUYHOCT Ha yebcalT e

YAOCTOBEpPEHNME 3a aBTEHTUYHOCT Ha ye6cal7|T, KOEeTO Ce n3paBa OT|

AOCTaB4YMK Ha KBa/\l/I(I)VILI,l/IpaHVI YAOCTOBEPUTEAHN YCAYTU

Kesaanduumuparo

YAOCTOBEpeHue 3a

KBaAndunumMpaHo yAOCTOBEPEHWE 3a EAEKTPOHEH MOAMUC €

YAOCTOBEpPEHNE 3a €AEKTPOHHU MOAMUNCK, KOETO Ce Mn3paBa OT)

€AEKTPOHEH AOCTaBYMK Ha KBaAOULMPAHW YAOCTOBEPUTEAHU YCAYTU U
noanuc OTroBapA Ha U3MCKBaHMATA CbIAAaCHO HOpMaTnBHaTa ypeaba
KPC Komucna 3a peryanpaHe Ha cboblieHmATa
nnH MepcoHareH MAeHTUGUKALMOHEH HOMEP

[pakTWKka Npu NpeaoCTaBAHE Ha YAOCTOBEPUTEAHW YCAYrK e
MpakTuka

AOKYMEHT, CbAbPXKall MpaBMAa OTHOCHO W3AaBaHe, CrnpaHe,
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Bb30bOHOBABaHE n npekparaBaHe AEVNCTBMETO Ha
YAOCTOBEPEHMATA, YCAOBMATA 3a NPEAOCTaBAHETO Ha AOCTBM AO

YyAOCTOBEpeHMATa

MoAanTHKa

MoAnTnKa 3a npeaocCtaBAHe Ha YAOCTOBEPUTEAHU YCAYyrKn €
AOKYMEHT, OMNMCBa NMOAUTUMKATA, KOATO AOCTAaBHYUMKDBT CAEABa MpPU
M3paBaHe Ha YAOCTOBEPEHNA, KaKTO M 3a BCUYKU MPEAOCTaBAHN

YCAYTH

Perucrpupauy,

opraH

Pernctpupaly opraH (,Registration Authority”, RA) e o6ocobeHa
CTPyKTypa Ha AOCTaBYMK, KOATO OCbHLIECTBABA HAKOW OT|
AEMHOCTUTE UAM BCUYKWN MO: NpUeMaHe, NpoBepKa, 0A0bpABaHe
MAN OTXBbPAAHE Ha MCKaHNA N eAeKTPOHHWN 3aABKN 3a N3AaBaHe
M ynpaBAEHWE Ha YAOCTOBEPEHUA, PETUCTPUPAHE Ha NOAAAEHUTE
NcKaHUA A0 YAOCTOBEPABALLMA OPraH 3a N3paBaHe 1 BHacAHE Ha
MPOMeHM B CTaTyTa Ha YAOCTOBEPEHMA, OCbLLECTBABAHE Ha
CbOTBETHM TMPOBEPKM 3a YCTaHOBABAHE Ha CaMOAMYHOCTTa,
CbOTBETHO WAEHTUYHOCTTA Ha TUTYAApPWUTE, KakTo W Ha
cneumenyHN AaHHM 3a TAX, C AOMYCTUMUTE OT 3aKOHa CPEACTBA U
B cboTBeTCTBME C [NoanTukaTa u MpakTnkaTta Npu NnpeaocTaBaAHe

Ha CbOTBETHaTa yAOCTOBEPUTEAHA YCAYra.

PeraameHnTt (EC) N2

910/2014

Pernament (EC) N2 910/2014 Ha EBponenckua napaaMeHT un Ha
Coeeta ot 23 toam 2014 roamHa oTHOcHO EnekTpoHHaTa
NAEHTUOMKALMA 1 YAOCTOBEPUTEAHUTE YCAYTM MPU EAEKTPOHHM
TPaHCaKUMW Ha BbTPELIHWA na3ap M 3a OTMAHA Ha AMPEKTUBA

1999/93/EO

CpeacTBO 32
€AEeKTPOHHa

maeHTUdMKauma

CpeACTBO 3a eAeKTPOHHa MAeHTUdMKauMA e MaTepuaaHa u/mam
HeMaTepuaAHa  eAMHMLA, KOATO  CbAbPXKa  AaHHWM 33
NAEHTUOMKALMA Ha AMLA, KOATO Ce N3MOA3Ba 3a YAOCTOBEpABaHe

Ha aBTEHTWUYHOCT 3a OHAAWH YCAyra

Cb3paTen Ha

nevar

Cb3paTen Ha nevyaT e IoOpPUAMYECKO AULE, KOeTO Cb3aaBa

EANEeKTPOHEH ne4at
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TutyaspaT (,Signature Owner”) e dusmyecko Anue, KoeTo

Tutyasap

Cb3AaBa EAEKTPOHEH NOAMUC

YaocToBepABaHE Ha aBTEHTUYHOCT € EAeKTPOHEH MPOLLEC, KOUTO
YaocToBepABaHe | Mo3BOAABa €AEKTPOHHAaTa UAEHTUGUMKaUMA Ha GU3MYECKO WAM

Ha aBTEHTUYHOCT

PANHECKO AMLEe WAM MNOTBbPKAABAHETO Ha MPOoun3xosa W

LeAOCTTa Ha AaHHUW B EAEKTPOHHa d)opMa

,A,aHHI/I B EAeKTPOHHa d)opMa, KONTO CBbP3BAT APYTN €AEKTPOHHN

yAOCTOBepeHVIe AaHHM KbM oOlfpepaeAeH MOMEHT OT Bpeme, I'Ipe,A,OCTaBHPIKI/I

3a BpemMe AOKa3aTeACTBO, 4Ye Te3n AaHHW CblecCTByBaT KbM AdAEHUNA
MOMEHT

YaocroBepeHue

3a eNAEeKTPOHEH

nevar

13paBa ce Ha lOPUAMYECKM AMLL@ W CAYXKU 3a BaAMAMPaHe Ha

MHTEerpuTeT N OpUrMHaA Ha AaHHMTe/AOKyMeHTMTe.

YaocroBepeHue

3a eNAEeKTPOHEH

Ya0cCTOBEpEHME 3a eAeKTPOHEH MOAMNC € EeAEKTPOHEH aTecTar,

KONTO CBbp3Ba AdHHUTE 3a BaAMAVMPaAHE Ha eAeKTPOHEH NOAMNNC C

dM3Myecko AMLE W TMOTBbP)KAABA HaW-MaAKO UMETO  WAU
noanmc

nceBAOHMMaA Ha TOBa AMLE

YAOCTOBEPUTEAHU YCAYTN Ca EAEKTPOHHW YCAYTU, MPEAOCTaBAHMU

OBMKHOBEHO  cpelly Bb3HarpakaeHne ot  AocTaByumka

YAOCTOBEPUTEAHU YCAYTUN, KOUTO CE CbCTOAT B!

1. Cb3AaBaHETO, MpoBepKaTa U BaAMAMPAHETO  Ha

EAEKTPOHHU TMOAMUCK, EAEKTPOHHU MevyaT WAU EAEKTPOHHU
YaocToBeputeAHa

BPEMEBWN MeyvaTW, YCAYTM 3a eAeKTPOHHa MpenopbyaHa MoLua,
ycayra

KaKTO M YAOCTOBEPEHMUSA, CBBP3aHMU C TE3U YCAYTU; UAN

2. Cb3paBaHETO, MpoBepKaTa U BaAMAMPAHETO  Ha

YAOCTOBEPEHMA 3@  aBTEHTUYHOCT Ha  yebcauT;, WM

CbXPaHABAHETO Ha EAEKTPOHHW  TMOAMWCK, MNevaTn  UAU

YAOCTOBEPEHMUA, CBbP3aHWN C TE3WN YCAYTU
YaocroBeputeAHa| Ycayrata no yAoCToBepABaHe Ha aBTEHTUYHOCTTa Ha yebcaurT
yCcAyra no ocurypABa CPeACTBO, C KOETO MOCETUTEA Ha yebcauT Moxke Aa
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yAocToBepABBaHe
Ha aBTEHTUYHOCT

Ha yebcaur

b6bae yBEPEH, Ye 3ap yebcaliTa CTON peaneH U AeTUTUMEH CybeKT

YaocroBepaBaly

opraH

Yaoctoeepsasaw, oprad (,Certification Authority”, CA) ¢

obocobeHa cTpyKTypa Ha AOCTaBuYMK, KOATO OCbLLECTBABA
[AeIHOCTUTE MO MNPEeAOCTaBAHE Ha YAOCTOBEPUTEAHW YCAYTW.
YaocTOBEpPABALUMAT opraH HAMa caMoCToATeAHa
NPaBOCYyOEKTHOCT M BCUYKM OCbLLECTBEHU AEVCTBUA N aKTOBE Ha
CAY>KUTEAUTE MY CE U3BBPLUBAT B KAYECTBOTO MM Ha CAYXKUTEAU Ha

EBpOTp'bCT, B PaMKUTE Ha NpeApAoCTaBeHNTE MM NPaBOMOLLIMA

Ycrpoucreo 3a
Cb3paBaHe Ha

©@AeKTPOHEeH nevar

YcTponcTBO 3a  Cb3paBaHe Ha  EAEKTPOHeH nedvaT e

KOHGUrypupaH codtyep MAM xapaAyep, KOWTO ce WM3MNOA3Ba 3a

Cb3AaBaHETO Ha eNeKTPOHEeH ne4aT

Ycrpoucreo 3a
Cb3paBaHe Ha
|[kBaAnpuumpaH

©@AeKTPOHEeH nevar

YCTpOWCTBO 3a Cb3paBaHe Ha KBaAMULMpPaH eAeKTPOHEH neyart
YCTPOWCTBO 3a Cb3AaBaHE Ha EAEKTPOHEH MeyaT, KOeTo OTroBapA

Ha n3ncksaHuAaTa B Peranament (EC) N2 910/2014

Ycrpoucreo 3a
Cb3paBaHe Ha
|[kBaAnpuumpan
|enekTpoHeH

|noanuMc

YcTpoMcTBO 3a Cb3paBaHe Ha KBaAMOUUMPaAH EAeKTPOHEH
MOAMWC e YCTPOWCTBO 3a Cb3AaBaHE Ha EA@KTPOHEH MOAMWNC, KOeTO

OTroBaps Ha U3nckBaHuATa Ha PernamenT (EC) N2 910/2014

Ycrponcrso 3a

Cb3AaBaHe Ha

yCTpOPICTBO 3a Cb3AaBaHe Ha EAEeKTPOHEH noanmc e

KOHPUrypupaH copTyep WMAM XxapAyep, KOWTO ce WM3MOA3Ba 3a

|eA€KTPpOHEH nevaTr

|enekTpoHeH
Cb3AaBaHETO Ha eAeKTPOHEH NoANnC
[noanuc
yC'bB'prLIeHCTBaH EAeKTPOHEH MNne4vaT € EAeKTPOHEH ne4yar, KOMNTO
yC'bB'bPI.IJeHCTBaH OTroBapA Ha N3NCKBaAHWATA:

a) CBbpP3aH € No YHNKAAEH Ha4MH CbC Cb3AaTEAA Ha NnedaTa

6) MOXe Aa MAEHTMOMUMPaA Cb3aaTeAd Ha NeYaTa
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B) Cb3A3AEH € Ype3 AaHHU 33 Cb3paBaHE Ha EAEKTPOHEH Meyar,
KOWTO Cb3AATEASAT Ha EAEKTPOHHMA MedyaT MOXEe Aa M3MOA3Ba C
BMCOKa CTEMNEH Ha AOBEPUE N EAUHCTBEHO MOA CBOM KOHTPOA; U

r) cBbp3aH € C A@HHUTE, 3a KOUTO Ce OTHacdA, MO HauWH,

Mo3BOAABaL Aa 6'b,A,e OTKpPWTa BCAKa NOCAeABalLlla MPoOMAHa B TAX

YcbBbplLueHcTBaH
€AEKTPOHEeH

Inoanuc

YCbBbPLUEHCTBAH E€AEKTPOHEH MOAMWC € EAEKTPOHEH MOAMUC,
KOWTO OTroBaps Ha M3NCKBaHUATA:

1. -e CBbpP3aH MO YHUKAAEH HauuH C TUTYAApPS;

2. MOXe Aa MaeHTUdnUMpa TUTyAsps Ha noannca;

3. - Cb3A3AEH Ype3 AAHHM 3a Cb3paBaHE Ha eAeKTPOHEH
MOAMUC, KOUTO TUTYAAPAT Ha EAEKTPOHHMA MOAMUC MOXEe Ad
M3MOA3Ba C BUCOKa CTEMEH Ha AOBEpPUE N EANHCTBEHO MOA CBOWM
KOHTPOA, 1

4. -e CBbp3aH C AGHHWUTE, KOUTO Ca MOAMMCAHMU C Hero, no
Ha4yuH, NO3BOAABALL A ObAE OTKPUTa BCAKA MOCAEABALLA NPOMAHA

B TAX

IOpuanuecku

AvLa

IOpuanyeckn  Amua, no  cMucbaa Ha  AoroBopa  3a
dyHKUMOHUpaHeTo Ha Eeponeiickua cbvio3z (APEC), osHavaea
BCUYKM ODOpasyBaHWA, YYPEAEHN UAN PErAaMeHTUPAHN CbrAacHO

npPaBoOTO Ha Abp>KaBa YA€HKa, HEe3aBUCMMO OT TAXHaTa MpaBHa

dopma

10.2 MPUAOXEHME 2: TEPMUHU U CbKPALLEHUA HA AHTAUCKU E3UK

ASN.1 Abstract Syntax AbCTpakTeH €e3MK 3a onuMcaHue Ha obeKkTn B
Notation One YAOCTOBEpEeHUATa

BG Bulgaria Bbvarapun

C Country CrpaHa

CA Certification Authority YaocToBepsABaly, opraH

CC Common Criteria Obwm kputepum
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CN Common Name

ObLwonpreTo nMe Ha AULETO

CP Certificate Policy

[NMoAnTMKa 3a npeaoCTaBAHE Ha YAOCTOBEPUTEAHU

yCAYyTH

CSP Cryptograph Services

Provider

Kpuntorpadckym MOAYA KbM 4YeTALO YCTPOWCTBO M

CMapT KapTa

CPS Certification Practice

Statement

[pakTKa Npn NpeAoCTaBAHE Ha YAOCTOBEPUTEAHM

yCAyT®

CRL, Certificate Revocation

List

CnucbK CcbC cnpeHn 1 NpeKkpaTeHn YAOCTOBEPEHNA

DSA, Digital Signature
Algorithm

Bua KpunTorpadcku aAropuTbM 3a Cb3paBaHe Ha

EAEeKTPOHEH NoAnmc

DN, Distinguished Name

OTAMYnTEAHO nme Ha cybekxT, BNMCaH

YAOCTOBEPEHNETO

E-mail

EAexkTpoHHa nowa

Extended key usage

Pa3UJl/IpeHI/I LeAn 3a N3MNOA3BaHETO Ha KAKOYa

FIPS, Federal Information

Processing Standard

QepepaneH cTaHAAPT 3a 06paboTka Ha nHbopMauma

HSM, Hardware Security
Module

XapayepeH kpunTorpadckm MoayA

ISO, International

Standardization Organization

Me>kayHapoaHa opraHnsauna 3a cTaHAapTU3auna

Issuer

N3paTen

IP, Internet Protocol

VIHTepHeT npoToKkoA

L, Location

MeCTOHaXOH(AeHVIe

N, Number

Homep

NCA, National Competent

Authority

KoMneTteHTeH HauMOHaAeH OopraH

O, Organization

[MbAHOTO HaMMeHOBaHWe Ha IPUAMYECKOTO AMLLE MO

perncrpauna NAM akT Ha BNmMceBaHe
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OU, Organization Unit

OpraHuzaumoHHa eaAMHMLA, KbM  KOATO CybeKT,

BNMMCaH B YAOCTOBEPEHUETO € CBbP3aH

OID, Object Identifier

NaeHTndunkaTop Ha obekT

OCSP, Online Certificate

Status Protocol

[TPOTOKOA 3a OHAAWH NpoOBepKa Ha cTaTyca Ha

YyAOCTOBEpeHMe

PKCS, Public Key

Cryptography Standards

Kpuntorpadcku craHpapT 3a npeHoc Ha nybAnyeH

KAKOY

PKI, Public Key Infrastructure

NHdpacTpyKTypa Ha NyBANYHNA KAIOY (CbBKYMHOCT OT|

xapayepa, copTyepa, NnepcoHara N AOKyMeHTauMATa)

PSD2, Payment Services

Directive 2

PeBuanpaHaTta AMpeKTrBa 3a NAATEXHUTE YCAYTU:

ANPEKTUBA (EC) 2015/2366 HA EBPOMEVCKMNA
MAPAAMEHT N HA CbBETA ot 25 Hoempu 2015
roAMHa 3a NAaTeXKHUTe YCAYTY BbB BbTPELLIHWA Nasap,
3a u3MeHeHMe Ha aupektuBu  2002/65/EO,
2009/110/EO n 2013/36/EC u Peranament (EC) N°

1093/2010 v 3a otMAHa Ha AmpekTnea 2007/64/EQ”.

PSP, Payment Service

Provider

,A,OCTaB‘-IVIK Ha NAaTe>XXHa YCAYyra

PSE, Personal Security

Environment

HaaexAHa cpeaa 3a reHepurpaHe Ha ABOMKa KAIOYOBE

npu Tutyaaps

RA, Registration Authority

Perncrpupauy opraH

RSA, Rivest-Shamir-Adelman

Bua acumeTpuueH kpunTorpadpckmM asropuTbM 3a

Cb3AaBaHe Ha eAeKTPOHEH NoANKC

SSCD, Secure Signature

Creation Device

yCTpOPICTBO 3a Cb3pAaBaHe Ha I'IO,A,I'IVIC/I'Ie‘-IaT CbC

3alWmTeH NPpodumA

SHA, Secure Hash Algorithm

CI/IpreH Xew aAropmntbM 3a WU3BAMYaHE Ha Xell

naeHTUGUKaTOP

SSL, Secure Socket Layer

CurypeH KaHaA 3a npeasaBaHe Ha AaHHM

S Street

Yanua

elDAS-CPS
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Tutyasp (,Signature Owner”) e dusmyecko aAunue,
T Title

KOETO Cb3AaBa €AEKTPOHEH NoAMUC

TokeH, XxapaAyepHO  YCTPOWCTBO,  CbAbPXKalLO
Token

KpunTorpadpcka kaprta v yertey,

URL, Uniform Resource

EanHeH pecypceH AokaTop/MHTEPHET Bpb3Ka
Locator

HactoAawmAar asokyMeHT e nybankyBaH Ha yebcavita Ha EBpoTpbCT B MHTEpHET Ha
ObArapCKU M aHTAMVICKW e3uK. B cayvyar Ha HecbOTBETCTBME MeXxAy TeKCToBeTe Ha

ObArapCKU U aHFAMICKN €3UK, MPUOPUTET MMa ObArapCKnA TEKCT.
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