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1 BBbBEOEHUE

Jlonnutuka npu npegocTaBsAHe Ha KBanuuuMpaHo YOOCTOBEpeHWe 3a KBanuduumpaH
enekTpoHeH noanuc/neyat (Monutuka/CP/Certificate Policy) e BokyMeHT, konTo onncea obLwuTe npasuna
n Hopmu npunarann ot ,EBpoTpbeT TexHonbaxuc” Al (EBpOTPBLCT) Npy usgaBaHe WM ynpasneHue Ha
KBanuduumpaHn yaoCTOBEpPEeHUs 3a  KBanuduumpaHu enekTpoHHW nognucw/neyvatv, BUAOBETE
KBanuduumpaHn yagocToBepuUTENHN YCNyrn NPUNOXMMY 3a Te3n YOOCTOBEPEHUS, KAKTO U TeXHWUs obxsaT
Ha NPWUNOXMUMOCT.

Mpu n3gaBaHe Ha kBanuuUMpaHo yaoCTOBeEpeHne 3a KBanuduunpaH enekTpoHeH nognuc/neyar
oT EBpoTpbCT ce npunaraT npouedypw, OCUrypsiBaliy BMCOKO HMBO HA HaOEXOHOCT U CUTYPHOCT Ha
yooctoBepeHata wuHdpopMauusa, uaeHtuduumpawa [lMotpebutenute. [punarat ce npoueaypw,
rapaHTMpalliM HagexaHoOCT W CUrypHOCT Npu usgaBaHe, nybnukyBaHe u ynpaeneHue (cnupade,
Bb30OHOBSABaHe, NpekpaTsBaHe U NOAHOBSIBAHE) Ha KBanuuunpaHn yaocToBepeHus, Npyu cCb3aaBaHe Ha
noanuc/neyar, CbXxpaHeHne Ha YacTeH KoY 1 ynotpebata My B pasnimyHu NpunoXeHus.

3anosHaBaHeToO C uenuTe M ponaTta Ha llonuTukata npu npepocTaBsHe Ha KBanuduumpaHo
yOoCTOBEpEeHne 3a KBanuduumpaH enekTpoHeH nognuc/nevat” e ocobeHo BaxHO 3a [loTpebutenurte
(Tutynapwn/Cbwagatenn) u [loBepsBalum ce CTpaHu OT rfegHa Todka Ha NpUNoXMMOCTTa Ha Te3n ycnyriu.

OTHoweHuaTa mexay EBpoTpbeT u lNoTpebutensa ce ypexgaT ¢ AOroBop 3a KBanuduumpaHu
YAOCTOBEPUTENHN YCIyrn.

LleHute Ha ygocToBepeHusATa M Ha ycrnyrute No M3gaBaHe M yrnpasBrieHne Ha KBanuduumpaHm

yLOOCTOBEpEHMS ce CbabpxaT B TapudaTa Ha EBpOTpbCT, 4OCTbMNHA HA HEroBaTa MHTEPHET CTpaHuua.

1.1 nNPEMMEQ

HJokymeHTbT llonuTvka npuM npegoctaBsHe Ha  KBanuuumpaHo yaoocToBepeHue 3a
KBanuduumnpaH enekTpoHeH nognuc/nevaT” ce oTHaca 3a kBanuuumpaH yagocTOBEPEHUS, U3AAAEHN OT
EBpoTpbcT, cbrnacHo PernameHT (EC) Ne 910/2014 Ha EBponewckusa naprnameHT 1 Ha CbBeTta oT 23 tonmn
2014 rogmMHa OTHOCHO €erneKTpOHHaTa UAEHTUMUKaUMs U yOOCTOBEPUTENHUTE YCNYrN MPU enekTPOHHU
TpaHCaKumn Ha BbTPELLHMS Nasap u 3a oTMsiHa Ha dupektmnea 1999/93/EO (PernameHT (EC) Ne 910/2014)
1 B CbOTBETCTBME C NPUNOXMMOTO 3akoHoaaTencTeo B Penybnuka bwnrapus.

HacToswmsaT JOKYMEHT € CTPYKTypMpaH B CbOTBETCTBUE C pamMkaTta, onpegeneHa ¢ npenopbkara
IETF RFC 3647 ,Internet X.509 Public Key Infrastructure Certificate Policy and Certification Practices
Framework".

MonuTnkata e cbobpaseHa CbC crneaHuTe AOKYMEHTU:

» ETSIEN 319 411-2 v2.1.1 Policy and security requirements for Trust Service Providers issuing

certificates. Requirements for trust service providers issuing EU qualified certificates;

Print and Edit Evrotrust Technologies Inc.. Page 5 of 63




NONUTUKA CP-
e I‘Otru St NPU NPEOOCTABSIHE HA KBANIM®ULIMPAHO YOOCTOBEPEHME 3A eI':DAS EII'D QES
KBANMOULIMPAH ENIEKTPOHEH NOAMUC/MEYAT or public use

CERTIFICATE POLICY
FOR QUALIFIED CERTIFICATION SERVICES
FOR QUALIFIED ELECTRONIC SIGNATURE/SEAL

Version — 2.4
01.10.2018

Regulation 910/ 2014
elDAS

» ETSI EN 319 401: Electronic Signatures and Infrastructures (ESI); General Policy
Requirements for Trust Service Providers;

» ETSI EN 319 412-5: Electronic Signatures and Infrastructures (ESI); Certificate Profiles; Part
5: QCStatements;

» ETSI TS 101 456: Electronic Signatures and Infrastructures (ESI); Policy requirements for

certification authorities issuing qualified certificates.

M3pgaBaHeTo Ha  kBanuduumpaHu  YOOCTOBEPEHUS 3@  KBaANUMUUUPAHU  €NEKTPOHHMU
nognucu/neyaTun ce CcBbLP3BA C:

» uv3gaBaHe Ha kBanudumumpaHo yaocToBepeHune Ha pusndecko nuue (Tutynap) - uma xapakrep
Ha KBanuuumnpaHo yoocToBepeHme 3a KBanuduuupaH enekTpoHeH noanuc;

» KkBanuduumMpaH enekTpoHeH neyat Ha topugmdecko nuue (Cbagarten Ha neyaT) - UMa xapakTep

Ha KBaJ'II/Id)VILI,VIpaHO yoocTtoBepeHune 3a KBaJ'IVI(bVILI,I/IpaH EI1eKTPOHEH Mne4yar.

LJ10NMTUKA npu  npegoctaBsHe Ha  KBanuuuupaHo YOOCTOBEpeHue 3a  KBanuduumpaH
enekTpoHeH nognuc/neyvat” Ha ,EBpoTpbCT TexHonbaxuc” ALl e nybnmyeH gokymeHT. To Moxe ga 6bae
NPOMEHSIH MO BCSIKO Bpeme OT EBPOTPBLCT 1 BCsika HOBa pefakuuns ce cbobliaBa Ha 3aMHTepecoBaHUTe

nuua, kaTo ce nybnukysa Ha canTta Ha EBpoTpbCT: https://www.evrotrust.com.

1.2 HAMMEHOBAHUE U UOEHTU®UKOP HA MNMOJINTUKATA

Hactoawmnar [OOKyMEeHT € C NbMHO HauMmeHoBaHwe ,[lonutvka npuv nNpefocTaBsHe Ha
KBanuduumpaHo YyAoOCTOBEpeHWe 3a kBanuduuupaH enekTpoHeH nognuc/neyat” ot ,EBpoTpbCT
TexHonbvmxkuc* AL.

YpocTtoBepeHusTa cbabpXaT UAEHTUUKATOP Ha MONuTUKa, KOMTO MOXe da ce M3nonasa oT
[loBepsiBalmTE Ce CTpaHM Npu ONpeaensHe Ha NPUIOXMMOCTTa UM KbM adeHO MPUNOXEHUE, KakTo e
onucaHo B npenopbkata IETF RFC 3647 [I.4], Touka 3.3.

NoeHTndukatopute 3a MONUTUMKUTE HA KBanuduuupaHuTe yOoOCTOBEPEHUsi, MOCOYEHU B
HacToALWMA AOKYMEHT, ca:

QCP-n-gscd:

Itu-t(0) identified-organization(4) etsi(0) qualified-certificate-policies(194112)

policy-identifiers(1) qcp-natural-gscd (2)

QCP-l-gscd:

itu-t(0) identified-organization(4) etsi(0) qualified-certificate-policies(194112)

policy-identifiers(1) qcp-legal-gscd (3)
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EBpoTpbCcT nogabpxa u npunara [Nonutuka 3a kKBanuduuMpaHu yOOCTOBEPEHMUS, KOATO ce
ocHoBaBa Ha npaswuna, onpegenexnu B ETSI EN 319 411-1 [2], ¢ o6ekTeH ngeHtudukartop (OID — Object

Identifier), kakTo cneaBa:

Tvun ypoctoBepeHue UpeHTudmkatop Ha o6ekT

Evrotrust Qualified Natural Person Certificate for QES 1.3.6.1.4.1.47272.2.2

QCP-n-gscd, NCP+ (cbomeemcmea Ha nonumuka ¢ O.1.D. =
0.4.0.194112.1.2)

Evrotrust Qualified Legal Person Certificate for QESeal 1.3.6.1.4.1.47272.2.3

QCP-l-gscd, NCP+ (cbomeemcmea Ha nonumuka c¢ O.1.D. =
0.4.0.194112.1.3)

Evrotrust Qualified Natural Person Attribute Certificate for 1.3.6.1.4.1.47272.2.2.1

QES (cbomeemcmea Ha nonumuka ¢ O.1.D. =

QCP-n-gscd, NCP+ 0.4.0.194112.1.2)

1.3 YYACTHULUU B UHOPACTPYKTYPATA

EBpOTpBCT KaTo KBanuuuupaH [OCTaBYMK Ha KBanUUUUpPaHW YOOCTOBEPUTENHW YChyru
npeaocTaBsa ycryrn No reHepupaHe v ynpaeneHve (cnvpaHe, Bb30OHOBSABaHe W npekpaTtsBaHe) Ha
KBanuduumpaHn ygoctoBepeHus, vpe3 YpoctoseputeneH opraH ,Evrotrust RSA Operational CA* un
yCnyrn no vaeHtudukauma n yaoctoBepsBaHe Ha MAEHTMYHOCT Ha lMoTpebutenu, ypes Pernctpupaly

opraH. [lpyru y4actHuum B nHdpacTpykTypaTta Ha EBpoTpbCT ca MNoTtpebuTtenu n [loBepsaBawm ce cTpaHu.
1.3.1 YOOCTOBEPABALL OPIrAH
.Evrotrust RSA Operational CA“ e ypoctoBepsiBall, opraH, KOWTO wusgaBa KesanuduumpaHu

yaooCToBeEpPEeHUa 3a KBaJ'IVICbI/ILI,MpaHI/I E€NEeKTPOHHU nognucu/neyaTtn, KouMTo ce ynpaendaBaTt CbrinacHoO

HacTodwaTta norinTuka.

Version V3

Serial number 38 00 00 00 03 4e 8e cb 48 09 25 01 bc 00 00 00 00 00 03

Signature Algorithm SHA256RSA

CN= Evrotrust RSA Root CA

Issuer OU=  Evrotrust Qualified Root Authority

O= Evrotrust Technologies JSC

organizationldentifier (2.5.4.97)= | NTRBG-203397356
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C= | BG
Valid from 21 manm 2016 1. 00:34:35 UTC
Validit to 21 man 2026 1. 03:44:35 UTC
CN= | Evrotrust RSA Operational CA
OU= | Qualified Operational CA
Subject O= | Evrotrust Technologies JSC
organizationldentifier
NTRBG-203397356
(2.5.4.97)= (2.5.4.97)
C=| BG
Public Key .
RSA (2048 Bits)
Type/Length

Subject Key Identifier

7f 3e 64 59 85 2b dd 23 29 c2 01 e7 cb c3 69 c0 87 93 2b 08

Certificate Policies

[1]Certificate Policy:
Policy Identifier=All issuance policies
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:

http://www.evrotrust.com/cps

Enhanced Key

Usage

Server Authentication (1.3.6.1.5.5.7.3.1)
Client Authentication (1.3.6.1.5.5.7.3.2)
Code Signing (1.3.6.1.5.5.7.3.3)

Secure Email (1.3.6.1.5.5.7.3.4)

Time Stamping (1.3.6.1.5.5.7.3.8)
OCSP Signing (1.3.6.1.5.5.7.3.9)

Subject Alternative
Name

URL=http://www.evrotrust.com

RFC822 Name=ca@evrotrust.com

Authority Key
Identifier

KeylD=74 5c al 40 73 2e 1f e6 f9 3b bc ab a0 a4 a7 54 44 74 4f 70

CRL Distribution

Points

[1]CRL Distribution Point
Distribution Point Name:
Full Name:

URL=http://ca.evrotrust.com/crl/EvrotrustRSARo00tCA.crl

Authority Information

Access

[1]Authority Info Access
Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)

Print and Edit Evrotrust Technologies Inc..
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Alternative Name:
URL=http://ca.evrotrust.com/aia/EvrotrustRSAR00tCA.crt
[2]Authority Info Access
Access Method=0On-line Certificate Status Protocol (1.3.6.1.5.5.7.48.1)
Alternative Name:

URL=http://ca.evrotrust.com/ocsp

Key Usage (critical) Digital Signature, Certificate Signing, Off-line CRL Signing, CRL Signing (86)

Basic Constrains Subject Type=CA
(critical) Path Length Constraint=0

1.3.2 PEFNCTPUPALL OPTAH

Pernctpupawumar opraH e obocobeHa cTpykTypa Ha EBpoTpbCT, HO MOXe ga 6bae M BbHLLHO
lopuanyecko nuue, Ha Koeto EBpPOTPBLCT Bb3nara OCbLIECTBABAHE Ha YCNyrM Mo perncrpaums,
naeHTndmrKauns n yaoctoBepsiBaHe Ha MaAeHTUYHocTTa Ha MoTpebutenn Ha EBpoTpbCT.

PeructpmpalmaT opraH u3nbnHsaBa cneaHuTe AeNHOCTU:

» npvemMa UCKaHuA 3a KBanuduumpaHn ygoctoBepeHusi, oaobpsiBa nnv 0TXBbpnsi T€3nN UCKaHWUS
B CbOTBETCTBME C BbBEAEHW BbTPELLHN NpaBuna 3a ogobpeHne ot EBpOTpbCT;

» npoBepsiBa CaMOfIMYHOCTTA Ha NnuuaTa Nofganu UCkaHe 3a u3fgaBaHe Ha Y4OCTOBEPEHMS;

» yBepsiBa Cce, 4Ye U3gadeHoTO YyaocToBepeHMe ce BpbyYBa Ha [loTpebutens
(Tutynap/Cwagaten);

» npekpaTsBa kBanuduumpaHu YOOCTOBEPEHWss Bb3 OCHOBA Ha BbBeOeHW npaBuna 3a
opobpeHue Ha npekpaTaBaHeTo oT EBpOTpBLCT.

MHdopmauus 3a KOHTaKT ¢ Peructpupalums opraH Ha EBpOTpPbLCT € Ha pa3nonoXeHue Ha canTa

Ha EBpoOTpBCT.

1.3.3 MOTPEBUTEIN

Bcako mandecko mnm lopuandecko nuue, KOetTo nma CKAtYeH NMCMeEH OOroBop ¢ EBPOTPBLCT e
MoTpebuten Ha kBanudrumnpaHa ygocToBepuTernHa ycnyra, npegocraBseHa ot EBpoTpbCT.

Motpebutenute 6meart:

» dmsmdecko nuue (Tutynap), KOeTo cb3gaBa KBanuduumpaH enekTpoHeH NoLNuC;

» usmyecko nuue (TuTynap), KOETo e yNbHOMOLLEH NpeacTaBuUTEN Ha puandecko nuue u
Ccb3gaBa KBanuuumpaH enekTpoHeH Nognuc;

» topuandecko nuue (CbagaTten Ha neyaT), KOeTo cbh3faBa KBanuguumupaH enekTpoHeH neyar.

Korato TOBa e NpakTn4eckn ocCbLecTBMMO, npeanoctaBAHUTE YOOCTOBEPUTEINHU YyCnyrn wu
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n3non3saHuUTe nNpu npegoctaBAHETO Ha Te3n yCinyrn npoayKTtu ca AOCTbMNHU N 3a XOpa C yBpexXaaHuA.

1.3.4 [OOBEPABALLU CE CTPAHU

[loBepsiBalla ce cTpaHa e (PU3MYECKO MM IPUONYECKO NULEe, KOeTo npuema KeanudpuumpaHo
yOOCTOBEpeHWe, M3aaaeHo OT MHdpacTpykTypata Ha EBpoTpbCT, cried npoBepka Ha kBanuduumypaHus

nognuc/neyat Ha NoTpebuTten Ha kBanuduumMpaHm yoocToBEPUTENHM YCryrn Ha EBpPOTPBLCT.

1.3.5 APYIn YYACTHULMK

EBpOTp'bCT 3anassa npaso npu HeobxoaMMOCT Oa CKnko4yBa OoroBopm € BbHLWHW nuyuba 3a

npenoctaBdaHe Ha onpeneneHn yaoCtoBepuUTerHn yCeryru.

1.4 YNOTPEBA U NMPUNOXUMOCT HA KBAJIMOULIMPAHU YOLOCTOBEPEHUA
141 NPUNOXUMOCT HA KBAJIUGPULIMPAHU YOOOCTOBEPEHUA

KeanudguumpaHo ygooctoBepeHne Ha dunandecko nuue (Tutynap)/opugudecko nuue (Covsgaten)
WM yNbIIHOMOLLEH NpeacTaBUTEN Ha OPUANYECKO NMLE, NOCOYEH KaTto TUTynap B yOAOCTOBEPEHUETO,
MOXe Ja Cce u3nonsea npu Cb3gaBaHe Ha KBanudumuupaH enekTpoHeH noanuc/meyart B €neKTPOHHM
AOKYMEHTM W NPUNOXEHUA/TpaHCaKuMKn, KOUTO W3MCKBAT HaW-BMCOKO HMBO Ha MH(OPMaLMOHHA

CUTYPHOCT.

1.4.2 3ABPAHA 3A YNOTPEBA HA KBAJIN®OULIMPAHU YOLOCTOBEPEHUA

KeanuduumpaHm yaoctoBepeHus Ha EBpoOTpbCT He TpsibBa ga ce uM3non3eBaT MO HauWH,
HeCcbBMeCTMM C obsiBeHaTa 3a TAX Len 1 TAXHOTO NpUnoXHO none/llonutuka.
KBanuduumpaHn yaoctoBepeHns, usgageHun B CbOTBETCTBUE C HacTosiwara NonuTtuka He Tpsbsa

Aa 6baaT M3Non3BaHn 3a He3akOHOCHbOOpa3HU Lenu.

1.5 YNPABJIEHUE HA MNMOJINTUKATA
1.5.1 OPrAHU3ALNA, YNPABNABALLA NOJIUTUKATA

EBpoTpbCT OTroBaps 3a ynpaeneHMeTo Ha Tasu [MNonuTuka.
Bcsika Bepcua Ha [MNonuTmkaTta e B cuna A0 MOMeHTa Ha ogobpeHve u nyGnukyBaHe Ha HoBa
Bepcus. Besika HoBa Bepcusi ce pa3paboTBa OT cryxuTenu Ha EBpoTpbeT 1 cnea ogobpeHne ot CbheeTa

Ha QupekTopuTe Ha EBpoTpbCT ce nyGnukyea.
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I'IOTpe6|/|Ten|/|Te Ca OnbXHW Oa ce c1>o6pa3;|BaT CaMoO C BanungHaTta BepCcud Ha Monutukata Kbm

MOMEHTa Ha nons3saHe Ha yCrnyrute Ha EBpOTp'bCT.

1.5.2 JIULUE 3A KOHTAKT

KOHTakTHOTO nuvue 3a ynpasfieHuMe Ha [dokymeHTta llonuTuka npu npegocTaBsHE Ha
KBanuuumnpaHo YyOOCTOBEpPEHWE 3a KBanuuuupaH enekTpoHeH nognuc/neyat” ot ,EBpoTpbCT
TexHonbaxkuc” Al € n3aNbAHUTENHUS AUPEKTOP Ha EBPOTPBLCT.

HonbnHutenHa nHdopmauns Moxe aa 6bae nonyvyeHa Ha criefHus agpec:

-EBPOTPBLCT TexHonbaxkunc" Al

Codpung, 6yn. ,Lapurpagcko Loce® Ne 101
BbusHec ueHTLp ,AKTVB, eT. 6
TenedoH, dakc: + 359 2 448 58 58

Email: office@evrotrust.com

1.5.3 BPB3KA MEXAOY NOJINTUKATA U NMPAKTUKATA

LI 10NINTNUKA Npu  npefoctaBsgHe Ha KBanuuuupaHo yaoocToBepeHWe 3a  KBanudpuumpa
enektpoHeH nognuc/nedat® (CP/Monutuka) n lpaktuka npu npegocTaBAHE Ha KeBanuduumpaHu
yooctoBeputenHu ycnyrn“ (CPS/MNpakTtuka) pasrnexgart eguH U cbll Habop oT Temu, Konto obcenyxeat
MoTpebutenute n ca B UHTEpec Ha [loBepsaBalunTe ce CTpaHu, 3a Aa MoraT Te [ja pa3ynTaTt Ha CUrypHOTO
N HagexaHo npurnoXeHwe Ha KBanuduuupaHu yOOCTOBEPEHUs 3a KBanuduuupaH enekTPOHEH
noanuc/neyat n3gageHu ot EBpoTpbCrT.

OcHoBHaTa pasnukata Mexay ABaTa OOKyMeHTa € BbB (hoKyca Ha TexHuTe pasnopeabu un B
TAXHOTO UeneBo npegHasHayeHue. NonuTukata npasu npernen Ha M3UCKBaHUATA U U3MbIIHEHNETO Ha
CTaHOapTUTe, HaNoXeHn OT Cb3dagdeHaTa UHdpacTpyKTypa Ha EBpOTPBCT 1 onpefens yyacTHAUMTE B
AEeNHOCTUTE NOo NpedocTaBsAHe Ha YyAOCToBepuTenHu ycnyru. lNpaktukarta, oT gpyra ctpaHa, nocoysa Kak
YpoctosepsBalmMsa opradH v Opyrute yyacTHUUWM B WHApacTpyKTypata npunarat npoueaypute u
KOHTpONuTe, 3a Aa U3NbIHAT U3nckBaHusaTa Ha MNonutukata. C gpyrn gymu, uenta Ha gBata AOKYMeEHTa
e [a ocurypu equHCTBO 3a nNpasurna 1 npoueaypuv 3a yyacTHUUUTE B MHApaCTpyKTypata Ha EBpoTpbCT,
nocpeacTBOM KOMTO Aa U3NbIHABAT CBOUTE 3a0b/MKEHNSI U OTTOBOPHOCTW.

OcHoBHata pasnuka mexay lNMonutukata u MNMpakTtukata e, Ye Y40oCcTOBepsiBalLMs OpraH ¢ egHa
MpakTnka Moxe Aa noaabpiKa HAKOMNKO MonnTukK, n3nona3saHmu 3a pasnmyHm NPUNOXKEHUA UK C PasnmyHo

NPUNOXHO noJie 3a pas3fimyHn ﬂ,OBepFIBaLU,I/I ce CTpaHn.
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1.5.4 JNULUE 3A KOHTAKT U NMPOLIEAYPU 3A ONOBPEHUE HA NMPAKTUKATA

JlnueTo, KoeTo B3ema pelleHUss OTHOCHO u3nbiHeHue Ha [lpakTvka npu npegocTaBsHe Ha
kBanuduumnpann ygoctoseputennu ycnyrn“ (CPS) n oTroBaps 3a HEMHOTO ynpaBrneHne e U3MbIHUTENHUS
anpekTop Ha ,EBpoTpbeT TexHonmbmkuc AL,

J[IpakTMka npu npegoctaBsHe Ha keBanuduumpaHu ygocTtoBeputenHun ycnyrn“ (CPS) e
paspaboTeHa oT ekunn Ha EBpoTpBLCT 1 € ogobpeHa oT CbBeTa Ha [JupekTopute Ha EBpPOTPBLCT.

Bcska Bepcusa Ha [pakTvka npu npegocTaBsaHe Ha KBanuuumpaH y4OCTOBEPUTENHU yeryrn® e

B cnna o0 MOMEeHTa Ha o,cl,06peHme n ny6r||/||<yBaHe Ha HOBa BepcCus.

1.6 OMNPEAENEHUA N CbKPALLEHUA
1.6.1 OMNPEAENEHWUA

Ceptudmkaumsa — [loCTaBUMK HA YOOCTOBEPUTENHU YCNyrM MOXe Aa nonyynm craTyc
.KBanuduumpaH‘ 3a onpegeneH nepuog B cboTBeTcTBME C¢ PermameHnt (EC) Ne 910/2014, cnep

npeMunHaBaHe Ha yCreLleH O4MT 3a NPOBepkKa Ha CbOTBETCTBME OT akpeauTUpaHu NpoBepsiBaLLmM Nnua;

HdaHHu 3a BanuaupaHe - [aHHun, KouTo ce nanonsear 3a BannanpaHe Ha enekTpoHeH noannc nnn

€J1eKTPOHEeH ne4ar,

Banupgupate - [poueca Ha npoBepka 1 NOTBbPXAaBaHe Ha BanuAHOCTTa Ha eNEKTPOHEH NoAnuc

nnm neyar,

HaHHu 3a maeHTndmkauma Ha nuua - Habop OT gaHHKW, KOMTO NO3BONABAT A Ce YCTaHOBU
MOEHTMYHOCTTA M CaMOJIMYHOCTTA Ha PU3MYECKO WM HOPUANYECKO NMUE, UM Ha (U3MYEcKo nuue,

npeacTaBnsBaLlo PUONYECKO NULE;

[daHHM 3a cb3gaBaHe Ha eneKTPOHeH noAnuc - YHWKanHu AaHHW, KOUTO Ce M3rons3BaTt oT

TVITyJ'IFIpFI Ha enekTpoHHUA noannc 3a Cb3aaBaHETO HA eJIeKTPOHEH NoAnuc;

DoBepsaBawm ce ctpaHu (Relying Parties) - ®unsnyeckn wunu LOpMANYECKM Nvua, KOUTO ca
agpecatu Ha EeneKkTPOHHW WU3ABMNEHUsT unu Apyrn uMHdopmaumoHHu ob6ekTn n ce posepsiBaT Ha

yOOCTOBEPUTESTHUTE YCITYyTU Ha EBpOTp'bCT;

[JocTtaBuuK Ha KBa.ﬂVI(*)VILIVIpaHVI yaooctoBepuTeriHu ycnyrm — ,D,OCTaB‘-II/IK Ha yaooCToBepuUTesriHn

ycnyru, KONTO npepgocrtaBsa egHa Ui nose4ye KBaJ'II/ICbVILI,VIpaHI/I YOOCTOBEPUTEITHU yCnyrn u e nony4yun
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kBanudpuumnpanus cu ctatyT otr OpraHa no Hag3op;

EnekTpoHeH BpeMeBM neyat — [laHHN B eneKkTpoHHa (popma, KOUTO CBBbP3BAT APYrM AaHHW B
ereKTpoHHa popMa C KOHKpPEeTEH MOMEHT BbB BPEMETO M NPeACTaBnsBaT 4OKa3aTesIcCTBO, Ye NocnegHnuTe
JaHHKN ca CblUeCTByBann B CbOTBETHUS MOMEHT N € udgageH B cbotBeTcTBme ¢ PernameHTt (EC) Ne
910/2014;

EneKTpOHeH neyvar - [aHHu B €I1IEKTPOHHAa (bopma, KOUTo ce O06aBAT KbM apyrm gaHHu B
€J1IEKTPOHHA d)opma nnuM ca norn4eckn CBbp3aHn C 14X, 3a Aa Ce rapaHTupart npom3xoga un Lenoctrta Ha
nocnegHuTe. EJ'IeKTpOHHI/IFIT neyvyart CnyXu KaTo AOoKa3aTesiCTBO, Y€ OafeH €NeKTPpOHeH OOKYMEHT €

n3gageH ot lopnandecko nuue 1 rapaHTmpa HagexgHn4a npon3xoa v Lenoctta Ha JaHHUTe,

EnekTpoHeH noanuc - [1aHHM B enekTpoHHa dopma, KOMTO ce A06aBsAT KbM APYrv OaHHWU B
enekTpoHHa hopma UM ca JorM4Yeckn CBbP3aHU C TSX, U KOUTO TUTYNAPSIT Ha €NeKTPOHHUS noanuc

n3nonssa, 3a fa ce noanvcea;

KeanudmumpaHa yaoctoBepuTenHa ycnyra - Y4ocToBepuTenHa ycrnyra, KosSTo oTroBapsi Ha

NPUNOXMMNTE N3NCcKkBaHus, onpegenexHn B PernameHT (EC) Ne910/2014;

KsanuduumpaHo yaoctoBepeHue 3a eneKTPOHEH noanuc — Y0CTOBEpeHMe 3a eNeKTPOHEH
noamnuc, KOeTo ce u3gaBa OT OOCTaBYMK Ha KBanuUUMpaHU yaooOCTOBEPUTENHM YCIyrn 1 OTroBaps Ha

nanckeaHuaTta, npeasuaerHn B PernameHt (EC) Ne 910/2014;

KeanudumumpaH BpemeBM nevat — ENEKTpoHeH BpemeBM MedvaT, KOWTO OTroBapsi Ha

n3ncksanuaTa, npeasuaeHn B PernameHt (EC) Ne 910/2014;

KeanudumumpaH enekTpoHeH neyat - KBanuduumpaH enekTpoHeH nevyaT € yCbBbpLIEeHCTBaH
erleKTPOHEeH neyaT, KOWTO € Cb3faZeH OT YCTPOMCTBO 3a Cb34aBaHe Ha KBanuduumpaH enekTpoHeH neyar

I ce OCHOBaBa Ha KBanuguuUMpaHo YA0CTOBEpeHME 3a eNeKTPOHEH nevar;

KBanndumumpaH enekrpoHeH noanuMc - YCbLbBbPLUEHCTBAH ENIEKTPOHEH NoAdnnc, KOWTO €
Ccb3gageH OT YCTPOMCTBO 3a Cb3[aBaHe Ha KBanuduuupaH enekTpoHeH Nnoanuc U ce OCHOoBaBa Ha

KBaJ'II/Id)I/ILl,I/IpaHO yaooCTOBEpPEeHne 3a eNIEKTPOHHU Nnoanncu;

KoopauHupaHo yHuBepcanHo Bpeme (Coordinated Universal Time/UTC) — Yacoso Bpeme,

cnpsaMoO KoeTo ce mns4vucnaBsa BpemMeTo B pa3fiM4HUTE 4YacoBU 30HWN. I'Ipm Hero 3a OCHOBa ce u3nosns3sa
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MexayHapoaHoTo atoMHo Bpeme (TAl);

OpraH 3a ogo6peHue Ha NMonuTtuka (Policy Approval Authority/PAA) — OpraH, ynbiHOMOLLEH

Aa onobpw, Habnoaaea v Nnoaabpxka YaoctoBepuTenHaTta nonmtuka;

OpraH 3a oueHsiBaHe Ha CbOTBeTCTBMETO - OpraH, KOWTO € akpeauTupaH B CbOTBETCTBUE CbC
Pernament (EQO) Ne 765/2008 kaTto KOMMETEHTEH Aa M3BbpLUBA OLEHSBaAHe Ha CbOTBETCTBMETO Ha
AOCTaBYMK Ha KBanuduumpaHu yOOCTOBEPUTENHU YCNyrM M Ha NpegocTaBsHUTE OT TO3M OOCTaBuYMK

KBanuduumpaHn yaoCcToBepuTenHu ycnyru ¢ uancksaHmaTa Ha PernameHT (EC) Ne 910/2014;

Mpaktuka (CPS) - MNpakTuka npy npegoctaBsaHe Ha KBanuuumpaHn yoocToBEPUTENHN YCNYIu €
AOKYMEHT, CbAbpiKall, npaBuna OTHOCHO u3gaBaHe, cnupaHe, Bb30OHOBSIBAaHE U OTMsSIHA AENCTBMETO Ha

YOOCTOBEPEHUATA, KaKTO U YCNOBUATA 3a NpeaoCTtaBAHETO Ha AO0CThMN A0 yOOCTOBEPEHUATA,

CnucbK cbec cnpeHn n npekparteHun ygoctoBepeHusa (CRL/Certificate Revocation List) —
CnuCbKbT CbabpKa yOOCTOBEPEHUS, KOUTO BeYe He MOXe Aa ce cymTaTt 3a BanuaHu. CRL e undposo

noanucaH oT n3gaTens Ha YAOCTOBEPEHUsTa - YAOCTOBEPSIBALLNS OpraH;

Cb3parten Ha nevar - KOpuauyecko nvue, KoeTo cb3aBa enekTPOHEH neyar;

YacteH knw4 — HM3 OT cumMBOMM, KOMTO Ce W3MON3Ba B anropuTtbM 3a npeobpasyBaHe Ha
MHopMaumsa oT pasbupaem B LWndpupaH BUA (KpUnTupaH) nnu obpaTHo — oT wndpupaH B pasbrpaem

BMA (OekpunTupaHe);

My6nuyeH kny4 — EQVHUAT OT ABOWKa KIHOYOBe, U3MNON3BaH B acMMETpUYHa KpUNToCcUMCTeEMa,

KOWTO € AOCTBbIMEH N MOXe [a ce U3Mnona3sa 3a npoBepKa Ha eneKTpoHeH nognuc/nevar;

TuTynsip Ha eneKkTPOHeH noanuc - Grnsnyecko nuue, KOeTo Cb3aBa enekTPoOHEH NOAMNUC;

YpoctoBeputenHa ycnyra - EnektpoHHa ycnyra, OOWKHOBEHO npedocTaBsiHa CcpeLyy
Bb3HarpaxaeHue, KosiTo ce CbCTOM BbB: Cb3faBaHeTo, NMpoBepkata M BanuAMpPaHETO Ha eNEeKTPOHHU
noanucK, eneKkTPOHHM nevaT UNN enekTPOHHU BPEMEBM ne4vaTu, YCryru 3a enekTpoHHa npenopbYyaHa
noLLa, KaKTo 1 yAOCTOBEPEHWS!, CBbpP3aHu C TE3U YCIyri; Unn Cb3gaBaHeTo, NpoBepkaTa 1 BanuampaHeTo
Ha YOOCTOBEPEHMSI 3a aBTEHTUYHOCT Ha yebcaiiT; UM CbXpaHsiBaHETO Ha eNeKTPOHHM NOANUcHK, neyatu

nnn yaoctoBepeHnd, CBbp3aHn C TE€3N YCIyTu;
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YpooctoBepeHue 3a eNeKTPOHEH nevaT— yJOCTOBEpPEHNe 3a puamnyecko nuue no cunarta Ha
PernameHnT (EC) Ne 910/2014;

yﬂOCTOBepeHMe 3a Bpeme - ,D,aHHVI B €N1eKTPpOHHa (bopma, KOUTO CBbp3BaAT APYrn €rieKTPOHHA
AaHHU KbM onpenerneH MOMEHT OT Bpeme, I'IpGD,OCTﬁBFIVIKVI OoKasaTesncTBo, 4e Te3n AaHHU CblueCTByBaT

KbM ageHNA MOMEHT,

ynOCTOBepeHVIe 3a eJIeKTpoHeH noanuc - EJ'IeKTpOHeH arecTaT, KOMTo CBbp3Ba AaHHUTE 3a
BanunanpaHe Ha erieKTpoHeH noanuc cC Cbl/l3l/l‘-leCKO nnue 1 noTBbpXXaaBa Han-Manko UMEeTO WNun

nceBgoHnMmMa Ha ToBa Jnue;

YcTponCcTBO 3a cb3aaBaHe Ha KBanudpuumpaH eneKTpoHeH neYyar - YCTPONCTBO 3a Cb3aaBaHe
Ha KBanuduumMpaH enekTpPoHeH ne4var e yCTpOIZCTBO 3a Cb3aBaHe Ha eJiekKTpOHEH ne4vyaTt, KOeTo OTroBaps

Ha naunckeaHudaTa B PernameHT (EC) Ne 910/2014;

YcTponcTBO 3a cb3gaBaHe Ha KBanudpumuupaH enekTpoHeH nognuc - YCTPOMCTBO 3a
Cb3gaBaHe Ha KBanuduumpaH enekTpoHeH Noanuc e yCTPOMCTBO 3a Cb3JaBaHe Ha eNeKkTPoHEeH Noanuc,
KOeTO oTroBaps Ha uaunckesaHusaTa Ha PernameHT (EC) Ne 910/2014;

YCTpPOMCTBO 3a Cb3AaBaHe Ha efIeKTPOHEH NoANUC - YCTPOMCTBO 3a Cb3AaBaHe Ha eNeKTPOHEH
NnoAanucC e KOHdUrypupaH coTyep unm xapayep, KOUTO ce U3nonsBa 3a Cb30aBaHETO Ha eneKTPOHEH
noanuc.

1.6.2 CBKPALUEHUA

QCP-l-gscd - lNMonntnka Ha KBanuuUUnpaHo yooCTOBEPEHME, U3OAAEHO HA LOPUANYECKO Nuue,

KOraTo YaCTHMS KIMHoY Ha CBBbP3aHOTO C HEro y0CToBepeHne e reHepupaH Ha QSCD;

QCP-n-gscd - lNMonuTtuka Ha kBanuduumpaHo yaooCcToOBEpPEHME, n3ganeHo Ha dumsmnyecko nuue,

KOraTo YaCTHMS KIMHoY Ha CBBbP3aHOTO C HEro yAoCTOBepeHWe e reHepupaH Ha QSCD;

QSCD - YcTpoKnCcTBO 3a Cb3gaBaHe Ha kBanuduumpaH enekTpoHeH nognuc/nevar;

NCP+ - 3acuneHa HOpMalin3mpaHa ygoctoBepuUTeriHa NoJIMTUKa, KOATO BKIKOYBA AOMbITHUTEITHN

N3NCKBaHWSA 3a KBanvduumnpaHm yaoctoBepeHust B cbotBetcTeme ¢ PernameHT (EC) Ne 910/2014
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CA Certification Authority - YgocTtoBepsiBall opraH;

CN Common Name - O6wonpueTo nme Ha NMUEeTO;

CP Certificate Policy - lNonutuka 3a npegoctaBsHe Ha KBanuduumMpaHO YOOCTOBEPEHME 3a

KBaJ'IMCbMLlM paH enekTpoHeH noan uc/nevar;

CPS Certification Practice Statement - lNpakTvka npy npegocTtaBsHe Ha YAOCTOBEPUTENHMU

ycnyru;

CRL, Certificate Revocation List - CInCbK CbC CNpeHn 1 npekpaTeHn yagocToBEPEHUS;

DN, Distinguished Name - OTnuunTenHo nme Ha cyGekT, BNncaH yaoCTOBEPEHUNETO;

Enhanced key usage - PaswunpeHn uenu 3a n3non3eBaHeTo Ha Kio4a;

FIPS, Federal Information Processing Standard - ®epgepaneH ctaHgapt 3a obpaboTka Ha
WHdopMaunS;

HSM, Hardware Security Module - XapgyepeH kpuntorpadpckn mogyn;

Issuer — N3paTten;

LDAP, Lightweight Directory Access Protocol [lpoTokon 3a onpocTeH OOCTbIM A0 PErUCTBLP;

OID, Object Identifier - geHTUdMKaTop Ha OOEKT;

PKCS, Public Key Cryptography Standards - Kpuntorpadcku ctaHgapT 3a npeHoc Ha nybnuyeH
KIHou;

PKI, Public Key Infrastructure - UHdpacTpykTypa Ha nyOonuuHMst KNKOY - CbBKYMHOCTTa OT
xapgyepa, codTyepa, nepcoHana, OOKyMeHTauusita B EBpOTPLCT 3a cb3gaBaHe,  U3MNon3BaHe,

ynpasiieHne n npoBepka Ha nagaBaHn yaoCToBeEPEHUA 3a €INTEKTPOHHU nognucu/neyaTw;

RA, Registration Authority - Peructpupaly opran;
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RSA, Rivest-Shamir-Adelman - Bug acumeTtpuieH kpuntorpadCckm anropuTtbm 3a cb3gaBaHe Ha

€J1IEKTPOHEH Nnoarnc,

SHA, Secure Hash Algorithm - CurypeH xeLwu-anropytbm 3a U3BnMYaHe Ha xelw-naeHTndukaTop;

SSL, Secure Socket Layer - CurypeH kaHan 3a npefasaHe Ha JaHHW;

SMIME, Secure Multipurpose Internet Mail Extensions - [1poTokon 3a curypHo npegaBaHe Ha

€J1IEKTPOHHAa noLlla npe3 MHTepHeT;

2 OTroBOPHOCT 3A NYBJINKYBAHE U XPAHUITULLIE
2.1 XPAHUITULLE

My6nuyHmaT pernctbp Ha EBpOTPBLCT npeacTaBnsiBa XpaHwWnuie, B KOETO ca pasnosioXeHu
aKkTyanHu n NnpeavwHn BEpCUN Ha eNEKTPOHHN OKYMEHTH (B TOBa YMCIIO akTyarHu Bepcum Ha ,llonuTtuka
npv NpegocTaBsHe Ha KBanuduumpaHo yaoCTOBEPEHME 3a KBanmduumpaH enekTpoHeH noanuc/nevat n
,[1pakTMka npu npefocTtaBAHe Ha KBanuduuupaHu yOOCTOBEpUTEnHW ycnyrn®), npegHasHayeHu 3a
MoTpebutenute, ygocToBepeHUs Ha YgocToBepsiBawmnsa opraH, [loTpebutenckn ypocTtoBepeHus,
Cnucbum cbe cnpeHn u npekpateHn ygoctosepeHusa (CRL) n gpyra nHdopmaums.

XpaHnnuLieTo ce ynpaenssa 1 KOHTponupa ot EBpoTpbCT.

Bcunykn notpebutenn n gjoeepsBalim ce CTpaHu MMaTt NoCTOSHEH AOCTbN A0 uanaTta nHdopmauns
B XpaHUnuLeTo Ha agpec: https://www.evrotrust.com. OrpaHnyeHms nmat gosepsaBaLlmMTe ce CTpaHu, HO
Te ca CBbp3aHu OTHOCHO C AOCTbNBAHETO €ANHCTBEHO 3a yOOCTOBEPEHUATA Ha NOTpebuTenuTe, 3a KOMTO

ﬂy6J'IVILIHVIF| OOCTbI € OrpaHnN4eH.

2.2 NYBJINKYBAHA NHO®OPMALIUA

MyGnnyHMAT perncTbp e JOoCTbNEH Ha agpec: https://www.evrotrust.com/.

M3ganeHnTte kBanuduumpaHn yooCTOBEpPEHUst Ce CbxpaHsaBaT B 6a3a gaHHM Ha EBpoTpbCT.
[docTbn 4O Te3n ygocToBepeHns MOXe [a Cce OCbLUeCcTBsBa Mo online NpOTOKON 3a NpoBepka Ha cTaTtyca
Ha u3gageHuTe ygoctoBepeHus B peanHo Bpeme OCSP (Online Certificate Status Protocol).

3a online NnpoBepka Ha AaHHW OT perncTbpa € Heob6xoaNMMO N3MON3BaHETO Ha NoaxoasLLl codpTyep
(OCSP-knMeHT nnun gocTbN Npe3 UHTEPHET CTpaHULaTa Ha OCTaByuKa.

MpoBepka Ha n3ganeHn keanuduumpann yaoctoBepeHns Moxe aa 6bae HanpaseHa u B Cnvcbka
CbC cnpeHu n npekpaTteHn ygoctoepenus (CRL), kovto ce nybnukyBa Ha cawta Ha EBpOTpbCT M ce

ocbBpeMeHsiBa Ha Bceku 3 (Tpu) 4aca.
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2.3 YECTOTA HA NYBJINKYBAHE

[lokymeHTauusiTa, Bknoysawa Monutuka u MpakTvka npyu npegocTaBsHE Ha KBanuduumpaHu
YOOCTOBEPUTENHM  yCNyru, crnopasymeHusi, obpasuu, pbkoBoAcTBa 3a paboTa C  enekTpoHeH
nognuc/neyar, Aoknagu oT OAuTWM U Ap., u3gageHa oT EBpoTpbCT, ce nyGnukyBa Ha cCTpaHuuaTa Ha
EBpPOTPBLCT B UHTEPHET He3abaBHO NpW BCsika akTyanuaauus.

OnepaTuBHUTE YOOCTOBEPEHUS Ha YOoCToBepsiBalUMs opraH ce nyGnukyeaT He3aGaBHO Npu
BCSIKO M3aBaHe Ha HOBW YOOCTOBEPEHMSI.

AKTyanusaumss Ha nyonuyHus Pernctbp C u3gageHuTe MnoTpeduTencku KeanuduumpaHu
YOOCTOBEPEHMS Ce OCbLLECTBABA aBTOMATUYHO 1 He3abaBHoO cried ny6nvKkyBaHe Ha BCAKO HOBOM34aOeHO
BannaHO ya0CTOBEpPEHNe.

AkTyanusaumss Ha Tekywms CnMcbK CbC CNpeHn K npekpateHun ypocToBepeHust (CRL) ce
OCbLUECTBSIBA aBTOMAaTU4YHO Ha He noBevye OT 3 (TpM) 4Yaca unu HesabaBHO crieq OTMsSHA WU

cnMpaHe/Bb306HOBsIBAHE Ha BanvaHO yOAOCTOBEPEHME.

2.4 [OOCTHbN A0 NYBJIIMKALNU

EBpOTpbCT npeanara AMPEKTOPUAHU yCNyrn 3a MHAOPMaLMATa CbXpaHsaBaHa B XPaHWNULLETO
(ny6nmyHua pernctsp), kato ocurypsesa HTTP/HTTPS n OCSP 6asupaH gocTbn.

[ocTbnbT A0 MHpopMaUMaTa B XpaHUIULLIETO HEe ce orpaHn4yaBa oT EBpOTPBCT, OCBEH MO uckaHe
Ha Tutynaps/Cb3gatend M camO MO OTHOLWIEHWE Ha HEroBO BanuMaHO M3dageHo KBanuduumpaHo
YyAOCTOBEpPEHNE.

MHdpopmauyuaTta, nybnukyBaHa B XxpaHunueTo Ha EBpOTpbCT, € AoCTbNHA NOCTOAHHO (24/7/365),

OCBEH B CnyyanTe Ha CbOUTKS, M3BBH KOHTPOSa Ha EBpoTpbCT.

3  WAEHTUO®UKALIUA U NPOBEPKA HA CAMOJIMYHOCT
3.1 WUMEHA

B kBanuduumpaHute yaocToBepeHWst ce W3Mnons3BaT BCUYKM MPUIOKUMW MMEeHa Wunu Opyru
naeHTndukatTopu, Bknoysankm ASN.1 ngeHTudmnkaTopm Ha ob6exT.

M3nckeaHusiTa 3a MMeHaTa B y4OCTOBEPEHUATA ca KakTo € nocodeHo B lNpenopbka ITU-T X.509
unun IETF RFC 5280 n Ha ETSI EN 319 412. [lonycka ce nmeHata ga 6baart B cboTBeTcTBMe ¢ Domain
Name Service (DNS), onucaH B RFC 2247.

MoneTo ,Subjec” B ygocToBEpEHMETO ChAbpPKa HAaMMEHOBaHNETO Ha Tutynaps/CwagaTtens.

NmeTo n gpyrute nigmemnayanuanpawim 6enesm Ha Tutynaps/Cb3gatens B CbOTBETHUTE MoneTa

3a BCeku Tun ygocTtoBepeHme ca B cbotBeTcTBue ¢ DN (,Distinguished Name®), dopmwupawio ce
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cbobpasHo ctaHgapTa X.500 u X.520.

EBpoTpbCT MOXe Oa usgaBa keanudumumpaHo yAOCTOBEpPEHUe KaTo U3nonasa ncesBAoHUM 3a Aa
nmeHysa NoTpebutens camo cneg kato Pernctpupawms opran cbbepe Heobxoammarta nHdopmaums 3a
CaMOJSIMYHOCTTa MY U YCMELLHO ro naeHTuduumpa.

MmenaTta, BkntoyeHu B ,Distinguished Name* (DN) Ha lMoTpebutena nmvat CBOETO 3HayeHune B
Obnrapckms nnu B gpyr Yyxg esuk. Ctpyktypata DN e ogobpeHa oT Pernctpupalumsa opraH u 3aBucu ot
BMAa Ha kBanuduumpaHoTo yaoctoBepeHue un [loTpebutensa. DN ce cbcton oT criegHuTe obnactu
(onucaHudaTta ca B cboTBeTCTBME € Npenopbka RFC 3280 n X.520):

» none C - MexayHapoaHO CbKpalleHue Ha uMeTo Ha cTpaHata (BG 3a bwnrapus),
none CN — mbnHO/4eCcTO M3Non3BaHo UMe Ha PM3MYECKOTO NiMLE UK Ha opraHM3aunsaTa,
none GN — cobGCcTBEHO MMe Ha M3NYECKOTO e,
none SN — dpamMunHo nme Ha pu3n4eckoTo nuue,
none O — HaMMeHOBaHMe Ha OpraHM3aLmsaTa, KOATO NULUETO NpeacTaBnsea,

none E - nmenn agpec Ha notpebutens,

YV V V V V V

none SerialNumber — yHMKaneH ngeHTndunkaTop Ha n3n4eckoTo nuue,

» [pyrn noneta, KOUTO ce NoapobHO onucaHu B MOMUTUKUTE 3a CbOTBETHUTE Npodunm Ha
KBanuduumpaHuTe yogocToBepeHus.

Tutynap/Cw3gaten ¢ yHukaneH DN B gomerniHa Ha EBpoTpbCT MoOXe ga uma noBedye OT edHo
n3gageHn AencTBUTENHN KBanurumpaHn yaoCcToBepEeHUS.

Bcsiko usgageHo yaoctoBepeHne uma yHukaneH cepmeH Homep (,SerialNumber) B fomenHa Ha
EBpoTtpbcT. KombuHauuata Ha noneta ,lssuer® u ,SerialNumber® rapaHTupaT yHWKanHoCTTa Ha

N30ageHoTo yaocToBepeHue B Ny6rnYHMsS JOMENH.

MpoBepka 3a NAEHTUYHOCT, CbOTBETHO CaMOSIMYHOCT Ha:

» opugndecko nuue (Cb3gaTten Ha neyaT), Ce OCbLLECTBSABA Ype3 NnpoBepka B CbOTBETHUTE
pernctpu no npegoctaeeH EVK, cbotBeTHO BYJICTAT no peaa Ha 3aKkoH 3a eNeKTPOHHOTO ynpaBlieHue
(BEY). Cnucbk ¢ n3Mckyemu AOKYMEHTU Ce Noaabpka Ha canTa Ha EBPOTPBCT B MHTEPHET;

» yNbIHOMOLLEH npeacTaBuTen Ha topugudecko nuue (TuTynsap), ce ocbliecTBABa 4pes
npoBepka 1 3aBepka ,BapHO ¢ opurmHana® n camopbYeH NoANUC BbPXY M3UCKyeMUTE OOKYMEHTU;

KoraTto gokyMeHTUTe ce u3npaiiaT no nowiarta ce U3nckea HoTapuanHa 3aBepka Ha JOKYMEHTUTE.

» dwmsmdecko nuue (TuTynsp), ce OCbLLEeCTBsIBA, 4Ype3 JIMYHO MPUCHLCTBME C AOKYMEHT 3a
CaMOJIMYHOCT UMK Ype3 oTAaneyvyeHa NpoBepka NocpeacTBOM HOTapuasnHa 3aBepka Ha JOKYMEHTUTE.

» KoraTto ce n3non3sa MOOMMHOTO NpUNOXeHne Ha EBPOTPBCT ce OCbLUEeCTBsIBa NPOBEPKA Ha
CaMOJSIMYHOCT Ha bM3nYeckuTe nuua 4ypes3 cuctema 3a aBToMaTusMpaHa BUMAEO MAEHTMdUKaUMA Ypes
NnpoBepKa Ha CKaHWpaH OOKYMEHT 3a CaMOSIMYHOCT M NoslydyaBaHe Ha aHHM 3a HeroBaTa BanuOHOCT OT

HauuoHarnHa 6asa gaHHu ¢ 6bﬂrapCKl/I OOKYMEHTU 3a CaMOJTIMYHOCT, KaKTo N 4pe3 6V|omeTp|/|qu aHanms
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Ha nnueTo CbC CHMMKOB Matepuar, nomfiydeH ot HaunMoHanHaTta basa OaHHWN. I'IpV| HeycCnelwHa npoBepka
Cé u3BbpPLUBA I/ILI,eHTVI(*)VIKaLI,VIFI OT onepartop no cneuunarnHa MeToaoJiIorma 4pes BVID,GOKOH(bepeHTeH
pa3roBop. I'IpOBepKaTa Ha npegcrasuteriHaTta BJ1aCcT Ha €4HO (*)VI3I/I‘-I€CKO nnue crnpsamMmo ropmnanyecko ce
M3BBbPLLUBaA 4pe3 npoBepkKka Ha OaHHUTE 3a BNMCBaHUATA B CbOTBETHUTE PETNCTPU KbM AreHumsaTta no
BNnMcBaHuATA.

EBpOTp'bCT M3BbpLUBa MNpoBepka Ha AOO0CTOBEPHOCTTa Ha I/IHCpOpMaLI,I/IFITa B MOMNbJIHEHUTE
OOKYMEHTU, C BCUYKMN 3aKOHOBO NO3BOJIEHN CpeacTBa B CbOTBETHUTE I'Iy6J'II/I‘-IHI/I perncTpu.

Cnucek ¢ N3NCKyeMnTe [LOOKYMEHTU 3a Cbl/l3|/|‘-leCKO nue npu u3gaBaHe U ynpaslieHUE Ha

KBaJ'II/ICbI/ILl,I/IpaHO yAoCToBeEpeHMe ce nogabpxKa Ha canTa Ha EBpOTp'bCT.

3.2 TMbPBOHAYAJIIHA PETMCTPALUA

MbpBoOHaYanHaTa perucTpauuaTa BKOYBa peavla npoueaypu, KOUTo No3BonABaT npeau aa ce
usnage yooctoBepeHve Ha [MoTpebuten, Oa ce cbbepaT AaHHM 3a HerosaTa MOEHTUdMKaLMS.
MoTBbPXOEHNETO Ha Te3n OaHHW M3WUCKBA KOHTAaKT Nuue B Nuue ¢ npeactaButen Ha Peructpupalums
opraH, HOTapuyc WNnM OPYro OMpPaBOMOLLEHO fNuLe, MOTBbPXAABalluyM HeroBaTa CaMONUYHOCT. Tasu
npoueaypa Moxe [a ce OCbLECTBM OTAaNeYeHo, Ypes cucTeMa 3a otaarnedyeHa ngeHTugpukaums, npes
MOGUITHOTO NpunoXeHne Ha EBpoOTpbCT.

Crnen npoBepka Ha nNpedoCTaBeHUTE [aHHM W CKIKYEH [OroBop 3a  KBanuduuupaHa
yOooCTOoBepuTenHa ycrnyra, nuUeTo Modano uckaHe e BKM4YeHo Kato [oTpebuten Ha ycnyrute Ha

EBpoTpbCT.

3.2.1 TNPOBEPKA 3A NMPUTEXAHUE HA YACTEH KI1HO4

EBpoTpbCT MOXe aa npegoctaesa Ha Tutynaps/Cb3gartensa ycnyraTta fiokanHo unn nocpeactsom
oTAaneyYeHo reHepupaHe Ha gBovikarta KroyoBe.

3a wunsgaBaHe WM nNpoabikKaBaHe Ha [AEWCTBMETO Ha KBanMUUMpaHO yOOCTOBEPEHME €
Heobxoanmo EBpOTPBLCT Aa nony4dn enekTpoHHO nckaHe BbB popmaTt PKCS#10. CneundurkauusaTta Ha
TO3K hopMaT Ha UCKaHe 3a M3gaBaHe Ha KBanNMPUUMPaAHO YAOCTOBEPEHME M3UCKBA MCKaHETO Aa 6bae

noanucaHo oT Tutynaps/Cb3gatens, nputexasall, YaCTHUS KITHou.
3.2.2 MNPOBEPKA HA MOEHTUYHOCT HA IOPUOMNYECKO NULE
YcTaHoBsIBAHETO Ha MOEHTUYHOCTTA Ha Obrrapcko opugndecko nuue (Cbhagaten Ha nevyar), ce

ocbLlecTBABa OT npeacraBuTersl Ha PeFVICTpI/IanJ,VIFI opraH, 4pes3 rnpoBepka B CbOTBETHUTE PETUCTPU MO

npepoctaBeH EWK, cvotBeTHO BYJICTAT no pega Ha 3akoH 3a eneKkTPOHHOTO ynpasneHue. 3a
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ObnrapckuTe OPUONYECKN LA, KOUTO HE Ca TbProBLUMW, KAKTO U 3a Yy)XAEeCTPaHHUTE PUANYECKM N1La,
3a KOMTO He MOXe [a ce U3BbPLLM aBToOMaTM3npaHa NpoBepKa ce NpeacTaBaT:

> CbaebHO pelueHve Unu Opyr AOKYMEHT, YAOCTOBEPSiIBALLM Bb3HUKBAHETO Ha HOPUANYECKOTO
nvue;

> [OOKYMEHT, yOOCTOBEpsiBaLl, aKTyarHOTO CbCTOSIHME Ha NULIETO;

> YHUKaneH HaumoHaneH naeHtTudukaTop.

Cnucek ¢ N3NCKyeMn OOKYMEHTU Ce nNogabpxXa Ha canTa Ha EBpOTp'bCT B UHTEPHET.

3.2.3 YCTAHOBABAHE HA CAMOJIMMHOCT HA ®U3NYECKO JIMLUE, YMbJIHOMOLIEH
NMPEACTABUTEN HA IOPUOAWYECKO JIULIE

3a u3gaBaHe Ha KBanuduuMpaHO yaocToBepeHue Ha usmyecko nuue (Tutynsap), KoeTo e
YMbAHOMOLLEHO OT Iopnan4ecko nuue, ynbIHOMOLLEHUAT NpeacTaBsuTen ce siBasa nped Pernctpupalumg
opraH. YOocToBepsiBaHETO Ha MHAOpMaLMATa, KOATO Ce CbAabpXa B NpeacTaBeHUTe JOKYMEHTU cTaBa
upes:

» 3aBepka ,BsApHO ¢ opurmHana“ n camopbyeH nNoanuc Bbpxy AOKYMEHTUTE npea CnyXuten Ha
Peructpupawyms opraH, B criydan Ha Nn4HO npefaBaHe Ha OKYMEHTUTE;

» HOTapuanHa 3aBepka Ha OOKYMEHTUTE, KOUTO ce manpawat no nowa Ao Peructpupalums
opraH;

» nMoAnMcBaHe Ha MNPUMOXEHUTE EnekTPOHHU dopMaTM Ha AOKYMEHTUTe C BanuaHo
yOoCTOBEpEeHUe 3a KBanuuumnpaH enekTpoHeH nognuc/nevar;

» nperneg v NOTBbPXAEHWE, 4Ype3 M3MNOoN3BaHe Ha cneuvanmsaMpaHo MOOWMHO wunu gpyro
NPUIOXeHNe W Cre M3BbpLlieHa HagnexHa wuaeHTUdUKaumsa Ha npencrtaBnsiBalloTo nvue wu/mnnu
IOPUOMYECKOTO NUUE OT ChyXuTen Ha EBpPOTPBLCT, KakToO M 4Ype3 npoBepka Ha BNUCBaHUATA Ha
npegcraesmTenHaTta Brnact B ouumanHu peructpy (kbm AreHumsta no BnMcBaHusTa).

C npoBepkaTa Ha MOEHTUYHOCTTA Ha IPUONYECKO NMLE Ce Lenn a ce AOoKaxe, Ye No BpeMe Ha
pasrnexgaHe Ha 3asiBKaTta HpUAOMYECKOTO NUUE CbLUECTBYBa M Ye NpencTaBfsBalloTO NULE, KOETO
KaHOugaTcTBa 3a KBanuduumpaHo yOOCTOBEpPEHME MpuUTEXaBa npeacTaBuMTenHa BracT ga noucka

n3gaBaHeTo.

3.2.4 YCTAHOBABAHE HA CAMOJIMNYHOCT HA ®USUYECKO JIULIE

YcTaHoBsiBaHE 1 NpoOBepKa Ha caMONMYHOCTTa Ha dmandecko nuue (Tutynsp) ce ocbllecTBsBa
OT npegcraButenn Ha Pernctpupawmsa opraH. WoeHTugukaumsata Moxe [a ce  M3BbPLK U
aBTOMaTM3npaHo, Ypes oTaareyeHa nposepka.

3a yCTaHOBABaHE W NpoBepkKa Ha CaMOJIMYHOCTTa Ha (*)VISI/I‘-IGCKO mge ce U3nckea TO Aa
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npeacrasn JOKYMEHT 3a CaMOSINYHOCT.

dur3nYeckoTo nuLe NOTBbPXKAaBa JOCTOBEPHOCTTA Ha AaHHUTE, Ypes:

» CaMOpPBYHO NOCTaBeH NoAMNUC BbPXY OOKYMEHTUTE Mpes Crnyxuten Ha Pernctpupalimna opraH,
B Criyyarn Ha NNYHO nNpeJaBaHe Ha JOKYMEHTUTE;

» HOTapuanHa 3aBepka Ha JOKYMEHTUTE, KOUTO ce umanpawaT no nowa go Permctpupayms
oprah;

» nMoanucBaHe Ha MNPUIOXKEHUTE ENEKTPOHHW OOKYMEHTUTE C BanuaHO YAOCTOBEpPeHue 3a
KBanuuumnpaH enekTpoHeH noanuc no cmucbna Ha PernameHT (EC) Ne 910/2014;

> nperneg v nNoTBbpXAEHWe, 4Ype3 U3fnon3BaHe Ha cneuuanunsanpaHo MoOBUITHO wunu gpyro
NpUNoXeHne N cneq n3sbpLUeHa HaanexHa naeHTudmrkaumsa Ha omsnyeckoTo nuue asToMaTusnpaHo nnu
OT cnyxunten Ha EBpoTpbCT.

CnncobK € M3MCKyemMuTe JOKYMEHTU 3a pusndecko nuvue (Tutynap) npu usgasaHe v yrnpasneHve

Ha KBaJ'II/I(bVILI,VIpaHO yaooCcToBepeHne ce nogabpiKa Ha canTa Ha EBpOTp'bCT B MHTEPHET.

3.2.5 TPOBEPKA OT YOOCTOBEPABALLUNA OPIAH

Cnep ycnewHa naeHTudunkauns n nposepka ot Perncrpupallmsa opraH Ha ycnoBsusaTa 3a u3gaBaHe
UnNu ynpasreHne Ha KsanuduuupaHo yaocToBepeHwe, npeactasuten Ha Peructpupawms opraH
noTebpXdasa [AaHHWTe nped YOocToBepsiBaWwmMss opraH. YOocToBepsiBaWMAT opraH nybnukysa
He3abaBHO M3gadeHOTO KBanuduuupaHo yaocToBepeHue B [yBnuvyHus pernctbp/XpaHunuuietTo Ha
n3gafeHnTe yaocTOBEpPeHUs UM CboTBETHO B CnncbKa CbC CNPEHU M MpekpaTeHn YAOoCTOBEPEHUS
(CRL).

B EBpOTpbLCT €aMHCTBEHO OnNepaTuMBHUAT YOOCTOBEpsiBall, opraH, u3gan KeanuduumpaHo

yOOCTOBEpeHMe 3a eNeKkTPoHeH noanuc/neyar, Moxe Aa npekpatu 4eNCTBMETO Ha TOBa yA0CTOBEPEHNE.

3.3 WAOEHTU®UKALUUA U NMPOBEPKA HA CAMOJIMMHOCT/MAEHTUYHOCT NPU
NOAHOBABAHE HA KBAJIM®ULIMPAHO YOOCTOBEPEHUE

EBpOTpBCT MOXe Aa NoAHOBU BanvaHO KBanvduumpaHo yaoCTOBepeHME, KOETO He e NpekpaTeHo
B CpOKa My Ha BanuaHOCT, kaTo reHepupa HoBa fBonka krtodoBe (Re-key). EBpoTpbCT HEe nogabpxa
NnoAHOBSIBaHE CbC 3ana3BaHe Ha CblyecTByBallaTa ABouKa krntodose (Renewal) nnu cbe 3anassaHe Ha
CepUNHNS HOMep.

EBpoTpbCT NnogHOBsIBa TEKYLLO YAOCTOBepeHne Ha Tutynapsa/Cb3aatensi ¢ HoBa ABOVIKA KITo4OBe
(Re-key), camoO ako HsMa HacTbMWAM MPOMEHW B YyAOCTOBepeHata WHdopmauusa. [MogHoOBEHOTO

yaocrtoBepeHne nMma enmcaHn B Hero Hoe cepmneH Homep, HoB ny6r|w-|eH K04, HOB nepwmoa Ha BanmgHoCT
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W HOB e€enekTpoHeH nognuc/neyaT oOT YAOCToOBepsABalUMS OpraH, KaTto YyAocToBepeHaTa B Hero
WHopMaLms ce 3anasBa.

Cnen nogHoBsiBaHe TEKyLOTO KBanuduuMpaHO YAOCTOBEPEHWE He ce MnpekpaTsiBa U ocTaBa
BanuaHoO B cCpoka My Ha BanmgHocT.

3a ngeHTudunkaumsa n npoBepka Ha camMonuYHoOCT Ha TuTtynaps/CbagaTtens Ha KBanuuumpaHoTo
yOOCTOBEpPEHME, KOETO Ce NOAHOBSIBA, HE CE U3NCKBA HEroBOTO NIMYHO fABABaHe npepn Pernctpupalums
opraH Ha EBpoTpbCT.

Mpyn HacTbnNUM nNpomMeHn B UWHdopMaumsaTa 3a Tutyndaps/Cbhb3gatens Ha KBanuduumpaHo
YAOCTOBEPEHNe, TeKyLWOoTO YAOCTOBEpeHWe He ce nogHossaBa. [loCcTaBuMKbT uM3gaBa HOBO
KBanuuumnpaHo yaocTOBepeHue, KaTto crefBa NbpBOHA4yanHa wuwaeHTMduKauua m npoBepka Ha

CaMONNYHOCT/MOEHTUYHOCT U npekpardaBa He3abaBHO TEeKyLOoTO KBaJ'II/ICbI/ILl,I/lpaHO yoocTtoBepeHune.

3.4 WAEHTUO®UKAUUA U NIPOBEPKA HA CAMOJIMMHOCT/MOEHTUYHOCT MNMPU CNMIUPAHE HA
OEWUCTBUETO HA KBANTU®ULIMPAHO YOOCTOBEPEHMUE

CnupaHe Ha BanugHocTTa Ha KBanuduuMpaHO yOOCTOBEpPEHME € YCTaHOBeHa onepaTuBHa
npakTuka Ha EBpOTPBLCT M ce pasnuyaBa OT MpekpaTsaBaHe No ToBa, 4Ye BOAM OO BPEMEHHO
npeycTaHoBsiBaHe Ha ygocToBepuTenHaTa cvuna Ha fageHo ygoctosepeHune. OT cbobpaxeHus 3a npaBHa
cUrypHoct EBpOTpBLCT BMHarM 4€AcCHO oOTOena3Ba cTaTyTa Ha ChnvpaHe Ha BanuMaHocTTa Ha
yAOCTOBEpEHNsTa.

EBpoTpbCT € AnbXeH, ype3 Peructpupawims opraH, fa chnpe AeWcTBMeTO Ha BanugHo
yAOCTOBEPEHME MpU NOCTLNUIO UCKaHE 3a CnupaHe.

EBpoTpbCT, upe3 Pernctpupalums opraH, Bb30OHOBsIBA aBTOMATU4HO OEWCTBMETO Ha CMpPSIHO
YyAOCTOBEPEHME.

BpemeTo B cuctemuTe, CBbp3aHM CbC ChMpaHe W MNpekpaTsaBaHe Ha YOOCTOBEPEHMS ce
cuHxpoHunsnpa cnpsamo UTC noHe BegHbX Ha 24 vaca.

CnupaHe Ha yOoCToBEpeHNe, KOeTo e U3aaeHo oTaane4yeHo He ce Aonycka.

3.5 WAEHTU®UKAUUA U NMPOBEPKA HA CAMOJIMMHOCT/MAEHTUYHOCT MNPU
NMPEKPATABAHE HA OEMCTBMETO HA KBAJIU®ULIMPAHO YOOCTOBEPEHMUE

Korato EBpOTp'bCT, ype3 PeFVICTpVIpaLLI,VIFl opraH wnnM CcaM npeKkpaTtu OEeNCTBMETO Ha
KBaJ'II/Id)I/ILl,I/IpaHO yoocTtoBepeHue, TOM OoTpa3dBa TOBa B MNMoAAbpXaHUTe OT Hero 0asu OaHHUN C
KBaJ'II/I(bI/ILl,I/IpaHVI yYOOCTOBEPEHUA U ny6nvn<yBa OTMEHEeHUA CTaTyT Ha yaoCTOBEPEHNETO CBOEBPEMEHHO,
HO He NO-KbCHO OT 24 Yyaca cnej KaTo 6'bD,e Nnony4eHo NCKaHEeTO. OTtmsaHaTa cTaBa BaliMgHa BeaHara crie

kaTo 6bae nybnukysaHa.
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|_|pI/1 npekpatdaBaHe npes MOOUWMHOTO npunoxeHme Ha EBpOTp'bCT, nposepka 3a NAEHTUYHOCT He

Cce n3BbpLiBa, npeasna HaJIMMMETO Ha OOCTbI Ha TVITyJ'IFIpFI 00 CbOTBETHATA beHKLI,I/IOHaJ'IHOCT.

3.6 WAEHTU®UKALUA U NPOBEPKA HA CAMOJIMMHOCT/MAEHTUYHOCT CIEA
NMPEKPATABAHE OEUCTBUETO HA KBANTMOGULIMPAHO YOOCTOBEPEHUE

MonuTtukata u npakTukata npu npegoctaBsiHe Ha KBanMuumpaHu YAOCTOBEPUTENHU YCNyrn Ha
EBpOTPBCT HE JonyckaTt NOAHOBSABAHE Ha KBanvduumMpaHo yoOCTOBEPEHUE creq npeKkpaTsBaHeTo My.

Tutynapat/Cb3gatenaT Ha npekpaTteHo KBanudpuuupaHo yOoOCTOBEpPEHME MOXe Aa noucka
n3gaBaHe Ha HOBO YOOCTOBEPEHME.

EBpoTpbCT, upes Pernctpupalinsa opraH, U3nbrHsaBa mbpBOHaYanHa naeHTudmkaums n nposepka
Ha caMonu4HoCT Ha TuTtynsaps/CbagaTens, ako TOM 3asiBU HOBO yAOCTOBepeHne. TakaBa NpoBepka He ce
N3BbPLLBA, aKko MNOTPebuTensT 3asiBsABa M3gaBaHETO Ha HOBO KBanuuuUMpaHoO yaoOCTOBEPEHME OT

MOGMNHOTO NPUNOXEHNE, B KOETO MMa aKTUBEH Npodhun.

4 OINEPATUBHU N3NCKBAHUA

EBpoTpbCT, Ype3 Pernctpupallima opraH, B paMKUTe Ha ckrtodeH [JoroBop 3a kBanuduumpaHu
yAOCTOBEPUTENHN YCnyru, nNpeaocTaBa crnegHuTe onepaTtvBHU Mpoueaypyu 3a  KBanuduumpaHu
YOOCTOBEPUTENHN  YCNYIrK, MNPUNIOKMMN KbM KBanupuumupaHmte yOooCTOBEPEHUS 3a eNEeKTPOHHMU
nognucu/neyvaTu:

» peructpaums Ha nckaHe 3a nsgasaHe Ha KBanuduumMpaHo yooCTOBEPEHUE;
0o6paboTka Ha uckaHe 3a nsgaBaHe Ha kBanMuuupaHo yaoCTOBEPEHNE;
n3gaBaHe Ha KBanuuumpaHo ygocToOBEpPEHME;
npeagasaHe Ha [NoTpebuTten Ha n3gageHoTo KBanMuuupaHo yaoCcTOBEPEHNE;

NoAHOBSIBaHE Ha KBanuuumMpaHo yaocToBepeHME;

cnupaHe/Bb306HOBABaHE AeNCTBME Ha KBanMdUUMpaHo YA0CTOBEPEHME;

V V.V V VYV V

npekpaTsiBaHe Ha KBanMduumpaHo Y4OCTOBEPEHME;

WNckaHeTo 3a pernctpaums Ha [lMoTpebutenn Ha kBanvduumpaHu yOoCTOBEPUTENHU YCNyrn ce
nogaesa Ao Peructpupawimsa opraH oT (OU3NYECKU, HpUOMYECKM UNU YMIIHOMOLLEHM NUuAa U BKIIOYBA
cnegHaTa UHdopMauus:

» MbSIHO HaMMeHoBaHue Ha Tutynapsa/Cb3gatens MnNu Ha YNbiAHOMOLLEH npeactaBuTen Ha
IOPUAMYECKOTO NULLE;

» [pokasaTernicTBa 3a npeacraBuTenHa BnacT Ha Tutynsaps cnpsamo Cw3gatens;

» wunpentndukatopu: EVK (nepcoHaneH ngeHTMpukaLmMoHeH HoMep) u ap.;
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» MNOLWeHCKN agpec Ha nuueTto (cTpaHa, obnacT, MOLWEHCKM Kog, rpag wunu ceno, Homep Ha
crpaga, ume Ha ynuua unu ksapTtan, TernedoH, Homep Ha dakc);

>  1Menn agpec;

» BUO Ha MCKaHOTO KBanuduumMpaHo yOOCTOBEpPeHWe, B3eMalnku npeasua npegHasHavyeHueTo
Mmy;

» uvaeHTuMKaTop Ha nonuMTMKaTa 3a yOoCToBepsiBaHe, Bb3 OCHOBA Ha KOATO Ce u3jaBa
yOOCTOBEPEHUNETO;

» HanunuyMe Ha YacTeH KN4, CbOTBETCTBALL Ha NyGnuyeH Koy,

»  nybnuyeH Knwowu;

» ponbhHUTENHa MHAopMaLMs, 3asiBeHa 3a BKMoYBaHe B yOCTOBEPEHUETO, KaKTO U AonycTuma
HenoTBbpAEeHa Takaga;

» noanuceaHe Ha [oroBop 3a kBanuduumpaHu yOooCTOBEPUTENHW YCNyrM U cbrnacuve c
ycrosuaTa Ha lMonutukata m lNpakTukata npyv NpeaocTaBaHe Ha KBanuuuupaHu yooCTOBEpUTESTHM
ycnyru ot EBpoTpbCT.

VckaHe 3a nsgaBaHe Ha KBanuduumpaHo ygocToBepeHme MoXe Aa ce nogasa v Ype3 MOBUnHOTo
npunoxeHue Ha EBpOTPBLCT.

Tutynap/Cb3gaten unu ynbNHOMOLLEH NpeacTaBUTEeN Ha IOPUANYECKOTO NUue MOXe Aa 3asBu
NoAHOBSIBaHEe Ha KBanuduuMpaHo ygocToBepeHue npu cbbrogaBaHe Ha BpeMeBUTE OrpaHuUyeHus,
N3NCKBaHWNA 1 YCNOBUS 3a NOAHOBSABAHE.

MogHoBsiBaHETO Ha  kBanuMdUUMpaHO  YOOCTOBEpPEHME  3anasBa uMHopmaumudara  3a
Tutynaps/Cb3gatens unu ynbiaHOMOLLEHOTO nuLe OT TeKyLOTO yAOCTOBEPEHWe, KaTo B NOOHOBEHOTO
yOOCTOBEpPEHME Ce NPOMEHS nepuofa Ha BanugHocT. Ha nogHoBsiBaHe He nognexaT YAOCTOBEepeHus,
KOMTO ca Gunu npekpaTeHn B nepnoaa UM Ha BanuaHoCT.

lMNogHoBSIBaHe He ce Aonycka 3a kBanuduumpaHn yaoCcTOBEPEHNUS, n3gageHn otaanedyeHo, Ypes

MOGMNHOTO NpUnoXeHne Ha EBpoTpbCT.

MckaHe 3a npekpaTsaBaHe Ha kBanuduumpaHo ygocToBepeHue ce nogasa ot Tutynap/Ce3garen
NN YNbNHOMOLLIEH NpeaCTaBUTEN Ha HOPUAMYECKOTO N1Le Ha MACTO npu Pernctpupalymsa opraH unmv no
€IeKTPOHEH MbT.

EBpOTPBLCT npekpaTsiBa n3gageHo OT HEro yaocToBepeHune npu:
CMBPT UNK NocTaesiHe nop 3anpewenne Ha Tutynap/Ce3parten;
npekpaTtsiBaHe Ha nNpeAcTaBuTenHaTa Bnact Ha Tutynapsa cnpsmo Cbhagatens;
yCTaHOBSABaHe Ha HEBEPHU JaHHU NpU u3gaBaHe Ha YOOCTOBEPEHUETO;
cTaHana BrnocneacTeme HeBsApHa yaocToBepeHa nHdopmauus;

npu npomMmsdaHa B yaoCtoBepeHa Be4e I/IHC*)OpMaLI,I/IFl Ha TVITyJ'IFIp/C'b3D,aTeJ'I;

V V.V V VYV V

KOMnpomMeTunpaHe Ha YaCTeH KITHou;
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> 3abaBsiHe B 3annallaHeTo Ha ObJHKUMO Bb3HarpaxkaeHue;

> VCKaHe 3a npekpaTsiBaHe OT cTpaHa Ha TuTynap/Cbwagarten, cnef kato EBpoTpbCT ce yBepyu B
CaMONUYHOCTTa UM U B NpeAcTaBUTeNnHaTa BnacT Ha CbagaTtens.

Mpu npekpaTtsiBaHe OT MOOMWITHOTO MPUIIOXKEHWE CE MpPUEMA, Y€ WCKAHETO € HamnpaBeHo C
aKTMBMPaHe Ha CboTBeTHaTa PYHKLIMOHATHOCT.

YcnyruTe no ynpaeneHue Ha npekpaTtsiBaHe U crvpaHe Ha OefCTBMETO Ha YAOCTOBEPEHME ca Ha
pasnonoXeHne AEHOHOLWHO, 7 AHU B ceamMuuaTa.

Bpemeto B cucTemuTe, CBbp3aHM CbC CNMpaHe W MpekpaTsiBaHe Ha YAOCTOBEPEHUS ce

cnHxpoHunsunpa cnpsamo UTC noHe BegHbX Ha 24 vaca.

4.1 YNOTPEBA HA KBAIIMGULIMPAHO YOOCTOBEPEHUE U JBOUKA KNIOYOBE
4.1.1 OTNOTPEBUTEIN

MoTpebutenute TpsbBa Aa M3NON3BaT YaCTHUTE KIOYOBE M CbOTBETHUTE MM KBanuduumpaHm
YAOCTOBEPEHUS:

» B CbOTBETCTBME C TAXHOTO NpeaHa3Ha4YeHune;

» CaMO B paMK1Te Ha Cpoka Ha TsixHaTa BanuaHOCT;

» KoraTo y4OCTOBEPEHMETO € CMNpPsiHO, NOTPedbUTENST He TpsiOBa Aa M3non3Ba YacTHUSA KT,
0cobeHo 3a cb3gaBaHe Ha enekTPOHEH nognuc/nevar.

OTFOBOpHOCTTa 3a U3Non3BaHeTo Ha YaCTHUA KITHOY € Ha TI/ITyJ'IFIpFI.

4.1.2 OT AOBEPABALLU CE CTPAHU

[loBepsiBalnTe Ce CTpaHW, BKNIOYMTENHO onepaTopute B Pernctpupalyusi oprad, Tpsiosa aa
n3nonssaT NyGrNYHNUTE KIIOHOBE U CbOTBETHUTE UM Y4OCTOBEPEHMS:

> B CbOTBETCTBUE C TAXHOTO NpeaHa3HayYeHue;

> camo crej NpoBepka Ha TEXHWUSA CTaTyC U NpoBepKa Ha eNeKTPOHHUS NoAnuc Ha
YpoctoBepsiBalms opraH, ngan yaoCTOBEPEHNETO;

> [0 OTMsiHA BanuOHOCTTa Ha JafeH Koy,

> KoraTo yOOCTOBEPEHUETO € CrpsiHO, loBepsiBallaTa ce cTpaHa He TpsibBa Aa npuema

NyGANYHMA KITHOM.

4.2 NOAHOBABAHE HA KBAITU®OULIMPAHO YOOCTOBEPEHUE

lNogHoBsiBaHe Ha KBaJ'II/I(*)VILI,I/IpaHO yooctoBepeHne oO3Ha4daBa nnogMdHa Ha BalugHo

yaoocrtoBepeHue ¢ HOBO, bes Oa ce NpoMeHsa CcbllecTByBallaTa VIH(*)OpMaU,VIﬂ B HEro, ocBeH HoB cepuneH
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HOMEpP M HOB CPOK Ha BanuaHOCT.
MoaHoBsIBaHE Ce W3BbPLIBA CaMO B paMKUTE Ha Cpoka Ha BanMOHOCT Ha akTyarHo
yoocTtoBepeHue. To Tpsi6ea Aa 6bae npealwecTBaHO OT permcTpupaHe Ha uckaHe 3a NofHOBsIBaHe B
nogxoasia copma, npueta u ogobpeHa oT onepatop B Peructpupaly opraH, aBTeHTUdMKauua u
KOPEKTHOCT Ha NoJafeHOTO UCKaHe.
MoaHoBABaHe Ha u3ganeHo oTaanedeHo, nNpe3 MobUMHOTO MPUNOXEHUE YOOCTOBEPEHME, He ce

Aornycka.

4.3 W3OABAHE HA KBANIM®ULIMPAHO YIOCTOBEPEHUE C FTEHEPUPAHE HA HOBA
OBOWKA KNIOYOBE(RE-KEY)

Hoea ABowka knwo4yoBe ce reHepupa oT EBpOTpBLCT, B crydante Korato Beye perucrpupaH
notpebuTen noucka ga My ce reHepvpa HoBa ABOWKa Kro4oBE UMM HOB NoTpedbuTen nogaae nckaHe 3a
reHepupaHe Ha [BoKKa Knto4yose. [[eHepupaHeTO Ha HOBa ABOMKa KMOYOBE Ce CbMbTCTBa C M3gaBaHe
HOBO KBanuduLmpaHo yaoCTOBepeHMEe, NOTBbPXKAABALLO NPUTEXaHMETO Ha HOBOCHh34adeHaTa KroyoBa
[JBOMKa.

EBpoTpbCT MHGOpMMpPa NpeasapuTenHo NoTpedbuTenmute cuM No umenn Han-manko 14 gHu npean

n3Tn4aHe CpoKka Ha BanimgHOCT Ha n3ganeHo yaoctoBepeHune, Korato Toea € Bb3MOXHO.

VMckaHeTo 3a nogHoBsiBaHe Ha KBanuvduuMpaHO yOOCTOBEpeHue, Ype3 enekTpPoHHa 3asBka ce
yOocToBepsiBa C €feKTpPOHEeH nognuc/meyaT, CbOTBETCTBALW, HA BanuMgHO YOOCTOBEpPEHue Ha
Tutynap/Cbagaten nnm ynbnHOMOLLEH NpeacTaBUTEN Ha HPUANYECKOTO nnue.

B cnyyan, 4e yamocToBepeHMEeTO, KOETO Ce MNOOHOBSBA € C WM3TEeKb/l CPOK Ha BanuaHOCT,
Tutynapat/Cbe3gatenat unu ynbHOMOLLEHOTO OT Hero nuue Tpabea Aa nocetn NMyHO Pernctpupawmns
opraH Ha EBpOTpbCT.

He ce ponycka nogHoBsiBaHE Ha yOOCTOBEPEHMS, M34ageHU OTAaneyvyeHo, 4ype3 MoOMIHOTO
npunoxeHue Ha EBpoOTpPBLCT.

Tutynapat/Cbu3gaTenaT nnu ynbiIHOMOLLEHOTO OT HEro Nnue, MOXe Aa Bb3pasu, ako n3gageHoTo
yOOCTOBEPEHME CbAbPXa TPELUKM UM HEeNbinHOTU, B 3 (TPUOHEBEH) CPOK OT nybnukyBaHeTo My B
pernctbpa. EBpoTpbCT M OTCTpaHsaBa, Ypes3 u3gaBaHe Ha HOBO KBanuduumpaHo ygoctoBepeHue 6e3
3annallaHe Ha Bb3HarpaxaeHune, OCBEH ako Ce ObJKaT Ha NpegocTaBsiHE Ha HEBEPHU AaHHW. [pu nunca

Ha Bb3paXXeHne ce CMdATa, Ye CbAbpXXaHNEeTO Ha KBaJ'IVICbI/lU,I/IpaHOTO yaooctoBepeHue e npneTo.

4.4 NPOMAHA B KBAJIMPULINPAHO YOOCTOBEPEHUE

MpomMsHa B kBanudUUMpaHO yaOCTOBEPEHNE O3HA4YaBa MPOMsiHA B CbAbpXKaHMETO Ha AaHHWUTE
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BbB Be4e n3gageHo 1 I'Iy6J'II/1KyBaH0 KBaJ'II/Id)VILI,VIpaHO yaoocTtoBepeHne 3a eNNeKTPpOHEH noanuc/nevar. I'Ip|/|
NnpomMdHa B KBaJ'II/I(*)VIU,I/IpaHO yooctoBepeHne ce U3NCKBa 3abJIKUTENTHO reHepupaHe Ha HoBa ABouka
KIto4oBe.

npOMFIHaTa ce Tpetupa no Cbwna HaudunH, KakKtTo U 1M3gaBaHETO Ha HOBO KBaJ'II/I(bVILI,VIpaHO

YOOCTOBEPEHME.

4.5 CINWPAHE U NPEKPATABAHE HA KBAITU®ULIMPAHO YOOCTOBEPEHUE

CnuvpaHe 1 npekpaTsiBaHe Ha BanuAHOCTTa Ha KBanuduuMpaHO Y4OCTOBEPEHME CE U3MbIIHSABA
camo npes nepuoga Ha BanuOHOCT Ha yaoctoBepeHneTo. CnvpaHeTo BOAM OO BPEMEHHO CnupaHe Ha
OencTBmeTo Ha yaoctoBepeHneTo. MNpekpatsasaHeTo Boau 40 6e3B13BpaTHO CNupaHe Ha AeUCTBUETO Ha
YAOCTOBEPEHNETO.

Ako ygoctoBepeHue 6bae npekpaTeHo cneq NbpBOHAYanHOTO akTUBMpaHe, To rybu BannaHocTTa
CM OT MOMEHTa Ha MnpeKkpaTsBaHe M HEeroBUAT CTaTyC He Moxe fa Obae Bb3CTaHOBEH MPU HUKaKBU
obcroaTencrea.

Ako EBpOTPBLCT cripe unu npekpatn KesanuduumpaHo yaocToBepeHue, TOW perucTpupa Tasm
npomMmsiHa B cBosTa 6a3a AaHHU C KBanuduuupaHu yaoCcToBepeHns u nybrnvkyBa OTMEHEHUS cTaTyc Ha
yAOCTOBEPEHNETO cBoeBpeMeHHO. CnNnpaHeTo nnu NnpekpaTaBaHeTo cTaBaT BanuaHu BegHara crnep kaTo
yOoctoBepeHneTo 6bae nybnukyBaHo B XpaHUIMLLETO.

Ycnyrute no ynpaefieHMEe Ha npekpaTsiBaHe U crnvpaHe Ha OEUCTBMETO Ha KBanuduumpaHo
yAOCTOBEPEHME ca Ha pasnonoXeHne JeHOHOWHO, 7 AHW B cegmMuuaTa.

CnupaHe Ha yOoCTOBEpeHus, msgageHu oThanedyeHo, npe3 MOOUTHOTO MpUNOXEHMEe Ha

EBpOTpBCT, HE ce gonycka.

451 OBCTOATENCTBA 3A NPEKPATABAHE HA KBAJIM®PULIMPAHO YOLOCTOBEPEHUE

EBpOTpbCT NpekpaTtsiBa nsgageHo OT HEro KesanuduumpaHo yooCTOBEPEHME, MPU HanuMune Ha
cnegHUTE XMnoTesu:

» KoraTo MHpopmaumsiTa, BNMcaHa B YAOCTOBEPEHMETO CE € MPOMEHUNA;

» KoraTo Mma NofO3pPEHME, Y€ YaCTHUST KIo4, CBbp3aH C NyGnMYHMA KIod, CbAbpXKall ce B
yOOCTOBEPEHNETO € KOMNPOMETHPaH;

» noTpebuTensT peln ga npekpatn oroeopa ¢ EBpoTpbCT;

» CMBPT UnNu noctaesiHe Nof 3anpeLleHne Ha Tutynaps/Cbhagatens;

» npekpaTsaBaHe Ha npeacTaBuTenHaTa BnacTt Ha Tutynsapsa cnpamo CbhagaTens;

» koraTo [loTpebuTensaT He oOTroBapsi Ha W3NCKBaHMSATA Ha npuetata [lonutnka 3a

yOocToBepABaHeE,
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> aKko YOocToBepsiBalLMs OpraH npekpaTi AelHoCTTa cu;

> ako [loTpebuTenaT ObMKM Heu3nnaTeHn Takcu 3a MPefoCTaBAHU  KBanuduumpaHu
yOOCTOBEPUTENHMN YCNYTU;

> KoraTo HafeXAHOCTTa U CUTYpHOCTTa Ha 4acTHMS KoY Ha Y[OocToBepsiBalMs opraH e
HapyLleHa;

> koraTo MoTpebuTen, KOWTO € CNyXuTen Ha efHa opraHMsauus npekpaTy 4oroBopa CU 3a
paboTa 1 He BbpHe M3non3BaHaTa KpuntTorpadycka kapTa, Ha KOSATO Ce CbXpaHsiBa yOoOCTOBEPEHNETO U

CbOTBETHNA YaCTEH KIou.

4.5.2 TPOLUEAYPA 3A NMPEKPATABAHE HA KBAJIMOULIMPAHO YOOCTOBEPEHUE

45.2.1 TlMpoueaypa 3a npekpaTsaBaHe Ha KBanuduumnpaHo yaoCcToOBEpPEeHUE Ha KpaeH noTpeburen

MpekpaTsiBaHe AOEWCTBMETO Ha KBanvduUUMpaHO YAOCTOBEPEHWE Ha KpaeH notpebuTten ce
npegxoxga OT NnodaBaHe Ha WCKaHe 3a npekpaTsaBaHe npen Peructpupawmsa opraH Ha EBpoTpbCT.
VMckaHeTo 3a npekpaTsiBaHe Ha yOOCTOBEPEHME MOXE [a Ce perucrpypa enekTpoHHO, caMO KoraTo
Tutynaps/Cb3gaTtens nma (gpyro) BanvMgHO M AOCTBHMNHO 3a Non3eaHe KBannduuupaHo ygoCcToBeEpEHMe
3a enekTpoHeH nognuc/neyaT. B npoTuMBeH cnyyan ce npaBu WCKAHe Ha MSCTO Npen OTOpU3MpaH
onepaTop npu Perncrpmpaiius opraH.

Bcako wuckaHe 3a npekpaTsiBaHe Ha YyOocToBepeHue TpsbBa ga CbAabpka Heocrnopumu

AoKasaTesnictBa 3a NOoTBbpXAeHWe Ha npeKpaTABaHETO.

Mpouenypata 3a NnpekpaTsaBaHe Ha kBanuduumMpaHo ya0CTOBEPEHNE Ce U3BBbPLUBA, KaKTO creaga:

» OtopusnpaHnat onepatop B Pernctpupawms opraH HesabaBHO, 6e3 ga uageHTuduumpa
noTpebutens, cnmpa 4eNCTBMETO Ha yOOCTOBEPEHUETO;

» PeructpupalumaT opraH CTporo crnefsa U3nckBaHUATa 3a naeHTUuKaLms n yctaHoBsiIBaHe Ha
aBTEHTMYHOCT Ha TuTynsaps/Cb3gatens unu ynbiHOMOLLEH NPEACTaBUTEN Ha HOPUAMYECKOTO Nuue U
npuuMHUTE 3a npekpatsaBaHe. [pu HeobxogmmocT Tutynapat/Cb3gaTensT WM ynbHOMOLLEHUAT
npeacTaBuTeN Ha OPUAMYECKOTO NMuUe nocellaBa NMYHO Pernctpupawmsa opraH Ha EBpoTpbeT 3a
nocnezBalla NpoBepka Ha MAEHTUYHOCTTA, PECNEKTUBHO CaMONMYHOCTTa Ha noTpebuTtens;

» Cnep ycnewHo yaoOCTOBEpSIBAHE Ha aBTEHTUYHOCTTA Ha Tutynapat/Cb3gaTensT unum Ha
YNbHOMOLLEHUAT NPEeACTaBUTEN Ha HOpuUaMdeckoTo nuue, Permctpupalima opraH nogaea 3asiBka A0
onepaTMBHUSA YOOCTOBEpsiBallL, OpraH 3a npekpaTaBaHe Ha ygoctoBepeHue. Cnep noTBbpXaeHue oT
YpoctoBepsBalLmsi opraH ce U3nbiHsBa MCKaHETO 3a NpekpaTsaBaHe Ha y4OCTOBEPEHMETO;

> Mpn HeycnewHa waeHTUUKALMA U NpOBEpKa Ha YCnoBusiTa 3a NpekpaTsiBaHe,
Pernctpvpawuar opraH OTXBbpSiA MCKAHETO 3a NpekpaTsBaHe Ha yaoCTOBEPEHMETO U He3abaBHO

n3BecTtsaBa TI/ITyﬂﬂpﬂT/C'b3,D,aTeﬂﬂT nnn ynbiIHOMOLUEHUAT NpeactaBuTen Ha opungn4eckoTo nuue 3a
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NPUYMHUTE 3a TOBA;

» [loTpebuten, ¢ OTXBBLPMEHO UCKaHe 3a NpekpaTsaBaHe Ha KBanuduuupaHo yoocToBepeHue,
MOXe Aa nojaje HOBO UCKaHe 3a nNpekpaTsaBaHe Ha yOOCTOBEPEHMETO, cref KaTto OTCTPaHN NOCOoYeHUTe
NPUYMHK 33 OTKa3a;

» Cnep npekpaTtaBaHe Ha yAOCTOBEpPEHMETO, EBpOTPBLCT, Ypes CBOsI Y4OCTOBEpPSsiBALL, OpraH,
He3abaBHO nybnukyBa npekpaTeHOTO ygocToBepeHne B Cnucbka CbC CHAPEHUM U MpekpaTeHu
ypoctoBepeHusi (CRL), kaTo nsgasa HoB CnuCHK;

» Crnep npekpatsiBaHe Ha KBanuduuuMpaHoTo yaocToBepeHue, EBpoTpbCT yBegomsiBa

Tutynaps/Cbh3gaTtens Ha NpekpaTeHoTo yaoCTOBEPEHME.

an/I n3non3saHe Ha MOOMMNHO npunoxexume, ce npuema, 4e UCKaHeTo 3a npekpartdaBaHe € Hanuue,
KoraTto r|0Tpe6I/ITeJ'I$IT € aKTuBupasn cboTBeTHaTa beHKLI,VIOHaJ'IHOCT, yCTaHOBEeHa B NMPUINOXXEeHUeTO. B To3n
cnyqaﬁ ropHUTE nNpouenypu He ce npunarar.

I'IperaTeHo yAOOCTOBEPEHME HE NOAJIEXN Ha Bb300OHOBSIBAHE UM Ha NOAHOBSIBAHE.

4.5.3 TPATUCEH NEPUOM HA NMPEKPATABAHE HA KBAJINMOULIMPAHO YO OCTOBEPEHUE

MNpean pa cnpe oencTBMETO Ha BannaHo KBanuuunpaHo ygoctosepeHme EBpoTpbCT, Ypes cBos
Pernctpupaly opraH, cnvpa OeNcTBMETO Ha yOOCTOBEPEHUETO 3a rpaTUCeH nepuog A0 YTOYHsIBaHe Ha
NPUYUHNUTE 3a CNUPAHETO, HO HE NO-AbMro oT 72 Yaca.

B pamkute Ha TO3M nepuon EBpoTpbCcT ob6paboTBa MCKAHETO 3a MpekpaTsiBaHe Ha
KBannuumnpaHoTo yooCTOBEPEHME.
‘paTuceH nepuog He ce gornycka npy otTaaneyeHo nsgageHu yaoctosepeHus. Te ce npekpatsasat

He3abaBHoO.

4.5.4 OHNAMH NPOBEPKA HA CbCTOAHMUETO HA YOOCTOBEPEHMUE

EBpOTpbCT ocurypsiBa kBanuduumpaHa ycriyra 3a npoBepka Ha CbCTOSIHMETO Ha u3fjageHuTe
yOOCTOBEPEHNS B peanHo Bpeme. Tasm ycryra ce M3BbpliBa Bb3 OCHOBa Ha [1poTokon 3a OoHManH
npoBepka Ha cTaTyca Ha ygocTtoBepeHne (OCSP), onncaH B RFC 2560. M3nonssaHeTto Ha OCSP paea
Bb3MOXHOCT fa ce npuaobue nHdopmaumnsa 3a CbCTOAHUETO Ha yaocToBepeHusTa, 6e3 ga ce manckea
nposBepka B CNNCbK CbC cnpeHun 1 npekpateHn ygoctosepenusi (CRL).

OCSP ycnyraTta reHepupa OTroBop, ocHoBaH Ha 6a3a gaHHu. OCSP oTtroBopa € BanuaeH o 7
OHKW. 3a ga ce nogaobprka NpaBUHOTO M3NbIIHEHWE Ha cucTemarta, oTroBopute Ha OCSP ca kewwmpanm
3a npeaBapuTenHoO onpeaeneHo Bpeme (0OMKHOBEHO He NMoBeYe OT HAKOSIKO Yaca).

MpoBepka Ha cTaTyc Ha yaocToBepeHue B peanHo Bpeme no OCSP npoTokon Moxe Aa ce U3MbIHN
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npes MHTepHeT, Ha cTpaHuuaTta Ha EBpoTpbeT: https://www.evrotrust.com.

455 OBCTOATENCTBA 3A CMMUMPAHE HA KBAITUPULIMPAHO YOOCTOBEPEHUE

EBpoTpbCT, Upes cBOsi onepaTtnuBeH YaocTtoBepsiBaw, opraH (,Evrotrust RSA Operational CA®),
cnupa AeNcTBMETO Ha BanuaHoO y4OCTOBEPEHME NpU onpeaenieHn yCnoBus.

EBpoTpbCT Npegnpuema He3abaBHM AENCTBUSA NO MCKAHETO 3a CNupaHe Ha Y4OCTOBEpPEHNE.

3a BpemeTo, Npe3 KOeTo YAOCTOBEPEHMETO € CMPSHO, TO Ce CYuTa 3a HeBanuaHO U BCUYKM

EJTIEKTPOHHU noanucu/neyaTw, npoBepsAaBaHN C TOBa yAOCTOBEpEHNE Ca HEeOENCTBUTENHM.

45.6 TMNMPOUEAYPA 3A CIMMPAHE W BbB3OBHOBABAHE HA KBAJIMOULUUPAHO
YOOCTOBEPEHUE

CnvpaHe gencTBMETO Ha KBanuumumpaHo yOOCTOBEpPeHME Ce npeaxoxga oT perncrpypaHe Ha
nckaHe 3a cnupade npeg Pernctpupaliusa opran.

» WckaHeTo 3a cnupaHe Ha yaoCTOBEpPEHUE MOXe [a Cce pernctpmpa no enekTpoHeH NbT unun aa
ce nogage Ha xapTusa npea oTopuanpaH onepartop Ha Pernctpupalimns oprad Ha EBpoTpbCT.

» WckaHeTo 3a crnvpaHe Ha yaoCTOBepeHue, No eNeKTPOHEH MbT Ce YAOCTOBEPSiBaA C eNeKTPOHEH
nognuc/neyaTt, CbOTBETCTBALL Ha BanuMaHo ygoctoBepeHme Ha Tutynapa/Coe3gatens.

» OtopusnpaHuat onepatop B Peructpupawma opraH HesabaBHo, 6e3 ga waeHTMduumnpa
notpebutens, cnuMpa QOENCTBMETO Ha  KBanuduumpaHoTo ygoctoBepeHue. CnupaHeTo Ha
YAOCTOBEPEHNETO Ce M3BLPLUBA, Ype3 BPEMEHHOTO My BnucBaHe B Cnncbka CbC CNPEHN U NpekpaTeHn
ypocTtoBepeHunsa (CRL).

» Pernctpnpawmar opraH He MOXe Aa OTXBbpris UCKaHe 3a CrMpaHe.

» Cnep crnivpaHe Ha yaoCcToBepeHne, EBpOTpbCT, Upes CBOS onepaTtnBeH Y40CTOBEpPSBaLL, OpraH
He3abaBHO nNybnukyBa cnpAHOTO ygocTtoBepeHue B Cnuchbka Ha CNpeHu 1 npekpaTeHu yAoCTOBEpEeHUs
(CRL), ype3 nsgaBsaHe Ha HoB CNnCBK.

Cnen cnnpaHe Ha ygocTtoBepeHne, EBpoTpbCT He3abaBHO yBegomsiBa Tutyndapsa/Cbw3gartens Ha
CNpSHOTO  KBanuduuupaHo yaocToBepeHne. CnvpaHe W Bb306HOBABaHe Ha KBanuduumpaHu

YAOCTOBEPEHUS, N3AaaeHn oTaaneyeHo, npes MobunHoTo NPUMNoXeHNe, He ce AoMnycka.
45.7 TPATUCEH NEPMoOg HA CNMMMPAHE HA KBAITUOPULIMPAHO YOOCTOBEPEHUE
EBpOTpBLCT cnupa AercTBMETO Ha KBannduumMpaHo yA0CTOBEPEHME 3a eNeKTPOHEH noanuc/nedaT

3a rpatuceH nepuoa Ao ytodHAaBaHe Ha NpUYnHUTE 3a CnmpaHeTo, HO He NOo-AbJIro OT 72 vaca.

paTnceH nepuoa Ha cnupaHe Ha KBanuduumpaHu YA4oCTOBEPEHWS], U3aaaeHu oTaaneyeHo, npes
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MOOUMNHOTO npunoxeHume, He ce Aonycka.

4.5.8 Bb3OBHOBABAHE JEACTBMETO HA CNPAHO YOOCTOBEPEHUE

EBpoTpbCT Bb306HOBSABA 4ENCTBMETO Ha CNPSHO YAOCTOBEPEHNE:
» cnepj kaTo oTnajaHe OCHOBaHWETO 3a crnupade, npeaw Aa uareye nepvoga Ha cnupaxe;
» N0 nUckaHe Ha Tutynaps, cneq nssiCHaIBaHe Ha NPUYUHUTE 3a NOUCKAHOTO CnnpaHe;

Cnepn Bb306HOBSABaHe Ha yOoCTOBEpPEHUe, NocrneqHOTO Ce cunTa 3a AeNCTBUTENHO.

4.6 TMNPOBEPKA HA AKTYAJTHOTO CbCTOAHUE (CTATYC) HA KBAJIMGULIMPAHO
YOOCTOBEPEHUE

MHdopmaumnsa 3a CbCTOSIHMETO Ha YAOCTOBEpeHusi, usgageHn ot EBpoTpbCcT Moxe ga 6bae
nonyyeHa B Cnmcbka CcbC cnpeHn n npekpateHn ygoctoBepeHumsa (CRL), nybnukyBaH Ha canTa Ha
EBpoTpbCT B MHTEPHET M Ypes NpoTokona 3a OHNarH NpoBepKa Ha cTaTyca Ha ygoctoBepeHusTa (OCSP).

YpoctoBepuTenHuTe ycryrn 3a npoBepka Ha ctaTyca Ha KBanvduuupaHuTe yOOCTOBEpPeHUs ca

AOCTBLMNHU B pexunm 24/7/365 (HenpekbcHATO AencTBaLlN).

4.7 TNPEKPATABAHE HA 0OIOBOP 3A KBAIIM®OULUIMPAHU YOLOCTOBEPUTEJIHU YCITYTU OT
NOTPEBUTEN

[oroBopbT 3a kBanuuumpaHn yaoctoBeputenHun ycnyrm mexagy EspoTtpbceT u lNMoTpebuten ce
npekparsiBa:

» cneg mM3TMYaHe Ha Cpoka Ha BanMAHOCT Ha MNOCNeAHOTO M3gafdeHo KBanuduumpaHo
yAOCTOBEpPEHME 1 NOTPEOUTENAT He e Npeanpuen 4enNcTBUS, 3a Aa akTyanuampa CBOeTo KBannuduumpaHo
yAOCTOBEPEHWE;

» KoraTo KBanuduumpaHoOTO yaocToBepeHve e 6uno npekpateHo K noTpebutens He e
npeanpuen OencTsns No nsgasaHe Ha Apyro yaoCTOBEPEHMe.

» MNpu 3aKkpmBaHe Ha npodun Ha NoTpebunTten oT MOGUMIHOTO NpunoxeHne Ha EBpoTpbCT. B T03M

criyyan BCUYKM M3daneHu ksanuduumpaHn yo4oCTOBEPEHMS Ce NpekpaTsBar.

5 KOHTPOJ1 HA PUSNYECKATA N OPTAHU3ALIMOHHA CUTYPHOCT
5.1 KOHTPOIJ1 HA PUSUHECKATA CUTYPHOCT

MepKl/ITe npeanpueTn rno OTHOWEeHNE Ha (*)I/ISVI‘-IGCKaTa 3auuTta Ha EBpOTp'bCT Cca elfieMeHT OoT

pa3paboTeHaTta u BHeapeHa B EBpoTpbcT Cuctema 3a MHpopmaLMoOHHA CUrYpHOCT, CbOTBETCTBaLla Ha
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nauncksaHmata Ha ISO crangaptu: 9001:2015, ISO 22301:2012, ISO/IEC 27001:2013 n ISO/IEC 20000-
1:2011.
Mepkute cBbp3aHu C puamdeckata 3awmrta Ha WHEPOPMALMOHHUTE AAHHW, TEXHOMOrMYHUTE

CuctemMmun, nomMeweHmnAaTa n CBbp3aHUTE C TAX nogabpiKallh CUCTEMU Ca HACO4YEeHU KbM npeaoTBpaTtdBaHe

Ha:
» HepaspelleH AOCTbM, HaHacsHe Ha WeTn 1 HaMmeca B ycrnoBusaTa Ha paboTa;
» 3aryba, Bpean unu KoMmnpomMeTmpaHe Ha pecypcu;
» KomnpomeTupaHe wunu Kpaxba Ha wuHdopmauua unum cpeactea 3a obpabotka Ha
WHopMaLmaTa.

NHdbpacTpykTypaTa Ha AocTaByMka e pm3ndeckn 1 nornyeckn obocobeHa u He ce 13nonasa npu

Apyrn genHocTn, konto ,EBpoTpbCT TexHonbmpkmuc* ALl ocbliecTesBa.

5.1.1 NOMELWEHNA N KOHCTPYKLIUA HA MOMELLEHUATA

EBpoTpbCT pasnonara cbe cneumanHo KOHCTpyMpaHo U 06opyaBaHO MOMELLEHME C Hal-BUCOKa
CTeneH Ha KOHTPOI Ha oM3NYECKN OOCTBM, B KOETO Ce noMellaBaT YA0oCToBepsBaLL OpraH Ha AoCTaB4YMKa

N BCUYKMTE LEHTPANHN KOMMNOHEHTM Ha MHAppacTpyKTyparTa.

51.2 OUINYECKUAT OOCTbIN

dusnyeckata CUrypHOCT Ha cuUcCTemMuTe 3a M3gaBaHe M ynpaBreHue Ha YOOCTOBEpPeHUs e
cbobpaseHa ¢ n3nckBaHMsITa Ha MeXxayHapodHU CTaH4apTM U NPENOPBKX.

3a obopygBaHeTO B 3alWMTEHOTO W M30MMpaHO nomelleHve Ha EBpoTpbCT e ocurypeHa
dusnyecka HENPUKOCHOBEHOCT. VMimMa ABY(aKTOpeH KOHTPON Ha AOCTbMa M AEHOHOLWHA BbOpbXEeHa
dusmndecka oxpaHa. He e no3BoneH dunanyeckn gocTbn A0 KpUTUYHOTO obopyasaHe 3a noseyve ot 30
(TpnaeceT) MMHYTKU Ha NocelleHne. He e no3BoneH 4ocTbn A0 Wkada ¢ 06opyaBaHETO Ha NoBeYye oT 2
(aBe) oTopu3anpaHuM TexHu4ecku nuua Ha EBpoTpbCcT. Beceknm AoCTbn 4O NOMeLeHusTa C KpUTUYHA
NH(pacTpPyKTypa ce OOKYMEHTMPa B CNeLMnantu XXypHarnwu.

3awmTaTta Ha crpagata Ha EBpoTpbCT € peanuanpaHa OT HEBLOPBLXKEHa 24-4acoBa oxpaHa. B
nomelleHnaTa Ha EBpotpbct umMa Cuctema 3a anapmeHa curHanu3aums, Cuctema 3a
BMaeoHabnoaeHue, MNMoxapounssectutenHa cuctema n Cucrtema 3a KOHTPOS Ha 4OCTbMA.

B EBpoTpbCcT oducute Ha Pernctpupawmrte opraHn ca o60ocobeHn 1 oTAeneHn oT octaHanute
nomeLeHns. CbOpbXKEHM Ca C TEXHMKA, NO3BONsIBaLa 6€30nacHO CbXpaHeHWe Ha LaHHW U OOKYMEHTMU.
JocTbnbT OO0 Te3n 30HW ce cneau U orpaHvMyaBa O OTOPU3UpaHU nuua, CBbp3aHW C OeMHOCTTa Ha
Pernctpupawuma opraH (onepatopu Ha Peructpupalyma opraH, CUCTEMHU agMUHUCTPATOPU) N TEXHUTE

KIMNEeHTW.
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5.1.3 CBbXPAHEHME HA HOCUTENWN HA 0AHHU

Bcuukn HocuTenu CbabpXalin cochyep, apxmBn Ha [JaHHU WK OOUTHa VIH(*)OpMaLI,VIFI ce
CbXpaHABaT B OrHEyrnopHa Kaca B cneunanHo apxmBHO NnomMelleHne C BbBeOeH KOHTPOIT Ha AOCTbII. B

nomMeLlleHmneTo C apxmea Ha EBpOTp'bCT nMa nsrpageHa cumcrtema Ha (*)I/I3I/I‘-I€CKa M norn4yecka 3almnTa.

5.1.4 W3XBBLPIAHE HA OTNAABLUUTE

XapTneHnte n enekTpPoHHW HOCUTENW, CbObPXally eBeHTyarnHO 3Haduma WHdopmauusa 3a
CUrypHOCTTa Ha EBpPOTPLCT, crea u3tuyaHe Ha onpeenieHns CbrnacHo BbTpeLHNTe npasuna nepuoa Ha
CbXpaHeHue, ce yHULOXaBaT B cneunanHy yCTPONCTBa 3a Hapsi3BaHe.

Hocutenute Ha nHcdopmaumsa 3a kpuntorpadckute kntodose u NMUH/MYK Homepa, nanonssaHu 3a
TAXHOTO CbXpaHeHue, ce pasgpobsaBaT ¢ NnoaxoasaLwm yctponctea. ToBa ce oTHacsl 3a HOCUTENUTE, KOUTO
He NO3BOSABAT OKOHYATESHO 3ann4yaBaHe Ha CbXPaHEHW AaHHW N TAXHOTO NOBTOPHO M3MOM3BaHe.

B onpegenenun cnyyan, nudhopMmaumsita oT NPEHOCUMM HOCUTENN CE YHULLIOXKAaBa, Ypes N3TpnBaHe

N popMaTUpaHe Ha yCTPOMCTBOTO 6e3 Bb3MOXHOCT 3a Bb3CTaHOBSABAHE.

5.2 OPrAHM3ALMUOHEH KOHTPOI1

Bcuukn npouenypu, kacaelim curypHocTTa npu usgaBaHe, agMUHUCTPYpaHE M U3Mona3BaHe Ha
KBanuuuupaHn yOOCTOBEPEHMS 3a KBanuWUMpaH enekTpoHeH nognuc/neyart, ce W3nbiHsBaT oT
[loBepeH nepcoHan Ha EBpoTpbCeT.

EBpoTpbCT Nogabpika goctaTbyeH 6poi KBanMduumpaHn CnyXuTenu, KOMTo BbB BCEKM MOMEHT
OT OCblLeCTBsIBaHE Ha AeNHOCTTa My [la OCUrypsiBaT CbOTBETCTBUE C AEMCTBALLOTO 3aKOHOA4ATENCTBO U

BbTPELUHWUTE NpaBuia U HOPMU Ha OPYKXeCTBOTO.

5.2.1 OOBEPEHM POJIN

Moapo6Ho pasnpegeneHne Ha YHKUUUTE U OTTOBOPHOCTUTE Ha NepcoHana e pasnucaHo BbB
BbTPELUHUTE AOKYMEHTM Ha EBPOTPBLCT: ANBXXHOCTHU XapaKTEPUCTUKM, LLLATHO pa3nucaHnue u CbOTBETHU
BbTPELUHM onepaTUBHM NpoLieaypw.

PasnpenensHeTo Ha OYHKUMWUTE CE OCbLLECTBABA MO TakbB Ha4yuH, Ye Aa Gbae cBegeHa Ao
Bb3MOXEH MUHUMYM OMacHOCTTa OT KOMMNPOMETUPaHE, U3TUYaHE Ha KOHUAEeHUManHa nHpopmauus unu

Bb3HMKBAHE Ha KOHC*)J'II/IKT Ha UHTEepEeCH.
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5.2.2 WU3UCKBAHWUA 3A PASOENAHE HA OTTOBOPHOCTUTE

,D,OBepeHI/ITe OENHOCTM Ha nepcoHana Ha EBpOTp'bCT Ce n3nbJiHABAT OT pa3JyindHK nua.

5.3 KOHTPOI1 HA NMEPCOHAINA

MepcoHanbT Ha EBPOTPBCT ce CbCToM OT AOCTaTbueH GPOoi BUCOKO KBaNMUULMPaHN CRy>XUTENN.
NuuaTa, nsBbpLUBALLM JOBEPEHN PONM UMaT HeobxoaumaTa npodecroHanHa noAroToBka 1 ONuT, KOETO
rapaHTMpa cnasBaHe Ha U3UCKBaHMSATa 3a CUMYPHOCT U TEXHUYECKM HOPMU 3a OLleHKa Ha CUrypHOCTTa.
MpodecnoHanHWTe Mo3HaHWA B obractta Ha WHGOPMAaUMOHHUTE CUCTEMM, KpunTorpadgusita W
MHppacTpykTypaTa Ha nyGrnuyHMTE KNOYOBE [aBa Bb3MOXHOCT Ha CRyXXWUTenuTe ¢ AOBEPEHU ponu aa
U3NbIIHSABAT KAYECTBEHO CBOUTE CNYXXEOHMW 3abIIKEHMSI.

Cnyxutenute Ha EBpOTPbCT npemuvHaBaT NEepUOAMYHO Npe3 KypcoBe 3a MocnenBallo
AOMBMHUTENHO OOy4YeHWe, OTroBapsiLLo Ha CbBPEMEHHWUTE WU3UCKBaHMS B obractute Ha AeWHOCT Ha

EBpoTpbCT.

5.3.1 U3UCKBAHUA 3A OBYYEHUE HA NMEPCOHAJIA HA EBPOTPBCT

[MepcoHanbT, KOUTO M3MbNHABA (PYHKUMUTE U 3agadvvTe, NpousThyalLm OT HeroBaTa 3aeToCT B
EBpoTpbCT nnu 3aetocT B Pernctpupalymsa opraH (Npu HannumMe Ha BbHLWeH Pernctpupall opraH) Tpsiosa
Aa npemMuvHe npes cnegHuTte obydyeHus:

» ,lpakTuka npu npegoctaBsHe Ha KBanvduumMpaHu yaocToBeputenHun ycnyrm® ot ,EBpoTpbeT
TexHonbvmxkuc* AL,

» llonuTuka nNpu npegocTaBsHe Ha KBanuduUMpaHO YOOCTOBEepeHwe 3a KeanuduumpaH
enekTpoHeH nognuc/neyat” ot ,EBpoTpbCT TexHonboxkmc AL;

» pasnopenbu, npoueaypv 1 AOKYMeHTaums, CBbp3aHa CbC 3aeMaHaTa pons;

» TEexHOnormm 3a CWUrypHOCT W npouedypy CBbp3aHW CbC CUFYpHOCTTA, W3MNOM3BaHW OT
YpoctoBepsiBalmnsa opraH n Peructpupallmsi opran;

» cucTeMeH codTyep Ha YOocToBepsaBalLunsa opraH n Permctpupallmsi opran;

» OTrOBOPHOCTW, NPOU3TMYALLM OT PONN N 3aa4n, U3NbIHSABAHN B CUCTEMATA,;

» npoueaypw, MU3NbfHSABaHW NPW OTKa3 Ha cuctemaTa WM NpeKkbCBaHe Ha OEeNHOCTUTE Ha

YpocToBepsBaLLms OpraH.

5.4 3ANMNCU HA CBBUTUA U NOOABPXAHE HA XXYPHAIU

3a egeKkTMBHO ynpaBneHue U (yHKUMOHMPAHe Ha EBPOTPLCT, BCUMYKM CBLOWUTUSA, MMaLLM
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CbLLECTBEHO 3HAYeHWe BbPXY CUIYPHOCTTa U HaOEeXOHOCTTa Ha TexXHonormyHata cuctema, KOHTporna
BbpXy nNepcoHana u notpebutenute, M Bb3OENCTBMETO BbPXY CUIYPHOCTTA Ha NpeaocTaBsAHUTE
KBanuuumnpaHn yooctoBepuTenHn ycnyru ce 3anvcear.

WHpopmauusaTa 3a enekTpoHHUTE XypHanu ce reHeprpa aBToOMaTU4HO.

YKypHanu Ha 3anncu Ha permctTpmpann CbonTusa ce cbxpaHsiBaT BbB (pannoBe Ha CUCTEMHUSA ANCK
3a Haun-marnko 6 (wecTt) meceua. Npes ToBa Bpeme Te ca AOCTbMHM OHNanH UK B NpoLec Ha TbpceHe OT
BCEKWN OTOpU3MpaH criyxuten Ha EspoTtpbeT. Cnief TO3M Nepuoa, 3anMcuTe ce CbxpaHsiBaT B apXuBuTe.

ApxuBupaHu XXypHanu ce 3anassar B NpoabikeHne Ha noHe 20 (oBageceT) roguHu.

ApXuBBT Ce noanmMcBa C eNeKTPOHEH NMoAnuc/enekTpoHeH BpemeBu nedvat. VIHpopmauuaTa ot
3anucute B NloroBeTe NepuoaguyHO ce 3anmMcBa Ha U3NMYECKM HOCUTENU, KOUTO Ce CbXpaHaBaT B
cneumaneH ceind, Hamupaly, ce B MOMELLEHNE C BUCOKA CTEMEH Ha dnanyecka 3aliuTta M KOHTPOM Ha

JocTbna.

54.1 YA3BUMOCT U OLIEHKA

EBpoTpbCT knacudpuumpa 1 nogabpxa perucTpy Ha BCUYKM aKTMBM B CbOTBETCTBME C
nanckeaHmata Ha ISO/IEC 27001:20013. CwrnacHo ,[lMonutukata no curypHocT Ha EBpoTpbecT ce
M3BbpLUBA aHanM3 3a oueHKaTa Ha YA3BMMOCT MO BCWUYKM BbTPELUHM Mpoueaypw, MPUIOXEHUS U
NHOPMALMOHHM cucTemun. MIsnckBaHmsi 3a aHanua morarT, CbLUO Taka, Aa 6baaT onpeaeneHn oT BbHLWIHA
WHCTUTYUMS, YNbITHOMOLLIEHA Aa M3BbpLUBA 0aUT Ha EBpoTpbCT.

AHanu3bT Ha pyCKa Ce U3BBbPLUBA Hal-Manko BEOHBX rogMLWHO. PelueHneTo aa ce NnpucTbnu KbMm

aHanus ce nssbpuBa ot CbBeT Ha [npekTopuTe.

5.5 APXUBUPAHE

MHdopmauuaTa 3a 3HaummuTe cbbutns ce apxmempa B eNeKTPOHEH BUA, NEPUOANYHO.

EBpOTPBCT apxuBupa BCUYKN AaHHU N dhannosBe, CBbp3aHKn C. MHopMaumsaTa npu pernctpauus;
CbC CUIYpHOCTTa Ha cucTemara; BCUYKU UCKaHUs, No4adeHn oT noTpebutenuTe; yanarta nHpopmaums 3a
noTpebuTenuTe; BCUYKU KINOYOBE, U3MOM3BaHW OT YAocToBepsiBawuTe opraHu u ot Peructpupawms
opraH; u uanata kopecnoHgeHunsa mexay EBpoTpbCT u notpebutenute. Ha apxmBmpaHe ca NognoxeHu

BCUYKM OOKYMEHTU U OaHHWU, N3N0J13BaHU B nNpoLleca Ha NpoBepKa Ha CaMOJSIMYHOCTTa/MAEHTUYHOCTTA.
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5.6 MNPEKPATABAHE HA JEMHOCTTA HA EBPOTPBLCT
5.6.1 W3UCKBAHUA, CBbLP3AHU C MNPEXOOA OO MPEKPATABAHE HA OEMHOCTTA HA
NOCTABYMKA

Mpeawn yoocToBepsiBalmMsa opraH ga npekpaTtu ycrnyrute cu, Tou € ANbXeH aa:

» yBegomu OpraHa nNo Hag30p 3a CBOETO HaMepeHne fa npekpaTn yCnyruTe cu, B criydan Ha Uck
3a 00aBsIBaHe Ha OPY>KECTBOTO B HECBLCTOATENHOCT, 06sBsABaHE Ha APY>KECTBOTO 3@ HEAENCTBUTENHO NN
3a Opyro MckaHe 3a npekpaTtsBaHe, UNK 3a 3anovBaHe Ha npoueaypa no nukeMaaums. YBegoMeHMeTo
cneaBa na 6bvae HanpaBeHo 4 (4eTupu) Mecela Npean AoroBopeHaTta gaTa Ha npekpaTaBaHe;

» yBedomu (Han-marnko 4 meceua npeamn ToBa) CBoMTE NOTpednTenm 3a peLleHneTo aa npekpaTm
NpeaoCcTaBAHUTE OT HEro ycnyru;

» MNpOMEHM cTaTyca Ha CBOUTE YAOCTOBEPEHUS;

» npekpaTh BCUYKM yOOCTOBEPEHMSI HA MOTpebuTenute B pamMkuTe Ha obsiBeHust nepuog 3a
npekpaTtsiBaHe Ha OeNHOCTTa;

» yBEeOOMU BCMYKM CBOWM NOTPebuUTenu 3a npeycraHOBsSIBAHE Ha yCryruTe;

» nMpaBu TbProBCKM pa3yMHW yCUnus, 3a ga ceefe 4o MMHMMYM HapyLlaBaHETO Ha MHTepecuTe
Ha noTpebutenure;

» uM3nnawa KoMneHcauunm Ha notpebutenute (KomneHcaummte TpsibBa pga Obgar
NpoMnopLNOHanNHN Ha oCTaBalLus Nepuod Ha BanngHoOCT Ha yOoCTOBEPEHUATA);

» U13BbpLUBA HeobXxooMmuTe SeNcTBuUs, 3a ga moxe OpraHa no Hagsop da nogabpxa Cnmucbka
CbC CNpeHn n npekpateHn ygoctosepenns (CRL).

AKO pelleHMeTo 3a npekpaTsiBaHe Ha YOOCTOBEPUTENHMTE YCNyrM ce oTHaca caMo fo
PerucTtpupaluma opraH, Ton € AfbXeH ga:

» yBegomu EBpOTPBLCT 3a CBOETO HamepeHue Ada npekpaTtu AenHOCTTa No perucrpauus.
YBegomneHneTto crnegBa ga 6bae HanpaBeHO 4 (4eTuMpu) Meceua npeau AOroBopeHata gata Ha
npekpaTsiBaHe;

» npepgaBa Ha Npuemalms [loctaBumK UANOCTHaTa AOKYMEHTauusl, CBbp3aHa ¢ notTpeburtenunre,

BKIMKOYUTENHO apxmuBa n AaHHUTE 3a O4UT.

5.6.2 MPEXBBLPNAHE HA [OEWHOCT KbM OPYF OOCTABYMK HA KBAJIMOULIUPAHU
YOOCTOBEPUTENTHU YCIYTU

3a [a ce ocurypu HempekbCHaTOCT Ha M3aBaHe Ha KBanuduumpaHn yaoocToBepuTenHu ycnyrm 3a
noTpebutenute EBpOTpbCT MOXe Aa noanule cropadymMeHue C Apyr KBanuduumpaH OOCTaBYMK Ha
yoocToBepuTenHu ycnyrn. B To3um cnyyain, EBpoTpbeT TpsibBa aa:

> yBegomu OpraHa no Haa3op 3a HAMEPEHMETO CU, HE NO-KbCHO OT 4 Mecela npeau aataTa Ha

Print and Edit Evrotrust Technologies Inc.. Page 37 of 63




NONUTUKA CP-
e I‘Otru St NPU NPEOOCTABSIHE HA KBANIM®ULIMPAHO YOOCTOBEPEHME 3A eI':DAS EII'D QES
KBANMOULIMPAH ENIEKTPOHEH NOAMUC/MEYAT or public use

CERTIFICATE POLICY
FOR QUALIFIED CERTIFICATION SERVICES
FOR QUALIFIED ELECTRONIC SIGNATURE/SEAL

Version — 2.4
01.10.2018

Regulation 910/ 2014
elDAS

npekpaTtsiBaHe U NpexBbpnsaHe Ha JeNHOCTTa;

» nonara BCUYKM YCUIUA U TPUKK, 32 Aa NPOABLITKM OENCTBUETO Ha n3gageHnTe notTpedbutenckm
yOoCTOBEpEeHUs;

» yBegomu nucmeHo OpraHa no Hagsop u MoTpebutenute, Ye gerMHOCTTa My ce noema OT Apyr
pernctTpmpaH AOCTaB4YMK, KakKTO M OTHOCHO MMETO My. YBedomrneHueto ce nybnukysa B WHTepHeT
cTpaHuuaTta Ha EBpoTpbCT;

» yBegomu [loTpebutennte OTHOCHO YycroBMsTa MO NOAOPDBXKA HA MpPexBbprieHuTe
yOOCTOBEPEHUS KbM Npuemalumns [JoctaBuumk;

» TMpOMeHW cTaTyca Ha onepaTuMBHUTE YOOCTOBEPEHUS W HaAnexHo npegage udanarta
AOKyMeHTauus, cBbp3aHa C AeNHOCTTa CU Ha npuemalmns [JocTaBymK, 3aeQHO C BCUYKM apXUBW, KaKTO U
BCUYKM M3Ja0€eHN YOOCTOBEPEHUS (BanuaHW, NpekpaTeHn n CNpeHn);

» U3BbPLIM HeobxoouMuTe OENCTBUS 3a NPEXBbPIsSiHE Ha 3aAbiDKEHUATa Mo noadpbXka Ha
WMHopMaLmsaTa KbM npuemalimsa [JocTaByuk;

» NpexBbpu yNpaBreHNeTo Ha Beve n3gageHuTe yaocToBepeHns 3a KpanHn notpebutenm Kkem
npuemawusa [JoctaByuk;

MNpuemawmnaT JoctaBunk noema npaeata 1 3agbimkeHusTa Ha EBpOTpBLCT ¢ npekpaTeHa 4enHoCT
1 Nnpoabkasa Aa ynpasnsiBa akTUBHUTE KBanuuumpaHn yaocToBepeHns 40 Kpas Ha TAXHOTO AeNCTBUeE.

ApxuBbT Ha EBpOTpBCT C npekpaTeH ctaTyc TpsAbBa Aa 6bae npefageH Ha [loctaBunka npuen

JenHocTTa.

5.6.3 OTHEMAHE HA KBAITU®PULIUPAH CTATYT HA OOCTABYUK UJIN HA KBAJTUGULIUPAH
CTATYT HA CbOTBETHA YCIYTA

Mpu oTMsIHA Ha KBanMdMUMpaHus cTaTyT Ha EBPOTPBCT Unn Ha HSKOS OT NPEAOCTaBSHUTE OT HEro
YLO,OCTOBEPUTENHN YCIyri, TON N3BBbPLLIBA CNeaHOTO:

> yBefoMmsiBa NoTpebuTenuTe cu 3a NPOMEHEHMST CTaTyT Ha CBOUTE YCyri;

> NpPOMEHs cTaTyca Ha CBOWUTE YAOCTOBEPEHNS;

> npekpaTsiBa Aa u3gaBa HOBM KBanuuLMpaHn yaqocToBepeHUst, HO NpoabikaBa Aa ynpaensiea
aKTUBHWTE YOOCTOBEPEHMS A0 Kpasi Ha TAXHOTO AENCTBME;

> npaBu TbProBCKM pasyMHW ycunusi, 3a Aa ce CBeAe A0 MMHUMYM HapyllaBaHeTO Ha

WHTepecuTe Ha noTpebuTenuTe.

6 YNPABJIEHUE U KOHTPOJ1 HA TEXHUYECKATA CUT'YPHOCT
6.1 TEHEPUPAHE N NUHCTANUPAHE HA IBOUKA KITFOYOBE HA YOOCTOBEPSABALL OPTAH

EBpoTpbCT reHepupa asoukum kpuntorpadckm (RSA) kniovoBe Ha 6a3oBust U Ha onepaTUBHUA
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YaocToBepsBaLlM opraHn KaTto u3nosaea xapayepHa kpuntocucrema (HSM/Hardware Security Module) ¢
HMBO Ha curypHocT FIPS 140-2 Level 3 unu no-sucoko, cbotBeTHo CC EAL 4+ unu no-B1coko.
EBpPOTPLCT M3Mori3ea CBOMTE YacCTHU KINOYOBE CaMo 3a LienuTe Ha AeNHOCTTa CU, KakTo crneaBa:
» [a noanvcea msgaBaHUTE ornepaTvBHU YOOCTOBEPEHUS Ha YOOCTOBepsiBaLLMTE OpraHu B
CBOSITA MHAPPACTPYKTYPA;
» [pfanognucsea usgasaHuTe u nyénukysaHn CnncbLmM CbC CNPEHU U NPEKpaTEHN yaOCTOBEPEHNUS
(CRL);
» [Ja noanucea BCUMYKM M3gageHn W nybnukyBaHu KBanuuumpaHu YOOCTOBEpeHMs 3a

€J1IeEKTPOHEH nognuc/neyat Ha n0Tpe6VITeJ'IVITe.

6.1.1 TEHEPUPAHE HA JBOUKA KITIOYOBE HA TUTYNAP/CBH3OATEN

[BownkaTta kntovoBe Ha Tutynap/Cw3gaten Ha kBanuduumpaHo yoOCTOBEpPEHME 3a eNEKTPOHEH
noanuc/neyar ce reHepmpa camo B o4obpeHo oT EBpOTPBCT yCTPOMCTBO 3a Chb3AaBaHe Ha kBanuduumpaH
enekTpoHeH nognuc/nevat (QSCD), NnpoBeEpPeEHO 3a HMBO HA CUIYPHOCT U 3a ycnelwHa paboTa npes
NMHTepdencnuTe Ha MHGPaCTpykTypaTa Ha EBpoTpbCT.

Korato gBoukaTta Kno4oBe ce reHepupa npu EBpOTPBLCT, BUHaArM ce M3nonsea YCTPOUCTBO 3a
cb3gaBaHe Ha kBanuduumpaH enektpoHeH nognuc/nedat (QSCD). YacTHuAT KMoy Ha reHepupaHaTa
OBOWKa Ko4oBe He Moxe aa 6bae nssedeH oT yCTPOMCTBOTO.

KOHTpONbT Ha YacTHUA KoY e 4pes3 KOA4 3a OOCTbn. TUTYNApAT U3noni3sa YacTHUS Khod ada
cb3gage nognuc/neyat KaTo BbBexda KoAa 3a 4OCTbIM Ha yCTPONCTBOTO 3a Cb3[aBaHe Ha KBanvdpuumpaH
enekTpoHeH noanuc/nedat (QSCD).

Korato gBoukata knwo4yoBe ce reHepupa npu Tutynap/Cw3gaTten, EBpoTpbCT npenopbuyBa
nocnegHnAaT aa u3nonssa ogobpeHo YCTPONCTBO, B MH(PpACTpyKTypaTa Ha EBpOTpbCT, 3a cb3gaBaHe Ha
KBanuduumpaH enekTpoHeH noanuc/nedar unm eKBMBarieHTHO TakoBa, OTrOBapsLLO Ha U3MCKBaHMATA Ha
PernameHnT (EC) Ne 910/2014 1 cbBMeCTUMO € MHdpacTpykTypaTa Ha EBpOTpbCT.

B cnydyauTe, Korato reHepvpaHeTO Ha [BOWKaTa KM4YOBE Ce OCbLUecTBABaA Npu TUTynapsa unu
Cbapgatens, CbLUMAT HOCK MbJTHaTa OTFTOBOPHOCT MO 3allMTaTa Ha YaCTHUSA KoY, C Lien npegoTBpaTsBaHe
Ha HEroBOTO KOMMPOMETMpaHe, paskpuBaHe, moguduumpaHe, 3aryba mnu HepaspelleHO Mon3BaHe.
Tutynapat/Cb3gatenaT HOCU OTFTOBOPHOCT 3a NMPOMYCKU UKW AeACTBUSA Ha YNBHOMOLLEHN OT TAX nuua,
KOWTO Ca YNbIHOMOLLEHUN fa reHepupaT, NasaT UM CbXpaHaBaT TEXHUTE YaCTHU KIoYOoBe.

Tutynapat/Cb3gatenaT ce 3agbimkaBa ga w3non3sa nvueHaupaH codtyep 3a pabota ¢

YCTPOWCTBO 3a Cb3[aBaHe Ha KBanuduumupaH enekTpoHeH noanuc/nevat (QSCD).
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6.1.1.1 U3UCKBAHUSA KbM YCTPOUCTBATA 3A Cb3JABAHE HA KBANTU®ULINPAH
ENNEKTPOHEH NOAMUC/TIEYAT (QSCD)

YcTpoicTeaTa 3a cb3gaBaHe Ha KBanuduuMpaH enekTpoHeH nognuc/nedaT rapaHTupart, dpes
NoaxoAdaLLmM TEXHNYECKU U NMpoLefypHU cpeacTBa, Han-marnko Je:

» TMOBEpUTENHOCTTa Ha AaHHUTE 3a Cb3daBaHE Ha eNeKTPOHEH noanuc/nedaT, U3Non3eaHu 3a
Cb30aBaHETO Ha eNeKTPOHHMA noanuc/neyar, € pasyMHO rapaHTMpaHa;

» [OaHHWTEe 3a Cb3daBaHe Ha €fIEKTPOHEH noanuc/neyaT Ha NpakTuka ce cpellaT caMmo BEAHBX;

» [haHHWTe 3a Cb3daBaHe Ha enieKTPOoHeH noanuc/nedaT ca obeaneyeHn B JOCTaTbYHA CTEMEH U
He moraT ga 6baaT U3BMNeYeHn, a enekKTPOHHUAT NoAanuc/nedaT e HageXxaHo 3aWwmnTeH cpeLly noanpaBsiHe,
ypes N3MNon3BaHe Ha HanM4yHaTta KbM MOMEHTa TEXHOMOMus;

» [DaHHWUTe 3a Cb3JaBaHe Ha eneKTpPoHeH noanuc morat ga 6baaT HageXaHo 3alUTEeHU OT
3akoHHUA Tutynap/Cb3gaten Ha enekTpoHHNS noanuc/nevaT cpeLly U3nona3saHe ot Apyru nuua.

YcTpolcTBaTa 3a Cb3aBaHe Ha kBanuduuupaH enekTpoHeH noanuc/neyar He N3MEHAT AaHHUTe,
KOMTO wWe Obaat nognucBaHuW, M He MpPendaATcTBaT NpeacTaBAHETO MM Ha TuTtynaps/Cb3gaTtensa Ha
eneKTPoHHMSA noanuc/neyar npeau noanuceaHe.

"eHepupaHeTo unNu ynpaefeHNeTO Ha [aHHM 3a Cb3aBaHe Ha eriekTPoHeH nognuc/meyaTt OT

MMeTo Ha TUTynspsa Ha eNeKTPOHHWSA noanuc/nedaT Moxe Aa ce U3BbPLUM eQNHCTBEHO OT EBPOTPBLCT.

6.1.1.2 OTpaneyvyeHo reHepupaHe Ha ABOMKa KIHO4YOBe

Cos3gatenat/Tutynapat M3nonsea npegoctaBeH oT EBpOTpbCT cneumnanuanpaH codpryep, ypes
KOMTO Cce peanuaupa npoleca no reHepmpaHe u ynpasneHne Ha Kpuntorpadocknte ABOMKa KNOYoBe.

'eHepupaHeTo, N3NON3BaHETO M CbXPaHABAHETO Ha YaCTHWUS KoY € C MHOro BMCOKO HMBO Ha
CUIYPHOCT, KOETO € rapaHTMpaHO OT caMusi HocuTen. TOW € HadeXAgHO 3alwMTeH MocpeacTBOM
nepcoHaneH naeHtugpukaumoHeH Homep (PIN), konto e nssecteH camo Ha Tutynaps/Ce3gatens nnu
YyNbIIHOMOLLIEH NpeacTaBMTEN Ha FOPUANYECKOTO NULE.

Cb3patenat/TutynspaTt unm ynbiHOMOLLEHUST NpeacTaBUTEN Ha IOPUANYECKOTO NnLE reHepupa
eNeKTPOHHa 3asiBKa 3a kBannduumnpaHo yaoctoeperHmne B PKCS#10 coopmart u s nanpatiia Ha EBpoTpbCT.
CovrnacHo npenopbkute Ha RFC 2314 - PKCS#10, ASN.1 dhopMmaTbT 3a enekTpoHHa 3asBka CbOobpa
DN, ny6nuyeH kntod 1 gpyru atpubyTn, KaTo BCUYKM TE ca NOAMNMUCAHN C YaCTHUS KITHOM.

KoraTo ce u3sbpLuBa oTAaneyeHo reHepupaHe Ha ABoNKaTa Kr4oBe Npu 3asiBEHO M3JaBaHe Ha
yAOCTOBEPEHME OT MOBUHOTO NpUNoxeHne Ha EBpOTPBCT, TO ce reHepvpa B XapAyepeH KpunToMoayn
Ha EBpOTpBbCT, OTroBapsiLy Ha M3NCKBaHWSATA Ha PernameHTa 3a YCTPOWCTBO 3a CUIYpHO Cb3aBaHe Ha

noanuc.
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6.1.1.3 [docTaBKa Ha 4YacTeH KIl04 Ha noTpebuTen

Korato pBounkaTa ko4oBe ce reHepupa npu EBpoTpbeT, Tutynapat/Cb3gartendar wnm
YMbSIHOMOLLEHUAT NpeacTaBUTeN Ha PUOMYECKOTO nuue nonyyaBa YacTHUSA KM U U3OadeHoTo
KBanuuumnpaHo yaoCTOBEPEHWE BbPXY YCTPOMCTBO 3a Cb3gaBaHe Ha KBanuduumpaH enekTpoHeH
nognuc/neyat (QSCD) B Pernctpumpalymns opraH Ha gocTaB4mKa.

HavanHuuat [lloTpebutenckn n AgMMHUCTpaTMBEH KOA4 3a AOCTbN W 3a [ebrokMpaHe Ha
YCTPONCTBOTO Ce NpeaocTaBAaT Ha Tutynaps/Cb3gatens unm Ha ymbiAHOMOLLEHUS npeactaBuTen Ha
IOPULMYECKOTO NMLE B 3anedaTeH, Henpo3payeH XapTUeH niuk.

Tutynapat/Cbu3gaTenaT unuM ynbSHOMOLWLEHUAT npeactaBuTeNl Ha opuauMyeckoTo nuue e
3a4bI/MKEH Ha CMEHU CBOA MbpBOHaYaneH MNoTpebutencku ko 3a 40CTbN 40 YCTPONCTBOTO NOCPESCTBOM
codTyepa, KOMTO ce npegocTaBs C Hero. EBpoTpbcT npenopbyuBa Tutynaps/Cw3gatens  wnum
YyNbSIHOMOLLIEHWS NPeACTaBUTEN Ha IOPUAMYECKOTO NuLe Aa CMeHs nepnoanydHo ceos [MotpebuTtencku
KoA.

Korato ce u3BbpluBa OTAANeYeHO reHepupaHe Ha [ABoMKaTa KM4YOBE, YAaCTHUAT KN4 ce
reHepupa n CbxpaHsiBa B KpUNTUpaH BUA B XxapAyepHus kpuntomoayn Ha EBpoTpbeTt. KpyntupaHeTto Ha
kKnioda e 4pes cb3gageH ot Tutyndaps/Cv3patens [MUWH-kog, koeTto obesneyaBa Bb3MOXHOCTTA

€OWHCTBEHO TOW a UMa AO0CTbM 3a akTUBMPAHE Ha Kntoya.

6.1.2 [OOCTABKA HA NYBJIMYEH KINOY OT NOTPEBUTEN HA NOCTABYMKK

ManbnHaBa ce epguHcTBEHO OT Tutynap/Cb3gaten vnu ynbAHOMOLWEH MpeacTaBuTen Ha
tOPMAMYECKO NNLE, MPU KONTO Ce reHepupa ABOWKa KIYOBE U KOWTO criedBa Aa 4OCTaBu CBOS MyOnvyeH
KoY Ha EBPOTPBCT 3a HyXAUTE Ha npoleca Ha n3gaBaHe Ha KBanuduunpaHo yaoCTOBEPEHNME.

Tutynapat/Cw3garenat unm ynbiHOMOLLEHUST NPeACTaBUTEN Ha KPUANYECKOTO NULe OOCTaBs,
ype3 Peructpupawms opraH Ha EBpOTpbCT, NyGNUYHUS KNtoY OT reHepupaHaTta BOKKa KIo4oBe, Ypes
3asiBKa B eneKkTpoHeH dopma, uminto cdopmaT e PKCS # 10. 3asiBkata cbabpxa nyonmnyeH K4 u e
noAnucaHa enekTPOHHO C KOPECMOHANPALLNS YaCTEH KITHOM.

MoTpebuTenaTt Moxe Aa NpegocTaBu eNEKTPOHHATA 3asiBka Ha HOCUTeEn, NMNMYHO B Pernctpupalums
opraH, 3aegHo C Apyrute LOKYMEHTU cbrnacHo lMonutukata Ha EBpPOTPBLCT mnm 4pes cTpaHuuarta Ha
EBpPOTPBLCT B MHTEPHET.

Pernctpypawmnar opraH Ha EBpOTPBCT 3agbimKUTENHO MNpaBuM MPOBEPKA Ha ObpXaHETO Ha
YyacTHus koY oT Tutynaps/Cb3gartens unu Ha ynbAHOMOLEHNS NpeacTaBuUTeN Ha PUaNYECcKoTo nuue
1 NOTBbPXAaBa UCKAHETO 3a KBannumumpaHo yaoCcToBEPEHME.

lMoco4veHaTa npouedypa He ce U3NbIHSBA Npu OTAAneyYeHo 3asBsaBaHe Ha YAOCTOBEpeHUs npes

MOGMNHOTO NpUnoXxeHne Ha EBpoTpbCT.
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6.1.3 OBINDKUHA HA KITFOYOBE

AdbmxkuHaTa Ha OBOWKa KM4YoBe 3a KBanuduumpaH enekTpoHeH nognuc/nedat Ha Motpebuten,
reHepupaHa 4pe3 mHgpacTpyktypata Ha EBpoTpbcT e 2048 ©Outa, ¢ npunoxmma KombuHaumsi Ha
acMMeTpu4HM 1 Xew anroputmun: sha256-with-RSA.

HesaBucnmo KbOe e reHepupaHa [BouvKaTa KIlYOBE 3a uM3gaBaHe Ha yOoCToBepeHue 3a
KBanuduumpaH enekTpoHeH noanuc/neyar, KnodbT TpabBa Aa e ¢ AbmkuMHa Han-manko 1024 6uta 3a
anroputmn RSA n DSA n 160 6uta 3a anroputmn ECDSA.

6.1.4 NAPAMETPU HA NYBJIMYEH KIlO4

Tutynapat/Cb3gatenaT wnM  yNbiHOMOLLEHUAT NpPeACcTaBUTEN Ha HOPUONYECKOTO nuue Ha
KrntoyoBa [BOWKa € OTrOBOPEH 3a MpoBepKaTa Ha Ka4yeCTBOTO Ha NapameTpuTe Ha reHepupaHusa YacTeH
KoY. Tor e onbXeH Aa NnpoBepu CNoCcOBHOCTTa Ha Kroya a Kpuntupa v AeKpuntupa, BKIYUTENHO Aa
Cb3JaBa enekTPOHEH Noanuc 1 Aa n3BbpLUBa NpoBepkKa.

YcTponcTBata 3a cCb3gaBaHe Ha kBanuduumpaH enektpoHeH nognuc/nevat (QSCD) wu
ocurypeHaTa cpefa 3a reHepupaHe U CbxpaHsiBaHe Ha kniovoseTe Ha Tutynaps/Cb3gatens unu Ha
YMb/HOMOLLEHUS NPEeACTaBUTEN Ha KPUAMYECKOTO NULEe ca ¢ HMBO Ha curypHocT CC EAL 4+ n FIPS 140-
2 Level 3.

Bcunuku ycTponcTea 3a cb3gaBaHe Ha kBanudumumpaH enekTpoHeH nognuc/nedat (QSCD), nssbH
NHpacTpykTypaTa Ha EBpOTpBCT, KOMTO NOTpedbuTenute Moxe Aa NonseaT, 3a [a reHepupaT ABOWKa
KMtoYoBE U @ CbXpaHsaBaT YaCTHUSA KoY 3a eNnekTpoHeH nognuc/nedat, TpsbBa aa ca ceptTuduumpanm

3a HMBO Ha curypHocT CC EAL 4+ 1 no-BUCOKO €KBMBANEHTHO HUBO.

6.2 3ALWUNTA HAYACTEH KIOY U KOHTPOJ1 HA KPUINMTOIPA®CKUA MmoaYIl

Bceku MNoTpebuten cb3gaBa 1M CbxpaHsiBa YacTeH KoY, KaTo U3Non3Ba HagexaHa cucrtema 3a
HeroBaTa CUrypHOCT. Y[OCTOBepsiBalWMSAT oOpraH reHepvpa [ABOWKa KIOYOBE NpW MOUCKBaHE OT
MoTpebutens n My rM nNpegaea B 3alMTEH BMA, KaTO o yBeAOMsiIBa 3a MpaBwuiata Ha CbXpaHeHue u

3alymTa Ha HeroBms YacTeH KIou.
6.2.1 KOHTPOIJ1 HA U3MNON3BAHE U CbXPAHEHUE HA YACTEH KIO4
YactHuAT ko4 Ha Tutynaps/Cb3gaTtens vnuv Ha  ynbiHOMOLLEHWS npeacTaBuTen Ha

IOPUANYECKOTO NWLE Ce M3MOM3Ba Camo B YCTPOWCTBO 3a Cb3[aBaHe Ha KBanuuUMpaH enekTpoHeH

nognuc/neyat (QSCD) unu B YyCTPOWUCTBO C EKBMBANEHTHO HUBO HA CUFYpPHOCT (CbINacHO M3NCKBaHMATA
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Ha PernameHT (EC) Ne 910/2014) n e goctbneH NnocpeacTBOM NUYEH Ko, 3a A0CTbN. EAHOBpEMEHHO ¢
reHepupaHe Ha [BoMKa Krw4yoBe Ha Tutynap/Cbs3gaTen vnu Ha ynbIHOMOLLEH npeacTaBuTen Ha
IOpUaOMYECKO NULE Ce U3NbIIHABA CbXpaHsABaHe Ha 4YacTeH KMw4y B YCTPOWMCTBO 3a Cb3aBaHe Ha
KBanuduumpaH enekTpoHeH noanuc/neyvat (QSCD).

EBpPOTPBCT MO HWMKAKbB HAYMH HE CbXpaHsBa M He apxuBupa YacTeH kntod Ha lMoTtpebuten 3a
Cb3daBaHe Ha €enekTpoHeH noAnuc/nevaTt, OCBEH B CrlydanTe Ha oThaneyeHo 3asiBaABaHe Ha
KBanuduumnpaHo ygoctoBepeHme npe3 MobmunHoTo NpunoxkeHne Ha EBpoTpbCT. B TO3M criyvam YacTHUAT
KN4 Ce reHepupa M CbXpaHsiBa B KpuUNTMpaH BWMA B XapAyepHus Kpuntomoayn Ha EBpoTpbCT.
KpuntupaHeTo Ha knoya e 4pe3 cb3gageH ot Tutynaps/Cb3gatens [NMMH-koa, koeto obeanevaBa

Bb3MOXHOCTTa €4MHCTBEHO TOM Aa MMa OOCTbMN 3a aKTBMpaHe Ha Kito4a.

6.2.2 CBXPAHEHUWE HA YACTEH KI1HOY

EBpPOTPBLCT HEe Cb3aaBa KOMMSA HA YaCTHUTE KIKOYOBE Ha MOTpebuTenuTe, OCBEH B CriydauTe Mo
npegxogHarta Toyka. YacTHuAT kntod Ha Tutynaps/Cbh3gartens unm Ha ynbiHOMOLLEHUS NpeacTaBuTen
Ha IoPMONYECKOTO N1LE Ce CbXpaHsiBa Camo Ha YCTPOMCTBO 3a Cb34aBaHe Ha KBanuduumpaH enekTpoHeH
nognuc/neyat (QSCD) 1 He mMoxe Oa ce Bb3npomsBeae Ha gpyro ycrtpomctso. MNpu gedektnpaHe Ha
YCTPOMCTBOTO 3a Cb3gaBaHe Ha KBanuduumpaH enektpoHeH nognuc/nevat (QSCD), lMotpebutenar

TpsibBa Aa ro nogMeHun 1 ga novcka ngaBaHe Ha HOBO KBanMdUUMpaHO YAOCTOBEPEHME.

6.2.3 METOA 3A AKTUBUPAHE HA YACTEH KItO4

YacTHusT kntod Ha Tutynsap/Cb3gaTen unm Ha ynbiHOMOLLEH NPeACTaBUTEN Ha lopUaNYECKOTO
nvue ce aKTUBUpa, Ype3 BbBEXOaHe Ha NOTPeObUTENCcKUs Ko 3a AOCTbMN A0 MSACTOTO, KbAETO 3alUUTEHO
ce CbXpaHsiBa Kroya Unm ce U3nonasa Aapyr cnocob Ha naeHTUdmKaums CbC CbLLOTO UMK NO-BUCOKO HUBO

Ha CUIypHOCT.

6.2.4 METOA 3A AEAKTUBUPAHE HA YACTEH KItoY

YacteH kntoy Ha Tutynap/Cb3gaten unu Ha ynbrHOMOLLEH npeacTaBuTen Ha IopUAMYECcKoTO
nvue ce feakTmBMpa MOCPEACTBOM MpeyCTaHOBSABAHE Ha MOrM4eckusi AOCTbN [0 YCTPOWCTBOTO 3a
cb3gaBaHe Ha ksanuduumpaH enektpoHeH noanuc/nedatr (QSCD) wnn 4ype3 U3NYECKO My
yHuLoxasaHe. 1o To31 HauMH OKOHYaTENHO Ce NpekpaTsiBa Bb3MOXHOCTTA 3a JOCTbIM M U3MNOMN3BaHe Ha

YaCTHUA KITHOM.
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6.2.5 METOM 3A YHULLOXABAHE HA YACTEH K04

YacTHUST KntoY Ha KBanudmuupaHo yaoctoBepeHne Ha MNoTpebuTen ce yHuLLoXxaea NnocpeacTBOM
N3TPMBAHETO My OT YCTPOMCTBOTO 3a Cb3aaBaHe Ha KBanuduumupaH enekTpoHeH nognuc/nedat (QSCD)

Unn Ypes prUsn4eCcKoTo yHULLIOXKaBaHe Ha YCTPONCTBOTO.

6.3 [OPYIU ACMEKTU HA YNPABJNIEHUE HA ABOMKA KIIOYOBE
6.3.1 APXUBWUPAHE HA MNMYBJIMYEH KI1HOY

|_|y6J'II/I‘-IHI/ITe KIito4oBe Ha TI/ITyJ'IFIpVI/C'b3,D,aTeJ'IVI nnn Ha ynbliHOMOLWEHW npeacrtaBuUTernn Ha
ropunandecknTe nnua ce CbAbpXaT B U3gageHuTe 3a T4X KBaJ'II/ICbI/ILI,I/IpaHI/I YAOCTOBEPEHUA, KOUTO Ca

ny6nukyeaHu B MyGnnyeH perucTbp Ha caiTa Ha EBPOTPBLCT U ce CbXpaHsiBaT BbB XpaHWUMMLLE.

6.3.2 MNEPMOA HA BANMAHOCT HA KBAIIMU®ULUMPAHO YOOCTOBEPEHUE U YNOTPEBA HA
KNO4YO0BE

Meproga Ha ynoTpeba Ha nybnuyHM Kn4YoBe ce onpedenst OT CTOMHOCTTa Ha MoneTto B
YyAOCTOBEPEHNETO MY, ONUCBALLO BanvMAaHOCTTa Ha Ny6nuyHMs kntod. EBpoTpbCT n3gasa kBanuduumpanu
yOOCTOBEPEHUS CbC CPOK Ha BanugHocT 1, 2 unu 3 roguHu. BanmgHocTTa Ha ygocToBepeHuaTa u
CbOTBETHUTE WM YacTHM K4YoBe Morat ga ObaarT cbkpaTeHu, B Clnyda Ha npekpaTsiBaHe Ha

yLoOCTOBEpeHusTa.

6.4 [OAHHU 3A AKTUBUPAHE

KoraTto MoTpebutensat nuyHo npucbeTea npu Pervctpupallms opraH, AaHHUTE 3a akTMBMpaHe Ha
YacTeH Kro4 ce U3ron3BaT OCHOBHO OT onepaTop Ha Pernctpupalymsi opraH. MNotpebutenute nsnonasat
aBTEHTUMUKALMSA M KOHTPOS Ha AOCTbMNa A0 CBOS YaCTeH KIltou.

B cnyyaute, B KouTO TuTynsapat/Cb3gatensaT unuM  YyNbiHOMOLLEHUAT npeacTaBuTen Ha
topuaNYECKO NuLe reHepupaT ABoViKa KrtovoBe 3a kBanuduumpaHo yaAoCTOBEPEHMe, Te caMu Cb3faBaT U

ynpaensiBaT AaHHUTE 3a aKTUBMPAaHe.
6.4.1 TEHEPWPAHE U UHCTAJIUPAHE HA OAHHUN 3A AKTUBUPAHE
[laHHM 3a aKTUBMpaHe ce W3MNon3BaT NPV MbpPBOHAYanHO M3gaBaHe Ha YOOCTOBEPEHME, BbPXY

YCTPOWCTBO 3a Cb3aBaHe Ha kBanuduumpaH enekTpoHeH noanuc/neyat (QSCD), npeau reHepupaHe Ha

OBoWKa kntodoBe. B To3u cnyvan yCTPOMCTBOTO Ce MHMUManuaupa n ce cb3gaBaT KO4oOBe 3a OOCTbI:
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NONUTUKA CP-
e I‘Otru St NPU NPEOOCTABSIHE HA KBANIM®ULIMPAHO YOOCTOBEPEHME 3A eI':DAS EII'D QES
KBANMOULIMPAH ENIEKTPOHEH NOAMUC/MEYAT or public use

CERTIFICATE POLICY
FOR QUALIFIED CERTIFICATION SERVICES
FOR QUALIFIED ELECTRONIC SIGNATURE/SEAL

Version — 2.4
01.10.2018

Regulation 910/ 2014
elDAS

MoTtpebutenckn (,User’) n AammHmnctpatumseH (,SO). Te3n kogoBe No3BoNABaT NepcoHaneH 4ocTbn A0
YaCTHUS KIHOY B YCTPOMCTBOTO M NpU HEOBX0AMMOCT 3a AebnokMpaHe Ha CbLoTO.

KogoseTe 3a goctbn M 3a AebrnokvpaHe Ha YCTPOMCTBOTO 3a Cb3[daBaHe Ha KBanuduuupat
enekTpoHeH nognuc/nedaT (QSCD) ce npegoctaBAT Ha Tutynaps/Cb3garens unu Ha ynbAHOMOLLEHUSA
npeacTaBuMTEN Ha IOPUAMYECKOTO NMLE B 3anevaTteH, Henpo3payveH XapTUeH NiiuK.

Tutynapat/Cb3gatenat WnM Ha ynbiHOMOLLEHUAT NpeacTaBuTeNl Ha HpPUONYECKOTO nuue e
3a4biKEH fa CMeHU NbpBoHavanHus MotpedbuTtenckn Kkog 3a 4OCThN NOCPEeACTBOM copTyepa, KOUTO ce
npegocTaBs 3aefHO C YCTPOWUCTBOTO.

EBpoTpbCcT npenopbyBa Tutynapat/Cb3gaTensaT wnn YNbAHOMOLLEHUAT NpeacTaBuTeNn Ha
IOPUANYECKOTO NULE Aa CMEHs NepuoanyHo cBos oTpebuTenckn koA 3a A0CTbN 4O YCTPOMCTBOTO 3a
Cb3daBaHe Ha KBanuduuupaH enekTpoHeH nognuc/neyat (QSCD).

MoTpebutenat cnepBa fa wu3nonsea npegocTaBeHns ALMWHUCTPATUMBEH KO4 3a [OCTbN Aa
Aebnokmpa 6roknpaHo yCTponCTBO.

Korato ce u3anonssa mMobunHo npunoxeHne Ha EBpOTPBLCT, KOABLT 3a OOCTbLMN Ce reHepupa oT
Tutynaps/Cb3gaTtens. KoobT He ce cbxpaHsiBa OT EBPOTPBCT M € AOCTbNEH 3a paboTa oT noTpebuTtens
caMO [0oKaTO € aKTUBMPaHO MOOUNHOTO npunoxeHne. 3a Bb3CTAHOBSBAHE HA MNEpPCOHanHWUs KoA,
Tutynapat/Cb3gatenat cb3faBa cneuumaneH KpUnToKIY, KOUTO ce reHepupa OT OTFOBOPY Ha TPy TalHU
BbNpoOCca, 3agafeHun oT noTpedbuTtens KbM MOMEHTa Ha perncrTpaumsaTa My npe3 MoBUNHOTO NPUNOXEHNE.

OTrosopuTe Ha BbNpOCUTE He ce nasAT oT EBpoTpbCT.

6.4.2 3ALWLUTA HA OAHHU 3A AKTUBUPAHE

Tutynapat/Ce3gatenat vnv  yNbAHOMOLLEHUAT NpeacTaBuTeNl Ha  HOpPUOUYECKOTO nuue e
3a0b/PKEH Oda CbXpaHsiBa M NasvM OT KOMMpOMeTupaHe KoaoseTe 3a AOCTbN A0 YCTPOMCTBOTO 3a
Cb3daBaHe Ha KBanuduumupaH enekTpoHeH nognuc/neyat (QSCD).

MoTpebutenute Tpsibsa ga 3HaAT, Ye NPU HAKOSKO HeyCneLHN ONUTK 3a 4OCTBbN 40 YCTPOMUCTBOTO,
TO ce Gnokupa (3akntouBa ce). B te3n cnydyam notpedbutensaTt TpsibBa g4a nanonssa NpeaocTaBeHust My
AOMUHMCTPaTUBEH KOA 3a AOCTbM 3a Aa Aebnokmpa yCTPONCTBOTO.

EBpOTPBLCT NpenopbyBa JaHHUTE 3a aKTMBMPAHE Ha YCTPOMCTBOTO HMKOra a He Ce CbXpaHsBaT

3aeJHO CbC CaMOTO YCTPOWCTBO.
6.5 CUINYPHOCT HA KOMMNIOTbPHUTE CUCTEMU
EBpOTPBLCT M3M0N3Ba €AMHCTBEHO HAAEXAEH M CUrYpeH Xapayep M codTyep, KOMTO ca 4yacT oT

KOMMKTbpHAaTa CuCtemMa Ha EBpOTp'bCT.

KoMnioTbpHUTE CUCTEMMU, HA KOUTO PabOTAT BCUYKN KPUTUYHU KOMMOHEHTUN OT MHApACTpyKTypaTa
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e I‘Otru St NPU NPEOOCTABSIHE HA KBANIM®ULIMPAHO YOOCTOBEPEHME 3A eI':DAS EII'D QES
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CERTIFICATE POLICY
FOR QUALIFIED CERTIFICATION SERVICES
FOR QUALIFIED ELECTRONIC SIGNATURE/SEAL

Version — 2.4
01.10.2018

Regulation 910/ 2014
elDAS

Ha EBpoTpbCT, ca 060opyaBaHn U KOHGUIypupaHu CbC CpedcTBa 3a fokanHa 3almuta Ha AocTbha Oo
codpTyepa 1 MHPOPMAaLMOHHUTE JaHHM.
EBpoTpbCT M3nonasa npoueaypu 3a ynpasrneHne Ha MHOpMaLMOHHaTa CUIypHOCT Ha udnara

NHpPacTpyKkTypa Ha EBpOTPBLCT B CbOTBETCTBUE C OOLLIONPUETM B MEXAYHAPOAHATA NpaKTKa CTaHa4apTy.

6.6 CUIYPHOCT HA XU3HEHUA LUKDBJ1 HA TEXHOJIOTMYHATA CUCTEMA

Bcuukn xapayepHu npomeHu ce HabnwogaBaT M peructpupart OT OTOpM3MpaHU CRYXUTENU Ha
EBpoTtpbeT. Mpu 3akynyBaHe Ha HOBO TexHWYecko obopyaBaHe, TO ce AOCTaBs C Heobxoaumute
npoueaypu 3a ekcrnnoaTaums U MHCTPYKLUMK 3a Non3BaHe.

OcbluecTBsiBa ce Haa3op Ha PyHKLMOHANHOCTTa Ha TEXHONOorMYHaTa CUcTeMa U ce rapaHTupa, 4e

T4 beHKLl,I/IOHI/Ipa npaBuJiHO N B CbOTBETCTBUE C JOCTaBeHaTa Nnpon3BoaCcTBeHa KOHd)I/IpraLl,I/IFI.

6.7 MPEXOBA CUT'YPHOCT

B nHdpacTpykTypaTa Ha EBpOTPBLCT ce M3non3BaT CbBPEMEHHM TEXHUYECKN CpeacTBa 3a OOMeH
N 3awmTa Ha nHdopmMauusa, 3a Aa ce rapaHTupa MpexoBaTa CUTYPHOCT Ha cUCTEMUTE CpeLly BbHLUHK

MHTEpBEeHUNN 1N 3aniaxu.

7 NPO®UIIN HA KBAJIMOULIMPAHU YOOCTOBEPEHUA 3A KBAJTIMOULIMPAHU ENNIEKTPOHHU
noANnMCU/MNEYATU

Mpodunute Ha noTpebuTenckute KBanuduumpaHu yOooCTOBEPEHUA OTroBapAaAT Ha ¢hopmara,
onucaH B ctangapT ITU-T X.509 v.3. YooctoBepeHue ot Tmn X.509 v.3 npeacraensiea Habop OT AaHHM,
ype3 KOWTO €AHO3HA4yHO Ce YAOCTOBepsiBa MPUHALMEXHOCT Ha MNyOnuyHMA KMd KbM aBTopa Ha

KBanuuumnpaHms enekTpoHeH nognuc/neyar.

7.1 NPO®UIN HA KBATUPULIMPAHO YO OCTOBEPEHUE 3A KBAITUPULIMPAH ENTEKTPOHEH
noannuc HA ®U3NYECKO JTULE (,EVROTRUST QUALIFIED NATURAL PERSON
CERTIFICATE FOR QES*)

Version V3
Serial number [cepneH Homep]
Signature

. SHA256RSA
Algorithm
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e I‘Otl‘u St NPU NPEOOCTABSIHE HA KBANIM®ULIMPAHO YOOCTOBEPEHME 3A eI':DAS EII'D QES
KBANMOULIMPAH ENIEKTPOHEH NOAMUC/MEYAT or public use

CERTIFICATE POLICY

Regulation 910/2014 FOR QUALIFIED CERTIFICATION SERVICES Version —2.4
elDAS FOR QUALIFIED ELECTRONIC SIGNATURE/SEAL 01.10.2018
CN= | Evrotrust RSA Operational CA

Issuer OuU= Qualified Operational CA

O= Euvrotrust Technologies JSC
organizationldentifier (2.5.4.97)= NTRBG-203397356

C= BG

Valid from [HavanHa gaTa 1 yac no UTC Ha BanvMaHOCT Ha y4OCTOBEPEHMETO]

Validit to [kpanHa gaTta u Yac no UTC Ha BanngHOCT Ha yOOCTOBEPEHMETO]

C= | ObpxaBa: [1BybykBeH kog Ha obpxasaTa cnopeg ISO
(countryName) | 3166

O6wnyaiiHo nme: M36paHo OT PM3MYECKOTO NULE UME,
CN= | c koeTo To obunyariHo ce npeacTtaeda. Korato He e
(commonName) | n3bpaHo, ce BN1cBa MbSIHOTO UMe Ha (PU3NYECKOTO

nuue.

G= | CobcTBeHO nme: Mime Ha dunsmyeckoTo nuue cnopen

(givenName) | AOKYMEHT 3a caMOonuYHOCT

S=  damunHo ume: Pamunms Ha PU3NYECKOTO NULE cnopes

(surname) = OOKYMEHT 3@ CaMOJSIMYHOCT

Nnn

Sl 2.5.4.65=

McesaoHum: MNceBgoHMM, n3bpaH oT PUNYECKOTO NnLe
(pseudonym)

NpeHtndukatop Ha duanyeckoto nuue (ETSI EN 319
412-1 1.5.1.3), Hanpumep:

- PNOBG-8310257645 3a EIH;

- PASSBG-12345678 3a HomMep Ha nacrnoprT;

- IDCBG-195416023 3a HOMep Ha NU4YHa KapTa;
- TINBG-123434341 3a O0[0C Homep.

SERIALNUMBER=

(serialNumber)
AKO NnULETO He XXenae fa ce BNUCBa HauNOHanHmaT

MY UAeHTUMKaTop, Ce BNUCBA KIMEHTCKM HOMEP,
reHepvpaT OT JoCcTaBuuKa, ¢ Len naeHtudmymnpade

Ha (*)VI3W-I€CKOTO avge npu HeO6XOD,VIMOCT.
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e\ﬁ’otrust

NOJINTUKA
NPU NPEAOCTABAHE HA KBAJTIM®ULIMPAHO YOOCTOBEPEHME 3A
KBAITM®ULIUPAH ENEKTPOHEH NOAMUC/MEYAT

elDAS-CP-QES
For public use

CERTIFICATE POLICY

Regulation 910/2014 FOR QUALIFIED CERTIFICATION SERVICES version —2.4
eIDAS FOR QUALIFIED ELECTRONIC SIGNATURE/SEAL 01.10.2018
Oi= HanmeHoBaHue Ha opugmnyecko nuvue: lNbunHo
(organizationName) HAaMMEHOBAHWETO MO peErncTpaums Unm akT Ha
BMMCBaAHE Ha IOPUONYECKOTO NULE, C KOETO
m3n4eCKOTO NnLEe € acoLmmpaHo.
NpeHTndukaTop Ha topugudecko nuue (ETSIEN 319
412-1 1.5.1.4), Hanpumep:
- VARBG-123456789 — A0C;
25497 =
o . - NTRBG-123456789 - EUK (BYJICTAT).
(organizationldentifier)
Bnucea ce HaumoHanHusa naeHTudnkaTop cnopes
MECTHOTO 3aKOHOOAaTENCTBO Ha OPUANYECKOTO Nnmue,
C KOEeTO hM3MYECKOTO NULE € acoLUnpaHo.
E= Mo o
_ Menn agpec Ha pU3n4eckoTo nuue
(e-mailAddress)
Public Key _
RSA (2048 Bits)
Type/Length
Subject Key

|dentifier

[M3uncneHa cToHOCT 3a M34aaeHoTo yaAoCToBepeHe]

Authority Key

Identifier

CRL Distribution

Points

Authority
Information Access

Key ID=7F:3E:64:59:85:2B:DD:23:29:C2:01:E7:CB:C3:69:C0:87:93:2B:08

[1]CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://ca.evrotrust.com/crl/EvrotrustRSAOperationalCA.crl
[1]Authority Info Access
Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.evrotrust.com/aia/EvrotrustRSAOperational CA.crt
[2]Authority Info Access
Access Method=0On-line Certificate Status Protocol (1.3.6.1.5.5.7.48.1)
Alternative Name:

URL=http://ca.evrotrust.com/ocsp

Enhanced Key

Client Authentication (1.3.6.1.5.5.7.3.2)
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NONMUTUKA elDAS-CP-QES

e I‘Otl‘u St NPU NPEOOCTABSIHE HA KBANIM®ULIMPAHO YOOCTOBEPEHME 3A - i
KBANMOULIMPAH ENIEKTPOHEH NOAMUC/MEYAT or public use

CERTIFICATE POLICY

Reg“'atg’g Agéo /2014 FOR QUALIFIED CERTIFICATION SERVICES Vgisi%nzalzédf
FOR QUALIFIED ELECTRONIC SIGNATURE/SEAL 10.
Usage Secure Email (1.3.6.1.5.5.7.3.4)

Certificate Policies | [3]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.47272.2.2
[3,1]Policy Qualifier Info:

Policy Qualifier Id=CPS

Quialifier:

[1]Certificate Policy:

[2]Certificate Policy:

Policy Identifier=0.4.0.194112.1.2

Policy Identifier=0.4.0.1456.1.1

http://www.evrotrust.com/cps

Key Usage (critical) Non-repudiation (Bit 1), Digital Signature (Bit 0), Key Encipherment (Bit 2)

id-gcs-pkixQCSyntax-v2
(0id=1.3.6.1.5.5.7.11.2)

id-etsi-qcs-semanticsid-Natural (0id=0.4.0.194121.1.1)
id-etsi-qcs-Semanticsld-Legal* (0id=0.4.0.194121.1.2)

(0id=0.4.0.1862.1.1)

id-etsi-qcs-QcCompliance

(0.4.0.1862.1.2)

id-etsi-gcs-QcLimitValue'

[Cyma B BGN unu EUR]

QCStatements id-etsi-gcs-QcSSCD
(0id=0.4.0.1862.1.4)

id-etsi-qcs-QcType
(0id=0.4.0.1862.1.6)

id-etsi-qct-esign (0id=0.4.0.1862.1.6.1)

id-etsi-qcs-QcPDS
(0id=0.4.0.1862.1.5)

PdsLocations

PdsLocation=https://www.evrotrust.com/pds/pds_en.pdf
language=en

* MapkupaHuTe cbC 3Be3an4yka rnosieta MoXxe fja He NpucbCTBaT B yAOCTOBEPEHNETO

7.2 NPO®UIN HA KBANMUPULIMPAHO YOOCTOBEPEHUE 3A KBAITUPULIMPAH ENIEKTPOHEH

NEYAT HA OPUOUYECKO JNIULEE (,EVROTRUST QUALIFIED LEGAL PERSON

CERTIFICATE FOR QESEAL®)

Version V3
Serial number [cepneH Homep]
Signature

SHA256RSA
Algorithm

CN= | Evrotrust RSA Operational CA
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NONUTUKA CP-
e I‘Otl‘u St NPU NPEOOCTABSIHE HA KBANIM®ULIMPAHO YOOCTOBEPEHME 3A eI':DAS EII'D QES
KBANMOULIMPAH ENIEKTPOHEH NOAMUC/MEYAT or public use

CERTIFICATE POLICY

Regulation 910/2014 FOR QUALIFIED CERTIFICATION SERVICES version —2.4
elDAS FOR QUALIFIED ELECTRONIC SIGNATURE/SEAL 01.10.2018
OuU= | Qualified Operational CA
Issuier O= Evrotrust Technologies JSC
organizationldentifier (2.5.4.97)= NTRBG-203397356
C= BG
Valid from [HavanHa gaTa n yac no UTC Ha BanvaHOCT Ha y4OCTOBEPEHMETO]
Validit to [kpanHa gaTa n yac no UTC Ha BannaHOCT Ha YAOCTOBEPEHNETO]
C= | OvpxaBa: [1BybykBeH Ko Ha AbpxasaTa cropes 1ISO
(countryName) | 3166
CN= | HaumeHoBaHuMe Ha IOPUANYECKOTO
(commonName) | nuue/opraHusaumsta
HanmeHoBaHue Ha 1opnanyeckoTo
O= | nuue/opranmsauuara: [NMbnHO HaMMeHOBaHMETO Mo
(organizationName) | peructpauma nnu aktT Ha BNUCBaHe Ha HPUANYECKOTO
Subject fue.
WaoeHTudukatop Ha topuanyecko nuue (ETSI EN 319
412-1 1.5.1.4), Hanpumep:
- VARBG-123456789 — OC;
2.5.4.97=
o " - NTRBG-123456789 - EUK (BYJICTAT).
(organizationldentifier)
Bnucea ce HaunoHanHus ngeHTudmrkaTop cnopen
MECTHOTO 3aKOHOAATENCTBO Ha HOPUAMYECKOTO Nuue,
C KOeTO (PM3NYECKOTO NULIE € aCoLMMpPaHo.
E= Mo
_ Menn agpec Ha IpUAMYECKOTO Nuue
(e-mailAddress)
Public Key _
RSA (2048 Bits)
Type/Length
Subject Key 5
N [U3uncnena ctonHocT 3a 3gageHoTo yaoCcToBEpPEHNE]
Identifier

Authority Key
- Key ID=7F:3E:64:59:85:2B:DD:23:29:C2:01:E7:CB:C3:69:C0:87:93:2B:08
entifier

CRL Distribution [1]CRL Distribution Point

Points Distribution Point Name:
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NONUTUKA CP-
e I‘Otl‘u St NPU NPEOOCTABSIHE HA KBANIM®ULIMPAHO YOOCTOBEPEHME 3A eI':DAS EII'D QES
KBANMOULIMPAH ENIEKTPOHEH NOAMUC/MEYAT or public use

CERTIFICATE POLICY

A A A i ‘010205
Full Name:
URL=http://ca.evrotrust.com/crl/EvrotrustRSAOperationalCA.crl
[1]Authority Info Access
Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Authority Alternative Name:
Information Access URL=http://ca.evrotrust.com/aia/EvrotrustRSAOperational CA.crt

[2]Authority Info Access
Access Method=On-line Certificate Status Protocol (1.3.6.1.5.5.7.48.1)
Alternative Name:

URL=http://ca.evrotrust.com/ocsp

Enhanced Key _ o
Client Authentication (1.3.6.1.5.5.7.3.2)

Usage
Secure Email (1.3.6.1.5.5.7.3.4)
[1]Certificate Policy:
Policy Identifier=0.4.0.194112.1.3
[2]Certificate Policy:
Certificate Policies Policy Identifier=1.3.6.1.4.1.47272.2.3

[3,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:

http://www.evrotrust.com/cps

Key Usage (critical) | Non-repudiation (Bit 1), Digital Signature (Bit 0), Key Encipherment (Bit 2)

id-gcs-pkixQCSyntax-v2 id-etsi-qcs-Semanticsld-Legal (0id=0.4.0.194121.1.2)
(0id=1.3.6.1.5.5.7.11.2)

id-etsi-qcs-QcCompliance
(0id=0.4.0.1862.1.1)

id-etsi-gcs-QcLimitValuei | [Cyma B BGN nnn EUR]
(0.4.0.1862.1.2)

QCStatements id-etsi-qcs-QcSSCD
(0id=0.4.0.1862.1.4)
id-etsi-qcs-QcType id-etsi-qct-eseal (0id=0.4.0.1862.1.6.2)
(0id=0.4.0.1862.1.6)
id-etsi-qcs-QcPDS PdsLocations

(0id=0.4.0.1862.1.5)
PdsLocation=https://www.evrotrust.com/pds/pds_en.pdf
language=en
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NONUTUKA CP-
e I‘Otl‘u St NPU NPEOOCTABSIHE HA KBANIM®ULIMPAHO YOOCTOBEPEHME 3A eI':DAS EII'D QES
KBANMOULIMPAH ENIEKTPOHEH NOAMUC/MEYAT or public use

CERTIFICATE POLICY -
FOR QUALIFIED CERTIFICATION SERVICES Vgisi%nzalzédf
FOR QUALIFIED ELECTRONIC SIGNATURE/SEAL 10.

Regulation 910/ 2014
elDAS

7.3 MNMPO®UIN HA KBAJINMOULUMPAHO ATPUBYTUBHO YOOCTOBEPEHUE 3A KBAITUOULIMPAH
ENNEKTPOHEH noanmc HA ®U3UYECKO JIUUE (,EVROTRUST QUALIFIED NATURAL
PERSON ATTRIBUTE CERTIFICATE FOR QES*)

KeanugpuumpaHoto aTtpubyTMBHO YAOCTOBEpPEHMEe 3a KBanuuumpaH enekTpoHeH noanuc Ha
dmanyecko nuue ce u3gaBa MpU CblUMTE YCMOBUS, KaKTO KBanuUUMpPaHOTO YAOCTOBEepeHue 3a
KBanuuuMpaH enekTpoHeH noanuc Ha du3nMyecko nuue, HO ce pasnuyaBa Mo Buaa u obema Ha

yOOCTOBEpPEHUTEe B Hero AaHHW. M3nonsea ce 3a uaeHTUduKauma Ha nuueTo npen [dosepsBalia ce

cTpaHa.
Version V3
Serial number [cepneH Homep]
Signature
_ SHA256RSA
Algorithm
CN= | Evrotrust RSA Operational CA
Issuer OuU= | Qualified Operational CA
O= Evrotrust Technologies JSC
organizationldentifier (2.5.4.97)= NTRBG-203397356
C= BG
Valid from [HavanHa gaTta u Yac no UTC Ha BanngHOCT Ha yOOCTOBEPEHMETO]
Validit to [kparHa gaTa n yac no UTC Ha BannaHOCT Ha YAOCTOBEPEHNETO]
c Ovpxasa: [IBybykBeH kod Ha obpxasaTa cnopeg ISO
3166 Ha HaUMOHamNHOCT (POAHO MSICTO) Ha PU3NYECKOTO
(countryName)
nvue
CN= | NbnHOo ume: MNMbnHO MMe OT PMU3NYECKOTO NnLe Ha
(commonName) | naTMHMua No AOKYMEHT 3a CaMOJSIUYHOCT.
Subject G= | Cob6cTBeHO ume: MiMe Ha huandeckoTo nuue Ha natuHuua
(givenName) | cnopen AOKYMEHT 3a CaMONUYHOCT
S= | ®amunHo nme: dammnng Ha PU3nMyYeckoTo nNuLe Ha
(surname) | naTUHULA cnoped AOKYMEHT 3a CaMOJSIMYHOCT
name= | [MbNHO nme: MNBbAHO Me OT PUNYECKOTO NULE Ha
(id-at-name) | KnpunMua no JOKyMEeHT 3a CaMOSNYHOCT.
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NPU NPEAOCTABAHE HA KBAJTIM®ULIMPAHO YOOCTOBEPEHME 3A
KBAITM®ULIUPAH ENEKTPOHEH NOAMUC/MEYAT

NONMUTUKA elDAS-CP-QES

For public use

Regulation 910/ 2014
elDAS

FOR QUALIFIED CERTIFICATION SERVICES
FOR QUALIFIED ELECTRONIC SIGNATURE/SEAL

CERTIFICATE POLICY Version — 2.4

01.10.2018

SERIALNUMBER=

(serialNumber)

HauuoHaneH ngeHTudmkaTop Ha PU3MYecKoTo nuue
crnopeg ETSI EN 319 412-1 1.5.1.3), Hanpumep: PNOBG-
8310257645 3a EIH;

dateOfBirth=

PoxgeHa gata ¢ TOYHOCT 4o aHu B ZULU dopmar,

(id-pda-
, Hanpumep: 19831231120000Z
dateOfBirth)
gender= | Mon Ha PM3NYECKOTO NULE KbM MOMEHTa Ha paXdaHeTo:

(id-pda-gender)

M unu F (MBXKU/KEHCKN)

description=

(id-at-description)

[laHHM OT MaLLUMHHO YeTUMMUTE YacTu Ha OOKyMeHTa 3a

CaMOISIMYHOCT Ha dmaundeckoTo nuue (Machine-readable

passport)
Mo-
3u- Arn- Cuwm- 3HaueHue
XUHa BONMMU
ums
1 1 alpha I, Annn C
Twn: MNonbnBa ce Mo npeLeHka Ha n3gasailara
5 1 alpha ObpxaBa unuv opraH. Hai-yecto ce nanonasa
< IP 3a nacnopt u ID 3a HaunoHanHa Nn4Ha
KapTa.
albha Koa Ha cTpaHarta, u3gasalla AoKyMeHTa 3a
3-5 3 < P camonuyHocT cnopef (ISO 3166-1 alpha-
3 code with modifications)
6-14 9 alpha Homep Ha JOKyMEHT 3a CaMONNYHOCT
num <
15 1 num < | KoHTpOmnHo 4ncno Ha undpute 6-14
16 1 Pasgenuten
17 6 num [oguvHa, meceu u geH (YYMMDD), go koato

BaX1 OOKYMEHTa 3a CaMOJIMYHOCT

Hanpumep: IDBGR6410202234:201013
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NONMUTUKA elDAS-CP-QES
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Public Key )
RSA (2048 Bits)
Type/Length
Subject Key

Identifier

Authority Key

Identifier

CRL Distribution

Points

[M3uncneHa cToHOCT 3a M34aaeHoTo YAOCTOBEepeHE]

Key ID=7F:3E:64:59:85:2B:DD:23:29:C2:01:E7:CB:C3:69:C0:87:93:2B:08

[1]CRL Distribution Point
Distribution Point Name:
Full Name:

URL=http://ca.evrotrust.com/crl/EvrotrustRSAOperational CA.crl

Authority

Information Access

[1]Authority Info Access
Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.evrotrust.com/aia/EvrotrustRSAOperational CA.crt
[2]Authority Info Access
Access Method=0On-line Certificate Status Protocol (1.3.6.1.5.5.7.48.1)
Alternative Name:

URL=http://ca.evrotrust.com/ocsp

Enhanced Key

Usage

Client Authentication (1.3.6.1.5.5.7.3.2)
Secure Email (1.3.6.1.5.5.7.3.4)

Certificate Policies

[1]Certificate Policy:
Policy Identifier=0.4.0.194112.1.2
[2]Certificate Policy:
Policy Identifier=0.4.0.1456.1.1
[3]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.47272.2.2.1
[3,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Quialifier:

http://www.evrotrust.com/cps

Key Usage (critical)

Non-repudiation (Bit 1), Digital Signature (Bit 0), Key Encipherment (Bit 2)
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id-qcs-pkixQCSyntax-v2 id-etsi-gcs-semanticsld-Natural (0id=0.4.0.194121.1.1)
(0id=1.3.6.1.5.5.7.11.2)
id-etsi-qgcs-QcCompliance
(0id=0.4.0.1862.1.1)
id-etsi-qcs-QcLimitValue ' | [Cyma B BGN unu EUR]
(0.4.0.1862.1.2)

QCStatements id-etsi-qcs-QcSSCD
(0id=0.4.0.1862.1.4)
id-etsi-qcs-QcType id-etsi-qct-esign (0id=0.4.0.1862.1.6.1)
(0id=0.4.0.1862.1.6)
id-etsi-qcs-QcPDS PdsLocations

(0id=0.4.0.1862.1.5)
PdsLocation=https://www.evrotrust.com/pds/pds_en.pdf
language=en

8 TMPOBEPKA U KOHTPOJ1 HA OEMHOCTTA HA JOCTABYMKA

MpoBepknute (oguTute), un3BbpwWBaHM B EBpOTpbCT ce oOTHacaAT [o obpaboTkata Ha
NHPOPMAaLIMOHHUTE AaHHU U yNpaBreHne Ha KI4YoBuTE NpoLeaypw.

EBpOTPBLCT €XXerogHo n3BbpLUBa HaW-Manko eauH BbTPELLEH OAWT.

EBpOTPBCT U3BbpPLUBA Ha BCEKM Tpu roguHu oguT no ctaHgaptute ISO/IEC 27001:2013, 1SO
9001:2015, I1ISO 22301: 2012, n ISO/IEC 20000-1:2011 n exerogHn 4acTUYHW MNPOBEPKM MO Te3n
CcTaHgapTw.

EBpoTpbCT € 06eKkT Ha oauT Har-manko BeAHbX Ha 24 meceua ot OpraH 3a oueHsiBaHe Ha
cboTBeTcTBMETO. Llenta Ha oguta € fga ce notBbpau, Ye [locTtaBumka Ha KBanvduumpaHu
yOOCTOBEPUTENHM YCIYyrM M NpefocTtaBsaHUTE OT Hero KeanuuumpaHn yoocTOBEPUTESNHM YCNyru

OTroBapsAT Ha U3nckBaHuATa, nocodeHu B PernameHt EC) Ne 910/2014.

8.1 QOEWCTBUA, NPEOANPUETU B PE3YNTAT HA U3BBLPLUEH OOUT

[oknaguTte OT BbTPELLHU U BBHLUHM O4UTU Ce NpedasaTt Ha EBpoTpbCT.

HoknagbT or OpraHa 3a oueHsdBaHe Ha CbOTBETCTBMETO ce npefasa Ha OpraHa no Haasop B
pamkuTe Ha 3 (Tpu) OHM crieq BpbYBaHETO My Ha PBLKOBOACTBOTO Ha EBpoTpbecT. OpraHa no Haasop,
pasrnexga Aokrnaga v pelliasa ganu ga octasu Unu B3eme kBanuduumpaHns ctatyT Ha EBpoTpbCT.

Bb3 ocHoBa Ha HanpaBeHUTe OLUEHKM OT Aoknaga, PbrkoBoacTso Ha EBpOTpbCT Habensiasa Mepku
N CPOKOBE 3a OTCTpPaHsABaHe Ha KOHCTaTUpaHUTE NPOMNYCKN N HECbOTBETCTBUA.

MepcoHanbT Ha EBPOTPBLCT npeanpuemMa KOHKPETHU OEeWUCTBUA 3a TAXHOTO OTCTpaHsiBaHe B

noco4yeHnTe CpoKoBe.
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9 APYIr'M bBU3HEC U NMPABHU BBIMNPOCHU
9.1 UEHU U TAKCHU

EBpoTpbCcT nopabpxa AOKymMeHT ,LleHoBa Tapuda 3a npenocTaBsAHW  YOOCTOBEPUTEITHM,
WHPOPMALIMOHHM, KpunTorpadiCKU W KOHCYNTAHTCKM YyCcnyrn“ Ha CcTpaHuuata CuM B MHTEpPHET:

https://www.evrotrust.com/blanki/tarifa.pdf.

9.1.1 BPBLWAHE HA YOOCTOBEPEHUE U Bb3CTAHOBABAHE HA MIALLAHE

Tutynap/Cb3gaten unu ynbiaHOMOLLEH NPeacTaBUTEN Ha PUAMYECKO N1Le MOXe [a Bb3pasmu
OTHOCHO HETOYHOCT UM HENBIMHOTA B CbAbPXKAHMETO Ha U3gafeHo kBannduumMpaHo yaoCTOBEPEHNE B
3-AHeBeH cpok cneq nybnukyBaHeTo my B [My6GnunyHusa pernctsbp.

AKO NMpu4YMHa 3a HEBSAIPHOTO CbAbPXKaHWE Ha KBanuduuupaHo ygoctoBepeHve e B Pernctpupaly
opraH, EBpoTpbCT NpekpaTsiBa ygoOCTOBEPEHMETO M U34aBa HOBO C BAPHO CbAbpXaHWe 3a CBOS CMeTKa
U Bb3CTAHOBSIBA HaNpaBeHOTO NraliaHe 3a OTMEHEHOTO yAOCTOBEPEHNE C HEBSIPHO CbAbpXKaHMeE.

AKO MpuUYMHa 3a HEBSIPHOTO CbAbPXKaHME Ha KBanuMUUpaHo y4OCTOBEpEHME € MO BUHA Ha
Tutynapsa/Cb3gatens unu Ha YNbIHOMOLLEHWS NpeacTaBUTEn Ha topuanydecko nuue, EBpoTpbeT
npekpaTsaBa yaOCTOBEPEHNETO N HE Bb3CTAaHOBSIBA HaNpaBeHOTO NnawaHe. EBpoTpbCT MoXe Aa usgage
HOBO C BAPHO CbAbpXaHune 3a cMeTka Ha [NoTpebutens.

MoTpebutensar Moxe Aa OTKaxe w3gageHo kKeanuduuMpaHo YAOCTOBEpPEHME C  BSIPHO
CbabpXKaHue, kKoeTo EBpOTPBLCT We npekpaT He3abasHo, 6e3 Aa Bb3CTaHOBM HANpaBeHOTO NnallaHe 3a

OTMEHEHOTO yAOoCTOBEpEHNE.

9.2 ®UHAHCOBU OTFOBOPHOCTHU

EBpPOTPBLCT € OTroBOpeH 3a NpefoCTaBAHUTE YAOCTOBEPUTENHW ycryrn npen notpebutenute,
KOWUTO pas3uymTaTt Ha yAOoCTOBepsBaHUATA.

EBpoTpbCT OTroBaps, ako BpeguTe ca No Heroea BMHa UM MO BMHA Ha nvuaTa, Ha KOUTO ToW e
Bb3M0oXxun pabora.

Ako EBpOTpBLCT MOTBLPAM U NpUemMe, 4e ca HacTbnunNu Bpeaun, TOM ce aHraxupa ga nnatu

obesBpenarta. MakcumanHara rpaHvla Ha nnatlaHe He MoXe [a HafBuLlaBa pasvepa Ha BpeauTe.

9.2.1 3ACTPAXOBKA HA JEMHOCTTA

EBpOTp'bCT CKITlo4Ba 3abJKUTEJTHaA 3aCTpaxoBKa Ha AenHOCTTa Cn KaTo perncrpunpar ,D,OCTaB‘-IVIK

Ha KBanuUUMpaHu yaoCTOBEPUTENHM YCIyrn.
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9.3 HENPUKOCHOBEHOCT HA JINHHUTE OAHHU

EBpOTPBLCT € perncTpmpaH Kato agMMHUCTPATOP Ha NIMYHK AaHHM MO peaa Ha 3akoHa 3a 3awuTa
Ha NNYHN OaHHW.

B kayectBOoTO CM Ha AOMMHMCTPATOP Ha NWYHM JaHHKW, EBpoTpbCT cTporo cvbniogaBa
N3NCKBaHNATA 3a NOBEPUTENHOCT N HEPA3MNPOCTPaAHEHNE Ha NNYHUTE AaHHKU Ha TuTynsapu/Cbwagateny nnu
Ha YMbIHOMOLLEHN NpeaCcTaBuUTENN Ha PUANYECKM Nuua, cTaHanm My M3BECTHM MPU U3MbIHEHWE Ha

OenHOCTTa Cu KaTo ,D,OCTaB‘-II/IK Ha KBaJ'II/I(*)I/ILI,I/IpaHI/I yOOCTOBEPUTEITHN YCIyrun.

9.4 TPABA BbPXY UHTEJNEKTYAJIHA COBCTBEHOCT

PasnuyHu aaHHW, BKMOYEHW B U3daBaHUTe OT EBPOTPBLCT KBanvdmumpaHy yaooCTOBEPEHNUS UMK
ny6nukyBaHn B [lyGnuuHUs perucTbp/xpaHunuuwie ca OOekT Ha npaBa BbpXy WHTENekTyanHara

coBCTBEHOCT M ApYrM UMYLLECTBEHU M HEMMYLLIECTBEHM NpaBsa.

9.4.1 MPABO HA COBCTBEHOCT HA IBOMKA KITFOYOBE

[lBoikaTa krn4yoBe Ha MOTpPedGuTenuTe M CBbP3aHOTO C MNyGRUYHMS KoY KBanuduumpaHo
yOoocToBepeHue mnaganeHo oT EBpOTPBLCT, KakTo M CbOTBETHUSI CEKPETEH MaTepuarn € COGCTBEHOCT Ha
EBpoTpbCT, HE3aBMCUMO OT coBCTBEHOCTTa Ha mnsnyeckaTta cpeaa, B KOSITO KIoYOBETe Ce CbhXpaHsBaT

1 3alLuTaBar.

9.5 S3AOBITKEHUA, OTTOBOPHOCT U TAPAHLUUU HA EBPOTPBCT

EBpOTpBLCT rapaHTmpa, 4Ye ocbLecTBABa AeMHOCTTa CU KaTo:

» chnasBa TOYHO YCNOBUATA B HACTOALWMS OOKYMEHT, uauckBaHuata Ha PernameHTt (EC) Ne
910/2014 » HaUMOHaANHOTO 3aKOHOAATENCTBO NPWU OCbLLUECTBABAHE Ha OEMHOCTTa cuM Ha [JocTaB4uMK Ha
KBanuduumpaHm yaoCcToBepuTenHu ycnyru;

» npeaocTaBeHUTe yCryru He HapyluaBaT aBTOPCKUTE NpaBa M NUUEH3NpaHu npasa Ha TpeTu
CTpaHu;

» usnonseBa TexHu4yecko obopyaBaHe M TEeXHOMOrMW, KOUTO OcurypsiBaT HadeXOHOCT Ha
CUCTEMUTE M TexHuYyeckaTa U Kpuntorpadgcka CUrypHOCT MpU OCbLLECTBSIBAHE Ha npouecuTe, B TOBa
4YUCMO M CUrypeH N 3aluTeH MexaHU3bM/YCTPOMCTBO 3a reHepupaHe Ha Kr4yoBe M 3a Cb3faBaHe Ha
KBanuduumpaH enekTpoHeH noanuc/nevar B CBOSiTa MHOPACTPYKTYPa;

» unsgaBa KBanuuumpaHu yooCcTOBEPEHMS 3a eNEKTPOHHU NoAnucK/nevaT cneg Kato nposepm

C gonyctuMm OT 3aKOHa cpeacTBa npencrtaBeHaTa I/IH(*)OpMaU,I/IH;
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» CUIypHO CbXpaHsiBa W nogabpxa nHdopmMauus, cBbp3aHa C usgaBaHUTE yOOCTOBEPEHUS U
onepaTuBHaTa paboTa Ha cuctemuTe;

» cna3Ba ycTaHOBeHUTe npoueaypw 3a paboTa 1 npasuna 3a TeXHUYECKN U (PU3NYECKM KOHTPO,
B CbOTBETCTBME C YycnosuaTa B Hactoswara [lonutuka wn [lpaktuka npu npegocTaBsHe Ha
KBanuduumpaHm yaoctoBeputenHu ycnyrm;

» Cb3gaBa Bb3MOXHOCT 3a HesabaBHO cnuvpaHe U npekpaTsaBaHe Ha [OEeNUCTBMETO Ha
KBanmduumnpaHo yaoCcToBepeHue;

» npekpaTsiBa W crnvpa [OeWCcTBMETO Ha YAOCTOBEPEHUS MNpu ycrnoBuATa U MO peda Ha
cboTBeTHaTa [lonuTuka;

» yBegomsiBa He3abaBHO 3avHTepecoBaHMTE nuua crnej CnvpaHe Ha  KBanuduumpaHo
YAOCTOBEPEHWE;

» ocurypsiBa YycrnoBusi 3a TOYHO oOnpedensHe Ha BPEMETO Ha wu3aaBaHe, CrivpaHe,
Bb30OHOBABaHe ¥ NpekpaTsiBaHe Ha eNCTBMETO Ha KBanuduumpaH Yya40CTOBEPEHWS;

» W3NbfHABa npouenypu Mo wuaeHTUdukauma wn  ycTaHOBSIBAHE Ha aBTEHTUYHOCT Ha
Tutynaps/Cb3gaTtens nnu Ha ynmbHOMOLLEHWSA NpeacTaBuTen Ha lopuanvecko nuue;

» ocurypsiBa Mepku cpelly noanpaBsHe Ha  KBanuduuupaHu  yaocTOBepeHusita U
NMOBEPUTENHOCT Ha AaHHWUTe, OO KOUTO MMa AOCTbN B Mnpoueca Ha Cb3[laBaHeToO Ha KBanuuumpaHus
eNeKTPOHEeH nognuc/neyar;

» W3non3Ba HagexaHuW CUCTEMU 3a CbXpaHsABaHe 1 ynpasreHne Ha YA0CTOBEPEHNS;

» CaMO HafnexHo OBMAaCTEHU CIYXWUTeNnu MMmaTt OOCTbM 3a BHACAHE Ha NPOMEHU B [JaHHUTE,
yCTaHOBSIBaHe Ha aBTEHTUYHOCTTa M BanuaHOCTTa Ha yAOCTOBEPEHUATA;

» B3MMa He3abaBHM MepKM MpU Bb3HUKBAHE Ha TeXHUYecku npobnemMnm BLB Bpb3ka CbC
CUIYPHOCTTa;

» CWu3TMYaHe Ha CpoKa Ha BanuAHOCT Ha KBanuduuupaHo yA0CTOBEPEHE OTMEHS BanuaHoCcTTa
My;

» uvHdopmupa Tutynapute/Cb3gatennte WM yNbHOMOLLEHUTE  NpeacTaBuTeny  Ha
IOPUAMYECKN NULA, KaKTO U JoBepsABalLMTe Ce CTPaHU 3a TeXHUTE 3aA4bIDKEHUA U ObiHKMMa rpuvxa Ha
noBedeHue Nnpu U3non3sBaHeTo W JOBepsiBaHEeTO Ha npefocTaBsHWUTE OT EBPOTPBCT KBanuduumpaHu
YAOCTOBEPUTENHU YCNYrK, Taka CbLUO OTHOCHO MPaBWUIIHOTO M CUrYpHO M3MOM3BaHe Ha u3gageHuTe
KBanuuunpaHn yaocTtoBepeHnst n npegoctaBeHuTe yaoCTOBEPUTENHN YCyrk, CBbP3aHu C TAX;

» U13nonsBa M CbxpaHsiBa cbbpaHaTa nuyHa v apyra nHgopmMauusi camo 3a Lenute Ha ceosTa
AEVHOCT NO npefocTaBsHe Ha KBanuuuuMpaHu YyOOCTOBEPUTENHW YCNyrM B CbOTBETCTBME C
HaLMOHAaIHOTO 3aKOHO4AaTEeNCTBO;

» He CbXpaHsiBa U He Konvpa aHHM 3a Cb3daBaHe Ha NoTPeBbUTENCKU YaCTHU KroYoBe, OCBEH
npu oTAarneyvyeHo 3asBsiBaHe Ha KBanuuuupaHn yAOCTOBEpPEeHWs npe3 MOOUMHOTO MpUroXeHue Ha

EBpOTpBCT;
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» noagbpxa pasnonaraeMmy cpeicrtsa, KOMTO OcurypsisaT Bb3MOXHOCT 3a M3BbPLUBaHE Ha
OenHocTTa My,

» CKNioYBa 3acTpaxoBKa 3a BpeMeTo Ha cBosAiTa AEeVNHOCT;

» nopaobpxa AOBepeH nepcoHan, npuTexasal, HeobXxoAuMMuUTe eKCrepTHU 3HaHUSA, OnuT U
KBanudukaums 3a U3BbpLUBaAHE Ha OENHOCTTa;

» noaabpxa NybnuyeH pernctbp/xpaHunuile, B KOUTO Ny6nukysa nsgageHuTe keanuduumpanm
yaocToBepeHusi, aktyaneH CnuMCbK CbC CrpeHn W npekpaTeHun ypoctosepeHuns (CRL), agpyrm
obcToaTencTea U enekTPoHHU JOKYMEHTU, CbrnacHo Tasu lNonutrka n HauMoHanHOTO 3aKOHOAATESNCTBO;

» ocurypsiea NOCTosAHEH JOCTBbN A0 NyOnnyHNSa permcTbp No enekTpoHeH NbT (24/7/365);

» ocurypsiea 3awuTa cpelly BHacsiHe Ha NPOMeHU B nogabpxaHus [lyGnuueH peructbp OT
HepernameHTupaH 1 HenpaBoMepPeH AOCTbIM UK Nopaan crnyyamHo cbouTue;

» nybnukysa He3zabaBHO B [y6nunyHMs perncTbp n3gageHuTe n NoanucaHu yaoocToBepeHus:;

» Cb3[aBa YCNoBMS Ha BCsKa JoBepsiBalla ce CTpaHa Ja npoBepu cTatyca Ha v3gageHo u
ny6nukyBaHoO KBanMuumnpaHo yaoctoBepeHne B nybnmdHms Permctbp Ha yaoCTOBEPEHMS;

» U3BbpLUBA NEPUOAMYHN BBTPELIHM OAMTU Ha AeWHOCTTa Ha YaocToBepsiBawus opraH u
PerucTtpupawima opran;

» U3BbPLUBA BbHLUHW OOUTW OT HE3aBMCMMW OAUTOPU 1 NYBNUKyBa Ha canta cu pesyntatuTe oT
nposepkara;

» 13nonsBa B eNHOCTTa Cu cepTuduumpaH coTyep U xapayep, Kakto U CUrypHU U HaaeXaHu
TEXHOSOMMYHN CUCTEMMU;

» noaaobpxa Ha canWta Ha EBpoTpbCT cnvMcbk C  PeructpupaliyM opraHu, CriMcbK C
npenopbynTeneH codtyep U xapayep 3a usnonasaHe oT notpebutenure, 6rnaHkn, opMynspu, TUNOB

[loroBop 1 Ap. AOKYMEHTU B Mon3a Ha notpedurenure;

EBpoTpbCT HOCK OTroBOpHOCT npeA NoTpebutenn u [loBepsBalim ce CTpaHu 3a NPUYMHEHW Bpean
oT rpy6a HeEBGPEXHOCT NN YMUCHJT:

» OT HeuanblHeHne Ha nsmcksaHmsTa ot PernameHT (EC) Ne 910/2014 npwu ocbLiecTBABaHe Ha
AeHOCTTa C1 NOo NpefoCcTaBsaHEe Ha KBanuguumMpaHu yaoCcTOBEPUTENHUN YCIYTu;

» OT HEBEPHW UK NUNCBALLM OJaHHW B KBanuUUUMPaHOTO yOAOCTOBEPEHME KbM MOMEHTa Ha
n3gaBaHeTo My;

» 0T Bpeau, KOUTO ca NPUYMHEHU B Cydan, Ye No BpemMe Ha usgaBaHeTo Ha KBanuguumpaHoTo
yOoCTOBEpEeHne nuueTo, NocoyveHo kato Tutynap/Cb3gaTten unv ynbrHOMOLLEH npeacTaBuTen Ha
IopUaNYECKo Nuue, He € pasnonarano C YacTHUS KN4, CbOTBETCTBALL Ha NyGNIMYHUS KNOY;

» OT anropuTMMYHOTO HECBHOTBETCTBME MEXAY YaCTHMSA KIHOY U NyONMYHUS KoY, BNUCBaH B
KBannuumnpaHoTo yooCTOBEPEHME;

» OT HecrnasBaHe Ha 3agbJlKeHusiTa CU Mo usgaBaHe U ynpasleHne Ha KBaJ'IVI(bI/ILI,VIpaHVI
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> oT nponyckn B YyCTaHOBABaHEe Ha WAOEHTUYHOCTTa Ha TI/ITyJ'IFIpFI/C'bSD,aTeJ'IFI nnn Ha

YyNbJTHOMOLLEHNA npeactaBuUTesl Ha vPUONYEeCKO JNnue.

9.5.1 3AABITKEHWUA, OTTOBOPHOCT U TAPAHLIUN HA PETUCTPUPALLIUA OPIAH

EBpOTpBCT rapaHTupa, Ye Pernctpupalums opraH nsnbrHsBa cBoute OyHKUMM U 3a0bIDKEHUS B
NbMHO CbLOTBETCTBME C YCMOBUATA B TO3MN OOKYMEHT, C U3NCKBAHUATA U npouenypute B MNonuTtukara m
n3gageHnTe BbTPELLHN OnepaTUBHU UHCTPYKLUN.

EBpoTpbCT oTroBaps 3a [fgenctBuaTa Ha Peructpupawms opraH B MHQpacTpyKTypata Ha
EBpoTpbCT.

EBpOTpBCT rapaHTunpa, Ye Pernctpupallmng opraH:

»  UM3NbIIHABA CBOATA AENHOCT, KaTo M3MoNn3Ba HagexXaHW U CUTYPHU YCTpoUCTBa 1 codbTyep;

» npepocTaBs yCcryru, KOUTO ca B CbOTBETCTBME CbC HALMOHANHOTO 3aKOHOAATENCTBO U He
HapyLLaBa aBTOPCKUTE NpaBa U NuueH3npaHu npaea Ha [NoTpebutenure;

» nonara Hy>XHUTe ycunus, 3a Aa u3BbpluBa npasBuiHa naeHtudukaums Ha lMotpebutenute,
BbBeXJa NpaBUITHO M TOYHO AaHHUTEe B BasaTa JaHHW Ha EBPOTPBLCT M akTyanuanpa tasu nHopmauns
B MOMEHTa Ha NOTBbpXAaBaHe Ha AaHHUTE;

» He npaBu yMULLMEHW FPELUKM NN HEe BHACA HETOYHOCTU B MHpOpMaUUATa, Cbabpxalla ce B
KBanuuumpaHnte yaoCcToBepPEHMS;

» HeroBuTe yCrnyrun ca B CbOTBeTCTBUE C obionpmnetute ctaHgapti: X.509, PKCS # 10, PKCS
#7, PKCS # 12.

9.6 3AOBINKEHUA HA NMOTPEBUTEJIUTE

Tutynapat/Cbe3gatenaT unm ynbIHOMOLLEHMAT NpeacTaBUTEN Ha IOPUMAMYECKO Nuue, MOCOYEH B
n3gageHoTo KBanMuuupaHo yaocToBepeHne Kato TUuTtynsap, uma crnegHuTe 3agbimKeHns:

» [pa ce 3ano3Hae W ga cnassa ycnosuaTta Ha [orosopa, lNonutukute mn lNpakTtukute npu
npeaocTaBsHe Ha KBanuduumpaHn yaoCTOBEPUTENHU YCryrn OoT EBPOTPBCT, KakTo U U3NCKBaHUATa B
ocTaHanuTe JOKYMEHTU, NybnukyBaHu B [y6nnyHmsa pernctbp Ha EBpOTPBLCT;

» npv nogaBaHe Ha UCKaHUSA 3a U3gaBaHe W ynpasrieHMe Ha KBanuduumpaHu yaocToBepeHus
Aa nNpenocTaBu BsAPHA, TOYHA M MbiiHA MHOpMaums, KoATo EBpOTPBLCT M3uckBa cbrnacHo [orosopa,
HOPMAaTMBHUTE U3UCKBAHUSA, NpunoxmumuTe Monutukn n MNpakTuku;

» [areHepupa KpunTorpadCcku KNo4oBe, M3NOM3Banku CUrypeH MeTo 1 anroputbM, CbobpasHo
nancksanunsata Ha PernameHT (EC) Ne 910/2014 v ga usnonsea ogobpenn oT EBpOTPBLCT yCTponCcTBa 3a

Cb3gaBaHe Ha KBanuduumpaH enektpoHeH nognuc/neyvat (QSCD);
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» [a npoBepu MbrHOTaTa M BEPHOCTTA Ha CbAbPXKaHMETO Ha npegocTaBeHaTa OT Hero
nHopmaumsa 3a ygoctosepsisaHe B nore DN (Distinguished Name) Ha u3gaBaHuTe kBanuduumupaHu
yaocToBepeHus. B criyyan Ha HecbOoTBeTCTBME MexXay npefcraBeHaTta MHopmauns U ygocToOBEPEHOTO
cbabpxaHue, notpebutens Tpabea Aa yBegomu He3abaBHO EBpOTPBLCT;

» [a nNpeycTaHOBM M3NON3BaHETO Ha KBanuduumpaHo yaoCTOBEPEHME B Criydal Ha CbMHEHMe
3a 3aryba nnn KoMnNpomeTMpaHe Ha YacTHUS KN4 1M Aa nogage Ao EBpoTpbCT 3asBKa 3a HEroBOTO
crnvpaHe;

» [a npeycTaHoBW M3MNON3BaHETO Ha KBanuuuupaHo yoocToBepeHMe Npu HanmymMe B Hero Ha
ocTapsina, NpoMeHeHa, HeToYHa W/MnNu HeBApHa WHopMauma M ga nogage MckaHe 3a crnvpaHe Ha
AEeNCTBMETO Ha YyOOCTOBEPEHNETO;

» npeav Aa usnornssa HOBO KBanuduumpaHo yaocToBepeHue, aa npoMmenun gocerawHuns NUH 3a
AOCTbMN OO YCTPOMCTBOTO 3a Cb3faBaHe Ha ernekTpoHeH noanuc/nedat (QSCD), KbaeTo ce cbxpaHsiBa
YACTHUAT KIHOY;

» [a npunoxun Heobxoaumarta AbIDKMMaA rpwxka u ga npegnpveme HeobxooMmuTe Mepku 3a
npeaoTBpaTsiBaHe Ha YaCTHUS KNOY OT KOMNpomeTupaHe, 3aryba, paskpmsaHe, MogMdUKaums nnu apyro
HepaspeLLeHo OencTBue;

» [a v3nonssa 13gageHoTo oT EBpOTPBLCT KBanMumumpaHo yooCToBEpPEHME CaMo 3a 3aKOHHU
Luenu n B CbOTBETCTBUE C yKaszaHaTa B HEro nonutuka v npakTuka;

» pa opobpsiea ycnosusita, nocodeHn B [loroBopa mexay Hero n EBpoTpbeT (TOBa ogobpeHune
TpsibBa Ja ce CbCTOM Ha camMopbyeH nognuc Bbpxy [Jorosopa);

» [paopobpssa n3gageHoTo 3a Hero KBanuuuupaHo yaoCTOBEPEHUE;

» [a He paskpuBa napornarta 3a JOCTbM A0 YCTPOMCTBOTO 3a Cb3faBaHe Ha KBanuduuupaH
eNeKTpOoHEeH noanuc/nedart Ha HeyNMbHOMOLLEHN NnLa;

> [a He NpaBu JOCTbINEH CBOS YaCTEeH KoY 3a Apyru nvua.

9.7 OCBOBOXOABAHE OT OTFTOBOPHOCT

EBpOTPBLCT HE HOCK OTFOBOPHOCT B Cly4au Ha Bpeau NPUYMHEHN OT:

» U3Non3BaHe Ha KBanuuuMpaHo YAOCTOBEPEHWE M3BLbH MpefenuTe Ha BAMcaHuTe B Hero
npeaHasHa4YeHus N orpaHNYeHns Ha HeroBoTo AENCTBUE;

» HE3aKOHHW OeNCTBMSA OT cTpaHa Ha NoTpebuTtenu n [loBepsiBallm ce CTpaHu;

» npedocTaBsgHE Ha HaynHa Ha wuaeHTMduuMpaHe Ha YCTPOMCTBOTO 3a Cb3fdaBaHe Ha
KBanuduumpaH enekTpoHeH noanuc/nedart n 4OCTbN A0 YaCTHUSA KoY OT cTpaHa Ha lMoTpebutenn Ha
TpeTu nNuua;

» CcnyyYyanHu cbbuTMA, UMaLLM XapakTepa Ha HENPeo4onMMa cuna, BKINIOYUTENHO 3M10YyMULLIEHN

AENCTBUS Ha TPeTu Nnuua (Xakepckn ataku, oTHeMaHe Ha YCTPOMCTBOTO 3a Cb3[aBaHe Ha KBanuduumpaH
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enekTpoHeH nognuc/nedat (QSCD), [ocTbn OO0 YacTHUSA KMOY, Yy3HaBaHe 6e3 3HaHWeTO Ha
Tutynaps/Cbh3gaTtens Ha HadMHa Ha naeHTudunumnpaHe n ap.)

» uM3nonseBaHe Ha KBanuuumnpaHo yOOCTOBEpPeHune, KoeTo He € u3fgageHo UnvM nsnonssaHo B
CbOTBETCTBUE C U3MUCKBaHUATA U nNpouenypute Ha MNpakTukata v Nonutnkata Ha EBpOTPBCT;

» M3NonsBaHe Ha HeBanMgHO yOocToBepeHue (yooCTOBEpEeHME, KOETO € CrpsHO  unu
npekpaTeHo);

» He CBOEBPEMEHHO OeNCTBME MO npekpaTaBaHe Unu crnvpaHe Ha yoocToBepeHue (cnepcreme
OoT 3abaBeHO OT cTpaHa Ha Tutynapa/Cb3gatensd uUckaHe vnym nopagu NpUYMHM U3BBLH KOHTPONa Ha
EBpoTpbCT);

» KOMMpOMETMpaH YacTeH K4, KOpecrnoHampaly Ha nyonuyHua KN4y B KBanuduumpaHoTo
yaoctoBepeHue no BuHa Ha Tutynapsa/Cbwagatens;

» IOLWO KayecTBO U (PYHKUMOHAIHOCT Ha coTyepHUTE NPOAYKTU U XapAyepHU YyCTponcTBa

nanonasaHu ot Tutynaps/Cbhanatens n [loBepsiBallm ce CTpaHW.

EBpOTPBLCT He OTroBaps 3a U3nons3BaHe Ha Y4OCTOBEPEHMETO M3BbH paMKUTe Ha BMMCaHUTE B
Hero NMMMUTU Ha CTOMHOCTTA Ha TPaH3aKuunTe 1 Lenu 3a u3nonsBaHe.

EBpOTPBLCT He OTroBaps 3a CbAbp)KaHMETO Ha NpukadyeHute dannose. BCMUkM puckose, KOUTO
MoraT ga Bb3HMKHAT NpW cBandHe WM W3TErNsiHE Ha MpuKavyeHn dannose ca OTrOBOPHOCT Ha

notpebutennre, KOUTO M OBMEHSAT.

9.8 OTroBOPHOCT HA TUTYNAPA/CB3AATENA

OTtroBopHocTTa Ha Tutynapsa/Cb3gartens unn ynbHOMOLLEHMSA NpeacTaBuUTEN Ha pUan4ecko
nvue e B pesynTaT OT U3NbJIHEHME Ha HEroBUTE 3aabilKeHMs. YCNoBUsiTa Ha OTTOBOPHOCT Ce ypexaar C
[orosop ¢ EBpOTpBLCT.

Tutynapat/Cbe3gatenat unum ynbiaHOMOLLEHUAT NpeacTaBuTen Ha lopuanydyecko nuue otroBaps
npea EBpoTpbCT M Npeq aoBepsBawuTe ce nuua, ako:

» npuv Cb3gaBaHeTo Ha ABOWKaTa YacTeH-nyobnmnyeH KoY e n3nonssarn anropuTbM 1 YCTPONCTBA
3a Ccb3gaBaHe Ha KkBanudwuumpaH enektpoHeH nognuc/nedatr (QSCD), kouTO He OTroBapsiT Ha
nanckeaHunata Ha PernameHT (EC) Ne 910/2014;

» He N3NbfHABA TOYHO U3MCKBAHMSATA 3a CUTYPHOCT, onpeaenenn ot EBpoTpbCT;

» He noucka OT EBpOTpLCT cnvpaHe wvnv npekpaTsaBaHe Ha OEeNCTBMETO Ha KBanuduuupaHo
yAOCTOBEPEHME, Crief KaTo e y3Harl, Ye YaCTHUAT KntoY € 6un n3nonssaH HENPaBoOMEPHO Ui CbLLECTBYBA
OMNacHOCT OT HENPaBOMEPHOTO MYy U3MON3BaHe;

» € U3BBbPLUMIT HEBEPHUN U3ABIEHUS, HanpaBeHn npea EBpOTPBCT, KOMTO MMaT OTHOLLUEHME KbM

CbAbpPXaHNETO UIMN KbM N3JaBaHETO Ha KBaﬂI/I(*)I/IU,MpaHOTO yOOCTOBEPEHME;
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> KoraTo KBanuduumpaHoTO yAoCTOBEpPEHUE e u3ganeHo ¢ BnncaH Cbagarten u oBnacTeHo oT

Hero nuue (TI/ITyJ'IFIp), OTroBaps 3a HeU3MNbJIHEHNETO OT CTPaHa Ha OBJlTaCTEeHUA Ha 3abIDKEeHNATa MY.

KnuneHTsT, TVITyJ'IFIpFIT/C'bS,EI,aTeJ'IFIT Mnn ynbJiIHOMOLUEHUAT npencrtaBuTesl Ha Hpuandecko

nnge oTroBapsa 3a CbAbpXXaHMEeTO Ha NpukavYeHnTte (paﬁnose n nocneacTBmnATa oT TAXHOTO U3NOJiI3BaHe.

' Ao nama énucanu ampubymu 3a organizationName u organizationldentifier, ampu6yma id-etsi-qcs-Semanticsld-Legal xe

ce snucea.

" Axo ampubyma id-etsi-qcs-QcLimitValue npucvemea, 6 nezo ce 6nucea maxcumantus pasmep Ha 0ZPAHUYEHUENIO HA

CMOUHOCIMA HA COenKama, 00 KOAMo moxce 0d

ce uznojiszea ydocmosepenuemo.
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