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1 BBbBEOEHUE

,[lonMTuKa npu npegoctaBsHe Ha KBanuuuMpaHO yOOCTOBEPEHWE 3a YCbBbpPLUEHCTBaH
enekTpoHeH nognuc/nedat (Monutnka/CP/Certificate Policy) e okyMeHT, KOMTO onucea obLwmTe npasuna
n Hopmu npwunaraim ot ,EBPOTPBCT TEXHOJTBIKUC AL (EBPOTPBCT) npu usgaBaHe u
yrnpaBneHne Ha kBanuduuupaHn yOOCTOBEPEHMS 3a YCbBbPLUEHCTBAHU €MNEKTPOHHM Moanucu/nedaTw,
BMAOBETE KBanNUuUMpaHn yooCTOBEPUTESTHU YCRyrn NPUNOXUMK 3a Te3n yOOCTOBEPEHMUS, KAKTO M
TexHusa o6xBaT Ha NPUMOXMMOCT.

Mpn wu3pgaBaHe Ha KBanUMUMPaAHO yOOCTOBEPEHME 3@ YCbBBbPLUIEHCTBAH €NEeKTPOHEH
noanuc/nedatr ot EBPOTPBCT ce npunaraT npoueaypu, Ocurypsisalli BUCOKO HMBO Ha HAOEeXOHOCT U
CUI'YPHOCT Ha ypgocToBepeHaTa WHdopMauus, uaeHTuduumpawa otpebutenute. [lpunarat ce
npoueaypw, rapaHTMpaliy HagexXOHOCT M CUTYPHOCT  Npu usgasBaHe, NyGnvkyBaHe W ynpaBneHue
(cnupaHe, Bb306HOBSAIBaHe, NpekpaTsiBaHe W MOOHOBSIBAHE) Ha KBanuduumMpaHu yooCcTOBEPEHUs, npu
Ccb3gaBaHe Ha noanuc/nevar, CbXpaHEHWEe Ha YacTeH KoY 1 ynoTpebarta My B pa3nunuyHu NpUnoxXeHus.

3ano3HaBaHeTo C Lenute u pongarta Ha ,llonutukaTta npyv NpedoctaBdHe Ha KBanuvduumpaHo
YyAOCTOBEPEHMNE 3a YCHLBBLPLUEHCTBAH €NEKTPOHEH noanuc/neyat” e ocobeHo BaxHo 3a [oTpebutenute
(Tutynapw/Cv3patenun) n JoBepsaBalwm ce CTpaHu OT rrefHa Touka Ha NPUNoXMMOCTTa Ha Te3n yCrnyru.

OTtHoweHuaTa mexxgy EBPOTPBCT u MNMoTtpebutens ce ypexaaTt ¢ AOroBop 3a KeanuduumpaHu
yOOCTOBEPUTENHU YCYyTrn.

LleHuTe Ha ygocToBepeHUsTa U Ha ycnyrute nNo usgasaHe U ynpasreHve Ha KeanuduuupaHu
yaocToBepeHnss ce cbabpkat B Tapucdata Ha EBPOTPBCT, goctbnHa Ha WHTEpPHET canTa Ha
EBPOTPBCT.

1.1 NPEMMEQ

[dokymeHTbT llonuvTuka npu npefoctaBsHe Ha  KBanuuuMpaHo YAOCTOBEpeHue 33
YCbBbPLUEHCTBAH €MeKTPOHEH nognunc/neyart” ce oTHacs 3a KBanuuumpaHn yagocToBepeHus, usgageHun
ot EBPOTPBCT, cbrnacHo PernameHT (EC) N2 910/2014 Ha EBponeickua napnameHT n Ha CbBeTa oT
23 tonn 2014 roguMHa OTHOCHO eniekTpPoHHaTa MAeHTUMKaLMS U yOOCTOBEPUTENHUTE YCIyrn npu
€MeKTPOHHU TPaHCaKkuumn Ha BbTpeLUHNS nasap U 3a otMaHa Ha Oupektuea 1999/93/EO (PernameHT (EC)
Ne 910/2014) n B cboTBETCTBME C NPUITOXUMOTO 3aKkoHoAaTencTso B Penybnvka Bbnrapus.

HacToawmaT JOKyMeHT e CTPYKTypypaH B CbOTBETCTBME C paMKaTa, onpeaeneHa ¢ npenopbkata
IETF RFC 3647 ,Internet X.509 Public Key Infrastructure Certificate Policy and Certification Practices
Framework".

MonuTtukata e cbobpaseHa CbC CreaHNTe JOKYMEHTH:

» ETSIEN319411-2v2.1.1 ,Policy and security requirements for Trust Service Providers issuing
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certificates. Requirements for trust service providers issuing EU qualified certificates®;

» ETSI EN 319 401: ,Electronic Signatures and Infrastructures (ESI); General Policy
Requirements for Trust Service Providers";

» ETSI EN 319 412-5: ,Electronic Signatures and Infrastructures (ESI); Certificate Profiles;

Part 5: QCStatements";

» ETSI TS 101 456: ,Electronic Signatures and Infrastructures (ESI); Policy requirements for

certification authorities issuing qualified certificates".

M3pnaBaHeTto Ha KBanuduuupaHu yOoocToBepeHUs 3a YCbBbPLUEHCTBAHUM  ENeKTPOHHU
nognucu/neyaTn ce CBbLP3Ba C:

» unsgaBaHe Ha KBanuduumpaHo ygoctoBepeHme Ha husmdecko nuue (Tutynsap) - uma xapakrep
Ha KBanuuumMpaHo ygocToBepeHue 3a yCbBbPLUEHCTBAH €MNEeKTPOHEH NOAMNWUC;

» YCbBbBPLIEHCTBAH E€IIEKTPOHEH ne4yaTr Ha topuamyecko nvue (Cb3gaTten Ha nedart) - uma

Xapaktep Ha KBaJ'IVI(bVILI,VIpaHO yAOCTOBEPEHME 3a YCbBbPLUEHCTBAH €JTIEKTPOHEH Mne4yar.

L 10NUTUKa npu npegocTaBsHe Ha KBanuduuupaHo YOOCTOBEpPEHME 3a YCbBbPLUEHCTBAH
enektpoHeH nognuc/nevat* Ha ,EBPOTPBCT TEXHOITBbIXUNC” ALl e nybnuyeH gokymeHT. Toin moxe
aa 6baoe npomeHsaH no BcsAko BpeMe oT EBPOTPBLCT u Bcsika HoBa pepakuusi ce cbobliaBa Ha

3auHTEpPEeCOBaHNTE Nuua, kaTo ce Nybnukyea Ha canta Ha EBpoTpbCT: https://www.evrotrust.com.

1.2 HAMMEHOBAHUE U UOEHTUDPUKATOP HA NMOJINTUKATA

Hactoawmar [OoKyMeHT € C NbfHO HaumeHoBaHue [llonuTvka npu npegocTaBsHe Ha
KBanuduumpaHo yOooCTOBEPEHME 3a YCbBbLPLUEHCTBAH €nekTpoHeH nognuc/nedat” ot ,EBpoTpbCT
TexHonbmxkuc ALl

YpoctoBepeHuaTa CbabpXKaT MOAEHTUUKATOP Ha NONUTMKA, KOMTO MOXe Aa Ce W3nons3ea OoT
[oBepsBalnTe ce CTpaHu Npu onpeaensHe Ha NpPUIoOXMMOCTTa UM KbM AaAeHO NPUIOXEHME, KakTo e
onucaHo B npenopbkata IETF RFC 3647 [1.4], Touka 3.3.

MpoeHTudukatopute 3a MNOAUTUMKUTE Ha KBanuduumpaHuTe YOOCTOBEPEHUsl, MOCOYEHUN B
HaCcTOALWMA OOKYMEHT, ca:

QCP-n:

Itu-t(0) identified-organization(4) etsi(0) qualified-certificate-policies(194112)

policy-identifiers(1) qcp-natural (0)

QCP-I:

itu-t(0) identified-organization(4) etsi(0) qualified-certificate-policies(194112)

policy-identifiers(1) qcp-legal (1)
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[octaBunkbT nogabpka v npunara MNonutuka 3a kBanMUUMPaHW yOOCTOBEPEHUS, KOATO ce
OcHoBaBa Ha npasuna, onpegenenn B ETSI EN 319 411-1 [2], ¢ o6ekTeH naeHtudmkaTop (OID — Object

Identifier), kakTo cneaBa:

Tvun ypoctoBepeHue MpeHTudmkatop Ha o6ekT
Evrotrust Qualified Natural Person Certificate for AES 1.3.6.1.4.1.47272.2.7
QCP-n, NCP+ (cbomeemcmea Ha nonumuka ¢ O.1.D. =
0.4.0.194112.1.0)
Evrotrust Qualified Legal Person Certificate for AESeal 1.3.6.1.4.1.47272.2.8
QCP-l, NCP+ (cbomeemcmea Ha nonumuka ¢ O.1.D. =
0.4.0.194112.1.1)

1.3 YYACTHUUU B UHPPACTPYKTYPATA

EBPOTPBLCT kaTo KBanuduumpaH AOCTaBYMK Ha KBanuuumpaHn yoocTOBEpPUTENHU YCIyrn
npeaocTaBsa ycryrn nNo reHepupaHe v ynpaeneHve (cnvpaHe, Bb30OHOBSAIBaHE W npekpaTtsBaHe) Ha
KBanuuumpaHn ynoctoBepeHus, yYpes YaoctosBeputeneH opraH ,Evrotrust RSA Operational CA* u
yCcnyrn no naeHtudukaumsa n yaoctoepsiBaHe Ha MAEHTMYHOCT Ha lMoTpebutenu, ypes Pernctpupaly
opraH. [dpyrn yyactHuum B uHcppactpyktypata Ha EBPOTPBCT ca lNoTtpebutenu n [JoBepsBawm ce

cTpaHu.

1.3.1 YOOCTOBEPSBALL OPIrAH

.Evrotrust RSA Operational CA“ e ypocTtoBepsiBall, opraH, KOWTO wusgaBa KesanuduumpaHu
YAOCTOBEPEHNS 3a YCLBLPLUEHCTBAHN EMNEKTPOHHM Mognucu/nevaTn, KOMTO ce ynpasBnsBaT CbrnacHo

HacTodwaTta nornTuka.

Version V3

Serial number 38 00 00 00 03 4e 8e cb 48 09 25 01 bc 00 00 00 00 00 03

Signature Algorithm SHA256RSA

CN= | Evrotrust RSA Root CA
Issuer OU= | Evrotrust Qualified Root Authority
O= Evrotrust Technologies JSC
organizationldentifier (2.5.4.97)= | NTRBG-203397356
C=  BG
Valid from 21 man 2016 r. 00:34:35 UTC
Validit to 21 man 2026 r. 03:44:35 UTC
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CN= | Evrotrust RSA Operational CA
OU= | Qualified Operational CA
Subject O= | Evrotrust Technologies JSC
organizationldentifier
NTRBG-203397356
(2.5.4.97)= (2.5.4.97)
C=| BG
Public Key .
RSA (2048 Bits)
Type/Length
Subject Key Identifier = 7f 3e 64 59 85 2b dd 23 29 ¢2 01 e7 cb ¢3 69 c0 87 93 2b 08
[1]Certificate Policy:
Policy Identifier=All issuance policies
Certificate Policies [1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Quialifier:
http://www.evrotrust.com/cps
Server Authentication (1.3.6.1.5.5.7.3.1)
Client Authentication (1.3.6.1.5.5.7.3.2)
Enhanced Key Code Signing (1.3.6.1.5.5.7.3.3)
Usage Secure Email (1.3.6.1.5.5.7.3.4)
Time Stamping (1.3.6.1.5.5.7.3.8)
OCSP Signing (1.3.6.1.5.5.7.3.9)
Subject Alternative URL=http://www.evrotrust.com
Name RFC822 Name=ca@evrotrust.com
Authority Key
- KeylD=74 5c al 40 73 2e 1f e6 f9 3b bc ab a0 a4 a7 54 44 74 4f 70
Identifier
[1]CRL Distribution Point
CRL Distribution
) Distribution Point Name:
Points
Full Name:
URL=http://ca.evrotrust.com/crl/EvrotrustRSARo0tCA.crl
[1]Authority Info Access
Authority Information o )
Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Access
Alternative Name:
URL=http://ca.evrotrust.com/aia/EvrotrustRSARootCA.crt
[2]Authority Info Access
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Access Method=0On-line Certificate Status Protocol (1.3.6.1.5.5.7.48.1)
Alternative Name:

URL=http://ca.evrotrust.com/ocsp

Key Usage (critical)

Digital Signature, Certificate Signing, Off-line CRL Signing, CRL Signing (86)

Basic Constrains

(critical)

Subject Type=CA
Path Length Constraint=0

Mpodmna Ha cnucbKa ¢ npekpaTeHu yaoctoBepeHna Ha YO ,,Evrotrust RSA Operational CA“

Version

V2

Issuer

Effective date

Next update

CN= | Evrotrust RSA Operational CA

OU= | Qualified Operational CA
O= Evrotrust Technologies JSC
organizationldentifier (2.5.4.97)= | NTRBG-203397356
C= | BG
[HavanHa paTa v 4yac no UTC Ha BannaHOCT Ha n3gageHus CRL]

[oaTa u yac no UTC Ha nnaHupaHa aktyanusaums Ha CRL]

Signature Aagorithm

SHA256RSA

Signature hash

algorithm

Authority Key

Identifier
CA Version
CRL Number

Next CRL Publish

SHA256

KeylD=7f 3e 64 59 85 2b dd 23 29 c2 01 e7 cb c3 69 c0 87 93 2b 08

V0.0

[nopeneH Homep Ha CRL]

[naTa u yac no UTC Ha nnaHvpaHo nybnukyBaHe Ha crieggsawy, CRL]

1.3.2 PErMCTPUPALL OPTrAH

Pernctpupawumart opraH e o6ocobeHa ctpyktypa Ha EBPOTPBCT, HO Moxe Aa 6bae 1 BbHLUHO
topugmyecko nuue, Ha koeto EBPOTPBLCT Bb3nara OCbLLECTBSBaHE Ha YCnyrm no perncrpauus,
naeHTndmrKauns 1 yaoctoBepsiBaHe Ha naeHTu4HocTTa Ha MNoTtpebutenn Ha EBPOTPBCT.

Pernctpupalumnat opraH nsnbiHaBa criegHuTe 4eNHOCTH:

» npuemMa nckaHus 3a ksanuduumnpanmn ygoctoBepeHusi, oqobpsiea unm oTXBbpIis Te3n NCKaHUs
B CbOTBETCTBME C BbBEAEHM BbTPELLHM NpaBuna 3a ogobpexHne ot EBPOTPBCT,;

> npoBepsiBa cCaMOfIMYHOCTTAa Ha NuuaTta noganu uckaHe 3a u3gaBaHe Ha YAOCTOBEPEHNS;
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> yBepsiBa Ce, Ye U30AOEeHOTO ydoCToBepeHMe ce BpbuBa Ha [loTpebutens
(Tutynap/Cwagarten);

> npekpaTsiBa KBanuuuMpaHW yOoOCTOBEPEHMS Bb3 OCHOBa Ha BbBeOEHW MpaBuna 3a
opobpeHune Ha npekpatsBaHeTo oT EBPOTPBLCT.

MHdopmauusa 3a koHTakt ¢ Pernctpupawumsa opraH Ha EBPOTPBCT e Ha pasnonoxeHue Ha
MHTepHeT canTta Ha EBPOTPBCT.

1.3.3 NOTPEBUTEIN

Bcsiko dhmsmuecko nnu lopnanyvecko nuue, KoeTo uMma ckitodeH nucmMeH goroeop ¢ EBPOTPBCT
e noTpebuTen Ha keanudunumpaHa yaoctToBeputenHa ycnyra, npegocraseHa ot EBPOTPBCT.

Motpebutenure Gmeart:

» dumsundecko nuue (Tutynap), KOETo Cb3daBa YCbBLPLUEHCTBAH €NTEKTPOHEH NOAMNNC;

» dwmamyecko nuue (Tutynsap), KOeTo e ynbiHOMOLLEH NpeacTaBuTeN Ha puandecKko nuue u
Cb3[aBa YCbBBbPLUEHCTBAH efleKTPOHEH NoANuC;

» topuandecko nuue (Cb3gaTen Ha neyaT), KOeTo Cb3aBa YCbBbPLUEHCTBAH eNTEKTPOHEH nevar.

Korato TOBa € MpakTU4Yecku OCbLLIEeCTBUMO, MpedoCTaBaAHUTE YOOCTOBEPUTESNTHUM YCryrn wu

n3non3saHnTe Npu NpeaoCcTaBaAHETO Ha Te3un YCIyru NPOAYKTU ca OCThIMHM M 3a XOpa C YBpeXaaHus.
1.3.4 OOBEPSBALLUU CE CTPAHU

[oBepsiBawla ce cTpaHa e (pU3n4ecko unm pnanyecko nuue, KoeTo npuema KeanuguumpaHo
yOoocToBepeHue, usgageHo oT  uHdpacTpyktypata Ha EBPOTPDBCT, cneg npoBepka Ha
YCBHbBbPLUEHCTBAHUA enekTPoHeH nognuc/nedat Ha MoTpebuten Ha kBanuduumpaHn yooCcToBEpUTENHU
ycnyrn Ha [loctaBuumka.

1.3.5 OPYI'MY4YACTHULUMN

EBPOTPBLCT 3anassa npaBo Npu HEOOXOOUMOCT Aa CKIoYBa [AOrOBOPU C BbHLUHM Nuua 3a

npenoctaBdaHe Ha onpeneneHn yaoCtoBepUTEriHN yCIyru.

1.4 YNOTPEBA U NMPUNOXUMOCT HA KBAITUPULIMPAHN YOOCTOBEPEHUA

1.4.1 NPUNOXWUMOCT HA KBAJTUPULIMPAHN YOOOCTOBEPEHUA

KeanudguumpaHo yaooctoBepeHne Ha dusndecko nuue (Tutynap)/opugudecko nuue (Covsgaten)
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NN yMbITHOMOLLEH NMpeacTaBUTEN Ha OPUANYECKO NMUE, NOCOYEH KaTo TUTYNsp B YOOCTOBEPEHUETO,
MOXe da ce W3Mon3Ba Npu Cb3gaBaHe Ha YCbBbPLUEHCTBAH E€NEKTPOHEH noAnuc/nedaTt B eneKTPOHHM

AOKYMEHTU U MPUMNOXEHMUS/TPAaHCAKLUM, KOUTO U3UCKBAT BUCOKO HMBO Ha MHGOPMaLMOHHA CUrYPHOCT.

1.4.2 3ABPAHA 3A YNOTPEBA HA KBAJINOULIMPAHU YOLOCTOBEPEHUA

KBanuduumpann ygoctoBepenms Ha EBPOTPBCT He TpsibBa ga ce m3nonssaT MO HauuH,
HeCbBMECTMM C 06sIBeHaTa 3a TAX Len U TAXHOTO NpunoxHo none/lMonuTuka.
KBanudumumpaHu ygocToBeEPEHUs, U3AaAeHN B CbOTBETCTBUE C HacTosiLaTa MNonnuTtuka He TpsibBa

Aa 6baaT M3Non3BaHn 3a HE3aKOHOCHbOOpAa3HU Lenu.

1.5 YNPABJIEHUE HA NOJIUTUKATA

1.5.1 OPrAHU3ALMNA, YNPABIABALLA NOJIUTUKATA

EBPOTPDBLCT oTtroeaps 3a ynpasneHueTo Ha Tasu Nonutuka.

Bcaka Bepcus Ha lMonuTukata e B cuna OO MOMeHTa Ha opobpeHue un nybnukyBaHe Ha HoBa
Bepcusi. Besika HoBa Bepcusi ce paspabotBa ot cnyxutenn Ha EBPOTPBCT wn cneg ogobpeHne ot
CbBeTa Ha gupektopute Ha EBPOTPBCT ce nybnukysa.

MoTpebuTtenute ca ANbXHU Aa ce cbobpassBaTt camo C BanuaHaTa Bepcus Ha lMonuTukata Kbm

MOMeHTa Ha nonseaHe Ha ycnyrute Ha EBPOTPBCT.

1.5.2 JIULUE 3A KOHTAKT

KOoHTakTHOTO nuvue 3a ynpasfeHuMe Ha [dokymeHTta [llonuvTuka npu npegocTaBsHe Ha
KBanuuumnpaHo yoocToBepeHue 3a YCbBbpPLUEHCTBaH enekTpoHeH noanuc/nedat” ot ,EBPOTPDBCT
TEXHOJTbOXKNC ALl e nanvnHutenHusa gupektop Ha EBPOTPBCT.

JonbnHutenHa uHgopmauma Moxe ga 6bae nonyyvyeHa Ha cnegHus agpec:

-EBPOTPBLCT TexHonbaxkuc” AL

Codous, 6yn. ,Llapurpagcko Loce” Ne 101
BusHec ueHTLp ,AKTUB", eT. 6
TenedoH, dakc: + 359 2 448 58 58

Email: office@evrotrust.com

1.5.3 BPDB3KA MEXAOY NOJINTUKATA U NMPAKTUKATA

,[loNMTUKa nNpu npefocTaBsHEe Ha KBanMUUUPaHO YOOCTOBEPEHME 3@ YCbBbPLUEHCTBaH
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enektpoHeH nognuc/nedat® (CP/Monutuka) u lpaktuka npu npegocTaBAHE Ha KeBanuduumpaHu
yooctoBeputenHm yenyrn“ (CPS/MNpakTtuka) pasrnexaat eguH U cblly Habop oT Temu, Kouto obcnyxeat
MoTpebutenute n ca B UHTEpecC Ha [loBepsaBallnTe ce CTpaHu, 3a Aa MoraT Te [ia pa3ynTaTt Ha CUTypPHOTO
N HageXOHO MpUMOXeHWe Ha KBanuduumpaHu yOooCTOBEPEHUSI 38 YCbBbPLUEHCTBAH eneKTPOHeH
noanuc/neyat n3gagexHn ot EBPOTPBLCT.

OcHoBHaTa pasnukata Mexay ABaTa OOKyMeHTa € BbB (hOoKyca Ha TexHuTe pasnopeabu un B
TAXHOTO UeneBo npegHasHayeHue. Nonutukata npasu nperneq Ha M3NCKBaHUATA U U3MbIIHEHWETO Ha
cTaHaapTuTe, HarnoXeHun oT cb3gageHaTa nHdpactpyktypa Ha EBPOTPBCT u onpegenst ydacTHUUuUTE B
AEeNHOCTUTE NO NpeaocTaBsAHe Ha yaAoCToBepuTenHu ycnyru. lNpaktukarta, OT gpyra ctpaHa, noco4ysa Kak
YpoctoBepsaBawmMs opraH W Opyrute yyacTHUUWM B WHGpacTpykTypata npwunarat npoueaypute u
KOHTpONuTe, 3a Aa U3NbIHAT U3nckBaHusaTa Ha MNonutukaTa. C gpyrn gymu, uenta Ha ABata AOKYMEHTa
€ Aa ocurypv eguMHCTBO 3a npasuia v npoLeaypu kak ydyactHmumTe B uHdppacTtpyktypata Ha EBPOTPBLCT
N3MNbIHABAT CBOUTE 3a4bJPKEHNSA U OTTOBOPHOCTW.

OcHoBHaTa pasnuka mexay lNMonutukata u lMNpakTtukata e, Ye Y4oCcToBepsiBalLMst OpraH ¢ egHa
MpakTnka Moxe Aa noaabpKa HAKONKO MonnTUKK, N3nona3saHmn 3a pasnmyHm NPUOXKEHUA UK C PasnmyHo

NPUNOXHO noJie 3a pas3fimyHn ﬂ,OBepHBaLU,M ce CTpaHn.

1.5.4 JIUALUE 3A KOHTAKT U NPOLIEAYPU 3A O OBPEHUE HA NMPAKTUKATA

JInueto, KoeTo B3ema pelleHWss OTHOCHO W3MbliHeHWe Ha [llpakTuka npwu npegoctaBsHe Ha
kBanuduumnpann ygoctoseputeniu ycnyrn“ (CPS) n otroBaps 3a HEMHOTO ynpaBneHne e U3MbIHUTENHUS
avpektop Ha ,EBPOTPBCT TEXHOITBIXKNC ALL

J[1pakTMka npu npegoctaBsHe Ha keBanuduumpaHu ygocTtoBeputenHu ycnyrn“ (CPS) e
paspaboTeHa oT eknn Ha EBPOTPBCT un e ogobpeHa ot CheeTa Ha [Qupektopute Ha EBPOTPBCT.

Bcska Bepcus Ha [pakTuka npu npegocTaBsaHe Ha KBanuuumpaH y4OCTOBEPUTENHU yeryrn® e
B cuna 4o MOMeHTa Ha ogobpeHune n nybnukysaHe Ha HoBa Bepcus. Beska HoBa Bepcusi ce paspaboTsa
ot cnyxutenn Ha EBPOTPDBCT u cnep ogobpenne ot CbhBeTa Ha gupektopute Ha EBPOTPBLCT ce

ny6nukysa.

1.6 OMNPEAENEHUA U CbKPALUEHUA

1.6.1 OMNPEAENEHWUA

Ceptudmkauma — [locTaBuMK Ha yOOCTOBEPUTENHM YCNyrM MOXe [na nonyyu craTyc

.KBanuduumpaH‘ 3a onpegeneH nepuwog B cbotBeTcTBMe ¢ PernamenTt (EC) Ne 910/2014, cnep

npeMunHaBaHe Ha yCreLleH O4MT 3a NPOoBepka Ha CbOTBETCTBME OT akpeauTUpaHu NpoBepsiBaLLy Nnua;
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[aHHu 3a BanungupaHe - ,D,aHHI/I, KOUTO Ce M13Mnors3sBaTt 3a BannagnpaHe Ha efieKTpoHeH noanmc nin

€J1eKTPOHEeH ne4ar,

Banugupate - [Mpoueca Ha NpoBepka 1 NOTBbPXKAaBaHe Ha BanuaHOCTTa Ha eNEeKTPOHEH noanuc

nnn neyar;

OaHHK 32 VI,D,eHTM(*)VIKaLWISI Ha nuua - Ha60p OT OaHHU, KOUTO no3BoJidBaT Aa Ce YyCTaHOBU
MWOEHTUYHOCTTAa U CaMOJIMYHOCTTA Ha (bI/I3VI‘-IeCKO nnn rpunanyvyecko nuue, Unnm Ha C*)I/I3VILIGCKO nuue,

npeacTaBnsaBaLlo PUONYECKO NULE;

[JaHHM 3a cb3gaBaHe Ha eJiIeKTpoOHeH noanuc - YHUKanHW AaHHW, KOUTO Ce W3MNona3eaT oT

TI/ITyJ'IFIpFI Ha eneKkTpoHHUA noannc 3a Cb3aaBaHETO HA eJIEKTPOHEH NoAnuc;

DoBepsaBawm ce ctpaHu (Relying Parties) - ®unsnyeckn vnu OpMANYECKM nvua, KOUTO ca
agpecatum Ha EeneKkTPOHHW WU3ABNEHUsT uUnu apyrn uMHopmaumoHHM obGekTn M ce JoBepsiBaT Ha

ypocTtoBeputenHute ycnyrm Ha EBPOTPBCT;

HdocTaBuMk Ha KBanucmumpaHu yaocToBepuTenHu ycnyru — [JoctaByvk Ha yAOCTOBEPUTENHN
ycnyru, KOMTO npegocTaBs edHa Mnu noseve KeanvuuMpaHn yaooCTOBEPUTENHU YCIyr U € NOonyYun

kBanudmumnpanus cu ctatyT otT OpraHa no Hagsop;

EnekTpoHeH BpemMeBM ne4vat — [JaHHN B enekTpoHHa hopma, KOUTO CBbP3BaT APYrM AaHHU B
enekTpoHHa bopma C KOHKpeETEH MOMEHT BbB BPEMETO U NpeAcTaBNsABaT JoKa3aTeNcTBo, Ye nocnegHTe
JaHHU ca CblUeCcTByBaNn B CbOTBETHUA MOMEHT U € usgageH B cbotBeTcTBMe ¢ PernameHT (EC) Ne
910/2014;

EnekTtpoHeH neuyar - [laHHM B enekTpoHHa dopma, KouMTo ce A06aBAT KbM OpYyrM OaHHM B
ernekTpoHHa dopma unu ca norm4yeckn CBbp3aHu C TsX, 3a Aa Ce rapaHTMpaTt Npomsxoga M LernocTTa Ha
nocrniegHutTe. ENEKTPOHHUAT nedart CnyXm KaTto AOKas3aTencTtBO, Ye [afeH eneKTPOHEH [OKYMEHT e

n3gageH ot lopnandecko numue 1 rapaHTmpa HagexgHun4a rnpon3xoa n LenoctTta Ha AaHHUTE;

EnekTpoHeH noanuc - [1aHHM B enekTpoHHa dopma, KOMTO ce A06aBsAT KbM APYrv OaHHWU B
enekTpoHHa chopma UM ca NorM4Yeckn CBbP3aHU C TSX, U KOUTO TUTYNAPSIT Ha €NEeKTPOHHUS noanuc

n3nonsBsa, 3a fa ce noanvcea;
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KeanudmumpaHa yaoctoBeputenHa ycnyra - Y4oCTOBepuTeNnHa ycryra, KosTo OTroBapsi Ha

NPUNOXMMNTE N3NckBaHus, onpegenexHn B PernamenTt (EC) Ne910/2014;

KsanuduumpaHo yaoctoBepeHue 3a efieKTPOHEH NoANUC — Y0CTOBEPEHNE 3a eNEKTPOHEH
noanuc, KoeTo ce uM3gaBa OT [OCTaBYMK Ha KBanNUMUUMPaHW yOoOCTOBEPUTENHM YCIyrn 1 OTroBaps Ha

n3nckBaHunaTa, npeasmaeHn B Pernament (EC) Ne 910/2014;

KBaﬂM(bMLIVIpaH BpeMeBN neyvyatr -— EJ'IeKTpOHeH BpeEMEBN MNe4yar, KONTO OTroBapda Ha

n3nckBaHunaTa, npeasmaeHn B PernameHt (EC) Ne 910/2014;

yc‘bB'prlJeHCTBaH €J1IeKTPOHEeH nevyart - yC'bB'prLIeHCTBaH EJIEKTPOHEH NeYvYaT € EeNeKTPOHEH
nedaT, KOUTO € Cb3gadeH oT ﬂpI/IJ'IO)KeHVIe/CVICTeMa 3a Cb3daBaHe Ha YyCbBbpPLUEHCTBAH €JIeKTPOHEH

nevyaT M ce OCHOBaBa Ha KBanuduumMpaHo yaoCTOBEPEHNE 3a ENEKTPOHEH NeYar;

YCbBbPLWEHCTBAH €NIeKTPOHEeH MOoANUC - YCbBbLPLUEHCTBAH €fIeKTPOHEH MNOAMUC, KOWTO €
Cb3dadeH OT MnpunoxeHue/cnctemMa 3a Cb3fdaBaHe Ha YCbBbLPLUEHCTBAH €MeKTPOHeH noanmc un ce

OCHOBaBa Ha KBaJ'II/I(*)I/ILI,VIpaHO yaooCToBepeHne 3a efieKTPOHHU NoANnCH;

KoopanHupaHo yHuBepcanHo Bpeme (Coordinated Universal Time/UTC) — YacoBo Bpewme,
CNpsIMO KOETO Ce U34MCnsaABa BpeMeTo B pasfnMyHUTE 4acoBu 30HWU. [py Hero 3a ocHoBa ce M3nonaea

MeXxayHapogHoTo atoMHo Bpeme (TAl);

OpraH 3a ono6peHue Ha NMonuTtuka (Policy Approval Authority/PAA) — OpraH, ynbiHOMOLLEH

Aa ogobpu, Habntogaea n nogabpxa YgocroBeputenHata Nonutuka;

OpraH 3a oueHsiBaHe Ha cboTBeTcTBMETO - OpraH, KONTO € akpeanTMpaH B CbOTBETCTBUE CbC
Pernament (EQO) Ne 765/2008 kaTto KOMMETEHTEH Aa M3BbpLUBA OLiEHSBaHEe Ha CbOTBETCTBMETO Ha
AOCTaBYMK Ha KBanuduumpaHu yOOCTOBEPUTENHU YCNyrn M Ha NpegocTaBsHUTE OT TO3M OOCTaBuYMK

KBanuduumnpaHn yaoCcToBepuTenHU yenyru ¢ nancksaHuaTa Ha PernameHTt (EC) Ne 910/2014;

Mpaktuka (CPS) - MNpakTnka npy npegoctaBsaHe Ha KBanuduumpaHn yoocToBEPUTENHN YCNYIn €
AOKYMEHT, CbAbpKall, NpaBuna OTHOCHO M3gaBaHe, cnmpaHe, Bb30OHOBsIBaHE U OTMsIHA OEWCTBUETO Ha

yOOCTOBEPEHUATA, KaKTO U YCNOBUATA 3a NpeaoCcTaBAHETO Ha AOCTbMN A0 yOOCTOBEPEHUATA,

CnucbK cbe cnpeHu u npekpateHu yaocrtoBepeHuss (CRL/Certificate Revocation List) —

CnuCBbKbT CbAbpXKa YOOCTOBEPEHUS,, KOUTO BEYE HEe MOxe Aa ce cuyuTaT 3a BanuaHu. CRL e undposo
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noanucaH oT n3gaTens Ha YAOCTOBEPEHUsTA - YAOCTOBEPSIBALLNS OpraH;

Cb3paTen Ha nevar - |'OpVID,I/I‘-IeCKO Jimue, KOeTo Cb3aBa EJIEKTPOHEH neYar,

YacteH kn4 — HuM3 OT CUMMBOMM, KOWTO Ce M3MOn3Ba B anroputbM 3a npeobpasyBaHe Ha
nHopmMaumsa oT pasbupaem B WndpupaH BUA (KpUNTUpaH) nnu obpaTHo — OT wndpupaH B pasbnpaem

BMA (OekpunTupaHe);

Hy6nuqu KN4 — EQMHMAT OT OBOKMKa KN4YoBe, M3MNOoN3BaH B aCMMeEeTPUYHHa KpUnTtocucTtema,

KONTO € AOCTBbIMEH N MOXe [a ce U3nonasa 3a npoBepKa Ha eneKkTpoHeH nognuc/nevyar;

TMTyﬂﬂp Ha erneKTpoHeH noanuc - dusnyecko nuue, KOETo cb3gasa €J1IeKTPOHEeH noanuc,

YpoctoBeputenHa ycnyra - EnektpoHHa ycnyra, OOGWKHOBEHO MpedocTaBsiHa CcpeLyy
Bb3HarpaxaeHue, KosiTo ce CbCTOM BbB: Cb3gaBaHeTO, MpoBepkaTa M BanMaUMPaHETO Ha eNEeKTPOHHU
noarnucK, eneKkTPOHHM nevaT UNN enekTPOHHU BPEMEBM neyvaTu, YCryru 3a enekTpoHHa npenopbYyaHa
noLLa, KakTo 1 yAOCTOBEPEHS!, CBbP3aHu C Te3M YCIyru; Unm cb3gaBaHeTo, NpoBepKkaTa 1 BanuampaHeTo
Ha YOOCTOBEPEHMSI 3a aBTEHTUYHOCT Ha yebcaiiT; UnnM CbXpaHsiBaHETO Ha efeKTPOHHM NOANucHK, neyatu

nnn yaoctoBepeHnd, CBbp3aHn C TE3N YCITyTU;

YaocTtoBepeHue 3a eNeKTPOHEH neyaT— y4OCTOBEPEHME 3a IOPUANYECKO NULe Mo cunata Ha
PernameHT (EC) N2 910/2014;

YpaocrtoBepeHue 3a Bpeme - [laHHM B eriekTpoHHa popma, KOMTo CBbp3BaT APYrn €NeKTPOHHU
OaHHU KbM onpegerieH MOMEHT OT BpeMe, NpeaoCTaBskn AOKa3aTerCTBO, Ye Te3n JaHHU CbLuecTByBaT

KbM AageHNA MOMEHT,

YpoctoBepeHue 3a enieKTpoHeH noanuc - EnekTpoHeH atecTaT, KOMTO CBbp3Ba AaHHUTE 3a
BanuaupaHe Ha €enekTpoHeH nognuc ¢ U3NYecKo nuue M NoTBbpXKAaBa HaW-manko UMETO WMn

ncesgoHnMmMa Ha ToBa Jnue;
Cpe.qa 3a Cb3AaBaHe Ha YyCHBDBLPLEHCTBaAH eJIeKTPOHeH neYart - Cpep,a 3a Cb3daBaHE Ha
YCbBbPLIEHCTBAH €JIEKTPOHEH neYaTt € npunoxeHne nnn cucrtema, Koeto oTroeapda Ha U3NCKBAHUATA B

PernameHnt (EC) Ne 910/2014;

Cpe.qa 3a Cb3AaBaHe Ha YyCbBDbpPLIEHCTBaAH eJfiIieKTPOHeH noanuc - Cpena 3a Cb3daBaHe Ha
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YCbBbPLWEHCTBAH €EJIEKTPOHEH MnoAnnc € npunoxeHne unn cucrtema 3a Cb3daBaHe Ha €eJIeKTpOHEH

nognuc, KOeTo oTroBapsi Ha n3nckBaHusTa Ha PernameHT (EC) Ne 910/2014;

Cpena 3a cb3gaBaHe Ha eneKTpoHeH noanuc — [NpunoxeHne nnu cuctema 3a cb3gaBaHe Ha
eNEKTPOHEH MOANUC € KOHGUrypupaH codTyep unm xapayep, KOMTo ce M3nonsea 3a Cb3faBaHeTo Ha
eneKTPOHEeH noanuc.

1.6.2 CBbKPALLEHUA

QCP-I — lNMonuntnka Ha kBanuduumMpaHo yooCToBEpPEHME, N34a0eH0 Ha LOPUANYECKO NnLe, KoraTo

YaCTHUSA KIMHOY Ha CBBP3aHOTO C HEro Y10CTOBEPEHME € reHepupaH B CUrypHa cpeaa;

QCP-n — lMonutnka Ha KBanMduUUpaHo ya0CTOBEPEHMEe, N3aaneHo Ha pu3ndecko nuue, Korato

YaCTHWSA KIMHOY Ha CBBbP3aHOTO C HEro Y10CTOBEPEHME € reHepupaH B CUrypHa cpeaa;

NCP+ - 3acuneHa HopmanuavpaHa y4oCTOBEpPUTENHA NONUTUKA, KOSITO BKIOYBA AOMbIHUTENHN

N3NCKBaHWSA 3a KBanvduumnpaHm yaoctoBepeHust B cbotBeTcTeme ¢ PernameHT (EC) Ne 910/2014

CA Certification Authority - YgocTtoBepsiBall opraH;

CN Common Name - [My6nun4Ho nwve;

CP Certificate Policy - lNMonuTuka 3a npepocTaBsHe Ha KBanuduuupaHo yoOCTOBEpPEHME 3a

YCbBbpPLIEHCTBAH €JIEKTPOHEH noanuc/nevar;

CPS Certification Practice Statement - lNpakTuka npu npegoctaBsiHe Ha yOOCTOBEPUTENHM

ycnyru;

CRL, Certificate Revocation List - CnncbK CbC CNpeHn 1 NpekpaTeHn yaoCTOBEPEHUS;

DN, Distinguished Name - OTnmMunTenHo nme Ha cybekT, BNncaH yaoCTOBEPEHUNETO;

Enhanced key usage - PaswmnpeHnu Lenu 3a n3non3eBaHeTo Ha KIoya;

FIPS, Federal Information Processing Standard - ®egepaneH crtangapt 3a o6paboTka Ha

WHdopMauns;
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HSM, Hardware Security Module - XapayepeH kpuntorpadckn moayin,

Issuer — N3paTen;

LDAP, Lightweight Directory Access Protocol [poTokon 3a onpocTeH AOCTbN A0 PErnCTbY;

OID, Object Identifier - UgeHTUdukaTop Ha obekT;

PKCS, Public Key Cryptography Standards - Kpuntorpadcku ctaHgapT 3a IpeHoC Ha nybnnyeH

KITHou;

PKI, Public Key Infrastructure - WHdppacTpyktypa Ha nNyGnu4HUSA KW - CbBKYNMHOCTTa OT
xapayepa, codptyepa, nepcoHana, AokymeHTauusata B EBPOTPBCT 3a cb3gaBaHe, W3MOn3BaHe,
ynpasreHve 1 NpoBepka Ha n3gaBaHu yaoCTOBEPEHUS 3a eNeKTPOHHM noanucu/neyaru;

RA, Registration Authority - Pernctpupaly, opran;

RSA, Rivest-Shamir-Adelman - Bug acumeTtpuyeH kpuntorpaddCku anropuTbm 3a Cb3gaBaHe Ha

€J1IEKTPOHEH Nnoarnnc,

SHA, Secure Hash Algorithm - CurypeH xew-anropMtbM 3a U3BfMYaHe Ha xel-uaeHTndukaTtop;

SSL, Secure Socket Layer - CurypeH kaHan 3a npeaBaHe Ha AaHHMY;

SMIME, Secure Multipurpose Internet Mail Extensions - [poTokon 3a curypHo npegaBaHe Ha

enekTpoHHa nowa npe3 VIHTepHeT;
2 OTroBOPHOCT 3A NYBJIIUKYBAHE U XPAHUNULLE
2.1 XPAHUNULLE
My6nnynmaT pernctbp Ha EBPOTPBCT npeactaBnsBa XpaHumuLLE, B KOETO Ca pPasnofioXeHn
aKTyanHu v NpeauLwHN BEPCUM Ha eNEKTPOHHU LOKYMEHTM (B TOBA YMCIO akTyanHu Bepcun Ha ,llonutuka

npu NpegocTaBsiHe Ha kKBanuUUMpaHo yA0CTOBEPEHME 3a YCHBBbPLUEHCTBAH eNeKTPOHEH nognuc/neyar”

n JpakTuka Npu NpefocTaBsiHe Ha KBanuuuupaHu YOOCTOBEPUTENHW ycryri“), npeaHasHavyeHu 3a
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MoTpebutenurte, ydocToBepeHus Ha YpgocToBepsiBawuns opraH, [loTpebutenckn ygocTtoBepeHus,
Cnucbum cbe cnpenn n npekpateHn ygoctosepenns (CRL) n gpyra nHdopmaums.

XpaHnnuiieTo ce ynpaensasa u kKoHTponnpa ot EBPOTPDBCT.

Bcunykm notpebutenn u gjoeepsBalim ce CTpaHu MMaTt NoCTOSAHEH AOCTbN A0 uanaTta nHdopmauns
B XpaHunuwieTo Ha agpec: https://www.evrotrust.com. OrpaHuyeHunsa nmaTt goBepsBawmTe ce CTpaHu, HO
Te ca CBbp3aHu OTHOCHO C AOCTbNBAHETO €ANHCTBEHO 3a yOOCTOBEPEHUATA Ha NoTpebuTenuTe, 3a KOMTO

ﬂy6J’WILIHVIF| OOCTbI € OrpaHnN4eH.

2.2 MNYBJIIMKYBAHA NHO®OPMALIUA

MyGnnyHMAT perncTbp e OOoCTbNEH Ha agpec: https://www.evrotrust.com/.

M3pganeHnTe kBanuuumpaHu yooCTOBEPEHUS ce CbxpaHsiBaT B 6a3a gaHHM Ha EBPOTPBLCT.
[docTbn 0O Te3n ygocToBeEpeHMa MOXe [a Ce OCbLUeCcTBsIBa NO online NpOTOKON 3a NpoBepka Ha cTaTyca
Ha usgageHuTe yooctoBepeHus B peanHo speme OCSP (Online Certificate Status Protocol).

3a online NnpoBepka Ha AaHHWU OT perncTbpa € Heob6xoaNUMO N3MNON3BaHETO Ha NoaxoasLl codTyep
(OCSP-knneHT nnun goctbn npes MHTepHeT-cTpaHuLaTa Ha JocTaBymKa.

MpoBepka Ha n3ganeHn kanuduumpann yaoctoBepeHns Moxe aa 6bae HanpaseHa u B Cnvcbka
CbC cnpeHn un npekpaTeHn ypoctoBepeHus (CRL), konto ce nybnukyBa Ha WHTEpHET cawTa Ha

EBPOTPBCT u ce ocbBpeMeHsaBa Ha Bceku 3 (Tpu) vaca.

2.3 YECTOTA HA NYBJINKYBAHE

HokymeHTaumnaTa, BknoyBawa Monutuka m lMpakTnka npu npegocTaBsHe Ha KBanuduuupaHu
yOOCTOBEPUTENHM  YCrnyrn, crnopasymeHusi, obpasuu, pbkoBOACTBA 3a paboTa C  eneKkTpoHeH
nognuc/neyat, goknagu ot oautu un ap., usgageHa ot EBPOTPBCT, ce nybnukyBa Ha cTpaHuuaTa Ha
EBPOTPBCT B nHTEpHET He3abaBHO Npu BCsIKa akTyanu3auus.

OnepaTtBHUTE YOOCTOBEPEHUS Ha YAOCTOBEpsiBaWMA opraH ce nybnukyBaT He3abasHO npwu
BCSIKO n3gaBaHe Ha HOBMW YOOCTOBEPEHUS.

AkTyanusaumss Ha nybnuuHmsa Permctbp C uv3gageHuTe noTtpeduTencku KeanvduuupaHm
YyAOCTOBEPEHNS Ce OCbLUECTBSIBA aBTOMATUYHO U He3abaBHO cnepf nyonvkyBaHe Ha BCAKO HOBOM34a4eHO
BanuAHO yaoCTOBEPEHUE.

AkTyanusauma Ha Tekywms ChnMcbk CbC CrnpeHn u npekpateHn ypoctoBepeHna (CRL) ce
OCbLLECTBsIBA aBTOMATM4YHO Ha He noBevye oT 3 (Tpu) 4aca wnn HeszabaBHO crneg OTMSIHA WK

cnvpaHe/Bb306HOBsIBaHE Ha BanuaHO y4OCTOBEPEHME.
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2.4 [AocCTbN A0 NYBIIMKALUA

EBPOTPBLCT npeanara GUPEKTOPUNHKL YCIYTn 3a MHpOpMaLMATa CbXpaHsiBaHa B XPaHUITULLETO
(ny6nmyHua pernctsp), kato ocurypssa HTTP/HTTPS n OCSP 6asupaH gocTbn.

JdocTbnbT A0 MHOpMaUMsTa B XpaHunuweTo He ce orpaHmdaBa ot EBPOTPBCT, ocBeH no
nckaHe Ha Tutynsps/Cb3gaTensi U caMo NO OTHOLLEHWE Ha HErOBO BanuaHO M3gadeHo KBanvuumpaHo
YAOCTOBEPEHNE.

WHdopmauuaTa, nybnvkyBaHa B xpanunuweto Ha EBPOTPBCT, e pgocTbrnHa MNOCTOSIHHO

(24/7/365), ocBeH B cnydyanTe Ha cbbuTUA, N3BbH KOHTpona Ha EBPOTPBCT.

3 WAEHTUPUKALIUA U NTPOBEPKA HA CAMOJIMYHOCT

3.1 WUMEHA

B kBanuuumpaHnte ygoocToBepeHUst ce M3NOon3BaT BCUYKM MPUITOKMMW UMEHa unuv Apyru
naeHTndukaropu, Brntousankm ASN.1 ngeHTndmkatopu Ha obekT.

M3nckBaHusATa 3a MMeHaTa B yOOCTOBEPEHUSATa ca KakTo e noco4veHo B lNpenopbka ITU-T X.509
nnun IETF RFC 5280 n Ha ETSI EN 319 412. [Jonycka ce nmeHata fa 6baaT B cboTBeTCcTBME ¢ Domain
Name Service (DNS), onucan B RFC 2247.

Moneto ,Subject" B ygocToBEpeHMETO ChbAbpXa HAaMMEHOBaHNETO Ha Tutynaps/CwagaTtens.

NmeTo n gpyrute niameunayanuaunpawm 6enesm Ha Tutynaps/Cb3gartens B CbOTBETHUTE MoneTa
3a BCeku TMn yaoctoBepeHne ca B cbotBeTcTBme ¢ DN (Distinguished Name), doopmupaluo ce cbobpasHo
ctaHgapTta X.500 n X.520.

EBPOTPBLCT moxe aa usgaea ksanuduumpaHo yaocToBepeHue Kato uanonasa ,nceBgoHnm" 3a
Aa umeHyBa [oTpebuTtensa camo cnep kato Pernctpupalums opraH cbbepe Heobxogmmarta nHdpopmauus
3a CaMOMMYHOCTTa My M YCMELLHO ro naeHtTuduumpa.

MmenaTta, BkntoveHn B Distinguished Name (DN) Ha noTpebuTenss umaT CBOETO 3HaJYeHue B
Obnrapckms nnu B gpyr 4yxa esuk. Ctpyktypata DN e ogobpeHa oT Pernctpupallmsa opraH u 3aBucu ot
BMAa Ha kBanuduumpaHoTo ygoctoBepeHue u [NoTtpebutena. DN ce cbctom OT cnegHuTe obnactu
(onucaHuaTta ca B cboTBeTCTBME € Npenopbka RFC 3280 n X.520):

» none C - MexayHapoaHO CbKpalleHue Ha umMeTo Ha cTpaHata (BG 3a bwnrapus),
none CN — MbnHO/4eCcTo U3non3BaHo MMe Ha PU3NYECKOTO NULLE UMK Ha OpraHM3aunaTa,
none GN — co6¢cTBEHO nme Ha hU3N4ECKOTO Nuue,
none SN — cdbaMuiHO nme Ha PU3NYECKOTO Nuue,

none O — HauMeHoBaHWe Ha opraHu3auusaTa, KoSTo NMUETO NPeACTaBnsBa,

YV V V V V

none E - umenn agpec Ha notpebutens,
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» none SerialNumber — yH1kaneH ngeHTudukaTop Ha omM3nM4eckoTo nmue,

» [pyrn noneta, KOUTO ce NOApobHO onucaHu B MOMUTUKUTE 3a CbOTBETHUTE MPOdUnM Ha
KBanuduumpaHuTe ygoctToBepeHus.

Tutynap/Cw3agaten ¢ yHukaneH DN B gomenHa Ha EBPOTPBCT moxe ga uma noseye oT €4HO
n3gageHn AencTBUTENHN KBanumumpaHn yaoCTOBEPEHMS.

Bcsako n3gageHo yooctoBepeHue nma yHukaneH cepmeH Homep (,SerialNumber®) B fomeinHa Ha
EBPOTPBLCT. KombuHaumsita Ha noneta ,ssuer® n "SerialNumber® rapaHTupat yHuKanHocTTa Ha

N34aaeHoTOo yOoCTOBepeHMe B NyONUYHUS JOMEH.

lMpoBepka 3a NAEHTUYHOCT, CbOTBETHO CaMOSMYHOCT Ha:

» topugndecko nuue (Cb3gaTten Ha neyaT), Ce OCbLLECTBABA Ype3 NnpoBepka B CbOTBETHUTE
pernctpu no npegoctaeeH EVK, cbotBeTHO BYJICTAT no peaa Ha 3aKkoH 3a eNeKTPOHHOTO ynpaBiieHue
(BEY). Cnucbk ¢ n3Mckyemm OOKYMEHTU ce nogabpxka Ha canta Ha EBPOTPBLCT B MHTEpHET;

» YMbMAHOMOLLEH npeacTaBuMTen Ha topugumdecko nuue (Tutynap), ce ocbliecTBABa 4pes
npoBepka 1 3aBepka ,BsapHo ¢ opurnHana® u camopbyeH NOANUC BbPXY U3UCKYEMUTE JOKYMEHTU;

KoraTo OOKYMEHTUTE ce uanpailart no nowaTta unu rno enekTpoHeH NbT Ce M3UCKBa 3aBepka Ha
OOKyMEHTUTE.

» dwmsmyecko nuue (TuUTynap), ce OCbLUECTBABA, Ype3 NUYHO MPUCHLCTBME C JOKYMEHT 3a
CaMOJIMYHOCT MUK Ypes oTaaneyvyeHa NnpoBepka NocpecTBOM 3aBepka Ha JOKYMEHTUTE.

» Korato ce nsnonsea mobunHoto npunoxeHme Ha EBPOTBPCT ce ocblecTBsBa NpOBEpPKA Ha
CaMOJSIMYHOCT Ha u3MyeckuTe nuua ypes cuctemMa 3a aBToMaTmsnpaHa BuaeouaeHTUdukauusa vpes
npoBepKa Ha 3acHeT LOKYMEHT 3a CaMOSIMYHOCT U noslydyaBaHe Ha AaHHM 3a HeroBaTa BanMOHOCT OT
HauuoHanHa 6a3a gaHHu ¢ 6bArapckyM OKYMEHTM 3a CaMOJSIMYHOCT, KakTo 1 Ype3 BMOMeTpUYeH aHanus
Ha NMLUETO CbC CHUMKOB MaTepuar, noflydeH OT HaunoHanHaTta 6asa gaHHu. Npu HeycnelwHa npoBepka
ce M3BbPpLIBaA MAaeHTMdMKaAUUA OT onepaTtop Mo crneumanHa MeTononorust Ypes BUAEOKOHGEpPEHTEH
pasroBop. [lpoBepkaTa Ha npegcraBuTenHaTta BNacT Ha egHo (hmn3nyecko nuue cnpsamMo tpuandecko ce
M3BbpPLUBA Ype3 NPOBEPKA Ha [JaHHMTE 3a BMUCBAHWUSATA B CbOTBETHUTE PErucTpy KbM AreHumsita no
BAMCBaHMATA.

EBPOTPBLCT wusBbpluBa npoBepka Ha [OCTOBEPHOCTTa Ha MHdopMauusita B MNOMbIHEHUTE
AOKYMEHTM, C BCUYKM 3aKOHOBO MO3BOSIEHN CPEACTBA B CbOTBETHUTE NyONNYHM perncTpu.

Cnucbk ¢ uanckyemMnte JOKYMEHTU 3a (PM3MYecKo nuue npu u3gaBaHe U ynpasfieHWe Ha

KBanuduumnpaHo ygoctoBepeHne ce nogabpka Ha canta Ha EBPOTPBCT B uHTepHerT.

3.2 NBbPBOHAYAIIHA PETMCTPALUNUA
MbpBOHaYanHaTa perMcTpaumsTa BKMYBA peauua npoueaypy, KOMTo No3BonsiBaTt npeaun aa ce

nsgage ypocTtoBepeHue Ha [loTpebuten, ga ce cbbepaT gaHHM 3a HeroBaTa waeHTUdMKaums.
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MoTBBbPXKAEHMETO Ha TE3WN OaHHM M3UCKBA KOHTAKT Nvue B nuvue ¢ npeacraBuTen Ha Pervctpupalims
opraH, HOTapuyc unu Apyro ornpaBOMOLLEHO nuvue, NOTBbPXAaBalUM HeroBata CaMOSNIMYHOCT. Tasu
npouenypa MoXe [a ce OCbLLEeCTBM OTAAneyvYeHo, Ypes cuctemMa 3a otganeyeHa naeHtudmkaums, npes
MobunHoTo npunoxeHne Ha EBPOTPBLCT.

Cneg npoBepka Ha npegoCTaBeHUTE [aHHM W CKIIOYEH [JOroBop 3a  kBanuduumpaHa
yAOCTOBEPUTENHA YCrnyra, NUUETO MOAano WUCKaHe e BKIYeHo kKaTto lMoTpebuten Ha ycnyrute Ha
EBPOTPBCT.

3.2.1 TNPOBEPKA 3A NMPUTEXAHUE HA YACTEH KI1O4

EBPOTPBLCT wmoxe pga npegoctaBs Ha Tutynaps/Cb3gaTtenss ycnyrata JOKanHO  WMn
nocpeacTBOM OTAaneyeHo reHepupaHe Ha ABoviKaTa KIo4oBe.

3a u3gaBaHe wunNu npogbihkaBaHe Ha AEWCTBUMETO Ha KBanvduumMpaHo YOOCTOBEpPEHVE e
Heobxoaumo EBPOTPBLCT paa nonyyn enekTpoHHO mckaHe BbB cpopmat PKCS#10. Cneundmkaumnara
Ha To31 hopmaT Ha UCKaHe 3a u3gaBaHe Ha KBanuduuupaHo yaoCToBEPEHME N3NCKBa UCKaHeTo Aa 6bae

noanmncaHo oT TVITyJ'IFIpFI/C'b3,EI,aTeJ'IFI, npuTexXxasall YaCTHUA KITHOM.

3.2.2 MNPOBEPKA HA UVAEHTUYHOCT HA IOPUANYECKO JIULIE

YcTaHoBsIBAHETO Ha MAEHTMYHOCTTa Ha 6bnrapcko opuanyecko nuue (CbagaTten Ha nevyar), ce
ocblUecTBsIBa OT npeacTaBuTen Ha Pernctpupawmnsa opraH, Ypes npoBepka B CbOTBETHUTE PErncTpu no
npepoctaBeH EWK, cvotBeTHO BYJICTAT no pega Ha 3akoH 3a enekTPOHHOTO ynpaeneHue. 3a
ObNrapckiTe LpUaNYECcKM nuua, KOMTO He ca TbProBLM, KaKTO M 3a YyXXOeCTpaHHUTE puandeckm nuua,
3a KOMTO HE MOXe [a ce M3BbPLLM aBTOMaTM3npaHa npoBepka ce NpeacTaBnaT:

» CbaebHO pelueHne unu apyr AOKYMEHT, yAOCTOBepsABaLM Bb3HUKBAHETO Ha OPUANYECKOTO
nuue;

» [OKYMEHT, yaOCTOBEpSsiBALL, aKTyanHOTO CbCTOSIHNE Ha NULETO;

» YHUWKaneH HauuoHaneH naeHTudukaTop.

CnunckbK € n3nckyemmn OKyMeHTH ce nogabpxa Ha canta Ha EBPOTPBCT B uHTepHerT.

3.2.3 YCTAHOBABAHE HA CAMOJIMMHOCT HA ®U3UYECKO JIMUE, YMBbJIHOMOLLEH
NMPEACTABUTEN HA IOPUOAWYECKO JIULIE

3a n3gaBaHe Ha kBanudumumpaHo yagocTtoBepeHue Ha dusmyecko nuue (Tutynap), koeto e
YNbIHOMOLLIEHO OT HOPUANYECKO NULE, YTbIIHOMOLLEHUAT NPEACTaBUTEN ce siBsiBa Npes Pernctpupawms

opraH. YOocToBepsiBaHETO Ha MHpopMaLusiTa, KOSTO ce CbabpXKa B NPeACTaBeHUTe LOKYMEHTU cTaBa
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ypes:

» 3aBepka ,BspHo ¢ opurnHana“ u camopbyeH Nnoanuc BbpXy AOKYMEHTUTE npen CnyxuTen Ha
Pernctpupawus opraH, B criydan Ha NMYHO npedaBaHe Ha AOKYMEHTUTE;

» noanvcBaHe Ha MNPUNOXEHUTE erekTPOHHM dopMaTh Ha [JOKYMEHTUTe C  BanuaHo
YyAOCTOBEPEHME 3@ YCbBbPLUEHCTBAH €NeKTPOHEH noanuc/neyar;

» nperneg v NOTBbPXAEHWE, Ype3 U3NOM3BaHe Ha chneuvanuampaHo MOOUITHO wMnu Apyro
npunoXeHne W cnef M3BbpLIEHA HagnexHa uaeHTudpurkauusa Ha npeacTtaBnNaABawoTO nvue u/unu
topuagnyeckoto nuue ot cnyxuten Ha EBPOTPBCT, kakto u 4pe3 npoBepka Ha BMMCBAHWATaA Ha
npeacTaBuTeNHaTa BracT B opuumantn peructpu (kbm AreHumsita no BNnucBaHmATa).

C npoBepkaTta Ha MOEHTMYHOCTTa Ha IPUANYECKO NMLE Ce Lenu aa ce gokaxe, Ye no Bpeme Ha
pasrnexgaHe Ha 3asiBKaTa lopuaM4ecKOTO fvue CbLieCcTByBa M Ye NpeacTaBnsaBalloToO nuue, KOeTo
KaHOMaaTcTBa 3a KBanvduuupaHo YAOCTOBEpeHWe npuTexasa npeacTaBuTenHa BracT ga nouvcka

n3gaBaHeTo.

3.2.4 YCTAHOBABAHE HA CAMOJINYHOCT HA ®PU3SNYECKO JIULIE

YcTaHoBsIBaHe M NpOBEPKa Ha CamMOSIMYHOCTTA Ha dunsmyecko nuue (TuTynap) ce ocblLecTBABa
OT npegctaButen Ha Peructpupawma opraH. MVaeHTudukaumaTa MOXe [Ja Ce  U3BbpwM U
aBTOMaTMU3UPaHO, Ype3 oTAaneyeHa nposepka.

3a ycTaHoBsiBAHE M MpoBepka Ha CaMOMMYHOCTTa Ha pM3nyecko nuue ce u3nckea TO Aa
npeacTaBu OKYMEHT 3a CaMOSIMYHOCT.

®dun3n4eckoTo NuUEe NOTBbPXKAABa 4OCTOBEPHOCTTA Ha AaHHUTE, Ypes:

» CaMOpPbBbYHO NOCTaBEH NoANUC BbpXY AOKYMEHTUTE npep crnyxuten Ha Pernctpypaliuns opraH,
B CNny4an Ha NMYHO npeaaBaHe Ha AOKYMEHTUTE;

» noanucBaHe Ha MNPUIOXEHUTE €eneKTPOHHM [OOKYMEHTUTE C BanuaHO yOOCTOBEpPEHME 3a
YCBHbBBPLUEHCTBAH efEKTPOHEH nognunc no cmucbna Ha PernameHT (EC) Ne 910/2014;

» npernea n nNOTBbpXAEHWE, Ype3 M3MNof3BaHe Ha chneunannsmpaHo MOOMITHO unu Apyro
npunoXeHue 1 cnea n3BbpLUeHa HagnexHa nageHTndmkaunsa Ha omMsn4eckoTo n1Le aBToMaTU3NPaHo Unu
ot cnyxunten Ha EBPOTPDBCT.

CnuncbK ¢ M3nckyemuTe AOKYMEHTM 3a ousnyecko nuue (TuTynap) npyu n3gasaHe n ynpasneHue

Ha KBanuuumpaHo yaoctoBepeHue ce nogabpxka Ha canta Ha EBPOTPBLCT B MHTepHeT.

3.2.5 TMNPOBEPKA OT YOOCTOBEPABALLUNA OPIrAH

Cnep ycnewHa naeHTudukaums n nposepka oT Pernctprpallusi opraH Ha ycrnoBusiTa 3a usgaBaHe

WK ynpaBreHve Ha KBanuuuMpaHo YOOCTOBEpeHue, npeacTtaBuTen Ha Peructpupalims oprad
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noTBbpX4aBa [JaHHWUTE nped YAoCToBepsiBallMs opraH. YOoctoBepsBawumaT opraH nybnukyea
He3abaBHO M3gadeHOTO KBanuduuupaHo yaocToBepeHne B [lyBnuyHus pernctbp/XpaHunuuietTo Ha
n3gageHnTe ygocToBEpeHUs UM CboTBeTHO B Chnvcbka CbC CNpEeHW U NpeKkpaTeHn yAoCTOBEepeHUs
(CRL).

B EBPOTPBCT eavHCTBEHO onepaTUBHUAT YAOCTOBEpsiBaLl, OpraH, u3gan KeBanuduumpaHo

yOOCTOBEpeHMe 3a eNeKkTPoHeH noanuc/nedar, Moxe Aa npekpatu 4eNCTBMETO Ha TOBa YA0CTOBEPEHNUE.

3.3 WAEHTUO®UKALUA U NTPOBEPKA HA CAMOJIUYHOCT MNPU NOAHOBABAHE HA
KBAITU®GULIMPAHO YOOCTOBEPEHUE

EBPOTPBLCT moxe ga nogHOBM BanngHo KBannduumMpaHo yooOCTOBEPEHME, YACTHUSAT KITHOMY 3a
KOWTO € NepcoHanuanpaH Bbpxy YCTPOUCTBO 3a CUIypPHO Cb3[aBaHe Ha MNOAMUC U KOETO He e npekpaTeHo
B CpPOKa My Ha BanugHoCT, MO ABa Ha4YuHa:

» KaTo 3anasuv reHepvpaHaTa ABoKKa KIo4yoBe 3a TEKyLOoTo yaoctoBepeHue (Renewal);

» KaTo reHepvipa HoBa ABoWka Knio4vose (Re-key).

YpocToBepeHue ce NOgHOBSABA 3a ChliaTa [ABoKKa acumeTpudHu kntodose (Renewal) Ha TekyLLOTO
yaocToBepeHne Ha Tutynaps/Cb3gaTtensd, ako uHopmauuatra 3a  Tutynaps/Cb3patens B
yOOCTOBEPEHUETO, KOETO Ce NOAHOBSABA, € UAEHTUYHA C Tasn B TekyloTo. Camo nepnoabT Ha BanngHocCT
B NOAHOBEHOTO YAOCTOBEPEHUE € PasfiMyeH OT TO3U B TEKYLLOTO.

EBPOTPBCT ponycka MHOrokpaTtHO NOA4HOBSIBAHE Ha KBANUMUUMPaHOTO y4OCTOBEPEHME KaTO
3anasBa TeKyllaTta ABolka krtoyose (Renewal), HO npenopbyBa Ta3wm NpakTUka Aa ce orpaHuyasa C uen
Aa ce Hamanu pyucka oT KOMNPOMETUPAHE Ha YaCTHUS KoY.

MoaHOBEHOTO y4OCTOBEPEHME NMA Pa3fNYeH NybiMyeH KoY U HOB Nepuog, Ha BanngHocT, KaTo
yaocToBepeHaTta uHdopmauuns 3a Tutynsapa/Co3gaTens ce 3anassa.

Cnen nogHoBsiBaHe TeKyWOTO KBanvduuMpaHO YOOCTOBEPEHWE HE Ce MnpekpaTsiBa U OocTaBa
BanuAHO B CPOKa My Ha BanugHocCT.

3a ngeHTMdUKaumMs 1M nNpoBepka Ha caMornuMyHocT Ha Tutynap/Cb3gaten Ha kBanuduumpaHo
yOoCTOBEpPEHNE, KOETO Ce MOAHOBSIBA, HE Ce M3MUCKBA TAXHOTO JIMMHO NpUCHhCTBUE B Pernctpupalums
opraH Ha EBPOTPDBCT.

Mpyn HacTbNUM nNpomMeHu B UWHdopMaumsaTa 3a Tutynaps/CbsgaTtens Ha KsanuduuupaHo
yOoCcTOBepeHue, TeKywWwoTo YyaoctoBepeHMe He ce nogHoBsBa. EBPOTPBCT wusgaBa HOBO
KBanuduumpaHo yaocToBepeHune, KaTo criedBa NbpBOHAYanHa vaeHTugukaumsa u ygoctoBepsiBaHe Ha

aBTEHTUYHOCT U NpekpaTsiBa He3abaBHO TEKyLLOTO KBanuMduLmMpaHo yaoCTOBEPEHNE.
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3.4 WAOEHTU®UKALUA N NMPOBEPKA HA CAMOJIMYHOCT NMPU CMTUPAHE HA OEACTBUETO
HA KBAIIM®ULIMPAHO YOOCTOBEPEHUE

CnupaHe Ha BanugHoCTTa Ha KBanuuuMpaHO yOOCTOBEPEHME € YCTaHOBeHa onepaTuBHa
npaktuka Ha EBPOTPBCT u ce pasnuyaBa OT npekpatsiBaHe NO TOBa, Y€ BOAU OO BPEMEHHO
npeycTaHoBsIBaHe Ha yaoCTOBepUTENnHaTa cvuna Ha gageHo ygoctosepeHune. OT cbobpaxkeHusa 3a npaBHa
curypHoct EBPOTPBLCT BuHarm scHO oTGena3Ba cTaTyTa Ha ChnvpaHe Ha BanvaHoCTTa Ha
yAOCTOBEpEHNaTa.

EBPOTPBLCT e onbxeH, 4ype3 Pernctpupawmnsa opraH, ga cnpe OeWCTBMETO Ha BanuaHo
yAOCTOBEPEHME NMPU NOCTLNUIO UCKaHE 3a CnupaHe.

EBPOTPDBLCT, upes Pernctpupawus opraH, Bb30OHOBSIBa aBTOMAaTUYHO AENCTBMETO Ha CNPSIHO
yAOCTOBEPEHNE.

BpemeTo B cuctemute, CBbp3aHM CbC ChMpaHe W MpekpaTsBaHe Ha YO4OCTOBEPEHMS ce
cuHxpoHnsunpa cnpamo UTC noHe BegHbX Ha 24 vaca.

CnunpaHe Ha yaoocTtoBepeHne, KOeTo € n3gaaeHo otaarnedyeHo He ce gonycka.

3.5 WAEHTU®UKALUUA U NMPOBEPKA HA CAMOJIMYHOCT NPU NMPEKPATABAHE HA
OEWUCTBUETO HA KBANTU®ULIMPAHO YOOCTOBEPEHMUE

Korato EBPOTPBCT, 4pe3 Peructpupawims opraH unuM cam npekpatu OeWCTBMETO Ha
KBanuduumpaHo yaooCTOBEpeHMEe, TOM OTpassBa ToBa B NogabpXaHuTe OT Hero 6asn gaHHu C
KBanuduumpaHm yaoctoBepeHnsa n nybnvkyBa OTMEHEHUsI CTaTyT Ha YAOCTOBEPEHUETO CBOEBPEMEHHO,
HO He No-KbCHO OT 24 Yaca cnef kato 6bae nonyyeHo nckaHeto. OTMAHaTa cTaBa BanuaHa BegHara crnep
kaTto 6bae nybnvkyBaHa.

Mpn npekpaTtaBaHe npe3 MmobunHoTo npunoxeHve Ha EBPOTPBCT, npoBepka 3a MOEHTUYHOCT

He Ce u3BbpLiBa, npeasna Hann4neTo Ha OCTbMN Ha TI/ITyJ'IFIpﬂ 0O CbOTBETHATA beHKLWIOHaJ'IHOCT.

3.6 WAOEHTU®UKALUA U NPOBEPKA HA CAMOJIMYHOCT CJIE[L NPEKPATABAHE
OEUCTBUETO HA KBANTU®ULIMPAHO YOOCTOBEPEHUE

MonuTukata n NpakTukaTa Npu NpegocTaBsHe Ha KBanuuUMpaHn yaooCTOBEPUTENHUN YCyrn Ha
EBPOTPBLCT He gonyckaTt nogHOBsiIBaHe Ha kBanuduumnpaHo ygoctoBepeHue Ypes Renewal unu Re-key
cnep npekpaTsBaHeTo My.

Tutynapat/Cb3gatenaT Ha npekpaTeHo KBanuduuupaHo yOOCTOBEPEHWE MOXe Aa noucka
n3gaBaHe Ha HOBO Y4OCTOBEPEHME.

EBPOTPBLCT, upes Peructpupalumsa opraH, M3NbiHsBa MbpBOHAYanHa uaeHTudumkaums wu
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npoBepka Ha camMonn4yHocT Ha Tutynaps/Cb3gatens, ako TOM 3asBM HOBO yOocTOBepeHue. TakaBa
npoBepka He Ce M3BbpLUBA, ako MNOTPebMTenAT 3asBsBa M30aBaHETO Ha HOBO KBanvduumpaHo

yLoOCTOBEpEeHME OT MOBUITHOTO NPUIOXKEHNE, B KOETO MMa akTUBEH Npodun.

4 ONEPATUBHU U3NCKBAHUA

EBPOTPbBLCT, upes Peructpmpalumsi opraH, B paMKUTe Ha ckntodeH [loroBop 3a kBanuduumpaHm
yAOCTOBEPUTENHN YCrnyrM, NpeaocTaBs CcrnegHuTe onepaTtvBHU  Npouedypu 3a  KBanuduumpaHu
YAOCTOBEPUTENHN YCNYrK, MNPUNOKUMU KbM KBanuduumpaHuTe yOOCTOBEPEHUS 3a EeKTPOHHU
noanucu/neyaTtu:

» perncrpauus Ha UckaHe 3a nsgaBaHe Ha kBanuuumpaHo yaoCTOBEPEHUE;
obpaboTka Ha uckaHe 3a nsgaBaHe Ha kBanMuuupaHo yaoCTOBEPEHUE;
n3gaBaHe Ha KBanuuumpaHo ygocToBEpPeEHME;
npeaasaHe Ha [NoTpebuTten Ha n3gageHoTo KBanMuunpaHo yaoCTOBEPEHNE;
nogHoBsABaHe Ha KBanuguuupaHo yaoctosepeHue upes “Renewal’;
nogHoBsABaHe Ha KBanuduuupaHo yagoctosepeHue ypes “Re-key”;

CHVIpaHe/B'bSOGHOBFlBaHe nencTene Ha KBaJ'IVI(*)VILl,I/IpaHO yaoocTtoBepeHne;

YV V.V V V V V

npekpaTsiBaHe Ha KBanMduuMpaHo Y4O0CTOBEPEHME;

WNckaHeTo 3a peructpaumsa Ha lMoTpebutenn Ha kBanuduuMpaHu YOOCTOBEPUTENHN YCNyrn ce
nogasa Ao Peructpupawmsa opraH oT OU3NYECKU, IOPUOMYECKA UNWU YIMITHOMOLLEHM NUuA U BKITOYBA
cnegHata nHdgopmaums:

» NbIHO HaumeHoBaHWe Ha TuTtynaps/Cb3gaTens UnNu Ha ynbrAHOMOLLEH NpeacTaBuTen Ha
IOPNANYECKOTO NNLLE;

» [oKasaTericTBa 3a npegcraBuTernHa BnacT Ha Tutynsaps cnpsamo Ce3gatens;

» wnpeHtncukatopu: EVK (nepcoHaneH ngeHtugukaumoHeH Homep) n ap.;

» noLleHCKn agpec Ha nuueto (cTpaHa, obnacT, MOLWEeHCKM KoA, rpag wunu ceno, Homep Ha
crpaga, ume Ha ynuua unu ksaptan, TenedoH, HoMep Ha akc);

> 1Mewnn agpec;

» BV Ha UCKaAHOTO KBanuuumMpaHo yaoCToBepeHue, B3eManku npeasus npegHasHavyeHneTo
my;

» vaeHTUdUKaToOp Ha nonuTukaTa 3a YAoCcToBepsiBaHe, Bb3 OCHOBA Ha KOATO ce u3gasa
YAOCTOBEPEHUETO;

» Hanu4ve Ha 4YacCTeH KoY, CbOTBETCTBALL, Ha NyBrMYeH Krtoy;

»  nybnu4yeH Kntowu;

> [JonbrHWTENHa MHpopMauus, 3asiBeHa 3a BKIOYBaAHE B Y1I0CTOBEPEHMETO, KaKTo 1 gonycTuma
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HenoTBbpAeHa TakaBa;

» nognuceaHe Ha [loroBop 3a KBanuduumpaHu YOOCTOBEPUTESTHUM YCAYyrM W cbriacue
ycnosusTa Ha lNonutukata mn lNMpakTukata npu npegocTaBsHe Ha KBanuuuupaHu yaoCTOBEPUTENHU
ycnyrm ot EBPOTPBCT.

VckaHe 3a n3gaBaHe Ha KBanuduumpaHo ygqoCcTOBEPEHME MOXeE Aa ce NofaBa U Ype3 MOBUMHOTO

npunoxexne Ha EBPOTPBCT. B 1031 crniyyan ropHUTE M3NCKBaHUA He ce npunarar.

Tutynap/Cb3gaten unu ynbAHOMOLLEH NpeacTaBUTEN Ha IOPUANYECKOTO NULEe MOXe Aa 3asiBu
NoaHOBSIBaHE Ha KBanuduuMpaHo ygocToBepeHue npu cbbniogaBaHe Ha BPEMEBUTE OrpaHUYEHWs,
N3NCKBaHWNA 1 YCINOBUS 3a NOAHOBSABAHE.

MogHoBABAHETO Ha  KBanuuMuUMpaHO YOOCTOBEpPeHMe 3anasBa WHdopmauusaTa  3a
Tutynaps/Cb3gatens unu ynbiaHOMOLLEHOTO fuLe OT TeKyLWOoTO yAOCTOBEPEHNe, KaTo B NOOHOBEHOTO
yAOCTOBEPEHME Ce MPOMEHS Nepmoga Ha BanuaHoCT.

MNMogHoBsiBaHe Ha KBanuULUMpaHO YAOCTOBEpeHMe, KOeTo He e BMno npekpaTteHo B nepuoga My
Ha BanuAaHOCT, MOXe Aa Ce U3MbITHU MO ABa Ha4YuHa:

» 3anasBa ce reHepupaHaTa BOWKa Kro4voBe 3a TeKyLWwoTo ygoctoeepeHue (Renewal);

» TreHepupa ce HOBa ABovika krniovose (Re-key).

MNMogHoBsiBaHe He ce Aonycka 3a kBanuduumMpaHi yaocTOBEePeHUs, U3aadeHn otaaneyeHo, ypes

MOBUnHoTO npunoxeHne Ha EBPOTPBCT.

MckaHe 3a npekpaTtaBaHe Ha kBanuduumMpaHo yaocToBepeHue ce nogasa ot Tutynap/Cbw3gaTen
NN YyNbITHOMOLLEH NPEACTAaBUTEN Ha IOPUANYECKOTO NULE Ha MSCTO Npw Pernctpupalyms oprad unm no
€IeKTPOHEH MbT.

EBPOTPBCT npekpataiBa n3gageHo oT HEero yaocToBepeHme npu:
CMBPT UNK NocTaesiHe nop 3anpewenne Ha Tutynap/Co3aparen;
npekpaTsiBaHe Ha npeAcTaBuTenHaTa BnacTt Ha Tutynsps cnpamo Cb3gatens;
yCTaHOBSIBaHE Ha HEBEPHMW AaHHWU NPU M3gaBaHE Ha y4OCTOBEPEHMETO;
CTaHana BrnocneACcTBME HEBAPHA yAOCTOBEPEHa MHGOopMaLms;
npv NpomMsiHa B YAOCTOBEpPeHa BeYve MHpopmaumsa Ha Tutynap/CwagaTen;

KOMIMpoOMeTnpaHe Ha YaCTeH KIto\;

YV V V V V V V

3abaBsiHe B 3annawaHeTo Ha Ab/MKMMO Bb3HarpaXKaeHue;

» K1CKaHe 3a npekpaTsaBaHe oT cTpaHa Ha Tutynsp/Cv3gaten, cneg kato EBPOTPBCT ce ysepu
B CaMONMYHOCTTa UM U B NpeAcTaBuTeNHaTa Bnact Ha Cb3gaTtens.

» [pun npekpaTsiBaHe OT MOOWMHOTO MPUNIOXKEHME Ce Mpuema, Ye UCKaHEeTO € HanpaBeHoO C
aKTUBMpaHe Ha CbOTBETHaTa (YHKUMOHANHOCT. B TO3M cnyyanm npekpaTaBaHETO Ce U3BbpLUBa

He3abaBHoO.
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Ycnyrute no ynpaerieHne Ha npekpaTsiBaHe M CrvpaHe Ha AeNCTBMETO Ha YAOCTOBEpPEHME ca Ha
pa3nonoXeHne AeHOHOLWHO, 7 AHW B ceagmumuaTa.
BpemeTo B cucTeMuTe, CBbp3aHM CbC ChMpaHe W MpekpaTsiBaHe Ha YOOCTOBEPEHUs ce

cuHxpoHunsmnpa cnpsamo UTC noHe BegHbX Ha 24 vaca.

4.1 YNOTPEBA HA KBAIMGULIMPAHO YOOCTOBEPEHUE U BOUKA KNIOYOBE

4.1.1 OTNOTPEBUTEIN

MoTpebutenuTte TpsiGBa Aa M3NON3BAT YAaCTHUTE KIIOYOBE M CbOTBETHUTE UM KBannduumpaxm
YLO,OCTOBEPEHMSI:

» B CbOTBETCTBME C TAXHOTO NpeaHasHayeHue;

» CcaMo B paMKMTe Ha CpoKa Ha TsixHaTa BanvaHoCT;

» KoraTo yOoOCTOBEPEHUETO € CMNpsIHO, MOTPebUTeNsT He TpsibBa Aa M3MOoM3Ba YaCTHUS Koy,
0coBeHO 3a Cb3faBaHe Ha eNEKTPOHEH noanuc/nevar.

OTFOBOpHOCTTa 3a U3MNOoJ13BaHETO Ha YaCTHUA KITHOY € Ha TVITyJ'IFIpFI.

4.1.2 OT AOBEPABALLUN CE CTPAHU

[loBepsiBalLUTE ce CTPaHW, BKNIOUYUTENHO onepaTopute B Pernctpupaluus opraH, Tpsabsa aa
“3non3eat NyGnMYHUTE KIN4oBe M CbOTBETHUTE UM YOAOCTOBEPEHUS:

> B CbOTBETCTBME C TAXHOTO NpeaHasHayeHue;

> camo cref NpoBepKa Ha TEXHWUA CTaTyC U NpoBepKa Ha eneKkTPOHHUS Noanuc Ha
YnocTtoBepsBallmsa opraH, u3aan yaoCcTOBepPeHNeTo;

> [0 OTMsIHa BanuaHOCTTa Ha AafeH KoY,

> KoraTo yOooCTOBEPEHUETO e CnpsiHO, IoBepsBallaTta ce cTpaHa He Tpsbea Aa npuema

Ny6InNYHUA KoY.

4.2 NOAHOBABAHE HA KBAJINM®ULMPAHO YOOCTOBEPEHUE (RENEWAL)

MoaHoBsIBaHe Ha KBanuduuMpaHo yaocTtoBepeHue ¢ Renewal o3HayaBa nogmsiHa Ha BanuaHO
yOoocToBepeHue ¢ HoBO, 6e3 ja ce NPOMeHs CbllecTBYBaLlaTa MHOpMaLUs B HEro, OCBEH HOB CepueH
HOMEp U HOB CPOK Ha BarnuaHOCT.

MoaHoBsiIBaHe Cce W3BbLPLIBA CaMO B pPaMKATE Ha CpPOKa Ha BanWOHOCT Ha akTyarHo
yaoctoBepeHue. To Tpsabsa Aa 6bAe npealecTBaHO OT pPerncTpyMpaHe Ha McKkaHe 3a NoAHOBSIBaHe B

noaxoaswa dopma, npueta u ogobpeHa oT onepaTtop B Pernctpupall opraH, npoBepeHa MaeHTUYHOCT U
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KOPEKTHOCT Ha NogafeHOTO UCKaHe.
MogHoBsIBaHE Ha M3ganeHo oTAaneyeHo, Npe3 MOGUNHOTO MPUNOXKEHUE YAOCTOBEPEHME, HE ce

Aornycka.

4.3 W3OABAHE HA KBANIM®ULIMPAHO YIOCTOBEPEHUE C FTEHEPUPAHE HA HOBA
[OBOWKA KNIOYOBE(RE-KEY)

Hoea gBolika kntoyoBe ce reHepupa oT EBPOTPBLCT, B cniydyanTe koraTo Beve perucrpupan
notpebuTen noucka ga My ce reHepvpa HoBa ABOWMKa Kro4oBe UNn HOB NoTpebuTten nogage uckaHe 3a
reHepupaHe Ha [ABOWKa Knto4doBe. ['eHepmnpaHeTo Ha HOBa ABOWKa KIOYOBE Ce CbMbTCTBA C M34aBaHe
HOBO KBanuuLMpaHo y4oCTOBEPEHME, NOTBbPXKAABALLO NPUTEXaHMETO Ha HOBOCH34aAeHaTa KyoBa
JBOWKa.

EBPOTPBLCT uHdopMMpa npenBaputenHo notpedutenute cu no umMenn Hamn-manko 14 gHm

npeaon n3tnv4aHe Cpoka Ha BarimaHOCT Ha n3gageHo yaoCtoBepeHmne, Korato ToBa € Bb3MOXKHO.

VckaHeTO 3a nofHOBsIBAHE Ha KBanuuUMpaHO yOOCTOBEPEHME, Ype3 enekTpoHHa 3asiBka ce
yOoCTOBepsiBa C enekTpoHeH nognuc/medart, CbOTBETCTBAW, Ha BanuMAHO YOOCTOBEpeHue Ha
Tutynap/Cb3garten nnv ynbriHOMOLLEH NpeacTaBUTEN Ha IOPUONYECKOTO Nnue.

B cnyyan, 4e ypgocToBepeHWETO, KOETO Ce MNOOHOBSBA € C W3TEeKbll CPOK Ha BanwaHoOCT,
Tutynapat/Ce3gatenat nny ynbiHOMOLLEHOTO OT Hero nuue Tpsabsa ga nocetn nuyHo Pernctpupalms
opraH Ha EBPOTPBCT.

lMogHoBABaHe Ha yAOCTOBEPEHWS, U3gadeHu OTAarneyveHo, 4Ype3 MOOMNHOTO MpunoXeHue Ha
EBPOTPbBLCT, He ce gonycka.

Tutynapat/Cbe3gatenaT unm ynbiaHOMOLLEHOTO OT HEro nuue, MoXe Aa Bb3pasu, ako n3gageHoTo
YAOCTOBEPEHNE CbAbpXa FPELlKN UM HenmbrHOTU, B 3 (TpUOHEBEH) CPOK OT nybnukyBaHeTo My B
pernctbpa. EBPOTPBCT rm oTcTpaHsBa, Ypes nsgaBaHe Ha HOBO KBanuduumpaHo ygoctosepeHue 6e3
3annallaHe Ha Bb3HarpaxaeHue, OCBEH ako ce AbIhKaT Ha NpefocTaBsHe Ha HeBepHU AaHHu. [Mpu nunca

Ha Bb3paXXeHne ce CMdATa, 4Ye CbAbpXXaHNeTo Ha KBaJ'IVICbI/ILI,I/IpaHOTO yaocTtoBepeHne e npuneTo.

4.4 NPOMAHA B KBAJIMOPULIMPAHO YOOCTOBEPEHUE

MpomMsHa B kBanuUUMpaHO yaAOCTOBEPEHNE O3HAYaBa MPOMsiHA B CbAbpPXKaHMETO Ha AaHHWUTE
BbB BeYe u3gazeHo n nybnvkysaHo kBanuuumpaHo yaoCToBepeHne 3a enekTpoHeH nognuc/neyar. Mpu
NpoMsiHa B KBaNMULUMpaHO yOOCTOBEPEHUE Ce M3NCKBA 3a4bIPKUTENHO reHepvpaHe Ha HoBa [BOMKa
KrroYoBe.

MpomsHaTa ce TpeTupa MO CbLUMS HA4YMH, KaKTO U M3gaBaAHETO Ha HOBO KBanuduumpaHo
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yOOCTOBEpeHMe.

45 CINWPAHE U NMPEKPATABAHE HA KBAITUPULIMPAHO YOOCTOBEPEHUE

CnvpaHe n npekpaTsBaHe Ha BanuAHOCTTa Ha KBanuuuMpaHO YOOCTOBEPEHME CE U3MbIHABA
caMo npe3 nepuvoga Ha BanuaHOCT Ha yaocToBepeHneTo. CnvpaHeTo BOAM A0 BPEMEHHO CrvMpaHe Ha
AEeNCTBMETO Ha ygoctoBepeHuneTo. lNpekpataBaHeTo Boan Ao 6e3BBb3BpaTHO cnvpaHe Ha 4eNCTBUETO Ha
yAOCTOBEPEHNETO.

Ako ygoctoBepeHue 6bae npekpaTeHo cneq nbpBOHAYanHOTO akTUBMpaHe, To rybu BannaHocTTa
CM OT MOMEHTa Ha MnpeKkpaTsBaHe M HEroBUST CTaTyC He Moxe fa Obae Bb3CTaHOBEH MPU HUKAKBU
obcroaTencraa.

Ako EBPOTPDBLCT cnpe nnu npekpatn kBanuduuupaHo yoocTOBEPEHUE, TOW pernctpupa tasm
npomsiHa B cBosiTa 6a3a gaHHU C KBanuduuupaHu yaocToBepeHns u nybnmkyBa OTMEHEHUSA cTaTyc Ha
yAOCTOBEPEHMETO CBOEBPEMEHHO. CnMpaHeTo Unu NpekpaTsiBaHeTo cTaBaT BanuaHu BegHara cnepj kato
yaoctoBepeHuneTo 6bae nybnvkyBaHO B XpaHWUMULLETO.

Ycnyrute no ynpaBneHWe Ha npekpaTsiBaHe W CnupaHe Ha OEeWCTBMETO Ha KBanuduuupaHo
YyAOCTOBEPEHME Ca Ha pasnonoXeHne AeHOHOLWHO, 7 AHW B ceamuuaTa.

CnupaHe Ha y[aoOCTOBepeHWsi, u3gageHu oThaneyeHo, npe3 MOOUNHOTO NPUNOXeHWe Ha
EBPOTPBCT, He ce gonycka.

451 OBCTOATENICTBA 3A NPEKPATABAHE HA KBAJIM®ULIMPAHO YOOCTOBEPEHUE

EBPOTPBCT npekpataBa nsgageHo oT Hero ksanuuumpaHo yaocToBepeHue, Npu Hanvymne Ha
cnegHUTE XMnoTesu:

» KoraTo UHpopmMaumsTa, BNncaHa B Y4OCTOBEPEHMETO Ce € MPOMEHUNa;

» KoraTo MMa NofO3pPEHME, Y€ YaCTHUSAT KoY, CBbp3aH C NyGnnMYHUA KoY, CbabpXKall ce B
yOOCTOBEPEHNETO € KOMNPOMETUPAH;

> noTpebutenaT pewn Aga npekpatu goroeopa ¢ EBPOTPBLCT;

» CMDBPT UnNu noctaesiHe Nof 3anpelleHne Ha Tutynaps/CbhagaTtens;

» npekpaTaBaHe Ha npefcraBuTenHaTta BnacT Ha Tutynapa cnpamo Cbe3gaTens;

» korato [loTpebGuTtenat He OTroBaps Ha W3NCKBaHWATA Ha npuetata [lonutuka 3a
yOoCTOBEpPsIBAHE;

» ako YgocToBepsiBaluMs opraH npekpaTtu 4enHocTTa Cu;

» ako [loTpebutenaT Abimku HeumsnnaTeHW Takcu 3a nNpenocTaBsHU  KBanuduumpaHm
yOOCTOBEPUTENTHU YCAYTN;

» KOraTto HageXaHoCTTa M CUFypHOCTTa Ha YacTHMS KMod Ha Y[AocToBepsiBaluMs opraH e
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HapyLleHa;
» koraTto [loTpebuTten, KOWTO € CRAy)XWUTen Ha efgHa opraHu3aums npekpatu goroBopa Ccu 3a

paboTa 1 He N3TpUe YacTeH KIoY, KOWTO CbOTBETCTBA Ha M34aAeHOTO KBannuumMpaHo yaoCTOBEPEHNE.

4.5.2 TPOLUEAYPA 3A NMPEKPATABAHE HA KBAJIMOULIMPAHO YOOCTOBEPEHUE

45.2.1 TlMpoueaypa 3a npekpaTsaiBaHe Ha KBanuduumnpaHo yaocToBepeHne Ha KpaeH notpeburen

MpekpaTsiBaHe OENCTBMETO Ha KBanUUUUPaHO YAOCTOBEPEHME Ha KpaeH noTpedbuten ce
npegxoxaga OT rnodaBaHe Ha MCKaHe 3a npekpartsBaHe nped Pervctpupawms opraH Ha EBPOTPBCT.
MckaHeTo 3a npekpaTsBaHe Ha y4OCTOBEPEHME MOXe [a Ce permctpupa erniekTpoHHO, CamMoO Korato
Tutynaps/Ce3gatens nma (apyro) BanvaHo M OCTBLMHO 3a Non3BaHe KBanuuumpaHo yaoCcToBepeHne
3a enekTpoHeH noanuc/nevat. B npoTuBeH criyyan ce npaBW UCKaHe Ha MACTO Npen oTopusmpaH
onepatop npu Peructpupalums opraH.

Bcako wvckaHe 3a npekpatsiBaHe Ha ygoctoBepeHue TpsAbBa [a cbabpXka HeoCcnopumu
JokasaTtencrtsa 3a NoTBbPXXAEeHWe Ha npekpaTaBaHeTo.

Mpouenypata 3a npekpaTaBaHe Ha KBanuuumnpaHo yaocToBepeHne ce U3BbpLLBA, KaKTo creaga:

» OtopusnpaHuat onepatop B Peructpupawma opraH HeszabaBHo, 6e3 ga wmaeHTMduumnpa
notpebuTens, cnupa 4ENCTBUETO HA YOOCTOBEPEHMETO;

» Pernctpupallmdar opraH CTpPoro criefiBa U3nuckBaHudaTa 3a naeHTudukaumnsa u yctaHoBsiBaHe Ha
aBTEHTUYHOCT Ha TuTynapsa/Cb3gatenst unu ynbiaHOMOLLEH MPeACTaBUTEN Ha PUONYECKOTO Nuue m
npuyunHUTE 3a npekpatsasaHe. [pn HeobxogumocT TuTynapat/Cb3gatensat Unv YNbIHOMOLLEHUAT
npencrtaBuTEN Ha IOPUOMYECKOTO NuUue nocewasa nuuHo Peructpupawums opraH Ha EBPOTPBCT 3a
nocrneapalla npoBepka Ha NOEHTUYHOCTTA, PECTNEKTMBHO CaMOSIMYHOCTTA Ha NoTpebuTens;

» Cnea ycnewHo yaoctoBepsiBaHe Ha aBTEHTMYHOCTTA Ha Tutynapat/Cb3gaTtenaTt vmnm Ha
YMbAHOMOLLEHUAT NpeacTaBuUTen Ha puManYeckoTo nuue, Pernctpupawimsa opraH nogasa 3asBka [0
onepaTtMBHUA YOOCTOBEpsiBaLL, OpraH 3a npekpatsaBaHe Ha ygocTtoBepeHue. Cref noTBbpXaeHue oT
YaocToBepsiBalus opraH ce U3nbiiHABa UCKaAHETO 3a NpekpaTaBaHe Ha yOOCTOBEPEHMWETO;

> Mpn HeycnewHa waeHTU(UKAUNS U NpoBEpKa Ha YCnoBudATa 3a npekpaTsBaHe,
Pernctpypawnar opraH OTXBbpSid MCKAHETO 3a NpekpaTsBaHe Ha yaoCTOBEpPEHMEeTO U He3abaBHO
nssectaBa Tutynapat/Cbu3gatenaT unvM ynbHOMOLLEHMAT NPeacTaBuTeN Ha pUANYECcKoTO nuue 3a
NPUYNHKTE 3a TOBA;

» T[loTpebuTten, ¢ OTXBbPI/IEHO UCKaHE 3a MpeKpaTsBaHe Ha KBanvduuMpaHO yOoCTOBEPEHME,
MOXe [a nodage HOBO UCKaHe 3a NpekpaTaBaHe Ha yaOCTOBEPEHUETO, Crneq Kato OTCTPaHU NOCOYeHUTe
NMPUYNHK 3a 0TKa3a;

» Cnep npekpatsBaHe Ha ygoctoBepeHneto, EBPOTPDBCT, upes cBosi YoocToBepsiBall, OpraH,

He3abaBHO nybnukyBa MNpekpaTeHOTO ygocTtoBepeHMe B Cnucbka CbC CHPEHUM W MpekpaTeHn
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yooctoBepeHus (CRL), kaTo nsgasa HoB CnnCHK,;

» Cnen npekpatsiBaHe Ha kBanuduumpaHoto ygoctoBepeHne, EBPOTPBCT yBemomsiBa
Tutynaps/Cb3gaTtens Ha NpeKkpaTeHOoTO Yy4OCTOBEPEHME.

MpekpateHo ygoctoBepeHne Ha Tutynaps/Cb3gatensd He nognexmn Ha Bb30OHOBsIBAHE MW Ha
NOAHOBSAIBAHE.

Mpw n3nonseaHe Ha MOBWUIHO NPUITOXEHME, CE NPUEMA, Y€ UCKAHETO 3a NpekpaTsaBaHe e Hanuue,
korato NoTpebutenaT e akTuBMpan cboTBeTHaTa PYHKLUMOHANHOCT, YCTaHOBEHA B NPUINOXEHNETO. B TO3M

criyyai ropHuTe npoueaypu He ce npunarar.

4.5.3 TPATUCEH NEPUOM HA NMPEKPATABAHE HA KBAJINMOULIMPAHO YO OCTOBEPEHUE

Mpeon ga cnpe OencTBMETO Ha BanuOHO kBanuduumpaHo ygoctoBepeHne EBPOTPDBCT, upes
cBos Pernctpupaly opraH, cnvpa AencTBMETO Ha yOOCTOBEPEHMETO 3a rpaTUCEH Nepuog A0 YTOYHABaHe
Ha MPUYUHUTE 3a CNUPaHEeTOo, HO He No-AbNro OT 72 yaca. B pamkute Ha To3u nepuog EBPOTPBCT
obpaboTBa MckaHeTo 3a NpekpaTaBaHe Ha KBanMduUMpaHOTO yaOCTOBEPEHHUE.

"paTnceH nepuog He ce Jonycka Npu oTaaneyeHo nsgageHn yaooctosepeHus. Te ce npekpaTtasar

He3abaBHoO.

4.5.4 OHNAMH NPOBEPKA HA CbCTOAHMUETO HA YOOCTOBEPEHMUE

EBPOTPBCT ocurypsiBa kBanuduumpaHa ycriyra 3a npoBepka Ha CbCTOSHMETO Ha U3gageHuTe
yOoCTOBEpEeHUa B peanHo BpeMe. Tasum ycrnyra ce u3BbplUBa Bb3 OCHOBa Ha [MpoTokon 3a OHNawH
npoBepka Ha cTaTyca Ha ygocTtoBepeHne (OCSP), onncaH B RFC 2560. M3nonssaHeTto Ha OCSP paea
Bb3MOXHOCT Aa ce npugobune nHdopmMmaumsa 3a CbCTOSHUETO Ha yaocToBepeHusiTa, 6e3 ga ce M3uckea
npoBepka B CNNCHK CbC crnpeHun 1 npekpateHn ygoctosepenus (CRL).

OCSP ycnyraTta reHepupa OTroBop, ocHoBaH Ha 6a3a gaHHu. OCSP oTroBopa € BanuaeH o 7
AHW. 3a ga ce nogabpka NpPaBUHOTO U3NbIIHEHME Ha cucTemarta, otroBopuTe Ha OCSP ca kewwmpaHn
3a npeaBapuTeENHo onpegerneHo BpeMe (0OOMKHOBEHO HE MOBEYE OT HSKOJMKO Yaca).

lMpoBepka Ha cTaTyC Ha yaocToBepeHue B pearnHo Bpeme no OCSP npoTokon MoXe Aa ce U3mbiHu

npes UHTepHeT, Ha cTpaHuuata Ha EBPOTPDBCT: https://www.evrotrust.com.
455 OBCTOATEJNICTBA 3A CTUPAHE HA KBAITUGULIMPAHO YOOCTOBEPEHUE
EBPOTPDBLCT, 4pes cBosi onepaTtuBeH Ygoctoeepsieall opraH (,Evrotrust RSA Operational CA®),

cnvpa AelUCcCTBUETO Ha BanvaHO YAOCTOBEPEHME NPy onpeaeneHn YCrnoBusi.

EBPOTPBLCT npeanpvema He3abaBHM OENCTBMS NO UCKAHETO 3a CNUpaHe Ha YOAOCTOBEPEHNUE.
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3a BpemeTo, Npe3 KOeTo YOOCTOBEPEHMETO € CMpsHO, TO Ce CyMTa 3a HeBanuAHO U BCUYKU

enekTPoHHU noanucu/neyaTtu, NpoBepsiBaHM C TOBa YAOCTOBEPEHME Ca HEAENCTBUTENHM.

456 MNPOUEOYPA 3A CIUMPAHE WU BB3OBHOBABAHE HA KBAJIMOULIMPAHO
YOOCTOBEPEHUE

CnvpaHe gencTBMeTO Ha KBanudumumpaHo yOOCTOBEPEHME Ce npeaxoxaa OT perncrpypaHe Ha
nckaHe 3a cnupaxe npeg Pernctpupaliusa opraH.

» WckaHeTo 3a cnupaHe Ha yaoCTOBEPEHUE MOXE Aa Ce perncTpmpa no enekTpoHeH NbT unn aa
ce nogage Ha xapTus npeq oTopuaupaH onepatop Ha Pernctpupawus oprad Ha EBPOTPBLCT.

» WckaHeTo 3a cnvpaHe Ha yaAOoCTOBEepeHue, No ENEKTPOHEH MbT Ce YAOCTOBEPSIBA C €NIEKTPOHEH
noanuc/neyar, CbOTBETCTBALL HA BannaHo yaoctoBepeHune Ha Tutynaps/Co3gartens.

» OtopusnpaHnat onepatop B Pernctpupawms opraH HeszabaBHO, 6e3 ga uvageHTuduumpa
notpebutensa, cnupa [AeWCTBMETO Ha  KBanuduumpaHoTo yaoctoBepeHue. CnuvpaHeTo Ha
YAOCTOBEPEHNETO Ce U3BBLPLUBA, Ype3 BPEMEHHOTO My BnucBaHe B Cnncbka CbC CNPEeHN 1 rnpekpaTeHn
ypocTtoBepeHus (CRL).

» Pernctpmnpawuart opraH He MOXe [1a OTXBbpris UCKaHe 3a CrivpaHe.

» Cnepn cnvpaHe Ha yaoctoBepeHne, EBPOTPBCT, upes cBos onepatmBeH YOocTOBepsiBaLL
opraH He3abaBHO nybnukyBa CcnpsHOTO YyAaoctoBepeHve B Cnncbka Ha CNpeHn W npekpaTeHu
yooctoBepeHus (CRL), ype3 nsgasaHe Ha HOB CNMCHK.

» Cneg  cnupaHe Ha  yOOCTOBeEpeHue, EBPOTPBCT  HesabaBHO  yBegowmsiBa
Tutynaps/Cb3gatens Ha CNpsStHOTO KBanNUUUMpaHo yaoCTOBEPEHME.

» CnupaHe 1 Bb306HOBSIBaHe Ha KBanuuumpaHn yaocToBepeHns, u3gageHn otganevyeHo, npes

MOBMNHOTO npunoxxeHme, He ce gonycka.

457 TPATUCEH NEPMOA HA CNMUPAHE HA KBAJIMOULIMPAHO YOOCTOBEPEHUE

EBPOTPBLCT cnupa penctesnmeto Ha kKBanuduuupaHo YOOCTOBEPEHME 3a eNeKTPOHEH
nognuc/neyat 3a rpatmMceH Nepuod A0 YTOYHSIBaHE Ha NpUYMHUTE 3a CIMPAHETO, HO He NO-AbNro OT 72
yaca.

"paTnceH nepuopn Ha cnvpaHe Ha KBanuguuupaHn yagoctoBepeHus, U3gajeHn otaaneyeHo, npes

MOBWMHOTO NPUNOXEHNE, HE ce AonycKa.

4.5.8 Bb3OBHOBABAHE JEACTBMETO HA CNPAHO YOOCTOBEPEHUE

EBPOTPDBLCT Bb306HOBSIBA 4ENCTBUETO HA CMPSHO YOOCTOBEPEHUE:!
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> cnep KkaTo oTnajaHe OCHOBaHMETO 3a CriMpaHe, Npean Aa ustede nepuoaa Ha cnvpade;
> No uckaHe Ha TuTynsaps, cnep UssiCHABaHe Ha NPUYMHNUTE 3a NMOUCKAHOTO CNpaHe;

Cnen Bb306HOBSIBaHE Ha YAOCTOBEPEHWE, NOCIEAHOTO CE cYMUTa 3a AeUCTBUTENHO.

4.6 TMPOBEPKA HA AKTYAJTHOTO CbCTOAHUE (CTATYC) HA KBAJTIMUGULIMPAHO
YOOCTOBEPEHUE

MHdopmauusa 3a cbCTOSHMETO Ha yaocTtoBepeHusd, ngageHn ot EBPOTPBCT moxe ga 6bvae
nonyyeHa B Cnucbka CbC cCnpeHu u npekpateHn ygoctoBeperuss (CRL), nybnukyBaH Ha camta Ha
EBPOTPBCT B uHTepHeT u upe3 [poTokona 3a OHManH NpoBepka Ha cTaTyca Ha ygoCTOBepeHusTa
(OCSP).

Y[oCTOBEPUTENHUTE YCIYrM 3a NPOBEpPKa Ha cTaTyca Ha KBanuduvuupaHutTe yaoCTOBEPEHMSA ca

AOCTBLMNHU B pexknm 24/7/365 (HenpekbCcHATO AencTBaLUN).

4.7 TNPEKPATABAHE HA OIOBOP 3A KBAIIM®ULIMPAHU YOIOCTOBEPUTEJIHN YCITYTU OT
NOTPEBUTEN

HoroeopbT 3a kBanuduumpann ygoctoeputenin yenyrn mexagy EBPOTPBCT u MNMoTtpebuten ce
npekparssa:

» crned uM3TMYaHe Ha Ccpoka Ha BanuAHOCT Ha MocnegHoTo M3fdafeHo KeanvduuupaHo
yAOCTOBEPEHME 1 NOTPEOUTENAT He e Npeanpuen 4eNCTBUSA, 3a Aa akTyanuampa CBOEeTO KBannduumpaHo
YAOCTOBEPEHWE;

» KoraTo KBanuduumpaHoTO yaocToBepeHve e 6uno npekpateHo M notpebutens He e
npegnpuen 4encTBus No U3gaBsaHe Ha APYro yOOoCTOBEPEHME.

» npu 3aKkpmBaHe Ha npodun Ha NoTpebuTten oT mobunHoTo npunoxeHne Ha EBPOTPBLCT. B

TO3U cnyqa|7| BCUYKN n3gageHu KBaJ'II/ICbI/ILI,VIpaHI/I YAOCTOBEPEHUA Ce NnpeKkpaTdaBar.

5 KOHTPOIJ1 HA ®USUNYECKATA N OPTAHU3ALUNOHHA CUTYPHOCT

5.1 KOHTPOIJ1 HA PUSNYHECKATA CUTYPHOCT

MepknTe npegnpueTn NO OTHoLeEHME Ha msmnyeckaTa 3awmta Ha EBPOTPBLCT ca enemeHT ot
paspaboTeHaTa n BHegpeHa B EBPOTPBCT Cuctema 3a nHgopmaunoHHa CUrypHOCT, CbOTBETCTBALLA
Ha uaunckeaHudaTa Ha ctadgapTta ISO/IEC 27001:2013 n ISO/IEC 19011:2011.

MepkuTe cBbp3aHM C u3nyeckaTa 3awmuta Ha MHMOPMAUMOHHUTE LAHHW, TEXHOMOrMYHUTE

cuctemu, noMelleHndaTa n CBbp3aHuUTe C TAX nogabpXXaly cuctemMm ca HaCcod4eHu KbM npeanorepaTtdBaHe
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» HepaspelleH [OCTbM, HAHACsHe Ha WeTn 1 HaMmeca B ycrnoBusaTa Ha paboTa;
» 3aryba, Bpeau unm KOMnpoMeTupaHe Ha pecypcu;
» KkomnpomeTupaHe wunuM Kpaxba Ha wHdopmauma unm cpeactea 3a obpaboTka Ha
WHdopMaumaTa.

NHdppacTpykTypaTta Ha gocTtaBymka € hmandeckm n nornyeckn obocobeHa n He ce n3nonsea npu

apyru genHocTu, konto ,EBpoTpbeT TexHonbopkuc ALl ocblyecTssBa.

5.1.1 NOMELUIEHNA N KOHCTPYKLIUA HA MOMELLEHUATA

EBPOTPDBLCT pasnonara cbC cneumanHo KOHCTPyMpaHo 1 06opyaBaHO MOMELLIEHNE C HAal-BUCOKA
CTENEH Ha KOHTPOI Ha hM3NYECKN JOCTBN, B KOETO Ce NOMeELLaBaT Y40CTOBEPsIBALL, OpraH Ha AOCTaB4YMKa

N BCUYKMTE LLEHTPAnHN KOMMNOHEHTM Ha UHAppacTpyKTyparTa.

51.2 OUNYECKUAT OOCTbI

dusmyeckaTa CUrypHOCT Ha CUCTEMUTE 3a M3JaBaHe W ynpasBneHue Ha YOOCTOBEepeHus e
cbobpaseHa C M3MCKBaHMATA Ha MeXayHapOAHW CTaH4apTU U NPENnoOpPbKM.

3a obopyaBaHeTo B 3awMTEeHOTO M m3onupaHo nomeweHve Ha EBPOTPDBCT e ocurypeHa
duandecka HernpuKocHOBEHOCT. MiMa ABydbakTopeH KOHTPOM Ha AOCTbMa M [OEHOHOLWHA BbOpbXeHa
dmsnyecka oxpaHa. He e no3soneH uanyeckn OCTbN A0 KPUTUYHOTO obopyaBaHe 3a noseyve ot 30
(TpuaeceT) MMHYTU Ha noceweHne. He e no3BoneH AocTbn Ao wkadga ¢ obopyaBaHEeTo Ha noseye oT 2
(nBe) otopmsmpaHu TexHuyeckn nuua Ha EBPOTPBCT. Becekn goctbn A0 MOMELWEHUsiTa C KpUTU4Ha
WMHpACTPyKTypa ce JOKYMEHTMpPa B CNeumantn XXypHanu.

3awwuTara Ha crpagata Ha EBPOTPBLCT e peanuanpaHa oT HEBbOpbXKeHa 24-4yacoBa oxpaHa. B
nomeweHuata Ha EBPOTPBCT wuma Cuctema 3a anapmeHa curHanmsaumd, Cuctema 3a
BuaeoHabnogeHne, CurHanHo-m3eectutenHa cuctema n Cucrema 3a KOHTPON Ha JocTbna.

B EBPOTPBCT oducute Ha Pernctpmpallute opraHn ca o6ocobeHn n otaeneHn ot octTaHanute
nomeLeHns. CbopbXKEHM ca C TeXHMKA, No3BoNnsBaLla 6€30nacHO CbXpaHeHWe Ha LaHHU U OOKYMEHTMW.
JocTbnbT A0 Te3n 30HW ce cnegu v orpaHuMyaBa 0O OTOPU3UPaHU nuua, CBbpP3aHW C OEeMHOCTTa Ha
Peructpupawims opraH (onepatopu Ha Peructpupalumsi opraH, CUCTEMHU agMUHUCTPATOPU) N TEXHUTE

KIMNEeHTN.

5.1.3 CBXPAHEHME HA HOCUTEINN HA OAHHU

Bcuukn HocuTenu cbabpxawmy codTyep, apxvMBM Ha OaHHU MNU oauTHA MHopMauust ce
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CbXpaHABaT B OrHeEyrnopHa Kaca B cneunanHo apxXmBHO NnomMelleHne ¢ BbBedeH KOHTPOJT Ha AOCTbI. B

nomeleHneTo ¢ apxmBa Ha EBPOTPDBCT mma nsrpageHna cucrema Ha pusanyecka u normyecka sawmra.

5.1.4 WU3XBBPNAHE HA OTNAABLUUTE

XapTueHuTe n enekTPOHHM HOCUTENW, CbObpXKalM eBeHTyanHO 3HayMMa MHdopmaunsa 3a
curypHoctTa Ha EBPOTPBLCT, cneg nstnyaHe Ha onpeaeneHnsi CbriacHo BbTpeLIHMTE npaBunia nepuoa
Ha CbXpaHeHue, Ce YHULLIOXXaBaT B CreLmarnHn yCTpOMCTBa 3a HapsA3BaHe.

HocuTtenuTe Ha nHpopmaumsa 3a kpuntorpadpckmMTe KNoYoBe, 3NON3BaHu 3a TAXHOTO CbXpaHeHne
N KoOoBeTe 3a AO0CTbM A0 Hed, ce pasgpobsBar C MOAXOASWM YCTpoWcTBa. ToBa ce OTHacsa 3a
HOCUTENUTE, KOUTO HE NO3BOJIABAT OKOHYATENHO 3anMyaBaHe Ha CbXpaHeHU JaHHU U TAXHOTO MOBTOPHO
n3nonsBaHe.

B onpegenenn cnyvaun, nHpopmaumaTa OT NPEHOCMMM HOCUTENN Ce YHULLIOXKaBa, Ype3 U3TpuBaHe

unu cdoopmaTtupaHe Ha cpefata 6e3 Bb3MOXHOCT 33 Bb3CTaHOBABaHe.

5.2 OPrAHM3ALUMUOHEH KOHTPOI1

Becuuku npouenypu, Kacaewm curypHocTTa npu usgaBaHe, agMUHUCTPUPAHE U U3MNOon3BaHe Ha
KBanuduumpaHm yaoCTOBEPEHUS] 3@ YCbBbPLUEHCTBAH €eKTPOHEeH noanuc/nedar, ce U3nbiHsasaT oT
posepeH nepcoHan Ha EBPOTPBCT.

EBPOTPBCT nogabpxa poctatbyeH 6Gpovi kBanuduuupaHu CAy>XUTENW, KOUTO BbB BCEKU
MOMEHT OT OCbLUEeCTBABaHE Ha [AeWHOCTTa My [a ocurypsiBaT CbOTBETCTBME C AEWCTBALLOTO

3aKoOHOOAaTeNICTBO U BbTpELUHNTE npaBuiia n HOpMU Ha OPYyXeCTBOTO.

5.2.1 OOBEPEHM POJIN

MogpobHo pasnpegeneHve Ha PYyHKUMUTE U OTFTOBOPHOCTUTE Ha MepcoHana e pasnMcaHo BbB
BbTpewHute AokymeHTM Ha EBPOTPDBCT: ANbXHOCTHM XapakTepucCTUKW, LWATHO pasnucaHve wu
CbOTBETHU BbTPELLHN ONepaTuBHU NpoLeaypu.

PasnpegensHeTo Ha yHKUMUTE Ce OCbLLECTBSIBA MO TakbB HauuH, Ye ga 6bae cBedeHa Ao
Bb3MOXEH MUHUMYM OMACHOCTTa OT KOMMPOMETUPaHe, U3TUYaHe Ha KoHdUAeHUnanHa nHpopmauunsa nnm

Bb3HUKBAHE Ha KOHqZ)J'IVIKT Ha NHTEepecu.

5.2.2 WU3UCKBAHUA 3A PA3AENAHE HA OTTOBOPHOCTUTE

[osepeHnte genHoctn Ha nepcoHana Ha EBPOTPBCT ce nanbnHseaT oT pasnuyHn nuua.
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5.3 KOHTPOIJ1 HA NMEPCOHAIA

MepcoHanbT Ha EBPOTPBCT ce CbCToM OT AoCTaTbyeH OPOM BUCOKO KBANUMUUMNPAHWN CY>XUTENN.
Jlvuata, n3BbpLUBaLLM JOBEPEHN ponn umaT HeobxoaumaTa npodpecmoHanHa NnoaroToBka U OnNuT, KOETo
rapaHTupa cnasBaHe Ha M3MCKBAHUSTA 3a CUFYPHOCT U TEXHUYECKM HOPMW 3a OLleHKa Ha CUrypHoCTTa.
MpodecnoHanHMTe no3HaHMA B obnactta Ha WMHAPOPMAUMOHHUTE CUCTEMW, KpunTorpadpusTa wu
NH(pacTpykTypaTa Ha NybnuyHuTe KNioYoBe [aBa Bb3MOXHOCT Ha CRy>XUTENuTe ¢ 4OBEPEHM ponu Aa
N3MbIIHABAT KQYECTBEHO CBOUTE CNYXeOHN 3aabrmKeHus.

Cnyxutenute Ha EBPOTPBCT npemuHaBaT nepuvoaMyHO Mpe3 KypcoBe 3a nocnensawo
AOMbIIHUTENHO 0bBy4eHMe, OTroBapslO Ha CbBPEMEHHUTE U3UCKBAHUS B ObBnacTute Ha OEeNHOCT Ha
EBPOTPBCT.

5.3.1 WU3UCKBAHWUA 3A OBYYEHUE HA NMEPCOHAIJIA HA EBPOTPBCT

MepcoHanbT, KOWTO U3MbIHABA (PYHKUMUTE U 3adadnTe, NpPousTUYaLlM OT HeroBaTa 3aeToCT B
EBPOTPBLCT wvnn 3aetoct B Peructpmpalumst opraH (npy Hanuvyne Ha BbHLIEH Peructpupall opraH)
TpsbBa Aa npemMuHe npes crnegHuTe obyveHus:

» JlpakTvka npu npegoctaBsHe Ha KBanuduumpaHu yOooOCTOBEpUTENHW  ycnyrn“ ot
L,LEBPOTPBCT TEXHONMBIXNC* AL;

» llonutuka npu npegocTaBsHe Ha KBanudUUMpaHO yOOCTOBEpPEHME 3a YCbBbpPLUEHCTBAH
enekTpoHeH nognuc/neyat” ot ,EBPOTPBLCT TEXHOJTbOAXKNC* AL,

» pasnopenbu, npoueaypv 1 AOKYMeHTaumMs, CBbp3aHa CbC 3aeMaHaTa porns;

» TEXHONOrMM 3a CUTYpHOCT W NpPOLEedypu CBbP3aHM CbC CUFYPHOCTTA, W3MOM3BaHM OT
YpocTtoBepsBaLms opraH U Peructpmpalums opraH;

» cucTteMeH copTyep Ha YOocToBepsBalLma opraH u Pernctpupalumns opras;

» OTroOBOPHOCTM, NPOU3TUYALLM OT PONK U 3adayun, U3NbIIHABaHN B CUCTEMATA;

» npoueaypu, U3NbfHABaHM NpU OTKa3 Ha cucTemaTa unuM npekbCcBaHe Ha AEWHOCTUTE Ha

YpocTtoBepsiBalus opraH.

5.4 3ANMNCU HA CBBUTUA U NOOABPXKAHE HA XXYPHAIU

3a edektnBHO ynpaBneHne un dyHkumoHmpaHe Ha EBPOTPBCT, Bcuuku cbbuTMS, nmam
CbLLIECTBEHO 3HAYEHWEe BbpPXY CUIYPHOCTTA U HAOEXOHOCTTa Ha TEXHONOrMYyHaTa cucTema, KOHTpona
BbpXy nepcoHana v noTpebutennte, M BbL3OEWUCTBUETO BbPXY CUTYPHOCTTA Ha NPEeAoCTaBsHUTE
KBanuduunpaHn yaocTtoBepuTenHM yCnyru ce 3anucear.

NHopmauusita 3a eNeKTpoOHHUTE XXypHanu ce reHepvpa aBToMaTU4Ho.
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XKypHanu Ha 3anncu Ha peructTpupann CbomTusa ce cbxpaHsasaT BbB (paninoBe Ha CUCTEMHUSA ANCK
3a Han-marko 6 (wecTt) meceua. Npes3 ToBa Bpeme Te ca AOCTbMHM OHManH UK B NpoLec Ha TbpCceHe OT
BCekun oTopuaupaH cnyxmnten Ha EBPOTPDBCT. Cnepg 1031 nepmog, 3anucuTe ce CbxpaHsaBaT B apxMBuTe.

ApxuBupaHu XXypHanu ce 3anassar B NpoabiikeHne Ha noHe 20 (oBageceT) roguHu.

ApXxmBbBT Ce noanucea C efieKTPOHEH noanuc/enekTpoHeH BpemesBu nedvat. MHdopmaumdara oT
3anucuTte B foroBeTe MEpUoauYHO Ce 3anucBa Ha (PU3MYECKM HOCUTENU, KOUTO Ce CbXpaHsBaT B
cneumnaneH cend, Hammpall, ce B NOMELLEHME C BUCOKA CTEMEH Ha hpnanmyecka 3awmra U KOHTPOS Ha

pocTbna.

54.1 YA3BUMOCT U OLIEHKA

EBPOTPBLCT knacudpuumpa M noggobpXa pPeructpy Ha BCUYKM aKTMBM B CbOTBETCTBUE C
nanckeaHnata Ha ISO/IEC 27001:20013. CvrnacHo ,[lonutukata no curypHoct‘ Ha EBOTPBCT ce
M3BbPLUBA aHanM3 3a OLEHKaTa Ha YsI3BUMOCT MO BCUYKM BBTPELUHW Mpoueaypu, NpuUnoXeHus wu
NHOPMaLMOHHN cnucTemn. N3nckBaHuA 3a aHanma moraT, CbLO Taka, Aa 6baaT onpegeneHn oT BbHLWHA
WHCTUTYLMS, yNbNHOMOLWEeHa Aa u3sbpLusa ogut Ha EBPOTPBCT.

AHanM3bT Ha pUcka ce U3BbPLUBA HaN-Marnko BeOHbX roavwHo. PeleHneTo aa ce npucTbunm KbM

aHanm3 ce n3ebpLiBa OoT CbBeTa Ha ,D,leeKTOpI/ITe.

5.5 APXUBWUPAHE

MHdopmauusTa 3a 3HaumMmmnTe CbobUTUA ce apxnBupa B eneKTpOHEH BUA NePUOANYHO.

EBPOTPBLCT apxvBupa BCUYKM [aHHW W annose, CBbP3aHM C. UWHGopmaumsta npu
perncTpaums; CbC CUrypHOCTTa Ha cucTemMaTa; BCUYKU UCKaHUSA, nodadeHu oT notpebutenure; yanarta
MHopMauma 3a noTpedbuTenute; BCUYKM KITHOYOBE, M3MNOM3BaHW OT YAOCTOBepsBalUMTEe OpraHn u ot
Pernctpupawuma opraH; n udanata kopecnoHgeHuua mexgy EBPOTPBLCT u noTtpebutenute. Ha
apxuBvMpaHe ca NoASIOKEeHN BCUYKM OOKYMEHTUM M [aHHW, U3MON3BaHuW B npoueca Ha npoBepka Ha

CaMOJIM4YHOCTTA.

5.6 MNPEKPATABAHE HA JEMHOCTTA HA EBPOTPBCT

5.6.1 W3UCKBAHUA, CBbLP3AHU C NPEXOOA OO MPEKPATABAHE HA OEMHOCTTA HA
AJOCTABYMKA

Mpeav yoocTtoBepsiBalma opraH Aa npekpaTu ycrnyrute cu, Tov e AnbXeH Aa:

» yBegomu OpraHa no Haa3op 3a CBOETO HaMepeHue Aa NpPekpaTn yCcrnyrutTe cu, B cryyanm Ha UCK
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3a 006aBsIBaHe Ha OPY>XeCTBOTO B HECbCTOATENHOCT, 065BSBaHE Ha APY>KECTBOTO 3@ HEAENCTBUTENHO NN
3a Opyro UckaHe 3a npekpaTtsBaHe, UNu 3a 3anovBaHe Ha npoueaypa no nukeMaaums. YBegoMreHMeTo
cnepnBa ga 6bae HanpaBeHo 4 (4eTupun) Mecela Npean AoroBopeHaTa gata Ha npekpaTsBaHe;

» yBegomwu (Har-marnko 4 Meceua npeam Toea) CBouTe NOTpeduTenn 3a peLleHneTo ga npekpatm
NpeaoCcTaBAHUTE OT HEro ycnyru;

» MNpOMEHM cTaTyca Ha CBOUTE YAOCTOBEPEHUS;

» npekpaTh BCUYKM yOOCTOBEPEHUS Ha noTpebutenute B pamkute Ha obsiBeHMs nepuog 3a
npekpaTtsiBaHe Ha OeNHOCTTa;

» yBEOOMW BCUYKM CBOM NOTpebuTenu 3a npeyctaHoBSABaHe Ha yCrnyruTe;

» npaBu TbProBCKN pasyMHWN yCUnWs, 3a Aa cBede A0 MUHUMYM HapyllaBaHeTO Ha MHTepecute
Ha noTpebutenure;

» u3nnawa KoMmneHcauum Ha notpebutenute (KomneHcaummite TpsibBa pga Obaar
NpONopUNOHanHu Ha ocTaBallusa Nepuoa Ha BanuaHoOCT Ha yOOCTOBEPEHMATA);

» U13BbpLUBA HeobxoaMmmuTe AencTBus, 3a ga moxe OpraHa no Haa3op Aa noaabpxa Cnucbka
CbC CripeHun n npekpateHn ygoctosepeHus (CRL).

AKO pelleHMeTO 3a npekpaTsiBaHe Ha YAOCTOBEPUTESNHWUTE YCnyrm ce OTHaca camo Ao
Pernctpupalyunsa opraH, ToM e gnbXeH aa:

» yeegomn EBPOTPBLCT 3a cBoeTo HamepeHwe da npekpatn AenHOCTTa Mo perucrpaums.
YBegomneHneTto crnegBa ga 6bae HanpaBeHO 4 (4eTMpu) Meceua npeau AoroBopeHata Aata Ha
npekpaTsaBaHe;

» npeaasa Ha npuemalumsa [JocTaBumK LANoCTHaTa JOKYMEHTauus, cBbp3aHa ¢ notpebutenure,

BKIMHOYNTENTHO apxmuBa 1 AaHHUTE 3a OO4UT.

5.6.2 NPEXBBPNAHE HA [JOEAHOCT KbM [OPYI OOCTABYMK HA KBANU®ULIMPAHU
YOOCTOBEPUTENTHU YCINYTU

3a ga ce ocurypu HeENpeKbCHaTOCT Ha n3gaBaHe Ha KBanuuumpaHn yoocToBepuUTENHM YCIyru 3a
notpebutenute EBPOTPBLCT mMoxe Aa nognuwie cropasymeHue ¢ Apyr keanvduumpaH AOCTaBYMK Ha
yaocTtoBeputennn ycnyru. B Toau cnyyan, EBPOTPBCT Tpsibea aa:

» yBegomu OpraHa no Haa3op 3a HaMEePEHMETO CU, He MO-KbCHO OT 4 Mecela Npeau Aatata Ha
npekpaTsiBaHe U NpexBbpnsaHe Ha JeNHOCTTa;

» nonara BCUYKWN YCUINS U TPWXKK, 3a 4a NPOabIDKM OENCTBUETO Ha U3QadeHUTe NoTpebuTenckm
YAOCTOBEPEHWS;

» yBegomu nucmeHo OpraHa no Haasop u MNoTpebutenute, Ye genHOCTTa My ce noema oT apyr
perucTpypaH AOCTaB4YMK, KakTO U OTHOCHO MMeTO My. YBedomrieHneto ce nybnukyBa B WHTepHeT
cTpaHuuata Ha EBPOTPBCT;
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» yBegomu [loTpebuTenute OTHOCHO YCroBusiTa NO MNOAAPbBXKA Ha MPexBbplieHnTe
yAOCTOBEPEHNS KbM npremMawmns [JoctaByuk;

» TMNpOMeHM cTaTyca Ha onepaTtMBHUTE YOOCTOBEPEHUS W HaAMexHo npegage uanata
AOKYMeHTaLms, CBbp3aHa C AeHOCTTa CU Ha npuemawms [loctaBunk, 3aeqHO C BCUYKM apXMBU, KaKTO U
BCWYKWN N3aadeHN YAOCTOBEPEHUS (BanuaHW, NpekpaTeHn 1 CrnpeHn);

» U3BbPLWM HeobxooumMuTe OENCTBUS 3a MPEXBbPIsSHE Ha 3adbiDKEHUATa Mo noadpbXka Ha
MHGOpMaUMATa KbM npuemawims [JJoctaBuuk;

» NpexBbpn yNpaBreHNEeTo Ha Beve n3gageHuTe yaoCcToBepeHns 3a KpanHn notpebutenm kem
npuemawunsa JoctaBuuk;

MpuemawuaTr JocTtaBumk noema npaeBata uM 3agbivkeHusitTa Ha EBPOTPBLCT c npekpaTeHa
AEVHOCT 1 npoabikaBa Aa ynpaBnsiBa akTMBHUTE KBanMduumnpaHm yaoCcToBEPEHNS A0 Kpas Ha TAXHOTO
Jencreue.

ApxuebT Ha EBPOTPBCT c npekpaTeH cTaTyc TpsibBa ga 6bae npegageH Ha [loctaBunka npuen

OEenHoCTTa.

5.6.3 OTHEMAHE HA KBAINU®PULIUPAH CTATYT HA AOCTABYUK UM HA KBAJTUGULIUPAH
CTATYT HA CbOTBETHA YCNYTA

Mpu oTmsiHa Ha kBanuduumnparusa ctatyT Ha EBPOTPBCT unu Ha HAKOS OT npegocTaBsiHUTE OT
Hero yaoCTOBEPUTENHN yCnyru, TOM U3BbpPLLBA CNeaHOTO:

» yBegomsiBa notpebutenuTe cu 3a NPOMEHEHUS CTaTyT Ha CBOUTE YCIyr;

» MNpOMEHs cTaTyca Ha CBOUTE YAOCTOBEPEHUS;

» npekpaTsaBa ga nsgasa HOBM KBanuuumnpaHmn yaoctToBepeHus, Ho Npoabikasa aa ynpaenssa
aKTUBHUTE YOOCTOBEPEHMS 4O Kpasi HAa TAXHOTO AENCTBMIE;

» nMpaBu TbProBCKM pasyMHU ycunus, 3a ga ce csBefe A0 MWHUMYM HapyllaBaHeTO Ha

MHTEpecuTe Ha I'IOTpe6I/1TeJ'I nTe.

6 YMNPABJIEHUE U KOHTPOJ1 HA TEXHUYECKATA CUT'YPHOCT

6.1 TEHEPUPAHE N UHCTANIUPAHE HA JBOUKA KITFOYOBE HA YOOCTOBEPSABALL OPTAH

EBPOTPBLCT reHepupa geonkm kpuntorpadckmn (RSA) krntovoBe Ha 6a30BMst U HA onepaTUBHUA
YaocToBepsiBalm opraHy Kato uanonaea xapgyepHa kpuntocuctema (HSM/Hardware Security Module) ¢
HMBO Ha curypHocT FIPS 140-2 Level 3 unu no-sncoko, cbotBeTHO CC EAL 4+ nnn no-Bucoko.

EBPOTPDBLCT mn3anonssa cBoUTE YaCTHM KINoYoBE caMo 3a LieNInTe Ha AeMHOCTTa CU, KaKTo cneaBa:

» [a noanucea u3gaBaHWTE onepaTMBHM YOOCTOBEPEHUSI Ha YAoCToBepsiBalMTE OpraHu B
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CBOATa UHAPACTPYKTYpPa;

» [p[anognucsea usgasaHuTe u nyénukysaHn CnncbLmM CbC CIPEHU U NpeKpaTeHn yaoCcToBEPEHNS
(CRL);

» [a noanuceBa BCUMMKM u3gageHn v nyonvkyBaHu KBanuduuupaHu YOOCTOBEpeHus 3a

eneKkTpoHeH noanuc/neyart Ha MoTpebutenure.

6.1.1 TEHEPUPAHE HA BOUKA KITIOYOBE HA TUTYNAP/CBH3OATEN

[Borikata «knoyoBe Ha Tutynap/Cb3gaten Ha  KBanuuumpaHo YyOOCTOBEpPEHME  3a
YCbBbPLUEHCTBAH €NeKTPOHEH noanuc/nedart ce reHepypaT B CUIypHa cpeda cnopen U3ncKBaHuATa Ha
Pernament (EC) Ne 910/2014.

KOHTpONMBbT Ha YacTHUA KIOY € 4Ype3 KoA 3a AOCTbM. TUTYNApAT M3NoNn3Ba YacTHWUS KoY Aa
cb3gage nognuc/neyart KaTo BbBexAa Koda B CUrypHata cpefa 3a Cb3faBaHe Ha YyCbBbpLUEHCTBaH
eneKkTpoHeH noanuc/neyar.

KoraTto pgBonkata krntodoBe ce reHepupa npu Tutynap/Ce3gaten, EBPOTPBLCT npenopbysa
nocnegHnAaT ga msnonasa ogobpeHa cpeaa, B MHdpacTpyktypata Ha EBPOTPBLCT, 3a cb3gaBaHe Ha
YCbBbPLUEHCTBAH E€NEKTPOHEH Noanuc/nedart unm ekBMBaneHTHa TakoBa, OTroBapsLa Ha U3MCKBaHMATa
Ha PernameHT (EC) Ne 910/2014 n cbBMecTUMO € UH(pacTpykTypaTta Ha EBPOTPBCT.

B cnyuyauTe, Korato reHepvpaHeTO Ha [BOWKaTa KMO4YOBE Ce OCbLUEeCTBABA Npy TUTynapa unu
Cbapgatens, CbLMAT HOCK MbJIHATa OTFTOBOPHOCT MO 3aluMTaTa Ha YaCTHUSA KoY, € Lien NnpeaoTBpaTsaBaHe
Ha HEroBOTO KOMMPOMETMpaHe, paskpuBaHe, moguduumpaHe, 3aryba mnm HepaspeLleHO Mon3BaHe.
Tutynapat/Cb3gatenaT HOCU OTFOBOPHOCT 3@ NPOMYCKU UMW AEACTBUSA Ha YNbHOMOLLEHM OT TAX nuua,
KOMTO Ca YNbIHOMOLLEHN A reHepupaT, NasaT Unn CbXpaHaBaT TEXHUTE YaCTHM KIOYOBe.

Tutynapat/Cb3gaTenaT ce 3agbipkaBa fa wM3nonsBa nuvueHsunpaH codTyep 3a paboTa CcbeC

cpenata 3a Cb3aBaHe Ha YCbBbPLUEHCTBAH €JIEKTPOHEH noanuc/nevar.

6.1.1.1 U3NCKBAHUA KbM CPEOATA 3A Cb3AABAHE HA YCBbBBHPLUEHCTBAH
ENEKTPOHEH NOAMNMUC/NEYAT

Cpepata 3a cb3gaBaHe Ha YCbBbLPLUEHCTBAH ENEKTPOHEH noanuc/medart rapaHTupa, 4vpes
noaxoasLm TEXHUYECKM U NpoLeaypHU CPeACTBa, Han-Marko Ye:

» TMOBepuTenHocTTa Ha AaHHUTE 3a Cb3[aBaHe Ha eNekTPOHeH noanuc/nedaT, U3Non3eaHu 3a
Cb30aBaHETO Ha eNeKTPOHHMA noanuc/neyar, € pasyMHO rapaHTMpaHa;

» [OaHHWUTe 3a Cb3aBaHe Ha eNIEeKTPOHEH noanuc/neyaT Ha nNpakTuka ce cpellaT caMmo BEAHBLX;

» [OaHHWUTe 3a Cb3aBaHe Ha eNekTPOHeH noanuc/nedat ca obe3nevyeHn B JocTaTbyHa CTENEH U
He moraT ga 6baaT U3BMNEeYeHn, a eNeKTPOHHUAT NoAnNuc/nedaT e HageXxaHo 3almnTeH cpeLly noanpaBsiHe,

4ypes n3non3eaHe Ha Hann4yHata KbM MOMEHTa TEXHOJ10InA;
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» [aHHWUTe 3a Cb3gaBaHe Ha eneKkTpoHeH noanuc moraTt ga ObaaT HageXxaHo 3awuTeHu OT
3aKkoHHMA TuTynsap/Cb3gaTen Ha enekTPoHHMS noanuc/neyat cpeLly n3nona3saHe oT Apyru nuua.

Cpepata 3a cb3aBaHe Ha YCbBbPLUEHCTBAH €NeKTPOHEH nognuc/nevaTt He U3MEHNAT LaHHUTE,
KouTo We OboaT noanMcBaHW, M He NpenaTcTBaT npeacrtaBsaHEeTo MM Ha Tutynaps/Cb3gaTtens Ha
€NeKTPOHHUA nognuc/nedart Nnpean noanuceaxHe.

[eHepvpaHeTo UNM ynpaBneHNETO Ha AaHHW 3a Cb3daBaHe Ha EeNeKTPOHEeH nognuc/medart ot

nmeTo Ha TUTyNAps Ha enekTPOHHMS noanuc/neyaTt Moxe aa ce u3Bbpn eguHcTBeHo oT EBPOTPBCT.

6.1.1.2 OTpane4vyeHoO reHepupaHe Ha ABOWKaA KNno4oBe

Covapatenat/Tutynapart usnonssa npegoctaseH ot EBPOTPBCT cneunanusnpan codptyep, 4pes
KOWTO Cce peanusnpa npoleca no reHepupaHe n ynpasreHne Ha KpuntorpadgckiTe 4BOWKa KNOYoBe.
"eHepupaHeTo, N3Mon3BaHETO N CbXPaHABAHETO Ha YaCTHUS KN4 € C BUCOKO HMBO Ha CUIYPHOCT,
KOETO e rapaHTMpaHo OT cpefaTa B KOSATO ce Cb3faBa. Ton e HaAeXaHo 3allnTeH U AOCTbMbLT 40 Hero ce
ocurypsiea camo Ha Tutynaps/Cb3gatenst unv ynbfHOMOLLEH NPeACTaBUTEN Ha OPUANYECKOTO NULE.
Cob3gatenat/Tutynapart nnm ynbiHOMOLLEHUST NPeacTaBUTEN Ha IOPUONYECKOTO Nuue reHepupa
ereKkTpoHHa 3asiBka 3a keanuduumpaHo yanoctoBepeHne B PKCS#10 dopmat v g usnpawia Ha
EBPOTPBLCT. CbwrnacHo npenopbkute Ha RFC 2314 - PKCS#10, ASN.1 cdopmaTbT 3a enekTpoHHa
3asaBka cbabpka DN, nybnunyeH knoy n gpyrn atpubyTi, KaTo BCUYKM T€ ca NOAMMCAHM C YaCTHUS KIHOM.
KoraTo ce n3BbpLUBa OTAaneyvYeHo reHepmupaHe Ha ABonKaTa KniovoBe Mpu 3agBeHO U3gaBaHe Ha
yaocToBepeHne ot mobunHoto npunoxeHne Ha EBPOTPBCT, 1o ce reHepupa B HagexaHa cpeja Ha
EBPOTPBLCT, oTroBapsi, Ha nsncksaHmsTa Ha PernameHTa 3a cpefa 3a cbh3faBaHe Ha yCbBbPLUEHCTBAH

eNeKTpoHeH noanuc.

6.1.1.3 [ocTtaBKa Ha 4YacTeH KIlo4 Ha noTpebuTen

Korato pgBovikata kntoyoBe ce reHepupa npu EBPOTPDBCT, Tutynapat/Cb3gatensat wnm
YMbAHOMOLLEHUAT NpeacTaBuTeNn Ha HPUAMYECKOTO NULE nosiydaBa YacTHUS KW M M30adeHoTo
KBanuduumpaHo yaoctoBepeHve B Perncrpmpalums opraH Ha 4OCTaB4vMKa Unm no enekTpoHEeH NbT.

HavanHuat T[lotpebutenckm u AOMWHUCTPATMBEH KOA 3a OOCTbM Ce MPEedoCTaBAT Ha
Tutynaps/Cbe3gatens unu Ha ynbAHOMOLWEHUS NpeacTtaBuTen Ha puaudeckoTo Nuue B 3anedarteH,
Henpo3payeH XapTUeH MK UK No anTepHaTUBEH eNeKTPOHEH KaHar.

Korato ce u3BbpluBa OTAANeYeHO reHepupaHe Ha [ABoMKaTa KMI4YOBE, YaCTHUAT KN4 ce
reHepupa u cbxpaHsiBa B KpunTupaH Bua B HagexaHa cpega Ha EBPOPTBCT. KpuntupaHeTo Ha kntova
e ypes cb3gageH ot Tutynapsa/Cwagatens MNNH-koa, koeTo obeanevaBa Bb3MOXHOCTTA €4MHCTBEHO TOM

Oa nMva OO0CTbMN 3a aKTuBMpaHe Ha Kriko4a.
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6.1.2 OOCTABKA HA NYBJIMYEH KItOY OT NOTPEBUTEJ HA OCTABYUK

M3nbnHsaBa ce eguHcTBEeHO OT Tutynap/Cbh3gaten vnu ynbrAHOMOLWEH npeacTaBuTen Ha
topnanyecko nuue, Npu KOMTO ce reHepupa ABoKKa KIo4YoBe U KOWMTO cnefsa Aa 4oCTaBu CcBOs NyGrvyeH
kntoy Ha EBPOTPBCT 3a HyxauTe Ha npoueca Ha u3gaBaHe Ha KBanvuumnpaHo yaoCTOBEPEHNE.

Tutynapat/Ce3gatenat unu ynbiHOMOLLEHUST NpeacTaBuTen Ha tpuandyeckoTo nuue OOCTaBss,
ypes Peructpupawymsa opraH Ha EBPOTPBCT, nybnuyHma kntod OT reHepupaHaTta ABovika KIo4oBe, Ypes
3asiBKa B eNneKTpoHeH dopma, uminto cdopmaTt e PKCS # 10. 3asiBkata cbabpxa nyonmnyeH K4 u e
noanvcaHa enekTpoHHO C KOPeCnoHANPALLMSA YacTeH KIoY.

MoTpebutenat moxe ga NpegocTaBy eNEKTPOHHATa 3asiBKa Ha HOCUTES UMK MO €NEeKTPOHEH MbT
B Perncrpupalums opraH, 3aegHo ¢ Apyrute AoKyMeHTu cbrnacHo Monutukata Ha EBPOTPBCT nnu ypes
ctpaHmuata Ha EBPOTPBCT B nHTepHer.

PeructpupawmaTt opraH Ha EBPOTPBLCT 3agbmkuTenHO npaBu MpoBepka Ha ObpPXaHETO Ha
YacTHus koY oT Tutynaps/Cb3gartens unu Ha ynbAHOMOLEHNS NpeacTaBuTeN Ha KpPUaNYEeCcKoTo nuue
¥ NOTBBbPXKAaBa UCKAHETO 3a KBanuduuupaHo yaoCTOBEPEHNUE.

Moco4yeHaTa npoueaypa He ce U3NbrHgABa Npy oTAaneyeHo 3asiBsiBaHe Ha yooCTOBEpeHUs npes

Mo6unHoTo npunoxeHne Ha EBPOTPBCT.

6.1.3 AOBIDKMHA HA KITFOYOBE

AdbmknHaTa Ha OBOVIKA KITOYOBE 3a YCbBbPLUEHCTBAH ENEKTPOHEH nognuc/neyat Ha NoTtpeburten,
reHepupaHa 4ype3 uHdpactpyktypata Ha EBPOTPBCT e 2048 6uta, ¢ npunoxuma komOGuHaums Ha
acMMeTpu4HM 1 Xew anroputmun: sha256-with-RSA.

HesaBucMmo kbae e reHepupaHa ABoKrkaTa KnidoBe 3a mM3gaBaHe Ha yOooCTOBepeHue 3a
YCBHbBBPLUEHCTBAH €MEKTPOHEH noanuc/neyar, KnoybT TpabBa ga € ¢ AbmknHa Han-manko 1024 6uta 3a

anroputmn RSA n DSA n 160 6uta 3a anroputmn ECDSA.

6.1.4 TAPAMETPU HA NYBJIMYEH KIOY

Tutynapat/Cb3gaTenaT unv ynbfHOMOLLEHMSAT MPEeACcTaBUTEN Ha OPUAMYECKOTO fuule Ha
KMoYyoBa [1BOVika € OTrOBOPEH 3a NMpoBepKaTa Ha KayecTBOTO Ha napaMeTpuTe Ha reHepupaHus YacTeH
Kntoy. Tol e AnbXXeH Aa NpoBepu CNOCOGHOCTTa Ha Kntoya Aa KpunTupa v AeKpuntupa, BKIYMTENHO Aa

Cb3[aBa eneKkTPOHEH NOANMC 1 Aa U3BbPLLBA NPOBEpKa.
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6.2 3AWNTA HAYACTEH KITtOY U KOHTPOIJ1 HA KPUMNTOINPA®CKUA MOAOYI

Bceku MNoTpebuten cb3gaBa 1M CbxpaHsiBa YacTeH KoY, KaTo U3MNon3Ba HagexaHa cucrtema 3a
HeroBaTa CUrypHOCT. Y[OCTOBepsIBalWMSAT oOpraH reHepvpa [ABOWKa KIOYOBE NpW MOUCKBaHE OT
MoTpebutens n My rv nNpegaea B 3alMTEH BMA, KaTo o yBeAOMsIBa 3a MpaBurata Ha CbXpaHeHue u

3alunTa Ha HeroBna YacTeH KIitou.

6.2.1 KOHTPOIJ1 HA U3MNMON3BAHE N CbXPAHEHUE HA YACTEH K104

YacTHuat knod Ha Twutynaps/Cb3gatens unvM Ha  yNbIHOMOLLEHMS NpeactaBuTen  Ha
IOPUANYECKOTO NnLE Ce N3Nof3Ba camo B CUrypHa cpefa 3a Cb3[laBaHe Ha YCbBbPLUEHCTBAH €MNeKTPOHEH
nognuc/neyat, CbIMacHo n3nckeaHuaTa Ha PernamenTt (EC) Ne 910/2014.

EBPOTPDBLCT no HMKakbB Ha4MH HE CbXpaHsiBa U HE apxuBMpa YacTeH Kntod Ha lMoTpebuten 3a
Cb3daBaHe Ha enekTpoHeH noAanuc/nevart, OCBEH B CryvyauTe Ha oThaneyeHo 3asiBABaHe Ha
KBanuduumpaHo ygoctoBepeHne npe3 mobunHoto npunoxeHne Ha EBPOTPDBCT. B T103n cnydan
YaCTHUAT KMOY Ce reHepupa M CbXxpaHsiBa B KpunTuMpaH BuA B HagexaHa cpega Ha EBPOPTDBLCT.
KpuntupaHeTo Ha knoya e 4pe3 cb3gageH oT Tutynaps/Cbw3gatensa NMUH-koad, koeto oGesnevasa

Bb3MOXXHOCTTa €4MHCTBEHO TOM Aa MMa OOCTbM 3a aKTBMpaHe Ha Kiito4a.

6.2.2 CBbXPAHEHME HA YACTEH KJ1O4

EBPOTPBCT He cb3gaBa KONUSA Ha YacTHUTE KNOYOBE Ha NoTpebuTtenuTe, OCBEH B ClydYanTe no
npeaxogHarta Touka. Mpu natpmeaHe nnm 3aryba Ha AOCTbN 40 YacTHUA Kntod, MNoTpebuTtenaTt Tpsabea aa

ro nogmMeHun n ga nomcka n3gaBsaHe Ha HOBO KBaJ'II/I(*)I/ILI,I/IpaHO yaocTtoBepeHune.

6.2.3 METO[A 3A AKTUBUPAHE HA YACTEH KoY

YacTHMAT Koy Ha TI/ITyJ'IFIp/C'b3D,aTeJ'I nnn Ha ynbriiHOMOLLEH npeacrtaBuTesnl Ha pNan4ecKoTo
nnue ce aktnmBupa, 4pes3 BbBeXaaHe Ha I'IOTpe6I/ITeJ'ICKI/IF| KoAd 3a AOCTbM A0 MACTOTO, KbAETO 3alLUUTEHO
Ce CbXpaHsBa Kro4a unm ce nanona3sa apyr cnocob Ha I/I,El,eHTVId)I/IKaLI,VIFI CbC CbLOTO U NO-BUCOKO HNBO

Ha CUTrypHOCT.

6.2.4 METO[ 3A OEAKTUBUPAHE HA YACTEH KNtOY

YacteH kntoy Ha Tutynap/Cb3gaten unu Ha ynbiHOMOLLEH NpeacTaBUTEN Ha OPUANYECKOTO

nnue ce geaktuneupa nocpencrsomM n3tpmBaHe Ha 4YaCTHUA KoY Ui yHUUoXXaBaHe Ha cpefarta, KbaeTo

Print and Edit Evrotrust Technologies Inc.. Page 44 of 60




NOAUTUKA CP-
e I‘Otl‘u St NP NPEOOCTABSIHE HA KBANU®ULMPAHO YAOCTOBEPEHME 3A GI':DAS bCI'.D AES
YCBHBBPLIEHCTBAH ENEKTPOHEH NOAMUC/MEYAT or public use

CERTIFICATE POLICY ,
FOR QUALIFIED CERTIFICATION SERVICES Vgg%%g&?
FOR ADVANCED ELECTRONIC SIGNATURE/SEAL .06.

Regulation 910/ 2014
elDAS

TON ce CbXpaHdBa. o TO3K HayYMH OKOHYaTenNHo ce npeKpatqaBa Bb3MOXXHOCTTA 3a A0CTbMN N N3NoJfi3BaHe

Ha 4YaCTHUA KITHou.

6.2.5 METO[A 3A YHULWOXABAHE HA YACTEH KJ1lO4

YacTHUST KntoY Ha KBanudmuupaHo yaoctoBepeHne Ha MNoTpebuTen ce yHuLLoXxaea nocpeacTBOM

N3TPMBAHETO My OT CpefaTa, KbAETO TO Ce CbXpPaHsiBa UNn Ypes hU3NYECKOTO N YHULLIOXKABAHE.

6.3 [OPYIY ACMNEKTU HA YNPABJNIEHUE HA IBOMKA KIIOYOBE

6.3.1 APXUBWUPAHE HA MNMYBJIMYEH KI1HO4

My6nuyHnTe kniovoBe Ha TuTynspu/Cb3gateny Mnu Ha YMbIHOMOLLEHW NpeacTaBUTENn Ha
lopuandeckuTe nuua ce CbAbpXaT B U3OafeHUTe 3a TAX KBanuduumpaHu yaooCTOBEPEHUs), KOUTO ca

ny6nukysaHu B MNMybnunyeH pernctbp Ha cavita Ha EBPOTPBCT 1 ce cbxpaHaBaT BbB XpaHWUmLLE.

6.3.2 MNEPUMOA HA BANMOAHOCT HA KBAJIMOULUMPAHO YOOCTOBEPEHUE U YNOTPEBA HA
KNO4O0BE

Mepvoga Ha ynoTpe6a Ha NyGNUYHM KNOYOBE ce onpefdenst OT CTOMHOCTTa Ha Moneto B
YOOCTOBEPEHMETO MY, OMMUCBALLO BanNMAHOCTTA Ha NyGNMYHMSA Koy, BanvaHocTTa Ha ygocToBepeHusiTa
M CbOTBETHWUTE MM 4YacCTHM KIOYOBE MoraT ga Obaar cbkpaTeHu, B Cryyal Ha npekpaTsiBaHe Ha

yOoocToBepeHusiTa.

6.4 [OAHHU 3A AKTUBUPAHE

Korato |_|0Tpe6I/ITeJ'IFIT JINYHO NMPUCHCTBA MNMpU PeFI/ICTpI/IpaIJ.U/IFI opraH, oaHHUTE 3a akTuBMpaHe Ha
YacCTeH KIo4 ce n3non3Bat OCHOBHO OT onepaTtop Ha PeFI/ICTpI/IpaIJJ,I/IFI opraH. r|0Tpe6I/ITeJ'IVITe nanons3ear
aBTeHTI/Id)I/IKaLl,VIFI M KOHTPOJ1 Ha AOCTbIMa A0 CBOA YaCTEH KIlo4.

B cnyyvyaunte, B KOUTO TI/ITyJ'IFIpFIT/C'b3LI,aTeJ'IF|T nnn ynbJIHOMOLWWEHUAT nNpeacrtaBuUTENl Ha
rOpnanYecKko nuue reHepupar ABOWKa KntoyoBe 3a KBaJ'II/Id)I/ILI,I/IpaHO yaoocTtoBepeHune, Te CaMu Cb3adaBaTt U

ynpaensiBaT AaHHUTE 3a aKTUBUPAaHeE.

6.4.1 TEHEPUPAHE W UHCTAJIMPAHE HA JAHHU 3A AKTUBUPAHE

[laHHM 3a aKTUBMpPaHe ce U3nomn3BaT Npu MbpBOHAYarlHO U3gaBaHe Ha yAOCTOBEepeHue, B cpeaa
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3a Cb3[aBaHe Ha YCbBbLPLUEHCTBAH €NEKTPOHEH NOANUC/NeYaT, Npeamn reHepmpaHe Ha ABOWMKa KIYoBe.

KogoeseTe 3a pgoctbn u 3a gebnokvpaHe Ha cpejata 3a Cb3faBaHe Ha YCbBBbPLUEHCTBAH
eNeKkTpoHeH noanuc/neyat ce npefocTaBAT Ha Tutynaps/Cb3gatens WM Ha  YMbHOMOLLEHWUS
npeacTaBuTEN Ha OPUONYECKOTO NULE B 3anevaTeH, HenpospadeH XapTUEeH MWK UKW B €NeKTPOHHA
cdopmMa no anTepHaTMBEH KaHarn.

KoraTto ce uanonaea mobunHo npunoxeHme Ha EBPOTPDBCT, kogbT 3a AoCTbN Ce reHepupa oT
Tutynaps/Co3natensa. KoabT He ce cbxpaHaBa oT EBPOTPBCT u e poctbneH 3a paborta ot
noTpebuTensa camo JOKaTo € aKTMBMPaHO MOOMITHOTO NpuUNoXeHue. 3a Bb3CTaHOBSIBAHE HA NEPCOHASHUSA
koa, Tutynsapat/Cb3gaTenaT cb3gaBa crneunaneH KpUNTOKITHY, KOMTO ce reHepupa OT OTFOBOPU Ha TpU
TaHW BbLMNPOCA, 3afjafeHun OT NoTpebuTenss KbM MOMEHTa Ha perucrpauusita My npe3 MoburHoTo

npunoxeHne. OTroBopuTe Ha BbNpocute He ce nasdatr ot EBPOTPDBCT.

6.4.2 3AWLUTA HA JAHHU 3A AKTUBUPAHE

Tutynapat/Cbe3gaTenaT unu ynbSHOMOLWLEHUAT npeactaBuTernl Ha opuauMyeckoTo nuue e
3a4bIDKEH Aa CbxpaHaBa v nasy OT KOMNpOMeTMpaHe KogoBeTe 3a AOCTbMN 40 cpefaTa 3a Cb3gaBaHe Ha
YCbBbPLUEHCTBAH €MEeKTPOHEH noanuc/neyar.

EBPOTPbBLCT npenopbyBa JaHHUTE 3a akTUBMpPAHE Ha cpefaTta HUKora Aa He ce CbxpaHsBsaT B

CamMaTta cpefa.

6.5 CUIYPHOCT HA KOMMNKOTbPHUTE CUCTEMMU

EBPOTPBLCT mnsnonssa eANMHCTBEHO HaAEXOEH U CUTYPEH Xapayep v copTyep, KOUTO ca vacT oT
koMmnoTbpHaTta cuctema Ha EBPOTPBCT.

KoMMloTbpHUTE CUCTEMU, HA KOUTO PabOoTHAT BCUYKN KPUTUYHN KOMMOHEHTU OT MHAIpACTPYKTypaTa
Ha EBPOTPBCT, ca obopyaBaHu 1 KoHUrypmMpaHu cbC CpeacTBa 3a SlokanHa 3alwmMra Ha goctbhna 4o
cobTyepa 1 MHpOPMaLMOHHUTE SaHHMW.

EBPOTPBLCT mnsnonssa npoueaypu 3a ynpaBrneHue Ha MHopMaLmMoHHaTa CUrypHOCT Ha usnarta
nHoppactpyktypa Ha EBPOTPBCT B cboTBETCTBME C OOLWONpPMETM B MeXAyHapoaHaTa npakTuka

cTaHOapTu.

6.6 CUIYPHOCT HA XU3HEHUA LIUKDBJ1 HA TEXHOJIOTUYHATA CUCTEMA

Bcuukn xapayepHu npomeHu ce HabnogasaT M peructpupaT OT OTOPU3UPaHU CRYXUTENW Ha
EBPOTPDBLCT. lNpu 3akynyBaHe Ha HOBO TexXHM4Yecko obopyaBaHe, TO ce OCTaBs C Heobxogumute

npoLeaypu 3a ekcrnnoaTaums U MHCTPYKLMK 3a Non3BaHe.
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OcbLuecTBsiBa ce Haa30p Ha PyHKLMOHANHOCTTa Ha TEXHOMorM4YHaTa cUcTeMa v ce rapaHTupa, 4ye

TS (OYHKUMOHMPA NPaBUiHO U B CbOTBETCTBUE C JOCTaBeHaTa NPoM3BOACTBEHA KOHUIypauus.

6.7 MPEXOBA CUT'YPHOCT

B uHdpacTpyktypata Ha EBPOTPBCT ce u3non3BaT CbBpeMEHHW TEXHWYECKU CpeacTBa 3a
obMeH n 3awmTa Ha MHopMauus, 3a Aa ce rapaHTMpa MpexoBaTa CUIYPHOCT Ha CUCTeMUTe cpeLly

BbHLUHN MHTEPBEHLUMN N 3annaxu.

7 nepoounun HA KBAIUWPUUUPAHU YOOCTOBEPEHUA 3A YCBBBPLUEHCTBAHMU
ENEKTPOHHU NOANMUCU/NEYATU

Mpodmnute Ha noTpebutenckute keanudULMpaHU yOOCTOBEPEHMS OTrOBapAT Ha dopmaTa,
onucaH B ctaHaapT ITU-T X.509 v.3. YooctoBepeHue ot Tun X.509 v.3 npeacraensiea Habop OT AaHHM,
ype3 KOWTO €[HO3HA4yHO Ce YAOCTOBEpsiBa MPUHALMEXHOCT Ha MNyOonuyHMA KNy KbM aBTopa Ha

YCbBbPLWEHCTBAHNA €NEKTPOHEH noanuc/nevar.

7.1 NPO®UN HA KBAITUPULIMPAHO YOOCTOBEPEHUE 3A YCBbBBPLUEHCTBAH
ENIEKTPOHEH Noannc HA ®U3NYECKO JIULIE (EVROTRUST QUALIFIED NATURAL
PERSON CERTIFICATE FOR AES):

Version V3
Serial number [cepmeH Homep]
Signature
_ SHA256RSA
Algorithm
CN= | Evrotrust RSA Operational CA
Issuer OuU= | Qualified Operational CA

O= Evrotrust Technologies JSC

organizationldentifier (2.5.4.97)= NTRBG-203397356

C=  BG
Valid from [HavanHa gaTta 1 Yac no UTC Ha BanuaHOCT Ha yOOCTOBEPEHMETO]
Validit to [kpanHa gaTta 1 Yac no UTC Ha BanuaHOCT Ha yOoCTOBEPEHNETO]

S C= | ObpxaBa: [1ByOykBeH kof Ha AbpxaBaTa cnopep ISO
ubjec
: (countryName) | 3166
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FOR QUALIFIED CERTIFICATION SERVICES
FOR ADVANCED ELECTRONIC SIGNATURE/SEAL

CERTIFICATE POLICY Version — 2.2

23.06.2017

O6wnyaiiHo nme: N36paHo OT PM3MYECKOTO NULE UME,

CN= | c koeTo To obuyaiiHo ce npeacTtaeda. Korato He e

(commonName) | nsbpaHo, ce Bn1cea NbIHOTO MME Ha PU3NYECKOTO

nuue.

G=

(givenName)

CobcTBeHo nme: Mive Ha hmsnyeckoTo nuue cnopen

OOKYMEHT 3a CaMOJINYHOCT

S= | damunHo ume: damunms Ha PrU3nM4ecKoTo Nuue cnopes
(surname) [AOKYMEHT 3a CaMOJSIMYHOCT
Unn
2.5.4.65=
MceBgoHum: MNceBaoHMM, n3bpaH OT PU3NYECKOTO NnLe
(pseudonym)
MaoeHTudumkatop Ha dumsundeckoto nuue (ETSI EN 319
412-1 1.5.1.3), Hanpumep:
- PNOBG-8310257645 3a EIH;
- PASSBG-12345678 3a Homep Ha nacrnoprT;
- IDCBG-195416023 3a HOMEpP Ha NM4YHa KapTa;
SERIALNUMBER=

(serialNumber)

- TINBG-123434341 3a 00C Homep.

AKO NnULETO He XXenae Aa ce BNUcBa HauMOHaNHUST
My UaeHTUdMKaTop, Ce BNUCBA KIMEHTCKM HOMEP,
reHepupaT OT 4OCTaB4MKa, C Lien naeHTnpuumpaHe

Ha CbI/I3I/I‘-IeCKOT0 avue npu HeobxoanMOocCT.

(organizationName)

O*=

HanmeHoBaHue Ha ropnanyecko nuue: MbnHo
HanMMeHOBaHMETO MO permcTpauna nnn akT Ha
BnNmncBaHe Ha pngn4eckoTo Jinue, C KoeTo

dmn3n4eCcKOTO NnLEe € acoLmMmnpaHo.
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FOR QUALIFIED CERTIFICATION SERVICES Version — 2.2

elDAS FOR ADVANCED ELECTRONIC SIGNATURE/SEAL 23.06.2017
WaoenTudukartop Ha topuanyecko nuue (ETSI EN 319
412-1 1.5.1.4), Hanpumep:
- VARBG-123456789 — 0AC;
2.5.4.97*=
o " - NTRBG-123456789 - EUK (BYJICTAT).
(organizationldentifier)
Bnucea ce HaunoHanHusa naeHTudukaTop cnopes
MECTHOTO 3aKOHOAATENCTBO Ha HOPUAMYECKOTO Nuue,
C KOeTo (PM3N4ECKOTO NNLIE € acCoLMMpaHo.
E= vt o
. Menn agpec Ha M3nN4ecKoTo nuue
(e-mailAddress) P
Public Key _
RSA (2048 Bits)
Type/Length
Subject Key

Identifier

[M3uncneHa cToMHOCT 3a M34aaeHoTo yaoCcToBepeHue]

Authority Key

Identifier

Key ID=7F:3E:64:59:85:2B:DD:23:29:C2:01:E7:CB:C3:69:C0:87:93:2B:08

CRL Distribution

1]CRL Distribution Point

Distribution Point Name:

Points
Full Name:
URL=http://ca.evrotrust.com/crl/EvrotrustRSAOperationalCA.crl
[1]Authority Info Access
Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Authority Alternative Name:

Information Access

Enhanced Key

Usage

URL=http://ca.evrotrust.com/aia/EvrotrustRSAOperationalCA.crt
[2]Authority Info Access
Access Method=On-line Certificate Status Protocol (1.3.6.1.5.5.7.48.1)
Alternative Name:

URL=http://ca.evrotrust.com/ocsp

Client Authentication (1.3.6.1.5.5.7.3.2)
Secure Email (1.3.6.1.5.5.7.3.4)

Enhanced Key

Client Authentication (1.3.6.1.5.5.7.3.2)
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Usage Secure Email (1.3.6.1.5.5.7.3.4)

[1]Certificate Policy:

Policy Identifier=0.4.0.194112.1.0
[2]Certificate Policy:

Policy Identifier=0.4.0.1456.1.2
Certificate Policies | [3]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.47272.2.7
[3,1]Policy Qualifier Info:

Policy Qualifier Id=CPS

Quialifier:

http://www.evrotrust.com/cps

Key Usage (critical) Non-repudiation (Bit 1), Digital Signature (Bit 0), Key Encipherment (Bit 2)

id-gcs-pkixQCSyntax-v2 id-etsi-gcs-semanticsld-Natural (0id=0.4.0.194121.1.1)
(0id=1.3.6.1.5.5.7.11.2) id-etsi-qcs-Semanticsld-Legal* (0id=0.4.0.194121.1.2)

id-etsi-qcs-QcCompliance
(0id=0.4.0.1862.1.1)

id-etsi-qcs-QcLimitValue | BGN 400

QCStatements (0.4.0.1862.1.2)
id-etsi-qcs-QcType id-etsi-qct-esign (0id=0.4.0.1862.1.6.1)
(0id=0.4.0.1862.1.6)
id-etsi-qcs-QcPDS PdsLocations

(0id=0.4.0.1862.1.5)
PdsLocation=https://www.evrotrust.com/pds/pds_en.pdf
language=en

* MapKVIpaHI/ITe CbC 3Be3an4Ka noneta Moxe aa He npucoCTBaTt B yAaOCTOBEPEHNETO

7.2 NPO®UN HA KBAITIUPULIMPAHO YOOCTOBEPEHUE 3A YCBbBbHPLUEHCTBAH
ENEKTPOHEH MNEYAT HA IOPUANYECKO JIMLE (EVROTRUST QUALIFIED LEGAL PERSON
CERTIFICATE FOR AESEAL ):

Version V3
Serial number [cepneH Homep]
Signature
_ SHA256RSA
Algorithm
Issuer CN= Evrotrust RSA Operational CA
OuU= | Qualified Operational CA
O= Euvrotrust Technologies JSC
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NPU NPEAOCTABAHE HA KBANTM®ULIMPAHO YOOCTOBEPEHUE 3A
YCBbBBPLUEHCTBAH ENEKTPOHEH NOAMUC/MEYAT
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CERTIFICATE POLICY Version — 2.2
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organizationldentifier (2.5.4.97)= NTRBG-203397356
C= BG
Valid from [HavanHa gaTa n yac no UTC Ha BanMaHOCT Ha y4OCTOBEPEHMETO]
Validit to [kparHa gaTa n yac no UTC Ha BanuaHOCT Ha YAOCTOBEPEHNETO]
C= | Ovpxasa: [1ByOykBeH Ko Ha gbpkaBaTa cnopef ISO
(countryName) | 3166
CN= | HaumeHoBaHne Ha 1opnan4eckoTo
(commonName) | nuue/opraHmsaumsita
HanmeHoBaHWe Ha 1opnanNYeckoTo
O= | nuue/opranmsauuara: [NbnaHO HAaMMEHOBaHMETO MO
(organizationName) | pernctpaumst Unu akT Ha BNMCBaHe Ha IOPUANYECKOTO
Subject fiuue.
WaoenTudumkatop Ha topuanyecko nuue (ETSI EN 319
412-1 1.5.1.4), Hanpumep:
- VARBG-123456789 — 0AC;
2.5.4.97=
o n - NTRBG-123456789 - EUK (BYJICTAT).
(organizationldentifier)
Bnncea ce HaunoHanHus ngeHTudmrkaTop cnopeq
MECTHOTO 3aKOHOAATENCTBO Ha HOPUAMYECKOTO Nuue,
C KOeTo PM3NYECKOTO NNLIE € acoLMMpaHo.
E= Mo
_ Menn agpec Ha IpUAMYECKOTO Nnue
(e-mailAddress)
Public Key .
RSA (2048 Bits)
Type/Length
Subject Key .
- [M3uncneHa cTOMHOCT 3a n3gageHoTo YOOCTOBEPEHNE]
Identifier

Authority Key
Identifier

CRL Distribution

Points

Key ID=7F:3E:64:59:85:2B:DD:23:29:C2:01:E7:CB:C3:69:C0:87:93:2B:08

1]CRL Distribution Point
Distribution Point Name:

Full Name:
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URL=http://ca.evrotrust.com/crl/EvrotrustRSAOperational CA.crl

Authority

Information Access

1]Authority Info Access
Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.evrotrust.com/aia/EvrotrustRSAOperational CA.crt
[2]Authority Info Access
Access Method=On-line Certificate Status Protocol (1.3.6.1.5.5.7.48.1)
Alternative Name:

URL=http://ca.evrotrust.com/ocsp

Enhanced Key

Usage

Certificate Policies

Client Authentication (1.3.6.1.5.5.7.3.2)
Secure Email (1.3.6.1.5.5.7.3.4)

[1]Certificate Policy:
Policy Identifier=0.4.0.194112.1.1
[2]Certificate Policy:
Policy Identifier=0.4.0.1456.1.2
[3]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.47272.2.8
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:

http://www.evrotrust.com/cps

Key Usage (critical) Non-repudiation (Bit 1), Digital Signature (Bit 0), Key Encipherment (Bit 2)

QCStatements

id-gcs-pkixQCSyntax-v2 id-etsi-qcs-Semanticsld-Legal (0id=0.4.0.194121.1.2)
(0id=1.3.6.1.5.5.7.11.2)

id-etsi-qcs-QcCompliance
(0id=0.4.0.1862.1.1)

id-etsi-gcs-QcLimitValue | BGN 400
(0.4.0.1862.1.2)

id-etsi-qcs-QcType id-etsi-qct-eseal (0id=0.4.0.1862.1.6.2)
(0id=0.4.0.1862.1.6)
id-etsi-qcs-QcPDS PdsLocations

(0id=0.4.0.1862.1.5)
PdsLocation=https://www.evrotrust.com/pds/pds_en.pdf

language=en
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8 TMPOBEPKA U KOHTPOJ1 HA OEMHOCTTA HA JOCTABYMKA

Mpoeepkute (ogutute), ussbpweaHn B EBPOTPBLCT ce otHacatr o obpaboTkata Ha
NHPOPMaLMOHHUTE AaHHU U yNpaBreHne Ha Kr4oBuTe npoueaypu.

EBPOTPBLCT exerogHo nssbpluBa Han-manko eauH BbTPELLEH OauT.

EBPOTPDBLCT e 06ekT Ha oguT Hal-Marnko BedHbX Ha 24 meceua oT OpraH 3a OueHsiBaHe Ha
cboTBeTCTBMETO. Llenta Ha oguta € pa ce noTBbpau, 4Ye [ocTaByMka Ha KBanuduumpaHu
YAOCTOBEPUTENHN YCNYrM WU NPEeAoCTaBAHUTE OT Hero KeanuduumpaHu YOOCTOBEPUTENHW YChyrn

OTroBapsAT Ha U3nckBaHuATa, nocoyeHu B PernameHt EC) Ne 910/2014.

8.1 [QOEWCTBUA, NPEOANPUETU B PE3YNTAT HA U3BBLPLUEH OOUT

[oknaguTte OT BbTPELLHU U BbHLLHK 0auTu ce npegasat Ha EBPOTPBCT.

HoknagbT or OpraHa 3a oueHsdBaHe Ha CbOTBETCTBMETO ce npefasa Ha OpraHa no Haasop B
pamkuTe Ha 3 (Tpu) OHM crej BpbyBaHeTo My Ha pbkoBoacTBoTo Ha EBPOTPDBLCT. OpraHa no Hagsop,
pasrnexga goknaga v pelwasa ganu ga octasu unm Bseme ksanuduumpanums cratyt Ha EBPOTPBCT.

Bb3 ocHoBa Ha HanpaBeHWUTe OLEHKM OT Aokrnaga, PvkoBoactBo Ha EBPOTPBLCT Habensassa
MEpPKU U CPOKOBE 3a OTCTPaHsIBaHe Ha KOHCTaTUpaHUTE NPOnyCcKN N HECHLOTBETCTBUS.

MepcoHanbT Ha EBPOTPBLCT npeanpuemMa KOHKPETHW OENCTBUSA 3a TAXHOTO OTCTpaHsABaHe B

NOCO4YEeHNTE CPOKOBE.

9 APYI' BU3HEC U NPABHU BBIMNPOCHU

9.1 LUEHWU WU TAKCHU

EBPOTPBLCT nogaobpxa AOKymMeHT ,LleHoBa Tapuda 3a npenocTaBsHW YOOCTOBEPUTESHMU,
WHPOPMALIMOHHM, KpunTorpadiCKU U KOHCYNTAHTCKM yCcnyrn“ Ha CcTpaHuuata CuM B MHTEpPHET:

https://www.evrotrust.com/blanki/tarifa.pdf.

9.1.1 BPBLWAHE HA YOOCTOBEPEHUE U Bb3CTAHOBABAHE HA NMJIAWAHE

Tutynsap/Cb3gaTten Mnu ynbiHOMOLLEH NpeacTaBUTEN Ha lopUANYECKO NMLE MOXe Aa Bb3pasu
OTHOCHO HETOYHOCT UIIN HEMbBITHOTA B CbAbPXKaHWETO Ha M3nadeHo KBanuULMpaHo yaoCTOBEPEHUE B
3-gHeBeH cpok cnef nybnvkyBaHeTo My B [y6nvyHUst perncrbp.

AKO NMpuyMHa 3a HEBAPHOTO CbAbpXKaHWe Ha KBanuuLMpaHo yaocToBepeHue e B Pervctpupaly

opraH, EBPOTPDBCT npekpaTsaBa y4oCTOBEPEHNETO U N34aBa HOBO C BSIPHO CbbpKaHWe 3a CBOSA CMETKa
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NN Bb3CTAHOBSBA HanNpaBeHOTO NralliaHe 3a OTMEHEHOTO YOOCTOBEPEHUNE C HEBSIPHO CbObPXKaHMeE.
AKO MpU4YMHa 3a HEBSIPHOTO CbAbPXaHME Ha KBanuuMuUpaHo yooOCTOBEpEeHME € MO BUHA Ha
Tutynaps/Cb3gaTtens nnu Ha ynbiIHOMOLLEHMS npeacrtaBuTen Ha topuamdecko nvue, EBPOTPBLCT
npekpaTtsiBa y4OCTOBEPEHMETO M He Bb3cTaHoBsABa HanpaseHoTo nnawaHe. EBPOTPBCT moxe pa
n3gaze HOBO C BAPHO CbAbpXKaHue 3a cMeTka Ha NoTpebutens.
MoTpebuTensat Moxe [a OTKaxe W3gageHo KBanuguuuMpaHo YAOCTOBEPEHME C  BSIPHO
cbabpxaHue, koeto EBPOTPBLCT we npekpat He3abaBHO, 6e3 Aa Bb3CTaHOBM HanNpaBeHOTO MnawlaHe

3a OTMEHEHOTO y4OoCTOBEpEHNE.

9.2 ®UHAHCOBU OTFOBOPHOCTHU

EBPOTPDBLCT e oTroBopeH 3a NpegocTaBssHATE yOOCTOBEPUTENHN YCIyrn npeg notpebutenute,
KOWUTO pasuuTaTt Ha YyAOCTOBepsABaHUATA.

EBPOTPDBLCT otroBaps, ako BpeguTe ca o Herosa BMHa Unv Mo BUHA Ha nuuaTa, Ha KOUTO TOM e
Bb3M0oXxun pabora.

Ako EBPOTPBCT noTebpau 1 npueme, Ye ca HacTbNunuM Bpeau, TOW Ce aHraxupa ga nnatm

o6e33penaTa. MakcumanHaTa rpaHnda Ha nnallaHe He MOXe [a HaaBuLlaBa pa3Mepa Ha BpeauTe.

9.2.1 3ACTPAXOBKA HA JEMHOCTTA

EBPOTPBCT ckniouBa 3agbikmtenHa 3acTpaxoBka Ha [AEVHOCTTa CU KaTo perncrpupad

[ocTaBumk Ha KBanMULMPaHW yAOCTOBEPUTENHN YCIYTU.

9.3 HENPUKOCHOBEHOCT HA JINYHUTE OAHHU

EBPOTPBLCT e peructpupaH Kato agMUHUCTPATOP Ha NWYHU AaHHW NOo peda Ha 3akoHa 3a
3alMTa Ha NIMYHU JaHHW.

B kauyectBOTO cu Ha AgmuHucTpatop Ha nudHu gaHHn, EBPOTPBCT crtporo chbniogasa
N3NCKBaHNATA 3a NOBEPUTENHOCT N HePa3NpPOCTPaHEHUe Ha NNUYHUTE AaHHKU Ha TuTynsapw/CbagaTeny nnu
Ha YMbAHOMOLLEHN NpeaCcTaBUTENN Ha IPUANYECKU nuua, cTaHanm My M3BECTHM MPU U3MbIHEHNE Ha

AenHOCTTa Cu KaTo ,uOCTaB‘-II/IK Ha KBaJ'II/ICbI/ILI,VIpaHI/I YOOCTOBEPUTEITHN YCITyTU.

9.4 TIPABA BbPXY UHTEJNEKTYAJIHA COBCTBEHOCT

PaanunyHun gaHHu, BknoyveHun B nsgasaHmte oTt EBPOTPBCT kBanuduumnpaHn yaocToBepeHns nnm

nyonukysaHn B [ly0nnyHua peructbp/xpaHmnuuie ca obekT Ha npaBa BbPXy WHTenekTyanHarta
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CcoBCTBEHOCT M ApYrM UMYLLECTBEHU Y HEMMYLLIECTBEHM NpaBa.

9.4.1 NPABO HA COECTBEHOCT HA [1BOMKA KNIOYOBE

[lBokaTa KNOYOBE Ha MNOTPEOUTENUTE U CBBLP3AHOTO C NYONMYHUSA KIOY KBanMUUMpaHo
ypocTtoBepeHune nsgageHo ot EBPOTPBCT, kakTto 1 CbOTBETHUSA CEKpETEH MaTepuan € cobCTBEHOCT Ha
EBPOTPBLCT, HesaBucMmo OT COOGCTBEHOCTTA Ha dm3nveckata cpega, B KOATO KIOYOBETE ce

CbXpaHdABaT 1 3aliuTaBar.

9.5 3AOBINKEHUA, OTTOBOPHOCT U TAPAHLUWUU HA EBPOTPBCT

EBPOTPDBLCT rapaHTtupa, 4Ye ocblleCcTBABa AENHOCTTA CU KaTo:

» chnasBa TOYHO YCNOBUATA B HACTOALWMS OOKYMEHT, uauckBaHuAta Ha PernameHTt (EC) Ne
910/2014 » HauMOHaANHOTO 3aKOHOAATENCTBO MPU OCBLLLECTBSABAHE Ha AEMHOCTTa CU Ha [JocTaBuuK Ha
KBanuduumpaHm yaoCToBEPUTENHN YCNyTK;

» nNpeaocTaBeHUTE YCryru He HapyluaBaT aBTOPCKATE npaBa M NUUEH3VpaHu npaBa Ha TpeTu
CTpaHu;

» u3nonseBa TexHW4ecko obopyaBaHe M TEXHOMOMMW, KOUTO OCurypsBaT HageXOHOCT Ha
CUCTEMUTE N TEXHMYEecKaTa U KpunTtorpadcka CUrypHOCT Npu OCbLUECTBsIBAHE Ha npouecuTe, B ToBa
YACIIO M CUTYPEH WU 3alUMTEH MexaHu3bMm/cpeda 3a reHepupaHe Ha KM4oBe UM 3a Cb3daBaHe Ha
YCbBBbPLUEHCTBAH €MEKTPOHEH noanuc/nedar B CBOsiTa MHPPaCTPYKTypa;

» usgaBa KBanvuumpaHu yooCcTOBEPEHMWS 3a eNEKTPOHHU NoAnMcK/nevaT creg Kato nposepum
C AonyCcTMMKM OT 3aKOHa CpeACcTBa NpeacTaBeHaTa MHopMaums;

» CUIypHO CbXpaHsiBa M noaabpxa nHdopmauusi, CBbp3aHa C usgaBaHUTE YOOCTOBEPEHUS U
onepaTtMBHaTa paboTa Ha cucTemMuTe;

» cnasBa yCTaHOBEHUTE npoueaypu 3a paboTa v npaBuna 3a TeXHUYECKM U PU3NYECKN KOHTPOTT,
B CbOTBETCTBME C YycnoBuaTa B Hactosiwarta [lonutmka wn lpaktuka npu npeaocTaBsiHE Ha
KBanmduumnpaHm yaocToBeputenHu ycnyrm;

» Cb3gaBa Bb3MOXHOCT 3a He3abaBHO cnuvpaHe W nMpekpaTsaBaHe Ha [LEeWUCTBMETO Ha
KBanuduumnpaHo yaoCTOBEPEHNE;

» npekpaTsBa W cnvpa OEeWCTBMETO Ha YAOOCTOBEPEHMS MNpW YCMNoBMATa M NO peda Ha
cboTBeTHaTa [Nonntuka;

» yBedomsiBa He3abaBHO 3avHTepecoBaHUTE nuvua cnej cnvpaHe Ha  KBanvduuupaHo
YyAOCTOBEPEHWE;

» ocurypsiBa YycrnoBus 3a TOYHO oOnpedensiHe Ha BPEMETO Ha wusdaBaHe, CrvpaHe,

Bb30OHOBAIBaHE 1 NpekpaTsiBaHe Ha AeACTBMETO Ha KBanMduLUMpaHn Y4OCTOBEPEHWS;
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» M3NbfHABaA npouegypu nNo uvaeHTUdukauua w  ycTaHOBSIBAHE Ha aBTEHTUYHOCT Ha
Tutynaps/Cb3gatens nnm Ha ynbfIHOMOLLEHUS NPpeAcTaBUTeN Ha IOPUANYECKO NNLE;

» ocurypsiBa MepKku cpelly nognpaeBsHe Ha KBanuduuupaHu  yOOCTOBEpeHusita W
NMOBEPUTENHOCT Ha AaHHUTE, 4O KOMTO MMa OOCTbM B NpoLeca Ha Cb3gaBaHETO Ha YCbBbPLUEHCTBAHUSA
eneKkTpoHeH noanuc/neyar;

» N3MNon3Ba HageXaHW CUCTEMU 3a CbXpaHsiBaHE U ynpaBreHne Ha yaOCTOBEPEHUS;

» CaMO HaAnexHo OBMAaCTEHM CIYXWUTENnu MmaTt OOCTbM 3a BHACAHE Ha NMPOMEHU B LaHHUTE,
yCTaHOBSIBaHE Ha aBTEHTMYHOCTTA M BanugHOCTTa Ha YAOCTOBEPEHUATA;

» B3MMa He3abaBHM MepKM MpU Bb3HUKBAHE Ha TeXHUYEeCcKM npobnemnm BbLB Bpb3Ka CbC
CUIYpPHOCTTAa;

» CW3TMYaHe Ha CpoKa Ha BanuaHOCT Ha KBanvduumpaHo yaoocToBEPEHME OTMEHS BanngHocTTa
My;

» wuHpopmupa Tutynapute/Cb3pgatenute wWnNM  yNbAHOMOLLEHUTE NpeacTtaBuTeny  Ha
IOpUaMYECKN NULA, KaKTO U AOBepsBalLUTE Ce CTPaHW 3a TEXHUTE 3aAbIHKEeHUa U ObMKnMa rpuxa Ha
nosefeHve npu M3non3saHeTo U goBepsaBaHeTo Ha npegoctasaHuTe oT EBPOTPBLCT kBanuduunpaHu
yOOCTOBEPUTENTHM YCNyru, Taka CbLLO OTHOCHO MNPaBUSIHOTO M CUTYPHO WM3MNON3BaHe Ha u3gageHuTe
KBanuuumpaHn yooctoBepeHust U npefocTaBeHuTe yaoCTOBEPUTESTHU YCIYrn, CBbP3aHu C THX;

» U3non3Ba M CbxpaHsiBa cbbpaHaTa NuyHa 1 gpyra MHopmauus camo 3a LenuTe Ha cBosTa
OeNHOCT no npefocTaBaAHe Ha KBanuuuupaHm yaoocToBEPUTENHW YCMyrm B CbOTBETCTBUE C
HauWOHaIHOTO 3aKOHOOAaTerCTBO;

» He CbXpaHsBa M He KONupa AaHHW 3a Cb3daBaHe Ha NOTPeOMTENCKN YaCTHU KIto4YoBe, OCBEH
npy oTaanedeHo 3asiBABaHe Ha KBanvduuupaHu yOOCTOBEpPEHUs NMpe3 MOOMITHOTO MPUNOXeHWe Ha
EBPOTPBCT;

» noaabpXka pasnonaraemMu CpencrtBa, KOUTO OCUrypsiBaT Bb3MOXHOCT 3@ W3BbpLUBAHE Ha
OenHocTTa My,

» CKNioYBa 3acTpaxoBKa 3a BpeMeTo Ha cBosiTa AEWNHOCT;

» nogabpXka OOBepeH nepcoHarn, nputexasal, HeobXOAMMUTE EKCMEepPTHU 3HaHWSA, OnNUT U
KBanuukaums 3a U3BbpLUBaHE Ha ENHOCTTa;

» noaabpxa MNMybnuyeH pernctbp/xpaHmnuule, B KOMTO Ny6nNukyBa nsgageHuTe ksanuuumpanm
yooctoBepeHus, aktyaneH CnMCbK CbC ChnpeHn W npekpaTeHn ypoctoBepeHunss (CRL), pgpyru
obcToaTencTea 1 enekTPoOHHU JOKYMEHTU, CbrnacHo Tasu Nonutrnka n HauMoHaNHOTO 3aKOHOA4ATESNCTBO;

» ocurypsiea NOCTOAHEH AocTbN o [NyGnnyHusa permctbp No enekTpoHeH NbT (24/7/365);

» ocurypsisa 3awmta cpelly BHacsiHe Ha NpomeHn B nogabpxaHusa [MybnuyeH pernctbp oT
HepernameHTupaH 1 HenpaBoMepeH AOCTbIM UK Nopaan CryyamHo cbouTue;

» nybnukyea He3abasHO B [y6nunyHuA pernctbp nsgageHuTe n NoAnMcaHn yaoCcToBepeHUs;

> Cb3OaBa YCroBusl Ha BCska [0BepsiBallla ce cTpaHa [a NpoBepu cTaTyca Ha M3fgadeHo U
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ny6nukyBaHoO KBanMuunpaHo yaoctoBepeHne B nybnmyHmus Pernctbp Ha yaoCTOBEPEHMS;

» U3BbpLUIBA NEPUOAMYHN BBTPELIHWM OAMTU Ha AeWHOCTTa Ha YJAocToBepsiBalwus opraH u
PerucTtpupawuma opran;

» U3BbPLUBA BLHLUHW OQUTW OT HE3aBMCUMU OAUTOPK 1 NYBNUKyBa Ha canta cu pesynratuTe oT
npoBepkara;

» u13nonsea B AenHOCTTa cun cepTudmumnpaH copTyep 1 xapayep, Kakto U CUrypHU U HaaexXaHu
TEXHOSTOMMYHN CUCTEMMU;

» nogabpka Ha camta Ha EBPOTPBLCT cnucbk ¢ Peructpupawiym opraHu, CHMCbK C
npenopbynTeneH coTyep U xapayep 3a msnonasaHe OT notpebutenute, GnaHkn, dopmMynsapu, TUNOB

[loroBop 1 Ap. AOKYMEHTU B NMon3a Ha notpedutenure;

EBPOTPBLCT Hocu oTroBopHoCT npepq lNMotpebutenn n JoeepsiBawm ce CTpaHU 3a MPUYUHEHN
Bpeau oT rpyda HeOPEXHOCT UM YMUCHIT:

» 0T HeusnbrHeHne Ha nsmcksanusTa ot PernameHt (EC) Ne 910/2014 npu ocbLuecTBABaHe Ha
AeNHOCTTa CU No NpefocTaBsHe Ha KBanuduumMpaHu YAOCTOBEPUTENHN YCNyru;

» OT HEeBEepHU UMW NUNCBALLM OaHHM B KBaNUMUUUPaHOTO yAOCTOBEPEeHME KbM MOMEHTAa Ha
n3gaBaHeTo My;

» OT Bpeau, KOMTO ca NPUYMHEHU B Cryyai, Ye No BpeMe Ha U3gaBaHeTo Ha KBannuunupaHoTo
yOOCTOBEPEHME NULETO, NocoYeHo kato Tutynap/Cb3gaten unu ynbAHOMOLLEH npeacTaBuTen Ha
IOPUAMYECKO NKLE, He € pasnonarano C YacTHUS KoY, CbOTBETCTBALL Ha NYBNMYHUA KIov;

» OT anropyuTMUYHOTO HECLOTBETCTBME MEXAY YaCTHUSA KoY U NyOGNUYHUS KoY, BNUCBaH B
KBannuunpaHoTo yAOCTOBEPEHME;

» OT HecnasBaHe Ha 3agb/KeHusiTa CU MO W3gaBaHe M ynpaBfneHue Ha KBanuduunpaHu
YAOCTOBEPEHWS;

» OT nNponyckn B YCTaHOBSABaHe Ha WAeHTUYHoCcTTa Ha Tutynaps/Ce3gatens wnuv Ha

ynbITHOMOLLUEHNA npeactaBuTen Ha vopuan4ecko nuue.

9.5.1 3AOBIKEHUA, OTTOBOPHOCT U TAPAHUWU HA PETUCTPUPALLINA OPIrAH

EBPOTPbBLCT rapaHtupa, 4e Pernctpupaliunsa opraH U3nbrHaBa CBOUTE (PYHKLNN U 3aabImKeHUs
B MbJ/THO CbOTBETCTBUE C YCNOBUATA B TO3M AOKYMEHT, C U3NCKBaHUATa 1 npoueaypute B NonuTtukara u
n3gageHnTe BbTPEeLUHU onepaTUBHU MHCTPYKLUN.

EBPOTPBLCT otroBapss 3a gencrteusita Ha Peructpupawmsi opraH B WHpacTpykTypata Ha
EBPOTPBCT.

EBPOTPbBLCT rapaHtupa, Ye Peructpmpalyms opraH:
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» N3NbJIHABA CBOSATA OEMHOCT, KaTo M3MoN3Ba HaZeXaHN N CUTYPHU YCTPOMUCTBA U COPTYEP;

» npepocTaBs ycryru, KOUTO ca B CbOTBETCTBME CbC HALMOHANHOTO 3aKOHOAATENCTBO U He
HapyLLaBa aBTOPCKUTE Npasa U NuueH3npaHu npasa Ha [NoTpebutenure;

» nonara HyXXHUTe ycunus, 3a Aa u3BbpluBa npasBuriHa naeHtudukaums Ha lMotpebutenute,
BbBeXJa NpaBUITHO U TOYHO AaHHMTe B 6a3aTta gaHHu Ha EBPOTPBCT u aktyanuanpa tasm nigopmauns
B MOMEHTA Ha NOTBbpXAaBaHe Ha AaHHUTE;

» He npaBu YMULLSIEHW FPELUKM NN HE BHACA HETOYHOCTU B MHpOPMaUMATa, CbAbpXxKalla ce B
KBanuduumpaHuTe yaqoCTOBEPEHUS;

» HerosuTe ycnyru ca B CboTBeTCTBME C obwonpuetute ctaHgaptu: X.509, PKCS # 10, PKCS
#7, PKCS # 12.

9.6 3AOBINKEHUA HA NMOTPEBUTEJIUTE

Tutynapat/Cb3gaTenaT nnu ynbHOMOLLEHUAT NpeAcTaBuTeN Ha lopuandecko nuue, nocoveH B
n3gageHoTo KBanuduumpaHo yaoctoBepeHne kato TUtynap, uma cnegHute 3agbibkeHus:

» [a ce 3ano3Hae W fa crasea ycrnosudata Ha [orosopa, Monutukute u lMNpakTukite npu
npeaocTaBsiHe Ha kBanudpuumpanu yaoctoseputentu ycnyru ot EBPOTPBCT, KakTo 1 n3nucksaHusaTa B
oCTaHanuTe AOKyMeHTU, nybnukysaHu B [y6nuyHus pernctbp Ha EBPOTPBCT;

» npuv nofjaBaHe Ha UCKaHWA 3a u3gaBaHe U yrnpasreHne Ha KBanuduumpaHu yaocToBepeHus
Aa NpefocTaBun BApPHA, TOYHA M MbfHa uHdopmauus, kosto EBPOTPBCT msnckea cwrnacHo [orosopa,
HOpPMaTMBHUTE U3UCKBAHWS, NpUnoXumuTe MNonutukn n MNMpaktuku;

» [areHepupa KpunTorpadyCcku KNovoBe, N3NOoMn3Banku CUrypeH MeTo 1 anroputbM, CbobpasHo
nanckesaHmata Ha PernameHt (EC) Ne 910/2014 wn pa uv3nonseBa cuUrypHa cpega 3a Cb3faBaHe Ha
YCBHbBBPLUEHCTBAH €NEKTPOHEH nognunc/nevar;

» [a npoBepu MbfHOTaTa W BEPHOCTTA Ha CbAbPXAHWETO Ha npegocTaBeHaTa OT Hero
nHpopmaumsa 3a ygocrtosepsisaHe B none DN (Distinguished Name) Ha nsgasaHute kBanuduumpaHu
yOocToBepeHusl. B criyyan Ha HeCHOTBETCTBUE MEXAY NpeacTaBeHaTa nHgopmaums 1 yagoCToBEPEHOTO
cbabpxaHue, notpedbutens Tpsbea ga ysegomu HesabasHo EBPOTPBLCT;

» [a npeycTaHoBW MU3MOM3BaHETO Ha KBanvduuMpaHo YOAOCTOBEPEHME B Criydyal Ha CbMHEHUEe
3a 3aryba nnu komnpomeTnpaHe Ha YacTHuA knod 1 ga nogage oo EBPOTPBLCT 3asBka 3a HEroBOTO
cnvpaHe;

» [a npeycTtaHOBW M3MNOM3BaHETO Ha KBanuuumpaHo yaoCTOBEPEHME NPU Hanu4mMe B Hero Ha
ocTapsina, NpoMeHeHa, HeToYHa W/Mnn HeBspHa WHopMauma M ga nogage MckaHe 3a ChnvpaHe Ha
AEeNCTBMETO Ha yAOCTOBEPEHNETO;

» [a npunoxun Heobxogumarta AbImKMMaA rpwxka u ga npegnpveme HeobxoavmuTe Mepku 3a

npefoTBpaTsaBaHe Ha YaCcTHUSI KIMKOY OT KOMMpPOMeTupaHe, 3aryba, paskpuBaHe, MoguduKaums Unm gpyro
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HepaspeLLeHo OencTBue;

» pawusnonaea nsgageHoto ot EBPOTPBLCT kBanudmumpaHo yaocToBepeHne camo 3a 3aKOHHM
Lenu n B CbOTBETCTBUE C YKa3aHaTa B HEro NONUTUKA U NPaKTKKa;

» paopobpsiea ycrnioBusiTa, nocodenn B [lorosopa mexgy Hero u EBPOTPBCT (ToBa ogobpeHune
TpsibBa Aa ce CbCTOM Ha camMopbyeH noanuc Bbpxy [orosopa);

» paopobpssa n3gageHoTo 3a Hero KBanuuuupaHo yaoCTOBEPEHWE;

» [a He paskpvBa naponarta 3a [OCTbM A0 cpejaTa 3a Cb3gaBaHEe Ha YCbBbPLUEHCTBaH
€NeKTPOHEH nognuc/neyaT Ha HeYMbIHOMOLEHM NULA;

> [a He NpaBu JOCTbMNEH CBOS YaCTeH KoM 3a Apyrn nuua.

9.7 OCBOBOXOABAHE OT OTTOBOPHOCT

EBPOTPBLCT He HOCK OTTOBOPHOCT B Cly4aun Ha Bpeay NPUYNHEHN OT:

» W3NOon3BaHe Ha KBanuuuMpaHo YAOCTOBEPEHWME W3BLH MpefenuTe Ha BnMcaHuTe B HEro
npeaHasHa4YeHns N orpaHNYeHnsa Ha HEroBoTO AENCTBUE;

» He3aKOHHW AeWCTBUA OT cTpaHa Ha MoTpebutenn un [loBepsiBalm ce CTpaHu;

» TnpedocTaBgHe Ha HauMHa Ha waeHTUUUMpaHe Ha cpedata 3a Cb3aBaHe Ha
YCbBbPLUEHCTBAH €MEKTPOHEH nognuc/neyaT v AOCTbN A0 YaCTHWUSA KIToY OT cTpaHa Ha [oTtpebuTtenu Ha
TpEeTN NNUa;

» Ccny4YyanHu cbbuTMA, UMaLLM XapakTepa Ha HeNpeoaonMMa cuna, BKIIOYMTENHO 3M10YyMULLINEHN
AEVNCTBMA Ha TpeTu nuua (Xakepcku aTakvm, OTHEMaHe Ha cpefaTa 3a Cb3[aBaHe Ha YCbBbPLUEHCTBAH
enekTpoHeH noanuc/neyar, A4OCTbN A0 YaCTHUS KoY, y3HaBaHe 6e3 3HaHmeTo Ha Tutynsapsa/Cb3gaTtens
Ha HauMHa Ha naeHTuduunpaHe u gp.)

» u13nonseBaHe Ha KBanuuumpaHo yaoCTOBEPEHME, KOETO HE € U3LadeHO UM U3NoM3BaHo B
CbOTBETCTBUE C U3MUCKBaHUATA U npouenypute Ha lMNpaktukata u MNMonutnkata Ha EBPOTPBCT;

» M3NonsBaHe Ha HeBanMgHO yOocToBepeHue (yooCTOBEpeHME, KOeTO € CrpsHO  unu
npekpaTeHo);

» He CBOEBPEMEHHO OeNCTBUe Mo npekpaTaBaHe Unu cnupaHe Ha yoocTtoBepeHue (cnencreme
OoT 3abaBeHO OT cTpaHa Ha Tutynsapsa/Cb3gatens uckaHe unyv nopagu NPUYMHU M3BBLH KOHTpOMa Ha
EBPOTPBCT);

» KOMMpOMETMpaH YacTeH KoY, KOpecrnoHampaly Ha nyonuyHua Kni4v B KBanudguumpaHoTo
yOocToBepeHue no BuHa Ha Tutynapsa/Cbwagatens;

» JOWO Ka4yecTBO U (VYHKLMOHANHOCT Ha COPTYEepPHUTE NPOAYKTU N XapOyepHU YCTpoucTBa
n3nonssaHu ot Tutynapa/Ce3gatens n [loBepssalim ce CTpaHw.

» EBPOTPDBCT He oTroBaps 3a n3nomnsBaHe Ha y4OCTOBEPEHMETO N3BBH PAMKUTE Ha BNMCAHNUTE

B HEro MIMMUTU Ha CTOMHOCTTa Ha TpaH3akunnTe 1 uenn 3a n3nons3saHe.
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9.8 OTroBOPHOCT HA TUTYNAPA/CBb3OATENA

OTroeopHocTTa Ha Tutynaps/Cb3gaTtens unu ynbiHOMOLWEHUS NPeacTaBUTEN Ha HPUANYECKO
nvue e B pe3ynTaT OT U3NbJIHEHWNE HA HErOBUTE 3aabiKeHMs. YCNoBUsiTa Ha OTTOBOPHOCT Ce ypexaar C
Horoeop ¢ EBPOTPBLCT.

Tutynapat/Ce3gatenat unum ynbiaHOMOLLEHWAT NpeacTaBuTen Ha HpUanYecko nuue oTroBaps
npeg EBPOTPBLCT v npea goeepsiBawmTe ce nuua ako:

» npuv Cb3gaBaHETO Ha ABOKKaTa YacTeH-nybnuyeH Ky e n3nonsean anropuTbm M cpega 3a
Cb30aBaHe Ha YCbBbPLUEHCTBAH €NeKTPOHEH nognuc/neyat, KOUTO He OTrOBapAT Ha M3MCKBaHMATA Ha
Pernament (EC) Ne 910/2014;

» He M3MbIIHABA TOYHO M3UCKBAHUATA 3a curypHocT, onpeaenenn ot EBPOTPBLCT;

» He noucka oT EBPOTPBCT cnupaHe unu npekpatsaBaHe Ha AENCTBMETO Ha KBanuduumpaHo
yAOCTOBEPEHME, Crief KaTo e y3Harl, Ye YaCTHUAT KntoY € 6un n3nonssaH HEMPaBOMEPHO U CbLLECTBYBA
ONacHOCT OT HENPaBOMEPHOTO MYy M3MNON3BaHe;

» € N3BBLPLINN HEBEPHU U3aBNeHus, HanpaseHn npeg EBPOTPBCT, kouTo Mmat oTHoOLeHue
KbM CbAbPXAHNETO UM KbM U34aBaHETO Ha KBaNMULUMPaHOTO yOOCTOBEPEHME;

» KoraTo KBanudmumpaHoTO yAOCTOBEpeHue e nsgaaeHo ¢ BnucaH Cbhb3gaTten v oBnacTeHo oT

Hero nuue (TI/ITyJ'IFIp), OTroBaps 3a HeU3MNbJIHEHNETO OT CTPaHa Ha OBJlTaCTEHUA Ha 3aAbIDKEeHNUATa MY.

PerMCTpMpaHe Ha U3MEeHeHusATa

Crtpanuua Ha ISM

BanugHo n3meHeHune
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