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1. BBbBEAEHUE

,EBPOTPBCT TexHonbmkmnc” ALl (EBpoTpbCT) € kBanudmumpaH AOCTaBYMK Ha YOOCTOBEPUTENTHU
yCnyru, oCbLLEeCTBsIBALL, AENHOCT CbrnacHo uanckBaHuatTa Ha PernameHT (EC) Ne 910/2014 r. n 3akoHa
3a EeNEeKTPOHHUS OOKYMEHT W eneKTPOHHU YAOCTOBEPUTENHM YCMyrM U KaTo TakbB TOWM € BNucCaH B
OOBEPUTENHUS  CNUCbK  Ha  eBpPONEenckuTe  OOCTaBYMUM  Ha  yOOCTOBEPUTENHU  YCIyru
(https://webgate.ec.europa.eu/tl-browser/#/tl/BG/6).

,[1ONUTMKa 1 MNpakTuka npu npeaocTaBsHe Ha ycryra 3a u3gaBaHe Ha aTpubyTMBHO
yooctoBepeHue” (Monutnkata/CP-CPS-ACA Certificate policy and practice for providing a qualified
service for issuing attribute certificate) e pQokymeHT, kOMTO onucBa obwmTe npaBuna, obxear Ha
NPUAOXMMOCT 1 npoueaypu, npunaraHn ot EBpoTpbCT Npu M3gaBaHe Ha KBanuduumpaHm atpubyTMBHM
yaocToBepeHns, 6asmpann Ha naeHTndukaumst ¢ JONbAHUTENHN CneundryHN aHHN 3a rusmdeckuTe 1
topuanyeckuTe nuua.

MonuTtukaTta npy npegocTaBsHe Ha KBanvpuuupaHo aTpnbyTMBHO yOOCTOBEPEHME € HepasaenHa
yact ot OO6wwute ycnoBuss Ha [loroBopa 3a NpefoCcTaBsAHWM YAOCTOBEPUTENHW, WH(OPMALMOHHW,

KpVII'ITOFpaCbCKVI N KOHCYNTAHTCKKN yCIyru. ,D,OCT'bI'I'bT 00 ycnyrata € Halrm4Ha, Kakto 3a 6'bJ'IFapCKI/I, Taka n

3a YyXau rpaxaaHu.

1.1. NPEMMEQ

MonuTukata npyv nNpegocTaBsHe Ha KBanuduuupaHo aTpubyTMBHO YAOCTOBEPEHWE Onucea
npoueca, NpyM KONTO (pM3M4ecko nuue unu usmMyecko nuue, NpeacTaBnsaBallo pUOMYEecKo nuue
(ynpaButenu, YneHoBe Ha CbBETU, MPOKYPUCTN U Ap., KOrato NpeAacTaBuTenHara Bnact npoustuda ot
3aKOH), KoeTo e noTpebuten Ha EBpPOTPBLCT, nNoucka u3gaBaHe Ha KBanuduuupaHo aTpubyTuBHO
yOOCTOBEpEHNe 3a KBanuuuupaH enekTpoHeH noanmc. YA0CTOBEPEHNETO Ce M3faBa Ha NMLEeTo C uen
TO ga nognvwe C KBanuduuMpaH enekTpOHEH NOAMUC ENeKTPOHEH OOKYMEHT CbAbpXall, IUYHU
NaeHTUMKALUMOHHM AaHHU (M39BNEHWEe 3a NpefoCTaBsHEe Ha NWYHW OaHHM) B obem Heobxoaum 3a
OTHOLWIEeHMATa My C AoBepsiBalla ce cTpaHa (Hanpumep 6aHka, 3acTpaxoBaTenHoO APYXeCTBO U Ap.).
Nuueto Bb3nara Ha EBpOTpBLCT Aa BKNOYM B KBanMUUMPAHOTO aTpubyTMBHOTO YA4OCTOBEpeHMWe
AOMbIHUTENHW HETOBW AAHHW.

KBanudpuumpaHoTo aTpubyTMBHO YAOCTOBEPEHME 3a KBanuuuupaH ernekTpoHeH nognuc ce
n3gaBa Mpu CbLUUTE YCMOBUS, KAKTO CTAHAAPTHOTO KBanuduUMpaHO YAOCTOBEPEHME 3a eneKTPOHEH
NMOANUC, HO Ce pasnu4yaBa No Buaa M obema Ha yooCTOBEpeHUTEe B HEero AaHHW. [onbrHuTenHute
cneunduYHN JaHHM He 3acdaraT onepaTMBHaTa CbBMECTMMOCT M NPU3HABaHETO Ha KBanuduvuupaxHute
€eKTPOHHN MOANUCK, AOKOSKOTO BMMCBaHUTE AaHHU Ca B CbOTBETCTBME C MPUNOXUMUTE CTaH4apTw.

MpUNoXMMOCTTa Ha KBanuuumMpaHoTo aTpubyTUBHO YAOCTOBEPEHME € CBbp3aHa C AEHTUMMKaUMSA Ha
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nvuata npeg gosepsiBawM ce cTtpaHu. [lpaBHaTa CTOMHOCT Ha KBanvduUMpPaHOTO aTpubyTUBHOTO
yOOCTOBEPEHNE KaTo KBanuduuupaHo yOOCTOBEpPEHWe 3a KBanuduumpaH enekTpoHeH noanuc ce
npusHaea B Lenus EBponenckn chbios.

Bb3MOXHOCTTa 3a yaoCTOBeEpsiBaHe Ha NMYHWN AaHHM OT CTpaHa Ha EBpOTpBLCT Ypes n3gaBaHe Ha
KBanuduumpaHm atpnbyTMBHN yOOCTOBEPEHNS 3a KBaNUMULMpPaHN enekTpoHHU NOANUCK e ypeaeHa oT
Mpeam6Gion (54) BbB Bpb3ka € un. 24 (1) nun. 28, 1. 3 ot PernameHTt (EC) Ne 910/2014 r. Jluuarta, kouto
nuckat msgasaHe Ha KBanuduumpaHo aTpubyTMBHO yOOCTOBEpeHWe ca notpebutenu Ha ycnyrute Ha
EBpoTpbeT. Te ca ugeHTMdUUMpaHn U MMaT Beye HanpaBeHa perucrpaumsa kato notpebutenn Ha
EBpOTPBCT, HO 3a HyXaUTe Ha usgaBaHUTe KBanuduumpaHu atpnbyTMBHU yaoctoBepeHus, EBpoTpbCT

n3gaBa HOBO yaocCTtoBepeHue C BNnnMcBaHe Ha Be4de yCTaHOBEHU JNIMYHN OaHHWN.

1.2. CBbOTBETCTBUE

EBpoTpbCT npegoctaBa ycnyra 3a vu3gaBaHe Ha KBanuduvumpaHu atpnbyTMBHU yOOCTOBEPEHUS,
nokpuBarkn manckeaHuatTa Ha T. 5.5.1.3 (c) Ha TS 119 612 Trusted Lists. B 1031 cmucen EBpoTpbeT
onpegensa ycnyraTta Ha HaunoHanHo HuBo oT Tun: URI: http://uri.etsi.org/TrstSvc/Svctype/ACA.

KBanuduumpaHnte atpubyTMBHU YyAOCTOBEpPEeHUs wusgageHn oT EBpoTpbCT OTroBapaT Ha
naunckeaHudata Ha Npeambion (54) BbB Bpb3ka ¢ un. 24 (1) u un. 28, 1. 3 ot PernameHT (EC) Ne 910/2014
r. ot PernameHT (EC) 910/2014. MNpensung TpaHcrpaHMyHaTa onepaTtMBHa CbBMECTUMOCT Ha BbBEAEHUTE
¢ Pernament (EC) Ne 910/2014 dopmaTtn Ha KBanudpuuMpaHu EnekTPOHHW MOAMUCKM W neyaTw,
KBanudpuumnpaHmTe atpnbyTMBHN YOOCTOBEPEHMS HE 3acdAraT 3agb/PKUTENHUTE U3NCKBaHUSA NpeaBuaeHn
B PernameHt (EC) N2 910/2014 n PernameHT (EC) 2015/1501 OTHOCHO u3nCKBaHUATa 3a MUHUMAarHWSA
Habop OT AaHHU 3a nageHTMdUKaLma Ha nuua, NpeacTaBnaBaLlm No YHUKaneH HaduvH AageHo usnyecko
UnNun tpnanyYecko nuue. Ha HaumoHanHo paBHULLE B KBanuguumpaHuTe atpubyTMBHN yAOCTOBEPEHNS ca
BKIOYEHM crieumdnyHN gaHHN KaTo Hanpumep EMH, kakTo n gpyrn gaHHu npm uckaHe oT notTpeduTten unm
KNMeHT, HOo EBpoTpbCT rapaHTupa, 4Ye Te He Bb3NPenAaTcTBaT TpaHcrpaHudHaTa onepaTvMBHa
CbBMECTMMOCT M  MNpu3HaBaHeTO Ha  KBanuduvumpaHute  aTpubyTMBHM  yOOCTOBEPEHUS M
KBanuduunmpaHntTe enekTpoHHuTe nognucu/neyvatv B EBponenckms cuios.

MNMonutnkata e B CbOTBETCTBUE CbC CrEQHUTE JOKYMEHTH:

> PernameHt (EC) Ne 910/2014 Ha EBponenckua napnameHT n Ha CbBeTa oT 23 tonn 2014
roaMHa OTHOCHO €neKTpOHHaTa WAEHTUMUKAUUS U YOOCTOBEPUTENHUTE YCMYrn NpU  eneKTPOHHM
TpaHcakumMn Ha BbTpeLLHUA nasap u 3a otMmsaHa Ha [upektmuea 1999/93/EO (PernameHT (EC) Ne 910/2014)
1 C NPUNOXMMOTO 3akoHoaaTerncTso B Penybnvka bvnrapus;

» PernamenT (EC) 2016/679 Ha EBponenckus napnameHT un Ha CbBeta ot 27 anpun 2016

roavHa OTHOCHO 3aluuTata Ha (PU3MYEecKUTE Nuua BbB Bpb3ka C 0O0pabOTBAHETO HA NMUYHU AaHHU U
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OTHOCHO CBOOOOHOTO ABMXXEHME Ha TakMBa AaHHU 1 3a oTMsIHA Ha [dupektusa 95/46/EO (O6L pernameHT
OTHOCHO 3awuTaTta Ha JaHHuTe);

» ETSI EN 319 401 Electronic Signatures and Infrastructures (ESI); General Policy
Requirements for Trust Service Providers;

» ETSIEN 319 411-1 General requirements;

» 319 412-2 Certificate profile for certificates issued to natural persons;

» 319 412-3 Certificate profile for certificates issued to legal persons.

1.3. HAMMEHOBAHMUE U UOEHTUDPUKATOP HA NOJINTUKATA

HacToawmaTt OKYMeEHT e ¢ HaMMeHoBaHue: ,[TonnTrka 1 npakTuka npy npegoctaBsiHe Ha ycryra 3a
nsgaBaHe Ha aTpubyTMBHO yaoctoBepeHue® n ¢ ngeHtudgpumkatop OID: 1.3.6.1.4.1.47272.2.16.17.2.
N3gaBaHuTe oT EBpoTpbCcT noTpebutenckn ksanudpumumpaHn aTtpubyTMBHW yOOCTOBEPEHUS
cbabpXaT naeHTUdKUKaTOP Ha NONUTUKA, KOMTO MOXKe [a Ce U3MNosi3Ba oT AoBepsiBalLuTe ce CTpaHn npu
onpeaensHe Ha MPUNOXUMOCTTa Ha YAOCTOBEPEHUATA KbM [AAEHO MPUIOXEHWE, KakTO € ONUcaHo B
npenopbkata IETF RFC 3647.

2. YYACTHUMUM B UHOPACTPYKTYPATA
2.1. YAOOCTOBEPABALL OPIrAH ,EVROTRUST RSA OPERATIONAL CA*

,Evrotrust RSA Operational CA“ wnsgaea noTpebutenckun keanuduumpaHn aTtpnbyTUBHU
YyOOCTOBEPEHNSA CbINACHO HacTosAWMs OOKyMeHT u [MpaktukaTta u lNonuTukata 3a npepocTaBsHe Ha
KBanuduumpasm ygoctoseputenHu ycnyru. Evrotrust RSA Operational CA* mn3nbnHaBa cnegHuTe
crneunduyHn 3aabImKeHNs:

» [Mprvema enekTpoHHO UCKaHe 3a n3gaBaHe Ha KBanuduumpaHm aTpnbyTMBHM YAOCTOBEPEHNS;

» WspaBa kBanuduumpaHo aTpubyTUBHO YOOCTOBEPEHUE;

» [lybnvkyBa M nogabpxa wusgageHu keanuuumpaHn aTtpubyTMBHU YOOCTOBEPEHUS B
CbOTBETCTBUE C npoueaypute onucanu B MNonutuknte m MNMpaktuknute Ha EBpOTPBLCT;

» CobxpaHaBa 3anucute (noroseTe) no npoueca Ha u3gaBaHe Ha KBanuuuupaHu atpubyTuBHU

YAOCTOBEPEHUA.

2.2. TNOTPEBUTEINN

Bcsko pmsnyecko nuue unm usndecko nvue, npeactaBnsaBallo PUAMYECKO Nnue, KOeTo uma
CKIOYeH [JoroBop C EBpoTpbCT 3a ygocToBepuTenHa ycrnyra 3a u3gaBaHe Ha aTtpubyTMBHO

yOooCToBepeHue e noTpebuTten Ha Tasu npegoctaseHa oT EBpOTPbLCT ycnyra.
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MpenocTaBsHaTa yOoocToBepuUTENHa € AOCTbMHA WM 33 Xopa C YBpexdaHusl, KoraTo ToBa e

npakTn4eckn oCbLLECTBUMO.

2.3. [NOBEPABALUU CE CTPAHU

[oBepsBawa ce cTpaHa 3a npegocTaBsHaTa ycnyra (ToBa € WHTerpauuoHeH napTHbLOP Ha
EBpoTpbCT) 03HauaBa bm3myecko unu puandecko nuue, KOeTo ce AOoBepsiBa Ha KeanuduuupaH
erieKTPOHEeH MoAnuc, NPUAPYXXeH OT KBanuduuupaHo atpnbyTnBHo ygoctosepeHue. [JoBepsasawmTe ce
CTpaHu cnefBa ga MmaT OCHOBHWM MO3HaHWUS U YMEHUSI OTHOCHO W3MOMN3BaHETO Ha KBanuduumpaHo
aTpMbyTMBHO YAOCTOBEPEHME U Oa Cce AOBepsiBaT Ha yAOCTOBEpeHWTe ob6CTosATencrsa B HEro camo C
orneg Ha npunoxumaTta NonuTuka, oco6eHo No OTHOLIEHME Ha HUBOTO HAa CUIYPHOCT Mpu NPOBepKa Ha
CaMOSIMYHOCTTa/MOAEHTMYHOCTTA Ha NuuaTa, Ha KOUTO ca u3gageHu kBanuduvumpaHute aTpubyTUBHU
yOOCTOBEPEHUS, KaKTO WM MO OTHOLIEHME Ha BMMCaHUTE B YOOCTOBEPEHMSITA OrpaHuMyeHus 3a
n3nonasaHeTo uM. [loBepsABaLLmTe ce CTpaHM UMaT NOCTOAHEH OOCTLMN A0 peructTpute Ha EBpoTpbCT 3a
npoBepKka Ha BanMAHOCTTA Ha KBanuduumpaHuTe aTpubyTmBHM ygocTtoBepeHus. [JoBepsBawuTe ce
CTpaHW, YCTaHOBEHM M3BLH TepuTopusita Ha Penybnuka Bbnrapusa, moraT ga pasuvrtaT Ha HagexagHo,
CUTYPHO, NECHO 1 yaobHO KBanuduumpaHo BanvaMpaHe no aBTOMatu3npaH HavyvMH Ha KBanuduuupaHu

€NeKTPOHHU NoANMCK, 3a KOUTO ca U3haAeHU KBanuuumpaHuTe aTpubyTUBHM Y4OCTOBEPEHMSI.

2.4. [OPYIrYYACTHULUM

EBpoTpbCT 3anasea npaBo npu HeoGXOAMMOCT [a CKM4YBa AOroBOpM C BBbHLUHM Nuua 3a

npefocTaBsiHe Ha YCryri, CBbp3aHu € ycryra 3a enekTpoHHa MaeHTUUKaums.

3. YNOTPEBA U MNMPUNOXWUMOCT HA ATPUBYTUBHO YAOCTOBEPEHUE
3.1.  NPUNOXUMOCT HA ATPUBYTUBHO YOOCTOBEPEHUE

YnoTtpebarta n NnpunoxmmocTTa Ha kBanuduumpaHoTo aTpubyTUBHO YAOCTOBEPEHME € CBbp3aHa
C NOAMNMCBaHe Ha U3ABMEHWS 3a NPefoCTaBsiHE Ha NINYHW W/UNWN OPYrv AaHHW, OT (OU3M4ecky nuua u nuua
npeacTaBnsBalLM OPUAMYECKM LA, MO TAXHO WUCKaHe, 3a HYXXAMTe Ha TeXHW OTHOLUEHWs C TpeTa
JoBepsiBalla ce cTpaHa. lMoTpebutenute m3nonseaTt KBanuduumpaHn aTpubyTMBHM yOOCTOBEPEHMUS
eHOKpaTHO 3a NoANucBaHe Ha U3sIBNIeHNE 3a NpeJoCTaBsHe Ha NMUYHU W/UNIK APy AaHHK, C KOeTo Te ce
naeHTMdMUMpaT U gaBaT CblNacueTo CU 3a NpPefoCTaBsHE Ha NMUYHU U/Mnu Opyrn AaHHW. BeaHbx
perucTpupaHu, nuuata moraT ga ce Bb3fnon3BaT M [a 3asBsiBaT eNeKTPOHHO u3gaBaHe Ha
KBanuuumpaHo aTpubyTMBHO yAOCTOBEPEHME HeorpaHuyeH Gpoli MbTW, HO 3a BCSKO YAOCTOBEpsiBaHE

ce u3nonsea eAHOKpaTHO reHepupaHa HOBa ABOMKA YacTeH M MyGnuyeH Kho4, NpUAPYXEH C HOBO
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KBanuguuupaHo atpubyTMBHO yaocToBepeHue. BpemeTpaeHeTo Ha kBanuduumMpaHoTo aTtpubyTUBHO

yOOCTOBEPEHME M CBbP3aHUs ¢ Hero nybnuyeH kntod e 2 (gea) yaca.

3.2. YNOTPEBA HA KBAJIM®GULIMPAHO ATPUBYTUBHO YOOCTOBEPEHUE OT
HOBEPABALLU CE CTPAHU

[oBepsiBawnte ce cTpaHuM TpsiGBa Aa ce [oBepsiBaT Ha [aHHUTE OT KBanNUULMPaHOTO
aTpubyTMBHO yOOCTOBEPEHME cCaMO crief npoBepka Ha TeXHUsI CcTaTyCc U MpoBepka Ha enekTPOHHUS

noannc Ha yaocrtosepsaBallna opraH, n3gan ygoctoBepeHneTo.

3.3. 3ABPAHA 3A YMNOTPEBA HA ATPUBYTUBHO YOOCTOBEPEHUE

ATpI/I6yTI/IBHVITe yAooCTOBEPEHUA HE TDHGBa Aa ce n3non3eart no Ha4mMH HeCbBMECTUM C obsiBeHaTa

3a 14X uen n npunoXHo norne.

4. YNPABJIEHUE HA NOJINTUKATA

PbkoBoacTBoTO Ha EBpOTPBLCT OTroBaps 3a ynpaBfeHNETO Ha HACTOSALLNSA JOKYMEHT.

Bcsika Bepcus Ha [NonnTrkaTa e B cuna 4o MoOMeHTa Ha ogobpeHue n nybnnkyBaHe Ha HOBa BEPCUSI.
Bcsaka HoBa Bepcusi ce pa3paboTBa OT OTOPU3MPAHN KOMMETEHTHU CRYXUTenu Ha EBpoTpbCT M cnef
ogobpenne ot bopaa Ha anpekTopuTe ce nybnukyea. [oTpebutennte n goBepsiBalWLMTE Ce CTpaHu ca
OTbXHW Oa ce cbobpassBaT caMo C BanuaHaTta Bepcust Ha [onuTukaTta KbM MOMEHTA Ha MOn3BaHe Ha
ycnyraTta.

KoHTakTHOTO Nnvue 3a ynpaBneHne Ha OokymeHTa ,[lonuTuka v npakTtvka npyu npegocrtaBsHe Ha
ycniyra 3a u3gaBaHe Ha aTpubyTmBHO yaocTtoBepeHune“ Ha ,EBpoTpbecT TexHonmboxmuc” A e
N3NbITHUTENHUAT OMPEKTOp Ha EBpOTpbCT.

JonbnHutenHa nHdopmaums moxe ga obae nonyvyeHa Ha cnegHus agpec:

-EBPOTPBLCT TexHonbaxnc* Al

Codumg, 6yn. ,Lapurpaacko woce” Ne 101

BusHec ueHTbp ,AKTVB, eT. 6

TenedoH, dakc: + 359 2 448 58 58

enekTpoHHa nowa: office@evrotrust.com

5. ONPEOENEHUA

TepmuHUMe, KOUMO ce u3rosi3eam 8 Hacmosiwusi dokymeHm ca onpedesnieHu 8 Peannamenm (EC) Ne
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910/2014 e.

6. NYBJIMYEH PETUCTBP

My6nuyHnAaT permctbp Ha EBPOTPBLCT npeacTaBnsiBa XpaHwWve, B KOETO ca pasnosioKeHu
aKkTyanHu n nNpegullHn BepCUN Ha eneKkTpoHHU AoKyMeHTU (MonuTtukmn u MNpakTnki, yoocToBepeHns Ha
yOoCTOBEpsABALLM OpraHn v gpyra nHdgopmaumus) npegHasHadvyeHn 3a notpebutenn n 3amHTepecoBaHu
CTpaHn. XpaHuUnuieTo ce ynpasnsBa U KOHTponupa oT EBpoTpbCT. JoCTbMbT A0 UHGOpMauMsTa e
nocTosiHeH (24/7/365). NMybnuYHNAT perncTbp € AOCTbNEH Ype3 MHTEePHET cTpaHuuata Ha EBpoTpbCT:
https://www.evrotrust.com n gocTbna 4o Hero ce ocbluecTsdaBa no npotokon HTTP/HTTPS. EBpoTpbeT €
npeanpuen Mepku, Norm4yeckn n usanyeckn MexaHnsmm 3a 3awmuTa cpelly HeoTopuanpaHo gobassHe,
npemMaxBaHe 1 NpoMsiHa Ha nHdopmauuaTa nyénmkyBaHa B XpaHuUnmuleTo. [pn OTKpMBaHe Ha HapyLLEHWS]
EBpoTpbCT npeanpuema noaxoadwn AencTBu4, 3a Ja Bb3CTaHOBM LENoCcTTa Ha nHdpopmauuaTa. Mpu
HeobGxoanmMocT EBpOTPBLCT Hanara 3akOHOBU CaHKUMW, YBEAOMSIBA 3acerHatnute cyOekTun u KomneHcupa

3arybute um.

7. OMEPATUBHU OEAHOCTU NO U3OABAHE HA ATPUBYTUBHO YOOCTOBEPEHUE

EBpOTpbCT NpoBepsiBa CaMONIMYHOCTTa Ha e4Ho nuue, (M3M4ecKoTo nuue — TUTYNap Ha noanuca
UNu NpeacTaBUTeN Ha PUANYECKOTO NnLe, Ypes3 PU3NYECKO ABSIBAHE UM Ype3 U3Non3BaHe Ha cuctema
3a oTaarneveHa ngeHtTudukaumnsa Ha msnyeckn 1 ropugndeckn nuua no un. 24, an. 1, 6. “r’ or PernameHTt
(EC) 910/2014, 3a pa My npegoctaBu ycnyra no wsgaBaHe Ha KBanuduumpaHo aTpubyTMBHO
yOoCTOBEpeHne 3a KBanuduumnpaH enekTpoHeH noanuc. EBpOTpbCT rapaHTupa, Ye cbabpXkalliata ce
MHopMaumsa B aTpubyTUBHUTE YOOCTOBEPEHMS € TOYHA M JOCTOBEPHA B MOMEHTA Ha TAXHOTO U3[aBaHe.
NckaHeTo 3a oTaaneyeHo maeHTudmumpaHe Ha egHo nuue nocTbnBa B cuctemmte Ha EBpoTpbeT oT
posepsiBawia ce crtpaHa (Hanpumep 0GaHka, 3acTpaxoBaTerlHO APYXXeCTBO M Ap.) 4pe3 crneumanHo
pa3paboTeH nHTepdeinc 3a KOMyHUKaLms. 3a uenmte Ha naeHTudukaumaTa, usn4eckoTo nuue Bbanara
Ha EBpOTpbCT usgaBaHe Ha aTpubOYTMBHO yOOCTOBEPEHME MO ENEKTPOHEH NMbT C Heobxoammusa obem
N3ncKaHM OT JoBepsiBallaTa ce CTpaHa AaHHM.

B cnyuan, 4ye nuueto He e noTpebuten Ha EBpoTpbCT, TO TpsibBa Aa npemMuHe npes3 npouec no
naeHtTndurkauma npeg EBpoTpbCT M ga ctaHe noTtpebuten Ha EBpPOTPBLCT, CbObpasHO npunaraHuTe
Monutukn un lNpaktukn. ATpnbyTUBHOTO yaoCToBepeHue, KoeTo EBpOTpbCT usgaBa € egHOKpaTHO, C
KpaTbK nepvog Ha BanMAHOCT W CbAbpXa YAOCTOBEPEHW nybnvyeH KoY W OaHHW, W3BBH
3agbiokuTenHUTE atpmbyTn 3a KBanuduumnmpaHo yaoctoBepeHue, Kouto npoustmnyat ot PernameHT (EC)
Ne 910/2014 r., B CbOTBETCTBME C NPUNIOXKUMOCTTA Ha YAOCTOBEPEHMSATA M OTHOLLEHNATA Ha KIMEHTa C

[AoBepsiBallata ce cTpaHa. EBpoTpbCT npoBepsiBa B MbpPBUYHUTE PEMUCTPU 3a HACTLNWUMAM NPOMEHMU B
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rpaxkgaHckms, npoecmoHanHmsa cTaTyc, BanuaHoOCTTa Ha JOKYMEHT 3a CaMOnMYHOCT 1 Ap. JIndHute un
ApyruTe gaHHu ce ob6paboTBaT No HauvH, KOWTO rapaHTUpa BUCOKO HMBO Ha CUrYPHOCT, BKITHOYUTESTHO
3awmTa cpelly HepaspelleHO MM HesakoHocbobpasHo obpaboTBaHe M cpewy crniyvarHa 3aryb6a,
YHULLIOXXaBaHe Unn noBpexaaHe, Kato ce npunaraTt NOAXOAALM TEXHUYECKM U OPraHn3auuoHHN MEpPKN

(,USIMOCTHOCT M NOBEPUTENHOCT").

7.1. MPOLUEC NO U3OABAHETO HA ATPUBYTUBHO YOOCTOBEPEHUE

N3naBaHe Ha aTpubyTMBHO yOoOCTOBEpPEHME 3a MAEHTUUKAUMS Ha PU3NYECKO Nuue Wi Ha
dusnyecko nuue npeacTaBnsBallO PUANYECKO NUUEe Npes OOBepsiBalla ce cTpaHa vype3 MOOMITHOTO
npunoxexme Ha EBpoTpbCT Mnu npu hmsmdecko aBsBaHe npen Heros npeacrasuTen, obxealla cregHuTe
CTbIKK:

»  [oBepsiBallaTa ce CTpaHa usnpaila o EBpoTpbCT 3asBKa 3a ngeHTUgukauma Ha nuueTo
ypes cneymanuanpax yed noptan, APl nHtepderic nnm npes SDK moayn;

> EBpoTpbCT NpoBepsBa fanv nuueTto e Beve notpebuten Ha EBpoTpbCT, naeHtTuduumpaH
cbobpasHo npunoxummte Monutrku n MpakTnkn 3a npegocTaBsHe Ha yaOCTOBEPUTENHUN yCrnyrn. AKO Bce
OlLle He e, Ce 0YaKBa HeroBaTa uaeHTUMMKaUna 1 CKtoyYBaHe Ha Aorosop ¢ EBpoTpbCT;

> AKO nnueTo e ngeHTudnunpaHo Beye ot EBpOTpBCT, HA MOBMITHOTO NPUITOXEHNE MY Ce
npenpaLla uckaHeTo 3a ngeHTndukaunsa ot gosepsisaliata ce cTpaHa, BeaHo ¢ obema AaHHK, KoUTo ca
N3ncKaHn OT Hero. Ako noTpebutenaT ce naeHTudrumpa Ypes (pmsndecko sSBsiBaHe, My ce npeacTaBs
obema gaHHK, KOUTO Ce oYaKkBa Aa NPedoCTaBu 3a HYXAWUTE Ha UaeHTUdrkauuaTa npeq gosepsisawiaTa
ce CTpaHa;

> Jlnueto 3asBsiBa kbM EBpOTPBLCT wM3gaBaHe Ha aTpuUOYTMBHO YOOCTOBEPEHME 3a
KBanuduumpaH enekTpoHeH NOANUC, KOETO CbAabpXKa NINYHUTE W/UNW OPYTrN HEFOBU OAHHW;

»  JlnueTto noTBbpXKAaBa M3gaBaHETO Ha aTpUBYTUBHO y4OCTOBEPEHME, C KOETO TO Bb3nara
Ha EBpOTPBLCT Aa reHepupa ABOWKa YacTeH U nybnuyeH Kniod, 1 Aa nsgage ksanuuumnpaHo atpmbyTneHO
yOoCTOBEPEHME 3a NYONUYHMS Ko,

> EBpOTpBCT NpaBuM aBTOMaTU3MpaHa NPoOBEPKaA Ha NIMYHUTE OAHHW Ha NUUETO, C Tesn C
KOUTO NULIETO € PerncTpupaHo kato noTpebuten, Kakto M Npu Hanuume Ha WHTErpaums - OT JaHHM B
MbPBUYHUTE PETUCTPU UMW HAZEXKOHMN U3TOUYHWULN HA OAHHW;

> EBpoTpbCT reHepupa pfgBorkaTa Kpuntorpaddcku KnodoBe M u3gaBa aTpubyTUBHOTO
KBanmuumnpaHo yaocToBepeHue 3a nyormyHns KoY Ha gBoMKaTa;

» EBpOTPBLCT ocurypsisa Bb3MOXHOCT Ha NMLETO (M3npawla Ha MOOUNHOTO YCTPOMCTBO Ha NULETO
SMS ¢ nuHk nnu NMWH koa 3a NnoTBbPXKAEHWE) Aa NognuLLEe U3HABMEHNETO 3a NPenoCTaBsHE Ha NNYHU

n/unu gpyrv faHHn ¢ atpubyTUBHOTO YAOCTOBEPEHME.
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7.2. WU3OABAHE HA HOBO KBAJTUGULIMPAHO ATPUBYTUBHO YOOCTOBEPEHUE C
FrEHEPUPAHE HA HOB YACTEH KIO4

B cnyvaute korato Beuye pernctpupaH noTpebuten noucka OTHOBO [Aa M3Mofi3Ba ycnyraTta
eNnekTpoHHa MAeHTMUdMKaLMS Npeq HoBa UM cbluaTa goBepsiBalla ce cTpaHa, EBpoTpbCcT My nsgasa
HOBO kKBanuduumMpaHo aTpubyTMBHO YAOCTOBEPEHME W T[eHepupa HOB 4acTeH kntod. Bcsiko

KBanuduumnpaHo atpnbyTMBHO yoOCTOBEPEHME MMA BanNMAHOCT 2 (ABa) Yaca v ce n3nonssa €4HOKPaTHO.

7.3. TNPEKPATABAHE HA JOTOBOPA C EBPOTPBLCT

,D,OFOBOp'bT 3a npenocrtaBdaHe Ha ycryra 3a n3gaBaHe Ha anI/I6yTI/IBHO yoocTtoBepeHune, A40CTblHa
4ype3s NMpuiioXXKeHMeTo Ha EBpOTp'bCT, Ce npekpatdasa npu 3akpmBaHe Ha I'IpOCt)VIJ'I Ha I'IOTpe6I/ITeJ'I nnn npu

Jmnca Ha I'IpOd)I/IJ'I B MOOMMHOTO npunoxeHue nnm npun n3tn4aHe Ha Cpoka Ha yaoCTtoBepeHneTO.

74. WAEHTUOUKALUUA U NMPOBEPKA HA CAMOJIMYHOCT CNEL 3AKPUBAHE HA
nPO®UN

Mpw akTMBUPaHe Ha PYHKLUMOHAMHOCT Ype3 MOBMNHOTO NpunoxeHne Ha EBpOTpbCT 3a N3TprBaHe
Ha nNpodun 1 Npu XenaHve OT CTpaHa Ha [afdeHo Nuue 3a NpefocTaBsiHe Ha ycnyra 3a usgaBaHe Ha
aTpubyTMBHO YOOCTOBEPEHMWE Crief Bpeme, TO TpsibBa fa NpeMuHe npe3 HOB NPOoLEC Ha pernctpauus u
naeHTudukaums. MagasaHe Ha HOBO aTpuOYTMBHO YOOCTOBEPEHME MOXE Oa Ce M3BbpLIM U cnef

noBTOpHa hmsndecka naeHTUdrKaums.

8. KOHTPOIJ1 HA ®U3NYECKATA CUTYPHOCT

MepKVITe CBbp3aHN C Cbl/l3|/1‘-IeCKaTa 3almnTa Ha I/IHCbOpMaLI,VIOHHI/ITe OaHHW, TEXHOJIOTnM4YHUTE
CcuctemMu, nomMeleHnAaTa n CBbp3aHnTe C TAX nogabpXKalny CUCTeMn ca onnmcaHn B JOKyMeHTa ,,rlpaKTI/IKa

npv NpeaocTaBsiHe Ha KBanuuumMpaHu yaoCcTOBEPUTENTHM YCnyrin®,
8.1. NOMELWWEHUA N KOHCTPYKUMUA HA MOMELLEHUATA
EBpoTpbCT pasnonara CbC crneumanHo KOHCTpyupaHo u obopyaBaHO MOMELLEHME C HaW-BMCOKa

CTeneH Ha KOHTpOom Ha cbmsmqecm OOCTbI, B KOETO Ce nomMmeuwlaBaTt yaoctoBepdBallnAa opraH Ha

EBPOTPBLCT 1 BCUYKNUTE LEHTPanHW KOMMOHEHTU Ha UHAPACTPyKTypaTa.
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8.2. O®U3NYECKM OOCTDBI

dusnyeckata CUrypHOCT Ha cCUCTeMUTe 3a wu3gaBaHe W ynpaBfeHne Ha aTpubyTUBHU
yaoCToBepeHns e cbobpaseHa C U3MCKBaHMATA Ha MeXAyHapOAHU CTaH4apT U NPenopbKu.

3a obopyaBaHeTO B 3alMTEHOTO M U30MMpaHO nomeleHne Ha EBpoTpbCT e ocurypeHa
dmsnyecka HenpUKOCHOBEHOCT. MMa aBydhakTopeH KOHTPOST Ha [OCTbMNa M AeHOHOLWHa dun3nyecka
oxpaHa. He e noseoneH usanyeckn gocTbn A0 KPUTUYHOTO obopynBaHe 3a nosede oT 30 (Tpuaecer)
MUHYTW Ha noceweHne. He e no3soneH JOCTbN A0 wkada ¢ obopyaBaHETO Ha No-Marnko oT 2 (ase)
OTOPU3MPaHN TEXHUYECKM nuua Ha EBpoTpbcT. Bceknm [ocTbn A0 MOMELWEHUATa € KpUTU4Ha
NMH(pacTpyKTypa ce JOKYMEHTUPa B Cneunantm XXypHanw.

3awuTara Ha crpagaTta Ha EBpoTpbCT € peanuanpaHa oT 24-4yacoBa oxpaHa. B nomelleHunsTa Ha
EBpotpbcT uma Cuctema 3a anapmeHa curHanusaums, Cucrema 3a BugeoHabntogeHue, CurHanHo-
n3BectuTenHa cuctema n Cucrema 3a KOHTPOM Ha AOCTbNA.

duanyeckaTa CUrypHOCT HaA CUCTEMUTE € onucaHa B AOKyMeHTa ,[lpakTuka npu npegoctaBsiHe Ha

KBanudunumpaHm yaocToBeputenHu ycnyrm®

8.3. CBXPAHEHUE HA HOCWUTEJN HA OAHHH

Bcuykn HocuTenu cbabpXawm codTyep, apXuBM Ha LaHHU UNU OguTHA MHGOpMauusa ce
CbXpaHsABaT B OrHeynopHa kKaca, B NOMeLLEeHMS CbC crieumnaneH 4OCTbMN U C BbBEAEH KOHTPO Ha AOCTbN.
B nomelueHneTo ¢ apxuBa Ha EBpOTPBCT MMa m3rpageHa cmcteMma Ha omsmyecka u fiormyecka salluTta.
3anncBaHeTO N CbXpaHSABAHETO Ha 3Ha4YMMa MHOPMaUUSA ce OCbLLECTBABA NOCPEACTBOM edeKTMBHaA
cMcTeMa 3a ynpaBfieHWe Ha 3anucuTe kaTo ce B3eMaT npeasug NpUoXMMOTO 3aKoHOAATerncTBO M
AobpuTe NpakTMKM NO OTHOLLEHWE Ha 3alnTaTta 1 3ana3BaHeTo Ha JaHHuUTe. EBpoTpbCT nogabpxa 6asa
OT JaHHK, B KOSTO Ce CbXxpaHsaBa MHopmMaumaTa 3a JENHOCTTa CBbp3aHa C NpeaoCTaBsaAHETO Ha ycnyra
3a usgaBaHe Ha aTpubyTUBHO yaocToBepeHue. basata oT gaHHW ce nogabpxa AndepeHumnpaHo: basa

OaHHW, hannoBn CUCTEMU N apXUBW.

8.4. W3XBBLPIAHE HA OTNAABLUUTE

EnekTpoHHN HOCUTENKN ChAabpXallm 3Ha4YMma nHdopmMaumnsa 3a CUrypHocTTa Ha EBpoTpbCT, cnea
n3TnyaHe Ha onpeaeneHnst CbrnacHo BbTPEeLUHMTE NpaBuna Nepuos Ha CbXpaHeHue, ce YHULLOoXaBar.
Hocutenute Ha nHdopmauunsa 3a kpuntorpadpCckm KnovoBe 1 KOAOBE 3a AOCTbM U3MOM3BaHM 3a TAXHOTO
CbXpaHeHue, ce pa3gpobsiBaT ¢ NOAXOLALWM YCTPOUCTBA. ToBa ce OoTHAcsa 3a HOCUTENUTE, KOUTO He
Nno3BoNnsABaT OKOHYaTENHO 3anMyaBaHe Ha CbXPaHEHWM OAaHHU U TAXHOTO MOBTOPHO u3non3eaHe. B

onpeaeneHn criydam uHdopmaumsTa oT NPEHOCMMU HOCUTENU Ce YHULLOXaBa, Ype3 M3TpuBaHe unu
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chopmaTupaHe Ha HocuTens 6e3 Bb3MOXHOCT 3a Bb3CTaHOBSIBaHe.

9. OPrAHMU3ALMOHEH KOHTPOI

Bcuykn npouenypu, kacaewm cUrypHocTTa npu usgaBaHe, agMUHUACTPUpaHe M U3Mon3BaHe Ha
KBanuuuupaHu atpubyTUBHU YOOCTOBEPEHUS Ce M3MbIHSABAT OT JOBEpeH nepcoHan Ha EBpoTpbCT.
EBpoTpbCT nopgabpka goctatbyeH Gpoit kBanuduumMpaHu CRyXUTenu, KOMTO BbB BCEKM MOMEHT OT
OCbLUECTBSIBAHE HAa AEVHOCTTa My [Ja OCUrypsiBaT CbOTBETCTBME C [AeNCTBALLOTO 3aKOHOOATENCTBO M

BbTPELWHNTE NpaBniia n HOPMU HaA OPYXECTBOTO.

lNpouedypama e onucaHa & OoKkymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguyupaHu

yodocmoesepumeriHu ycryau”,

9.1. KOHTPOI1 U UIANCKBAHUA 3A OBYYEHUE HA CITYXUTENWUTE HA EBPOTPBCT

lNpouedypama e onucaHa & OoKymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguyupaHu

yodocmoesepumeriHu ycryau”,

10. 3ANUCU HA CBBUTUA N NOOABPXAHE HA XYPHAIU

3a edekTMBHO ynpaBneHne u QyHKUMOHMPaHe Ha EBPOTPBLCT, BCUMYKM CbOMTUA, MMmalLm
CbLUECTBEHO 3HAYEHWEe BBbPXY CUIYPHOCTTA U HaAeXOHOCTTa Ha TexXHonormyHata cuctema, KoOHTpona
BbpXYy nepcoHana un notpeburenute, n Bb34ENCTBMETO BbPXYy CUIYPHOCTTa Ha NpegocTaBsiHUTE yCrnyru
ce 3anucBaT. EBpOTpBCT rapaHTMpa BUCOKO HMBO Ha CUFYPHOCT Ha NWYHUTE LaAHHW MpU TAXHOTO
obpaboTBaHe W KpunTupaHe. B cnyyanm Ha WHUMAEHT € Bb3MOXHO 6bpP30 BbL3CTAHOBABAHE Ha
CbXpaHsABaHUTE 3anucu.

NHdopmaunsaTa 3a eneKTpoHHUTE XXypHanu ce reHepmpa aBTOMaTUYHO.

XKypHanu Ha 3anucu Ha peructTpupaHn CboMTUSA ce CbxpaHsaBaT BbB (haninoBe Ha CUCTEMHUS ONCK
3a Han-manko 6 (wecTt) meceua. Npes3 ToBa Bpeme Te ca JOCTLMNHU OHSTanH Unx B NPOLLEC Ha TbPCeEHE OT
oTopuanpaHu cnyxutenn Ha EBpoTpbcT. Cnen 1031 nepuog, 3anucute ce CbXpaHsaBaT B apXuBMUTE.
ApxuvBMpaHN XypHanu ce 3anas3BaT B npoabiikeHne Ha noHe 10 (geceT) rogvHwW, crie KoeTo ce
YHULLOXaBAT MO CUTYPEH HauuH.

ApXMBBLT Ce noAanncea C enekTpoHEeH MOANUC/eneKkTpoHeH BpeMeBM nedvat. MIHpopmaumaTa oT
3annucuTe B NoroBeTe NEpMoaMYHO Ce 3anuMcBa Ha (U3NYECKM HOCUTENW, KOUTO Ce CbXpaHsiBaT B
cneumaneH cend, Hammpaly, ce B NOMELLEHNE C BUCOKA CTeneH Ha domamyecka 3alimTta U KOHTPON Ha

JocTbna.
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11. YASBUMOCT U OLIEHKA

EBpoTpbCT knacudwmumpa u noaabpXa perucTtpy Ha BCUYKM aKTMBM B CbOTBETCTBUE C
naunckeaHudata Ha ISO/IEC 27001. CvrnacHo ,[lonutukata no curypHocTt Ha EBpOTPBHCT ce M3BbpLUBA
aHanu3 3a oueHKaTa Ha ySa3BMMOCT MO BCUMYKM BBTPELUHU MPOLEAypUr, NPUITOXKEHUS N MHOPMALIMOHHM
cuctemn. ManckBaHus 3a aHanus, morat CbLO Taka ga ObgaT onpedeneHn OT BbHLIHA UHCTUTYLUS,
YyMbHOMOLLIEHA Aa U3BbpLUBA 0AUT HAa EBPOTPBCT. AHAnNM3bT Ha pucka ce U3BBbPLLBA Hal-Marko BEOHBX

roguwHo. PelleHneTo ga ce npucTbnn KbM aHanns ce n3sbplusa ot bopaa Ha dupekTopuTe.

12. APXUBUPAHE

EBpoTpbCT 3anMceBa M cbxpaHsiBa WHGOpMaUMsTa, CBbp3aHa C Mpoueca Mo u3gaBaHe WU
ynpaeneHne Ha kBanuduumMpaHm aTpubyTUBHM YOOCTOBEPEHNS 3a KBanuuUUMpaH enekTpoHeH noanuc,
nocpeacTBOM eheKkTUBHA CUCTEMA 3a YNpaBfiEHNE Ha 3anMcuTe KaTo ce B3emat npeasua npunoxmmMoTo
3aKoHO4ATeNcTBO U OoOpuTe MNpPaKkTUKM MO OTHOLUEHWE Ha 3aluTata M 3anasBaHeTo Ha [OaHHUTe.
3anasBaHeTo Ha AaHHWUTE e 3a CPOK, CbobpaseH C HyXXaNUTe Ha N3BbPLUBAHUTE BbTPELLHU 1 HE3aBUCUMU
0oOWTU, KaKTO U 3a pascrnenBaHe Ha npobueu B curypHocTTa. CTura ga He ce M3UCKBa APYro cnep

“3nonsBaHe No npegHasHayYeHne, cbOpaHUTe AaHHW Ce YHULLIOXKaBaT MO CUTYPEH HaUMH.

13. NPEKPATABAHE HA JEMHOCTTA HA YOOCTOBEPSIBALL OPIAH

Mpn npekpaTaBaHe Ha AeNHOCTTa Ha yAOCTOBepSABaLL, opraH, EBpOTpbCT n3BbpLUBa CreaHOTO:

»  cneaBa akTyanuaupaH n ogobpeH oT pbKOBOACTBOTO NS1aH M CLEHapuin 3a npekpaTsiBaHe Ha
AENHOCTTa Ha y4OCTOBEpPSiBaLL, OpraH;

> yBegomsBa notpebutenute, OpraHa No Haa3op U TpeTUTe CTpaHW 3a NpekpaTaBaHeTO Ha
JenHoCTTa Ha cBodA yaoctosepsBall opraH. VIHpopmauuaTa ce npedoctaBa ype3 UMenn unm ypes
nybnukyBaHe Ha canta Ha EBpoTpbCT;

»  npekpaTsBa paspelleHeTo Ha BCUYKK niua, KOUTO MMaT AOrOBOPHM ENHOCTU Aa U3BbpLUBaT
OENHOCTM CBBbP3aHU C KOHKPETHUSA yOO0CTOBEPSIBALL, OpraH;

»  npegu npekpaTsaBaHe Ha EeWHOCTTa Ha yOOCTOBEPSABALLMAT OpraH, B pasdyMeH CPOK MPexBbps
3a4biKeHnATa Cu Mo nogabpkaHe Ha udanata umHdopmauua Heobxoguma 3a npefoctaBsiHe Ha
JoKasaTencTea Ha HagexaHa CTpaHa;

>  npeau ga npekpatyn erHOCTTa, YaCTHUTE KIT40Be, BKIHYNTENHO pe3epBHUTE konus, bueat
YHULLIOXXEHWN UNWN N3TErfneHn oT ynotpeba no TakbB Ha4vH, Ye NMYHUTE KNioYoBe Aa He moraT ga obaar
N3BNeYeHu;

> NpW Bb3MOXHOCT NPEXBbPIIS AEMHOCTTa CU Ha ApYr KBanuduumpaH 4OCTaBumK;
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>  EBpoTpbCT Npunara Mepku 3a NOKpMBaHE Ha pasxoauTe, B criydan Ha ©aHKpyT unm nopagu
APYrM MpUYMHM 3a NpekpaTsiBaHe Ha OeNCTBMETO Ha ygocToBepsiBal, opraH. B cnyvan 4ye He e B
CbCTOSIHME [a MoKpue pasxoaute cam, € npeasuaun MepkM B paMKUTE Ha  MPUIOKUMOTO
3aKOHOAATENCTBO;

»  NPOMEHs cTaTyca Ha onepaTtMBHOTO YAOCTOBEPEHNE;

»  npekpaTsBa M3gaBaHEeTO Ha HOBW YOOCTOBEPEHUS, HO NpoabiKaBa Aa yrnpaBrisiBa akTUBHUTE
yOOCTOBEPEHNSA A0 Kpasd Ha TAXHOTO AeNCTBME;

» npaBuM TbProBCKM pa3yMHU ycunus, 3a ga ce cBefe A0 MWHUMYM HapyllaBaHETO Ha
NMHTEpecuTe Ha noTpebutenure.

EBpOTpBbCT crieam v He gonycka nsgasaHe Ha YAOCTOBEPEHME, 3a CPOK NO-AbNbI OT BanMaHoOCTTa

Ha yaoctoBepsaBallnd opraH, KOWTO ro e nsgan.

14. NPEXBBLPNAHE HA [OEWHOCT KbM [OPYI OOCTABYUK HA KBAJIUOULMPAHU
YOOCTOBEPUTENHWU YCNYTU

3a [1a ce ocurypu HeNpeKkbCHATOCT Ha M3aaBaHe Ha KBanuuuMpaHn yaooCTOBEPUTENHM YCNyrn 3a

noTpebutenute, EBpoTpbCT MOXe Aa mognuviie cnopasyMeHve C Apyr KBanuduuupaH LOCTaBYMK Ha
yAOCTOBEPUTENHN ycnyrn. B To3u cnyyaii, EBpoTpbCT:

> yBegomsiea OpraHa no Haa30p 3a HaMepeHWeTo CU, He MO-KbCHO OT 2 (ABa) meceua npeau
AaTaTta Ha npekpaTsiBaHe 1 NpexBbprisiHe Ha A4eNHOCTTa;

>  nonara BCUYKM YCUIUSt U TPVXKK, 3a Aa NPOABLITKM AEACTBMETO Ha n3gadeHnTe noTpebuTencku
Y[AOCTOBEPEHUS;

>  yBefomsiBa nucMeHo OpraHa no Hag3op 1 NnoTpebutenute, Ye AeMHOCTTa My ce noema ot Apyr
KBanMuumupaH OOCTaBYMK, KakTo MU OTHOCHO HavMeHOBaHMETO My. YBeoOMIeHMeTo ce nybnvkyea Ha
WHTEPHET CTpaHuLaTa Ha EBpoTpbCT;

> yBedomsiBa MoTpebuTenute OTHOCHO YCROBMSITA MO NOAAPbBXKKA Ha npexsbprieHaTta
MHOpMaLMSA KbM NpreMaLLns OCTaBYK;

> TNpOMeHs cTaTyca Ha onepaTUBHWUTE YAOCTOBEPEHWS W HaONexHo npedaBa UsanaTa
[AOKyMeHTaLMsl CBbp3aHa C AeMHOCTTa CU Ha npuemaluusi A0CTaBYMK, 3aeHO C BCUYKM apXUBK, KaKTo M
BCUYKWN M3Oa[eHN YOOCTOBEPEHUS;

>  U3BbpLUBA HeobOXoaMMUTE OENCTBUS 3a NPEXBbPIISHE Ha 3aAbIDKEHUSTA NO NOAAPbBXKA Ha
NHopMaLMATa KbM NpuemalLnsi 4OCTaBYK;

I_lpI/IeMaLLI,I/IFIT AOCTaB4YMK NoemMa npaBaTta, 3aabinikeHndTa n apxmea Ha EBpOTp'bCT.

Print and Edit Evrotrust Technologies Inc. Page 15 of 28




NONMUTUKA U NPAKTUKA PR
evVrotrust NPV NPENOCTABSIHE HA YCIYTA clpASch TS ACA
3A U3OABAHE HA ATPUBYTUBHO YOOCTOBEPEHUE or public use

ISO 9001:2015, ISO 27001:2013,

ISO 20000-1:2018, ISO 22301:2012, CERTIFICATE POLICY AND PRACTICE FOR PROVIDING Version — 1.0
PernameHT (EC) Ne 910/2014, A SERVICE FOR ISSUING OF ATTRIBUTE CERTIFICATE 01.06.2019

PernamenT (EC) 2016/679

15. OTHEMAHE HA KBAJIM®ULUPAH CTATYT HA EBPOTPBCT

Mpun oTHEMaHe Ha KBanuuumpaHusa ctatyT Ha EBpOTpBLCT, TO M3BbpLUBA CrEQHOTO:

»  yBegomsiBa notpebutenute cu 3a NPOMEHEHMUS CU CTaTyT;

»  NPOMEHs cTaTyca Ha CBOUTE yOOCTOBEPEHUS;

»  npekpaTsaBa fa usgasa HOBW KBanuuumpaHu atpubyTvBHU yOOCTOBEPEHUS;

» npaBuM TbProBCKM pasyMHU ycunus, 3a ga ce cBefe A0 MWHMMYM HapyllaBaHETo Ha

NHTepecuTe Ha noTpebutenuTe.

16. YNPABJIEHUE U KOHTPOIJ1 HA TEXHUYECKATA CUT'YPHOCT

I'Ipou,e/:l,ypvlTe 3a reHepupaHe 1 ynpasrieHne Ha KpI/II'ITOFpad)CKI/ITe KInto4oBe N CBbp3aHnUTe C TAX
TEXHUNYECKN U3NCKBAHUA Ca OnnCaHn B AOKYMEHTa ,,npaKTI/IKaTa npn npengocrtraBAaHe Ha KBaJ'II/I(bI/ILl,I/IpaHVI

YyOOCTOBEPUTENHN yCryrn®.

16.1. TEHEPWUPAHE HA BOMKA KITIOYOBE HA YOOCTOBEPSABALL OPTAH

[ocTtaBunkbT reHepupa geonkn kpuntorpadckm (RSA) knovoBe Ha 6a3oBMst 1 Ha onepaTUBHUS
yOOCTOBEpPSIBALLM OpraH/ KaTo u3non3ea xapayepHa kpunrtocucrtema (HSM/Hardware Security Module) ¢

HUBO Ha curypHocT FIPS 140-2 Level 3 unu no-eucoko, cbotBeTHo CC EAL 4+ nnu no-BMCOKO.

lNpouedypama e onucaHa 8 OokymeHma ,[lpakmuka npu rnpedocmassHe Ha KeanuguyupaHu

ydocmosepumernHu ycryau”,

16.2. TEHEPUPAHE HA IBOMKA KIIOYOBE HA NOTPEBUTE

Kpuntorpadpckata gsonka kntovoBe (4acTeH M nybnmyeH) Ha wusgasaHuTe KBanuduuupaHu
aTpubyTMBHM YOOCTOBEPEHNA 3a KBanuuumnpaH enekTpoHeH Nognuc ce reHepupa ot EBpoTpbCT, Ypes
MOBUNHOTO NpunoXxeHue Ha EBpOTpBbCT. 3a reHepnpaHeTo Ha [BOMKa KNKOYOBE Ce M3Non3Ba xapayepeH

3awmteH npocun (HSM) cbernacHo PernameHTt (EC) Ne 910/2014.
16.3. ODBIDKUHA HA KITKOYOBE
OvmkmHaTta Ha 6a3oBuaT kntod Ha EBpoTpbeT ,Evrotrust RSA Root CA* e 4096 6uta, ¢ npunoxmma

KOMBUHaUMs Ha acuMeTpUYHN 1 xew anroputmu: sha384-with-RSA.

ObmknHata Ha OBOMKaTa KNOYOBE Ha onepatuBHUS yaocToBepsiBaw, opraH ,Evrotrust RSA
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Operational CA* e 2048 6uta, ¢ NnpunoxmMma KoOMOMHaLUNSA Ha aCUMETPUYHN 1 Xeww anroputMun: sha256-
with-RSA .

[bmkMHaTa Ha gBoKikaTa KI1lo4oBe Ha onepatmBHuTe opranm ,Evrotrust TSA", ,Evrotrust RSA QS
Validation" n ,Evrotrust RSA Validation“ e 2048 6uTta, ¢ npynoxmma kKoMOGMHaLNSA Ha aCUMETPUYHN U XeLl
anroputmu: sha256-with-RSA.

[ObmkMHaTta Ha OBOKMKa KYOBE 3a KBanuuuupaH enekTpoHeH nognuc Ha notpeburten,
reHepupaHa u4pe3 uHdpacTpykTypata Ha EBpoTpbcT € 2048 6uta, ¢ npunoxmma KoMOuHauusa Ha

acumeTpudHn 1 xew anroputmu: sha256-with-RSA.

16.4. KPUMNTOIMPA®CKU AIITOPUTMU

Bcunykm nsnonasaHu anropMtmMm ca cbobpaseHu ¢ TexHudeckaTa cneumdpukauma ETSI TS 119 312,
EBpOTPBCT crniean perynsipHo 3a CUrypHOCTTa M MPUAOKUMOCTTa Ha M3NOM3BaHUA Xew anropuTbM.
Bcmukn nanonassaHu anroputMu ce NpoBepsiBaT BEOHBXK MOOMLIHO UM KOraTo HacTbNAT npomeHu. B
crniydal 4e anroputTbMbT Obae KOMMpPoOMEeTUpaH WM CTaHe HenoaxoAsiw, ce MpUCTbMNBa KbM
npereHepmpaHeTo Ha BCUYKKN 3acerHaTu Kno4yoBe.

3a Bcekn nogabpxaH npodun EBpoTpbCT HabnwogaBa cunata Ha BCEKM KpunTorpadycku
anropuTbM M3Non3BaH BbB Bpb3ka C TO3M npocun. B criyyan 4ye eamH OT M3nons3saHuTe anroputMu unm
napameTpu ce cyMTa 3a Mo-Mariko CUrypeH unv BanuaHoCcTTa Ha CbOTBETHOTO YAOCTOBEPEHME U3THYa,

TOM Ce aKkTyanuaupa unm ce cb3agaze HoB Npodun.

16.5. 3ALLUUTA HA YACTEH KJtO4 U KOHTPOIJ1 HA KPUITTOMTPA®CKUA MOAOYI

YacTHuTe kno4oBe Ha y[oOCTOBepsiBallMTE OpraHn Ha EBpOTPBCT, KaKTO M KNO4YoBETE Ha
notpebutenuTe ce CbxpaHABaT B CUrypeH Kpuntorpadcky moayn, OTroBapsily Ha HOpMaTUBHUTE
nauncksaHma Ha PernameHT (EC) Ne 910/2014. Kpuntorpadckata cuctema (Hardware Security
Module/HSM) e ¢ BuCOKa CTeneH Ha CUrypHOCT U e cepTuduumnpaHa 3a HMBO Ha curypHoct FIPS 140-2
Level 3.

YacTHuTe Kn4oBe Ha y4OCTOBEpsiBalLMTE OpraHM Ha EBPOTPBLCT ca AOCTbMHM MOCPEACTBOM
KOL4OBE 3a A0CTbM, pa3gernieHn Ha HSAKOMKO YacTu - U3BECTHM Ha OTOPM3MpaHK nvua OT nepcoHana Ha
EBpoTpbeT. BasoBuaT ygoctoBepsBaly opraH Ha EBpoTtpbeT e B pexum ,Offline”. EgHoBpemeHHO ¢
reHepvpaHe Ha [BOWMKa KIo4YoBe Ha Y[OOCTOBepsiBalMS OpraH ce M3nbiHsBa M npoueayparta no
CbXpaHsiBaHe Ha 4acTHMA KIY (MNU ABOKMKaTa Kr4oBE) B CbOTBETCTBME C YTBbpAEHA BbTPELUHA
npoueaypa. 3a ynpaBreHne Ha CbXpaHsABaHUTE B KpuMNTOMoOAysfla YacTHWM KrtoyoBe Ha EBpoTpbCT ca
HeobxoauMK ABa OT YETMPU KOMMNIIEKTa C TPUTE PONN ONEPaToOPCKN TOKbHN U CbOTBETHUTE NEPCOHaNHu

noeHTndpmkaumoHHn Homepa (PIN) 3a goctbn. ApxvB Ha KIO4YOBETE Ce NMpaBu MbpBOHAYanHo — crnesg
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Cb30aBaHETO Ha BCUYKM KIHOYOBE, KaKTO W BMOCMEACTBUE Cred npereHepupaHe Ha HAKOW OT TaAX.
ApXMBMpaHETO Ha YaCTHWUTE KIYoBe, HaMmupalwm ce B kpuntocuctemaTta (HSM) ¢ HMBO Ha curypHocT
FIPS 140-2 Level 3 ce n3BbpLlUBaA BbpXYy YCTPOMCTBO CbC CbLLOTO HMBO Ha curypHocTt. 3a ga 6bae
HanpaBeH apxXuB Ha KINOYOBETE Ca HYXXHM ABaMa OT YeTupumara, pasnonarawim ¢ TOKbHU 3a 4OCTbM 40
kpuntocuctemata (HSM). ApxuBupaHeTo ce m3BbpliBa B 3awmuTteHa cpega. Cnen cb3gaBaHETO Ha
apxmBa (Backup), Ton ce cnara B cend Ha oTQane4yeHO MECTOMOSIOKEHME C HEOOXoOMMNTE MEPKU 3a
CUTYpHOCT.

YacTHuAT kntod Ha notpebuTten ce reHepupa U CbxpaHsBa B KPUNTUMpaH BUAO B XapayepHus
KpunTomoayn oTroBapsly Ha usnckesaHmdata Ha PernameHTt (EC) Ne 910/2014 kaTto Qualified Electronic
Signature Creation Device (QSigCD) n e gocTbneH NocpeacTBOM NUYEH Kog 3a [OCTbMn. YacTHuTe

KNnK4oBe Ce yHUUloXaBaT nocpeacTtBOM U3TPMUBAHE Ha Kiko4va Ui CbOTBETHUA CIOT.

17. CUIT'YPHOCT HA KOMMIOTBLPHUTE CUCTEMMU

EBpOTpBCT U3non3ea eQuUHCTBEHO HaOEXOEH U cUrypeH xapayep n cogpTyep, KOMTO ca 4acT oT
HeroBaTa KOMMIOTbpHa cucTema. KOMMOTbPHUTE CUCTEMWU, HA KOUTO PaBOTAT BCUYKM KPUTUYHMU
KOMMOHEHTN OT MHApACTpyKTypaTa Ha EBpOTpbLCT ca obopyaBaHu 1 KOHpUrypmpaHu cbC cpeacTBa 3a
nokanHa 3awmta Ha Joctbna o codrtyepa M MHGpOPMaAUMOHHUTE AaHHW. EBPOTPBLCT KM3nonsea
npouegypu 3a ynpaBneHWe Ha WHOPMauMOHHATa CUrYpHOCT Ha usnata WH@pacTpykTypa B

CbOTBETCTBME C 0bLLONpreTV B MexayHapoaHaTa npakTuka CTaHaapTy.

lNpouedypama e onucaHa 8 OokymeHma ,[lpakmuka npu rnpedocmassHe Ha KeanuguyupaHu

ydocmosepumernHu ycryau”,

17.1. CUINYPHOCT HA XU3HEHUA LUKDBJ1 HA TEXHOJIOTUYHATA CUCTEMA

Bcuukn xapaoyepHu npomeHu ce HabniogaBaT M peructpupart OT OTOpPU3MPaHU CIYXXUTENW Ha
EBpoTtpbeT. lMpu 3akynyBaHe Ha HOBO TexHMYecko obopyaBaHe, TO ce [OCTaBsi C Heobxoaumute
npouedoypu 3a ekcnnoatauuss U WMHCTpykumMm 3a nonsBaHe. OcbliecTBfBa Ce Hags3op Ha
(byHKLMOHANHOCTTa Ha TEXHOMOrMYHaTa cCUCTEMa U ce rapaHTupa, Ye Ts yHKUMOHMPA NPaBUIHO U B

CbOTBETCTBME C JOCTaBeHaTa NpPOoM3BOACTBEHA KOHpUrypaLms.

lNpouedypama e onucaHa 6 OokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguyupaHu

ydocmoegepumeriHu ycryau”,

Print and Edit Evrotrust Technologies Inc. Page 18 of 28




NONMUTUKA U NPAKTUKA PR
evVrotrust NPV NPENOCTABSIHE HA YCIYTA clpASch TS ACA
3A U3OABAHE HA ATPUBYTUBHO YOOCTOBEPEHUE or public use

ISO 9001:2015, ISO 27001:2013,

ISO 20000-1:2018, ISO 22301:2012, CERTIFICATE POLICY AND PRACTICE FOR PROVIDING Version — 1.0
PernameHT (EC) Ne 910/2014, A SERVICE FOR ISSUING OF ATTRIBUTE CERTIFICATE 01.06.2019

PernamenT (EC) 2016/679

17.2. MPEXOBA CUI'YPHOCT

B nHdpacTpykTypaTa Ha EBpOTPBLCT ce M3nons3BaT CbBPEMEHHM TEXHUYECKN CpeacTBa 3a 0OMeH
N 3awmTa Ha nHdopmMauus, 3a ga ce rapaHTupa mpexoBaTa CUrypHOCT Ha CUCTEMUTE CpeLly BbHLUHU

MHTEepBeHUNN 1N 3aniiaxu.

lpouedypama e onucaHa & OokymeHma ,[lpakmuka npu npedocmassHe Ha KeasuguyupaHu

ydocmoesepumeriHu ycryau”,

18. NMPOBEPKA U KOHTPON HA OEAHOCTTA HA EBPOTPBLCT
18.1. BBTPEWUHUW OOUTU

BbTpewHnte oMt Ha gerHocTTa Ha EBpoTpbCT mmat 3a uen ga KoHTponupart genHocTTa no
npefocTaBsHe Ha yOOCTOBEPUTENHWU YCryru, AOKONKOTO Ta3n OeNHOCT € CbBMeCTMMa C BHegpeHaTta
WHTEerpupaHa cuctemMa 3a ynpasfieHue, BKN4YBaLla nsmnckeaHusTa Ha ctangaptute ISO/IEC 27001, ISO
9001, ISO 22301, ISO/IEC 20000-1, PernamenTt (EC) Ne 910/2014, Pernament (EC) 2016/679 n
BbTPELUHUTE YMPaBEHCKU peLleHnd n Mepku. EBPOTPBLCT nognexm exerogHo Han-manko Ha eaviH
BbTpeleH oaut. Pedyntatute ot ogutute ce obobwasat B Agoknagu. Bb3 ocHoBa Ha HanpaBeHuTe
OLEHKM OT [oKnagda, PbKOBOACTBOTO Ha EBpoTpbCcT HabensasBa MepkuM U CPOKOBE [a OTCTpaHu

KOHCTaTUpaHUTE NPOnyCkn N HeCbOTBETCTBUA.

18.2. HE3ABUCUM BbHLLUEH OOUT

EBpoTpbCT € 00ekT Ha oauT Han-manko BeAHbX Ha 24 meceua oT OpraH 3a OueHsIBaHE Ha
cboTBeTCcTBMETO. Llenta Ha oguTa e ga ce noTBbpau, Ye EBpPOTPBCT M NpefocTaBsAHUTE OT HEro
yOOCTOBEPUTENHN YCIyrn OTroBapAT Ha uanckeaHmaTa nocodeHn B Pernament EC) Ne 910/2014 r.

EBpOTpBbCT € 00EKT Ha 0ANT HaM-Manko BeAHBbX Ha 36 Mecela OT HE3aBUCUM MPOBEPSBALL, €KUM MO
mexayHapogHute ctangaptm ISO/IEC 27001, 1SO 9001, 1ISO 22301, ISO/IEC 20000-1. Llenta Ha oguTa

e [la ce NOTBbPAM, Ye eHOCTTa € CbBMeCTMa C BHeJpeHaTa UHTerpupaHa cuctema 3a ynpasreHue.
18.3. OOUT OT HALUMOHAJTHUAT OPIrAH o HAA3O0P
HaumoHanHnaT opraH no Haf30p MOXe Mo BCAKO Bpeme Aa U3BbPLUM OAMT unn ga noucka ot OpraH

3a OuUeHsABaHe Ha CbOoTBEeTCTBMETO Oa HanpaBu oOueHABaHEe Ha CbOTBETCTBMETO Ha JenHocTTa Ha

EBpoTpbCT ¢ nsncksaHunsata Ha PernameHTt (EC) Ne 910/2014 .
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19. ®UHAHCOBU OTrOBOPHOCTMU

EBpOTPBLCT € OTroBOpEH 3a npegocTaBsHaTta ycnyra npeg notpebutenute n gosepsisalnte ce
CTpaHu, KOUTO pasyuTaT Ha aTpubyTUBHUTE YAOCTOBEpEHMs. EBpPOTPBLCT OTroBapsi, ako Bpeaute ca no
HeroBa BMHa MNKN NO BMHA Ha nuuaTa, Ha KOMTO € Bb3NOoXUN A4elHOCTTa No usgaBaHe Ha aTpubyTUBHU
yaocTtoBepeHusi. Ako EBpOTPbCT NOTBLPAM M NpUeMe, Ye ca HacTbnunu Bpeaw, TOW ce aHraxupa ga
nnaTv HacTbNUNIMTE BPEAM, KOUTO ca Mpsika U HEMOCPEACTBEHA nocrneauua oT HeGPEeXHOTO NoBeaAeHue
Ha cBouTe cnyxuTtenu. MakcumanHaTta rpaHuMua Ha nnawaHe He MoXe [a HaaBulwaBa pasmMepa Ha

BpeanuTe n e He no-rondma oT 3anncaHarta B u3gageHoTo anI/l6yTIABHO yaoocTtoBepeHune.

20. 3ACTPAXOBKA HA JEAHOCTTA

EBpOTPBLCT CKNtoYBa 3aabImKMTENHA 3acTpaxoBKka Ha AeMHOCTTa CU, KoATo obxBalla u AenHoCTTa
My MO MNpPeAdoCTaBsiHE Ha ycryra no u3gaBaHe Ha aTpubyTMBHO yaocTtoBepeHue. EBpOTpbCT Hocu
OTroOBOPHOCT 3a LWEeTU, HAHECEHN YMULLSIEHO MUK nopaan HeBGPEXHOCT Ha PM3MYEeCKO Unu PUaNYECcKo
nuue nopagu HemsnbiHEHWE Ha 3aQbIPKeHUsTa Ha onepaTtopute Ha BbTpelwwHus PO. BeHWwHUAT PO, Ha
KOMTO EBPOTPBCT Bb3nara OCbLECTBABAHE HAa AEWHOCTUM NO npeaocTaBsHE Ha onpeneneHu
yAOCTOBEPUTENHN YCIyr HOCK OTFOBOPHOCT 3a LLEeTU, HAHECEHW YMULLINIEHO UNKU nopaaun HeBGPEXHOCT Ha

hr3MYEeCcKo UM PUANYECKO NULIE NOPaAM HEUSMbITHEHME Ha 3aa4bimMKeHUsTa Ha areHTuTe Ha PO.

21. HENMPUKOCHOBEHOCT HA JIMYHUTE OAHHU

EBpOTPBLCT € pernctpupaH kato agMMHUCTPATOP Ha NMIMYHWM AaHHM NO pefa Ha 3akoHa 3a 3awmTa
Ha NMYHU JaHHWU. B ka4yecTBOTO CM Ha aAMUHUCTPATOP Ha NMYHU AaHHWU, EBpOTpBLCT cTporo cvbniogasa
onepatopuTe oT PO fa u3nbrHsBaT M3UCKBaHUSITA 3a NOBEPUTENHOCT U Hepas3npoCTpaHeHNe Ha NINYHU
[AaHHM Ha nuuaTta, cTaHanuM My U3BeCTHU NMPWU U3NbIIHEHNE Ha AEeMHOCTTa No u3aaBaHe Ha aTpUGYyTUBHO

yOOCTOBEpEHMe.

22. NPABA BbPXY UHTENEKTYAJIHA COBCTBEHOCT

PasnunyHun gaHHW, BKNOYEHU B n3gaBaHnTe oT EBpOTpbLCT aTpnbyTUBHU YOOCTOBEPEHUS Ca 06eKT
Ha NpaBa BbPXY UHTeNeKTyanHaTa cobCTBEHOCT U APYrv UMYLLLECTBEHN Y HEUMYLLIECTBEHW NpaBga.
23. 3AOBIDKEHUA, OTTOBOPHOCT U TAPAHUUU HA EBPOTPBCT
23.1. FAPAHUUN U 3AOBIDKEHUA

EBpOTPBLCT rapaHTMpa, 4Ye ocbllecTBABa AENHOCTTA CU KaTo:
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» chnasBa TOYHO YCMNOBUSITA B HaCTOSIWMSA OOKYMEHT, uauckBaHuata Ha PernameHt (EC) Ne
910/2014, Pernament (EC) 2016/679 u HauMOHANHOTO 3aKOHOAATENCTBO MNPV OCbLLLECTBABAHE Ha
OenHOCTTa cu Ha [locTaBymMK Ha KBannuduumpaHn yaocToBEPUTESTHN YCIYIN;

» npegocTaBeHaTa ycrnyra He HapyllaBa aBTOPCKM MpaBa W NUUEH3MpaHW npaBa Ha TpeTu
CTpaHu;

» n3nonsea TexHuyecko obopyaBaHe M TEeXHOMOrMW, KOUTO ocurypsiBaT HagexXOHOCT Ha
CUCTEMUTE N TeXHM4YeckaTa, U Kpuntorpadpcka CUrypHOCT Mpu OCbLLECTBABaHe Ha npouecuTte, B TOBa
4YUCNO U CUTYPEH, U 3alUMTEeH MEeXaHM3bM/YCTPOMCTBO 3a reHepupaHe Ha Kr4voBe U 3a Cb3JaBaHe Ha
eMNeKTPOHEH Noanuc B CBOATa MHAPaCTPYKTYpa;

» wusgaBa kBanuduumpaHun aTpubyTMBHM YOOCTOBEPEHMS 3a KBanNUUUMpaHW eneKTPOHHU
nognucu crnepg kato NpoBepu ¢ 4ONYyCTUMM OT 3aKOHa cpefcTBa npeacTaBeHaTa nHdopmauus;

» CUIypHO CbXpaHsiBa M nogabpxa WHdOopMauus, CBbp3aHa C u3gaBaHUTE aTpubyTUBHM
yOOCTOBEPEHUS 1 onepaTtyBHa paboTa Ha cucCTemMuTe;

» cnasBa yCTaHOBEeHUTE npoueaypu 3a paboTta n npaesuna 3a TEXHUYECKN U PU3NYECKN KOHTPOS,
B CbOTBETCTBME C YCNOBUSITA B HACTOALLMS SOKYMEHT;

» MpuW UcKaHe nsgasa yaoCTOBEPEHUS, Cna3Banky yCroBmaTa U npoueaypuTe B TO3U SJOKYMEHT,
CbOTBETHUTE BBbTPELLHM Npoueaypuy 1 obLionpreTn ctaHaapTy,

» yBedomsiBa noTpebutenuTe 3a HanMuneTo Ha KBanuduumnpaH ctTaTyT,;

» ocurypsia ycrnoBusi 3a TOYHO onpedensiHe Ha BPEMETO Ha usgaBaHe W npekpaTsaBaHe Ha
OENCTBMETO Ha yOOCTOBEPEHUATA;

» ocurypsisa Mepku cpelly nognpassiHe Ha KBanuduumpaHum aTpubyTMBHU yOOCTOBEPEHMS Y
NMOBEPUTENHOCT Ha AaHHUTE, A0 KOUTO MMa AOCTbN B NpoLeca Ha Cb3AaBaHETO Ha Noanuca;

» M3Mnon3Ba HageXaHW CUCTEMW 33 CbXpaHsiBaHe U ynpaBreHne Ha yaoCTOBEPEHUATA;

» B3MMa He3abaBHM MEpKM MpU Bb3HUKBAHE Ha TeXHUYeCKM npobnemm BbLB Bpb3Ka CbC
CUIYpPHOCTTa;

» C u3TMYaHe Ha CpoKa Ha BanuMAHOCT Ha KBanupuumpaHoTo aTtpubyTUBHO YAOCTOBEPEHUE
OTMEHS BanugHocTTa My;

» unHdopMMpa noTpedbuTenuTe u goBepsiBaliuTe ce CTpaHn 3a TEXHUTE 3adbIiHKEeHN U ObIPKMMa
rpwka Ha nosefeHue Mpuv U3NOoM3BaHeTO M [OBepsdBaHETO Ha npepocTaBsHUTE OT EBpoTpbCT
yOOCTOBEPUTENHM YCNYrKA, KakTo M OTHOCHO NPaBWSIHOTO M CUIFYPHO W3MNON3BaHE Ha uM3gageHuTe
aTpubyTMBHM YOOCTOBEPEHMS U NPeoCTaBeHaTa eNekTpoHHa aeHTMduKaLns, cebp3aHa c T4X;

> 13Non3Ba 1 CbxpaHsaBa cbbpaHaTta nMyHa un gpyra nHdopmauusa camo 3a LenuTte Ha CBosiTa
OENHOCT NO NpedoCTaBAHE Ha €efekTpoHHAa WAeHTUdUKaAUMS B CbOTBETCTBME C HALUMOHASIHOTO
3aKoHO4aTEerCTBO;

» He CbXxpaHsiBa 1 He Konvpa OaHHM 3a Cb3gaBaHe Ha NOTPEeBUTENCKN YaCTHN KIOYOBE;

> noaabpxa pasnonaraemy Cpefctea, KOMTO OCUrypsiBaT Bb3MOXHOCT 3a M3BbpLUBaHE Ha
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OenHoCTTa My;

» CKSloYBa 3aCTpaxoBKa 3a BPEMETO Ha CBOATA AENHOCT;

» nogabpxa [OBepeH nepcoHan nputexasall HeobXoAuMMUTe eKCMEePTHW 3HaHUA, OnNuT U
KBanudurkaumnsa 3a U3BbpLIBaHe Ha AENHOCTTA;

» nopavpxa [MybnuyeH pernctbp/XpaHunuLle;

» ocurypsiea nocTosiHeH gocTbn Ao MNyGnnyHnsa pernctbp No enekTpoHeH MbT (24/7/365);

» ocurypsiea sawmta cpelly BHacsiHe Ha NpomeHu B noaabpxaHus [MybnuyeH pernctbp OT
HepernameHTMpaH 1 HenpaBoOMepeH JOCTLIM UK Nopaan criydyanHo cebutue;

» Cb3daBa yCcroBus Ha Bcska [oBepsiBalla ce CTpaHa Ada NpoBepu crtaTyca Ha v3gadeHo M
ny6nukyBaHo aTpnbyTUBHO YAOCTOBEPEHME B NyONNYHMA PEMNCTHP HA YOOCTOBEPEHUS;

» U3BbPLLBA NEPUOLNYHN BbTPELUHM 1 BbHLUHW OAUTM Ha AEeNHOCTTa Cu;

» u13nonsea B AeNHOCTTa cu cepTudnumnpaH coptyep n xapayep, Kakto U CUrypHU 1 HagexaHu
TEXHOOMMYHN CUCTEMMU;

» noaabpxa Ha cavita Ha EBpOTpBbCT CNUCHK C perncTpupaLLmy opraHu, CMCbK NpenopbynTeneH
copTyep M xapayep 3a v3nona3saHe OT notpebutenute, 6naHkn, dopmynspu, Tunos [JoroBop un Ap.

OOKYMEHTUM B NoJi3a Ha I'IOTpe6VITeJ'II/ITe;

23.2. OTrOBOPHOCTHU

EBpOTPBLCT HOCKM OTrOBOPHOCT Npef notpebutenute n goBepsaBallmTe ce CTpaHu 3a NPUYUHEHU
Bpeaun oT rpyba HeGPEXHOCT UM YMUCHI:

» OT Heu3nbliHeHWe Ha nanckBaHuaTa oT PernameHT (EC) Ne 910/2014 npu ocbLiecTBABaHe Ha
AerHOoCTTa Cu No NpefocTaBsHe Ha KBanuuumMpaHn yaoCToOBEpPUTENHN YCyru;

» OT HEeBEPHW UNW NUNCBALLUM AaHHU B KBanuuuumpaHoTo aTpubyTMBHO YAOCTOBEPEHNE KbM
MOMEHTa Ha n3gaBaHeTo My;

» OT anropuTMMYHOTO HECBLOTBETCTBME MEXAY YaCTHUS KoY U NyONMYHUSA KoY, BMMCBaH B
yOOCTOBEPEHNETO.

» OT HecnasBaHe Ha 3agblhKeHusTa CU No uM3fgaBaHe W yrnpaBneHwe Ha KeanuduvumpaHu
aTpnbyTUBHM YOOCTOBEPEHNS;

» OT BNUCBAHE Ha HEBEPHWN NN NUMNCBALLN AaHHW B yOOCTOBEPEHUATA;

> oT nponyckn B yCTaHOBABaAHE Ha CaMOJ'IVI‘-IHOCTTa/I/I,EI,eHTVI‘-IHOCTTa Ha nnueTo.

24. 3AOBIDKEHUA HA NOTPEBUTEJIUTE

MoTpebutenute (dbusmyeckn nuua n nuua, NpeacTaBUTeNV Ha lopUaNYECKU N1ua) Ha ycnyraTa 3a

npepoctaBdaHe Ha anI/I6yTVIBHO yOoCTOBEpPEHME nMmaTt cnegHUTe 3aabimKeHUA:
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» [a ce 3ano3HaaT M ga cnassaT ycnosuaTta Ha [orosopa, lNonutuknte u lNpaktukute npm
npeaocTaBsHe Ha yOOCTOBEpPUTENHM ycrnyrm OT EBpPOTPBLCT, KakTO U U3MCKBaHWSATA B OCTaHanute
AOKYMEHTW, CBbp3aHW C u3gaBaHe Ha aTpubyTMBHO yaocToBepeHue, nybnukyBaHu B [lyGnvyHus
perncTbp Ha EBpOTPBLCT;

» Npuv nogaBaHe Ha UCKaHUA 3a u3gaBaHe Ha KBanuduvumpaHn atpubyTMBHM yOOCTOBEPEHUSA Aa
nNpeaocTaBAT BsApHA, TOMHA M MbiHa MHOpMauus, KoATo EBpOTpBLCT M3auckBa cbrnacHo [orosopa,
HOPMAaTMBHUTE U3NCKBAHUSA, NpunoxumuTe MNonutrkun n MNMpakTukuy;

» B Crydal Ha HeCcbOTBETCTBME MeXay npeacraBeHaTa uHopMauma U yooCTOBEPEHOTO
cbabpXaHue, noTpebutenaT TpsibBa Aa yBeaommn He3abaBHO EBpPOTPBLCT;

» paopobpsiBa ycnosuaTa, NocoyeHn B [loroBopa mexay Hero u EBpoTpbCT;

» pna He paskpuBa NH koga cu 3a 4ocTbn 40 AaHHUTE CUM B MOBUHOTO CU NPUOXKEHME, HUTO

Oa npeaoctaBa Ha TpeTu nuua 6VIOMeTpI/I‘-IHI/1Te cu benesu (OTI'Ie‘-IaT'bK OT NPpbCTUTE, OTIIMBKN HA NNLUETO

nap.).

25. OTrOBOPHOCT HA NOTPEBUTENA

OTroBopHOCTTa Ha noTpebutenss e B pes3yntar OT W3NbIHEHWE Ha HEroBUTE 3adbIDKEHUS.
YcnoBuata Ha OTrOBOPHOCT ce ypexgart ¢ [doroBop ¢ EBpoTpbcT. lNoTpebutenaTt otroBaps npen
EBpoTpbCT 1 Npen goBepsBalLmTe ce nuua, ako:

» HE M3NbJIHABA TOYHO M3UCKBAHMATA HA HACTOALWMAT JOKYMEHT;
» € U3BbPLUNI HEBEPHW U3ABMNEHUS, KOUTO MMAT OTHOLLEHWE KbM NpefocTaBaAHaTta ycnyra;
» KoraTto (pm3myecko nuue, KoeTo HAMa NpeAacTaBuMTeNHA BNAcT UHMLMMPa ycnyra no u3gaBaHe

Ha anI/I6yTI/IBHO yoocTtoBepeHne C BnncaHo ropunagn4ecko nuue, Toea numue otroeap4a 3a speguTe.

26. OCBOBOXOABAHE OT OTTOBOPHOCT

EBpOTp'bCT HEe HOCK OTrOBOPHOCT B Cliy4dan Ha Bpean npu4nHEeHn OoT HE3aKOHHM AencTBnd ot CTpaHa
Ha I'IOTpGGVITeJ'IVI n pgosepsBalln ce CTpaHWU, KakKto U OT cnyqa|7|H|/| cbbuTKsa, nmawm Xapaktepa Ha

HenpeoonnmMma cuna, BKIMYUTENHO 3NT0yMULLNEHN OencTBusA Ha TpeTun nnua (XaKepCKVI atakm um ,El,p)
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27. NPoouUn HA KBAJITUGPULIMPAHO ATPUBYTUBHO YOOCTOBEPEHUE 3A

KBAJIMOUUMUPAH ENEKTPOHEH Moannuc HA ®USUYECKO JIMUE (,EVROTRUST
QUALIFIED NATURAL PERSON ATTRIBUTE CERTIFICATE FOR QES*)

EBpoTpbCT M3gaBa kBanuuuupaHu atpubyTMBHU YOOCTOBEPEHMSI C eduH M Cbly npodun 3a

dumsmyeckn nuua n usndeckn nuua, NPeAcTaBUTENN Ha lopuandeckn nuua. Pasnukata npv pasnuyHute

noTpebutenu e B yoOCTOBEPEHMTE AaHHU B Npoduna Ha yAOoCTOBEpPEHMsITa.

Version V3
Serial number [cepneH Homep]
Signature
_ SHA256RSA
Algorithm
CN= | Evrotrust RSA Operational CA
- OU=  Qualified Operational CA
O=  Evrotrust Technologies JSC
organizationldentifier (2.5.4.97)= NTRBG-203397356
C= BG
Valid from [HavyanHa gaTa u Yac no UTC Ha BanugHOCT Ha yOoOCTOBEPEHMETO]
Validit to [KpanHa gaTa n vyac no UTC Ha BanngHOCT Ha yOOCTOBEPEHUETO]
Ovpxaea: [1ByOyKkBeH KOog Ha ObpxaBaTa
C= | cnopepg ISO 3166 Ha HaUMOHAIHOCT Ha
(countryName) | pn3anyeckoTo nuue no NnpeactaBeH JOKYMEHT 3a
CaMOnNYHoOCT
CN= | MbnHo ume: MbAHO nMme oT hU3n4eckoTo nuue
(commonName) | Ha naTuHMLa NO AOKYMEHT 3a CaMOSIMYHOCT.
G= | CobcTBEHO MME: MIMe Ha hU3NYecKoTOo NnuLe Ha
(givenName) | naTMHMua cnopeg OOKYMEHT 3a CaMOSTMYHOCT
Subject
S= | damunHo nme: Pamnnus Ha pusndeckoTo nuue
(surname) | Ha nNaTUHULA cnoped AOKYMEHT 3a CaMOJSIUYHOCT
name= | [MbnHO nme: MNbIHO nMe OT PU3nN4ecKoTo nNuue
(id-at-name) | Ha kmpunuua No AOKYMEHT 3a CaMOJSIMYHOCT.
HaunoHaneH naeHtugukaTop Ha msnyeckoTo
SERIALNUMBER=
_ nuue cnopeg ETSI EN 319 412-1 1.5.1.3),
(serialNumber)
Hanpumep: PNOBG-8310257645 3a ElH;
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dateOfBirth=
(id-pda-dateOfBirth)

PoxpeHna pata ¢ ToyHocT oo aHu B ZULU
dopwmar,
Hanpumep: 19831231120000Z

placeOfBirth*=
(id-pda-placeOfBirth)

MscTo Ha paxaaHe

gender=
(id-pda-gender)

Mon Ha hunandeckoTo nuue:

M nnn F (MBXKU/KeHCKN)

stateOrProvinceName*=

(id-at-stateOrProvinceName)

TekyL agpec N0 MECTOXUBEEHE:

HanmeHoBaHuMe Ha obnacT, Wwart unu NpoBUHLUUS

localityName*=

(id-at-localityName)

TekyL agpec N0 MECTOXUBEEHE:

HanmeHoBaHWe Ha HaceneHo MACTO

streetAddress*=
(id-at-streetAddress)

TekyL agpec N0 MECTOXUBEEHE:

oyneBapga, ynuua, 6rok, HoMep, eTax u T.H.

telephoneNumber*=

(id-at-telephoneNumber)

MobuneH TenedoHeH HOMep

emailAddress*

Wmenn agpec

Title*=
) ) 3aHumaHmne/gnbxHocT/npodecus
(id-at-title)
O'= | HanmeHoBaHue Ha opugmyecko nuue: MNbunHo

(organizationName)

HanMeHOBaHNETO MO perncrTpauna Uinm akt Ha

2.5.4.97' =

(organizationldentifier)

NaoeHTudumkaTop Ha topugmndecko nuue (ETSI
EN 319 412-1 1.5.1.4), Hanpumep:

- VARBG-123456789 — [1[1C;

- NTRBG-123456789 - EVIK (BYJICTAT).
Bnucea ce HaumoHanHua naeHTugukaTop
cnopej MeCcTHOTO 3aKOHOAATENCTBO Ha
IOPMONYECKOTO NNLE, C KOETO PU3NHECKOTO

nuue e acouumnpaHo.
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AOKYMeHTa 3a CaMOSIMYHOCT Ha PU3NYECKOTO

3HayeHune

I, Aunn C

Tun: NMonbnBa ce No nNpeLeHka Ha
n3gaBallata gbpxasa Unm opraH.
Hawn-4ecto ce nsnonsea IP 3a

nacnopt u ID 3a HauMoHanHa nM4Ha

Kog Ha cTpaHaTa, n3gasaiia
[AOKyMEHTa 3a CaMONNYHOCT crnopes
(ISO 3166-1 alpha-3 code with
modifications)

Homep Ha JOKyMEHT 3a CaMONUYHOCT

KOHTPOMHO uncno Ha ungppute 6-14

Paspgenuten

logwHa, mecey n geH (YYMMDD), oo
KOSITO BakN JOKYMeHTa 3a

CaMOJIM4HOCT

[aHHM OT MaLIMHHO YeTUMUTE YacTn Ha
nunue (Machine-readable passport)
Mo-
Obn- | Cum-
3n-
XXUHa BOMKN
ums
1 1 alpha
) 1 alpha
<
KapTa.
description=
(id-at-description) alpha
35 |3
<
alpha
6-14 | 9 num
<
num
15 1
<
16 1
17 6 num
Hanpumep: IDBGR6410202234:201013

Public Key
Type/Length

RSA (2048 Bits)

Subject Key
Identifier
Authority Key
Identifier

[U3umcneHa cToMHOCT 3a U3gageHoTo yAOCTOBEpPEHME]

Key ID=7F:3E:64:59:85:2B:DD:23:29:C2:01:E7:CB:C3:69:C0:87:93:2B:08

CRL Distribution

Points

Authority

Information Access

[1]CRL Distribution Point
Distribution Point Name:

Full Name:

URL=http://ca.evrotrust.com/crl/EvrotrustRSAOperationalCA.crl

[1]Authority Info Access
Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
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https://en.wikipedia.org/wiki/ISO_3166-1_alpha-3

NPV NPENOCTABSIHE HA YCTYTA :
CV;’OJ[I‘ ust 3A U3[ABAHE HA ATPUBYTUBHO YIOCTOBEPEHME For public use

ISO 9001:2015, ISO 27001:2013,

ISO 20000-1:2018, ISO 22301:2012, CERTIFICATE POLICY AND PRACTICE FOR PROVIDING Version — 1.0
PernamenT (EC) N2 910/2014, A SERVICE FOR ISSUING OF ATTRIBUTE CERTIFICATE 01.06.2019

PernameHT (EC) 2016/679

Enhanced Key
Usage

Certificate Policies

Alternative Name:
URL=http://ca.evrotrust.com/aia/EvrotrustRSAOperationalCA.crt
[2]Authority Info Access
Access Method=0On-line Certificate Status Protocol (1.3.6.1.5.5.7.48.1)
Alternative Name:

URL=http://ca.evrotrust.com/ocsp

Client Authentication (1.3.6.1.5.5.7.3.2)
Secure Email (1.3.6.1.5.5.7.3.4)

[1]Certificate Policy:
Policy Identifier=0.4.0.194112.1.2
[2]Certificate Policy:
Policy Identifier=0.4.0.1456.1.1
[3]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.47272.2.2.1
[3,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Quialifier:

http://www.evrotrust.com/cps

Key Usage (critical)

QCStatements

Non-repudiation (Bit 1), Digital Signature (Bit 0), Key Encipherment (Bit 2)

id-qcs-pkixQCSyntax-v2 id-etsi-qcs-semanticsld-Natural (0id=0.4.0.194121.1.1)
(0id=1.3.6.1.5.5.7.11.2) id-etsi-qcs-Semanticsld-Legal (0id=0.4.0.194121.1.2)'

MONWUTMKA U MPAKTUKA cIDAS-CP-CPS-ACA

id-etsi-qcs-QcCompliance
(0id=0.4.0.1862.1.1)

id-etsi-gcs-QcLimitValue ™ | [Cyma B BGN unu EUR]
(0.4.0.1862.1.2)

id-etsi-qcs-QcSSCD
(0id=0.4.0.1862.1.4)

id-etsi-qcs-QcType id-etsi-qct-esign (0id=0.4.0.1862.1.6.1)
(0id=0.4.0.1862.1.6)
id-etsi-qcs-QcPDS PdsLocations

(0id=0.4.0.1862.1.5)

PdsLocation=https://www.evrotrust.com/pds/pds_en.pdf

language=en
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https://www.evrotrust.com/pds/pds_en.pdf

NOJIUTUKA U NPAKTUKA
e rotr u St NP NPEAOCTABAHE HA YCIIYTA
3A UBOABAHE HA ATPUBYTUBHO YOOCTOBEPEHUE

elDAS-CP-CPS-ACA
For public use

ISO 9001:2015, ISO 27001:2013,
ISO 20000-1:2018, ISO 22301:2012, CERTIFICATE POLICY AND PRACTICE FOR PROVIDING
PernameHT (EC) Ne 910/2014, A SERVICE FOR ISSUING OF ATTRIBUTE CERTIFICATE
PernameHT (EC) 2016/679

Version - 1.0
01.06.2019

*MapkupaHume cbc 38e30u4Ka rosiema mMoxe 0a He rpucbcmeam 8 y0ocmosepeHUemo

28. PELUABAHE HA CIMNOPOBE

MpeameT Ha criopoBe moraT ga 6baaT eaMHCTBEHO HECBHOTBETCTBUS MU MPOTMBOPEYMST MeXay

nvua, ctpaHu no gorosopa ¢ EBpoTpbcT. CnopoBe vnu anbu OTHOCHO M3gaBaHe Ha aTpubyTUBHM

yAOCTOBEpPEHWS, NpeaocTaBsiHy oT EBpoTpbCT We 6baaT peluaBaHu, Ypes NocpeaHMYecTBO, Bb3 OCHOBA

Ha NUCMeHOo nofdageHa nHgpopMauus. VickaHusita Tpsabsa aa 6baaT HanpaBeHU B NMCMEH BUA Ha agpeca

Ha EBpOTpBCT.

29. NPUNOXWUMO MNPABO

3a BCUYKMK BbNpoCu, HeypeaoeHn B HacTodwna OOKYMEeHT Cce npunarart pa3|'|0peﬂ6V|Te Ha

61BN rapckoTo 3aKOHOOAaTes1ICTBO.

' Ampubymume 3a opuduuecko muye organizationName u organizationldentifier ce nonvasam camo axo gusuueckomo nuye e
npedcmasiagawo opuduueckomo auye. Axo wsama eénucanu ampubymu 3a organizationName u organizationldentifier,

ampubyma id-etsi-qcs-Semanticsld-Legal ne ce snucsa.
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