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1 BBbBEOEHUE

,lonnutuka npuv npegocTaBsHe Ha KBanuuUUMpaHO YAOCTOBEPEHME 3a YCbBbPLUEHCTBaAH
enekTpoHeH noanuc/neyat (Monutuka/CP/Certificate Policy) e BokyMeHT, konTo onncea obLwuTe npasuna
n Hopmu npunaranu ot ,EBPOTPBCT TEXHOITBbAXKNC” ALl (EBpOTPBLCT) Npu M3gaBaHe v ynpasneHne
Ha kBanuduUMpaH/ yOOCTOBEPEHUsI 3a YCbBBLPLUEHCTBAHW €NeKTPOHHM noanucu/nedartv, BUOOBETE
KBanuduumpaHn yagocToBepuUTENHN YCNyrn NPUNOXMMY 3a Te3n YOOCTOBEPEHUS, KAKTO U TeXHWUs obxsaT
Ha NPWUNOXMUMOCT.

Mpn wun3gaBaHe Ha KBanNMMUUMPAHO YOOCTOBEPEHME 3a YCbBbPLUEHCTBAH enekTPOHEH
nognuc/neyat ot EBpOTpBCT ce npunarat npouenypu, OocurypsisalliyM BUCOKO HMBO Ha HageXOHOCT U
CUIYpPHOCT Ha YyaocToBepeHaTa wHdopMauusa, wuaeHtudpuumpawa oTtpebutenute. [Npunarat ce
npouenypw, rapaHTMpawn HagexagHoOCT U CUrYpHOCT Mpu usgasaHe, nybnukyBaHe W ynpaeneHue
(cnupaHe, Bb306HOBSIBaHe, NpekpaTsBaHe WM NOAHOBSIBAHE) Ha KBanuduUMpaHu yAOCTOBEPEHWS, npu
Cb3gaBaHe Ha noanuc/neyar, CbXpaHeHe Ha YacTeH KoY 1 ynotpebarta My B pasnnyHn NpUnoxXeHus.

3anosHaBaHeToO C uenuTe M ponaTta Ha llonuTukata npu npepocTaBsHe Ha KBanuduumpaHo
yOOCTOBEPEHME 3a YCHBbPLUEHCTBAH ENIeKTPOHEH nognuc/nedat” e ocobeHo BaxHo 3a [loTpebutenute
(Tutynapwn/Cbwagatenn) u [loBepsBalum ce CTpaHu OT rfegHa Todka Ha NpUNoXMMOCTTa Ha Te3n ycnyriu.

OTHoweHuaTa mexay EBpoTpbeT u lMNoTpebutensa ce ypexgaT ¢ AOroBop 3a kBanuduuupaHu
YAOCTOBEPUTENHN YCIyrn.

LleHute Ha ygocToBepeHusATa M Ha ycrnyrute No M3gaBaHe M yrnpasBrieHne Ha KBanuduumpaHm

YLOOCTOBEpPEHMS ce cbabpaT B Tapudarta Ha EBpoTpbCT, AOCTHNHA HA MHTEPHET caiTa Ha ApY>KeCTBOTO.

1.1 nNPEMMEQ

HJokymeHTbT llonuTvka npuM npegoctaBsHe Ha  KBanuuumpaHo yaoocToBepeHue 3a
YCbBBPLUEHCTBAH EMNEKTPOHEH noanuc/neyart” ce oTHacs 3a KBanuduumpaHm ygocToBEPEHMUS, N3ganeHu
oT EBpoTtpbeT, cbrnacHo PernameHTt (EC) Ne 910/2014 Ha EBponelickust napnameHT 1 Ha CbBeTa oT 23
tonn 2014 roguHa OTHOCHO €feKTpOHHaTa WAEHTUUKaAUMA W yOOCTOBEPUTENHUTE YChyru npu
€MEeKTPOHHM TPaHCaKLuuKM Ha BbTPEeLUHNS nasap u 3a otMaHa Ha Oupektmuea 1999/93/EO (PernameHt (EC)
Ne 910/2014) n B CbOTBETCTBME C NPUITOXMMOTO 3akoHoAdaTencTeso B Penybnvka bunrapus.

HacToswmsaT JOKYMEHT € CTPYKTypMpaH B CbOTBETCTBUE C pamMkaTta, onpegeneHa ¢ npenopbkara
IETF RFC 3647 ,Internet X.509 Public Key Infrastructure Certificate Policy and Certification Practices
Framework".

MonuTnkata e cbobpaseHa CbC crneaHuTe AOKYMEHTU:

» ETSIEN319411-2v2.1.1 ,Policy and security requirements for Trust Service Providers issuing

certificates. Requirements for trust service providers issuing EU qualified certificates®;
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» ETSI EN 319 401: ,Electronic Signatures and Infrastructures (ESI); General Policy
Requirements for Trust Service Providers";

» ETSI EN 319 412-1: ,Electronic Signatures and Infrastructures (ESI); Certificate Profiles; Part
1: Overview and common data structures";

» ETSI EN 319 412-2: ,Electronic Signatures and Infrastructures (ESI); Certificate Profiles; Part
2: Certificate profile for certificates issued to natural persons®;

» ETSI EN 319 412-3: ,Electronic Signatures and Infrastructures (ESI); Certificate Profiles;Part
3: Certificate profile for certificates issued to legal persons®;

» ETSI EN 319 412-5: ,Electronic Signatures and Infrastructures (ESI); Certificate Profiles; Part
5: QCStatements”;

» ETSI TS 101 456: ,Electronic Signatures and Infrastructures (ESI); Policy requirements for
certification authorities issuing qualified certificates".

» ETSI TS 119495: ,Electronic Signatures and Infrastructures (ESI); Sector Specific
Requirements; Qualified Certificate Profiles and TSP Policy Requirements under the payment services
Directive (EU) 2015/2366%;

> [OWPEKTWMBA (EC) 2015/2366 HA EBPOMENCKMA MAPNAMEHT U HA CBLBETA ot 25
HoemBpy 2015 roguHa 3a nnaTexHUTe YCrnyrn BbB BbTPELUHUSA Masap, 3a U3MEHEeHMEe Ha OUPEKTUBU
2002/65/EO, 2009/110/EO n 2013/36/EC n PernameHTt (EC) Ne 1093/2010 n 3a oTMmsiHa Ha [QupekTtnBa
2007/64/EQ.

M3pgaBaHeTo Ha KeanuduumpaHnm yOooCTOBEPEHUS 3a YCbBBbPLUEHCTBAHM  €NEKTPOHHMU
noanucu/nedaTtuy ce cBbp3Ba C:

» usgaBaHe Ha KBanuduumpaHo ygoctoBepeHme Ha puamdecko nuue (Tutynsap) - uma xapakrtep
Ha KBanuuumMpaHo ygocToBepeHne 3a yCbBbPLUEHCTBAH €MNEeKTPOHEH NOANWC;

» YCbBbPLUEHCTBAH €NEeKTPOHEH nedat Ha topuanyecko nuue (Cb3gaten Ha neyaTt) - Mma

XapakTep Ha kBanuduumpaHo yaoCTOBEPEHNE 3a YCbBBHPLUEHCTBAH €MIEKTPOHEH neyvar.

Jlonnutvka npyv npegocTaBsAHe Ha KBanuUUMpPaHO YAOCTOBEPEHME 33 YCbBbPLUEHCTBAH
enekTpoHeH nognuc/nevat” Ha ,EBPOTPBCT TEXHONBIKNC” ALl e ny6nnyeH JokyMeHT. Ton moxe
Aa O6bae NpoMeHsiH No BCAKO Bpeme OT EBpOTpPBbCT M BCAka HOBa pedakuus ce cbobuiaBa Ha

3aMHTEepecoBaHUTE Nnua, KaTto ce Nybnukyesa Ha canta Ha EBpoTpbCT: https://www.evrotrust.com.

1.2 HAMMEHOBAHUE U UOEHTUDPUKATOP HA MNOJIMTUKATA

Hactoawmnar OOKYMEHT € C 0MNbJIHO HaMMeHOBaHue Lflonutuka npn npenocraBaAHe Ha

KBanuduumpaHo yaooCTOBEPEHME 3a YCbBBLPLUEHCTBAH €nekTpoHeH nognuc/neyat“ ot ,EBpoTpbCT
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TexHonbaxuc* AL

YpocTtoBepeHusaTa CbabpXaT MOEHTMMKATOP Ha MONMTUKA, KOUTO MOXe Aa ce u3nonssa oT
[oBepsaBaluTe ce CTpaHn Npu onpeaensaHe Ha NPUIoOXMMOCTTa UM KbM AaAeHO NPUIOXKEHME, KakTo e
onucaHo B npenopbkata IETF RFC 3647 [I.4], To4ka 3.3.

MpeHTudukatopute 3a MNOMUTUMKUTE Ha KBanuduumpaHuTe YyOOCTOBEPEHUsi, MOCOYEHN B
HaCcTOALWMA OOKYMEHT, ca:

QCP-n:

Itu-t(0) identified-organization(4) etsi(0) qualified-certificate-policies(194112)

policy-identifiers(1) qcp-natural (0)

QCP-I:

itu-t(0) identified-organization(4) etsi(0) qualified-certificate-policies(194112)

policy-identifiers(1) qcp-legal (1)

[ocTtaBunkbT nogabpka m npunara Monutuka 3a kBanMUUMPaHW yOOCTOBEPEHUS, KOSATO ce
OCcHoBaBa Ha npasuna, onpegenenn B ETSI EN 319 411-1 [2], ¢ obekTeH naeHtndmkaTtop (OID — Object

Identifier), kakTo cneaBa:

Tun ynoctoBepeHue UpeHTudumkaTtop Ha obekT

Evrotrust Qualified Natural Person Certificate for AES | 1.3.6.1.4.1.47272.2.7

QCP-n, NCP+ (cbomeemcmea Ha nonumuka ¢ O.1.D. =
0.4.0.194112.1.0)

Evrotrust Qualified Legal Person Certificate for 1.3.6.1.4.1.47272.2.8

AESeal (cbomeemcmea Ha nonumuka ¢ O.1.D. =

QCP-l, NCP+ 0.4.0.194112.1.1)

Evrotrust Qualified PSD2 Legal Person Certificate for | 1.3.6.1.4.1.47272.2.8.1

AESeal (cbomeemcmea Ha nonumuka ¢ O.1.D. =

QCP-l, NCP+ 0.4.0.194112.1.1)

Evrotrust Server Certificate 1.3.6.1.4.1.47272.2.6

QCP-I, NCP+ (cbomeemcmea Ha nonumuka ¢ O.1.D. =
0.4.0.194112.1.1)

1.3 YYACTHULUU B UHOPACTPYKTYPATA

EBpoTpbCT KaTo KBanuuuupaH [OCTaBYMK Ha KBanNnUUUUPaHW YOOCTOBEPUTENHW YCMyru
npeaocTaBsa ycryrn No reHepupaHe v ynpaeneHve (cnvpaHe, Bb30OHOBSABaHE W MpekpaTsBaHe) Ha
KBanuduumpaHm ygoctoBepeHus, vpe3 YaoctoseputeneH opraH ,Evrotrust RSA Operational CA* un

ycnyrm no uaeHtTudukaums u yaocToBepsiBaHe Ha MAEeHTUMYHOCT Ha lMoTpebutenu, ypes Peructpupaly
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opraH. [lpyr1 y4actTHULUmM B MHGpacTpykTypaTa Ha EBpoTpbCT ca MoTpebutenu n [JosepsiBalm ce CTpaHu.

1.3.1 YOOCTOBEPSABALL OPIrAH

CAM

yaooCToBeEPEHNA 3a YCbBBbPLUEHCTBAHU €NEeKTPOHHU noanucu/neyatn, Kouto ce ynpaenaBat CbrnacHo

.Evrotrust RSA Operational € YyAdocToBepsBaly, OpraH, KOWTO uM3gaBa KeanvduumpaHu

HacTodwaTta nonnTuka.

Version

Serial number

V3

38 00 00 00 03 4e 8e cb 48 09 25 01 bc 00 00 00 00 00 03

Signature Algorithm SHA256RSA
CN= | Evrotrust RSA Root CA
Issuer OU= | Evrotrust Qualified Root Authority
O= Evrotrust Technologies JSC
organizationldentifier (2.5.4.97)= | NTRBG-203397356
C= | BG
Valid from 21 man 2016 r. 00:34:35 UTC
Validit to 21 man 2026 r. 03:44:35 UTC
CN= | Evrotrust RSA Operational CA
OU= | Qualified Operational CA
Subject O= | Evrotrust Technologies JSC
organizationldentifier
NTRBG-203397356
(2.5.4.97)= (2.5.4.97)
C=| BG
Public Key _
RSA (2048 Bits)
Type/Length

Subject Key Identifier

Certificate Policies

7f 3e 64 59 85 2b dd 23 29 ¢c2 01 e7 cb c3 69 c0 87 93 2b 08

[1]Certificate Policy:
Policy Identifier=All issuance policies
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:

http://www.evrotrust.com/cps

Enhanced Key

Usage

Server Authentication (1.3.6.1.5.5.7.3.1)
Client Authentication (1.3.6.1.5.5.7.3.2)
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Code Signing (1.3.6.1.5.5.7.3.3)
Secure Email (1.3.6.1.5.5.7.3.4)
Time Stamping (1.3.6.1.5.5.7.3.8)
OCSP Signing (1.3.6.1.5.5.7.3.9)

Subject Alternative URL=http://www.evrotrust.com

Name RFC822 Name=ca@evrotrust.com

Authority Key
— KeylD=74 5c al 40 73 2e 1f e6 f9 3b bc ab a0 a4 a7 54 44 74 4f 70
entifier

[1]CRL Distribution Point

CRL Distribution
Distribution Point Name:

Points
Full Name:
URL=http://ca.evrotrust.com/crl/EvrotrustRSARootCA.crl
[1]Authority Info Access
Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Authority Information Alternative Name:
Access URL=http://ca.evrotrust.com/aia/EvrotrustRSAR00tCA.crt

[2]Authority Info Access
Access Method=0On-line Certificate Status Protocol (1.3.6.1.5.5.7.48.1)
Alternative Name:

URL=http://ca.evrotrust.com/ocsp

Key Usage (critical) Digital Signature, Certificate Signing, Off-line CRL Signing, CRL Signing (86)

Basic Constrains Subject Type=CA
(critical) Path Length Constraint=0

1.3.2 PErFNCTPUPALL OPTAH

Pernctpupawumar opraH e obocobeHa cTpykTypa Ha EBpoTpbCT, HO MOXe ga 6bae U BbHLLHO
topuanyecko nuue, Ha Koeto EBpPOTPBLCT Bb3nara OCbLECTBABAHE Ha YCNyrm Mo perncrpaums,
naeHTndmrKauns 1 yaoctoBepsiBaHe Ha MaAeHTUYHocTTa Ha NMoTpebutenn Ha EBpoTpbCT.

PervuctpmpalmaT opraH u3nbnHsaBa cneaHuTe AenHOCTU:

» npremMa UCKaHWuA 3a KBanuduumpaHn ygocToBepeHusi, oaobpsiBa nnvm oTXBbpnst T€3nN UCKaHUS
B CbOTBETCTBME C BbBEAEHW BbTPELLHN NpaBuna 3a ogodpeHne ot EBpOTpbCT;

» npoBepsiBa CaMOfIMYHOCTTA Ha NnuuaTa Nofganu UCKaHe 3a u3fgaBaHe Ha yY4OCTOBEpPEHMS;

> yBepsiBa Cce, 4Ye U3gadeHoTO YyAocToBepeHMe ce BpbyYBa Ha [loTpebutens

(Tutynap/Cwagaten);
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> npekpaTsiBa KBanuuUUMpaHW YyOOCTOBEPEHUSI Bb3 OCHOBa Ha BbBEAEHW nNpaBuna 3a
onobpeHune Ha npekpaTaBaHeTo OT EBpOTPBLCT.
MHdopmauus 3a koHTakT ¢ Peructpupawmsa opraH Ha EBpoTpbCT e Ha pasnonoxeHue Ha

WHTEpHeT calnTa Ha EBpoTpbCT.

1.3.3 NOTPEBUTEIN

Bcsko dmanyecko nnm topuanyecko nuie, KOeTo MMa CKINKYEH NMCMEH AOroBop ¢ EBpoTpbCT e
notpebuTen Ha kBanuduumpaHa ygocToBepuTenHa ycnyra, npegoctaBeHa oT EBpoTpbCT.

Motpebutenute 6mearT:

» umsmyecko nuue (TUTynsp), KOeTO Cb3faBa YCbBbPLUEHCTBAH ENEKTPOHEH NOAMNUC;

» usmyecko nuue (Tutynap), KOETO € YNbNIHOMOLLEH NPeacTaBUTEN Ha PUAMYECKO nuue n
Cb34aBa YCbBbPLUEHCTBAH €MEKTPOHEH NOAMNWUC;

» topuanyecko nuue (CbagaTen Ha nevar), KOeTo Cb34aBa YCbBbPLUEHCTBAH ENEKTPOHEH Neyar.

Korato TOoBa € npakTU4ecku OCbLLECTBUMO, MNPEeAOCTaBAHUTE YOOCTOBEPUTENHM YCNyrn wu

M3MNon3BaHNTe NPV NPeaoCTaBsAHETO Ha Te3W YCryr NPOAYKTM ca AOCTLIHM U 3a Xopa C YBpeXxaaHus.

1.3.4 [OOBEPABALLU CE CTPAHU

[loBepsiBalla ce cTpaHa e (PU3MYECKO MM IPUONYECKO NULEe, KOeTo npuema KeanudpuumpaHo
yOoocToBepeHue, nsaageHo oT MHpacTpykTypaTa Ha EBpoTpbCT, cred npoBepka Ha yCbBbPLUEHCTBAHUS
enekTpoHeH noanuc/nedat Ha [loTpebuTten Ha KBanUUUMpPaHU YOOCTOBEPUTENHWM YCNyrn Ha

[ocTaBuuka.

1.3.5 OPYI'M Y4YACTHULUMN

EBpoTpbCT 3anaseBa npaBo MNpu HeOOGXOAMMOCT [a CKM4YBa [AOMOBOPUM C BBHLIHM Nuua 3a

npefocTaBsiHe Ha onpeaeneHn yaoCTOBepUTENHMN YCIyIu.
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1.4 YNOTPEBA U NMPUNOXUMOCT HA KBAITUPULIMPAHN YOOCTOBEPEHUA
141 NOPUNOXUMOCT HA KBAJIMOULIMPAHU YOLOCTOBEPEHUA

KBanudgpuumpaHo ygoctoBepeHue Ha cdusmdecko nuue (Tutynsap)/topuandecko nuue (Cbagaten)
UMW YNbITHOMOLLIEH NpeacTaBUTEN Ha OPUONYECKO NULEe, MOCOYEH KaTto TUTYNAP B YOOCTOBEPEHMETO,
MOXe [a ce WM3MNon3Ba Npu Cb3faBaHe Ha YCbBLPLUEHCTBAH eNekTPoHeH noanuc/nedaT B eneKTPOHHM

OOKYMEHTU U I'IpI/IJ'IO)KeHI/IFI/TpchaKLI,I/WI, KOUTO U3NCKBAT BUCOKO HNBO Ha I/IH(*)OpMaLl,I/IOHHa CUTrypHOCT.

1.4.2 3ABPAHA 3A YNOTPEBA HA KBAJINOULIMPAHU YOLOCTOBEPEHUA

KBaJ'II/I(*)I/ILI,VIpaHVI yAaoCToBEpPEeHUA Ha EBpOTp'bCT He Tpﬂ6Ba Ja ce um3non3eart Mno HaduH,
HEeCbBMECTUM C 0bsiBeHaTa 3a TaX Les U TAXHOTO NPUNOXHO none/lMonuTuka.
KBaJ'II/Id)VILI,VIpaHVI yoocToBepeHus, nagaaeHn B CboTBeTCTBme C HacTosdAwaTa MonuTtuka He Tp$|63a

Aa 6baaT M3Non3BaHn 3a He3aKOHOCHOOpa3HM Lenu.

1.5 YNPABJIEHMUE HA NMOJINTUKATA
1.5.1 OPrAHU3ALNA, YNPABIABALLA NOJIUTUKATA

EBpoTpbCT OTroBapsi 3a ynpasneHMeTo Ha Tasu [NonuTuka.

Bcsaka Bepcust Ha MonuTukata e B cuna o MOMeHTa Ha ogobpeHve u nybnukyBaHe Ha HoBa
Bepcusi. Bcsika HoBa Bepcus ce paspaboTea OT cnyxutenun Ha EBpoTpbCT 1 cnep ogobpeHne ot CobBeTa
Ha anpekTopuTe Ha EBpoTpbCT ce nybnukyea.

MoTpebuTtenute ca ANbXHU Aa ce cbobOpassiBaT camo C BanugHaTa Bepcus Ha MNonuTukaTta KbM

MOMEHTa Ha Nnon3BaHe Ha yCnyrute Ha EBpOprCT.

1.5.2 JIULUE 3A KOHTAKT

KOHTakTHOTO nuue 3a ynpaeneHne Ha [dokymeHTa [lonvTuka npu npegocTtaBdHe Ha
KBanuduumnpaHo ygocTOBEpEeHUE 3a YCbBbPLUEHCTBAH enekTpoHeH noanuc/medat” ot ,EBPOTPDBLCT
TEXHOJTBbOXKNC ALl e nanbnHUTENHUA gupekTop Ha EBpoTpbCT.

HonbnHutenHa nidopmaunsa Moxe aa 6bae nonyvyeHa Ha criefHUs agpec:

»EBPOTPBLCT TexHonbmpxkmc” ALl

Codbus, 6yn. ,Llapurpagcko LWoce” Ne 101

BusHec ueHTbp ,AKTUB, eT. 6

TenedoH, gakc: + 359 2 448 58 58

Email: office@evrotrust.com
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1.5.3 BPDB3KA MEXAOY NOJINTUKATA U NMPAKTUKATA

LJ10NUTUKa Npu npefocTaBsHe Ha KBanuuuMpaHo YOOCTOBEpeHue 3a YCbBbpLUEHCTBaH
enektpoHeH noanuc/nedat (CP/Monutuka) mn lpakTuka npu npegoctaBsHe Ha KBanuduuupaHu
ypoctoBeputenHu ycnyrn“ (CPS/Mpaktuka) pasrnexaaTt eavH u cbly, HAabop OT TeMu, KouTo obcnyxeaT
MoTpebutenute n ca B UHTEpecC Ha [loBepsaBalunTe ce CTpaHu, 3a Aa MoraT Te [ia pa3ynTaTt Ha CUTypHOTO
N HageXOHO NpUNOXeHWe Ha KBanuduumpaHu YOOCTOBEPEHMS 3@ YCbBbPLUEHCTBAH €MeKTPOHEH
nognuc/neyat nsgageHu ot EBpoTpbCT.

OcHoBHaTa pasnukata mMexay ABaTa OOKyMeHTa e BbB (bOoKyca Ha TexHuTe pasnopenbu v B
TAXHOTO UeneBo npegHasHadeHue. MNonutukata npasu npernen Ha U3nckBaHUsTa U U3MbIHEHNETO Ha
cTaHdapTuTe, HanoXeHn OT Cb3dageHaTa UHMpaACcTpyKTypa Ha EBpOTpBLCT 1 onpegens yvyactHULUTE B
AeNHOoCTUTE Mo NpeaocTaBsHe Ha yaocToBepuTenHu yenyri. MNpakTtukaTa, oT Apyra cTpaHa, noco4ysa Kak
YpocToBepsBallMs opraH W Opyrute yyacTHMUM B UMHpacTpykTypata npunarat npouegypute wu
KOHTpONuTe, 3a Aa U3NbMHAT nsncksaHusaTa Ha MNMonutukata. C gpyrm agymuy, uenta Ha aBaTta AOKYMeHTa
e [a ocurypu eanHCTBO 3a NpaBuna 1 npoueaypu 3a yyacTHULMTE B UH(paAcTpyKTypaTa Ha EBpoTpbCT,
3a [a U3NbHABAT CBOUTE 3a4bIDKEHUSI U OTTOBOPHOCTM.

OcHoBHaTa pasnuka mexgy NMonutunkata n lNpaktukata e, Ye YOocToBepsiBalus opraH ¢ egHa
MpakTnka Mmoxe Aa noaabpxa HAKOMNKO MNMonnTUKK, N3non3saHu 3a pasnuyHu NPUOXKEHNSA UNN € PasfnyHo

NPUNOXHO None 3a pasnuyHu [JoBepsBalLm ce CTpaHu.

1.5.4 JNWUUE 3A KOHTAKT U NMPOLIEAYPU 3A ONOBPEHUE HA NMPAKTUKATA

JlnueTo, KoeTo B3ema pelleHUs OTHOCHO u3nbiHeHue Ha [lpakTuka npu npegocTaBsiHeE Ha
kBanudunumnpaxHm ygoctoseputenHun ycnyrn“ (CPS) n oTroBaps 3a HEMHOTO yrnpaBneHne e U3MbITHUTENHNUS
auvpektop Ha ,EBPOTPBCT TEXHOITBbIAXXUNC* ALl

JJlpakTka npu npegocTtaBsHe Ha kBanuduuupanu ygocTtoBeputenHn ycnyrn® (CPS) e
pa3paboTeHa oT eknn Ha EBpoTpbCT 1 € ogobpeHa oT CbBeTa Ha [upekTopute Ha EBpOTpBLCT.

Bcsaka Bepcus Ha [TpakTvka npu npegoctaBsHe Ha KBanuduumpaHu yoocToBepuTenHn ycnyrn“ e

B cMna O MOMeHTa Ha ogobpeHue 1 nyGnukyBaHe Ha HOBa BepCus.
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1.6 ONPEOENEHNA N CBbKPALLEHUA
1.6.1 ONPEOENEHNA
CepTudmkaums — [JoCTaBUMK Ha YOOCTOBEPUTENHW YCAYTM MOXe Aa Mofydu CcTaTyc

,KkBanuduumpan“ 3a onpegeneH nepvog B cboTBeTcTBME C PernameHt (EC) Ne 910/2014, cnen

npemMnHaBaHe Ha ycneweH oauT 3a NpoBepKa Ha CbOTBETCTBUE OT akKpeaAnTupaHu npoeepsaBalln nmua;

[daHHK 3a BanungupaHe - [laHHn, KOMTO ce n3nons3ear 3a BannagnpaHe Ha eneKkTpoHeH noanmc nnm

EJ1IEKTPOHEH ne4yar;

BanMp.MpaHe - I'Ipou,eca Ha npoBepKa 1 NoTBbpXXaaBaHe Ha BariMAHOCTTA Ha €NeKTpoOHEH noannc

nnum neyar,

[DaHHn 3a npgeHTndmkauma Ha nuua - Habop oT gaHHM, KOMTO MO3BoONsiBaT Aa Ce YCTaHOBMU
MOEHTMYHOCTTA M CaMOJSIMYHOCTTA Ha (PU3MYECKO WIWN HOPUANYECKO NMUE, UM Ha U3MYECcKo nuue,

npeacTaBnsiBaLlo PUONYECKO NULE;

[daHHM 3a cb3gaBaHe Ha eneKTPOHeH noAnuc - YHWKanHu AaHHW, KOUTO Ce M3ronsBaTt oT

TVITyJ'IﬂpFI Ha enekTpoHHUA noannc 3a Cb3aaBaHETO HA eNNIeKTPOHEH NoAnuc;

HDoBepsBawm ce ctpaHu (Relying Parties) - ®unsnyeckm unu OpMANYECKM nvua, KOUTO ca
agpecaT Ha EeneKkTPOHHW WU3SBMNEHUss Unu apyrn MHOpMaumoHHM obGekTn n ce p[oBepsiBaT Ha

yOOCTOBEPUTENHUTE yCcnyrn Ha EBpoTpbCT;

HocTaBuMk Ha KBanumumpaHu yaocToBepuTenHu ycnyrm — [1octaByvk Ha yAOCTOBEPUTENHN
ycnyru, KOMTO npefocTaBs efHa Mnu noseve KBanuuUUMpaHu yOoOCTOBEPUTENHN YCIYr U € NOmyYun

kBanudpuumnpanus cu ctatyT ot OpraHa no Hag3op;

EnekTpoHeH BpemeBM neyart — [laHHM B enekTpoHHa opma, KOMTO CBbP3BAT APYrM AaHHWU B
enekTpoHHa bopma C KOHKpPETEH MOMEHT BbB BPEMETO U NpeAcTaBNsABaT 40oKa3aTeNcTBo, Ye nocnegHuTe
JaHHN ca CblUeCTByBanNn B CbOTBETHUA MOMEHT U € udgageH B cbotBeTcTBue ¢ PermameHTt (EC) Ne
910/2014;

EHEKTPOHeH nevar - [JaHHKn B EJ1IEKTPOHHA cbopma, Kouto ce Oo6aBAT KbM apyrm gaHHuU B
EJ1IEKTPOHHA (bopma nnn ca norm4eckn CBbp3aHn C TAX, 3a Aa Ce rapaHTupat npomnm3xoga 1 LUENoCcTTa Ha

nocnegHuTe. EﬂeKTpOHHI/IﬂT neyaTt CIyXu KaTo OOKa3aTesiCTBO, 4Ye AOadeH €NEeKTPOHEeH OOKYMEHT e
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n3gageH ot lopnandecko nmue 1 rapaHTmnpa HagexgHmnd rnpon3xoa n UenoctTta Ha AaHHUTE;

EHEKTPOHeH nognuc - ,D,aHHVI B €J1IEKTPOHHa cbopma, KOUTO Cce ﬂ,06aBFIT KbM Opyrn OaHHU B
€J1IEKTPOHHA (bopma nnn ca norn4eckn CBbp3aHn C TAX, U KOUTO TUTYNAPAT Ha €NeKTPOHHUA noanuc

n3nonsBsa, 3a fa ce noanvcea;

Keanuduumpana yaoocTtoBepuTerniHa ycnyra - y,D,OCTOBepMTeJ'IHa ycnyra, KOATO OTroBapsa Ha

NPUNOXNMUTE U3nckBaHuA, onpegenenn B PernameHT (EC) Ne910/2014;

KBaﬂVICbVILIVIpaHO yaoocTtoBepeHue 3a ernieKTpoHeH noanuc — yD,OCTOBepeHI/Ie 3a E€NeKTpoOHEH
noannc, KoeTo ce n3gaBa OT AOCTaBYUK HaA KBaJ'II/I(*)I/ILI,I/IpaHVI yOOCTOBEPUTENTHN YyCnyrn n oTroBapsa Ha

nauncksaHunata, npeasuaeHn B PernameHT (EC) Ne 910/2014;

KeanndumumpaH BpemeBM nevar — EnektpoHeH BpemMeBM nedaT, KOWTO OTroBapsl Ha

nanckeaHuaTta, npeasmaeHn B PernameHnT (EC) Ne 910/2014;

YCbBbPLIEHCTBAH €NEeKTPOHEH neyaT - YCbBbPLUEHCTBAH €MeKTPOHEH NeyaTt e enleKTpoHeH
neyaT, KOWTO € Cb3fadeH OT MPUNOXeHMe/cMcTeMa 3a Cb3aBaHe Ha YCbBbLPLUEHCTBAH €MNeKTPOHEH

neyaT 1 ce OCHOBaBa Ha KBanuuumMpaHo yaOCTOBEPEHNE 3@ ENIEKTPOHEH Nnevar;

YCHbBbPLIEHCTBAH €NeKTPOHeH MOoAMNUC - YCbBLPLUEHCTBAH €MeKTPOHEH MOoAMUC, KOWTO e
Cb3fafeH OT MNpUNOXeHMe/cucTemMa 3a Cb3faBaHe Ha YCbBBLPLUEHCTBAH E€MEeKTPOHEH Moanuc u ce

OCHOBaBa Ha KBanuduumpaHo yaoCToBEPeHNE 3a eNEKTPOHHN NoANUCH;

KoopauHupaHo yHuBepcanHo Bpeme (Coordinated Universal Time/UTC) — Yacoso Bpeme,
CNPsIMO KOETO CE M3YMCNsiBA BPEMETO B pasfnMyHMTE 4acoBW 30HW. IMpu HEro 3a ocHoBa ce M3nonaea

MexayHapoaHoTo atomHo Bpeme (TAl);

OpraH 3a ogo6peHue Ha MNMonutuka (Policy Approval Authority/PAA) — OpraH, ynblIHOMOLLEH

Aa onobpu, Habnogaea u nogabpka YaoctoBepuTenHaTa MNMonutuka;

OpraH 3a oueHsiIBaHe Ha CbOTBETCTBMETO - OpraH, KOWTO € akpeauTupaH B CbOTBETCTBUE CbC
PernameHnt (EQO) Ne 765/2008 kaTto KOMMeTeHTEeH [a M3BbpLUBA OLIEHsIBAHE Ha CbOTBETCTBMETO Ha
JOCTaBYMK Ha KBanuduuupaHu yOOCTOBEPUTENHWU YCIyrm U Ha NpefocTaBsHUTE OT TO3M JOCTaBuUK

KBanuduumnpaHn yaoctoBepuTenHu ycnyrm ¢ uancksanuata Ha PernameHt (EC) Ne 910/2014;
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Mpaktuka (CPS) - MNpakTuka npy npegoctaBaHe Ha KBanuuumpaHn yoocToBepUTENnHN yCnyru e
AOKYMEHT, CbAbpiKall, NpaBunia OTHOCHO u3gaBaHe, cnupaHe, Bb30OHOBSABaHE U OTMsSIHA 4ENCTBUETO Ha

YOOCTOBEPEHUATA, KaKTO U YCINOBUATaA 3a NpeaoCctaBAHETO Ha AOCThIM A0 yOOCTOBEPEHUATA,

CnucbK cbc cnpeHn u npekpateHn ygoctoBepeHus (CRL/Certificate Revocation List) —
CnncbKkbT cbabpXka yOOCTOBEPEHUS, KOUTO BeYe He MOXe fa ce cumutat 3a BanugHu. CRL e umdposo

noanncaH oT naagartena Ha yaoCtoBepeHUATa - y,D,OCTOBepﬂBaLLlI/IFI opraH;

Cb3paten Ha neyart - KOpuanyecko nuue, KOeTo Cb3faBa eneKkTPOHEH neyar;

YacteH kno4 — HM3 OT cumMBOnM, KOMTO Ce W3MON3Ba B anropuTtbMm 3a npeobpasyBaHe Ha
nHopMaumsa oT pa3bupaem B WndpupaH BUA (KpUNTMpaH) nnn obpaTHo — oT wndpupaH B pasbnpaem

BUA (oekpuntupaHe);

My6nuyeH kN4 — EQUHMAT OT OBOWMKa KNOYOBE, M3MOM3BaH B acMMEeTpMYHa KpunTocucTema,

KOWTO € JOCTBbMEH U MOXe [a ce U3Momn3Ba 3a NpoBepKa Ha eneKkTPOoHeH noanuc/nevar;

TuTynsip Ha eneKkTPoHeH noanuc - Pnsnyecko nuue, KOeTo Cb3gaBa enekTPoOHEH NOAMNUC;

YnoctoseputenHa ycnyra - EnekTpoHHa ycnyra, OGWKHOBEHO NpeaoCTaBsiHa CpeLly
Bb3HarpaxaeHue, KOAITO Ce CbCTOM BbB: Cb3daBaHETO, NpoBepKaTa U BanMaMpPaHeTO Ha eneKTPOHHM
NoAnucHK, eneKkTPOHHW neYvaTh UNu enekTPOHHW BpeMeBW nevaTtu, YCryri 3a eneKkTpoHHa npenopbyaHa
rnoLla, KakTo 1 yOoCTOBEepPeHUsi, CBbP3aHu C Tean YCNyru; Unun cb3gasaHeTo, NpoBepKkaTta v BanuanpaHeTo
Ha yAOCTOBEPEHWS 3@ aBTEHTUYHOCT Ha yeBCcalT; UM CbXpaHsBaHETO Ha eNEeKTPOHHU Nognucu, nedyaTu

WX yOOCTOBEPEHUS, CBBP3aHW C TE3N YCNyri;

YaoctoBepeHWe 3a eneKTPOHeH ne4vaT— yOCTOBEPEHME Ha IOPUAMYECKO NULe MO cunata Ha
PernameHnt (EC) Ne 910/2014;

YpoctoBepeHue 3a BpeMe - [JlaHHW B efleKTPOHHAa (hopMa, KOMTO CBBbP3BaT APYrN €NEeKTPOHHN
AaHHU KbM onpefernieH MOMEHT OT BpeMe, NpeaoCcTaBsanKN JoKa3aTencTBo, Ye Te3n AaHHU CbliecTByBaT

KbM AageHnA MOMEHT,

yAOCTOBepeHVIe 3a eJiIeKTpoHeH noanuc - EJ'IeKTpOHeH arecTaT, KOMTo CBbp3Ba JaHHUTE 3a
BannanpaHe Ha eJieKTpoHeH noanuc C (bI/ISVI‘-IeCKO nnue 1 nortBbpXXaaBa Han-manko MMETO WNun

ncesgoHMMa Ha ToBa J11ue;
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Cpena 3a cb3gaBaHe Ha YCHbBbBLPLIEHCTBAH eneKTpoHeH neyart - Cpefa 3a cb3fjaBaHe Ha
YCBHbBBPLUEHCTBAH eNEeKTPOHEH neyaT e NnpuroXeHne nnu cuctema, Koeto OTroBapsa Ha U3MCKBaHUATa B
Pernament (EC) Ne 910/2014;

Cpena 3a cb3faBaHe Ha YCbBLPLIEHCTBaAH enekTpoHeH noanuc - Cpeda 3a cb3gaBaHe Ha
YCBHbBBPLUEHCTBAH EfIEKTPOHEH MOLMUC € MNPUSIOXKEHME WM CUCTEMA 3a Cb3daBaHE Ha E€NEeKTPOHEH
nognuc, KoeTo oTroBaps Ha U3nckBaHuaTa Ha PernameHT (EC) Ne 910/2014;

Cpena 3a cb3gaBaHe Ha eneKkTpPoHeH nognuc — [NpunoxeHne unm cuctema 3a cb3gaBaHe Ha
eNeKTPOHEH NMoAnuc € KoHdurypmpaH codpTyep unum xapayep, KOMTo ce u3nosidaBa 3a Cb3aBaHETO Ha
eneKTPoHeH noanuc.

1.6.2 CBbKPALUEHUA

QCP-l — lMonuntnka Ha kBanMdnuMpaHo yooCTOBEPEHME, N34aLeH0 Ha LOPUANYECKO NnLEe, KOoraTo

YaCTHWMSA KIMHOY Ha CBBbP3aHOTO C HEro Y0CTOBEPEHME € reHepupaH B CUrypHa cpeaa;

QCP-n - lNMonuTtuka Ha kBanuduumnpaHo yoocToBepeHne, nsganeHo Ha omsmyecko nuue, Korato

YaCTHWS KIMHOY Ha CBBbP3aHOTO C HEro Y0CTOBEPEHME € reHepupaH B CUrypHa cpeaa;

NCP+ - 3acuneHa HopmanuavpaHa y4oCTOBEPUTENHA MNONUTUKA, KOSITO BKIHOYBA AOMbIHUTENHN

N3NCKBaHWSA 3a KBanvduumnpaHu yaoctosepeHus B cboteeTcTeue ¢ PernameHT (EC) Ne 910/2014

CA Certification Authority - YgocTtoBepsiBall, opraH;

CN Common Name - O6wonpneTo nme Ha NMUETO;

CP Certificate Policy - lNonutuka 3a npegoctaBsiHe Ha KBanuduumMpaHO YOOCTOBEPEHME 3a

YCbBBbPLUEHCTBAH erleKTpoHeH nognuc/nevar;

CPS Certification Practice Statement - lNpakTnka npy npegocTtaBsHe Ha YOOCTOBEPUTENHMU

ycnyru;

CRL, Certificate Revocation List - CnnCbk CbC CpeHn 1 npekpaTeHn yagocToOBEPEHUS;

PSD2 (Payment Services Directive 2) - ,AUPEKTVBA (EC) 2015/2366 HA EBPOMEWNCKUSA
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MAPNAMEHT N HA CBbBETA ot 25 HoemBpu 2015 roguHa 3a nnaTexxHuTe yCryrn BbB BbTPELUHUA nasap,
3a nsameHeHue Ha aupektmeun 2002/65/EO, 2009/110/EO n 2013/36/EC n PernameHT (EC) Ne 1093/2010
1 3a oTMsiHa Ha Oupektuea 2007/64/EO*;

PSP (Payment Service Provider) - [locTaBuuk Ha nnaTexHa ycnyra;

DN, Distinguished Name - OTnmMunTenHo nme Ha cyBekT, BInCaH yA0CTOBEPEHNETO;

Enhanced key usage - PaswunpeHu Lenu 3a n3non3eBaHeTo Ha KIoya;

FIPS, Federal Information Processing Standard - ®epepaneH ctaHgapt 3a obpaboTka Ha

MHopMauuns;

HSM, Hardware Security Module - XapgyepeH kpuntorpadckn moayit;

Issuer — N3paren;

LDAP, Lightweight Directory Access Protocol [lpoTokon 3a onpocTeH 4OCTbM A0 PErNCTbLY;

OID, Object Identifier - UaeHTUdmkaTOp Ha 0GEKT;

PKCS, Public Key Cryptography Standards - Kpuntorpadcku ctaHgapT 3a IpeHoC Ha nybnuyeH

KIHou;

PKI, Public Key Infrastructure - NHdpacTpykTypa Ha nNyonu4yHMsI KNKOY - CbBKYMHOCTTa OT
xapayepa, codTyepa, nepcoHana, OOKyMeHTaumsita B EBpPOTPBCT 3a cb3gaBaHe,  U3MON3BaHe,
ynpaBrieHne 1 NpoBepka Ha 3gaBaHu yAOCTOBEPEHUS 3a €NEKTPOHHM noanucu/neyaru;

RA, Registration Authority - Pernctpupaly, opran;

RSA, Rivest-Shamir-Adelman - Bug acumeTpuyeH kpuntorpadcku anropuTbm 3a Cb3gaBaHe Ha

€J1IEKTPOHEH Nnoarnunc,

SHA, Secure Hash Algorithm - CurypeH xew-anropyTtbMm 3a U3BMMYaHe Ha xell-uaeHTudukaTtop;

SSL, Secure Socket Layer - CurypeH kaHan 3a npeaBaHe Ha AaHHMY;
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SMIME, Secure Multipurpose Internet Mail Extensions - [lpoTokon 3a curypHo npegasaHe Ha

€J1IEKTPOHHA noLla npes MHTepHeT;

2 OTroBOPHOCT 3A NMYBJIMKYBAHE U XPAHUITULLIE
2.1 XPAHUITULWIE

My6nnyHmAT pernctbp Ha EBpPOTPBLCT npeacTaBnsdBa XpaHWNuLLEe, B KOETO Ca pPasnofioXeHu
aKTyasnHu 1 NpeanLHN BEPCUN HA ENEKTPOHHN LOKYMEHTU (B TOBA YMCIIO akTyarnHu Bepcum Ha ,lonuTtuka
npw npegocTaBsaHe Ha KBanuduunpaHo ya0CTOBEPEHME 3a YCbBBLPLUEHCTBAH €MNEKTPOHEH noanunc/nevat”
n ,JpakTvka npyv NpegocTaBaAHe Ha KBanuUUUpaHu yaocTOBepuTenHu ycnyri®), npegHasHayeHu 3a
MoTpebutenute, yaocToBepeHUs Ha YpocTtoBepsiBawmna opraH, [loTpebutenckn ypocTtoBepeHus,
Cnucbum cbe cnpeHn n npekpateHn yaoctoepennsa (CRL) n apyra nHdopmaums.

XpaHnnuiieTo ce ynpaenssa 1 KOHTponupa ot EBpoTpbCT.

Bcunykm notpebutenu n gosepsBalim ce CTpaHu uMaT NOCTOAHEH AOCTbN A0 uanaTa uHpopmMaums
B XpaHUnuLeTo Ha agpec: https://www.evrotrust.com. OrpaHnyeHms nmat gosepsaBalmMTe ce CTPaHu, HO
Te Ca CBbp3aHW C AOCTbMNBAHETO €AMHCTBEHO Ha yOOCTOBepeHusTa Ha notpebutenute, 3a KOUTO

nyGrMYHNS JOCTBIM € OrpaHNYEH.

2.2 NYBJINKYBAHA NHOOPMALIUA

MyGnnyHMAT perncTbp e JoCTbNEH Ha agpec: https://www.evrotrust.com/.

M3papeHnTe KBanuduumMpaHn yooCcTOBEPEHUSI Ce CbxpaHsBaT B 0asa gaHHM Ha EBpoOTpbCT.
[docTbn 0o Te3n ygocToBepeHns MoXe fia ce oCcbLecTBABa No oHNanH (online) npoTokon 3a NpoBepka Ha
cTaTyca Ha usgageHute yaoctoBepeHust B peanHo Bpeme OCSP (Online Certificate Status Protocol).

3a oHNarH npoBepka Ha AaHHU OT perucTbpa € HeobxoaMMO M3MNON3BaHETO Ha MOAXOASALL
codptyep (OCSP-knNMeHT nnmn gocTbn Npe3 UHTEPHET CTPaHULAaTa Ha QOCTaBYMKa.

lMpoBepka Ha n3gageHun kBanuguumpaHm ygoctoBepeHus Moxe ga 6bae HanpaeeHa n B Cnvcbka
CbC cnpeHn n npekpateHn yaoctoepeHus (CRL), koo ce nybnukyea Ha MHTEPHET canTa Ha EBpoTpbCT

N ce OCbBPEMEHSIBA Ha Bcekn 3 (Tpum) vaca.

2.3 YECTOTA HA NYBJINKYBAHE

NokymeHTauuaTa, Bknousawa Monutuka u lMpakTuka Npu NpenocTaBsHE Ha KBanuduumpaHu
yOOCTOBEPUTENHM  YCNyru, crnopasymeHusl, obpasuu, pbkoBoAcTBa 3a paboTa C  enekTPOHeH
nognuc/neyar, Ooknagu oT oauTU U Ap., u3gadeHa ot EBpoTpbCT, ce nybnvkyBa Ha cTpaHuuaTta Ha

EBpOTPBLCT B UHTEPHET He3abaBHO NP BCsika akTyanvaauusi.
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OnepaTvBHUTE yOOCTOBEpPEHUs Ha YAocToBepsiBalmnsa opraH ce nybnukyBaT He3abGaBHO npwu
BCAKO U3gaBaHe Ha HOBU yOOCTOBEPEHMS.

AKTyanusauusas Ha nybnuyHusa pernctbp C u3gageHute notpebuTenckn KeanuduuupaHu
YOOCTOBEPEHWS Ce OCbLLEeCTBABA aBTOMaTUYHO 1 He3abaBHO crieq ny6rvkyBaHe Ha BCSKO HOBOM3AaAeHO
BanuaHoO yaOCTOBEPEHNE.

AkTyanusaums Ha Tekywms CnuMcbk CbC CrpeHn u npekpateHu ypocTtoBepeHus (CRL) ce
OCbLLECTBSIBA aBTOMATUYHO Ha He noeede OT 3 (Tpu) Yaca unm HesabaBHO crieq oTMsiHa/MpekpaTaBaHe

mnnn CI'II/IpaHe/B'b306HOBF|BaHe Ha BannaHo yaooctoBepeHne.

2.4 [AocCTbuN A0 NYBIIMKALUA

EBpOTpPbLCT Npegnara AMPEKTOPUAHM YCNyrn 3a MHpopMaumsiTa CbXpaHsiBaHa B XPaHWUULLETO
(ny6nunyHua pernctsbp), kato ocurypssa HTTP/HTTPS n OCSP 6a3supaH goctbn.

JocTbnbT 40 MHpOpMauMaTa B XpaHUIULLIETO He Cce orpaHnyaBa OoT EBpOTPBCT, OCBEH MO UckaHe
Ha Tutynaps/Cb3gatens M caMoO MO OTHOLIEHWE Ha HEeroBo BanuAHO M3gafdeHo KBanuduuupaHo
yAOCTOBEPEHNE.

WHdopmauunaTa, nybnmkysaHa B XpaHUnIMLLETO Ha EBpOTPBLCT, € AoCTbNHA NOCTOSIHHO (24/7/365),

OCBEH B Cny4anTe Ha CbOUTKS, M3BBH KOHTPOa Ha EBpoTpbCT.

3 WAEHTUPUKALIUA U NTPOBEPKA HA CAMOJIMYHOCT
3.1 WMEHA

B kBanuduumpaHute yaoCTOBEPEHWUs Ce W3MNOoM3BaT BCUYKM MPUNOXUMU UMEHA WUNU OpYru
naeHTndukaTopu, BkoyBankn ASN.1 ngeHTudnkaTopm Ha ob6exT.

M3nckeaHusiTa 3a MMeHaTa B Y4OCTOBEPEHUATA Ca KakTo € nocoveHo B lNpenopbka ITU-T X.509
mrm IETF RFC 5280 n Ha ETSI EN 319 412. [donycka ce umeHata ga 6baaT B cboTBeTcTBME ¢ DOomain
Name Service (DNS), onncaH B RFC 2247.

MoneTo ,Subject”" B yaocTtoBepeHMETO CbAabpKa HaMMeHoBaHNETO Ha TuTtynaps/Cb3gaTens.

NmeTo u gpyrute nHameuayanuanpaim 6enesm Ha Tutynaps/Cb3gartens B CbOTBETHUTE noneTa
3a BCceku Tmn ygoctoBepeHue ca B cbotBeTcTBue ¢ DN (Distinguished Name), dopmupalo ce cbobpasHo
craHgapta X.500 n X.520.

EBpoTpbCT MOXe Aa nsgasa KBanvduunpaHo yaoCToBEpPeHne KaTo 13nonaea ,ncesaoHuM” 3a na
nveHyBa NoTpebutens camo cnep kato Pernctpupawus opraH cbbepe HeobxoammaTa nHdopmMaums 3a
CaMOJIMYHOCTTa My U YCMELHO ro naeHTnguumpa.

Wmenata, BknoyeHn B Distinguished Name (DN) Ha noTpebutensa umart CBOETO 3HayeHue B

G6bnrapckus unu B apyr 4yxg eauk. CtpyktypaTta DN e ogoGpeHa oT Peructpupalums opraH v 3aBucu ot
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BMAa Ha kBanuduumpaHoTo ygoctoBepeHue u [otpebutena. DN ce cbcTtom oT cnegHuTe obnactu
(onucaHudaTta ca B cboTBeTCTBME € npenopbka RFC 3280 n X.520):

» none C - mexayHapoaHO CbKpallleHne Ha MMeTo Ha cTpaHaTta (BG 3a Bwnrapus),
none CN — nbnHO/4eCTO U3Non3BaHo MMe Ha PU3NYECKOTO NNLIE UMK HA OpraHM3aunaTa,
none GN — co6¢cTBEHO nmMe Ha hU3NYECKOTO Nuue,
none SN — pamMnnHo nme Ha PU3nYecKoTo nuLe,
none O — HaMMeHOBaHWE Ha OpraHM3aunsiTa, KosiTo NMUETOo NpeacTaBnsBa,

none E - umenn agpec Ha notpebutens,

YV V V V V V

none SerialNumber — yHukaneH naeHTudukaTop Ha U3n4eckoTo nuue,

» [pyrn noneta, KOUTO ce NOAPOOGHO ONUCaHW B MOMUTUKUTE 3@ CbOTBETHMUTE Npodunu Ha
KBanuduumpaHmTe yagocToBEPEHUS.

Tutynap/Cw3gaten ¢ yHukaneH DN B gomenHa Ha EBpOTpbLCT MOXe Aa mma noseye OT €4HO
n3ganeHn AencTBMTENHN KBanumumpaHun ya4oCTOBEPEHMS.

Bcsiko nsgageHo yaocToBepeHne uma yHukaneH cepmeH Homep (,SerialNumber) B gomenHa Ha
EBpoTtpbcT. KombuHauuata Ha noneta ,lssuer® n "SerialNumber® rapaHtTMpaT yHuMKanHocTTa Ha

N34ageHoTo yaoCToBEepeHUE B NyONNYHUS JOMEH.

lMpoBepka 3a NOEHTUYHOCT, CbOTBETHO CaMOSMYHOCT Ha:

> topuandecko nuue (Cb3gaten Ha neyart), Ce OCbLUECTBsIBA Ype3 NpoBepKka B CbOTBETHUTE
pernctpu no npegoctaseH EVK, cvotBeTHO BYJICTAT no peaa Ha 3akoH 3a enekTPOHHOTO ynpasfeHue
(BEY). Cnucbk ¢ n3Mckyemmn 4OKYMEHTU ce Nogabpika Ha canTa Ha EBpPOTPBCT B MHTEPHET;

» YMbMAHOMOLLEH npeacTaBuMTen Ha topugumdecko nuue (Tutynap), ce ocbllecTBaABa 4pes
npoBepka 1 3aBepka ,BApHO ¢ opurmHana“ n camopbyeH NoANUC BbPXY M3UCKYyEMUTE JOKYMEHTU;

Korato gokymeHTUTe ce manpailart no nowata Wim no enekTpoHeH MbT Ce U3NCKBa 3aBepka Ha
AOKYMEHTUTE.

» dwmsmyecko nuue (TuTynsp), ce OCbLLECTBSIBA, 4Ype3 JIMYHO MPUCBLCTBME C AOKYMEHT 3a
CaMOSIMYHOCT UNK Ype3 oTaaneyeHa npoBepka NoCpeaCcTBOM 3aBepKa Ha JOKYMEHTUTE.

» Korato ce nsnonasa MoGUIHOTO NpUoXeHne Ha EBpOTPBLCT ce ocblecTBsBa NpoBepka Ha
CaMOSIMYHOCT Ha (bM3nYeckuTe nuua Ypes cuctema 3a aBTomaTusvMpaHa BUMAEO MAEHTUdUKaUMsa ypes
npoBepKa Ha CKaHWpaH OOKYMEHT 3a CaMOSIMYHOCT M NnoflydaBaHe Ha JaHHM 3a HeroBaTa BanugHoOCT OT
HaumoHanHa 6asa AaHHM ¢ BbNrapckm JOKYMEHTU 3a CaMOSMMYHOCT, KakTo 1 Ype3 BuomeTpudeH aHanma
Ha NMUEeTO CbC CHUMKOB MaTtepuar, NonyyYyeH oT HauuoHanHata 6asa gaHHu. Npu HeycnelwHa npoBepka
Cce M3BbpLUBA MAEHTMUKALMA OT onepaTtop Mo crneuuanHa MeTodosnorns Ypes BUOEOKOH(EepeHTEH
pasroBop. NpoBepkaTta Ha npeacTaBUTENHaTa BracT Ha egHO U3NYECKO Nnue CnpsiMO IOPUANYECKO ce
M3BBbPLLUBA Ype3 NpoBepka Ha OaHHWUTE 3a BMUCBAHWUSTA B CbOTBETHUTE PErmcTpu kbm AreHuuaTa no

BNMcBaHUATA.
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EBpOTp'bCT M3BbPLLUBA NpoBEpKa Ha AOOCTOBEPHOCTTA Ha VIHd)OpMaLI,MFITa B TMOMbJIHEHUTE
OOKYMEHTU, C BCUYKM 3aKOHOBO NO3BOJIEHN CpeaCTBa B CbOTBETHUTE I'Iy6J'IVI‘-IHVI perncTpn.
Cnucek ¢ N3NCKyeMUTe [OOKYMEHTU 3a (*)I/I3VI‘-I€CKO nge npu msgaBaHe U ynpaBrieHUne Ha

KBaJ'IVI(*)I/ILl,I/IpaHO yaoocTtoBepeHne ce nogabpxxa Ha canTa Ha EBpOTp'bCT B MHTEPHET.

3.2 TMbPBOHAYAJIIHA PETMCTPALUA

MbpBoOHaYanHaTta perucTpauuaTa BKIOYBa peaula npoleaypu, KOUTo no3sonasat npeau aa ce
usnage yaoctoBepeHve Ha [MoTpeGuten, Oa ce cbbepaT AaHHM 3a HerosaTa MAEHTUdMKaLMS.
MoTBbPXOEHNETO Ha Te3n OaHHW M3WUCKBA KOHTaKT Nuue B Nuue ¢ npeactaButen Ha Peructpupalums
opraH, HOTapuyc WNnM OPYro OMpPaBOMOLLEHO fuLe, MOTBbPXAABalluyM HeroBata CamONMYHOCT. Tasu
npoueaypa Moxe [a ce OCbLUECTBM OTAarnedyeHo, Ypes cucTema 3a otaanedeHa uaeHTudukaums, npes
MOGUMHOTO NpunoxeHne Ha EBpoOTPLCT.

Cnen npoBepka Ha nNpedoCTaBeHUTE [OaHHWM W CKMKYeH [OoroBop 3a KeanuduuupaHa
yOooCTOoBepuTenHa ycrnyra, nuueTo nodarno MckaHe e BKM4YeHo kato [oTpebuten Ha ycnyrute Ha

EBpoOTpBCT.

3.2.1 TPOBEPKA 3A NMPUTEXXAHUE HA YACTEH KoY

EBpoTpbCT MOXe Aa npepgoctassa Ha Tutynaps/Ceagatens ycnyrata NokanHo Unm nocpeactsoMm
oTharneyeHo reHepupaHe Ha ABovikaTa KIo4yoBe.

3a wusgaBaHe wnNM NpoAbibkaBaHe Ha AENCTBMETO Ha KBanuduumpaHO YAOCTOBEPEHUE e
Heobxoanmo EBpOTPBLCT Aa nonydn enekTpoHHO nckaHe BbB popmat PKCS#10. CneundmkaumaTa Ha
TO3Kn bopMaT Ha MUCKaHe 3a u3gaBaHe Ha KBanuuumMpaHo yoocTOBEpeHue U3MCKBa UCKaHeTo Aa 6bae

noanncaHo oT TVITyJ'IFIpﬂ/C'b&EI,aTeﬂﬂ, npuTexasall, HaCTHUA KoY.

3.2.2 MNMPOBEPKA HA UAEHTUYHOCT HA IOPUANYECKO JIULIE

YcTaHoBsIBAHETO Ha MOEHTUYHOCTTA Ha Obnrapcko opugudecko nuue (Cbagarten Ha nevyar), ce
ocblUecTBsiBa OT npeacTaBuTen Ha Pernctpupawms opraH, Ype3 npoBepka B CbOTBETHUTE PerncTpu no
npegoctaBeH EWK, cvorBeTHOo BYJICTAT no pega Ha 3akoH 3a €enEeKTPOHHOTO yrnpaerneHue. 3a
ObNrapckuTe LpPUONYECKM nmua, KOMTO He ca TbProBUM, KAKTO M 3a YyXKAECTPaHHUTE KpUANYECKH nNuua,
3a KOUTO HEe MOXe [a ce U3BbPLLM aBTOMaTM3npaHa NpoBepka ce NpeacTaBsaT:

» CbaebHO pelueHne unu opyr AOKYMEHT, yAoCToBepsiBally Bb3HMKBAHETO Ha OPUANYECKOTO
nuiue;

> OOKYMEHT, yaoCToBepsABaLl akTyaJlHOTO CbCTOAHUE Ha NMULETO;
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> YHUKaneH HaunoHaneH I/I}_'l,eHTI/I(*)I/IKaTOp.

Cnucoek ¢ M3NCKyeMn OOKYMEHTU Ce NnoaabpxXa Ha canTa Ha EBpOTp'bCT B MHTEPHET.

3.2.3 YCTAHOBABAHE HA CAMOJIMMHOCT HA ®U3UYECKO JIMUE, YNMBbJIHOMOLLEH
NMPEACTABUTEN HA IOPUOWYECKO JIULIE

3a n3gaBaHe Ha kBanudumumpaHo ygocTtoBepeHue Ha dusmyecko nuue (TuTynap), koeTto e
YMbJTHOMOLLIEHO OT HOPUAMNYECKO NKLLE, YNTBbITHOMOLLIEHMAT NpeacTaBuTen ce saesiea npen Pernctpupawms
opraH. Y4oCToBepsBaHETO Ha MHopMaumaTa, KOSATO Cce CbAbpXa B NPeACcTaBeHUTE AOKYMEHTU CTaBa
ypes:

» 3aBepka ,BspHo ¢ opurnHana“ n camopbyeH Noanuc BbpXy AOKYMEHTUTE npepn CNyxuTen Ha
Pernctpupawusa opraH, B criydan Ha NMYHO npeaaBaHe Ha AOKYMEHTUTE;

» noanucBaHe Ha MNPUNOXEHUTE €enekTPOHHM dopmMaT Ha [JOKYMEHTUTE C  BanuaHo
YyAOCTOBEPEHME 3a YCbBbPLUEHCTBAH €NeKTPOHEH noanuc/neyar;

» nperneg u NOTBbPXKAEHWE, Ype3 U3MNOS3BaHe Ha crneumanuaMpaHo MOOWUMHO wuNu Apyro
npunoXeHve W cnef M3BbpLIEHA HagnexHa uaeHTudpumkaumsa Ha npeacTaBnNABalOTO nvue u/unu
IOPUAOMYECKOTO NuUe OT CcrnyxuTen Ha EBpOTPBCT, kakTo M 4pe3 npoBepka Ha BNMCBaHMATA Ha
npeacraBuTenHaTa BnacT B opmumanHm pernctpy (KbM AreHuusata no BNMCBaHUATA).

C npoBepkaTta Ha MOEHTUYHOCTTA Ha OPUONYECKO NULLEe Ce Lenu Aa ce JoKaxe, Ye Mo Bpeme Ha
pasrnexgaHe Ha 3asiBkaTa lopuMAMYecKoTO Nuvue CbLecTByBa M Ye NpeacTaBnsBalloTO fuue, KOeTo
KaHOMaaTcTBa 3a KBanvduuupaHo YAOCTOBEpeHWe npuTexaBa npeacTaBuTeNnHa BracT ga nowucka

n3gaBaHeTo.

3.24 YCTAHOBABAHE HA CAMOJINMHOCT HA ®U3UNYECKO JIMLIE

YcTaHoBsiBaHe 1 MpPOBepKa Ha CaMONMYHOCTTa Ha dumsundecko nuue (TuTynsap) ce ocbliecTBsBa OT
npeacrasuTen Ha Peructpupalwums opraH. VigeHTudukauusita Moxe ga ce U3BbpLUM U aBTOMaTU3NPaHo,
ypes oTAaneveHa nposepka.

3a ycTtaHOBsIBaHe 1 NpoOBepKa Ha CaMONMYHOCTTa Ha PN3NYECKO NnLe Ce U3NCKBa TO Aa NpeacTaBm
AOKYMEHT 3a CaMOJSINYHOCT.

®n3nyeckoTo nuue NoTBbPXKAaBa AOCTOBEPHOCTTA HA AaHHUTE, Ypes:

» CaMOpBYHO MOCTaBEH MOAMNWC BbPXY AOKYMEHTUTE npen crnyxuTen Ha Permctpupalums opraH,
B Crly4an Ha NYHO NpedaBaHe Ha AOKYMEHTUTE;

» MNOANUCBaHE Ha MPUIOXEHWUTE EeneKTPOHHW OOKYMEHTUTEe C BanuaHO YAOCTOBEpeHue 3a
YCbBbPLUEHCTBAH enekTpoHeH noanuc no cmuckbna Ha PernameHT (EC) Ne 910/2014;

> npernea M noTBbpXAeHue, 4pe3 WU3nofiaBaHe Ha chneunann3mpaHo MOOWMNHO Wnn apyro
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NpUNoXeHve 1 cnea n3BbpLleHa HaanexHa naeHTudukauns Ha PU3n4eckoTo NnLe aBToMaTU3upaHo Unu
OT crnyxuTen Ha EBpoTpbCT.
Cnncbk ¢ n3nckyemnte LOKYMeHTH 3a dmsmyecko nuue (TuUtynap) npy nsgaesaHe v ynpasrneHue

Ha KBaJ'II/ICbVILI,VIpaHO yaoocTtoBepeHue ce nogabpxa Ha canTa Ha EBpOTp'bCT B MHTEPHET.

3.2.5 TMNPOBEPKA OT YOOCTOBEPABALLUUA OPIrAH

Cnep ycnelwHa naeHtudmkaums n nposepka ot Permctpupallms opraH Ha ycnosudaTta 3a nsgaBaHe
Unu ynpaeneHne Ha kBanuduumpaHO yOoCTOBepeHue, npefcraButen Ha Peructpupawus opraH
noTBbpKA4aBa [aHHWUTE nped YAOCTOBepsiBallMsi opraH. YOocToBepsBawuMaT opraH nybnukyea
He3abaBHO W30aneHOTO KBanuduumpaHo yaoctoBepeHue B [ybnuuHms pernctbp/XpaHnnuwieto Ha
n3gageHnTe yaocToBepeHnsa Mnm CcbOoTBETHO B CrMCbKa CbC CMpPEHM U MpekpaTeHn yOooCcToBEpeHus
(CRL).

B EBpoOTpbLCT eaMHCTBEHO OnepaTuMBHUAT YOOCTOBEpsiBall, opraH, u3gan KeanuduumpaHo

yOOCTOBepeHMe 3a eNekTpoHeH noanuc/neyaT, Moxe Aa npekpatu 4eNCTBMETO Ha TOBa yAOCTOBEPEHNE.

3.3 WAOEHTU®UKAUUA U NMPOBEPKA HA CAMOJIMYHOCT NP NOAHOBABAHE HA
KBAJIMOULUNPAHO YOOCTOBEPEHUE

EBpOTpbCT MOXe Aa NoAHOBM BanvaHO KBanvduumpaHo ya4oCTOBEPEHME, KOETO HE € NpeKkpaTeHo
B CpOKa My Ha BanuaHOCT, kKaTo reHepupa HoBa fBonka krtodoBe (Re-key). EBpoTpbCT He nogabpxa
NOAHOBSIBaHE CbC 3anas3BaHe Ha CbluecTByBallaTa ABoMnKa krnoyose (Renewal) nnm cbe 3anasBaHe Ha
CepUNHMS HoMeEp.

EBpOTpBCT NnogHOBsIBa TEKYLLO YAOCTOBEpeHMe Ha Tutynapsa/Cb3aatens ¢ HoBa ABOVIKA KITo4OBE
(Re-key), camoO ako HsMa HacTbLMWAM MPOMEHW B YyAoCTOBepeHata WHdopmauus. [MogHoBEHOTO
yAOCTOBEPEHME MMa BMMCAHW B HEFO HOB CEPUEH HOMEP, HOB NyBIIMYeEH KoY, HOB Nepuos Ha BanugHoCT
W HOB €eneKTPOHeH noanuc/nedat OT YAOCTOBepsiBalUMS OpraH, Kato ygocToBepeHata B Hero
WHdOpMaLMa ce 3anasBa.

Cnen nogHoBsiBaHe TEKyLOTO KBanuduumMpaHO YAOCTOBEPEHWe He ce npekpaTsiBa U ocTaBa
BanuaHO B CPOKa My Ha BanuaHoCT.

3a vaeHTugrkauusa 1 NnpoBepka Ha caMonuYHOCT Ha TuTynapsa/Cbh3aatens Ha KBanuguumMpaHoTo
yAOCTOBEPEHMNE, KOETO Ce NOAHOBSIBA, HE CE M3MCKBA HEroBOTO NMYHO siBABaHE npen Permctpupaiims
opraH Ha EBpoTpbCT.

Mpn HacTbNUNM npomeHn B WHopmaumaTa 3a Tutynaps/Cb3gatens Ha KBanuduumpaHo

yaooctoBepeHune, TeKywoTo yaoctoBepeHune He ce noagHoBsABa. [JocTtaBunkbT mM3gaBa HOBO
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KBaJ'II/I(bI/ILl,I/IpaHO yaoocTtoBepeHune, Kato crnenBa nNbpBOHa4YariHa VID,eHTI/I(*)VIKaLI,I/IFI N npoBepka Ha

CaMOJIMYHOCT U npeKkpaTtdBa He3abaBHO TEeKyLOoTO KBaJ'II/I(bI/ILI,I/IpaHO yaoocTtoBepeHue.

3.4 WAEHTU®UKALUA N NMPOBEPKA HA CAMOJIMYHOCT NMPU CMTUPAHE HA OEACTBUETO
HA KBAIIM®ULIMPAHO YOOCTOBEPEHUE

CnupaHe Ha BanugHoCTTa Ha KBanuuuMpaHO yOOCTOBEPEHME € yCTaHOBeHa onepaTuBHa
npaktMka Ha EBpOTpbCT M ce pasnuyaBa OT npekpaTdBaHe MO TOBa, Ye BOAM OO BPEMEHHO
npeycTaHOBsABaHe Ha yaoCTOBepuUTENHaTa cuna Ha aageHo yagoctoBepeHue. OT cbobpaxeHusi 3a npaBHa
curypHoct EBpOTpbCT BMHarM €AcCHO o0OTOenaA3Ba cTaTyTa Ha ChnvpaHe Ha BanugHocTTa Ha
yAOCTOBEPEHNTA.

EBpoTpbCT € panbxeH, 4pe3 Peructpupalimsa opraH, ga cnpe AeNcTBMETO Ha BanugHo
yOoCTOBEpPEeHMe Npu NOCTLNNIO UCKaHe 3a CrvpaHe.

EBpoTpbCT, upes Pernctpupalums opraH, Bb30OHOBsIBA aBTOMATUYHO OENCTBMETO Ha CMPSIHO
yAOCTOBEPEHWUE.

BpemeTo B cuctemute, CBbp3aHM CbC ChMpaHe W MpekpaTsBaHe Ha YOOCTOBEPEeHUs ce
cuHxpoHusmnpa cnpsamo UTC noHe BegHbX Ha 24 vaca.

CnupaHe Ha yOooCcToBepeHune, KOeTo e U3aaneHo oTaanevyeHo He ce Jonycka.

3.5 WAEHTUDPUKALUUA U TIPOBEPKA HA CAMOJIMYHOCT MNPU NMPEKPATABAHE HA
OEUCTBUMETO HA KBANTU®ULIMPAHO YOOCTOBEPEHMUE

Korato EBpoTpbcT, 4pe3 Peructpupawmsa opraH wunuM cam npekpatn [encTBMEeTO Ha
KBanuduumpaHo yaoocTOBEpeHMe, TOM OTpassBa ToBa B nogabpXaHute OT Hero 6asu gaHHu C
KBanudunumpaHm yaoctoBepeHnsa u nybnvkyBa OTMEHEHWsI CTaTyT Ha YAOCTOBEPEHUETO CBOEBPEMEHHO,
HO He No-KbCHO OT 24 Yaca cnef kato 6bae nonyyeHo nckaHeto. OTMsAHaTa cTaBa BanuaHa BegHara cnep
kaTto 6bae nybnvkyBaHa.

Mpu npekpaTsiBaHe npe3 MOBUMHOTO NpUNoXeHne Ha EBpOTPBLCT, NpoBepka 3a NOEHTUYHOCT He

ce U3BbpLUIBa, NpeaBua HanNMYNMeTo Ha 4OCTbN Ha TUTYNAPS A0 CbOTBETHATA (PYHKLMOHANHOCT.

3.6 WUAEHTUOUKALUUA U TIPOBEPKA HA CAMOJIMYMHOCT CJIEQ NPEKPATABAHE
OEUCTBUETO HA KBANU®ULMPAHO YOOCTOBEPEHUE

Monutnkata n npakTuKkarta rnpu npegocrtaBdHe Ha KBaJ'II/ld)I/ILI,VIpaHVI YOOCTOBEPUTESTHN YCITyTN Ha

EBpOTpBCT He gonyckaT NOAHOBSABaHe Ha KBanuduuupaHo yaoctoBepeHune ype3 Renewal unn Re-key
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cnep npekpaTtaBaHeTo My.
Tutynapat/Cb3gaTenaT Ha npekpaTteHo KBanuguuupaHo yOOCTOBEpeHME MOXe [a noucka
n3gaBaHe Ha HOBO yOOCTOBEPEHME.
EBpoTpbCT, Upes Pernctpupaliunsa opraH, U3nbrHsaBa MbpBoHa4anHa naeHTudumkaums n nposepka
Ha caMonu4HocCT Ha Tutynaps/Cb3gaTens, ako TOM 3asiB1 HOBO YAOCTOBepeHMe. TakaBa npoBepka He ce
M3BbPLUBA, aKO NOTPEOUTENAT 3asBsiBa U3gaBaHETO Ha HOBO KBanuuumpaHo yOoCTOBEpPEHME OT

MOBUMHOTO npunoxeHume, B KOETO MMa aKTUBEH I'IpO(*)VIJ'I.

4 OMNEPATMBHU U3NCKBAHUA

EBpoTpbCT, Ypes Pernctpupallimsa opraH, B pamkute Ha ckntodeH [JoroeBop 3a kBanuduumpaHu
YAOCTOBEPUTENHN YCnyru, nNpeaocTaBa CnegHUTe onepaTtMBHU  Npoueaypyu 3a  KBanuduumpaHu
YAOCTOBEPUTENHN YCNyrK, MNPUNOXKUMU KbM KBanuuuMpaHUTE yOOCTOBEPEHUS 3a EeKTPOHHU
nognucu/neyvaTw;

» perncrtpaums Ha uckaHe 3a nsgaBaHe Ha kBanuduumpaHo yaoCTOBEPEHUE;
06paboTka Ha uckaHe 3a usgaBaHe Ha kBanuuuupaHo yaoCTOBEPEHUE;
n3gaBaHe Ha kBanuduumMpaHo yaoCTOBEPEHME;
npeaaBaHe Ha [NoTpebuTten Ha n3gageHoTo KBanMuuupaHo yaoCTOBEPEHNE;

NnoaHOBsIBaHe Ha KBanuduumMpaHo yaoCTOBEPEHME;

cnvpaHe/Bb30bHOBsIBaHE AENCTBME Ha KBANMULMpaHO yOOCTOBEPEHUE;

YV V.V V VYV V

npekpaTsiBaHe Ha KBanMduLuMpaHo Y4OCTOBEPEHME;

NckaHeTo 3a pernctpaums Ha lMoTpebutenn Ha kBanvduunpaHu yOOCTOBEPUTENHU YCNyrn ce
nogaesa Ao Peructpupawmsa opraH oT OU3NYECKU, HOpUOMYECKM UNU YMTBIIHOMOLLEHM NULA U BKIOYBA
cnegHata nHdgopmaums:

» NbIHO HaumeHoBaHWe Ha TuTynaps/Cb3gaTtens UM Ha yNbIHOMOLLEH NpeacTaBuTen Ha
IOPUANYECKOTO NNLLE;

» [pokKasaTericTBa 3a npegcraBuTernHa BnacT Ha Tutynsaps cnpsamo Cb3agatens;

» wunaeHtndmkatopu: EUK (nepcoHaneH ngeHTndmkaumoHeH HoMep) 1 4ap.;

» noLleHCKn agpec Ha nuvueto (cTpaHa, obnacT, MOLWEHCKM KoA, rpag wunu ceno, Homep Ha
crpaga, umMe Ha ynuua wunu keapTtan, TenedoH, Homep Ha dakc);

>  nMenn agpec;

» BUO Ha MCKaHOTO KBanuduumpaHo yOOCTOBEpPEeHWe, B3eMalnku npeasua npegHasHavyeHueTo
my;

» uvOeHTUMKaTop Ha nonuTMKaTa 3a yOoCcToBepsiBaHe, Bb3 OCHOBA Ha KOATO Ce u3aaBa

YOOCTOBEPEHNETO;

Print and Edit Evrotrust Technologies Inc.. Page 25 of 64




NONUTUKA CP-
e I‘Otru St NPU NPEOOCTABSIHE HA KBANIM®ULIMPAHO YOOCTOBEPEHME 3A eI':DAS bCI'.D AES
YCBHBBPLIEHCTBAH ENEKTPOHEH MOAMNUC/MEYAT or public use

CERTIFICATE POLICY -
FOR QUALIFIED CERTIFICATION SERVICES Vlegsé‘;”zgl%“
FOR ADVANCED ELECTRONIC SIGNATURE/SEAL 09.

Regulation 910/ 2014
elDAS

» Hanu4yve Ha YacCTeH KoY, CbOTBETCTBALY, Ha NyBrnMYeH Krov;

» nybnuyeH kniov;

» [onbrHUTENHa MHpopmMmaums, 3asaBeHa 3a BKINoYBaHE B yJOCTOBEPEHNETO, KaKTO 1 JONyCcTMMa
HenoTBbpAeHa Takasa;

» noanucBaHe Ha [loroBop 3a KBanuduumpaHu yOoOCTOBEPUTENHW YCNyrM U cbrnacue c
ycnosusTa Ha lNonutukata un lNpakTukata npu npegocTaBsHe Ha KBanuuuupaHu yaoCTOBEPUTENHU
ycnyrn oT EBpoTpbCT.

WckaHe 3a nsgaBaHe Ha kBanuduumpaHo yAOCTOBEpPEHMEe MOXe [ia ce nogasa n Yype3 MoBUNHoOTo

npunoXxeHne Ha EBpOTp'bCT. B To3un cnyanl ropHUTE N3NCKBAHUA HE Ce npunarart.

Tutynap/Cb3gaten unu ynbnHOMOLLEH NMPeACTaBUTEN Ha IOPUANYECKOTO NMUE MOXe Oa 3asBu
NnoaHoOBsIBaHE Ha KBanudumumMpaHo ygoocTOBEpeHMe npu cbbrtogaBaHe Ha BpeMeBUTE OrpaHUYeHus,
N3NCKBaHNA N yCNoBKs 3a NOSHOBSIBAHE.

MogHoBsABaHETO Ha  KBanuuMUMpaHO  YyOOCTOBEPEHMEe 3anasBa WHgopMauusTa 3a
Tutynaps/Cb3gatens unu ynbiaHOMOLLEHOTO Nuue OT TEeKYLWOTO YAOCTOBEPEHNe, KaTo B NOOHOBEHOTO
yAOCTOBEpPEHNE Ce NPOMEHs nepuoda Ha BanvaHocT. Ha nogHoBsiBaHe He noanexaT y4oCTOBEepeHus,
KOUTO ca Bunu npekpaTeHu B nepuoaa UM Ha BanuaHocT.

lMNogHoBsIBaHe He ce Aomnycka 3a KBanuuumpaHn yaocToBEpPeHNUs, n3gageHn otganeyeHo, Ypes

MOOMNHOTO NpunoxeHne Ha EBpoTpbCT.

MckaHe 3a npekpaTsaBaHe Ha kBanuduumpaHo yooctoBepeHue ce nogasa ot Tutynap/Ce3garten
NN YNbNHOMOLLIEH NpeaCTaBUTEN Ha LOPUAMYECKOTO N1LE Ha MSCTO Npu Pernctpupalymsa opraH unm no
€NEKTPOHEH MbT.

EBpOTPBLCT NpekpaTsiBa 130ageHo OT HEro yAOCTOBEPEHNE NPW:
CMbPT MUK NOCTaBsHe Nog 3anpellexHne Ha Tutynap/Cbv3gaTen;
npekpaTsaBaHe Ha NpeacTaBUTenHaTa BnacTt Ha Tutynsipsa cnpsmo Cb3gatens;
yCTaHOBSIBaHE HA HEBEPHU JaHHM NPU U3aaBaHe Ha yAOCTOBEPEHNETO;
CTaHana BrnocrneacTBMe HEBAPHA yaoOCTOBEPEHa MHAOPMaLUS;
npu NpoOMsiHa B yAOCTOBEpPEHa BeYve uHdopmaumsa Ha Tutynap/Cov3gaTen;

KOMnpomMeTupaHe Ha YaCTeH KITHY;

V V V V V V V

3abaBsiHe B 3annaLlaHeTo Ha AbIHKMMO Bb3HarpaxaeHue;

> U1CKaHe 3a npekpaTsiBaHe OoT cTpaHa Ha Tutynap/Cb3aaTen, crnen kato EBpoTpbCT ce yBepu B
camofM4yHOCTTa MM U B NpeacTaBuTenHaTta BrnacT Ha Cbagartens.

> [lpu npekpatsiBaHe OT MOGWUIHOTO MPUIIOXKEHWE ce MpUeMa, Ye WCKAHEeTO € HamnpaBeHo C
aKTVBMpPaHe Ha CbOTBETHATa YHKUMOHANHOCT. B To3u crnyyal npekpaTtsiBaHeTO ce W3BbpLUBA

He3abaBHoO.
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Ycnyrute no ynpaBreHne Ha npekpaTtsiBaHe U cnvpaHe Ha AeWCTBMETO Ha YAOCTOBEpPEeHMe ca Ha
pasnorioXxeHne AEeHOHOLLHO, 7 IHM B cegmMuuaTa.
Bpemeto B cuctemute, CBbp3aHM CbC CNUpaHe W NpekpaTsiBaHe Ha YOOCTOBEPEHUs ce

cuHxpoHunsnpa cnpsimo UTC noHe BegHbX Ha 24 vaca.

4.1 YNOTPEBA HA KBATIMGULIMPAHO YOOCTOBEPEHUE U BOUKA KNIOYOBE
4.1.1 OTNOTPEBUTEIN

MoTtpebutenute TpsibBa Aa U3Non3BaT YaCTHUTE KMOYOBE U CbOTBETHUTE UM KBanuduumnpaHm
YAOCTOBEPEHUS:

» B CbOTBETCTBUE C TAXHOTO NpeaHas3Ha4YeHune;

» camo B paMKUTe Ha cpoka Ha TaxHaTa BanuaHoCT;

» KoraTo y4OCTOBEPEHMETO € CNpPsiHO, NOTPEOUTENST He TpsibBa Aa M3nNon3Ba YacTHUSA KT,
0cobeHO 3a cb3gaBaHe Ha eNieKTPOHEH noanuc/nevar.

OTroBOpHOCTTa 3a U3MOS3BaHETO HA YaCTHUS KItod € Ha TUTynsps.

4.1.2 OT OOBEPABALLUN CE CTPAHU

[oBepsBawuTe ce CTpaHu, BKIOYMTENHO onepaTtopute B Pernctpupawmsa opraH, Tpsbsa ga
n3nonaseat NyenuyHuTE KNtoYoBe U CbOTBETHUTE UM YAOCTOBEPEHUS:

» B CbOTBETCTBME C TAXHOTO NpeaHasHa4veHuve;

» CcaMo cnef NpoBepKka Ha TEXHUSI CTaTyC M NPOBeEpPKa Ha eNeKTPOHHMSA NOANUC Ha
YpocToBepsiBalwms opraH, u3aan yaoCTOBEPEHUETO;

» [0 oTMsiHa/nMpekpaTsiBaHe BanugHOCTTa Ha AafeH KIou;

» KOrato ygoCTOBEPEHMETO € CMpsiHO, AoBepsiBalLaTa ce CTpaHa He Tpsibea Aa npuema

NyGANYHMS KITHOM.

4.2 NOAHOBABAHE HA KBAJIM®ULMUPAHO YOOCTOBEPEHMUE

MogHoBsiBaHe Ha kBanudmumpaHo yooctoBepeHne ¢ Renewal o3HavyaBa nogmsiHa Ha BanugHo
yOoCTOBepeHue ¢ HoBo, 6e3 ga ce NpoMeHs CblUecTBYBaLlaTa MHpopMaLMsa B HEFO, OCBEH HOB CEpPUEH
HOMEp 1 HOB CPOK Ha BanngHoCT.

MNogHoBsiIBaHE Cce M3BbLPLUBA CaMO B paMKUTE Ha CpoOKa Ha BanUOHOCT Ha akTyarHo
yaocTtoBepeHune. To Tpabea Aa Obae NpeawecTtBaHO OT perncTtpypaHe Ha UckaHe 3a NOoAHOBsIBaHE B
noaxoasdiwa dopma, npmeTta n ogobpeHa oT onepartop B Permctpupaly opraH, npoBepeHa MAEHTUYHOCT U

KOPEeKTHOCT Ha noaaaeHoOTO UCKaHe.
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lNogHoBsiBaHe Ha M3gageHo oTaaneyeHo, npes MOOWMNHOTO npunoxeHme yoocrtoBepeHue, He ce

ponycka.

4.3 W3OABAHE HA KBANIM®ULIMPAHO YIOCTOBEPEHUE C FTEHEPUPAHE HA HOBA
LOBOWKA KNIOYOBE (RE-KEY)

Hoea gBowka kno4yoBe ce reHepupa oT EBpOTpBLCT, B crydante Korato Beye perucrpupaH
notpebuten noucka ga My ce reHepupa HOBa ABOWKa Knio4oBe UNu HOB NoTpebuten nogage nckaHe 3a
reHepupaHe Ha ABOMKa KritoyoBe. ['eHepupaHeTo Ha HOBa [BOMKa KIHOYOBE Ce CbMbTCTBA C U3gaBaHe
HOBO KBanuuumnpaHo yaoctoBepeHune, NoTBbMKAABaLLO NPUTEXaHMETO Ha HOBOCH3aAeHaTa Krtoyosa
O BOVKa.

EBpOTpbCT MHpOpMUMpa NpeaBapuTenHo notTpebutenute cn Nno umenn Han-manko 14 gHwn npeam

n3Tn4aHe CpoKa Ha BanngHOCT Ha n3ganeHo yaoCctoBepeHune, Korato ToBa € Bb3MOXHO.

MckaHeTo 3a nogHoBsiBAaHe Ha KBanuuuMpaHO yOoOCTOBEpeHMe, Ypes3 enieKTpoHHa 3asiBKa ce
yaocToBepsiBa C €enekTpoOHeH noanuc/nedart, CbOTBETCTBAW, Ha BanuMaHO YAOCTOBEPEHWE Ha
Tutynap/Cbv3gaten nnv ynbiiHOMOLLEH NpeacTaBuUTenN Ha IopUaNYeckoTo nuue.

B cnyyan, 4e yagocToBepeHMETO, KOeTO Ce MNOOHOBSBA € C W3TeKbll CPOK Ha BanwuaHOCT,
Tutynapsat/Cbu3gaTenaT unm ynbiIHOMOLLEHOTO OT Hero nvue Tpsbsa ga nocetu nMyHo Pernctpupalyms
opraH Ha EBpoTpbCT.

lMogHoBSABaHe Ha YOOCTOBEpPeHWs, U3gadeHu oThanevyeHo, ype3 MOOWUNHOTO MNpUMoXeHue Ha
EBpOTpBCT, HE ce gonycka.

Tutynapat/Ce3gatenaT unm ynbiaHOMOLLEHOTO OT HEro nuue, MOXe Aa Bb3pasu, ako N3aaaeHoTo
YAOCTOBEPEHNE CbAbpXa FPELLKN UMM HEenmbiHOTU, B 3 (TpMOHEBEH) CPOK OT nybnukyBaHeTo My B
pernctbpa. EBpOTpBLCT M OTCTpaHsBa, Ype3 nsgaBaHe Ha HOBO KBanuduuupaHo ygoctoBepeHuve 6e3
3annallaHe Ha Bb3HarpaxaeHue, OCBEH ako ce AbJhKaT Ha NpedocTaBsHe Ha HeBepHU AaHHu. [Mpu nunca

Ha Bb3paXkeHne ce CMsiTa, Ye CbAbPXKAHMETO Ha KBanNMULMPaHOTO YAOCTOBEPEHME € NPUETO.
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4.4 TMPOMAHA B KBAJINMOULIMPAHO YOOCTOBEPEHUE

MNpomsiHa B kBanuuUMpaHO yOOCTOBEPEHUE O3HAYaBa MPOMsiHA B CbAbPXaHMETO Ha AaHHUTE
BbB Beye 13aaneHo u nybnmkyBaHo kBanuuumpaHo yaoCcToBEPEHME 3a eNeKkTpoHeH nognuc/neyar. Mpu
NpoMsiHa B KBanvuumMpaHo yAOCTOBEPEHME Ce M3NCKBA 3aAbIPKUTENHO reHepupaHe Ha HoBa ABOMKa
KIntoYoBe.

MNpomsiHaTta ce TpeTupa Mo CbLUUA HauMH, KaKTO U U3QaBaHETO Ha HOBO KBanuuUMpaHo

yaoocTtoBepeHue.

4.5 CINWPAHE U NPEKPATABAHE HA KBAITU®ULIMPAHO YOOCTOBEPEHUE

CnvpaHe 1 npekpaTsiBaHe Ha BanuAHOCTTa Ha kBanuuuMpaHO Yy4OCTOBEPEHME CE U3MbIIHSABA
caMo npe3 nepuvoga Ha BanuaHOCT Ha yaocToBepeHneTo. CnnpaHeTo BOAM OO0 BPEMEHHO CrivMpaHe Ha
AENCTBMETO Ha yaocToBepeHneTo. lNpekpaTaBaHeTo BoaM A0 6€3BB13BPATHO CNMpaHe Ha AENCTBUETO Ha
YAOCTOBEPEHMETO.

Ako yaocToBepeHune 6bae NnpekpaTeHo cres NbpBOHAYarHOTO akTMBMPaHe, TO rybu BanugHocTTa
CM OT MOMEHTA Ha MpekpaTsiBaHE W HEroBuAT CTaTyC He MoOxe Aa Obae Bb3CTAHOBEH NPWU HUKaKBM
obcToaTencraa.

Ako EBpOTpBLCT cnpe wmnm npekpatyu KBanuuumpaHo yOOCTOBEpPEHME, TOW peructpupa Tasu
npomsiHa B cBosiTa 6a3a gaHHU ¢ KBanuduuupaHu yaoCToBepeHnss 1 nybnvkyBa OTMEHEHUS cTaTyc Ha
YAOCTOBEPEHMETO CBOEBPEMEHHO. CNMpaHeTo Unu NpekpaTsiBaHeTo CTaBaT BanuaHu BegHara cnepj kato
yAocToBepeHneTo 6bae nybnmkyBaHoO B XpaHUIULLETO.

YcnyruTe no ynpaBneHWe Ha MpekpaTsiBaHe W CNupaHe Ha OEWCTBMETO Ha KBanuduuupaHo
YAOCTOBEPEHME Ca HAa Pa3nosioKeHNe AEHOHOLWHO, 7 AHM B ceamuuaTa.

CnupaHe Ha yOOCTOBEPEHWs, U3O0AOEHW OTAaneyvyeHo, npe3 MOOUINHOTO NPUNOXeHUe Ha

EBpOTPBLCT, HE Ce gonycka.

451 OBCTOATENICTBA 3A NPEKPATABAHE HA KBAJIM®PULIUPAHO YO,OCTOBEPEHUE

EBpoTpbCT NpekpaTsiBa M3gadeHo OT Hero KeanuuumMpaHo yOOCTOBEpPEHMEe, MpU Hanuuve Ha
CrnefHUTe XMMNoTesu:

» KoraTo uHdopmaumsTa, BNMcaHa B YAOCTOBEPEHMETO CE € NPOMEHUNA;

> KOoraTto Mma noJo3peHue, Ye YaCTHUST KN4, CBbp3aH C NyBrnMyHUS KMo, CbabpKall, ce B
YOOCTOBEPEHMETO € KOMMPOMETUPaH;

> notpebuTenaTt pewn ga npekpaTtn goroeopa ¢ EBpoTpbCT;

» CMbPT UK NocTaesiHe Nof 3anpelleHre Ha Tutynaps/Cb3gatens;
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» npekpaTsiBaHe Ha NpeAcTaBuUTenHaTa BnacT Ha Tutynsps cnpsimo Cb3gaTens;

» korato [loTpebuTenaT He OTroBapsi Ha W3UCKBaHWATa Ha npuetata [lonuTuka 3a
YAOCTOBEPSIBAHE;

» aKko YgocToBepsiBalmMsl opraH npekpaTtu 4eNHOCTTa Cu;

» ako [loTpebutensaT AObMmKKM HeusnnaTeHn Takcu 3a MpedocTaBsHU  KBanudumumpaHu
YAOCTOBEPUTENHUN YCIyru;

» KOraTto HageXaHoCTTa M CUFypHOCTTa Ha YacTHMS KMod Ha Y[AocToBepsiBallMs opraH e
HapyLleHa;

» korato [MoTpebuTten, KOMTO € CNyXuTen Ha edHa opraHu3aumsi nNpekpaTu OoroBopa Cu 3a

pa60Ta N HE U3Tpne HYaCTeH KJou, KOMTO CbOTBETCTBA Ha N30aAEHOTO KBaJ'IVICbI/ILl,I/lpaHO yaoocTtoBepeHue.

4.5.2 TMPOLEAYPA 3A NMPEKPATABAHE HA KBAJINMOULIMPAHO YOOCTOBEPEHUE

4.5.2.1 Mpouepypa 3a NnpekpaTsiBaHe Ha KBanuduumpaHo yaocToBepeHue Ha KpaeH notpeburten

MpekpaTsiBaHe OENCTBMETO Ha KBanUUUUPaHO YAOCTOBEPEHME Ha KpaeH noTpedbuten ce
npeaxoxga OT MofaBaHe Ha WCKaHe 3a npekpaTtsaBaHe nped Pernctpupawmsa opraH Ha EBpoTpbCT.
MckaHeTo 3a npekpatsaBaHe Ha yO4OCTOBEPEHME MOXe [a Ce peructpupa erniekKTpoHHO, CaMoO Korato
Tutynaps/Cb3gaTtens nma (gpyro) BanmMgHO U AOCTHMNHO 3a Non3BaHe KBannduuupaHo ygocToBepeHme
3a enekTpoHeH nognuc/nedat. B npoTuBeH crny4anm ce npaBu WUCKaHe Ha MACTO npen OoTopu3upaH
onepartop npu Pernctpupalumsi opraH.

Bcako uckaHe 3a npekpatsBaHe Ha yaocToBepeHue TpsaAbBa ga cbabpXa Heocrnopumu
AokasaTencrea 3a NOTBbPXKAEHME Ha NpekpaTsBaHeTo.

Mpoueaypata 3a npekpaTaBaHe Ha KBanurumpaHo yaA0CTOBEPEHME Ce U3BBPLUBA, KAKTO CriefBa:

» OtopusnpaHnatr onepatop B Pernctpupawms opraH HesabaBHO, 6e3 ga uageHTuduumpa
notpebuTens, cnupa 4ENCTBUETO Ha yOOCTOBEPEHMETO;

» PernctpunpawuaTt opraH CTporo crieBa U3ncKBaHusaTa 3a naeHTudmrKauna n yctTaHoBsBaHe Ha
aBTEHTUYHOCT Ha TuTynapsa/Cb3gartens unu ynbiaHOMOLLEH NPeAcTaBUTEN Ha PUOMYECKOTO Nuue u
npuyunHUTE 3a npekpatasaHe. [py HeobxogumocT TuTynapat/Cb3gatensaTt WM YNbIHOMOLLEHUAT
npeacTaBuTeN Ha OPUAMYECKOTO nuue nocewaBa nNMYHO Pernctpupawmsa opraH Ha EBpoTpbCT 3a
nocneggalla nposepka Ha MOEHTUYHOCTTA, PECMNEKTUBHO CaMOSIMYHOCTTa Ha noTpebutens;

» Cnep ycnewHoO yaocToBepsiBaHe Ha aBTEHTUYHOCTTa Ha Tutynapat/Cb3gatenat unu Ha
YMbSTHOMOLLEHVAT NPEeACTaBUTEN Ha OPUAMYECKOTO nuue, Permctpupawmsa opraH nogasa 3asiBka 40
onepaTMBHUA YOOCTOBEpsiBalL, OpraH 3a npekpaTaABaHe Ha ygoctoBepeHue. Cnep noTBbpXKAeHWe oT
YpoctoBepsBalLmst opraH ce U3NbiHsBa MCKaHETO 3a NpekpaTsaBaHe Ha y4OCTOBEPEHMETO;

> Mpn HeycnewHa waeHTUUKALMA U NpOBEpKa Ha YCnoBusiTa 3a NpekpaTsiBaHe,

PernctpupalumaT opraH OTXBbpSisi UCKAHETO 3a npekpaTsiBaHe Ha YAOCTOBEPEHMETO M He3abaBHO
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ussectaBa TuTynapat/CbagatensaT Unu ynbiHOMOLLEHUSAT MpeacTaBUTeENn Ha pUANYECKOTO nuue 3a
npu4vHUTE 3a TOBA,

» [loTpebuten, ¢ OTXBBLPIIEHO UCKAHE 3a NpekpaTsiBaHe Ha KBanuguumpaHo yAOCTOBEpPEHME,
MOXe Aa nogaze HOBO MCKaHe 3a NnpekpaTaBaHe Ha yOOCTOBEPEHMETO, crnef KaTo OTCTpaHu NocovYeHnTe
NpUYMHK 3a OTKa3a;

» Cnepn npekpaTtaBaHe Ha yAOCTOBEPEHMETO, EBpOTPBLCT, Ypes CBOsI Y4OCTOBEpPSsiBaLL, OpraH,
He3abaBHO nybnukyBa mnpekpaTeHOTO yaocTtoBepeHMe B Cnucbka CbC CNPeHn W npekpaTeHu
yooctoBepeHus (CRL), kaTo nsgasa HoB CNnCHK,;

» Cnen npekpatdBaHe Ha KBanuduuupaHoTo yaoctoBepeHue, EBpoTpbCT yBegomsBa
Tutynaps/Cb3gaTtens Ha NpekpaTeHoTo yaoCTOBEPEHME.

MpekpateHo ygoctoBepeHne Ha Tutynapsa/Cbh3gatens He noanexum Ha Bb30OHOBsIBAHE MW Ha
nogHoBsBaHe.

lMpn nsanonseaHe Ha MOBUNHO NPUINOXEHNE, Ce NpPUeMa, Ye UCKaAHETO 3a NpekpaTaBaHe e Hanuue,
koraTo [oTpebuTtenaT e akTMBupan cboTBeTHaTa (PYHKLMOHANHOCT, yCTaHOBEHA B NPUoXxeHneTo. B To3u

criyyan ropHuTe npoueaypu He ce npunarar.

4.5.3 TPATUCEH NEPUOA HA NMPEKPATABAHE HA KBAIIM®ULIMPAHO YOOCTOBEPEHUE

Mpeown na cnpe 4encTBMETO Ha BanMaHO kBanuduumpaHo yaoctoseperHme EBpoTpbCT, Ypes cBos
Pernctpupaly opraH, cnvupa AeNCTBMETO Ha yOOCTOBEPEHMETO 3a rpaTUCEH nepuon A0 YTOYHsIBaHe Ha
NPUYMHUTE 3a CNUPAHETO, HO He MNO-4bMro OT 72 Yaca. B pamkute Ha T03u nepmog EBpoTpbCT 06paboTea
NCKaHETO 3a NnpekpaTsaBaHe Ha KBanuuUmMpaHoTO yaOCTOBEPEHME.

"paTnceH nepuoa He ce Jonycka Npy OTAane4YeHo n3gaaeHn yaoctoBepenust. Te ce npekpataBaT

He3abaBHo.

4.5.4 OHNAWH NPOBEPKA HA CbCTOAHMETO HA YOOCTOBEPEHMUE

EBpOTpbCT ocurypsBa kBanuduvumpaHa ycriyra 3a npoBepka Ha CbCTOSIHMETO Ha u3gageHuTe
yOOCTOBEpPEHNS B peanHo BpeMe. Tasm ycryra ce M3BbpliBa Bb3 OCHOBa Ha [1poTokon 3a OHManH
npoBepka Ha cTaTyca Ha ygoctoBepeHne (OCSP), onncaH B RFC 2560. M3nonssaHeto Ha OCSP paea
Bb3MOXHOCT fa ce npuaobue nHdopmaunsa 3a CbCTOAHUETO Ha yaocToBepeHusTa, 6e3 ga ce manckea
nposepka B CnncbK Cbe cnpeHun u npekpateHn yagoctoseperus (CRL).

OCSP ycnyrata reHepupa OTroBop, ocHoBaH Ha 6a3a gaHHu. OCSP oTroBopa e BanuaeH o 7
AHW. 3a ga ce noaabpXa NpaBUNHOTO U3MbIHEHNE Ha cucTemara, otroBopute Ha OCSP ca kewwwmpaHu
3a npegBapuTenHo onpeaeneHo Bpeme (06MKHOBEHO He MOBeYe OT HAKOMKO Yaca).

MpoBepka Ha cTaTyc Ha yaocToBepeHue B peanHo Bpeme no OCSP npoTokon Moxe Aa ce U3MbIHN
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npes MHTepHeT, Ha cTpaHuuaTta Ha EBpoTpbeT: https://www.evrotrust.com.

455 OBCTOATENCTBA 3A CMMUMPAHE HA KBAITUPULIMPAHO YOOCTOBEPEHUE

EBpoTpbCT, Upes cBOsi onepaTtnuBeH YaocTtoBepsiBaw, opraH (,Evrotrust RSA Operational CA®),
cnupa 4eNcTBMETO Ha BanuaHO Y4OCTOBEPEHME NPW ONpeaeneHn yCrnoBus.

EBpoTpbCT Npegnpuema He3abaBHM AENCTBUSA NO MCKAHETO 3a CNupaHe Ha Y4OCTOBEPEHME.

3a BpemeTo, Npe3 KOeTo YAOCTOBEPEHMETO € CMPSHO, TO Ce CYuTa 3a HeBanuaHO U BCUYKM

EJTIEKTPOHHU noanucu/neyaTw, npoBepsAaBaHN C TOBa yAOCTOBEpEHNE Ca HEeOENCTBUTESTHM.

45.6 TMNMPOUEAYPA 3A CIMMPAHE W BbB3OBHOBABAHE HA KBAJIMOULUUPAHO
YOOCTOBEPEHUE

CnvpaHe gencTBMETO Ha KBanuumumpaHo yOOCTOBEpPeHME Ce npeaxoxga oT perncrpypaHe Ha
nckaHe 3a cnupade npeg Pernctpupaliusa opran.

» WckaHeTo 3a cnupaHe Ha yaoCTOBEpPEHUE MOXe [a Ce perncTpmpa no enekTpoHeH NbT unun aa
ce nogaje Ha xapTusa npea oTopuanpaH onepartop Ha Peructpupalimns oprad Ha EBpoTpbCT.

» WckaHeTo 3a crnvpaHe Ha yaoCTOBepeHue, No eNeKTPOHEH MbT Ce YAOCTOBEPSiBaA C eNeKTPOHEH
nognuc/neyaTt, CbOTBETCTBALL HA BanuMaHo ygoctoBepeHne Ha Tutynsaps/Coe3gatens.

» OtopusnpaHuat onepatop B Peructpupawma opraH HesabaBHo, 6e3 ga waeHTMduumnpa
notpebutens, cnuMpa QOENCTBMETO Ha  KBanuduumpaHoTo ygoctoBepeHue. CnupaHeTo Ha
YAOCTOBEPEHNETO Ce M3BLPLUBA, Ype3 BPEMEHHOTO My BnucBaHe B Cnncbka CbC CNPEHN U NpekpaTeHn
ypoctoBepeHuns (CRL).

» Pernctpnpawmar opraH He MOXe Aa OTXBbpris UCKaHe 3a CrMpaHe.

» Cnep crnivpaHe Ha yaoCcToBepeHne, EBpOTpbCT, Upes CBOS onepaTtnBeH Y40CTOBEpPSBaLL, OpraH
He3abaBHO nNybnukyBa cnpAHOTO ygocTtoBepeHue B Cnuchbka Ha CNpeHu 1 npekpaTeHu yAoCTOBEpEeHUs
(CRL), ype3 nsgaBsaHe Ha HoB CNnCBK.

» Cnep cnvpaHe Ha ygoctoBepeHue, EBpoTpbCcT He3abaBHO yBegomsBa Tutynsapsa/Cw3garens
Ha CNpsIHOTO KBanuuumMpaHo ygocToBepeHMe.

» CnupaHe 1 Bb306HOBSIBaHE Ha KBanuuumMpaHn yaoCcToBepeHns, u3gageHn otganevyeHo, npes

MOBWMHOTO NPUNOXEHNE, He ce Aonycka.

4.5.7 TPATUCEH Nepuopg HA CNMMUMPAHE HA KBAJTMOULIMPAHO YOOCTOBEPEHUE

EBpOTpBLCT cnnpa AercTBMETO Ha KBannduumMpaHo yA0CTOBEPEHME 3a eNEeKTPOHEH noanuc/nedaT

3a rpatmceH nepuoa Ao yTodyHABaHe Ha NpuYnHUTE 3a CnupaHeTo, HO He NMOo-AbJro oT 72 yaca.
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paTnceH nepuoa Ha cnupaHe Ha KBanuduumpaHu YO4oCTOBEPEHWS, U3aaaeHu oTaaneyeHo, npes

MOOWMNHOTO npunoxeHume, He ce Aonycka.

4.5.8 Bb30OBHOBABAHE JEACTBUETO HA CNPAHO YOOCTOBEPEHUE

EBpoTpBbCT Bb306HOBSABA AENCTBMETO Ha CNPSAHO YOOCTOBEPEHME:
» crnej kaTo oTnagaHe OCHOBaHWETO 3a CnupaHe, Nnpean Aa nstede nepuoa Ha cnvpaxe;
» Mo 1UckaHe Ha Tutynaps, cneg ussacHsBaHe Ha NPUYUHUTE 3a NOUCKAHOTO CrnpaHe;

Cnen Bb306HOBSABaHE Ha yaocTtoBepeHune, nocnegHoTo ce CH1UTa 3a OEeNCTBUTENHO.

4.6 TPOBEPKA HA AKTYANTHOTO CbCTOAHUE (CTATYC) HA KBAJIMGULIMPAHO
YOOCTOBEPEHUE

MHdopmauusa 3a CbCTOSHMETO Ha yOooOCTOBEpEHMs, usgageHn ot EBpoTpbCcT Moxe ga 6bae
nonyyeHa B Cnmcbka CcbC cnpeHn n npekpateHn ygoctoBepeHumsa (CRL), nybnukyeBaH Ha canTa Ha
EBpoTpbCT B MHTEPHET 1 Ypes NpoTokona 3a OHNarH NpoBepKa Ha cTaTyca Ha ygoctoBepeHuaTa (OCSP).

YpoctoBepuTenHuTe ycryrn 3a npoBepka Ha ctaTyca Ha KBanvduunpaHuTe yOOCTOBEpeHUs ca

OOCTBLMNHU B pexunm 24/7/365 (HenpekbCcHATO AencTBaLLN).

4.7 TMNPEKPATABAHE HA 1OIrOBOP 3A KBAJINOULIMPAHU YOOCTOBEPUTENHWU YCNYTU OT
NOTPEBUTEN

[oroBopbT 3a kBanuduvumpaHn yagoctoBeputenHm ycnyrn mexagy Espotpbscet un Notpebuten ce
npekparsiea:

» cneg mM3TMYaHe Ha Cpoka Ha BanWAHOCT Ha MNOCNeAHOTO M3dafdeHo KBanuduuupaHo
yAOCTOBEPEHME 1 NOTPEOUTENAT He e npeanpuen 4enNcTBUS, 3a Aa akTyanuampa CBOeTo KBannguumpaHo
YyAOCTOBEPEHWE;

» Korato KBanuduumMpaHOTO yOoCTOBepeHMe e 6Buno npekpateHo M notpebutens He e
npeanpuen OencTsns No nsgasaHe Ha Apyro yaoCTOBEPEHMe.

» Mpu 3aKkpmBaHe Ha npodun Ha NoTpebuTten oT MOBUIHOTO NpunoxeHne Ha EBpoTpbCT. B T03M

criyyan BCUYKM M34afeHn KBanuuumnpaH yaoCcTOBEPEHUS ce NpekpaTsiear.
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5 KOHTPOJ1 HA PUSNYECKATA N OPTAHU3ALIMOHHA CUTYPHOCT
5.1 KOHTPOIJ1 HA PUSUHECKATA CUTYPHOCT

MepkuTe npeanpueTy NO OTHOLLUEHWE Ha dusnyveckata 3awmta Ha EBpOTpbLCT ca enemeHT ot
paspaboTteHaTta n BHegpeHa B EBpoTpbeT Cuctema 3a MHOpMaUmMoHHa CUrypHOCT, CbOoTBETCTBaLa Ha
n3nckeaHusaTa Ha ctaHgaptute ISO/IEC 27001:2013, 1ISO 9001:2015, 1ISO 22301: 2012, n ISO/IEC 20000-
1:2011.

MepkuTe cBbp3aHM C u3nyeckaTa 3awmuta Ha MHEOOPMAUMOHHUTE AAHHW, TEXHOMOrM4yHUTe

CuctemMmun, nomMmeLeHnATa 1 CBbp3aHnUTe C TAX nogabpXKaln CUCTEMU Ca HACO4YEeHN KbM NnpeaoTBpaTtdBaHe

Ha:
» HepaspelleH JOCTbM, HaHaCsHe Ha LWeTn 1 Hameca B yCroBuaTa Ha paboTa;
» 3aryba, Bpean unu KomnpomMeTmpaHe Ha pecypcu;
» KoMnpomeTupaHe wnn Kpaxba Ha uHdopmaums wnm cpeactea 3a obpaboTka Ha
WHGopMaumaTa.

MHdpacTpykTypaTa Ha gocTaBumnka e onmandeckn u nornveckn obocobeHa n He ce M3nona3ea npu
apyru genHoctn, konto ,EBPOTPBCT TEXHONBIXXUC* ALl ocbLuecTBsiBa.

5.1.1 MOMELWLEHUA N KOHCTPYKUMNA HA NOMELLUEHUATA

EBpoTpbCT pasnonara cbec cneumanHo KOHCTPyMpaHo U oGopyaBaHO MOMELLEHME C Hal-BUCOKa
CTEeNeH Ha KOHTPOI Ha PM3NYECKN OCTbN, B KOETO ce NoMeLLaBaT Y4oCcToBepsiBaLl, OpraH Ha JoCTaB4YMKa

M BCUYKUTE LEeHTpalmiHM KOMMNOHEHTU Ha MH(bpaCprKTypaTa.

51.2 OUNYECKUAT OOCTbBIN

dusnyeckata CUrypHOCT Ha cucTemMuTe 3a M3gaBaHe M ynpaBreHue Ha YOOCTOBEPEHUS e
cbobpaseHa C M3MCKBaHMATA Ha MeXAyHapOAHW CTaHAapTU U NPEenopbKA.

3a obopygBaHeTO B 3alMTEHOTO U M30MMpaHO nomelleHve Ha EBpoTpbCT e ocurypeHa
du3nyecka HENPUKOCHOBEHOCT. MimMa ABYy(akTOpeH KOHTPON Ha [OCTbMa U AEHOHOLHAa BbOpbXeHa
duamndecka oxpaHa. He e nossoneH dmnanyeckn gocTbn 40 KpUTUYHOTO obopyasaHe 3a noseve ot 30
(TpnaeceT) MMHYTKU Ha NocelleHne. He e no3BoneH 4ocTbn 4O Wkada ¢ obopyaBaHETO Ha NoBeye OT 2
(aBe) oTopuanpaHuM TexHu4eckum nuua Ha EBpoTpbCT. Becekn gocTbn OO NOMeLLeHMATa C KpUTUYHA
NMH(paCTPyKTypa ce JOKYMEHTMPA B CNELMantn XXypHanu.

3awmrarta Ha crpagata Ha EBpoTpbCT e peanuaupaHa OT HEBLOPBLXEeHa 24-4acoBa oxpaHa. B
nomewieHnata Ha EBpoTpbct umMa Cwuctema 3a anapmeHa curHanu3auumda, Cuctema 3a

BnageoHabnogenne, CurHanHo-n3BectTuTesnHa cuctema n Cncrema 3a KOHTpPOJ1 Ha AOCTbNa.
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B EBpoTpbCcT oducute Ha Pernctpupawmrte opraHn ca o60cobeHn 1 oTAeneHn oT octaHanute
nomeLeHns. CbOpbXKEHM Ca C TEXHMKA, NO3BONABaLLa 6€30NacHO CbXpaHeHWe Ha LaHHU U JOKYMEHTMW.
[JocTbnbT OO TE3M 30HM Ce crnean U orpaHuvyaBa OO OTOPU3MpPaHM nuua, CBbp3aHU C OEMHOCTTa Ha
Pernctpupawua opraH (onepatopu Ha Peructpupalyma opraH, CUCTEMHU agMUHUCTPATOPK) N TEXHUTE

KIMNeHTn.

5.1.3 CBbXPAHEHMWE HA HOCUTENW HA 0AHHU

Bcuukn HocuTenu CbabpXalin cod)Tyep, apxmByn Ha pJaHHU WKW OOUTHAa I/IHCbOpMaLI,VIFI ce
CbXpaHABaT B OrHeEyrnopHa Kaca B cneunanHo apxmBHO NMomMelleHne C BbBeAeH KOHTPOIT Ha AOCTbI. B

nomMeLweHneTo C apxmea Ha EBpOTp'bCT MMa nirpageHa cmcrema Ha CbI/I3I/I‘-IeCKa N norn4yecka 3alunTa.

5.1.4 WU3XBBLPIAHE HA OTNAABLUUTE

XapTueHuTe n enekTpoHHM HOCUTENW, CbAbpXKallyM eBeHTyariHO 3Hauuma MHgopMauus 3a
curypHocTtTa Ha EBpoTpbCT, cnef n3tuyaHe Ha onpeaeneHnst CbrnacHo BbTPELLUHUTE NpaBuna nepuoa Ha
CbXpaHeHWe, ce YHULLOXaBaT B cneLmarniu yCTpoCcTBa 3a Hapsi3BaHe.

Hocutenute Ha MHdopMaums 3a kpunTorpad)CKMTE KIOYOBE, M3MON3BaHM 3a TAXHOTO CbXpaHeHue
M KogoBeTe 3a OOCTbM A0 Hes, ce pa3gpobsiBaT C noaxoAsiluM ycTponcTBa. ToBa ce oTHacs 3a
HOCUTENUTE, KOUTO He MO3BONSABAT OKOHYATENHO 3annyaBaHe Ha CbXpaHeHW AaHHU U TAXHOTO NOBTOPHO
n3nonssaHe.

B onpenenexu cnyyan, nHgpopmaumsaita oT NPEHOCMMMN HOCUTENN Ce YHULLIOXKaBa, Ypes U3TpuBaHe

unun popmaTtupaHe Ha cpefarta 6e3 Bb3MOXHOCT 3a Bb3CTaHOBSIBaHE.

5.2 OPrAHM3ALMUOHEH KOHTPOI1

Bcuukn npouenypu, kacaewm curypHocTTa npu usgaBaHe, agMUHUCTPUpaHe M U3Mon3BaHe Ha
KBanMuuupaH1 yooCTOBEPEHUS 3a YCbBbPLUEHCTBAH €NEKTPOHEH MmoAnuc/nevaT, ce U3NbIHSBaT OT
[l0BepeH nepcoHan Ha EBpoTpbCT.

EBpoTpbCT Nogabpka goctaTbyeH 6pon KBanuduumpaHn CRnyXuTenu, KOMTo BbB BCEKU MOMEHT
OT OCblLeCTBsIBaHE Ha AeNHOCTTa My la OCUrypsiBaT CbOTBETCTBUE C AEMCTBALLOTO 3aKOHOA4ATENICTBO U

BbTPELWHNTE NpaBuiia n HOPMU Ha OPYXEeCTBOTO.

5.2.1 OOBEPEHM POJIN

Moapo6Ho pasnpeneneHne Ha YHKUMUTE U OTTOBOPHOCTMTE Ha NepcoHarna e pasnncaHo BbB
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BbTPELHUTE JOKYMEHTM Ha EBPOTPBLCT: ANBXKXHOCTHU XapaKTEPUCTUKN, LLLATHO pasnucaHne U CbOTBETHU
BbTPELUHM onepaTUBHM NpoLeaypw.

PasnpenensHeTo Ha YyHKUMWUTE CE OCbLUECTBSIBA MO TakbB HauyuH, Ye ga 6bae cBegeHa Oo
Bb3MOXEH MMHUMYM OMAacHOCTTa OT KOMMPOMETUPaHe, U3TUYaHe Ha KOH(MAeHUManHa MHpopmauus Unm

Bb3HMKBAHE Ha KOHq.)J'II/IKT Ha NHTEepecu.

5.2.2 WU3UCKBAHWUA 3A PASOENAHE HA OTTOBOPHOCTUTE

,D,OBepeHI/ITe OEeNHOCTU Ha nepcoHana Ha EBpOTp'bCT Ce n3nbJiHABAT OT pPa3yindHn nunua.

5.3 KOHTPOIJ1 HA NMEPCOHAIA

MepcoHanbT Ha EBPOTPBLCT ce CbCTOM OT AoCTaTb4yeH GPON BUCOKO KBANMULUMPaHU CRYXUTENN.
Jlvuata, n3BbpLUBaALLM JOBEPEHN POoNn umMaT HeobxoaumaTa npodpecrmoHanHa NnoaroToBka U ONUT, KOETO
rapaHTupa cnasBaHe Ha U3MUCKBAHUSATA 3a CUTYPHOCT U TEXHUYECKM HOPMW 3a OLeHKa Ha CUrypHOCTTA.
MpodecnoHanHMTe no3HaHuA B obnactta Ha WMHAOPMAUMOHHUTE CUCTEMW, KpunTorpadusaTa wu
NMH(pacTpykTypaTa Ha NyGrvyHUTE KNIOYOBE AaBa Bb3MOXHOCT Ha CIyXuUTenuTe C JOBEpeHu ponu ga
N3MbIIHABAT KQYEeCTBEHO CBOUTE CNYXXeOHW 3aabrmKeHus.

Cnyxutenute Ha EBpoOTpbCT npemuHasBaT nepuoaMyHO Mpe3 KypcoBe 3a nocneasalo
OONbNHUTENHO 06ydeHMne, OTroBapsLLiO Ha CbBPEMEHHUTE M3UCKBaAHUSA B obractute Ha AEWHOCT Ha

EBpoTpbCT.

5.3.1 U3UCKBAHUA 3A OBYYEHUE HA NMEPCOHAIIA HA EBPOTPBCT

MepcoHanbT, KOMTO U3NMbIHABA (PYHKUMMTE U 3adaunTte, Npou3ThyallM OT HeroeaTta 3aeToCT B
EBpOTpBbCT Unn 3aeTocT B Pernctpupaiyusi opraH (Mpu Hanuune Ha BbHLWeEH PerncTpupaly opran) Tpsibsa
Aa NnpeMuHe npes cnegHuTe obyyeHus:

» [MpaktMka npu npegoctaBsHe Ha KBanuduuupaHu YOOCTOBEPUTENHM  ycnyrn“ ot
,LEBPOTPBCT TEXHONBOXUNC* AL;

» [onutuka npu npegocrtaBsHe Ha KBanuuuupaHO YOOCTOBEPEHME 3a YCbBbLPLUIEHCTBAH
enekTpoHeH nognuc/nevat® ot ,EBPOTPBLCT TEXHOJTBbAXKNC* ALL;

» pasnopenbu, npoueaypu n AOKYMeHTaums, CBbp3aHa CbC 3aeMaHaTta pons;

» TExXHONormm 3a CWUrypHOCT W Npouedypy CBbp3aHW CbC CUIYPHOCTTA, W3NOM3BaHW OT
YpoctoBepsBalms opraH n Pernctpupalyms opra;

» CuUCTeMeH copTyep Ha Y4oCToBepsiBalLMs opraH u Permctpupalyms opra;

> OTrOBOPHOCTU, NPON3TUHALLM OT POJIN U 3a4a4YN, U3NBITHABAHN B CUCTEMATA;
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> npouenypu, m3nbliHABaHM NpuU OTKa3 Ha CUCTeMaTa WU nNpekbCBaHEe Ha OEeNHOCTUTE Ha

YpoctoBepsBaLLms OpraH.

54 3ANMNCU HA CBBUTUA U NOOABPXAHE HA XXYPHAIU

3a edeKkTMBHO ynpaBneHne u QyHKUMOHMpPaHe Ha EBpPOTPBLCT, BCUYKM CbOUTUS, mMMaLLm
CbLLECTBEHO 3HAYEHWE BBbPXY CUIYPHOCTTa U HaOEXOHOCTTAa Ha TexHonornmyHaTa cucTema, KOHTposa
BbpXy nepcoHana u noTpebutenute, U Bb3OAENCTBMETO BbLPXY CUTNYPHOCTTA Ha MpefocTaBsHUTE
KBanuuumnpaHn ygoctoBepuTenHn ycnyru ce 3anvcear.

WHpopmauusaTa 3a enekTpoHHUTE XXypHanu ce reHeprpa aBToMaTU4HO.

>KypHanu Ha 3anucu Ha permctpmpaHm cbouTus ce CbXxpaHsaBaT BbB (hanfioBe Ha CUCTEMHUS OUCK
3a Han-marnko 6 (wecT) meceua. Npes ToBa Bpeme Te ca AOCTbMHN OHNanH Un B Npouec Ha TbpceHe OT
BCEKWN OTOpU3MpaH criyxuten Ha EspoTtpbeT. Crief TO3M Nepuoa, 3anMcuTe ce CbxpaHsasaT B apXuBuTe.

ApxuBupaHu XXypHanu ce 3anasear B NpoabiikeHne Ha noHe 20 (oBageceT) roguHu.

ApxuBbT Ce noanncBa C €NEeKTPOHEH MOANUC/enekTpoHeH BpemeBu nedvat. VIHpopmauusaTa ot
3anucnTe B U3BagKMTE/NIOroBeTe NEPMOANYHO Ce 3anmMcBa Ha PM3nMYECKN HOCUTENN, KOUTO CE CbXpaHsaBaT
B cneumaneH cendy, Hammpall, ce B NOMELLEHNE C BMCOKa CTerneH Ha omsnyecka 3alluuTta U KOHTpon Ha

JocTbna.

54.1 YA3BUMOCT U OLIEHKA

EBpoTpbCcT Kknacudmumpa M nogabpka PernctpyM Ha BCUYKM aKTMBM B CbOTBETCTBUE C
nanckeanmata Ha ISO/IEC 27001:20013. CwvrnacHo ,[lonuTukata no curypHoct“ Ha EBpoTpbCT ce
M3BbpLUBA aHanM3 3a oOueHKaTa Ha YA3BMMOCT MO BCWUYKM BbTPELUHM Mpoueaypw, MNPUIOXKEHUS U
NHOPMALIMOHHM cucTemun. IsuckBaHusi 3a aHanua mMoraT, CbLUO Taka, Aa 6baaT onpeaenenn oT BbHLWIHA
WHCTUTYUMS, YNMbHOMOLLIEHA Aa M3BbpLUBa 0aUT Ha EBpOTPBLCT.

AHanu3bLT Ha p1CKa Ce U3BBbPLUBA HaM-Marnko BEOHBX roAMLWHO. PelueHneTo ga ce NnpucTbnu KbM

aHanus ce nspbpluBa oT CbeeTa Ha [QupektopuTe.

5.5 APXUBWUPAHE

l/IchopmaLl,vaa 3a 3HauUUMKUTE CbOoUTUS ce apxuBupa B €JIEKTPOHEH B NepnoanyHo.

EBpOTp'bCT apxmBupa BCUYKN OaHHN U d)aﬂnose, CBbp3aHu C: Mchopmau,vaa npwn perncTpauund,
CbC CUrypHOCTTa Ha cuctemMmarta,; BCUYKU UCKaHUA, NoganeHn ot I'IOTpe6I/1TeJ'II/ITe; uAanarta I/IHC*)OpMaLI,VIFI 3a
I'IOTpe6VITeJ'IVITe; BCUYKN KIlHOHOBE, M3MNosi3aBaHM OT yﬂ,OCTOBepFIBaLLI,VITe opraHn m ot PeFVICTpVIpaLLI,VIFI

opraH; u usinarta kopecnoHaeHums mexay EBpoTpbeT 1 notpebutenute. Ha apxvuBupaHe ca NognoXxeHu
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BCUYKN OOKYMEHTU U OaHHWU, U3N0JN13BaHU B npoueca Ha npoBepka Ha CaMOJTMYHOCTTA.

5.6 MNPEKPATABAHE HA JEMHOCTTA HA EBPOTPBLCT
5.6.1 W3UCKBAHUA, CBbLP3AHU C MNPEXOOA OO MPEKPATABAHE HA OEMHOCTTA HA
AOCTABYUKA

Mpeawn yoocToBepsiBalmMsa opraH ga npekpaTtu ycrnyrute cu, Tou € ANbXeH aa:

» yBegomu OpraHa nNo Haa30p 3a CBOETO HAMepeHne fa npekpaTn yCnyruTe cu, B criydan Ha Uck
3a 00sBsIBaHe Ha OpY>XECTBOTO B HECbCTOATENHOCT, 06sBsiIBaHE Ha APY>KECTBOTO 32 HEAEWCTBUTENHO UMK
3a Opyro MckaHe 3a npekpaTtsaBaHe, UNK 3a 3anodBaHe Ha npoueaypa no nukeMaaums. YBegoMeHMeTo
cnepnBa fa 6bae HanpaBeHo 4 (4eTupun) Mecela npean JoroBopeHarta gata Ha npekpaTsBaHe;

» yBedomu (Han-marnko 4 meceua npeamn Toa) CBoMTE NOTpednTenm 3a peLleHneTo aa npekpaTmn
NpeaoCTaBAHUTE OT HEro ycnyru;

» TMPOMEHM cTaTyca Ha CBOUTE yOOCTOBEPEHMS;

» npekpaTu BCUYKM YOOCTOBEPEHUS Ha noTpebutenute B pamkuTe Ha obsBEHMsI nepuog 3a
npekpaTsiBaHe Ha OeNHOCTTa;

» yBEeOOMU BCUMYKM CBOW NOTpebutenu 3a npeycrtaHoOBsSIBaAHE Ha ycryruTe;

» npaBu TbProBCKM pa3yMHU yCUnus, 3a ga ceefe 4o MMHMMYM HapyLlaBaHEeTO Ha MHTepecute
Ha noTpebutenure;

» u3nnawa KomneHcaumm Ha noTtpebutenute (koMneHcauuuTe TpsibBa ga Obaar
NpoMnopLNOHanHK Ha oCcTaBalLus Nnepuod Ha BanngHoCT Ha yOoCTOBEPEHUATA);

» U13BbpLUBA HeobXooMMuTe OENCTBUS, 3a a moxe OpraHa no Hagsop da nogabpxa Cnmucbka
CbC CrpeHn n npekpateHn ygoctosepeHus (CRL).

AKO pelleHMeTO 3a npekpaTsiBaHe Ha YAOCTOBEPUTESNHWUTE YCryrm ce OTHaca camo Ao
PerucTtpupaluma opraH, Ton € AfbXeH ga:

» yBegomu EBpPOTPBLCT 3a CBOETO HaMepeHwe da npekpatM OeWHOCTTa Mo perncrpaums.
YBegomneHneTo crnegea ga Obae HanpaBeHo 4 (4eTupu) Meceua npegu OOroBopeHaTa gata Ha
npekpaTtsiBaHe;

» npepgaBa Ha npuemallmns [loctaBumK UAnocTHaTa AOKYMEeHTauusl, CBbp3aHa ¢ notpeburtenure,

BKIMKOYUTENHO apxnBa n AaHHUTE 3a OAUT.

5.6.2 MPEXBBLPNAHE HA [JEAHOCT KbM [OPYI OOCTABYMK HA KBANU®ULMPAHU
YOOCTOBEPUTEJIHU YCIIYTU

3apgace ocuUrypu HenpeKbCHaToCT Ha n3faBaHe Ha KBaJ'IVId)I/ILI,I/IpaHI/I yYOOCTOBEPUTEITHN YCINYyTrn 3a

noTpebutenute EBpOTpbCT MoXe Aa nognue cropasymMeHue C Apyr KBanuuumpaH OOCTaBYMK Ha
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yaocToBepuTenHu ycnyru. B To3un cnyyan, EBpoTpbeT Tpabea aa:

» yeegomu OpraHa no Hag3o0p 3a HAMepPeHNeTo CU, He No-KbCHO OT 4 Meceua Npeau AgartaTta Ha
npekpaTtsiBaHe U NpexBbpnsaHe Ha JeNHOCTTa;

» nonara BCUYKM YCUITUA U TPUKK, 32 Aa NPOABITKM OENCTBUETO Ha n3gageHuTe notpebutenckm
YAOCTOBEPEHWS;

» yBegomu nucmeHo OpraHa no Hagsop u MNMoTpebutenunte, Ye JeNHOCTTa My ce noema oT Apyr
perncTpypaH AOCTaBYMK, KakToO U OTHOCHO MMeTO My. YBedomrieHneto ce nybrnukysa B WHTepHeT
cTpaHuuaTta Ha EBpoTpbCT;

» yBegomu [loTpebutenute OTHOCHO YCroBusiTa MO MNOAAPbBXKA Ha MNpexBbpneHnTe
yOOCTOBEPEHUS KbM Npuemalumnsa JJoctaBuuk;

» TMNpOMeHM cTaTyca Ha onepaTtMBHUTE YOOCTOBEPEHUA W HaANexHo npejage usanata
AOKYMeHTaLms, cBbp3aHa ¢ AeHOCTTa CU Ha npuemawms [loctaBynk, 3ae4HO C BCUYKM apXMBU, KaKTO U
BCUYKM M3Ja0eHU YOOCTOBEPEHNS (BanuaHW, NpekpaTeHn n cnpeHn);

» U3BbPLWM HeobxooumMuTe OENCTBUS 3a NPeXBbprsHE Ha 3adbiDKEHUATa Mo noadpbXka Ha
MHGopMaLmMAaTa KbM npuemawims [JoctaBuuk;

» NpexBbpu yNpaBreHNeTo Ha Bede n3gageHuTe yaoCcToBepeHns 3a KpanHn notpebutenm Kkem
npuemawus [loctaBuuk;

MNpuemawmnaT [loctaBynk noema npaeata 1 3agbimkeHusTa Ha EBpOTPBLCT € npekpaTeHa 4enHoCT
n Nnpoabrkasa Aa ynpasnsiBa akTUBHUTE KBanuuumpaHn yaocToBepeHns 40 Kpas Ha TAXHOTO AeNCTBueE.

ApxvBbT Ha EBpOTPBLCT € npekpaTteH ctaTyc Tpsabea Aa 6bae npefageH Ha [loctasByvka npuen

JenHocTTa.

5.6.3 OTHEMAHE HA KBAITU®PULIMPAH CTATYT HA AOCTABYUK UM HA KBAJTUDGULIUPAH
CTATYT HA CbOTBETHA YCNYTA

Mpu oTMsIHA Ha KBanMMUMpaHus cTaTyT Ha EBPOTPBCT Unn Ha HSIKOS OT NPeAOCTaBSAHUTE OT HEro
YLO,OCTOBEPUTENHN YCIyri, TON N3BBbPLUIBA CNeaHOTO:

> yBefoMmsiBa NoTpebuTenuTe cu 3a NPOMEHEHMST CTaTyT Ha CBOUTE YCnyri;

» TNpOMeHs cTaTyca Ha CBOWTE YAOCTOBEPEHNS;

> npekpaTsiBa Aa M34aBa HOBM KBanuuLMpaHn yaqoCTOBEPEHUs], HO MpoabikaBa Aa ynpaBnsiea
aKTUBHWTE YAOCTOBEPEHMS A0 Kpasi Ha TAXHOTO AENCTBUIE;

> npaBuM TbProBCKM pasyMHW YCUnusl, 3a Oa ce CBeae A0 MMHUMYM HapyllaBaHeTO Ha

MHTEepEeCcuUTe Ha n0Tpe6|/|Ter| nTe.
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6 YNPABJIEHUE U KOHTPOJ1 HA TEXHUYECKATA CUT'YPHOCT
6.1 TEHEPUPAHE N MUHCTANUPAHE HA IBOUKA KITFOYOBE HA YOOCTOBEPSABALL OPTAH

EBpoTpbCT reHepupa asoukum kpuntorpadckm (RSA) kniovoBe Ha 6a3oBust U Ha onepaTUBHUA
YpocToBepsiBallm opraHu Kato uanonaea xapgyepHa kpunrtocuctema (HSM/Hardware Security Module) ¢
HMBO Ha curypHocT FIPS 140-2 Level 3 unu no-sucoko, cbotBeTHo CC EAL 4+ unun no-B1coko.

EBpOTPBLCT M3nons3ea cBOMTE YacTHU KINOYOBE CaMo 3a LienuTe Ha AeNHOCTTa CU, KakTo crneaBsa:

» [a noanvcea msgaBaHUTE ornepaTMBHU YOOCTOBEPEHUS Ha YOOocToBepsiBallMTe OpraHu B
CBOSATa MHAPPACTPYKTYPA;

» [danoanucea nsgasaHuTe v nyénukyesaHn CnMcbLUm CbC CNPEHUN U NPeKpaTeHN YA4OCTOBEPEHMUS
(CRL);

» [Ja noanucea BCUMYKM M3gageHn W nybnukyBaHu KBanuduumpaHn YOOCTOBEpeHUs 3a

€J1IEKTPOHEH nognuc/neyat Ha nOTpe6VITeJ'IVITe.

6.1.1 TEHEPUPAHE HA OBOWKA KIIOYOBE HA TUTYNAP/Cb3OATEN

[Bonkata «knovoBe Ha Tutynap/Cb3gaten Ha  KBanuuuupaHo YOOCTOBEPEHME 3a
YCbBbPLUEHCTBAH €NeKTPOHEeH noanuc/nedart ce reHepypaT B CUIypHa cpefa crnopen U3nckBaHuATa Ha
PernameHnt (EC) Ne 910/2014.

KOHTpONbT Ha 4YacTHUA KW € Ype3 KOA4 3a JOCTbN. TUTYNapAT U3Noni3Ba YacTHUS KIY Aa
cb3gage nognuc/neyart kaTo BbBexX4a Koda B CUrypHata cpefa 3a Cb3[aBaHe Ha YCbBbpLUEHCTBaH
eneKTPoHeH nognuc/neyar.

Korato gBoukata knwo4yoBe ce reHepupa npu Tutynap/Cw3gaTten, EBpoTpbCT npenopbuyBa
nocnegHnAT ga manonssa opgobpeHa cpeda, B MHGpacTpykTypata Ha EBpOTpbCT, 3a cb3gaBaHe Ha
YCbBbPLUEHCTBAH ENEKTPOHEH noanuc/neyart unn ekBMBaneHTHa TakoBa, OTroBapsila Ha U3MCKBaHUATA
Ha PernameHT (EC) Ne 910/2014 1 cbBMeCTUMO C MHpaACTpyKTypaTa Ha EBpoTpbCT.

B cnydyauTe, Korato reHepvpaHeTO Ha [BOWKaTa KM4YOBE Ce OCbLUecTBABaA Npu TUTynapsa unu
Cbapgatens, CbLUMAT HOCK MbJTHaTa OTFTOBOPHOCT MO 3allMTaTa Ha YaCTHUSA KoY, C Lien npegoTBpaTsBaHe
Ha HEroBOTO KOMMPOMETMpaHe, paskpuBaHe, moguduumpaHe, 3aryba mnu HepaspelleHO Mon3BaHe.
Tutynapat/Cb3gatenaT HOCU OTFTOBOPHOCT 3a NMPOMYCKU UKW AeACTBUSA Ha YNBHOMOLLEHN OT TAX nuua,
KOWTO Ca YNbIHOMOLLEHUN fa reHepupaT, NasaT UM CbXpaHaBaT TEXHUTE YaCTHU KIoYOoBe.

Tutynapat/Cb3gatenaT ce 3agbikaBa ga M3MNon3Ba NuueHsupaH codtyep 3a paboTta cbeC

cpenata 3a Cb3laBaHe Ha YCbBbPLUEHCTBAH €JIEKTPOHEH noanuc/nevar.
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6.1.1.1 N3NCKBAHWUA KbM CPEOATA 3A Cb3ABAHE HA YCBbBBHPLUEHCTBAH
ENEKTPOHEH NOAMUC/NMEYAT

Cpenata 3a cb3faBaHe Ha YCbBLPLUEHCTBAH ENeKTPOHEH noAnuc/nevaT rapaHTupa, 4pes
NoaXOAsLLUM TEXHUYECKM 1 NPOLEAYPHN CPeACcTBa, Ha-Marnko Ye:

> TMOBEPUTENHOCTTA Ha JaHHUTE 3a Cb3gaBaHe Ha eneKkTPOHEeH noanuc/meyar, U3nonsBaHu 3a
Cb3[aBaHeTO Ha eNeKTPOHHMSA noanuc/neyar, e pa3yMHO rapaHTupaHa;

> [aHHUTe 3a Cb3[aBaHe Ha eNeKTPOHEH noAanuc/nedaT Ha NpakTuka ce CpeLlaTt camo BEAHBLX;

> [aHHUTe 3a Cb3gaBaHe Ha eneKTPOHEeH noanuc/neyat ca obesneyeHn B AocTaTbyHa CTENEH U
He mMoraT a GbaaT N3BneYeHn, a eNeKkTPOHHUSAT NoAnuc/neYyaT e HaaeXxaHo 3aLLMTEH CPeLLy NoanpaBsHe,
ypes M3non3BaHe Ha HannyHaTa KbM MOMEHTA TEXHOOIUS;

> [aHHUTe 3a Cb3[aBaHe Ha enekTPOHEeH nognuc mMoraT Aa GbAaT HaOeXAHO 3alUTeHW OT
3aKkoHHUS TuTynsap/Cb3naten Ha enekTPOHHWUS noanMc/neyaT cpeLly U3non3saHe oT Apyrv nuua.

CpenaTta 3a cb3gaBaHe Ha YCbBbPLUEHCTBAH E€MEKTPOHEH noanuc/neyat He U3MEHSIT JaHHUTe,
KOMTO We ObaaT MOANMCBaHW, U He MPEnATCTBaT NPeACTaBsHETO MM Ha Tutynsaps/Cb3patens Ha
eNeKTPOHHUS noanuc/neyat npean NoanvceaHe.

[eHepupaHeTo UNM yrnpaBneHNETO Ha AaHHW 3a Cb3fdaBaHe Ha enekTpoHeH noanuc/medat oT

MMeTo Ha TUTynsps Ha eNeKTPOHHWSA noanuc/nedaT Moxe Aa ce U3BbPLUM eQUHCTBEHO OT EBPOTPBLCT.

6.1.1.2 OTaaneyvyeHo reHepupaHe Ha ABOMKA KIno4oBe

Cb3patenat/Tutynsapat nanonssa npefoctaBeH oT EBpOTpBLCT cneunanuaupaH codTyep, ypes
KOMTO Ce peanuaupa npoLeca no reHepmpaHe n ynpasreHne Ha Kpuntorpadocknte ABOKMKA KIOYOBE.

"'eHepupaHeTo, M3MNOM3BaHETO N CbXPAHABAHETO HA YACTHMSA KIHOY € C BUCOKO HMBO HA CUIYPHOCT,
KOETO € rapaHTMpaHO OT cpefaTta B KOSATO Ce Cb3faBa. TON € HadeXaHO 3aLUMUTEH M JOCTbNbT A0 HEro ce
ocurypsiea camo Ha Tutynsaps/Cb3gatens unm ynbiHOMOLLEH NPeacTaBUTEN Ha OPUONYECKOTO NNLIE.

Cb3patenat/TUtynsipat unm ynbiHOMOLLEHUST NpeacTaBuTeN Ha OPUANYECKOTO NULEe reHepupa
eNeKTPOHHa 3asiBKa 3a kBanuduumnpaHo yaoctoepeHne B PKCS#10 coopmart u s nanpaiia Ha EBpoTpbCT.
CovrnacHo npenopbkute Ha RFC 2314 - PKCS#10, ASN.1 dhopMmaThbT 3a enekTPoHHa 3asiBka CbOobpa
DN, ny6nuyeH kntod 1 gpyrn atpubyTn, Kato BCUYKM Te ca NOAMNMCAHU C YAaCTHUSI KIToM.

KoraTto ce u3BbpLuBa OTAaNe4YeHo reHepupaHe Ha ABoMkaTa KI4oBe Mpu 3asiBEHO U3aaBaHe Ha
yaoOCTOBEpeHne OT MOBWUMHOTO MpunoxeHuwe Ha EBPOTPBLCT, TO ce reHepupa B HagexaHa cpeda Ha
EBpOTpbCT, OTroBapsiLy Ha U3nckBaHuATa Ha PernameHTa 3a cpefa 3a cb3gaBaHe Ha YyCbBbPLUEHCTBAH

€J1EKTPOHEH noarunc.

Print and Edit Evrotrust Technologies Inc.. Page 41 of 64




NONUTUKA CP-
e I‘Otru St NPU NPEOOCTABSIHE HA KBANIM®ULIMPAHO YOOCTOBEPEHME 3A eI':DAS bCI'.D AES
YCBHBBPLIEHCTBAH ENEKTPOHEH MOAMNUC/MEYAT or public use

CERTIFICATE POLICY -
FOR QUALIFIED CERTIFICATION SERVICES Vlegsé‘;”zgl%“
FOR ADVANCED ELECTRONIC SIGNATURE/SEAL 09.

Regulation 910/ 2014
elDAS

6.1.1.3 [docTaBKa Ha YacTeH K4 Ha noTpebuten

Korato pBonkata Knw4oBe ce reHepupa npu EBpoTpbeT, Tutynapatr/Cb3gatensat wnu
YMbNHOMOLLUEHUAT npeacTaBuTen Ha HPUOMYECKOTO NUue noslydyaBa YacTHUS KNOY UM U30afdeHoTo
KBanuduumnpaHo ygoctoBepeHme B Pernctpmpallymsi opraH Ha OoCTaBymMKka Uin No efeKTPOHEH MbT.

HavanHuuat [lotpebutenckn u ALOMWHUCTPATMBEH KOA4 3a AOCTbM Ce MPedocCTaBAT Ha
Tutynaps/Cb3gaTtens unm Ha ynbiHOMOLLEHUS NpeacTaBuTen Ha lopuandeckoTo nuue B 3anedaTteH,
Henpo3pa4veH XapTUEH NNWK UK NO anTepPHATMBEH €NEKTPOHEH KaHan.

Korato ce u3BbplUBa OTAANEYEeHO FeHepuMpaHe Ha ABOMKaTa KINH4YoBE, YaCTHUAT KNY ce
reHepupa n CbxpaHsiBa B KpUnTupaH Bua B HagexaHa cpega Ha EBpoTpbeT. KpunTupaHeTo Ha Kknto4a e
ypes cb3gageH ot Tutynaps/Co3gatens MNNH-koa, koeTto obesneyaBa Bb3MOXHOCTTA €QUHCTBEHO TOWM

Oa Ma OOCTbM 3a akKTUBUpPaHe Ha Krko4a.

6.1.2 OOCTABKA HA NYBJIMYEH KIOY OT MOTPEBUTEN HA JOCTABYMUK

M3nbnHaBa ce eamHcTBEeHO OT Tutynap/Cb3gaten wnv ynbiHOMOLLEH NpPeAcTaBuTeNn Ha
tOPMAMYECKO NWLE, MPU KONTO Ce reHepupa ABOWNKa KMYOoBE 1 KOWTO creaBa Aa 4OoCcTaBu CBOS NyonvyeH
KMoY Ha EBPOTPBLCT 3a HyXAUTE Ha npoueca Ha n3gaBaHe Ha KBanuduunpaHo yaoCTOBEPEHNME.

Tutynapat/Cw3garenat unm ynbiHOMOLLEHUST NPeACcTaBuUTeN Ha IOPUANYECKOTO NuLe AOCTaBs,
ype3 Peructpupalymsa opraH Ha EBpOTpbCT, NyONMYHUS KNOY OT reHepupaHaTa ABOWMKa KNio4voBe, Ypes
3asBKa B enekTpoHeH copma, umito dopmat € PKCS # 10. 3asBkaTta cbabpka nyornmnyeH K4y u e
noAnucaHa enekTPoOHHO C KOPECMOHANPALLNSI YaCTEH KoY.

MoTpebuTensaT Moxe ga NPefoCTaBy €NEeKTPOHHATa 3asiBKa Ha HOCUTEN UMK MO €NEKTPOHEH MbT
B Pervctpupawims opraH, 3aegHo ¢ apyrute OKYMEHTU cbrnacHo lMonutukata Ha EBpOTPBLCT mnm yYpes
cTpaHuuaTta Ha EBpoTpbCT B MHTEPHET.

PernctpupawmsaT opraH Ha EBpOTPBLCT 3agbiHKMTENHO MNpaBu MPOBEPKA HA ObpXaHETo Ha
YyacTHuS KoY oT Tutynaps/Cb3gaTtens Unm Ha YNbHOMOLLEHUS NPeACTaBUTEN Ha OPUONYECKOTO Nuue
M NOTBBbPKAABA MCKAHETO 3a KBannUUMpaHo yaoCTOBEPEHNE.

lMoco4veHaTa npoueaypa He ce U3NbIHSBA Npu OTAANeYeHo 3asBsBaHe Ha YOOCTOBEPEHMSA Npes3

MOGMNHOTO NpUnoXxeHne Ha EBpoTpbCT.
6.1.3 OBbJDKWHA HA KITKOUOBE
[bknHaTa Ha ABOMKa KIOYOBE 33 YCbBbPLUEHCTBAH eNEKTPOHEH noanuc/nevat Ha MoTpebuTen,

reHepupaHa 4pe3 mHgpacTpyktypata Ha EBpoTpbcT e 2048 ©Outa, ¢ npunoxmma KombuHaumst Ha

acuMeTpu4Hn 1 xel anropntmu: sha256-with-RSA.
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HesaBucnmo kbae e reHepupaHa ABoKKkaTa KnioYoBe 3a M3gaBaHe Ha yOooOCToBepeHue 3a
YCbBbPLUEHCTBAH €MNEKTPOHEH nognuc/neyaT, KnoybT TpsibBa Aa e ¢ AbimknHa Han-manko 1024 6uta 3a
anroputmn RSA n DSA n 160 6uta 3a anroputmun ECDSA.

6.1.4 NAPAMETPU HA NYBJIMYEH KI1lO4

TI/ITyJ'IFlpFIT/C'b3L|,aTeJ'IFIT nnn ynbJIHOMOLWEHUAT npeacrtaBuTenn Ha HOPpUONYECKOTO Inuue Ha
KIloMOBa OBOVKa € OTroBOpPEH 3a npoBepkKkaTta Ha Ka4eCTBOTO Ha nNnapamMeTpute Ha reHepupaHuna 4acteH
kntod. Tor e AnbXeH aa nposepu CrnocobHOCTTa Ha Kntoya ga Kpuntnpa n gekpuntmpa, BKNOYNTENTHO Aa

Cb3[aBa eJIEKTPOHEH noannc n ga n3BbpLuBa npoBepkKa.

6.2 3AWUNTA HAYACTEH KITtO4 U KOHTPOJ1 HA KPUNTOINPA®CKNA MOAYN

Bceku MNoTpebuten cb3gaBa 1M CbxpaHsiBa YacTeH KoY, KaTo U3Non3Ba HagexaHa cucrtema 3a
HeroBaTa CUrypHOCT. Y[OCTOBeEpsIBAlWMSAT oOpraH reHepvpa [ABOWKa KIOYOBE NpW MOUCKBaHE OT
MoTpebutens n My rv nNpegaea B 3alMTEH BMA, KaTO o yBeAOMsiIBa 3a MpaBwuiaTta Ha CbXpaHeHue u

3auuTa Ha HeroBuA YacteH KIitou.

6.2.1 KOHTPOIJ1 HA U3MNOJNI3BAHE U CbXPAHEHUE HA YACTEH KIO4

YacTHmatr knod Ha Tutynapsa/Cbhb3gatens vMnum Ha  YNbJIHOMOLLEHMS MpeacTaBuTen  Ha
IOPMAMYECKOTO NKLIE Ce N3Non3Ba caMo B CUrypHa cpeja 3a Cb34aBaHe Ha YCbBbPLUEHCTBAH €NEeKTPOHEH
noanuc/neyar, cbrrnacHo usncksaHnata Ha PernameHT (EC) Ne 910/2014.

EBpPOTPBCT NO HMKAKbB Ha4YMH HE CbXpaHsiBa M He apxvMBupa 4acTeH kntod Ha lMoTpebuten 3a
Cb3JaBaHe Ha eNeKkTpoHeH noanuc/nedart, OCBEH B Chny4auTe Ha oTAaneyvyeHo 3asiBABaHe Ha
KBanuduumnpaHo ygoctoBepeHme npe3 MobmnnHoTo NpunoxeHne Ha EBpoTpbCT. B TO3n cnyvam 4acTHUAT
KMoY ce reHepupa 1 CbxpaHsiBa B KpUNTUMPaH BUA B HagexaHa cpefda Ha EBpoTpbeT. KpyntupaHeTto Ha
Knioda e 4pes cb3gageH oT Tutyndapsi/Cb3gatens [MMH-kog, koeTo obesneyaBa Bb3MOXHOCTTA

€OWHCTBEHO TOW a UMa AO0CTbM 3a akTUBMPAHE Ha Krtoya.

6.2.2 CBbXPAHEHME HA YACTEH KJ1O4

EBpOTp'bCT HE Cb3daBa Konunda Ha 4YaCTHUTE KIto4YOBE Ha I'IOTpe6I/ITeJ'IVITe, OCBEH B Cniy4auTe no
npeaxoaHara To4ka. I'IpM N3TpnBaHe Unn 3ary6a Ha OOCTbMN A0 YaCTHUA KITkoM, nOTp86VITeJ'IFIT Tpﬂ6Ba aa

ro nogmMmeHun n ga noucka n3gaBsaHe Ha HoBO KBaJ'II/I(bVILI,VIpaHO yaoocTtoBepeHue.
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6.2.3 METO[ 3A AKTUBUPAHE HA YACTEH KIO4

YacTHMAT KoY Ha TI/ITyJ'IFIp/C'b3D,aTeJ'I Unn Ha ynbriIHOMOLUEH npeacrtaBuTesl Ha PUMANYeCKOoTo
inde ce aktmBupa, 4pes3 BbBeXdaHe Ha I'IOTpe6I/ITeJ'ICKI/IF| KoAd 3a AOCTbM A0 MACTOTO, KbAETO 3alUUTEHO
Ce CbXpaHsaBa Kro4a unm ce nanona3sa apyr cnocob Ha I/I,D,eHTI/I(*)VIKaLI,I/IFI CbC CbLLOTO UM NO0-BUCOKO HNBO

Ha CUIypHOCT.

6.2.4 METO[ 3A OEAKTUBUPAHE HA YACTEH KItOY

YacTteH knioy Ha TVITyJ'IFIp/C'b3,D,aTeJ'I nnn Ha ynbJIHOMOLWEH npeacrtaBuTen Ha opuand4eckoTo
nnue ce geaktuempa nocpencrsomM n3TpmuBaHe Ha 4aCTHUA KoY Uinn yHUUoXaBaHe Ha cpeaarta, Kb4eTo
TON ce CbXpaHdBa. o TO3K Ha4YMH OKOHYaTENHO ce npekpatdBa Bb3MOXHOCTTA 3a AOCTbMN N N3MNor3BaHe

Ha 4YaCTHUA KITHOoM.

6.2.5 METOA 3A YHULWOXABAHE HA YACTEH KJ1lO4

YacTHUST KNtoY Ha KBanvdmuupaHo yaoctoBepeHre Ha MNoTpebuTen ce yHuLLoXxaBa NnocpeacTBOM

N3TPMBaAHETO My OT cpefaTa, KbAETO TO Ce CbXpaHsBa Unn Ype3 hrU3NYECKOTO MY YHULLIOXKABAHE.

6.3 [OPYIY ACMEKTU HA YNPABJNEHUE HA IBOMKA KIIOYOBE
6.3.1 APXUBUPAHE HA NYBJINYEH K04

My6nuyHnTe kniovoBe Ha TuTynspu/Cb3gateny uMnu Ha YMbIHOMOLLEHW NpeacTaBUTENn Ha
topuandeckuTe nuua ce CbAbpXaT B U3OafdeHuTe 3a TaX kBanuduumpaHu yaooCTOBEPEHUsi, KOUTO ca

ny6nukyBaHu B MyGnnyeH perncTbp Ha caiTa Ha EBPOTPBLCT U ce CbXpaHsiBaT BbB XpaHWUMLLE.

6.3.2 TMNEPUOA HA BANMAHOCT HA KBAIIU®ULIMPAHO YOOCTOBEPEHUE U YNOTPEBA HA
KNO4Y0BE

Mepuopa Ha ynotpeba Ha nyGnuyHM KnoyYoBe ce onpenens oT CTOMHOCTTa Ha Moneto B
YAOCTOBEPEHMNETO MY, ONMCBALLO BanuMaHOCTTa Ha NyGnuyHMs Kntod. BannmaHocTTa Ha yaoCcToBeEpeHnsTa
M CbOTBETHUTE MM YacCTHM KIOYOBE MoraT ga ObaaT CbKpaTeHW, B criyyal Ha npekpaTtsBaHe Ha

yOOCTOBEPEHUATA.
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6.4 JOAHHU 3A AKTUBUPAHE

Korato |_|0Tp66VITeJ'IFIT JINYHO MNpucouCTBa npu PGFVICTpI/IpaLLI,I/IFI opraH, JaHHUTE 3a akKTuBMpaHe Ha
YacCTeH KIoY ce n3nosfi3aBat OCHOBHO OT onepaTtop Ha PeFI/ICTpI/IpaLU,I/IFI opraH. |_|0Tp86VITeJ'IVITe nanons3sar
aBTeHTI/I(bI/IKaLI,I/IFI N KOHTPOJ Ha AOCTbIMa A0 CBOA YaCTeH KIltou.

B cnyyvyante, B KOUTO TMTyﬂﬂpﬂT/C'b&El,aTeﬂﬂT nnn ynbnHOMOLUEHUAT nNpeacrtaBuUTesnt Ha
ropmnanyecko nuue reHepupart ABOWKa KNo4oBe 3a KBaJ'II/ICbI/ILl,MpaHO yaocTtoBepeHune, Te CamMu Cb3gaBsaTt U

ynpaendaBaTt AaHHUTE 3a akTuBMpaHe.

6.4.1 TEHEPWPAHE W UHCTAJIMPAHE HA JAHHU 3A AKTUBUPAHE

[aHHM 3a akTMBMpPaAHe ce M3Mnon3BaTt Npuv NbpPBOHAYaNHO M3gaBaHe Ha yAOCTOBEPEHue, B cpeaa
3a Cb3aBaHe Ha YCbBBLPLUEHCTBAH EMNEKTPOHEH nognuc/neyaT, Npeay reHepmpaHe Ha ABOKKa KI4YoBe.

KogoBeTe 3a goctbn M 3a OebrnoknmpaHe Ha cpedata 3a Cb3[aBaHe Ha YCbBbPLUEHCTBaH
erekKTpoHeH noanuc/nedat ce npegocTtaBAT Ha Tutynapsa/Ch3gaTend wnM Ha  YMbiAHOMOLEHUS
npeacTaBuMTeN Ha PUONMYECKOTO NUUe B 3aneyaTeH, Henpo3padeH XapTWeH NIMK WU B eneKTPOHHa
dopma no anTepHaTUBEH KaHarl.

Korato ce uanonssa MobunHo npunoxeHne Ha EBpOTPBLCT, KOABLT 3a AOCTbLMN Ce reHepupa OT
Tutynaps/Cb3gatens. KogbT He ce CbxpaHsiBa OT EBPOTPBCT M € AOCTbNEH 3a paboTa OT noTpebuTtens
caMO [oKaTO € aKTUBMpaHO MOOWUNHOTO npunoxeHuve. 3a Bb3CTAHOBABaHE Ha MNEpPCOHarnHus KOoA,
Tutynapat/Cb3gatenat cb3faBa cneuumarneH KpUnTOKIY, KOUTO ce reHepupa OT OTFOBOPY Ha TPy TalHU
BbNpoOCa, 3agafeHn oT NoTpedunTens KbM MOMEHTa Ha perncTpaumsita My npe3 MoGMITHOTO NPUITOXKEHNE.

OTroBopuTe Ha BbNPOCUTE He ce NassT oT EBpoTpbCT.

6.4.2 3AWLUTA HA OAHHU 3A AKTUBUPAHE

TuTynapat/Cb3gatenaT WM yNmbAHOMOLLEHUST NPEeACTaBUTEN Ha OPUAMYECKOTO NWLE €
3ab/MKEH Aa CbXpaHsiBa 1 Na3u OT KOMNPOMETUPaHe KoJoBeTe 3a AOCTbI A0 cpeaaTta 3a Cb3aaBaHe Ha
YCbBbPLUEHCTBAH €NEKTPOHEH noanuc/neyar.

EBpOTpbCT nNpenopbyBa AaHHWTE 3a akTUBMpaHE Ha cpefaTta HUKOora Ja He Ce CbXpaHsiBaT B

camarta cpeaa.

6.5 CUIYPHOCT HA KOMNIOTBLPHUTE CUCTEMMU

EBpOTPBLCT M3M0N3Ba €AMHCTBEHO HAAEXAEH M CUrYpeH Xapayep M codTyep, KOMTO ca YyacT oT

KOMMTbPHaTa cMcTemMa Ha EBpoTpbCT.
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NONUTUKA CP-
e I‘Otru St NPU NPEOOCTABSIHE HA KBANIM®ULIMPAHO YOOCTOBEPEHME 3A eI':DAS bCI'.D AES
YCBHBBPLIEHCTBAH ENEKTPOHEH MOAMNUC/MEYAT or public use

CERTIFICATE POLICY -
FOR QUALIFIED CERTIFICATION SERVICES Vlegsé‘;”zgl%“
FOR ADVANCED ELECTRONIC SIGNATURE/SEAL 09.

Regulation 910/ 2014
elDAS

KoMMNoTbpHUTE CUCTEMU, Ha KOUTO paboTAT BCUYKU KPUTUYHM KOMMOHEHTU OT UH(ppacTpyKTypaTa
Ha EBpoTpbCT, ca 060opyaBaHn U KOHGUIypupaHu CbC CpeacTBa 3a fokanHa 3aluta Ha gocTbha go
codpTyepa 1 MHPOPMaLMOHHUTE AaHHW.

EBpoTpbCT M3nonasa npoueaypu 3a ynpasreHne Ha MHOpMaLMOHHaTa CUIypHOCT Ha udnara

NHMPACTPYKTypa Ha EBPOTPBCT B CLOTBETCTBUE C 06LLONPMETN B MEXAYHApOoAHaTa NpakTuka CTaHaapTy.

6.6 CUIYPHOCT HA XU3HEHUA LIUKDBIJ1 HA TEXHOJNOT’MYHATA CUCTEMA

Bcuukn xapayepHu npomeHu ce HabnwogaBaT M peructpupart OT OTOpM3MpaHU CIYXUTENU Ha
EBpoTtpbeT. Mpu 3akynyBaHe Ha HOBO TexHWYEcko obopyaBaHe, TO ce AOCTaBs C Heobxoaumute
npoLeaypu 3a ekcrnnoaTaums U MHCTPYKLUMK 3a Non3BaHe.

OcblecTBsiBa ce Haa3op Ha PyHKUMOHANHOCTTa Ha TeXHONorMyHaTa cucTeMa v ce rapaHTupa, ye

T4 beHKLl,I/IOHI/Ipa npaBuJiHO 1 B CbOTBETCTBUE C JOCTaBeHaTa Nnpon3BoaCcTBeHa KOHd)I/IpraLl,I/IFI.

6.7 MPEXOBA CUT'YPHOCT

B nHdpacTpykTypaTa Ha EBpOTPBLCT ce M3nons3BaT CbBPEMEHHM TEXHUYECKN CpeacTBa 3a OOMeH
N 3awmTa Ha nHdopmMauusd, 3a Aa ce rapaHTupa MpexoBaTa CUTYPHOCT Ha cUCTEMUTE CpeLly BbHLLHK

MHTEpBEHUMN N 3aniaxun.

7 npoounnn HA KBAJIMGUUWMPAHU YOOCTOBEPEHMA 3A YCBHBBLPWEHCTBAHU
ENEKTPOHHU NOAMUCUINEYATH

Mpodhunute Ha noTpebuTenckute KeanuduumpaHu yaooCTOBEPEHUA OTroBapAT Ha ¢hopmara,
onucaH B ctangapT ITU-T X.509 v.3. YgoctoBepeHue ot Tun X.509 v.3 npeacraensiea Habop OT AaHHM,
ype3 KOWTO €AHO3HA4yHO Ce YAOCTOBepsiBa MPUHALMEXHOCT Ha MNyOnuyHMA KMd KbM aBTopa Ha

YCbBbPLUEHCTBAHUS €NEKTPOHEH noanuc/neyar.

7.1 NPO®UN HA KBAITUPULIMPAHO YO OCTOBEPEHUE 3A YCBbBbBPLUEHCTBAH
ENEKTPOHEH noanuc HA ®U3NYECKO JTULE (,,EVROTRUST QUALIFIED NATURAL
PERSON CERTIFICATE FOR AES®):

Version V3
Serial number [cepneH Homep]
Signature SHA256RSA
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NOJINTUKA elDAS-CP-AES

e I‘Otl‘u St NPU NPEOOCTABSIHE HA KBANIM®ULIMPAHO YOOCTOBEPEHME 3A - i
YCBHBBPLIEHCTBAH ENEKTPOHEH MOAMNUC/MEYAT or public use

CERTIFICATE POLICY

Regulation 910/2014 FOR QUALIFIED CERTIFICATION SERVICES version ~ 2.4
elDAS FOR AD\?ANCED ELECTRONIC SIGNATURE/SEAL 19.09.2018
Algorithm
CN= | Evrotrust RSA Operational CA
Issuer OuU= | Qualified Operational CA
O= Evrotrust Technologies JSC
organizationldentifier (2.5.4.97)= NTRBG-203397356
C= BG
Valid from [HavanHa gaTa 1 yac no UTC Ha BanvMaHOCT Ha y4OCTOBEPEHMETO]
Validit to [kpanHa gaTta u Yac no UTC Ha BanngHOCT Ha yOOCTOBEPEHUETO]
C= | Ovpxaea: [1ByOykBeH Ko Ha OobpxaBaTa cnopep ISO
(countryName) | 3166
O6wnyaiiHo nme: N36paHo OT PM3NYECKOTO NULE UME,
CN= | c koeTo To obunyariHo ce npeacTtaeda. Korato He e
(commonName) | n3bpaHo, ce BN1cBa MbSIHOTO UME Ha PU3NYECKOTO
nuue.
G= | CobcTBeHO nme: Mime Ha dounsmyeckoTo nuue cnopes
(givenName) | AOKYMEHT 3a caMonu4HOCT
S= | damunHo ume: Pamunms Ha PU3NYECKOTO NULE cnopes
(surname) = OOKYMEHT 3@ CaMOJSIUYHOCT
nnun
Subject 2.5.4.65=
McesaoHum: MNceBaoHMM, n3bpaH oT prUsnN4eckoTo nuue
(pseudonym)
MaoeHTndumkatop Ha dmsudeckoto nuue (ETSI EN 319
412-1 1.5.1.3), Hanpumep:
- PNOBG-8310257645 3a EIH;
- PASSBG-12345678 3a HoMep Ha nacnopr;
- IDCBG-195416023 3a HOMep Ha NU4YHa KapTa;
SERIALNUMBER=
. - TINBG-123434341 3a 4C Homep.
(serialNumber) AAC Homep
AKO NnMLETO He XXenae fa ce BNMCBa HauNoHanHmaT
MYy naeHTudmkaTop, ce BN1CBa KITMEHTCKN HOMEP,
reHepupar OT AOCTaB4ukKa, C uen ngeHtnduumpaHe
Ha PM3N4EeCKOTO NuLe Npu Heo6xoanMocCT.
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e\ﬁ’otrust

NOJINTUKA
NPU NPEAOCTABAHE HA KBAJTIM®ULIMPAHO YOOCTOBEPEHME 3A
YCBbBBPLWEHCTBAH ENEKTPOHEH NOAMUC/NEYAT

elDAS-CP-AES
For public use

CERTIFICATE POLICY

Regulation 910/2014 FOR QUALIFIED CERTIFICATION SERVICES version —2.4
elDAS FOR ADVANCED ELECTRONIC SIGNATURE/SEAL 19.09.2018
Oi= HanmeHoBaHue Ha opugmnyecko nuvue: lNbunHo
(organizationName) HaVMeHOBaHWETO NO perncTpauus Unn akT Ha
BMMCBaHe Ha PUANYECKOTO Nuue, C KOeTo
d13MYecKoTo NuLEe e acoumnmpaHo.
NpeHTndukaTop Ha topugudecko nuue (ETSIEN 319
412-1 1.5.1.4), Hanpumep:
- VARBG-123456789 — 0AC;
2.5.4.97 =
o n - NTRBG-123456789 - EUK (BYJICTAT).
(organizationldentifier)
Bnncea ce HaunoHanHus ngeHTudmkaTop cnopeq
MECTHOTO 3aKOHOLATENCTBO Ha IOpUANYECKOTO Nnue,
C KOeTO (PM3NYECKOTO NnLE € acoummpaHo.
E= Mo o
_ Melnn agpec Ha U3NYeCcKoTo nmue
(e-mailAddress)
Public Key _
RSA (2048 Bits)
Type/Length
Subject Key

|dentifier

[M3uncneHa cToHOCT 3a M34aaeHoTo yaAoCToBepeHe]

Authority Key

Identifier

CRL Distribution

Points

Authority

Information Access

Key ID=7F:3E:64:59:85:2B:DD:23:29:C2:01:E7:CB:C3:69:C0:87:93:2B:08

1]CRL Distribution Point
Distribution Point Name:
Full Name:

URL=http://ca.evrotrust.com/crl/EvrotrustRSAOperational CA.crl

[1]Authority Info Access
Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.evrotrust.com/aia/EvrotrustRSAOperational CA.crt
[2]Authority Info Access
Access Method=0On-line Certificate Status Protocol (1.3.6.1.5.5.7.48.1)
Alternative Name:

URL=http://ca.evrotrust.com/ocsp

Enhanced Key

Client Authentication (1.3.6.1.5.5.7.3.2)
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NPU NPEAOCTABAHE HA KBAJTIM®ULIMPAHO YOOCTOBEPEHME 3A
YCBbBBPLWEHCTBAH ENEKTPOHEH NOAMUC/NEYAT

NOJINTUKA elDAS-CP-AES

For public use

Regulation 910/ 2014
elDAS

CERTIFICATE POLICY
FOR QUALIFIED CERTIFICATION SERVICES
FOR ADVANCED ELECTRONIC SIGNATURE/SEAL

Version — 2.4
19.09.2018

Usage

Secure Email (1.3.6.1.5.5.7.3.4)

Certificate Policies

[1]Certificate Policy:

Policy Identifier=0.4.0.194112.1.0

[2]Certificate Policy:

Policy Identifier=0.4.0.1456.1.2

[3]Certificate Policy:

Policy Identifier=1.3.6.1.4.1.47272.2.7

[3,1]Policy Qualifier Info:

Policy Qualifier Id=CPS

Quialifier:

http://www.evrotrust.com/cps

Key Usage (critical) Non-repudiation (Bit 1), Digital Signature (Bit 0), Key Encipherment (Bit 2)

id-gcs-pkixQCSyntax-v2i
(0id=1.3.6.1.5.5.7.11.2)

id-etsi-qcs-semanticsid-Natural (0id=0.4.0.194121.1.1)
id-etsi-qcs-Semanticsld-Legal (0id=0.4.0.194121.1.2)

id-etsi-qcs-QcCompliance
(0id=0.4.0.1862.1.1)

QCStatements

id-etsi-gcs-QcLimitValue'
(0.4.0.1862.1.2)

[Cyma B BGN unu EUR]

id-etsi-qcs-QcType
(0id=0.4.0.1862.1.6)

id-etsi-qct-esign (0id=0.4.0.1862.1.6.1)

id-etsi-qcs-QcPDS
(0id=0.4.0.1862.1.5)

PdsLocations

PdsLocation=https://www.evrotrust.com/pds/pds_en.pdf
language=en

7.2 NPO®UN HA KBAITMPULIMPAHO YOOCTOBEPEHUE 3A YCBbBbHPLUEHCTBAH
ENEKTPOHEH NEYAT HA OPMOUYECKO JIULE (,,EVROTRUST QUALIFIED LEGAL
PERSON CERTIFICATE FOR AESEAL*):

Version

Serial number

V3

[cepueH Homep]

Signature
_ SHA256RSA
Algorithm
CN= | Evrotrust RSA Operational CA
Issuer OU= Qualified Operational CA
O= Evrotrust Technologies JSC
organizationldentifier (2.5.4.97)= NTRBG-203397356
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NOJINTUKA
NPU NPEAOCTABAHE HA KBAJTIM®ULIMPAHO YOOCTOBEPEHME 3A
YCBbBBPLWEHCTBAH ENEKTPOHEH NOAMUC/NEYAT

elDAS-CP-AES
For public use

CERTIFICATE POLICY

Regulation 910/2014 FOR QUALIFIED CERTIFICATION SERVICES Version —2.4
elDAS FOR ADVANCED ELECTRONIC SIGNATURE/SEAL 19.09.2018
C= BG
Valid from [HavanHa gaTta u Yac no UTC Ha BanngHOCT Ha yOOCTOBEPEHMETO]
Validit to [kparHa gaTa n yac no UTC Ha BannaHOCT Ha YAOCTOBEPEHNETO]
C= | Ovpxaea: [1ByOykBeH Ko Ha gbpxaBaTa cnopep ISO
(countryName) | 3166
CN= | HaumeHoBaHne Ha 1opnan4eckoTo
(commonName) | nuue/opraHmsaumsita
HanmeHoBaHWe Ha 1opnanyeckoTo
O= | nuue/opranunsauyusTa: NbAHO HAMMEHOBAHNETO MO
(organizationName) | perucTpaums Unv akT Ha BMMCBaHe Ha OPUANYECKOTO
Subject fiate.
UpeHTudukatop Ha topuanyecko nuue (ETSI EN 319
412-1 1.5.1.4), Hanpumep:
2.5.4.97= | - VARBG-123456789 (04C);
(organizationldentifier) | - NTRBG-123456789 (EVK (BYJICTAT) ).
Bnucea ce HauMoHanHUsa naeHTUdUKaTop cnopea
MECTHOTO 3aKOHOAATENICTBO Ha IOPUANYECKOTO NMLe.
E= Ve
. Menn agpec Ha IpUAMYECKOTO Nuue
(e-mailAddress)
Public Key )
RSA (2048 Bits)
Type/Length
Subject Key .
- [M3uncneHna cTOMHOCT 3a M3gageHoTo YaAOCTOBEPEHNE]
Identifier

Authority Key

Identifier

CRL Distribution

Points

Key ID=7F:3E:64:59:85:2B:DD:23:29:C2:01:E7:CB:C3:69:C0:87:93:2B:08

1]CRL Distribution Point
Distribution Point Name:
Full Name:

URL=http://ca.evrotrust.com/crl/EvrotrustRSAOperationalCA.crl
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NONUTUKA CP-
e I‘Otru St NPU NPEOOCTABSIHE HA KBANIM®ULIMPAHO YOOCTOBEPEHME 3A eI':DAS bCI'.D AES
YCBHBBPLIEHCTBAH ENEKTPOHEH MOAMNUC/MEYAT or public use

CERTIFICATE POLICY

Regulation 910/2014 FOR QUALIFIED CERTIFICATION SERVICES version —2.4
elDAS FOR ADVANCED ELECTRONIC SIGNATURE/SEAL 19.09.2018
1]Authority Info Access
Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Authority Alternative Name:
Information Access URL=http://ca.evrotrust.com/aia/EvrotrustRSAOperational CA.crt

[2]Authority Info Access
Access Method=On-line Certificate Status Protocol (1.3.6.1.5.5.7.48.1)
Alternative Name:

URL=http://ca.evrotrust.com/ocsp

Enhanced Key _ o
Client Authentication (1.3.6.1.5.5.7.3.2)

Usage
Secure Email (1.3.6.1.5.5.7.3.4)
[1]Certificate Policy:
Policy Identifier=0.4.0.194112.1.1
[2]Certificate Policy:
Certificate Policies Policy Identifier=1.3.6.1.4.1.47272.2.8

[2,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:

http://www.evrotrust.com/cps

Key Usage (critical) Non-repudiation (Bit 1), Digital Signature (Bit 0), Key Encipherment (Bit 2)

id-gcs-pkixQCSyntax-v2 id-etsi-qcs-Semanticsld-Legal (0id=0.4.0.194121.1.2)
(0id=1.3.6.1.5.5.7.11.2)

id-etsi-qcs-QcCompliance
(0id=0.4.0.1862.1.1)

id-etsi-qcs-QcLimitValue | [Cyma B BGN vnu EUR]

QCStatements* (0.4.0.1862.1.2)
id-etsi-qcs-QcType id-etsi-qct-eseal (0id=0.4.0.1862.1.6.2)
(0id=0.4.0.1862.1.6)
id-etsi-qcs-QcPDS PdsLocations

(0id=0.4.0.1862.1.5)
PdsLocation=https://www.evrotrust.com/pds/pds_en.pdf
language=en
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NONUTUKA CP-
e I‘Otl‘u St NPU NPEOOCTABSIHE HA KBANIM®ULIMPAHO YOOCTOBEPEHME 3A eI':DAS bCI'.D AES
YCBHBBPLIEHCTBAH ENEKTPOHEH MOAMNUC/MEYAT or public use

CERTIFICATE POLICY -
FOR QUALIFIED CERTIFICATION SERVICES V‘laésc')gnzalzs;d'
FOR ADVANCED ELECTRONIC SIGNATURE/SEAL 09.

Regulation 910/ 2014
elDAS

7.3 MNMPO®UIT HA KBAJTIMGULIMPAHO YOOCTOBEPEHME MO PSD2 3A YCBHbBBPLUEHCTBAH
ENNEKTPOHEH NEYAT HA OPUOUYECKO JIUMLE (,EVROTRUST QUALIFIED PSD2 LEGAL
PERSON CERTIFICATE FOR AESEAL"):

YpooctoBepeHMeTo Cce  wm3gaBa  3a  LUenMTe  Ha  YAOCTOBEpsiIBaHETO Ha  HOPUOUYECKO
nuue/opraHunsaums, cebp3aHa ¢ [loctaBunk Ha nnatexHu yenyrn (PSP) cnopen PSD2. Mma xapakTepa Ha
KBanmduumpaHo yoocTOBEPEHNE 3a YCbBbPLUEHCTBAH €MEKTPOHEH neyaTt no cMucbna Ha PernameHt
(EC) Ne 910/2014 n ce n3nonsea 3a eNeKTPOHHO NOAMUCBaHE Ha OOKYMEHTWU/OaHHWU 3a U3NbJIHEHUE Ha

n3mncksaHuaTa no PSD2.

Version V3
Serial number [cepneH Homep]
Signature
_ SHA256RSA
Algorithm
CN= | Evrotrust RSA Operational CA
Issuer OuU= | Qualified Operational CA

O= Evrotrust Technologies JSC

organizationldentifier (2.5.4.97)= NTRBG-203397356

C= BG
Valid from [HavanHa gaTta u Yac no UTC Ha BanngHOCT Ha yOOCTOBEPEHMETO]
Validit to [kparHa gaTa n yac no UTC Ha BanMaHOCT Ha YAOCTOBEPEHMETO]

C= | Ovpxasa: [1ByOykBeH Ko Ha gbpxkaBaTa cnopep ISO

(countryName) | 3166

CN= | HaumeHoBaHue Ha lopuany4ecKoTo

(commonName) | nuue/opraHmsaumsita
Subject

HanmeHoBaHWe Ha IOPUANYECKOTO
O= | nuue/opranusauusaTa: NbAHO HAMMEHOBAHNETO MO
(organizationName) | perucTpaums Unv akT Ha BMMcBaHe Ha opUANYECKOTO

nuue.
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MOJIUTUKA elDAS-CP-AES
I‘Otl‘u St NPU NPEAOCTABSIHE HA KBANU®ULUPAHO YOOCTOBEPEHUE 3A For public use
& YCBHBBPLIEHCTBAH ENEKTPOHEH MOAMNUC/NEYAT P
. CERTIFICATE POLICY .
Reg“'at'?g Agéo /2014 FOR QUALIFIED CERTIFICATION SERVICES Veésc')gnza 28;4
€ FOR ADVANCED ELECTRONIC SIGNATURE/SEAL 19.09.201
WpeHTudumkaTop Ha topugudecko nuue (ETSI TS
119 495 1.5.2.1), Hanpumep:
2.5.4.97=
o N - PSDES-BDE-3DFD21 (PSD 2).
(organizationldentifier)
Bnucea ce HaunoHanHusa naeHTudukaTop cnopes
MECTHOTO 3aKOHOLATENCTBO Ha IOPUONYECKOTO nnue.
E= .
_ Wmenn agpec Ha 1opuan4eckoTo nuue
(e-mailAddress)
Public Key _
RSA (2048 Bits)
Type/Length
Subject Key

Identifier

[M3uncneHa cToMHOCT 3a M34aaeHoTo YA0CTOBEepeHne]

Authority Key
Identifier

Key ID=7F:3E:64:59:85:2B:DD:23:29:C2:01:E7:CB:C3:69:C0:87:93:2B:08

CRL Distribution

1]CRL Distribution Point

Distribution Point Name:

Points
Full Name:
URL=http://ca.evrotrust.com/crl/EvrotrustRSAOperationalCA.crl
1]Authority Info Access
Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Authority Alternative Name:

Information Access

Enhanced Key

Usage

URL=http://ca.evrotrust.com/aia/EvrotrustRSAOperationalCA.crt
[2]Authority Info Access
Access Method=0On-line Certificate Status Protocol (1.3.6.1.5.5.7.48.1)
Alternative Name:

URL=http://ca.evrotrust.com/ocsp

Client Authentication (1.3.6.1.5.5.7.3.2)
Secure Email (1.3.6.1.5.5.7.3.4)

Certificate Policies

[1]Certificate Policy:
Policy Identifier=0.4.0.194112.1.1
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NPU NPEAOCTABAHE HA KBAJTIM®ULIMPAHO YOOCTOBEPEHME 3A
YCBbBBPLWEHCTBAH ENEKTPOHEH NOAMUC/NEYAT

NOJINTUKA elDAS-CP-AES

For public use

Regulation 910/ 2014
elDAS

CERTIFICATE POLICY
FOR QUALIFIED CERTIFICATION SERVICES
FOR ADVANCED ELECTRONIC SIGNATURE/SEAL

Version — 2.4
19.09.2018

[2]Certificate Policy:

Policy Identifier=1.3.6.1.4.1.47272.2.8.1

[2,1]Policy Qualifier Info:

Policy Qualifier Id=CPS

Qualifier:

http://www.evrotrust.com/cps

Key Usage (critical) | Non-repudiation (Bit 1), Digital Signature (Bit 0), Key Encipherment (Bit 2)

QCStatements

id-gcs-pkixQCSyntax-v2
(0id=1.3.6.1.5.5.7.11.2)

id-etsi-qcs-Semanticsld-Legal (0id=0.4.0.194121.1.2)

id-etsi-qcs-QcCompliance
(0id=0.4.0.1862.1.1)

id-etsi-qcs-QcType
(0id=0.4.0.1862.1.6)

id-etsi-qct-eseal (0id=0.4.0.1862.1.6.2)

id-etsi-qcs-QcPDS
(0id=0.4.0.1862.1.5)

PdsLocations

PdsLocation=https://www.evrotrust.com/pds/pds_en.pdf
language=en

id-etsi-psd2-qcStatement
(0id=0.4.0.19495.2)

rolesOfPSP
roleOfPspOid = 0.4.0.19495.1.1/2/3/4
roleOfPspName = PSP_AS/PSP_PI/PSP_AI/PSP_IC
nCAName= Full name of the NCA
nCAld= NCA abbreviated unique identifier

7.4 TNMPO®UIN HA KBAJIMOULUIMPAHO YOOCTOBEPEHUE 3A CbPBBP (,EVROTRUST SERVER

CERTIFICATE®):

KBanudpuumpaHoTo yOOCTOBEPEHME 33 CbpBbp Ce M3gaBa MNpU CblUMTE YCrOBWUS,

KaKTO

KBaNMMULMPAHOTO YAOCTOBEPEHME 3a YCHBBPLUEHCTBAH €NIEKTPOHEH NeyaT Ha pUaNYeCcKo Nuue, HO ce

pasnu4aBa no Buaa u obema Ha yAooCToBEpPEHUTE B HEFrO0 OaHHU. MsnonsBea ce 3a yAOCTOBEpPABaAHE Ha

aBTEHTUYHOCTTA Ha UM(POBUTE aKTMBM OT TUM ,CbpBbP“ Ha topuaudecko nuue. Manonsea ce 3a

I/I,El,eHTI/Id)I/IKaLl,I/Iﬂ n nognnceaHe Ha gaHHW OT UMETO Ha CbpPBbP, KONTO € noa KOHTpOJ1a Ha opnan4eckoTo

nuiue.

Version

V3

Serial number

[cepuneH Homep]

Signature
_ SHA256RSA
Algorithm
CN= | Evrotrust RSA Operational CA
Issuer OU= Qualified Operational CA
O= Evrotrust Technologies JSC
organizationldentifier (2.5.4.97)= NTRBG-203397356
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NPU NPEAOCTABAHE HA KBAJTIM®ULIMPAHO YOOCTOBEPEHME 3A
YCBbBBPLWEHCTBAH ENEKTPOHEH NOAMUC/NEYAT

NOJINTUKA elDAS-CP-AES

For public use

Regulation 910/ 2014
elDAS

FOR QUALIFIED CERTIFICATION SERVICES
FOR ADVANCED ELECTRONIC SIGNATURE/SEAL

CERTIFICATE POLICY Version — 2.4

19.09.2018

Valid from

C= BG

[HavanHa gaTta u Yac no UTC Ha BanugHOCT Ha y4OCTOBEPEHMETO]

Validit to

[kparHa gaTa n yac no UTC Ha BannaHOCT Ha YAOCTOBEPEHNETO]

C=

(countryName)

Obpxasa: [1BybykBeH koA Ha Abpxasata cnopeg ISO
3166

CN=

(commonName)

HanmeHoBaHue Ha CbpBbpa Ha pnan4eckoTo

nuue/opraHusauusnTa

Subject

O=
(organizationName)

HanmeHoBaHWe Ha ropnanyeckoTo

J'IVILI,e/OpFaHI/I3aL|,I/I$|Ta

2.5.4.97=

(organizationldentifier)

MaoenTudumkatop Ha topuanyecko nuue (ETSI EN 319
412-1 1.5.1.4), Hanpumep:

- VARBG-123456789 — 0AC;

- NTRBG-123456789 - EVK (BYJICTAT).

Bnucea ce HaumoHanHusa ngeHTudukaTop cnopes
MeCTHOTO 3aKOHOAATENCTBO Ha PMANYECKOTO Nnue,

C KOeTo U3NYECKOTO NLIE € acoLUmMpaHo.

L=
(Locality)

HaceneHo mMAacTo, KbaeTo e pa3nofioXXeH CbpBbpa Ha

IOPMONYECKOTO NnLe

Public Key
Type/Length

RSA (2048 Bits)

Subject Key

Identifier

[M3uncneHa CTOMHOCT 3a U3gafeHoTOo yaoCToOBEPEHNE]

Authority Key

Identifier

CRL Distribution

Points

Key ID=7F:3E.64:59:85:2B:DD:23:29:C2:01:E7:CB:C3:69:C0:87:93:2B:08

[1]CRL Distribution Point

Distribution Point Name:

Full Name:

URL=http://ca.evrotrust.com/crl/EvrotrustRSAOperationalCA.crl
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NPU NPEOOCTABSIHE HA KBANTM®ULMPAHO YAOCTOBEPEHME 3A r bi
YCBbBBPLUEHCTBAH ENIEKTPOHEH MOAMNMUC/MEYAT or public use

NOJINTUKA elDAS-CP-AES

CERTIFICATE POLICY

Regulation 910/ 2014 Version — 2.4
FOR QUALIFIED CERTIFICATION SERVICES
elDAS FOR ADVANCED ELECTRONIC SIGNATURE/SEAL 19.09.2018
[1] Authority Info Access
Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Authority Alternative Name:

Information Access

URL=http://ca.evrotrust.com/aia/EvrotrustRSAOperationalCA.crt

[2] Authority Info Access

Access Method=On-line Certificate Status Protocol (1.3.6.1.5.5.7.48.1)

Alternative Name:

URL=http://ca.evrotrust.com/ocsp

Enhanced Key

Usage

Subiject Alternative

Name

Certificate Policies

Secure Email (1.3.6.1.5.5.7.3.4)
Server Authentication (1.3.6.1.5.5.7.3.1)
Client Authentication (1.3.6.1.5.5.7.3.2)

DNS Name=[ JomeliH nme nnu IP]

[1]Certificate Policy:

Policy Identifier=1.3.6.1.4.1.47272.2.6

[1,1]Policy Qualifier Info:

Policy Qualifier Id=CPS

Quialifier:

http://www.evrotrust.com/cps

[2]Certificate Policy:

Policy Identifier=0.4.0.194112.1.4

[3]Certificate Policy:

Policy Identifier=0.4.0.2042.1.7

Key Usage (critical)

QCStatements

Digital Signature (Bit 0), Key Encipherment (Bit 2)

id-qcs-pkixQCSyntax-v2
(0id=1.3.6.1.5.5.7.11.2)

id-etsi-gcs-Semanticsld-Legal (0id=0.4.0.194121.1.2)

id-etsi-qcs-QcCompliance
(0id=0.4.0.1862.1.1)

id-etsi-gcs-QcLimitValue'
(0.4.0.1862.1.2)

[Cyma B BGN nnun EUR]

id-etsi-qcs-QcType
(0id=0.4.0.1862.1.6)

id-etsi-qct-eseal (0id=0.4.0.1862.1.6.2)

id-etsi-qcs-QcPDS
(0id=0.4.0.1862.1.5)

PdsLocations

PdsLocation=https://www.evrotrust.com/pds/pds_en.pdf
language=en
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8 TMPOBEPKA U KOHTPOJ1 HA OEMHOCTTA HA JOCTABYMKA

MpoBepkute (oguTute), u3BbpwBaHM B EBpOTPBLCT ce oOTHacAT [o obpaboTkata Ha
WHOPMaLIMOHHUTE AaHHU 1 yNpaBneHne Ha KniovyoBuTe npoueaypu.

EBpPOTPBCT eXerogHo M3BbpLLBA HAN-Manko e4vH BbTPELLEH OaunT.

EBpoTpbCT € 06eKT Ha oguT Hanl-Manko BeOHbX Ha 24 meceua oT OpraH 3a OueHsiBaHe Ha
cboTBeTcTBMETO. Llenta Ha oguTta € pga ce notBbpau, Ye [locTtaBumka Ha KBanvduumpaHu
yOOCTOBEPUTENHU YCIYyrM M NpefocTtaBsaHUTE OT Hero KeanuduumpaHm yaoocTOBEPUTENHM YCNyru

OTroBapAT Ha u3nckeaHuATa, nocodeHu B PernameHTt (EC) Ne 910/2014.

8.1 [QOEWCTBUA, NPEANPUETU B PE3YNTAT HA U3BBLPLUEH OOUT

[loknaguTe oT BbTPELUHM U BLHLUHW OOUTK ce npeaaBaTt Ha EBpoTpbCT.

Hoknagbt ot OpraHa 3a oueHsiBaHe Ha CbOTBETCTBMETO ce npegaBa Ha OpraHa Mo Haas3op B
pamkuTe Ha 3 (Tpu) AHW cned BpbYBaHETO My Ha PbKOBOACTBOTO Ha EBpoTpbceT. OpraHa no Hagsop,
pasrnexaa Aoknaga v pellasa anv ga octaBu Unu BaeMe kBanuduumpaHus ctaTtyT Ha EBpoTpbCT.

Bb3 ocHOBa Ha HanpaBeHWTE OLEHKM OT [okNnaga, pbkoBOACTBOTO Ha EBpoTpbeT Habensisea
MEpPKM 1 CPOKOBE 3a OTCTpaHsIBAaHE Ha KOHCTaTUpPaHWUTE NPOMNYCKM U HECLOTBETCTBUSI.

MepcoHanbT Ha EBpOTpBLCT npeanprvema KOHKPETHUM OEWCTBMS 3a TSIXHOTO OTCTpaHsiBaHe B

noco4yeHnTe CpoKoBe.

9 APYIr' BU3HEC U NPABHU BBIMNPOCH
9.1 LUEHWU WU TAKCHU

EBpoTpbCcT noaabpka nOokymeHT LleHoBa Tapuda 3a nNpefocTaBsiHU  YAOCTOBEPUTENHW,
MHOPMALIMOHHK, KpUNTOrpaddCkM WM  KOHCYNTaHTCKM yCryrM Ha cTpaHuMuata cu B UHTEpHET:

https://www.evrotrust.com/blanki/tarifa.pdf.

9.1.1 BPBWAHE HAYOOCTOBEPEHUE U Bb3CTAHOBABAHE HA INMJIALLAHE

Tutynap/Cb3gaten unu ynbiHOMOLWEH NpeacTaBUTEN Ha IOPUAMYECKO NULIE MOXE [Aa Bb3pasu
OTHOCHO HETOYHOCT MITN HEMbITHOTA B CbAbPXKaHWETO Ha M3gadeHo KBanuUUMpPaHO yOOCTOBEPEHUE B
3-OHeBEH cpok crnef nybnvkysaHeTo My B [y6nMYHUSt perncTbp.

AKO NpUYMHa 3a HEBSIPHOTO CbAbpXKaHME Ha KBanNMUUMpaHoO yaocToBepeHue e B Pernctpupaly
opraH, EBpoTpbCT npekpaTtsiBa y4OCTOBEPEHMETO M M34aBa HOBO C BSIPHO CbAbpXKaHMe 3a CBOS CMeTKa

nnn Bb3CTaHOBABA HanpaBeHOTO nallaHe 3a OTMEHEHOTO yAOCTOBEPEHMNE C HEBAPHO CbAbpXKaHKe.
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AKO NpuyYMHa 3a HEBSIPHOTO CbAbpXKaHMe Ha KBanuUUMpaHO YLOCTOBEPEHME € MO BMHA Ha
Tutynaps/Cb3gatens unu Ha YNbAHOMOLWLEHUS nNpeacTaBuTeNn Ha topuanydecko nuue, EBpoTpbCcT
npekpaTsiBa yqoCTOBEPEHMETO N HE Bb3CTaHOBSIBA HanpaBeHOTO nnawaHe. EBpoTpbCT MOXe aa nsgaae
HOBO C BAPHO CbAbpXXaHue 3a cMeTka Ha [oTpebutens.

MoTpebutenat Moxe pn[a oOTKaxe Wu3gageHo kKeanuduumpaHO YOOCTOBEPEHME C  BSAPHO
CbabpXKaHve, koeTo EBpOTPBLCT e npekpaTtn He3abasHo, 6e3 Aa Bb3CTaHOBM HaNpaBeHOTO NnallaHe 3a

OTMEHEHOTO yAoCTOBEpEHNE.

9.2 ®UHAHCOBU OTTrOBOPHOCTH

EBpOTPBLCT € OTroBOpeH 3a NpedoCTaBsHUTE YyOOCTOBEPUTENHW ycnyru npeg notpebutenute,
KOUTO pasumTaT Ha YAOCToBepsiBaHMATA.

EBpOTpBbCT OTroBaps, ako BpeguTe ca Nno Herosa BMHA MMM MO BMHA Ha nvuaTta, Ha KOUTO TOW e
Bb3M0Xun pabora.

Ako EBpOTpBLCT MOTBLPAM M MpUemMe, 4e ca HacTbnunu Bpean, TOW Ce aHraxupa ga nnatu

obesBpenarta. MakcumanHara rpaHvLa Ha nnaiaHe He MoXe [a HadBuLaBa pa3Mepa Ha BpeauTe.

9.2.1 3ACTPAXOBKA HA JEMHOCTTA

EBpOTp'bCT CKIo4Ba 3abJDKUTENTHa 3aCTpaxoBKa Ha AEenHOCTTa Cn KaTo perncrtpupaH [ocTaBunk

Ha KBanMuLUMpaHn y4OCTOBEPUTENHN YCIyTn.

9.3 HENPUKOCHOBEHOCT HA JINYHUTE AAHHU

EBpOTPBCT € perncrpmpaH Kato agMUHUCTPATOP Ha NIMYHM AaHHM MO pefa Ha 3akoHa 3a 3awumTa
Ha NNYHU JAHHW.

B kauectBoTO Ccn Ha AOMMHMCTpATOp Ha §NWM4YHM JaHHKW, EBpoTpbCT cTporo cvbniogasa
N3NCKBaHWNSATA 3@ NOBEPUTESTHOCT U HEPA3NPOCTPaHEeHNe Ha NUYHUTE AaHHU Ha Tutynapu/Ce3gatenuy unu
Ha YyNbNHOMOLLEHN NPeacTaBUTENU Ha IOPUAMYECKM NUua, CTaHanu My MU3BECTHU MpU U3NbIHEHWE Ha

OenHoCcTTa cu KaTo [JocTaBymnK Ha KBanuuuupaHm yooCcToOBEPUTENHU YCAyTN.
9.4 TMNPABA BbPXY UHTENEKTYAJIHA COBCTBEHOCT
PaanuyHn gaHHK, BKIOYEHU B n3gaBaHUTe OT EBPOTPBLCT KBanupuunpaHn yoocToBepeHus nnu

ny6r|vn<yBaHv| B |_|y6J'II/I‘-IHI/IFI perMCpr/xpaHmnMLu,e ca o0beKkT Ha npaBa BbPXYy WHTENeKTyariHata

CcOBCTBEHOCT U apyru nMmyecTtseHn n HemmyLleCTBeHM npasa.
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9.4.1 NPABO HA COECTBEHOCT HA IBOMKA KNIOYOBE

D,BOVIKaTa KIno4oBe Ha I'IOTpe6I/ITeJ'II/ITe M CBBbP3aAaHOTO C I'Iy6J'II/I‘-IHVIF| KIo4 KBaJ'IVICbVIU,VIpaHO
yooctoBepeHme mn3ganeHo oT EBpOTp'bCT, KaKTO U CbOTBETHUA CEKpPETEH MaTepuarn e cobCcTBEHOCT Ha
EBpOTp'bCT, He3aBMCUMO OT COOCTBEHOCTTA Ha CIL)VI3I/I‘-IGCKaTa cpena, B KOATO KIO4YoOBETE CEe CbXpaHABaAT

M 3alimnTaBar.

9.5 3AOBINKEHUA, OTTOBOPHOCT U TAPAHLUU HA EBPOTPBCT

EBpOTpbCT rapaHTupa, Ye ocbLyecTBsiBa AENHOCTTA CK KaTo:

» cnasBa TOYHO YCMNOBMATA B HaCTOALWMA AOKYMEHT, u3uckBaHusTa Ha PernameHTt (EC) Ne
910/2014 » HauMOHaNHOTO 3aKOHOAATENCTBO MPU OCBLLLECTBABAHE Ha OEMHOCTTa cu Ha [locTaBumk Ha
KBanuduumpaHm yaoCToBEPUTENHN YCNyTK;

» npeaocTaBeHUTe yCcryry He HapyluaBaT aBTOPCKUTE NpaBa M NyueH3upaHu npasa Ha TpeTu
CTpaHu;

» usnonseBa TexHu4yecko obopyaBaHe M TEeXHOMOrMW, KOUTO OcurypsiBaT HadeXaHoOCT Ha
CUCTEMUTE U TexXHMYecKata U Kpuntorpadgcka CUrypHOCT Npu OCbluecTBSIBaHe Ha npouecuTe, B ToBa
YACIIO U CUTYPEeH WM 3aluMTeH MexaHusbMm/cpeda 3a reHepupaHe Ha KMYoBe W 3a Cb3aBaHe Ha
YCbBbPLUEHCTBAH €NeKTPOHEH noanuc/neyart B CBOsiTa MHPPaCTPYKTypa;

» usgaBa KBanuduumpaHu yaoCcTOBEPEHMS 3a eNEeKTPOHHU Noanucu/nevaTu cneg KaTto npoesepum
C AOonNyCcTMMUM OT 3aKOHa cpeAcTBa npeacTaBeHaTa MHopMauus;

» CUIypHO CbXpaHsiBa M noaabpka nHdopmauusi, CBbp3aHa C u3gaBaHUTE YOOCTOBEPEHUS U
onepaTtvBHaTa paboTa Ha CUCTEMUTE;

» cnasBa yCTaHOBEHUTe npoueaypu 3a paboTa 1 npaBuna 3a TEXHUYECKU 1 PU3NYECKN KOHTPOTT,
B CbOTBETCTBME C YycnoBuaTa B Hactoswarta [lonutmka wn [paktuka npu npepocTaBsHe Ha
KBanuduumnpaHn yoocToBEpUTENHN ycnyrn®;

» Cb3gaBa Bb3MOXHOCT 3a He3abaBHO cnuvpaHe W npekpaTsBaHe Ha [EeNCTBMETO Ha
KBanmduumnpaHo yaoCcToBepeHue;

» npekpaTtaBa W cnvpa AOeWCTBMETO Ha YAOCTOBEPEHUS Mpu YyCrnoBuATa U MO peda Ha
cboTBeTHaTa [lonntuka;

» yBedomsiBa He3abaBHO 3avHTEepecoBaHUTE nuvua cnej cnvpaHe Ha  KBanuduuupaHo
yOOCTOBEPEHME;

» ocurypsiBa YCrnoBusi 3a TOYHO oONpedensiHe Ha BPEMETO Ha Wu3gaBaHe, CrvpaHe,
Bb30OHOBABaAHE 1 NpekpaTsBaHe Ha AENCTBMETO Ha KBanuuuupaHn yaoCTOBEPEHUS;

» U3NbfHABaA npouenypu Mo uaeHTUudpmkauma w  ycTaHOBsIBAHE Ha aBTEHTUMYHOCT Ha

Tutynsaps/Cb3gatens Unu Ha ynbHOMOLLEHMS NPEACTaBUTEN Ha FOPUONYECKO NULE;
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» ocurypsiBa MepKu cpelly nognpaBsHe Ha KBanupuuupaHu yOOCTOBEpeHusiTa W
NOBEPUTENHOCT Ha JaHHUTE, 0O KOUTO UMa OOCThN B Npoueca Ha Cb3aBaHETO Ha YCbBbPLUEHCTBAHUSA
eneKkTpoHeH noanuc/neyar;

» M3nonsBa HaZeXdHW CUCTEMU 3a CbXpaHsiBaHe U ynpasrieHne Ha YAOCTOBEPEHUS;

» CamO HagfeXHO OBNacCTEHM CAYXUTENW umMaT JOCTbMN 3a BHACAHE Ha NPOMEHM B AAHHUTE,
yCTaHOBSIBaHE Ha aBTEHTUYHOCTTA M BannOHOCTTa Ha YOOCTOBEPEHUATA;

» B3MMa He3abaBHM MEpKM MpU Bb3HUKBAHE Ha TEeXHUYECKM npobnemm BLB Bpb3ka CbC
CUrYpHOCTTa;

» CMU3TUYaHe Ha Cpoka Ha BannaHOCT Ha KBanuguumpaHo yaoCcToOBEPEHNE OTMEHS BaNUAHOCTTa
my;

» WHopmmpa Tutynapute/Cb3pgatennte WNM - YNbAIHOMOLLEHUTE  NpeacTaBUTeNnyM  Ha
IOpUaNYECKN N1LA, KaKTO M OOBEpsBaLLUTE Ce CTPaHU 3a TEXHUTE 3aAbiHKEHMS U AbIDKMMA rpuka Ha
noBefeHne Npu M3NoN3BaHeTO M OOBEPSBAHETO Ha MpefocTaBAHUTE OT EBPOTPBLCT KBanuduuupaHu
YAOCTOBEPUTENHN YCNYrK, Taka CbLO OTHOCHO MPaBWIHOTO M CUrypHO W3MOM3BaHe Ha u3gageHuTe
KBanuduumpaHn yaoCcToBepeHusi U NpeaocTaBeHnTe yaoCTOBEPUTENHN YCIyr, CBbP3aHu C TAX;

» U13nonsBa U cbxpaHsBa cbbpaHaTa nNuyHa 1 gpyra MHopmauus camo 3a LenuTte Ha cBosTa
AEVHOCT NO npedocTaBsHe Ha KBanuuuuMpaHu yaOCTOBEPUTENHW YCNyrM B CbOTBETCTBME C
HaLMOHAarHOTO 3aKOHOA4ATENCTBO;

» He CbXpaHsiBa M He KOnupa AaHHW 3a Cb3daBaHe Ha NoTpebuTEernckM YacTHU KNoYoBe, OCBEH
npu othaneyeHo 3asiBsiBaHe Ha KBanuUUUUpaHW YOOCTOBEPEHUS Npe3 MOOWUMHOTO MPUIOXeHWe Ha
EBpoTpbCT;

» noaabpXa pasnonaraemMu CpencrtBa, KOMTO OCUrypsiBaT Bb3MOXHOCT 3a M3BbpLUBAHE Ha
OenHocTTa My,

» CKIo4YBa 3acTpaxoBKa 3a BPEMETO Ha CBOSATA OEVNHOCT;

» noagbpxa [OBepeH nepcoHan, nputexasall HeobxoAuMUTE €eKCMepTHU 3HaHWS, OnUT U
kBanudurkaumnsa 3a M3BbpLiBaHe Ha AENHOCTTa;

» noagabpxa [NybnuueH pernctbp/xpaHunuile, B KOUTO Nyonnkysa nsgageHnTe KsannduumpaHm
yOooctoBepeHus, aktyaneH ChOMCbK CbC ChnpeHn wu npekpaTeHn ypocTtoBepeHnss (CRL), gpyrm
obcToaTencTea U enekTPOHHU JOKYMEHTU, CbrfiacHo Tasu Nonutrka n HauMoHanHOTO 3aKOHOAATESICTBO;

» ocurypsiea NOCTOAHEH AocTbn o [NyGnnyHusa permctbp No enekTpoHeH bt (24/7/365);

» ocurypsisa 3almuta cpelly BHacsiHe Ha NpomMeHun B noaabpxaHusa [NybnuyeH pernctbp oT
HepernameHTMpaH 1 HenpaBoOMEpPEH AOCTbIM UM Nopaan CrnyyYamHo cbouTue;

» nybnukyBa He3abaBHO B [MyOnunyHuA pernctbp n3gageHuTe n NoANMcaHn yaocTOBEPEHMS;

» Cb3[aBa YyCINoBMA Ha BCsKa JOBepsiBalla ce CTpaHa Ada npoBepu cTaTyca Ha u3gageHo u
ny6nukyBaHoO KBanMuunpaHo yaoctoBepeHne B nybnmyHms Pernctbp Ha yooCTOBEPEHMS;

> UW3BbPLUBA NEPUOAMYHM BBLTPELIHM OOWUTU Ha OEeVHOCTTa Ha Y[OOoCToBepsiBalMs OpraH u
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Pernctpupalums opran;

> M3BbPLUBA BbHLUHM OOWUTU OT HE3aBMCMMW OQUTOPY M NYGrMKyBa Ha cailTa cu pesyntaTuTe oT
npoBepkara;

> M3Mons3ea B AefHoCTTa cu ceptTudunumpaH codptyep 1 xapayep, Kakto U CUrypHU U HaaexXaHu
TEXHOMNOMMYHUN CUCTEMU;

> noaabpxa Ha canWTa Ha EBpoTpbcT cnucbk ¢ Peructpupalum opraHu, CNuCbK C
npenopbyMTEneH codTyep 1 xapayep 3a U3nornseaHe oT noTpebutenute, GnaHku, dopmynspu, TUNOB

,D,OFOBOp n ap. AOKyMeHTU B NoJi3a Ha I'IOTp66I/1TeJ'II/ITe;

EBpoOTpBbCT HOCU OTroBopHOCT npea MoTtpebutenn n [loBepsasaluy ce CTpaHu 3a NPUYNMHEHN Bpeaun
OT rpyba HebpPeXHOCT UM YMUCHI:

» OT HeusnblHeHne Ha nsmckeanusTa ot PernameHT (EC) Ne 910/2014 npu ocbLuecTBABaHe Ha
AeHOCTTa cu No NpefoCcTaBsHE Ha KBanuuumpaHn yaqoCTOBEPUTENHN YCIYTu;

» OT HEeBEepHW WNu NUNCBaLLM OaHHW B KBANMMOUUMPaAHOTO yAOCTOBEPEHUE KbM MOMEHTa Ha
n3gaBaHeTo My;

» OT BpeAau, KoMTO ca NPUYNHEHU B CryyYai, Ye No BpeMe Ha U3gaBaHeTo Ha KBannduunupaHoTo
yAOCTOBEPEHME NULIETO, NocoyveHo kato Tutynap/Cb3gaten unu ynbiHOMOLLEH MpeacTaBuTen Ha
IOPUANYECKO NKLIE, HE € pasnonarano ¢ YacTHUSA KIToY, CbOTBETCTBALL, Ha NYBMYHMA KIToY;

» OT anropuTMUYHOTO HECLOTBETCTBME MEXY YaCTHUSA KoY U NyONUYHWUS KoY, BNUCBaH B
KBanmduumpaHoTo yaOCTOBEPEHME;

» OT HecnassaHe Ha 3afblDKeHusATa CW MO Wn3gaBaHe M ynpasreHue Ha KsanuduumnpaHu
YAOCTOBEPEHWS;

» OT nNpOMnyckn B YCTaHOBSAABaHe Ha WAeHTUYHocTTa Ha Tutynaps/Cb3gatens wnuv Ha

yNnbITHOMOLLEHNA nNpeacTtaBuTen Ha ropngn4ecko nuue.

9.5.1 3AOBIIXEHUA, OTTOBOPHOCT U TAPAHUWU HA PETUCTPUPALLINA OPIrAH

EBpOTpbCT rapaHTupa, Ye Pernctpupalums opraH usnbiiHsBa CBOUTE (PYHKLMN N 3a0bIMKEHNS B
MbfIHO CbOTBETCTBMUE C YCMOBUATA B TO3N JOKYMEHT, C M3UCKBaHWUSATa U npoueaypute B Monutukata u
n3gageHnTe BbTPEeLUHU OnepaTUBHU MHCTPYKLUN.

EBpoTpbCT oTroBapsi 3a AeuctBudata Ha Pernctpupaiwuma opraH B MHppacTpykTypata Ha
EBpoOTpBCT.

EBpOTpBCT rapaHTunpa, Ye Pernctpupallng opraH:

» UM3NbIIHABA CBOATA AENHOCT, KaTo M3MNon3Ba HageXaHu U CUrypHU YCTpoUcTBa 1 codpTyep;

» npegocTaBs YCryrn, KOUTO ca B CbOTBETCTBME CbC HAUMOHANHOTO 3aKOHOO4ATENcTBO U He

HapyLuaBa aBTOPCKMTE MnpaBa W NuueH3npaHmn npaea Ha MotpebutenuTe;
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» nonara Hy>XHUTe ycunusi, 3a Aa U3BbpLUBa NpaBuiHa naeHtTudukaums Ha Motpebutenute,
BbBEXJa NPaBUITHO M TOYHO AaHHUTEe B 6asaTa JaHHWM Ha EBPOTPBLCT M akTyanuanpa tasu nHdopmauns
B MOMEHTAa Ha NoTBbpXAaBaHe Ha JaHHUTE;

» He npaBv YMULLINEHN rPELLIKA UMK He BHAcs HETOYHOCTU B MHOpPMaUMATa, Cbabpxalla ce B
KBanuuumpaHnte yaqoCcToBEPEHMS;

» HeroeuTe yCrnyrn ca B CbOTBeTCTBUE C obLionpuetute ctaHgapth: X.509, PKCS # 10, PKCS
#7, PKCS # 12.

9.6 3AOBINKEHUA HA NMOTPEBUTEJIUTE

Tutynapat/Cb3gaTenaT nnu ynbHOMOLLEHUAT NpeAcTaBuTeN Ha lpuandecko nvue, NoCoYveH B
n3gageHoTo KBanmduumpaHo yaoctoBepeHmne kato Tutynap, uma cnegHute 3agbihKeHus:

» [a ce 3ano3Hae W ga cnasea ycrnosudata Ha [orosopa, Monutukute u lNpakTukite npu
npeaocTaBsHe Ha KBanuduumpaHn yaooCTOBEPUTENHU YCryrn OoT EBpPOTPBCT, KakTo U U3NCKBaHUATa B
ocTaHanuTe JOKYMEHTU, nybnukysaHu B [y6nnyHmsa pernctbp Ha EBpOTPBLCT;

» npv nogaBaHe Ha WCKaHUSA 3a M3gaBaHe W ynpasrieHMe Ha KBanuduumpaHn yoocToBepeHus
Aa npefocTaBu BAPHA, TOYHA M MbfiHA MHOpMauUns, KOATO EBpOTpBLCT M3nckBa cbrnacHo [Jorosopa,
HOPMAaTUBHUTE U3NUCKBAHUSA, NpunoxmumuTe Monutukn n MNpakTuku;

» [areHepupa KpunTorpadCcku KNovoBe, N3non3sankv CUrypeH Metog 1 anroputbM, CbobpasHo
nanckeaHmata Ha PernameHt (EC) Ne 910/2014 n pa uv3nonseBa cuUrypHa cpefga 3a Cbhb3faBaHe Ha
YCbBbPLUEHCTBAH €NeKTPOHEH noanuc/neyar;

» [a npoBepu MbfHOTaTa M BEPHOCTTA Ha CbAbPXKAHWETO Ha npegocTaBeHaTa OT Hero
nHpopmaumsa 3a ygocrtosepsaaHe B none DN (Distinguished Name) Ha n3gaBaHute kBanuduumpaHu
yaocToBepeHus. B crnyyan Ha HeCbOTBETCTBME MexXAy npeactaBeHata MHopMauns U ygocTOBEPEHOTO
cbAabpXaHue, noTpedbutens TpsioBa ga yegomm He3abaBHO EBpPOTPLCT;

» [a NpeycTaHOBU M3NON3BaHETO Ha KBanuduumpaHo yaoCcTOBEPEHME B Criydyall Ha CbMHEHME
3a 3aryba mnn KOMNpomeTMpaHe Ha YacTHUS KoY M Aa nogage Ao EBpoTpbCT 3asBka 3a HEroBOTO
crnvpaHe;

» [a npeycTtaHOBW M3MNOM3BaHETO Ha KBannuumpaHo yaAOCTOBEPEHME NPU HanNu4umMe B Hero Ha
ocTapsina, NpoMeHeHa, HeToYHa W/Mnu HeBspHa WHopMauma M ga nogage MCckaHe 3a chnvpaHe Ha
AENCTBMETO Ha yAOCTOBEPEHNETO;

» [a npunoxmn Heobxoaumarta AbImKMMa rpwka u ga npegnpueme HeobxoouMMuTe Mepku 3a
npeaoTBpaTsiBaHe Ha YaCTHUSA KNOY OT KOMNpomeTupaHe, 3aryba, paskpmeaHe, MOgMMUKaLMS UNn Apyro
HepaspeLlleHO AencTeune;

» [a unsnonssa nsgageHoTo oT EBpOTpbLCT KBannuumMpaHo yooCTOBEPEHME CaMO 3a 3aKOHHU

Luenn n B CbOTBETCTBUE C YKa3aHaTa B HEroO NOJIUTUKA U NPakKTUKa,
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» [pa opgobpsiBa ycnosusaTa, nocoveHn B [loroBopa mexay Hero n EBpoTpbCT (TOBa 0ogobpeHue
TpsibBa Aa ce CbCTOM Ha camMopbyeH nognuc Bbpxy [orosopa);

» paopobpsasa n3gageHoTo 3a Hero KBanuuuupaHo yaoCTOBEPEHWE;

» [a He paskpuBa naponarta 3a AOCTbM [0 cpefaTa 3a Cb3fdaBaHe Ha YCbBbPLUEHCTBaH
eneKTPOoHEeH noanuc/nedart Ha HeynmbAHOMOLLEHN NnLa;

> [aHe npaBun OOCTbMNEH CBOA YaCTeH KIoY 3a Apyru nuua.

9.7 OCBOBOXOABAHE OT OTTOBOPHOCT

EBpPOTPBLCT HE HOCKM OTFOBOPHOCT B Cly4an Ha Bpean NPUYMHEHN OT:

» W3Non3BaHe Ha KBanuuuMpaHo YAOCTOBEPEHWE M3BLH MpefenuTe Ha BnMcaHuTe B HEro
npeaHasHavyeHus N orpaHNYeHns Ha HEroBoTO AENCTBUE;

» HEe3aKOHHW AeWCTBUA OT cTpaHa Ha NMoTpebutenn n [loBepsiBalLm ce CTpaHu;

» npedocTaBsHE Ha HaynMHa Ha wuaeHTMdUUMpaHe Ha cpedata 3a  Cb3daBaHe Ha
YCbBbPLUEHCTBAH €MEeKTPOHEH nognuc/neyaT n 4OCTbN A0 YaCTHUSA KoY OT cTpaHa Ha [oTpebutenu Ha
TpeTn Nuua;

» CcryYyanHun cbbuTUS, UMaLLM XxapakTepa Ha HenpeoaonMMma cuna, BKINIYUTETHO 3N0YyMULLNEHN
AEeNCTBMA Ha TpeTu nuua (Xakepcku aTaku, OTHEMaHe Ha cpefaTa 3a Cb3[aBaHe Ha YCbBbPLUEHCTBaH
eneKTPoHeH nognuc/neyaT, 4OCTbN 40 YaCTHUA KN4, y3HaBaHe 6e3 3HaHmeTo Ha Tutynaps/Cbhagatens
Ha HauMHa Ha naeHTuduunpaHe u gp.)

» U3nons3BaHe Ha KBanvdpuumMpaHo yooOCTOBEPEHUE, KOeTO He e U3gadeHO WM U3nonsBaHo B
CbOTBETCTBUE C U3NCKBaHMSTA U NpouenypuTe Ha lMNpakTtukaTa un MNonutnkata Ha EBpOTpbCT;

» W3NON3BaHe Ha HeBanMAHO YyAoOCTOBepeHwe (yOoCTOBEpPEHME, KOETO € ChnpsHO wnn
npekpaTeHo);

» He CBOEBPEMEHHO AEeWCTBME MO NpekpaTsiBaHe Unu cnupaHe Ha yaoCcToBepeHue (cneacreue
OoT 3abaBeHO OT cTpaHa Ha Tutynsapsa/Cb3gatens uckaHe vnyv nopagu NPUYMHU M3BBH KOHTpOMa Ha
EBpoTpbCT);

» KOMMpOMEeTUpaH YacTeH KoY, KopecrnoHAMpaly, Ha nyorvyHMs KoY B KBanuuumpaHoTo
yOocToBepeHue no BuHa Ha Tutynapsa/Cbwagatens;

» JOWO Ka4yecTBO M (PYHKLMOHANHOCT Ha COPTYEPHUTE NPOAYKTU N XapOyepHU YyCTpOUCTBa
n3nonssaHu ot Tutynapa/Cv3gatens n [loBepssalim ce CTpaHw.

» EBpOTpBLCT He OTroBaps 3a M3nons3BaHe Ha yA0CTOBEPEHNETO M3BLH PaMKUTE Ha BNUCaHUTE B
HEero NMMMUTM Ha CTOMHOCTTa Ha TPaH3aKUUUTE M Lenun 3a U3nonsBaHe.

»> EBpOTpBLCT He 0TroBaps 3a CbAbPXKaHUETO Ha NpuKadeHnTe gannose. Bcuyku puckose, KOUTO
MoraT Oa Bb3HMKHAT NpW CBandHe WM W3TErNsiHE Ha NpuKavyeHn dannoBe ca OTrOBOPHOCT Ha

noTpebutenuTe, KOUTO M oBMEHST.
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9.8 OTroBOPHOCT HA TUTYNAPA/CB3OATENA

OTtroBopHocTTa Ha Tutynapsa/Cb3gartens unu ynbHOMOLLEHMSA NpeacTaBUTEN Ha pUaNYecko
nvue e B pe3ynTaT OT U3NbJIHEHME HA HErOBUTE 3aabiKeHMs. YCNoBUsITa Ha OTTOBOPHOCT Ce ypexaar C
[orosop ¢ EBpoTpbCT.

Tutynapat/Cb3gatenaT unum ynbiaHOMOLLEHUAT NpeacTaBUTEN Ha OPUONYECKo Nuue oTroBaps
npea EBpoTpbCT M Npea AoBepsiBawnTe ce nuua ako:

» npu cb3gaBaHETO Ha ABOKKaTa YacTeH-NybnmyeH KoY e 13nonsean anroputbM U cpeaa 3a
Cb3JaBaHe Ha YCbBbPLUEHCTBAH €feKTPOHEH noanuc/neyat, KOUTO He OTrOBapAT Ha M3MCKBaHMATA Ha
PernameHnt (EC) Ne 910/2014;

» He N3NbfHSABA TOYHO M3NCKBAHMSTA 3a CUTYPHOCT, onpeaenenn ot EBpoTpbCT;

» He noucka OoT EBpOTPLCT cnvpaHe vnu npekpaTsBaHe Ha OEeNCTBMETO Ha KBanuduuupaHo
YyAOCTOBEPEHWE, Crief KaTo e y3Harl, Ye YaCTHUAT KntoY € 6un n3nonssaH HENPaBOMEPHO UK CbLLECTBYBaA
OMNacHOCT OT HENPaBOMEPHOTO MYy M3MON3BaHe;

» € U3BBLPLUWIT HEBEPHUN U3SBIEHUS, HanpaBeHu npen EBPOTPBLCT, KOMTO MMAT OTHOLLEHUE KbM
CbObPXKAHMETO NN KbM U30aBaHETO Ha KBaNUMUMpaHOTO yaOCTOBEPEHUE;

» KoraTo kBanudumumpaHoTO yAOCTOBepeHune e nsgaaeHo ¢ BnucaH CbhbagaTten v oBnacTeHo oT
Hero nuue (TuTynsp), OTroBaps 3a HEM3MbIHEHNETO OT CTPaHa Ha OBNACTEHUSI HA 3a4bIDKeHMATa My.

KnneHntoT, Tutynapat/Co3gatenar unn ynbiHOMOLLEHUAT NPeacTaBUTEN Ha opugnudecko

nnge oTroBapsa 3a CbAbpXXaHMEeTO Ha NpukavYeHute cpaﬁnose M nocneacTBunATa ot TAXHOTO U3NOoJi3BaHe.

' Axo nama énucanu ampubymu 3a organizationName u organizationldentifier, ampu6yma id-etsi-qcs-Semanticsld-Legal xe
ce snucea.

i 4x0 ampubyma id-etsi-qcs-QcLimitValue npucvemea, 6 nezo ce 6nucea MaxcuMantus pamep Ha 02PAHUYEHUEMO HA
CMONUHOCIMA HA COeNKAmd, 00 KOAMOo Modice 0d ce U3No368a yOOCmMOo8epeHUemo.
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