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1 BBbBEOEHUE

,[loNMTUKa nNpu npefocTaBAHE Ha KBanUMUUMpaHO YAOCTOBEpPEHWe 3a aBTEHTUYHOCT Ha
yebcant” (MNonutmnka/CP) e [OKyMeHT, KOWTO onucea obuTe npasuna M HOPMW MpunaraHy oT
L,LEBPOTPBCT TEXHONMBIXXNC" AL (EBPOTPBCT/EBPOTPBCT) npwu cb3gaBaHe, npoBepka W
BanuampaHe Ha KBanuduumpaHn yaoCcTOBEPEHNS 3a aBTEHTUYHOCT Ha yebcalT, KakTo 1 TexHusa obxeat
Ha NPUIOXMMOCT.

Ycnyrnte no ygoctoBepsiBaHE Ha aBTEHTUYHOCT Ha yebcanTt, npeanaraHn ot EBPOTPDBLCT,
ocurypsieat cpeacTtBo, C KOETO BCeKkun noceTuten moxe Aa 6bae yBepeH, Ye 3ag yebcanta ctom peaneH
n nerntumeH cybekt. EBPOTPBCT

Ycnyrute no yaocToBepsiBaHe Ha aBTEHTMYHOCT Ha yebcanT, npegnaraim ot EBPOTPBLCT, ca B
cbotBeTcTBME ¢ PernameHTt (EC) Ne 910/2014 Ha EBponenckus napnameHT n Ha CbBeTa OT 23 tonu
2014 rogmMHa OTHOCHO €efeKTpOHHaTa UAEHTUMUKaLMS U YyOOCTOBEPUTENHUTE YCNYIN MPU eNeKTPOHHU
TpaHCakuMnm Ha BBTPELHUA nasap U 3a oTMsHa Ha [AdupektmBa 1999/93/EO (PernameHt (EC) Ne
910/2014), wn3ncksaHusATa M Hacokute, kouto aasa CA/Browser Forum (https://cabforum.org/) n B
CbOTBETCTBME C NPUNOXMMOTO 3akoHogaTencTso B Penybnuka Bbnrapums.

MpodunbT Ha KBanUUUMpaHO yoOCTOBEPEHUE 3a aBTEHTUYHOCT Ha yebcanT e onpeaeneH B
HacToSAWMA OOKYMEHT Bb3 OCHOBa Ha manckBaHusita Ha CA/Browser Forum (Baseline requirements).
To3n npochmn Moxe Aa ce n3nonasa 3a YAOCTOBEPEHUS 3a IOpPUANYECKN 1 (DU3NYECKM NMLa.

3a n3gaBaHe Ha KBanvuumnpaHo yaAoCTOBEPEHMNE 3a aBTEHTUYHOCT Ha yebcanTt oT EBPOTPBCT
ce npunarat npouenypu, ocurypsisaliyn BUCOKO HMBO Ha HAOEXOHOCT U CUTYPHOCT Ha ygocToBepeHaTa
MHopmaums, naeHTnduumpawa Notpedbutenure.

OTtHoweHnuaTa mexagy EBPOTPBCT u MNoTpebutens ce ypexaaTt ¢ AOroBop 3a KsanuduumpaHu
YAOCTOBEPUTENHN YCIyTL.

LleHnTe Ha yaocToBepeHusiTa 3a aBTEHTUYHOCT Ha yebcalT ce cbabpXaT B AOKyMeHTa ,Tapuda
3a nNpefocTaBsiHU yAOCTOBEPUTENHN, UHOPMALMOHHN, KpUNTOrpaddCKM M KOHCYNTAHTCKM yCnyrm“ Ha

EBPOTPbBLCT, goctbnHa Ha cTpaHuuaTta Ha EBPOTPBCT B MHTEpHET.

11 NPErNEN

[dokymeHTbT llonuTvka npu npegoctaBsHe Ha  kBanuuuupaHo yOocToBepeHue  3a
aBTEHTUYHOCT Ha yebcanT ce oTHacsa 3a kBanuduumpaHn ygoctoBepenus, ndgageHn ot EBPOTPBCT,
KakTo e onpegeneHo B PernameHT (EC) Ne 910/2014 .

HacToawmsaT 4OKyMeHT e CTPYKTypypaH B CbOTBETCTBME C paMKaTa, onpeaeneHa B npenopbkata
IETF RFC 3647 ,Internet X.509 Public Key Infrastructure Certificate Policy and Certification Practices
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Framework".
Monutukata e nybnuyeH OOKyMeHT. Tonm Moxe ga Obae NPOMEHsH MO BCSKO BpeMe OT
EBPOTPBCT u Bcsika HoBa pefakums ce cbobLiaBa Ha 3anHTepecoBaHUTe nuua, Kato ce nybnvkysa Ha

WHTepHeT-CTpaHuuaTa Ha EBpoTpbeT: https://www.evrotrust.com.

1.2 WME UWOEHTUPUKALINA HA OOKYMEHTA

Hactoawmar [OKyMeHT € C MbfIHO HavMmeHoBaHue JllonuTuka npu npegocTaBsHe Ha
KBanuduumnpaHo ygocTtoBepeHme 3a aBTEHTUYHOCT Ha yebcanTt® ot ,EBpoTpbeT TexHonbakmc” AL

KakTo e onucaHo B npenoptka IETF RFC 3647, yooctoBepeHusaTa BKkMoYBaT MaeHTUdMKaToOp Ha
nonuTuka, KOWTO MOXe pfa ce wu3anons3ea oT [loBepsiBaliute ce CTpaHW 3a onpegensHe Ha
AOCTOBEPHOCTTa M BanugHoOCTTa Ha onpeaeneHo npuoxeHue.

MpoeHtndpukatopbT Ha [lonutukata 3a BanuauMpaHe Ha yOOCTOBEpPEHUS Ha  OOMENVH
(DVCP/Domain Validation Certificate Policy) e ¢ OID=1.3.6.1.4.1.47272.2.4.1 »n cboTBecTBa Ha
nonutuka itu-t(0) identified-organization(4) etsi(0) other-certificate-policies(2042) policy-identifiers(1)
dvcp (6), c OID=0.4.0.2042.1.6 .

YpoctoeeperuaTta DV, ¢ nonutuka NCP+ (Extended Normalized Certificate Policy) nsucksawa
CUrypHO NOTpebuTencko YCTPOMCTBO, ce u3gaBaT cned notebpxaeHne oT EBPOTPBCT, ue
N3Mon3BaHeTo Ha JOMelrHa OT cO6CTBEHMKA € YCTaHOBEHO. ToBa ce npasu OT Y40CTOBEpPSABALLUA OpraH,
KOMTO M3npalla 3anMTeaHe no umenn Ao cobCTBeHUKa Ha AoMerHa 3a nonbrBaHe Ha 6asaTa OT AaHHU C
HeobxoaumaTta uHgopmaums. Cnen kato COOGCTBEHVMKBT OTFOBOPWU, CE M3AaBa yOOCTOBEPEHUETO.
YpocTtoBepsaBawns opraH MOXe Aa nposefe AOMbSIHUTENHM MNPOBEPKM 3a Aa cBede OO0 MWHUMYM

n3MmamMuTe nNpu n3gaBaHe Ha yaoCtoBepeHNETO. yD,OCTOBepeHllleTO CbAbpXa CaMO MMETO Ha OOMenHa.

UaeHTudukatopsbT Ha MNonuTtukata 3a BanugmpaHe Ha yooctoBepeHus Ha opraHmsaumm (OVCP/
Organizational Validation Certificate Policy) e ¢ OID=1.3.6.1.4.1.47272.2.4.2 »n CbOTBETCTBA Ha
nonutuka itu-t(0) identified-organization(4) etsi(0) other-certificate-policies(2042) policy-identifiers(1)
ovcp (7), ¢ OID=0.4.0.2042.1.7.

3a ypoctosepeHus OV, ¢ nonutuka NCP+ (Extended Normalized Certificate Policy) nancksaiia
CUIypHO NoTpebuTencko yCTpomucTBO, YAOCTOBEpSABaLLMA opraH TpsabBa Aa NnpoBepu U NOTBBLPAN UMETO
Ha cbvpmMaTa/topnuanyeckoTo nuue, MUMeTo Ha AOMENHa, KakTo 1 apyra nHdopmauus, Ypes n3nornsBaHeTo
Ha nybnuyHn 6a3v gaHHW. YaocToBepsiBallmsa opraH, CbLUO MOXe [a U3nonssa AOMbIHUTENHN MeToam
3a nposepka Ha UHdopmaumaTa, 3a Aa NOTBbLPAN JOCTOBEPHOCTTA Ha BKIOYEHaTa B YOCTOBEPEHMETO
nHpopmaums. MsgageHoTo yooctoBepeHne TpsabBa ga cbabpka MMETO Ha dupmata M UMETO Ha

[loOMeiHa, 3a KOWTO € u3dageHo yaocToBepeHueTo. [lopaan Tean OOMbIHUTENHM MNPOBEPKM, ToBa
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yaoocTtoBepeHune ce npenopbyBa Aa Ce n3norsssa npu TpaH3akuun B €JIeKTpOHHaTa TbProBUA, Tbi KaTo

ocuUrypsiea Ha r|0Tpe6I/ITeJ'IVITe AonblIHATEIHAa I/IHd)OpMaLI,I/IFl 3a busHeca.

Hactoawmnar [okymeHT onpegens wuaeHTUuKaTtop Ha nonutMka Ha  KeBanuduumpaHu
yaocToBepeHuss 3a yebcant QCP-w. Tasu nonutuka npegnara BUCOKO HUBO Ha CUFYPHOCT W

HageXaHoCT, KonTo ca onpegenexn B PernameHT (EC) Ne 910/2014.

Ha BcAka oOT nonutukute, B CbOTBETCTBME C KOUTO Ce Wu3gaBaT KeanuduumpaHuTe
yooctoBepeHus ot EBPOTPBCT ce npucsosiBa ugeHtudukatop Ha ob6ekt (OID — Object Identifier).

CTonHoCTUTE Ha uaeHTMdUKaTopuTe Ha obekTn ca:

Keanudmumpana ycnyra UpeHtudmkarop Ha ob6ekT (OID)

) ) N 1.3.6.1.4.1.47272.2.4.1
Evrotrust SSL Domain Validated Certificate
(cvoTtBeTcTBa Ha nonutnka ¢ OID=0.4.0.2042.1.6)
1.3.6.1.4.1.47272.2.4.2

(cvoTBeTcTBa Ha nonutuka ¢ OID=0.4.0.2042.1.7)

1.3.6.1.4.1.47272.2.6

Evrotrust SSL Organization Validated Certificate

Evrotrust Server Certificate
(cvoTBeTCcTBa Ha nonutuka ¢ OID=0.4.0.2042.1.7)

1.3.6.1.4.1.47272.2.5

Evrotrust SSL EV Certificate

(cvoTtBeTcTBa Ha nonutuka ¢ OID=0.4.0.2042.1.4)

1.3 YYACTHUUU B UHOPACTPYKTYPATA HA EBPOTPBCT

EBPOTPBLCT kato kBanuduumpaH OCTaBYMK Ha YOOCTOBEPUTENHM YCNyrn NpegocTaBs yenyru
No reHepupaHe W ynpaerneHuve (cnupaHe, Bb30OOHOBSIBAHE M MpekpaTsiBaHe) Ha KBanuduuupaHu
YyAOCTOBEPEHNSs 3a aBTEHTUYHOCT Ha YyebcawTt, u4pe3 YaoctoBeputeneH opraH ,Evrotrust RSA
Operational CA* n ycnyru no WAEHTU®UKALMNA N YCTAHOBABAHE HA CAMOJIMYHOCT Ha
MoTpebutenn (cduandeckn n opugudeckn nuua), Ypes OpraHa no peructpauus. Opyrn yqacTHAUM B

nHdppactpyktypata Ha EBPOTPBCT ca MNoTtpebutenn n [loBepsiBalum ce CTpaHu.

1.3.1 YOOCTOBEPABALLU OPIrAHU

1.3.1.1 BA30OB YOOCTOBEPABALL OPIAH (,EVROTRUST RSA ROOT CA*)

.Evrotrust RSA Root CA® usgaBa kBanuduuupaHu enekTPOHHM YOOCTOBEPEHUS, KOUTO ca
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NepapxmyHo 3aBUCMMW B WH(PACTPYKTYPHO OTHOweHue B gomerHa Ha EBPOTPBLCT. basoBoTo
ypoctoBepeHne Ha EBPOTPBCT e camomsgageHo m camonognucaHo ¢ 6a3oBuSA YacTeH KoY Ha
EBPOTPBCT. C 6a3oBus YacteH kntod EBPOTPBCT nognvcea ygocTtoBepeHus 3a nyGrMyHu Knoyose

Ha CBOU onepaTtuBHU yﬂ,OCTOBepHBaLLWI opraHu.

1.3.1.2 ONEPATUBEH YOOCTOBEPABALL OPIrAH (,EVROTRUST RSA OPERATIONAL CA¥)

.Evrotrust RSA Operational CA“ e ynocTtoBepsiBal, opraH, KOMTO u3gaBa KeanuduuupaHu

yaooCToBepEeHUa 3a aBTEHTUYHOCT Ha ye6ca17|T, KOUTO Ce ynpaslidBaT OT HactodllaTta Monutuka.

1.3.2 PErMCTPUPALL OPIrAH

Pernctpmpawumart opraH e o6ocobeHa ctpyktypa Ha EBPOTPBCT, HO Moxe Aa 6bae 1 BbHLLHO
topugmnyecko nuue, Ha koeto EBPOTPBLCT Bb3nara oCbLleCTBsIBAHE Ha YCnyrn Mo perncrpauus,
WOEHTUOUNKAUNA N YCTAHOBABAHE HA CAMONMYHOCT Ha MNoTtpebutenn Ha EBPOTPBCT.

MHdopmauma 3a koHTakT ¢ Pernctpupawumsa opraH Ha EBPOTPDBCT e Ha pasnonoxeHue Ha
canta Ha EBPOTPDBCT B uHTEpHeT.

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuyupaHu ydocmosepumestHu

ycnyau®

1.3.3 TNOTPEBUTENU

MoTpebuten moxe ga 6bae BCSAKO (PM3NHECKO UNKU OPUAMYECKO NMLE, KOETO UMa CKIOYEeH
nucmeH gorosop ¢ EBPOTPBLCT 3a nsgaBaHe u ynpaBneHne Ha KBanuduuupaHo y4OCTOBEpeHMEe 3a
aBTEHTUYHOCT Ha yebcanrT.

Korato TOBa € npakTU4eCKn OCbLLECTBUMO, NPEeAOCTaBAHUTE YAOCTOBEPUTENHU YCNyrn wu

M3MNON3BaHNTE NPU NPEeaOCTaBAHETO HA TE3WN YCIyry NPOAYKTM ca OOCTBIHU U 3a Xopa C YBpeXaaHus.
1.3.4 OOBEPABALLUU CE CTPAHU

[loBepsialla ce cTpaHa € U3NYECKO WU  OPUONYECKO §MUEe, KOEeTO pasyuta  Ha
KBanMuuMpaHo YOOCTOBEPEHME 3a aBTEHTUYHOCT Ha yeGcaWT, u3gageHo oT MHApacTpyKTypaTta Ha

EBPOTPBLCT.

1.3.5 APYIr'n YYACTHULUM
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1.3.5.1 OPrAHU 3A BAJIMANPAHE

lpouyedypama e onucaHa e OokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuyupaHu ydocmosepumersHu

ycnyau®

14  YNOTPEBA HA KBAIIU®ULIMPAHU YOLOCTOBEPEHUA

MpunoxmMmocTTa Ha KBanNnMUUUpaHoO YAOCTOBEPEHME 3a aBTEHTUYHOCT Ha yebcanT ce onpeaens
OCHOBHO OT OMMCaHuUTe CTOMHOCTW Ha aTpubyTuTe, CbObpXalu ce B YAOCTOBEPEHWETO, KOUTO ca
onpegenenn ot EBPOTPBCT. YpoctoBepeHusitTa Morat CblWO [Aa CbAbpXaT OOMbIIHUTENHMU

orpaHun4yeHunda onpeaerieHn ot HactodLwaTa Monutuka.

1.4.1 TMPEMOPBYUTENEH ANAMA3OH HA NMPUNTOXNUMOCT

YacTHuTe KnoyoBe, NpuMHagnexalym Ha KeanvuumpaHo yooCTOBEpPEHME 3a aBTEHTMYHOCT Ha
yebcanT Ha kpanHu Motpebutenn, nsgageHn ot EBPOTPBCT n ocHoBaHm Ha HacToswaTta NonuTtuka,

MOXKe a ce n3non3sart eqMHCTBeHO 3a yaoCToBepsABaHE Ha ye6cal7|T.

14.2 3ABPAHA 3A YNOTPEBA HA KBAJTIMOULIMPAHU YOLOCTOBEPEHUA

Ynotpebarta Ha kBanudpuuupaHu yooCTOBEPEHUS 3a aBTEHTUYHOCT Ha yebcanT, u3gageHun ot
EBPOTPBLCT B cboTBeTcTBME C HacTtoswiaTta [lonutuka, KakToO M Ha YacTHUTE K4voBe,
npyHagnexawu KM Te3n ygocTtoBepeHus € 3abpaHeHo e ga ce u3nonssaTt 3a Apyru Lenu, OCBeH 3a
yaocToBepsiBaHe Ha yebcanT.

KeBanuduumpaH1 yoocToBepeHusi, nagageHn B CbOTBETCTBME C HacToswara lNonutuka He moraT

Aa 6baat nsnonseaHu 3a He3aKOHOC'bO6pa3HI/1 Lenu.

1.5 YNPABJIEHUE HA NOJINTUKATA

1.5.1 OPrAHU3AUMNUA, YNPABIABALLA MNMOJINTUKATA

EBPOTPDBLCT oTtroeaps 3a ynpaBneHMeTo Ha HacToswaTta MNonuTuka.

Bcsaka Bepcust Ha lMonuTukata e B cuna O MOMeHTa Ha ofobpeHve un nybnukyBaHe Ha HoBa
Bepcusi. Bcsika HoBa Bepcus ce paspaborsa ot cnyxutenm Ha EBPOTPBCT u cneg ogobpenne ot
CovBeTta Ha gnpektopute Ha EBPOTPBCT ce nybnukysa.

MoTpebutenuTte ca ONbXHWU Aa ce cbobpassiBaT caMo C BanvaHaTta Bepcusi Ha MonutukaTta Kbm
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MOMeHTa Ha nonasaHe Ha ycnyrute Ha EBPOTPBCT.

1.5.2 JIULUE 3A KOHTAKT

KoHTakTHOTO nwuue 3a ynpaBneHne Ha p[okymeHTa [lonvTuka npu npegocTaBsHe Ha
KBanuduumpaHo yooCcToBepeHne 3a aBTeHTUYHOCT Ha yebcant“ ot ,EBPOTPBCT TEXHONBOXKNCK
ALl e nanbvnHuTenHusa gupektop Ha EBPOTPBLCT.

HdonbnHuTenHa nHdopmaumsa moxe ga 6bae nonyyeHa Ha cnegHus agpec:

,EBPOTPBCT TexHonbmkmc” Al

Codusa, 6yn. ,Lapurpagcko LLoce® Ne 101
busHec ueHTbp ,AKTHB", eT. 6
TenedoH, dakc: + 359 2 448 58 58
Email: office@evrotrust.com

153 JULUE U OPTAHU3ALIUA, OTTOBOPHU 3A NMPABUITHOCTTA HA NMOJIMTUKATA U
NMPAKTUKATA

EBPOTPDBCT, konto nsgaea ,lMonvtuka npy npegoctaBsHe Ha KBanuduumpaHi yaocToBepeHus
3a aBTEHTUYHOCT Ha yebcanT“ e OTroBOpeH 3a CbOTBETCTBMETO W C ,[lpakTuka npu npegoctaBsHe Ha
KBanuuumpaHn ygocToBepuTenHn ycnyrin®, Kakto 1 3a npeaocTaBsiHe Ha yaoCcToBepuTenHaTa ycrnyra B
CbOTBETCTBME C pasnopenbute, KOUTO Ce CbAbpPXKaT B HACTOALLMSA JOKYMEHT.

Monutukata m lMNpaktukata ca nybénukyeBaHu B y6nuyHma permctbp Ha EBPOTPBCT u ca Ha
pasnonoxeHne Ha [loTpebutenu n [dosepsaBawm ce cTpaHu 6e3 npekbcBaHe (24/7/365) Ha apgpec:

https://www.evrotrust.com.

154 nNPOLUEAOYPU 3A OOOBPEHUE HA NMPAKTUKATA

L 1paKkTMKka npu npegocraBsHe Ha kBanuduuupaHu yaoctoseputenHu ycnyrn (CPS) skntousa
npoueaypuTe Npu NpefocTaBsaHe Ha KBanuuumpaHn yaoCcTOBEPEHMS 3a aBTEHTUYHOCT Ha yebcanrT.

Bcska Bepcus Ha [MpakTrka npu npegoctaBsaHe Ha KBanuduumpaHm yaocToBepuTenHn ycnyrmu“ e
B cuna (Mma akTyanHo CbCTOsIHME) OO MOMEHTa Ha ogobpeHue n nNybnvkyBaHe Ha HOBa Bepcusi. Beska
HoBa Bepcus ce paspabotBa oT cnyxutenn Ha EBPOTPDBCT un cneg ogobpeHue ot CbBeTa Ha

anpektopute Ha EBPOTPBCT, ce nybnukysa.

1.6  ONPEAENEHUA N CbKPALLEHUA
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1.6.1 OMNPEAENEHUA

Cyb6ekT (Subject) — B cnyyan Ha ygocToBepsiBaHe Ha aBTEHTMYHOCT Ha yebcant, ToBa e yeb
CbpPBbP, KOUTO Ce naeHTUduumupa c ume Ha gomerH unu IP agpec;

HaHHn 3a mpaeHTUdMKaLMA Ha nuua - o3Ha4yaBa Habop OT AaHHW, KOMTO MO3BoONsBaT Aa ce
yCT@HOBMW CaMOSIMYHOCTTA Ha (hN3MYECKO UMK OPUANYECKO NULIE;

HdocTaBuMK Ha KBanuduUMpaHU YAOCTOBEPUTESNIHU YCNyrM - oO3HavyaBa [AOCTaBYMK Ha
YOOCTOBEPUTENHN YCINyrn, KOWTO MNpedocTaBd efHa unu noBede KBanuduuupaHu yaoCTOBEpPUTENHM
ycrnyru n e nonyymn keanuuumpaHms cu ctaTtyT OT HaA30pEeH OpraH;

KBanuduumpaHo yaoctoBepeHue 3a aBTEHTMYHOCT Ha yebGcalT - o3Ha4yaBa yaoCTOBEpPEHMEe
3a aBTEHTUYHOCT Ha yebcanT, KOeTo ce m3gaBa OT OOCTaBYMK Ha KBanuduumpaHu yaoCTOBEPUTENHU
yCnyru n otrosaps Ha uancksaHusaTa, npeasuaeHn B PernameHt (EC) Ne 910/2014;

YpnoctoBepuTerniHa ycnyra - 03HayaBa enekTpoHHa ycnyra, obMKHOBEHO NpeaocTaBsHa cpeLuy
Bb3HarpaxgeHue, KOATO Ce CbCTOM BbB: Cb3[daBaHETO, NpoBepKata U BanuauvpaHeToO Ha eneKkTPOHHU
NoAnuUCK, eNeKTPOHHU neYaTn UM enekTPOHHM BPEMEBU neyaTn, yCriyrm 3a enekTpoHHa npenopbYyaHa
nowia, Kakto W YOOCTOBEPEHMS, CBbp3aHM C Te3n YyCryrn; WnvM Cb3gaBaHeTo, npoBepkata U
BanuaMpaHeTo Ha YAOCTOBEPEHUs 3a aBTEHTUYHOCT Ha yebcauT; Unn CbXpaHsiBaHETO Ha eneKTPOHHU
noAnucK, nevaTn unm yaocToBepeHUs, CBbpP3aHn C Te3N yCnyru;

KsanuduumpaHa yaoctoBepuTenHa ycnyra - 0O3HayaBa YAOCTOBEpUTENHa Yycnyra, KOSTO
OTroBaps Ha NpPUIoOXuMuTe n3nckBaHus, onpegenerun B Pernament (EC) Ne910/2014;

HoBepsBawa ce ctpaHa (Relying Parties) - domsmyeckn unm opManyeckn nuua, Kakto u nuua
OT ObpXaBHMSA, OOLECTBEH N MONMUTUYECKM CEKTOP, KOUTO ca agpecatn Ha eNeKTPOHHW U3ABMEHUS.
[oBepsBallaTa ce cTpaHa pa3y1Ta Ha yaoCTOBEpUTENHA YCnyra;

OpraHn 3a opo6peHme Ha [Monutuka (Policy Approval Authority/PAA) — OpraH,
ynbSIHOMOLLEH Aa o4o6pu, Habnogasa n nogabpxa YaoctoseputenHaTta NonuTuka;

OpraH 3a oueHsiBaHe Ha cboTBeTCcTBMUETO - OpraH, KONTO € akpeanTMpaH B CbOTBETCTBUE CbC
Pernament (EQO) Ne 765/2008 kaTto KOMMETEHTEH Oa M3BbpPLUBA OLIEHSIBAHE HA CbOTBETCTBMETO Ha
AOCTaBYMK Ha KBanvduumpaHu yooCTOBEPUTESNHU YCNYrM U Ha NpedocTaBsHUTE OT TO3W OOCTaBYMK
KBanuduumpaHm yaoCcTtoBepuTenHu yenyru;

Mpaktuka (CPS) — ,[NpakTtnka npu npegocTaBsaHe Ha KBanudumumpaHm ygocToBEPUTENHN yCriyrn®
€ [OOKYMEeHT, CbAbpall MpaBuia OTHOCHO W3daBaHe, crnvpaHe, Bb30OHOBABaHe W npekpaTsaBaHe
AENCTBMETO Ha YyOOCTOBEpPEHWUsiTa, KakTo W YyCcnoBuATa 3a MNpefocTaBsAHETO Ha AoCTbMl Ao
YAOCTOBEPEHUATA;

Cnucbk cbe cnpeHu 1M npekpateHn yaoctoBepeHusa (CRL/Certificate Revocation List) —
CnuCBbKBLT CbabpXa y4OCTOBEPEHUS, KOUTO BeYe He MoXe Aa ce cuntaT 3a BanuaHu. CRL e nognucaH ¢

€J1eKTPOHHNA noannc Ha y,EI,OCTOBepﬂBaUJ,I/Iﬂ opraH;
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CuUrypHo notpebuTencko YCTPOMCTBO — YCTPOMCTBO, KOETO AbPXMW YACTEHUSA KIY Ha
MoTpebutens, 3awmTaBa TO3N K4 OT KOMNIPOMUTMPAHE M U3BbPLLBA NOANUCBAHE UMK AeKpUnTUpaHe
OT umeTo Ha lNoTpebuTens;

YacTeH kno4y — HM3 OT cMMBONM, KOWTO Ce M3Non3Ba B anroputbM 3a npeobpasyBaHe Ha
NHopMaumsa oT pasbupaem B LWndpupaH BUA (KpUnTupaH) nnm obpaTtHo — oT wndpupaH B pasbrpaem
BUA (OeKkpunTupaxe);

My6nuyeH knw4 — EQMHMAT OT gBOMKa KNKOYOBE, U3MNON3BaH B aCUMETPUYHA KpunTocuctema,
KOWTO € OOCTBLMNEH U MOXE Aa Ce MU3MNOoSi3Ba 3a NpoBepKa Ha enekTPoOHEH noanuc/nevar;

MybnuyeH pernctbp/XpaHunuue - XpaHunuiie 3a AaHHWU, CbAbPXKALLO U BCUYKU M3dafeHu,
CMpeHu, npekpaTeHn U Bb3CTAHOBEHW YOOCTOBEPEHUS. YOOCTOBEPEHUsITA Ca Ha Pas3nosioKeHue Ha

Motpebutenute 1 [loBepsasalLm ce CTpaHu.

1.6.2 CBbKPALIEHUA

CA (Certification Authority) - YoocTtoBepsiBall, opraH;

CP (Certificate Policy) - Nonutnka npu npegocTtaBsiHe Ha KBanMduuMpaHO yooCTOBEPEHME 3a
aBTEHTUYHOCT Ha yebcanT;

CPS (Certification Practice Statement) - lNpakTuka npu npegocTaBsiHe Ha KBanuduumpaHu
YOOCTOBEPUTENHUN YCIyru;

CRL (Certificate Revocation List) - Cnucbk CbC CpeHn n npekpaTeHn yaoCTOBEepEHNS;

HSM (Hardware Security Module) - XapayepeH kpuntorpadyckm Moayn;

Issuer — N3paTten;

LDAP (Lightweight Directory Access Protocol) - [poTokon 3a onpocTeH OOCTbM OO PErUCTBLP;

OID (Object Identifier) - UaeHTudumkaTop Ha cybekT;

PKI (Public Key Infrastructure) - MHdpacTpykTypa Ha MNybrMYHUSA KIKOY - CbBKYMHOCTTa OT
xapayepa, codtyepa, nepcoHana, gokymeHTtaumsta B EBPOTPBCT 3a cb3gaBaHe, W3MoOn3BaHe,
ynpaBrieHne 1 NpoBepka Ha 3gaBaHu yAOCTOBEPEHUS 3a €NEKTPOHHM noanucu/neyaru;

RA (Registration Authority) - Pernctpupauy opran;

SSL (Secure Socket Layer) - CurypeH kaHan 3a npegaBaHe Ha daHHWY;

OCSP (Online Certificate Status Protocol) - [NpoTokon 3a oHnanH NpoBepka Ha craTyca Ha
YAOCTOBEPEHNE;

TSP (Trust Service Provider) — [locTaB4vK Ha y4OCTOBEPUTESTHU YCIYTH.
2 OTroBOPHOCT 3A NYBJIIMKYBAHE U XPAHUJTULLIE

2.1  XPAHWUJIULUE
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My6nuunmat pernctop Ha EBPOTPBCT npepcraBnsBa xpaHunuvile, B KOETO Ca pasnosioXeHn
akTyarnHu WM nNpeguvuillHn BEepCcuM Ha EeNneKkTPOHHW [OOKYMEHTW, B ToBa YMCNO akTyanHW Bepcun Ha
,[lonnTKa npyn npegocTaBsHe Ha KBanudULMpaHO yAOCTOBEPEHME 3a yaoCcToBepsiBaHe Ha yebcanTt” u
,[1paKkTMka npuv npegoctaBsiHe Ha KBanuduumpaHu YOOCTOBEPUTENHW ycryru“, npegHasHavyeHu 3a
MoTpebutenute, yaocToBepeHUs Ha YOocTtoBepsiBawy opraHu, [loTpebuTtenckn ynocToBepeHus,
Cnvcbum cbe crnpeHn n npekpateHn ygoctosepeHus (CRL) n gpyra nHdopmauus.

XpaHnnuieTo ce ynpaensasa u koHTponunpa ot EBPOTPDBCT.

Bcuykn notpebutenu v pgoeepsiBalmM ce CTpaHWM uMaT MOCTOSHEH [OCTbN A0 uanarta

WHopMaLmMs B XpaHMnuLLeTo Ha agpec: https://www.evrotrust.com.

22  WNHPOPMAUMUA, NYBJIIMKYBAHA OT EBPOTPBCT

M3ganeHuTe kBanuuumpaHu ygoCTOBEPEHMS ce CbxpaHsiBaT B 6a3a gaHHuM Ha EBPOTPBLCT.
[ocTbn 0O Te3n ygoCcTOBEPEHMA MOXE [a Ce OCbLUECTBsIBA N0 online NpOTOKON 3a NpoBepKa Ha cTaTyca
Ha usgageHuTe yooctoBepeHus B peanHo speme OCSP (Online Certificate Status Protocol).

3a oHnavH NpoBepKa Ha [aHHW OT perucTbpa € HeobXo4MMO WM3MNON3yBaHETO Ha MOAXOAsL,
cogpTyep (OCSP-knuneHT) nnn goctbn npes VIHTepHeT-CTpaHuuaTa Ha 4OoCTaBymKa.

lMpoBepka Ha u3gageHn KBanuuUMpaHu YOOCTOBEpeHuMst Moxe Aa Obae HanpaBeHa M B
Cnucbka cbe cnpeHn un npekpateHn ygoctoBepeHus (CRL), konTo ce nybrnukyBa Ha cTpaHuuaTa Ha

EBPOTPBCT B HTEPHET 1 Ce OCbBPEMEHSIBA Ha BCekn 3 (TpW) Yaca nnm no-4ecTo.

2.3  YECTOTA HA NYBJINKYBAHE

[okymeHTaumnaTa, BknioyBawa lMonutuka n MNpakTuka npu nNpenocTaBsHe Ha KBanuduumpaHm
yAOCTOBEPUTENHN YCNyrn, crnopasymeHusi, obpasun, pbKoBOACTBaA 3a paboTta C  eneKkTpoHeH
nognuc/neyat, goknagu ot oguth n ap., nsgageHa ot EBPOTPBCT, ce nybnukyBa Ha cTpaHuuaTta Ha
EBPOTPBLCT B MHTEpHET HE3abaBHO Npu BCSKAa akTyanusauus.

OnepaTtBHUTE yOoOCTOBEpeHUs Ha YAocToBepsiBawmnsa opraH ce nybnukysaT HesabGaBHO npu
BCHAKO U3gaBaHe Ha HOBW yOOCTOBEPEHUS.

AkTyanusauusa Ha nybnuyHus Peructbp C€ uv3gageHuTe notpebuTtencku KeanvduuupaHu
yAOCTOBEPEHNS Ce oOcCbllecTBABa aBTOMATUMYHO W He3abaBHO crieg nybnukyBaHe Ha BCSKO
HOBOM34a4EeHO BanvaHO YAOCTOBEPEHME.

AkTyanusaumsa Ha Tekywma CnuMcbK CbC crnpeHn u npekpateHu ypoctoBepeHusa (CRL) ce

ocbllecTBsiBa aBTOMAaTUYHO Ha He noBe4vye OT 3 (Tpl/l) yaca unu HesabaBHO crneg OTMAHa Unu
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CI'II/IpaHe/B'b306HOBFIBaHe Ha BannMaHo yaoCTtoBepeHNE.

24 [OCTHbN A0 NYBINKALUNU

EBPOTPBCT npegnara QUpEKTOPUNHK yCryrn 3a MHpopMaumsTa CbXpaHsiBaHa B XPaHUULLETO
(ny6rinyHua pernctsp), kato ocurypssa HTTP/HTTPS n OCSP 6asupaH gocTbn.

JocTbnbT Ao MHopmauusaTa B XpaHUNMWETo He ce orpaHudaBa oT EBPOTPBLCT, ocBeH no
nckaHe Ha [loTpebutensa M camo MO OTHOLIEHWE Ha HEroBO BanWOHO W34afdeHO KBanvguumpaHo
YAOCTOBEPEHNE.

WHdopmauunaTa, nybnvkyBaHa B xpanunuweto Ha EBPOTPBCT, e pgocTbrnHa MNOCTOSIHHO

(24/7/365), ocBeH B cny4anTe Ha cbbutns, n3BbH KoHTpona Ha EBPOTPBLCT.

3 WAEHTUPUKALMNA U YCTAHOBABAHE HA CAMOJIMYHOCT

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmaesHe Ha KeanuguyupaHu ydocmosepumesiHu

ycnyau®.

3.1 MMEHA

M3nckBaHusTa 3a gaHHWUTE, BKITOYEHU B U30aAEHUTE YOOCTOBEPEHMS 3a KpalHU noTpebuTenu ca
B CbOTBETCTBME C HacTosiwaTa lNonutuka.

lMocoyennte noeHtTudukatopun Ha nspgartens (Issuer) n cybekra (Subject) 3anMcaHm B OCHOBHUTE
norieta Ha yagocToBepeHneTo TpsibBa ga cboTBeTcTBaT Ha npenopbkute RCF 5280 [20] n RFC 6818
[21] n pa n3nbnHaBaT M3UCKBaHMATA 3a cneumMduyHn hopmaTt Ha UMeHa.

MmeTo n gpyrute umHguBmgyanuavpawim 6enesm Ha u3nMdeckoTo MW IpUOMYECKO Nuue B
CbOTBETHUTE MoneTa 3a Bceku Tun ygoctoeepeHne ca B cbotBeTcTBME ¢ DN (Distinguished Name),
dhopmmpaLLo ce cbobpasHo ctaHgapTa X.500 n X.520.

EBPOTPBLCT moxe ga usgaea ksannduumpaHo yaoCTOBEPEHUE KaTo U3Mnosi3ea ,NCeBAOHUM" 3a
Aa unMmeHyBa u3anyecko nuue camo cnepj kato Peructpupawms opraH cbbepe HeobxogumaTta
NMHOpMaLMS 3a CaMONIMYHOCTTa MY M YCMELLHO ro naeHTuduumpa.

Wmenata, BknoyeHn B Distinguished Name (DN) Ha noTpebutensa umart CBOETO 3HayeHue B

6'bJ'IFapCKVIFI Unn B Opyr 4yxn e3uk.
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3.1.1 HAMMEHOBAHUE HA YEB CbPBbP (SUBJECT)

Hactoswarta [MonuTuka u3nckBa cnegHuTe noneTta, CBbp3aHuM C uaeHTudukaumsata Ha
cybekTa B y4OCTOBEPEHUETO:
» Common Name (CN), OID: 2.5.4.3
B YgoctoBepeHneTo 3a aBTEHTUYHOCT Ha yebcanT ce 3anucea no m3dop AomenH nve unum IP
agpec. MNanonasaHeTo oT NoTpebutensa Ha gomenH umeTto unu IP agpeca e 3akoHocbobpasHo. [lomeriH
nmeTo unu IP agpechT morat ga ce 3anuwaT B MOCOYMEHOTO Mofe Unu B NONeTo 3a anTepHaTMBHO MMe
(Subject Alternative Names).

B noneto CN He moxe ga ce 3anuwle nceBaoHUM. NonbneBaHeTO Ha NONETO € 3aabITKUTENHO.

» ®amunua (Surname), OID: 2.5.4.4
B noneto ce nonbnea amunusa Ha uU3nM4eckoTo nuue, cobCcTBeHnk Ha yebcanTa. MNMonbneBaHeTo Ha

TOBa nomne He € 3aAbJDKUTEJTHO.

» WNwme (Given Name), OID: 2.5.4.42
B noneto ce nonbfBa uMMETO/ManNkoTo Mme Ha uM3MYeckoTo nuue, cobcTBeHWK Ha yebcanTa.

lNonbniBaHeTO Ha ToBa Nosie He e 3a4b/MKUTENHO.

» MceBaoHum (Pseudonym), OID: 2.5.4.65

YO0OCTOBEPEHNETO 3a aBTEHTUYHOCT Ha yeb CbpBbP HE MOXe Aa 6bae nsganeHo nog nNCeBAOHNM.

» CepueH Homep (Serial Number), OID: 2.5.4.5

AKO MoneTo ce M3non3ea, TO MOCOYBAHETO Ha WAEHTUMMKATOP B HEro € 3agblLKUTENHO.
M3anon3BaHeTO Ha cepueH HoMmep € B cboTBeTcTBME C npernopbka RFC 4043 [19]. EBPOTPBLCT
rapaHTupa, 4Ye cepuriHMa HOMep e yHukaneH B cuctemata Ha EBPOTPDBLCT. lNonbneBaHeTo Ha ToBa

nosne He e 3aabJIXUTENTHO.

» Opranusaumsa (Organization/O), OID: 2.5.4.10
YOOCTOBEPEHMETO 3a aBTEHTUYHOCT Ha yebCcalT MOXe [a CbAbpXa MbHOTO WKW CbKpaTEHO
HavMeHOBaHMe Ha opraHu3auuaTa. YnotpebaTa Ha ToBa Mnone e 3aabJPKUTENHA, ako yAOCTOBEPEHNETO

ce n3gaBa Ha opraHmn3auua.

» WpeHTtudukaTtop Ha opraHmsaumaTa (organizationldentifier), OID: 2.5.4.97
lMoneTo ce nonbrBa, B Cnyyan, Ye yaoCTOBEPEHNETO Ce ns3gasa Ha opraHusauus. B cnydan, ye

yOoCTOBEPEHMNETO Ce M3gaBa Ha CbVI3I/I‘-IeCKO nuue, ToBa none He ce nonbnea. [lonbnBaHETO Ha ToBa
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nosie He e 3aabJTKUTENHO.

» OpraHusaumoHHa eauHuua (Organizational Unit/OU), OID: 2.5.4.11

Moneto moxe Aa 6bae NONbIHEHO, B Cny4an, Ye yAOCTOBEPEHNETO Ce U3gaBa Ha opraHu3aums.
B noneto moxe ga ce Bhnvwe TbproBcka Mapka wnu apyra WHgopmauus Ha opraHusalMoHHaTa
eanHuua. MHdopmaumsta, KOSTO ce nonmbfiBa B TOBA Mosie ce BNUCBa crnej HEMHOTO YAOCTOBepsiBaHe
ot EBPOTPBCT. B cnyyan, 4e yooCTOBEPEHMETO Ce M3gasa Ha hmsmnyecko nvue, Te3n nosnerta He ce

nonwnear. [onbnBaHeTo Ha TOBa MoMe He € 3aabINKUTESTHO.

» OwbpxaBa (Country/C), OID: 2.5.4.6

Mpn nspgaBaHe Ha yaoOCTOBEpPEHME Ha OpraHu3auusa B TOBa Mofe ce nonmbriBa ABYOYKBEH KoA Ha
CTpaHaTa, B KOSATO OpraHusauusaTa e ydpeneHa. B cnyyain, Yye B yOOCTOBEPEHUETO HE € BKITHOYEHO NMe
Ha opraHusaums, a goMmenH nme unu IP agpec u He e Bb3MOXHO YCTaHOBSIBAHE Ha CTpaHaTta, ce
3anucBa [OBYOykBeHMs1 KOO Ha CcTpaHaTa Ha [loTpebutens, noganm uWCkaHe 3a wu3gaBaHe Ha
yaoctoBepeHue. [onbneaHeTo Ha TOBa Nose € 3agbINKUTENHO.

[NonbnBaHeToO Ha ToBa norse e 3aabikuTenHo. B cnyyan Ha 3anuc Ha bbrrapusi, CTOMHOCTTa Ha

noneto e ,BG".

> Appec (Street Address/SA), OID: 2.5.4.9;
B cnyyan Ha n3gaBaHe Ha ygoCTOBEpPEHWE 3a OpraHv3auusi, B NofieTo ce nonbfiBa aapecsbT €
MSICTOTO Ha ydpeasiBaHe Ha opraHusaumsaTta. lMoneto ce nonbnBa cneg kato MHgopmaumsita Gusa

npoBepeHa N NoTBbpaeHa. lMonbnBaHeTo Ha ToBa MOSE HE € 3aQbIKUTENHO.

» MectononoxeHue (Locality Name/L), OID: 2.5.4.7;
B cny4yaii Ha n3gaeaHe Ha yooCTOBEPEHME 3a opraHM3auusi, B TOBa Nnose ce 3anucea CenuulieTo,

B KOETO € y4dpeneHa opraHn3auundara. lNonbnBaHeTo Ha TOBa NoOsSie HE € 3a4bIMKUTENHO.

» O6nacTt unm ume Ha npoBuHuUMA (State or Province Name), OID: 2.5.4.8;
B cnyyar Ha nsgaeaHe Ha ygoCTOBEpPEHME 3a OpraHuM3alumsi, B TOBa More ce 3anncBa CenuLleTo,

B KOETO € y4dpeneHa opraHn3auundara. lNonbnBaHeTo Ha TOBa MNosie He € 3a4bIMKUTENHO.

» MNoweHcku kop (Postal Code), OID: 2.5.4.17;
B cnyyain Ha nsgaesaHe Ha yaOCTOBEpEHME 3a OpraHM3auns B ToBa Nosie ce 3anvcBa NOLLEHCKUSA
KO4 Ha HaceneHoTO MSCTO Ha yypegsiBaHe Ha opraHusaumsTta. [lonbnBaHeTo Ha ToBa Mnosfe He €

3a0bJDKUTENTHO.
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» 3arnaswue (Title/T), OID: 2.5.4.12

NoneTo He ce nonbnBa.

» Wmenn appec (E-mail Address/EMAIL), OID: 1.2.840.113549.1.9.1

AJpec Ha enekTpoHHa nolya Ha yeb cbpBbpa. MoneTto He ce nonbrsa.

y,D,OCTOBepeHI/IFITa, n3gageHn B CbOTBETCTBME C HAcCTodllaTa NOJINTUKA, MOXEe Oa CbAbpXaT

aonbnHuTenHo noneta B ,Subject DN®. B Ta9x MoXe Aa ce cbabpXaT caMo NPOBEPEHN SaHHMW.

3.1.2 AJITEPHATUBHU UMEHA

Moneto ,Subject Alternative Names” He e B cnuMcbka C KPUTUYHM pasWINPEHUs B
yaocToBepeHueTo. [oneTto TpsibBa BMHArK ga cbabpKa Han-Marnko egHo ume Ha gomenH unu IP agpec.
MonbnBaHeTO Ha NofeTo e 3agbimknTenHo. B ToBa none morat ga 6vaart nsbpoeHn Bcuykn gomenHu/IP

agpecwu, oopu Tesu, Kouto ca B noneto ,,CN*.

3.1.3 HEOBXOAMMOCT OT CMUCJIEHN UMEHA

lpouyedypama e onucaHa 8 dokymeHma ,[lpakmuka npu rpedocmassiHe Ha KeanuguyupaHu ydocmoeepumesnHu

ycnyau®,

3.1.4 AHOHWUMHOCT Unu NnCEBAOHUMUN HA MOTPEBUTENN

lpouedypama e onucaHa e AokymeHma ,[lpakmuka npu rpedocmassiHe Ha KeanuguyupaHu ydocmoeepumesHu

yecnyau®.

3.1.5 TPABUIA 3A TbJIKYBAHE HA PA3JINYHN ®OPMU HA UMEHA

C uen npaBunHO TbNKyBaHe Ha nofeTaTa, BKYEHUW B YOOCTOBEPEHUSATa, uU3gageHu oT
EBPOTPBLCT, EBPOTPBLCT npenopbyBa [oBepsaBalunTte ce CTpaHn Aa AencTBaT, KakTo € onucaHo B
TO3M OOKYMeHT. [JoBepsiBallaTa ce cTpaHa npu HeoGXOAMMOCT OT TbilKyBaHE Ha MAeHTUdMKaTop unm
OPYrM OaHHW onucaHu B YOOCTOBEPEHMETO, MOXe ga ce cBbpxe ampektHo ¢ EBPOTPDBLCT Ha
TenedoHMTe, NOCOYEHM Ha canTa Ha OPY>XEeCTBOTO.

EBPOTPBLCT moxe ga BknYBa B KBanuuumpaHuTe yaoctoBepeHus Ha [loTpebutenute
WMHOpMaLMs 3a eNeKTPOHHa naeHTudunkaumnsa Ha PU3NYEecKo Mnn KPUANYECKO N1Le, KOATO € YCNELLHO

npoBepeHa 1 noTBbpAeHa oT PeFI/ICTpI/IpaLLI,I/IFI OopraH, Bb3 OCHOBa Ha npeactaBeHUTE OOKYMEHTU 3a
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CaMOJIMHYHOCT Ha r|0Tpe6VITeJ'IFI. lMocouyeHaTa VIHd)OpMaLI,VIFI HE n3nm3a n3BbH paMKMTe Ha MMUHUMAlHO

HeoGxoaumaTa 3a naeHTudukauus Ha MNMortpedutenure.

3.1.6 YHUKANHOCT HA UMEHATA

CybekTtbT (Yeb cbpBbpbT/Subject) Tpssbsa Aa uMa yHUKaNHoO uMe B pernctbpa ¢ yaoCTOBEPEHUS
Ha EBPOTPBLCT. 3a ga ce rapaHtupa yHukanHoctta, EBPOTPBCT npu HeobxogmmocT BKYBa

yHuKaneH naeHtudukartop (OID), konTo e BkntoveH B noneto ,Subject DN Serial Number®.
lpouyedypama e onucaHa e OokymeHma ,[Ipakmuka npu npedocmassHe Ha KeanuguuyupaHu ydocmosepumesiHu

yenyau®.

3.1.7 MNPU3HABAHE, YOOCTOBEPABAHE HA ABTEHTUYHOCT U POJIA HA TbPITOBCKATA
MAPKA. MPOLIEAYPA lNMPU PASPELLABAHE HA CINOPOBE.

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka fpu npedocmassHe Ha KeanuguuupaHu ydocmosepumertHu

ycnyau®.

3.2 NbPBOHAYAIIHA PETUCTPALUA

EBPOTPBLCT wu3anonsea BCeKUM KaHan 3a KOMYHMKAUMS B paMKUTE Ha OrpaHuyeHusTa,
npegsBuaeHn OT 3akoHa, 3a NpoBepka Ha CaMOSIMYHOCTTA Ha (U3NYECKOTO MMAWN pUONYECKO nuue,
nouckano mM3gaBsaHe Ha y4OCTOBEPEHME, KaKTo U 3a MPOBepKa Ha aBTEHTUYHOCTTA Ha NpefocTaBeHuTe
OaHHWN.

EBPOTPBCT moxe ga oTKaxe u3gaBaHe Ha YAOCTOBEpEeHWe No cBoe ycMoTpeHue, 6e3 ga ce

onpasaasa.

3.2.1 TNPOBEPKA 3A NMPUTEXXAHUE HA YACTEH KIJ1OM4

lpouedypama e onucaHa e AokymeHma ,[lpakmuka npu npedocmassiHe Ha KeanuguyupaHu ydocmoeepumesnHu

ycnyau®,

3.2.2 YOOCTOBEPABAHE HA CAMOJINYHOCT HA IOPUOUYECKO JIULIE

lpouedypama e onucaHa 8 dokymeHma ,[lpakmuka rpu rpedocmassHe Ha KsanuguyupaHu ydocmosepumersHu

yecnyau®.

3.2.3 YAOOCTOBEPABAHE HA CAMOJINYHOCT HA ®U3UNYECKO JIULIE
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lpouyedypama e onucaHa e OokymeHma ,[Ipakmuka rpu rpedocmassHe Ha KeasnuguyupaHu ydocmosepumerHu
ycnyau®.

3.24 OCOBEHWU ATPUBYTH

lpouyedypama e onucaHa e OokymeHma ,[Ipakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmosepumersiHu

yenyau®.

3.25 HENOTBBLPOEHA UH®OPMALIUA

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmosepumerstHu

ycnyau®.

3.2.6 TPOBEPKA OT YOAOCTOBEPABALLUUA OPIrAH

lpoyedypama e onucaHa e dokymeHma ,[lpakmuka npu rnpedocmassHe Ha keanuguyupaHu ydocmosepumesnHu

ycnyau®.

3.2.7 ONEPATUBHA CbBMECTUMOCT

EBPOTPBLCT moxe ga cu cbTpyaHuun ¢ gpyrm [loctaBumum No Bpeme Ha npegocTaBsHe Ha
KBanuduunpaHn yaoctoBepuTenHu yCryru, HO caMo C TakvMBa, KOUTO M3passiBaT cbrnacue ga cnassar
N3nNCKBaHUSATa Ha HacToswaTta MNonutuka.

EBPOTPBCT TpsibBa ga ce yBepu, Yye 3a CbTPyOHUHECTBOTO MO NpefocTaBsAHe Ha MybnunyHm
YCNyrn HAMa 3akoHodaTenHU NPeYKNn.

B pesynTtaT Ha CbTpPyAHMYECTBOTO, NpaBaTa Ha KNNEHTUTe He TpabBa Aa 6baaT HapyLaBaHu no

HWUKaKbB Ha4nH N Ka4eCTBOTO Ha OGCJ'Iy)KBaHe He TpFIGBa [a ce BJioLlaBa.

3.2.8 ABTEHTU®UKALUA HA DOMAIN NAME

B yaooctoBepeHMeTo 3a aBTEHTUYHOCT Ha yebcant Tpsabea ga durypmpa Han-Masnko egHo MMe Ha
aomenH vnu IP agpec.

Mpean wu3pgaBaHeTO Ha yOOCTOBEpPEHME 3a aBTEHTUMYHOCT Ha yebcant, EBPOTPBCT
NnoTBbpPXKaaBa MCTMHHOCTTA Ha MMETO Ha AomerHa unu IP agpeca. 3a ga 6bae BNMCaHO UMETO B
ypoctoBepeHneto, EBPOTPBCT npoBepsiBa Bb3MOXHOCTTa CcybekTa Aa M3non3sa MMETO Ha JOMeNHa
unu IP agpeca. Mo Bpeme Ha npoBepkaTa, NOTBbPXAEHNETO TpsabBa ga 6bae NonyyeHo OT aBTEHTUYHM

3anncn nnn oT HagexaHa TpeTa CTpaHa. nOTBbp)K,D,eHVIe Ce roJliy4yaBa, akO Ce OOKaXKe Ha MNnpaKkTuka, 4e
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CcyGeKkTbT MMa KOHTPON BbpXy AafeHo MMe Ha gomeriHa unu IP agpeca. Ako B yOOCTOBEPEHMETO ca

NoCcoYeHM noeeye oT eauH AoMelH unu IP agpec, nocoyeHaTa no-rope NpoBepka ce N3BbpLUBa 3a BCEKM

OTAeneH criyyan.

3.2.9

yenyau®.

3.3

ycnyeu”.

3.4

ycnyau®,

3.5

yenyeau®,

3.6

ycnyau®,

KPUTEPUUN 3A CbOTBETCTBUE

lpouyedypama e onucaHa e OokymeHma ,[Ipakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmosepumersiHu

MWOEHTU®UKALUMNA N YCTAHOBABAHE HA CAMOJIMYHOCT NP NOAHOBABAHE HA
KBAJIMONLIMPAHO YOOCTOBEPEHUE

lpoyedypama e onucaHa 6 dokymeHma ,[lpakmuka npu rnpedocmassHe Ha keanughuyupaHu ydocmosepumesHu

MWOEHTU®UKALUMA U YCTAHOBABAHE HA CAMOJIMMHOCT MPU CNUPAHE HA
OEUCTBMETO HA KBANTU®ULIMPAHO YOOCTOBEPEHMUE

lpoyedypama e onucaHa & dokymeHma ,[lpakmuka npu ripedocmassHe Ha keanuguyupaHu ydocmosepumersHu

MWOAEHTU®UKALUA U YCTAHOBABAHE HA CAMOJIMYMHOCT MNMPU NPEKPATABAHE HA
OEWCTBUETO HA KBANU®ULIMPAHO YOOCTOBEPEHUE

lpouedypama e onucaHa e AokymeHma ,[lpakmuka npu fpedocmassiHe Ha KeanuguyupaHu ydocmogepumesnHu

MWOEHTU®UKAUMNA N YCTAHOBABAHE HA CAMOJIMMHOCT CINELN NMPEKPATABAHE
OEUCTBMETO HA KBANTU®ULIMPAHO YOOCTOBEPEHMUE

lpouedypama e onucaHa e OokymeHma ,[Ipakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumerHu
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4 OMNEPATMBHU U3NCKBAHUA

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuyupaHu ydocmosepumesiHu

ycnyau®,

4.1 NOAABAHE HA UCKAHE 3A U3OABAHE HA KBAJTUPULIMPAHO YOOCTOBEPEHUE

lpouedypama e onucaHa 8 dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumersHu

ycnyau®.

4.1.1 KO MOXE A MOOABA UCKAHE 3A U3OABAHE HA KBANU®ULMPAHO
YOOCTOBEPEHUE

Mpouedypama e onucaHa e dokymeHma ,lpakmuka npu npedocmassiHe Ha KeanuguyupaHu ydocmosepumestHu

ycnyau®.

412 OBPABOTKA HA UICKAHETO 3A USOABAHE HA KBAJIMOULIMPAHO YOOCTOBEPEHUE
N CBBP3AHUTE C TOBA 3AABINKEHUA

4.1.2.1 NMOTPEBUTEJNICKU YOOCTOBEPEHUA

lpouedypama e onucaHa 8 0okymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumersHu

yecnyau®.

4.1.2.2 YOOCTOBEPEHWUA HA YOOCTOBEPABALL OPIF'AH U PETUCTPUPALL OPIrAH

lpouedypama e onucaHa 8 dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumersiHu

ycnyau®.

4.1.23 UCKAHE 3A PErMCTPAUMA HA NOTPEBUTENMMN HA KBAJIMOULUUPAHU
YOOCTOBEPUTENTHU YCIYTU

lpouedypama e onucaHa 8 dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumersHu

ycnyau®,
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4.1.2.4 NoAHOBABAHE HA KBAJIMOULIMPAHO YOOCTOBEPEHUE (RENEWAL), TEHEPUPAHE
HA HOBA [OBOWKA KNIOYOBE (REKEY) U MPOMSAHA HA KBAIIM®ULIMPAHO
YOOCTOBEPEHUE

Mpouedypama e ornucaHa e dokymerHma ,llpakmuka npu npedocmassiHe Ha KeanuguyupaHu y0ocmoeepumerHu

yecnyau®.
4.1.2.5 WCKAHE 3A CNMMUPAHE U NPEKPATABAHE HA YOOCTOBEPEHUE

Mpouedypama e onucaHa e dokymeHma ,lpakmuka npu npedocmassiHe Ha KeanuguyupaHu ydocmosepumestHu

ycnyau®.

42 OBPABOTKA HA UICKAHETO

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmosepumerstHu

ycnyau®.
421 OCBLWECTBABAHE HA U OQEHTU®PUKALUNA N YCTAHOBABAHE HA CAMOJINYHOCT

lpouedypama e onucaHa e OokymeHma ,[Ipakmuka rpu npedocmassHe Ha KeanuguyupaHu ydocmosepumernHu

ycnyau®,

4.2.2 NPUEMAHE UNU OTXBBPNAHE HA UCKAHE

4.2.2.1 OBPABOTKA HA UCKAHE OT PETMCTPUPALLUA OPIrAH

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka fpu npedocmassHe Ha KeanuguuupaHu ydocmosepumerstHu

yenyau®.

4.2.2.2 DABAHE HA 3AABKA KbM YOOCTOBEPABALUIUA OPrAH 3A WU3OABAHE HA
KBAITU®ULIMPAHO YOOCTOBEPEHUE

lpouedypama e onucaHa e OokymeHma ,[Ipakmuka npu npedocmassHe Ha KeasnuguyupaHu ydocmosepumerHu

ycnyau®.
42.3 WN3YAKBAHE N3OABAHETO HA KBAJIM®ULMPAHO YOOCTOBEPEHUE

lpouyedypama e onucaHa e OokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmosepumersiHu
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ycnyau®.

424 YOOCTOBEPABALUMUAT OPIr'AH PA3SPELLUABA OBPABOTKA HA OAHHUTE

Mpouedypama e onucarHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha keanuguyupaHu ydocmoeepumerHu

yecnyau®.

43 W3OABAHE HA KBAJIM®OULUPAHO YOOCTOBEPEHUE

43.1 OBPABOTKA

lpouedypama e onucaHa 8 dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumersHu

ycnyau®,

43.2 NPEOOCTABAHE HA UHO®OPMALIUA

Mpouedypama e onucaHa e dokymeHma ,lpakmuka npu npedocmassiHe Ha KeanuguyupaHu ydocmosepumestHu

ycnyau®,

4.4  NMPUEMAHE HA KBAJINMOUNLUPAHO YOOCTOBEPEHUE

441 NOTBBbPXOAEHUE 3A NMPUEMAHE HA KBAJINOULIMPAHO YO OCTOBEPEHUE

Mpouedypama e onucaHa e dokymeHma ,[pakmuka npu npedocmassiHe Ha KeanuguyupaHu ydocmosepumestHu

ycnyau®.

4.42 NYBJIMKYBAHE HA KBAJINOULMPAHO YOOCTOBEPEHUE

lpouedypama e onucaHa 8 dokymeHma ,,[lpakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumersHu

ycnyau®,

443 WHOOPMALUUA 3A IPYTU CTPAHU

Mpouedypama e onucaHa e dokymeHma ,lpakmuka npu npedocmassiHe Ha KeanuguyupaHu ydocmosepumestHu

ycnyau®.
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45  YMNOTPEBA HA KBAIIMU®ULIMPAHO YOOCTOBEPEHMUE U IBOMKA KIIOYOBE

451 OTNOTPEBUTENU

Mpouedypama e onucarHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha keanuguyupaHu ydocmoeepumerHu

yecnyau®.

452 OT AOBEPABALUU CE CTPAHU

Mpouedypama e onucaHa e dokymeHma ,lpakmuka npu npedocmassiHe Ha KeanuguyupaHu ydocmosepumestHu

ycnyau®.

46 NOAHOBABAHE HA KBAJIN®ULIMPAHO YOOCTOBEPEHUE (RENEWAL)

lMpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmosepumestHu

ycnyau®.

4.7 W3OABAHE HA KBANMU®ULMPAHO YOOCTOBEPEHUME C TFEHEPUPAHE HA HOBA
LBOUKA KNIOYOBE (RE-KEY)

lpouyedypama e onucaHa e OokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmoeepumersiHu

ycnyau®,

471 OBCTOATENCTBA, NPU KOUTO CE NPUNATA U3OABAHE HA KBAITUOULIMPAHO
YOOCTOBEPEHWE C TEHEPUPAHE HA HOBA 1BOUKA KITKOYOBE (RE-KEY)

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmosepumerstHu

ycnyau”,
472 NUUA, NETUTUMUPAHU OA MOUCKAT AKTYANU3ALIMA HA KITFOYOBA IBOUKA?

lpouedypama e onucaHa e OokymeHma ,[Ipakmuka rpu npedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

ycnyau®.
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4.7.3

yecnyau®.

4.7.4

ycnyau®.

4.7.5

yenyau®.

4.7.6

ycnyau®.

4.7.7

ycnyau®.

4.8

48.1

ycnyau®.

4.8.2

ycnyau®,

RE-KEY U OBPABOTKA HA UCKAHETO

lpouedypama e onucaHa e OokymeHma ,[Ipakmuka rpu npedocmassHe Ha KeanuguuyupaHu ydocmosepumerHu

NMHO®OPMALIUA 3A NOTPEBUTENA

lpouyedypama e onucaHa e OokymeHma ,[Ipakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

NOTBBLPXAEHUE 3A MPUEMAHE HA HOBO YAOCTOBEPEHUE

Mpouedypama e onucaHa e OokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmosepumerstHu

NYBJIIMKYBAHE HA HOBO KBAITU®ULIMPAHO YOOCTOBEPEHUE

lpouyedypama e onucaHa e OokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

MHO®OPMALIUA 3A NOBEPABALLU CE CTPAHU

lpouedypama e onucaHa e OokymeHma ,[Ipakmuka rpu npedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

NMPOMAHA B KBAIIMPULIMPAHO YOOCTOBEPEHUE

OCHOBAHUA 3A NMPOMAHA B KBAJIMOULIMPAHO YOOCTOBEPEHUE

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmosepumertHu

JIMUA, NETUTUMUPAHU OA MOUCKAT NPOMAHA HA KBAJINMOULIMPAHO
YOOCTOBEPEHUE?

lpouyedypama e onucaHa e OokymeHma ,[Ipakmuka rpu npedocmassHe Ha KeanuguuyupaHu ydocmosepumersiHu
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4.8.3 OBPABOTKA HA UICKAHETO

lpouedypama e onucaHa e OokymeHma ,[Ipakmuka rpu npedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

yecnyau®.

48.4 WHPOPMALMUA 3A NOTPEBUTENA

lpouyedypama e onucaHa e OokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuyupaHu ydocmosepumersiHU

ycnyau®.

485 NOTBBLPXAEHUE 3A MPUEMAHE HA HOBO KBAITUPULIMPAHO YO OCTOBEPEHUE

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmosepumertHu

yenyau®.

4.8.6 MNMYBJIMKYBAHE HA HOBO KBAJIM®PULIMPAHO YOOCTOBEPEHUE

EBPOTPBCT, ype3 onepatuBHma YgoctoBepsiBally, opraH nybnvkysa He3abaBHO MPOMEHEHOTO

KBanuduuupaHo ygoctoBepeHue B MNyo6nmnyHms permcTbp/xpaHnnmLleTo.

48.7 WHPOPMALUA 3A AOBEPABALUUTE CE CTPAHU

Mpouedypama e onucarHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha keanuguyupaHu ydocmoeepumerHu

yecnyau®.

49  CINWPAHE U NPEKPATABAHE HA KBAIIM®PULIMPAHO YO OCTOBEPEHUE

lpouyedypama e onucaHa e OokymeHma ,[Ipakmuka npu npedocmassHe Ha KeasnuguyupaHu ydocmosepumerHu

ycnyeu”.

49.1 OBCTOATENICTBA 3A NPEKPATABAHE HA KBAJIM®PULMUPAHO YOOCTOBEPEHUE

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu rnpedocmassHe Ha KeanuguuupaHu ydocmosepumerstHu

ycnyau®,

4.9.2 KOW MOXE OA NMOUCKA NMPEKPATABAHE HA KBATIM®ULIMPAHO YOOCTOBEPEHUE?

lpouedypama e onucaHa e OokymeHma ,[Ipakmuka rpu npedocmassHe Ha KeanuguyupaHu ydocmosepumerHu
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ycnyau®.

49.3 NPOLEOYPA 3A NPEKPATABAHE HA KBAITM®ULIMPAHO YO OCTOBEPEHUE

49.3.1 MNMPOUEAYPA 3A MNPEKPATABAHE HA KBAJIM®GULUMPAHO YOOCTOBEPEHUE HA
KPAEH NMOTPEBUTEN

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmoeepumesiHu

yenyau®.

4.9.3.2 NPOLUEAOYPA 3A TPEKPATABAHE HA KBAJIIMOUUMPAHO YOOCTOBEPEHME HA
YOOCTOBEPABALL OPIrAH UK HA PETUCTPUPALL, OPTAH

lpouedypama e onucaHa e OokymeHma ,[Ipakmuka npu npedocmassHe Ha KeasnuguyupaHu ydocmosepumerHu

ycnyau®.

49.4 TPATUCEH NEPUOA HA NMPEKPATABAHE HA KBAIIM®PULIMPAHO YO OCTOBEPEHUE

lMpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuyupaHu ydocmoeepumesHu

ycnyau®.

495 CPOK 3A OBPABOTKA HA UCKAHETO 3A NPEKPATABAHE

VMckaHe 3a npekpaTtsBaHe Ha kBanuduvumpaHo ygoctoBepeHue ce obpabotsa ot EBPOTPBCT

0e3 HeonpaBgaHo 3abaBsHe.

49.6 NPOBEPKA HA CINMUCBbKA CbC CINPEHU U NMPEKPATEHU YOOCTOBEPEHUA (CRL)

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmosepumerstHu

ycnyau”,

49.7 YECTOTA HA USOABAHE HA CMMUCBbKA CbC CINPEHU U NPEKPATEHU
YOOCTOBEPEHUA (CRL)

lpouedypama e onucaHa e OokymeHma ,[Ipakmuka rpu rnpedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

yecnyau®.
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49.8 MAKCUMAIHO 3ABABAHE HA NYBJIMKYBAHETO HA CRL

Bcekn Cnucbk cbc cnpeHu w npekpateHu ypoctoBepeHus (CRL) ce nybnukyBa 6e3
HeonpasaaHo 3abaBsiHe, BeAHara crief kato Tou e cb3fadeH (0bMKHOBEHO TOBa CTaBa aBTOMAaTUYHO B

PaMKUTE Ha HAKOMKO MUHYTH).

4.9.9 OHNAWH NPOBEPKA HA CbCTOAHMETO HA YOOCTOBEPEHUE

lpouyedypama e onucaHa e OokymeHma ,[Ipakmuka npu npedocmassHe Ha KeanuguuyupaHu ydocmosepumersiHu

yenyau®.

4.9.10 WU3NCKBAHMUSA 3A OHJTAVH NMPOBEPKA HA CbCTOAHUETO HA YOOCTOBEPEHUE

MpoBepka Ha crtaTtyc Ha ygocTtoBepeHue B peanHo Bpeme (no OCSP npoTtokon) Mmoxe ga ce

n3nbnHuM npes MHTepHeT Ha carita Ha EBPOTPBCT: https://www.evrotrust.com.

4.9.11 CHNEUWAITHN NU3NCKBAHUA NO OTHOLUEHMUE HA HAPYLWWEHUE HA CUT'YPHOCTTA HA
KNHOYA

B cnyyah Ha HapywaBaHe Ha CWUrypHOCTT@ Ha YacTHMA KoY (HErOBOTO pasKpvBaHE) Ha
YpoctoBepsaBawms oprad unu gpyru cybektun, onepupawm B pamkute EBPOTPBCT, EBPOTPBLCT

He3abaBHO MHGOPMMpPa AOBEpPSBALLUTE Ce CTPaHW.

49.12 OBCTOATENICTBA 3A CMMUPAHE HA KBAIIM®PULINPAHO YOLOCTOBEPEHUE

EBPOTPDBLCT, 4pes cBosi onepaTMBeH YOOCTOBEpsiBaLL, OpraH, cnvpa OeWCTBMETO Ha BanuvaHO
yOoCTOBEpPEHMEe Mpu onpeaeneHn yCrioBus 1 3a rpatuceH nepuon A0 YTOYHABAHE Ha npuunHuTe 3a

cnnpaHeTo, HO HE NOo-AbJIro OT 72 vaca.

4.9.13 JUWUA, NETUTMUPAHU OA MOUCKAT CINMUPAHE HA KBAJTIUPULIMPAHO
YOOCTOBEPEHUE

lpouyedypama e onucaHa 8 OokymeHma ,[lpakmuka rpu npedocmassHe Ha KeanuguyupaHu ydocmosepumesHu

ycnyau®.
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4.9.14 MNPOLUEAYPA 3A CMMMPAHE U Bb3OBHOBABAHE HA KBAJTMU®OULIMPAHO
YOOCTOBEPEHUE

lpouedypama e onucaHa e OokymeHma ,[Ipakmuka rpu npedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

yecnyau®.

4.9.15 TIPATUCEH NeEPnoa HA CNMMPAHE HA KBAJTMOULIMPAHO YOOCTOBEPEHUE

EBPOTPBLCT cnvpa genctBMeTto Ha KBanuuumpaHo yaoCTOBepeHMe 3a aBTEHTUYHOCT Ha
yebcanT 3a rpatuceH nepuoga crne noslydaBaHe Ha MCKaHeTo 3a cnupaHe 40 YTOYHSIBAHE Ha MpUYMHUTE

3a CMUpPaHeTo, HO He No-AbMro oT 72 vaca.

4.9.16 Bb30OBHOBSABAHE OEUCTBUETO HA CMPAHO YOOCTOBEPEHMUE

lpouedypama e onucaHa e OokymeHma ,[Ipakmuka npu npedocmassHe Ha KeasnuguyupaHu ydocmosepumerHu

ycnyau®.

4.9.17 NPOLEQYPA 3A Bb30EHOBSABAHE HA JEACTBUETO HA KBANTM®ULIMPAHO
YOOCTOBEPEHUE

Pernctpupalumat opraH Bb30OHOBSIBa CrNpsSiHO YAOCTOBEPEHME crief KaTo Monyyn MckaHe 3a
Bb306HOBsIBaHe OT [loTpebuten u cnep ycnewHa NpoBepka 3a MOeHTUUKaUMS M ycTaHoBsIBAHE Ha
CaMOJIMYHOCT.

Pernctpupalumsat opraH He3abaBHO Bb30OHOBSIBA CMPSIHO YAOCTOBEPEHUNE, Crief KaTto usteye

rpaTUCHUSI Nepuog.

4.10 NPOBEPKA HA AKTYAJIHOTO CBCTOAHUE (CTATYCA) HA KBAJIMGULUMUPAHUTE
YOOCTOBEPEHUA

4.10.1 XAPAKTEPUCTUKU

MHdopmauusa 3a CbCTOSHMETO Ha ygocToBepeHusaTa, udgageHn ot EBPOTPBCT moxe ga
Obae nonyyeHa B Cnncbka cbC crnpeHu n npekpateHn ygoctosepenmns (CRL), nybnukyBaH Ha canta Ha
EBPOTPBLCT B mHTepHeT, 4ype3 [lpoTokona 3a OHMaWH NpoBEpPKa Ha cTaTyca Ha yOoCTOBepeHusATa
(OCSP).

YaoocToBepuTenHUTE yCryrn 3a NMpoBepka Ha cTaTyca Ha KBanuduuupaHuTe yaoCTOBEPEHUS
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ca JOCTbMNHU B pexnm 24/7 (HenpekbCcHaTO AeNCTBaLLM).

4.10.2 AONMBIIHUTENHU ®YHKLUUN

Mpouedypama e onucarHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha keanuguyupaHu ydocmoeepumeriHu

yecnyau®.

4.11 NPEKPATABAHE HA OOroBoOoP 3A KBAIIM®PULMNPAHU YOOCTOBEPWUTEJIHU YCIYTU
OT NOTPEBUTEN

lpouedypama e onucaHa e OokymeHma ,[Mpakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

yenyau®.

4.12 [OOBEPUTEJNIHO CbXPAHEHUE HA YACTHU KITIOYOBE (EKCPOY)

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha keanuguuyupaHu ydocmoeepumerHu

ycnyau®,

5 KOHTPOJ1 HA ®USUNYECKATA N OPTAHU3ALUMNOHHA CUTYPHOCT

5.1 KOHTPOIJ1 HA PUSNYECKATA CUTYPHOCT

MepkuTe npegnpueTn No OTHoWeHWe Ha (pusmnyeckaTa 3awmta Ha EBPOTPBCT ca enemeHT ot
paspaboteHata u BHegpeHa Cuctema 3a WHPOPMaUMOHHA CUIYPHOCT, CbOTBETCTBalla Ha
nancksaHmata Ha ctangapta ISO/IEC 27001:2013 n ISO/IEC 19011:2013.

lpouedypama e onucaHa e dokymeHma ,[lpakmuka rpu rpedocmassHe Ha KsanuguyupaHu ydocmosepumernHu

ycnyau”,

51.1 MNOMELWEHUA N KOHCTPYKUMUA HA MOMELLUEHUATA

EBPOTPBLCT pasnonara cbC crneumanHo KOHCTpyMpaHu u obopydBaHM 30HU C HaKW-BMCOKa

cTeneH Ha KOHTPOJZ1 Ha (*)VI3I/ILIeCKI/I OOCTbI, B KOETO Ce nomellaBat yD,OCTOBepFlBaLLI,VIFl opraH Ha

Print and Edit Evrotrust Technologies Inc.. Page 33 of 59




MOMUTUKA Cp-
e I‘Otl‘USt MPU NPEAOCTABSIHE HA KBANIM®OULIMPAHO YAOCTOBEPEHUE 3A ellDAS ﬁ? SSL
ABTEHTUYHOCT HA YEECAUT or public use

CERTIFICATE POLICY .
FOR QUALIFIED CERTIFICATION SERVICES Vlegs(')%nzalléz
FOR WEBSITE AUTHENTICATION 02.

Regulation 910/ 2014
elDAS

EBPOTPBLCT n BCcuykuTe LeHTpanHM KOMMOHEHTU Ha UHApaCcTpyKTypaTa.

51.2 ®USNYECKUAT OOCTbI

Mpouedypama e onucarHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmoeepumersHu

yecnyau®.

5.1.3 CBbXPAHEHMUE HA HOCUTEJNN HA OAHHU

Bcuykn HocuTenu cbabpxawy codTyep, apxvMBM Ha OaHHU MNU oguTHA MHopMauus ce
CbXpaHsiBaT B OrHeynopHa kaca B CreLuanHo apxXMBHO NMoMelleHne C BbBeAeH KOHTPOM Ha AocTbn. B

nomeweHneTo ¢ apxuea Ha EBPOTPDBCT mma narpageHna cucrema Ha pusanyecka u norm4yecka sawuTa.

514 WU3XBBPIAHE HA OTNAOBLUTE

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuyupaHu ydocmosepumestHu

ycnyau®,

52  OPrAHM3ALUMUOHEH KOHTPOI

Bcuukn npoueaypw, Kacaewm curypHocTTa npu vM3gaBaHe, agMUHUCTPUPAHE W U3Mon3BaHe Ha
KBanMuuUMpaHn yaoCcTOBEPEHNUS 3@ aBTEHTUYHOCT Ha yebcalT, ce M3NbNHABAT OT JOBEPEH NepcoHan
Ha EBPOTPBCT.

EBPOTPBLCT nogaobpxa goctarbyeH 6Gpon kBanuduumpaHu CrykKUTenu, KOUMTO BbLB BCEKU
MOMEHT OT OCBbLIECTBABAHE Ha [AEWHOCTTa My Aa OocurypsieaT CbOTBETCTBME C AEWCTBALLOTO

3aKOHOAATENICTBO U BbTPELLUHWUTE NpaBuia u HOPMK Ha OPYKECTBOTO.

5.2.1 OOBEPEHM POJIN

MogpobHo pasnpegeneHve Ha yHKUMUTE U OTFTOBOPHOCTUTE Ha MepcoHana e pasnMcaHo BbB
BbTpewHute AokymeHTM Ha EBPOTPDBLCT: ANbXHOCTHUM XapakTepuCTUKW, LWATHO pasnucaHve W
CbOTBETHU BbTPELLHU ONepaTuBHU npoLeaypu.

PasnpegensHeTo Ha yHKUMUTE Ce OCbLLECTBSABA MO TakbB HauuH, Ye ga 6bae cBedeHa Ao
Bb3MOXEH MWHMMYM OMAcHOCTTa OT KOMMpOMEeTUpaHe, U3Tu4yaHe Ha KoHduaeHuuwanHa mHdgopmaums

Mnn Bb3HMKBAHE Ha KOH(*)J'II/IKT Ha NHTepecu.
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5.2.2 WM3NCKBAHUA 3A PASAENAHE HA OTTOBOPHOCTUTE

[oBepeHnte genHocTtn Ha nepcoHana Ha EBPOTPBCT ce nanbnHsBaT OT pasnuyHn nuua.

5.3 KOHTPOI1 HA NEPCOHAIA

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka rnpu npedocmassiHe Ha KeanuguuyupaHu ydocmosepumeriHu

ycnyau®.

531 WU3NCKBAHUA 3A OBYYEHUE HA NMEPCOHAIJIA HA EBPOTPBLCT

lpouedypama e onucaHa e OokymeHma ,[Ipakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

ycnyeu”.

54  3AMNMUCU HA CBBUTUA N NOOABPXAHE HA XXYPHAINU

ApXI/IBI/IpaHI/I XypHarin ce 3anasBaTt B NpoAbJI)KEHNE Ha MNoHe 20 (nBa/:l,eceT) rognHun.
lpouedypama e onucaHa e OokymeHma ,[Ipakmuka rpu rpedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

ycnyau®,

541 YA3BUAMOCT U OLIEHKA

EBPOTPBLCT knacuduumpa M nogobpka pPeructpy Ha BCUYKM aKTMBU B CbOTBETCTBME C
nauncksaHmara Ha ISO/IEC 27001:2013. CwbrnacHo ,[onutukata no curypHoct® Ha EBOTPDBLCT ce
M3BbPLUBA aHanu3 3a OUeHKaTa Ha YA3BUMMOCT MO BCUYKM BBbTPELLUHM MpOoUeaypu, NPUNOXEHUS W
MHPOPMaLMOHHN cucTemn. M3nckBaHust 3a aHanmM3 moraTt, CblWO Taka, Aa O6baaTt onpegeneHu ot
BbHLUHA UHCTUTYLMS, yIbIHOMOLEHa Aa n3ebpuea ogut Ha EBPOTPBCT.

AHaNM3bT Ha puUCKa ce n3BbpLuBa Han-Marnko BegHbX roguLLHO.

5.5 APXUBUPAHE

lpouyedypama e onucaHa e OokymeHma ,[Ipakmuka rpu rnpedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

ycnyau”,
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5.6 MPEKPATABAHE HA OEMHOCTTA HA EBPOTPBLCT

5.6.1 WU3NCKBAHWSA, CBbP3AHU C MPEXOOA O NMPEKPATABAHE HA AEMHOCTTA HA
OOCTABYUKA

lpouedypama e onucaHa e OokymeHma ,[Ipakmuka rpu npedocmassHe Ha KeanuguyupaHu ydocmoesepumernHu

ycnyau®,

5.6.2 MPEXBBPIAHE HA OEMHOCT KbM APYI OCTABYUK HA KBAITUOULIMPAHU
YOOCTOBEPUTEJIHU YCIYTU

lpouedypama e onucaHa e OokymeHma ,[Ipakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

yenyau®.

5.6.3 OTHEMAHE HA KBAJIM®ULIMPAH CTATYT HA JOCTABYUK UIN HA KBAJIMGULIMPAH
CTATYT HA CbOTBETHA YCIIYTA

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmosepumestHu

yecnyau®.

6 YMNPABJIEHUE U KOHTPOJ1 HA TEXHUYECKATA CUT'YPHOCT

6.1 TFEHEPUPAHE U UHCTAJIMPAHE HA BOUKA KNIOYOBE HA YOOCTOBEPSABALL, OPIAH

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmosepumertHu

yenyau®.

6.1.1 TEHEPUPAHE HA BOMKA KNIOYOBE HA ®U3UYECKO/IOPUANYECKO JIULE

EBPOTPBLCT mnsnonssa anroputmMu, KOUTO OTrOBapAT Ha uanckeaHmata Ha ETSI TS 119 312.
lpoyedypama e onucaHa 8 dokymeHma ,[lpakmuka npu rnpedocmassHe Ha keanuguyupaHu ydocmoeepumersnHu

yecnyau®.

6.1.1.1 OTOAJIEYEHO FrEHEPUPAHE HA 1BOVKA KNIOYOBE

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha keanuguyupaHu ydocmoeepumerHu
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ycnyau®.

6.1.2 HOOCTABKA HA YACTEH KIJT1tO4 HA NMOTPEBUTEN

lpouedypama e onucaHa e OokymeHma ,[Ipakmuka rpu rpedocmassHe Ha KeanuguyupaHu ydocmosepumernHu

ycnyau®,

6.1.3 OOCTABKA HA NMYBJIMYEH KIOY OT NOTPEBUTEN HA AOCTABYUK

lpouyedypama e onucaHa e OokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuyupaHu ydocmosepumesiHu

yenyau®.

6.1.4 OBbIDKUHA HA KITIOYOBE

AbmkuHaTa Ha ABOVKa KIHOYOoBE 3a KBanuuumMpaH enekTpoHeH Mnoanuc € B CbOTBETCTBUE C
ETSI TS 119 312 [14], CABF Baseline Requirements recommendation [24] M HaUMOHANHOTO

3aKoHOOAaTeN1CTBO.

6.1.5 TMAPAMETPU HA NYBJIMYEH KNOY

lpouedypama e onucaHa e OokymeHma ,[Ipakmuka rpu rpedocmassHe Ha KeanuguyupaHu ydocmosepumernHu

ycnyau®,

6.2 3ALUNTA HA YACTEH KI1FO4 K KOHTPOI1 HA KPUITTOTPA®CKUA MOAOYI

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka rnpu npedocmassHe Ha KeanuguuyupaHu ydocmosepumertHu

ycnyau®.

6.2.1 KOHTPOIJ1 HA U3MNOJISBBAHE U CbXPAHEHUE HA YACTEH K04

lpoyedypama e onucaHa e dokymeHma ,[lpakmuka npu rnpedocmassHe Ha keanuguyupaHu ydocmosepumesnHu

ycnyau”.

6.2.2 CBbXPAHEHMUE HA YACTEH KJO4

Mpouedypama e onucaHa e dokymeHma ,[Ipakmuka npu npedocmassHe Ha KeanuguuyupaHu ydocmosepumesiHu

ycnyau®.

Print and Edit Evrotrust Technologies Inc.. Page 37 of 59




MOMUTUKA Cp-
e I‘Otl‘USt MPU NPEAOCTABSIHE HA KBANIM®OULIMPAHO YAOCTOBEPEHUE 3A ellDAS ﬁ? SSL
ABTEHTUYHOCT HA YEECAUT or public use

CERTIFICATE POLICY .
FOR QUALIFIED CERTIFICATION SERVICES Vlegs(')%nzalléz
FOR WEBSITE AUTHENTICATION 02.

Regulation 910/ 2014
elDAS

6.2.3 METOA 3A AKTUBUPAHE HA YACTEH KIO4

lpouedypama e onucaHa e OokymeHma ,[Ipakmuka rpu npedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

yecnyau®.

6.24 METOA 3A AEAKTUBUPAHE HA YACTEH KoY

lpouedypama e onucaHa e OokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

ycnyau®.

6.2.5 METO[M 3A YHUWLOXABAHE HA YACTEH KIO4

lpouedypama e onucaHa e OokymeHma ,[Ipakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

ycnyau”.

6.3  OPYI'M ACMEKTWU HA YNPABJIEHUE HA IBOVKA KITHOYOBE

6.3.1 APXUBUPAHE HA NMYBJIMYEH KoY

MybnuyHuTe knoyose Ha [loTpebutenu ce cbabpXaT B U3gadeHUTe 3a TaX KBanvduumpaHu
YyOOCTOBEPEHUS, KOUTO ca nybnukyBaHu B [lybnuyeH peructbp Ha canta Ha EBPOTPBCT wu ce

CbXpaHABaT BbB XpaHUIULLE.

6.3.2 MNEPUOA HA BANIMAHOCT HA KBAJTM®OULIMPAHO YOOCTOBEPEHUE U YNOTPEBA HA
KNOYOBE

I'Iepmona Ha yn0Tpe6a Ha I'Iy6J'IVI‘-IHI/I KIto4oBe ce ornpeaend oT CTOMHOCTTa Ha NoneTo B

yaooCTtoBeEpEeHNeTo My, onnucealo BannMaHOCTTa Ha I'Iy6J'II/I‘-IHVIFI KITHOM.

6.4 OAHHU 3A AKTUBUPAHE

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu rnpedocmassHe Ha KeanuguuyupaHu ydocmoseepumerstHu

ycnyau®,
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6.41 TEHEPUPAHE U UHCTANUPAHE HA 1AHHU 3A AKTUBUPAHE

lpoyedypama e onucaHa e dokymeHma ,[lpakmuka npu rnpedocmassHe Ha keanuguyupaHu ydocmosepumersnHu

yecnyau®.

6.4.2 3AWNTA HA AAHHU 3A AKTUBUPAHE

lpouyedypama e onucaHa e OokymeHma ,[Ipakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

ycnyau®.

6.5 CUINYPHOCT HA KOMMIOTBLPHUTE CUCTEMMU

EBPOTPBLCT mn3nonssa eQuUHCTBEHO HaAEXOEH U CUrypeH xapayep 1 codpTyep, KOUTo ca 4vacT

OT koMM TbpHaTa cuctema Ha EBPOTPBCT.

6.6 CUNYPHOCT HA XU3HEHUA LUNKDBJ1 HA TEXHOJIOTMYHATA CUCTEMA

OctblecTBsiBa ce Haa30p Ha (*)yHKLI,VIOHaJ'IHOCTTa Ha TexXHOoJiorm4yHaTta cuctemMa n ce rapaHTumpa,

ye TS PYHKLMOHMpPaA NPaBUITHO U B CbOTBETCTBME C JOCTaBeHaTa NpPOM3BOACTBEHA KOHUIypaLms.

6.7 MPEXOBA CUT'YPHOCT

B mHdpacTpyktypata Ha EBPOTPBCT ce m3anon3BaT CbBPEMEHHM TEXHUYECKM CpedcTBa 3a
obMeH M 3awmTa Ha MHopMauus, 3a Aa ce rapaHTupa MpexoBaTa CUrypHOCT Ha CUCTEMUTE CpeLly

BbHLUHN MHTEpPBEHUNN 1N 3anaxu.

7  NPO®UNU HA KBAITMOULIMPAHU YOLOCTOBEPEHUA, CRL U HA OCSP

Mpodunute Ha noTpebuTenckute keanuuumpaHn ygoctosepenns, nsgageqm ot EBPOTPBCT,
yAOCTOBEpPEHUSATA HA Y40CTOBEpsiBaLLMS opraH (6a30BoO 1 onepaTyMBHM) M3NON3BaHW Npu NpeaocTaBsHe
Ha KBanuuumMpaHn ygocTOBEPUTENTHN YCIYrM OTrOBApPSAT Ha CrieqHUTe NPenopbkn 1 N3MCKBAHWS:

» ITU X.509 Information technology - Open Systems Interconnection - The Directory: Publickey
and attribute certificate frameworks;

» RFC 5280;
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RFC 6818;

ETSI EN 319 412-1;

ETSI EN 319 412-2 B cny4yai Ha nsgaBaHe Ha yaocToBepeHue 3a (pnsnyecko nuue;
ETSI EN 319 412-3 B criyyar Ha u3gaBaHe Ha yaoCTOBepeHue 3a topuanyecko nuue;
ETSI EN 319 412-4.

YV V VYV V V

KeanuduumpaHuTe yaoCcToBepeHNS 3a aBTEHTUYHOCT Ha yebcanToBe CbabpXxarT:

» YyKasaHuMe Han-manko BbB dopMma, nogxoslla 3a aBToMatu3mMpaHa obOpaboTka, ue
yAOCTOBEPEHNETO € U3aafeHo KaTo KBanudumumpaHo yaqocToBEpPEHME 3a aBTEHTUYHOCT Ha yebcanTose;

» Habop OT [daHHKW, KouTo eaHo3HayHo onuceaT EBPOTPBLCT kato [ocTaBYMK  Ha
KBanuuumpaHn yaocToBEpUTENHM yCryrk, mnsgan yaooCTOBEPEHMETO, KaTo HabopbT BKMAYBA Hau-
Marko AbpXaBaTa-YneHka rno yCcTaHoBsIBaHE Ha JOCTaBYuKa, U:

e 3a (u3MYeckM nuua: HaW-mManko WMeTO Ha §UUeTO, Ha KoeTo € u3gageHo
yOOCTOBEPEHUETO, UIK NCEBAOHNM. AKO Ce M3MOoN3Ba NCEBAOHUM, TOMN Ce NOCOYBa SICHO;
e 3a IOPUONYECKN NULA: HalW-Marko HaMMEHOBaHMETO Ha HPUANYECKOTO N1LUE, Ha KOETO e

N3gageHo YOOCTOBEPEHUETO, M aKO € MPUMOXUMO — PErMcTpaumoHHNS HOMep cnopen oduunanHuTe
perncTpu;

» HaMMEHOBaHMETO Ha [JOMeVHa WM HaMMEHOBaHMSTa Ha [JOMenHuUTe, nogabpXaHu OT
HPU3NYECKOTO NN OPUANYECKOTO NMLIE, HA KOETO € U34adeHO YyOOCTOBEPEHUETO;

» WH(opMaumMsa 3a Ha4anoTo M Kpasi Ha CPoKa Ha BanuAHOCT Ha YAOCTOBEPEHUETO;

» nOeHTUMMKaAUMOHEH KOO Ha YAOCTOBEPEHWETO (CepueH HOoMep), KOMTO € YHUuKaneH 3a
AOCTaBYMKa Ha KBanuuumMpaHn yagoCTOBEPUTENHWN YCIYTu;

» YCbBbPLUEHCTBAH €MeKTPOHEH MOAMUC WM YCbBbLPLUEHCTBAH ENIeKTPOHEeH nevat Ha
n3gaBalnsa AOCTaBYMK Ha KBanuuumpaHu yagocToBEpPUTESTHN YCNYTu;

» MACTO, KbAEeTO YAOCTOBEPEHNETO, KOETO NoAabpKa YCbBbPLUEHCTBAHUSA €NEKTPOHEH Noanuc
UIN YCbBBLPLUEHCTBAHUA €NEKTPOHEH MeYaT Ha u3gaBallmsl AOCTaBYMK € Ha pasnosioxeHne 6e3nnartHo;

» MHACTO Ha ycnyrute no MNpoBepka Ha BanMOHOCTTA Ha YAOCTOBEPEHMsITa, OO KOETO ce

OTNPaBSAT UCKaHMS 3a NPOBEPKa Ha BanuMaHOCTTa Ha KBanNuULUMpaHOTO yAOCTOBEPEHNE.

7.1 NMPO®UN HA KBANTMOULMPAHO YOOCTOBEPEHUE 3A ABTEHTUYHOCT HA YEBGCAUT
3A JOMEWH (EVROTRUST SSL DOMAIN VALIDATED CERTIFICATE):

Version V3

Serial number [cepneH Homep]

Signature Algorithm SHA256RSA
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CN= | Evrotrust RSA Operational CA
Issuer OU= @ Qualified Operational CA
O= Evrotrust Technologies JSC
organizationldentifier (2.5.4.97)= | NTRBG-203397356
C= BG
Valid from [HavanHa paTta u yac no UTC Ha BanvMaHOCT Ha YAOCTOBEPEHNETO]
Validit to [kpariHa paTa n yac no UTC Ha BanuaHOCT Ha YOOCTOBEPEHNETO]
C= | OvpxaBa: [1BybykBeH Ko Ha AbpkaBaTa cnopeg ISO
(countryName) | 3166
Subject
CN=
[JomeinH nme, IP nnu Nme Ha pecypc
(commonName)
Public Key _
RSA (2048 Bits)
Type/Length

Subject Key Identifier

[U3uncneHa cTonHOCT 3a n3gageHoTo yAOTOBEpPEHUE]

Authority Key
Identifier

Key ID=7F:3E:64:59:85:2B:DD:23:29:C2:01:E7:CB:C3:69:C0:87:93:2B:08

CRL Distribution

Points

[1]CRL Distribution Point
Distribution Point Name:
Full Name:

URL=http://ca.evrotrust.com/crl/EvrotrustRSAOperationalCA.crl

Authority Information

Access

Enhanced Key

Usage

[1]Authority Info Access
Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.evrotrust.com/aia/EvrotrustRSAOperationalCA.crt
[2]Authority Info Access
Access Method=0On-line Certificate Status Protocol (1.3.6.1.5.5.7.48.1)
Alternative Name:

URL=http://ca.evrotrust.com/ocsp

Server Authentication (1.3.6.1.5.5.7.3.1)
Client Authentication (1.3.6.1.5.5.7.3.2)

Subject Alternative

Name

DNS Name=[ JomenH ume unu IP]

Certificate Policies

[1]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.47272.2.4.1
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[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:

http://www.evrotrust.com/cps

Key Usage (critical) Digital Signature (Bit 0), Key Encipherment (Bit 2)

id-etsi-qcs-QcCompliance
(0id=0.4.0.1862.1.1)

id-etsi-gcs-QcLimitValue' | [Cyma B BGN unu EUR]
(0.4.0.1862.1.2)

QCStatements id-etsi-qcs-QcType id-etsi-qct-web (0id=0.4.0.1862.1.6.3)
(0id=0.4.0.1862.1.6)
id-etsi-qcs-QcPDS PdsLocations

(0id=0.4.0.1862.1.5)
PdsLocation=https://www.evrotrust.com/pds/pds_en.pdf
language=en

7.2 NMPO®UN HA KBAIIUOULMPAHO YOOCTOBEPEHUE 3A ABTEHTUYHOCT HA YEBGCAUT
3A OPFAH3UALUA (EVROTRUST SSL ORGANIZATION VALIDATED CERTIFICATE):

Version V3

Serial number [cepueH Homep]

Signature Algorithm SHA256RSA

CN= | Evrotrust RSA Operational CA
lssuer OU= Qualified Operational CA
O= Evrotrust Technologies JSC
organizationldentifier (2.5.4.97)= NTRBG-203397356
C= BG
Valid from [HavanHa paTta n yac no UTC Ha BanvMaHOCT Ha YAOCTOBEPEHNETO]
Validit to [kpaiiHa paTa n yac no UTC Ha BanvMaHOCT Ha YAOCTOBEPEHNETO]
C= | OvpxaBa: [1BybykBEeH Ko Ha AbpxkaBaTa cnopeg ISO
(countryName) | 3166
Subject
CN=
HOomenH nme, IP unu Ume Ha pecypc
(commonName)
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Regulation 910/2014 FOR QUALIFIED CERTIFICATION SERVICES version —1.2
eIDAS FOR WEBSITE AUTHENTICATION 13.02.2018
Oil = | HanmeHoBaHWe Ha nuUeTo: MbMHO HaMMEHOBAHNETO MO
(organizationName) | peructpaumsi Unu akT Ha BNMCBaHe Ha IPUONYECKOTO
e, ¢ KoeTo U3NYECKOTO NNLE € acoLMUPaHo.
WpeHTudukatop Ha topuandecko nuue (ETSI EN 319
412-1 1.5.1.4), Hanpumep:
- VARBG-123456789 — /IC;
2.5.4.97" =
L . - NTRBG-123456789 - EUK (BYNCTAT).
(organizationldentifier)
Brnncea ce HauvoHanHus naeHTudgukaTop cnopen
MECTHOTO 3aKOHOJATENCTBO Ha IPUANYECKOTO NNLE, C
KOETO (PU3NYECKOTO NULE € acoLMMPaHo.
Public Key .
RSA (2048 Bits)
Type/Length

Subject Key Identifier

Authority Key
Identifier

[M3uncneHa CTOMHOCT 3a M3gageHoTo yaocToBepeHue]

Key ID=7F:3E:64:59:85:2B:DD:23:29:C2:01:E7:CB:C3:69:C0:87:93:2B:08

CRL Distribution

Points

Authority Information

Access

Enhanced Key

Usage

Subject Alternative

Name

Certificate Policies

[1]CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://ca.evrotrust.com/crl/EvrotrustRSAOperationalCA.crl
[1]Authority Info Access
Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.evrotrust.com/aia/EvrotrustRSAOperationalCA.crt
[2]Authority Info Access
Access Method=0n-line Certificate Status Protocol (1.3.6.1.5.5.7.48.1)
Alternative Name:

URL=http://ca.evrotrust.com/ocsp

Server Authentication (1.3.6.1.5.5.7.3.1)
Client Authentication (1.3.6.1.5.5.7.3.2)

DNS Name=[ JomenH ume unu IP]

[1]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.47272.2.4.2
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[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:

http://www.evrotrust.com/cps

Key Usage (critical) Digital Signature (Bit 0), Key Encipherment (Bit 2)

id-gcs-pkixQCSyntax-v2i | id-etsi-gqcs-Semanticsld-Legal (0id=0.4.0.194121.1.2)
(0id=1.3.6.1.5.5.7.11.2)
id-etsi-qcs-QcCompliance
(0id=0.4.0.1862.1.1)
id-etsi-gcs-QcLimitValue' | [Cyma B BGN nnun EUR]

QCStatements (0.4.0.1862.1.2)
id-etsi-qcs-QcType id-etsi-qct-web (0id=0.4.0.1862.1.6.3)
(0id=0.4.0.1862.1.6)
id-etsi-qcs-QcPDS PdsLocations

(0id=0.4.0.1862.1.5)
PdsLocation=https://www.evrotrust.com/pds/pds_en.pdf
language=en

7.3 MNMPO®UIN HA KBAIIMGULIMPAHO YOOCTOBEPEHUE 3A CbPBBP (EVROTRUST SERVER
CERTIFICATE):

KBanugpuumMpaHoTo yOooCTOBEpPEHME 3a CbpPBbP Ce M3gaBa MpU CblUMTE YCIOBUS, KakTo
KBanMuuUMpaHOTO yAOCTOBEPEHNE 3@ aBTEHTUYHOCT Ha yebcalT Ha opraHM3auus, HO ce pasnuyaea no
BMOa 1 obema Ha yAOoCTOBEpeHUTe B Hero AaHHW. M3nonssa ce 3a ugeHTUdmMKauus U nognvuceaHe Ha

AaHHWN OT UMETO Ha CbPBBbP, KOWTO € NoA KOHTPOoria Ha PUANYECKOTO nuLe.

Version V3

Serial number [cepueH Homep]

Signature Algorithm SHA256RSA

CN=  Evrotrust RSA Operational CA
lssuer OU= Qualified Operational CA
O= | Evrotrust Technologies JSC
organizationldentifier (2.5.4.97)= | NTRBG-203397356
C= | BG
Valid from [HavanHa paTta u yac no UTC Ha BanvaHOCT Ha yAOCTOBEPEHUETO]
Validit to [kpariHa gaTta u yac no UTC Ha BanuaHOCT Ha yAOCTOBEPEHUETO]
: C=
Subject [ObpxaBa: [1BybykBeH kof Ha obpxaBaTa cnopeg 1ISO 3166
(countryName)
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CN= | HanmeHoBaHue Ha cbpBbpa Ha LPUANYECKOTO
(commonName) | nuue/opraHusauusaTta
Qii=
o HaunmeHoBaHMe Ha lopuanyeckoTo nuue/opraHmsauusta
(organizationName)
WaoeHTudgukaTop Ha ropugudecko nuue (ETSIEN 319 412-1
7.5.1.4), Hanpumep:
) - VARBG-123456789 — O[1C;
254.97"=
L . - NTRBG-123456789 - EVK (BYJNCTAT).
(organizationldentifier)
Bnucea ce HaunoHanHMa ngeHTudunkaTop cnopea
MECTHOTO 3aKOHOOATEeNCTBO Ha IPUANYECKOTO Nuue, ¢
KoeTo hn3NYeCcKoTO NnLE € acoLUNpPaHo.
L= | HaceneHo MsCTO, KbETO € pa3nosioXkeH CbpBbpa Ha
(Locality) | topmanyeckoTo nuue
Public Key .
RSA (2048 Bits)
Type/Length

Subject Key Identifier

[M3uncneHa cTonMHOCT 3a nsgageHoTo yaoctosepeHue]

Authority Key
Identifier

CRL Distribution
Points

Key ID=7F:3E:64:59:85:2B:DD:23:29:C2:01:E7:CB:C3:69:C0:87:93:2B:08

[1]CRL Distribution Point
Distribution Point Name:
Full Name:

URL=http://ca.evrotrust.com/crl/EvrotrustRSAOperational CA.crl

Authority Information

Access

[1]Authority Info Access
Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.evrotrust.com/aia/EvrotrustRSAOperationalCA.crt
[2]Authority Info Access
Access Method=On-line Certificate Status Protocol (1.3.6.1.5.5.7.48.1)

Alternative Name:
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Enhanced Key

Usage

Subject Alternative

Name

Certificate Policies

URL=http://ca.evrotrust.com/ocsp
Secure Email (1.3.6.1.5.5.7.3.4)
Server Authentication (1.3.6.1.5.5.7.3.1)
Client Authentication (1.3.6.1.5.5.7.3.2)

DNS Name=[ lomeinH nme nnu IP]

[1]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.47272.2.6
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://www.evrotrust.com/cps
[2]Certificate Policy:
Policy Identifier=0.4.0.194112.1.4
[3]Certificate Policy:
Policy Identifier=0.4.0.2042.1.7

Key Usage (critical)

QCsStatements

Digital Signature (Bit 0), Key Encipherment (Bit 2)

id-gcs-pkixQCSyntax-v2i | id-etsi-gcs-Semanticsld-Legal (0id=0.4.0.194121.1.2)
(0id=1.3.6.1.5.5.7.11.2)

id-etsi-qcs-QcCompliance
(0id=0.4.0.1862.1.1)

id-etsi-gcs-QcLimitValue! | [Cyma B BGN unu EUR]
(0.4.0.1862.1.2)

id-etsi-qcs-QcType id-etsi-qct-web (0id=0.4.0.1862.1.6.3)
(0id=0.4.0.1862.1.6)
id-etsi-qcs-QcPDS PdsLocations

(0id=0.4.0.1862.1.5)
PdsLocation=https://www.evrotrust.com/pds/pds_en.pdf
language=en

7.4  NPO®UN HA KBATIUOULIMPAHO YOOCTOBEPEHUE 3A ABTEHTUYHOCT HA YEBCAUT C
PA3LWWWAPEHO BANNTMOANPAHE(EVROTRUST SSL EV CERTIFICATE):

Version

Serial number

V3

[cepreH Homep]

Signature Algorithm

SHA256RSA

Issuer

CN= | Evrotrust RSA Operational CA
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ou= | Qualified Operational CA
O= Evrotrust Technologies JSC
organizationldentifier (2.5.4.97)= | NTRBG-203397356
C= BG
Valid from [HavanHa paTta n yac no UTC Ha BanuMaHOCT Ha YAOCTOBEPEHNETO]
Validit to [kpariHa paTa n yac no UTC Ha BanuMaHOCT Ha YOOCTOBEPEHNETO]
C= | OvpxaBa: [1BybykBEeH Ko Ha obpxaBaTa cnopeg ISO
(countryName) | 3166
CN=
HOomenH nme, IP unu Ume Ha pecypc
(commonName)
o= HaumeHoBaHue Ha topugudecko nuue: MNbnHo
L HaMMEeHOBaHWETO MO perncTpauus Unn akT Ha BNUCBaHe
ST (organizationName)
J Ha KPUONYECKOTO NnLe, C KOeTo hM3NYECKOTO Nnue e
acouumpaHo.
WpeHTudukatop Ha topuandecko nuue (ETSI EN 319
412-1 1.5.1.4), Hanpumep:
) - VARBG-123456789 — OC;
254971 =
o . - NTRBG-123456789 - EUK (BYJICTAT).
(organizationldentifier)
Bnucea ce HauuoHanHus naeHTugukaTop cnopeg
MECTHOTO 3aKOHOAATENCTBO Ha KOPUANYECKOTO Nuue, C
KOeTOo (hM3NYECKOTO NNLIE € acoLMMpPaHo.
Public Key .
RSA (2048 Bits)
Type/Length
Subject Key Identifier | [M34yncneHa CTOMHOCT 3a U3gageHoTo yaoCToBEPEHUE]
Authority Key
- Key ID=7F:3E:64:59:85:2B:DD:23:29:C2:01:E7:CB:C3:69:C0:87:93:2B:08
Identifier
[1]CRL Distribution Point
CRL Distribution o )
) Distribution Point Name:
Points
Full Name:
URL=http://ca.evrotrust.com/crl/EvrotrustRSAOperational CA.crl
Authority Information | [1]Authority Info Access
Access Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Alternative Name:
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URL=http://ca.evrotrust.com/aia/EvrotrustRSAOperationalCA.crt
[2]Authority Info Access
Access Method=0On-line Certificate Status Protocol (1.3.6.1.5.5.7.48.1)
Alternative Name:

URL=http://ca.evrotrust.com/ocsp

Enhanced Key o
Server Authentication (1.3.6.1.5.5.7.3.1)
Usage
Client Authentication (1.3.6.1.5.5.7.3.2)

Subject Alternative
DNS Name=[ flomeinH nme nnm IP]

Name
[1]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.47272.2.5
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Certificate Policies Qualifier:

http://www.evrotrust.com/cps
[2]Certificate Policy:
Policy Identifier=0.4.0.194112.1.4
[3]Certificate Policy:
Policy Identifier=0.4.0.2042.1.4

Key Usage (critical) Digital Signature (Bit 0), Key Encipherment (Bit 2)

id-gcs-pkixQCSyntax-v2i | id-etsi-gcs-Semanticsld-Legal (0id=0.4.0.194121.1.2)
(0id=1.3.6.1.5.5.7.11.2)
id-etsi-qcs-QcCompliance
(0id=0.4.0.1862.1.1)
id-etsi-gqcs-QcLimitValue! | [Cyma B BGN nnu EUR]

QCStatements (0.4.0.1862.1.2)
id-etsi-qcs-QcType id-etsi-qct-web (0id=0.4.0.1862.1.6.3)
(0id=0.4.0.1862.1.6)
id-etsi-qcs-QcPDS PdsLocations

(0id=0.4.0.1862.1.5)
PdsLocation=https://www.evrotrust.com/pds/pds_en.pdf
language=en

75 NPO®UIN HA CMUCBHBKA CbC CNPEHN U NMPEKBCHATU YO OCTOBEPEHMUE (CRL)

lpogpunbm e onucaH 8 dokymeHma ,[pakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumerHu ycryeu®.
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7.6 NMPO®UN HA OTIOBOP 3A OHNAMH NMPOBEPKA HA CTATYCA HA YOOCTOBEPEHMUE
(OCSP/ONLINE CERTIFICATE STATUS PROTOCOL)

Mpogbunbm e onucaH e dokymeHma ,[lpakmuka npu npedocmassiHe Ha KeauguyupaHu ydocmosepumersiHu ycryau®,

8 oauT

EBPOTPBLCT nepvoanyHO npoBepsiBa CBOSITA OEWHOCT OT He3aBUCUM BbHLIEH oguTop. [lo
BpEME Ha oauTa ce NnpoBepsiBa CbOTBETCTBMETO Ha pgenHoctta Ha EBPOTPBLCT cbc cnegHute
HOPMAaTUBHWN JOKYMEHTMU:

» Pernament (EU) Ne 910/2014;

» ETSIEN 319 401 V2.1.1 (2016-02); Electronic Signatures and Infrastructures (ESI); General
Policy Requirements for Trust Service Providers;

» ETSIEN 319 411-1 V1.1.1 (2016-02); Electronic Signatures and Infrastructures (ESI); Policy
and security requirements for Trust Service Providers issuing certificates; Part 1: General requirements;

» ETSIEN 319 411-2 v2.1.1 (2016-02); Part 2: Requirements for trust service providers issuing
EU qualified certificates;

» ETSI EN 319 421 v.1.1.1 (2016-08); Electronic Signatures and Infrastructures (ESI) - Policy
and Security Requirements for Trust Service Providers issuing Time-Stamps.

81 YECTOTA HA OOUTA

Mpoyedypama e onucaHa e dokymeHma ,[lpakmuka npu rpedocmassiHe Ha KeanughuyupaHu yoocmogepumernHu

ycnyau”,

8.2 KBAJIMOUKALIUA HA NMPOBEPABALLUTE JIULIA

lpoyedypama e onucaHa e OdokymeHma ,[lpakmuka npu rnpedocmassiHe Ha kKeanuguyupaHu ydocmosepumersHu

ycnyau®.

8.3 OTHOLWEHWUA HA NMPOBEPABALUMUTE JNIULA C NOCTABYMKA

lpouedypama e onucaHa e AokymeHma ,[lpakmuka npu npedocmassiHe Ha KeanuguyupaHu ydocmogepumesnHu

ycnyau®.
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8.4  OBXBAT HA OOUTA

lpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassiHe Ha KeanuguyupaHu ydocmogepumesHu

ycnyau”,

8.5 [OEWCTBUSA, NPEONPUETU B PE3YNTAT HA U3BBLPLUEHUA OOUT

lpoyedypama e onucaHa e dokymeHma ,[lpakmuka npu rnpedocmassiHe Ha kKeasnuguyupaHu ydocmosepumersiHu

ycnyau®.

8.6 @ CbXPAHEHWE HA PE3YNTATUTE OT OOAUTUTE

lpoyedypama e onucaHa 6 dokymeHma ,[lpakmuka npu npedocmassiHe Ha keanuguyupaHu ydocmosepumersiHu

ycnyau®.

9 OPYIr'hn bU3HEC U NPABHU BBIPOCH

9.1 UEHWU U TAKCH

EBPOTPBLCT nopgabpxa [OOKymMeHT ,Tapucda 3a NpesoctaBaAHM — YAOCTOBEPUTESTHMU,
WHPOPMALMOHHUN, KpUMNTOrpaddCKM WM KOHCYNTAHTCKM YCnyrn“ Ha WHTEepHeT camta CU Ha agpec:

https://www.evrotrust.com.

9.11 BBb3HAIPAXOEHUA

lpoyedypama e onucaHa 6 dokymeHma ,[lpakmuka npu rnpedocmassiHe Ha KeanuguyupaHu ydocmosepumerHu

ycnyau®.

9.1.2 BB3HAINPAXAEHUA 3A YOOCTOBEPUTEINHU, KPUNTTOIrPA®CKHN, UHPOPMALIMOHHU
N KOHCYNTAHTCKW YCIYTU

lpouyedypama e onucaHa e OokymeHma ,[lpakmuka rpu npedocmassHe Ha KeanuguyupaHu ydocmosepumesnHu

ycnyau”,
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9.1.3 ®AKTYPUPAHE

lpouedypama e onucaHa e OokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

yecnyau®.

9.14 BPBLWAHE HA YOOCTOBEPEHUE U Bb3CTAHOBABAHE HA MNJ1ALLAHE

lpouyedypama e onucaHa e OokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

ycnyau®,

9.1.5 BE3MJIATHUA YCNYTUN

lpouedypama e onucaHa e OokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

yenyau”.

9.2 ®UHAHCOBU OTTOBOPHOCTH

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassiHe Ha KeanuguyupaHu ydocmoeepumesHu

ycnyau®.

9.2.1 3ACTPAXOBKA HA JEMHOCTTA

EBPOTPBLCT ckniouBa 3agbihkKMTENHA 3acTpaxoBka Ha AEVHOCTTa CUM KaTo perncrpupad

[locTaBuMK Ha KBanuUUMpaH1 YAOCTOBEPUTESNHN YCIyTI.

9.2.2 3ACTPAXOBATEJIHO MOKPUTUE

Mpouedypama e onucaHa e dokymeHma ,[pakmuka npu npedocmassHe Ha KeanuguuyupaHu ydocmosepumesiHu

ycnyeu”,

9.3 KOH®UMAEHUWMANHOCT HA BU3HEC UHPOPMALIUA

lpouyedypama e onucaHa e OokymeHma ,[lpakmuka rpu npedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

ycnyau”,
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9.3.1

yecnyau®.

9.3.2

ycnyau®.

9.3.3

ycnyau®,

9.4

ycnyau®.

9.5

yecnyau®.

9.5.1

yenyau®.

9.5.2

OBXBAT HA KOHOPUOEHLUMAINHATA UHOOPMALINA

lpouedypama e onucaHa e OokymeHma ,[lpakmuka ripu npedocmassHe

HEKOH®UAEHUWAJITHA UH®OPMALIUA

lpouyedypama e onucaHa e OokymeHma ,[lpakmuka rpu npedocmassHe

3AWLNTA HA KOHPUOEHLUMAINTHATA UHOOPMALINA

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka fpu npedocmassiHe

HENPUKOCHOBEHOCT HA JINYHUTE OAHHU

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka fpu npedocmassiHe

NPABA BbPXY UHTEJNIEKTYAJIHA COBECTBEHOCT

lpouedypama e onucaHa e OokymeHma ,[pakmuka npu npedocmassHe

AEKIAPALUA 3A NOBEPUTEJTHOCT

lpoyedypama e onucaHa e dokymeHma ,[lpakmuka rnpu npedocmassiHe

NHOOPMALUUA TPETUPAHA KATO JINYHA

Ha

Ha

Ha

Ha

Ha

Ha

KeanuguuyupaHu ydocmosepumersiHu

KeanuguyupaHu ydocmosepumersiHu

KeanuguyupaHu ydocmosepumestHu

KeanuguyupaHu ydocmosepumestHu

KeanuguyupaHu ydocmosepumersiHu

KeanuguyupaHu ydocmosepumersiHu

Bcsika Hbopmauust 3a notpebutenuTte, kKoSTo He e Ny6rnMyHO AOCTbMHA, Ype3 CbabpPXKaHMETO

Ha M3dafeHuTe yOOCTOBEPEHUSs, XPaHWUIMLLETO UK OHManH Ype3 Cnucbka CbC CMPEHU U MpekpaTeHn

yoocTtoBepeHust (CRL) ce TpeTupa kato nuyHa.
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9.5.3 WHPOPMALUA, KOATO HE CE CHUTA 3A INYHA

LlFIJ'IaTa VIH(*)OpMaLI,I/IFI, ornoeecTteHa B yOooCToBepeHudATa, ce CHuta, 4e He € JIn4Ha, OCBEeH aKo

M3pU4YHO He e nNpeasnaeHo Opyro B 3aKkoHa 3a 3aluTa Ha JIMYHUTE OaHHW.

9.54 OTroBOPHOCT 3A 3AWLNTA HA NIUYHUTE OAHHU

lpoyedypama e onucaHa 8 dokymeHma ,[lpakmuka rnpu rnpedocmassiHe Ha kKeasuguyupaHu ydocmosepumersHu

yecnyau®.

9.5.5 CBITACUE 3A U3MNOJI3BBAHE HA JINYHU OAHHU

lpouedypama e onucaHa e AokymeHma ,[lpakmuka npu npedocmassiHe Ha KeasnuguyupaHu ydocmogepumesnHu

ycnyau®.

9.6 MNPABA BBbPXY MHTEJIEKTYAJTHA COBCTBEHOCT

lpouedypama e onucaHa e AokymeHma ,[lpakmuka npu npedocmassiHe Ha KeanuguyupaHu ydocmogepumesHu

yecnyau®.

9.6.1 TMNPABO HA COBCTBEHOCT HA 1AHHU B KBAJIN®ULIMPAHUN YOLOCTOBEPEHUA

EBPOTPDBCT 3anasBa BCUYKM MpaBa Ha MHTENeKTyanHa cOBCTBEHOCT Ha BKMNIOYEHUTE AaHHW B

KBanMuuupaHuTe yaA0CTOBEPEHMSI.

9.6.2 TMPABO HA COBCTBEHOCT HA UMEHA U TbPIOBCKN MAPKH

lpoyedypama e onucaHa e dokymeHma ,[lpakmuka rnpu npedocmassiHe Ha keanuguyupaHu ydocmosepumersHu

ycnyau”,

9.6.3 MPABO HA COECTBEHOCT HA [1IBOMKA KINIOYOBE

lpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmogepumesnHu

ycnyau®.
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9.7  OBbLUN NONOXEHUA

lpouedypama e onucaHa e AokymeHma ,[lpakmuka npu npedocmassiHe Ha KeanuguyupaHu ydocmoeepumesnHu

ycnyau”,

9.7.1 3AOBIDKXEHUA, OTTOBOPHOCT U TAPAHLUUU HA EBPOTPBCT

Mpouedypama e onucaHa 8 dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmosepumertHu

yenyau®.

9.7.2 3AABINXKEHUA, OTTOBOPHOCT U TAPAHUWUUN HA PETUCTPUPALLUUA OPIrAH

lpouedypama e onucaHa e OokymeHma ,[Mpakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

ycnyau®.

9.7.3 3AOBINKEHUA HA NOTPEBUTEIIN

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuyupaHu ydocmosepumertHu

ycnyau”,

9.7.4 OBINKUMA rPUXA HA OJOBEPABALLA CE CTPAHA

Mpouedypama e onucarHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuyupaHu ydocmoeepumerHu

yecnyau®.

9.7.5 3AOBINKEHUA HA OPYTU CTPAHU

9.7.5.1 3AOBIXEHUA HA KBATU®ULIMPAHUA OPIrAH 3A BAJIMANPAHE

lpouedypama e onucaHa e OokymeHma ,[Mpakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

ycnyeu”,

9.7.5.2 3AOBITKEHUA HA KBAITUOULIMPAHUA ONEPATUBEH YOOCTOBEPABALL OPIAH

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuyupaHu ydocmosepumertHu

ycnyau®.

Print and Edit Evrotrust Technologies Inc.. Page 54 of 59




MOMUTUKA Cp-
e I‘Otl‘USt MPU NPEAOCTABSIHE HA KBANIM®OULIMPAHO YAOCTOBEPEHUE 3A ellDAS ﬁ? SSL
ABTEHTUYHOCT HA YEECAUT or public use

CERTIFICATE POLICY .
FOR QUALIFIED CERTIFICATION SERVICES Vlegs(')%nzalléz
FOR WEBSITE AUTHENTICATION 02.

Regulation 910/ 2014
elDAS

9.7.5.3 3AOBIIXEHUA HA EBPOTPBCT KbM NYBJIMYHUTE PETUCTPU/XPAHUITULLIETO

lpouyedypama e onucaHa e OokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuyupaHu ydocmosepumeriHu

yecnyau®.

9.8 OCBOBOXOABAHE OT OTTOBOPHOCT

Mpouedypama e onucaHa 8 dokymeHma ,[lpakmuka fpu npedocmassHe Ha KeanuguuupaHu ydocmosepumertHu

yenyau®.

9.9 OrPAHUYEHUA HA OTTOBOPHOCTTA

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuyupaHu ydocmoeepumesiHu

yenyau®.

9.10 OTroBoPHOCT HA ®U3UYECKO/IOPUOUYECKO JIULIE

Mpouedypama e onucaHa e OokymeHma ,[Mpakmuka npu npedocmassiHe Ha KeanuguyupaHu ydocmosepumesnHu

ycnyau”,

9.10.1 OTroBOPHOCT HA ®U3NYECKO/FOPUANYECKO JIMLIE KbM EBPOTPBCT

lpouedypama e onucaHa e OokymeHma ,[Mpakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

yenyau®.

9.11 CPOK U NPEKPATABAHE HA ,,[TOJINTUKA NMPU NPEAOCTABAHE HA KBAIIUGPULINPAHO
YOOCTOBEPEHUE 3A ABTEHTUYHOCT HA YEBCAUT*

9.11.1 CPOKOBE

Tasu MNMonutuka BnmM3a B cuna OT MOMEHTa Ha HEMHOTO ogobpeHne oT CbBeTa Ha ANPEKTOpUTE
Ha EBPOTPBCT u nybnukysaHeTo 1 B [1y6nuyHuns pernctbp/xpannnuweto Ha EBPOTPBCT.

Pa3snopenbuTe B HacToALLMSA OOKYMEHT ca BanuaHu 4o M3gaBaHe M nyGnukyBaHe Ha cneaeaiia
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BepCcu4A Ha Llonutuka npn npenocrtaBdHe Ha KBaJ'II/ICbVILI,VIpaHO yooctoBepeHme 3a aBTEeHTUYHOCT Ha

yebcanTt” B XpaHUnmLeTo, AOCTbNHO Ha MHTEepPHET-CcTpaHnuata Ha EBPOTPBCT.

9.11.2 TMPEKPATABAHE

MonuTtukaTta e B cuna (MmMa akTyanHo CbCTOsIHME) 4O MOMEHTa Ha ogobpeHue n nybénnkysaHe Ha
HOBa Bepcus.

C npekpaTaBaHe Ha genHoctta Ha EBPOTPBCT ce npekpaTaBa aktyanHoctTa Ha [lonutukarta,
KaKTO M Ha CbabpXKallM ce B TO3M AOKYMEHT pasnopenou.

EBPOTPBLCT cbxpaHsBa HagmnexHO U CUTYPHO BCUYKM NPEeauvLUHW Bepcuu/pefakumm Ha To3u

[OKYMEHT.

9.11.3 E®EKT HA NPEKPATABAHE U OLIENTABAHE

Mpn npekpaTaBaHe Ha To3n OOKyMeHT, [loTpebutenute n [oBepsiBawute ce cTpaHu ocTaBat
00Bbp3aHN OT rfedHa Touyka Ha u3gageHuTe noTpebuTencku KeanuduumpaHu yaocToBepeHus, 3a

OCTaTbKa OT nepmnoga Ha BanmiMaHOCT Ha Te3n yO4OoCTOBEepPEHUA.

9.12 BENEXKU U CbOBLWEHUA MEXAOY CTPAHUTE

CTtpaHuTe, nocoveHn B HacToswara Nonutnka morat Aa OCbLUECTBABAT KOMYHUKALNA Pas3fnyHu
mMeToan. HacToAwmaT AOKYMEHT [aBa Bb3MOXHOCT 3a OOMeH Ha uHdopmauus € nomowita Ha
00OVKHOBEHa Mnolla, eneKkTpoHHa nowla, dakc, TenedoH, Nnpe3 MOOUMHO NPUITOXKEHNE U YPE3 MPEXKOBU
npotokonu (Hanpumep TCP/IP, HTTP) u T.H.

MN3bopbT Ha cpencreBata Moxe paAa ©Obae u3bpaH B 3aBUCMMOCT OT Tuna Ha
WHopMaLmaTa.

MHdopmaumnsa 3a BCekM nMpobMB B CUIFYPHOCTTA Ha 4YacTHUTE KIOYOBE Ha
YpoctoBepsaBawmte opraHn Tpsabesa ga 6bae nybnukyBaHa Ha camta Ha EBPOTPBLCT, koato we s

Hanpasu AOCTbIMHAa OT BCUYKN 3anHTepeCcOBaHW CTpaHU.

9.13 WU3MEHEHUA B ,NOJIMTUKATA TINPU TMNPEOOCTABAHE HA KBAIUW®ULUNPUHO
YOOCTOBEPEHUE 3A ABTEHTUYHOCT HA YEBCAUT“

M3ameHeHunaTa B MNonutnkata moxe aa 6'b,£l,aT pes3ynTtart oT Ha6J'I}OD,aBaHVI rpeLlKkn, aktyanmiaumm
N npeaonoxeHna OT 3acerHatute CTpaHWu. B Cﬂy‘-IaVI Ha HeOeWcTBUTENHA Knay3a OT TO3U OOKYMEHT,

BannaAHOCTTA Ha uenua JOKyMEeHT Ce 3ana3Ba U He Ce HapyllaBa aorosopa c |_|0Tpe6I/ITeJ'IF|.

Print and Edit Evrotrust Technologies Inc.. Page 56 of 59




MOMUTUKA Cp-
e I‘Otl‘USt MPU NPEAOCTABSIHE HA KBANIM®OULIMPAHO YAOCTOBEPEHUE 3A ellDAS ﬁ? SSL
ABTEHTUYHOCT HA YEECAUT or public use

CERTIFICATE POLICY
FOR QUALIFIED CERTIFICATION SERVICES
FOR WEBSITE AUTHENTICATION

Version — 1.2
13.02.2018

Regulation 910/ 2014
elDAS

EBPOTPBLCT moxe ga npaBu pedakuMoHHW MPOMEHU B TO3U [OKYMEHT, KOUTO He 3acdarat
CbObPXXaHNETO Ha NpasaTa U 3aQbiHKEHUATA B HErO.

MpomeHun, KOUTO BOAAT OO HOBa Bepcus/pedakums Ha OOKyMeHTa ce nybnukysaT Ha VHTepHeT
cTtpaHuuata Ha EBPOTPBCT.

9.14 PELWABAHE HA CNNOPOBE

MpeameT Ha cnopoBe morat ga 6baaT eqMHCTBEHO HECBHOTBETCTBUS UNN NPOTUBOPEYUNS MeXOY
CTpaHuTe, 06Bbp3aHN NOMeXay CU Ype3 cropasyMeHns, OTHacsALWM ce Ao HacToswara MNonutuka.

CnopoBe nnu xanbu 0THOCHO M3non3eaHe Ha ygoctoBepeHus, npegoctasaHm oT EBPOTPBCT
we OboaTt pewaBaHn 4Ype3 B Oyx Ha gobpa Bons. MckaHusiTa TpsibBa ga 6baaTt HanpaBeHU B NMUCMEH
BuUg Ha agpeca Ha EBPOTPDBLCT:

“EBpoTpbeT TexHonbakuc” ALl

Cocbus, 6yn. Llapurpaacko LWoce 101

BusHec ueHTLp "AKTUB", eT. 6

TenedoH, gakc: + 359 2 448 58 58

Kanbute we Obaart pasrnegaHu ot npaeHus otgen Ha EBPOTPBLCT. »KanbonogatensT we
MomnyyYn OTroBOpP B pamKkuTe Ha 2 paboTHM OHW crnej nornyyYaBaHe Ha kanbata. B cnyyan, ye He ce
Hamepu pelleHne Ha crnopa B pamkute Ha 30 OHM OT Ha4yanoTo Ha npouegypaTa Mo cnopasymeHue,

CTpaHWTe moraT Aa npefaaat pellaBaHeTo Ha cropa OT CbA,.

9.15 MPUNOXUMO NMPABO

3a BCMYKM BbBNPOCK, HeypedeHW B HacCTOsIWMS [OOKYMEHT ce npwunarat pasnopenbute Ha

obn rapCKoTo 3aKOHOOATEeJ1ICTBO.

9.16 CBOTBETCTBUE C NPUNOXUMOTO MNMPABO

Hactoswmar OOKYMEHT e paspa60TeH B CbOTBETCTBME C HALMOHAITHOTO 3aKOHOOAaTENICTBO.
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9.17 APYI PA3MNOPEOBM

MonutukaTa He NOcoYBa HUKAKBY ApPYrv pasnopendv.

9.18 CBOTBETCTBUE CbC CTAHOAPTU U CTAHOAPTU3ALMOHHU OOKYMEHTMU:

» Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July
2014 on electronic identification and trust services for electronic transactions in the internal market and
repealing Directive 1999/93/EC .

» ETSI EN 319 401 V2.1.1 (2016-02); Electronic Signatures and Infrastructures (ESI); General
Policy Requirements for Trust Service Providers.

» ETSIEN 319 411-1 V1.1.1 (2016-02); Electronic Signatures and Infrastructures (ESI); Policy
and security requirements for Trust Service Providers issuing certificates; Part 1: General requirements .

» ETSIEN 319 412-1 V1.1.1 (2016-02); Electronic Signatures and Infrastructures (ESI);
Certificate Profiles; Part 1; Overview and common data structures.

» ETSIEN 319 412-2 V2.1.1 (2016-02); Electronic Signatures and Infrastructures (ESI);
Certificate Profiles; Part 2: Certificate profile for certificates issued to natural persons; (Replaces ETSI
TS 102 280).

» ETSIEN 319 412-3 V1.1.1 (2016-02); Electronic Signatures and Infrastructures (ESI);
Certificate Profiles; Part 3: Certificate profile for certificates issued to legal persons (Replaces ETSI TS
101 861).

» ETSIEN 319 412-4 V1.1.1 (2016-02); Electronic Signatures and Infrastructures (ESI);
Certificate Profiles; Part 4: Certificate profile for web site certificates.

» ETSI TS 119 312 V1.1.1 (2014-11); Electronic Signatures and Infrastructures (ESI);
Cryptographic Suites.

» MSZ/ISO/IEC 15408-2002 "Information Technology - Methods and Means of a Security -
Evaluation Criteria for IT Security" .

» ISO/IEC 19790:2012: "Information technology — Security techniques — Security requirements
for cryptographic modules".

» |ETF RFC 2560: X.509 Internet Public Key Infrastructure - Online Certificate Status Protocol
(OCSP), June 1999.

» |ETF RFC 3647: Internet X.509 Public Key Infrastructure - Certificate Policy and Certification
Practices Framework, November 2003.

» |ETF RFC 4043: Internet X.509 Public Key Infrastructure - Permanent Identifier, May 2005.

» |ETF RFC 5280: Internet X.509 Public Key Infrastructure - Certificate and Certificate
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Revocation List (CRL) Profile, May 2008.

» |ETF RFC 6818: Updates to the Internet X.509 Public Key Infrastructure - Certificate and
Certificate Revocation List (CRL) Profile, January 2013.

» |ETF RFC 6960: X.509 Internet Public Key Infrastructure - Online Certificate Status Protocol
(OCSP), June 2013.

» ITU X.509 Information technology - Open Systems Interconnection - The Directory: Publickey
and attribute certificate frameworks.

» CA/Browser Forum Baseline Requirements for the Issuance and Management of Publicly-
Trusted Certificates, v.1.3.0. CA/Browser Forum, https://cabforum.org/wp-content/uploads/CAB-Forum-
BR-1.3.0.pdf, 2015.

» FIPS PUB 140-2 (2001 May 25): Security Requirements for Cryptographic Modules.

» CEN Workgroup Agreement CWA 14167-2: Cryptographic module for CSP signing
operations with backup - Protection profile - CMCSOB PP.

PeructpupaHe Ha U3MeHeHUsTa

CrpaHuua

BanugHo nameHeHue

' Axo ampubyma id-etsi-gcs-QcLimitValue npucvcmea, 6 nezo ce énucea Maxcumannus pazmep Ha 02paHUYEHUEO Ha
coenkama, 00 KOAMO ModHce 0d ce U3N0A38d YOOCOBEPEHUEMO .

" Axo nama enucanu ampubymu 3a organizationName u organizationldentifier, ampubyma id-etsi-qcs-Semanticsld-Legal ne
ce enucea.
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