e rotr St NPU NPEAOCTABAHE HA KBANTM®ULIMPAHO YOOCTOBEPEHUE 3A
u KBAJNTM®ULIMPAH ENIEKTPOHEH NOAMNUC/MEYAT

NOJINTUKA

elDAS-CP-QES
For public use

Regulation 910/ 2014
elDAS

CERTIFICATE POLICY
FOR QUALIFIED CERTIFICATION SERVICES

FOR QUALIFIED ELECTRONIC SIGNATURE/SEAL

Version - 2.1
13.04.2017

esﬂ*otrust

NMNOJINTUKA

NPU NPEOOCTABAHE HA KBAIMGULIMPAHO
YOOCTOBEPEHUE 3A
KBAJIMOULIMPAH ENEKTPOHEH NMNOAONMUC/MNEYAT

Bepcusa: 2.1

Print and Edit Evrotrust Technologies Inc..

Page 1 of 65




e\ﬁ’otrust

NPU NPEAOCTABAHE HA KBANTM®ULIMPAHO YOOCTOBEPEHUE 3A
KBAJNTM®ULIMPAH ENIEKTPOHEH NOAMNUC/MEYAT

NOJINTUKA

elDAS-CP-QES
For public use

Regulation 910/ 2014

FOR QUALIFIED CERTIFICATION SERVICES

CERTIFICATE POLICY

Version - 2.1

eIDAS FOR QUALIFIED ELECTRONIC SIGNATURE/SEAL 13.04.2017
OnbxHocT WUme, hamunus [ara Moanuc
M3nbnHuteneH KoHcTaHTMH
YTBBpAMN [ANpPEKTOp BesyxaHos 13.04.20172.
MpeactasuTen Ha | % ’
CbrnacyBan | pbKOBOACTBOTO )%;e(j():;omea 13.04.2017 2. W u/g
o CYCH A / /
KoHcynTaHT no Mapusi // ] // 4
Paspa6otun cyeu Brianumuposa 13.04.2017 a. =/ d
[ata Ha peructpaums Ha JOKyMeHTa: | 13.04.2017 e.

OerMHan'bT Ce CbXpaHABa.

| npu Mpedcmasumen Ha pbkosodcmeomo no CYCHU

Bud Ha ex3emnnsipa u nopedeH Ne

OpwruHan | X | KontponupaHo konue | | UndropmaumoHen |
PasnpocTpaHeHue Ha ABoHaT:
[OOKyMeHTa: '
BnTpewHo:
BbHWHo:

To3u pokymeHT e yacT oT CucTtema 3a ynpaBneHue Ha CUTypHOCTTa Ha MHdopmauusTa Ha “EBPOTPBCT TEXHONMTBXXKUC” AL,
Bewnuku notpebutenu Ha To3M BOKYMeEHT TpAOBa Aa u3nbnHABaT u3nckeaHusTa Ha CYCU 3a pabota ¢ uyBcTBUTENHA MHOPMaLUS.

This document is part of the Information Security Management System of EVROTRUST TECHNOLOGIES INC.
Everyone who uses this document shall carry out the ISMS requirements for work with sensitive information.

He ce pa3peluaBa HeKOHTpONMpPaHO konupaHe 1 pasmHoxaBaHe! Becuyku npaBa ca 3anasenu!

© Copyright. All Rights reserved!

Print and Edit Evrotrust Technologies Inc..

Page 2 of 65




NONMUTUKA elDAS-CP-QES

e I‘Otru St NPU NPEOOCTABSIHE HA KBANIU®ULUPAHO YOOCTOBEPEHUE 3A - i
KBANU®ULIMPAH ENEKTPOHEH NOAMMUC/MEYAT or public use

CERTIFICATE POLICY

FOR QUALIFIED CERTIFICATION SERVICES Version —2.1

Regulation 910/ 2014

eIDAS FOR QUALIFIED ELECTRONIC SIGNATURE/SEAL 13.04.2017
CbObPXAHUE
1 S Y= = | 7 6
N O I 1= = 1 1= I R 6
1.2 HAMMEHOBAHWE N MOEHTUGUKOP HA TTIOTTUTUIKATA ...t 7
1.3 YUACTHUUNM B VIHOPACTPYKTYPATA . ..ottt e e e e e et e e e e e e e e eeenes 8
1.3.1 YOOCTOBEPABALL OPTAH ...ttt a s e e e e e e ettt e e s e e e e e e e eaatsnaeeeeaaeennnes 8
1.3.2 PEMUCTPUPRALL OP T AH . ...t e e e e e e e ettt e e e e e e e e e e ettt e e e eaeaenenes 10
L3, 8 O T P BU T B I .. e e 10
1.3.4 OOBEPABALLUM CE CTPAHNU ...t e e e e et e e e et e e e eaa s 11
1.3.5 OPYTULYUACTHULN ...t s e e e e e ettt a s e e e e e e e e eataaaaeeaaaeeennes 11
1.4 YNOTPEBA U MPUTNTOXKNMOCT HA KBAIIMOULUIMPAHN YOOCTOBEPEHUA......................... 11
1.4.1 NMPUTNTOXNMOCT HA KBATTMOUNLIMPAHU YOOCTOBEPEHUA ..., 11
1.4.2 3ABPAHA 3A YINOTPEBA HA KBATTMOUUNPAHN YOOCTOBEPEHUA ... 11
1.5  YTIPABIIEHUE HA TTO I T UK AT A oo e e 11
1.5.1 OPTAHU3ALNA, YIIPABITABALLA TMOJIUTUKATA ...t eeaens 11
T 1 T Y (O I 7Y G 12
1.5.3 BPB3KA MEXLOY MOJIMTUKATA U TTIPAKTUKATA ..o 12
1.5.4 JINLUE 3A KOHTAKT N NMPOLEOYPU 3A OOOBEPEHNE HA MPAKTUKATA ..., 13
1.6 ONPEOENEHUA N CBKPALLEHUA ... e e e e 13
T A O 1l | = N | 7 s 13
1.6.2 CBKPALLUEHUIA ... e e e e et s e e e e e e e eeat it aaaeaaaeenanes 16
2 OTroBOPHOCT 3A MYBIUKYBAHE N XPAHUITULLLE ... 18
N R o N | 1 11 PPN 18
2.2 TYBJIMKYBAHA VHDOOPMALLMA ...ttt e e et e e e e e aeaanes 18
2.3 YECTOTA HATIYBITUKYBAHE ... ..o e et 19
2.4 OOCTBI OO MYBJTUKALIMN ...ttt e e e e e e et e e e e e e e eeeees 19
3 MOEHTUNOUKAUNMA N TIPOBEPKA HA CAMOJTUYHOCT ..., 19
T N V1 1\, | = o NPT 19
3.2  [MTbPBOHAYAJTHA PEMUNCTRALA. .. ... e e ettt e e e e e eeenes 21
3.2.1 TPOBEPKA 3A TMPUTEXAHWME HAYACTEH KITHOU .. oo 21
3.2.2 NMPOBEPKA HA MOEHTUYHOCT HA FOPUONYECKO JIMLIE ..o 22
3.2.3 YCTAHOBABAHE HA CAMOJIMYHOCT HA ®U3SNYECKO JIMUE, YITbJIHOMOLEH
MPEOCTABUTEIT HA KOPUOUYECKO JINLLE ... 22
3.2.4 YCTAHOBABAHE HA CAMOJIMYHOCT HA OUSNYECKO JTULLE ......ccoeeeeeeeeeeeeee e 23
3.2.5 NMPOBEPKA OT YOOCTOBEPABALLUMA OPTAH ...t e e eeaees 23
3.3 WIOEHTUNOUKALUNA N NMPOBEPKA HA CAMOJIMYHOCT MNP NOOHOBABAHE HA
KBATTMOULIMPAHO YOOCTOBEPEHUIE ... 24
3.4 WVAOEHTUOUKALWMA U TMTPOBEPKA HA CAMOJTIMYHOCT MNMPN CIMPAHE HA ,D,EMCTBVIETO HA
KBATTMOUNLIMPAHO YOOCTOBEPEHUIE ... 24
3.5 WIEHTUNOUKALKNA N NMPOBEPKA HA CAMOJIMYHOCT MNPU NMPEKPATABAHE HA
,D,E|7|CTB|/|ETO HA KBAITMOUUNMPAHO YOOCTOBEPEHMUE ... 25
3.6 WVAEHTUOUKALWMA U TTPOBEPKA HA CAMOJIMYHOCT CIE[ NPEKPATABAHE
HEMCTBMETO HA KBATTMONUMPAHO YOOCTOBEPEHMUE ..., 25
4 ONMEPATUIBHU NBUCKBAHUIA . ... e e et 25
4.1 YMNOTPEBA HA KBAJIMOUUMPAHO YOOCTOBEPEHUE U ,D,BO|7|KA KITKOUOBE .................... 28
o I R O N I I (O 0 I = = = 7 1 =5 1 IR PRTP ORI 28
4.1.2 OT JOBEPABALLN CE CTPRAHWN ...t e e e e 28
4.2 NOOHOBABAHE HA KBAJTMONLUNPAHO YOOCTOBEPEHUE (RENEWAL).......oeviiiiiiiee, 28
4.3 W3OABAHE HA KBAJTMOMUMPAHO YOOCTOBEPEHME C TEHEPUPAHE HA HOBA ,D,BO|7|KA
KITOUOBE(RE-KEY) ..o 29

Print and Edit Evrotrust Technologies Inc.. Page 3 of 65




NOAUTUKA CP-
e I‘Otl‘ St NP NPEOOCTABSIHE HA KBANU®ULMPAHO YAOCTOBEPEHME 3A GI':DAS EII'D QES
u KBANIMOULIMPAH ENIEKTPOHEH NOAMUCIMEYAT or public use

Regulation 910/ 2014 CERTIFICATE POLICY Version —2.1

FOR QUALIFIED CERTIFICATION SERVICES

eIDAS FOR QUALIFIED ELECTRONIC SIGNATURE/SEAL 13.04.2017
4.4 TMPOMAHA B KBAITMOUUNPAHO YOOCTOBEPEHUE ..., 29
45 CIMMPAHE N NMPEKPATABAHE HA KBATTMONLIMPAHO YOOCTOBEPEHME...............cc..e.. 30
45.1 OBCTOATEJICTBA 3A NPEKPATABAHE HA KBAITMOUNUMPAHO YOOCTOBEPEHUE............ 30
4.5.2 MNMPOUEOYPA 3A MNMPEKPATABAHE HA KBAITMOULIMPAHO YOOCTOBEPEHNE .................... 31
4.5.3 NTPATUCEH NEPNOA HA MNMPEKPATABAHE HA KBAITMOMUIMPAHO YOOCTOBEPEHME ....... 32
4.5.4 OHJTAMH NMPOBEPKA HA CbCTOAHMETO HA YOOCTOBEPEHMUE .......cooiiieeeeeeeeeeeen 32
455 OBCTOATENCTBA 3A CINMMPAHE HA KBATTMONUMPAHO YOOCTOBEPEHME ...................... 33
4.5.6 NMPOLUEOYPA 3A CMMMPAHE N Bb3OBHOBABAHE HA KBAITMOULIMPAHO
YOOCTOBEPREHWUE ........ oottt ettt e et e e et e e e et e e e e et e e e eeraaeeeees 33
45.7 TPATUCEH NEPNOA HA CIMMMPAHE HA KBAITMOUNUWMPAHO YOOCTOBEPEHME .................. 33
45.8 Bb3OBHOBABAHE ,D,E|7|CTB|/|ETO HA CIMPAHO YOOCTOBEPEHUE ........ccovveeeeee, 34
4.6 TPOBEPKA HA AKTYAJTHOTO CbCTOAHUE (CTATYC) HA KBAITMOUUIMPAHO
YOOCTOBEPREHWUE ........ oottt e e et e e et e e e et e e e e et e e e eeraaneeeees 34
4.7 TPEKPATABAHE HA JOIMOBOP 3A KBAJIMONLUMNPAHWN YOOCTOBEPUTEJNTIHN YCIIYT OT
(O N I 4 =1 = L = 1 PO ORI 34
5 KOHTPOJT HA ®USNYECKATA N OPTAHN3AUMOHHA CUTYPHOCT ..., 34
5.1 KOHTPOIJT HA ©OUSNUECKATA CUITYPHO CT ..o e 34
5.1.1 NOMELWEHWNA N KOHCTPYKLUMNA HA TIOMELLUEHUATA ... 35
5.1.2 OUSUYECKUAT LOCT Bl ... it e et e et e et e s st e s sae e s eaa e s raneeaanaes 35
5.1.3 CbXPAHEHWE HA HOCUTETMM HA JAHHW ... ..o 36
5.1.4 NUBXBDBPJTAHE HA OTIIALDBLITE. ...t et e e e e e era e aens 36
5.2  OPFAHUSALIMOHEH KOHTPOJT ..ottt et e et e e et e e e et e e ees 36
I R 1 (@] = =t o = 7 I O ] 11 TR 36
5.2.2 NBNCKBAHWA 3A PASLOENTAHE HA OTTOBOPHOCTUTE........ocieeeeeeeeeeeee e 37
5.3 KOHTPOJT HA TTEP COHAT A . ..o e 37
5.3.1 N3ANCKBAHWNA 3A OBYUYEHWVE HA MNMEPCOHAJIA HA EBPOTPBCT ...cneeieeeeeeeeeeeeeeeeae 37
5.4 3ATMNCU HA CbBEUTUA N TIOOOBPXAHE HAXKYPHATIU ... 37
5.4.1 YASBUMOCGCT U OLEHKA ... et e e e e e e e e e e e e st b e e e aaaaenanes 38
D D AP XUIBIUIP AHE ... e e e e 38
56 NPEKPATABAHE HA JEMHOCTTA HA EBPOTPBCT -ttt 39
5.6.1 N3NCKBAHWA, CBbP3AHW C NMPEXOOA OO NPEKPATABAHE HA ,D,EMHOCTTA HA
J RO L@ Y = L 1 0 39
5.6.2 TIPEXBBPINAHE HA ,D,E|7|HOCT KbM OPYI JOCTABYNK HA KBAJTTMOUNLIMPAHU
YOOCTOBEPUTEJTHU YCTTYT U ..ottt e e et e e et e e e eaas 39
5.6.3 OTHEMAHE HA KBATTMONLUMNPAH CTATYT HA JOCTABYUK NIT HA KBATTMONLINPAH
CTATYT HA GO T BETHA Y C T Y A e e e ae e 40
6 YMPABJIEHVE N KOHTPOIT HA TEXHUYECKATA CUTYPHOCT ... 41
6.1 TEHEPUWPAHE N MHCTAITMPAHE HA ,D,BOMKA KNHOYOBE HA YOOCTOBEPABALL OPTAH . 41
6.1.1 T’EHEPUPAHE HA ,D,BOMKA KIMMKOYOBE HA TUTYNAP/CB3OATES....c.ceveeeeeeeeeeeeeeeeee 41
6.1.2 OOCTABKA HA NMYBJTIMYEH KIMKOY OT MNOTPEBUTEN HA OOCTABYUYUK ... 43
6.1.3 OABJIKUHA HA KITHOUOBEE....... .ottt et et e e e e e et e e e e et e e e e eaaaeeeees 44
6.1.4 TTAPAMETPU HA TTYBJINUEH KITHOU ..ot 44
6.2 SBAWWNTA HA YACTEH KNOY 1 KOHTPOIJT HA KPUMTOIMPASCKNA MOOYN ..., 44
6.2.1 KOHTPOIT HA N3IMNON3BAHE N CbXPAHEHME HAYACTEH KITKOY ..., 44
6.2.2 CBXPAHEHUE HA HACTEH KITHOU ... e 45
6.2.3 METO[ 3A AKTUBUPAHE HAUYACTEH KJTHOU ..o 45
6.2.4 METO[ 3A JEAKTUBUNPAHE HA YACTEH KITHOU.......ooniii e 45
6.2.5 METO[ 3A YHULOXABAHE HAUYACTEH KITHOUY ...t e 46
6.3 OPYT'M ACNEKTW HA YINPABJIEHVE HA D,BOMKA KITHOUOBE.......c. e 46
6.3.1 APXUBUPAHE HA TTYBIIUUEH K T O ... 46
6.3.2 NMeEPKWOLO HA BAITMOHOCT HA KBAINTMOUNUMPAHO YOOCTOBEPEHUE U YINIOTPEBA HA
KITHOU O BE .. ... e e e ettt et naas 46
6.4  [OAHHU SA AKTUIBUIPAHE .......o et e et e e e e e e 46
6.4.1 TEHEPUPAHE N MHCTANMMPAHE HA OAHHW 3A AKTUBUPAHE ........ooveieieeeeeeeeeeee 46

Print and Edit Evrotrust Technologies Inc.. Page 4 of 65




NOAUTUKA CP-
e I‘Otl‘ St NP NPEOOCTABSIHE HA KBANU®ULMPAHO YAOCTOBEPEHME 3A eI':DAS EII'D QES
u KBANIMOULIMPAH ENIEKTPOHEH NOAMUCIMEYAT or public use

CERTIFICATE POLICY

FOR QUALIFIED CERTIFICATION SERVICES Version —2.1

Regulation 910/ 2014

eIDAS FOR QUALIFIED ELECTRONIC SIGNATURE/SEAL 13.04.2017
6.4.2 SAWNTA HA OAHHU 3A AKTUBUPAHE ... e e eaaens 47
6.5 CUTYPHOCT HA KOMIMIOTBPHUTE CUCTEMMW. ... oo e e 47
6.6 CUIYPHOCT HA >XM3BHEHNA LUMKDBJT HA TEXHOJIOTUYHATA CUCTEMA........oeeeeeeee, 48
0.7  MPEXKOBA CU Y PH O CT oo e 48
7 MPONITN HA KBATTMOULIMPAHN YOOCTOBEPEHUA 3A KBAITMOUUIMPAHN ENTEKTPOHHU
RO N 12O T I L AN I 48
7.1 MPO®UN HA KBATTMOULIMPAHO YOOCTOBEPEHNE 3A KBAIIMOUUWPAH EJIEKTPOHEH
noanmc HA oU3SMYECKO JIMLE (EVROTRUST QUALIFIED NATURAL PERSON
CERTIFICATE FOR QES): ..ottt ittt et e e e e e e e et e e e e e e e e eeabb e e e e 49
7.2 MPO®UN HA KBATTMOULIMPAHO YOOCTOBEPEHNME 3A KBAITMOUUWPAH ENNEKTPOHEH
MEYAT HA FKOPUOVMYECKO JIMLUE (EVROTRUST QUALIFIED LEGAL PERSON CERTIFICATE
O] O ] I L USRS 52
7.3 MPO®UN HA KBATTMOULIMPAHO ATPUBYTUBHO YOOCTOBEPEHUME 3A KBAITMOUNLMPAH
ENEKTPOHEH NOANMnMc HA oN3NYECKO NMUE (EVROTRUST QUALIFIED NATURAL
PERSON ATTRIBUTE CERTIFICATE FOR QES): ...ttt ittt e e et e e e e e eeenes 54
8 MPOBEPKA 1 KOHTPOIJ1 HA ,D,EMHOCTTA HA OOCTABYUUKA........ooveeeeeeeeeee e 58
8.1 ,U,EMCTBMH, MNPEOMPUETU B PE3YIITAT HA U3BBPLUEH OOUT ... 58
9 OPYIV BUSHEC U TTIPABHWU BBITPOCW. ... oo 58
0.1 LEHU U TAKCU ..ttt e e s e e e e e e e e ettt e e e e e e e e seatta s aeeaaaeeeenes 58
9.1.1 BPBWAHE HA YOOCTOBEPEHVE N Bb3CTAHOBABAHE HA MJTAWAHE............cccoooeee, 58
9.2 OUHAHCOBU OTTOBOPHOCTU ... e e 59
9.2.1 3ACTPAXOBKA HA ,D,El?lHOCTTA .............................................................................................. 59
9.3 HEMNPUKOCHOBEHOCT HA JTMHHUTE DAHHW .. ... 59
9.4 TIPABA BBPXY MHTEJIEKTYAJTHA COBCTBEHOCT ..ot aaa e 59
9.4.1 NMPABO HA COBCTBEHOCT HA D,BOMKA KITHOUOBE ..., 60
9.5 SAOBLIMKEHUNA, OTTOBOPHOCT N TAPAHLUMN HA EBPOTPDBCT ..., 60
9.5.1 3AOBITPKEHNA, OTTOBOPHOCT N TAPAHUUW HA PETUCTPUPALLNA OPTAH................... 62
9.6 SAOBIDKEHUNA HATIOTPEBUTEIIUTE .....cooeeiiieeeee ettt e et e e e ees 63
9.7 OCBOBOXIOABAHE OT OTITOBOPHOCT ..ot e e e e 64
9.8 OTIOBOPHOCT HA TUTYNAPAICB3OATETIA ... 65

Print and Edit Evrotrust Technologies Inc.. Page 5 of 65




NOAUTUKA CP-
e I‘Otl‘ St NP NPEOOCTABSIHE HA KBANU®ULMPAHO YAOCTOBEPEHME 3A eI':DAS EII'D QES
u KBANIMOULIMPAH ENIEKTPOHEH NOAMUCIMEYAT or public use

CERTIFICATE POLICY ,
FOR QUALIFIED CERTIFICATION SERVICES Vfgséinzal%l
FOR QUALIFIED ELECTRONIC SIGNATURE/SEAL .04.

Regulation 910/ 2014
elDAS

1 BBbBEOEHUE

JlonMTMKa npu  npegoctaBsHe Ha  KBanuuuupaHoO YOOCTOBepeHue 3a  KeanuduumpaH
enekTpoHeH nognuc/nedat (Monutnka/CP/Certificate Policy) e 4okyMeHT, KOMTO onucea obLwmTe npasuna
n Hopmu npwunaraim ot ,EBPOTPBCT TEXHOJTBIKUC AL (EBPOTPBCT) npu usgaBaHe u
yrnpaBneHne Ha KBanuduuupaHu yaooCTOBEPEHWS 3a KBanuduumpaHu enekTpoHHWM nognucu/meyaTw,
BMAOBETE KBanNUuUMpaHn yooCTOBEPUTESTHU YCRyrn NPUNOXUMK 3a Te3n yOOCTOBEPEHMUS, KAKTO M
TexHusa o6xBaT Ha NPUOXMMOCT.

Mpu n3gaBaHe Ha KBanMUUMPaHO yaoCTOBEPEHUE 3a KBanuduumpaH enekTpoHeH nognuc/neyat
ot EBPOTPBCT ce npunarat npouenypu, ocurypsisally BUCOKO HMBO Ha HaAEXAHOCT U CUFYPHOCT Ha
yaoocTtoBepeHaTa uHopMaumda, wuaeHtuduumpawa [lotpebutenute. [punarat ce npouenypum,
rapaHTupaliM HagexaHoCT W CUFYpHOCT  npu usgasBaHe, nNybnvkyBaHe W ynpasneHue (crnvpae,
Bb30O6HOBSABaHE, NpekpaTsBaHe U NOQHOBSBAHE) Ha KBanuuumpaHu yaocToBepeHns, npy cb3gaBaHe Ha
noanuc/neyart, CbXpaHEHWe Ha YacTeH KoY 1 ynotpebata My B pasnmyHu NPUNoXeHns.

3ano3HaBaHeTo C Lenute u pongarta Ha ,llonutukaTta npyv NpedocTtaBdHe Ha KBanuvduumpaHo
yOOCTOBEpEHME 3a KBanudumumpaH enekTpoHeH nognuc/nedvaT’ e ocobeHo BaxHO 3a [loTpebutenute
(Tutynapw/Cv3patenu) n [loBepsaBawm ce CTpaHu OT rnefHa Touka Ha NPUIOXXMMOCTTA Ha Te3un YCryri.

OTtHoweHnusaTa mexxgy EBPOTPBCT u MNMoTtpebutens ce ypexaaTt ¢ A40roBop 3a KeanuuumpaHu
yOOCTOBEPUTENHU YCYyTrn.

LleHuTe Ha ygocToBepeHUsTa U Ha ycnyrute nNo usgasaHe U ynpasreHve Ha KeanuduuupaHu

yaocToBepeHns ce cbabpxkaT B Tapudata Ha EBPOTPBCT, gocTbnHa Ha HEroBmst UHTEPHET-CauT.

1.1 nNPEMMEQ

[dokymeHTbT [lonuTuka npu npegocTaBsHe Ha  KBanuduUMpaHO YAOCTOBEpeHWe 3a
KBanuduumpaH enekTpoHeH nognuc/neyaTt” ce oTHacs 3a KBanuuumpaHn yaocToBepeHuns, ndgageHn ot
EBPOTPBCT, cbrnacHo PernameHT (EC) Ne 910/2014 Ha EBponewnckus napnameHT n Ha CbeeTa oT 23
tonn 2014 rogmMHa OTHOCHO enekTpoHHaTa WAeHTUMUKaUMA W yAOCTOBEPUTENHUTE YCryru npu
€MeKTPOHHU TpaHCcaKkuumn Ha BbTpeLUHNS nasap 1 3a otMaHa Ha Oupektuea 1999/93/EO (PernameHT (EC)
Ne 910/2014) n B cbOTBETCTBME C NPUITOXUMOTO 3aKkoHogaTencTso B Penybnvka Bbnrapus.

HacToawmaT JOKYMEHT e CTPYKTypypaH B CbOTBETCTBME C paMKkaTa, onpeaerneHa ¢ npenopbkata
IETF RFC 3647 ,Internet X.509 Public Key Infrastructure Certificate Policy and Certification Practices
Framework".

MonuTtukata e cbobpaseHa CbC CrneaHnTe JOKYMEHTH:

» ETSIEN319411-2v2.1.1 ,Policy and security requirements for Trust Service Providers issuing

certificates. Requirements for trust service providers issuing EU qualified certificates®;
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» ETSI EN 319 401: ,Electronic Signatures and Infrastructures (ESI); General Policy
Requirements for Trust Service Providers";

» ETSI EN 319 412-5: ,Electronic Signatures and Infrastructures (ESI); Certificate Profiles;

Part 5: QCStatements”;

» ETSI TS 101 456: ,Electronic Signatures and Infrastructures (ESI); Policy requirements for

certification authorities issuing qualified certificates".

M3paBaHeTo Ha  kBanudmumpaHnm  yOOCTOBEPEHWA 3a  KBanuuuumpaHnm  eneKkTPOHHMU
noanucu/nedaTt ce cBbp3Ba C:

» usgaBaHe Ha KBanuduumpaHo ygoctoBepeHme Ha husmdecko nuue (Tutynsap) - uma xapakrtep
Ha KBanuunumpaHo ygocToBepeHne 3a KBanuuumpaH enekTpoHeH nognuc;

» KBanuduumnpaH enekTpoHeH neyar Ha topuandecko nuue (CbagaTten Ha nedvar) - uMa xapakTtep

Ha KBanMguuMpaHo yaoCTOBEPEHME 3a KBanuduumpaH enekTpoHeH neyar.

LJ10NUTUKa nNpu npegocTaBsHe Ha KBanuduUuupaHo yOocToBepeHue 3a  KeanuduuupaH
enektpoHeH nognuc/nevat* Ha ,EBPOTPBCT TEXHOITBbIXKNC” ALl e nybnuyeH gokymeHT. Toin moxe
aa 6baoe npomeHsaH no BcsAko Bpeme oT EBPOTPBLCT u Bcska HoBa pepakuusi ce cbobliaBa Ha

3anHTEpPEeCOBaHNTE Nnua, kaTo ce Nybnunkyea Ha canta Ha EBpoTpbCT: https://www.evrotrust.com.

1.2 HAMMEHOBAHUE U UOEHTU®UKOP HA NOJIUTUKATA

Hactoawmar [oKyMeHT € C MbfHO HauvMmeHoBaHue J[lonuTuka npu npeaocTaBsHE Ha
KBanuduumpaHo ygocToBepeHne 3a kBanuduvumpaH enekTpoHeH nognuc/meyaTt o1 ,EBpoTpbCT
TexHonbmxkuc ALl

YpocToBepeHusta cbabpxaT uaeHTUuumkatop Ha NonuTMKa, KOMTO MOXe Aa ce m3nonssa oT
[oBepsBawnTe ce CTpaHun Npu onpeaensHe Ha NPUNOXMMOCTTa UM KbM AadeHO MPUoXeHue, KakTo e
onucaHo B npenopbkata IETF RFC 3647 [1.4], To4ka 3.3.

MpoeHTudukatopute 3a MNOAUTUMKUTE Ha KBanuduumpaHuTe YOOCTOBEPEHUsi, MOCOYEHUN B
HacToALWMA AOKYMEHT, ca:

QCP-n-gscd:

Itu-t(0) identified-organization(4) etsi(0) qualified-certificate-policies(194112)

policy-identifiers(1) qcp-natural-gscd (2)

QCP-l-gscd:

itu-t(0) identified-organization(4) etsi(0) qualified-certificate-policies(194112)

policy-identifiers(1) qcp-legal-gscd (3)
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EBPOTPBLCT noggbpxa u npunara Nonutuka 3a kBanuduumpaHm yooCTOBEPEHUS, KOATO ce
OcHoBaBa Ha npaswuna, onpegenenn B ETSI EN 319 411-1 [2], ¢ o6ekTeH naeHtndmkaTop (OID — Object

Identifier), kakTo cneaBa:

Twun ynoctoBepeHue UpeHTudmkatop Ha obekT

Evrotrust Qualified Natural Person Certificate for QES 1.3.6.1.4.1.47272.2.2

QCP-n-gscd, NCP+ (cbomeemcmea Ha nonumuka ¢ O.1.D. =
0.4.0.194112.1.2)

Evrotrust Qualified Legal Person Certificate for QESeal 1.3.6.1.4.1.47272.2.3

QCP-I-gscd, NCP+ (cbomeemcmea Ha nonumuka ¢ O.1.D. =
0.4.0.194112.1.3)

Evrotrust Qualified Natural Person Attribute Certificate for 1.3.6.1.4.1.47272.2.2.1

QES (cbomeemcmea Ha nonumuka ¢ O.1.D. =

QCP-n-gscd, NCP+ 0.4.0.194112.1.2)

1.3 YYACTHULUU B UHOPPACTPYKTYPATA

EBPOTPBLCT kato kBanudumumpaH AOCTaBYMK Ha KBanuduumpaHu yooCTOBEPUTENHW YCIyrn
npegocTaBsa yCcnyrm no reHepupaHe u ynpasneHue (cnvpaHe, Bb30OHOBSIBaHE M MpekpaTsaBaHe) Ha
KBanuduumpaHn ygoctoBepeHus, Ypes YgoctoseputeneH opraH ,Evrotrust RSA Operational CA* u
ycnyrn no MaeHTUUKaUnss 1 yaoctoBepsiBaHe Ha MOAEHTUYHOCT Ha lMoTpebutenwn, upes Peructpupaly
opraH. [pyr ydactHuum B uHdppactpyktypata Ha EBPOTPBCT ca lNotpebutenu u [osepsaBawm ce

CTpaHwu.
1.3.1 YOOCTOBEPSBALL OPrAH
.Evrotrust RSA Operational CA“ e ypocTtoBepsiBall oOpraH, KOWTO wusgaBa KeanuduumpaHu

yOoCTOBEpPEHNA 3a KBaJ'IVI(*)I/ILI,I/IpaHVI €J1eKTPOHHU nognucu/neyaTn, KOUTO ce ynpasnaBaT CbrnacHo

HacTodLaTa NnoJInTuKa.

Version V3

Serial number 38 00 00 00 03 4e 8e cb 48 09 25 01 bc 00 00 00 00 00 03

Signature Algorithm SHA256RSA

CN=  Evrotrust RSA Root CA

lssuer OU= | Evrotrust Qualified Root Authority

O= Evrotrust Technologies JSC

organizationldentifier (2.5.4.97)= | NTRBG-203397356

C= BG
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CERTIFICATE POLICY
FOR QUALIFIED CERTIFICATION SERVICES

Version - 2.1

eIDAS FOR QUALIFIED ELECTRONIC SIGNATURE/SEAL 13.04.2017
Valid from 21 man 2016 r. 00:34:35 UTC
Validit to 21 man 2026 r. 03:44:35 UTC
CN= | Evrotrust RSA Operational CA
OU= | Qualified Operational CA
Subject O= | Evrotrust Technologies JSC
organizationldentifier
NTRBG-203397356
(2.5.4.97)= (2.5.4.97)
C=| BG
Public Key .
RSA (2048 Bits)
Type/Length
Subject Key Identifier = 7f 3e 64 59 85 2b dd 23 29 ¢2 01 e7 cb ¢3 69 c0 87 93 2b 08
[1]Certificate Policy:
Policy Identifier=All issuance policies
Certificate Policies [1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://www.evrotrust.com/cps
Server Authentication (1.3.6.1.5.5.7.3.1)
Client Authentication (1.3.6.1.5.5.7.3.2)
Enhanced Key Code Signing (1.3.6.1.5.5.7.3.3)
Usage Secure Email (1.3.6.1.5.5.7.3.4)
Time Stamping (1.3.6.1.5.5.7.3.8)
OCSP Signing (1.3.6.1.5.5.7.3.9)
Subject Alternative URL=http://www.evrotrust.com
Name RFC822 Name=ca@evrotrust.com
Authority Key
. KeylD=74 5c al 40 73 2e 1f e6 f9 3b bc ab a0 a4 a7 54 44 74 4f 70
Identifier
[1]CRL Distribution Point
CRL Distribution
) Distribution Point Name:
Points
Full Name:
URL=http://ca.evrotrust.com/crl/EvrotrustRSARo0o0tCA.crl
Authority Information | [1]JAuthority Info Access
Access Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Alternative Name:
Print and Edit Evrotrust Technologies Inc.. Page 9 of 65
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URL=http://ca.evrotrust.com/aia/EvrotrustRSARoo0tCA.crt
[2]Authority Info Access
Access Method=0On-line Certificate Status Protocol (1.3.6.1.5.5.7.48.1)
Alternative Name:

URL=http://ca.evrotrust.com/ocsp

Key Usage (critical) Digital Signature, Certificate Signing, Off-line CRL Signing, CRL Signing (86)

Basic Constrains Subject Type=CA
(critical) Path Length Constraint=0

1.3.2 PErMCTPUPALL OPTrAH

PeructpupawmsaT opraH e obocobeHa cTpyktypa Ha EBPOTPDBLCT, HO moxe aa 6bae M BbHLIHO
topugmyecko nuue, Ha koeto EBPOTPBLCT Bb3nara oCbLEeCTBsIBAHE Ha YCnyrn No perncrpauus,
naeHTMdukaumnsa n yooctoBepsiBaHe Ha ugeHTMyHocTTa Ha MNoTtpebutenu Ha EBPOTPBCT.

Pernctpvpawuar opraH nsnbnHaBa crnegHuTe 0enHOCTH:

» npvemMa UCKaHWUA 3a KBanuuumpaHn ygoctoBepeHusi, ogobpsisa nunvm oTXBbpns T€3n UCKaHUS
B CbOTBETCTBME C BbBEAEHM BbTPELLHM NpaBuna 3a ogobpexHne ot EBPOTPBCT,;

» npoBepsiBa CaMOMMYHOCTTa Ha nvuaTa NnoAanu UckaHe 3a u3fgasaHe Ha YAOCTOBEPEHWS;

> yBepsiBa Ce, 4Ye Wu3gadeHoTO YydocToBepeHMe ce BpbyYBa Ha [loTpebutens
(Tutynap/Cb3naten);

» npekpaTsaBa kBanuduvumpaHu YAOOCTOBEPEHWss Bb3 OCHOBA Ha BbBeOEHW npasBuna 3a
opobpeHune Ha npekpartsieaHeTo oT EBPOTPBLCT.

MHdopmauuysa 3a koHTakT ¢ Pernctpupawusa opraH Ha EBPOTPDBCT e Ha pasnonoxeHue Ha
MHTepHeT canTta Ha EBPOTPBCT.

1.3.3 NOTPEBUTEIHN

Bcsiko dhmsmyecko nnu lopnanyvecko nuue, KoeTo uMma ckiodeH nucmeH goroeop ¢ EBPOTPBCT
e notpebuTen Ha kBanudurumpaHa ygoctoBepuTenHa ycnyra, npegoctaseHa ot EBPOTPBCT.

Motpebutenute 6meart:

» dmsunyecko nuue (Tutynap), KOeTo cb3gaBa KBanuuumpaH enekTpoHeH Nognuc;

» dwmaunyecko nuue (Tutynsap), KOeTo e ynbrHOMOLLEH NpeAcTaBUTeN Ha puandecko nuue u
Ccb3aaBa KBanuduuupaH enekTpoHeH noanuc;

» topuandecko nuue (CbagaTten Ha neyaT), KOeTo cbhb3faBa KBanuguuupaH enekTpoHeH neyar.

Korato TOBa e NPaKTU4eCKn OCbLWECTBMMO, MNpeaoctaBAHUTE YOOCTOBEPUTEITHU YCIyrmu w
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M3MNon3BaHNTe NPV NPeaoCTaBsAHETO Ha Te3n YCryrn NPOAYKTM ca AOCTbIHM U 3a Xopa C YBpeXxaaHus.

1.3.4 [OOBEPABALLU CE CTPAHU

[oBepsBalla ce cTpaHa € PU3NYECKO WM IPUANYECKO NULE, KOEeTO npuema KsanuuumpaHo
yAoCTOBepeHune, nsgageHo ot nHgpactpykrypata Ha EBPOTPBCT, cneq npoBepka Ha KBanuduumpaHus

noanuc/neyat Ha MoTpebuten Ha kBanuduumpann ygoctoseputenyu yenyrm Ha EBPOTPBCT.

1.3.5 APYIn YYACTHULMU

EBPOTPBLCT 3anassa npaBo nNpu HEOOXOOUMOCT Ada CKIloMBa LOrOBOPU C BBHLUHM NMua 3a

npefocTaBsiHe Ha onpeaeneHn yaoCTOBepUTENHN YCIyru.

1.4 YNOTPEBA U NPUNOXUMOCT HA KBAJIMOULIMPAHU YOLOCTOBEPEHUA

141 NPUNOXUMOCT HA KBAJTIUOPULIMPAHN YOOCTOBEPEHUA

KBanudgpuumpaHo ygoctoBepeHue Ha cdusmdecko nuue (Tutynsap)/topuandecko nuue (Cbagaten)
UMK YNbIHOMOLLEH NpeacTaBuUTEN Ha lopUAMYECKO NuLe, NOCOYEH KaTto TUTYNApP B YOOCTOBEPEHMETO,
MOXe [a ce M3ronaBa Npu cb3gaBaHe Ha KBanuduuMpaH enekTpoHeH noanuc/neyaTt B eneKTPOHHU
AOKYMEHTU W MPUNOXEHUs/TpaHCaKUMKN, KOUTO W3UCKBAT HaW-BUCOKO HMBO Ha WHGOPMaLMOHHA

CUTYpHOCT.
1.42 3ABPAHA 3A YNOTPEBA HA KBAJINMOULIMPAHU YOOCTOBEPEHUA

KeBanuduumpann ygoctoBepeHus Ha EBPOTPBCT He TpsibBa ga ce m3nonssaT MO HaYuH,
HeCcbBMeCTUM C obsiBeHaTa 3a TAX Len 1 TAXHOTO NpunoxHo none/llonuruka.

KBanuduumpaHu ygoctoBepeHus, usgageHn B CbOTBETCTBUE C HacTosiwaTa MNonuTtuka He Tpsibea
Aa 6baaT M3non3saHn 3a He3akoHoCbobpasHK Lenu.
1.5 YNPABJIEHUE HA NOJIMTUKATA

1.5.1 OPrAHU3AUWNA, YNIPABIABALLA NMOJIMTUKATA

EBPOTPBLCT oTtroeaps 3a ynpaBneHueTo Ha Ttasu [Nonutuka.
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Bcsaka Bepcus Ha lMonuTukata e B cuna OO MOMeHTa Ha opobpeHve n nybnukyBaHe Ha HoBa
Bepcus. Besika HoBa Bepcms ce paspaboTtsa oT cnyxutenn Ha EBPOTPBLCT u cneg ogobpenune ot bopaa
Ha gupekTopute Ha EBPOTPBLCT ce nybnukysa.

MoTpebutenute ca AnNbXxHU Aa ce cbobpassiBaT caMo C BanugHaTa Bepcusi Ha [onutukaTta KbMm

MOMeHTa Ha nonseaHe Ha ycnyrute Ha EBPOTPBCT.

1.5.2 JNWULUE 3A KOHTAKT

KOHTakTHOTO nuue 3a ynpaBneHne Ha p[okymeHTa llonvTuka npu npegocTaBsHe Ha
KBanuduumpaHo yaocToBepeHne 3a kBanuduvuumpaH enektpoHeH nognuc/nedat ot ,EBPOTPBLCT
TEXHOJTBbOXKNC ALl e nanvnHutenHus gupektop Ha EBPOTPBLCT.

HonbnHutenHa nidopmaunsa Moxe aa 6bae nonyvyeHa Ha criefHUs agpec:

»EBPOTPBCT TexHonbmkmc” Al

Codous, 6yn. ,Llapurpaacko Loce” Ne 101
BusHec ueHTLp ,AKTVB", eT. 6
TenedoH, dakc: + 359 2 448 58 58
Email: office@evrotrust.com

1.5.3 BPB3KA MEXAOY NOJIMTUKATA U NMPAKTUKATA

,[1ONMTMKa nNpyv npegocTaBAHE Ha KBanuuuMpaHo YAOCTOBEpeHWe 3a  KBanvduuupaH
enektpoHeH noanuc/nedat (CP/Monutuka) mn lpakTuka npuv npegoctaBsHe Ha KBanuduuupaHu
yooctoBeputenHu ycnyrn“ (CPS/MNpakTtuka) pasrnexgat eguH U cbll Habop oT TemMu, Konto obcnyxeat
MoTpebutenute n ca B UHTEpeC Ha [loBepsBaLLnTe ce CTpaHu, 3a Aa MoraT Te [ja pa3ymTaTt Ha CUrypHOTO
N HagexaHo npuroXeHwe Ha KBanuduuupaHu yOOCTOBEpPEHUA 3a KBanuduuupaH enekTPOHEH
noanuc/neyat n3gagedn ot EBPOTPBCT.

OcHoBHaTa pasnukata Mexay ABaTa OOKyMeHTa € BbB (hokyca Ha TexHuTe pasnopeadu un B
TAXHOTO LeneBo npegHasHayeHue. NMonutukata npasu npernes Ha M3MCKBaHUATA U U3MbIIHEHUETO Ha
cTaHdapTuTe, HanoXeHun OT cb3gadeHaTa nHgpactpyktypa Ha EBPOTPBCT u onpegens ydacTHUUUTE B
AEVNHOCTUTE NO NpeaoCTaBsAHE Ha YAOCTOBepUTENHM yenyru. lNpaktukarta, oT gpyra cTpaHa, Nnoco4sa Kak
YpooctoBepsaBawmMs opraH W Opyrute yyacTHUUM B WHGpacTpykTypata npwunarat npoueaypute u
KOHTpONuTe, 3a Aa U3NbIHAT U3nckBaHusaTa Ha MNonutukata. C gpyrn gymu, uenta Ha gBata AOKYMEHTa
€ Aa ocurypv equMHCTBO 3a npasuia v npoLeaypu Kak yyactHmumTte B uHdppacTtpyktypata Ha EBPOTPBLCT
N3MbIIHABAT CBOUTE 3a4bIPKEHNSA U OTTOBOPHOCTW.

OcHoBHaTa pasnuka mexgy NMonutunkata n lNpaktukata e, Ye YQocToBepsiBalus opraH ¢ egHa

npaKTVIKa MOXXe Aa nogabpxXa HAKOJIKO MonuTrkK, n3nonssaHn 3a pas3nnyHn NpUnoXxXeHna nnn ¢ pasfnim4Ho
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NPUNOXHO None 3a pasnuyHu [JoBepsiBaLLm ce CTpaHu.

1.5.4 JWULUE 3A KOHTAKT U NPOLIEAYPU 3A OONOBPEHUE HA NPAKTUKATA

JInueTto, KOeTo B3ema peLleHnss OTHOCHO WU3NbiiHEHWe Ha [llpakTuka npu npegocTtaBsHe Ha
kBanuduumnpaxm ygoctoseputenHun ycnyrn“ (CPS) n otroBaps 3a HEMHOTO yrnpaBneHne € N3NbITHUTENHNUS
anpektop Ha ,EBPOTPBHCT TEXHONBAXNC ALl

.[IpakTMka npu npegoctaBsHe Ha kBanuduumpaHu ygocTtoBeputenHu ycnyrn“ (CPS) e
pa3paboTeHa oT eknn Ha EBPOTPBCT 1 e ogobpeHa ot CheeTa Ha [upektopute Ha EBPOTPBCT.

Bcsika Bepcus Ha ,[pakTuka npy npegoctaBsHe Ha KBanuuumpaHn yaoocTtoBepuTenHn yenyrn® e
B CMa OO MOMeEHTa Ha ogobpeHune n nybnukyesaHe Ha HoBa Bepcusi. Bcsika HoBa Bepcus ce paspaboTea
ot cnyxutenn Ha EBPOTPDBCT u cnen ogobpeHne oT CbhbeeTa Ha gupektopute Ha EBPOTPBLCT ce

nyonukyBa.
1.6 ONPEAOENEHUA N CbKPALLUEHUA
1.6.1 OMNPEQOENEHUA
Ceptudmkauma — [locTaBuMK Ha yOOCTOBEPUTENHM YCMAyrM MOXe fa nonyyum craTyc
.KBanuduumpan“ 3a onpegeneH nepuog B cbotBeTcTBME C PernameHt (EC) Ne 910/2014, cnen

npemMnHaBaHe Ha ycrneweH oauT 3a NpoBepKa Ha CbOTBETCTBUE OT aKpeaAUTUpaHu npoesepsaBalln nmua,

[aHHu 3a BanuaupaHe - [laHHn, KOUTO ce n3nonsear 3a BanunanpaHe Ha enekTpoHeH nognnc nnn

€J1eKTPOHEH ne4ar,

Banugupate - [Npoueca Ha npoBepka 1 NOTBbPXKAaBaHe Ha BannaHOCTTa Ha eNeKTPOHEH Noanuc

WUnu neyar;
[daHHn 3a ngeHTndmkKkauma Ha nuua - Habop oT gaHHM, KOMTO MO3BoONsiBaT Aa Ce YCTaHOBMU
WOEHTUYHOCTTA M CaMOMUYHOCTTA Ha PU3MYECKO WUMNKN OPUANYECKO NuUue, UK Ha U3ndecko nuue,

npeacraBndBallo KpUANYECKO Jnue;

JaHHM 3a cb3gaBaHe Ha eJiIeKTpoOHeH noanuc - YHUKanNHW gaHHW, KOUMTO Ce u3nonssaTt oT

TVITyJ'IFIpFI Ha eNneKkTpoHHUA noannc 3a Cb3AaBaHETO HA eNeKTPOHEH Noanuc,

HoBepsaBawm ce ctpaHu (Relying Parties) - ®usmyeckn vnv opuanyeckn nuua, Kouto ca
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agpecaTM Ha €eNEeKTPOHHW U3SABMNEHUs wnu Apyrn uHOopMauMoHHM 06ekTM U ce [JosepsBaT Ha

yooctoBeputenHute ycnyrm Ha EBPOTPDBCT;

[JocTtaB4ymMK Ha KBaﬂVICbVILIVIpaHVI yaooctoBepuTeriHu ycnyrum — ,D,OCTaB‘-II/IK Ha yaooCToBepuUTesriHn
ycnyru, KONTO npepgocrtaBa egHa Ui nose4ye KBaJ'II/ICbVILI,VIpaHI/I YOOCTOBEPUTEITHU yCnyrn u e nony4yun

kBanudpuumnpanus cu ctatyT otT OpraHa no Hag3op;

EnekTpoHeH BpemeBM neyart — [laHHM B eneKkTpoHHa (hopma, KOMTO CBBbP3BAT APYrM AaHHW B
enekTpoHHa oopma C KOHKPETEH MOMEHT BbB BPEMETO U NMPeACcTaBNABaT 40OKA3aTENCTBO, Y€ NOcnegHnTe
AaHHM Ca CblyecTByBanyM B CbOTBETHUA MOMEHT U € usgageH B cboTtBeTcTBUE ¢ PernameHnt (EC) Ne
910/2014;

EﬂeKTDOHeH nevar - [aHHn B €JI1IEKTPOHHa d)opma, Kouto ce A06aBAT KbM apyrm gaHHuU B
€J1IEKTPOHHA d)opma nnum ca norn4eckn CBbp3aHn C 14X, 3a Aa Ce rapaHTupat npom3xoga un LenocTtrta Ha
nocnegHUTe. EJ'IeKTpOHHI/IFlT neyvyart CIyXu KaTo AOoKa3aTesiCTBO, Ye OafeH €NEeKTPOHEeH OOKYMEHT €

n3gageH ot lopnandecko nmue 1 rapaHTmpa HagexgHud rnpon3xoa v Lenoctta Ha JaHHUTe,

EnekTtpoHeH nognuc - [laHHW B efnekTpoHHa dopma, kouTo ce gobaBsaT KbM OPYrK OaAHHU B
ereKkTpoHHa (hopma UNu ca NOorMyeckn CBbP3aHuU C THX, U KOUTO TUTYNAPAT Ha €neKTPOHHMSA noanuc

Mn3non3Ba, 3a a ce noanuncea,

KsanudmumpaHa yaoctoBeputenHa ycnyra - Y4octoBepuTenHa ycnyra, KosTo oTroBapsi Ha

NpUNoXnMnNTE n3nckBaHus, onpegenenn B PernameHT (EC) Ne910/2014;

KeanudumumpaHo yaoctoBepeHne 3a eneKTpoHeH noanuc — YOoCTOBEpPEHME 3a €NEKTPOHEH
noanuc, KOeTo ce msgaBsa OT LOCTaBYMK Ha KBaNUUUMPaHU yOOCTOBEPUTENHU YCYrM U OTroBaps Ha

n3ncksanusaTa, npeasuaeHn B PernameHt (EC) Ne 910/2014;

KeanudmumpaH BpemeBM nedat — ENEKTpoHeH BpemeBM mMedvaT, KOWTO OTroBapsi Ha

nauncksaHuaTta, npeasuaeHn B PernameHt (EC) Ne 910/2014;
KeanuduumpaH enektpoHeH neyat - KBanuduuupaH enekTpoHeH neyaT € YCbBbpLUEeHCTBaH
€NEeKTPOHEH neyaT, KOUTO e Cb34afAeH OT YCTPONCTBO 3a Cb3AaBaHe Ha KBanuduumpaH enekTpoHeH nevar

I ce OCHOBaBa Ha KBanuduuMpaHo YA0CTOBEPEeHMWE 3a eNEKTPOHEH Mnevar;

KBanVIdJVII.WIpaH eJieKTpoHeH nognuc - yC'bB'prJeHCTBaH €J1IEKTPOHEH noAanuc, KONTO €
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cb3fageH OT YCTPOMCTBO 3a Cb3[daBaHe Ha KBanuuuMpaH eneKkTPpoHeH MOANUC M ce OCHoBaBa Ha

KBanuuunpaHo yaoCToOBEPEHUE 3a eNEKTPOHHM NOAMNUCH;

KoopauHupaHo yHuBepcanHo Bpeme (Coordinated Universal Time/UTC) — Yacoso Bpeme,
CNpPsSIMO KOETO Ce M3YMCrsiBa BPEMETO B pasnMyHUTE YacoBu 30HU. lMpu Hero 3a ocHoBa ce M3nonsea

MexayHapogHoTo atoMHo Bpeme (TAl);

OpraH 3a opo6peHue Ha NMonutuka (Policy Approval Authority/PAA) — OpraH, ynblHOMOLLEH

Aa onobpw, Habnoaaea v NnoaabpXka YoocToBepuTenHaTta nonmtuka;

OpraH 3a oueHsiBaHe Ha cboTBeTcTBMETO - OpraH, KONTO € akpeanTMpaH B CbOTBETCTBUE CbC
Pernament (EQO) Ne 765/2008 kaTto KOMMETEHTEH Oa WM3BbLPLUBA OLIEHSIBAHE HA CbOTBETCTBMETO Ha
AOCTaBYMK Ha KBanuduuMpaHu yooOCTOBEPUTENHM YCINYrM U Ha NPefoCTaBAHUTE OT TO3M AOCTaBYMK

KBanuduumnpaHn yaoCcToBepUTENHU YCNyru ¢ nancksaHmaTa Ha PernameHTt (EC) Ne 910/2014;

Mpaktuka (CPS) - NpakTnka npy npegoctaBsaHe Ha KBanuduumpaHn ygocToBEPUTENHN YCNYIu €
AOKYMEHT, CbAbpiKall, NpaBuiia OTHOCHO u3aaBaHe, cnupaHe, Bb30OHOBSABaHE U OTMsSIHA 4ENCTBUETO Ha

YOOCTOBEPEHUATA, KaKTO U YCNOBUATA 3a NpeaoCTtaBAHETO Ha AO0CThMN A0 yOOCTOBEPEHUATA,

CnucbK cbc cnpeHu u npekpateHun ygoctoBepeHusa (CRL/Certificate Revocation List) —
CnncbKbT CbabpXa yaOCTOBEPEHNS, KOUTO BeYe He MOXe fa ce cumtat 3a BanugHu. CRL e umdposo

noanucaH oT u3aaTtens Ha yaocToBepeHusiTa - YA0CTOBepPsiBaLLUS OpraH;

Cib3parten Ha nevar - KOpuauyecko nuue, KOeTo Cb3aaBa enekTPOHEH neyar;

YacTeH kno4y — HM3 OT cMMBONM, KOWTO Ce M3Non3Ba B anroputbM 3a npeobpasyBaHe Ha
NHopMaumsa oT pasbupaem B LWndpupaH BUA (KpunTupaH) nnu obpaTHo — oT wndpupaH B pasbrpaem
BUA (oekpuntupaHe);

My6nuyeH kno4Y — EQNHMAT OT ABOMKa KNOYOBE, M3MOM3BaH B acMMeTpuyHa Kpuntocucrema,

KOWTO € AOCTBLMEH M MOXeE [a Ce M3Mos3Ba 3a NPoBepKa Ha eNeKTPOHeH nognuc/nevar;
TuTynsap Ha enekTpPoHeH nognuc - Gr3nYecko nuue, KOeTo Cb3faBa eneKTPOHEH MOAMNWC;
YpoctoBeputenHa ycnyra - EnektpoHHa ycnyra, OGWKHOBEHO npedocTaBsiHa CcpeLly

Bb3HarpaxgeHme, KoAaTo ce CbCTOM BbB: Cb34aBaHETO, MpoBepKaTta U BannanpaHeTo Ha €NIeKTPOHHU

noAaMnucK, eneKkTPOHHM nevaT UM enekTPoOHHU BPeEMEeBM neyvaTu, YCnyru 3a enekTpoHHa npenopbyaHa
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roLla, KakTo 1 yaooCTOBEPEHUS, CBbP3aHU C Te3M YCIyru; U Cb3aBaHeTo, NpoBepKkaTa U BanuaMpaHeTo
Ha yOOCTOBEPEHUS 32 aBTEHTMYHOCT Ha yebcaiiT; NN CbXpaHsBaHETO Ha eNEKTPOHHU MOANUCK, nevaTu

WY yOOCTOBEPEHUS, CBBbP3aHW C TE3N YCNyri;

YpocTtoBepeHue 3a eNleKTPOHEH MneyaT— y4OCTOBEPEHNE 3a IopuanYecko nuue no cunarta Ha
Pernament (EC) Ne 910/2014;

YpocTtoBepeHue 3a Bpeme - [laHHM B eNeKTpoHHa hopMa, KOUTO CBbP3BaT APYrv eneKTPOHHU
[AaHHM KbM onpefeneH MOMEHT OT BpeMe, NpedoCTaBsik1 4oKa3aTeNcTBo, Ye Te3n AaHHU CbLuecTByBaT

KbM OaaeHnA MOMEHT;,

YpocTtoBepeHue 3a eneKTpoHeH noanuc - EnekTpoHeH atectaT, KOMTO CBbp3Ba AaHHWUTE 3a
BanuaupaHe Ha eneKkTPOHeH MOAMUC C (PU3MYECKO NuLe M NOTBbPXKAaBa Hai-manko WMEeTo Wnu

ncesgoHnMmMa Ha ToBa Jinue;

YcTponcTBO 3a Cb3paBaHe Ha KBanuduumpaH efieKTpoHeH neyar - YCTPOWCTBO 3a Cb3aBaHe
Ha KBanuduumpaH enekTpoHEH neyaT e YCTPONCTBO 3a Cb3JjaBaHe Ha eNeKTPOHEH neyaT, KOeTo OTroBaps

Ha nsuckeaHuaTa B PernameHT (EC) Ne 910/2014;

YcTponcTBO 3a cb3gaBaHe Ha KBanudpumuupaH ernekTpoHeH nognuc - YCTPOMCTBO 3a
Cb3JaBaHe Ha KBanvduumpaH ernekTpoHeH Nnoanuc e yCTPoMCTBO 3a Cb3[aBaHe Ha eneKTPOoHEeH MoAnuc,
KOeTo OTroBapsi Ha u3nckeaHuaTa Ha PernameHT (EC) Ne 910/2014;

YCTpOMCTBO 3a Cb34aBaHe Ha eNIeKTPOHEH NoANuUC - YCTPOWCTBO 3a Cb3aBaHe Ha eNeKTPOHEH
noanuc e KoHurypupaH coptyep nnu xapayep, KOMTo ce M3nonsBa 3a Cb3haBaHETO Ha erleKTPOHEH
noanuc.

1.6.2 CBKPALUEHUA

QCP-l-gscd - lMNMonntnka Ha KBanuuumnpaHo yooCTOBEPEHME, U30AAEHO HA LOPUANYECKO Nuue,

KoraTo YacCTHUS KITH0Y Ha CBBbP3aHOTO C Hero yaoctoBepeHue e reHepupaH Ha QSCD;

QCP-n-gscd - lNMonuTtuka Ha kBanuuumpaHo yaoocToBepeHune, nsganeHo Ha msmnyecko nuue,

KOraTo YaCTHUSI KoY Ha CBbP3aHOTO C HEro yA0CTOBEepeHNe e reHepupaH Ha QSCD;

QSCD - YcTpoWncTBO 3a Cb3daBaHe Ha kBanuduumpaH enekTpoHeH nognuc/neyar;
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NCP+ - 3acuneHa HOpMalin3mpaHa ygoCctoBepuUTesiHa NOJINTUKA, KOATO BKIMKOYBA OOMbITHUTEITHN

N3NCKBaHWSA 3a KBanuduumpaHm ygoctoBepeHus B cboteeTcTeme ¢ PernameHT (EC) Ne 910/2014

CA Certification Authority - YgocTtoBepsiBall opraH;

CN Common Name - [y6nunyHo nwve;

CP Certificate Policy - lNonutuka 3a npefoctaBsHe Ha KBanuduumpaHO YOOCTOBEPEHME 3a

KBanuuumnpaH enekTpoHeH noanuc/neyar;

CPS Certification Practice Statement - lNpakTvka npu npegoctaBsHe Ha YAOCTOBEPUTENHMU

ycnyru;

CRL, Certificate Revocation List - CnncbK CbC CNpeHn 1 NpekpaTeHn yaoCTOBEPEHMS;

DN, Distinguished Name - OTnmMunTenHo nme Ha cybekT, BNncaH yaoCTOBEPEHUNETO;

Enhanced key usage - PaswunpeHun uenu 3a n3non3saHeTo Ha Kro4a;

FIPS, Federal Information Processing Standard - ®epgepaneH ctaHgapTt 3a obpaboTka Ha
WHdopMaumns;

HSM, Hardware Security Module - XapgayepeH kpuntorpadckn Mogyn;

Issuer — N3patern;

LDAP, Lightweight Directory Access Protocol [lpoTokon 3a onpocTeH OOCTbM A0 PErUCTHLP;

OID, Object Identifier - geHTUdMkaTop Ha obekKT;

PKCS, Public Key Cryptography Standards - Kpuntorpadckm ctaHaapT 3a npeHoc Ha ny6nuyeH
KITHoY;

PKI, Public Key Infrastructure - WHdppacTpyktypa Ha NyGrnYHUSA KMOY - CbBKYNMHOCTTa OT

xapayepa, codptyepa, nepcoHana, gokymeHtaumsta B EBPOTPBCT 3a cb3gaBaHe, W3Mon3BaHe,
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ynpaereHne 1 NpoBepka Ha U3aaBaHu YAOCTOBEPEHMS 3@ eNEKTPOHHM noanucu/nevaTy;

RA, Registration Authority - Peructpupaly opraH;

RSA, Rivest-Shamir-Adelman - Bug acumeTtpuyeH kpuntorpadCku anropuTbM 3a Cb3gaBaHe Ha

€N1eKTPOHeH noanuc;

SHA, Secure Hash Algorithm - CurypeH xew-anropMtbMm 3a U3BnMyaHe Ha xel-uaeHTudukaTtop;

SSL, Secure Socket Layer - CurypeH kaHan 3a npefasaHe Ha AaHHW;

SMIME, Secure Multipurpose Internet Mail Extensions - [1lpoTokon 3a cUrypHo npegaBaHe Ha

enekTpoHHa nolua npes NHTepHerT;

2 OTroBOPHOCT 3A NMYBJIMKYBAHE U XPAHUJTULLIE

2.1 XPAHUIIULUIE

My6nuunmat pernctep Ha EBPOTPBCT npepcraBnsaBa xpaHunuvile, B KOETO Ca pasnofioXeHn
aKTyarnHu 1 NpeavLwHN BEPCUN Ha ENEKTPOHHN OKYMEHTU (B TOBA YMCIIO akTyarnHu Bepcum Ha ,lonuTtuka
npu NpegocTaBsHe Ha KBanuuumpaHo yaocToBepeHne 3a KBanuduumpaH enekTpoHeH nognuc/nedat’ u
.[IpaKkTMKka npu nNpefocTaBAHe Ha KBanuduumpaHu yAOCTOBEpUTENHW ycnyrn®), npegHasHayeHun 3a
MoTpebutenute, yaocToBepeHUs Ha YgocToBepsiBawmnsa opraH, [loTpebutenckn ynoctoBepeHus,
Cnucbum cbe crnpeHn n npekpateHn ygoctoepeHus (CRL) n gpyra nHdopmauus.

XpaHunuieTo ce ynpaensasa u kKoHTponupa ot EBPOTPBCT.

Bcunykn notpebutenn u gjoeepsBalim ce CTpaHu MMaTt NoCTOSAHEH AOCTbN A0 uanaTta nHdopmauns
B XpaHunuwieTo Ha agpec: https://www.evrotrust.com. OrpaHudeHunsa nmaTt goBepsBalmTe ce CTpaHu, HO
Te ca CBbp3aHu OTHOCHO C AOCTbNBAHETO €ANHCTBEHO 3a yOOCTOBEPEHUATa Ha NoTpebuTenuTe, 3a KOUTO

I'Iy6J'II/I‘-IHI/IFI OOCTbI € OrpaHn4yeH.

2.2 NYBJIMKYBAHA NHO®OPMALIUA

MyGnnyHMAT perncTbp e JOoCTbNEH Ha agpec: https:/www.evrotrust.com/.
M3ganeHuTe kBanvduumpaHu ygocToBepeHUs ce cbxpaHsiBaT B 6asa gaHHuM Ha EBPOTPBLCT.
[ocTbn 0O Te3n ygoCTOBEPEHMS MOXeE [a Ce OCbLUEeCcTBsIBa Mo online NpoToOKON 3a NpoBepka Ha cTaTyca

Ha usgageHuTe ygoctoBepeHus B peanHo speme OCSP (Online Certificate Status Protocol).
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3a online npoBepka Ha AaHHM OT perncTbpa e HeobXxoaMMO M3NON3BaHETO Ha NoaxoasL, codTyep
(OCSP-knneHT nnun goctbn npes MHTepHeT-cTpaHuuata Ha gocTaB4mkKa.

lMpoBepka Ha n3gageHn kBanuuumpaHn yagoctosepeHns Moxe aa 6bae HanpaseHa u B Crnivcbka
CbC cnpeHn n npekpateHn ypoctoBepeHusi (CRL), konto ce nybnukyBa Ha WHTEPHET canTa Ha

EBPOTPBCT n ce ocbBpemeHsiBa Ha Bceku 3 (Tpwu) vaca.

2.3 YECTOTA HA NYBJINKYBAHE

[okymeHTauusaTa, Bknousawa onutuka n lNpakTvka npy npegoctaBsHe Ha KBanuvduumMpaHu
yAOCTOBEPUTENHN YCNnyrn, crnopasymeHusi, obpasuun, pbKoBOACTBa 3a pabota C  eneKkTpoHeH
nognuc/neyat, goknagum ot oauth u ap., usgageHa ot EBPOTPBCT, ce nybnukyBa Ha cTpaHuuaTta Ha
EBPOTPBLCT B MHTEpPHET HE3abaBHO Npu BCSKA akTyanusauus.

OnepaTvBHUTE yOOCTOBEpEHUs Ha YAocToBepsiBalunsa opraH ce nybnukysaT He3abGaBHO npu
BCAKO U3gaBaHe Ha HOBWU y4OCTOBEPEHMS.

AkTyanusauusa Ha nybnuyHmsa Permctbp C uv3gageHuTe notpebuTtencku KeanvduumupaHm
YyAOCTOBEPEHUS Ce OCbLUECTBSIBA aBTOMATUYHO U He3abaBHO cnepf nybnnkyBaHe Ha BCAKO HOBOM34a4eHO
BanuaHo yaoCTOBEPEHME.

AkTyanusauma Ha Tekywna COMCbK CbC CrnpeHn u npekpateHn ypoctoBepeHna (CRL) ce
ocCblUecTBsiBA aBTOMaTtU4HO Ha He noseye oOT 3 (Tpy) 4Yaca unu HeszabaBHO crnen OTMAHA WU

CI'II/IpaHe/B'b306HOBFIBaHe Ha BannMaHo yaoCTtoBepeEHNE.

2.4 [AocCTHbN A0 NYBIMKALUA

EBPOTPBLCT npeanara GUPEKTOPUNHKL YCIYTK 3a MHpOpMaLMATa CbXpaHsiBaHa B XPaHUIULLETO
(ny6nmyHKua pernctsbp), kato ocurypsasa HTTP/HTTPS n OCSP 6asvpaH gocTbn.

JdocTbnbT A0 MHopMaumsaTa B xpaHunuweTo He ce orpaHumdasa ot EBPOTPBCT, ocBeH no
nckaHe Ha Tutynaps/Cb3gartens U camo No OTHOLIEHWE Ha HEeroBO BanuaHoO u3gageHo KBanuuumpaHo
YyAOCTOBEPEHNE.

MHgopmauuata, nybnukyBaHa B Xxpanunuweto Ha EBPOTPBCT, e poctbnHa MNOCTOSIHHO

(24/7/365), ocBeH B cnydyauTe Ha cbOMTUSA, N3BbH KOHTpona Ha EBPOTPBCT.

3 WAEHTUPUKALIA U NMPOBEPKA HA CAMOJIMYHOCT

3.1 WUMEHA

B kBanuduuupaHuTe yLOCTOBEPEHMSI Ce M3MOoN3BaT BCUYKM MPUNIOKUMW UMEHA WNN OpYyru
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naeHTndukatTopu, Bkmoysankm ASN.1 ngeHTudmnkatopm Ha ob6exT.

M3nckeaHusiTa 3a MMeHaTa B y4OCTOBEPEHUATA ca KakTo € nocodeHo B lNpenopbka ITU-T X.509
unun IETF RFC 5280 n Ha ETSI EN 319 412. [onycka ce umeHaTta ga 6bgat B cboTBeTcTBME ¢ Domain
Name Service (DNS), onncaH B RFC 2247.

Moneto ,Subject" B ygoctoBepeHMeTO Cbabpa HaumeHoBaHeTo Ha Tutynaps/Cbh3partens.

WmeTo n gpyrute nHiameuayanuaupaiwm 6enesm Ha Tutynaps/Cb3gatens B CbOTBETHUTE norneTta
3a BCeku TMn yaoctoBepeHune ca B cbotBeTcTBme ¢ DN (Distinguished Name), doopmmpaluo ce cbobpasHo
craHgapta X.500 n X.520.

EBPOTPBCT moxe aa nsgaea kBanuuumpaHo yaoocToBepeHue Kato M3nonsea ,ncesaoHMM" 3a
Aa nveHysa NoTtpebuTtensa camo cnen kato Pernctpupawusa oprad cbbepe Heobxoammarta nHpopmaums
3a CaMOMYHOCTTa My U YCNELLHO ro naeHTuduumpa.

MmenaTta, BkmtoueHn B Distinguished Name (DN) Ha noTpebGuTenss uMaT CBOETO 3Ha4YeHue B
6bnrapckma unu B apyr Yyxa esuk. Ctpykrtypata DN e ogobpeHa oT Pernctpupalyus opraH 1 3aBucu ot
BMAa Ha kBanuduumpaHoTo ygoctoBepeHue u [NoTtpebutena. DN ce cbctom oT cnegHuTe obnactu
(onucaHuaTta ca B cboTBeTCTBME € Npenopbka RFC 3280 n X.520):

» none C - MexayHapoaHO CbKpalleHue Ha uMeTo Ha cTpaHata (BG 3a bwnrapus),
none CN — NbNHO/4eCTO N3Non3BaHo MMe Ha PU3NYECKOTO NKLIE UITM Ha OpraHn3aumsTa,
none GN — co6CTBEHO MMe Ha PU3NYECKOTO NnLe,
none SN — dpamMunHo nme Ha punan4eckoTo nuue,
none O — HaMMeHOBaHWE Ha OpraHM3aunsaTa, KOSITo NMUETO NPeaCcTaBnsBa,

none E - umenn agpec Ha notpebutens,

V V.V V VYV V

none SerialNumber — yHukaneH naeHTudgumkaTop Ha PU3NYeCKoTo nuue,

» [pyrn noneta, KOUTO ce NOAPOOHO OnNUCaHM B MOMUTUKATE 3a CbOTBETHWUTE Npodunu Ha
KBanuuumpaHntTe ygocToBepeHus.

Tutynap/Cwagaten ¢ yHukaneH DN B gomenHa Ha EBPOTPBCT moxe ga nma nosevye oT e4Ho
n3gageHn AencTBUTENHU KBanuuumnpaHn yaoCcToBepeHus.

Bcsiko usgageHo yaoctoBepeHue uma yHukaneH cepmeH Homep (,SerialNumber®) B fomenHa Ha
EBPOTPBLCT. KombuHauuaTa Ha noneta ,lssuer® u "SerialNumber® rapaHtupaTt yHuKanHoOCTTa Ha

130afeHoTOo yAOCTOBEPEHUNE B NYGNNYHUSA JOMENH.

MpoBepka 3a NOEHTUYHOCT, CbOTBETHO CaMOSIMYHOCT Ha:

» topuandecko nuue (Cb3gaten Ha neyart), Ce OCbLUECTBsIBA Ype3 NpoBepka B CbLOTBETHUTE
pernctpu no npegoctaeeH EVK, cvotBeTHO BYJICTAT no peaa Ha 3akoH 3a eneKTPOHHOTO ynpaBfieHue
(BEY). Cnucbk ¢ n3Mckyemm 4OKYMEHTU ce nogabpxka Ha canta Ha EBPOTPBLCT B MHTEpHET;

» YNbIHOMOLLEH npeacTaBuTen Ha topugudecko nuue (Tutynsap), ce ocbliecTBABa 4pes

npoBepka 1 3aBepka ,BspHO ¢ opurmHana“ n caMopbyYeH NOANNC BbPXY U3UCKYEMUTE JOKYMEHTH;
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KoraTto gokyMeHTUTe ce u3npaiiaT no nowiarta ce U3nckKea HoTapuanHa 3aBepka Ha OKYMEHTUTE.

» dwmsmyecko nuue (TuTynsp), ce OCbLUECTBsIBA, 4Ype3 JIMYHO MPUCHLCTBME C AOKYMEHT 3a
CaMOSMYHOCT UNK Ypes oTaaneyeHa npoBepka NnocpeacTBOM HOoTapuanHa 3aBepka Ha JOKYMEHTUTE.

» Korato ce nanonasa mobunHoto npunoxeHme Ha EBPOTBPCT ce ocbluecTBsiBa NpoBepka Ha
CaMOSIMYHOCT Ha (bM3nyeckuTe nuua 4Ypes3 cucTeMa 3a aBTomaTu3vMpaHa BuAeouMAeHTUMKauusa 4vpes
npoBepKa Ha 3acHeT LOKYMEHT 3a CaMOSIMYHOCT U MOoSlydYaBaHe Ha OaHHW 3a HeroBaTa BanuvaHOCT OT
HaumoHanHa 6asa gaHHM ¢ 6bNrapckm JOKYMEHTU 3a CaMOSIMYHOCT, KaKToO 1 Ype3 BruomeTpuyeH aHanms
Ha NMUEeTO CbC CHUMKOB MaTtepumar, Nony4vyeH OT HaunoHanHata 6as3a gaHHu. NMpu HeycnewHa nposepka
ce u3BbplIBA MAEHTMMUKAUMA OT onepaTtop MNo chneuuanHa MeTodonorns 4Ypes BUOEOKOH(EepeHTEH
pasroBop. [poBepkaTta Ha npeacTaBUTenHaTa BracT Ha egHO U3NYECKO Nmue CnpsiMO IOPUANYECKO ce
M3BbPLUBA Ype3 NpoBepka Ha JaHHWUTE 3a BNUCBAHMSATA B CbOTBETHUTE PErncTpm Kbm AreHuusTa no
BMMCBaHNATA.

EBPOTPBLCT wusBbpluBa NpoBepka Ha OOCTOBEPHOCTTA Ha MHdopMauusita B MOMbIIHEHUTE
AOKYMEHTM, C BCUYKM 3aKOHOBO MO3BOSIEHN CPEACTBA B CbOTBETHUTE NYyONINYHM perncTpu.

Cnucbk ¢ uanckyeMnte OOKYMEHTUM 3a (PM3MYecKo nuue npu usgaBaHe W ynpasneHue Ha

KBanuuumnpaHo ygoctoBepeHue ce nogabpka Ha canta Ha EBPOTPBCT B uHTepHerT.

3.2 NBPBOHA4YAIIHA PETUCTPALMUA

lMbpBOHaYanHaTa perucTpauudaTa BknoyBa peauvua npoleaypu, KOMTo no3songasaT npean ga ce
n3gage ypocTtoBepeHue Ha [lotpebuten, ga ce cbbepaT faHHM 3a HeroBaTta wuaeHTUMKaums.
MoTBLPXKAEHNETO Ha Te3u JaHHM M3UCKBA KOHTAKT nvue B nuue ¢ npencrasuten Ha Peructpupalus
OopraH, HoTapuvyc WNM OpPYro ONpaBOMOLLEHO Nuue, NOTBbpXAaBalM HeroBata CaMOSIMYHOCT. Tasu
npoueaypa MOXe Aa ce OCbLUeCTBM oTAaneyvyeHo, Ypes cucTema 3a otgarnedyeHa ngeHtndukaums, npes
MobunHoTo npunoxeHne Ha EBPOTPBLCT.

Cnen npoeepka Ha MpedocTaBeHUTe [JaHHM W CKIAOYEH [OroBop 3a KeanuduumpaHa
yaocToBepuTenHa ycrnyra, nuueto nogano uckaHe e BKModeHo kato [loTpebuten Ha ycnyrute Ha
EBPOTPBLCT.

3.2.1 TPOBEPKA 3A NMPUTEXXAHUE HA YACTEH KIHOY4

EBPOTPBCT mMoxe pa npepoctaBs Ha Tutynsapa/Cw3gatena  ycnyrata fokanHO  wnu
nocpeacTBOM OTAaneyeHo reHepupaHe Ha ABoviKaTta KioyoBe.

3a wu3gaBaHe WM nNpoablkaBaHe Ha [eWCTBMETO Ha KBanuduuMpaHo yOoCTOBEepeHue e
Heobxoanmo EBPOTPBCT aa nonydn enekTpoHHO uckaHe BbB dhopmat PKCS#10. Cneuundoukauuara
Ha To31 hopmaT Ha UCKaHe 3a u3gaBaHe Ha KBannuunpaHo yaoCToBEpPeHne N3MCcKBa NckaHeTo Aa 6bae

noganucaHo oT Tutynsps/Cb3gaTtens, npuTexasall, YaCTHUS KIHoY.
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3.2.2 NPOBEPKA HA UOEHTUYHOCT HA IOPUOUYECKO JIULIE

YcTaHoBsIBAHETO Ha MOEHTUYHOCTTA Ha Obrrapcko opugndecko nuue (Cbhagaten Ha nevyar), ce
ocblUecTBsBa OT npeacTaBuTen Ha Pernctpupalmna opraH, Ypes npoBepka B CbOTBETHUTE PErncTpu no
npepoctaBeH EWIK, cvbotBeTHO BYJICTAT no pega Ha 3akoH 3a enekTPOHHOTO ynpasneHue. 3a
ObNrapckiTe LpUanNYeckn nmua, KOMTO He Ca TbProBLUM, KAKTO M 3a YyXXOeCTpaHHUTE puandeckm nuua,
3a KOMTO HE MOXe Aa Ce U3BbPLUM aBTOMaTuanpaHa npoBepka ce NpeacTaBaT:

» CbaebHO pelueHne unu gpyr AOKYMEHT, yAoCToBepsiBaly Bb3HUMKBAHETO Ha HOPUANYECKOTO
nuiue;

» [OKYMEHT, yOOCTOBepsiBaLL, akTyanHOTO CbCTOSIHNE Ha NMLETO;

» YHUMKaneH HaumoHarneH ngeHtudunkaTop.

Cnunckbk ¢ M3nMckyemmn OKYMEHTH ce nogabpxa Ha canta Ha EBPOTPDBCT B nHTepHeT.

3.2.3 YCTAHOBABAHE HA CAMOJIMYHOCT HA ®U3UYECKO JIMUE, YNMBJIHOMOLLEH
NPEACTABUTEN HA IOPUANYECKO JIMLIE

3a u3gaBaHe Ha KBanuduuupaHo ygocTtoBepeHue Ha usmyecko nuue (Tutynsp), KoeTo e
YMbAHOMOLLEHO OT Iopuan4ecko nuue, ynbIHOMOLLEHUAT NnpeacTasuTen ce aBaBa nped Pernctpupalumng
opraH. YaocToBepsiBaHETO Ha MHAoOpMaLUATa, KOATO ce CbAabpXa B NpefcTaBeHUTe JOKYMEHTU cTaBa
ypes:

» 3aBepka ,BsApHO ¢ opurmHana“ n camopbyeH noanuc Bbpxy AOKYMEHTUTE npea Cnyxuten Ha
Pernctpupawua opraH, B criydyan Ha NMMYHO NpeaaBaHe Ha AOKYMEHTUTE;

» HOTapuanHa 3aBepka Ha OOKYMEHTUTE, KOMTO ce m3npawaT no nowa o Peructpupalums
oprah;

» noanucBaHe Ha MNPUNOXEHUTE enekTPoOHHU dopMaT Ha AOOKYMEHTUTe C BanuaHo
yOOCTOBEpPEHUE 3a KBanuuumnpaH enekTpoHeH nognmc/nevar;

> nperneg v NOTBbPXAEHWE, 4Ype3 U3MNofi3BaHe Ha crneumanuanpaHo MoburHoO unu gpyro
NpuNoXeHne W crnef usBbplleHa HagnexHa wuaeHTUdMKaumsa Ha npeactaBnsBawoTo nvue wu/mnnu
topugmyeckoto nuue ot cnyxuten Ha EBPOTPBCT, kakto M upe3 npoBepka Ha BNMCBaHUATA Ha
npegcrasmTenHaTta BrnacTt B ouumanHu peructpy (kbM AreHumsita no BrnncBaHnAaTa).

C npoBepkaTa Ha WOEHTUYHOCTTa Ha pPUaNYECKO NuLe ce uenu ga ce gokaxe, 4Ye no BpemMe Ha
pasrnexgaHe Ha 3asiBkaTta HpUAOMYECKOTO Nuue ChblecTByBa M Ye NpeacTtaBngaBalloTo nuue, KOeTo
KaHOupaTcTBa 3a KBanuuuupaHo yOOCTOBEpeHME MpuTexasa npeacTtaBuMTenHa BracT ga noucka

n3gaBaHeTo.
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3.24 YCTAHOBABAHE HA CAMOJINYHOCT HA ®U3SUNYECKO JIMLE

YcTaHoBsiBaHE 1 MpoBepKa Ha caMOfMYHOCTTa Ha dmandecko nuue (Tutynsp) ce ocbLlecTBsBa
OT npegctaButen Ha Peructpupawumsa opraH. WpoeHTudwukaumara Moxe ga Cce U3BbpWKM U
aBTOMAaTM3npaHo, Ypes3 oTaaneyeHa npoBepka.

3a ycTaHOBsIBaHe M MpoOBEpKa Ha CaMOSMMYHOCTTA Ha U3MYECKO fnuue ce u3uckeBa To Ada
npeacTaBu JOKYMEHT 3a CaMOSIMYHOCT.

®dun3n4eckoTo NuUEe NOTBbPXKAABa 4OCTOBEPHOCTTA Ha AaHHUTE, Ypes:

» CaMOpPBbYHO NOCTaBEH NoANUC BbpXY AOKYMEHTUTE npep crnyxuten Ha Pernctpupalums opra,
B CNny4an Ha NMYHO npeaaBaHe Ha AOKYMEHTUTE;

» HOTapuarnHa 3aBepka Ha OOKYMEHTUTE, KOMTO ce m3npawaT no nowa o Peructpupalums
oprah;

» noanvucBaHe Ha MNPUMOXEHUTE eneKTPOHHU OOKYMEHTUTe C BanuaHO yOoCTOBEpeHue 3a
KBanuduumpaH enekTpoHeH noanuc no cmucbna Ha PernameHT (EC) Ne 910/2014;

» nperneg v NOTBbPXKAEHWE, Ype3 U3MNOof3BaHe Ha crneumanuaMpaHo MOOWUMHO wunu Apyro
npunoXeHue 1 cneg n3BbpLUeHa HagnexHa naeHTndmkaumnsa Ha omsn4eckoTo n1ue aBToMaTU3NpPaHo Unu
ot cnyxunten Ha EBPOTPBLCT.

CnncbK € M3nckyemuTe AOKYMEHTM 3a omnsnyecko nuue (TuTtynap) npy nsgaBaHe u ynpasneHve

Ha kBanuduumMpaHo ygoctoBepeHue ce noaabpxa Ha canta Ha EBPOTPBCT B uHtepHer.

3.2.5 TPOBEPKA OT YOOCTOBEPABALLUNA OPIAH

Cnep ycnewHa ngeHTudukaumsa 1 nposepka ot Pernctpupallms opraH Ha ycrnosusTa 3a usgasaHe
UNn ynpaereHne Ha KeanuduumpaHO yOoCTOBepeHwe, npeactaButen Ha Peructpupawimsa opraH
noTBbpX4aBa [aHHWUTE nped YOoCToBepsiBallMs opraH. YOocToBepsBawuMAaT opraH nybnukysa
He3abaBHO M3gageHOTO KBanuduuupaHo yaoctoBepeHne B [lyBnunyHus pernctbp/XpaHunuueto Ha
n3gageHnTe yoocTOBEPEHUS UM CbOTBETHO B Crnvcbka CbC CNpEeHW U npekpaTeHn yAoCTOBEepeHUs
(CRL).

B EBPOTPBCT eavHCTBEHO onepaTMBHUAT YOOCTOBEpsiBall, opraH, usgan kKsanuduumpaHo

yaooCcTtoBepeHMe 3a ereKTpoHeH noanuc/neyat, MoXe aa npekpatun 0EeNCTBNETO Ha ToBa yaoocTtoBepeHue.
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3.3 WAEHTUOUKAUUA U TTPOBEPKA HA CAMOJIMYHOCT MNPU NOAHOBABAHE HA
KBAITUOULIMPAHO YOOCTOBEPEHUE

EBPOTPBLCT moxe ga nogHOBM BanngHo KBannuumpaHo yOooCTOBEPEHME, YAaCTHUAT KoY 3a
KOWTO € nepcoHanuanpaH Bbpxy YCTPOWCTBO 3a CUTYPHO Cb3[aBaHe Ha NOAMMUC M KOETO He € NpekpaTeHo
B CpOKa My Ha BanugHoCT, Mo ABa Ha4YuHa:

» KaTo 3anasu reHepvpaHaTa ABOMKa K4oBe 3a TeKyLoTo yaoctoBepeHue (Renewal);

» KaTo reHepvpa HoBa ABoWKa kniovose (Re-key).

YpoctoBepeHue ce NogHOBSBA 3a CblaTa ABOWKa acuMeTpuyHK kntovose (Renewal) Ha TekyLoTo
yaoctoBepeHne Ha Tutynaps/Cb3gaTtend, ako uvHpopmauuatra 3a  Tutynaps/Cb3patens B
yAOCTOBEPEHNETO, KOETO Ce NOAHOBSABA, € MAEHTUYHA C Ta3un B TekywoTo. Camo nepnoabT Ha BannaHoCT
B MOQHOBEHOTO YAOCTOBEPEHME € pasfnyeH OT TO3U B TEKYLLOTO.

EBPOTPBLCT pgonycka MHOrokpaTHO NogHOBSIBAHE Ha KBanMuUMpaHoTO YOOCTOBEPEHME KATo
3anasBa TekyllaTta ABolka kntoyoBe (Renewal), HO npenopbyBa Tasn NpakTMka Aa ce orpaHuMyasa C Len
Aa ce Hamanu pyucka oT KOMNPOMEeTUpPaHE Ha YaCTHUS KoY.

[MogHOBEHOTO YAOCTOBEPEHMNE MMaA pas3nnyeH NyoGrvyeH Koy U HOB Nepuog Ha BanugHocCT, KaTto
yaocToBepeHaTta nHdopmaums 3a Tutynsapa/Co3gaTens ce 3anassa.

Cnen nogHoBsiBaHe TEKyWOTO KBanuduuMpaHO yOOCTOBEPEHWE He Ce npekpaTsiBa M ocTaBa
BanunaHO B CpOKa My Ha BarnuvaHoOCT.

3a ngeHTMduKaums 1 npoBepka Ha CaMOnMYHOCT Ha Tutynsap/Ce3garten Ha kBanuduumpaHo
yAOCTOBEPEHME, KOETO Ce MOAHOBSBA, HE Ce M3NCKBA TAXHOTO NIMYHO MpUCbCTBUE B Pernctpupawms
opraH Ha EBPOTPBCT.

Mpn HacTbNUNM npomeHn B WHpopmaumaTa 3a Tutynaps/Cb3gatens Ha KsanuduumpaHo
yOOCTOBEPEHMEe, TEeKyWoTO YyAocToBepeHne He ce nogHoeasa. EBPOTPBCT wusgaBa HoBO
KBanuduumpaHo yaocToBepeHune, Kato crieaBa NbpBOHaYanHa vaeHTudmkaumsa n ygqoctoBepsiBaHe Ha

ABTEHTUYHOCT U nNpeKpaTABa He3abaBHO TEKYyLWOTO KBaJ'II/I(*)I/ILI,I/IpaHO yaocTtoBepeHue.

3.4 WOEHTU®UKALIUA N NPOBEPKA HA CAMOJIMYHOCT MPU CMTUPAHE HA OEACTBUETO
HA KBAJIMOPULIMPAHO YO OCTOBEPEHUE

CnupaHe Ha BanugHocTTa Ha KBanuduuMpaHO yOOCTOBEPEHME € YCTaHOBeHa onepaTuBHa
npaktmka Ha EBPOTPBCT u ce pasnuuyaBa OT MpekpaTsiBaHe No ToBa, Y€ BOAM OO0 BPEMEHHO
npeycTaHoBsiBaHe Ha ygocToBepuTenHaTa cvuna Ha gageHo ygoctosepeHune. OT cbobpaxeHus 3a npaBHa
curypHoct EBPOTPBLCT BuHarm dcHo oTbenssea cratyTa Ha cnMpaHe Ha BanugHOCTTa Ha
yAOCTOBEpPEHNATA.

EBPOTPBLCT e pgnbxeH, uype3 Perncrpupawiunsa opraH, ga cnpe LEWCTBMETO Ha BanugHo
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yAOCTOBEPEHME MPU NOCTBNUIIO UCKaHEe 3a CNupaHe.
EBPOTPDBLCT, upes Pernctpupalwimnsa opraH, Bb3o6HOBsIBA aBTOMATUYHO AENCTBUETO Ha CMPSIHO
yAOCTOBEpPEHME.
BpemeTo B cuctemnte, CBbp3aHM CbC ChMpaHe W MpekpaTsBaHe Ha YOAOCTOBEpPeHus ce
cuHxpoHusmpa cnpamo UTC noHe BeaHbX Ha 24 yaca.

CnupaHe Ha yOoCTOBEpeHMe, KOeTO e U3aaaeHo oTAane4yeHo He ce Jomnycka.

3.5 WAEHTUOPUKALUUA U TIPOBEPKA HA CAMOJIMYMHOCT MNPU NPEKPATABAHE HA
OEWCTBUETO HA KBANU®ULMPAHO YOOCTOBEPEHUE

Korato EBPOTPBCT, upesa Peructpuypawmsi opraH Wnu cam npekpatu [OEeNCTBMETO Ha
KBanuduumpaHo yOooCTOBEpeHMe, TOW OTpassiBa ToBa B MOAAbPXaHWTE OT Hero 6asv JaHHu C
KBanuduumpaHm ygoctoBepeHus un nybnvkyBa OTMEHEHNs CTaTyT Ha YAOCTOBEPEHNETO CBOEBPEMEHHO,
HO He NO-KbCHO OT 24 Yaca cnep kato 6bae nonyyYeHo nckaHeto. OTMAHaTa cTaBa BanvaHa BegHara cnej
kaTo 6bae nybnukyBaHa.

Mpu npekpaTaBaHe npe3 MobunHoTo npunoxeHne Ha EBPOTPBCT, npoBepka 3a MOAEHTUYHOCT

HE Ce n3BbpLliBa, npeasna Harind4neTo Ha AOCTbIl Ha TI/ITyJ'IFIpFI 0O CbOTBETHATA beHKLI,VIOHaJ'IHOCT.

3.6 WAOEHTU®UKALUUA U NMPOBEPKA HA CAMOJIMYHOCT CJIE[L NPEKPATABAHE
OEUCTBUMETO HA KBANTU®ULIMPAHO YOOCTOBEPEHMUE

MonuTukata n NpakTukaTa Npu NpeaocTaBsHe Ha KBanuuuMpaHu yaoCcTOBEPUTENHU YCRyrn Ha
EBPOTPBLCT He gonyckaTt nogHOBsIBaHe Ha KBanuduumupaHo ygoctoBepeHue Ypes Renewal unm Re-key
cnep npekpataBaHeTo My.

Tutynapat/Cb3gaTenaT Ha npekpaTeHo KBanuduumpaHo YOOCTOBEpEHME MOXe Aa noucka
n3gaBaHe Ha HOBO y4OCTOBEPEHHUE.

EBPOTPBLCT, upe3 Peructpupawima opraH, u3nbiiHABa MbpBOHayanHa wuaeHTudukaums wu
npoBepka Ha camonuyHocT Ha Tutynsaps/Cb3gaTens, ako TOWM 3asBU HOBO YyAoOCTOBepeHue. TakaBa
npoBepka He ce W3BbpLUBA, ako MOTpebuTensaT 3asBsBa M30aBaHETO Ha HOBO KBanuduuupaHo

yAOCTOBEPEHNE OT MOOMMHOTO NPUMOXEHME, B KOETO MMa aKkTUBEH Npodoun.
4 ONEPATUBHU U3NCKBAHUA
EBPOTPDBLCT, upes Peructpmpalumsi opraH, B paMKuTe Ha ckntodeH [loroBop 3a ksanuduumpaHm

YOOCTOBEPUTENHWU YCNyrn, NpeaocTaBs CreaHuTe onepaTtMBHM  Npouedypu 3a  KBanuduumpaHu

YOOCTOBEPUTENHW  YCIyr, MPUNOKUMW KbM  KBanuduumpaHuTe YOOCTOBEPEHMSI 3a eNeKTPOHHU

Print and Edit Evrotrust Technologies Inc.. Page 25 of 65




NOAUTUKA CP-
e I‘Otl‘ St NP NPEOOCTABSIHE HA KBANU®ULMPAHO YAOCTOBEPEHME 3A eI':DAS EII'D QES
u KBANIMOULIMPAH ENIEKTPOHEH NOAMUCIMEYAT or public use

CERTIFICATE POLICY ,
FOR QUALIFIED CERTIFICATION SERVICES Vfgséinzal%l
FOR QUALIFIED ELECTRONIC SIGNATURE/SEAL .04.

Regulation 910/ 2014
elDAS

nognucu/neyvaTu;

» perncrpaums Ha UckaHe 3a nsgasaHe Ha kBanuuumpaHo yaoCTOBEPEHUE;
obpaboTka Ha uckaHe 3a usgaBaHe Ha KBanuuuupaHo yaoCTOBEPEHNE;
n3gaBaHe Ha KBanuuumpaHo ygocToBepeHme;
npeaasaHe Ha [NoTpebuTten Ha n3gageHoTo KBanMuuupaHo yaoCcTOBEPEHNE;
noaHoBsIBaHe Ha kBanuduvumpaHo ygoctoBepeHue ypes “Renewal”;
NoAHOBSIBaHe Ha KBanuduumpaHo ygoctoBepeHue upes “Re-key”;

cnupaHe/Bb306HOBAIBaHe AeNCTBME Ha KBanMULUMpaHo YA0CTOBEPEHME;

V V V V VYV V V

npekpaTsiBaHe Ha KBanMuumpaHo Y4OCTOBEPEHME;

WckaHeTo 3a pernctpaums Ha lMoTpebutenn Ha kBanvduumpaHu yOOCTOBEPUTENHU YCNyrn ce
nogaesa Ao Peructpupawmsa opraH oT OU3NYECKU, HOpUAMYECKM UNU YMTIIHOMOLLEHM NUUA U BKIOYBA
cnegHata nHdgopmaums:

» NbSIHO HauMeHoBaHue Ha Tutynapa/Cbh3gatens MnNu Ha yYNbiAHOMOLLEH npeactaBuTen Ha
IOPULMYECKOTO NULLE;

» [oKasaTencTBa 3a npeAcTtaBuTenHa BnacT Ha Tutynapsa cnpamo Cbh3gaTens;

» wnpeHtncukatopu: EMK (nepcoHaneH nageHtugmkaumoHeH Homep) n ap.;

» MoLeHCKn agpec Ha nuueto (cTpaHa, obnacT, MOLWEHCKM Kog, rpag wunu ceno, Homep Ha
crpaga, ume Ha ynuua unm ksaptan, TenedoH, HoMep Ha akc);

» nMenn agpec;

» BUO Ha MCKaHOTO KBanuduumpaHo yOOCTOBEpeHWe, B3eMalnku npeasua npegHasHavyeHneTo
my;

» uvaeHTUMKaTop Ha nonuMTMKaTa 3a yOoCToBepsiBaHe, Bb3 OCHOBA Ha KOATO Ce u3jaBa
YAOCTOBEPEHNETO;

» HanunyMe Ha YacTeH KN4, CbOTBETCTBALL Ha NyGnuyeH Koy,

»  nybnuyeH Kntou;

» ponbhHUTENHa MHAOPMaLMs, 3asiBeHa 3a BKOYBaHE B YAOCTOBEPEHNETO, KAKTO 1 AoMyCTMMa
HenoTBbpAeHa TakaBga;

» noanuceaHe Ha [oroBop 3a kBanuduumpaHu yOooCTOBEPUTENHW YCNyrM U cbrnacuve c
ycrnosuaTa Ha lMonutukata n lNpakTukaTa npyv NpeaocTaBaHe Ha KBanuuUUpaHu yooCTOBEpUTESTHM
ycnyrn ot EBPOTPBCT.

VckaHe 3a n3gaBaHe Ha KBanuuumpaHo ygocToBepeHe MoXe Aa ce nogasa v Ype3 MobUnHOTO

npunoxexne Ha EBPOTPBCT. B 1031 crniyyai ropHMTE M3MCKBaAHUS He ce npunarat

Tutynsap/Cb3gaten unu ynbiHOMOLWLEH NpeacTaBUTEN Ha HPUONYECKOTO NULE MOXE Aa 3asiBu

NOOHOBSIBaHE Ha KBanuuUMpaHO yAOCTOBEpeHve Mpu cbbniopaBaHe Ha BpPEMEBUTE OrpaHWYeHUs,
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N3NCKBaHWNA U YCNOBUS 3a NOAHOBSABAHE.

MogHoBsBaHETO Ha  KBanuMUMpaHO  YAOCTOBEpPEeHMe 3anasBa WHgopMauusaTa 3a
Tutynaps/Cb3gatens unu ynbiaHOMOLLEHOTO NuLe OT TeKyLWOoTO yAOCTOBEPEHNe, KaTo B NOOHOBEHOTO
yAOCTOBEPEHME Ce MPOMEeHs neproga Ha BanuaHoCT.

lMogHoBSIBaHe Ha kBanNuULMpaHO YAOCTOBEPEHME, KOETO HEe € BUNo npekpaTeHo B nepuoga My
Ha BanuaHOCT, MOXe [a Ce U3MbJTHM N0 ABa Ha4MHa:

» 3anasBa ce reHepupaHaTta [BOWKa KNio4oBe 3a TeKyLoTo yaoctoBepeHne (Renewal);

» TreHepuvpa ce HoBa ABoWkKa kniovose (Re-key).

lMogHoOBSAABaHe He ce Aonycka 3a kBanuduumpaHn yaocToBEPEHNUS, n3gageHn otaanedeHo, Ypes

MOOMNHoTO NpunoxeHne Ha EBPOTPBLCT.

MckaHe 3a npekpaTsaBaHe Ha kBanuduumpaHo yoocToBepeHue ce nogasa ot Tutynap/Ce3garen
NN YNbIHOMOLLIEH NPeaCTaBUTEN Ha LOPUAMYECKOTO N1Le Ha MACTO npu Pernctpupalymsa opraH unv no
€MNeKTPOHEH NbT.

EBPOTPBLCT npekpataBa n3gageHo OT HEro yaoCTOBEPEHME MPU:
CMBPT UNKU NOCTaBsAHe NOA 3anpelleHre Ha Tutynap/CowagaTen;
npekpaTtsiBaHe Ha nNpeAcTaBuTenHaTa Bnact Ha Tutynapsa cnpsamo Cbh3agarteng;
yCTaHOBSABaHe Ha HEBEPHW JaHHU NpU u3gaBaHe Ha YOOCTOBEPEHUETO;
cTaHana BrnocneacTeme HeBsipHa yaocToBepeHa nHdopmauus;
npv NpomMsiHa B YAOCTOBEpPeHa BeYve nHpopmaumsa Ha Tutynap/CwagaTen;

KOMIMpOMeETUpaHe Ha YaCTeH KITo\;

V V. V V VYV V V

3abaBsiHe B 3annawaHeTo Ha Ob/HKMMO Bb3HarpaxaeHue;

» MCKaHe 3a npekpaTsaBaHe oT cTpaHa Ha Tutynsap/Cbhagaten, cneq kato EBPOTPBCT ce yBepu
B CaMONIMYHOCTTa UM U B NpeacTaBuTenHaTa Bnact Ha Cbagartens.

Mpn npekpaTaABaHe OT MOOMITHOTO MPUNOXEHWE ce Nnpuema, Ye WCKAaHeTO € HanpaBeHO C

aKTMBMpaHe Ha CbOTBETHATa (PYyHKUMOHANHOCT. B TO3M cnyyan npekpaTsiBaHETO ce M3BbpLUBA

He3abaBHO.

Ycnyrute no ynpaBneHne Ha npekpaTsiBaHe U crnupaHe Ha eNCTBMETO Ha yOOCTOBEPEHME ca Ha
pasnonoXxXeHne AeHOHOLHO, 7 AHM B cegmuuaTa.

BpemeTo B cucTtemuTe, CBbp3aHM CbC CNUpaHe U npekpaTaBaHe Ha YAOCTOBEPEHUs ce

cuHxpoHusunpa cnpsamo UTC noHe BeAHbX Ha 24 vaca.
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4.1 YNOTPEBA HA KBAIM®GULUPAHO YOOCTOBEPEHUE U JBOUKA KITKOYOBE

4.1.1 OTNOTPEBUTENU

MoTpebutenute TpsbBa Aa M3NON3BaT YaCTHUTE KIOYOBE M CbOTBETHUTE MM KBanuduumpaHu
YAOCTOBEPEHNS:

> B CbOTBETCTBME C TAXHOTO NpeaHa3Ha4YeHune;

» CcaMO B paMKMTe Ha CPpoKa Ha TsixHaTa BanuaHOCT;

» KOrato ygOCTOBEPEHUETO € CMPSIHO, NOTPEOUTENAT He TpsabBa Aa M3Non3Ba YacTHUS KITHoY,
0CcobeHO 3a Cb3gaBaHe Ha eNekTPOHEH noanuc/nevar.

OTroBOpHOCTTa 3a U3MNOJI3BAaHETO HA YaCTHUS KItoY € Ha TUTynsaps.

4.1.2 OT AOBEPABALLU CE CTPAHU

[loBepsaBallnTe ce CTpaHu, BKNIOYUTENHO onepatopuTe B Pernctpupallus opraH, Tpsbea aa
n3nonseaT NyGrINYHNUTE KIIOYOBE U CbOTBETHUTE UM YAOCTOBEPEHMS:

> B CbOTBETCTBME C TAXHOTO NpeaHasHa4eHue;

» caMmo crief NpoBepka Ha TeXHUS CTaTyC 1 NPOBEpPKa Ha eNeKTPOHHUS NMOAMNUC Ha
YnoctoBepsiBallmsa opraH, ngan yaoCTOBEPEHNETO;

> [0 OTMsIHAa BanuaHOCTTa Ha AafeH Koy,

> KoraTo yOoCTOBEPEHMETO € CNpsiHO, JoBepsiBaLLaTa ce cTpaHa He Tpsibea ga npuema

nNy6InYHMA Ktoy.

4.2 NOAHOBABAHE HA KBAJINM®ULMPAHO YOOCTOBEPEHUE (RENEWAL)

lMogHoBsAABaHe Ha kBanuduuupaHo yaoctoBepeHne ¢ Renewal o3HayaBa nogMmsiHa Ha BanuaHo
yAoCTOBeEpeHue ¢ HoBO, 6e3 a ce NPOMEHs CbliecTByBallaTa MHPOPMaLMA B HErO, OCBEH HOB CepueH
HOMEpP M HOB CPOK Ha BanuaHoCT.

lMogHoBsIBaHe ce u3BbpWBa CamMO B paMKMTE Ha Cpoka Ha BanuMOHOCT Ha akTyanHo
yaocTtoBepeHue. To Tpsibea Aa 6bAe npeflwecTBaHO OT permcTpupaHe Ha WMckaHe 3a NOAHOBSBaHE B
noaxopsuia opma, npueta n ogobpeHa ot onepartop B Pernctpupaly opraH, npoBepeHa WaeHTUYHOCT U
KOPEKTHOCT Ha NogafeHoTo UCKaHe.

lMogHoBABaHe Ha M3gageHo oTAaneyeHo, nNpe3 MOBUNHOTO MPUNOXEeHUe YAOCTOBEPEHUE, He ce

aornycka.
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4.3 W3OABAHE HA KBANIM®ULIMPAHO YIOCTOBEPEHUE C FTEHEPUPAHE HA HOBA
OBOWKA KNIOYOBE(RE-KEY)

Hoea pgBorika kntoyoBe ce reHepupa oT EBPOTPBLCT, B cnydyauTe korato Bede permcrtpupanH
notpebuTen noucka ga My ce reHepvpa HoBa ABOWMKa Kro4oBe UNn HOB NoTpebuTten nogage uckaHe 3a
reHepupaHe Ha [ABOWKa Knto4voBe. ['eHepmnpaHeTo Ha HOBa ABOWMKa KIOYOBE Ce CbMbTCTBA C M34aBaHe
HOBO KBanuduLmpaHo yooCTOBEpPEHME, NOTBbPXKAAaBaLLO NPUTEXaHMETO Ha HOBOCH34aAeHaTa KroyoBa
JBOlKa.

EBPOTPBLCT uHgpopMMpa npenBapuTenHo notpedutenute cu no UMenn Ham-manko 14 gHu

npean n3tndaHe cpoka Ha BanngHOCT Ha n3ganeHo yaoctoBepeHne, Korato ToBa € Bb3MOXXHO.

MckaHeTo 3a nogHOBsIBAHE HA KBanMUUMPaHO YAOCTOBEPEHME, Ype3 EfeKTPOHHa 3asiBka ce
YyOOCTOBEPSIBA C ENeKTPOHEH nognuc/medart, CbOTBETCTBAW, Ha BanMAHO YOOCTOBEPEHME Ha
Tutynap/Cb3gaten nnm ynbiiHOMOLLEH NpeaCcTaBUTEN Ha PUONYECKOTO NnLe.

B cnyyan, 4e yamocToBepeHMETO, KOETO Ce MNOOHOBsIBA € C W3TEeKb/l CPOK Ha BanuOHOCT,
Tutynapat/Cbe3gatenat unu ynbHOMOLLEHOTO OT Hero nuue TpsAbea Aa nocetn nNuyHo Pernctpupalmns
opraH Ha EBPOTPBCT.

lMogHoBSIBaHE Ha YOOCTOBEPEHMWS, U3AadeHUM oTAanevyeHo, ype3 MOOWMHOTO NpPUNOoXeHue Ha
EBPOTPBCT, He ce gonycka.

Tutynapat/Cbe3gatenaT unm ynbaHOMOLLEHOTO OT HEro nuue, MOXe Aa Bb3pasu, ako N3aaaeHoTo
YAOCTOBEPEHNE CbAbpXa FPELLKN UMW HEeMbiHOTU, B 3 (TpMOHEBEH) CPOK OT NybnukyBaHeTo My B
pernctbpa. EBPOTPBCT ru oTcTpaHsaBa, Ypes nsgaBaHe Ha HOBO kBanuduumpaHo ygoctoBepeHue 6e3
3annallaHe Ha Bb3HarpaxaeHue, OCBEH ako ce AbIhKaT Ha NpeaocTaBsiHe Ha HeBepHU AaHHW. Mpu nunca

Ha Bb3paXeHne ce CMATa, Ye CbaAbP>KaHNETO Ha KBaJ'IVICbI/ILI,I/IpaHOTO yooctoBepeHune e npneTo.

4.4 NPOMAHA B KBAJIMPULIMPAHO YOOCTOBEPEHUE

MpomMsHa B KBanuUUMpaHO yOAOCTOBEPEHNE O3HAYaBa NPOMsIHA B CbAbpPXKaHMETO Ha AaHHUTE
BbB Beye u3aageHo 1 nybnvkysaHo kBanuduumpaHo yaoCcToBepeHNe 3a enekTpoHeH nognuc/neyar. Mpu
NpoMsiHa B KBanMUUMpaHO yOOCTOBEPEHUE CE M3NCKBA 3aAbIDKUTENHO reHepupaHe Ha HoBa [BOMKa
KroYoBe.

MpomsHaTa ce TpeTupa NO CbLUMS HA4YMH, KaKTO U M3gaBaHETO Ha HOBO KBanuduumpaHo

yOOCTOBEpEeHMe.
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4.5 CINWPAHE U NPEKPATABAHE HA KBAITU®ULIMPAHO YOOCTOBEPEHUE

CnvpaHe 1 npekpaTaBaHe Ha BanuAHOCTTa Ha KBanuuuMpaHO y4OCTOBEPEHME Ce U3MbIHSABA
camo npe3 nepuvoga Ha BanuAHOCT Ha yaocToBepeHneTo. CnvpaHeTo BOAM A0 BPEMEHHO CrivMpaHe Ha
AEeNCTBMETO Ha ygoctoBepeHueTo. lNpekpataBaHeTo Boan Ao 6e3BBb3BpaTHO CnvpaHe Ha 4eNCTBUETO Ha
yAOCTOBEPEHNETO.

Ako ygoctoBepeHue 6bae npekpaTeHo cneq nbpBOHA4YanHOTO akTUBMpaHe, To rybu BannaHocTTa
C/M OT MOMEHTa Ha MnpeKkpaTsBaHe M HEroBUST CTaTyC He Moxe fa Obae Bb3CTaHOBEH MPU HUKAKBU
obcroaTencraa.

Ako EBPOTPBCT cnpe unu npekpatu kBanuduumpaHo yooCcToBepeHue, TOM pernctpupa tasm
npomMmsiHa B cBosATa 6a3a gaHHU C KBanuduuupaHu yaocToBepeHns u nybrnmkyBa OTMEHEHUSA CTaTyC Ha
yAOCTOBEPEHNETO CBOEBPEMEHHO. CnNnpaHeTo nnu NpekpaTaBaHeTo cTaBaTt BanuaHu BegHara crej kaTo
yOoCTOBepeHMeTo 6bae nybnukyBaHo B XpaHUITMLLETO.

Ycnyrute no ynpaeneHue Ha npekpaTsBaHe U cnupaHe Ha AEeWCTBMETO Ha KBanuduuupaHo
yAOCTOBEPEHME Ca Ha Pa3nosfioXeHne AeHOHOLWHO, 7 AHW B cegmMuuaTa.

CnupaHe Ha y[oOCTOBEpPEHMS, M34afdeHM OTAaneyeHo, npe3 MOOMMHOTO MPUIOXEHWEe Ha
EBPOTPBCT, He ce gonycka.

451 OBCTOATEJNICTBA 3A NPEKPATABAHE HA KBAJIM®ULIUPAHO YOOCTOBEPEHUE

EBPOTPBCT npekpaTtaBa nsgageHo OT Hero ksanuuvumpaHo yaoCcToBepeHme, Npu Hanmume Ha
crnegHvUTe XMnoTesu:

» KoraTo MHpopmaumsiTa, BNMcaHa B Y4OCTOBEPEHMETO CE € NMPOMEHUNA;

» KoraTo MMa NofO3peHMe, Ye YaCTHUSAT KoY, CBbp3aH C NyGnnyHUA Koy, CbabpxKall ce B
yOOCTOBEPEHNETO € KOMNPOMETUPAH;

» noTtpedbuTtensaT pewmn ga npekpatu gorosopa ¢ EBPOTPBLCT;

» CMDBPT UnNu noctaesiHe Nog 3anpelleHne Ha Tutynsaps/Cbhagatens;

» npekpaTdBaHe Ha npefcraBuTenHaTta BnacT Ha Tutynapa cnpamo Cbe3gaTens;

» korato [loTpebGuTtenaTr He OTroBaps Ha W3NCKBaHWSATA Ha npuetata [lonutuka 3a
yOocToBepsiBaHe;

» ako YpocToBepsiBallng opraH npekpaTu 4ernHoCTTa cu;

» ako [loTpebutenat Ob/MKUM HeusnnateHu Takcu 3a NpedocTaBsHW  KBanuduvumpaHu
YAOCTOBEPUTENHN YCIyri,;

» KoraTo HagexAHOCTTa WU CUrypHOCTTa Ha YacTHUSA KN4 Ha YOoCToBepsBalUMsa opraH e
HapyLleHa;

» koraTo [loTpebuTten, KOWTO € CRyXXWUTen Ha efHa opraHu3aums npekpatu goroBopa Ccu 3a
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paboTa 1 He BbpHE U3Non3BaHaTa KpunTorpadcka kapTa, Ha KOSITO Ce CbXpaHsiBa yOOCTOBEPEHMETO U

CbOTBETHUNA HYaCTEH KI1to\.

4.5.2 MNPOLEONYPA 3A NPEKPATABAHE HA KBAJIMOULIMPAHO YOOCTOBEPEHUE

45.2.1 [lpoueaypa 3a npeKkpaTsaBaHe Ha KBanuduumpaHo yaocToBepeHue Ha KpaeH notpeburen

MpekpaTsiBaHe OENCTBMETO Ha KBanNUUUUPaHO YAOCTOBEPEHME Ha KpaeH noTpedbuten ce
npegxoxga OT rnoJaBaHe Ha MUCKaHe 3a npekpartsiBaHe npea Peructpupawms opraH Ha EBPOTPBCT.
MckaHeTo 3a npekpaTsiBaHe Ha y4OCTOBEPEHME MOXe Aa Ce permctpupa ernekTpoHHO, CamMoO Korato
Tutynaps/Ce3gatens nma (gpyro) BanvaHo M OCTBLMHO 3a Non3BaHe KBanuuumpaHo yaoCToBepeHme
3a enekTpoHeH nognuc/nevat. B npoTuBeH crnyvan ce MpaBW MCKaHe Ha MSCTO Npes oTopusMpaH
onepatop npu Pernctpupalums opraH.

Bcako uckaHe 3a npekpatsBaHe Ha ygoctoBepeHue TpsAbBa [a cbabpXa Heocnopumu

JoKazaTesiCTBa 3a NOTBbpXAEeHNE Ha NMpeKpaTAaABaHETO.

Mpouenypata 3a npekpaTaBaHe Ha KBanuuumnpaHo yaoCcToBepeHne ce 3BbpLLBA, KaKTo creaga:

» OtopusnpaHuat onepatop B Peructpupawma opraH HeszabaBHo, 6e3 ga wmaeHTMduumnpa
notpebuTens, cnupa 4ENCTBUETO HA YOOCTOBEPEHMETO;

» Pernctpupallmdar opraH CTpPoro criefiBa U3nuckBaHudaTa 3a naeHTudukaumnsa u yctaHoBsiBaHe Ha
aBTEHTUYHOCT Ha TuTynapsa/Cb3gatenst unu ynbiaHOMOLLEH MPeACTaBUTEN Ha PUONYECKOTO Nuue m
npuyunHUTE 3a npekpatsasaHe. [pn HeobxogumocT TuTynapat/Cb3gatensat Unv YNbIHOMOLLEHUAT
npegcrtaBMTEN Ha IOPUOMYECKOTO NUue nocewasa nuuHo Peructpupawums opraH Ha EBPOTPBCT 3a
nocrneapalla npoBepka Ha NOEHTUYHOCTTA, PECTNEKTMBHO CaMOSIMYHOCTTA Ha NoTpebuTens;

» Cnea ycnewHo yaoctoBepsiBaHe Ha aBTEHTMYHOCTTA Ha Tutynapat/Cb3gaTtenaTt vmnm Ha
YMbAHOMOLLEHUAT NpeacTaBuUTeN Ha puanyYeckoTo nuue, Pernctpupawmsa opraH nogasa 3asBka [0
onepaTtMBHUA YOOCTOBEpsiBaLL, OpraH 3a npekpatsaBaHe Ha ygocTtoBepeHue. Cref noTBbpXaeHue oT
YaocToBepsiBalus opraH ce U3nbiiHABa UCKaAHETO 3a NpekpaTaBaHe Ha yOOCTOBEPEHMWETO;

> Mpn HeycnewHa waeHTU(UKAUNS U NpoBEpKa Ha YCNoBudATa 3a npekpaTsiBaHe,
Pernctpypawnar opraH OTXBbpSid MCKAHETO 3a NpekpaTsBaHe Ha yaoCTOBEpPEHMEeTO U He3abaBHO
n3pectaBa TuTynapat/Cb3gatenst Unu ymbiHOMOLLEHUST MPeAcTaBUTEN Ha PUANYECKOTO nuue 3a
nNpUYMHUTE 3a TOBA;

» [loTpebuTten, ¢ OTXBbPI/IEHO UCKaHEe 3a MpeKpaTsBaHe Ha KBanvduuMpaHO yooCTOBEPEHME,
MOXe Ja nogage HOBO MCKaHe 3a npekpaTsaBaHe Ha yOOCTOBEPEHMETO, e KaTo OTCTPaHM NOCOYEHUTE
NpU4YMHK 3a 0TKa3a;

» Cnep npekpatsBaHe Ha ygoctoBepeHneto, EBPOTPDBLCT, upes cBos YgocTtoBepsiBall, opraH,

He3abaBHO nybnukyBa MNpekpaTeHOTO ygocTtoBepeHMe B Cnucbka CbC CHPEHUM W MpekpaTeHn
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yooctoBepeHus (CRL), kaTo nsgasa HoB CnnCHK,;
» Cnen npekpatsiBaHe Ha kBanuduumpaHoto ygoctoBepeHne, EBPOTPBCT yBemomsiBa

Tutynaps/Cb3gaTtens Ha NPeKkpaTeHoTo YyOOCTOBEPEHME.

ﬂpm n3non3saHe Ha MOOUMNHO npunoxeHue, ce npmema, 4e UCKaHeTOo 3a npekpatdBaHe € Hanuue,
KoraTto rl0Tpe6I/ITeJ'I$IT € akKTnBupan cboTeBeTHaTa ('byHKLWIOHaJ'IHOCT, yCTaHOBEHa B NpUNoXXeHneTo. B To3n

criy4ai ropHuTe npoLeaypu He ce npunarar.

MpekpaTeHo ygocTtoBepeHue Ha Tutynaps/Cb3gaTens He Noanexu Ha Bb3oOHOBABaHeE MK Ha

noaHoBdABaHe.

4.5.3 TPATUCEH NEPUO[ HA NMPEKPATABAHE HA KBAJINOULIMPAHO YOOCTOBEPEHUE

Mpeon ga cnpe OencTBMETO Ha BanuOHO kBanuduumpaHo ygoctoBepeHne EBPOTPDBCT, upes
cBosi Pernctpupall opraH, cnupa enNCcTBMETO Ha YAOCTOBEPEHNETO 3a rpaTUCEH NEPMOA A0 YTOYHsSIBaHe
Ha NPUYMHUTE 3a CNMPAHETO, HO HE NO-ObNro oT 72 vaca.

B pamkute Ha T03M nepmog EBPOTPBLCT o6paboTBa wuckaHeTO 3a npekpaTsiBaHe Ha
KBanmduumpaHoTo yaOCTOBEPEHME.

paTnceH nepuog He ce Jonycka Npu oTganeyYeHo nsgageHu yaooctopepeHus. Te ce npekpatasar

He3abaBHO.

4.5.4 OHNAMH NPOBEPKA HA CbCTOAHUETO HA YOOCTOBEPEHMUE

EBPOTPBCT ocurypsiBa kBanuduumpaHa ycriyra 3a npoBepka Ha CbCTOSHMETO Ha U3gageHuTe
yOOCTOBEPEHUS B peaniHo BpemMe. Tasnm ycryra ce M3BbpliBa Bb3 OCHOBa Ha [1poToKon 3a OHMainH
npoBepka Ha ctaTtyca Ha ygoctoBepeHue (OCSP), onncaH B RFC 2560. M3nonssaHeTto Ha OCSP gaea
Bb3MOXHOCT fa ce npugobve nHdopmaumns 3a CbCTOAHUETO Ha yaocToBepeHusaTa, 6e3 ga ce manckea
nposepka B CnncbK CbeC cnpeHun u npekpateHn yagoctoseperus (CRL).

OCSP ycnyrata reHepupa OTroBop, ocHoBaH Ha 6a3a gaHHu. OCSP oTroBopa e BanugeH o 7
OHW. 3a ga ce nogaobpka NpaBUHOTO M3NbIIHEHWE Ha cucTemarta, oTroBopute Ha OCSP ca kewwmpaHu
3a npegBapuTenHo onpeaeneHo Bpeme (0BMKHOBEHO He NMOBeYe OT HSKOMKO Yaca).

lMpoBepka Ha cTaTycC Ha yaocToBepeHue B pearnHo BpeMe no OCSP npoTokon MoXe Aa ce U3MbiHu

npes UHTepHeT, Ha cTpaHuuata Ha EBPOTPDBCT: https://www.evrotrust.com.
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45,5 OBCTOATENCTBA 3A CIMMPAHE HA KBAJIMOULIMPAHO YO OCTOBEPEHUE

EBPOTPBLCT, 4pes cBosi onepaTtuBeH Ygoctosepsiealy opraH (,Evrotrust RSA Operational CA®),
cnupa gencTBMETO Ha BanuaHoO yAOCTOBEPEHWE Npu onpeaeneHn yCroBus.

EBPOTPBCT npeanpvema He3abaBHM OENCTBUS NO MCKAHETO 3a CNMpaHe Ha yaoCTOBEPEHME.

3a BpemMeTo, npe3 KOeTo yAOCTOBEPEHMETO € CNpPSAHO, TO Ce CYUTa 3a HEeBanuaHO U BCUYKM

€NeKTPOHHU nognucu/nedartn, npoeepsABaHnN C TOBa yOooCToBEpEHME Ca HEeOENCTBUTENHM.

456 TMNPOUEAYPA 3A CIWMPAHE W BbB3OBHOBABAHE HA KBAJIMOULUUPAHO
YOOCTOBEPEHUE

CnvpaHe gencTBMeTo Ha KBanuduumpaHo yOOCTOBEPEHME Ce npeaxoxaa OT perncrpypaHe Ha
nckaHe 3a cnupade npeg Pernctpupaliusa opraH.

» WckaHeTo 3a cnupaHe Ha yaoCTOBEPEHUE MOXE [ia Ce perncTpmpa no enekTpoHeH NbT unun aa
ce nogaje Ha xapTus npea otopuanpaH onepartop Ha Pernctpupaiwums oprad Ha EBPOTPBCT.

» WckaHeTo 3a crnivpaHe Ha yaoCTOBepeHWe, No eNEKTPOHEH MbT Ce YAO0CTOBEPSiBaA C eNEeKTPOHEH
noanuc/neyar, CbOTBETCTBALL HA BannaHo yaoctoBepeHune Ha Tutynaps/Co3nartens.

» OtopusmpaHuaT onepatop B Peructpupawums opraH He3abasHo, 6e3 ga vaeHTMdwMumMpa
notpebutensa, cnvpa AOencTBMeTo Ha  kBanuduumpaHoTo  yaocTtoBepeHue. CnvpaHeTo Ha
YAOCTOBEPEHNETO Ce M3BBPLUBA, Ype3 BPEMEHHOTO MYy BnucBaHe B Cnncbka CbC CNPEHN U NpeKkpaTeHn
ypocTtoBepeHus (CRL).

» Pernctpvpawuar opraH He MOXe ia OTXBbprisi UCKaHe 3a CriMpaHe.

» Cnepn cnvpade Ha ygoctoBepeHne, EBPOTPBCT, upes cBos onepatmBeH YOoCTOBepsiBaLL
opraH HesabaBHO nybnukyBa CnpsiHOTO yAaocToBepeHne B Cnucbka Ha CNpeHu W npekpaTeHu
yooctoBepeHus (CRL), ypes nsgasaHe Ha HoB CNMCHK.

Cnep cnupaHe Ha ygoctoBepeHve, EBPOTPBCT HesabaBHO yBegomsaBa Tutynaps/Cb3gatens

Ha cnpsHOTO KBanuduuupaHo ygoctoBepeHue.CnvpaHe n Bb30OHOBABaHE Ha KBanuduumpanm

yaoocTtoBepeHusa, n3gageHn otaanedyeHo, npes MOOUIHOTO npunoxxeHme, He ce gonycka.

45.7 TPATUCEH NEPUOA HA CNMUPAHE HA KBAJIMOULIMPAHO YOOCTOBEPEHUE

EBPOTPBLCT cnupa penctesmeto Ha KBanuduuvpaHoO YOOCTOBEPEHME 3a ENIEKTPOHEH
noanuc/neyar 3a rpatMceH nepuod 40 YyTOYHSABaHe Ha MpUYMHUTE 3@ CNMPAHETo, HO He NO-AbAro OT 72
yaca.

‘paTuceH nepuoa Ha cnupaHe Ha KBanuduumpaHu yaoCToBepeHus, usgageHn otaaneyeHo, npes

MOBWMHOTO NPUNOXEHNE, HE Ce AonycKa.
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4.5.8 Bb30OBHOBABAHE JENCTBUETO HA CNPAHO YOOCTOBEPEHUE

EBPOTPDBLCT Bb306HOBSIBA 4ENCTBUETO HA CMPSHO YOOCTOBEPEHUE:!
» cnepj kaTto oTnagaHe OCHOBAHWETO 3a CnupaHe, Npean Aa u3tede nepvoga Ha cnupaxe;
» 1O UcKaHe Ha TuTynsaps, cneg nsscHABaHe Ha NPUYUHUTE 33 NOUCKAHOTO CMMPaHE;

Cnep Bb306HOBAIBaHE Ha Y4OCTOBEPEHMWE, NOCIIEAHOTO Ce cyMTa 3a AENCTBUTESTHO.

4.6 TPOBEPKA HA AKTYAJIHOTO CbCTOAHUE (CTATYC) HA KBAJTIMUGULIMPAHO
YOOCTOBEPEHUE

MHdopmauusa 3a cbCTOSHMETO Ha yaocTtoBepeHusd, usgageHn ot EBPOTPBCT moxe ga 6bvae
nonyyeHa B CnmMcbka CcbC cnpeHn n npekpateHn ygoctoBepeHuna (CRL), nybnukyBaH Ha canTa Ha
EBPOTPBLCT B uHTepHeT n upes lNpoTokona 3a OHMarH NpoBepka Ha cTaTyca Ha yoocToBepeHusTa
(OCSP).

YpocTtoBeputenHuTe yCrnyrn 3a npoBepka Ha ctatyca Ha kBanuduumpaHute yaoCTOBEPEHUs ca

AOCTBLMHU B pexum 24/7/365 (HenpekbCcHaTO AencTBaLLm).

4.7 TNPEKPATABAHE HA OIOBOP 3A KBAIIM®ULIMPAHU YOLOCTOBEPUTEJIHN YCITYTU OT
NOTPEBUTEN

HoroBopbT 3a kBanuduumpann ygoctoseputendn yenyrn mexagy EBPOTPBCT u MoTtpebuten ce
npekparsia:

» crneg mM3TMYaHe Ha Ccpoka Ha BanWAHOCT Ha MOCNedHoTO M3jafdeHo KeanuduumpaHo
yOOCTOBEPEHUE N NOTPEOUTENSAT He e Npeanpuen eNCTBIUS, 3a Aa akTyanuampa CBoeTo KBanupuumpaHo
YyAOCTOBEPEHWE;

» KoraTo KBanuduumpaHoTO yaocToBepeHuve e 6uno npekpateHo M notpebutens He e
npegnpuen 4encTens No n3gasaHe Ha APYro yOoCTOBEPEHME.

» npwu 3aKkpuBaHe Ha npodun Ha Motpebuten ot mobunHoto npunoxeHne Ha EBPOTPBCT. B
TO3M CnyYan BCUYKM n3gageHn ksanuuumnpaHn yooctoBepeHus ce npekparsasar.

5 KOHTPOJ1 HA PUNYECKATA U OPTAHU3ALMOHHA CUTYPHOCT

5.1 KOHTPOIJ1 HA PUSUHECKATA CUTYPHOCT

MepknTe npegnpueTn No OTHoLEHME Ha msmnyeckaTa 3awmta Ha EBPOTPBLCT ca enemeHT ot

paspaboTeHaTa n BHegpeHa B EBPOTPBCT Cuctema 3a nHdopmaumoHHa CUrypHOCT, CbOTBETCTBALLA
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Ha uaunckeaHudaTa Ha ctadgapTta ISO/IEC 27001:2013 n ISO/IEC 19011:2011.
Mepkute cBbp3aHu C umamdeckata 3awmta Ha MHADOPMALMOHHUTE OAHHW, TEXHONMOrMYHUTE

cunctemu, noMelleHndaTa n CBbp3aHnuTe C TAX nogabpXXaly CuctemMm ca HaCco4eHu KbM npenorepaTtdBaHe

Ha:

» HepaspelleH [OCTbM, HAHACSHE Ha WeTn 1 HaMeca B ycroBusaTa Ha paboTa;

» 3aryba, Bpegu unm KOMnpoMeTupaHe Ha pecypcu;

» KOMMpoMeTupaHe wunuM Kpaxba Ha wHdopmauusa wnm cpeactea 3a obOpaboTka Ha
WHGopMaumaTa.

WHdppacTpykTypaTta Ha gocTtaBumka € hmandeckm n nornyeckn obocobeHa n He ce n3nonssa npu

apyru genHocTu, konto ,EBpoTpbeT TexHonbmpkuc ALl ocbLyecTssBa.

5.1.1 NOMELWIEHNA N KOHCTPYKLIUA HA MOMELLEHUATA

EBPOTPBCT pasnonara cbe cneynanHo KOHCTpynpaHo 1 o6opyasaHo NoOMeLLEHME C Han-BMCOKa
CTeneH Ha KOHTPON Ha oM3n4eckn AOCTbIM, B KOETO Ce NomellaBaTt Y4oCTOBepPsiBaLl, OpraH Ha AoCTaByuMKa

N BCUYKNTE LEHTPaliHM KOMMNOHEHTU Ha MchpaCprKTypaTa.

51.2 OUINYECKUAT OOCTbIN

duanyeckata CUrypHOCT Ha cCUCTEMUTE 3a M3gaBaHe M YyNpaBrieHWe Ha YOOCTOBEPEHMSA €
cbobpaseHa C M3UCKBaHMATA Ha MeXOyHapOAHW CTaH4apTU U NPEnoOpPbKM.

3a obopyaBaHeTo B 3awMTeHOTO U m3onuvpaHo nomeweHve Ha EBPOTPDBCT e ocurypeHa
dusnyecka HENPUKOCHOBEHOCT. VMimMa ABydaKTOpeH KOHTPON Ha [OCTbMa U AEHOHOLHA BbOpbXeHa
duamndecka oxpaHa. He e nossoneH dmsnyeckn JocTbn A0 KpUTUYHOTO obopyasaHe 3a noseyve ot 30
(TpnaeceT) MUHYTKU Ha NocelleHne. He e No3BoneH 4oCTbN A0 Wkadga ¢ obopyaBaHEeTo Ha noseye OT 2
(nBe) otopmsmpaHu TexHuyeckn nuua Ha EBPOTPBCT. Becekn goctbn A0 MOMELWEHUsiTa C KpUTU4Ha
NMH(paCTpPyKTypa ce JOKYMEHTMPA B CNeLMantn XXypHanu.

3awwuTara Ha crpagata Ha EBPOTPBLCT e peanuanpaHa oT HEBbOpbXKeHa 24-4yacoBa oxpaHa. B
nomeweHustTa Ha EBPOTPBCT wuma Cuctema 3a anapmeHa curHanmsauusi, Cuctema 3a
BuaeoHabnogeHne, CurHanHo-n3BecTutenHa cucrema n Cuctema 3a KOHTPOS Ha A4oCTbna.

B EBPOTPBLCT oducute Ha Pernctpupalumute opraHm ca o060cobeHun 1 oTaeneHn oT octaHanute
nomeweHusi. CbopbXEHN Ca C TEXHMKA, N03BofsABaLa 6e30nacHO CbXpaHEeHUe Ha OaHHM U OOKYMEHTH.
JocTbnbT 40 Te3n 30HWM ce cnegu v orpaHMyaBa OO OTOPU3MPaHU nvua, CBbp3aHW C OEeWHOCTTa Ha
Peructpupawms opraH (onepatopu Ha Peructpupalymsi opraH, CUCTEMHU agMUHUCTPATOPKN) N TEXHUTE

KIMNEeHTN.
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5.1.3 CBbXPAHEHME HA HOCUTEJNWN HA 0AHHU

Bcuukn HocuTenu cbabpxawy codTyep, apxvMBM Ha OaHHU MNU OouTHA MHopMauust ce
CbXpaHsiBaT B OrHeynopHa kaca B CreuuanHo apxXvMBHO MoMeLLeH/e C BbBeAeH KOHTPOM Ha AocTbn. B

nometeHneTo ¢ apxmea Ha EBPOTPBCT nma narpageHa cucrema Ha ousmyecka v normyecka sawmra.

5.1.4 W3XBBLPIAHE HA OTNAABLUUTE

XapTueHUTe n enekTPOHHM HOCUTENW, CbObpXKaln eBeHTyanHO 3HayMMa MHdopMaunsa 3a
curypHocTtTa Ha EBPOTPBCT, cneg nstnyaHe Ha onpeaeneHnsi CbriacHo BbTpeLIHMTE npaBunia nepuoa
Ha CbXpaHeHue, Ce YHULLIOXXaBaT B CreLmarnHn yCTpoOMCTBa 3a HapsA3BaHe.

Hocutenute Ha nHdopmaums 3a kpuntorpadckute kntodose n NMUH/TYK Homepa, nanonseaHu 3a
TAXHOTO CbXpaHeHue, ce pasgpobsasaT c NoaxoadaLm ycTponctea. ToBa ce OTHacs 3a HOCUTENUTE, KOUTO
He NO3BONABaT OKOHYATENHO 3ann4yaBaHe Ha CbXpPaHeHU AaHHU N TAXHOTO MOBTOPHO M3MNOSI3BaHe.

B onpegeneHu cnyvaun, MHgopMaumsaTa oT NPEHOCUMU HOCUTENN Ce YHULLIOXKAaBa, Ype3 N3TpmBaHe

nnn cbopmaTMpaHe Ha yCTpOVICTBOTO 0e3 Bb3MOXHOCT 3a Bb3CTaHOBSABAHE.

5.2 OPrAHM3ALMUOHEH KOHTPOI1

Bcuykn npouenypu, Kacaewm curypHocTTa npu u3gasaHe, agMUHUCTPUPaHE W U3Non3saHe Ha
KBanuuunpaHn yoocToBepeHUs 3a KBanuduuMpaH enekTpoHeH noanuc/medat, ce U3nbrHasBaT oOT
posepeH nepcoHan Ha EBPOTPBCT.

EBPOTPBCT nogaobpxa poctatbyeH 6pont kBanuduumpaHu CRyXUTeNu, KOUTO BbB BCEKU
MOMEHT OT OCblUecTBABaHE Ha [devHOCTTa My [a ocurypsiBaT CbOTBETCTBME C [AEeWCTBaLLOTO

3aKoOHOOAaTeNICTBO U BbTPELLHNTE npaBuiia n HOpMU Ha OPYXEeCTBOTO.

5.2.1 [OOBEPEHM POJIN

MoaopobHo pa3npegeneHve Ha OYHKLMUTE U OTFOBOPHOCTUTE Ha MepcoHana e pasnucaHo BbB
BbTpewHute AokymeHTM Ha EBPOTPDBCT: ANBXKHOCTHM XapakTepuCTUKW, LWATHO pasnucaHve wu
CbOTBETHU BbTPELLHU ONepaTuBHU NpoLeaypu.

PasnpegensHeTo Ha yHKUMUTE Ce OCbLLECTBSBaA NO TakbB HauuH, Ye ga 6bae cBedeHa Ao
Bb3MOXEH MUHMMYM OMACHOCTTa OT KOMNPOMETUpPaHe, M3Tn4aHe Ha KoHmaeHUmanHa nHopmMauus unm

Bb3HUKBAHE Ha KOHq.)J'IVIKT Ha NHTEepecu.
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5.2.2 WU3UCKBAHWUA 3A PASOENAHE HA OTTOBOPHOCTUTE

[oBepeHnte genHoctn Ha nepcoHana Ha EBPOTPBCT ce nanbnHseaT oT pasnuyHn nuua.

5.3 KOHTPOI1 HA NMEPCOHAINA

MepcoHanbT Ha EBPOTPBLCT ce ChbCTOM OT AOCTaTb4eH GPON BUCOKO KBANMULMPaHU CAYXUTENN.
Jlvuata, n3BbpLUBALLM JOBEPEHN PONn uMaT HeobxoaumaTa npodecmoHanHa NnoaroToBka U OnNuT, KOeTo
rapaHTupa cnasBaHe Ha M3MCKBAHMSTA 3a CUFYPHOCT U TEXHUYECKM HOPMW 3a OLieHKa Ha CUrypHOCTTA.
MpodecnoHanHMTe no3HaHMA B obnactta Ha WMHPOPMAUMOHHUTE CUCTEMW, KpunTorpadusTa wu
NH(pacTpykTypaTa Ha NybnuyHuTe KNoYoBe [aBa Bb3MOXHOCT Ha CRy>XUTenuTe ¢ 4OBEPEHM ponu Aa
N3MbIIHABAT KQYEeCTBEHO CBOUTE CNYXXeOHN 3aabrmKeHus.

Cnyxutenute Ha EBPOTPBCT npemuHaBaT nepuogudHO Mpe3 KypcoBe 3a NocneaBallo
AOMbIIHUTENHO 0bOy4eHMe, OTroBapsillo Ha CbBPEMEHHUTE U3MCKBAHWUA B ObOnacTute Ha OEeNHOCT Ha
EBPOTPBCT.

5.3.1 U3UCKBAHUA 3A OBYYEHUE HA NMEPCOHAIJIA HA EBPOTPBCT

lMepcoHanbT, KOWTO U3MbIHABA (PYHKUMUTE U 3adavnTe, NPousTUYaLlM OT HeroBaTa 3aeToCT B
EBPOTPBCT unu 3aetoct B Peructpupaiymsa opraH (Npyv Hanuume Ha BbHLWEH Pervctpupall opraH)
TpsbBa Aa npemMuHe npes crnegHuTe obyveHus:

» JlpakTvka npu npegoctaBsHe Ha KBanuduumpaHu yOoocToBepuTenHu ycnyrn“ ot
LEBPOTPBLCT TEXHOJTbAXXNC* AL

» llonutuka nNpu npegocTaBsHE Ha KBanuuUUMpaHO YAOCTOBEpPeHWe 3a KeanuduumpaH
enekTtpoHeH noanuc/neyat” ot ,EBPOTPBLCT TEXHONBOXKNC* AL;

» pasnopenbdu, npoueaypu 1 AOKyMeHTauusl, CBbp3aHa CbC 3aeMaHaTta pons;

» TEXHOMNOrMM 3a CUTypHOCT W NpPoLedypu CBbP3aHUM CbC CUFYPHOCTTA, W3MOM3BaHuM OT
YpaocTtoBepsBalms opraH u Permctpupallms opran;

» cucTteMeH copTyep Ha YOocToBepsBalLma opraH u Pernctpupaliuns opram;

» OTroOBOPHOCTM, NPOU3TUYALLM OT PONN N 3ada4un, U3NbIIHABAHN B CUCTEMATA;

» npoueaypu, U3NbfHABaHM NpU OTKa3 Ha cucTemaTa uUnuM npekbcBaHe Ha AeWHOCTUTE Ha

YpoctoBepaBalLna opraH.

5.4 3ANMUCU HA CBBUTUA U NOOABPXAHE HA XXYPHAIU

3a edektuBHO ynpaBneHne un dyHkumoHmpaHe Ha EBPOTPBCT, Bcuuku cbbuTMS, nmawm
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CbLLUECTBEHO 3HAYeHWe BbPXY CUFYpHOCTTa U HaAEXAHOCTTa Ha TexXHOMornyHata cucTema, KOHTpona
BbpXy nepcoHana u notpebutenute, M Bb3OENUCTBMETO BbPXY CUIYpPHOCTTA Ha nNpeaocTaBsaHUTE
KBanuduumpaHn yaocToBepuTenHu ycnyru ce sanvicear.

MHdopmauusaTa 3a enekTpoHHUTE XXypHanu ce reHepupa aBToOMaTUYHO.

YKypHanu Ha 3anncu Ha permctTpupanmn cbomTus ce CbxpaHsasaT BbB (haninoBe Ha CUCTEMHUSA ANCK
3a Han-Marko 6 (wecT) meceua. Npe3 ToBa BpeMe Te ca AOCTbMNHM OHManH UNn B NPoLEeC Ha TbpCeHe OT
BCekn otopuanpaH cnyxurten Ha EBPOTPBCT. Cnepg To3u nepmoa, 3anmcuTe ce CbXxpaHsaBaT B apXuBuTe.

ApxvBMpaHn XXypHanu ce 3ana3sat B NpoAabImkeHne Ha noHe 20 (gBageceT) roguHun.

ApxvBBT Ce nognucea C enekTpoHeH NOANUCc/enekTpoHeH BpemeBu nedvat. MHdopmaumsaTta ot
3anucuTte B foroBeTe MEpuoauyHO Ce 3anucBa Ha (PU3MYECKM HOCUTENMU, KOUTO Ce CbXpaHsiBaT B
cneumnaneH cend, Hammpall, ce B NOMELLEHME C BUCOKA CTEMEH Ha (Puanyecka 3awmrta U KOHTPOS Ha

JocTbna.

54.1 YA3BUMOCT U OLIEHKA

EBPOTPBLCT knacudpuumpa M nogaobpXka pPeructpy Ha BCUYKM aKTMBM B CbOTBETCTBME C
nanckeanmata Ha ISO/IEC 27001:20013. CwrnacHo ,[lonutmkata no curypHoct® Ha EBOTPBCT ce
M3BbpLUBA aHanu3 3a OueHKaTa Ha YA3BUMMOCT MO BCUYKM BBbTPELLUHM Mpoueaypu, NPUNOXEHUS W
NHPOPMaLMOHHN cnucTemn. N3nckBaHuA 3a aHanma moraT, CbLO Taka, Aa 6baaT onpegeneHn oT BbHLWHA
WHCTUTYUMS, YTbITHOMOLLIEHa Aa n3BbpLluBa oaut Ha EBPOTPBCT.

AHanu3bT Ha p1CKa ce N3BBbPLLBA HaN-Marko BeAHbX roanlHo. PelleHneTo ga ce npuctbnm KbM

aHanua ce uspbpluBa ot bopaa Ha [upekTtopuTe.

5.5 APXUBUPAHE

MHdopmauuaTa 3a 3HaummmuTe cbbutns ce apxmenpa B eneKTpoHeH BUa NepuoanyHo.

EBPOTPBCT apxvBupa BCUYKM [aHHW W annose, CBbP3aHM C. UWHGopmauusta npu
perncrTpaums; CbC CUTypHOCTTa Ha cucTemMaTa; BCUYKM UCKaHUA, nodadeHu oT notpebutenure; yanarta
nHpopMaumsa 3a noTpebutenuTe; BCUYUKM KITHOYOBE, M3MOMN3BaHW OT YOOCTOBepsiBaWUTe OpraHu u ot
Pernctpupawuma opraH; u uanata kopecnoHgeHuusa mexagy EBPOTPBLCT u noTtpebutenute. Ha
apxuBvpaHe ca NoAJSIOKEHN BCUYKM OOKYMEHTU M [AaHHW, W3MON3BaHuW B npoueca Ha npoBepka Ha

CaMOJIM4YHOCTTAa.
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5.6 MNPEKPATABAHE HA JEMHOCTTA HA EBPOTPBLCT

5.6.1 W3UCKBAHUA, CBbLP3AHU C NPEXOOA OO MPEKPATABAHE HA OEMHOCTTA HA
NOCTABYMKA

Mpeav yoocToBepsBalmna opraH ga npekpaTtu ycryrute cu, Tou € AnbXeH Aa:

» yBegomu OpraHa no Hag30p 3a CBOETO HAMepEeHne a npekpaTu yCnyruTe cu, B Criydyan Ha UcK
3a 0bsiBsiIBaHEe Ha OPY>XECTBOTO B HECHLCTOATENHOCT, 06SIBABaHE Ha OPY)XECTBOTO 3a HEAENCTBUTENHO UMK
3a Opyro MCKaHe 3a npekpaTtsBaHe, UNu 3a 3anovBaHe Ha npoueaypa no nukeMaaums. YBegoMeHMeTo
cneaBa ga 6bvae HanpaBeHo 4 (4eTupy) Mecela Nnpean AoroBopeHaTta gaTta Ha npekpaTaBaHe;

» yBedomu (Han-marnko 4 meceua npeamn Toea) cBoMTe NOTpebnTenu 3a peLeHneTo aa npekpaTm
npegocTaBsHUTE OT HEro yCnyru;

» TMPOMEHM cTaTyca Ha CBOUTE yOOCTOBEPEHMS,

» npekpaTu BCUYKM yOOCTOBEPEHMS Ha NoTpebutenute B pamMkute Ha obsiBEHMS nepuoa 3a
npekpaTsiBaHe Ha A4EeNHOCTTa;

» yBEOOMW BCUYKM CBOM NOTpebuTenu 3a npeyctaHoBSABaHE Ha yCrnyruTe;

» npaBu TbProBCKN pasyMHWN yCUnWs, 3a Aa cBeAde A0 MUHUMYM HapyllaBaHETO Ha MHTepecute
Ha noTpebutenure;

» usnnawa KomneHcaumm Ha noTtpebutenute (komneHcauuuTe TpsbBa pga  Obaar
NpONopUNOHanH Ha ocTaBallusa Nepuoa Ha BanuaHoOCT Ha yOOCTOBEPEHMATA);

» u3BbpLIBa HeobxoammuTe AencTBus, 3a ga moxe OpraHa no Haasop Aa nogavpxa Cnucbka
CbC CrpeHun n npekpateHn ygoctosepeHms (CRL).

AKO pelleHMeTO 3a MnpekpaTsiBaHe Ha YAOCTOBEPUTESNHWTE YCnyrm ce OTHacsa camo Ao
Pernctpupalyunsa opraH, ToM e gnbXeH aa:

» ysegomn EBPOTPBLCT 3a cBoeTo HamepeHwe da npekpatn AenHOCTTa Mo perucrpauus.
YBegomneHneto cneaBa ga Obae HanpaBeHO 4 (4eTMpu) Meceua npean AOroBopeHata gata Ha
npekpaTsiBaHe;

» npeaasa Ha npuemalumsa [JocTaBumK LAnocTHaTa 4OKYMEHTauus, cBbp3aHa ¢ notpebutenure,

BKIMKOYUTENHO apXuBa U JaHHUTE 3a OOUT.

5.6.2 MPEXBBLPNAHE HA [OEWHOCT KbM AOPYI OOCTABYMK HA KBAJIMOULIMPAHU
YOOCTOBEPUTEJIHU YCIIYTU

3a ga ce ocurypuy HenpeKbCHaTOCT Ha u3gaBaHe Ha KBanvduunpaH yaoCToBEPUTENHM YCryrn 3a
notpebutennte EBPOTPBLCT moxe ga nognuwie cnopasymeHue ¢ gpyr kBanvuumpaH 4OCTaBYMK Ha

yaoctoBeputenHu ycnyrn. B Toau cnydan, EBPOTPDBCT Tpabea aa:

Print and Edit Evrotrust Technologies Inc.. Page 39 of 65




NOAUTUKA CP-
e I‘Otl‘ St NP NPEOOCTABSIHE HA KBANU®ULMPAHO YAOCTOBEPEHME 3A GI':DAS EII'D QES
u KBANIMOULIMPAH ENIEKTPOHEH NOAMUCIMEYAT or public use

CERTIFICATE POLICY ,
FOR QUALIFIED CERTIFICATION SERVICES V‘fgs(')in26127'1
FOR QUALIFIED ELECTRONIC SIGNATURE/SEAL .04.

Regulation 910/ 2014
elDAS

» yBegomu OpraHa no Hag30p 3a HAMEPEHUETO CU, He NMO-KbCHO OT 4 Mecela Npeau gataTta Ha
npekpaTsiBaHe 1 NPexBbpri iHe Ha AeWHOCTTa;

» nonara BCUYKM YCUITUSA 1 TPUXKK, 32 Aa NPOABLITKM OEeNCTBUETO Ha n3fageHuTe notpedbutenckm
YAOCTOBEPEHWS;

» yBegomu nucmeHo OpraHa no Hag3op u MoTpebutenute, Ye gerMHOCTTa My ce noema OT Apyr
perncTpmypaH LOCTaB4YMK, KakTO U OTHOCHO MMETO My. YBedomrieHneto ce nybnukyBa B WHTepHeT
cTtpaHuuarta Ha EBPOTPBCT;

» yBegomu [loTpebuTenute OTHOCHO YCnoBMsITAa NO MNOAAPBXKA HA MNPEexXBbpiieHnUTe
yAOCTOBEPEHNS KbM NpreMawmns [JocTaByuK;

» MNpOMeHM cTaTyca Ha OonepaTtMBHUTE YOOCTOBEPEHUA W HAANEeXHO npedage uanata
AOKYMeHTaLMsl, CBbp3aHa C AeVHOCTTa CU Ha npuemawms [JocTaBumK, 3aeQHO C BCUYKM apXMBU, KAKTO U
BCUYKWN N3aadeHn yAoCToBepeHUs (BanuaHu, NnpekpaTeHu 1 CripeHn);

» U3BbPLWM HeobxooumMuTe OENCTBUS 3a MPexXBbprsHE Ha 3adbiDKeHUATa Mo noagpbXka Ha
MHopMaumaTa KbM npuemaiymsa [JoctaBymk;

» NpexBbpu ynpaBreHNETO Ha BeYe n3ganeHnTe yaoCToBEPEHNs 3a KpanHn noTpebutenm kbem
npvemawms [JoctaBuuk,;

Mpuemawumar [doctaBunk noema npasata v 3agbiokeHuata Ha EBPOTPBCT c npekpateHa
AEVHOCT 1 Npoab/kaBa Aa ynpaBnsiBa akTMBHUTE KBanvduumpaHm yaoCTOBEPEHNS A0 Kpas Ha TAXHOTO
nencrteue.

ApxmebT Ha EBPOTPBCT c npekpateH ctaTtyc Tpabsa na 6bae npeganeH Ha [loctaB4yvka npven

OEeNHoCTTa.

5.6.3 OTHEMAHE HA KBAITU®PULIMPAH CTATYT HA AOCTABYUK UM HA KBAJTUGULIMPAH
CTATYT HA CbOTBETHA YCNYTA

Mpn oTmMsHa Ha kBanuduumpanus ctatyt Ha EBPOTPBCT unu Ha Hsakos OT NpeaocTaBsaHUTE OT
Hero yaoCTOBEPUTENHN YCNyru, TOM U3BbPLLBA CNeOHOTO:

» yBegomsiBa noTpebutenute cu 3a NPOMEHEHUs CTaTyT Ha CBOUTE YCIyru;

» TMpPOMEeHs cTaTyca Ha CBOUTE YAOCTOBEPEHUS;

» npekpaTsiBa BCUYKM KBanvduunpaHu yoocTOBEPEHMS Ha noTpebuTenute cM B MOMEHTa OT
BNU3aHe B cura Ha NPOMEHEeHUs CTaTyT;

» npaBu TbProBCKM pasyMHU YyCuUNud, 3a ga ce cBede OO0 MUMHMMYM HapyllaBaHETO Ha
WHTEepecuTe Ha noTpebutenute;

» u3nnawa KomneHcauuMum Ha notpebuTtenuTe, NPONoOpUMOHaNHM Ha ocTaBalusa nepuog Ha

BanMOHOCT Ha yOOCTOBEPEHUSATA;
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6 YNPABJIEHUE U KOHTPOJ1 HA TEXHUYECKATA CUT'YPHOCT

6.1 TEHEPUPAHE N NUHCTANUPAHE HA IBOUKA KITFOYOBE HA YOOCTOBEPSABALL OPTAH

EBPOTPBCT reHepupa asonku kpuntorpadckn (RSA) kntovose Ha 6a30BMs 1 Ha onepaTuBHUA
YpoctoBepsBaLLm OopraHy KaTto n3nonsea xapayepHa kpuntocuctrema (HSM/Hardware Security Module) ¢
HMBO Ha curypHocT FIPS 140-2 Level 3 unu no-sucoko, cbotBeTHo CC EAL 4+ unun no-B1coko.

EBPOTPBLCT nanonasa cBouTe YacTHU KNOYOBE caMo 3a LienuTe Ha AeNHOCTTa CU, KakTo creaBsa:

» [a noanvceBa msgaBaHUTE ornepaTMBHU yOOCTOBEPEHMS Ha YOOCTOBepsiBaLLMTE OpraHu B
CBOSITa MHPPACTPYKTYpPa;

» [panognucsa usgasaHuTe u nybnukysaHn CnncbLm CbC CIPEHN U NPeKpaTeHn yaoCTOBEPEHUS
(CRL);

» [a noanuceBa BCUMMKM u3gageHn v nybnukyBaHuM KBanuduumpaHu yOooCTOBEpPEHMs 3a

€J1EKTPOHEH nognuc/neyat Ha nOTpe6VITeJ'IVITe.

6.1.1 TEHEPUPAHE HA OBOWKA KIIOYOBE HA TUTYNAP/Cb3OATEN

[BownkaTta kntovoBe Ha Tutynap/Cv3gaten Ha kBanuduumMpaHo yOOCTOBEpPEHUE 3a eneKTPOHEH
noanuc/neyatr ce reHepupa camo B opgobpeHo ot EBPOTPBCT ycTponcTBO 3a Cb3gaBaHe Ha
KkBanuduumpaH enektpoHeH nognuc/nedat (QSCD), npoBepeHO 3a HMBO Ha CUIYpHOCT U 3a ycneluHa
paboTta npes nHtepdercnte Ha nHppacTpyktypata Ha EBPOTPBCT.

Korato gBowikaTa kntoyoBe ce reHepupa npu EBPOTPBCT, BuHaru ce na3nonasa yCTpoOMCTBO 3a
Ccb3gaBaHe Ha KBanuduumpaH enektpoHeH nognuc/nedat (QSCD). YacTHMAT KNoY Ha reHepupaHaTa
OBOWKa Kro4yoBe He Moxe Aa 6bae nssedeH oT yCTPOMCTBOTO.

KOHTpONbT Ha 4YacTHUA KoY e Ypes3 KoA 3a OOCTbN. TUTYNapAT U3noni3sa YacTHUSA Koy ga
cb3gage nognuc/neyaT KaTo BbBeX4a KoAa 3a AOCTbI HA YCTPONCTBOTO 3a Cb3aBaHe Ha kBanuduumpaH
enekTpoHeH nognuc/nedat (QSCD).

Korato gBonkata krntodoBe ce reHepupa npu Tutynap/Ce3gaten, EBPOTPBLCT npenopbysa
nocnegHnAaT aa nsnonssa o4obpeHo yCTponcTBo, B MHpacTpykTypaTta Ha EBPOTPBLCT, 3a cb3gaBaHe
Ha KBanuuumpaH enekTpoHeH nNoanuc/neyaT UM eKkBUBanNeHTHO TakoBa, OTroBapsLLO Ha N3UCKBaHUATA
Ha PernameHT (EC) Ne 910/2014 n cbBMecTumo ¢ uHppactpyktypata Ha EBPOTPBCT.

B cnydyauTe, Korato reHepvpaHeTo Ha [BOWKaTa K/o4OoBe Ce OCbLUecTBABa Npu TUTYNApsa nnu
Cb3patens, CbLUMAT HOCK MbJTHaTa OTFTOBOPHOCT MO 3allMTaTa Ha YaCTHUA KoY, C Lien npegoTeBpaTsBaHe
Ha HEroBOTO KOMMPOMETMpaHe, paskpuBaHe, moauduumpaHe, 3aryba vnu HepaspelleHO Mon3BaHe.
Tutynapat/Cb3gatenaT HOCU OTFTOBOPHOCT 3a NMPOMYCKN UMW AeACTBUSA Ha YNbHOMOLLEHN OT TAX nuua,

KOUTO Ca ynbJIHOMOLLEHWN Oa reHepunpart, Na3AaT Ui CbXpaHAaBaT TEXHUTE YaCTHU KIto4oBe.
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Tutynapat/Cb3gaTenaT ce 3agbibkaBa ga M3Non3ea JvueH3mpaH codTyep 3a paboTta cC

YCTPONCTBO 3a Cb3[aBaHe Ha KBanuduumnpaH enekTpoHeH nognuc/nevat (QSCD).

6.1.1.1 U3UCKBAHUSA KbM YCTPOUCTBATA 3A Cb3JABAHE HA KBANTU®ULINPAH
ENEKTPOHEH NOAMUC/TMIEYAT (QSCD)

YcTponcTBata 3a Cb3faBaHe Ha KBanuuuupaH enekTpoHeH nognuc/nedat rapaHTMpart, ypes
noAaxoasm TEXHUYECKM U NpoLeaypHU CPeACTBa, Han-Marko Ye:

» MNOBEpUTENHOCTTa Ha AaHHWUTE 3a Cb3[aBaHe Ha enekTpOoHeH noanuc/nedar, U3non3BaHu 3a
Cb34aBaHETO Ha ENEKTPOHHUS NoAanuc/neyar, € pasyMHO rapaHTUpaHa;

» [OaHHUTE 3a Cb3JaBaHe Ha eNnekTPOHEH noanuc/neyaTt Ha NpakThKa Cce CpeLaT camo BEOHBX;

» [OaHHUTE 3a Cb3aBaHe Ha eNleKTPOHEH nognuc/nevar ca o6e3neyeHn B JOCTaTbyHA CTEMNEH U
He moraT ga 6baaT M3BneYeHu, a eNeKTPOHHUAT noanmc/neyvaT € HaAeXAHO 3aWUTEH CpeLLly NoanpaBsiHe,
4ypes3 U3Non3BaHe Ha HanM4yHaTa KbM MOMEHTa TEXHONOrus;

» [aHHUTE 3a Cb3gaBaHe Ha enekTPOHeH mognuc moraTt ga 6baaT HageXOHO 3alMTEeHU OT
3aKkOHHMA TuTynap/Cb3gaten Ha enekTPOHHMA nognuc/nedar cpeLly M3nona3saHe oT Apyrv nuua.

YcTponcTBaTta 3a Cb3AaBaHe Ha KBanudumumpaH enekTpoHeH noganuc/neyar He USMEHAT OaHHUTE,
KOMTO We O6baaT NOANMCBaHW, U He MNPEenaATcTBaT NPeAcTaBsHETO MM Ha Tutynaps/Cb3patensa Ha
eNeKTPOHHUA nognuc/neyaT Nnpean nognuceaHe.

eHepupaHeTo MnM ynpaBneHWETO Ha [aHHU 3a Cb3daBaHe Ha E€NeKTPOHeH noanuc/nedart oT

nmeTo Ha TUTyNApsi Ha eNeKTPOHHMS noanuc/neyaTt Moxe aa ce u3Bbpm eguHcTeeHo oT EBPOTPBCT.

6.1.1.2 OTpaneyvyeHo reHepupaHe Ha ABOMKa KIHO4YOBe

Covapatenat/Tutynapart nsnonssa npegoctaseH ot EBPOTPBCT cneunanusnpan codptyep, 4ypes
KOWTO Cce peanuaupa npoueca no reHepvpaHe 1 ynpasreHne Ha Kpuntorpad)ckuTe ABONKA Kio4voBe.

"eHepupaHeTo, M3NOM3BAHETO U CbXPaHSBAHETO HA YACTHUS KMOY € C MHOM0 BUMCOKO HMBO Ha
CUFYPHOCT, KOETO € rapaHTupaHo OT camusa HocuTen. Ton e HagexgHo 3aluTeH MNoCcpeacTBOM
nepcoHaneH naeHtudukaumoHeH Homep (PIN), konTo e nssecteH camo Ha Tutynaps/Cw3gartena nnm
YMbAHOMOLLEH NpeacTaBUTesN Ha HPUANYECKOTO NuLe.

Cob3patenat/Tutynapat unm ynbiHOMOLLEHUAT NpeacTaBUTeN Ha topUaANYECKOTO Nuue reHepupa
eneKkTpoHHa 3asiBka 3a kesanuduumpaHo yaooctoBepeHne B PKCS#10 dopmat v g9 usnpawia Ha
EBPOTPBLCT. CbwrnacHo npenopbkute Ha RFC 2314 - PKCS#10, ASN.1 cdopmaTbT 3a enekTpoHHa
3asaBka cbabpka DN, nybnunyeH knod n gpyrn atpmbyTu, KaTo BCUYKM Te ca NoANMCAHM C YaCTHUSA KITHOM.

KoraTo ce u3BbpLUBa oTAanevYeHo reHepypaHe Ha ABOMKaTa KNo4oBe Npu 3asiBEHO n3gaBaHe Ha
yOocTtoBepeHne oT MobunHoto npunoxenHne Ha EBPOTPBCT, 10 ce reHepupa B xapayepeH

kpuntomoayn Ha EBPOTPDBCT, oTroBapsiy Ha naMckBaHusiTa Ha PernameHTa 3a yCTPOMCTBO 3@ CUTYPHO
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cb3gaBaHe Ha NoAnuc.

6.1.1.3 [docTaBKa Ha 4YacTeH KIo4 Ha noTpebuTen

Korato paBomnkata kniouvoBe ce reHepupa npu EBPOTPBCT, Tutynapsat/Ceagatenat wnm
YMbSIHOMOLLEHUAT NpeacTaBUTeN Ha PUOMYECKOTO NuUe noflydyaBa YacTHUSA KIOY U M3OadeHoTo
KBanuduumpaHo yaoCTOBEpPEHWE BbpXy YCTPOMCTBO 3a Cb3gaBaHe Ha KBanvduumpaH enekTpoHeH
nognuc/neyat (QSCD) B Pernctpupalyms opraH Ha gOCTaB4MKa.

HavyanHuat [lNoTpebutenckn n AOMMHUCTpPATMBEH KOA 3a AOCTbN U 3a OebrnokvpaHe Ha
YCTPOWCTBOTO Ce npefocTaBaAT Ha Tutynapsa/Cb3gatens unn Ha ynbiHOMOLWEHUA NpeacTtaBuTen Ha
IOPUANYECKOTO NiLLEe B 3aneyaTeH, Henpo3padeH XapTUeH Miuk.

Tutynapat/Cbe3gaTenaT unuM  ynbSHOMOLWLEHUAT npeactaBuTeNnl Ha opuauMyeckoTo nuue e
3a4bJPKEH HA CMEHU CBOSI MbpBOHavaneH MNotpebuTtencku kog 3a 4OCTLMN A0 YCTPOMNCTBOTO NOCPEACTBOM
coptyepa, kouto ce npepoctaBa ¢ Hero. EBPOTPBLCT npenopbyusa Tutynapsa/Cv3gatena unu
YyMbSIHOMOLLIEHNS NPEACTaBUTEN Ha IOPUANYECKOTO NULE Aa CMEHs nepuoauyHo cBos MNotpebuTencku
Kog.

Korato ce u3BbplUBa OTAaneyeHO reHepupaHe Ha [BOWMKaTa KM4YoBe, YaCTHUAT KIY ce
reHepupa u cbxpaHsiBa B KpUnTupaH Bua B xapayepHus kpuntomonyn Ha EBPOPTBLCT. KpuntupaHeTto
Ha Knya e 4pe3 cb3gageH ot Tutynaps/Cv3patens NUWH-kog, koeto obesneyaBa BBb3MOXHOCTTA

€ONHCTBEHO TOW Aa MMa AoCTbn 3a aKTUBUPaHeE Ha Krito4a.

6.1.2 OOCTABKA HA NYBJIMYEH KIOY OT MNOTPEBUTEN HA JOCTABYMK

M3nbnHsaBa ce eguHCTBEHO OT Tutynap/Cb3gaten unv ynbiHOMOLLEH npeacTtaBuTen Ha
IOpUOMYECKO NnLe, NMPU KOUTO Ce reHepupa ABOWKA KIOYOBE M KOMTO criedBa Aa AoCTaBu CcBoSA NybriMyeH
kntoy Ha EBPOTPBCT 3a HyxauTe Ha npoueca Ha u3fgaBaHe Ha KBanvduumnpaHo yaoCcToBEPEHNE.

Tutynapat/Cou3gaTenaT nnm ynbiaHOMOLLEHUAT NpeacTaBuTen Ha IpUANYECKOTO Nvue 4OCTaBs,
ypes Peructpupawymsa opran Ha EBPOTPBCT, nybnuyHms kntod OT reHepupaHaTta ABovika KIo4oBe, Ypes
3asBKka B enekTpoHeH cdopma, ymnto dopmat e PKCS # 10. 3aaBkata cbabpxa NyoGrnvyeH Koy u e
nognucaHa enekTpoHHO C KOPECNOHAMPALLNS YaCTEH KITHOM.

MoTpebutenat moxe Aa NnpeaocTaBm eNeKkTpoHHAaTa 3asiBKa Ha HOCUTEr, NMYHO B Pernctpupawus
opraH, 3aegHo ¢ gpyrmte gOoKymeHTu cbrnacHo lNMonutukata Ha EBPOTPBCT mnn ypes cTpaHuuaTa Ha
EBPOTPBLCT B MHTEpHET.

Peructpupawmat opraH Ha EBPOTPBLCT 3agb/mkuTenHO npaBu MpoBepka Ha ObpXaHETO Ha
YyacTHUs Kkrtod oT Tutynapsa/Cb3gartensd unm Ha ymbiHOMOLLEHNS MPEACTaBUTEN Ha KPUANYECKOTO Nnue

1 NOTBbPXKAaBa UCKAHETO 3a KBanNnUUMpaHo yaoCTOBEPEHNE.
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Moco4eHaTa npoueaypa He ce U3NbIHSABA NpU OTAANeYeHo 3asBsiBaHe Ha yOoCTOBepeHus npes

MobunHoTo npunoxeHne Ha EBPOTPBLCT.

6.1.3 AOBINKUHA HA KITFOYOBE

[ObmkMHaTa Ha OBOWMKA KITOYOBE 3a KBanvduumpaH enekTpoHeH nognuc/nedat Ha [NoTpebuten,
reHepupaHa 4ype3 uHdpactpyktypata Ha EBPOTPBCT e 2048 6uta, ¢ npunoxumma kombuHaums Ha
acUMeTPUYHM 1 xell anroputmu: sha256-with-RSA.

HesaBncnmo Kbae € reHepupaHa [BouvikaTa KIYoBE 3a wM3gaBaHe Ha yaoCTOBepeHue 3a
KBanuduumnpaH enekTpoHeH nognuc/nedar, KnovbT TpsAbBa Oa € ¢ OAbImkMHa Han-manko 1024 6uta 3a

anroputmMn RSA n DSA n 160 6uta 3a anroputmn ECDSA.

6.1.4 TNAPAMETPU HA NMYBJIMYEH KITHO4

Tutynapat/Cb3gaTenaT unuM ynbAHOMOLIEHUAT npeAcTaBUTEN Ha lopuandeckoTo nuue Ha
KniovoBa [BOKWKa € OTrOBOPEH 3a NpoBepKaTa Ha KayecTBOTO Ha NapaMeTpuTe Ha reHepupaHng YacTeH
Knto4. Tor e onbXeH Aa NpoBepu CNOoCOBHOCTTa Ha Krtoya fa Kpyntupa v AeKpunTmpa, BKMOYUTENHO Aa
Cb3[aBa enekTpoHeH Nognuc 1 aa nsBbpLuBa NpoBepka.

YcTponctBata 3a cCb3gaBaHe Ha KBanvduumpaH enektpoHeH nognuc/nedat (QSCD) wu
ocurypeHaTa cpefa 3a reHepupaHe U CbxpaHsiBaHe Ha Knto4voBeTe Ha Tutynaps/Cb3gatens unu Ha
YMbSTHOMOLLIEHWSI NPEACTaBUTEN Ha IOPUANYECKOTO Nnue ca ¢ HMBO Ha curypHoct CC EAL 4+ n FIPS 140-
2 Level 3.

Bcumuku ycTponcTtea 3a cb3gaBaHe Ha kBanudumumpaH enektpoHeH nognuc/nedat (QSCD), nssbH
nHpacTtpyktypata Ha EBPOTPBCT, konto notpedbutennte moxe ga nonseaT, 3a Aa reHepupar ABolka
KNoYoBe U fa CbXpaHaBaT YacTHUS KITOY 3a eNeKTpoHeH nognuc/neyat, Tpabsa ga ca cepTuduumnpann

3a HMBO Ha curypHocT CC EAL 4+ 1 no-BUCOKO EKBUBASNIEHTHO HUBO.

6.2 3ALWUNTA HAYACTEH KIOY U KOHTPOJ1 HA KPUIMTOIPA®CKNUA MmoaYIl

Bceku MoTpebuten cb3gasa M CbxpaHsiBa YacTeH KoY, KaTo U3MNon3Ba HagexaHa cuctema 3a
HeroBaTa CUrypHOCT. Y[OOCTOBeEpSIBALWMSAT oOpraH reHepupa [ABOWKa KIOYOBE NpW MOUCKBaHe OT
MoTpebutens n My rv nNpegaea B 3alMTEH BMA, KaTo o yBeAOMsiIBa 3a MpaBwuiata Ha CbXpaHeHue u

3aluTa Ha HeroBuA YacCcTeH KIitou.

6.2.1 KOHTPOIJ HA U3MNMON3BAHE U CbXPAHEHUE HA YACTEH K104
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YacTHmaTt knod Ha Tutynaps/Cb3gatens unn Ha  yNbHOMOLLEHUSA npeacTaBuTen  Ha
IOPMAMYECKOTO NULE Ce M3MNoJ3Ba CamMoO B YCTPOWCTBO 3a Cb3[aBaHe Ha KBanuduUMpaH eneKTPOHEH
nognuc/neyat (QSCD) unu B YCTPONCTBO C EKBUBANEHTHO HMBO Ha CUIYPHOCT (CbriacHO M3NCKBaHUATA
Ha PernameHT (EC) Ne 910/2014) n e goctbneH NocpeacTBOM NMYEH Kopg 3a AoCTbN. EQHOBpEMEHHO ¢
reHepvpaHe Ha ABOMWKa Knto4voBe Ha Tutynap/Cb3gaten wnu Ha ynbiHOMOLWEH NpeacTaBuTen Ha
IOPUAMYECKO NULE Ce U3MbIIHABA CbXpaHsiBAHE Ha YacTeH K4 B YCTPOMCTBO 3a Cb3daBaHe Ha
kBanuduumnpaH enektpoHeH nognuc/nedvart (QSCD).

EBPOTPBLCT no HMKakbB Ha4MH HE CbXpaHsiBa U HE apxuBMpa YacTeH KoY Ha lMoTpebuten 3a
Cb3daBaHe Ha EreKTPOHEH MoAnuc/nedart, OCBEH B CryYyauTe Ha OThaneyeHo 3asiBsiBaHE Ha
KBanuduumpaHo ygoctoBepeHue npe3 mMobunHoto npunoxeHne Ha EBPOTPDBCT. B To3n cnydvan
YaCTHUAT KIOM Ce reHepupa M CbXpaHsiBa B KpUNTUPaH BWO B XapAyepHusi Kpuntomoayn Ha
EBPOPTDBLCT. KpuntupaHeto Ha kntoda e 4vpe3 cb3gageH oT Tutynsps/Cv3gatens NMWH-kon, koeTto

obe3nevyaBa Bb3MOXHOCTTa e4MHCTBEHO TOW Ja MMa JOCTbN 3a aKTUBMpPaHe Ha Kro4a.

6.2.2 CBbXPAHEHME HA YACTEH KJ1O4

EBPOTPBCT He cb3gaBa KONUSA Ha YacTHUTE KINOYOBE Ha NoTpebuTtenuTe, OCBEH B Cly4YanTe no
npegxogHarta Toyka. YacTtHuaT knod Ha Tutyndaps/Cbh3gaTtens unm Ha ynbAHOMOLLEHUA npeacTaBuTen
Ha IOPUANYECKOTO NULE ce CbXpaHaBa CaMo Ha YCTPOMCTBO 3a Cb3laBaHe Ha KBanuuumpaH enekTpoHeH
noanuc/neyat (QSCD) n He Moxe Aa ce Bb3npousBede Ha Apyro yctponctso. lNpu gedektnpaHe Ha
YCTPOWCTBOTO 3a Cb3JaBaHe Ha kBanuduuupaH enektpoHeH noanuc/nedat (QSCD), MNoTtpeburenat

TpsibBa A4a ro NoAMeHU 1 Aa noucka u3gaBaHe Ha HOBO KBanuduumMpaHo yaoCToOBEpPEHME.

6.2.3 METOA 3A AKTUBUPAHE HA YACTEH KoY

YacTtHmnat knod Ha Tutynap/Cb3gaTten unv Ha ynbAHOMOLLEH NpeacTaBUTEN Ha IOPULNYECKOTO
nuue ce akTuBMpa, Ypes3 BbBeXxaaHe Ha NnoTpebutenckms kog 3a 4OCTbN A0 MSACTOTO, KbAETO 3alUUTEHO
Ce CbXpaHsBa Krto4va unum ce nsnonssa gpyr cnocob Ha naeHTudukaumnsa CbC CbLLOTO UK MO-BUCOKO HUBO

Ha CUrypHOCT.

6.2.4 METOA 3A AEAKTUBUPAHE HA YACTEH KItoY

YacteH kntoy Ha Tutynap/Cb3gaten unm Ha ynbiHOMOLLEH NpeacTaBUTeNn Ha HpUAMYECKOTO
nuue ce peakTuBMpa MOCPEACTBOM MPEYCTAHOBSABAHE Ha JOrMYeckust 4OCTbN OO YCTPOWCTBOTO 3a
cb3gaBaHe Ha kBanuduumpaH enektpoHeH nognuc/meyat (QSCD) wnu 4ypes usnyecko My

YHULOXaBaHe. Mo TO3M HAYMH OKOHYaTENHO ce npekpatAaBa Bb3MOXHOCTTA 3a A0OCTbN U MU3MNOJ1I3BaHE Ha
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YaCTHUA KITHOoM.

6.2.5 METO[A 3A YHULWLOXABAHE HA YACTEH KJ1lO4

YacTHuAT KMoy Ha kBanuduumpaHo ygoctoBepeHue Ha [NoTpebuTten ce yHuwoxasa nocpeacTBoMm
N3TpMBaHETO MYy OT YCTPOWCTBOTO 3a Cb3[aBaHe Ha KBanuduuupaH enektpoHeH noanuc/nedat (QSCD)

Unu Ypes prU3n4eckoTo yHULLIOXKaBaHe Ha YCTPONCTBOTO.

6.3 [OPYIY ACMNEKTU HA YNPABJNIEHUE HA IBOMKA KIIOYOBE

6.3.1 APXUBWUPAHE HA MNMYBJIMYEH KI1HO4

My6nuyHnTe kniovoBe Ha TuTynspu/Cb3gateny Mnu Ha YMbIHOMOLLEHW NpeacTaBUTENn Ha
lopuandeckuTe nuua ce CbAbpXaT B U3OafeHUTe 3a TAX KBanuduumpaHu yaooCTOBEPEHUs), KOUTO ca

ny6nukysaHu B MNMybnunyeH pernctbp Ha cavita Ha EBPOTPBCT 1 ce cbxpaHaBaT BbB XpaHWUmLLE.

6.3.2 MNEPUMOA HA BANMOAHOCT HA KBAJIMOULUMPAHO YOOCTOBEPEHUE U YNOTPEBA HA
KNO4O0BE

I'Iepvlona Ha yn0TpeGa Ha I'Iy6J'II/I‘-IHI/I KIito4oBe cCe orpeaend oT CTOMHOCTTa Ha NorfieTo B
yaoocTtoBepeHneTo My, onmceallo BanMaHOCTTa Ha I'Iy6J'II/I‘-IHI/IFI Kntod. BanngHocTTa Ha YOOCTOBEPEHUATA
N CbOTBETHUTE MM 4YacTHM KM4YoBe Morat ga b6baar CbKpaTeHn, B cnyqa|7| Ha npeKkpatdaBaHe Ha

yOoocToBepeHusiTa.

6.4 [OAHHU 3A AKTUBUPAHE

Korato |_|0Tpe6I/ITeJ'IFIT JINYHO NMPUCHCTBA MNpU PeFMCTpMpalJ.l,I/IFI opraH, AoaHHUTE 3a akKTuBMpaHe Ha
YacCTeH KIo4 ce n3non3Bat OCHOBHO OT onepaTtop Ha PeFI/ICTpI/IpaIJJ,I/IFI opraH. r|0Tpe6I/ITeJ'IVITe nanons3ear
aBTeHTI/Id)I/IKaLl,VIFI M KOHTPOJ1 Ha AOCTbIMa A0 CBOA YaCTEH KIlo4.

B cnyyvyaunte, B KOUTO TI/ITyJ'IFIpFIT/C'b3LI,aTeJ'IF|T nnn ynbJIHOMOLWWEHUAT nNpeacrtaBuUTENl Ha
rOpnanYecKko nuue reHepupar ABOWKa KntoyoBe 3a KBaJ'II/Id)I/ILI,I/IpaHO yaoocTtoBepeHune, Te CaMu Cb3adaBaTt U

ynpaensiBaT AaHHUTE 3a aKTUBUPAaHe.

6.4.1 TEHEPUPAHE W UHCTAJIMPAHE HA JAHHU 3A AKTUBUPAHE

[laHHM 3a aKTMBUpaHe ce M3Mon3BaT NpY MbpPBOHAYaNHO M3gaBaHe Ha YOOCTOBEPEHME, BbPXY
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YCTPONCTBO 3a Cb3faBaHe Ha KBanuduumpaH enektpoHeH nognuc/neyat (QSCD), npegu reHepupaHe Ha
ABoMKa Knioyose. B To3n crniydam ycTpoOMCTBOTO Ce MHULUManuavpa 1 ce cb3jaBaT KoAoBe 3a AO0CTbI:
Motpebutenckm (,User*) n AomuHuctpatumeeH (,SO“). Tesn kogose nNo3sonsBaTt nepcoHaneH OCTbN 40
YaCTHWS KIOY B YCTPONCTBOTO M NpU HeobxoanmocT 3a AebrnokMpaHe Ha CbLOTO.

KogoBeTe 3a goctbn m 3a gebnokupaHe Ha YCTPOMCTBOTO 3a Cb3faBaHe Ha kBanuduvumpaH
enekTpoHeH nognuc/nedaT (QSCD) ce npegoctaBAT Ha Tutynaps/Cb3garens unu Ha ynbiaHOMOLLEHUSA
npeacTaBuTEN Ha IOPUAMYECKOTO NULE B 3anevaTteH, Henpo3payeH XapTUeH Niuk.

Tutynapat/Ce3gatenat unm Ha ynbAHOMOLLEHUAT NpeacTaBuTeNl Ha OPUOUYECKOTO nuue e
3aQbJDKEH Ja CMeHU NbpBOHaYvanHus MNMotpebutenckn kog 3a 4OCTbN NOCPEACTBOM codpTyepa, KOUTO ce
npeaocTaBs 3aeHO C YCTPOMUCTBOTO.

EBPOTPBLCT npenopbuBa Tutynapat/Cbhb3gatensitT Mnu ymbiHOMOLLEHUST MPeAcTaBUTeN Ha
IOPUANYECKOTO NULE Aa CMeHS NepuoauyHo cBos oTpebuTenckn koa 3a AoCTbN OO YCTPOMCTBOTO 3a
Cb3daBaHe Ha KBanuduumupaH enekTpoHeH nognuc/neyat (QSCD).

MoTpebutenar cnepBa fa wM3non3sa npeaocTaBeHns ALMUWHUCTPATUMBEH KO4 3a [OCTbN Aa
Aebnokmpa 6noknpaHo yCTpoMCTBO.

KoraTto ce uanonasea mobunHo npunoxeHme Ha EBPOTPBCT, koabT 3a 4OCTbIN Ce reHepupa oT
Tutynaps/Co3natena. KoabT He ce cbxpaHaBa oT EBPOTPBCT u e poctbneH 3a paborta ot
noTpebuTens camo JOKaTo € akTUBMPaHO MOBUMHOTO NpunoxeHune. 3a Bb3CTaHOBABaHE Ha NEPCOHANHNS
koa, Tutynapat/Cb3gaTendart cb3gaBa cneunaneH KpUnToKmoY, KOMTO Ce reHepupa OT OTFOBOPW Ha Tpu
TanHW BBbMNpPOCA, 3a4afeHn OT noTpebutenss KbM MOMEHTa Ha perucrpauusaTa My npe3 MoOMITHOTO

npunoxexue. OTroBopuTe Ha BbnpocuTe He ce na3at ot EBPOTPBCT.

6.4.2 3AWLUTA HA OAHHU 3A AKTUBUPAHE

Tutynapat/Ce3gatenat vnvM  YNbAHOMOLLEHUAT NpeacTaBuTeNl Ha HpUaUYecKkoTo nvue e
3a0b/DKeH [a CbXpaHsiBa M Na3uM OT KOMMpOMeTupaHe KogoseTe 3a AOCTbN A0 YCTPOMCTBOTO 3a
Ccb3gaBaHe Ha kBanuduumpaH enektpoHeH noanuc/neyvat (QSCD).

MoTpebuTtenuTte TpabBa Aa 3HAAT, Ye NPU HAKONKO HEeYCMNELLHW ONUTK 3a AOCTbM 40 YCTPOWCTBOTO,
TO ce Onokupa (3akntoyBa ce). B Te3n cnyyam notpebutenat Tpsabea Aa n3nona3ea NpegocTaBeHUs My
AOMUHUCTPATMBEH KOA 3a AOCTbN 3a Aa Aebnokvpa yCcTponUCTBOTO.

EBPOTPBLCT npenopbyBa [JaHHUTE 3a akTUBMpAHE Ha YCTPOWMCTBOTO HUKOra fa He ce

CbXpaHsaBaT 3aegHO CbC CaMOTO YCTPOWCTBO.

6.5 CUIYPHOCT HA KOMMIOTbPHUTE CUCTEMMU

EBPOTPBLCT mnsnonssa eAMHCTBEHO HadEXOEH U CUTYPEH Xapayep v codpTyep, KOUTO ca vacT oT
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KomnioTbpHaTa cuctema Ha EBPOTPDBCT.

KomnoTbpHUTE CUCTEMMU, HA KOUTO PABOTAT BCUYKM KPUTUYHN KOMMOHEHTU OT MHGpACTpyKTypaTa
Ha EBPOTPBCT, ca obopyaBaHu 1 koHUrypMpaHu cbC CpeacTBa 3a JlokanHa 3awmra Ha goctbna go
codbTyepa 1 MHpOPMALMOHHUTE LaHHMW.

EBPOTPBCT n3anonsea npoueaypwv 3a ynpasneHve Ha MHpopMaLMoOHHaTa CUrypHOCT Ha udanarta
nHoppactpyktypa Ha EBPOTPBCT B cboTBETCTBME C OOLWONpPMETM B MeXAyHapoaHaTa npakTuka

cTaHgapTu.

6.6 CUIYPHOCT HA XU3HEHUA LUKDBJ1 HA TEXHOJNIOTMYHATA CUCTEMA

Bcuukn xapayepHu nNpomeHu ce HabnogaBaT U permctpypaT OT OTOPU3UPAHU CRYXUTENWU Ha
EBPOTPDBLCT. lNNpu 3akynyBaHe Ha HOBO TEXHMYECKO obopyadBaHe, TO Ce OOCTaBs C Heobxogumute
npoueaypwv 3a ekcnnoatauus U UHCTPYKLUK 3a NOMn3BaHe.

OcblyecTBsiBa ce HaA30p Ha PYHKLMOHANHOCTTA HAa TEXHOMOrM4YHaTa cucTema 1 ce rapaHTmpa, 4ye

T4 beHKLl,I/IOHI/Ipa npaBuJiHO 1 B CbOTBETCTBUE C JOCTaBeHaTa npomn3BoaCcTBeHa KOHCbI/IpraLl,I/IFI.

6.7 MPEXOBA CUT'YPHOCT

B uHdpacTtpyktypata Ha EBPOTPBCT ce m3non3BaT CbBpeMEHHW TEXHWYECKU CpeacTBa 3a
obMeH 1 3awmTta Ha MHopmauus, 3a Aa ce rapaHTUpa MpexoBaTa CUrypHOCT Ha CUCTeMUTE cpeLly

BbHLUHN MHTEPBEHUUN W 3arnjiaxun.

7  NPO®UNN HA KBAJTIUGULIMPAHU YOOCTOBEPEHUA 3A KBATTUPULIMPAHU ENEKTPOHHU
noAannMCU/NEYATAU

Mpodmnute Ha noTpebutenckute keanuUULMpaHU yOOCTOBEPEHMS OTrOBapAT Ha dopmaTa,
onucaH B ctaHgapT ITU-T X.509 v.3. YgoctoBepeHue ot Tun X.509 v.3 npeacrasnsasa Habop OT AaHHM,
ype3 KOWTO eOHO3Ha4yHO Ce YOOCTOBepsiBa NPUHAOMNEXHOCT Ha NyOonmMyHMA KIOY KbM aBToOpa Ha

KBaJ'II/ICbI/ILl,I/IpaHVIFI €J1IEKTPOHEH noanuc/nevyar.
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7.1 MNMPO®UIN HA KBAJIMGULUMPAHO YOOCTOBEPEHUE 3A KBAJIMGULIMPAH ENNIEKTPOHEH
noannc HA ®U3NYECKO JIMLIE (EVROTRUST QUALIFIED NATURAL PERSON
CERTIFICATE FOR QES):

Version V3
Serial number [cepneH Homep]
Signature
) SHA256RSA
Algorithm
CN= | Evrotrust RSA Operational CA
Issuer OuU= | Qualified Operational CA
O= Evrotrust Technologies JSC
organizationldentifier (2.5.4.97)= NTRBG-203397356
C= BG
Valid from [HavyanHa gaTta u Yac no UTC Ha BanngHOCT Ha yaOCTOBEPEHMETO]
Validit to [kpanHa gaTta n Yac no UTC Ha BanngHOCT Ha yoOCTOBEPEHMETO]
C= | Ovpxaea: [1ByOykBeH Kog Ha gbpxaBaTa cnopep ISO
(countryName) | 3166
O6wnyaiiHo nme: N36paHo OT PM3nMYECKOTO NnLEe UMe,
CN= | c koeTo To obuyariHo ce npeacTtasda. Korato He e
(commonName) | nsbpaHo, ce Bnncea NbHOTO MME Ha PU3NYECKOTO
nuiue.
G= | CobcTBeHO nme: Mime Ha dunsnmyeckoTo nuue cnopen
Subject (givenName) | AOKyMEHT 3a CamonnIHOCT
S=  ®damunHo nme: damnnus Ha pmnsndeckoTo nuue cnopes
(surname) [AOKYMEHT 3a CaMOJSIMYHOCT
nnun
2.5.4.65=
MceBgoHuM: MNceBaoHMM, M3bpaH OT PU3NYECKOTO NnLe
(pseudonym)
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SERIALNUMBER=

(serialNumber)

WaoeHTudumkatop Ha dmsundeckoto nuue (ETSI EN 319
412-1 1.5.1.3), Hanpumep:

- PNOBG-8310257645 3a EIH;

- PASSBG-12345678 3a HoOMep Ha nacnopr;

- IDCBG-195416023 3a HOMep Ha Nn4yHa KapTa;

- TINBG-123434341 3a 00C Homep.

AKO NMLETO He Xenae Aa ce BNMCBa HaUMOHANHUAT
My MOeHTUdMKaTOop, ce BNUCBA KIMEHTCKN HOMEP,

reHepupaT OT 4OCTaB4MKa, C Lien naeHTnuumpaHe

Ha (*)I/I3I/1‘-IeCKOTO avue npu HeobxoanMOCT.

O*=

(organizationName)

HaumeHoBaHue Ha topuandecko nuue: MbnHo
HaVMeHOBaHMETO MO PerMcTpaums UM akT Ha
BNUCBaHe Ha IOPUAMNYECKOTO NMLE, C KOETO

dm3n4ecKoTOo NnLe € acoLmmpaHo.

2.5.4.97*=

(organizationldentifier)

WaoenTudumkatop Ha topmanyecko nuue (ETSI EN 319
412-1 1.5.1.4), Hanpumep:

- VARBG-123456789 — A4C;

- NTRBG-123456789 - EVK (BYNCTAT).

Bnucea ce HaumoHanHua naeHTudmkaTop cnopea
MECTHOTO 3aKOHOAATENCTBO Ha OPMANYECKOTO Nnue,

C KOeTo U3NYECKOTO NLLE € acoLumpaHo.

E=
(e-mailAddress)

Wmenn agpec Ha hmnsandeckoTo nuue

Public Key
Type/Length

RSA (2048 Bits)

Subject Key
Identifier

[M3uncneHa cTOMHOCT 3a n3gageHoTo YAOCTOBEPEHNE]

Authority Key
Identifier

CRL Distribution

Points

Key ID=7F:3E:64:59:85:2B:DD:23:29:C2:01:E7:CB:C3:69:C0:87:93:2B:08

[1]CRL Distribution Point

Distribution Point Name:

Full Name:

Technologies Inc..
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URL=http://ca.evrotrust.com/crl/EvrotrustRSAOperational CA.crl

[1]Authority Info Access
Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Authority Alternative Name:
Information Access URL=http://ca.evrotrust.com/aia/EvrotrustRSAOperational CA.crt
[2]Authority Info Access
Access Method=On-line Certificate Status Protocol (1.3.6.1.5.5.7.48.1)
Alternative Name:

URL=http://ca.evrotrust.com/ocsp

Enhanced Key _ o
Client Authentication (1.3.6.1.5.5.7.3.2)

Secure Email (1.3.6.1.5.5.7.3.4)

Usage

Basic Constraints Subject Type=End Entity
Path Length Constraint=None

Enhanced Key _ o
Client Authentication (1.3.6.1.5.5.7.3.2)

Secure Email (1.3.6.1.5.5.7.3.4)

Usage

[1]Certificate Policy:

Policy Identifier=0.4.0.194112.1.2
[2]Certificate Policy:

Policy Identifier=0.4.0.1456.1.1
Certificate Policies | [3]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.47272.2.2
[3,1]Policy Qualifier Info:

Policy Qualifier Id=CPS

Qualifier:

http://www.evrotrust.com/cps

Key Usage (critical) Non-repudiation (Bit 1), Digital Signature (Bit 0), Key Encipherment (Bit 2)

id-gcs-pkixQCSyntax-v2 id-etsi-gcs-semanticsld-Natural (0id=0.4.0.194121.1.1)
(0id=1.3.6.1.5.5.7.11.2) id-etsi-qcs-Semanticsld-Legal* (0id=0.4.0.194121.1.2)

QCStatements id-etsi-qcs-QcCompliance
(0id=0.4.0.1862.1.1)

id-etsi-qcs-QcLimitValue | BGN 40000
(0.4.0.1862.1.2)
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id-etsi-qcs-QcSSCD
(0id=0.4.0.1862.1.4)

id-etsi-qcs-QcType
(0id=0.4.0.1862.1.6)

id-etsi-qct-esign (0id=0.4.0.1862.1.6.1)

id-etsi-qcs-QcPDS
(0id=0.4.0.1862.1.5)

PdsLocations

PdsLocation=https://www.evrotrust.com/pds/pds_en.pdf
language=en

* MapKVIpaHI/ITe CbC 3Be3n4Ka noneta Moxe aa He NpucboCTBaTt B yAOCTOBEPEHNETO

7.2 NPO®UIN HA KBATUPULIMPAHO YOOCTOBEPEHUE 3A KBAITUPULIMPAH ENTEKTPOHEH
NEYAT HA IOPUANYECKO JIMLIE (EVROTRUST QUALIFIED LEGAL PERSON CERTIFICATE

FOR QESEAL ):

Version V3
Serial number [cepneH Homep]
Signature
_ SHA256RSA
Algorithm
CN= | Evrotrust RSA Operational CA
lssuer OuU= | Qualified Operational CA

O= Evrotrust Technologies JSC

organizationldentifier (2.5.4.97)= NTRBG-203397356

C= BG

Valid from [HavanHa gaTta u Yac no UTC Ha BanngHOCT Ha yOOCTOBEPEHMETO]

Validit to [kpanHa gaTta u Yac no UTC Ha BanngHOCT Ha yOOCTOBEPEHMETO]

C=

(countryName)

Ovbpxasa: [1BybykBeH koA Ha Abpxasata cnopes ISO
3166

CN=

(commonName)
Subject

HanmeHoBaHue Ha ropnan4eckoTo

nuue/opraHusauusnTa

O=
(organizationName)

HaumeHoBaHWe Ha PUANYECKOTO
nuue/oprannsauyusTa: MNbnHO HAMMEHOBaHUETO MO
perucTpaums UM akT Ha BNMCBaHE Ha lopuanNYeckoTo

nuue.
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WaoeHTudukatop Ha topuanyecko nuue (ETSI EN 319
412-1 1.5.1.4), Hanpumep:
- VARBG-123456789 — 0AC;
2.5.4.97=
o " - NTRBG-123456789 - EUK (BYJICTAT).
(organizationldentifier)
Bnucea ce HaunoHanHus ngeHTudmkaTop cnopeq
MECTHOTO 3aKOHOAATENCTBO Ha HOPUAMYECKOTO Nuue,
C KOeTO (PM3N4ECKOTO NnLE € acoLmMmpaHo.
E= e
. Menn agpec Ha IpPUANYECKOTO nuue
(e-mailAddress) P P
Public Key _
RSA (2048 Bits)
Type/Length
Subject Key

Identifier

[M3uncneHa cToMHOCT 3a M34aaeHoTo yaAoCToBepeHe]

Authority Key

Identifier

Key ID=7F:3E:64:59:85:2B:DD:23:29:C2:01:E7:CB:C3:69:C0:87:93:2B:08

CRL Distribution

[1]CRL Distribution Point

Distribution Point Name:

Points
Full Name:
URL=http://ca.evrotrust.com/crl/EvrotrustRSAOperationalCA.crl
[1]Authority Info Access
Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Authority Alternative Name:

Information Access

Enhanced Key

Usage

URL=http://ca.evrotrust.com/aia/EvrotrustRSAOperational CA.crt
[2]Authority Info Access
Access Method=On-line Certificate Status Protocol (1.3.6.1.5.5.7.48.1)
Alternative Name:

URL=http://ca.evrotrust.com/ocsp

Client Authentication (1.3.6.1.5.5.7.3.2)
Secure Email (1.3.6.1.5.5.7.3.4)

Basic Constraints

Subject Type=End Entity
Path Length Constraint=None
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[1]Certificate Policy:

Policy Identifier=0.4.0.194112.1.3
[2]Certificate Policy:

Policy Identifier=0.4.0.1456.1.1
Certificate Policies | [3]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.47272.2.3
[3,1]Policy Qualifier Info:

Policy Qualifier Id=CPS

Quialifier:

http://www.evrotrust.com/cps

Key Usage (critical) | Non-repudiation (Bit 1), Digital Signature (Bit 0), Key Encipherment (Bit 2)

id-gcs-pkixQCSyntax-v2 id-etsi-qcs-Semanticsld-Legal (0id=0.4.0.194121.1.2)
(0id=1.3.6.1.5.5.7.11.2)

id-etsi-qcs-QcCompliance
(0id=0.4.0.1862.1.1)

id-etsi-qcs-QcLimitValue | BGN 40000
(0.4.0.1862.1.2)

QCStatements id-etsi-qcs-QcSSCD
(0id=0.4.0.1862.1.4)
id-etsi-qcs-QcType id-etsi-qct-eseal (0id=0.4.0.1862.1.6.2)
(0id=0.4.0.1862.1.6)
id-etsi-qcs-QcPDS PdsLocations

(0id=0.4.0.1862.1.5)
PdsLocation=https://www.evrotrust.com/pds/pds_en.pdf
language=en

7.3 NPO®UIN HA KBANTUPULIMPAHO ATPUBYTUBHO YAOCTOBEPEHUE 3A KBAJIM®ULIUPAH
ENEKTPOHEH noannc HA ®U3NYECKO JIULIE (EVROTRUST QUALIFIED NATURAL
PERSON ATTRIBUTE CERTIFICATE FOR QES):

KsanugpuumpaHoTo aTpubyTMBHO YAOCTOBEpPEeHMe 3a KBanuuumpaH enekTpoHeH noanuc Ha
dmanyecko nuue ce u3gaBa MNpU CblUMTE YCMOBUS, KaKTO KBanuUUMPaHOTO YOOCTOBEpeHue 3a
KBanuuuupaH enekTpoHeH noanuc Ha ¢uanMyecko nuue, HO ce pasnuyaBa Mo Buaa u obema Ha

YOOCTOBEPEHUTE B HEro AaHHW. M3nonsea ce 3a uaeHTMduKaums Ha nuueTto npen [oBepsiBalla ce

cTpaHa.
Version V3
Serial number [cepuneH Homep]
Signature
, SHA256RSA
Algorithm

Print and Edit Evrotrust Technologies Inc.. Page 54 of 65




e\ﬁ’otrust

NPU NPEAOCTABAHE HA KBANTM®ULIMPAHO YOOCTOBEPEHUE 3A
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Issuer

Valid from

CN= | Evrotrust RSA Operational CA
OuU= | Qualified Operational CA

O= Euvrotrust Technologies JSC

organizationldentifier (2.5.4.97)= NTRBG-203397356

C= BG

[HavanHa gaTa n yac no UTC Ha BanMAaHOCT Ha YAOCTOBEPEHMETO]

Validit to

Subject

[kpanHa gaTta u Yac no UTC Ha BanngHOCT Ha yOOCTOBEPEHMETO]

C=

(countryName)

Ovpxaea: [1ByOykBeH Ko Ha obpaeaTta cnopeg 1SO
3166 Ha HaLUMOHAaNHOCT (POAHO MSACTO) Ha (PU3NYECKOTO

nviue

CN=

(commonName)

MbnHO nme: MNbAHO nMe OT PU3NYECKOTO NULIE Ha

J1aTuHMUAa No JOKYMEHT 3a CaMOJIN4YHOCT.

G=

(givenName)

Cob6cTBeHo nme: Mime Ha hrsnyeckoTo nmue Ha natnHuua

cnopen AOKYMEeHT 3a CaMOJIM4YHOCT

S=

(surname)

damunHo ume: Pamunms Ha PU3NYECKOTO NULE Ha

NaTuHuMua cnopea AOKYMEHT 3a CaMOJTUYHOCT

name=

(id-at-name)

MbnHo nme: MNbAHO Me oT PU3NMYECKOTO NULE Ha

Kmpunumua no JOKyMeHT 3a CaMOJIMYHOCT.

SERIALNUMBER=

(serialNumber)

HauunoHaneH naeHTudumkaTop Ha PU3nMYeckoTo nuue
crnopeg ETSI EN 319 412-1 1.5.1.3), Hanpumep: PNOBG-
8310257645 3a EIH;

dateOfBirth=

PoxngeHa gata ¢ TouHocT Ao aHu B ZULU dopmar,

(id-pda-
, Hanpumep: 19831231120000Z
dateOfBirth)
gender= | Mon Ha K3NYECKOTO NULLE KbM MOMEHTa Ha PaXKaaHeTo:

(id-pda-gender)

M unu F (MBXKU/KEHCKN)

description=

(id-at-description)

[aHHM OT MaLLUMHHO YeTUMUTE YacTu Ha OOKYMEHTa 3a

CaMOJIMYHOCT Ha dmnaundeckoTo nuue (Machine-readable

passport)
Mo-
3n- Arn- Cum- 3HaueHue

XUHa BONU
uusa
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eIDAS FOR QUALIFIED ELECTRONIC SIGNATURE/SEAL 13.04.2017
1 1 alpha I, Aunm C
Twun: Monbnea ce No NpeLeHka Ha usgasawara
5 1 alpha ObpxaBa unuv opraH. Hai-yecto ce na3nonasa
< IP 3a nacnopt u ID 3a HaunoHanHa NnyHa
KapTa.
alpha Kop Ha cTpaHaTa, u3gaealla JoKyMeHTa 3a
3-5 3 < P camonuyHocT cnopef (ISO 3166-1 alpha-
3 code with modifications)
alpha
6-14 9 num < Homep Ha JOKYyMEHT 3a CaMONNYHOCT
15 1 num < | KOHTpOmnHo uncno Ha undppute 6-14
16 1 Paspenuten
17 6 num [oguHa, meceu u geH (YYMMDD), ao koato
BaXwu JOKyMeEHTa 3a CaMOMUYHOCT
Hanpumep: IDBGR6410202234:201013
Public Key )
RSA (2048 Bits)
Type/Length

Subject Key

[U3uncneHa cTOMHOCT 3a U3gageHoTo YAOCTOBEpPEHME]

|dentifier

Authority Key

Key ID=7F:3E:64:59:85:2B:DD:23:29:C2:01:E7:CB:C3:69:C0:87:93:2B:08

|dentifier

[1]CRL Distribution Point

CRL Distribution

Distribution Point Name:

Points

Full Name:

URL=http://ca.evrotrust.com/crl/EvrotrustRSAOperationalCA.crl

[1]Authority Info
Authority

Access

Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)

Information Access

Alternative Name:

URL=http://ca.evrotrust.com/aia/EvrotrustRSAOperationalCA.crt

[2]Authority Info

Access
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Access Method=0On-line Certificate Status Protocol (1.3.6.1.5.5.7.48.1)

Alternative Name:

URL=http://ca.evrotrust.com/ocsp

Enhanced Key

Usage

Client Authentication (1.3.6.1.5.5.7.3.2)
Secure Email (1.3.6.1.5.5.7.3.4)

Basic Constraints

Subject Type=End Entity

Path Length Constraint=None

Enhanced Key
Usage

Client Authentication (1.3.6.1.5.5.7.3.2)
Secure Email (1.3.6.1.5.5.7.3.4)

Certificate Policies

[1]Certificate Policy:

Policy Identifier=0.4.0.194112.1.2

[2]Certificate Policy:

Policy Identifier=0.4.0.1456.1.1

[3]Certificate Policy:

Policy Identifier=1.3.6.1.4.1.47272.2.2.1
[3,1]Policy Qualifier Info:
Policy Qualifier Id=CPS

Qualifier:

http://www.evrotrust.com/cps

Key Usage (critical) Non-repudiation (Bit 1), Digital Signature (Bit 0), Key Encipherment (Bit 2)

id-gcs-pkixQCSyntax-v2
(0id=1.3.6.1.5.5.7.11.2)

id-etsi-qcs-semanticsid-Natural (0id=0.4.0.194121.1.1)

id-etsi-qcs-QcCompliance

(0id=0.4.0.1862.1.1)

id-etsi-gcs-QcLimitValue

(0.4.0.1862.1.2)

BGN 40000

QCStatements

id-etsi-qcs-QcSSCD
(0id=0.4.0.1862.1.4)

id-etsi-qcs-QcType
(0id=0.4.0.1862.1.6)

id-etsi-gct-esign (0id=0.4.0.1862.1.6.1)

id-etsi-qcs-QcPDS
(0id=0.4.0.1862.1.5)

PdsLocations

PdsLocation=https://www.evrotrust.com/pds/pds_en.pdf
language=en
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8 TMPOBEPKA U KOHTPOJ1 HA OEMHOCTTA HA JOCTABYMKA

Mpoeepkute (ogutute), ussbpweaHn B EBPOTPBLCT ce otHacatr o obpaboTkata Ha
NHPOPMaLMOHHUTE AaHHU U yNpaBreHne Ha Kr4oBuTe npoueaypu.

EBPOTPBLCT exerogHo nssbpluBa Han-manko eauH BbTPELLEH OauT.

EBPOTPDBLCT e 06ekT Ha oguT Hal-Marnko BedHbX Ha 24 meceua oT OpraH 3a OueHsiBaHe Ha
cboTBeTCTBMETO. Llenta Ha oguta € pa ce noTBbpau, 4Ye [ocTaByMka Ha KBanuduumpaHu
YAOCTOBEPUTENHN YCNYrM WU NPEeAoCTaBAHUTE OT Hero KeanuduumpaHu YOOCTOBEPUTENHW YChyrn

OTroBapsAT Ha U3nckBaHuATa, nocoyeHu B PernameHt EC) Ne 910/2014.

8.1 [QOEWCTBUA, NPEOANPUETU B PE3YNTAT HA U3BBLPLUEH OOUT

[oknaguTte OT BbTPELLHU U BbHLLHK 0anTu ce npegaeat Ha EBPOTPBCT.

HoknagbT or OpraHa 3a oueHsdBaHe Ha CbOTBETCTBMETO ce npefasa Ha OpraHa no Haasop B
pamkuTe Ha 3 (Tpu) OHM crej BpbyBaHeTo My Ha pbkoBoacTBoTo Ha EBPOTPDBLCT. OpraHa no Hagsop,
pasrnexga goknaga v pelwasa ganu ga octasu unm Bseme ksanuduumpanums cratyt Ha EBPOTPBCT.

Bb3 ocHoBa Ha HanpaBeHWUTe OLEHKM OT Aokrnaga, PvkoBoactBo Ha EBPOTPBLCT Habensassa
MEpPKU U CPOKOBE 3a OTCTPaHsIBaHe Ha KOHCTaTUpaHUTE NPOnyCcKN N HECHLOTBETCTBUS.

MepcoHanbT Ha EBPOTPBLCT npeanpuemMa KOHKPETHW OENCTBUSA 3a TAXHOTO OTCTpaHsABaHe B

NOCO4YEeHNTE CPOKOBE.

9 APYI' BU3HEC U NPABHU BBIMNPOCHU

9.1 LUEHWU WU TAKCHU

EBPOTPBLCT nogaobpxa AOKymMeHT ,LleHoBa Tapuda 3a npenocTaBsHW YOOCTOBEPUTESHMU,
WHPOPMALIMOHHM, KpunTorpadiCKU U KOHCYNTAHTCKM yCcnyrn“ Ha CcTpaHuuata CuM B MHTEpPHET:

https://www.evrotrust.com/blanki/tarifa.pdf.

9.1.1 BPBLWAHE HA YOOCTOBEPEHUE U Bb3CTAHOBABAHE HA NMJALWLAHE

Tutynsap/Cb3gaTten Mnu ynbiHOMOLLEH NpeacTaBUTEN Ha lopUANYECKO NMLE MOXe Aa Bb3pasu
OTHOCHO HETOYHOCT UIIN HEMbBITHOTA B CbAbPXKaHWETO Ha M3nadeHo KBanuULMpaHo yaoCTOBEPEHUE B
3-gHeBeH cpok cnef nybnvkyBaHeTo My B [y6nvyHUst perncrbp.

AKO NMpuyMHa 3a HEBAPHOTO CbAbpXKaHUe Ha KBanuuLMpaHo yaoctoBepeHue e B Pervctpupaly

opraH, EBPOTPDBCT npekpaTsaBa y4oCTOBEPEHNETO U N34aBa HOBO C BSIPHO CbbpKaHWe 3a CBOSA CMETKa
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U Bb3CTAHOBSIBA HanNpaBeHOTO NrallaHe 3a OTMEHEHOTO yAOCTOBEPEHNE C HEBSIPHO CbObpXKaHMeE.
AKO MpU4YMHa 3a HEBSIPHOTO CbAbPXaHME Ha KBanuuuupaHo yooCTOBEpeHME € MO BUHA Ha
Tutynaps/Cb3gaTtens nnu Ha ynbiIHOMOLLEHMS npeacrtaBuTen Ha topuamdecko nvue, EBPOTPBLCT
npekpaTtsiBa y4OCTOBEPEHMETO M He Bb3cTaHoBsABa HanpaseHoTo nnawaHe. EBPOTPBCT moxe pa
n3gaze HOBO C BAPHO CbAbpXKaHue 3a cMeTka Ha MNoTpebutens.
MoTpebuTensat Moxe [a OTKaxe W3gageHo KBanuguuuMpaHo YAOCTOBEPEHME C  BSIPHO
cbabpxaHue, koeto EBPOTPBLCT we npekpat He3abaBHO, 6e3 Aa Bb3CTaHOBM HanNpaBeHOTO MnawlaHe

3a OTMEHEHOTO y4OoCTOBEpEHNE.

9.2 ®UHAHCOBU OTTOBOPHOCTHU

EBPOTPDBLCT e oTroBopeH 3a NpeaocTaBsiHATE YAOCTOBEPUTENHN YCIyrn nped notpeburtenure,
KOUTO pasumTaTt Ha yaAoCTOBepsBaHUATA.

EBPOTPDBLCT otroBaps, ako BpeguTe ca o Herosa BMHa Unn Mo BUHa Ha nuuaTa, Ha KOUTO TOW €
Bb3M0oXxun pabora.

Ako EBPOTPBCT notebpau v npuveme, Ye ca HacTbNUNKU Bpeau, TOW Ce aHraxupa fa nnatu

o6e33penaTa. MakcumanHata rpaHnua Ha nnawjaHe He MOXe [a HaaBullaBa pa3Mepa Ha BpeauTe.

9.2.1 3ACTPAXOBKA HA JEMHOCTTA

EBPOTPBCT ckniouBa 3agbikmtenHa 3acTpaxoBka Ha [AEVHOCTTa CU KaTo perncrpupad

[ocTaBumk Ha KBanMULMPaHW yOOCTOBEPUTENHN YCIYTU.

9.3 HENPUKOCHOBEHOCT HA JINYHUTE OAHHU

EBPOTPBLCT e peructpupaH Kato agMUHUCTPATOP Ha NWYHU AaHHW NOo peda Ha 3akoHa 3a
3alMTa Ha NIMYHU JaHHW.

B kauyectBOTO cu Ha AgmuHucTpatop Ha nudHu gaHHn, EBPOTPBCT crtporo chbniogasa
N3NCKBaHNATA 3a NOBEPUTENHOCT N HePa3NpPOCTPaHEHUe Ha NNUYHUTE AaHHKU Ha TuTynsapw/CbagaTeny nnu
Ha YMbAHOMOLLEHN NpeaCcTaBUTENN Ha IPUANYECKU nuua, cTaHanm My M3BECTHM MPU U3MbIHEHNE Ha

AenHOCTTa Cu KaTo ,uOCTaB‘-II/IK Ha KBaJ'II/ICbI/ILI,VIpaHI/I YOOCTOBEPUTETTHN YCITyTU.

9.4 TIPABA BbPXY UHTEJNEKTYAJIHA COBCTBEHOCT

PaanunyHun gaHHu, BknoyveHun B nsgasaHmte oTt EBPOTPBCT kBanuduumnpaHn yaocToBepeHns nnm

nyonukysaHn B [ly0nnyHua peructbp/xpaHmnuuie ca obekT Ha npaBa BbPXy WHTenekTyanHarta
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CcoBCTBEHOCT M ApYrM UMYLLECTBEHU Y HEMMYLLIECTBEHM NpaBa.

9.4.1 NPABO HA COECTBEHOCT HA [1BOMKA KNIOYOBE

[lBokaTa KNOYOBE Ha MNOTPEOUTENUTE U CBBLP3AHOTO C NYONMYHUSA KIOY KBanMUUMpaHo
ypocTtoBepeHune nsgageHo ot EBPOTPBCT, kakTto 1 CbOTBETHUSA CEKpETEH MaTepuan € cobCTBEHOCT Ha
EBPOTPBLCT, HesaBucMmo OT COOGCTBEHOCTTA Ha dm3nveckata cpega, B KOATO KIOYOBETE ce

CbXpaHdABaT 1 3aliuTaBar.

9.5 3AOBINKEHUA, OTTOBOPHOCT U TAPAHLUWUU HA EBPOTPBCT

EBPOTPDBLCT rapaHTtupa, 4Ye ocblleCcTBABa AENHOCTTA CU KaTo:

» chnasBa TOYHO YCNOBUATA B HACTOALWMS OOKYMEHT, uauckBaHuAta Ha PernameHTt (EC) Ne
910/2014 » HauMOHaANHOTO 3aKOHOAATENCTBO MPU OCBLLLECTBSABAHE Ha AEMHOCTTa CU Ha [JocTaBuuK Ha
KBanuduumpaHm yaoCToBEPUTENHN YCNyTK;

» nNpeaocTaBeHUTE YCryru He HapyluaBaT aBTOPCKATE NpaBa M NUUEH3upaHu npaBa Ha TpeTu
CTpaHu;

» u3nonseBa TexHW4ecko obopyaBaHe M TEXHOMOMMW, KOUTO OCurypsBaT HageXOHOCT Ha
CUCTEMUTE N TEXHMYEecKaTa U KpunTtorpadcka CUrypHOCT Npu OCbLUECTBsIBAHE Ha npouecuTe, B ToBa
YMCIIO M CUTYPEH U 3aLLUMTEH MEXaHM3bM/YCTPOMCTBO 3a reHepupaHe Ha K4oBe U 3a Cb3daBaHe Ha
KBanuduumpaH enekTpoHeH noanuc/nevar B CBOSiTa MHPPACTPYKTYPa;

» usgaBa KBanvuumpaHu yooCcTOBEPEHMWS 3a eNEKTPOHHU NoAnMcK/nevaT creg Kato nposepum
C AonyCcTMMKM OT 3aKOHa CpeACcTBa NpeacTaBeHaTa MHopMaums;

» CUIypHO CbXpaHsiBa M noaabpxa nHdopmauusi, CBbp3aHa C usgaBaHUTE YOOCTOBEPEHUS U
onepaTtMBHaTa paboTa Ha cucTemMuTe;

» cnasBa yCTaHOBEHUTE npoueaypu 3a paboTa v npaBuna 3a TeXHUYECKM U PU3NYECKN KOHTPOTT,
B CbOTBETCTBME C YycnoBuaTa B Hactosiwarta [Monutmka wn lpaktuka npu npeaocTaBsiHE Ha
KBanmduumnpaHm yaocToBeputenHu ycnyrm;

» Cb3gaBa Bb3MOXHOCT 3a He3abaBHO cnuvpaHe W nMpekpaTsaBaHe Ha [LEeWUCTBMETO Ha
KBanuduumnpaHo yaoCTOBEPEHNE;

» npekpaTsBa W cnvpa OEeWCTBMETO Ha YAOOCTOBEPEHMS MNpW YCMNoBMATa M NO peda Ha
cboTBeTHaTa [Nonntuka;

» yBedomsiBa He3abaBHO 3avHTepecoBaHUTE nuvua cnej cnvpaHe Ha KBanuduuupaHo
YyAOCTOBEPEHWE;

» ocurypsiBa YycrnoBus 3a TOYHO oOnpedensiHe Ha BPEMETO Ha wusdaBaHe, CrvpaHe,

Bb30OHOBAIBaHE 1 NpekpaTsiBaHe Ha AeACTBMETO Ha KBanMduLUMpaHn Y4OCTOBEPEHWS;
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» M3NbfHABaA npouegypu nNo uvaeHTUdukauua w  ycTaHOBSIBAHE Ha aBTEHTUYHOCT Ha
Tutynaps/Cb3gatens nnm Ha ynbfIHOMOLLEHUS NPpeAcTaBUTeN Ha IOPUANYECKO NNLE;

» ocurypsiBa MepKku cpelly nognpaeBsHe Ha KBanuduuupaHu  yOOCTOBEpeHusita W
NMOBEPUTENHOCT Ha JaHHWUTE, A0 KOUTO MMa OOCTbM B Mnpoueca Ha Cb3gaBaHETO Ha KBanuduumpaHus
eneKkTpoHeH noanuc/neyar;

» N3MNon3Ba HageXaHW CUCTEMU 3a CbXpaHsiBaHE U ynpaBreHne Ha yaOCTOBEPEHUS;

» CaMO HaAnexHo OBMAaCTEHM CIYXWUTENnu MmaTt OOCTbM 3a BHACAHE Ha NMPOMEHU B LaHHUTE,
yCTaHOBSIBaHE Ha aBTEHTMYHOCTTA M BanugHOCTTa Ha YAOCTOBEPEHUATA;

» B3MMa He3abaBHM MepKM MpU Bb3HUKBAHE Ha TeXHUYEeCcKM npobnemnm BbLB Bpb3Ka CbC
CUIYpPHOCTTAa;

» CW3TMYaHe Ha CpoKa Ha BanuaHOCT Ha KBanvduumpaHo yaoocToBEPEHME OTMEHS BanngHocTTa
My;

» wuHpopmupa Tutynapute/Cb3pgatenute WNM  yNbAHOMOLLEHUTE  NpeacTaBuTeny  Ha
IOpUaMYECKN NULA, KaKTO U AOBepsBalLUTE Ce CTPaHW 3a TEXHUTE 3aAbIHKEeHUa U ObMKnMa rpuxa Ha
nosefeHve npu M3non3saHeTo U goBepsaBaHeTo Ha npegoctasaHuTe oT EBPOTPBLCT kBanuduunpaHu
yOOCTOBEPUTENHM YCMYru, Taka CblO OTHOCHO MPaBUITHOTO W CUTYpPHO W3MNoNi3BaHe Ha u3gageHute
KBanuuumpaHn yooctoBepeHust U npefocTaBeHuTe yaoCTOBEPUTESTHU YCIYrn, CBbP3aHu C THX;

» U3non3Ba M CbxpaHsiBa cbbpaHaTa NuyHa 1 gpyra MHopmauus camo 3a LenuTe Ha cBosTa
OeNHOCT no npefocTaBagHe Ha KBanuuumpaHu yaoocTOBEpUTENHU YCNyrM B CbOTBETCTBUME C
HauWOHaIHOTO 3aKOHOOAaTerCTBO;

» He CbXpaHsBa M He KONupa AaHHM 3a Cb3daBaHe Ha NOTPEOUTENCKM YacTHU KNOYOBE, OCBEH
npy oTaanedeHo 3asiBABaHe Ha KBanvduuupaHu yOOCTOBEpPEHUs NMpe3 MOOMITHOTO MPUNOXeHWe Ha
EBPOTPBCT;

» noaabpXka pasnonaraeMum CpefcTtBa, KOMTO OCUrypsiBaT Bb3MOXHOCT 3@ M3BbpLUBAHE Ha
OenHocTTa My,

» CKNioYBa 3acTpaxoBKa 3a BpeMeTo Ha cBosiTa AEWNHOCT;

» nogabpXka OOBepeH nepcoHarn, nputexasal, HeobXOAMMUTE EKCMEepPTHU 3HaHWSA, OnNUT U
KBanuukaums 3a U3BbpLUBaHE Ha ENHOCTTa;

» noaabpxa lNybnuyeH pernctbp/xpaHmnuiie, B KOMTO Ny6nNukyBa nsgageHuTe ksanuuumpanm
yooctoBepeHus, aktyaneH CnMCbK CbC ChnpeHn W npekpaTeHn ypoctoBepeHunss (CRL), pgpyru
obcToaTencTea 1 enekTPoOHHU JOKYMEHTU, CbrnacHo Tasu Nonutrnka n HauMoHaNHOTO 3aKOHOA4ATESNCTBO;

» ocurypsiea NOCTOAHEH AocTbN o [NyGnnyHusa permctbp No enekTpoHeH NbT (24/7/365);

» ocurypsisa 3awmta cpelly BHacsiHe Ha NpomeHn B nogabpxaHusa [MybnuyeH pernctbp oT
HepernameHTupaH 1 HenpaBoMepeH AOCTbIM UK Nopaan CryyamHo cbouTue;

» nybnukyea He3abasHO B [y6nunyHusA pernctbp nsgageHuTe n NoanMcaHn yaocToBepeHs:;

> Cb3OaBa YCroBusl Ha BCska [0BepsiBallla ce cTpaHa [a NpoBepu cTaTyca Ha M3fgadeHo U
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ny6nukyBaHoO KBanMuunpaHo yaoctoBepeHne B nybnmyHmus Pernctbp Ha yaoCTOBEPEHMS;

» U3BbpLUBA NEPUOAMYHN BBTPELIHW OAMTM Ha AenHOCTTa Ha YJocToBepsBalims opraH u
PerucTtpupawuma opran;

» U3BbPLUBA BLHLUHW OQUTW OT HE3aBMCUMU OAUTOPK 1 NYBNUKyBa Ha canta cu pesynratuTe oT
npoBepkara;

» u13nonsea B AenHOCTTa cun cepTudmumnpaH copTyep 1 xapayep, Kakto U CUrypHU U HaaexXaHu
TEXHOSTOMMYHN CUCTEMMU;

» nogabpka Ha camta Ha EBPOTPBLCT cnucbk ¢ Peructpupawiy opraHu, CHMCbK C
npenopbynTeneH coTyep U xapayep 3a msnonasaHe OT notpebutenute, GnaHkn, dopmMynsapu, TUNOB

[loroBop 1 Ap. AOKYMEHTU B NMon3a Ha notpedutenure;

EBPOTPBLCT Hocu oTroBopHoCT npepq lNMotpebutenn n JoeepsiBawm ce CTpaHU 3a MPUYUHEHN
Bpeau oT rpyda HeOPEXHOCT UM YMUCHIT:

» 0T HeusnbrHeHne Ha nsmcksanusTa ot PernameHt (EC) Ne 910/2014 npu ocbLuecTBABaHe Ha
AeNHOCTTa CU No NpefocTaBsHe Ha KBanuduumMpaHu YAOCTOBEPUTENHN YCNyru;

» OT HeBEepHU UMW NUNCBAaLLM OaHHM B KBanuuuupaHoTO yAOCTOBEPEHME KbM MOMEHTa Ha
n3gaBaHeTo My;

» OT Bpeau, KOMTO ca NPUYMHEHU B Cryyai, Ye No BpeMe Ha U3gaBaHeTo Ha KBannuunupaHoTo
yOOCTOBEPEHME NULETO, NocoYeHo kato Tutynap/Cb3gaten unu ynbAHOMOLLEH npeacTaBuTen Ha
IOPUAMYECKO NKLE, He € pasnonararno C YacTHUS KoY, CbOTBETCTBALL Ha NYyBnMYHMA KIov;

» OT anropyuTMUYHOTO HECLOTBETCTBME MEXAY YaCTHUSA KoY U NyOGNUYHUS KoY, BNUCBaH B
KBannuunpaHoTo yAOCTOBEPEHME;

» OT HecnasBaHe Ha 3agb/KeHusiTa CU MO W3gaBaHe M ynpaBfneHue Ha KBanuduunpaHu
YAOCTOBEPEHWS;

» OT nNponyckn B YCTaHOBSABaHe Ha WAeHTUYHoCcTTa Ha Tutynaps/Ce3gatens wnuv Ha

ynbITHOMOLLUEHNA npeactaBuTen Ha vopuan4ecko nuue.

9.5.1 3AOBIIKEHUA, OTTOBOPHOCT U TAPAHUUU HA PETUCTPUPALLINA OPIrAH

EBPOTPbBLCT rapaHtupa, Ye Pernctpupaliunsa opraH U3nbrHaBa CBOUTE (PYHKLNN U 3a0bITKEHUA
B MbJ/IHO CbOTBETCTBME C YCNOBUATA B TO3M AOKYMEHT, C U3NCKBaHUATa 1 npoueaypute B MNonuTtukara u
n3gageHnTe BbTPEeLUHU onepaTUBHU UHCTPYKLUN.

EBPOTPBLCT otroBapss 3a gencrteusita Ha Peructpupawmsi opraH B WH(pacTpykTypata Ha
EBPOTPBCT.

EBPOTPbBLCT rapaHtupa, ye Peructpmpalyms opraH:

» N3NbJIHABA CBOATA OEMHOCT, KaTo U3MoN3Ba HaZeXaHN 1 CUTYPHU YCTPOUCTBA U CoOpTYep;
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» npepocTaBs ycryru, KOUTO ca B CbOTBETCTBME CbC HALMOHANHOTO 3aKOHOAATENCTBO U He
HapyLLaBa aBTOPCKUTE Npasa U NuueH3npaHu npasa Ha [NoTpebutenure;

» nonara HyXXHUTe ycunus, 3a Aa u3BbpluBa npasBuriHa naeHtudukaums Ha lMotpebutenute,
BbBEXaa NpaBUSHO U TOYHO faHHMTe B 6a3aTta gaHHu Ha EBPOTPBLCT m aktyanuaupa tasum nHgopmaums
B MOMEHTA Ha NOTBbpXAaBaHe Ha AaHHUTE;

» He npaBu YMULLSIEHW FPELUKM UM HE BHACA HETOYHOCTU B MHPOPMaUUATa, CbabpXKalla ce B
KBanuduumpaHuTe yaqoCTOBEPEHUS;

» HeroBuTe YCrnyrn ca B CbOTBETCTBUE C obuionpmetuTte ctaHgapti: X.509, PKCS # 10, PKCS
#7, PKCS # 12.

9.6 3AOBINKEHUA HA NMOTPEBUTEJIUTE

Tutynapat/Cbe3gatenaT unm ynbIHOMOLLEHUAT NpeacTaBUTEN Ha IOPUMAMYECKO Nuue, MOCOYEH B
n3gageHoTo KBanuduumpaHo yaoctoBepeHne Kato Tutynap, uma cnegHute 3agbibDKeHus:

» [a ce 3ano3Hae W fa crasea ycrnosudata Ha [orosopa, Monutukute u lNpakTukite npu
npegocTaBsiHe Ha kBanuduumpanu ygoctoseputenHu yenyrn ot EBPOTPBCT, kakTo 1 U3MCKBaHUATa B
oCTaHanuTe AOKyMeHTU, nybnukysaHu B [y6nuuHus pernctbp Ha EBPOTPBCT;

» npu nogaBaHe Ha UCKaHWA 3a us3gaBaHe U yrnpasreHne Ha KBanuduumpaHu yaocToBepeHus
Ja npefocTaBu BApHa, TOMHa M MbiiHa nHpopmauusa, koato EBPOTPBLCT mnsncksa cbwriacHo Jorosopa,
HOPMaTUBHUTE U3UCKBAHWS, NPUNoXumuTe MNonutuku u MNMpaktukuy;

» [areHepupa KpunTorpadCcku KNo4oBe, M3NOMN3Banku CUrypeH MeTo 1 anroputbM, CbobpasHo
n3ncksanunsata Ha PernameHT (EC) Ne 910/2014 v ga nanonssa ogobpenun ot EBPOTPBCT ycTpoicTtea
3a cb3aBaHe Ha KkBanudunumpaH enektTpoHeH nognuc/nedat (QSCD);

» [Oa npoBepu MbfHOTaTa M BEPHOCTTA Ha CbAbPXKAHWETO Ha npegocTaBeHaTa OT Hero
nHopmaums 3a ygoctoepsiaHe B norne DN (Distinguished Name) Ha mM3gaBaHuTe kBanuduumpaHu
yOocToBepeHusl. B criydan Ha HECHOTBETCTBUE MEXAY NpeAcTaBeHaTa UHopMaLums U YAOCTOBEPEHOTO
cbabpxaHue, notpedbutens Tpsbea ga ysegomu HeszabasHo EBPOTPBLCT;

» [a npeycraHoBW MU3MOM3BaHETO Ha KBanvduuMpaHo YOAOCTOBEPEHME B Criydyal Ha CbMHEHUe
3a 3aryba nnmn komnpomeTupaHe Ha YacTHuA knod 1 ga nogage oo EBPOTPBLCT 3asBka 3a HEroBOTO
cnvpaHe;

» [a npeycTaHoOBW M3MNOM3BaHETO Ha KBanuuuupaHo yooctoBepeHne npu Hanmyme B Hero Ha
ocTapsina, NpoMeHeHa, HeToYHa W/MNn HeBspHa WHopMauma M ga nogage MckaHe 3a chnvpaHe Ha
AENCTBMETO Ha yAOCTOBEPEHNETO;

» npeguv ga nsnonssa HOBO KBanNnuMUmMpaHo yaocToBepeHue, fa npomenu gocerawwnums NWH 3a
AO0CTbN OO0 YCTPOMCTBOTO 3a Cb3gaBaHe Ha enekTpoHeH nognuc/neyat (QSCD), kbOeTo ce CbXxpaHsiBa

YaCTHUAT KIOY;
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» [a npunoxun Heobxoaumara AbIDKMMaA rpwxa u ga npegnpveme HeobxoaMmuTe Mepku 3a
npegoTBpaTsBaHe Ha YaCTHUSA KNOY OT KOMNpomeTupaHe, 3aryba, paskpmsaHe, MogMdUKaums unu apyro
HepaspeLLeHo OencTBue;

» pawusnonaea nsgageHoto oT EBPOTPBLCT ksanudumumpaHo yaocToBepeHne camo 3a 3aKOHHM
Luenu n B CbOTBETCTBUE C yKaszaHaTa B HEro NOMUTUKA U NPaKT1Ka;

» paopobpsiea ycrnosuaTta, nocodeHm B [loroBopa mexay Hero u EBPOTPBCT (ToBa ogobpeHne
TpsibBa Aa ce CbCTOM Ha camMopbyeH noanuc Bbpxy [orosopa);

» paopobpssa n3gageHoTo 3a Hero KBanuuuupaHo yaoCTOBEPEHWE;

» [a He paskpvBa naporaTta 3a AOCTbM OO0 YCTPOMCTBOTO 3a Cb3faBaHe Ha KsanuduumpaH
eNeKTpOoHEeH noanuc/nedart Ha HeynmbAHOMOLLEHN Nnua;

> [a He npaBu OOCTbINEH CBOS YaCTeH KoY 3a Apyru nvua.

9.7 OCBOBOXOABAHE OT OTTOBOPHOCT

EBPOTPBLCT He HOCU OTFTOBOPHOCT B Clydaun Ha Bpeay NpUYnHEHN OT:

» W3nonsBaHe Ha KBanuduuMpaHo YOOCTOBEpPEHWE W3BLH MpefenuTe Ha BnMcaHuTe B HEro
npeaHasHa4YeHnsa N orpaHNYeHns Ha HeroBoTo AENCTBIE;

» HEe3aKOHHW OeNCcTBuA OT cTpaHa Ha [NoTpebutenu n [loBepsBalum ce CTpaHu;

» npefocTaBfHE Ha HayMHa Ha uvAeHTUUUMpaHe Ha YCTPOWCTBOTO 3a Cb3[aBaHe Ha
KBanuduumpaH enekTpoHeH nognuc/neyar v OCTbN OO YaCTHUA KoY OT cTpaHa Ha [MoTpebutenn Ha
TpeTu nNuua;

» Ccny4YyanHu cbbuTUSA, UMaLLM XapakTepa Ha HeNpeoaonMMa cuna, BKIIOYUTESNHO 3M10YyMULLNEHN
AEeNCTBMA Ha TpeTn nuua (Xakepckn ataku, OTHEMaHe Ha yCTPOMCTBOTO 3a Cb3[aBaHe Ha KBanuduumpaH
enekTpoHeH noanuc/neyat (QSCD), [ocTbn OO YacTHUA KMoY, Yy3HaBaHe 6e3 3HaHWeTo Ha
Tutynaps/Cb3gaTtena Ha HadvHa Ha naeHTuduumpaHe n gap.)

» U3nonsBaHe Ha KBanvdpuuMpaHo yOOCTOBEPEHUE, KOeTO He € U3JadeHO WU U3Nons3BaHo B
CbOTBETCTBME C U3NCKBaHWATa U npoueaypute Ha lMNpaktukaTa u Nonutukata Ha EBPOTPBCT;

» W3NOn3BaHe Ha HeBanWAHO YAOCTOBepeHWe (yOOCTOBEpPEHWe, KOeTo € CrpsiHO Wnu
npekpaTeHo);

» He CBOEBPEMEHHO AeWCTBME MO NpekpaTsiBaHe Unu cnupaHe Ha yaoCTOBepeHue (cneacreue
OoT 3abaBeHO OT cTpaHa Ha Tutynaps/Cb3gaTens uckaHe UNU Nopaguv NPUYMHU U3BBH KOHTpoOmna Ha
EBPOTPBCT);

» KOMMpOMETUpaH YacTeH KIioY, KopecrnoHAMpaly, Ha nybnuyHua KN4 B KBanuguumMpaHoTo
yOocToBepeHue no BuHa Ha Tutynapsa/Cbwagatens;

» JOWO Ka4yecTBO M (PYHKLMOHANHOCT Ha COPTYEepHUTE NPOAYKTU N XapOyepHU YyCTpoOWCTBa

nsnonssaHu ot Tutynsaps/Cv3gatens u [loBepsiBaliy ce CTpaHu.
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EBPOTPBLCT He oTroBapsi 3a M3nons3BaHe Ha yOoOCTOBEPEHNETO U3BbH PaMKUTE Ha BNNUCAHUTE B

Hero NMMMNTN Ha CTOMHOCTTa Ha TpaH3akunnTe n uesnmn 3a n3non3BaHe.

9.8 OTroBOPHOCT HA TUTYNAPA/CB3OATENA

OTtroBopHocTTa Ha Tutynapsa/Cb3gartens unu ynbHOMOLLEHMSA NpeacTaBuUTEN Ha pUan4ecko
nvue e B pe3ynTaT OT U3NbJIHEHNE Ha HEroBUTE 3aAbiKeHMs. YCNoBUsiTa Ha OTTOBOPHOCT Ce ypexaar C
Horoeop ¢ EBPOTPBLCT.

Tutynapat/Ce3gatenat unm ynbiaHOMOLLEHUAT NpeacTaBuTen Ha Iopuanvyecko nuue oTroBaps
npeg EBPOTPBLCT m npea gosepsBawmTe ce nuua, ako:

» npuv Cb3gaBaHeTo Ha ABOWKaTa YacTeH-NyGnnyeH KoY e n3nonssasn anropuTbM U yCTPONCTBA
3a cb3gaBaHe Ha kBanudwuumpaH enektpoHeH nognuc/nedatr (QSCD), kouTO He OTroBapsiT Ha
n3ncksaHusTa Ha PernameHT (EC) Ne 910/2014;

» He MU3NbIIHABA TOYHO M3UCKBAHUATA 3a cUrypHocT, onpeaenenn ot EBPOTPBLCT;

» He noucka oT EBPOTPBCT cnupaHe unu npekpatsasBaHe Ha AeNCTBUETO Ha KBanuduumpaHo
yAOCTOBEPEHME, Crief KaTo e y3Harl, Ye YaCTHUAT KntoY € 61n n3nonssaH HENPaBOMEPHO UK CbLLECTBYBA
OnacHOCT OT HENPaBOMEPHOTO MY U3MOM3BaHe;

» € N3BbpLUUN HEBEPHU n3aBneHus, HanpaseHn npea EBPOTPBCT, kouTo vMmart oTHOLLEHWe
KbM CbObPXKaHMETO UMK KbM U3[4aBaHETO Ha KBanNnUuUUUpaHoOTO YOAOCTOBEPEHUE;

» KoraTo KBanucuumpaHoTO yAOCTOBEpEeHWNe e nsgageHo ¢ BnucaH Cb3gaTten v oBnacTeHo oT

Hero nuue (Tutynsip), oTroBapsl 3a HEM3MbIIHEHWETO OT CTPaHa Ha OBMACTEHUS HA 3a4bITKEHMSATA MY.

PeructpupaHe Ha M3mMeHeHUsATa

CrtpaHuua

BanuaHo n3ameHeHune
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