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1 BBbBEOEHUE

Jlonnutuka npu npegocTaBsAHe Ha KBanuuuMpaHo YOOCTOBEpeHWe 3a KBanuduumpaH
enekTpoHeH noanuc/neyat (Monutuka/CP/Certificate Policy) e BokyMeHT, konTo onncea obLwuTe npasuna
n Hopmu npunaraim ot ,EBPOTPBCT TEXHOITBbOXNC® AL (EBPOTPBLCT) npu wmnsgaBaHe wu
ynpaBreHne Ha KBanuduuMpaHu yAOCTOBEPEHMS 3a KBanuduumpaHu enekTpoHHW nognucu/nevatw,
BMOOBETE KBanMduUMpaHW YOOCTOBEPUTENHU YCNYrn NPUAOXMMU 3a Te3n yOOCTOBEPEHUS, KakTo U
TexHusa 06xBaT Ha NPUOXMMOCT.

Mpu n3gaBaHe Ha kBanuuLMpaHo yaoCcToBeEpeHne 3a KBanuduumnpaH enekTpoHeH nognuc/neyar
ot EBPOTPBCT ce npunarat npoueaypu, ocurypsisallm BUCOKO HMBO Ha HaOEeXAHOCT W CUTYPHOCT Ha
yooctoBepeHata wuHdpopMauusa, uaeHtuduumpawa [lMotpebutenute. [punarat ce npoueaypw,
rapaHTMpalliM HagexaHoCT M CUFYpHOCT  MNpu u3gaBaHe, nybnukyBaHe W ynpasBneHve (cnupade,
Bb30OHOBSABaHe, NpekpaTsBaHe U NOAHOBSIBAHE) Ha KBanuuunpaHn yaocToBepeHus, Npyu cCb3aaBaHe Ha
noanuc/neyar, CbXpaHEHWe Ha YacTeH KoY 1 ynotpebata My B pasnimyHu NpUNoXeHus.

3anosHaBaHeToO C uenuTe M ponsTta Ha llonuTukata npu npegocTaBsHe Ha KBanuduumpaHo
yOoCTOBEpEeHne 3a KBanuduumpaH enekTpoHeH nognuc/nevat” e ocobeHo BaxHO 3a [loTpebutenurte
(Tutynapwn/Cbwagatenn) u [loBepsBalum ce CTpaHu OT rfegHa Todka Ha NpUNoXMMOCTTa Ha Te3n ycnyriu.

OtHoweHuaTa mexagy EBPOTPBCT un MNoTpebutensa ce ypexagaTt ¢ 4OroBop 3a ksanuduumpaHu
YAOCTOBEPUTENHN YCIyrn.

LleHute Ha ygocToBepeHusATa M Ha ycrnyrute No M3gaBaHe M yrnpasBrieHne Ha KBanuduumpaHm

yaocToBepeHus ce cbabpxat B Tapudata Ha EBPOTPBLCT, goctbnHa Ha HEroBUSI UHTEPHET-CanT.

1.1 nNPEMMEQ

HJokymeHTbT llonuTvka npuM npegoctaBsHe Ha  KBanuuumpaHo yaoocToBepeHue 3a
KBanuduumnpaH enekTpoHeH nognuc/nevaT” ce oTHaca 3a kBanuuumpaH yagocTOBEPEHUS, U3AAAEHN OT
EBPOTPbBLCT, cbrnacHo PernameHT (EC) Ne 910/2014 Ha EBponeinckus napnameHT 1 Ha CbBeTa oT 23
tonn 2014 roauHa OTHOCHO €fleKTpOHHaTa WAeHTUUKaUMA W YOOCTOBEPUTENHUTE YCNyrn npwu
€MEeKTPOHHM TPaHCaKLuuKM Ha BbTPEeLUHNS nasap u 3a otMaHa Ha Oupektmuea 1999/93/EO (PernameHt (EC)
Ne 910/2014) n B CbOTBETCTBME C NPUITOXMMOTO 3akoHoAaTencTeso B Penybnvka bunrapus.

HacToswmsaT JOKYMEHT € CTPYKTypMpaH B CbOTBETCTBUE C pamMkaTta, onpegeneHa ¢ npenopbkara
IETF RFC 3647 ,Internet X.509 Public Key Infrastructure Certificate Policy and Certification Practices
Framework".

MonuTnkata e cbobpaseHa CbC crneaHuTe AOKYMEHTU:

» ETSIEN319411-2v2.1.1 ,Policy and security requirements for Trust Service Providers issuing

certificates. Requirements for trust service providers issuing EU qualified certificates®;
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» ETSI EN 319 401: ,Electronic Signatures and Infrastructures (ESI); General Policy
Requirements for Trust Service Providers";

» ETSI EN 319 412-5: ,Electronic Signatures and Infrastructures (ESI); Certificate Profiles;

Part 5: QCStatements";

» ETSI TS 101 456: ,Electronic Signatures and Infrastructures (ESI); Policy requirements for

certification authorities issuing qualified certificates".

M3pgaBaHeTo Ha  kBanuduumpaHu  YOOCTOBEPEHUS 3@  KBaANUMUUUPAHU  €NEKTPOHHMU
nognucu/neyaTun ce CcBbLP3BA C:

» uv3gaBaHe Ha kBanudumumpaHo yaocToBepeHune Ha pusndecko nuue (Tutynap) - uma xapakrep
Ha KBanuuumnpaHo yoocToBepeHme 3a KBanuduuupaH enekTpoHeH noanuc;

» KkBanuduumMpaH enekTpoHeH neyat Ha topugmdecko nuue (Cbagarten Ha neyaT) - UMa xapakTep

Ha KBaJ'II/Id)VILI,VIpaHO yoocTtoBepeHune 3a KBaJ'IVI(bVILI,I/IpaH EJ1IEKTPOHEH ne4yar.

LJ10NMTUKA npu  npegoctaBsHe Ha  KBanuuuupaHo YOOCTOBEpeHue 3a  KBanuduumpaH
enektpoHeH nognuc/nevat” Ha ,EBPOTPBCT TEXHONBIKNC” ALl e nybnnyeH JokyMeHT. Ton moxe
na 6baoe npomeHsaH no Bcsako Bpeme oT EBPOTPBLCT u BcaAka HoBa pefakuusi ce cbobliaBa Ha

3aMHTEepecoBaHUTE nnua, KaTto ce Nybnukyesa Ha canta Ha EBpoTpbCT: https://www.evrotrust.com.

1.2 HAMMEHOBAHUE U UOEHTU®UKOP HA MNMOJINTUKATA

Hactoawmnar [OOKyMEeHT € C NbMHO HauMmeHoBaHwe ,[lonutvka npuv nNpefocTaBsHe Ha
KBanuduumpaHo YOOCTOBEPEHME 3a KBanuduumMpaH enekTpoHeH nognuc/nedat® ot ,EBpoTpbCT
TexHonbvmxkuc* AL.

YpocTtoBepeHusTa cbabpXaT UOEHTUUKATOP Ha MONnuTUKa, KOMTO MOXe da ce M3nonasa oT
[loBepsiBalmTE Ce CTpaHM Npu ONpeaensHe Ha NPUIOXMMOCTTa UM KbM OadeHO MPUIOXKEHUE, KakTo e
onucaHo B npenopbkata IETF RFC 3647 [I.4], Touka 3.3.

NoeHTndukatopute 3a MONUTUMKUTE HA KBanuduuupaHuTe yOoOCTOBEPEHUsi, MOCOYEHU B
HacToALWMA AOKYMEHT, ca:

QCP-n-gscd:

Itu-t(0) identified-organization(4) etsi(0) qualified-certificate-policies(194112)

policy-identifiers(1) qcp-natural-gscd (2)

QCP-l-gscd:

itu-t(0) identified-organization(4) etsi(0) qualified-certificate-policies(194112)

policy-identifiers(1) qcp-legal-gscd (3)
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EBPOTPBLCT noaabpxa u npunara Nonutuka 3a kBanuduumpaHu yooCTOBEPEHUS, KOATO ce
ocHoBaBa Ha npaswuna, onpegenexnu B ETSI EN 319 411-1 [2], ¢ o6ekTeH ngeHtudukartop (OID — Object

Identifier), kakTo cneaBa:

Twun ynoctoBepeHue UpeHTudmkaTop Ha o6ekT

Evrotrust Qualified Natural Person Certificate for QES 1.3.6.1.4.1.47272.2.2

QCP-n-gscd, NCP+ (cvomeemcmea Ha nonumuka ¢ O.1.D. =
0.4.0.194112.1.2)

Evrotrust Qualified Legal Person Certificate for QESeal 1.3.6.1.4.1.47272.2.3

QCP-l-gscd, NCP+ (cvomeemcmea Ha nonumuka ¢ O.1.D. =
0.4.0.194112.1.3)

Evrotrust Qualified Natural Person Attribute Certificate for 1.3.6.1.4.1.47272.2.2.1

QES (cbomeemcmea Ha nonumuka ¢ O.1.D. =

QCP-n-gscd, NCP+ 0.4.0.194112.1.2)

1.3 YYACTHULUU B UHOPPACTPYKTYPATA

EBPOTPBLCT kaTo kBanuduumpaH AOCTaBYMK Ha KBanuuumpaHu yaocTOBEpUTENHU YCryrn
npegocTaBsa ycryrn No reHepupaHe v ynpaeneHve (cnvpaHe, Bb30OHOBSABaHe W npekpaTsBaHe) Ha
KBanuduumpaHm ygoctoBepeHus, vped YpoctoBeputeneH opraH ,Evrotrust RSA Operational CA* un
yCcnyru no naeHtudukauma n yaoctopepsBaHe Ha MAEeHTMYHOCT Ha lMotpebutenn, ypes Pernctpupaly
opraH. [pyrn yyactHuum B uHcppactpyktypata Ha EBPOTPBCT ca lNoTtpebutenu n [JoBepsBawum ce

CTpaHu.
1.3.1 YOOCTOBEPABALL OPIrAH
.Evrotrust RSA Operational CA“ e ypoctoBepsiBall, opraH, KOWTO wusgaBa KesanuduumpaHu

yaooCToBeEpPEeHUa 3a KBaJ'IVICbI/ILI,MpaHI/I E€NEeKTPOHHU nognucu/neyaTtn, KouMTo ce ynpaendaBaTt CbrinacHoO

HacTodwaTta norinTuka.

Version V3

Serial number 38 00 00 00 03 4e 8e cb 48 09 25 01 bc 00 00 00 00 00 03

Signature Algorithm SHA256RSA

CN=  Evrotrust RSA Root CA

Issuer OU=  Evrotrust Qualified Root Authority

O= Evrotrust Technologies JSC

organizationldentifier (2.5.4.97)= | NTRBG-203397356

C= BG
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Valid from 21 man 2016 r. 00:34:35 UTC
Validit to 21 manm 2026 1. 03:44:35 UTC
CN= | Evrotrust RSA Operational CA
OU= | Qualified Operational CA
Subject O= | Evrotrust Technologies JSC
organizationldentifier
NTRBG-203397356
(2.5.4.97)= (2.5.4.97)
C=| BG
Public Key _
RSA (2048 Bits)
Type/Length
Subject Key Identifier = 7f 3e 64 59 85 2b dd 23 29 ¢c2 01 e7 cb ¢3 69 c0 87 93 2b 08
[1]Certificate Policy:
Policy Identifier=All issuance policies
Certificate Policies [1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://www.evrotrust.com/cps
Server Authentication (1.3.6.1.5.5.7.3.1)
Client Authentication (1.3.6.1.5.5.7.3.2)
Enhanced Key Code Signing (1.3.6.1.5.5.7.3.3)
Usage Secure Email (1.3.6.1.5.5.7.3.4)
Time Stamping (1.3.6.1.5.5.7.3.8)
OCSP Signing (1.3.6.1.5.5.7.3.9)
Subject Alternative URL=http://www.evrotrust.com
Name RFC822 Name=ca@evrotrust.com
Authority Key
. KeylD=74 5c al 40 73 2e 1f e6 f9 3b bc ab a0 a4 a7 54 44 74 4f 70
Identifier
[1]CRL Distribution Point
CRL Distribution
) Distribution Point Name:
Points
Full Name:
URL=http://ca.evrotrust.com/crl/EvrotrustRSARootCA.crl
Authority Information | [1]JAuthority Info Access
Access Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Alternative Name:
Print and Edit Evrotrust Technologies Inc.. Page 9 of 65
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URL=http://ca.evrotrust.com/aia/EvrotrustRSAR00tCA.crt
[2]Authority Info Access
Access Method=0On-line Certificate Status Protocol (1.3.6.1.5.5.7.48.1)
Alternative Name:

URL=http://ca.evrotrust.com/ocsp

Key Usage (critical) Digital Signature, Certificate Signing, Off-line CRL Signing, CRL Signing (86)

Basic Constrains Subject Type=CA
(critical) Path Length Constraint=0

1.3.2 PErMCTPUPALL OPTrAH

Pernctpupawumart opraH e o6ocobeHa ctpyktypa Ha EBPOTPBCT, Ho Moxe Aa 6bae 1 BbHLUHO
topugmyecko nuue, Ha koeto EBPOTPBLCT Bb3nara OCbLLEeCTBSABaAHE Ha YCnyrm no perncrpauus,
naeHTndmrKaums 1 yaoctoBepsiBaHe Ha naeHTu4HocTTa Ha MNoTtpebutenn Ha EBPOTPBCT.

PeructpupalMaT opraH u3nbnHasa cnegHuTe 4enHOCTU:

» npvemMa UCKaHuA 3a KBanuduumpaHu ygocToBepeHusi, oaobpsiBa nnvm OTXBbpnst Te3nN UCKaHUS
B CbOTBETCTBME C BbBEAEHM BbTPELLHM NpaBuna 3a ogobpenne ot EBPOTPBCT;

» npoBepsiBa CaMOMMYHOCTTa Ha NuuaTa nojanu uckaHe 3a usfgaBaHe Ha YA0CTOBepeHUs;

» yBepsiBa Ce, 4Ye WU3gadeHoTO YyaocToBepeHve ce BpbyYBa Ha [loTpebutens
(Tutynap/Cwagaten);

» npekpaTaBa KBanuduumpaHm yOooCTOBEPEHMS Bb3 OCHOBa Ha BbBedeHM npaBuna 3a
opobpeHune Ha npekpatsasaHeTo oT EBPOTPBLCT.

WHpopmauma 3a koHTakT ¢ Peructpupawumsa opraH Ha EBPOTPDBCT e Ha pasnonoxeHue Ha
WHTepHeT carnTta Ha EBPOTPBCT.

1.3.3 NOTPEBUTEIN

Bcsiko hmsmyecko mnu lopuandecko nuue, Koeto uma ckroyveH nucmeH goroeop ¢ EBPOTPBCT
e noTpebuTen Ha kBanudunumpaHa yaoctoBeputenHa ycnyra, npegocraseHa ot EBPOTPBCT.

Motpebutenute Gmeart:

» dmsmdecko nuue (Tutynap), KOeTo cb3gaBa KBanuduumpaH enekTpoHeH Nognuc;

» usmyecko nuue (TUtynap), KOETo e yNbNHOMOLLEH NpeacTaBuUTEN Ha puandecko nuue u
Cb3gaBa KBanuuumpaH enekTpoHeH Nognuc;

> topuandecko nuue (Cbagaten Ha neyaT), KOeTo cbh3faBa KBanuguumnpaH enekTpoHeH neyar.

Korato TOBa € NpakTn4eCkn oCHbLLWECTBMMO, NnpeaoctaBAHUTE YOOCTOBEPUTENTHMU YCnyrm wu
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n3non3saHuUTe nNpu npegoctaBAHETO Ha Te3n yCinyrn npoayKTtu ca AOCTbMNHU N 3a XOpa C yBpexXaaHuA.

1.3.4 [OOBEPABALLU CE CTPAHU

[oBepsBalla ce cTpaHa e U3NYEeCKO UM IPUANYECKO NvLUe, KOeTo npuema KsanuuumpaHo
yOocToBepeHue, nsganeHo ot nHdppactpykrypata Ha EBPOTPDBCT, cnea npoBepka Ha kKBanuuumpaHns

nognuc/neyat Ha NoTpebuTten Ha kBanuduumpaHm ygoctoseputenym ycnyrm Ha EBPOTPBLCT.

1.3.5 APYIn YYACTHULMK

EBPOTPBLCT 3anassa npaBo nNpu HEOOXOOUMOCT Aa CKIoYBa [AOrOBOPU C BbHLUHM Nvua 3a

npenoctaBdaHe Ha onpeneneHn yaoCtoBepuUTEerHn yCryru.

1.4 YNOTPEBA U NMPUNOXUMOCT HA KBAJIMOULIMPAHU YOLOCTOBEPEHUA

141 NPUNOXUMOCT HA KBAJIUOPULIMPAHU YOOCTOBEPEHUA

KeanudguumpaHo yaooctoBepeHne Ha usndecko nuue (Tutynap)/iopugudecko nuue (Covsgaten)
NN yNbNHOMOLLIEH NpeaCcTaBUTEN Ha PUANYECKO NULE, NOCOYEH KaTo TUTYNsp B YAOCTOBEPEHUETO,
MOXe Oa Cce uM3nonsea Npu Cb3gaBaHe Ha KBanuumuupaH enekTpoHeH noanuc/meyart B eneKTPOHHM
AOKYMEHTM W NPUMOXEHUSA/TpaHCaKuMKM, KOUTO W3MCKBAT HaW-BMCOKO HMBO Ha MH(OPMaLMOHHA

CUIyPHOCT.
1.4.2 3ABPAHA 3A YNOTPEBA HA KBAJIM®GULIMPAHU YOOCTOBEPEHUA

Keanugpuumpanm ygoctoBepeHuss Ha EBPOTPBLCT He TpsibBa ga ce u3nona3saT Mo HaudWH,
HeCbBMECTMM C 06sIBeHaTa 3a TAX Len U TAXHOTO NpunoxHo none/lMonuTuka.

KBanudumumpaHu ygocToBepeHus, usgageHn B CbOTBETCTBUE C HacToswwaTa MNonnutuka He TpsibBa
Aa 6baaT M3Non3BaHn 3a He3akOHOCHOOpa3HM Lenu.
1.5 YNPABJIEHUE HA NONIUTUKATA

1.5.1 OPrAHU3ALWNA, YNIPABIABALLA NMOJIMTUKATA

EBPOTPBCT oTroBaps 3a ynpaBneHueTo Ha Ta3u Nonutuka.
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Bcaka Bepcus Ha lMonuTukata e B cuna o MOMeHTa Ha opobpeHve un nybnukyBaHe Ha HoBa
Bepcus. Becsika HoBa Bepcus ce paspaboTsa o1 cnyxutenn Ha EBPOTPBCT u cneg onobpenue ot bopaa
Ha aupektopute Ha EBPOTPBCT ce nybnukysa.

MoTpebuTtenute ca ANbXHU Aa ce cbobpassiBaT camo C BanugHaTa Bepcus Ha [NonuTukaTta KbM

MOMEHTAa Ha nonssaHe Ha ycnyrute Ha EBPOTPBCT.

1.5.2 JNWULUE 3A KOHTAKT

KOHTakTHOTO nvue 3a ynpasfeHuMe Ha [dokymeHTta [llonuvTuka npu npegocTaBsHeE Ha
KBanuuumnpaHo yooCcToBepeHWe 3a KeanuduuupaH enekTtpoHeH nognuc/neyat” ot ,EBPOTPBCT
TEXHOTBbXXKUNC* ALl e nanbnHutenHua ampektop Ha EBPOTPBCT.

HonbnHutenHa nidopmaunsa Mmoxe aa 6bae nonyvyeHa Ha criefHus agpec:

-EBPOTPBLCT TexHonbaxkuc” AL

Codus, 6yn. ,Llapurpagcko LLloce® Ne 101
busHec ueHTbp ,AKTUB", eT. 6
TenedoH, dakc: + 359 2 448 58 58

Email: office@evrotrust.com

1.5.3 BPB3KA MEXAOY NOJIMTUKATA U NMPAKTUKATA

Jlonutuka npu npegoctaBAHe Ha KBanuduuMpaHO YAOOCTOBEpeHME 3a KBanuduumpaH
enektpoHeH nognuc/nedat® (CP/Monutuka) u lpaktuka npu npegoctaBAHe Ha KBanuduumpaHu
ypocTtoBeputenHu ycnyrn“ (CPS/Mpaktuka) pasrnexaaTt eavH u cbly, Habop OT TeMu, KoMTo obcnyxeaT
MoTpebutenute n ca B uHTEpec Ha [loBepsaBalinTe ce CTpaHu, 3a Aa Morat Te [ia pa3ynTaTt Ha CUrypHOTO
N HagexgHo npuroXxeHwe Ha KBanuduuupaHu yOOCTOBEPEHUa 3a KBanuduuupaH enekTpoHEH
noanuc/neyat nsgagedn ot EBPOTPBCT.

OcHoBHaTa pasnukata Mexagy ABaTa OOKyMeHTa € BbB (POKyca Ha TexHuTe pasnopeabu un B
TAXHOTO UeneBo npegHasHayeHue. lNonuTukata npasu nperne Ha M3NCKBaHUATA U U3MbIIHEHUETO Ha
cTaHgapTuTe, HanoXeHun OT cb3gageHaTa nHgpactpyktypa Ha EBPOTPBCT u onpegens ydactHuuuTe B
AeVHOCTUTE NOo NpefdocTaBsaAHe Ha yaoCcToBepuTenHu yenyru. lNpaktukarta, oT gpyra ctpaHa, noco4ysa Kak
YpoctosepsBalmMsa opradH v Opyrute yyacTHUUW B WHApacTpyKTypata npunarat npoueaypute u
KOHTpONuUTe, 3a Aa U3NbLIHAT U3nckBaHusTa Ha MNonutukata. C gpyrn gymu, uenta Ha gBata AOKYMEHTa
e Ja ocurypv eJMHCTBO 3a npasuna v npoLeaypu Kak yyactHuumTte B uHppacTtpyktypata Ha EBPOTPBCT
N3MNbIIHABAT CBOUTE 3a4bJPKEHNSA U OTTOBOPHOCTW.

OcHoBHaTta pasnuka mexgy NonutukaTta un lNpaktukaTta e, Ye YaocToBepsiBalLms opraH ¢ efHa

npaKTI/IKa MOXXe Aa nogabpxXa HAKOJIKO MonuTrKK, N3non3saHn 3a pasnnyHn NpunoXxXeHna nnn ¢ pasnnyHo
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NPUNOXHO noJie 3a pa3fimyHn ﬂ,OBepHBaLLl,I/I ce CTpaHu.

1.5.4 JWULUE 3A KOHTAKT U NPOLIEAYPU 3A OONOBPEHUE HA NPAKTUKATA

Jlnueto, KoeTo B3ema pelleHWss OTHOCHO W3NbiiHeHWe Ha [llpakTuka npwu npegocTtaBsHe Ha
kBanudunumnpaHm ygoctoseputenHun ycnyrn“ (CPS) n oTroBaps 3a HEMHOTO yrpaBneHne e U3MbITHUTENHUS
aunpektop Ha ,EBPOTPBCT TEXHOIBIXKUNC* ALL.

JJIpaKkTMka npuv npegoctaBsaHe Ha kBanuduumpanu ygoctoBeputenHm ycnyrn® (CPS) e
paspaboTeHa oT eknn Ha EBPOTPBCT u e onobpeHa ot CbheeTa Ha [Qupektopute Ha EBPOTPBCT.

Bcsaka Bepcus Ha [MpakTnka npu npegoctaBsHe Ha KBanuduumpaHy yaoCcToBepUTENHN ycryru“ e
B cuna 4o MOMeHTa Ha ogobpeHune n nybnukysaHe Ha HoBa Bepcus. Beska HoBa Bepcus ce paspaboTsa
ot cnyxutenu Ha EBPOTPBCT n cneag ogobperne ot CbeeTa Ha ampektopute Ha EBPOTPDBLCT ce

ny6nukysa.
1.6 ONPEOENEHUA N CbKPALLUEHUA
1.6.1 OMNPEQOENEHUA
Ceptudmkauma — [locTaBuUMK Ha YyOOCTOBEPUTENHM YCIyrm MOXe Ada nofydnm cTraTyc
.KBannduumpaH‘ 3a onpegeneH nepuwog B cbotBeTcTBMEe ¢ PermameHt (EC) Ne 910/2014, cnep

npeMunHaBaHe Ha yCreLleH O4MT 3a NPOoBepka Ha CbOTBETCTBME OT akpeauUTUpaHW NpoBepsiBaLLmM NnLa;

[aHHu 3a BanuaupaHe - [laHHn, KOMTO ce n3nonsear 3a BannanpaHe Ha enekTpoHeH nognnc nnn

€J1eKTPOHEH ne4ar,

Banuaupate - [poueca Ha npoBepka 1 NOTBbPXKAaBaHe Ha BanuAHOCTTa Ha eNeKTPOHEH Noanuc

W neyar;
[DaHHn 3a npgeHTndmkauma Ha nuua - Habop oT gaHHM, KOMTO MO3BonsiBaT Aa Ce YCTaHOBM
MOEHTMYHOCTTA M CaMOJSIMYHOCTTA Ha OU3NYECKO MU HOPUAMYECKO Nuue, UM Ha u3ndecko nuue,

npencTaBnsBaLlo PUOANYECKO NULE;

JaHHM 3a cb3gaBaHe Ha eJiIeKTpOHeH noanuc - YHUKanNHW gaHHW, KOUMTO Ce u3nonssaTt oT

TVITyJ'IFIpFl Ha €N1eKTPOHHUNA NoANnncC 3a Cb3aBaHETO Ha EJIEKTPOHEH NOoAMNUC;

DoBepsBawm ce ctpaHu (Relying Parties) - ®usnyeckm unu opyvanyecks nvua, KouMTo ca
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agpecat Ha €eJNieKTPOHHU WU3ABNEHUA Wnm nOpyru I/IHd)OpMaLI,MOHHI/I obektn u ce aosepsaBaTt Ha

ypocTtoBeputenHute ycnyrm Ha EBPOTPBCT,;

HocTaBuuMk Ha kBanucduumpaHm yaoctoBepuTtenHu ycnyru — [1ocTaBunK Ha yaAOCTOBEPUTENHU
ycnyru, KOMTO NpPeaoCcTaBst e4Ha UNn noseye KeanuuuumpaHn yagocTOBEPUTENHN YCIyrn U € Nofyyun

kBanudpuumnpanusa cu ctatyT ot OpraHa no Hag3op;

EnekTpoHeH BpemMeBM neyart — [laHHM B eneKkTpoHHa (hpopma, KOMTO CBBbP3BAT APYrM AaHHWU B
eneKTpoHHa popMa C KOHKPEeTEH MOMEHT BbB BPEMETO M NPeACTaBnsBaT AOKa3aTencTBo, Ye NocneaHnuTe
OaHHU ca CblUeCTByBann B CbOTBETHUS MOMEHT U € udgageH B cbotBeTcTBMe ¢ PernameHT (EC) Ne
910/2014;

EnekTpoHeH neyvar - [laHHM B eneKkTpoHHa copMa, KOUTO ce A06aBAT KbM APYrM AaHHW B
enekTpoHHa hopma UK ca NOrMYecKkn CBbp3aHn C TSX, 3a Aa ce rapaHTvpaT npovaxoga v LenocTra Ha
nocneaHnTe. ENEKTPOHHMAT nevyaTt CryXu KaTo [OoKasaTencTBo, Ye AafeH eNieKTPOHEH [AOKYMEHT e

N34afeH OT PUAMYECKO NULIE U rapaHTMpa HageXaHUs MPOU3X0o4 U LeNocTTa Ha AaHHUTE;

EnekTpoHeH noanuc - [laHHW B efekTpoHHa dopMa, kKouTo ce gobaBAaT KbM OPYrX OAHHU B
eriekKTpoHHa hopMa MNn ca forMyeckn CBbP3aHN C TAX, U KOUTO TUTYMAPAT Ha eNEeKTPOHHWUS MOAMUC

n3non3Ba, 3a ga ce noanncea,

KsanudmumpaHa yaoctoBeputenHa ycnyra - Y4octoBepuTenHa ycnyra, KosTo oTroBapsi Ha

NpUNoOXUMnNTE n3nckBaHus, onpegenenn B PernameHT (EC) Ne910/2014;

KeanudumumpaHo yaoctoBepeHue 3a eneKTpoHeH noanuc — YOoCTOBEpPEHME 3a eNEKTPOHEH
NnoAanuc, KOeTo ce msgasa OT AOCTaBYMK Ha KBanuduuupaHu yooCTOBEPUTENHM YCIyrM U oTroBapst Ha

nanckeaHuaTta, npeasuaerHn B PernameHT (EC) Ne 910/2014;

KeanndumumpaH BpemeBM nevar — EnekTpoHeH BpemMeBM nedaT, KOWTO OTroBapsl Ha

nanckeaHuaTta, npeasuaerHn B PernameHnt (EC) Ne 910/2014;
KBanudunumpaH enektpoHeH neyar - KBannpuuupaH enekTpoHeH neyaT € yCbBbpLUEHCTBaH
eIeKTPOHEH neYaT, KOUTO € Cb3fafeH OT YCTPOMCTBO 3a Cb3[aBaHe Ha KBanuduumpaH enekTpoHeH neyar

N ce ocHOBaBa Ha KBanuduumpaHo yOOCTOBEPEHME 3a €JIEKTPOHEH Nneyar;

KBanudumumpaH enekTpoHeH noanuc - YCbBbLPLUEHCTBAH €EfeKTPOHEeH MoAnuc, KOWUTO e
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Ccb3gageH oT yCTpOVICTBO 3a Cb3daBaHe Ha KBanuduumpaH enekTpoHeH MOAMNUC U Ce OCHOoBaBa Ha

KBaJ'II/Id)I/ILl,I/IpaHO yaooCTOBEpEeHne 3a eNieEKTPOHHU noanncu;

KoopauHupaHo yHuBepcanHo Bpeme (Coordinated Universal Time/UTC) — Yacoso Bpeme,
CNpPsSIMO KOETO Ce M3YMCrsiBa BPEMETO B pas3nMyHUTE YacoBu 30HU. [pu Hero 3a ocHoBa ce u3nonssa

MexayHapoaHoTo atoMHo Bpeme (TAl);

OpraH 3a ogo6peHue Ha MNMonutuka (Policy Approval Authority/PAA) — OpraH, ynblHOMOLLEH

Aa onobpu, Habnoaaea v NnoaabpXxa YaocToBepuTenHaTta nonmtuka;

OpraH 3a oueHsiBaHe Ha CbOTBETCTBMETO - OpraH, KOWTO € akpeauTupaH B CbOTBETCTBUE CbC
PernameHnt (EQO) Ne 765/2008 kaTto KOMMeTeHTEH Oa M3BbpLIBA OLEHsIBAHE Ha CbOTBETCTBMETO Ha
AOCTaBYMK Ha KBanuduumpaHu yOOCTOBEPUTENHU YCNyrn M Ha NpefocTaBsHUTE OT TO3M OOCTaBuMK

KBanuduumnpaHn ygocTtoBEPUTENHN YCIyrn ¢ nanckBaHmsita Ha PernamenTt (EC) Ne 910/2014;

Mpaktuka (CPS) - NpakTnka npy npegocTaBsaHe Ha KBanuduumpaHn ygocToBEPUTENHN YCNYIX €
AOKYMEHT, CbAbp)Kall, NpaBuna OTHOCHO M3aaBaHe, cnmpaHe, Bb30OHOBsIBaHE U OTMsIHA OENCTBUETO Ha

yOOCTOBEPEHUATA, KaKTO U YCNOBUATA 3a NpeaoCcTtaBAHETO Ha AOCTbMN A0 yAOCTOBEPEHUATA,

CnucbK cbe cnpeHu u npekpateHn yaoctoBepeHusa (CRL/Certificate Revocation List) —
CnnchbKbT ChabpKa yOoOCTOBEPEHUS!, KOUTO BeYe He MOXe fa ce cuuTaTt 3a BanugHu. CRL e umdposo

noanncaH oT naagartena Ha yaoCtoBepeHUATa - yﬂ,OCTOBepﬂBaLLI,I/IFl opraH;

Cib3parten Ha nevar - KOpuauyecko nuue, KOeTo Cb3aaBa enekTPOHEH neyar;

YacteH knw4 — HM3 OT cumMBOnM, KOMTO Ce WM3MNON3Ba B anropuTtbM 3a npeobpasyBaHe Ha
MHopmMaums oT pa3bupaem B WndpmpaH Bug (KpuntupaH) unm obpatHo — OT wudpupaH B pasdnpaem
BUg (OekpuntupaHe);

My6nuyeH knoy — EQUHNAT OT OBOKKa KNOYOBe, U3MOM3BaH B acMMeETpU4Ha Kpuntocuctema,

KOWTO € JOCTBbMEH M MOXe [a ce M3Mos3Ba 3a NPoBepKa Ha eNeKTPOHEH nognuc/nevar;
TuTynsap Ha enekTpPoHeH nognuc - G13nYecko nuue, KOeTo Cb3faBa eneKTPOHEH MOAMNNC;
YpoctoBeputenHa ycnyra - EnektpoHHa ycnyra, OGWKHOBEHO MpedocTaBsiHa CcpeLly

Bb3HarpaxageHme, Koato ce CbCTOMN BbB: Cb34aBaHETO, MpoBepKaTta U BalnanpaHeTo Ha €J1eKTPOHHU

noanncun, enekTpoHHM nevyaTtn Unn enekTpoHH BpeMeBU nevaTn, ycnyrm 3a enekTpoHHa npenopb4yaHa
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nowia, Kakto 1 yaqoCtoBepeHus, CBbp3aHu C Te3n yCIyru; unmn Cb3gaBaHeETO, NpoBepKaTa 1 BanngnpaHeTo
Ha yaoOCTOBEPEHUA 3a aBTEHTUYHOCT Ha ye60a|7|T; NN CbXpaHABAHETO Ha €JIEKTPOHHU nNoAnncu, nevyatu

nnn yaooctoBepeHnd, CBbp3aHn C TE3N YCIyTu;

YpoocTtoBepeHue 3a eNeKTPOHEeH nevaT— yAO0CTOBEPEHME 3a HpuaMYecKko nuue no cunarta Ha
PernameHnt (EC) Ne 910/2014;

YpocTtoBepeHue 3a Bpeme - [laHHM B eNeKTpoHHa hopMa, KOUTO CBbP3BaT APYrv eneKTPOHHU
[aHHM KbM onpeaeneH MOMEHT OT BpeMe, NpeAoCTaBsAiK1 0Ka3aTeNncTBo, Ye Te3n AaHHW CbLuecTByBaT

KbM AageHnA MOMEHT,

ynOCTOBepeHVIe 3a eJIeKTpoHeH noanuc - EJ'IeKTpOHeH arecTaT, KOMTo CBbp3Ba JaHHUTE 3a
BanunanpaHe Ha erieKTpoHeH noanuc cC d)I/I3VI‘-IeCKO nnue 1 noTBbpXXaaBa Han-mManko UMEeTO WNun

ncesOoHVMa Ha ToBa nuLe;

YcTponcTBO 3a Cb3paBaHe Ha KBanuduumpaH efieKTpoOHeH neyar - YCTPOWCTBO 3a Cb3aBaHe
Ha KBanvduunpaH enekTpoHeH neyaTt e yCTPOWCTBO 3a Cb3[laBaHe Ha efleKTPOHEH neYat, KoeTo oTroBaps

Ha naunckeaHudaTa B PernameHT (EC) Ne 910/2014;

YcTponcTBO 3a cb3fgaBaHe Ha KBanudpumuupaH ernekTpoHeH noanuc - YCTPOMCTBO 3a
Cb3gaBaHe Ha KBanuduumpaH enekTpoHeH Noanuc e yCTPOMCTBO 3a Cb3[aBaHe Ha enekTPOHEeH Noanuc,
KOeTOo oTroBaps Ha uancksaHuata Ha PernameHTt (EC) Ne 910/2014;

YCcTpOMCTBO 3a Cb3AaBaHe Ha eNeKTPOHEH NoANuUc - YCTPOWCTBO 3a Cb3gaBaHe Ha eNeKTPOHEH
noannc e KoHdurypupaH coptyep unm xapayep, KOUTo ce M3MNon3ea 3a Cb3[aBaHETO Ha erleKTPOHEH
noanuc.

1.6.2 CBKPALUEHUA

QCP-l-gscd - lMNMonuntnka Ha KBanuuUUMpaHo ygoCTOBEPEHME, M30AAEHO HA LOPUANYECKO Nnue,

KOraTo YaCTHMS KIMHoY Ha CBBbP3aHOTO C HEro y0CToBepeHne e reHepupaH Ha QSCD;

QCP-n-gscd - lMNMonuTtuka Ha kBanuuumpaHo yaoocToBepeHune, nsganeHo Ha msmyecko nuue,

KOraTo YaCTHUSI KoY Ha CBbP3aHOTO C HEro yA0CTOBEepeHNe e reHepupaH Ha QSCD;

QSCD - YcTponCTBO 3a Cb3gaBaHe Ha KBanudumumpaH enekTpoHeH nognuc/nevar;
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NCP+ - 3acuneHa HOpMalin3mpaHa ygoctoBepuUTesiHa NOJINTUKA, KOATO BKIMKOYBA OOMbITHUTEITHN

N3NCKBaHWSA 3a KBanvduumnpaHm yaoctoBepeHust B cbotBetcTeme ¢ PernameHT (EC) Ne 910/2014

CA Certification Authority - YgocTtoBepsiBall opraH;

CN Common Name - [My6nun4yHo nwue;

CP Certificate Policy - lNonutuka 3a npefoctaBsHe Ha KBanuduumMpaHO YOOCTOBEPEHME 3a

KBaJ'II/I(bI/ILl,I/I paH eneKkTpoHeH noan nc/nevar;

CPS Certification Practice Statement - lNpakTvka npu npegocTtaBsHe Ha YAOCTOBEPUTENHMU

ycnyru;

CRL, Certificate Revocation List - CnnCbK CbC CNpeHn 1 NpeKkpaTeHn yaoCTOBEPEHMS;

DN, Distinguished Name - OTnmMunTenHo nme Ha cybekT, BNncaH yaoCTOBEPEHUETO;

Enhanced key usage - PaswunpeHun Luenu 3a n3non3sBaHeTo Ha Kro4a;

FIPS, Federal Information Processing Standard - ®epepaneH ctaHgapTt 3a obpaboTka Ha
NHpopMaums;

HSM, Hardware Security Module - XapayepeH kpuntorpadckun mogyn;

Issuer — N3paTen;

LDAP, Lightweight Directory Access Protocol [lpoTokon 3a onpocTeH AOCTbM A0 PErNCTbY;

OID, Object Identifier - UgeHTUdUKaTop Ha 0beEKT;

PKCS, Public Key Cryptography Standards - Kpuntorpadckm ctaHaapT 3a npeHoc Ha ny6nuyeH
KITHoY;

PKI, Public Key Infrastructure - UHdpacTpykTypa Ha nyGnuyHUA Koy - CbBKYMHOCTTa OT

xapayepa, codTyepa, nepcoHana, gokymeHTaumata B EBPOTPBLCT 3a cb3gaBaHe, M3nonsBaHe,
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ynpasiieHne n npoBepka Ha nagaBaHn yaoCTOBEPEHUA 3a €IEKTPOHHU noanucu/neyarTu;

RA, Registration Authority - Peructpupaly opran;

RSA, Rivest-Shamir-Adelman - Bug acumeTtpuyeH kpuntorpaddCku anropuTbM 3a Cb3gaBaHe Ha

eNeKTpOHEeH noanuc;

SHA, Secure Hash Algorithm - CurypeH xeww-anropMtbMm 3a U3BnmMyaHe Ha xel-uaeHTndukaTtop;

SSL, Secure Socket Layer - CurypeH kaHan 3a npefasaHe Ha AaHHW;

SMIME, Secure Multipurpose Internet Mail Extensions - [1lpoTokon 3a cuUrypHo npegaBaHe Ha

€J1EKTPOHHA noLla npe3 MHTepHeT;

2 OTroBOPHOCT 3A NMYBJIMKYBAHE U XPAHUJTULLIE

2.1 XPAHUIIULUIE

My6nnynmaT pernctop Ha EBPOTPBCT npeactaensBa xpaHumuLle, B KOETO Ca pasnofioXeHu
aKTyasnHu 1 NpeanLwHN BEPCUN HA eNEKTPOHHN LOKYMEHTU (B TOBA YMCIIO akTyarnHu Bepcum Ha ,lonuTtuka
npw NpeaocTaBsHe Ha KBanMuuMpaHo YAOCTOBEPEHME 3a KBanMULMpaH eNekTpoHeH nognuc/nevat” u
.[1pakTMka npu npefoctaBsAHEe Ha KBanuduuupaHu YAOCTOBEpPUTENHWM ycnyrn®), npegHasHayeHu 3a
MoTpebutenute, ygocToBepeHna Ha YOoctoBepsiBalwmsi opraH, [loTpebutencku yaocToBepeHus,
Cnucbum cbe cnpeHn n npekpateHn ygoctosepeHus (CRL) n gpyra nHdopmauus.

XpaHnnuiieTo ce ynpaensea u koHTponupa ot EBPOTPDBCT.

Bcuykn notpebutenn n goBepsiBalim ce CTpaHu Mmat NoCTOSHEH AOCTbN A0 uanaTta nHdopmauns
B XpaHUNMLEeTO Ha agpec: https://www.evrotrust.com. OrpaHnyeHns nmart goBepsaBaLmMTe Ce CTPaHu, HO
Te ca CBbp3aHu OTHOCHO C AOCTbNBAHETO €ANHCTBEHO 3a yOOCTOBEPEHUATa Ha NoTpebuTtenuTe, 3a KOMTO

nyGrUYHUS JOCTBIM € OrpaHNYEH.

2.2 NYBJIMKYBAHA NHO®OPMALIUA

My6nu4HMAT perncTbp € AoCTbNEH Ha agpec: https://www.evrotrust.com/.
W3papeHuTe kBanuduumpaHm yoocToBepeHUs ce cbxpaHsaBaT B 6a3a gaHHn Ha EBPOTPBCT.
[ocTbn [0 Te3n ygoCTOBEPEHUA MOXeE [ja Ce OCbLLEeCTBsBa MO online NpOTOKON 3a NpoBepKa Ha cTaTtyca

Ha uspgageHuTe ygoctoBepeHus B peanHo speme OCSP (Online Certificate Status Protocol).
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3a online NnpoBepka Ha AaHHW OT perncTbpa € Heob6xoanMMO N3MNON3BaHETO Ha NoaxoasLLl codTyep
(OCSP-knneHT nnu goctbn npes MHTepHeT-cTpaHuLaTa Ha JoCcTaBymKa.

MpoBepka Ha n3ganeHn keanudurumpaHn yaoctosepeHnsa Moxe aa 6bae HanpaseHa u B Cnvcbka
CbC cnpeHn u npekpateHn ypoctoBepeHus (CRL), konmto ce nybGnvkyBa Ha WHTEpPHET canTa Ha

EBPOTPBLCT n ce ocbBpemeHsiBa Ha Bcekn 3 (Tpu) vaca.

2.3 YECTOTA HA NYBJINKYBAHE

HokymeHTaumnaTa, BknoyBawa Monutuka m lMpakTuka npu npegocTaBsHe Ha KBanuduuupaHu
yAOCTOBEPUTENHN YCNyrK, crnopasymeHusi, obpasuu, pbKoBOACTBa 3a paboTta C  eneKkTpoHeH
nognuc/neyat, goknagu ot ogutu n ap., usgageHa ot EBPOTPBCT, ce nybnukyBa Ha cTpaHuuaTa Ha
EBPOTPBCT B nHTEpHET HE3abaBHO NPW BCsiKa akTyanu3auus.

OnepaTnBHUTE yOOCTOBEpPEHUs Ha YAocToBepsiBalmnsa opraH ce nybnukyBaT He3abGaBHO npu
BCHAKO U3gaBaHe Ha HOBW yOOCTOBEPEHMS.

AkTyanusauua Ha nybnuyHusa Peructbp € uv3gageHuTe notpebuTtencku KeanvduuupaHu
YyAOCTOBEPEHUS Ce OCbLUECTBSIBA aBTOMATUYHO U He3abaBHO cnep nybnnkyBaHe Ha BCAKO HOBOM34aneHo
BanuaHo yaoCTOBEPEHMeE.

AkTyanusauma Ha Tekywms ChnuMcbk CbC CrnpeHn u npekpateHn ypoctoBepeHnsa (CRL) ce
OCblLUECTBsIBA aBTOMATM4YHO Ha He noBe4vye oT 3 (TpU) 4aca wnn HeszabaBHO creg OTMSAHA UMK

CI'II/IpaHe/B'b306HOB$IBaHe Ha BannMaHoO yaoCToBepeHHne.

2.4 [AocCTbN A0 NYBIUKALUU

EBPOTPBCT npegnara AUpEKTOPUnHK yCryrm 3a MHpopmaumsTa CbXxpaHsiBaHa B XPaHUULLETO
(ny6rimyHua pernctsp), kato ocurypssa HTTP/HTTPS n OCSP 6asupaH gocTbn.

JocTbnbT A0 MHopmauusTa B XpaHUNMWETo He ce orpaHudaBa oT EBPOTPBLCT, ocBeH no
nckaHe Ha Tutynspsa/Cb3gaTensi U caMo NO OTHOLLEHWE Ha HErOBO BannaHO M34adeHo KBanvguumpaHo
YAOCTOBEpPEHNE.

WHdopmauuaTa, nybnvkyBaHa B xpanunuweto Ha EBPOTPBCT, e pgoctbnHa MNOCTOSIHHO

(24/7/365), ocBeH B crnyvanTe Ha cbbutns, n3BbH KoHTpona Ha EBPOTPBLCT.

3 WAEHTUPUKALINA U NMPOBEPKA HA CAMOJIMYHOCT

3.1 WUMEHA

B KBaJ'II/ICbVILI,I/IpaHI/ITe yOOCTOBEPEHNA CE M3NON3BaT BCUYKKU NPUNOXUMMU UMEHa unn pgpyru
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naeHTndukaropu, srknouBankm ASN.1 ngeHTndmkatopu Ha obexT.

M3nckBaHusATa 3a MMeHaTa B yOOCTOBEPEHUSATa Ca KakTo e noco4veHo B [Npenopbka ITU-T X.509
unun IETF RFC 5280 n Ha ETSI EN 319 412. [onycka ce umeHaTta ga 6bgat B cboTBeTcTBMEe ¢ Domain
Name Service (DNS), onucan B RFC 2247.

MoneTo ,Subject" B yaocTtoBepeHMETO ChabpKa HaMMeHoBaHNETO Ha TuTtynaps/CbhagaTens.

NmeTo n gpyrute niameuayanuaupaium 6enesu Ha Tutynaps/Coe3gartens B CbOTBETHUTE noneta
3a BCceku T1n ygoctoBepeHue ca B cboteeTcTBUe ¢ DN (Distinguished Name), bopmupalno ce cbobpasHo
crangapta X.500 n X.520.

EBPOTPBLCT moxe aa usgaea kBanuduumpaHo yaocToBepeHue Kato uanonasa ,nceBaoHnm" 3a
Aa nveHysa NoTpebuTtena camo cnea kato Pernctpupalmus opran cbbepe Heobxoammarta nHpopmaums
3a CaMOJIMYHOCTTa My U YCNELLHO ro naeHtTuduumpa.

Nmenata, BknoyeHn B Distinguished Name (DN) Ha noTpebutens umart CBOETO 3HayeHue B
6bnrapckua unu B apyr yyxg esuk. Ctpyktypata DN e ogobpeHa oT Pernctpupaluus opraH 1 3aBucu ot
BMga Ha kBanuduumpaHoTo ygoctoBepeHue u lMoTtpebutensda. DN ce cbctom OT cnegHuTe obnactu
(onucanudaTa ca B cboTBeTCTBME € Npenopbka RFC 3280 n X.520):

» none C - MexayHapoLHO CbKpalleHne Ha MMeTo Ha cTpaHata (BG 3a bwnrapus),
none CN — MbNHO/4eCcTo N3MNon3BaHo MMe Ha PU3NYECKOTO NKLIE UM Ha OpraHu3aumsTa,
none GN — co6CcTBEHO UMe Ha PU3NYECKOTO NuLe,
none SN — paMunHO nme Ha PU3NYECKOTO Nnue,
none O — HaMMeHoOBaHME Ha OpraHM3aLmaTa, KOATO NULETO NpPeacTaBnsBea,

none E - umenn agpec Ha notpebutens,

YV V V V V V

none SerialNumber — yHukaneH naeHTudunkaTop Ha on3n4eckoTo nuue,

» [pyrn noneta, KOUTO ce NOAPOOGHO ONUCaHW B MOMUTUMKUTE 3@ CbOTBETHUTE NPodunM Ha
KBanuduumpaHuTe ygocToBEPEHUS.

Tutynap/Cw3gaten ¢ yHukaneH DN B gomenHa Ha EBPOTPBCT moxe ga nma noseve oT €4HO
n3gageHn AencTBUTENHN KBanumumpaHn yaoCToBEPEHMS.

Bcsiko nsgageHo yoocToBepeHne uma yHukaneH cepueH Homep (,SerialNumber®) B gomenHa Ha
EBPOTPBLCT. KombuHauuaTa Ha noneta ,lssuer u "SerialNumber‘ rapaHtupaTr yHukanmHocTTa Ha

N34afaeHoTo yaoCToBEepPeHUE B NyONNYHUS JOMEH.

lMpoBepka 3a MOEHTMYHOCT, CbOTBETHO CaMONUYHOCT Ha:

» topuandecko nuue (Cb3gaTten Ha neyaT), ce OCbLUEeCTBsIBa Ype3 NpoBepka B CbOTBETHUTE
peructpu no npegoctaseH EVIK, cebotBeTHO BYJICTAT no peaa Ha 3akoH 3a enekTPOHHOTO ynpasneHue
(BEY). Cnucbk € nanckyeMm oKyMeHTH ce nogabpxa Ha canta Ha EBPOTPBCT B UHTepHeT;

» yNbIHOMOLLEH npeacTaBuTen Ha topugudecko nuue (Tutynsp), ce ocbliecTBABa 4Ypes

npoBepka 1 3aBepka ,BSpHO ¢ opurmHana“ n caMopbyYeH NOANUC BbpXy U3UCKYEMUTE OOKYMEHTH;
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KoraTo JOKyMeHTUTE ce nanpallat no noiiara ce n3nckea HoTapuarnHa 3aBepka Ha JOKYyMeHTUTe.

» dwmaumyecko nuue (TuUTynap), ce OCbLLECTBABA, Ype3 MNUYHO MPUCHLCTBME C JOKYMEHT 3a
CaMOJSIMYHOCT UK Ypes oThaneyeHa NpoBepka NocpeAcTBOM HOTapuarnHa 3aBepka Ha JOKYMEHTUTE.

» Korato ce nsnonsea mobunHoto npunoxeHme Ha EBPOTBPCT ce ocblecTBsIBa NpoOBEpPKA Ha
CaMOJSIMYHOCT Ha M3MYeckuTe nuua 4pes3 cuctema 3a aBToMaTu3upaHa BuaeougeHTMdukaumns dpes
NnpoBepKa Ha 3aCHET AOKYMEHT 3a CaMOSIMYHOCT W MorflydaBaHe Ha AaHHW 3a HeroBaTa BanWOHOCT OT
HauunoHanHa 6a3a gaHHu ¢ 6bArapckM OKYMEHTM 3a CaMOSIMYHOCT, KakTo 1 Ype3 BromeTpuyeH aHanuma
Ha NUUETO CbC CHUMKOB MaTepuar, nosiydeH OT HauuoHanHaTta 6asa gaHHu. Npu HeycnelwHa npoBepka
ce M3BbpLIBaA MaeHTUdMKaLMa OT onepaTtop MO cheumanHa MeTonornorns ypes BUOeOKOH(epeHTeH
pasroBop. [NpoBepkaTa Ha npeacraBMTenHaTta BnNacT Ha egHoO (pmn3nyecko nuue cnpsamMo tpuandecko ce
M3BbpLUBA Ype3 NPOBEPKaA Ha [JaHHMTE 3a BMMUCBaHMSTA B CbOTBETHUTE PErMcTpy KbM AreHuusTta no
BAMCBaHMATA.

EBPOTPBLCT wusBbpluBa npoBepka Ha [OCTOBEPHOCTTa Ha MHdopMauusita B MNOMbIHEHUTE
AOKYMEHTM, C BCUYKM 3aKOHOBO MO3BOSIEHW CPEACTBA B CbOTBETHUTE NyONNYHM perncTpu.

CnnucbK C M3NCKyeMnTe AOKYMEHTU 3a (PU3NYecKo nuue npu mnsgasBaHe W yrpaBneHue Ha

KBanuduumnpaHo ygoctoBepeHne ce nogabpxa Ha canta Ha EBPOTPBCT B uHTepHer.

3.2 MbPBOHAYAINHA PETMCTPALUA

MbpBOHaYanHaTa perucTpaumaTa BKIOYBA peauua npoueaypy, KOMTO No3BonsiBaT npeaun aa ce
uspgage ypoctoBepeHve Ha [loTpebuten, ga ce cbbepaT [aHHM 3a HeroBaTa WAeHTUMdMKALUUA.
MoTBBbPXKAEHMETO Ha TE€3WN OaHHM M3UCKBA KOHTAKT nuue B nuue ¢ npeacraBuTen Ha Pervctpupawims
opraH, HoTapuvyc WM ApPYro ONpaBOMOLLEHO NUue, NOTBbpXAaBallM HeroBata CamMOSIMYHOCT. Tasu
npoueaypa MoXe [a Ce OCbLUECTBM OTAANeyYeHo, Ypes cuctema 3a otaanedyeHa nageHtndukaums, npes
MOOMnHoTo NpunoxeHne Ha EBPOTPBLCT.

Cnen npoBepka Ha npedoCTaBeHUMTE [OaHHM W CKIKOYEH [OroBop 3a kBanvduuvpaHa
yOOCTOBEpPUTENHA YCryra, NMUETO MOoAarno WUCKaHe e BKYeHO kato [MoTpebuten Ha ycnyrute Ha
EBPOTPBCT.

3.2.1 TPOBEPKA 3A NMPUTEXXAHUE HA YACTEH KIHOY4

EBPOTPBLCT wmoxe pga npegoctaBs Ha Tutynaps/Cb3gatens ycnyrata JiokanHO  Wnn
nocpeacTBOM OTAaneyYeHo reHepupaHe Ha ABovKaTa KroyoBe.

3a u3gaBaHe wunu npogb/hkaBaHE Ha AEWCTBMETO Ha KBanvduUMpaHO YOOCTOBEPEHME €
Heobxoaumo EBPOTPBCT pa nonyyn enekTpoHHO mckaHe BbB chopmat PKCS#10. Cneundmkaunara
Ha To31 hopmaT Ha UCKaHe 3a u3gaBaHe Ha KBannuduuupaHo yaoCTOBEPEHME N3NCKBa NCKaHeTo Aa 6bae

nognucaHo ot Tutynsaps/Cbanartens, nputexasall, YacTHUS KITtou.
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3.2.2 NPOBEPKA HA UOEHTUYHOCT HA IOPUOUYECKO NIULIE

YcTaHoBsIBAHETO Ha MAEHTMYHOCTTa Ha 6bnrapcko opuanyecko nuue (CbagaTten Ha nevyar), ce
ocblUecTBsiBa OT npeacTaBuTen Ha Pernctpmpalmns opraH, Ypes npoBepka B CbOTBETHUTE PEerncTpu no
npepoctaBseH EWK, cvorBeTHO BYJICTAT no pega Ha 3akoH 3a eneKTPOHHOTO yrnpaerneHue. 3a
ObnrapckiTe LpPUaNYECcKM nuua, KOMTO He ca TbProBLM, KaKTO M 3a YyXXOeCTpaHHUTE puandeckm nuua,
3a KOMTO HE MOXe Aa ce U3BbPLUM aBTOMaTu3npaHa NnpoBepka ce NpeacTaBaT:

» CbaebHO pelueHne unu opyr AOKYMEHT, yAOCToBepsiBaly Bb3HUMKBAHETO Ha HOPUANYECKOTO
nuiue;

» [OKYMEHT, yaOCTOBEpSiIBALL, aKTyanHOTO CbCTOSIHNE Ha NMLETO;

» YHUWKaneH HauuoHaneH ngeHTudpukaTop.

CnnchbK € n3nckyemmn OKYMeHTH ce nogabpxa Ha canta Ha EBPOTPBCT B nHTepHeT.

3.2.3 YCTAHOBABAHE HA CAMOJIMMHOCT HA ®U3UYECKO JIMUE, YNMBJIHOMOLLEH
NPEACTABUTEN HA IOPUANYECKO JIMLIE

3a u3gaBaHe Ha KBanuduuMpaHoO ygocToBepeHue Ha dusmyecko nuue (Tutynsp), KoeTo e
YMbSIHOMOLLIEHO OT HOPUAMYECKO NiLe, YNTbIIHOMOLLEHUAT NpeacTaBuTen ce aesisa npef Pernctpupaiims
opraH. Y4ocToBepsiBaHETO Ha MHopMaumsaTa, KOATO Ce CbAbpXa B NPeaCcTaBeHUTe AOKYMEHTU CTaBa
ypes:

» 3aBepka ,BsipHO c opurnHana“ n camopbyeH Noanuc BbpXy AOKYMEHTUTE npepn CNyxuTen Ha
Pernctpupawyusa opras, B criydarn Ha NMMYHO NpeaaBaHe Ha AOKYMEHTUTE;

» HOTapuanHa 3aBepka Ha OOKYMEHTUTe, KOMTO ce u3npawaT no nowa o Peructpupalums
oprah;

» noanvcBaHe Ha nNPUNOXEHUTE EeneKTPOHHM dopMaT Ha [JOKYMEHTUTE C BanuaHo
yAOCTOBEpPEeHMe 3a KBanuduuupaH enekTpoHeH nognuc/neyar;

» nperneg u NOTBbPXAEHWE, Ype3 U3MNon3BaHe Ha crneumanusavpaHo MOOWMAHO unu Apyro
npunoXeHve W crned M3BbpLEeHa HagnexHa uaeHTudpukauns Ha npeactaBnABawoTo nuue wu/unu
topugmyeckoto nuue ot cnyxuten Ha EBPOTPBCT, kakto M 4ype3 npoBepka Ha BNMCBaHUATA Ha
npeacTaBuTenHaTa BnacT B opuumanHn peructpu (kbM AreHumnsara no BNUCBaHUATA).

C npoBepkaTa Ha MOEHTUYHOCTTa Ha IPUANYECKO NuLe ce Lenu a ce Aokaxe, Yye Nno Bpeme Ha
pasrnexgaHe Ha 3asiBKaTa lopuaMYecKOTO nuue CblUeCTBYBa M 4Ye MnpeacTaBnsaBawoTo nvue, Koeto
KaHOuMaaTcTBa 3a KBanuduuupaHo YAOCTOBEpeHWe npuTexasa npeacTaBuTenHa BracT ga nowvcka

n3gaBaHeTo.
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3.24 YCTAHOBABAHE HA CAMOJINYHOCT HA ®U3SUYECKO JIMLE

YcTaHoBsiIBaHe M NpOBEPKa Ha CaMOSIMYHOCTTA Ha dumsmyecko nuue (TUTynap) ce ocblUecTBABa
OT npeactasuten Ha Peructpupawua opraH. WpgeHTudwukaumara Moxe [ga ce U3BbpWKM U
aBTOMaTM3upaHo, Ypes oTaarneyeHa nposepka.

3a ycTaHoBsIBaHe W MpoBepka Ha CaMOSIMYHOCTTa Ha U3MYEcKo nuue ce u3uckeBa To Aa
npencraBsm JOKYMEHT 3a CaMOSINYHOCT.

Dr3nYecKoTOo NnuLe NOTBbPXKAABa JOCTOBEPHOCTTA HA AAHHUTE, Ypes:

» CaMOpPBYHO NOCTaBEH NOAMNUC BbPXY OJOKYMEHTUTE Npes CryXuten Ha Pernctpupaliuns opra,
B Criyyan Ha NNYHO nNpefaBaHe Ha JOKYMEHTUTE;

» HOTapuanHa 3aBepka Ha JOKYMEHTUTE, KOUTO ce umanpawaT no nowa go Peructpupawyms
oprah;

» nMoAnucBaHe Ha MNPUNOXKEHUTE EeNEKTPOHHW OOKYMEeHTUTe C BanuaHO YAOCTOBEpPeHue 3a
KBanuduumnpaH enekTpoHeH noanmc no cmmcbna Ha PernameHT (EC) Ne 910/2014;

» nperneg n NOTBbPXAEHWE, Ype3 U3Mof3BaHe Ha crneuuanuaMpaHo MOOWUMHO wunu Apyro
npunoXeHue 1 cnej n3BbplUeHa HagnexHa naeHTndmrkaumnsa Ha omMsn4eckoTo nuue asToMaTU3npaHo unu
ot cnyxuten Ha EBPOTPBLCT.

CnuncbK € M3nckyemuTe AOKYMeEHTU 3a domnsnyecko nuue (TuTtynap) npy nsgasaHe w ynpasneHve

Ha KBanuduumpaHo ygoctToBepeHme ce nogabpxa Ha canta Ha EBPOTPBLCT B nHTEpHeT.

3.2.5 TPOBEPKA OT YOOCTOBEPABALLUNA OPIAH

Cnep ycnewHa ngeHTudukaums n npoBepka ot Pernctpupallmsi opraH Ha ycrnoBusiTa 3a u3gaBaHe
UNu ynpaeneHne Ha kBanuduuMpaHO yOoCTOBepeHue, npeactaButen Ha Peructpupawmsa opraH
noTBbpXXdaBa AdaHHUTE TMped YOOoCToBepsABalMS OpraH. YOoCTOBepsiBAWMAT oOpraH nyonukysa
He3abaBHO M30aOeHOTO KBanuduumpaHo ygoctoBepeHue B [lybnuuHust pernctbp/XpaHnnuuwieto Ha
n3gageHnTe yOOCTOBEPEHNA MM CbOTBETHO B CrMCbKa CbC CMPEHM U MpekpaTeHn yOooCTOBEPEHUS
(CRL).

B EBPOTPBCT eauHCcTBEHO OnepaTMBHUAT YOOCTOBEpPsiBall, OpraH, udgan ksanuduumpaHo

yOOCTOBepeHMe 3a eNekTpoHeH noanuc/neyaT, MoXxe Aa npekpatn AeNCTBMETO Ha TOBA yA0CTOBEPEHME.
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3.3 WAEHTUOUKAUUA U TTPOBEPKA HA CAMOJIMYHOCT MNPU NOAHOBABAHE HA
KBAITU®ULIMPAHO YOOCTOBEPEHUE

EBPOTPBCT moxe ga nogHOBM BanuaHo KBanuuumMpaHo YAOCTOBEPEHME, YaCTHUAT KIoY 3a
KOWTO € NepcoHanunanpaH BbpXxy yCTPOMCTBO 3@ CUIYPHO Cb3haBaHe Ha MOAMUC N KOETO He € NMpPeKpaTeHo
B CpoOKa My Ha BanungHoCT, NO [Ba Ha4uHa:

» KaTo 3anasu reHepupaHaTta ABOWKa KIoHOBE 3a TeKyLoTo yaocTtoBepeHue (Renewal);

» KaTo reHepvipa HoBa ABoWka Kkniovose (Re-key).

YaocToBepeHue ce NOAHOBSIBA 3a ChllaTa ABolKa acMmeTpuyHu kntovose (Renewal) Ha TekyLwoTo
yooctoBepeHue Ha Tutynaps/Ce3gatensa, ako wuHgopmauuaTa 3a  Tutynaps/Cesgatenda B
yOOCTOBEPEHNETO, KOETO Ce NOAHOBSBA, € MAEHTUYHA C Tasn B TekyLwoTo. Camo nepnoabT Ha BanngHocT
B MOAHOBEHOTO YOOCTOBEPEHUE € PAa3fIMYEH OT TO3M B TEKYLLOTO.

EBPOTPBLCT pgonycka MHOrokpaTHO NogHOBSABaHE Ha KBanuuuupaHoTO YAOCTOBEPEHME KaTo
3anasBa TekylaTa ABorka kntoyose (Renewal), HO npenopbYyBa Ta3u NpakTuka ga ce orpaHu4vaBa C uen
[a ce Hamanu pucka oT KOMNPOMETMPAHE Ha YaCTHUS KITHOM.

MogHOBEHOTO yOOCTOBEPEHME NMA pa3fnyeH NybniMyeH KoY U HOB Nepuog, Ha BanungHocT, KaTo
yaoctoBepeHaTa UHdopmaums 3a Tutynapa/Cov3gartens ce 3anasea.

Cnen nogHoBsiBaHe TEKyLWOTO KBanvduuMpaHO YAOCTOBEPEHWE HE Ce MnpekpaTsiBa U OcTaBa
BanNuOHO B CPOKa My Ha BanmngHoOCT.

3a ngeHTMdUKaumMs 1M nNpoBepka Ha caMomnuYHOCT Ha Tutynap/Cb3garten Ha kBanuduumpaHo
yOOCTOBEPEHME, KOETO CE MOAHOBSIBA, HE Ce M3MCKBA TAXHOTO JIMYHO MpuUCbCTBME B Peructpupalyms
opraH Ha EBPOTPBCT.

Mpn HacTbNUNM npomeHn B WHopmaumaTa 3a Tutynaps/Cb3gatens Ha KBanuduumpaHo
yAOCTOBEpPEHMNE, TEeKyWOoTo yaocToBepeHne He ce nogHosaBa. EBPOTPBLCT wspaBa HOBO
KBanuduunpaHo yaoCTOBEPEHME, KaTo criedBa NMbpBOHaYanHa naeHTndukaums 1 yaqoctoBepsiBaHe Ha

aBTEHTUYHOCT U NpekpaTsBa He3abaBHO TEKYLLOTO kBanuduumMpaHo yaoCToBEPEHNE.

3.4 WOEHTUOUKALMA N NPOBEPKA HA CAMOJIMYHOCT NPU CNUPAHE HA AEUCTBUETO
HA KBAJIMOPULIMPAHO YO OCTOBEPEHUE

CnupaHe Ha BanugHocTTa Ha KBanuduuMpaHO yOOCTOBEpPEHME € YCTaHOBeHa onepaTuBHa
npaktuka Ha EBPOTPBCT u ce pasnuyaBa OT npekpaTsiBaHe MO TOBa, Ye BOAM OO0 BPEMEHHO
npeycTaHoBsIBaHe Ha yaoCTOBepUTENHaTa cvna Ha fageHo yaoctosepeHune. OT cbobpaxeHus 3a npaBHa
curypHoct EBPOTPBLCT BuHarm sAcHo oTbens3Ba cTaTyTa Ha CnMpaHe Ha BanuMaHOCTTa Ha
yOocToBepeHusTa.

EBPOTPBCT e anbxeH, 4pe3 Peructpupawms opraH, Aa crnpe AeWCTBMETO Ha BanvaHo
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yOocToBepeHue Npu NoCTbLNUIO UCKaHe 3a cnvpaHe.
EBPOTPDBLCT, upes Pernctpupallmns opraH, Bb3o6HOBsIBA aBTOMATUYHO AENCTBUETO Ha CMPSIHO
yOoocToBepeHue.
BpemeTo B cuctemmnte, CBbp3aHM CbC COMpaHe W MpekpaTsBaHe Ha YOOCTOBepeHusa ce
cuHxpoHusmnpa cnpsamo UTC noHe BegHbX Ha 24 vaca.

CnmpaHe Ha yaoCctoBepeHne, KoeTo e n3gaaeHo otaanedyeHo He ce Aonycka.

3.5 WAEHTUOPUKALUUA U TIPOBEPKA HA CAMOJIMYMHOCT MNPU NPEKPATABAHE HA
OEWCTBUETO HA KBANTU®ULMPAHO YOOCTOBEPEHUE

Korato EBPOTPBLCT, uypes Peructpuypawmss opraH wWnu cam npekpatu [OEeUCTBMETO Ha
KBanuduumpaHo yaooCTOBEpPEHME, TOW OTpassiBa ToBa B MOAAbPXaHWTE OT Hero 6asuM gaHHuM C
KBanuduumpaHm yogoctoBepeHus n nyonmkyBa OTMEHEHNsI CTaTyT Ha YAOCTOBEPEHNETO CBOEBPEMEHHO,
HO He No-KbCHO OT 24 Yaca cnef kato 6bae nonyyeHo nckaHeto. OTMAHaTa cTaBa BanuaHa BegHara crej
kaTto 6bae nybGnvkyBaHa.

Mpn npekpaTtaBaHe npe3 mobunHoto npunoxexHne Ha EBPOTPBCT, npoBepka 3a MOEHTUYHOCT

He ce U3BbpLUBa, NpeaBua HaNMYMeTo Ha 4OCTbN Ha TUTYNAPSA A0 CbOTBETHATa PYHKLUMOHANHOCT.

3.6 WAEHTU®UKALUUA U NMPOBEPKA HA CAMOJIMYHOCT CJIE[L NPEKPATABAHE
OEWCTBUETO HA KBANU®ULMPAHO YOOCTOBEPEHUE

MonuTtukata u npakTukata npu nNnpegoctaBsHe Ha KBanMuumMpaHu YAOCTOBEPUTENHU YCNyrn Ha
EBPOTPBCT He gonyckaT nogHOBABaHe Ha KBanuduumpaHo ygoctoBepeHune ypesd Renewal nnu Re-key
cnepa npekpaTsaBaHeTo My.

Tutynapat/Cb3gatenaT Ha npekpaTteHo KBanvduumpaHo YAOCTOBEpEHWe MOoXe Aa Mnoucka
n3gaBaHe Ha HOBO yOOCTOBEPEHMUE.

EBPOTPBLCT, upes Peructpupalums opraH, M3MbiHsBa MbpBOHA4YanHa uaeHTudukaums wu
npoBepka Ha caMofM4YHOCT Ha Tutynsaps/Cb3gaTtens, ako TOWM 3asiBM HOBO yaocToBepeHue. Takaea
npoBepka He Ce M3BbpLUBA, ako MNOTPebMTenAT 3asBsBa M30aBaHETO Ha HOBO KBanvduumpaHo

yOOCTOBEPEHME OT MOOUIMHOTO NPUNOXKEHNE, B KOETO MMa aKTUBEH Npodun.
4 ONEPATUBHU USNCKBAHUA
EBPOTPDBLCT, upes Peructpmpalumsi opraH, B paMKUTe Ha ckntodeH [loroBop 3a kBanuduumpaHm

yaooCTOBEPUTESTHKN  yCnyrn, npenoctaBA crnegHuTte onepatMBHU npouenypmn 3a KBaJ'II/ICbVILI,I/IpaHI/I

yOOCTOBEPUTENTHU  yCnyrn, NpUNoOXnMn KoM KBaJ'IVI(*)I/IU,VIpaHI/ITe yOoCTOBEPEHNA 3a €ENEeKTPOHHU
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noanucu/nevaTu:

» perncrpaums Ha UckaHe 3a nsgaBaHe Ha kBanuduumpaHo yaoCTOBEPEHUE;
06paboTka Ha uckaHe 3a usgaBaHe Ha kBanuuuupaHo yaoCTOBEPEHNE;
n3gaBaHe Ha KBanuuumpaHo yaoCTOBEPEHME;
npegasaHe Ha NoTpebuten Ha n3gageHoTo KBannuUUUpaHo yaoCTOBEPEHME;
nogHoBsBaHEe Ha KBanuguuupaHo yaoctoepeHue ypes “Renewal’;
nogHoBsIBaHe Ha KBanuduuupaHo ygoctosepeHue ypes “Re-key”;

CI'II/IpaHe/B'b306HOB$IBaHe nencTene Ha KBaJ'IVICbI/ILl,I/IpaHO yaoocTtoBepeHne;

YV V. V V V VYV V

npekpaTsBaHe Ha KBanuduuMpaHo Y4OCTOBEPEHME;

WckaHeTo 3a peructpaumnsa Ha lMoTtpebutenn Ha kBanuduumpaHn yoocTOBEPUTENHU YCIyrn ce
nogasa 4o PerucTtpupalums opraH oT dU3NYECKN, HOPUANYECKA UMM YMBIIHOMOLLEHM Nvua U BKMAOYBA
cnegHaTa UHdopMaums:

» NbIHO HaumeHoBaHWe Ha Tutynaps/Cb3gaTend unu Ha ynbrAHOMOLLEH NpeacTaBuTen Ha
IOPUANYECKOTO NNLLE;

» [pokasaTericTBa 3a npegcraBuTernHa BnacT Ha Tutynsaps cnpsamo Cb3gatens;

» wunaeHtndpumkatopu: EMK (nepcoHaneH nageHtndmkalumMoHeH HoMep) 1 ap.;

» noLleHCKn agpec Ha nuvueTto (cTpaHa, obnacT, MOLWEHCKM Koh, rpag wunu ceno, Homep Ha
crpaga, ume Ha ynuua unu keapTan, TenedoH, Homep Ha dakc);

» uWMenn agpec;

» BWA Ha UCKaAHOTO KBanuuumpaHo yaoCToBepeHue, B3eManku npeasus npegHasHavyeHneTo
Mmy;

» unpeHTuduKaTop Ha nonutMkaTa 3a ygocToBepsiBaHe, Bb3 OCHOBa Ha KOATO Ce u3gaea
yAOCTOBEPEHNETO;

» Hanuume Ha YacTeH KoY, CbOTBEeTCTBALY, Ha Ny6nNuYeH Kniov;

»  nybnuyeH Knou;

» [onbrHUTENHa MHpopMaums, 3asiBeHa 3a BKIN0YBaHe B y4OCTOBEPEHNETO, KakTo 1 AonycTuma
HenoTBbpAeHa TakaBa;

» nognuceaHe Ha [loroBop 3a KBanuduumpaHu YOOCTOBEPUTESNTHWM YCAYyrM W cbrhacue
ycnosusTa Ha lNonutukata mn lNpakTukata npu npegocTaBsHe Ha KBanuuuupaHu yaoCTOBEPUTENHU
ycnyrm ot EBPOTPBCT.

MckaHe 3a n3gaBaHe Ha KBanuuumpaHo yaqoCTOBEPEHME MOXE Aa ce NofaBa U Ype3 MoOOUnHOTO

npunoxexHne Ha EBPOTPBCT. B 1031 crniyyai ropHUTE U3MCKBaAHUSA He ce npunarat

TI/ITyJ'IFlp/C'bS,EI,aTeJ'I UM ynbJIHOMOLLEH MNMpeacTaBUTENT HAa HOPUOANYECKOTO NUUe MOXe Oa 3adBU

NOOHOBSIBaHE Ha KBanMWUUMpaHO YAOCTOBEpeHue Mpu cbbrogaBaHe Ha BPEMEBUTE OrpaHUYeEHUs,
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N3NCKBaHNA N yCrNoBus 3a NOAHOBSIBAHE.

MogHoBsiBaHETO Ha  kBanuduuMpaHo  yOOCTOBepeHWe  3anasBa uMHdopmaumdara  3a
Tutynaps/Cb3gatens unu ynbiaHOMOLLEHOTO NuLE OT TEKyLOTO yAOCTOBEPEHME, KaTO B NOOHOBEHOTO
yAOCTOBEpPEHNE Cce NMPOMEHS nepmoga Ha BarvaHoCT.

lMNogHoBsIBaHe Ha kBanuULUMpaHO YAOCTOBEPEHME, KOETO He e BUno npekpaTeHo B nepuoga My
Ha BanUAHOCT, MOXe Aa Ce U3MbIHM MO ABa HauyuHa:

» 3anasBa ce reHepupaHara [BoWKa KIno4oBe 3a TeKyLoTo yaoctoBepeHune (Renewal);

» reHepupa ce HoBa ABolka kntodose (Re-key).

lMogHoBsiIBaHE He ce Aonycka 3a KeanuduumpaHu yaoCTOBEPEHUS, n3gageHn otaaneyeHo, ypes

MOGUNHoTO NpunoxeHne Ha EBPOTPBCT.

WNckaHe 3a npekpaTsaBaHe Ha KBanuduumpaHo ygoctoBepeHue ce nogasa oT Tutynap/Ce3gaten
N yNbHOMOLLEH NPeACTaBUTEN Ha IOPUANYECKOTO N1LEe Ha MACTO Npu PerncTtpupalumsa opraH nunm no
€NeKTPOHEH MbT.

EBPOTPBLCT npekpataBa n3gageHo OT HEro yaoCTOBEPEHME MPU:
CMBPT UK NOCTaBsHe nog 3anpeweHne Ha Tutynap/Cow3gaTen;
npekpaTaBaHe Ha npeAcTaBuTenHaTta BrnacT Ha Tutynsapsa cnpamo Cb3patens;
yCTaHOBSIBaHe Ha HEBEPHW AaHHMW MpW U3gaBaHe Ha yaOCTOBEPEHNETO;
CTaHana BMocneacTB/e HeBspHa yaoCcToBepeHa MHopMaLuus;
npv NpoMsiHa B yAOCTOBepeHa BeYve nHpopmaumsa Ha Tutynap/Ceagaten;

KOMnpomMeTnpaHe Ha YaCTeH KITHoY;

YV V. V V V V V

3abaBsiHe B 3annawaHeTo Ha Ab/MKMMO Bb3HarpaxaeHue;

» UCKaHe 3a npekpaTsaBaHe oT cTpaHa Ha Tutynap/Cow3aarten, cnea kato EBPOTPBCT ce ysBepu
B CaMOIIM4HOCTTa UM U B NpeAcTaBuTENHaTa BracT Ha Cb3gaTens.

Mpn npekpaTsiBaHe OT MOOWIHOTO MNPUIOXEHME Ce MNpUEeMA, Ye MCKAHETO € HamnpaBeHO C

aKTUBMpaHe Ha CbOTBETHaTa (PYHKLMOHANHOCT. B TO3n criyyai npekpaTsiBaHETO ce M3BbpLUBA

He3abaBHO.

Ycnyrute no ynpaereHne Ha npekpaTsaBaHe U CnupaHe Ha AeWCTBUETO HA yOOCTOBEPEHME Ca Ha
pasnorioXXeHne A4EHOHOLWHO, 7 AHM B cegmMuuaTa.

BpemeTo B cuctemnte, CBbp3aHM CbC CNUpaHe W MNpekpaTsBaHe Ha yOOCTOBEPEHUS ce

cuHxpoHunsmnpa cnpsamo UTC noHe BegHbX Ha 24 vaca.
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4.1 YNOTPEBA HA KBATIMGULIMPAHO YOOCTOBEPEHUE U JBOUKA KINIOYOBE

4.1.1 OTNOTPEBUTENU

MoTpebutenute Tpabea Aa M3NonN3BaT YaCTHUTE KINOYOBE U CbOTBETHUTE MM KBanuduumpaHu
YAOCTOBEPEHMS:

» B CbOTBETCTBUE C TAXHOTO NpeaHa3HayeHuve;

» CaMO B paMKUTE Ha CpoKa Ha TsixHaTa BanuaHoCT;

» KOrato ygoCTOBEPEHMETO e CrpsiHO, NoTpebutenaTt He TpsabBa Aa 13non3Ba YacTHUS KoY,
ocobeHo 3a cb3aBaHe Ha eneKkTPOHeH noanuc/neyar.

OTFOBOpHOCTTa 3a U3MNoJ3BaHEeTo Ha YaCTHUA KITHOY € Ha T|/|Tyr|$|p$|.

4.1.2 OT AOBEPABALLU CE CTPAHU

[loBepsiBaLMTE Ce CTPaHW, BKIOYMTENHO onepaTopuTe B Pernctpupaluus opraH, Tpsibea aa
“3non3eat NyerMYHUTE KIYoBE M CbOTBETHUTE UM YAOCTOBEPEHUS:

> B CbOTBETCTBME C TAXHOTO NpeaHa3HayeHue;

> caMmo cref NpoBepka Ha TEXHWUSA CTaTyC U NpoBepKa Ha eNeKTPOHHUS NoAnuC Ha
YaoocToBepsiBalLmsi opraH, u3gan yaoCTOBEPEeHUETO;

> [0 OTMsIHa BanuAHOCTTa Ha AafieH KIov;

> KoraTo yOoOCTOBEPEHMETO e CrpsiHO, AoBepsiBallaTa ce cTpaHa He TpsibBa Aa npuema

Ny6INYHUA KoY.

4.2 NOAHOBABAHE HA KBAJIM®ULMPAHO YOOCTOBEPEHUE (RENEWAL)

MogHoBsiBaHe Ha kBanuduumpaHo yooctoBepeHne ¢ Renewal o3HavyaBa nogmsiHa Ha BanuMgHo
yOoCTOBEpEHME ¢ HOBO, 6e3 ga ce NpoMeHs1 CbLUeCcTBYBaLLlaTa MHpoOpMaLmMsa B HEFO, OCBEH HOB CEPUEH
HOMEP M HOB CPOK Ha BanuaHOCT.

MogHoBsiBaHE ce M3BbpLIBA CaMO B paMKMTE Ha CPoOKa Ha BanNUOHOCT Ha akTyasnHo
yaoctoBepeHue. To Tpsibea aa 6bae npedwecTBaHO OT PErncTpMpaHe Ha MCcKkaHe 3a MOoAHOBsIBaHE B
nogxoasdiwa dopma, npmeTta n ogobpeHa oT onepartop B Permctpupaly opraH, npoBepeHa MAEHTUYHOCT U
KOPEKTHOCT Ha No4ageHOTO NCKaHe.

MogHoBSAABaHe Ha M3gageHo oTAaneyeHo, Nnpe3 MOOUMHOTO NpUNOoXeHMe yaOCTOBEPEHME, He ce

fonycka.
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4.3 W3OABAHE HA KBANIM®ULIMPAHO YIOCTOBEPEHUE C FTEHEPUPAHE HA HOBA
OBOWKA KNIOYOBE(RE-KEY)

HoBa agBovika kntoyoBe ce reHepupa ot EBPOTPBLCT, B cnyyauTe korato Bede permcrpupaH
notpebuTen noucka ga My ce reHepvpa HoBa [BOWKa Kro4oBe UnNn HOB NnoTpebuTten nogage nckaHe 3a
reHepupaHe Ha [BOWKa KrtoyoBe. [eHepMpaHeTO Ha HOBa [BOWMKa KIO4YOBE Ce CbNbTCTBA C U3[4aBaHe
HOBO KBanuuumnpaHo yaoctoBepeHne, NoTBbpKAABaLLO NPUTEXAHNETO HA HOBOCH34a4eHaTa Kro4yoBa
O BOVKa.

EBPOTPBLCT wnHdopmupa npegsaputenHo notpebutenute cu no vMmenn Ham-manko 14 gHu

npeaon n3Ttnv4aHe Cpoka Ha BaniMaHOCT Ha n3gageHo yaoCctoBepeHmne, Korato ToBa € Bb3MOXKHO.

WckaHeTo 3a nogHOBsIBAHE Ha KBanMUUMpaHO YAOCTOBEPEHME, Ype3 eneKkTpoHHa 3asiBka ce
yOoOCTOBepsiBa C enekTpoHeH nognuc/medart, CbOTBETCTBAW, Ha BanuMAHO YOOCTOBEpeHue Ha
Tutynap/Cbv3gaten nnm ynbiiHOMOLLEH NpeacTaBuUTeN Ha PUOANYECcKoTO nuue.

B cnyyan, 4e ygocToBepeHMETO, KOETO Ce MNOoOHOBSIBA € C W3TEeKbll CPOK Ha BanuOHOCT,
Tutynapat/Cbe3gatenaT unu ynbIHOMOLLEHOTO OT Hero nuue TpsAbea Aa nocetn nNuyHo Pernctpupaluns
opraH Ha EBPOTPBCT.

lMogHoBSAABaHe Ha YyOOCTOBEpPeHWs, U3gadeHu oThanevyeHo, ype3 MOOWUMHOTO MNpUMoXeHue Ha
EBPOTPbBLCT, He ce gonycka.

Tutynapat/Cw3gartenat unm ynbiaHOMOLLEHOTO OT HEro fnuue, MoXe Aa Bb3pasu, ako U3gaaeHoTo
yOOCTOBEPEHME CbAbPXKA TPELUKM UM HEenbinHOTU, B 3 (TpUOHEBEH) CPOK OT nybnukyBaHeTo My B
pernctbpa. EBPOTPBCT ru oTcTpaHsBa, Ypes nsgaBaHe Ha HOBO KBanuduumpaHo ygoctosepeHue 6e3
3annallaHe Ha Bb3HarpaxaeHue, OCBEH ako ce AbJhKaT Ha NpeaocTaBsHe Ha HeBepHU AaHHu. [Mpu nunca

Ha Bb3paXkeHne ce CMsiTa, Ye CbAbPKAHMETO Ha KBanMULMPaHOTO YAOCTOBEPEHME e NPUETO.

4.4 NPOMAHA B KBAJTIMPULIMPAHO YOOCTOBEPEHUE

MpomsHa B kBanudUUMpaHo yaAOCTOBEPEHNE O3HAYaBa MPOMsiIHA B CbAbpXKaHMETO Ha AaHHWUTE
BbB Beye u3gageHo 1 nybnvkysaHo kBanuduumpaHo yaoCToBepeHne 3a enekTpoHeH nognuc/neyar. Mpu
NpoMsiHa B KBanNMULUMpaHO yoOCTOBEPEHUE Ce M3NCKBA 3a4bIPKUTENHO reHepvpaHe Ha HoBa [BOMKa
KrroYoBe.

MpomsiHaTa ce TpeTUpa MO CbLUMS HAYMH, KaKTO UM M3gaBaHETO Ha HOBO KBanuduumMpaHo

yaoocTtoBepeHue.
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4.5 CINWPAHE U NPEKPATABAHE HA KBAITU®ULIMPAHO YOOCTOBEPEHUE

CnupaHe n npekpaTsaBaHe Ha BanuAHOCTTa Ha KBanuuuMpaHO YAOCTOBEPEHME CE U3MbIIHABA
camo npe3 nepuoga Ha BanuaHOCT Ha ygocToBepeHneTo. CnupaHeTo BoAW A0 BPEMEHHO CnvpaHe Ha
OEencTBMeTo Ha yaoctoBepeHmneTo. MNpekpatsaBaHeTo Boau 40 6€3B13BpaTHO CNUpaHe Ha AEUCTBUETO Ha
YAOCTOBEPEHNETO.

Ako ygoctoBepeHue 6bae npekpaTeHo cneq nbpBOHa4YanHOTO akTUBMpaHe, To rybu BanuaHocTTa
Ch OT MOMEHTa Ha npekpaTdBaHe W HEroBUSAT CTaTyC He MoXe fa O6bae Bb3CTAHOBEH MPU HUKAKBU
obcTosTencTaa.

Ako EBPOTPDBLCT cnpe nnu npekpatn kBanuduuupaHo yooctoBepeHue, ToM pernctpupa tasm
npomsiHa B cBodATa 6asa AaHHW C KBanuuuupaHu yaoctoBepeHns un nybnukysa OTMEHEHUS CTaTyC Ha
yAOCTOBEPEHNETO CBOEBpPeMeHHO. CnnpaHeTo Unu NpekpaTaBaHeTo cTaBaT BanuaHu BegHara crnep kaTo
yaoctoBepeHneTo 6bae nybnvkyBaHO B XpaHWMULLETO.

Ycnyrmte no ynpaefeHne Ha npekpaTsaBaHe U CnupaHe Ha AeWCTBMeTO Ha KBanuduuupaHo
yAOCTOBEPEHME ca Ha pasnorfoXeHne JeHOHOWHO, 7 AHW B cegMuuaTa.

CnvpaHe Ha yOoCTOBepeHus, MU3gafdeHu oTAaneyeHo, npe3 MOOMITHOTO MNpUNoXeHWe Ha
EBPOTPBLCT, He ce gonycka.

451 OBCTOATENICTBA 3A NPEKPATABAHE HA KBAJIM®ULIUPAHO YOOCTOBEPEHUE

EBPOTPBLCT npekpaTtsiBa n3gageHo oT Hero ksanudumumpaHo yaoCcToBepeHme, Npu Hannime Ha
crnegHvTe XMnoTesu:

» KoraTo uHdopmMaumaTa, BNnucaHa B YAOCTOBEPEHMETO Ce € NMPOMEHUNa;

» KoraTo MMa MOAO3peHue, Ye YaCTHUAT KoY, CBbp3aH C NyGnnMyHMS KoY, CbabpXal, ce B
YAOCTOBEPEHNETO € KOMNPOMETUPAH;

» noTtpebutensT pewwn ga npekpatu goroeopa ¢ EBPOTPBLCT;

» CMbBPT Unmn noctaBsaHe noj 3anpelleHve Ha Tutynapsa/Co3gaTens;

» npekpaTsaBaHe Ha npeAcTaBuTenHaTa Bnact Ha Tutynapsa cnpamo Cbh3agaTens;

» korato [loTpebuTensaT He oOTroBapss Ha W3MCKBaHMATA Ha npuetata [lonutuka 3a
yAoCTOBEpsiBaHe;

» ako YgocToBepsiBalmMs opraH npekpaTtu 4enHocTTa Cu;

» ako [loTpebutenat Ob/KM Heu3nnaTeHu TakCcuM 3a NpeaocTaBsHW  KBanuduvumpaHm
YAOCTOBEPUTENHN YCIyri;

» KOraTo HageXOHOCTTa U CUrypHOCTTa Ha YacTHUSA KN4 Ha YOOCTOBepsABalUMSA OpraH e
HapyLleHa;

» «korato [MoTpeGuten, KOWTO € CryXuUTen Ha efHa opraHusaumsi npekpatu gorosopa cu 3a
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pa60Ta N HE BbpHE M3nosi3BaHaTa valnTorpachKa KapTa, Ha KOATO Ce CbXpaHABa yAOCTOBEPEHNETO U

CbOTBETHUNA YaCTEH KI1Ho4.

4.5.2 MNPOLEONYPA 3A NPEKPATABAHE HA KBAJIMOULIMPAHO YOOCTOBEPEHUE

45.2.1 [lMpoueaypa 3a npekpaTsaBaHe Ha KBanuduumpaHo yaoCcToBEpeHUe Ha KpaeH noTpeburen

MpekpatsBaHe AENCTBMETO Ha KBanuUUUUpaHO YAOCTOBEpPEeHWe Ha kpaeH notpebuten ce
npegxoxga oT nojaBaHe Ha uckaHe 3a npekpartsBaHe npen Peructpupawms opraH Ha EBPOTPBCT.
MckaHeTo 3a npekpatsaBaHe Ha YyO4OCTOBEPEHME MOXe [a Ce peructpupa erniekKTpoHHO, camMoO Korato
Tutynaps/Cb3gartens nma (gpyro) BanvaHO M OCTBLIHO 3a Non3saHe KBanuuumpaHo yaocToBepeHne
3a enekTpoHeH nognuc/neyart. B npoTuBeH cny4an ce npaBW WCKaHe Ha MSACTO Nped oTopusmpaH
onepartop npu Peructpupalums opraH.

Bcako uckaHe 3a npekpatsBaHe Ha ygocTtoBepeHue TpsAbBa Oa cbabpXa HeoCcnopumu

JoKasaTesicCTBa 3a NOoTBbpXAeHWe Ha nNpeKpaTAaBaHETO.

Mpoueaypata 3a npekpaTaBaHe Ha KBanurumMpaHo yaoCTOBEPEHME Ce U3BbPLUBA, KaKTo criefBa:

» OtopusnpaHnat onepatop B Pernctpupawunsa opraH HesabaBHO, 6e3 ga uageHTuduumpa
notpebuTens, cnupa 4eNCTBUETO Ha yOOCTOBEPEHMETO;

» Pernctpupalumar opraH CTporo crieaBa U3nckBaHudaTa 3a ngeHTudunkaumns n yctaHoBsiBaHe Ha
aBTEHTUYHOCT Ha TuTynaps/Cb3gartens unu ynbiaHOMOLLEH NPeAcTaBUTEN Ha PUONYECKOTO nuue u
npuynHUTE 3a npekpatsasaHe. [py HeobxogumocT TuTynapat/Cb3gatensat unv YNbHOMOLLEHUAT
npeacTaBMTEN Ha IOPUOMYECKOTO NUUE nocewaea nNudHo Peructpupawms opraH Ha EBPOTPDBCT 3a
nocneggalla npoBepka Ha MOEHTUYHOCTTA, PECMNEKTUBHO CaMOSIMYHOCTTa Ha noTpebuTens;

» Cnepn ycnewHO yaocToBepsiBaHE Ha aBTEHTUYHOCTTa Ha Tutynapat/Cb3gatenat unu Ha
YNbSIHOMOLLEHUAT NPeAcTaBUTEN Ha PUAMYECKOTO nuvue, Permctpupawmsa opraH nogasa 3asBka o0
onepaTMBHUSA YAOCTOBEpsiBall, OpraH 3a npekpaTaBaHe Ha ygoctoBepeHue. Cnep noTBbpXaeHuwe oT
YpoctoBepsBalLms opraH ce U3NbiHsaBa MCKaHeTO 3a NpekpaTsaBaHe Ha yOOCTOBEPEHMETO;

> lMNpn HeycnewHa wnaeHTUUMKaUMA W MNpPOBEpPKa Ha YCoBusTa 3a MpekpaTsBaHe,
Pernctpvpawuar opraH OTXBbpSi MCKAHETO 3a npekpaTsBaHe Ha yaoCTOBEpeHMeTo U He3abaBHO
nssectaBa Tutynapat/Cb3gatensat Unu ynbiHOMOLLEHUST NPeacTaBuTen Ha pUANYECKOTO nuue 3a
npu4MHUTE 3a TOBA;

» [loTpebuten, ¢ OTXBBLPIIEHO UCKAHE 3a MpekpaTsiBaHe Ha KBanuuumpaHo yAOCTOBEpPEHME,
MOXe Ja nojaje HOBO MCKaHe 3a npekpaTaBaHe Ha yOOCTOBEPEHUETO, Cnef KaTo OTCTpaHu NocovYeHnTe
NpUYMHK 3a OTKa3a;

» Cnep npekpaTtsiBaHe Ha yaoctoBepeHneto, EBPOTPBCT, upes cBost YoocToBepsiBaLly, OpraH,

He3abaBHO nyGnvMKkyBa npekpaTeHOTO yaoctoBepeHne B Cnucbka CbC CAPEHU W MpeKpaTeHu
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yooctoBepeHus (CRL), kaTo nsgasa HoB CNUCHK,;
» Cnen npekpatsiBaHe Ha kanudwuuupaHoTo ypoctosepeHne, EBPOTPBCT yBegomsBa

Tutynsaps/Cb3gaTtenst Ha NPeKpaTeHoTo YAOCTOBEPEHME.

Mpw n3nonseaHe Ha MOGUHO NPUMOXEHWNE, Ce NPUEMA, Ye UCKAHETO 3a NpekpaTsiBaHe e Hanuue,
korato MoTpebuTensT e akTMBMpan cboTBeTHaTa (OYHKLMOHAMHOCT, yCTaHOBEHA B NPUNoXeHneTo. B To3n

criyyan ropHuTe npoueaypu He ce npunarar.

I'IperaTeHo yoocTtoBepeHmne Ha TVITyJ'IFlpFl/C'b:%,EI,aTeJ'IFl He noaneXxun Ha Bb30OHOBsIBAHE WNU Ha

nogHoBABaHe.

4.5.3 TPATUCEH NEPUO[ HA NMPEKPATABAHE HA KBAJINOULIMPAHO YOOCTOBEPEHUE

Mpeou ga cnpe OencTBMETO Ha BanuaHoO kBanuduumpaHo ygoctosepeHne EBPOTPBCT, ypes
cBosi Peructpupall opraH, cnupa ernCTBMETO Ha YAOCTOBEPEHUETO 3a rpaTUCEH Nepuo 0 YTOYHABaHe
Ha NPUYMHUTE 3a CMpPaHEeTO, HO He NO-AbJSIro OT 72 Yaca.

B pamkute Ha T03M nepuog EBPOTPBLCT o6paboTBa UCKaHETO 3a npekpaTsiBaHe Ha
KBannuumnpaHoTo yooCTOBEPEHME.

paTnceH nepuog He ce Jonycka Npu oTganeyeHo nsgageHn yaoctopepeHus. Te ce npekpartasar

He3abaBHoO.

4.5.4 OHNAMH NPOBEPKA HA CbCTOAHMETO HA YOOCTOBEPEHMUE

EBPOTPBLCT ocurypsiBa kBanuduumpaHa ycriyra 3a npoBepka Ha CbCTOSHUETO Ha U3fjageHuTe
yAOCTOBEPEHNS B peanHo BpeMe. Tasu ycnyra ce u3BbplUBa Bb3 OCHOBa Ha [1poTokon 3a oHnauH
npoBepKka Ha cTaTyca Ha yaocTtoBepeHune (OCSP), onncaH B RFC 2560. M3nonssaHeTo Ha OCSP paea
Bb3MOXHOCT fa ce npuaobue nHdopmaunsa 3a CbCTOSAHUETO Ha ygocToBepeHusTa, 6e3 ga ce manckea
nposepka B CNNCBbK CbC cnpeHun 1 npekpateHn ygoctosepenusi (CRL).

OCSP ycnyraTta reHepupa OTroBop, ocHoBaH Ha 6a3a gaHHu. OCSP oTtroeopa € BanuaeH o 7
OHW. 3a ga ce nogaobprka NpaBUIHOTO M3NbIIHEHWE Ha cucTemarta, oTroBopute Ha OCSP ca kewwmpanm
3a nNpeaBapuUTeNnHO onpeaeneHo Bpeme (0OMKHOBEHO He NMOBeYe OT HAKOJSIKO Yaca).

lMpoBepka Ha cTaTyC Ha yaocToBepeHue B pearnHo Bpeme no OCSP npoTokon Moxe Aa ce U3nbiiHu

npe3 MHTepHeT, Ha cTpaHmuata Ha EBPOTPDBCT: https://www.evrotrust.com.
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45,5 OBCTOATENCTBA 3A CIMMPAHE HA KBAJIMOULIMPAHO YOOCTOBEPEHUE

EBPOTPBCT, upes cBost onepaTtuBeH YgoctoBepsiBaly opraH (,Evrotrust RSA Operational CA®),
cnupa OeNCTBMETO Ha BanuaHoO y4OCTOBEPEHME NPU OnpeaesnieHn yCrnoBus.

EBPOTPBLCT npeanpvema He3abaBHM JENCTBMSA NO UCKAHETO 3a CNUpaHe Ha YOAOCTOBEPEHNME.

3a BpemMeTo, npe3 KOeTo yAOCTOBEPEHMETO € CNpsHO, TO Ce CYMTa 3a HEBanuMAHO M BCUYKM

€NeKTPOHHN noanucu/neyaTw, npoBepsAaBaHN C TOBa yAOCTOBEepeEHNE Ca HEeOENCTBUTENHM.

45.6 TMNMPOUEAYPA 3A CIMMPAHE W BbB3OBHOBABAHE HA KBAJIMOULUUPAHO
YOOCTOBEPEHUE

CnupaHe 0encTBMETO Ha KBanuuumupaHo yaoCTOBEPEHWE ce npeaxoxaa OoT perucTpmpaHe Ha
nckaHe 3a cnupaxe npeg Pernctpupalimnsa opran.

» WckaHeTo 3a cnupaHe Ha yaoCTOBEpPEHUE MOXe Aa ce perncTpmpa no enekTpoHeH NbT unun aa
ce nogage Ha xapTus npeg oTopuaupaH onepatop Ha Pernctpupawums oprad Ha EBPOTPDBCT.

» WckaHeTo 3a cnvpaHe Ha yaoCTOBepeHue, No eNeKTPOHEH MbT Ce YAOCTOBEPSiBaA C €NeKTPOHEH
noanuc/neyar, CbOTBETCTBALL Ha BanuaHo yaoctoBepeHune Ha Tutynaps/Co3gatens.

» OtopusnpaHnat onepatop B Pernctpupawunsa opraH HesabasHO, 6e3 ga uageHTuduumpa
notpebutens, cnuMpa QOeNCTBMETO Ha  KBanuduumpaHoTo ygoctoBepeHue. CnupaHeTo Ha
YAOCTOBEPEHNETO Ce M3BLPLUBA, Ype3 BPEMEHHOTO My BnucBaHe B Cnncbka CbC CNPEHN U NpekpaTeHn
yaoctoBepeHus (CRL).

» PernctpmpawuaTt opraH He MOXe ia OTXBbprisi UICKaHe 3a CriMpaHe.

» Cnepg cnupaHe Ha ygoctoBepeHve, EBPOTPBCT, upe3 cBosi onepaTnBeH YO0OCTOBEpSsiBaLL
opraH HesabaBHO nybnukyBa CNpsiHOTO yaocToBepeHne B Cnmucbka Ha CNpeHu W npekpaTeHu
ypocTtoBepeHns (CRL), ype3 nsgasaHe Ha HoB CnNmUCHK.

Cnen cnupaHe Ha ygocTtoBepeHne, EBPOTPDBCT HesabaBHo yBegomsaBa Tutynsps/Cb3gaTens

Ha CNpsAHOTO KBanuduuupaHo ygoctoBepeHue.CnvpaHe n Bb306HOBABaHE Ha KBanuduumpaHm

YAOCTOBEPEHUS, N3AafeHn oTaaneyeHo, npes MobunHOTO NPUINoXeHNe, He ce Aonycka.

4.5.7 TPATUCEH NEPUOA HA CINMNPAHE HA KBAJIMOULIMPAHO YOOCTOBEPEHUE

EBPOTPBLCT cnupa penctsumeto Ha KBanuduumpaHo YOOCTOBEpPEHME 33 eNleKTPOHEH
nognuc/neyat 3a rpaTmMceH nepuod A0 YTOYHSIBaHEe Ha NpUYMHUTE 3a CIMPAHETO, HO He NOo-AbNro OT 72
yaca.

paTnceH nepuopn Ha crnvpaHe Ha KBanuuuupaHn yaocToBepeHus, usgageHun otganeyeHo, npes

MOOWNHOTO npunoxexHwe, He ce aonycka.
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4.5.8 Bb30OBHOBABAHE JENCTBUETO HA CNPAHO YOOCTOBEPEHUE

EBPOTPDBCT Bb306HOBABA AENCTBMETO Ha CMPSIHO YyOOCTOBEPEHUE:
» cnep kaTto oTnagaHe OCHOBAHWETO 3a CnupaHe, npean Aa u3tede nepvoga Ha cnupaxe;
» N0 nckaHe Ha TuTynsaps, cneg ussicHsBaHe Ha NPUYUHUTE 3a NOUCKAHOTO CnnpaHe;

Cnen Bb30o6HOBSABaHE Ha yaocTtoBepeHune, nocnegHoTo ce CH1UTa 3a OEeNCTBUTESTHO.

4.6 TPOBEPKA HA AKTYAJTHOTO CbCTOAHUE (CTATYC) HA KBAJIMGULIMPAHO
YOOCTOBEPEHUE

MHdopmauusa 3a cbCTosHMETO Ha yaoctoBepenus, nsganeHn ot EBPOTPBCT moxe aa 6bae
nony4yeHa B Cnucbka CbC cnpeHun u npekpateHn ygoctoBeperust (CRL), nybnukyBaH Ha camta Ha
EBPOTPBLCT B uHTepHeT n upe3 [NpoTokona 3a OHMarH NPOBEpPKa Ha CTaTyca Ha ygoCTOBEpeHusTa
(OCSP).

YpoctoBepuTenHuTe ycryrn 3a npoBepka Ha ctaTyca Ha KBanvduuupaHuTe yOOCTOBEpPeHUs ca

AOCTBLMNHU B pexunm 24/7/365 (HenpekbcHATO AencTBaLlN).

4.7 TNPEKPATABAHE HA OIOBOP 3A KBAIIM®ULIUPAHN YOLOCTOBEPUTEJIHN YCIIYTU OT
NOTPEBUTEN

[oroBopbT 3a kBanuduumparnn ygoctoseputentu yenyrm mexagy EBPOTPBCT u NoTtpebuten ce
npekparsiBa:

» cneg mM3TMYaHe Ha Cpoka Ha BanMAHOCT Ha MNOCNeAHOTO M3gafdeHo KBanuduumpaHo
yAOCTOBEpPEHME 1 NOTPEOUTENAT He e Npeanpuen 4enNcTBUS, 3a Aa akTyanuampa CBOeTo KBannuduumpaHo
yAOCTOBEPEHWE;

» KoraTo KBanuduumpaHoOTO yaocToBepeHve e 6uno npekpateHo K noTpebutens He e
npeanpuen OencTsns No nsgasaHe Ha Apyro yaoCTOBEPEHMe.

» npw 3aKkpmBaHe Ha npodun Ha [NoTpebuTten oT mobunHoto npunoxeHne Ha EBPOTPBLCT. B
TO3M CriyYan BCUYKM U3gageHun ksanuduunpaH yaoCcToBepeHNs ce npekpaTtasar.

5 KOHTPOJ1 HA PUBNYECKATA U OPTAHU3ALIMOHHA CUTYPHOCT

5.1 KOHTPOIJ1 HA PUSUHECKATA CUTYPHOCT

Mepkute npeanpueTn no oTHoweHne Ha umsmdeckaTa 3awmuta Ha EBPOTPBCT ca enemeHT ot

paspaboTteHata n BHegpeHa B EBPOTPBCT Cucrema 3a MHpopMaumMOHHa CUIYPHOCT, CbOTBETCTBALLA
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Ha n3nckBaHuaTa Ha ctaHgapTa ISO/IEC 27001:2013 n ISO/IEC 19011:2011.
Mepkute cBbp3aHu C dum3nyeckaTa 3aliuTa Ha WMHMPOPMAUVMOHHUTE AAHHW, TEXHONOTrMYHUTE

CUCTeMun, noMeLeHnATa 1 CBbp3aHUTE C TAX nogabpXKaln CUCTEMN Ca HACOYEeHU KbM npeaoTBpaTdBaHe

Ha:

» HepaspelleH A0CTbM, HaHaCsHe Ha WeTn U HaMeca B ycnoBusTa Ha paboTa;

» 3aryba, Bpegu unm KOMnpoMeTupaHe Ha pecypcu;

» KomnpomeTupaHe wunu Kpaxba Ha wuHdopmauma unm cpeactea 3a obpaboTka Ha
WHopmMaLmsaTa.

NHdbpacTpykTypaTa Ha AocTaByMKa e pm3ndeckn 1 normyeckn obocobeHa 1 He ce n3nonssa npu

Apyrn genHocTn, konto ,EBpoTpbeT TexHonbmpkmc ALl ocblyecTssBa.

5.1.1 NOMELWIEHNA N KOHCTPYKLIUA HA MOMELLEHUATA

EBPOTPBLCT pasnonara cbC cneumanHo KOHCTPyMpaHo 1 06opyaBaHO NOMELLIEHNE C Hal-BUCOKA
CTENEH Ha KOHTPOI Ha hM3NYECKN JOCTBN, B KOETO Ce NoMeLLaBaT Y40CToBepsiBaLY, OpraH Ha AOCTaB4YMKa

N BCUYKMTE LEHTPANHN KOMMNOHEHTN Ha MHAppacTpyKTyparTa.

51.2 OUNYECKUAT OOCTbI

duanyeckata CUrypHOCT Ha CUCTEMUTE 3a M3gaBaHe M ynNpaBrieHMe Ha YOOCTOBEPEHMS e
cbobpaseHa C U3NUCKBaHMATA Ha MeXAyHapOAHW CTaH4apTU 1 NPenopbKAU.

3a obopyaBaHeTo B 3alMUTEHOTO U um3onupaHo nomeweHne Ha EBPOTPBLCT e ocurypeHa
dusnyecka HENPUKOCHOBEHOCT. Mima ABY(aKTOpeH KOHTPON Ha [OCTbMa U AEHOHOLWHA BbOpbXeHa
dumsnyecka oxpaHa. He e nossoneH uanyeckn OCTbN OO KPUTUYHOTO obopyasaHe 3a noseyve ot 30
(TpuaeceT) MMHYTU Ha noceweHne. He e no3BoneH AocTbn Ao wkada ¢ obopyaBaHeTo Ha noseye OT 2
(oBe) oTopuamnpanmn TexHudeckn nuua Ha EBPOTPBLCT. Becekn goctbn A0 NOMELLEHUATA C KPUTMYHA
NH(pacTpPyKTypa ce OOKYMEHTMpPa B CNeELMantu XXypHanwu.

3awmTtarta Ha crpagata Ha EBPOTPBCT e peanmsnpaHa oT HEBLOPBbXKEHa 24-4acoBa oxpaHa. B
nomeweHuata Ha EBPOTPBCT wma Cuctema 3a anapmeHa curHanmsaumda, Cuctema 3a
BngeoHabnogeHne, CurHanHo-m3sectutenHa cuctema n Cucrema 3a KOHTPON Ha gocTbna.

B EBPOTPBLCT oducute Ha Pernctpupaiumnte opraHm ca o060cobeHmn n otaeneHn ot octaHanute
nomeLeHns. CbOpbXKEHM Ca C TeXHMKA, NOo3BoNsBaLla 6€30nacHO CbXpaHeHWe Ha LaHHU U JOKYMEHTMW.
JocTbnbT A0 Te3n 30HM Ce cneau u orpaHudaBa OO OTOPM3MpaHyM Nuua, CBbp3aHM C AEWHOCTTa Ha
Pernctpupawua opraH (onepatopu Ha Peructpupalymsa opraH, CUICTEMHU agMUHUCTPATOPU) N TEXHUTE

KITMEeHTN.
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5.1.3 CBbXPAHEHME HA HOCUTENWN HA 0AHHU

Bcuukn HocuTenu CbabpXalin cochyep, apxmBn Ha [JaHHU WK OOUTHa VIH(*)OpMaLI,VIFI ce
CbXpaHABaT B OrHEyrnopHa Kaca B cneunanHo apxmBHO NnomMelleHne C BbBeOeH KOHTPOIT Ha AOCTbII. B

nometleHneTo ¢ apxmsa Ha EBPOTPBCT mnma nsrpageHa cucrema Ha pusnyecka un normyecka sawmra.

5.1.4 W3XBBLPIAHE HA OTNAABLUUTE

XapTneHnte n enekTpPoHHW HOCUTENW, CbObPXally eBeHTyarnHO 3Haduma WHdopmauusa 3a
curypHoctta Ha EBPOTPBCT, cnea nstuyaHe Ha onpefeneHns CbriacHo BbTPELLHUTE NpaBuna nepuog,
Ha CbXpaHeHue, Ce YHULLIOXKaBaT B cneuunanHm yCTPONCTBa 3a Hapsa3BaHe.

Hocutenute Ha nHcdopmaumsa 3a kpuntorpadckute kntodose u NMUH/MYK Homepa, nanonssaHu 3a
TAXHOTO CbXpaHeHue, ce pasgpobsaBaT ¢ NnoaxoasaLwm yctponctea. ToBa ce oTHacsl 3a HOCUTENUTE, KOUTO
He NO3BONSABaT OKOHYATESHO 3annyaBaHe Ha CbXPaHEHU JaHHU N TAXHOTO MOBTOPHO M3MNON3BaHe.

B onpegenenn cnydaun, nHpopmaumaTa OT NPEHOCMMM HOCUTENN Ce YHULLIOXKaBa, Ype3 U3TpusaHe

N popMaTUpaHe Ha yCTPOMCTBOTO 6e3 Bb3MOXHOCT 3a Bb3CTaHOBSABAHE.

5.2 OPrAHM3ALMUOHEH KOHTPOI1

Bcuukm npoueaypw, Kacaewm curypHocTTa npu M3gaBaHe, agMUHUCTPUPaAHE U U3Mon3BaHe Ha
KBanuduumpaHm yoocToBepeHus 3a KBanuduuupaH enekTpoHeH noanuc/meyar, ce M3nbhHaBaT oT
nosepeH nepcoHan Ha EBPOTPBLCT.

EBPOTPBCT nogaobpxka goctatbyeH 6pont kBanuduuMpaHu CRY>XUTENW, KOUTO BbB BCEKU
MOMEHT OT OCbLUEeCTBABaHE Ha [AeWHOCTTa My [a ocurypsiBaT CbOTBETCTBME C AEWCTBALLOTO

3aKOHOAATENICTBO U BbTPELLUHWUTE NpaBunia u HOPMMK Ha OPYKECTBOTO.

5.2.1 OOBEPEHM POJIN

MogpobHo pasnpegeneHve Ha yHKUMUTE U OTFTOBOPHOCTUTE Ha MepcoHana e pasnMcaHo BbB
BbTpewHute pokymeHTn Ha EBPOTPDBCT: ANbXHOCTHM XapakTepUCTUKW, LWATHO pasnucaHve wu
CbOTBETHU BbTPELLUHN OnepaTUBHM NpoLeaypu.

PasnpegensHeTo Ha yHKUMUTE Ce OCbLLECTBSABA MO TakbB HauuH, Ye ga 6bae cBedeHa Ao
Bb3MOXEH MUHUMYM OMACHOCTTa OT KOMMPOMETUPaHe, U3TUYaHe Ha KoHdUaeHLnanHa nHcopmaumnsa nnm

Bb3HMKBAHE Ha KOHC*)J'II/IKT Ha UHTEepEeCH.
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5.2.2 WU3UCKBAHWUA 3A PASOENAHE HA OTTOBOPHOCTUTE

[oBepeHnte genHocTtn Ha nepcoHana Ha EBPOTPBCT ce nanbnHseaT OT pasnuyHn nuua.

5.3 KOHTPOI1 HA NMEPCOHAINA

MepcoHanbT Ha EBPOTPBCT Cce CbCTOM OT AoCTaTbyeH OpOM BUCOKO KBANUMUUUPaHWN CRY>XUTENN.
Jlnuyara, n3BbpLUBALLN AOBEPEHN ponNu nMaTt HeobxoammaTa npodecmoHanHa noaroToBka N ONUT, KOETO
rapaHTupa crnasBaHe Ha U3UCKBAHWATA 3a CUIYPHOCT U TEXHUYECKM HOPMU 3a OLEHKa Ha CUrypHOCTTa.
MpodecnoHanHMTe no3HaHuA B obnactta Ha WMHAPOPMALMOHHUTE CUCTEMW, KpunTorpadusta wu
WMHpaCcTpyKTypaTa Ha NybrnyHMTE KNOYOBE [AaBa Bb3MOXHOCT Ha CRYXUTENUTE C SJOBEPEHU ponu na
N3NbIHABAT KA4YECTBEHO CBOUTE CNYXXEOHU 3aabimKeHMs.

Cnyxutenute Ha EBPOTPBCT npemuHaBaT nepuogudHO Mpes3 KypcoBe 3a Nocnensallo
AONbINHUTENHO O0ydeHMne, OTroBapsLLlO Ha CbBPEMEHHUTE M3MCKBaAHUS B obractute Ha AENHOCT Ha
EBPOTPBLCT.

5.3.1 U3UCKBAHUA 3A OBYYEHUE HA NMEPCOHAJIA HA EBPOTPBCT

[MepcoHanbT, KOUTO M3MbNHABA (PYHKUMUTE U 3agadvvTe, NpousThyalLm OT HeroBaTa 3aeToCT B
EBPOTPBLCT unu 3aetoct B Pernctpupalumsa opraH (Npy Hanuyme Ha BbHLWeEH Peructpupall opraH)
TpsibBa ga npeMunHe npes cnegHuTe oby4veHus:

» [paktvka npu npegocTaBAHe Ha KBanuuuuMpaHn yOooCTOBEpUTENHU —ycryrn® ot
L,LEBPOTPBCT TEXHONBIXXNC* AL;

» llonuTuka nNpu npegocTaBsHe Ha KBanuduUMpaHO YOOCTOBEepeHwe 3a KeanuduumpaH
enekTpoHeH nognuc/neyat” ot ,EBPOTPBLCT TEXHOJTbAXKNC* ALL;

» pasnopenbu, npoueaypv 1 AOKYMeHTaums, CBbp3aHa CbC 3aeMaHaTa pons;

» TEexHOnormm 3a CWUrypHOCT W npouedypy CBbp3aHW CbC CUFYpHOCTTA, W3MNOM3BaHW OT
YpoctoBepsiBalmnsa opraH n Peructpupallmsi opran;

» cucTeMeH codTyep Ha YOocToBepsaBalLunsa opraH u Permctpupallmsi opran;

» OTrOBOPHOCTW, NPOU3TMYALLM OT PONN N 3aa4n, U3NbIHSABAHN B CUCTEMATA,;

» npoueaypw, MU3NbfHSABaHW NPW OTKa3 Ha cuctemaTa WM NpeKkbCBaHe Ha OEeNHOCTUTE Ha

YpocToBepsBaLLms OpraH.

5.4 3ANMNCU HA CBBUTUA U NOOABPXAHE HA XXYPHAIU

3a edektmBHO ynpaBneHne un QyHkumoHmpaHe Ha EBPOTPBCT, Bcuuku cbubutusa, mmawm
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CbLLECTBEHO 3HAYeHWe BbPXY CUTYPHOCTTA W HaAEXOHOCTTa Ha TexXHomnornyHata cucrtema, KOHTpona
BbpXy nepcoHana v noTpebutennte, M Bb3OEWUCTBMETO BbPXY CUTYPHOCTTA Ha NpeaocTaBsHUTE
KBanmduumpaHn yaoCcToBEPUTENHU YCNyru ce 3anvcear.

MHdopmauusaTa 3a enekTpoHHUTE XXypHarnu ce reHepupa aBToMaTUyHO.

YKypHanu Ha 3anncu Ha permctTpmpann CbonTusa ce cbxpaHsiBaT BbB (pannoBe Ha CUCTEMHUSA ANCK
3a Han-marnko 6 (wecTt) meceua. Npes ToBa Bpeme Te ca AOCTHLMHWM OHNAWH UK B NPOLEeC Ha TbpCeHE OT
BCekn otopuanpaH cnyxurten Ha EBPOTPBCT. Cnepg To3un nepmoa, 3anucuTe ce CbXpaHsiBaT B apXuBuTe.

ApxvBupaHn XypHanu ce 3anassat B NpoAbIhkeHne Ha rnoHe 20 (gBageceT) roguHu.

ApxvBBT Ce nognucea C erekTpoHeH MoAnuc/enekTpoHeH BpemMeBn neyat. Hdopmauusta ot
3anucuTte B oroBeTe MepUogudHO Ce 3anuceBa Ha (PU3MYECKM HOCUTENU, KOUTO Ce CbXpaHsiBaT B
crneuuwaneH cend, Hamupall ce B NOMELLEHNE C BUCOKa CTeneH Ha (bu3nyecka 3almuta u KOHTPOsS Ha

JocTbna.

54.1 YA3BUMOCT U OLIEHKA

EBPOTPBLCT knacuduumpa M nogaobpKa PerucTtpy Ha BCUMYKM aKTMBM B CbOTBETCTBME C
nanckeaHunata Ha ISO/IEC 27001:20013. CvrnacHo ,[lonutukata no curypHoct“ Ha EBOTPBCT ce
M3BbPLUBA aHanM3 3a OUEeHKaTa Ha YS3BMMOCT MO BCUYKM BBTPELUHW Mpouenypu, NpunoXeHus wu
NHPOPMaLMOHHN cuctemn. N3nckBaHuA 3a aHanmna MoraT, CbLO Taka, Aa 6baaT onpegeneHn oT BbHLWHA
WHCTUTYLMS, yNbIHOMOLWEeHa Aa u3sbpLusa ogut Ha EBPOTPBCT.

AHanM3bLT Ha pUcka ce U3BbpLUBA HaN-Marko BeAHBbX rogvwHo. PelleHneTo aa ce NpucTbnm KbM

aHanus ce nssbpLuBa ot bopaa Ha [npekTopute.

5.5 APXUBUPAHE

MHdopmauusaTa 3a 3HaYMMnTEe CboOUTUSA Ce apXmMBMpa B ENTEKTPOHEH BUA NEPUOANYHO.

EBPOTPBLCT apxumBupa BCUYKM JdaHHM U annoBe, CBbp3aHM C. MHPOpMaumMaTa npwu
pernctpaumsi; CbC CUrypHOCTTa Ha cUCTeMaTa; BCUYKU UCKAHUS, NOgaAeHM OT noTpebutenute; uysanara
WHopMaums 3a NOTpeduTennTe; BCUYKM KIOYOBE, M3MNOM3BaHU OT YAOCTOBEpPsiBALUUTE OpraHn u oT
Peructpupawms opraH; n udnata kopecnoHgeHuus wmexgy EBPOTPBLCT u notpebutenute. Ha
apxvMBMpaHe ca NoAJSIOKEHW BCUYKM OOKYMEHTU W OdaHHW, M3MOM3BaHM B MNpoueca Ha MNpoBepka Ha

CaMOJIM4YHOCTTA.
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5.6 MNPEKPATABAHE HA JEMHOCTTA HA EBPOTPBLCT

5.6.1 W3UCKBAHUA, CBLP3AHU C MNPEXOOA OO MPEKPATABAHE HA OEMHOCTTA HA
NOCTABYMKA

Mpeawn yoocToBepsiBalmnsa opraH ga npekpaTtu ycryrute cu, Tou € ANbXeH aa:

» yBegomu OpraHa no Hag30p 3a CBOETO HaMepeHne fa npekpaTu yCnyruTe cu, B criydan Ha Uck
3a 00aBsIBaHe Ha OPY>KECTBOTO B HECBHCTOATENHOCT, 06sBABaHE Ha APY>KECTBOTO 3@ HEAENCTBUTENHO NN
3a Opyro MckaHe 3a npekpartsaBaHe, UNK 3a 3anodBaHe Ha npoueaypa no nukeMaaumsi. YBegoMeHMeTo
cneaBa ga 6bvae HanpaBeHo 4 (4eTupu) Mecela Npean AoroBopeHaTta gaTa Ha npekpaTaBaHe;

» yBegomu (Har-marnko 4 meceua npean Toea) CBouTe NOTpeduTenn 3a peLleHneTo aa npekpaTu
NpeaoCTaBAHUTE OT HEro yCcnyru;

» MNpOMEHM cTaTyca Ha CBOUTE YAOCTOBEPEHUS;

» npekpaTu BCUYKM YOOCTOBEPEHUS Ha noTpebutenute B pamkuTe Ha obsiBeHMsI nepuog 3a
npekpaTsiBaHe Ha OeNHOCTTa;

» yBEOOMU BCUMYKM CBOWM NOTpebutenu 3a npeycraHOBsSIBAHE Ha yCryruTe;

» npaBu TbProBCKM pa3yMHU yCUnus, 3a ga ceefe 4o MMHMMYM HapyLlaBaHETO Ha MHTepecute
Ha noTpebutenure;

» uM3nnawa KoMmneHcauunm Ha notpebutenute (KomneHcaummte TpsibBa pga  Obgar
NponopuUnoHanH Ha ocTaBallus Nepuoa Ha BanuaHoOCT Ha y40CTOBEPEHMATA);

» KM3BbpLUBA HeobXxooMmuTe OencTBuUs, 3a ga moxe OpraHa no Hag3op da nogabpxa Cnucbka
CbC CrpeHun n npekpateHn ygoctosepeHus (CRL).

AKO pelleHMeTO 3a npekpaTsiBaHe Ha YAOCTOBEPUTESNHWTE YCnyrn ce OTHacsa camo Ao
PerucTtpupaluma opraH, Ton € AfbXeH ga:

» yBegomn EBPOTPBLCT 3a cBoeTo HamepeHue ga npekpatun AeNHOCTTa MO permcrpauus.
YBegomneHmeTo crniegea ga Obage HanpaBeHo 4 (4eTupu) Meceua npegu OOroBopeHaTa gata Ha
npekpaTtsiBaHe;

» npepgasa Ha npuemallms [loctaBumK UsnocTHaTa AOKYMEHTauus, CBbp3aHa ¢ notTpeburtenuTe,

BKINMKOYUTENHO apxnBa n AaHHUTE 3a O4UT.

5.6.2 MPEXBBLPNAHE HA [OEWHOCT KbM AOPYIF OOCTABYMK HA KBAJIMOULIUPAHU
YOOCTOBEPUTEJIHU YCIIYTU

3a fga ce ocurypuy HENPeKbCHATOCT Ha M3gaBaHe Ha KBanuuuupaH yaoCTOBEPUTENHM YCIyrn 3a
notpebutenute EBPOTPBCT moxe oa nognvwe cnopasymeHue ¢ Apyr kBanuduvumpaH OCTaBYMK Ha

yaoctoBeputenHu ycnyru. B tosu cnyvan, EBPOTPBCT Tpsbea aa:

Print and Edit Evrotrust Technologies Inc.. Page 39 of 65




NONUTUKA CP-
e I‘Otru St NPU NPEOOCTABSIHE HA KBANIM®ULIMPAHO YOOCTOBEPEHME 3A eI':DAS EII'D QES
KBANMOULIMPAH ENIEKTPOHEH NOAMUC/MEYAT or public use

CERTIFICATE POLICY
FOR QUALIFIED CERTIFICATION SERVICES
FOR QUALIFIED ELECTRONIC SIGNATURE/SEAL

Version — 2.3
15.05.2018

Regulation 910/ 2014
elDAS

» yBegomu OpraHa no Haa3o0p 3a HaMepPEHMETO CU, He MO-KbCHO OT 4 Mecela Npeau gatata Ha
npekpaTtsiBaHe U NpexBbpnsaHe Ha JeNHOCTTa;

» nonara BCUYKM YCUITUA U TPUKK, 32 Aa NPOABITKM ENCTBUETO Ha n3gageHuTe notpedbutenckm
yOoCTOBEpPEHUS,;

» yBegomu nucmeHo OpraHa no Haasop u MNoTtpebutenute, Ye gerHOCTTa My ce noema oT apyr
permctpmpaH OOCTaBYMK, KakTO M OTHOCHO MMETO My. YBedomreHueTto ce nybnukysa B WHTepHeT
cTpaHuuata Ha EBPOTPBCT;

» yBegomu [loTpebutennte OTHOCHO YyCroBMATaA MO NOAOPDBXKA Ha MpPexBbprieHuTe
yOOCTOBEPEHUS KbM npuemalumns JJoctaBuunk;

» TMpoMeHW cTaTyca Ha onepaTuMBHUTE YOOCTOBEPEHUS W HaAnexHo npegage uganarta
AOKyMeHTauus, CBbp3aHa C AeNHOCTTa CU Ha npuemalmns [JocTaBymk, 3aeQHO C BCUYKM apXUBW, KaKTO U
BCUYKM M3JaJeHN YOOCTOBEPEHUS (BanuaHW, NpekpaTeHn N CnpeHn);

» U3BbPLIM HeobxooumMuTe OENCTBUS 3a NPEXBbPIsiHE Ha 3aAbiDKEHUATa Mo noadpbXKka Ha
MHGopMaLmMAaTa KbM npuemawims [JoctaBuuk;

» NpexBbpnu yNpaBrieHNEeTo Ha Bede n3gageHuTe yaoCcToBepeHns 3a KpanHn notpebutenu Kkem
npuemawusa [loctaBuuk;

Mpuemawuatr [ocTtaBumk noema npaeBata U 3agbiokeHusta Ha EBPOTPBLCT c npekpaTeHa
AEeVHOCT 1 npogbikaBa Aa ynpasnsiBa akTUBHUTE KBanvduumpaHm yaoCcToBEPEHNS A0 Kpas Ha TAXHOTO
Jencraeue.

ApxvebT Ha EBPOTPBCT c npekpateH ctaTyc Tpsbsa ga 6bae npeganeH Ha [loctaByvka npuen

JenHocTTa.

5.6.3 OTHEMAHE HA KBAITU®PULIMPAH CTATYT HA AOCTABYUK UM HA KBAJTUGULIMPAH
CTATYT HA CbOTBETHA YCNYTA

Mpn oTmMsiHa Ha kBanudurumpanus ctatyT Ha EBPOTPBCT unu Ha HsAkost OT NpeaocTaBaAHUTE OT
Hero yaoCToBEpPUTENHN yCryr, TON N3BbpLLBA CNegHOTO:

» yBegomsiBa notpebutenuTe cu 3a MPOMEHEHUS CTaTyT Ha CBOUTE YCIyri;

» MNpPOMeHs cTaTyca Ha CBOUTE YAOCTOBEPEHUS;

» npekpaTsBa Aa usgasa HOBY KBanvduumpaHm yagocToBeEpPEeHUs, HO NpoAbIikaea Aa ynpasnssa
aKTUBHWUTE YAOCTOBEPEHNS A0 Kpas Ha TAXHOTO AENCTBUE;

» TnpaBu TbProBCKM pasyMHU Yycunus, 3a da ce cBefe [0 MWUHUMYM HapyllaBaHeTo Ha

MHTEepEeCcuUTe Ha n0Tpe6|/|Ter| nTe.
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6 YNPABJIEHUE U KOHTPOJ1 HA TEXHUYECKATA CUT'YPHOCT

6.1 TEHEPUPAHE N MUHCTANUPAHE HA IBOUKA KITFOYOBE HA YOOCTOBEPSABALL OPTAH

EBPOTPBLCT reHepupa gsonkn kpuntorpadckmn (RSA) kntoyoBe Ha 6a30BMst U Ha onepaTUBHUA
YaocToBepsiBallun opraHu KaTo uanonaea xapayepHa kpuntocuctema (HSM/Hardware Security Module) ¢
HMBO Ha curypHocT FIPS 140-2 Level 3 unu no-sucoko, cbotBeTHo CC EAL 4+ unu no-B1coko.

EBPOTPbLCT mnsnonasa cBoUTE YaCTHM KIMOYOBE caMo 3a LieNnTe Ha AeMHOCTTa CU, KaKTo cneasa:

» [Ja noanvcea msgaBaHUTE ornepaTvBHU YOOCTOBEPEHUS Ha YOOCToBepsiBallMTe OpraHu B
CBOSATa MHAPPACTPYKTYPA;

» [panopnucea usgasaHuTe M NyonukyBaHn CnncbLm CbC CNPEHN U NPeKpaTeEHN yaOCTOBEPEHUS
(CRL);

» [a noanucBa BCUMMKM U3gageHn v nybnukyBaHM KBanuduumpaHu yOooCTOBEPEHMS 3a

enekTpoHeH nognuc/neyar Ha lNoTpebutenute.

6.1.1 TEHEPUPAHE HA OBOWKA KIIOYOBE HA TUTYNAP/Cb3OATEN

[BownkaTta kntovoBe Ha Tutynap/Cv3gaten Ha kBanuduumpaHo yoOCTOBEPEHME 3a €NEKTPOHEH
nognuc/neyaTt ce reHepupa camo B opobpeHo ot EBPOTPDBLCT ycTponcTtBo 3a cb3fgaBaHe Ha
KkBanuduumnpaH enektpoHeH nognuc/nedat (QSCD), NpoBepeHO 3a HMBO Ha CUTYPHOCT M 3a ycrnellHa
paboTa npe3 uHtepdencute Ha nuHdpacTpyktypata Ha EBPOTPBCT.

KoraTto gBowkata kntodoBe ce reHepupa npu EBPOTPBCT, BMHaru ce M3nonasea ycTpoMCTBO 3a
cb3gaBaHe Ha kBanuduumpaH enektpoHeH nognuc/nedat (QSCD). YacTHuAT ktod Ha reHepupaHaTa
ABOMKa Kro4yoBe He Moxe Aa 6bae n3segeH ot yCTPOMUCTBOTO.

KOHTpONMBbT Ha YacTHUA KIOY € 4Ype3 KoA4 3a AOCTbM. TUTYNApAT M3NoN3Ba YacTHWUS KoY Aa
cb3gage nognuc/neyat KaTo BbBexaa KoAa 3a 4OCTbIM Ha yCTPONCTBOTO 3a Cb3[aBaHe Ha KBanvdpuumpaH
enekTpoHeH nognuc/neyat (QSCD).

Korato gBownkarta knodoBe ce reHepupa npu Tutynap/Ce3gaten, EBPOTPBLCT npenopbusa
nocneaHunaT ga manonsesa ogobpeHo yCTponcTeo, B MHAdpacTpykTypaTta Ha EBPOTPBLCT, 3a cb3gaBaHe
Ha KBanuuumpaH enekTpoHeH nognuc/neyaT Unm ekBUBaneHTHO TakoBa, OTrOBapsILLO Ha U3NCKBaHUATa
Ha PernameHT (EC) Ne 910/2014 n cbBMecTuMO ¢ MHpacTpykTypata Ha EBPOTPBCT.

B cnyuyauTe, Korato reHepvpaHeTO Ha [BOWKaTa KMOYOBE Ce OCbLUEeCTBABA Npy TUTynapSa unu
Cb3pgatens, CbLMST HOCK MbJTHATa OTFTOBOPHOCT MO 3alMTaTa Ha YaCTHMA KIToY, C Lien NnpeaoTBpaTsiBaHe
Ha HEroBOTO KOMMPOMETMpaHe, paskpuBaHe, moguduumpaHe, 3aryba mnu HepaspelleHO MOon3BaHe.
Tutynapat/Cb3gatenaT HOCU OTFOBOPHOCT 3a NMPOMYCKN UKW AEACTBUSA Ha YNbAHOMOLLEHN OT TAX nuua,

KOUTO Ca yNbJIHOMOLLEHN ja reHepunpart, Na3aT UM CbXpaHABaT TEXHUTE YaCTHU KIlto4OBe.
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Tutynapat/Cb3gatenaT ce 3agbimkaBa ga w3non3sa nvueHaupaH codtyep 3a pabota ¢

YCTPOWCTBO 3a Cb3[aBaHe Ha KBanuduumupaH enektpoHeH noanuc/nedvat (QSCD).

6.1.1.1 U3UCKBAHUSA KbM YCTPOUCTBATA 3A Cb3JABAHE HA KBANTU®ULINPAH
ENEKTPOHEH NOAMUC/TIEYAT (QSCD)

YcTponcTeaTa 3a cb3gaBaHe Ha KBanuduUUMpaH enekTpoHeH nognuc/nedaT rapaHTupar, dpes
noaxoasLm TeXHUYECKM U NpoueaypHU CPeacTBa, Han-Marko Ye:

» TMOBEpUTENHOCTTa Ha AaHHUTE 3a Cb3daBaHE Ha eNeKTPOHEH nognuc/neyaT, U3Non3eaHn 3a
Cb3aBaHETO Ha eNeKTPOHHUA noanunc/nedar, € pasyMHO rapaHTUpaHa;

» [aHHWUTe 3a Cb3aBaHe Ha efeKTPOHEH nognuc/neyaT Ha npakTuka ce cpellaT caMo BEAHBX;

» [aHHWUTE 3a Cb3daBaHe Ha enekTPoHeH noanunc/nevat ca obesneyvyeHn B JocTaTbyHa CTENeEH U
He moraT ga 6baaT U3BMNeYeHn, a enekKTPOHHUAT NoAnuc/nedaT e HagexxaHo 3aWwmnTeH cpeLly noanpaBsiHe,
ypes U3nosi3aBaHe Ha Hann4yHaTa KbM MOMEHTa TEXHOMOIUS;

» [aHHWUTE 3a Cb3JaBaHe Ha EeNneKTPOoHEeH noanuc morat fa ObaaT HageXxaHo 3awuTeHu oT
3akoHHUA Tutynap/Cb3gaten Ha enekTpPoOHHNA Noanuc/neyvaT cpeLLy u3nona3saHe ot Apyru nuua.

YcTponcTBaTta 3a Cb3aBaHe Ha KBanuuumpaH enekTpoHeH nognuc/neyaT He U3MEHAT JaHHUTe,
KOMTO We Obaat NognucBaHW, U He MpPenaATcTBaT NpeacTaBaHETO MM Ha Tutynsaps/Cb3gaTensa Ha
eNeKTPOHHMSA nognuc/nedat Npean nognuceaHe.

eHepupaHeTo unNu ynpaBfeHNETO Ha OaHHM 3a Cb3daBaHe Ha enekTPoHeH nognuc/meyart oT

nmeTo Ha TUTyNAps Ha enekTPOHHUS noanuc/neyaTt Moxe Aa ce u3Bbpn eamHcTeeHo oT EBPOTPBCT.

6.1.1.2 OTpaneyvyeHo reHepupaHe Ha ABOMKa KIHO4YOBe

Covspatenat/Tutynapat nanonsea npegoctaseH oT EBPOTPBLCT cneumanusnpaH codptyep, upes
KOWTO Ce peanusnpa npoweca no reHepupaHe u ynpasreHne Ha Kpuntorpadgckute 4BOWKa KNOYOBe.

"eHepupaHeTo, M3NON3BaHETO M CbXPaHABAHETO Ha YAaCTHWUSA K04 € C MHOro BMCOKO HMBO Ha
CUTFYPHOCT, KOETO € rapaHTMpaHO OT camusi HocuTen. TouW e HagexaHo 3aluTeH MNoCpeacTBOM
nepcoHaneH ngeHtudukaunoHeH Homep (PIN), konto e nssecteH camo Ha Tutynsps/Cv3gatens nnm
YyNbSIHOMOLLEH NpeacTaBuUTEN Ha PUONYECKOTO Nuue.

Cob3pgatenat/TuTynapar unm ynbAHOMOLEHUST NpeacTaBuTeN Ha IopuandeckoTo nuue reHepupa
eNeKTpoHHa 3asiBka 3a keBanudumumpaHo ygpocTtoBepeHne B PKCS#10 dopmat v s u3npawia Ha
EBPOTPBLCT. CbrnacHo npenopbkute Ha RFC 2314 - PKCS#10, ASN.1 cdopmaTbT 3a eneKkTpoHHa
3asaBka cbabpxa DN, nybnnyeH knoy n gpyrn atpubyTi, KaTo BCUYKM Te ca NOAMMUCAHM C YaCTHUS KIHOM.

KoraTo ce u3sbpLUBa OTAane4YeHo reHepMpaHe Ha ABOWKaTa KNo4oBe Npy 3asiBEHO M34aBaHe Ha
yaocToBepeHne oT mobunHoto npunoxeHne Ha EBPOTPBCT, TOo ce reHepupa B XxapayepeH

kpuntomoayn Ha EBPOTPBCT, oTroBapsiy Ha n3nckBaHusaTa Ha PernameHTa 3a yCTPOMCTBO 3@ CUrYpPHO
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Cb3gaBaHe Ha noanuc.

6.1.1.3 [docTaBKa Ha 4YacTeH KIlo4 Ha noTpebuTen

Korato pgBovikata kntodoBe ce reHepupa npu EBPOTPDBCT, Tutynapat/Cb3gatensat wnm
YMbAHOMOLLEHUAT NpeacTaBuTeN Ha HPUAOMYECKOTO NUUE nosiyd4aBa YacTHUS KW M M30adeHOTo
KBanuuumnpaHo yaoCTOBEPEeHWEe BbPXY YCTPOMCTBO 3a Cb3faBaHe Ha KBanuduumpaH enekTpoHeH
nognuc/neyat (QSCD) B Pernctpupalums opraH Ha OocTaB4uka.

HavanHuat [loTtpebutencku mn AOMUMHMCTpPATMBEH KOO 3a OOCTbM W 3a AebnokupaHe Ha
YCTPONCTBOTO Ce NpeaocTaBAaT Ha Tutynaps/Cb3gatens unm Ha YmbAHOMOLLEHUS npeactaBuTen Ha
IOPULMYECKOTO NMLE B 3anedaTeH, Henpo3payeH XapTUeH niuk.

Tutynapat/Ce3gatenat vnvM  yNbAHOMOLLEHUAT NpeacTaBuTeNl Ha HOpUaOUYEcKOTO nuue e
3a4bJPKEH HA CMEHU CBOSI MbpBOHa4vaneH NotpebuTtencku kog 3a 4OCTLMN A0 YCTPONCTBOTO NOCPESCTBOM
codbtyepa, kouto ce npegoctaBd ¢ Hero. EBPOTPBLCT npenopvuBa Tutynspsa/Cv3gatens unum
YyNbSIHOMOLLEHUS NPeaCTaBUTEN Ha IOPUANYECKOTO Nuue Aa CMeHs nepnoanydHo ceos MoTpebuTtencku
KoA.

Korato ce u3BbpluBa OTAANeYeHO reHepupaHe Ha [ABoMKaTa KMIYOBE, YAaCTHUAT KN4 ce
reHepupa u cbxpaHsiBa B KpunTupaH Bua B xapayepHust kpuntomonyn Ha EBPOPTBLCT. KpuntupaHeto
Ha Kn4ya e 4ypes cb3gageH ot Tutynapsa/Cbhagatens lNMNH-koa, koeto obesnevyaBa Bb3MOXHOCTTA

€0WHCTBEHO TOWN Aa MMa OO0CTbI 3a aKTMBMPaHE Ha Krtova.

6.1.2 OOCTABKA HA NYBJIMYEH KIOY OT MOTPEBUTEN HA JOCTABYUK

ManbnHaBa ce epguHcTBEHO OT Tutynap/Cbh3gaten vnu ynbAHOMOLWEH MpeacTaBuTen Ha
IOPUOMYECKO NNLE, NMPU KOWTO Ce reHepupa ABOVIKA KITHOYOBE M KOMTO credBa Aa AOCTaBu CBOS NybriMyeH
kntod Ha EBPOTPDBCT 3a HyXguTe Ha npoueca Ha u3gaBaHe Ha KBannduumnpaHo yaoCTOBEPEHME.

Tutynapat/Cbv3gaTenaT nnn ynbiHOMOLLEHUAT NpeacTaBUTEN Ha IOpPUONYECKOTO NMLEe OOCTaBs,
ypes Peructpupawums opradH Ha EBPOTPBLCT, nybnuyHms kniod OT reHepupaHaTta ABOViKa KIto4oBe, Ypes
3asBKa B eneKkTpoHeH dopma, umito dopmaTt e PKCS # 10. 3asBkaTta cbabpxka nyonmnyeH K4 u e
nognucaHa enekTpoHHO C KOPECNOHAMPALLNS YACTEH KITHoM.

MoTpebutenat moxe Aa NnpeaocTaBy eNEKTPOHHATA 3asiBKa Ha HocuTen, NMYHO B Pernctpupaiyms
opraH, 3aefHo c apyrute JOKyMeHTu cbrnacHo lMNMonutukata Ha EBPOTPBCT mnu ypes cTpaHuuaTa Ha
EBPOTPBLCT B MHTEpHET.

PeructpupawmaTt opraH Ha EBPOTPBLCT 3agbimkMTenHO npaBu MpoBepka Ha AbpXaHEeTo Ha
YacTHus koY oT Tutynaps/Cb3gaTtens unu Ha ynbAHOMOLEHUS NpeacTaBuUTEeN Ha pPUaNYeCcKoTo nuue
¥ NOTBBbPXAaBa UCKAHETO 3a KBanuduuupaHo yaoCTOBEPEHNUE.

Moco4eHaTa npoueaypa He ce U3MNbIHABA NpU OTAANeYeHo 3asBsiBaHe Ha yOOCTOBEepeHus npes
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MoGUnHoTo npunoxeHne Ha EBPOTPBCT.

6.1.3 AOBINKUHA HA KITFOYOBE

[ObmkMHaTa Ha OBOWMKa KIo4YoBe 3a KBanvduumpaH enekTpoHeH nognuc/nedat Ha NoTpebuTen,
reHepupaHa 4dpe3 uHgpacTtpyktypata Ha EBPOTPBLCT e 2048 6uta, ¢ npunoxuma koMOuHauusa Ha
acMMeTpu4HM 1 Xew anroputmun: sha256-with-RSA.

HesaBucnmo KbOe e reHepupaHa [BovKaTa KIlYOBE 3a uM3gaBaHe Ha yOoCTOBepeHue 3a
KBanuduumpaH enekTpoHeH noanuc/neyar, KnodbT TpsbBa fa € ¢ AbMmKknHa Han-manko 1024 6uta 3a

anroputmn RSA n DSA n 160 6uta 3a anroputmun ECDSA.

6.1.4 NAPAMETPU HA NMYBJIMYEH KI1HO4

Tutynapat/Ce3gatenaT wnv YNbiHOMOLLEHUAT MpeacTaBuTen Ha puandyeckoTo nuue Ha
KrnoyoBa [BOWKa € OTrOBOPEH 3a NpoBepkaTa Ha KayeCTBOTO Ha napameTpuTe Ha reHepypaHusa YacTeH
KntoY. Tor e onbXeH Aa NnpoBepu CNOoCOBHOCTTa Ha Kroya a Kpyntupa v Aekpuntupa, BKIYUTENHO Aa
Cb34aBa enekTPOHEH Noanuc 1 Aa n3BbpLuBa NpoBepkKa.

YcTponcTBata 3a cb3fgaBaHe Ha kBanuduvumpaH enektpoHeH nognuc/nevat (QSCD) wu
ocurypeHaTa cpefja 3a reHepupaHe M CbxpaHsiBaHe Ha kniovoseTe Ha Tutynaps/Cb3gatens unu Ha
YyNbIIHOMOLLEHUS NPeACcTaBUTeN Ha PUAMYECKOTO Nuue ca ¢ HUBO Ha curypHoct CC EAL 4+ n FIPS 140-
2 Level 3.

Bcunuku ycTponcTea 3a cb3gaBaHe Ha kBanudumumpaH enekTpoHeH nognuc/nedat (QSCD), nssbH
nHdppacTpyktypata Ha EBPOTPBCT, kouto notpebutennte Moxe Aa nonseaT, 3a Aa reHepupar ABOWNKa
KrMoYoBeE U Ja CbXpaHABaT YaCTHUA KoY 3a eNnekTpoHeH nognuc/neyat, Tpabsa aa ca cepTuduumpanm

3a HMBO Ha curypHocT CC EAL 4+ 1 no-BUCOKO EKBUBAIIEHTHO HUBO.
6.2 3ALUUTA HA YACTEH KITHO4 U KOHTPOI1 HA KPUNTOITPA®CKUA MOy

Bceku MoTpebuten cb3gaBa M CbXpaHsBa YacTeH KIod, KaTo M3Mon3Ba HagexgHa cuctema 3a
HeroBata CUrypHOCT. Y[OOCTOBEPSIBALLWMAT OpraH reHepuvpa [BOMKA KIHOYOBE MPU MOUCKBAHE OT
MoTpebuTtens n My rm npegasa B 3alUMTEH BMA, KaTo ro yBeAOMsIBa 3a NpaBuiaTta Ha CbXpaHeHue U
3almMTa Ha HEroBUS YaCTEH KIToY.

6.2.1 KOHTPOIJ1 HA U3MNON3BAHE U CbXPAHEHUE HA YACTEH KItO4

YacTHMAaT KoY Ha TVITyﬂﬂpﬂ/C'bSﬂaTeﬂﬂ mnn Ha ynbJIHOMOLWLEHNA nNpeacrtaBuTen Ha
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IOPUOMYECKOTO NULe Ce M3MOoM3Ba camo B YCTPOWCTBO 3a Cb3faBaHe Ha KBanvuuMpaH enekTPOHeH
nognuc/neyat (QSCD) unu B YCTPONCTBO C EKBUBANEHTHO HMBO Ha CUrYPHOCT (CbrnacHO N3UCKBaHUATA
Ha PernameHT (EC) Ne 910/2014) n e gocTbneH nocpeacTBOM NIMYEH KOA 3a AOCTbN. EAHOBpeMeEHHO ¢
reHepvpaHe Ha ABOWKa Knto4voBe Ha Tutynap/Cb3gaten unu Ha ynbiHOMOLWEH NpeacTaBuTen Ha
IOPUOMYECKO NULE Ce M3MbIIHABA CbXpaHsBaHE Ha 4acTeH K4y B YCTPOWCTBO 3a Cb3daBaHe Ha
kBanuduumpaH enektpoHeH noanuc/neyvat (QSCD).

EBPOTPDBLCT no HMKakbB Ha4yMH HE CbXpaHsiBa M HE apxuBMpa YacTeH knod Ha lNMoTpebuten 3a
Cb3daBaHe Ha €eneKkTpoHeH noAanuc/nevaTt, OCBEH B CryvyauTe Ha oThaneyYeHo 3asiBABaHe Ha
KBanuduumpaHo ygoctoBepeHne npe3 mobunHoto npunoxeHne Ha EBPOTPBCT. B To3n cnydvan
YaCTHUAT KIOM Ce reHepupa W CbXpaHsBa B KpUNTMpaH BUA B XapAyepHUst KpUNTOMOAYS Ha
EBPOPTDBLCT. KpuntupaHeto Ha kntoda e 4vpes cb3gageH ot Tutynaps/Cwsgatena NUH-kon, koeTto

obe3nevyaBa Bb3MOXHOCTTa AMHCTBEHO TOW Ja MMa OOCTbN 3a aKTUBMpaHe Ha Krio4a.

6.2.2 CBbXPAHEHME HA YACTEH KJ1O4

EBPOTPBLCT He cb3gaBa konus Ha YaCcTHUTE KIOYoBe Ha NoTpebutennte, OCBEH B CriydauTe no
npeaxogHarta Touvka. YacTHuat koY Ha Tutynapsa/Cb3gatens unv Ha ynbiHOMOLLEHUSA npeactaBuTen
Ha IoPUONYECKOTO NULE Ce CbXpaHsiBa CaMo Ha YCTPONCTBO 3a Cb3aBaHe Ha KBanvduumnpaH enekTpoHeH
nognuc/neyat (QSCD) 1 He mMoXe Oa ce Bb3rnpomsBede Ha gpyro yctpomctso. Npu gedektnpaHe Ha
YCTPONCTBOTO 3a Cb3[aBaHe Ha KBanuduuupaH enekTtpoHeH nognuc/nevat (QSCD), Motpebutenar

TpsibBa Aa ro nogMeHu 1 ga rovcka ngaBaHe Ha HOBO KBanMdUUMpaHO YAOCTOBEPEHME.

6.2.3 METO[A 3A AKTUBUPAHE HA YACTEH KoY

YacTHuaT kntoy Ha Tutynap/Cb3gaTten nnv Ha ymbNHOMOLLEH NPeAcTaBUTEN Ha pUaONYecKoTo
nvue ce aKTUBUpa, Ype3 BbBEXOaHe Ha NOTPebUTEeNckus Ko 3a AOCTbMN A0 MSACTOTO, KbAETO 3alUUTEHO
ce CbXpaHsiBa Kroya uUnm ce 1uanonssa Aapyr cnocob Ha naeHTUdmKaums CbC CbLLOTO UM NO-BUCOKO HUBO

Ha CUIypPHOCT.

6.2.4 METOA 3A AEAKTUBUPAHE HA YACTEH KNtoY

YacTeH kntod Ha Tutynap/Cb3gaten unu Ha ynbfHOMOLLEH NpeacTaBUTEN Ha OPUONYECKOTO
nvue ce OeakTMBMpa NOCpeacTBOM MPEeyCTaHOBSIBAHE Ha NOTMMYECKUs OOCTbM [0 YCTPOWCTBOTO 3a
cb3fgaBaHe Ha kBanuduumMpaH enekTpoHeH noanuc/nedat (QSCD) wnu 4ype3 U3MYECKO MYy
yHULWoXaBaHe. 1o To3M HauYMH OKOHYaTENHO Ce NpekpaTsiBa Bb3MOXHOCTTA 3a AOCTbI U U3Mon3BaHe Ha

YaCTHUA KITHOM.
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6.2.5 METO[ 3A YHULLOXABAHE HA YACTEH K104

YacTHUAT Kntoy Ha kBanuduumpaHo ygoctoBepeHue Ha [NoTpebuTten ce yHuwoxasa nocpeacTBoM
N3TpMBaHETO MYy OT YCTPOMCTBOTO 3a Cb3faBaHe Ha kBanuduumpaH enekTpoHeH nognuc/nedvat (QSCD)

UNn Ype3 PU3NYECKOTO YHULLIOXKaBaHe Ha YCTPOUCTBOTO.

6.3 [OPYIY ACMEKTU HA YNPABJIEHUE HA IBOMKA KIIOYOBE

6.3.1 APXUBWUPAHE HA MNMYBJIMYEH KI1HOY

|_|y6J'II/I‘-IHI/ITe KInto4oBe Ha TI/ITyJ'IFIpI/I/C'b3,D,aTeJ'IVI nnn Ha ynbliHOMOLWEHW npeacrtaBuUTernin Ha
ropunandecknTe JNda ce CbabpXaT B U3gageHUTe 3a TAX KBaJ'II/ICbI/IU,I/IpaHI/I YAOCTOBEPEHUA, KOUTO Ca

ny6nunkyBaHu B [ybnuueH pernctop Ha canta Ha EBPOTPDBCT 1 ce cbxpaHsBaT BbB XpaHUMLLE.

6.3.2 TMNEPMOA HA BANMAHOCT HA KBAIIMU®ULUMPAHO YOOCTOBEPEHUE U YNOTPEBA HA
KNO4YO0BE

Mepnoga Ha ynoTtpeba Ha nybnuMyHWM KOYOBE ce onpefenst OoT CTOMHOCTTa Ha MoneTto B
YyAOCTOBEPEHNETO MY, ONCBALLO BanuMAHOCTTA Ha NyONMYHKUS KNoY. BanmaHocTTa Ha yaocToBepeHusiTa
N CbOTBETHUTE MM YaCTHW KrYoBe MoraT fa O6baaT CbKpaTeHu, B Cnyvan Ha npekpaTaBaHe Ha

yOoocToBepeHusiTa.

6.4 [OAHHU 3A AKTUBUPAHE

KoraTto MoTpebutensat nuyHo npucbeTea npu Pervctpupallms opraH, AaHHWUTE 3a akTMBMpaHe Ha
YacTeH KIo4 ce MU3Mon3BaT OCHOBHO OT onepaTop Ha Pernctpupalyms opraH. MNotpebutenute nsnonssat
aBTEHTUMUKALMSA M KOHTPOS Ha AOCTbNa 4O CBOS YaCTeH KIltou.

B cnyyante, B KouTO TuTynsapat/Cb3gatensaT unM  YMbiHOMOLLEHUAT npeacTaBUTeNn Ha
topuaNYECKO NULe reHepupaT ABoViKa KIo4oBe 3a KBanuduumpaHo yaoCTOBEPEHMe, Te CaMu Cb3aaBar U

ynpaensiBaT AaHHWUTE 3a aKTUBUPAaHeE.

6.4.1 TEHEPWUPAHE U UHCTAJIMPAHE HA JAHHU 3A AKTUBUPAHE

,D,aHHI/I 3a akKTUuBMpaHe ce MU3Non3eaTt rNnpu nbpBoHa4YarHO M3gaBaHe Ha yOoOCTOBEpPEHUe, BbpXy

YCTPOWCTBO 3a Cb3[aBaHe Ha KBanuduumpaH enektpoHeH nognuc/neyvat (QSCD), npeaun reHepupaHe Ha
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OBoOWKa kntodoBe. B To3u cnyvan yCTPOMCTBOTO Ce MHMLManuaupa n ce cb3gaBaT KO4OBe 3a AOCTHIM:
Motpebutenckn (,User’) n AamuHmnctpatmseH (,SO). Te3n kogoBe No3BoNABaT NepcoHaneH 4ocTbn A0
YaCTHUS KIHOY B YCTPOMCTBOTO M NpU HEOOX0AMMOCT 3a AebnokMpaHe Ha CbLoTO.

KogoBeTe 3a goctbn m 3a ebnokupaHe Ha YCTPOMCTBOTO 3a Cb3faBaHe Ha kBanuduvumpaH
enekTpoHeH nognuc/nedat (QSCD) ce npegocTaBaTt Ha Tutynapa/Cb3gatensd uinm Ha ymbiIHOMOLLEHNS
npegcraBuTEN Ha LPUANYECKOTO NnLEe B 3aneyaTeH, Henpo3payvyeH XapTUEH MINK.

Tutynapat/Cbu3gaTenaT unM Ha ynbJIHOMOLLEHUAT NpeacTaBuUTEN Ha IOpUOMYECcKOTO nvue e
3a4biKeH Aa CMeHu nbpBoHavanHus MoTpedbuTenckn Kkog 3a 4OCThN NOCPEeACTBOM copTyepa, KOUTO ce
npegocTaBs 3aeHO C YCTPONCTBOTO.

EBPOTPBLCT npenopbyuBa Tutynapat/Chb3gatensaT WNU ymbiHOMOLLEHUST MNpeacTaBuTten Ha
IOPUOMYECKOTO NMLE Oa CMEeHsa nepuognyHo ceod MoTtpebutenckn kog 3a AOCTbMN 4O YCTPONCTBOTO 3a
Ccb3gdaBaHe Ha KBanuduuupaH enekTpoHeH nognuc/neyat (QSCD).

MoTpebutenat cnegBa ga wm3nonsea npeaocTaBeHns ALMWHUCTPATUMBEH KO4 3a [OCTbN Aa
nebnokmpa 6rnokMpaHoO yCTPONCTBO.

KoraTto ce uanonaea mobunHo npunoxeHme Ha EBPOTPDBCT, kogbT 3a 4OCTbMN Ce reHepupa oT
Tutynaps/Cb3gatena. KogbT He ce cbxpaHaBa ot EBPOTPBLCT u e pgoctbneH 3a pabota ot
noTpebuTensa camo JOKaTo € akTUBMPaHO MOBUMHOTO NpuroxeHune. 3a Bb3CTaHOBSABaHE Ha NepCcoHanHns
kod, Tutynapat/Cb3gaTendaTt cb3gaBa cneunaneH KpUnTokmoY, KOMTO Ce reHepupa OT OTFOBOPW Ha Tpu
TanHW BBbMNpPOCa, 3agafeHn OoT noTpebutens KbM MOMEHTa Ha perucrtpauustTa My npe3 MoBuITHOTO

npunoxexue. OTroBopuTe Ha BbnpocuTe He ce na3at ot EBPOTPBCT.

6.4.2 3AWLUNTA HA JAHHU 3A AKTUBUPAHE

Tutynapat/Ce3gatenat vnv  yNbAHOMOLLEHUAT nNpeacTaBuTeNl Ha IOpUOUYECcKOTO nvue e
3a0b/PKEH Oda CbXpaHsiBa M Na3uM OT KOMMpoMeTupaHe KoaoseTe 3a AOCTbN A0 YCTPOMCTBOTO 3a
Cb3daBaHe Ha KBanuduumupaH enekTpoHeH nognuc/neyat (QSCD).

MoTpebutenute Tpsibsa ga 3HaAT, Ye NPU HAKOSKO HeyCneLHN ONUTK 3a 4OCTBbN 40 YCTPOWUCTBOTO,
TO ce Gnokupa (3akntousa ce). B te3n cnyvyam notpedbutenaTt TpsibBa ga nanonssa NpeaocTaBeHnss My
AOMUHMCTPaTUBEH KOA 3a AOCTbM 3a Aa Aebnokmpa yCTPONCTBOTO.

EBPOTPBLCT npenopbyBa [OaHHUTE 3a aKkTMBMpAHE Ha YCTPOWCTBOTO HUKOra ga He ce

CbXpaHsaBaT 3aegHO CbC CAMOTO YCTPOWCTBO.

6.5 CUIYPHOCT HA KOMNIOTBLPHUTE CUCTEMMU

EBPOTPBCT n3nonsesa eqUHCTBEHO HaAEXOEH U CUTYPEH Xapayep u codpTyep, KOUTO ca YacT oT
koMmnoTbpHaTta cuctema Ha EBPOTPBCT.

Print and Edit Evrotrust Technologies Inc.. Page 47 of 65




NONUTUKA CP-
e I‘Otru St NPU NPEOOCTABSIHE HA KBANIM®ULIMPAHO YOOCTOBEPEHME 3A eI':DAS EII'D QES
KBANMOULIMPAH ENIEKTPOHEH NOAMUC/MEYAT or public use

CERTIFICATE POLICY
FOR QUALIFIED CERTIFICATION SERVICES
FOR QUALIFIED ELECTRONIC SIGNATURE/SEAL

Version — 2.3
15.05.2018

Regulation 910/ 2014
elDAS

KoMnioTbpHUTE CUCTEMMU, HA KOUTO PAabOTAT BCUYKN KPUTUYHM KOMMOHEHTU OT MH(pacTpykTypaTa
Ha EBPOTPBCT, ca obopyaBaHu 1 KOHGUIypupaHM CbC CpeacTBa 3a fokanHa 3awmrta Ha gocTbna 4o
copTyepa 1 MHpOPMaLMOHHUTE OaHHMW.

EBPOTPBCT n3anonsea npoueaypwv 3a ynpasneHve Ha MHhopMaLMoHHaTa CUrypHOCT Ha udanarta
nHppactpyktypa Ha EBPOTPDBCT B cboTBeTcTBME C O6LiONpMeTM B MexayHapogHata npakTuka

cTaHgapTu.

6.6 CUIYPHOCT HA XU3HEHUA LIUKDBIJ1 HA TEXHONNOT'MYHATA CUCTEMA

Bcuukn xapayepHu npomMeHu ce HabnwogaBaT M pernctpupart OT OTOPU3MPAaHWU CRYXUTENWU Ha
EBPOTPDBLCT. lNpu 3akynyBaHe Ha HOBO TexHW4Yecko obopyaBaHe, TO ce [JOCTaBs C Heobxogumute
npouenypv 3a ekcnnoaTtauusa U UHCTPYKLMK 3a NOn3BaHe.

OctbLuecTBsIBa ce Haa30p Ha PYHKLMOHAMHOCTTA Ha TEXHONOMMYHaTa CMcTemMa 1 ce rapaHTupa, ye

T (OYHKUMOHMpPA NPaBUiTHO U B CbOTBETCTBUE C JOCTaBeHaTa Npou3BOACTBEHA KOHUIypauus.

6.7 MPEXOBA CUT'YPHOCT

B unHdpacTtpyktypata Ha EBPOTPBCT ce m3anonsBaT CbBpPEMEHHM TEXHMYECKM CpencTBa 3a
obMeH M 3awmTa Ha MHopMauus, 3a Aa ce rapaHTMpa MpexoBaTa CUIypHOCT Ha cucTtemuTe cpeLly

BbHLUHN UHTEPBEHUNN N 3annaxun.

7 NPO®UIIN HA KBAJIMOULIMPAHU YOOCTOBEPEHUA 3A KBAJTMOULIMPAHU ENIEKTPOHHU
noannMCU/NEYATAU

Mpodmnute Ha noTpebuTenckute keanudULMpaHU yOOCTOBEPEHMSI OTrOBapsAT Ha dopmara,
onucaH B ctangapT ITU-T X.509 v.3. YgoctoBepeHue ot Tnn X.509 v.3 npeacraensea Habop OT AaHHM,
ype3 KOWTO €AHO3HA4yHO Ce YAOCTOBepsiBa MPUHALMEXHOCT Ha MyOnuyHMA KMy KbM aBTopa Ha

KBanuuunpaH1sa enekTpoHeH nognuc/neyar.

7.1 NPO®UIN HA KBATUPULIMPAHO YO OCTOBEPEHUE 3A KBAITU®GULIMPAH ENTEKTPOHEH
noannc HA PU3SNYECKO JIMLIE (EVROTRUST QUALIFIED NATURAL PERSON
CERTIFICATE FOR QES):

Version V3

Serial number [cepneH Homep]
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Signature
_ SHA256RSA
Algorithm
CN= | Evrotrust RSA Operational CA
Issuer OuU= | Qualified Operational CA
O= | Evrotrust Technologies JSC
organizationldentifier (2.5.4.97)= NTRBG-203397356
C= BG
Valid from [HavanHa paTta 1 Yac no UTC Ha BanugHOCT Ha yOOCTOBEPEHMETO]
Validit to [kpanHa gaTta u Yac no UTC Ha BanuaHOCT Ha yOoOCTOBEPEHMETO]
C= | ObpxaBa: [1ByOykBeH kof Ha AbpxaBaTa cnopepg ISO
(countryName) | 3166
O6wnyaiiHo nme: N36paHo OT PM3MYECKOTO NULE UME,
CN= | c koeTo To obunyariHo ce npeactaeda. Korato He e
(commonName) | n3bpaHo, ce BN1cBa MbSIHOTO UME Ha (PU3NYECKOTO
nuiue.
G= | CobeTBeHo nme: Mme Ha dounsmyeckoTo nuue cnopes
(givenName) | AOKYMEHT 3a caMOsIM4YHOCT
S=  ®amunHo nme: damununsa Ha PuUsn4ecKoTo nuue cnopen
(surname) = OOKYMEHT 3a CaMOJIUYHOCT
nn
Subject 2.5.4.65=
McesaoHum: MNceBaoHMM, n3bpaH oT prU3n4eckoTo nuue
(pseudonym)
MaoeHTndumkatop Ha dmsudeckoto nuue (ETSI EN 319
412-1 1.5.1.3), Hanpumep:
- PNOBG-8310257645 3a EIH;
- PASSBG-12345678 3a HoMep Ha nacnopr;
- IDCBG-195416023 3a HOMep Ha NU4YHa KapTa;
SERIALNUMBER=

(serialNumber)

- TINBG-123434341 3a 4[0C Homep.

AKO NMUETO He Kernae Aa ce BNMcBa HauMOHanHNAT
My naeHTudmkaTop, ce BNMcBa KIMEHTCKN HOMeEp,
reHepupaT OT JocTaB4uKa, C Len naeHtugpuumpaHe

Ha pM3NYeCcKoTOo NuLe Npyu HeoGXoaAMMOCT.
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FOR QUALIFIED CERTIFICATION SERVICES Version - 2.3

eIDAS FOR QUALIFIED ELECTRONIC SIGNATURE/SEAL 15.05.2018
Oi= HanmeHoBaHue Ha opugmnyecko nuvue: lNbunHo
(organizationName) HaVMeHOBaHWETO NO perncTpauus Unn akT Ha
BMMCBaHe Ha PUONYECKOTO Nuue, C KOeTo
d13MYecKoTo NuLEe e acoumnmpaHo.
NpeHTndukaTop Ha topugudecko nuue (ETSIEN 319
412-1 1.5.1.4), Hanpumep:
- VARBG-123456789 — 0AC;
2.5.4.97 =
o . - NTRBG-123456789 - EVK (BYJICTAT).
(organizationldentifier)
Bnucea ce HaumoHanHna naeHTugukaTop cnopea
MECTHOTO 3aKOHOLATENCTBO Ha IOpUANYECKOTO Nnue,
C KOeTO (PM3N4ECKOTO NnLe € acoLumMmpaHo.
E= Mo o
_ Melnn agpec Ha U3NYeCcKoTo nmue
(e-mailAddress)
Public Key _
RSA (2048 Bits)
Type/Length
Subject Key

|dentifier

[M3uncneHa cToHOCT 3a M34aaeHoTo yaAoCToBepeHe]

Authority Key

Identifier

CRL Distribution

Points

Authority
Information Access

Key ID=7F:3E:64:59:85:2B:DD:23:29:C2:01:E7:CB:C3:69:C0:87:93:2B:08

[1]CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://ca.evrotrust.com/crl/EvrotrustRSAOperationalCA.crl
[1]Authority Info Access
Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.evrotrust.com/aia/EvrotrustRSAOperational CA.crt
[2]Authority Info Access
Access Method=0On-line Certificate Status Protocol (1.3.6.1.5.5.7.48.1)
Alternative Name:

URL=http://ca.evrotrust.com/ocsp

Enhanced Key

Client Authentication (1.3.6.1.5.5.7.3.2)
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FOR QUALIFIED CERTIFICATION SERVICES 15.05.2018
FOR QUALIFIED ELECTRONIC SIGNATURE/SEAL s

CERTIFICATE POLICY Version — 2.3

Usage Secure Email (1.3.6.1.5.5.7.3.4)

Certificate Policies | [3]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.47272.2.2
[3,1]Policy Qualifier Info:

Policy Qualifier Id=CPS

Quialifier:

[1]Certificate Policy:

[2]Certificate Policy:

Policy Identifier=0.4.0.194112.1.2

Policy Identifier=0.4.0.1456.1.1

http://www.evrotrust.com/cps

Key Usage (critical) Non-repudiation (Bit 1), Digital Signature (Bit 0), Key Encipherment (Bit 2)

id-gcs-pkixQCSyntax-v2
(0id=1.3.6.1.5.5.7.11.2)

id-etsi-qcs-semanticsid-Natural (0id=0.4.0.194121.1.1)
id-etsi-qcs-Semanticsld-Legal* (0id=0.4.0.194121.1.2)

(0id=0.4.0.1862.1.1)

id-etsi-qcs-QcCompliance

(0.4.0.1862.1.2)

id-etsi-gcs-QcLimitValue'

[Cyma B BGN unu EUR]

QCStatements id-etsi-gcs-QcSSCD
(0id=0.4.0.1862.1.4)

id-etsi-qcs-QcType
(0id=0.4.0.1862.1.6)

id-etsi-qct-esign (0id=0.4.0.1862.1.6.1)

id-etsi-qcs-QcPDS
(0id=0.4.0.1862.1.5)

PdsLocations

PdsLocation=https://www.evrotrust.com/pds/pds_en.pdf
language=en

* MapkupaHuTe cbC 3Be3an4yka rnosieta MoXxe fja He NpucbCTBaT B yAOCTOBEPEHNETO

7.2 NPO®UIN HA KBANMUPULIMPAHO YOOCTOBEPEHUE 3A KBAITUPULIMPAH ENIEKTPOHEH

NEYAT HA IOPUOUYECKO JIUMLEE (EVROTRUST QUALIFIED LEGAL PERSON CERTIFICATE

FOR QESEAL ):

Version V3
Serial number [cepneH Homep]
Signature

SHA256RSA
Algorithm

CN= | Evrotrust RSA Operational CA
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FOR QUALIFIED CERTIFICATION SERVICES

CERTIFICATE POLICY Version — 2.3

eIDAS FOR QUALIFIED ELECTRONIC SIGNATURE/SEAL 15.05.2018
OuU= | Qualified Operational CA
Issuier O= Evrotrust Technologies JSC
organizationldentifier (2.5.4.97)= NTRBG-203397356
C= BG
Valid from [HavanHa gaTa n yac no UTC Ha BanvaHOCT Ha y4OCTOBEPEHMETO]
Validit to [kpanHa gaTa n yac no UTC Ha BannaHOCT Ha YAOCTOBEPEHNETO]
C= | ObpxaBa: [1BybykBeH kog Ha obpxasaTa cnopeg ISO
(countryName) | 3166
CN= | HaumeHoBaHuMe Ha IOPUANYECKOTO
(commonName) | nuue/opraHusaumsta
HanmeHoBaHue Ha 1opnanyeckoTo
O= | nuue/opranmsauuara: [NMbnHO HaMMeHOBaHMETO Mo
(organizationName) | peructpauma nnu aktT Ha BNUCBaHe Ha HPUANYECKOTO
Subject fvue.
WaoeHTudukatop Ha topuanyecko nuue (ETSI EN 319
412-1 1.5.1.4), Hanpumep:
- VARBG-123456789 — 0AC;
2.5.4.97=
o " - NTRBG-123456789 - EUK (BYJICTAT).
(organizationldentifier)
Bnucea ce HaunoHanHus ngeHTudmrkaTop cnopen
MECTHOTO 3aKOHOAATENCTBO Ha HOPUAMYECKOTO Nnue,
C KOeTo (PM3N4ECKOTO NNLIE € aCoLMMpPaHO.
E= Mo
_ Menn agpec Ha IpUAMYECKOTO Nuue
(e-mailAddress)
Public Key _
RSA (2048 Bits)
Type/Length
Subject Key 5
N [U3uncnena ctonHocT 3a 3gageHoTo yaoCcToBEpPEHNE]
Identifier

Authority Key
- Key ID=7F:3E:64:59:85:2B:DD:23:29:C2:01:E7:CB:C3:69:C0:87:93:2B:08
entifier

CRL Distribution [1]CRL Distribution Point

Points Distribution Point Name:

Print and Edit Evrotrust Technologies Inc.. Page 52 of 65




NONUTUKA CP-
e I‘Otl‘u St NPU NPEOOCTABSIHE HA KBANIM®ULIMPAHO YOOCTOBEPEHME 3A eI':DAS EII'D QES
KBANMOULIMPAH ENIEKTPOHEH NOAMUC/MEYAT or public use

CERTIFICATE POLICY
FOR QUALIFIED CERTIFICATION SERVICES
FOR QUALIFIED ELECTRONIC SIGNATURE/SEAL

Version — 2.3
15.05.2018

Regulation 910/ 2014
elDAS

Full Name;

URL=http://ca.evrotrust.com/crl/EvrotrustRSAOperational CA.crl

[1]Authority Info Access
Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Authority Alternative Name:
Information Access URL=http://ca.evrotrust.com/aia/EvrotrustRSAOperationalCA.crt
[2]Authority Info Access
Access Method=On-line Certificate Status Protocol (1.3.6.1.5.5.7.48.1)
Alternative Name:

URL=http://ca.evrotrust.com/ocsp

Enhanced Key _ o
Client Authentication (1.3.6.1.5.5.7.3.2)

Usage
Secure Email (1.3.6.1.5.5.7.3.4)
[1]Certificate Policy:
Policy Identifier=0.4.0.194112.1.3
[2]Certificate Policy:
Certificate Policies Policy Identifier=1.3.6.1.4.1.47272.2.3

[3,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:

http://www.evrotrust.com/cps

Key Usage (critical) | Non-repudiation (Bit 1), Digital Signature (Bit 0), Key Encipherment (Bit 2)

id-gcs-pkixQCSyntax-v2 id-etsi-qcs-Semanticsld-Legal (0id=0.4.0.194121.1.2)
(0id=1.3.6.1.5.5.7.11.2)

id-etsi-qcs-QcCompliance
(0id=0.4.0.1862.1.1)

id-etsi-gcs-QcLimitValuei | [Cyma B BGN nnn EUR]
(0.4.0.1862.1.2)

QCStatements id-etsi-qcs-QcSSCD
(0id=0.4.0.1862.1.4)
id-etsi-qcs-QcType id-etsi-qct-eseal (0id=0.4.0.1862.1.6.2)
(0id=0.4.0.1862.1.6)
id-etsi-qcs-QcPDS PdsLocations

(0id=0.4.0.1862.1.5)
PdsLocation=https://www.evrotrust.com/pds/pds_en.pdf
language=en
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7.3 MNMPO®UIN HA KBAJINMOULUMPAHO ATPUBYTUBHO YOOCTOBEPEHUE 3A KBAITUOULIMPAH
ENEKTPOHEH noarnnc HA ®U3N4YECKO JIMLIE (EVROTRUST QUALIFIED NATURAL
PERSON ATTRIBUTE CERTIFICATE FOR QES):

KeanugpuumpaHoto aTtpubyTMBHO YAOCTOBEpPEHMEe 3a KBanuuumpaH enekTpoHeH noanuc Ha
manyecko nuue ce u3gaBa MpU CblUMTE YCMOBUS, KaKTO KBanNMUUMPaHOTO YAOCTOBEepeHue 3a
KBanuuuMpaH enekTpoHeH noanuc Ha du3nMyecko nuue, HO ce pasnuyaBa Mo Buaa u obema Ha

yOOCTOBEpPEHUTEe B Hero AaHHW. M3nonsea ce 3a uaeHTUduKauma Ha nuueTo npen [dosepsBalia ce

cTpaHa.
Version V3
Serial number [cepneH Homep]
Signature
_ SHA256RSA
Algorithm
CN= | Evrotrust RSA Operational CA
Issuer OuU= | Qualified Operational CA
O= Evrotrust Technologies JSC
organizationldentifier (2.5.4.97)= NTRBG-203397356
C= BG
Valid from [HavanHa gaTta u yac no UTC Ha BanugHOCT Ha yOOCTOBEPEHMETO]
Validit to [kparHa gaTa n yac no UTC Ha BannaHOCT Ha YAOCTOBEPEHNETO]
c Ovpxasa: [IBybykBeH kod Ha obpxasaTa cnopeg ISO
3166 Ha HaLUMOHAamNHOCT (POAHO MSCTO) Ha PU3NYECKOTO
(countryName)
nvue
CN= | NbnHOo ume: MNMbnHO MMe OT PMU3NYECKOTO NnLe Ha
(commonName) | naTMHMua No AOKYMEHT 3a CaMOJSIUYHOCT.
Subject G= | Cob6cTBeHO ume: MiMe Ha huandeckoTo nuue Ha natuHuua
(givenName) | cnopen AOKYMEHT 3a CaMONUYHOCT
S= | ®amunHo nme: dammnng Ha PU3nMyYeckoTo nNuLe Ha
(surname) | naTUHULA cnoped AOKYMEHT 3a CaMOJSIMYHOCT
name= | [MbNHO nme: MNBbAHO Me OT PUNYECKOTO NULE Ha
(id-at-name) | KnpunMua no JOKyMEeHT 3a CaMOSNYHOCT.
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SERIALNUMBER=

(serialNumber)

HauuoHaneH ngeHTudmkaTop Ha PU3MYecKoTo nuue
crnopeg ETSI EN 319 412-1 1.5.1.3), Hanpumep: PNOBG-
8310257645 3a EIH;

dateOfBirth=

PoxgeHa gata ¢ TOYHOCT 4o aHu B ZULU dopmar,

(id-pda-
, Hanpumep: 19831231120000Z
dateOfBirth)
gender= | Mon Ha PM3NYECKOTO NULE KbM MOMEHTa Ha paXdaHeTo:

(id-pda-gender)

M unu F (MBXKU/KEHCKN)

description=

(id-at-description)

[laHHM OT MaLLUMHHO YeTUMMUTE YacTu Ha OOKyMeHTa 3a

CaMOISIMYHOCT Ha dmaundeckoTo nuue (Machine-readable

passport)
Mo-
3u- Arn- Cuwm- 3HaueHue
XUHa BONMMU
ums
1 1 alpha I, Annn C
Tun: Monbnea ce No NpeLeHka Ha n3gaeallara
5 1 alpha ObpxaBa unu opraH. Hai-yecto ce nanonasa
< IP 3a nacnopt u ID 3a HaunoHanHa Nn4Ha
KapTa.
albha Koa Ha cTpaHarta, u3gasalla AoKyMeHTa 3a
3-5 3 < P camonuyHocT cnopef (ISO 3166-1 alpha-
3 code with modifications)
6-14 9 alpha Homep Ha JOKyMEHT 3a CaMONNYHOCT
num <
15 1 num < | KoHTpOmnHo 4ncno Ha undpute 6-14
16 1 Pasgenuten
17 6 num [oguvHa, meceu u geH (YYMMDD), go koato

BaX1 OOKYMEHTa 3a CaMOJIMYHOCT

Hanpumep: IDBGR6410202234:201013
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Public Key )
RSA (2048 Bits)
Type/Length
Subject Key

Identifier

Authority Key

Identifier

CRL Distribution

Points

[M3uncneHa cToHOCT 3a M34aaeHoTo YAOCTOBEepeHE]

Key ID=7F:3E:64:59:85:2B:DD:23:29:C2:01:E7:CB:C3:69:C0:87:93:2B:08

[1]CRL Distribution Point
Distribution Point Name:
Full Name:

URL=http://ca.evrotrust.com/crl/EvrotrustRSAOperational CA.crl

Authority

Information Access

[1]Authority Info Access
Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.evrotrust.com/aia/EvrotrustRSAOperational CA.crt
[2]Authority Info Access
Access Method=0On-line Certificate Status Protocol (1.3.6.1.5.5.7.48.1)
Alternative Name:

URL=http://ca.evrotrust.com/ocsp

Enhanced Key

Usage

Client Authentication (1.3.6.1.5.5.7.3.2)
Secure Email (1.3.6.1.5.5.7.3.4)

Certificate Policies

[1]Certificate Policy:
Policy Identifier=0.4.0.194112.1.2
[2]Certificate Policy:
Policy Identifier=0.4.0.1456.1.1
[3]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.47272.2.2.1
[3,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Quialifier:

http://www.evrotrust.com/cps

Key Usage (critical)

Non-repudiation (Bit 1), Digital Signature (Bit 0), Key Encipherment (Bit 2)
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id-qcs-pkixQCSyntax-v2 id-etsi-gcs-semanticsld-Natural (0id=0.4.0.194121.1.1)
(0id=1.3.6.1.5.5.7.11.2)

id-etsi-qgcs-QcCompliance
(0id=0.4.0.1862.1.1)

id-etsi-qcs-QcLimitValue " | [Cyma B BGN unu EUR]
(0.4.0.1862.1.2)

QCStatements id-etsi-qcs-QcSSCD
(0id=0.4.0.1862.1.4)

id-etsi-qcs-QcType id-etsi-qct-esign (0id=0.4.0.1862.1.6.1)
(0id=0.4.0.1862.1.6)

id-etsi-qcs-QcPDS PdsLocations

(0id=0.4.0.1862.1.5)

PdsLocation=https://www.evrotrust.com/pds/pds_en.pdf
language=en

8 TMPOBEPKA U KOHTPOJ1 HA JEMHOCTTA HA JOCTABYMKA

MpoBepkute (oantute), m3sbpwBaHn B EBPOTPBLCT ce oTHacaT po ob6paboTkata Ha
WHOPMaLIMOHHUTE AaHHU 1 yNpaBneHne Ha KniovyoBuTe npoueaypu.

EBPOTPDBLCT exerogHo M3BbpLUBa Han-Marnko eanH BbTPeLleH OanT.

EBPOTPBLCT e 0bekT Ha oauT Hal-Marnko BedHbX Ha 24 meceua oT OpraH 3a OLeHsiBaHe Ha
cboTBeTcTBMETO. Llenta Ha oguta € pga ce noTBbpau, Ye [ocTtaBumka Ha KBanuduumpaHu
yOOCTOBEPUTENHM YCNyrn 1 npefoctaBsHUTE OT Hero KeanuuumpaHn yaoocTOBEepUTENHU YCnyru

OTroBapsiT Ha u3nckBaHuATa, nocodeHun B PernameHT EC) Ne 910/2014.

8.1 [QOEWCTBUA, NPEANPUETU B PE3YNTAT HA U3BBPLUEH OOUT

[oknaguTte OT BbTPELLHU U BbHLUHK 0auTu ce npedasat Ha EBPOTPBCT.

HoknagbT or OpraHa 3a oueHsdBaHe Ha CbOTBETCTBMETO ce npefasa Ha OpraHa no Haasop B
pamkuTe Ha 3 (Tpu) OHM cred BpbyBaHEeTO My Ha pbkoBoacTBoTo Ha EBPOTPDBCT. OpraHa no Hagsop,
pasrnexga goknaga v pelwasa ganuv ga octasu unm Bseme keanuduumpanms cratyt Ha EBPOTPBCT.

Bb3 ocHoBa Ha HanpaBeHWUTe OLiEHKM OT Aoknaaa, PvkoBoactBo Ha EBPOTPBLCT Habensassa
MEpPKU U CPOKOBE 3a OTCTPaHsBaHEe Ha KOHCTaTUpaHUTE NPONYyCKN N HECBOTBETCTBUS.

MepconanbT Ha EBPOTPBCT npegnpuema KOHKPETHUM OEUCTBUA 3a TAXHOTO OTCTpaHsiBaHe B

noco4yeHnTe CpoKoBe.

9 OPYIr'hn bU3HEC U NPABHU BBIPOCH

9.1 LUEHWU WU TAKCHU

EBPOTPBLCT nogaobpxa AOOKyMeHT ,LleHoBa Tapuda 3a npenocTaBsHW YOOCTOBEPUTESHMU,
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MHOPMALIMOHHK, KpUNTOrpaddCkM W  KOHCYNTaHTCKM yCrnyrM“ Ha cTpaHuuata cu B UHTEPHET:

https://www.evrotrust.com/blanki/tarifa.pdf.

9.1.1 BPBWAHE HA YOOCTOBEPEHUE U Bb3CTAHOBABAHE HA INMJTALLAHE

Tutynap/Cbagaten unm ynbiHOMOLLEH NpeacTaBuUTEN Ha IOpUaMYEcKo nvue MOXe a Bb3pasu
OTHOCHO HETOYHOCT UMM HeMbIIHOTa B CbObPKAHMETO Ha M3JafeHo KBanuuumpaHo yoocToBepeHue B
3-AHeBeH cpok cne nybnukysaHeTo My B [y6nunyHusa pernctsbp.

AKO npuyMHa 3a HEBAPHOTO CbAbpXKaHME Ha KBanuduumpaHo ygoctoBepeHue e B Pernctpupall
opraH, EBPOTPDBCT npekpaTsaBa yaoCTOBEPEHNETO U N34aBa HOBO C BAPHO CbbpXKaHWe 3a CBOS CMeTKa
UM Bb3CTAHOBSABA HanpaBeHOTO NnallaHe 3a OTMEHEHOTO Y4OCTOBEPEHME C HEBSIPHO ChAbpKaHME.

AKO MpuvyMHa 3a HEBAPHOTO CbObPXKaHWEe Ha KBanuuumpaHo yAOCTOBEPEHWE € MO BMHA Ha
Tutynaps/Cb3gaTtens nnu Ha ynbiHOMOLLEHUS npeacrtaBuTen Ha topuamdecko nvue, EBPOTPBLCT
npekpaTtsiBa yOOCTOBEPEHMETO M He Bb3CcTaHOBsABa HanpaseHoTo nnawaHe. EBPOTPBCT moxe ga
n3gage HOBO C BAPHO CbAbpXKaHMe 3a cmeTka Ha [oTpebuTens.

MoTpebutenat Moxe pn[a oOTKaxe Wu3gageHo KeanuduumpaHO YOOCTOBEPEHME C  BSPHO
cbabpxaHue, koeto EBPOTPBLCT we npekpatn He3abaBHo, 6e3 Ja Bb3CTaHOBM HanpaBeHOTO nnawlaHe

3a OTMEHEHOTO yAOoCTOBEpEHNE.

9.2 ®UHAHCOBU OTFrOBOPHOCTHU

EBPOTPDBCT e oTroBopeH 3a npeocTaBsHUTE YAOCTOBEPUTENHW yCnyrn npea notpebutenure,
KOWUTO pas3umTaTt Ha YAOCTOBEepsABaHUATA.

EBPOTPDBLCT otroeaps, ako BpeguTe ca Mo HEroea BMHa Uy Mo BUHA Ha nuuaTa, Ha KOUTO TOW €
Bb3M0oXxun pabora.

Ako EBPOTPBCT notBbpau n npuveme, Ye ca HacTbNUNKU Bpeau, TOW Ce aHraxupa ga nnatu

obesBpenarta. MakcumanHara rpaHvLa Ha nnatlaHe He MoXe [a HafBuLlaBa pasvepa Ha BpeauTe.

9.2.1 3ACTPAXOBKA HA JEMHOCTTA

EBPOTPBLCT ckntouBa 3agbihkuTenHa 3acTpaxoBka Ha AEVHOCTTa CUM KaTo perncrpupad

,D,OCTaB‘-II/IK Ha KBaJ'IVId)I/ILI,VIpaHVI yOOCTOBEPUTEITHN YCITyTWn.

9.3 HENPUKOCHOBEHOCT HA JINYHUTE AAHHU

EBPOTPDBCT e peructpupaH Kato agMUHUCTPATOP Ha fWYHU OaHHW NO peda Ha 3akoHa 3a
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3almMTa Ha NNYHN aHHWN.

B kayecTBOTO cu Ha AOMUHUCTpaTOp Ha nundyHM gaHHM, EBPOTPBCT crtporo cvbniogasa
N3NCKBaHWNSATA 3@ MOBEPUTESTHOCT M HEPA3MNPOCTPaHEHNE Ha NUYHUTE AaHHU Ha TuTynapu/Cbv3gateny unm
Ha YMbNHOMOLLEHN NpeacTaBUTENn Ha pUANYECKU nuua, cTaHannm My MU3BECTHM MPU U3MbIHEHWE Ha

AenHocTTa cu KaTo [locTaBymK Ha KBanuuumpaHn ygocToBEPUTESTHU YCIYT.

9.4 TPABA BBbPXY UHTENEKTYAJIHA COBCTBEHOCT

PaanuyHu gaHHu, BknoyeHun B nsgasaHmte ot EBPOTPBCT kBanuuumnpaHn yaoctoBepeHns unm
nybnukyBaHm B [lyGnunyHMs peructbp/xpaHmnuwie ca ob6ekT Ha npaBa BbpXy MWHTENekTyanHarta

COBCTBEHOCT " apyrm nMywectBeHn n HemmyuleCTtBeHu npaea.

9.4.1 NPABO HA COECTBEHOCT HA IBOMKA KNIOYOBE

[BorikaTta kni4oBe Ha NoTpedbutenute M CBBLP3AHOTO C MNYyONMYHMA KoY KBanuduumpaHo
yoocTtoBepeHue nsgageHo ot EBPOTPBCT, kakTo M CbOTBETHUSA CEKPETEH MaTepman € coOO6CTBEHOCT Ha
EBPOTPBLCT, HesaBucMmo OT COOGCTBEHOCTTa Ha dmanveckata cpefa, B KOATO KIOYoOBETe ce

CbXpaHdaBaT U 3aliuTaBar.

9.5 3AOBINKEHUA, OTTOBOPHOCT U TAPAHLUUU HA EBPOTPBCT

EBPOTPDBLCT rapaHTtupa, Ye ocblLlecTBABa AENHOCTTA CU KaTo:

» cnasBa TOYHO YCNOBMATa B HACTOSALWMA AOKYMEHT, nsuckBaHusita Ha PernameHTt (EC) Ne
910/2014 » HaUMOHaANHOTO 3aKOHOAATENCTBO NPU OCbLLUECTBABAHE Ha OEMHOCTTa CM Ha [JocTaB4uMK Ha
KBanuduunpaHn yoocToBEPUTENHN YCNyru;

» npeOocTaBeHUTE YCNyrn He HapyllaBaT aBTOPCKUTE MpaBa M NIMLEH3UpaHn npaBa Ha TPeTu
CTpaHu;

» M3nonsBa TEXHW4YecKo obopyaBaHE M TEXHOMOIMMKW, KOUTO OCUrypsiBaT HaAdeXOHOCT Ha
CUCTEMUTE M TEXHMYECKaTa U KpunTorpadycka CUrypHOCT MPU OCbLLECTBSIBAHE Ha MpouecuTe, B TOBa
YMCIO M CUTYPEH M 3alUTEH MEXaHU3bM/YCTPONCTBO 3a FEHepMpaHe Ha KIlo4oBE M 3a Cb3faBaHe Ha
KBanuduumpaH enekTpoHeH nognuc/neyar B cBosiTa UHPPACTPYKTYPa;

» u13gaBa KBanuuuupaHu yaocToBepeHus 3a enekTpoHHM noanucu/neyaT cneq kato nposepu
C JonycTMMK OT 3aKOHa cpeacTea npeacraBeHaTa UHopMaLuuns;

» CUrypHO CbXxpaHsaBa U noaabpxa MHOpMaLnd, cBbp3aHa C u3fgaBaHUTe yOOCTOBEPEHUS U
onepaTtvBHaTa paboTa Ha CUCTEMUTE;

» cnasBa ycTaHOBEHUTE npoLeaypv 3a paboTa 1 npasBuna 3a TeXHUYECKN U PU3NYECKN KOHTPOT,
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B CbOTBETCTBME C YycnosuaTa B Hactoswara [llonutuka wn [lpaktuka npu npenocTaBsHe Ha
KBanmduumpaHn yaocToBepuTenHu yenyrm';

» Cb3gaBa Bb3MOXHOCT 3a He3abaBHO cnvpaHe MW npekpaTsABaHe Ha [OeNCTBMEeTO Ha
KBanmduumnpaHo yaoCToBEpPEHNE;

» npekpaTsBa W cnvpa OeWCcTBMEeTO Ha YAOCTOBEPEHUS Mpu YyCrnoBuATa U MO peda Ha
cboTBeTHaTa [lonuTuka;

» yBedomsiBa He3abaBHO 3avHTepecoBaHUTE Inuvua cnej cnvpaHe Ha KeBanuduuupaHo
YAOCTOBEPEHWE;

» ocurypsisa YycrnoBusi 3a TOYHO oOnpedensHe Ha BPEMETO Ha wusdaBaHe, Crvpaxe,
Bb30OHOBABaHe ¥ NpekpaTsiBaHe Ha eNCTBMETO Ha KBanuduumMpaH Yya4OCTOBEPEHWS;

» u3NbIHABaA npouegypu nNo uaeHTUduKaums W ycTaHOBSBAHE Ha aBTEHTUYHOCT Ha
Tutynaps/Cb3gartens nnu Ha ynbHOMOLLEHUS NPpeAcTaBuUTeSN Ha IOPUANYECKO NULE;

» ocurypsiBa MepKum cpelly nognpaeBsHe Ha  KBanuduuupaHu  yOOCTOBEepeHusiTa W
NMOBEPUTENHOCT Ha aHHWUTE, A0 KOUTO MMa OOCTbM B Mpoueca Ha Cb3gaBaHeTO Ha KBanuduumpaHus
eNeKTPoHEeH nognuc/neyar;

» N3Mnon3Ba HageXxaHW CUCTEMU 3a CbXpaHsiBaHE M ynpaBreHne Ha yooCTOBEPEHUS;

» CaMO HafnexHo OBMAaCTEHM CIYXWUTenu MmaTt JOCTbM 3a BHACAHE Ha NMPOMEHU B [JaHHUTE,
yCTaHOBSIBaHE Ha aBTEHTUYHOCTTA U BanuAHOCTTa Ha YAOCTOBEPEHUATA;

» B3MMa He3abaBHM MepKM MpU Bb3HUKBAHE Ha TeXHUYecku npobnemnm BbLB Bpb3Ka CbC
CUTYpPHOCTTa;

» CW3TMYaHe Ha CpoKa Ha BanuaHOCT Ha KBanvduumpaHo yaoocToBepeHne OTMeHS BanngHocTTa
My;

» wuHpopmupa Tutynapute/Cb3pgatenute wWnNM  yNbAIHOMOLLEHUTE NpeacTaBUTENuM  Ha
IopUANYECKN NnLa, KaKTo U OOBepsBaLUTE Ce CTPaHU 3a TEXHUTE 3aAbiHKeHMs U OAbIDKMMA rpuka Ha
noBedeHne Nnpu M3Non3BaHeTo U goBepsiBaHETO Ha npegocTtaaHnTe oT EBPOTPBLCT kBanuduunpaHu
YAOCTOBEPUTENHN YCNYrK, Taka CbLO OTHOCHO MPaBWUIHOTO U CUrYpPHO W3NOM3BaHe Ha u3gageHuTe
KBanuduumpaHn yaoCToBepeHUsi U NpeaoCTaBeHNTe YyAOCTOBEPUTENHN YCIyr, CBbP3aHu C THX;

» U3Mnon3Ba U CbXxpaHsaBa cbbpaHaTa nNuyHa 1 gpyra MHopmauus camo 3a LenuTte Ha cBosTa
AEVHOCT NO npedocTaBsHe Ha KBanuduumpaHu yaoOCTOBEPUTENHW YCNyrM B CbOTBETCTBME C
HaLMOHAarHOTO 3aKOHOA4AaTENCTBO;

» He CbXpaHsBa M He KOnupa AaHHW 3a Cb3daBaHe Ha NoTpPebuTenckn YacTHU KNoYoBe, OCBEH
npu oTAaneyvyeHo 3asBsBaHe Ha KBanuduuupaHn yaoCTOBEpEeHWs npe3 MOOUMHOTO MpUroXeHue Ha
EBPOTPBCT;

» noagbpxa pasnonaraeMmy cpeacrtsa, KOMTO OcurypsiBaT Bb3MOXHOCT 3a M3BbpLUBaHE Ha
OenHocTTa My,

» CKIo4YBa 3acTpaxoBka 3a BPEMETO Ha CBOSATa OEVNHOCT;
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» noaabpxa [OBEpeH nepcoHan, nputexasall HeoOXoAUMUTE EeKCMEPTHU 3HaHWUSA, ONUT WU
KBanudukaumsa 3a n3BbpLuBaHe Ha AENHOCTTa;

» noaabpxa MNybnuyeH pernctbp/xpaHmnuuie, B KOUTO Ny6nNukyBa nsgageHuTe ksanuuumpanm
yaocToBepeHus, aktyaneH CnMCbK CbC CApeHn u npekpaTeHun ypoctoepeHuss (CRL), agpyrm
obcToaTencTea 1 enekTPOHHU JOKYMEHTHW, CbrnacHo Tasu Nonutuka n HauMoHanHOTO 3aKOHOA4ATENCTBO;

» ocurypsiea NOCTOAHEH A0CTbN 0 [NyGnnyHusa permctbp No enekTpoHeH NbT (24/7/365);

» ocurypsia 3almuta cpelly BHacsiHe Ha NpoMeHn B noaabpxaHusa [NybnuyeH permctbp oT
HepernameHTMpaH 1 HenpaBoOMEpPEH AOCTbIM UM Nopaan CrnyyYamHo cbouTue;

» nybnukyBa He3abaBHO B [MyOnunyHUA pernctbp n3gageHuTe n NoAnMcaHn yaocTOBEPEHMS;

» Cb3gaBa YCNoOBMS Ha BCsika OOBepsiBalla Ce CTpaHa da NpoBepu cTtatyca Ha M3gageHo wm
ny6nukyBaHO KBanuuunpaHo yaocTtoBepeHne B nybnmyHms Pernctbp Ha yooCTOBEPEHMS;

» W3BbpLUBA NEPUOAMYHN BBLTPELIHM OAMTM Ha LEeMHOCTTa Ha YAocToBepsiBalus opraH u
Pernctpupaliunsa opran;

» U3BbPLUBA BbHLUHW OQUTU OT HE3aBMCMMW OAMUTOPU 1 NyBNUKyBa Ha canta cu pesynrtatuTe oT
npoBepkara;

» MN3nonsBa B AeNHOCTTa cu cepTudmumpad codpTyep u xapayep, Kakto U CUrypHU 1 HagexaHu
TEXHOSTOMMYHN CUCTEMMU;

» nogabpka Ha camta Ha EBPOTPBLCT cnucbk ¢ PeructpupaliyM opraHu, ChMCbK C
npenopbunTeEneH codTyep u xapayep 3a nsnonssaHe oT notpebutenute, 6naHku, dopmynspu, TUNOB

[loroBop 1 Ap. AOKYMEHTU B Mon3a Ha notpedutenure;

EBPOTPBLCT Hocu otroBopHocT npef lMotpebutenu n [loBepsBalimn ce CTpaHu 3a NPUYMHEHN
Bpeau oT rpyba HeGpPEeXHOCT UM YMUCHI:

» OT HeusnbriHeHve Ha uancksaHuaTa ot PernameHTt (EC) Ne 910/2014 npu ocbLiecTBABaHe Ha
AerHOCTTa CU No NpefocTaBsHe Ha KBanuduumMpaHu YA4OCTOBEPUTESHN YCIyru;

» OT HEeBEepHW WNu NUNCBaLLM OaHHW B KBANMMUUMPaHOTO yOOCTOBEPEHUE KbM MOMEHTa Ha
n3gaBaHeTo My;

» OT BpeAu, KoMTO ca NPUYNHEHU B CryyYai, Yye No BpeMe Ha U3faBaHeTo Ha KBannduunupaHoTo
yAOCTOBEPEHME NULETO, NocoyveHo kato Tutynap/Cb3gaten unu ynbnHOMOLLEH MpeacTaBuTen Ha
IOPUAMYECKO NKLIE, HE € pasnonarano C YacTHUS KIToY, CbOTBETCTBALL, Ha MYBMYHMA KITov;

» OT anropuTMUYHOTO HECLOTBETCTBUE MEXAY YAaCTHUA KoY M NYGNUYHUS KoY, BNUCBaH B
KBanmduumnpaHoTo y4OCTOBEPEHME;

» OT HecnasBaHe Ha 3adbllkKeHuaTa CU NO M3gaBaHe W yrpasneHwe Ha KsanuduuupaHu
YAOCTOBEPEHWS;

» OT nNpOnyckn B YCTaHOBSABaHe Ha WAEHTUYHocTTa Ha Tutynaps/Cb3gatens wnuv Ha

yNbIHOMOLLEHNA NpeacTtaBuTen Ha ropngn4ecko nuue.
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9.5.1 3AOBITKEHUA, OTTOBOPHOCT U TAPAHLIUN HA PETUCTPUPALLIUA OPIAH

EBPOTPBCT rapaHtupa, 4ye Perncrpmpalinsa opraH n3nbiiHsaBa CBOMTE PYHKUMM U 3a4bIDKEHUA
B NMb/IHO CbOTBETCTBME C YCMOBUATA B TO3M AOKYMEHT, C U3UCKBaHUATA 1 npouenypute B MNonutukarta u
n3gageHnTe BbTPELLHM ONepPaTUBHU UHCTPYKLMN.

EBPOTPBLCT oTtroBaps 3a gencrteumsita Ha Peructpupalimsi opraH B WH(pacTpykTypata Ha
EBPOTPBLCT.

EBPOTPbBLCT rapaHtupa, Ye Peructpupallms opraH:

»  UM3NbIIHABA CBOATA AENHOCT, KaTo M3Mon3Ba HagexXaHW U CUTYPHU YCTPoUCTBa 1 codbTyep;

» npegocTaBs YCryrn, KOUTO ca B CbOTBETCTBME CbC HALUMOHANHOTO 3aKOHOL4ATENCTBO U He
HapyLLaBa aBTOPCKUTE NpaBa W NuueH3npaHu npaea Ha NoTpebutenute;

» nonara Hy>XHUTe ycunusi, 3a Aa U3BbpLUBa NpaBuiHa naeHtTudukaums Ha Motpebutenute,
BbBEXAa NPaBWUITHO U TOYHO faHHMTe B 6a3aTta gaHHu Ha EBPOTPBLCT m aktyanuaupa tasm nHdopmauus
B MOMEHTA Ha NOTBbpXA4aBaHe Ha AaHHUTE;

» He npaBu yMULLMEHW FPELUKA U HEe BHACA HETOYHOCTU B MHpOpMaUUATa, Cbabpxalla ce B
KBanuduumpaHuTe yaqoCcTOBEPEHUS;

» HeroBuTe yCrnyrun ca B CbOTBETCTBUE C obLionpuetute ctaHgapti: X.509, PKCS # 10, PKCS
#7, PKCS # 12.

9.6 S3AOBIIKEHUA HA NMOTPEBUTEJIUTE

Tutynapat/Cb3gatenaT unm ynbHOMOLLEHMAT NPeaCTaBUTEN Ha HOPUMAMYECKO N1, MOCOYEH B
n3gageHoTo KBanuuuupaHo yaocToBepeHne kato TuTtynsap, uma crnegHuTe 3aabimKeHns:

» [pa ce 3ano3Hae W ga cnassa ycnosuaTta Ha [orosopa, lNonutukute n lNpakTtukute npu
npegocTaBsiHe Ha kBanuduumpanu ygoctoBeputenHm ycnyrm ot EBPOTPBCT, kakTo u M3MCKBaHUATA B
ocTaHanuTe OOKyMeHTH, NybnvkyBaHu B INyb6nnyHusa permctop Ha EBPOTPBCT;

» npv nogaBaHe Ha WCKaHUSA 3a M3gaBaHe W ynpasrieHne Ha KBanuduumpaHn yoocToBepeHus
Aa npefocraBun BsipHa, TOYMHa M MbiiHa nHdopmauus, koato EBPOTPBLCT mnancksa cwrinacHo [orosopa,
HOPMAaTUBHUTE U3NUCKBAHUSA, NpunoxmumuTe Monutukn n MNpakTuku;

» [OareHepupa KpunTorpadpCcku KIouoBe, M3NoN3Bankm CUrypeH MeTod 1 anroputbm, CbobpasHo
namcksaHusaTa Ha PernameHT (EC) Ne 910/2014 v ga nanonsea ogobpenn ot EBPOTPBCT yctpoicTea
3a cb3aBaHe Ha kBanuduuupaH enektpoHeH nognuc/nedat (QSCD);

» [Oa npoBepu MbfHOTaTa W BEPHOCTTA Ha CbAbPXaHWETO Ha npefocTaBeHaTa OT Hero
nHpopmauma 3a ygocrtoBepsaaHe B none DN (Distinguished Name) Ha n3gaBaHuTe kBanuduumpaHu

yoocToBepeHusi. B crniyyaid Ha HeCbOTBETCTBME MeXay NpeacTaBeHaTa MHopmauus U ya4oCTOBEPEHOTO
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cbabpXKaHue, noTpebutensa Tpsdea aa ysegommn HesabasHo EBPOTPBCT;

» [a rnpeycraHoBW U3MOM3BaHETO Ha KBanvduuMpaHO YOOCTOBEPEHME B Criydyal Ha CbMHeEHUe
3a 3aryba nnmn komnpomeTupaHe Ha YacTHuA knod 1 ga nogage oo EBPOTPBLCT 3asaBka 3a HErOBOTO
cnvpaHe;

» [a npeycTaHoBW M3NON3BaHETO Ha KBanuuumnpaHo ygocToBEpPEHME NMPU HAanM4Me B Hero Ha
ocTapsna, NpoOMeHeHa, HeToYHa W/unuM HeBsipHa MHopmauMa M ga nNogage UCKaHe 3a crvpaHe Ha
OEeNCTBMETO Ha YAOCTOBEPEHNETO;

» npeav ga M3nonsea HOBO KBanuuumnpaHo yooctoBepeHune, a npomenmn gocerawHus NAH 3a
AO0CTbN 0O YCTPONCTBOTO 3a Cb3faBaHe Ha enekTpoHeH nognuc/neyat (QSCD), KbOeTo Ce CbhbXpaHsiBa
YaCTHUSAT KIHOY;

» [a npunoxu Heobxogumarta OAbiKMMa rpyka u ga npeanpueme HeobxoaumuTe Mepku 3a
npeaoTBpaTsiBaHe Ha YaCTHUS KNKOY OT KOMNpomeTupaHe, 3aryba, paskpmeaHe, MogmMduKkaums unu apyro
HepaspeLLeHO AencTeune;

» pawusnonaea nsgageHoto ot EBPOTPBLCT kBanudmumpaHo yaocToBepeHNE camo 3a 3aKOHHN
Lenu 1 B CbOTBETCTBUE C YKa3aHaTa B HEro NONUTUKA U NPaKTUKa;

» paopobpsiea ycrioBusiTa, nocoyenn B [lorosopa mexay Hero n EBPOTPBCT (ToBa ogobpeHune
TpsibBa Ja ce CbCTOM Ha camopbyeH nognuc Bbpxy [lorosopa);

» p[aogobpsiBa nsganeHoTo 3a Hero KeannuumpaHo yooCcToOBEPEHME;

» [a He paskpvBa naponarta 3a AOCTbM 40 YCTPOMCTBOTO 3a Cb3daBaHe Ha kKeanuduumpaH
eNeKTPOHEeH nognuc/neyaTt Ha HEYNbIHOMOLLEHM NMLa;

> [a He NpaBu OOCTbMNEH CBOSI YAaCTeH KoY 3a Apyru nvua.

9.7 OCBOBOXOABAHE OT OTFTOBOPHOCT

EBPOTPBLCT He HOCK OTTOBOPHOCT B CrnyyYan Ha Bpeau NPUYNHEHN OT:

» U3NOon3BaHe Ha KBanuuuMpaHo YAOCTOBEPEHWE M3BLH MpefenuTe Ha BAMcaHuTe B Hero
npeaHasHavYeHns N orpaHNYeHns Ha HEroBoTo AENCTBME;

» HE3aKOHHW OeNCTBMSA OT cTpaHa Ha NoTpebuTtenu n [loBepsiBallm ce CTpaHu;

» npefocTaBsAHe Ha HadMHa Ha wgeHTMdMUMpaHe Ha YCTPOMCTBOTO 3a Cbhb3gaBaHe Ha
KBanuduumpaH enekTpoHeH noanuc/nedat v 4OCTbN A0 YaCTHUSA KoY OT cTpaHa Ha lMoTpebutenn Ha
TpeTn nuua;

» Ccny4YyanHu cbbuTMA, UMaLLM XapakTepa Ha HeNpPeoaonMMa cuna, BKIIOYUTENHO 3M10YMULLNEHN
OencTBUA Ha TpeTu nuua (Xakepcku ataku, oTHeEMaHe Ha YCTPOMCTBOTO 3a Cb3aBaHe Ha KBanuduumpaH
enekTpoHeH nognuc/neyat (QSCD), [ocTbM OO YacTHUSA KMo, Yy3HaBaHe 6e3 3HaHWeTO Ha
Tutynaps/Cbe3gatena Ha HaunHa Ha ngeHTuduumpaHe 1 ap.)

» MN3nonsesaHe Ha KBaJ'IVIC*)I/ILI,I/IpaHO yOoCTOBEpPEHME, KOETO HE € U3gaaeHo Unn n3non3BaHo B
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CbOTBETCTBUE C U3MUCKBaHUATA U nNpouenypute Ha MNpakTukata u NMonutnkata Ha EBPOTPBCT;

» M3nonsBaHe Ha HeBanWAHO yOocToBepeHue (yOOCTOBepeHue, KOeTo € CrpaHO  unu
npekpaTeHo);

» He CBOEBPEeMEHHO OelCTBUue Mo npekpaTdaBaHe uUnu cnupaHe Ha yaoctoBepeHue (cnencreve
oT 3abaBeHO OT cTpaHa Ha Tutynapsa/Cb3gatens uckaHe vnu nopagu NPUYMHU M3BBH KOHTpOra Ha
EBPOTPBLCT);

» KOMMPOMETUPAH YacTeH KIkou, KopecrnoHaupall Ha nybnuuHms K4y B KBanuuumpaHoTo
yaoctoBepeHue no BuHa Ha Tutynapsa/Cbwagatens;

» IOLWO KayecTBO U (PYHKUMOHAINTHOCT Ha CoTyepHUTE NPOAYKTU U XapAyepHU YyCTpOMCTBa

nanonasaHu ot Tutynaps/Cbhanatens un [loBepsiBallim ce CTpaHW.

EBPOTPDBLCT He oTroBapsi 3a U3nonssaHe Ha yaoOCTOBEPEHUETO U3BLH paMKUTE Ha BNUCaHUTE B
Hero JIMMUTUN Ha CTOMHOCTTAa Ha TpaH3aKUMUTE N LUenin 3a U3nosi3BaHe.

EBPOTPBLCT He oTroBaps 3a CbAbpXXaHUETO Ha npukadeHute dannose. Bcuykm puckoBe, KOUTO
MoraT da Bb3HMKHAT Mpu CBansiHe WM U3TErNgHe Ha npukavyeHn hannoBe ca OTrOBOPHOCT Ha

notpebutennre, KOUTO M oBMEHSAT.

9.8 OTroBOPHOCT HA TUTYNAPA/CB3AATENA

OTtroBopHocTTa Ha Tutynaps/Cb3gatens unn ynbHOMOLLEHMS NpeacTaBUTEN Ha pUanNYecko
nvue e B pesynTaT OT U3NbIIHEHWE Ha HEroBUTE 3a4bimKeHus. YCNoBusiTa Ha OTTOBOPHOCT Ce ypexaaT C
Horosop ¢ EBPOTPBLCT.

Tutynapat/Ce3gatenat unm ynbiaHOMOLLEHUAT NpeacTaBuTen Ha Iopuanvyecko nuue otroBaps
npeg EBPOTPBLCT v npea oosepsBawmTe ce nuua, ako:

» npuv Cb3gaBaHeTo Ha ABOWKaTa YacTeH-nyonnyeH KoY e n3nonssarn anropuTbM 1 yCTPONCTBA
3a Ccb3gaBaHe Ha kBanudwuumpaH enektpoHeH nognuc/nedatr (QSCD), kouTO He OTroBapsiT Ha
nanckeaHunata Ha PernameHT (EC) Ne 910/2014;

» He M3MbIIHSABA TOYHO M3UCKBAHUATA 3a curypHocT, onpeaenenn ot EBPOTPBLCT;

» He noucka oT EBPOTPBCT cnupaHe unu npekpatsaBaHe Ha AeNCTBMETO Ha KBanuduumpaHo
yAOCTOBEpPEHME, crief KaTo e y3Harl, Ye YaCTHUAT KoY e 6rn n3nonssaH HenpaBoMeEPHO UK CbLLECTBYBA
ONacHOCT OT HENPaBOMEPHOTO MY M3MNON3BaHe;

» € M3BbpLUMN HEBEPHU usasneHund, HanpaseHn npeg EBPOTPBLCT, kouto mmaT OTHOLIEHWe
KbM CbAbPXAHNETO UM KbM U3[4aBaHETO Ha KBAaNUMULMPaHOTO yOOCTOBEPEHME;

» KoraTo KBanudumumpaHoTO yAOCTOBEpeHuNe e nsgageHo ¢ BnucaH Cb3gaTten v oBnacTeHo oT

Hero nuue (TI/ITyJ'IFIp), OTroBaps 3a HeU3MbJIHEHNETO OT CTPaHa Ha OBJTaCTEeHUA Ha 3adbIDKEeHNATa MY.
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KnneHTsT, TVITyJ'IFIpFIT/C'b3[J,aTeJ'IFIT Mnn ynblMHOMOLLEHUAT npeacrtaButen Ha punandecko

Jinde oTroBaps 3a CbAbpXaHNETO Ha NpUKavYeHnTe cbal?mose n nocneacTtBuATa oT TAXHOTO U3NOJi3BaHe.

PeructpupaHe Ha U3MeHeHusATa

Crpanuua

BanugHo n3meHeHune

' Axo nsama enucanu ampubymu 3a organizationName u organizationldentifier, ampu6yma id-etsi-qcs-Semanticsld-Legal xe

ce snucea.

it 4xo ampubyma id-etsi-qcs-QcLimitValue npucvemea, 6 nezo ce 6nucea MAKCUMATHUS Pa3Mep HA 0SPAHUYEHUEMO HA

cmouHoCmma Ha coenkamd, 00 KOAmMo moduce 0d

ce uznojzea ydocmoeepeﬂuemo.
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