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1 BBbBEAEHUE

,[1oNUTMKa npu npefocTaBAHe Ha KBanuUUMpaHO yOOCTOBEpPEHME 3a YCbBbPLUEHCTBAH
enekTpoHeH nognuc/nedat (Monutnka/CP/Certificate Policy) e LOKyMeHT, KOMTO onucea obLwmTe npasuna
N Hopmu MNpunaraHn ot ,EBpoTpbcT TexHonbmpkmuc” AL (EBpoTpbCT) Npu nsgaBaHe M ynpaBneHne Ha
KBanuduumpaHm yaoCTOBEPEHUA 3a YCbBbPLUEHCTBAHW €efeKTPOHHU nognucu/meyaTn, BuaoseTe
KBanuduumpaHm yaocToBEpPUTENHN YCIYyrn NPUOXMMU 3a Te3n YOOCTOBEPEHMUS, KAKTO U TexHus obxsat
Ha MPUIOXMMOCT.

Mpn wu3pgaBaHe Ha kBanNUUUMPAHO YOOCTOBEPEHME 3a YCbBbPLUEHCTBAH ENEeKTPOHEH
noanuc/neyat ot EBpOTPBLCT ce npunarat npoueaypu, OCUrypsiBally BUCOKO HUBO Ha HaOEeXOHOCT M
CUFYPHOCT Ha ygocToBepeHaTa WHdopMmauus, wuaeHtuduuympawa [lotpebutenute. [Mpunarat ce
npoueaypw, rapaHTupawimM HageXaHOCT WM CUIYPHOCT MNpu mn3gaeBaHe, nybnvkyBaHe W ynpaBrieHue
(cnnpaHe, Bb30OHOBsABaHe, NpekpaTsiBaHe M MNOA4HOBSIBAHE) Ha KBanuduuMpaHu YOOCTOBEPEHUs, Npwu
Ccb3gaBaHe Ha noanuc/neyvar, CbXpaHeHne Ha YacTeH KoY 1 ynoTpebaTta My B pasnimyHy NPUNOXKEHNUS.

3anos3HaBaHeTo C uenuTe M ponsta Ha ,llonuTukata npu npegocTaBsHe Ha KBanvduuupaHo
YyAOCTOBEPEHME 3@ YCbBBLPLUEHCTBAH €NeKTPoHeH nognuc/nevaT” e ocobeHo BaxkHO 3a [NoTpebutenure
(Tutynapu/Cw3gatenn) n [loBepsBalum ce CTpaHu OT FflegHa ToYKa Ha NPUITOXMMOCTTa Ha Te3u YCNyru.

OtHoweHuaTa mexay EBpoTpbecT 1 NoTpebutens ce ypexagaTr ¢ AOroBop 3a KBanvduumpaHu
YAOCTOBEPUTENHN YCIYIW.

LleHnTe Ha ygocTtoBepeHusTa U Ha ycrnyrute No usgaBaHe W yrnpasneHue Ha KBanuduumpaHm

yOoCcTOBepeHus ce cbabpxat B TapudaTta Ha EBpOTpbCT, AOCTbMHA HA UHTEPHET canTa Ha OpYXeCTBOTO.

1.1 NPEMNEQ

HOokymeHTbT llonutnka npu  npepoctaBaHe Ha  KBanuduumMpaHo YOOCTOBEPEHME  3a
YCbBbPLUEHCTBaH eNekTpoHEeH nognuc/nevaT” ce oTHacs 3a kBanvduumMpaH yaoCTOBEPEHUS, U3aaaeHn
oT EBpoTtpbceT, cbrnacHo PernamenTt (EC) Ne 910/2014 Ha EBponelickns napnameHT n Ha CbeeTa oT 23
tonn 2014 rogmMHa OTHOCHO e€nekTpoHHaTa WAeHTUdUKauMa u yaoCTOBEpPUTENHUTE YChyru npu
€MNeKTPOHHM TPaHCaKLMM Ha BbTPELUHNA nasap 1 3a oTMsaHa Ha dupektnea 1999/93/EO (PernameHT (EC)
Ne 910/2014) n B cbOoTBETCTBUE C NPUNOXMMOTO 3akoHoAaTerncTso B Penybnvka Bvnrapus.

HacTosawmsaT JOKYMEHT e CTPYKTypupaH B CbOTBETCTBUE C paMkaTta, onpegeneHa ¢ npenopbkata
IETF RFC 3647 ,Internet X.509 Public Key Infrastructure Certificate Policy and Certification Practices
Framework".

Monutukata e cbobpaseHa CbC cnegHUTe JOKYMEHTU:

» ETSI EN 319 411-2 ,Policy and security requirements for Trust Service Providers issuing

certificates. Requirements for trust service providers issuing EU qualified certificates®;
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» ETSI EN 319 401 ,Electronic Signatures and Infrastructures (ESI); General Policy
Requirements for Trust Service Providers";

» ETSI EN 319 412-1 ,Electronic Signatures and Infrastructures (ESI); Certificate Profiles; Part
1: Overview and common data structures";

» ETSI EN 319 412-2 ,Electronic Signatures and Infrastructures (ESI); Certificate Profiles; Part
2: Certificate profile for certificates issued to natural persons®;

» ETSI EN 319 412-3 ,Electronic Signatures and Infrastructures (ESI); Certificate Profiles;Part 3:
Certificate profile for certificates issued to legal persons®;

» ETSI EN 319 412-5 ,Electronic Signatures and Infrastructures (ESI); Certificate Profiles; Part
5: QCStatements”;

» ETSI TS 101 456 ,Electronic Signatures and Infrastructures (ESI); Policy requirements for
certification authorities issuing qualified certificates".

» ETSI TS 119495 ,Electronic Signatures and Infrastructures (ESI); Sector Specific
Requirements; Qualified Certificate Profiles and TSP Policy Requirements under the payment services
Directive (EU) 2015/2366%;

> [JUPEKTWBA (EC) 2015/2366 HA EBPOMEWCKNA MAPJIAMEHT U HA CBbBETA ot 25
HoemBpKn 2015 rogmHa 3a nnaTexHWUTE YCIyrn BbB BbTPELIHUS Nasap, 3a U3MEHEHWE Ha AUPEKTUBU
2002/65/E0, 2009/110/EO n 2013/36/EC 1 PernameHT (EC) Ne 1093/2010 1 3a oTMsHa Ha [OupekTtuBa
2007/64/EQ.

M3paBaHeTo Ha KeanuduumpaHn yOoCTOBEPEHUA 3a YCbBBbPLUEHCTBAHM  €IEeKTPOHHU
nognucw/neyaTn ce cBbLP3BA C:

» n3gaBaHe Ha KBanuduumpaHo ygoctoBepeHue Ha hmamdecko nuue (Tutynap) - uma xapakrep
Ha KBanurumpaHo ygocToBEpPEHME 3a YCHbBbPLUEHCTBAH €NEKTPOHEH NOANuC;

» YCbBbLPLIEHCTBAH €MEeKTPOHEeH nedvat Ha topuamyecko nuue (Cb3gaten Ha nevyart) - uma

Xapaktep Ha KBaJ'II/ICbI/ILI,I/IpaHO yoocTtoBepeHne 3a YCbBbpPLUEHCTBAH €J1IEKTPOHEH ne4yar.

LJ10NUTUKa npu npegocTaBsHE Ha KBanMUUUPAHO YAOCTOBEPEHWE 3a YCbBbPLUEHCTBAH
enekTpoHeH nognuc/nedat” Ha ,EBpoTpbCT TexHonbakmc” ALl e nybnvyeH aokyMmeHT. Ton Mmoxe aa 6bae
NPOMEHSH MO BCSAKO Bpeme oT EBPOTPBLCT U BCAKa HOBa pefakums ce cbobliaBa Ha 3avHTepecoBaHUTe

nuua, kaTo ce nybnukyea Ha canTa Ha EBpoTpbCT: https://www.evrotrust.com.

1.2 HAMMEHOBAHUE U UOEHTU®UKATOP HA NMOJINTUKATA

Hactoawmar OOKYMEHT € C NbJIHO HauMeHOBaHue LflonnMTrka npun npenocraBAaHeE Ha

KBanuduumpaHo yaoCTOBEPEHME 3a YCbBBLPLUEHCTBAH €nekTpoHeH nognuc/nedat ot ,EBpoTpbCT
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TexHonbmkuc” ALl

YaocToBepeHusTa cbabpXKaT MOeHTUPUKATOP Ha MOnuTUKa, KOMTO MOXe da ce u3nonasa oT
[loBepsiBawnTe ce CTpaHU Npu OnNpeaensHe Ha NPUNOXMMOCTTa UM KbM 4AOEHO NPUIOXEHME, KaKTO €
onucaHo B npenopbkaTta IETF RFC 3647, Touka 3.3.

NoeHTndukaTopute 3a MONUTUMKATE Ha KBanuduuupaHutTe yOOCTOBEPEHUsl, MOCOYEHW B
HacToALMA AOKYMEHT, ca:

QCP-n:

Itu-t(0) identified-organization(4) etsi(0) qualified-certificate-policies(194112)

policy-identifiers(1) qcp-natural (0)

QCP-I:

itu-t(0) identified-organization(4) etsi(0) qualified-certificate-policies(194112)

policy-identifiers(1) qcp-legal (1)

JocTaBunkbT nogabpka v npunara Monutuka 3a KBanudUuMpaHu yooCTOBEPEHUS, KOSATO ce
ocHoBaBa Ha npaswuna, onpegenenn B ETSI EN 319 411-1, ¢ o6ekteH ngeHtudgumkatop (OID — Object

Identifier), kakTo cneaBa:

Twun ynoctoBepeHue MpeHTudumkatop Ha o6ekT

Evrotrust Qualified Natural Person Certificate for AES | 1.3.6.1.4.1.47272.2.7

QCP-n, NCP+ (cbomeemcmea Ha nonumuka ¢ O.1.D. =
0.4.0.194112.1.0)

Evrotrust Qualified Legal Person Certificate for 1.3.6.1.4.1.47272.2.8

AESeal (cbomeemcmea Ha nonumuka ¢ O.1.D. =

QCP-I, NCP+ 0.4.0.194112.1.1)

Evrotrust Qualified PSD2 Legal Person Certificate for | 1.3.6.1.4.1.47272.2.8.1

AESeal (cbomeemcmea Ha ronnumuka ¢ O.1.D. =

QCP-I, NCP+ 0.4.0.194112.1.1)

EBpOTpbLCT rapaHTupa, Ye He NpoMeHsi 0GEeKTHUS NAEHTUUKATOP HA HACTOALLMS AOKYMEHT, KaKTo
1 06EeKTHUTE NAEHTUDMKATOPU HA NONUTUKUTE, NMPaKTUKUTE U ApyruTe pedepupalm 4OKyMeHTU. AKo nma
paslimpsiBaHe/npoMsiHa B MONUTMKaTa U NpakTukaTa, KOSATO He 3acara Beve M3gadeHn yaoCTOBEPEHMS,
EBpOTpbCT npe3eHTMpa HOB OGEKTeH WAaeHTUdMKaTop, KOWTO OnucBa HOBWUTE YOOCTOBEPEHUS WM

pasLlmnpeHnTe/NpoMeHeHNTe Taknea. EBpOTPbCT cneaBa BbTpellHa npoueaypa 3a ynpasneHue Ha OID.

1.3 YYACTHUUM B UHOPACTPYKTYPATA

EBpoTpbCT KaTo kBanudumumMpaH AOCTaBYMK Ha KBanuUUMpaHuW YOOCTOBEPUTENHW YCRyru
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npegocTaBa yCnyrn no reHepvpaHe u ynpaeneHue (cnvpaHe, Bb30OHOBsIBAHE W MpekpaTsiBaHe) Ha
KBanuduumnpaHn ygoctoBepeHusi, upesd YpgoctoBeputeneH opraH ,Evrotrust RSA Operational CA* un
ycnyrn no naeHTudukauus n ygoctoBepsiBaHe Ha MOEHTMYHOCT Ha [MoTpebuTtenn, ypes Pervctpupaly

opraH. [pyrn yyactHMum B MHGpacTpykTypata Ha EBpoTpbCT ca NoTpebuTtenu n [loBepsiBawim ce CTpaHu.

1.3.1 YOOCTOBEPABALL OPIrAH

.Evrotrust RSA Operational CA®“ e ygocTtoBepsiBal, opraH, KOWTO wusgaea ksanuduumpaHu
YAOCTOBEPEHNS 3a YCbBBPLUEHCTBAHN €NEKTPOHHW noanucu/nedartu, KOUTO ce ynpaBnsBaT CblNacHO

HacTodwaTta nofnmTuka.

1.3.2 PErNCTPUPALL OPIrAH

Pernctpmpawmar opraH e obocobeHa cTpykTypa Ha EBpoTpbCT, HO MOXe fa 6bae U BbHLUHO
lopuanyecko nuue, Ha Koeto EBpPOTPBLCT Bb3nara OCbLLECTBABAHE Ha YCnyru no perucrpauus,
naeHTndmrKaums 1 yaocTtoBepsBaHe Ha MAEHTUYHOCTTa Ha noTpebutenn Ha EBpoTpbCT.

PerncrtpmpawmaT opraH U3nbrHsaBa criegHuTe enHOCTU:

> npuemMa UCKaHus 3a KBanuduumpaHn ygqocToBepeHusi, oaobpsisa nnm oTXBbpnsi Te3nN UCKaHUS
B CbOTBETCTBME C BbBEAEHN BbTPELLHN NpaBuna 3a ogobpeHne ot EBpOTpbLCT;

> npoBepsiBa CaMOSIMYHOCTTA Ha NnuuaTa Nofanu UCKaHe 3a n3gaBaHe Ha YAOCTOBEpPEHUS;

> yBepsiBa Ce, Ye M3OadeHOTO YAOCTOBepeHMe ce BpbuBa Ha [loTpebutens
(Tutynap/Cw3gaTten);

> npekpaTsiBa KBanuuUMpaHu yOooOCTOBEPEHMS Bb3 OCHOBA Ha BbBEOEHW MpaBuna 3a
ofgobpeHue Ha npekpaTtaBaHeTo oT EBPOTpbCT.

MHdpopMmauusa 3a KOHTaKT ¢ Peructpupawimss opraH Ha EBPOTPBCT € Ha pasnofiokeHne Ha

WHTEpHeT carTa Ha EBpoTpbCT.

1.3.3 NOTPEBUTENU

Bcako domanyecko mnu topuamyecko nvue, KOetTo nma CKINioYeH nNMcMeH Aorosop ¢ EBpoTpbeT e
notpebuTen Ha KBanudrumMpaHa yaqocToBepuTernHa ycnyra, npegocraBeHa ot EBpoTpbCT.

Motpebutenute 6usart:

» dmsmyecko nuue (Tutynap), KOeTo Cb3haBa YCbBbPLUEHCTBAH EMEKTPOHEH NOAMNUC,

» usmyecko nuue (Tutynsap), KOETo € YMbSIHOMOLLEH NpeacTaBUTen Ha IPUAMYECKO Nuue n
Cb30aBa YCbBbPLUEHCTBAH €MEKTPOHEH NOAMNWC;

> topuamndecko nuue (CbaaaTen Ha neyvaT), KoeTo Cb3[laBa YyCbBbPLUEHCTBAH €NTIEKTPOHEH nevyar.
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Korato ToBa € mMpakTU4Yeckn OCHLLECTBMMO, NPenoCTaBsHUTE YAOCTOBEPUTENHU YCIyrn u

N3Non3BaHUTe NP NPeLOCTaBSHETO Ha Te3W YCNyrn NPOAYKTU ca AOCTbMHM U 3a Xopa C YBPEXAaHus.

1.3.4 [OOBEPABALLUN CE CTPAHU

[loBepsiBalla ce cTpaHa € hM3nMyecko Unn LpuaMYecKko nuue, KoeTo npuema KesanuguumpaHo
yAOCTOBEpEeHne, n3ganeHo ot nHdpacTpykTypata Ha EBpoOTpbCT, cnea npoBepka Ha YyCbBbPLLUEHCTBAHUSA
enekTpoHeH noanuc/nedat Ha [loTpebuten Ha kBanuduuMpaHn YOOCTOBEPUTENHW YCryrn Ha

[ocTaB4unka.

1.3.5 AOPYIrn YYACTHULM

EBpOTp'bCT 3anassa npaBo Mnpu H606XOD,I/IMOCT Oa CKnw4Ba [OoroBopm € BbHWHU nuyua 3a

npenoctaBdaHe Ha onpeneneHn yaoctoBeputenHu yCnyru.

1.4 YNOTPEBA U NPUNTOXUMOCT HA KBAITUGULIMPAHU YOLOCTOBEPEHUA
141 NOPUNOXUMOCT HA KBAJIMOULUMPAHU YOLOCTOBEPEHUA

KeanuduumpaHo yaoctosepeHve Ha dusndecko nuue (Tutynap)/opmamdecko nuue (Cv3paten)
NN yNbNHOMOLLIEH NpeacTaBuTen Ha IpUANYECcKO nuue, NOCoYeH KaTo TUTynsp B yOAOCTOBEPEHUETO,
MOXe [a ce M3nonssa Npu Cb3gaBaHe Ha YCbBBLPLUEHCTBAH eNeKTPOHeH noanuc/neyat B eneKTPOHHU

OOKYMEHTU U I'IpI/lJ'IO)KeHI/IFI/TpchaKLI,VII/I, KOUTO N3NCKBAT BUCOKO HMBO Ha MHd)OpMaLlI/IOHHa CUTrypHOCT.

1.4.2 3ABPAHA 3A YNOTPEBA HA KBAJIM®ULIMPAHU YOLOCTOBEPEHUA

KeBanuduumpaHm yoocTtoBepeHns Ha EBpoTpbCT He TpsibBa ga ce uM3non3eBaT MO HauWH,
HeCcbBMeCTMM C obsaBeHaTa 3a TAX Luen u TAXHOTO NpunoxHo none/lonutrka.
KBanuduumpaHn yaoctoBepeHus, nsgageHu B CbOTBETCTBME C HacToswara Nonutuka He Tpsibea

Aa 6baaT M3Non3BaHn 3a He3aKOHOCBHOOpAa3HM Lenu.

1.5 YNPABJIEHMUE HA NMOJINTUKATA
15.1 OPrAHU3ALMNA, YNIPABIABALLA NMOJINTUKATA

EBpoTpbCT OTroBaps 3a ynpaBneHMeTo Ha Tasum NonuTuka.
Bcsika Bepcus Ha [MonutukaTta e B cuna 4o MOMeHTa Ha ofobpeHue n nybrnvkyBaHe Ha HoBa

Bepcusi. Bcsika HoBa Bepcus ce pa3paboTea OT cnyxutenu Ha EBpoTpbeT v cnes onobpexue oT CbBeTa
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Ha avpekTopuTe Ha EBpoTpbCT ce nybnukysa.
MoTpebuTtenuTe ca ANbXHU Aa ce cbobpassiBaT camo C BanuaHaTa Bepcus Ha [MNonuTtukaTta KbM

MOMEHTa Ha Nona3BaHe Ha ycnyrute Ha EBpoTpbCT.

1.5.2 JIULUE 3A KOHTAKT

KoHTakTHOTO nuvue 3a ynpaeneHne Ha [dokymeHTa [lonuMTuka npu npegocTaBsHe Ha
KBanuduumpaHo yaooCTOBEpeHME 3a YCbBBLPLUEHCTBAH enekTpoHeH nognuc/nedyat* ot ,EBpoTpbCT
TexHonbaxkuc” ALl e UsnbSHUTENHUS ANPEKTOP Ha EBPOTPBLCT.

HonbnHuTtenHa nHgopmaunsa moxe aa 6bae nonyvyeHa Ha crefHusa agpec:

»EBPOTPBLCT TexHonbaxknc” Al

Codpus, 6yn. ,Llapurpaacko woce” Ne 101

BusHec ueHTLp ,AKTVB, eT. 6

TenedoH, dakc: + 359 2 448 58 58

Email: office@evrotrust.com

1.5.3 BPDB3KA MEXAY NOJINTUKATA U NMPAKTUKATA

,[1ONIMTUKa nNpu npefocTaBAHE Ha KBanUMUUMPaHO YOOCTOBEPEHME 3a YCbBBLPLUEHCTBAH
enektpoHeH nognuc/nevat® (CP/Monutuka) n ,llpaktuka npu npegoctaBsHe Ha KBanuduumpaHu
ypocTtoBeputenHn ycnyrn“ (CPS/MNpaktuka) pasrnexaart eanH 1 cbly Habop oT Temun, KOMTo obenyxeat
MoTpebutenute n ca B nHTEpecC Ha [loBepsABawunTe ce CTpaHu, 3a Aa Morat Te [ia pa3ymTaTt Ha CUrypHOTO
N HageXOHO MpWMoXeHMe Ha KBanvduuupaHu YAOOCTOBEPEHWUS 3a YCbBbPLUEHCTBAH €NEeKTPOHEH
noanuc/neyart nsgageHn ot EBpoTtpbCT.

OcHoBHaTa pasnukata mexay ABaTa LOKyMeHTa € BbB (POKyca Ha TexHuTe pasnopeabu u B
TAXHOTO UeneBo npegHasHayeHue. NMonutukata npasu nperneq Ha U3MCKBaHMATa U U3MbIIHEHNETO Ha
CTaHOapTUTe, HanoXeHn OT Cb3dadeHaTa UHdpacTpykTypa Ha EBpOTPBLCT 1 onpegens yyacTHAUUTE B
AENHOCTUTE NOo NpeaocTaBsHe Ha yaocToBepuTenHu ycnyru. lNpaktukarta, OT gpyra ctpaHa, nocoysa Kak
YpoctoBepsiBalimMsi opraH U Opyrute yyacTHUUM B WHGpacTpykTypata npunarat npoueaypute u
KOHTpONuTe, 3a Aa U3NbITHAT uanckeaHuata Ha MNonuTtukata. C gpyrm aymu, uenTta Ha ABaTta JOKyMeHTa
e Aa ocurypu eQuHCTBO 3a npasuna v npoueaypu 3a yvacTHUUMUTE B MHApacTpykTypaTa Ha EBpoTpbCT,
3a [ja U3NbIIHABAT CBOUTE 3a4bINKEHUS N OTTOBOPHOCTM.

OcHoBHaTa pasnuka mexgy MNMonutukata m MNpaktukaTta €, Ye YaocToBepsBaLlms opraH ¢ egHa
MpakTrka MoXe Aa noaabpika HAKOMNKO MonuTukK, n3nona3eaHu 3a pasnmyHm NPUOXeHUs Unn ¢ pasnmyHo

MPUIMOXHO Nore 3a pa3nuyHn [loBepsiBaLLy Ce CTPaHW.
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1.5.4 JIUALE 3A KOHTAKT U NPOLIEAYPU 3A ONOBPEHUE HA NMPAKTUKATA

JluueTo, KOeTo B3ema peleHWss OTHOCHO W3MbiiHeHWe Ha ,llpakTuka npu npegocTtaBsiHe Ha
kBanuduumnpanmn ygoctoseputentm ycnyrn“ (CPS) n otroBaps 3a HEMHOTO yNpaBrieHNE € N3MbIHUTENHNS
anpekTop Ha ,EBpoTpbeT TexHonmbmkmc ALl

JJ1pakTuka npun npegocrtaBsHe Ha kBanuduumpaHum ygoctoBeputenHu ycnyrn“ (CPS) e
pa3paboTeHa oT eknn Ha EBpoTpbCT 1 e ogobpeHa oT CbBeTa Ha [upekTopuTte Ha EBPOTPBLCT.

Bcsaka Bepcus Ha [pakTuka npu npegoctaBsiHe Ha KBanuduumpaHn yaocToBEPUTENHN yenyrn® e

B Chna 4O MOMEeHTa Ha op,o6peHV|e n ny6n|/|KyBaHe Ha HOBa BepcCus.

1.6 ONPEAENEHUA U CbKPALLEHUA
1.6.1 OMNPEOENEHUA

CepTtudukauusa — [loctaBumK Ha yooOCTOBEPUTENHM YCAYrM MOXe Aa Nonyyun crtatyc ,KBanuduuupan® 3a
onpegeneH nepuopf B cboTBeTcTBME ¢ PernameHt (EC) Ne 910/2014 r., cneg npemMmnHasaHe Ha ycnelueH

OauUT 3a NpoBepKa Ha CbOTBETCTBUE OT aKpeaAnTupaHun nposepsABalln nuua,

OaHHM 3a BanuwaunpaHe - [aHHn, KouTo ce mn3nonaear 3a BanunanpaHe Ha eneKkTpoHeH noanunc uiun

EJIEKTPOHEH ne4yar;

BaﬂMAMpaHe - I'Ipou,eca Ha npoBepkKa 1 noTBbpXaaBaHe Ha BaliIMOQHOCTTA Ha €NeKTpPpOoHEH noannuc uin

neyar;

DaHHn 3a mpeHTUdMKauma Ha nuua - Habop OT OaHHM, KOMTO MO3BOMABaT ga Ce YCTaHOBMU
MOEHTMYHOCTTA N CaMOJIMYHOCTTA Ha PM3MYECKO WU HOPUANYECKO Nvue, UM Ha (U3MYecko nuue,

npeacTaBnsaBaLlo PUONYECKO NULE;

[JaHHKM 3a cb3aaBaHe Ha €eJIeKTPOHEeH noanuc - YHUKanHu gaHHW, KOUTO ce uanonssart oT TI/ITyJ'IFIpFl Ha

€J1eKTPOHHNA Nognunuc 3a Cb3gaBaHETO Ha eN1IeKTPOHEH NoANnuc;

HDoBepsBawm ce cTpaHu (Relying Parties) - dnsnyeckn nnm ropugmyeckn nuua, Kouto ca agpecatn Ha
€NEeKTPOHHM U3SABMNEHNa Unn apyrn UHpOpMaLMOHHM OBEKTN N ce OOBepsiBaT Ha y4OCTOBEPUTENHUTE

ycnyrn Ha EBpoTpbCT;
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HocTaBuMk Ha KBannduumMpaHu yaoCcToBepUTENHU ycnyru — [JocTaBYmMK Ha YOOCTOBEPUTENHM YCyru,
KOMTO npeaocTaBs efHa WM noBeve KBanupuuupaHu YOOCTOBEPUTENHW YCyrM U € MOomydunn

KBanuduumupanHms cu ctatyT oT OpraHa no Hag3op;

EnektpoHeH BpemeBM neyat — [laHHM B enekTpoHHa dopma, KOUTO CBbp3BaT APYrU AaHHU B
enekTpoHHa bopma C KOHKPETEH MOMEHT BbB BPEMETO M NPEeACTaBNsABaT 4OKA3aTENCTBO, Ye NocrneaHnTe
JaHHKU ca CblUeCcTByBann B CbOTBETHUA MOMEHT M € u3gadeH B cbotBeTcTBMe ¢ PermameHTt (EC) Ne
910/2014 r;

EﬂeKTpOHEH nevar - ,D,aHHVI B €J1eKTPOHHa cbopma, KOUTO Ce ﬂ06aBF|T KbM ApPYyrn AaHHU B €JIEKTPOHHa
cbopma nnnM ca JIorm4ecCkn CBbp3aHn C T4X, 3a Aa Cce rapaHTunpat npom3xoga u LienocTtta Ha nocnegHunTe.
EJ'IeKTpOHHI/IFIT nevyaTt CnyXun KaTto OO0Ka3aTericTBO, 4Ye AdadeH €eNieKTPOHEeH OOKYMEeHT € u3gageH oT

ropnandecko nmue n rapaHTupa HagexgHmna npon3xon m Uuefnioctta Ha AaHHUTE,

EﬂeKTPOHeH noanuc - ,D,aHHI/I B €J1eKTPOHHAa cbopma, KOUTO Cce D,O6aBFIT KbM OpPYyrv aHHU B €JTEKTPOHHA
cbopma nnn ca norn4ecCkn CBbp3aHn C T4X, U KOUTO TUTYNAPAT HA €NeKTPOHHUA nNoannuc N3norna3ea, 3a Aa

ce noanucsea;

KeanudmumpaHa yaoctoBepuTenHa ycnyra - Y[OOCTOBEpUTENHa Yycrnyra, KOSTO OTroBapsi Ha

NPUNOXMMUTE n3nckeaHus, onpegenenn B PernameHt (EC) Ne 910/2014 r.;

KeanuduumpaHo yaoctoBepeHue 3a efeKTPOHEH noannc — Y0CTOBEPEHNE 3a eNeKTPpoHEH noanuc,
KOeTO ce u3gaBa OT AOCTaBYMK Ha KBanuduuupaHu yaooCTOBEPUTENHW YCAyrM W OTroBaps Ha

n3ncksanunata, npeasmaeHmn B PernameHt (EC) Ne 910/2014 r;

KBaan)MuupaH BpemMeBU neyvat — EJ'IeKTDOHeH BpeMeBN ne4yar, KOWTO oTroBapsa Ha MU3NCKBAHUATA,

npeasuaeHun B PernamenTt (EC) Ne 910/2014 r;

yc‘bB'prLleHCTBaH €JIeKTPOHEeH neyart - yC'bB'prLIeHCTBaH EJIEKTPOHEH MNe4aT € eJIEKTPOHEeH ne4yar,
KOMTO € cb3aadeH oT le/lJ'IO)KeHVIe/CI/ICTeMa 3a Cb3daBaHE Ha YCbBbPLUEHCTBAH €JIEKTPOHEH ne4yaTt n ce

OCHOBaBa Ha KBanvuuMpaHo yaoCTOBEPEHME 3a ENEKTPOHEH Nneyar;

YCbBBLPLIEHCTBAH €MeKTPOHEH NOANUC - YCbBbPLUEHCTBAH ENEKTPOHEH NOANNUC, KOUTO e Cb3adadeH oT
npunoxeHve/cnuctema 3a Cb3faBaHe Ha YCbBbPLUEHCTBAH EMEeKTPOHEH MOoAMUC M ce OCHOBaBa Ha

KBanMguumMpaHo yaoCTOBEPEHME 3a €NEKTPOHHM NMOAMNUCH;
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KoopanHupaHo yHuBepcanHo Bpeme (Coordinated Universal Time/UTC) — Yacoeo Bpeme, cnpsmo
KOETO Ce u3yucnsiBa BPEMETO B pas3nuYyHUTE YacoBu 30HW. [lpn Hero 3a OCHOBa ce M3nonaea

MeXxayHapogHoTo atomHo Bpeme (TAl);

OpraH 3a ogob6peHune Ha MNMonutuka (Policy Approval Authority/PAA) — OpraH, ynbiHOMOLEH ada

onobpw, Habnoaaea 1 noaabpxka YaoctoseputenHata Monutuka;

OpraH 3a oueHsiBaHe Ha cboTBeTcTBMETO - OpraH, KOWTO € akpeauTMpaH B CbOTBETCTBME CbC
PernameHt (EO) Ne 765/2008 kaTo KOMNeTeHTEeH Oa M3BbpLUBA OLIEHsIBAHE Ha CbOTBETCTBMETO Ha
JOCTaBYMK Ha KBanuduumMpaHu yOOCTOBEPUTENHU YCAYrM U Ha NPedocTaBAHUTE OT TO3U LOCTaBYMK

KBanuduumpaHm yaocToBeputenHu ycnyru ¢ nancksaHuata Ha PernameHTt (EC) Ne 910/2014 r.;

Mpaktuka (CPS) - [lpakTvka npu npegoctaBaAHe Ha KBanuuuupaHn yaoocTOBEPUTENHUM YCNyru e
OOKYMEHT, CbAbpiKall, NpaBuiia 0THOCHO usgaBaHe, cnupaHe, Bb30OHOBSABaHE M OTMsSIHA AEeNCTBUETO Ha

YOOCTOBEPEHUATA, KaKTO U yCNOBUATA 3a NpeaoCctaBAHETO HA AOCTbN A0 yAOCTOBEPEHUATA,

Cnucbk cbe cnpeHun n npekpareHn yaoctoBepeHusa (CRL/Certificate Revocation List) — CrnvcbkbT
CbObpXKa yOOCTOBEPEHUSI, KOUTO BEYE He MOXe Aa ce cunTaT 3a BanuaHun. CRL e umdpoBo nognmcaH ot

nsgaTtens Ha yaoCToBepeHuaTa - Y4oCcToBepsiBalLmMs OpraH;

Cib3garten Ha nevar - KOpyan4yecko niue, KoeTo Cb3aaBa eNnekTPOHEH neyar;

YacTteH kno4 — Hu3 oT cumBOnM, KOWTO Ce M3MOoN3Ba B anropntbM 3a nNpeobpasyBaHe Ha UHopMaLMs
OoT pasbupaem B wwudpupaH Bua (KpunTupaH) wnu obpaTHO — OT wudpupaH B pasbuvpaem Bug

(BekpuntupaHe);

I'Iy6nu=|eH KN4 — EQMHMAT OT OBOMKa KIoYoBe, M3MON3BaH B acnMmeTpuyHa Kpuntocucrtema, KONTO e

OOCTBMEH N MOXeE [a Ce M3MON3Ba 3a NPoBepKa Ha eNIeKTPOHEH noanuc/nevyar;

TMTynﬂp Ha efieKTPpOHeH noanuc - dunsndecko nuue, KOETO cb3dasa €J1IeKTPOHEH noanunc,

YnoctoBeputenHa ycnyra - EnektpoHHa ycnyra, 06MKHOBEHO NpeaocTaBsiHa CpeLLy Bb3HarpaxaeHue,
KOSITO Ce CbCTOM BbB: Cb3[laBaHETO, NpoBepKaTa U BanMaMpaHeTo Ha eNeKTPOHHM NOAMNUCH, ENEKTPOHHU
neyaT WNN EneKTPOHHM BPEMEBW NevyaTtn, YCrnyrM 3a enekTpoHHa MpernopbyaHa nolla, Kakto wu
YOOCTOBEPEHMSl, CBbpP3aHW C Te3uW YCnyru; WM cb3gaBaHeTo, MpoBepkata M BanuauMpaHeTo Ha

yOoCTOBEPEHNA 3a aBTEHTUYHOCT Ha ye60a|7|T; NN CbXpaHABaHETO Ha eNeEKTPOHHU nNoanncun, nevyatu nnun
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YLOOCTOBEPEHMS!, CBbP3aHN C TE€3M YCNYTu;

YpooctoBepeHue 3a eNieKTPOHeH nevaT— YOOCTOBEPEHME Ha pUAMYECKO Nuue Mo cunata Ha
PernameHt (EC) Ne 910/2014 r;

YpooctoBepeHue 3a BpeMe - [laHHM B enekTpoHHa cdopma, KOUTO CBbp3BaT APYrM eNeKTPOHHU AaHHU
KbM onpeneneH MOMEHT OT BpeMe, NpeaocTaBsik1 AoKa3aTencTBo, Ye Te3n AaHHU CbLUECTBYBAT KbM

JafeHnst MOMEHT;

ynOCTOBGpEHMe 3a eJieKTpoHeH noanuc - EJ'IeKTpOHeH arecTaT, KOWTO CBbp3Ba [OaHHUTE 3a
BanunanpaHe Ha enekTpoHeH noannmc C (bVI3I/I‘-IeCKO mue 1 noTBbpXXaaBa Han-mManko UMeTO Wnun

ncesgoHnMMa Ha ToBa nuue;

Cpena 3a cb3paBaHe Ha YCbBbLPLUEHCTBAH ernekTpoHeH neyar - Cpefja 3a cb3gaBaHe Ha
YCbBbPLUEHCTBAH €MEeKTPOHEH NevaT e NpUNoXeHne Unm cuctema, KoeTo OTroBaps Ha M3UCKBaHMATA B
PernameHt (EC) Ne 910/2014 r;

Cpeda 3a cb3gaBaHe Ha YCbLBBLPLUEHCTBAH erleKTpoHeH noanuc - Cpefga 3a cb3fgaBaHe Ha
YCbBBbPLUEHCTBAH EMEeKTPOHEH MoanMuc € MPUMOXeHWe WNU cUcCTeMa 3a Cb3faBaHe Ha EeneKTPOHEH

nognuc, KOeTo oTroBaps Ha n3nckeaHuaTa Ha PernameHTt (EC) Ne 910/2014 r;

Cpena 3a cb3gaBaHe Ha enekTpoHeH noanuc — [lpunoxeHve mnu cuctema 3a Cb3[daBaHe Ha
erneKkTpoHeH noanuc e KoHdurypmpaH codpTyep unu xapayep, KOWTO ce M3NonssBa 3a Cb3faBaHeTo Ha
eNeKTPOHEH Noanuc.

1.6.2 CBbKPALLEHUA

QCP-| = MonuTtuka Ha KBanNMdUUUPaHo yO0CTOBEPEHNE, U3OaAEHO Ha OPUANYECKO NULE, KOraTo YacTHUS

KN4 Ha CBbp3aHOTO C HEro yaoctoBepeHne e reHepurpaH B CUrypHa cpeaa,;

QCP-n = NonnTtrka Ha kBanuduuMpaHo yaoCTOBEPEHNE, N3ganeHo Ha pm3nYecko nuue, Korato YacTHUS

KIMioY Ha CBbP3aHOTO C HEMO YAOCTOBEPEHUE € reHeprpaH B cUrypHa cpena;

NCP+ - 3acuneHa HopManuaupaHa yOooCTOBEpUTENHa MOMAUTUKA, KOATO BKIOYBA LOMBbIHUTENHU

N3NCKBaHUSA 3a KBanupuumpaHn yaoctosepeHns B cboteeTcTeue ¢ PernameHT (EC) Ne 910/2014 r;
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CA Certification Authority - YgoctoBepsiBall opraH;

CN Common Name - O6LionpreTo nme Ha NUUETO;

CP Certificate Policy - [lMonutnka 3a npegocrtaBsHE Ha KBanuUUUpaHO YOOCTOBEPEHWE 3a

YCbBbPLUEHCTBAH €MeKTPOHEH noanuc/neyar;

CPS Certification Practice Statement - [pakTuka npu npegocTaBsHe Ha YAOCTOBEPUTENHUN YCNYIK;
CRL, Certificate Revocation List - CNnCBK CbC CNpeHn 1 npekpaTeHn yaocToBepeHus;

PSD2 (Payment Services Directive 2) - ,JUPEKTUBA (EC) 2015/2366 HA EBPOMEWNCKNA
MAPJTAMEHT N HA CBBETA ot 25 HoemBpu 2015 rogmHa 3a nnaTexxHUTe YCryrn BbB BbTPELLHUA nasap,
3a nsmeHeHue Ha aupektmem 2002/65/EO, 2009/110/EO n 2013/36/EC n PernameHT (EC) Ne 1093/2010
1 3a oTmsiHa Ha [upektmuea 2007/64/EO%;

PSP (Payment Service Provider) - [locTaB4MK Ha NnaTexHa ycnyra;

DN, Distinguished Name - OTnMunTenHo nme Ha cybekT, BNncaH yaOCTOBEPEHNETO;

Enhanced key usage - PaswunpeHn uenu 3a n3non3BaHeTo Ha Kro4a;

FIPS, Federal Information Processing Standard - ®egepaneH craHgapT 3a o6paboTtka Ha

MHdopmauuns;

HSM, Hardware Security Module - XapayepeH kpuntorpadyCku MOAYIT;

Issuer — N3paTen;

LDAP, Lightweight Directory Access Protocol [lpoTokon 3a onpocTeH JOCTbMN 4O PErucTbp;

OID, Object Identifier - UgeHTudnkaTop Ha 06EKT;

PKCS, Public Key Cryptography Standards - Kpuntorpadckn ctaHgapT 3a npeHoC Ha nyonuyeH Knwou;

PKI, Public Key Infrastructure - HdpacTpykTypa Ha nyGrnvyHmUs KoY - CbBKYNHOCTTa OT Xapayepa,
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cocbTyepa, nepcoHana, fOKyMeHTauusita B EBpOTpbCT 3a cb3gaBaHe, M3nonaeaHe, ynpaBleHue wu

npoBepka Ha n3gaBaHu yAOCTOBEPEHUs 3a eNEKTPOHHU noanucu/neyaTy;

RA, Registration Authority - Peructpupaly opran;

RSA, Rivest-Shamir-Adelman - Buag acumeTtpuyeH kpuntorpadpckm anroputbM 3a Cb3gaBaHe Ha

€NeKTPOHEH noanuc;

SHA, Secure Hash Algorithm - CurypeH xeLl-anropuTbM 3a U3BNu4aHe Ha xelw-uaeHtudukaTop;

SSL, Secure Socket Layer - CurypeH kaHan 3a npefasaHe Ha JaHHW;

SMIME, Secure Multipurpose Internet Mail Extensions - [llpoTokon 3a CUrypHO npefaBaHe Ha

€J1IeKTPOHHAa nowla npe3 MHTepHET,

2 OTroBoOPHOCT 3A NYBJIMKYBAHE U XPAHUITULLIE
2.1 XPAHUJINLWIE

My6nuyHnaT pernctbp Ha EBpPOTPBLCT npeactaBnsBa XpaHWnuie, B KOETO Ca PasnofOXeHu
aKTyanHu n NpeanLwHN BepCUnN Ha eNeKTPOHHN AOKYMEHTU (B TOBA YMCIO akTyanHu Bepcun Ha ,lonutmka
npv NpeaocTaBsHe Ha KBanuguumMpaHo yagocToBepeHne 3a YyCbBbpPLUEHCTBAH €MeKTPOHEH noanuc/nevar”
n Mpaktvka npn NpegocTaBsHe Ha KBanuuuMpaHu yAOCTOBEPUTENHW ycnyrn®), npegHa3HavyeHn 3a
MoTpebutenute, yaocToBepeHns Ha YpoctoBepsiBawms opraH, [loTpebutenckn yaoctoBepeHus,
Cnuncbum cbe cnpeHun n npekpateHun ygoctoseperms (CRL) n gpyra nHdpopmaums.

XpaHunuiieTo ce yrnpasrsiBa U KOHTponupa oT EBpoTpbCT.

Becnuku notpebutenn n goeepsiBallm ce CTpaHn uMaT NOCTOAHEH JOCTHLN A0 UanaTta nHdopmMaums
B XpaHunuLieTo Ha agpec: https://www.evrotrust.com. OrpaHu4eHns nmaT goBepsBaLLMTE Ce CTPaHu, HO
Te ca CBbp3aHM C OOCTbMNBAHETO €OWHCTBEHO Ha YAOCTOBEPEHMSITA Ha noTpebuTtenuTte, 3a KOUTO

I'Iy6J'II/1‘-IHI/IFI OOCTbI € OrpaHn4eH.

2.2 NYBIUKYBAHA NHO®OPMALUA

My6nmMyHNAT pernctbp e AoCTbNeH Ha agpec: https://www.evrotrust.com/.
N3papeHuTte kBanuuumpaHn yoocTOBEPEHUS Ce CbxpaHsaBaT B 6asza gaHHM Ha EBpOTpbCT.
[ocTbn 0o Te3n ygqocToBEPEHMS MOXE Aa Ce OCbLLECTBABA NO OHMarH (online) NpoTokon 3a NpoBepka Ha

cTaTyca Ha u3fageHute yaoctoBepeHus B pearnHo Bpeme OCSP (Online Certificate Status Protocol).
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3a oHNavH npoBepka Ha AaHHU OT perucTbpa € HeobxoaMMO M3NON3BaHETO Ha MOAXOASLL
codptyep (OCSP-knMeHT nnmn gocTbn Npes MHTEPHET CTPaHULAaTa Ha LOCTaBYMKa.

MNpoBepka Ha usgageHn kBanuguumpaHm yagoctoBepeHusa Mmoxe ga 6bae HanpaeeHa n B Cnvcbka
CbC crnpeHn n npekpateHn yaoctoepeHus (CRL), konto ce nybnukyBa Ha MHTEPHET caiTa Ha EBpoTpbeT

N ce OCbBpPEMEHSsIBA Ha Bcekn 3 (Tpu) yaca.

2.3 YECTOTA HA NYBJINKYBAHE

HokymeHTaumaTa, BkntoyBawia Monutuka m lMpakTnka npu npegocTaBsHe Ha KBanuduuupaHu
yAOCTOBEPUTENHM yCnyri, cnopasymeHusi, obpasuu, pbkoBoAcTBa 3a paboTa C  enekTpoHeH
noanuc/neyar, goknagu oT oauTu M Ap., u3gageHa ot EBpoTpbeT, ce nybnukyBa Ha cTpaHuuaTta Ha
EBpOTPBCT B MHTEPHET HE3abaBHO NpuM BCSAKa akTyanusaums.

OnepaTnBHUTE yOOCTOBEPEHUSA Ha YOocToBepsiBalms opraH ce nybnukysaT He3abaBHO npu
BCAKO U3gaBaHe Ha HOBWU Y4OCTOBEPEHMS.

AKTyanusauus Ha nyonuyHua pernctbp C u3gageHuTe notpedbuTtenckn keanuduumpaHm
YyAOCTOBEPEHNS Ce OCbLLECTBSABA aBTOMaTUYHO U He3abaBHO crnef nybnvkyBaHe Ha BCAKO HOBOM3AaAeHo
BanuaHO yOOCTOBEPEHME.

AkTyanusaums Ha Tekywma CnMcbK CbC cnpeHn u npekpaTeHn ypoctoBepeHus (CRL) ce
OCbLLECTBSIBA aBTOMATU4YHO Ha He noBeyve oT 3 (Tpu) Yaca unu HeszabaBHO creq OTMAHa/NMpeKkpaTsaBaHe

unu cnnpaHe/BbL306HOBABAHE Ha BanvaHO yOOCTOBEPEHME.

2.4 [OOCTHbN A0 NYBJIIMKAUNA

EBpoTpbCT npegnara AMPEKTOPUAHM YCyrn 3a MHopMaumsiTa CbXpaHsiBaHa B XPaHWNULLETO
(ny6nunyHua pernctbp), kato ocurypssa HTTP/HTTPS n OCSP 6asupaH goctbn.

JocTbnbT Ao nHopmauusaTa B XpaHUNULLETO He ce orpaHmyasa oT EBpOTPBLCT, OCBEH NO UCKaHe
Ha Tutynapsa/Ce3gatend M camMoO MO OTHOLLEHME Ha HEeroBo BanuOHO u3gafdeHo KBanuduumpaHo
yOoCTOBEpPEHME.

NHdbopmauuaTa, nybnukysaHa B XpaHUnIMLLETO Ha EBPOTPBLCT, € A0CThNHA NOCTOSIHHO (24/7/365),

OCBEH B CltydaunTe Ha CcbbuTUNA, N3BBLH KOHTpPOJ1a Ha EBpOTp'bCT.

3 WAEHTUPUKALIUA U NTPOBEPKA HA CAMOJIMYHOCT
3.1 WUMEHA

M3nckBaHusTa 3a MMeHaTa B YOOCTOBEpPEHUSATa ca KakTo e rnoco4veHo B [Npenopbka ITU-T X.509

nnun IETF RFC 5280 n Ha ETSI EN 319 412. [onycka ce umeHaTta ga 6baat B cboTBeTcTBME ¢ Domain
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Name Service (DNS), onncan B RFC 2247.

‘Tlpoyedypama no rposepka U ernuceaHe Ha UMeHa e ornucaHa & OokymeHma ,[lpakmuka rpu

rnpedocmassiHe Ha KganuguyupaHu ydocmosepumesiHu ycryau”,
3.2 MbPBOHAYAITHA PETMCTPALUA

‘[lpoyedypama Mo MbpeoHayanHa peaucmpauusi € onucaHa 6 OokymeHma [lpakmuka rpu

rnpedocmassiHe Ha KganuguyupaHu ydocmosepumerHu ycryau”,

3.2.1 TMPOBEPKA 3A NMPUTEXXAHUE HA YACTEH KJO4

*ﬂpouedypama 3a rnpumexaHue Ha 4YacmeH K4 € orucaHa 8 OOKymeHma Jpakmuka npu

npedocmassiHe Ha KgasnuguyupaHu ydocmosepumesiHu ycryau®,

3.2.2 TNPOBEPKA HA UOEHTUYHOCT HA IOPUOUYECKO JIULIE

‘Tpouedypama 3a nposepka Ha UOEHMUYHOCM Ha KPUOUYECKO fuue e onucaHa 8 OOoKyMeHma

L[ipakmuka ripu npedocmassHe Ha KganuguyupaHu yoocmoesepumerHu ycryau®,

3.2.3 YCTAHOBABAHE HA CAMOJIMMHOCT HA ®U3UYECKO JIMUE, YMBJIHOMOLLEH
NPEACTABUTEN HA IOPUOUYECKO JIMLIE

*fpouedypama 3a ycmaHo8si8aHe Ha CaMOSIUYHOCM Ha QU3UYECKO JNuue, Yyrmb/IHOMOWEH
npedcmasumern Ha rpududecko nuye e ornucaHa 8 OokymeHma ,[Ipakmuka npu npedocmassHe Ha

KeanuguyupaHu ydocmosepumersHu ycryau®,

3.2.4 YCTAHOBABAHE HA CAMOJIMYHOCT HA ®U3UYECKO JIULIE

*ﬂpoueaypama 3a ycmaHoeseaHe Ha caMos/lu4HOCMm Ha usuyYecKko nuye e ornucaHa 8 GOKyMeHma

L[ipakmuka ripu npedocmassHe Ha KganuguyupaHu y0ocmoesepumeriHu ycryau®,

3.2.5 TPOBEPKA OT YOOCTOBEPABALLUUA OPIrAH

Cneg ycnewHa M,El,eHTI/I(*)I/IKaLI,I/IFI M npoBsepka ot PeFI/ICTpI/IpaIJ.l,I/IFI opraH Ha ycnosudaTa 3a n3gaBaHe

mnn ynpasneHne Ha KBaJ'II/Id.)I/ILlI/IpaHO yaocTtoBepeHune, npeancrtasuten Ha PeFI/ICTpI/IpaLLl,Mﬂ opraH
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noTBbpX4aBa [JaHHWUTE nped YAoOCToBepsiBallMs oOpraH. YOoctoBepsBawMaT opraH nybnukyesa
He3abaBHO m3gageHoTo KBanuduuupaHo ygoctoBepeHue B [My6nuyHua peructbp/XpaHunuweTo Ha
n3gageHnTe yoocTOBEPEHUS UMM CbOTBETHO B CnMCbKa CbC CNPEeHW U npekpaTeHn yaoCToBepeHust
(CRL).

B EBpoTpbCT €eOMHCTBEHO OnepaTtMBHUAT YOOCTOBEpsiBalW, OpraH, usgan kKeanuduumpaHo

yOOCTOBEpeHMWe 3a enekTpoHeH noanuc/neyar, Moxe Aa npekpatu 4eiCTBUETO Ha TOBa yOOCTOBEpeHMe.

3.3 WAEHTUO®UKALUUA U NPOBEPKA HA CAMOJIMYHOCT MNPU NOAHOBABAHE HA
KBAITM®PULIMPAHO YOOCTOBEPEHUE

*Mpouedypama 3a udeHmuchukayus u rnposepka Ha caMoauqyHocm rpu nodHossieaHe Ha ydocmosepeHue
e onucaHa 8 OokymeHma ,[lpakmuka rnpu npedocmassiHe Ha KeanuguyupaHu ydocmosepumeriHu

ycnyau®,

3.4 WAEHTU®UKALIUA N NPOBEPKA HA CAMOJIMYHOCT NMPU CMUPAHE HA OENCTBUETO
HA KBAIIM®GULIMPAHO YOOCTOBEPEHUE

*fpouedypama e onucaHa 6 OokymeHma . [Ipakmuka npu npedocmassiHe Ha KsasnuguyupaHu

ydocmosepumeriHu ycryau”.

3.5 WAOEHTU®UKALUA U NMPOBEPKA HA CAMOJIMYHOCT MNMPU NMPEKPATABAHE HA
OEUCTBUETO HA KBANTU®ULIMPAHO YOOCTOBEPEHUE

Korato EBpoTpbcT, 4pe3 Peructpupawma opraH wunm cam npekpatu OENCTBMETO Ha
KBanuduumpaHo yOooCTOBEpeHMEe, TOW OTpassiBa TOBa B MOAAbPXaHWUTE OT Hero 6asu JaHHu C
KBanuduumpaHm ygoctoBepeHus n nybnmkysa OTMEHEHNS CTaTyT Ha yAOCTOBEPEHNETO CBOEBPEMEHHO,
HO He NOo-KbCHO OT 24 Yaca cnep kato 6bae nony4veHo uckaHeto. OTMAHaTa cTaBa BanvaHa BefHara cnej
kaTo 6bae nybnukysaHa.

Mpu npekpaTsiBaHe npe3 MOBUMHOTO MPUIOXeHne Ha EBPOTPBLCT, NpoBepka 3a OEHTUYHOCT He

Cce n3BbpLuBa, npeasna HanM4YMEeTo Ha AOCTbIM Ha TI/ITyJ'IFIpﬂ 0O CbOTBETHATA (*)yHKLl,I/IOHaJ'IHOCT.

3.6 WAEHTUOPUKALUUA U TIPOBEPKA HA CAMOJIMYMHOCT CJIEQ NPEKPATABAHE
OEWCTBUETO HA KBANU®ULMPAHO YOOCTOBEPEHUE

MonutukaTa 1 NpakTukaTa Npu NpPegocTaBsiHe Ha KBanMuUMpaHu yooCTOBEpPUTENHM YCNyrn Ha
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EBpoTpbCT He gonyckaT NOAHOBsIBaHe Ha KBanudumumpaHo ygoctoBepeHue ype3d Renewal unm Re-key
cnepn npekpaTsaBaHETo My.

Tutynapat/Ce3gatenaT Ha npekpaTeHo KBanvduuupaHo YOOCTOBEPEHME MOXe [a noucka
n3gaBaHe Ha HOBO yOOCTOBEpPEHME.

EBpoTpbCT, Ypes Perncrpupaluns opraH, nsnbiHABa MbpBOHavanHa ngeHTudukaums n nposepka
Ha camonu4yHocT Ha Tutynaps/Cbh3aaTtens, ako Ton 3asBKM HOBO yAOCTOBepeHne. TakaBa NpoBepka He ce
M3BbPLLBA, ako MOTPebuTendat 3asaBsBa M3gaBaHETO Ha HOBO KBanvduUMpaHO YAOCTOBEpeHue OT

MOOMNHOTO NPUNOXEHUE, B KOETO MMa aKTUBEH Npodus.

4 ONEPATUBHU U3NCKBAHUA

“Eepompbecm npedocmassi orepamueHu npouedypu 3a KeanuguyupaHu yoocmoeepumesHu ycryeau,
MPUIOXKUMU KbM KeanuguuyupaHume y0ocmoeepeHuUsi 3a e/1IeKmPOHHU rodnucu/neyamu ornucaHu 6

OokymeHma ,[lpakmuka rpu npedocmassHe Ha KeanuguyupaHu yoocmoesepumesiHu ycryau®,

4.1 YNOTPEBA HA KBAITIMGULIMPAHO YOOCTOBEPEHUE U BOUKA KNIOYOBE
4.11 OTNOTPEBUTEINN

MoTpebutenunte TpsibBa Aa M3NON3BaT YaCTHUTE KIOYOBE M CbOTBETHUTE MM KBanMduULmnpaHm
YAOCTOBEPEHUS:

> B CbOTBETCTBME C TAXHOTO NpeaHa3HauYeHune;

» CcaMo B paMKMTe Ha Cpoka Ha TsixHaTa BanuaHOCT;

» KoraTo y4OCTOBEPEHMETO € CNPsIHO, MOTPEOUTENST He TpsiOBa Aa M3MOon3Ba YacTHUS KT,
0cobeHO 3a Cb3gaBaHe Ha eNfekTPOHEH nognuc/nevar.

OTFOBOpHOCTTa 3a 1n3nonidaBaHeTo Ha YaCTHUA KIoY € Ha TI/ITyJ'IFIpFl.

4.1.2 OT AOBEPABALLU CE CTPAHU

[loBepsiBalUTe Ce CTpPaHW, BKIMHYUTENHO onepaTopuTe B Pernctpupallms opraH, Tpsiéea aa
n3nonseaT NyGINYHNUTE KIOYOBE U CbOTBETHUTE UM YOOCTOBEPEHMS:

> B CbOTBETCTBME C TAXHOTO NpeaHasHayeHue;

> caMo crnef npoBepka Ha TeXHWUS CTaTyC U NPOBepKa Ha eNneKkTPOHHMSA Noanuc Ha
YnocToBepsiBalLMsa opraH, usgan yaocTOBEPEHUETO;

> [0 oTMsIHa/NpekpaTaBaHe BanuaHOCTTa Ha AafieH Kov;

> KoraTto yooCTOBEepeHMeTO e CnpsiHO, foBepsBallaTa ce cTpaHa He Tpsabea aa npvemMa
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NyOnNYHMS KoM,

4.2 NOAHOBABAHE HA KBAJINM®OUNUUPAHO YOOCTOBEPEHUE

lMogHoBsiBaHe Ha kBanuduumMpaHo ygoctoBepeHne ¢ Renewal o3HavyaBa nogmsiHa Ha BanugHo
yOoCTOBEpeHMe ¢ HOBO, 6e3 aa ce NpoMeHs CbluecTByBaLLaTa MHdopMaumsl B HEro, OCBEH HOB CEpPUEH
HOMEp M HOB CPOK Ha BanuaHOCT.

lMogHoBsIBaHE Cce M3BbpLUBA CaMO B paMKAUTE Ha CPoOKa Ha BanMAHOCT Ha akTyasnHo
yaocTtoBepeHune. To Tpabea ga 6bae npeawectBaHO OT permcTpupaHe Ha MUCkaHe 3a MOoAHOBSBaHe B
noaxoasiia dopma, npueTta u ogobpeHa oT onepartop B Perncrpupall opraH, NnpoBepeHa MAEHTUYHOCT 1
KOPEKTHOCT Ha NoAaaeHOTO UCKaHE.

MogHoBsIBaHE Ha n3gafeHo oTAaneyeHo, npe3 MOOUMHOTO NPUNoXeHMe yOOCTOBEPEHME, HE ce

fornycka.

4.3 W3OABAHE HA KBANIM®ULIMPAHO YIOCTOBEPEHUE C FTEHEPUPAHE HA HOBA
[OBOWKA KNIOYOBE (RE-KEY)

*lMpouedypama e onucaHa 8 dokymeHma ,[Ipakmuka rpu npedocmassiHe Ha KeanuguuyupaHu

ydocmosepumeriHu ycryau”.

4.4 NPOMAHA B KBAJIMOULMPAHO YOOCTOBEPEHUE

MNpomMsiHa B KBanUUUMpaHoO yaOCTOBEPEHNE O3Ha4YaBa MPOMsiHA B CbAbpXKaHMETO Ha AaHHWUTE
BbB Beye u3gageHo n nybrvkysaHo kBanuuumpaHo yaocToBepeHue 3a enekTpoHeH nognuc/neyar. Mpu
npomsiHa B KBanuuumMpaHo yooOCTOBEPEHME Ce U3UCKBA 3a4bIPKUTENHO reHepupaHe Ha HoBa ABONKa
KMoYoBe.

MNpomMsaHaTa ce TpeTMpa MO CblUMA HAYMH, KaKTO M M3OgaBaHETO Ha HOBO KBanuduumpaHo

yaoocTtoBepeHue.

4.5 CINWPAHE U NPEKPATABAHE HA KBAJTIMOULIMPAHO YOOCTOBEPEHUE

*lMpouedypama e onucaHa 8 dokymeHma ,[Ipakmuka rpu npedocmassHe Ha KeanuguyupaHu

ydocmoegepumerHu ycriyau”,
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451 OBCTOATENICTBA 3A NPEKPATABAHE HA KBAJIM®OULUPAHO YOOCTOBEPEHUE

EBpOTpBCT npekpaTtaBa 1M3gageHo OT Hero KBanuduvumMpaHo yooCTOBEpPeHue, Mpu Hannyve Ha
cnegHvUTe XMNoTesu:

» KoraTo uHdopmaumsaTa, BNnMcaHa B yYAOCTOBEPEHMETO Ce € NMPOMEHUNa;

» KOoraTo MMa nofo3peHue, Ye YaCTHUAT KoY, CBbp3aH C NyGnnMyHMS KoY, CbabpXal, ce B
yAOCTOBEPEHNETO € KOMNPOMETUPAH;

» noTpebuTensT pewn ga npekpaTtn goroeopa ¢ EBpoTpbCT;

» CMbBPT Unu noctaesHe nof 3anpelleHne Ha Tutynapsa/Coagatens;

» npekpaTaBaHe Ha npeacTaBuTenHaTa BnacT Ha Tutynaps cnpamo Cbhagatens;

» korato [loTpebGuTenaT He oOTroBapsi Ha MW3UCKBaHMATAa Ha npuetata [lonuTuka 3a
yOoocToBepsiBaHe;

» ako YgoctoBepsiBalLmng opraH npekpaTtu 4erHoCTTa cu;

» ako [loTpebutenat Ob/MKM Heu3nnaTeHu Takcu 3a NpeaocTaBsHW  KBanuduvumpaHm
yOOCTOBEPUTENHU YCIYTu;

» KoraTo HagexgHOCTTa M CUIypHOCTTa Ha YacTHMS K4 Ha YAOocToBepsiBalusi opraH e
HapyLleHa;

» korato [NloTpebuTen, KOWTO € CRAyXUTEeN Ha efgHa opraHuM3aums npekpatu OoroBopa cu 3a

paboTa 1 He N3TpMe YacTeH KIoY, KOWTO CbOTBETCTBA Ha U34aAeHOTO KBanuduLmpaHo yaoCToBEepeHMeE.

4.5.2 NPOLEONYPA 3A NMPEKPATABAHE HA KBAITMPULIMPAHO YO OCTOBEPEHUE
45.2.1 NMPOUEAOYPA 3A NPEKPATABAHE HA KBAJIMOULIMPAHO YOOCTOBEPEHUE HA
KPAEH NOTPEBUTEN

*lMpoyedypama e onucaHa 8 OoKymeHma ,[lpakmuka rpu npedocmassHe Ha KeanuguyupaHu

ydocmoegepumernHu ycryau®,

4.5.3 TPATUCEH NEPUOM HA NMPEKPATABAHE HA KBAJINOULIMPAHO YOOCTOBEPEHUE

Mpenun na cnpe AencTBMETO Ha BannaHo kBanuduumpaHo yaoctoBepeHne EBpoTpbCT, Ypes cBos
Pernctpupaly opraH, cnupa AeNcTBMETO Ha yOOCTOBEPEHMETO 3a rpaTUCEH nepuon A0 YTOYHsIBaHe Ha
NPUYMHUTE 3a CNUPAHETO, HO HE MO-AbMro OT 72 Yaca. B pamkuTe Ha To3u nepuog EBpoTpbCT 06paboTBa
NCKaHeTO 3a npekpaTsiBaHe Ha KBanMuunpaHoTo YAOCTOBEPEHNE.

"paTnceH nepuoa He ce JoMnycKa Npu oTAanevYeHo n3gageHu yaooctoBepeHus. Te ce npekparasar

He3abaBHoO.
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4.5.4 OHNAMH NPOBEPKA HA CbCTOAHUETO HA YOOCTOBEPEHMUE

EBpoTpbCT ocurypsiBa kBanuduumpaHa ycriyra 3a npoBepka Ha CbCTOSIHUETO Ha u3gageHuTe
yOOCTOBEpPEHNs B peanHo Bpeme. Tasnm ycrnyra ce uM3BbpliBa Bb3 OCHOBa Ha [1poTokon 3a oHnawnH
npoBepka Ha cTaTyca Ha ygoctoBepeHue (OCSP), onucaH B RFC 2560. N3nonasaHeTto Ha OCSP gaBa
Bb3MOXHOCT fa ce npugobue nHpopmauusa 3a CbCTOSHUETO Ha yAoCToBepeHusaTa, 6e3 ga ce nsmckea
nposBepka B CNNCBHK CbC crnpeHun 1 npekpaTteHn ygoctoBepeHust (CRL).

OCSP ycnyraTta reHepupa OTroBop, OCHOBaH Ha 6a3a gaHHu. OCSP oTtroBopa e BanuaeH o 7
AHW. 3a ga ce nogabpXKa NpPaBUIHOTO M3MbIIHEHME Ha cucTemara, oTroBopute Ha OCSP ca kewwmpanm
3a npeaBapuTenHo onpeaeneHo BpeMme (06MKHOBEHO HE NMoBeYe OT HAKOJSIKO Yaca).

lMpoBepka Ha cTaTyC Ha yaocToBepeHue B pearnHo Bpeme no OCSP npoTokon MOXe Aa Ce U3NbIHn

npes MIHTepHeT, Ha cTpaHuuaTta Ha EBpoTpbCT: https://www.evrotrust.com.

45,5 OBCTOATEJNICTBA 3A CIMMPAHE HA KBAJIN®OULIMPAHO YO OCTOBEPEHUE

EBpoTpbCT, Upes cBos onepatmBeH YgocTtoBepsiBaw, opraH (,Evrotrust RSA Operational CA®),
cnvpa OencTBMeTO Ha BanvaHO YAOCTOBEpPEHME Npu onpeaeneHn yCnoBus.

EBpoTpbCT Npeanpuema He3abaBHM AEUCTBUS MO MCKAHETO 3a CrupaHe Ha YAOCTOBEpPEHNE.

3a BpemMeTo, npe3 KOeTo yAOCTOBEPEHMETO € CMpsiHO, TO Ce CyMTa 3a HeBannaHO U BCUYKM

eneKTPOHHU noanucu/neyaT, NpoBepsiBaHN C TOBa YAOCTOBEPEHME Ca HEAENCTBUTENHN.

456 NPOLEOYPA 3A CIUPAHE W Bb3OBHOBABAHE HA KBAJIIU®ULIMPAHO
YOOCTOBEPEHME

*lMpoyedypama e onucaHa 8 OoKymeHma ,[lpakmuka rpu npedocmassHe Ha KeanuguyupaHu

ydocmoegepumernHu ycryau®,

4.5.7 TPATUCEH Nepuopg HA CNMMPAHE HA KBAJIMOULIMPAHO YOOCTOBEPEHUE

EBpoTpbCT cnvpa 4eNcTBMETO Ha KBanudguumMpaHo yaoCTOBEPEHWE 3a eNEeKTPOHEH noagnuc/neyar
3a rpaTUCEH nepuopa A0 YTOYHsIBaHE Ha NPUYMHUTE 3a CNIMPaHETO, HO He No-AbNro oT 72 yaca.
"paTuceH nepuo Ha cnvpaHe Ha KBanuuumpaHn yaoCTOBEPEHUs, U3AaAeHn oTaaneyeHo, npes

MOGMIHOTO NPUNOXEHUE, HE Ce AoMnycKa.
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45.8 Bb30OBHOBSABAHE OEMACTBUETO HA CNPAHO YOOCTOBEPEHUE

EBpOTPbCT Bb30GHOBABA AENCTBMETO HA CNPSIHO YAOCTOBEPEHME:
> crnep kaTo oTnajaHe OCHOBAHMETO 3a CnvpaHe, Npeaun Aa usteve nepuofa Ha CnupaHe;
> 1O nUcKaHe Ha TUTynsps, cnep nssiCHIBaHe Ha NPUYMHNUTE 3a NMOMCKAHOTO CMNPaHE;

Cnepn Bb306HOBSIBaHE Ha YAOCTOBEPEHUE, NOCNEAHOTO CE CYMTa 3a AENCTBUTEIHO.

4.6 TMNPOBEPKA HA AKTYAJIHOTO CbCTOAHUE (CTATYC) HA KBAIIMOULIMPAHO
YOOCTOBEPEHUE

MHdopmaumns 3a CbCTOSIHMETO Ha YAOCTOBEpeHus, usgageHn ot EBpoTpbCcT mMoxe ga 6bae
nonyvyeHa B Cnucbka CbC cnpeHn u npekpaTeHn ypoctoBepenus (CRL), nybnukyBaH Ha cawnTta Ha
EBpOTpBCT B MHTEPHET 1 Upe3 MNpoToKona 3a OHNanH NpoBepka Ha cTaTyca Ha yaoctoBepeHusTa (OCSP).

YaocTtoBeputenHuTe ycnyru 3a npoBepka Ha ctaTyca Ha KBanuduumpaHute yoocToBepeHus ca

AOCTBIMHU B pexuM 24/7/365 (HenpekbcHATO AencTBaLLn).

4.7 TNPEKPATABAHE HA 1OINOBOP 3A KBAJIM®PULIUPAHU YOOCTOBEPUTEJTHU YCNYTU OT
NOTPEBUTEN

[oroBopbT 3a kKBanuduumpaHn ygocToBepuTenHu ycnyrin mexay EBpoTtpbeT m MNMotpebuten ce
npekpartsiBa:

» crnef u3TMYaHe Ha Ccpoka Ha BanMAHOCT Ha NOCNeaHoTO M3gafdeHo KBanuduumpaHo
yAOCTOBEPEHNE 1 NOTPEOBUTENAT He e Npeanpuen AenCTBUS, 3a Aa akTyanusmpa CBOeTO KBanmduumpaHo
yAOCTOBEPEHUE;

» KoraTo KeBanuduumpaHoTO ygocToBepeHMe e 6uno npekpateHo K notTpebutens He e
npegnpuen 4encTBng No u3gaBaHe Ha ApPYro yoOCTOBEPEHME.

» Npu 3aKkpmBaHe Ha npodun Ha NoTpedbuten oT MOBMAHOTO NpunoXxeHne Ha EBpoTpbCT. B T03M

cnyqalh BCUYKN N3aaneHun KBaJ'II/ICbI/ILI,I/IpaHVI yYAOCTOBEPEHUA Ce NpeKkpaTdBar.

5 KOHTPOJ1 HA ®U3UNYECKATA U OPTAHU3ALUMOHHA CUTYPHOCT
5.1 KOHTPOIJ1 HA PUSNYECKATA CUT'YPHOCT

Mepk1Te npeanpueTy No OTHOLIEHWEe Ha m3myeckaTa 3awmTta Ha EBpOTpBCT ca enemeHT oT
paspaboTteHaTa u BHegpeHa B EBpoTpbCcT Cuctema 3a MHOpMaunoHHa CUTYPHOCT, CbOTBETCTBALLA Ha
n3ncksaHnaTa Ha ctaHgaptuTe ISO/IEC 27001:2013, ISO 9001:2015, ISO 22301: 2012, n ISO/IEC 20000-
1:2011.
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*Mepkume cebp3aHu ¢ ¢husudeckama 3awuma Ha uHghopMayuoHHUmMe daHHU ca orucaHu 8

OokymeHma ,[lpakmuka ripu ipedocmassHe Ha KganuguyupaHu yo0ocmoesepumesiHu ycryau”.

5.1.1 MOMELWEHUA N KOHCTPYKUUA HA MOMELLEHUATA

EBpoTpbCT pasnonara cbC cneuuanHo KOHCTPYMpaHo U 06opyaABaHO MOMELLEHUE C Hal-BMCOKa
CTeneH Ha KOHTPOI Ha M3NYECKM AOCTHM, B KOETO ce NnoMelliaBaT YA0oCcToBepsiBaLl, OpraH Ha AocTaByMKa

N BCUYKUTE LLeHTPpaliH1 KOMMNOHEeHTW Ha MchpaCprKTypaTa.

5.1.2 OUINYECKUAT AOCTbI

dunsndeckata CUTYPHOCT Ha CuUcTeMunuTe 3a u3gaBaHe W yhnpaBrieHne Ha yaoCToBepeHuda e

0bo6pa3eHa C USNCKBAHUATA Ha MeXayHapOoOHU CTaHOaPTU U NMPenopbKU.

*Mpouedypama, OMHOCHO ¢husudeckama cuaypHocm e ornucaHa 8 dokymeHma ,[lpakmuka npu

npedocmassiHe Ha KganughuyupaHu yoocmoesepumernHu ycryau”,

5.1.3 CBbXPAHEHWE HA HOCUTENWN HA OAHHU

Bcuykn HocuTenu cbabpxkawy codTyep, apxXvMBM Ha OaHHU MNU oauTHA MHopmauus ce
CbXpaHsiBaT B OrHeynopHa Kaca B CreLuanHo apxXMBHO NMoMelleHne C BbBeAeH KOHTPOM Ha AocTbn. B

NnoMeLLEeHMEeTO C apxmBa Ha EBpOTPbCT UMa usrpageHa cuctema Ha pmanyecka 1 formdecka sawura.

5.1.4 WU3XBBPNAHE HA OTNAOBLUTE

XapTeHnTe 1 €enekTPOHHW HOCUTENW, CbAbPXallM €BEeHTyarniHO 3HauMma WHgopMauus 3a
curypHocTtTa Ha EBpoTpbCT, cnea n3TuyaHe Ha onpeaenieHns CbrnacHo BbTpeLuHUTE NpaBuna nepmoa Ha
CbXpaHeHue, ce YHULLOXaBaT B Cneunanty yCTpoUCTBa 3a Hapsi3BaHe.

Hocutenute Ha nHdopmauus 3a kpuntorpad)ckuTe KIoyoBe, U3Non3BaHn 3a TAXHOTO ChXpaHeHne
N KOQOBETE 3a AOCTbMN A0 Hesl, ce pasgpobsBaT € nogxodsliym yCTponcTBa. ToBa ce oOTHacd 3a
HOCUTENNTE, KOUTO HE NO3BONIABAT OKOHYATENHO 3anMyaBaHe Ha CbXpPaHEHU LaHHU N TAXHOTO NOBTOPHO
n3non3BaHe.

B onpegenenn cnyyan, HpopmaumaTa OT NPEHOCMMM HOCUTENN Ce YHULLIOXKaBa, Ype3 N3TpuBaHe

unu doopmatmpaHe Ha cpegaTta 6e3 Bb3MOXHOCT 3a Bb3CTaHOBSABAHE.
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5.2 OPrAHMU3ALMUOHEH KOHTPOI

Bcuykn npouenypu, kacaewm curypHocTTa npu usgaBaHe, agMUHUCTPUpaHe M MU3Morn3BaHe Ha
KBanMuuupaHu yOOCTOBEPEHMS 3a YCbBBPLUEHCTBAH E€NEeKTPOHEH mnoanuc/neyar, ce M3nbiHsBaT oT
AoBepeH nepcoHan Ha EBpoTpbCT.

EBpoTpbCT Nnopgabpka gocTtaTbyeH 6poi KBanuduumpaHu CnyXuTenu, KOMTo BbB BCEKM MOMEHT
OT OCblLecTBsIBAHe Ha AeNHOCTTa My Aa OCUrypsiBaT CbOTBETCTBME C AECTBALLOTO 3aKOHOAATENCTBO U

BbTPELUHWUTE NpaBuna n HOPMU Ha OPYKeCTBOTO.

5.2.1 [OOBEPEHW POJIN

Moapo6GHO pasnpeaeneHne Ha YHKUUUTE U OTTOBOPHOCTUTE Ha NepcoHana e pasnncaHo BbB
BbTPELLUHUTE JOKYMEHTU Ha EBPOTPBLCT: ANMBXHOCTHU XapaKTePUCTMKK, LLATHO pasnMcaHue U CbOoTBETHU
BbTPELLHW onepaTUBHU NpoLeaypu.

PasnpegensiHeTo Ha (PyHKUMWUTE CE OCbLLECTBABA MO TakbB HauyuH, Ye ga Obae cBedeHa Ao
Bb3MOXEH MUHUMYM ONacHOCTTa OT KOMMNPOMETUPaHeE, U3TUYaHe Ha KoHUaeHUManHa nHopmaums unm

Bb3HUKBAHE Ha KOH(*JJ'IVIKT Ha NHTEepecCu.

*lMpouedypama 3a u3bop Ha dosepeHuU posu e orucaHa 8 dokymeHma ,[pakmuka npu npedocmassiHe

Ha KeanuguuyupaHu ydocmosepumeriHu ycriyau®.

5.2.2 WU3UNCKBAHUA 3A PA3AENAHE HA OTTOBOPHOCTUTE

[loBepeHnTe 4ENHOCTM Ha NepcoHara Ha EBpPOTPBLCT ce U3NbiHABAT OT pasnnyHu nuua.

5.3 KOHTPOI HA NEPCOHAIJA

MepcoHanbT Ha EBpOTPBCT ce cbCTom OT AOCTaTbYyeH OPOM BUCOKO KBANUMUUMPAHW CIY>XUTENN.
INvuaTta, n3BbpLUBaLLM JOBEPEHN PonNn umaT HeobxoaumaTa npodyecroHanHa noaroToska U onuT, KOeTo
rapaHTupa cnasBaHe Ha U3WUCKBaHWSATa 3a CUTYPHOCT U TEXHUYECKU HOPMW 3a OLleHKa Ha CUrypHocTTa.
MpodecnoHanHUTe nNo3HaHUA B obrnactta Ha WHPOPMAUMOHHUTE CcUCTeMM, KpunTtorpadusaTa u
WH(pacTpykTypaTa Ha NyoGrnvyHUTE KNIYoBE AaBa Bb3MOXHOCT Ha CyXUTenute ¢ AOBEepeHu ponuv aa
N3MbIIHABAT KQ4YeCTBEHO CBOUTE CIyXebHM 3a0bImKeHNs.

Cnyxutenute Ha EBpoOTpbCT npemuHaBaT nepuoanyHO Mpe3 KypcosBe 3a nocnensawo

OONbITHUATEINHO o6yqu|/|e, oTroBapsAlo Ha CbBpeMEeHHUTE U3NCKBAHUA B obnactnute Ha OEMHOCT Ha
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EBpoTpbCT.

5.3.1 U3UCKBAHUA 3A OBYHYEHUE HA NMEPCOHAJIA HA EBPOTPBCT

MepcoHanbT, KOWTO U3NbIHSABA (DYHKUMUTE U 3agauuTe, Npou3TUYaLLM OT HeroeaTta 3aeTocT B
EBpoTpbCT Mnn 3aeTocT B Pernctpupallms opraH (npy Hanuyne Ha BbHLWeH Pernctpupaly opraH) Tpsioea

Aa npemuHe npes 3agbimKUTENHN 00y4eHus.

*UNsuckeaHusima ca onucaHa 8 dokymeHma ,[lpakmuka npu npedocmassiHe Ha keanuguuupaHu

ydocmosepumersiHu ycryau®.

5.4 3ANMUCU HA CBBUTUA U NOAABPXAHE HA XXYPHAJIA

3a edekTMBHO ynpaBneHve u QYHKUMOHMpaAHe Ha EBPOTPBLCT, BCUMYKM CbOMTUA, MMaLLm
CbLLECTBEHO 3Ha4YeHWe BbPXYy CUIYPHOCTTA M HAAEXOHOCTTa Ha TeXHonorMyHata cuctema, KoOHTpona
BbpXy nNepcoHana v notpebutenute, M Bb3LEWUCTBUMETO BbPXY CUIYPHOCTTa Ha NpegocTaBsHUTE
KBanuduumpaHm yaocToBepuTenHu ycryrm ce 3anncear.

NHdopmaunsaTa 3a eneKTpoHHUTE XXypHanu ce reHepupa aBTOMaTUYHO.

XKypHanu Ha 3anucu Ha permctTpupaHn cbonTuSA ce CbxpaHsBaT BbB (pannoBe Ha CUCTEMHUSA ANCK
3a Han-marnko 6 (wect) meceua. Npes3 ToBa BpemMe Te ca JOCTbLIMHU OHJTANH Ui B NPOLLEC HA TbPCEHE OT
BCEKM OTOpU3MpaH crnyxnten Ha EBpoTpbCT. Cnea 1031 nepmnoa, 3anucuTe ce CbxpaHsasaT B apXmBuTe.

ApxmBUMpaHn XypHanu ce 3ana3sat B NpoabImkeHne Ha noHe 20 (gBageceT) roguHu.

ApxvBBT Ce nognucea C enekTpoHeH noanuc/enekTpoHeH BpemeBu nevat. MHdopmauuata ot
3anncuTe B M3BaAKMUTE/NOroBeTe NepuognyHo ce 3anmcBa Ha PU3nYeCKn HOCUTENN, KOUTO Ce CbXpaHaBaT
B cneumaneH cend, Hammpaly, ce B NOMELLEHME C BUCOKA CTEMEH Ha (hmnanyecka 3awmra U KOHTPOS Ha

AocTtbna.

54.1 YA3BUMOCT U OLIEHKA

EBpoTpbCT Kknacudumumpa v nogabpxa pPeructpyM Ha BCUYKM aKTMBM B CbOTBETCTBUE C
nauncksaHmata Ha ISO/IEC 27001:20013. CwrnacHo ,lMonutukata no curypHoct Ha EBpoTpbCT ce
M3BbpLUBA aHanu3 3a OueHKaTa Ha Ys3BUMOCT MO BCUMYKM BbTPELWHW npouenypu, MpUnoXeHnsa u
MHAOPMaLMOHHM cUCTEMU. N3nckeBaHna 3a aHanva3 morar, CbLO Taka, Aa 6baaTt onpeaenenn oT BbHLUHA
WHCTUTYLMS, YNMBIHOMOLLEHA fa U3BbpLUBA 0auT Ha EBpOTpbCT.

AHanNn3bT Ha puUcCKa ce n3ebpLiBa Han-Manko BegHbX rognwHo. PeweHneTo ga ce NPUCTBIMN KbM
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aHanus ce nspbpuBa ot CbBeTa Ha [QupekTopuTe.

5.5 APXUBUPAHE

NHdopmaunsaTta 3a 3HaunmuTe cbbutns ce apxmempa B eNeKTpoHeH BUA NEPUOANYHO.

EBpOTpBLCT apxuBmnpa BCUYKM gaHHU 1 dhalinoBe, CBbp3aHn C. MHpopMauusaTa npu pernctpauus;
CbC CUrYpHOCTTa Ha cucTemara; BCUYKN UCKaHUS, NoAadeHn oT noTpebutennte; uanata nHgopmaums 3a
notpebuTenuTe; BCUYKU KNOYOBE, U3MOM3BaHW OT YAocToBepsiBawmuTe opraHu n ot Peructpupawms
opraH; n uanata kopecnoHgeHums mexay EBpoTpbCT n notpebutenute. Ha apxmBmpaHe ca NognoXeHu

BCUYKN OOKYMEHTU U AaHHU, N3MNON13BaHU B npoueca Ha npoBepka Ha CaMOJiIM4HOCTTAa.

5.6 TMPEKPATABAHE HA JEMHOCTTA HA EBPOTPBLCT
5.6.1 W3UCKBAHUA, CBLP3AHU C NMPEXOOA OO MPEKPATABAHE HA OEMHOCTTA HA
AOOCTABYUKA

Mpenun yaoocToBepsBaLLnS OpraH Aa npekpaTty yCnyrute cu, Ton € ANbXeH Aa:

» yBegomun OpraHa no Haa3op 3a CBOETO HAaMepeHue a nNpekpaTu yCnyrnte cu, B Criydan Ha Uck
3a 0b6aBsIBaHe Ha OPYXECTBOTO B HECHCTOATENHOCT, 005BSiIBaHE Ha APY>KECTBOTO 32 HEAEWCTBUTENHO UMK
3a Opyro UckaHe 3a npekpaTsiBaHe, UNK 3a 3anoyBaHe Ha npoueaypa no nukengauns. YBeaoMmneHneTo
cnefBa ga 6bae HanpaBeHo 4 (4eTupu) Mecela Npean OOoroBopeHaTa gaTa Ha nNpekpaTsiBaHe;

> yBegomu (Har-marnko 4 meceua npean ToBa) cBouTe NoTpedbuTtenu 3a pelleHneTo aa npekpaTn
nNpeaoCcTaBsAHUTE OT HEro yCcnyru;

» MpOMEHM cTaTyca Ha CBOUTE YAOCTOBEPEHUS;

» npeKkpaTh BCUYKM yOOCTOBEPEHUS Ha noTpebutenute B pamkute Ha obsiBeHMs nepuod 3a
npekpaTtsiBaHe Ha OeNHOCTTa;

» yBEOOMW BCUYKM CBOM NOTpebuTenn 3a npeycTtaHOBsBaAHE Ha yCNyruTe;

» npaBu TbProBCKN pa3yMHWN yCUnus, 3a Aa cBede 40 MMHMMYM HapyllaBaHETO Ha MHTepecuTe
Ha noTpebutenure;

» u3nnawa KomneHcaumm Ha notpebutenute (KomneHcaumuTe TpsbBa pga  ObaaTt
NpONopUNOHanHn Ha ocTaBallus Neproa Ha BanvaHOCT Ha YAOCTOBEPEHUATA);

» un3BbpLUBA HeobxooumnTe SEencTBus, 3a ga moxe OpraHa no Hag3op Aa nogabpxa Cnmucbka
CbC CrpeHun 1 npekpateHn ygoctosepeHus (CRL).

AKO pelleHMeTo 3a npekpaTsiBaHe Ha yOOCTOBEPUTENHUTE YCIyrM ce OTHacs camo Ao
Pernctpupalymsa opraH, Ton e gnbXeH ga:

» yBegomu EBpOTPBLCT 3a CBOETO HaMepeHue [a npekpatu OeWHOCTTa MO perucrpauus.

YBegomneHneTo cnegsa ga 6bae HanpaBeHo 4 (4eTupu) Meceua npegu OoroBopeHata paTta Ha
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npekpaTsBaHe;
> npepfasa Ha npuemawms [JocTaBumk LUSNOCTHaTa AOKyMEHTaLUusl, CBbp3aHa ¢ noTpebuTtenuTe,

BKITOYNTENTHO apxXmuBa n aHHUTE 3a oAauT.

5.6.2 MPEXBBLPNAHE HA [OEWHOCT KbM [OPYI OOCTABYUK HA KBAJIIMOULMUPAHU
YOOCTOBEPUTENHWU YCINYTU

3a fga ce ocurypy HeNpPeKbCHATOCT Ha U3gaBaHe Ha KBanuduuupaH yYAoCTOBEPUTENHU YCyrn 3a
notpebutenute EBpOTPbLCT MOXe Aa nognue crnopasymeHve € Apyr kBanuduumpaH OOCTaBYMK Ha
yaocToBepuTenHn ycnyrmu. B To3u cnyyan, EBpoTpbCT TpsibBa aa:

» yBegomu OpraHa no Hag30p 3a HAMEePEHUEeTO CU, He MO-KbCHO OT 4 MeceLa Npean aatarta Ha
npekpaTsiBaHe 1 NPexXBbpIISIHE Ha OENHOCTTA;

» nonara BCUYKM YCUIUSA U TPUKK, 32 Aia NPOABIKM ENCTBUETO Ha U3gageHnTe noTpedbuTtencku
YAOCTOBEPEHUS;

» yBegomu nucmeHo OpraHa no Hagsop u Motpebutenute, Ye 4erHOCTTa My Ce noema OT Apyr
perncTpmpaH AOCTaBYMK, KaKTO M OTHOCHO MMETO My. YBegomneHueTo ce nybnukyBa B WHTepHeT
CTpaHuuaTa Ha EBpOTpPBLCT;

» yBegomn [loTpebutenute OTHOCHO YCnoBusTa MO MNOAAPBXKA Ha MNpPexBbplieHuTe
yAOCTOBEPEHNS KbM npremMawuns [JocTaBuuk,;

» TMpOMeHM cTaTyca Ha onepaTMBHUTE YAOCTOBEPEHWS W HaaNexHo npedage usanarta
AOKYMeHTaLms, CBbp3aHa C AeVHOCTTa CU Ha nNpuemMalmna [JoctaBynk, 3aeQHO C BCUYKM apXMBU, KaKTo U
BCUYKN U3aaaeHn yaoCcToBepeHns (BanuaHu, NPeKpaTeHn N CpeHn);

» N3BbPLUIM HeobxoaumMuTe OENCTBMS 3a MPEexXBbprsHE Ha 3adbiDKEHUATa Mo NoaapbXka Ha
MHdOpMaUmATa KbM npuemawms JJocTaBymk;

» NpPEexBbpNN yNpaBfeHNEeTo Ha Beve n3gageHnTe yaoCToBepeHns 3a KpanHn notpebutenm Kkem
npuemawmsa [JoctaByuk;

Mpremawmnat JoctaBunk noema npaBata v 3agbibkeHnaTa Ha EBpOTpbCT ¢ npekpaTteHa AenHOCT
W Npoabikasa a ynpasnsaBa akTUBHUTE KBaANMULUMpaHM yOOCTOBEPEHMS A0 Kpas Ha TAXHOTO OENCTBMIE.

ApxuBbT Ha EBPOTPBLCT C npekpaTeH ctaTyc Tpabea aa 6bae npefageH Ha [JoctaBuuka npuen

JenHocTtTa.

5.6.3 OTHEMAHE HA KBAITU®ULUPAH CTATYT HA AJOCTABYUK UITN HA KBATTUOGULIUPAH
CTATYT HA CbOTBETHA YCNYTA

Mpv oTMsIHA Ha kBanudMuMpaHus cTaTyT Ha EBPOTPBCT UK Ha HSKOS OT NPEAOCTaBSHUTE OT HEro

yOOCTOBEPUTENHMW YCIyru, TOM U3BBbPLUBA CIIEAHOTO:
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> yBefomsiBa NoTpebuTenuTe cu 3a NPOMEHEHMSI CTATyT HA CBOUTE YCNyri;

» MNpOMeHs cTaTyca Ha CBOUTE YAOCTOBEPEHNS;

> npekpaTsBa fa u3aaBa HoBU KBanuduLMpaHn yaoCTOBEPEHUs], HO Mpoabikaea Aa ynpasnsiea
aKTUBHWTE YAOCTOBEPEHUS [0 Kpasi Ha TAXHOTO AeCTBueE;

> npaBu TbpProBCKM pasyMHM YyCcuUnusl, 3a Aa ce cBefe A0 MMHWMYM HapyllaBaHeTO Ha

NHTepecuTe Ha noTpebutenure.

6 YNPABJIEHUE U KOHTPOJ1 HA TEXHWYECKATA CUT'YPHOCT
6.1 TEHEPUPAHE N NUHCTAJIMPAHE HA 1IBOUKA KITIOYOBE HA YOOCTOBEPSBALL, OPIAH

EBpoTpbCT reHepupa asonkn kpuntorpadckm (RSA) kniovoBe Ha 6a3o0Bust U Ha onepaTUBHUSA
YaocTtoBepsBallm opraHu KaTto ua3nonasa xapayepHa kpuntocuctema (HSM/Hardware Security Module) ¢
HMBO Ha curypHocT FIPS 140-2 Level 3 unu no-sucoko, cbotBeTHo CC EAL 4+ 1nu no-BMCOKO.

EBpOTPBCT M3non3sa cBOUTE YaCTHU KINOYOBE CaMo 3a LienuTe Ha eNHOCTTa CU, KakTo cneasa:

» [a noanucea msgaBaHWTE onepaTMBHM YOOCTOBEPEHUA Ha YOoCToBepsABaLLMTE OpraHu B
CBOSITa MHPPACTPYKTYpPA;

» [Oanognucea usgasaHuTe n nybnukysaHn CnncbLmM CbC CIPEHU U NPeKpaTeHn yaoCTOBEPEHNS
(CRL);

» [Ja nognucea BCUMYKM M3gageHn u nybnukyBaHu KBanuduumpaHu yOooCTOBEPEHMS 3a

enekTpoHeH nognuc/neyat Ha lNoTpebutenuTe.

6.1.1 TEHEPUPAHE HA JBOUKA KITFOYOBE HA TUTYNAP/CBH3OATEN

[Bonkata «knodoBe Ha Tutynap/Cb3gaten Ha KBanuuumpaHo YOOCTOBEpeHue  3a
YCbBbPLUEHCTBAH €feKTPOHEH noanuc/nedart ce reHepupaT B CUTypHa cpefa crnopen M3ncKBaHusATa Ha
PernameHt (EC) Ne 910/2014.

KOHTpPONBbT Ha YacTHMA KNOY € Ypes3 KoA 3a AOCTbM. TUTYNSpPST M3NOM3Ba YacTHUSA KIY Aa
cb3gage nognuc/mevaT KaTo BbBeXOa Koda B curypHata cpefa 3a Cb3aBaHe Ha YCbBbpPLUEHCTBaH
ereKkTpoHeH noanuc/neyar.

Korato ABownkaTta knio4voBe ce reHepupa npu Tutynap/Cwagaten, EBpoTpbCT npenopbuyBa
nocrnegHuAaT ga uanonasa opobpeHa cpeda, B MHpacTpykTypaTa Ha EBpOTpLCT, 3a cb3gaBaHe Ha
YCbBBbPLUEHCTBAH €NEKTPOHEH nognuc/neyart unu eksMBaneHTHa TakoBa, OTroBapsila Ha U3NCKBaHUSATa
Ha PernameHT (EC) Ne 910/2014 1 cbBMecTUMO C MHApacTpykTypaTa Ha EBpoTpbCT.

B cnyyaute, Korato reHepupaHeTo Ha [ABOWKaTa Kro4oBe Ce OCbLuecTBsiBa Npu TUTynsapsa wunv
Cbapgatens, CbLMAT HOCK MbfiHaTa OTFTOBOPHOCT MO 3allMTaTa Ha YaCTHUS KoY, € LUen npeaoTBpaTaBaHe

Ha HeroBOTO KOMMpPOMETMpaHe, paskpuBaHe, moauduumpaHe, 3aryba UM HepaspeLleHO Mon3saHe.
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Tutynapat/Cw3garenaT HOCKM OTFTOBOPHOCT 3@ NPOMYCKU NN OEWCTBUS HA YMBIHOMOLLLEHM OT TAX Nnua,
KOMTO Ca YNb/IHOMOLLIEHWN a reHepuvpart, NasaT Uy CbXpaHAaBaT TEXHUTE YACTHM KIOYOBE.
Tutynapsat/Cbu3gaTtenaT ce 3agb/pkaBa ga u3nonsea nvueHsnpaH codTtyep 3a pabota cbeC

cpefaTa 3a Cb3faBaHe Ha YCbBbPLUEHCTBAH eNeKTPOHEH noanuc/neyar.

6.1.1.1 U3NCKBAHUA KbM CPEOATA 3A Cb3[ABAHE HA YCBbBBHPLWEHCTBAH
ENEKTPOHEH NOANUC/MEYAT

CpepaTa 3a cb3gaBaHe Ha YCbBBLPLUEHCTBAH EMEKTPOHEH noAnuc/nedyaT rapaHTvpa, 4pes
MOAXOAALLM TEXHUYECKM U NpoLEeaypHM cpeacTBa, Hal-marnko ye:

> TMOBEPUTENHOCTTa Ha AaHHWUTE 3a Cb3aBaHe Ha eneKTPOHEH rnoanuc/neyar, U3non3BaHu 3a
Cb3daBaHETO Ha eNEKTPOHHUS noanuc/neyat, € pasyMHO rapaHTUpaHa;

> [aHHWUTe 3a Cb3aaBaHe Ha enekTPOoHEeH noanuc/neyaTt Ha npakTvka Ce cpellaT camMo BeOHBbX,;

> [aHHWUTe 3a Cb3faBaHe Ha eNeKTPOHeH noanuc/nedat ca o6esneyeHn B JocTaTbyHa CTEMNEH U
He moraT fa GbaaT U3BrneYeHn, a eNneKkTPOHHMAT Noanuc/nevaT e HaaeXkaHo 3aluMTeH cpeLly noanpassiHe,
Yypes M3nosn3eaHe Ha HannyHaTa KbM MOMEHTA TEXHONOIUS;

> [aHHUTe 3a Cb3[aBaHe Ha eneKkTPOHeH noanuc MoraT Aa GbAaT HaOeXAHO 3alUTeHU OT
3akoHHUS TuTynsap/Cb3naTen Ha enekTPOHHUS nognuc/neyaT cpeLly U3nonasaHe oT Apyrv nuua.

Cpepata 3a cb3flaBaHe Ha YCbBbLPLUEHCTBAH €NEKTPOHEH noanuc/neyat He U3MEHSIT JaHHUTe,
KOUTO e ObaaT NoAnUcBaHW, U He MpenaTcTBaT NpeacTaBsaHeTo MM Ha Tutynsaps/Cbagatens Ha
enNeKTPOHHUS nognuc/nedat npeam NoanuceBaHe.

[eHepupaHeTO UMK ynpaBrieHMeTO Ha AaHHM 3a Cb3[aBaHe Ha enekTPoHeH noanuc/nedart oT

MMETO Ha TI/ITyJ'IFIpﬂ Ha eNneKTPpoOHHUNA nognuc/neyaT Moxe aa ce N3BbLPLLUN €aNHCTBEHO OT EBpOTp'bCT.

6.1.1.2 OTAAJNIEYEHO FrEHEPUPAHE HA JBOUKA KNIOYOBE

Cov3pgatenat/Tutynapat usnonssa npegoctaBeH oT EBpOTpbCT cneumanuanpaH codtyep, vpes
KOWTO ce peanuanpa npoueca no reHepupaHe 1 ynpasreHne Ha KpunTorpadcknute ABONKa KI4oBe.

"eHepupaHeTo, N3NON3BaHETO N CbXPaHABAHETO Ha YACTHUS KoY € C BUCOKO HMBO Ha CUIYPHOCT,
KOETO e rapaHTUpaHo OT cpeaaTta B KOATO Ce Cb3aaBa. Tov e HaaexXaHo 3alnTeH U JOCTbMbT A0 Hero ce
ocurypsiea camo Ha Tutynapsa/Cbv3gartens unv ynbHOMOLLEH NPeACTaBUTEN Ha OPUANYECKOTO Nuue.

Cob3pgatenat/Tutynapat nnm ynbAaHOMOLEHUSAT NPeaCcTaBuUTEN Ha IOPUONYECKOTO Nuue reHepupa
erieKTpoHHa 3asBkKa 3a ksanuduumnpaHo yaoctosepenne B PKCS#10 cdoopmaT u s usnpawia Ha EBpoTpbCT.
CovrnacHo npenopbkute Ha RFC 2314 - PKCS#10, ASN.1 cdbopmaThT 3a enekTpoHHa 3asiBka CbAabpXka
DN, ny6nu4yeH knioy 1 apyru atpubyTin, KaTo BCUYKN Te ca MOANUCAHU C YaCTHUS KIoY.

KoraTo ce n3BbpLUBa oTAaNe4YeHo reHepmnpaHe Ha OBOWKaTa Kro4oBe npu 3asBeHO n3gaBaHe Ha
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yOoOCTOBEpPEHME OT MOOWITHOTO MpUIoXeHne Ha EBpOTPBLCT, TO ce reHepupa B HafexaHa cpeda Ha
EBpoTpbCT, OTroBapsily Ha n3nckBaHusATa Ha PernameHTa 3a cpefa 3a cb3faBaHe Ha YCbBbPLUEHCTBaH

eJ1eKTpOHeH noanuc.

6.1.1.3 OOCTABKA HA YACTEH Knto4 HA NOTPEBUTEN

Korato pBonkata knw4yoBe ce reHepupa npu EBpoTtpbeT, Tutynapar/Cw3gatensart wnm
YMb/HOMOLLEHUAT MPEeACTaBUTEN Ha HOPUANYECKOTO IMUE MoryvaBa YacTHUSA K4 U M34adeHoTo
KBanuuumnpaHo ygoctosepeHue B Peructpmpallmsi opraH Ha JOoCTaBymKka Uim no efiekTPOHEH MbT.

HavanHuat [MoTpebutenckn u AgMUHUCTpATMBEH KO 3a LOCTbN Ce NpeaocTaBAaT Ha
Tutynaps/Cbh3gatens unn Ha ynbiHOMOLLEHUS NPenCTaBuUTEN Ha IpUaMYEcKoTO Nvue B 3aneyaTeH,
Henpo3payvyeH XapTUEH MWK UNKU NO anTepHaTUBEH €NEKTPOHEH KaHar.

KoraTto ce u3BbplUBa OTOanNeyYeHO reHepupaHe Ha [OBOWMKaTa K4oBe, YaCTHUAT K4 ce
reHepupa n CbxpaHsiBa B KpUNTUpaH BMA B HagexaHa cpena Ha EBpoTpbCT. KpunTupaHeTo Ha krtoya e
ype3 cb3ganeH ot Tutynaps/Cv3gatens MNMNH-koa, koeTo obesnevaBa Bb3MOXHOCTTA €AMHCTBEHO TOM

Oa nMa OOCTbI 3a akTUuBMUpaHe Ha Krito4a.

6.1.2 OOCTABKA HA NYBJIMYEH KNtOY OT MNOTPEBUTEN HA AOCTABYUK

NanbnHaBa ce eauHcTBEHO OT Tutynap/Cb3gaten wnyM ynbiHOMOLLEH MpeactaBuTen Ha
tOPMAMYECKO NNLIE, MPU KONTO Ce reHepupa ABOKKa KIoYOoBe U KOWTO crneaBa Aa A4OoCTaBu CBOS NyOnvyeH
KMoY Ha EBPOTPBCT 3a HyxauTe Ha npoueca Ha n3gaBaHe Ha KBanuuumpaHo yaoCcTOBEPEHME.

Tutynapat/Ce3gatenaT unmn ynbnHOMOLLEHUST NPEACTaBUTEN Ha HOPUANYECKOTO N1Le A0CTaBs,
ype3 Peructpupalumsa opraH Ha EBpOTpBbCT, NyGNUYHUS KNtoY OT reHepupaHaTta BOKKa KIo4YoBe, Ypes
3asiBKa B eNneKTpoHeH dopma, uminto dopmat e PKCS # 10. 3asBkaTta cbabpxa nyornnyeH K4 u e
noanmcaHa enekTpoHHO C KOPECNOHAMPALLNS YaCTEH KITHOM.

MoTpebutenat moxe ga NpeaocTaBy ENEKTPOHHATa 3asiBKa HA HOCUTES UMK MO eNEKTPOHEH MbT
B Pernctpupaiumsa opraH, 3aegHo € apyrute AOKYMeEHTU cbrnacHo MNonutukaTta Ha EBpOTpbCT mMnum ypes
CcTpaHuuaTta Ha EBpOTPBLCT B MHTEPHET.

Pernctpmpawmar opraH Ha EBpOTpbCT 3agbimKUTENHO MNpaBM MPOBEPKA Ha ObpXaHETO Ha
YyacTHus KN4 oT Tutynaps/Cb3gaTtens unu Ha ynbnHOMOLLEHNS NpeaCcTaBUTEN Ha PUaNYECKOTO Nuue
N NOTBbPXXAaBa UCKAHETO 3a KBannuUMpaHo yooCTOBEPEHME.

MNMocoyeHaTa npoueaypa He ce U3NbiHABa Npu OTAaneyYeHo 3asBsaBaHe Ha Y4OCTOBEPEHMS npes3

MOGUIHOTO NpUNoXeHue Ha EBpoTpbCT.
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6.1.3 AOBIDKMHA HA KITIOYOBE

AbmkMHaTa Ha ABOWMKA KITHOYOBE 3a YCHbBBPLUEHCTBAH €NeKTPoHEH nognuc/neyvat Ha MNoTpebuTen,
reHepupaHa u4pe3 uHdpacTpykTypaTa Ha EBpoTpbcT e 2048 6Guta, ¢ npunoxmma KOMOGUHauus Ha
acumeTpudHn 1 xew anroputmu: sha256-with-RSA.

HesaBucumo kbae € reHepupaHa [OBOWKaTa KIOYOBE 3a M3gaBaHe Ha yOoOCTOBEpeHMe 3a
YCBHbBBPLUEHCTBAH €MEKTPOHEH Noanuc/neyar, KnoYybT Tpsbea Aa e ¢ AbmkuHa Han-manko 1024 6urta 3a
anroputmn RSA 1 DSA n 160 6uta 3a anroputmmn ECDSA.

6.1.4 TNAPAMETPU HA NYBJIMYEH KIJTIO4

TVITyJ'IFlpFlT/C'b3D,aTeJ'IF|T mnn ynblIHOMOLWWEHUAT npeacrtaButesnt Ha OpuandeckoTo nuue Ha
KItlo4oBa ABOVKA € OTroBOpPEH 3a npoBepkaTa Ha Ka4eCTBOTO Ha NMapamMmeTpuTe Ha reHepurpaHmna 4acTteH
kntod. Tol e onbXeH aa npoBepu CnocoBHOCTTa Ha Krntoya Oa Kpuntupa n aekpuntupa, BKNOYUTEsIHO aAa

Cb3[aBa eJIEKTPOHEH noannc 1 aa n3BbpLLUBa NpoBepKa.

6.2 3ALUNTA HAYACTEH KIOY U KOHTPOJ1 HA KPUMTTOPA®CKUA MOAOYI

Bcekn MNoTpebuTen cb3gaBa M CbXpaHsiBa YacTeH KoY, KaTo M3MoN3Ba HadexaHa cucteMa 3a
HeroBaTa CUIypHOCT. Y[OCTOBEpsIBaLLMSAT OpraH reHepupa [BOWKa KIOYOBE MpW MNOWUCKBaHe OT
MoTpebuTtens n My rm npedaea B 3aliMTEH BMA, KaTo o yBeAOMsIBa 3a MpaBuiiata Ha CbXpaHeHue u

3alunTa Ha HeroBnAa YacTeH KIou.

6.2.1 KOHTPOIJ1 HA U3MNOJISBBAHE U CbXPAHEHUE HA YACTEH KIO4

YacTHmat knod Ha Tutynaps/Cbhb3pgatens wnu Ha  YNbAHOMOLLEHUMS MpeacTtaBuTen Ha
IOpPUANYECKOTO JMLLE Ce U3MNoN3Ba camo B CUrypHa cpefa 3a Cb3[laBaHe Ha YCbBbPLUEHCTBAH €NeKTPOHEH
nognuc/neyar, cbrrnacHo usncksaHuaTa Ha PernameHTt (EC) Ne 910/2014.

EBpPOTPBLCT NO HMKAKbLB HAYMH HE CbXpaHsBa U He apxmBupa YacTeH Knod Ha [loTpebuten 3a
Cb3JaBaHe Ha enieKTpoHeH noanuc/nedar, OCBEH B CryyamTe Ha oThanedyeHo 3asBsBaHe Ha
KBanuuumnpaHo ygoctoBepeHme npe3 MobunHoTo NpunoxeHne Ha EBpoTpbCT. B TO3M criydam YacTHUAT
KMioY ce reHepvpa 1 CbXpaHsiBa B KpUNTUpaH BuA B HagexaHa cpefa Ha EBpoTpbeTt. KpuntupaHeTo Ha
Knioya e 4pes cb3gageH ot Tutynapa/Cwagatens [MAH-koa, koeTto obesnevyaBa Bb3MOXHOCTTA

€0VHCTBEHO TON Aa UMma OCTbM 3a aKTMBUPAHE Ha Kritoya.
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6.2.2 CBbXPAHEHME HA YACTEH KIO4

EBpOTpBbCT He cb3daBa KOMMS Ha YaCcTHUTE KNYoBE Ha NOTpebuTenuTe, OCBEH B criyyauTe no
npeaxoaHata Toyka. [Mpu natpuBaHe unum 3aryba Ha 4OCTbM A0 YacTHUSA Krtod, NoTpebutenaT Tpsibea aa

ro noAMeHu 1 aa noucka usgasaHe Ha HOBO KBanudumumpaHo yoocToBEPEHME.

6.2.3 METO[ 3A AKTUBUPAHE HA YACTEH KIHOY

YacTHMAT KoY Ha TVITyJ'IFIp/C'b3,EI,aTeJ'I Mnn Ha ynofHOMOLLEH npeactaBsuTes Ha opuany4eckoTo
Jmue ce aktnBupa, 4pes3 BbBeXdaHe Ha I'IOTpe6VITeJ'ICKVIF| KOA 3a AOCTbIM A0 MACTOTO, KbAETO 3alUTEHO
Ce CbXpaHgdBa Kro4a unm ce nanonasea gpyr cnocob Ha I/ILl,eHTI/ICbI/IKaLI,VIFI CbC CbLOTO U1 N0-BUCOKO HMBO

Ha CUTYPHOCT.

6.2.4 METO[ 3A OEAKTUBUPAHE HA YACTEH KoY

YacTteH Knwoy Ha TI/ITyJ'IFIp/C'b3D,aTeJ'I nnn Ha ynobiiHOMOLWEH npencrtasutesn Ha Lpunan4eckoTo
Jmue ce aeaktmBupa nocpencrtsBomMm n3TpmBaHe Ha HYaCTHUA KIloY U yHULLOXaBaHe Ha cpeaaTta, Kb4eTo
TOn ce CbXpaHdBa. Mo TO3K HAYMH OKOHYaTENHO ce npeKpatsaBa Bb3MOXHOCTTA 3a AOCTbI U N3NoJi3BaHe

Ha 4YaCTHUA KITHOM.

6.2.5 METO[ 3A YHULLOXXABAHE HA YACTEH KoY

YacTHUST Koy Ha KBanuduumpaHo yaoctoBepeHne Ha MoTpebuTten ce yHuLLOXaBa NnocpeacTBOM

N3TPMBAHETO My OT CpefaTta, KbEeTO TO Ce CbXpaHsiBa UNN Ype3 PU3MYECKOTO MY YHULLIOXKaBaHe.

6.3 [OPYI'M ACMEKTU HA YNPABJIEHUE HA IBOMKA KIIOYOBE
6.3.1 APXUBWUPAHE HA NYBJINYEH KIO4Y

|_|y6J'II/1‘-IHI/ITe Krto4oBe Ha TI/ITyJ'IFIpI/I/C'b3,EI,aTeJ'II/1 nnn Ha ynbliHOMOLWEHW npeacrtaBuUTerin Ha
ropunandecknTe nunua ce CbabpXaT B ndgageHute 3a 14X KBaJ‘WI(bVILWIpaHM YAOCTOBEPEHUA, KOUTO Ca

nyonunkyBaHu B [NybnuyeH pernctbp Ha canta Ha EBpOTPBCT 1 ce CbhXxpaHsiBaT BbB XpaHUIULLE.

6.3.2 MEPUOO HA BANMNOHOCT HA KBAINIM®ULIMPAHO YOOCTOBEPEHUE U YNOTPEBA HA
KIOYOBE

MNMeproga Ha ynoTpeba Ha nyGnNMYHM KNOYOBE ce onpefenst oT CTOMHOCTTa Ha Moneto B
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YAOCTOBEPEHMNETO MY, ONMCBALLO BanvMaHOCTTa Ha Ny6rnnyHMs kntod. BanmaoHocTTa Ha yaocToBepeHusita
N CbOTBETHUTE MM YacTHM Kno4yoBe MoraT fda ObaaT CbKpaTeHu, B Crnydal Ha npekpaTsiBaHe Ha

yL4OCTOBEpEeHMsTa.

6.4 OAHHU 3A AKTUBUPAHE

KoraTto MoTpebuTensaT nMyHo npuchbcTBa Npy PerncTpupaluyms oprad, AaHHUTe 3a akTMBUpaHe Ha
YacTeH KIoY Ce U3Mon3BaT OCHOBHO OT onepaTop Ha Peructpupaiims opraH. MNoTpebutenvTe nsnonsear
aBTEHTUMUKALIMA WU KOHTPON Ha OOCTbMNa 40 CBOS YacTeH KIou.

B cnyvante, B kouTo TuTynsApAT/Cb3gatenar WAM  YMbIHOMOLLEHUAT MpeacTaBuTen Ha
IOPUAMYECKO NULIe reHepupaT ABOKa KIMoYoBe 3a KBanuduumupaHo yaoCcToBepeHne, Te caMu cb3aasarT u

ynpaendBaTt AaHHUTE 3a akTUBUpPaHe.

6.4.1 TEHEPWUPAHE U UHCTANTUPAHE HA 1AHHU 3A AKTUBUPAHE

[aHHM 3a akTMBMpaHe ce U3nona3eaTt Npu NbpBOHAYanHO M3gaBaHe Ha yaoCTOBEPEHMe, B cpeaa
3a Cb3gaBaHe Ha YCbBBbPLUEHCTBAH eNeKTPOHEeH nognuc/neyat, Npeav reHepypaHe Ha ABOKKa KI4YoBe.

KogoBeTe 3a goctbn M 3a gebnokvpaHe Ha cpegata 3a Cb3faBaHe Ha YCbBbPLUEHCTBaH
enekTpoHeH noanuc/nedatr ce npegoctaBaT Ha Twutynaps/Cb3gatens unu Ha  YNbSHOMOLLEHMWS
npeacTaBuTEN Ha OPUAMYECKOTO NUuUe B 3aneyaTeH, Henpo3payeH XapTUeH MWK UKW B ereKTPOHHa
dopma no anTepHaTUBEH KaHar.

Korato ce m3nonssa MobunHoO npunoxeHne Ha EBPOTPBLCT, KOABT 3a AOCTbN Ce reHepupa oT
Tutynaps/Co3natens. KogbT He ce CbxpaHsaBa OT EBPOTPBLCT 1 € AoCTbreH 3a paboTa oT noTpebutens
caMO [oKaTO € aKTUBMPaHO MOOUNHOTO npunoxeHne. 3a Bb3CTAHOBSBAHE Ha MNEPCOHaAnNHWUs KoA,
Tutynapat/Cb3gatenaT cb3gaBa cneumaneH KpUnToKmoY, KOWTO ce reHepupa OT OTTOBOPU Ha TPU TarHK
BbNpoCca, 3agafeHun oT NoTpednTens KbM MOMEHTa Ha perncTpaumsita My npe3 MoOMITHOTO NPUITOXKEHNE.

OTFOBOpVITe Ha BBbMPOCUTE HE Ce NMa3dAT OT EBpOTp'bCT.

6.4.2 3AWNTA HA JAHHU 3A AKTUBUPAHE

Tutynapat/Cb3gatenaT unmM  ynbiHOMOLLEHUSAT nNpeacTtaBuTen Ha HPUANYECKOTO nvue €
3a4biKEH a CbXpaHsiBa U nasm OT KOMNPOMeTUpaHe KOA4OBETE 3a AOCTbM A0 cpefaTta 3a Cb3faBaHe Ha
YCBHbBBPLUEHCTBAH ENIEKTPOHEH nognuc/neyar.

EBpoTpbCT NpenopbyBa gaHHMTE 3a akTMBMPAHE Ha cpedarta HMKOra [a He ce CbXpaHsBaT B

camarta cpefa.
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6.5 CUIYPHOCT HA KOMMNIOTbLPHUTE CUCTEMU

EBpOTPBCT n3nonssa eAVHCTBEHO HadeXdeH U CUrypeH xapayep v codTyep, KOUTO ca YacT oT
KOMMIOTbpHaTa cuctema Ha EBpoTpbCT.

KomntoTbpHUTE CUCTEMU, HA KOUTO PabOTAT BCUYKN KPUTUYHU KOMMOHEHTU OT UH(ppacTpyKkTypaTa
Ha EBpoTpbCT, ca obopyaBaHu M KOHUIypupaHu CbC CpeacTBa 3a fokanHa 3awuTa Ha gocTbna ao
copTyepa U MHPOPMALIMOHHUTE AaHHM.

EBpoTpbCT M3nonsea npouenypu 3a ynpasreHne Ha MHOpMaUMOHHaTa CUrypHOCT Ha usanaTta

NHpPacTpyKTypa Ha EBpOTPBCT B CbOTBETCTBUE C 0OLLONPUETH B MEXAYHApOoAHaTa NpakTuka cTaHaapTw.

6.6 CUIYPHOCT HA XU3HEHUA LUNKDBJ1 HA TEXHOJIOTUYHATA CUCTEMA

Bcuykn xapaoyepHu nNpomeHn ce HabniogaBaT U peructpupart OT OTOpM3MpaHU CRYXUTENU Ha
EepoTtpbeT. lMpu 3akynyBaHe Ha HOBO TexHMYecko obopyaBaHe, TO ce AOCTaBs C Heobxoaumute
npoLeaypu 3a ekcnnoaTaunsi U UHCTPYKLMKM 3a MNon3BaHe.

OctbluecTBsiBa ce Haa3op Ha PYHKLMOHANHOCTTA Ha TEXHOMOrMYHaTa cucTema u ce rapaHTupa, Ye

T (PYHKUMOHMpPa NpaBuUiHO U B CbOTBETCTBUE C JOCTaBeHaTa Npou3BoACTBEHA KOHUrypauus.

6.7 MPEXOBA CUT'YPHOCT

B nHpacTpykTypaTa Ha EBpOTPBLCT Ce n3non3saTt CbBPEMEHHN TEXHUYECKN cpeacTBa 3a obmeH
N 3awmTa Ha nHdopmMauus, 3a aa ce rapaHTupa mpexoBaTa CUrypHOCT Ha CUCTEMUTE CpeLly BbHLUHU

MHTEepBEeHUNN 1N 3aniaxu.

7 npoounnn HA KBAJIMGUUWPAHU YOOCTOBEPEHMA 3A YCBHLBBLPLWEHCTBAHU
ENEKTPOHHU NOANMUCU/NEYATU

Mpocmnute Ha notpebutenckute kBanuduuMpaHu YOOCTOBEPEHUS OTrOBapsAT Ha dopmara,
onucaH B ctaHaapT ITU-T X.509 v.3. YoocTtoBepeHune oT Tun X.509 v.3 npeacraensisa Habop OT AaHHW,
ype3 KOWUTO eAHO3HA4yHO Ce YOOCTOBepsiBa NPUHAONEXHOCT Ha NyonmMyHMA KIOY KbM aBToOpa Ha

YCbBBbPLUEHCTBAHNA ENTEKTPOHEH nop,nvlc/nean.

*pogunume Ha: KeanuguyupaHo ydocmogepeHue 3a yCbB8bpPUWIEHCMEaH €JIEKMPOHEH rnoonuc Ha
¢usuyecko nuue (,Evrotrust Qualified Natural Person Certificate FOR AES®); KeanuguyupaHo

ydocmosgepeHue 3a yCb8bpWEHCMBaH e/IeKMpPOHEH rnedam Ha ropududecko nuue (,Evrotrust Qualified
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Legal Person Certificate for AESeal”); KeanuguuupaHo ydocmosepeHue no PSD2 3a ycbebpuieHcmeaH
efleKmpoHeH nedyam Ha topududecko nuue (,Evrotrust Qualified PSD2 Legal Person Certificate for
AESeal) e onucaHo 6 OokymeHma J[lpakmuka npu rnpedocmassHe Ha KeanuguuupaHu

ydocmoegepumeriHu ycriyau”,

8 MNPOBEPKA U KOHTPOJ1 HA DEMHOCTTA HA IOCTABYMKA

MpoBepkute (0anTUTE), U3BLPLIBAHM B EBPOTPBLCT ce oOTHacaT [O0 obpaboTkata Ha
NHPOPMAaLMOHHUTE AaHHU U YNpaBreHne Ha KIYoBUTE NpoLeaypu.

EBpOTPBCT eXXerogHo n3BbpLUBa HaW-Manko eauH BbTPELLEH OAWT.

EBpoTpbCT € 06eKkT Ha oauMT HanW-mManko BeAHbX Ha 24 meceua oT OpraH 3a OLEeHsiBaHe Ha
cboTBeTcTBMETO. Llenta Ha oguta e pa ce noTBbpAM, 4Ye [ocTtaBuuka Ha KBanuduumpaHu
YyAOCTOBEPUTENHN YCNYrM N NPeaocTaBaHUTE OT Hero KeanudpuumpaHu yaoCTOBEPUTENHU YCyru

OTroBapsAT Ha U3nckeaHuATa, nocodeHn B PernameHTt (EC) Ne 910/2014.

8.1 [OEWCTBUA, NPEANPUETU B PE3YNTAT HA U3BBLPLUEH OOUT

[oknagnTe OT BbTPELLHN N BbHLUHW OANTY Ce npegasaTt Ha EBpoTpbCT.

HoknagbT ot OpraHa 3a oueHsBaHe Ha CbOTBETCTBMETO ce npedaBa Ha OpraHa no Hag3op B
pamkuTe Ha 3 (Tpu) OHW cnej BpbYBaHETO My Ha pbKOBOACTBOTO Ha EBpoTpbCcT. OpraHa no Hagsop,
pasrnexga Aoknaza v pellasa ganu ga octasu Unu B3eme kBanuduvumpanmns ctatyt Ha EBpoTpbCT.

Bb3 ocHOBa Ha HanpaBeHWUTE OLUEHKM OT AoKnaga, pPbKoBOACTBOTO Ha EBpoTpbCT Habensssa
MEPKM 1 CPOKOBE 3a OTCTPaHsIBaHe Ha KOHCTaTMpaHUTE NPOMYCKN N HECbOTBETCTBUS.

MNepcoHanbT Ha EBpPOTPBLCT npegnpuemMa KOHKPETHU OEWCTBUSA 3a TAXHOTO OTCTpaHsiBaHE B

noco4yeHnTe CpoKoBe.

9 APYIr' bBU3HEC U NMPABHU BbIPOCH
9.1 UEHWU U TAKCH

EBpoTpbCcT nogabpxa [AOKymMeHT LleHoBa Tapudpa 3a npegocTaBsHU  YOOCTOBEPUTENHW,
WHAOPMALIMOHHK, KpunTorpaddCKU U KOHCYNTAHTCKM ycnyrn“ Ha CcTpaHuuata CuM B MHTEpPHET:
https://www.evrotrust.com/blanki/tarifa. pdf.

9.1.1 BPBLWAHE HA YOJOCTOBEPEHUE U Bb3CTAHOBABAHE HA NMJ1ALLAHE

Tutynsap/Cb3gaten unu ynbiHOMOLLEH NpeAcTaBUTEN Ha lOpUAMYECKO NMLE MOXe [a Bb3pasu
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OTHOCHO HETOYHOCT WIN HEMbIIHOTA B CbAbPXKAHWETO Ha U3gadeHo KBannpuUMpaHo yaoCTOBEPEHME B
3-OHeBeH cpok crieq nybnvkyBaHeTo My B [MyGnunyHUst perncTop.

AKO NpuyMHa 3a HEBSIPHOTO CbhAbPXKaHWE Ha KBanuduumMpaHo yaocToBepeHne e B Pernctpupaly,
opraH, EBpoTpbCT NpekpaTtsiBa yaA0CTOBEPEHNETO M M3[jaBa HOBO C BSIPHO CbAbpXKaHue 3a CBOSi CMeTKa
N1 Bb3CTaHOBSIBA HaNpPaBeHOTO MrialjaHe 3a OTMEHEHOTO YAOCTOBEPEHNE C HEBAPHO ChabpXKaHue.

AKO MpuYMHaA 3a HEBSIPHOTO CbAbPXKaHWE Ha KBanuUUMPaHO YOOCTOBEPEHME € MO BMHa Ha
TuTtynapa/Cb3naTens uUnyM Ha YNbIHOMOLLEHUS MPEeACTaBATEN Ha topuaudecko nuue, EBpoTpbeT
npekpaTsiBa yAOCTOBEPEHMETO 1 HE Bb3CTaHOBSAIBA HaNpaBeHOTO nnalyaHe. EBpoTpbCT Moxe Aa usnage
HOBO C BAIPHO CbAbpXKaHWe 3a cMeTka Ha [MoTpebutens.

MoTpebutensaT Moxe [a OTKaxe W3gadeHo KBanuuUMpaHo YAOCTOBEPEHME C  BSIPHO
CbAbpXaHue, koeTo EBpoTpbCT Le npekpaTh He3abaBHo, 6e3 fa Bb3CTAHOBU HAaNpaBeHOTO MnallaHe 3a

OTMEHEHOTO yaoCTOBEPEHNE.

9.2 ®UHAHCOBU OTITOBOPHOCTH

EBpOTPLCT € OTroBOpeH 3a NpefoCTaBsAHWUTE YAOCTOBEPUTENHW yCryrn npeg notpebutenure,
KOVUTO pas3uymTaTt Ha yA0CTOBEpPSABaHUATA.

EBpOTpbCT OTroBaps, ako BpeguTe ca No HeroBa BMHA UIM MO BMHA Ha nvuata, Ha KOUTO TOW e
Bb3noxun pabora.

Ako EBpoOTpbCT NOTBBPAM U NpUEME, Ye ca HacTbNUNM Bpeau, TOW ce aHraxupa ga nnatu

obesBpenara. MakcumanHara rpaHvla Ha nnataHe He MoXe [a HafBuLlaBa pasmvepa Ha BpeauTe.

9.2.1 3ACTPAXOBKA HA JEMHOCTTA

EBpOTPBLCT CKoYBa 3abIIKUTENHA 3acTpaxoBka Ha AENHOCTTA CM KaTo pernctpmpan [JoctaBumnk

Ha KBaJ'IVICbI/ILI,I/IpaHI/I yOOCTOBEPUTEITHN YCITyTW.

9.3 HENPUKOCHOBEHOCT HA JINYHUTE AAHHU

EBpOTPLCT € pernctpmpaH Kato agMUHUCTPATOP Ha NUYHW JaHHW MO pefa Ha 3akoHa 3a 3awumra
Ha NUYHU JaHHW.

B kayectBOoTO cu Ha AAMUMHMCTpaATOp Ha nuYHM AdaHHu, EBpoTpbCT cTporo cubniogasa
N3NCKBaHWATA 3@ MOBEPUTENTHOCT N HEPa3nNpoCTpaHEHUe Ha NMYHNUTE AaHHu Ha Tutynapu/Cb3gaTtenu nnm
Ha YNbHOMOLLEHN NpeacTaBUTENV Ha IPUANYECKN nuua, cTaHanu My U3BECTHW NPWU U3MbITHEHWE Ha

AenHocTTa cn kaTo [locTaBuMK Ha KBanuuumpaHn yaooctoBepuUTenHn ycnyru.
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9.4 NPABA BbPXY UHTENEKTYAJIHA COBCTBEHOCT

PasnuyHu gaHHK, BKMOYEHU B usgaBaHuTe OT EBpOTPBLCT KBanuduumpaHn yaocTtoBepeEHUs unm
nyonukysaHn B [lybnuyHma perncrbp/xpaHunuuie ca OOeKT Ha npaBa BbpXy MWHTENeKTyanHaTa

CcOGCTBEHOCT M ApYrM UMYLLECTBEHU Y HEMMYLLIECTBEHW NpaBa.

9.4.1 MPABO HA COBCTBEHOCT HA IBOMKA KITFOYOBE

,D,BOVIKaTa KInto4oBe Ha I'IOTpGGVITeJ'IVITe N CBBbP3AHOTO C I'Iy6J'II/ILIHVIFI KIo4 KBaJ'IVId)I/lU,I/IpaHO
yaooctoBepeHmne m3ganeHo ot EBpOTp'bCT, KaKTO U CbOTBETHUA CEKpEeTEH mMaTepuan e cobCcTBEHOCT Ha
EBpOTp'bCT, He3aBMCUMO OT COOCTBEHOCTTA Ha (bl/l3|/|‘-leCKaTa cpena, B KOATO KI4yoBeTe Ce CbXpaHABaT

M 3allmnTaBart.

9.5 3AOBIIKEHUA, OTTOBOPHOCT U TAPAHLUUU HA EBPOTPBCT

EBpoTpbCT rapaHTupa, Ye OCbLLeCTBSBa AEMHOCTTa CU KaTo:

» cnasBa TOYHO YCMNOBUSITA B HaCTOSWMSA OOKYMEHT, uauckBaHuata Ha PernameHTt (EC) Ne
910/2014 » HauMOHaNHOTO 3aKOHOAATENCTBO MPU OCbLUECTBSBAHE HA OEMHOCTTA cu Ha [JocTaB4uMK Ha
KBanuduunpaHn yooCToBEPUTENHN YCIyTu;

» npenocTaBeHUTE YCNyrn He HapyllaBaT aBTOPCKUTE MpaBa M NIMLUEH3UpaHn npaBa Ha TpeTu
CTpaHu;

» n3nonsBa TexHuyecko obopyaBaHe M TEXHOMOTMW, KOUTO OcurypsaBaT HadexXOHOCT Ha
CUCTEMUTE M TEXHMYECKaTa U Kpuntorpadcka CUrypHOCT MpU OCbLUECTBABaHE Ha npouecuTe, B TOBa
YMCNO U CUTYpPEH U 3alUUTEH MexaHu3bM/cpeda 3a reHepupaHe Ha KIloYoBE M 3a Cb3fgaBaHe Ha
YCbBBbPLUEHCTBAH €NEKTPOHEH noanuc/nedart B CBOSiTa MHPPaCTPYKTypa;

» un3gaBa kBanuduuupaHu yoocToBepeHus 3a enNekTpoHHN nognucu/nevatu crneg kato nposepu
C JonycTMMK OT 3aKOHa cpeacTBa npeacraBseHaTta nHdopmauns;

» CUrypHO CbXpaHsiBa M Noaabpka nHopmauus, CBbp3aHa C M3gaBaHUTE YOOCTOBEPEHUS Y
onepaTtmBHaTa paboTa Ha cucTtemuTe;

» cnasBa ycTaHOBeHUTe npouenypuv 3a pabota 1 npasuna 3a TEXHUYECKN U (PU3NYECKM KOHTPOn,
B CbOTBETCTBME C YycnoBuaATa B Hactoswata [lonutuka u llpaktuka npu npegocTaBsiHE Ha
KBanuuumnpaHn yaoCcToBepUTENHN ycnyrm;

» Cb3gaBa Bb3MOXHOCT 3a Hes3abaBHO cnupaHe W npekpaTsiBaHe Ha [OeNCcTBMEeTO Ha
KBanuguunpaHo yaoCToBEPEHNUE;

» npekpaTaBa W cnvpa OeWCcTBMETO Ha YAOCTOBEPEHMS Mpu YCrnoBuATa M MO peda Ha

cboTBeTHaTa lNonuTuka;
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> yBefomsiBa HesabaBHO 3avHTepecoBaHUTE nuua cnen chnvpaHe Ha KsanuduuupaHo
YAOCTOBEPEHWE;

> ocurypsisa YycrnoBusi 3a TOYHO ONpefensHe Ha BpeMeTo Ha u3gasaHe, CcrvpaHe,
Bb30OHOBABaHe W nNpekpaTsaBaHe Ha eNCTBMETO Ha KBanuduumMpaHu YaA0CTOBEPEHNS;

> VW3NbIMHABa npouedypy Mo wuaeHTUduKaumMa W ycTaHOBsIBAHE Ha aBTEHTUYHOCT Ha
Tutynapsa/Cb3gaTens unv Ha ynbiHOMOLLEHUA NpeacTaBuTeN Ha IoOPUAMYECKO NNLE;

> ocurypsiBa MepKku cpelly noanpaBfHe Ha  KBanuuuupaHu  yaoCcTOBEpeHusiTa U
NOBEPUTENHOCT Ha AaHHWUTE, A0 KOUTO MMa JOCTbN B NpoLeca Ha Cb3[aBaHETO Ha YCbBbPLUEHCTBAHUS
ereKTpoHeH noanuc/neyar;

» U13nonssa HagexXxaHW CUCTEMU 3a CbXpaHsiBaHe U yrnpasneHve Ha y4OoCTOBEPEHUS;

» CaMO HaAnexHo OBNacTeHW CryXuTenu umaT AOCTbMN 3a BHACAHE Ha NPOMEHW B AaHHUTE,
yCTaHOBSIBaHE Ha aBTEHTUYHOCTTA U BanugHoOCTTa Ha yAOCTOBEPEHUATA;

» B3uMa He3abaBHM MepkM MNpuU Bb3HWKBAHE Ha TexHU4eckn npobrnemy BbB Bpb3Ka CbC
CUTYpPHOCTTa;

» CW3TMYaHe Ha cpoKa Ha BanuaHOCT Ha KBanuduunpaHo ygocToBepeHne OTMEHS BanugHocTTa
my;

> uwHpopmupa Tutynapute/Cb3gatenute WM YNbAHOMOLLEHUTE  MpeacTaBuTeny  Ha
IOPUAMYECKN NULA, KaKTO U JOBepsABalLUMTE Ce CTpaHu 3a TEeXHUTE 3aAbIDKEeHUS U ObIDKUMA rpuxa Ha
noBedeHue Mpu U3non3sBaHeTo W AOBepsiBaHEeTO Ha npefocTaBsHWUTe OT EBPOTPLCT kBanuduumpaHu
YAOCTOBEPUTENHM YCNYrK, Taka CbLUO OTHOCHO MNPaBUIHOTO M CUFYpHO M3MOM3BaHe Ha u3gageHuTe
KBanuuumpaHn yaoctoBepeHns n npegoctaBeHnTe yaoCTOBEPUTENHN YCIyrk, CBbP3aHu C TAX;

> U13Mon3Ba U cbxpaHsBa cbbpaHaTa nuyHa v Apyra nHgopmaumus camo 3a Lenute Ha cBosTa
AeVHOCT No npefocTaBAHe Ha KBanvduuvpaHu yOoOCTOBEPUTENHW YCnyrm B CbOTBETCTBUE C
HaLMOHaNHOTO 3aKOHO4ATErICTBO;

> He CbXpaHsiBa M He Konupa AaHHM 3a Cb3[aBaHe Ha NoTpebuTernckn YacTHW KyoBe, OCBEH
npy oTgarnedyeHo 3asiBABaHe Ha KBanuduuupaHu yOOCTOBEPEHWUs npe3 MOOWUMHOTO MPUIOXeHue Ha
EBpoTpbCT;

» noggbpxa pasnonaraemMy cpeacrtsa, KOUMTO OocuUrypsiBaT Bb3MOXHOCT 3a M3BbpLUBaHE Ha
OenHocTTa My,

» CKNioYBa 3acTpaxoBKa 3a BpeMeTo Ha CBosiTa AEeVNHOCT;

» noggobpxa [OBepeH nepcoHarn, nputexasal, HeobxoguMuTe eKCnepTHU 3HaHUS, ONuT U
KBanudukaums 3a n3BbpLUBaHE Ha OENHOCTTA;

» nogabpxa lNybnuyeH pernctbp/xpaHunuile, B KOMTO Ny6nNukyBa nsgageHuTte ksanuuumpanm
yaocToBepeHuns, aktyaneH CnMcbk CbC CrApeHn W npekpateHn ypoctoBepeHus (CRL), gpyru
obcTosiTeNncTBa N €NeKTPOHHM JOKYMEHTU, CbrnacHo Tasu MNMonuTnka n HaumoHanNHOTO 3aKOHOA4ATENCTBO;

» ocurypsiBa NoCcTosiHeH AocTbn A0 MNMy6nuyHusa pernctbp No enekTpoHeH nbT (24/7/365);
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» ocurypsiea sawimta cpelly BHacsiHe Ha NpomeHn B nogabpxaHusa [ybrnudeH pernctbp oT
HepernameHTMpaH 1 HenpaBoMepeH JOCTbM UM Nopaan CryyYyamHo cbouTue;

» nybnukyea He3abasHO B [y6nnyHUA pernctbp nsgageHuTe n NoAnMcaHn yaocToBEPEHUS;

» Cb3faBa YCMnoBMS Ha BCsKa AoBepsiBalla ce CTpaHa Ja npoBepu cTtatyca Ha vM3gageHo m
ny6nmkyBaHo KBanuuuupaHo yaoctoBepeHue B ny6rnmyHnsa Pernctbp Ha yaoCTOBEPEHNS;

» N3BbpLUBA MEPUOAMYHW BbTPELIHM OAMTU Ha AeWHOCTTa Ha YJAocToBepsiBawus opraH u
Peructpupalyms opran;

» WN3BbPLUBA BLHLUHW OOUTU OT HE3aBMCUMU OAUTOPU 1 NyBNUKyBa Ha canta cu pesyntature ot
npoBepKaTa;

» u13nonsea B AeNHOCTTa cu cepTudmumpar codptyep u xapayep, Kakto U CUrypHU N HagexXaHu
TEXHOMNOIMNYHN CUCTEMN;

» nogaobpka Ha camTa Ha EBpoTpbCT cnucbk ¢ Peructpupawim opraHm, Crucbk C
npenopbynTeENEH copTyep 1 xapayep 3a usnonssaHe oT noTpebutenute, 6naHku, popmynsapu, TUNOB

,D.OFOBOp n op. OOKYMEHTU B NoJi3a Ha I'IOTpe6I/1TeJ'IVITe;

EBpoTpbCT HOCK oTroBopHOCT npeg MoTpebutenu n [loBepsBalim ce CTpaHn 3a NPUYMHEHN Bpeam
oT rpy6a HeBGPEXHOCT NN YMUCHIT:

» OT Hem3nbrHeHne Ha nsmcksaHusTa ot PernameHT (EC) Ne 910/2014 npu ocbLuecTBABaHe Ha
AEeNHOCTTa CY No NpefoCcTaBsAHe Ha KBanvduumpaHu yaoCToBepUTENHU yCnyru;

» OT HEeBEpHM UNM NUNCBAaWM OaHHW B KBanNU@UUMPaHOTO yOOCTOBEPEHME KbM MOMEHTa Ha
n3gaBaHeTo My;

» OT Bpeau, KOUTO ca NPUYMHEHN B Cy4van, Ye No BpeMe Ha n3gaBaHeTo Ha KBanuguumpaHoTo
yAOCTOBEPEHNE NMUEeTO, MOCOYeHO kaTo Tutynap/Cb3gaten unu ynbriHOMOLWEH npeactaBuTen Ha
IOPUANYECKO NULe, He € pasnonarano C YaCTHWUSA KIToY, CbOTBETCTBALL, Ha NYONMYHUSA KItoy;

» OT anropuTMUYHOTO HECBHOTBETCTBME MEXOY YaCTHUSA KN4 U NYONMYHWUS KoY, BNUCBaH B
KBannuunupaHoTo ya4OCTOBEPEHME;

» OT HecrnasBaHe Ha 3agbiDKeHuATa Cu MO u3gaBaHe W ynpasfeHwe Ha KBanuuuupaHu
YAOCTOBEPEHUS;

» OT MNpornyckn B YCTaHOBABaHE Ha WOEHTUYHOCTTa Ha Tutynapsa/Cbhb3gatens wnmM Ha

ynbJTHOMOLLEHNA nNpeactaBuTes Ha KPUONYeCKo nuue.

9.5.1 3AOBITKEHUA, OTTOBOPHOCT U TAPAHLUWUU HA PETUCTPUPALLUA OPTAH

EBpoTpbCT rapaHTupa, Yye Pernctpupalymsa opraH n3nbiiHaBa CBoUTE (PyHKUMM U 3a4bIDKEHNS B
MbIIHO CbOTBETCTBME C YCINOBUSTA B TO3W JOKYMEHT, C M3UCKBaHUATA U npoueaypute B [MonutrkaTa u

n3ganeHnTe BbTpeLlHN onepaTuBHN NHCTPYKLUN.
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EBpoTpbCT oOTroBapsi 3a AeucrtBuata Ha Pernctpupaiwima opraH B MHpacTpykTypata Ha
EBpoTpbCT.

EBpoTpbCT rapaHTupa, 4e Peructpupalyms opraH:

» UN3MNbJIHABaA CBOSITA AEMHOCT, KaTo M3Mon3Ba HageXaHn 1 CUrypHU YCTPONCTBa U codpTyep;

» npenocraBsd YCrnyru, KOUTO ca B CbOTBETCTBME CbC HALUMOHANHOTO 3aKOHOLATerNcTBO N He
HapyLlaBa aBTOPCKUTE NpaBa 1 NuueH3npaHn npasa Ha lNotpebutenute;

» nonara HyXHUTe ycunus, 3a Aa u3BbpluBa npasBunHa naeHtudukaums Ha lMotpebutenuTe,
BbBeXJa NpaBuITHO M TOYHO AaHHWTE B Ba3aTa JaHHW Ha EBPOTPBLCT M akTyanuanpa tasm nHgopmauus
B MOMEHTa Ha NOTBbpXXJaBaHe Ha JaHHUTE;

» He npaBu YMULLINEHWN IPELLKN UMM He BHAcs HETOYHOCTU B MHbOpMauusaTa, CbabpXalla ce B
KBanuuunpaHnte yooCcToBepeHus;

» HeroBuTe ycnyru ca B CbOTBeTCTBME C obwonpuetuTte ctaHgaptu: X.509, PKCS # 10, PKCS
#7, PKCS # 12.

9.6 3AOBINKEHUA HA NMOTPEBUTEJIUTE

Tutynapat/Cbe3gatenat unv ynbNHOMOLLEHUAT NpeacTaBUTEN Ha IOPUMAMYECKO Nuue, MOCOYEH B
n3gageHoTo KBanuuumpaHo yaocToBepeHne kato TUTynsp, uMma cnegHuTe 3agbikKeHus:

» [da ce 3anosHae W ga cnasea ycnosuaTta Ha [orosopa, lNMNonutukute un lNpakTtukute npu
npeaocTaBsHe Ha KBanuuuMpaHn yaoCTOBEPUTENHN YCNyrn OT EBPOTPBLCT, KaKTO U M3UCKBAHMATA B
oCTaHanuTe AOKYMeHTU, nybnukyBaHu B [y6nnyHmsa pernctep Ha EBpOTpBCT;

» Npuv nogaBaHe Ha UCKaHUSA 3a M3gaBaHe W ynpasrfieHMe Ha KBanuduvumpaHn yaocToBepeHus
Aa npegocTaBu BAPHA, TOYHA M MbIiHA MHAOPMaUMs, KOSTO EBpPOTPBLCT m3mckBa cbrnacHo [lorosopa,
HOPMAaTMBHUTE U3NCKBAHWSA, NpunoxummTte MNonutrkun n MpakTukuy;

> [OareHepupa kpuntorpadckm KIo4oBe, U3Non3eankv CUrypeH MeToa U anroputbm, CbodpasHo
nauncksaHunata Ha PernameHt (EC) Ne 910/2014 n ga msnonsesa curypHa cpefa 3a Cb3gaBaHe Ha
YCBHbBBPLUEHCTBAH ENIEKTPOHEH nognuc/neyar;

» [Oa npoBepu MNbfHOTatTa WU BEPHOCTTa Ha CbAbPXAHMETO Ha npegocTaBeHata OT Hero
nHdopmaums 3a ygoctosepsisaHe B none DN (Distinguished Name) Ha nsgasaHute kBanuduumpaHm
yooctoBepeHus. B criyyai Ha HeCHOTBETCTBME MEXAY NpeAcTaBeHaTa UHopMaums 1 YAOCTOBEPEHOTO
cbAabpxaHue, notpebutend Tpsibsa ga ysegomm HesabaBHO EBPOTPLCT;

> [a npeycTaHOBW M3MOM3BaHETO Ha KBanMULUMpaHO YOAOCTOBEPEHME B Cryd4al Ha CbMHEHUE
3a 3aryba unu KoOMNpoMeTMpaHe Ha 4YacTHUSA KNo4v 1 ga nogage no EBpoTpbCT 3asBKa 3a HEroBoOTO
cnvpaHe;

» [a NpeycTaHOBW M3MNON3BaHETO Ha KBanNuuULMpaHO YAOCTOBEPEHMNE NPU HANU4YMe B HEFO Ha

ocTapsina, NpoMeHeHa, HETOYHa W/UNM HeBsipHa WHGOpPMaUMs U Oa noAafde MUckaHe 3a ChnupaHe Ha
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OENCTBMETO Ha yOOCTOBEPEHNETO;

» [Oa npunoxm HeobxoauMmarta AbIDKMMA rpwxa u ga npegnpveme HeobxoaMmuTe Mepku 3a
npegoTBpaTsBaHe Ha YaCTHUA KNOY OT KoMNpomeTupaHe, 3aryba, paskpveaHe, MoauduKauns unu apyro
HepaspeLLEHO OENCTBUE;

» [a usnonssa u3gageHoTo oT EBpOTPBLCT KBanudumumpaHo yooCTOBEPEHME CaMO 3a 3aKOHHU
Luenu n B CbOTBETCTBUE C yKazaHaTa B HEro nonuTuka v NpakTuka;

> [pOa opobpsiBa ycrnoBusita, nocodeHn B [loroBopa mexay Hero n EBpotpbeT (ToBa ogobpeHne
TpsibBa ga ce CbCTOM Ha camopbyeH nognuc Bbpxy [lorosopa);

» paopobpsiBa M3gageHoTo 3a HEro kBannuumMpaHo yaooCTOBEPEHUE;

» [a He paskpvBa naponata 3a OOCTbM A0 cpefaTta 3a Cb3faBaHe Ha YCbBbPLUEHCTBaH
eneKkTpOoHEeH noanuc/nedart Ha HeynbAHOMOLLEHN NNLa;

> p[aHe npaeu OOCTbMNEeH CBOA YaCTeH KoY 3a Apyru nuua.

9.7 OCBOBOXAOABAHE OT OTTOBOPHOCT

EBpOTPBCT HE HOCKM OTFOBOPHOCT B Cly4aun Ha Bpeau NPUYMHEHN OT:

» M3nons3BaHe Ha KBanuuuMpaHo YAOCTOBEpPEHVE M3BLH MpefenuTe Ha BAMcCaHuTe B Hero
npeaHasHa4YeHns N orpaHNYeHns Ha HeroBoTo AENCTBME;

> HEe3aKOHHW OeNCTBUS OT cTpaHa Ha NoTpebutenu n [loBepsiBalum ce CTpaHu;

» MNpedocTaBsAHe Ha HauMHa Ha waeHTMdUUMpaHe Ha cpedata 3a Cb3daBaHe Ha
YCbBBbPLUEHCTBAH €MEeKTPOHEH nognuc/neyaT u 4OCTbMN A0 YaCTHUSA KoY OT cTpaHa Ha NoTpebutenn Ha
TpeTn Nuua;

» CryYyanHun cbbuTus, MMaLLmM XxapakTepa Ha HeNpeoaonMMa cuna, BKIHYUTETHO 3M1I0YMULLINEHN
AENCTBMA Ha TpeTu nuua (Xakepcku aTakv, OTHEMaHe Ha cpejaTa 3a Cb3faBaHe Ha YCbBbPLUEHCTBAH
€eNeKTPOHEH noanuc/neyaT, A40CTbMN A0 YacTHMSA KITtod, y3HaBaHe 6e3 3HaHmeTo Ha Tutynaps/Ce3gatens
Ha HauMHa Ha naeHTudnumpaHe 1 ap.)

» n3nonsBaHe Ha KBanuuumpaHo yAOCTOBEPEHME, KOETO He € U3AaAeHO UMM U3Non3BaHo B
CbOTBETCTBUE C U3NCKBaHMSATA U NpoueaypuTte Ha lNMpakTukaTa un MNMonutukata Ha EBpOTpbCT;

» n3non3BaHe Ha HeBanuMAHO YAOCTOBepeHue (Yy4OCTOBEpeHue, KOeTO € ChpsiHO wnu
npekpaTeHo);

» He CBOEBPEMEHHO AeWCTBME MO NpekpaTaBaHe unu cnupaHe Ha yaocToBepeHue (crneacreue
OoT 3abaBeHO OT cTpaHa Ha Tutynapa/Cb3gatensd uUckaHe wunm nopagu NPUYUHU M3BBH KOHTPOa Ha
EBpoTpbCT);

» KOMMPOMETUpPaH YacCTeH KoY, KopecnoHampall Ha nyonuyHust KNy B KBannuumpaHoTo
yAocToBepeHue no BuHa Ha Tutynapsa/Cb3naTens;

» NOWO KayecTBO U (PYHKUMOHAINHOCT Ha COMTyepHUTE NPOAYKTU U XapAyepHu YCTpomcTBa
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nsnonssanu ot Tutynaps/Ce3natens v [loBepsBalwm ce CTpaHu.

» EBpOTpBCT He oTroBap4 3a M3non3BaHe Ha yAOCTOBEPEHNETO U3BBH PaMKUTE Ha BNUCaHUTE B
Hero NMMMUTU Ha CTOMHOCTTA Ha TPaH3aKuuuTe 1 Lenu 3a U3nonssBaHe.

» EBpPOTPBCT He OTroBaps 3a CbOAbPXaHWETO Ha npukadvyeHuTe cannose. Bcnykm puckose, KOUTO
MoraT Oa Bb3HMKHAT NpW cBansdHe WM W3TErNsiHE Ha npuKaveHn dannoBe ca OTrOBOPHOCT Ha

noTpebutenuTe, KOUTO M OBMEHSAT.

9.8 OTroBOPHOCT HA TUTYNAPA/CB3OATENA

OTrosopHocTTa Ha Tutynapsa/Cbhagatens unuM ynbiHOMOLLEHUS NpeacTaBuTesl Ha lpuandecko
nuue e B pesynTaTt OT U3MbIfIHEHNE HA HErOBUTE 3a4bIMKEHUSA. YCrOBMATaA HA OTFTOBOPHOCT ce ypexaaTt C
[orosop ¢ EBpOTPLCT.

Tutynapat/Cb3gaTenaTt unu ynbSHOMOLLEHUAT NpeacTaBuTeN Ha lopuandecko nuue oTroBaps
npen EBpOTPBLCT U Npen 4oBepsBaLLUTE Ce nuua ako:

» npu Cb3gaBaHETO Ha ABoKKaTa YacTeH-nyGnmyeH KoY e M3nonssan anroputbm U cpeaa 3a
Cb3aBaHe Ha YCbBbLPLUEHCTBAH €MNeKTPOHEH noanuc/nevart, KOUTO He OTroBapsT Ha U3UCKBaHMATa Ha
PernameHT (EC) Ne 910/2014;

» He M3NbIHsBa TOYHO U3MCKBAHMSATA 3a CUTYPHOCT, onpeaenenn ot EBpoTpbCT;

» He noucka oT EBpOTPBCT cnvpaHe unum npekpaTdBaHe Ha OENCTBMETO Ha KBanuduumpaHo
yAOCTOBEpPEHME, Crief KaTo e y3Harl, Ye YaCTHUAT KoY e 6un n3nonssaH HenpaBoOMEPHO NN CbLLECTBYBa
ONacHOCT OT HENPaBOMEPHOTO My MU3MNON3BaHe;

» € U3BbPLUMIT HEBEPHW U3SIBNEHUSA, HanpaBeHu npe EBPOTPBLCT, KOMTO MMAT OTHOLLEHUE KbM
CbObPXAHMETO NN KbM M30aBAHETO HA KBANMMUUMPaHOTO yOOCTOBEPEHME;

» KoraTo KBanuduuMpaHOTO YAOCTOBEpeHWe e nsgageHo ¢ BnucaH Cb3gaTten v oBnacTeHo oT
Hero nuue (TuTynsp), oTroBaps 3a HEM3MbIIHEHMETO OT CTPaHa Ha OBIlACTEHNA Ha 3aablKEHUSTa My.

KnueHtbT, Tutynapar/Ch3gatensat vnn ynbiHOMOLLEHUAT NpeacTaBuTen Ha opuanyecko

nnue oTroeapsa 3a CbAbpXXaHMETO Ha NpuKkavYeHnTe CbaIZJ'IOBe n nocneacTtBuAaTa ot TAXHOTO U3Nori3BaHe.

Hacmosuwusm dokymeHm e nybrniukyeaH Ha yebcalima Ha Eepompbcm 8 uHmepHem Ha 6brieapcku U
aHenutcku e3uk. B cnydal Ha Hecbomeemcemeue Mexdy mekcmoegeme Ha bbsi2zapCKu U aHanulicKu e3ux,

rnpuopumem uma 6br2apcKusi mekcm.
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