e\ﬂ*otrust

NMOJINTUKA
NP NPEAOCTABAHE HA KBAITM®ULIMPAHO YOOCTOBEPEHUE 3A
ABTEHTUYHOCT HA YEBCAUT

elDAS-CP-SSL
For public use

Regulation 910/ 2014
elDAS

CERTIFICATE POLICY
FOR QUALIFIED CERTIFICATION SERVICES
FOR WEBSITE AUTHENTICATION

Version - 1.0
13.04.2017

eﬁotrust

NMOJNTIUTUKA

NMPU NPEOOCTABAHE HA KBAJTMOULIMPAHO

YOOCTOBEPEHMUE 3A

ABTEHTUYHOCT HA YEBCAUT

Bepcusa: 1.0

Print and Edit Evrotrust Technologies Inc..

Page 1 of 60




e\ﬂ*otrust

NMOJINTUKA

NPU NPEAOCTABAHE HA KBAITM®ULIMPAHO YOOCTOBEPEHUE 3A

ABTEHTUYHOCT HA YEBECAUT

elDAS-CP-SSL
For public use

Regulation 910/ 2014

CERTIFICATE POLICY
FOR QUALIFIED CERTIFICATION SERVICES

Version - 1.0

elDAS FOR WEBSITE AUTHENTICATION 13.04.2017
OnbxHocT Wwme, pamunus Data Moanuc
/‘/;;‘
M3nbnHuTeneH KoHcTaHTWH , ///
13.04.2017 e. / -
YT8BLpAUn MPEKTO BesyxaHoB o A
p AVpeKTop Y. P %/
Mpencrasuten Ha oA g
CvrnacyBan PBHKOBOACTBOTO )c(;;e(j(ﬁgroﬁqes 13.04.2017 2. %’C @Vg
o CYCH A / /
Pa3pabotun KorcyrraKT no Mapus 13.04.2017 2
cycH Bnagnmuposa o ’
[laTa Ha perucTpaums Ha JOKyMeHTa: | 13.04.2017 2.

OpMFMHaﬂ'bT Ce CbXpaHaBa:

| npu Mpedcmasumen Ha pbkosodcmsomo no CYCU

Bud Ha ex3emnnspa u nopedeH Ne

OpuruHan | X | Kontponupano konue | | UHchopmaumoHeH |
PasnpocTtpaHeHue Ha AGoHar:
[OOKYMeHTa: '
BbTpewHo:
BbHWHo:

To3au pokymeHT e yacT ot Cuctema 3a ynpaBneHue Ha CUrypHocTTa Ha uHdopmaumaTa Ha “EBPOTPBCT TEXHONBIXKUC” ALL.
Bewnuku notpebuteny Ha To3M AOKYMEHT TPsAOBa Aa M3NbIHABAT u3nckBaHuaTa Ha CYCU 3a pabota ¢ uyBcTBUTENHA MHOPMALWMA.

This document is part of the Information Security Management System of EVROTRUST TECHNOLOGIES INC.
Everyone who uses this document shall carry out the ISMS requirements for work with sensitive information.

He ce pa3peluaBa HeKOHTPONMPaHO KONMpaHe U pa3MHoXaBaHe! Bcuuku npaea ca 3anaseHu!

© Copyright. All Rights reserved!

Print and Edit Evrotrust Technologies Inc..

Page 2 of 60




MONUTUKA elDAS-CP-SSL

e rOtr St MPU NPEAOCTABSIHE HA KBATIM®ULIMPAHO YAOCTOBEPEHUE 3A ot ol
u ABTEHTUYHOCT HA YEBECANT or public use

Regulation 910/ 2014

CERTIFICATE POLICY

FOR QUALIFIED CERTIFICATION SERVICES Version - 1.0

eIDAS FOR WEBSITE AUTHENTICATION 13.04.2017
CbObPXAHUE
1 [ = I | N 8
O I | = I I | = 1 8
1.2 UME N VOEHTUOUKALIMA HA OOKYMEHTA. ..ottt e e eeenns 9
1.3  YYACTHUUN B NHOPACTPYKTYPATA HA EBPOTPBCT ..ot 11
1.3.1 YOOCTOBEPABALL OPTAHWU .......eeeeeiieee ettt e e e e s st e e e e e s e st e e e e e e e ssnntsbaeeaeeeassanstnaeneneeeseannns 11
G B e Y I (O I o O ] 1 o OSSR 11
G T I (O 0 I = =1 = 77 I =11 2 T 12
1.3.4 [JOOBEPABALLUUM CE CTPAHWU .. ..o, 12
1.3.5 OPYTUYUACTHUL ... 12
1.4 YNOTPEBA HA KBATIMONUMNPAHN YOOCTOBEPEHUA ... 12
1.4.1 MPENOPBYNTENEH OVNATA3OH HA MPUTTOXKUMOCT ...t 12
1.4.2 3ABPAHA 3A YINOTPEBA HA KBAJIMOULIMPAHU YOOCTOBEPEHUA ... 13
1.5  YTIPABIIEHUE HA T I T UK AT A oo ettt e e e e e e e e e e e e e e e e e e e e e eneens 13
1.5.1 OPrAHUBALUUA, YITPABITABALLA TOJIUTUKATA ..o, 13
1.5.2 JIMLE BA KOHT AKT it 13
1.5.3 JIMUE U OPIFAHUN3AUUA, OTTOBOPHU 3A NMPABUITHOCTTA HA NMOJIMTUKATA N NMPAKTUKATA .13
1.5.4 TIPOLELYPU 3A OLOBPEHNE HA TTPAKTUKATA ... .ottt ee e st e e e e e e e s st re e e e e e e s e eanes 14
1.6  OMNPELOEJNEHUA N CBKPALLUEHUA ...t e e eeaens 14
T R O T o Y AN o 7 SRR 14
1.6.2 CBKPALLUEHUA. ... 15
2 OTIrOBOPHOCT 3A TYBJIMKYBAHE U XPAHUITULLIE ..., 16
2.1 XPAHUTTIULLE ...ttt e e et e e et e e e et e e e e e tt e e e e tt e e e eatnseeeeranaaaees 16
2.2 NHOOPMALUUA, MYBITMKYBAHA OT EBPOTPDBCT ...t 16
2.3 UECTOTA HATTIYBITUKYBAHE ... e 17
2.4 [OOCTDBM OO MYBJTUKALIMN ...t e e s e e e e e e e et a e e e e e e eeeanes 17
3 WOEHTNPNKAUKUA N YCTAHOBABAHE HA CAMOJTUYHOCT ..., 17
B UMEH A e 18
3.1.1 HAMMEHOBAHUME HA YEB CBPBBP (SUBJECT) ..ciiiiiiieiieieee ettt e e 18
I O e I I = VAN N 2= 1 YL 20
3.1.3 HEOBXOOUMOCT OT CMUCTIEHUM MIMEHA . ...ttt e e et e e e e e e erab e e e eeaeees 21
3.1.4 AHOHUMMHOCT UM MCEBOOHUMUM HA TIOTPEBUTETIV ... 21
3.1.5 NMPABUNA 3A ThJIKYBAHE HA PA3JTMYHU GOPMU HA VIMEHA ... 21
3.1.6  YHUKATTHOCT HA UM EH AT A oot e et e et et e e e et et e e e e e e e e e e e e enans 21
3.1.7 MNMPUN3HABAHE, YOOCTOBEPABAHE HA ABTEHTUYHOCT N POJTA HA TbPITOBCKATA MAPKA.
MPOLUELOYPA MNMPUN PASPELUABAHE HA CIOPOBE. ... 21
3.2  [MTbPBOHAYAITHA PEMUNCTPRALA. .. ...ttt e e e e e eeeens 22
3.2.1 TIPOBEPKA SATIPUTEXAHUE HA HACTEH KITHOU ..ottt ettt e et et e e reaan e e eans 22
3.2.2 YOOCTOBEPABAHE HA CAMOJIMYHOCT HA FKOPUONYECKO JINLE ..., 22
3.2.3 YOOCTOBEPABAHE HA CAMOJIMYHOCT HA ®USUNHECKO JTULIE ....ooooeiieeee e 22
I N 0 1610 = = o | I AN I d 721 =) 1 TR 22
3.2.5 HEMOTBBPOEHA VHOOPMALIAA ...ttt e e et e e e e e e s e e e e e e e e s e ennnrneneeeee s 22
3.2.6 TIPOBEPKA OT YOOCTOBEPABALLMA OPTAH ..ottt e eeee e e snnneea e e e 22
3.2.7 ONEPATUBHA CBBME CTUMOCT ..ottt e e et e e e e e e e 23
3.2.8 ABTEHTUOUKALIMA HA DOMAIN NAME ...ttt e e et e e e e e e s e et e e e e e e s e s naranneaaee s 23
3.2.9 KPUTEPUIM SA CBOTBET CTBUE ........ oottt ettt e ettt e e ettt e e e et et e e e e e et e e e eeaereeeanaeeerenas 23
3.3 WIEHTUNOUKALKNA N YCTAHOBABAHE HA CAMOJIMYHOCT MNP NOAHOBABAHE HA
KBAITMOUNLIMPAHO YOOCTOBEPEHMUE ...t 23
3.4 WAOEHTUOUKAUMA N YCTAHOBABAHE HA CAMOJTMYHOCT MNPU CMNMPAHE HA
HEMCTBMETO HA KBATTMONUMPAHO YOOCTOBEPEHMUE ..., 24
3.5 WIEHTUNOUKALINA N YCTAHOBABAHE HA CAMOJIMYHOCT MNMPU NMPEKPATABAHE HA
,U,E|7|CTB|/|ETO HA KBATTMONUMPAHO YOOCTOBEPEHMUE ..., 24
3.6 WIEHTUNOUKALNA N YCTAHOBABAHE HA CAMOJIMYHOCT CJIEAQ NMPEKPATABAHE
E,EMCTBMETO HA KBATTMONLUMNPAHO YOOCTOBEPEHMUE ..., 24
4 ONMEPATUBHU NBNCKBAHWUA ... e 24
4.1 TNOOABAHE HA MCKAHE 3A N3O0ABAHE HA KBAITMONUMPAHO YOOCTOBEPEHME........... 24

Print and Edit Evrotrust Technologies Inc.. Page 3 of 60




NONMUTUKA CP-
e I‘Otl‘ St MPU NMPEAOCTABSIHE HA KBANM®ULIMPAHO YOCTOBEPEHUE 3A ellDAS ﬁ? SSL
u ABTEHTUYHOCT HA YEECAUT or public use

CERTIFICATE POLICY

FOR QUALIFIED CERTIFICATION SERVICES Version - 1.0

Regulation 910/ 2014

eIDAS FOR WEBSITE AUTHENTICATION 13.04.2017

4.1.1 KOW MOXE OA MNMOOABA NCKAHE 3A M3OABAHE HA KBAJIMOUNLIMPAHO YOOCTOBEPEHUVE ........... 24
4.1.2 OBPABOTKA HA NCKAHETO 3A M3OABAHE HA KBAJIMOUNULMPAHO YOOCTOBEPEHUE U

CBBP3AHUTE C TOBA SALBIIKEHUA. ......ouviiiiiiiiiiiiiiiiiiiiiitiitevabebe bbb ebebebebebabebsbesessbssebesesessrersrsrersreres 25
4.2  OBPABOTKA HA U CKAHE T O ..ot e 25
4.2.1 OCBWECTBABAHE HA WOEHTUOUKALUMNA N YCTAHOBABAHE HA CAMOJTMYHOCT ........ovvvvvvviiinnnns 26
4.2.2 TNPUEMAHE VIV OTXBDBPJITAHE HA VICKAHE .. ...ttt e et e et e e e e r e e e eenaes 26
4.2.3 N3YAKBAHE U3OABAHETO HA KBAJTTMOUUMPAHO YOOCTOBEPEHUE .........oovvvviiiieiieieivieeveiiiviiies 26
4.2.4 YOOCTOBEPABALMAT OPI'AH PASPELLUABA OBPABOTKA HA JAHHUTE .......ooovvieieieeeee e, 26
4.3 W3OABAHE HA KBAITMOULIMPAHO YOOCTOBEPEHUE ..., 26
T N O] =Y =AY =T O 1 1 ¥ PR 26
4.3.2 TIPEOOCTABAHE HA NHOOPMALA ...ttt eeee e s sses s e ssss s esssssesesensnsnsssnsnnnnns 26
4.4 TMPUEMAHE HA KBAJIMOULIMPAHO YOOCTOBEPEHUE ..., 27
4.4.1 NOTBBLPXAOEHWE 3A NMPUEMAHE HA KBAITMOUNLIMPAHO YOOCTOBEPEHUE ...........ovvvvieiviiiviiiiiiiiia, 27
4.4.2 TMYBINMNKYBAHE HA KBAJTIMOUUMPAHO YOOCTOBEPEHMUE...........coviiiiiiiiiievveiee e 27
4.4.3 NHOOPMALMA BA LPYTU CTRAHWM ... .ttt e e e e e s a e e e e e et e e e e e e e e snnrnreees 27
4.5 VYMNOTPEBA HA KBAITMOULUNPAHO YOOCTOBEPEHUNE A D,BOMKA KIMKOYOBE ..........cu........ 27
A5.1 OT TTOTPEBUTETIU. ... ettt et e ettt ettt e et e e e e e e e e e e e aenees 27
452 OT OOBEPABALLI CE CTPAHWM ...t e e s e eatsestsasestsssssssbsssssssssensssnsnsnrnnnnes 27
4.6 MNOOHOBABAHE HA KBAJTMOPNLMNPAHO YOOCTOBEPEHVE (RENEWAL)........coeeeeiiiiinn. 27
4.7 W3OABAHE HA KBAITMONLNMPAHO YOOCTOBEPEHNE C TEHEPUPAHE HA HOBA ,D,BOMKA

KITROUOBE (RE-KEY) ..o 28
4.7.1 OBCTOATEJICTBA, NP KONTO CE NMPUNATA USOABAHE HA KBAITM®ULIMPAHO YOOCTOBEPEHUE

C rEHEPUPAHE HA HOBA ,U,BOMKA KITKOHOBE (RE-KEY) ..uuttiiiiiieiiiiiiieie ettt a e 28
4.7.2 JIMUA, NETUTUMNPAHU OA NMONCKAT AKTYAITM3ALMNA HA KITFOYOBA ,U,BO|7|KA? ............................. 28
4.7.3 RE-KEY VNl OBPABOTKA HA UCKAHETO ... ittt ettt e ettt e et e e et e e e et e e et e et ereeeeretaas 28
4.7.4 VNHOOPMALMA BA TIOTPEBUTEIIA ...ttt e e e s e e e e e e et e e e e e e e e senrnreees 28
4.7.5 NOTBBLPXAOEHUE 3A NMPUEMAHE HA HOBO YOOCTOBEPEHUE .........covvvviiiiiiiiiiiiiieieiiveveveveveveveveveveveees 28
4.7.6 MYBINMNKYBAHE HA HOBO KBAJTMOUUMPAHO YOOCTOBEPEHUE ..........ovvviiiiiiiiiiiieieeviviveeevevvveiae 28
4.7.7 NHOOPMALMNA 3A JOBEPABALLUN CE CTPAHWN..... ..ottt baesesesesesesesesesesesrsesenennes 28
4.8 TPOMAHA B KBAIIMOUUNMPAHO YOOCTOBEPEHUE ..., 29
4.8.1 OCHOBAHUA 3ATNMPOMAHA B KBAITMONLIMPAHO YOOCTOBEPEHUE ... 29
4.8.2 JIMUA, NETUTUMNPAHU OA NMOUCKAT NMPOMAHA HA KBAITMOULIMPAHO YOOCTOBEPEHUE?........ 29
4.8.3 OBPABOTKA HA VICKAHET O ..ottt ettt e e e ettt et e e et et e e e et et e e eaa e e et et e e eeat e eeeeaereteraerereraes 29
4.8.4 VNHOOPMALMA BA TTIOTPEBUTEIIA ...ttt e e e e st a e e e e e et e e e e e e e e annnnreees 29
4.8.5 TMOTBBP>XOEHWME 3A MPUEMAHE HA HOBO KBAITMONUMPAHO YOOCTOBEPEHWE ... 29
4.8.6 TTYBJIIMKYBAHE HA HOBO KBAJTMOUNLIMPAHO YOOCTOBEPEHUE .......coviieiieeeeeee e 29
4.8.7 NHOOPMALMNA 3A OJOBEPABALLUNTE CE CTPAHM .......oeeiiiiessveseineveevsesenssesesesensnenesennnnnnes 30
4.9 CIMMPAHE N NPEKPATABAHE HA KBATTMONUMPAHO YOOCTOBEPEHUE........................... 30
4.9.1 OBCTOATEJICTBA 3A NMPEKPATABAHE HA KBAJTMOUUMPAHO YOOCTOBEPEHUE ..........ovvvvvvvveies 30
4.9.2 KOW MOXE OA NMOUNCKA NMPEKPATABAHE HA KBATTMONUMPAHO YOOCTOBEPEHUME? ..................... 30
4.9.3 TPOLUEOYPA 3A NMPEKPATABAHE HA KBAJIMOUNLUIMPAHO YOOCTOBEPEHME ... 30
4.9.4 TPATUCEH MNEPUO[ HA MNMPEKPATABAHE HA KBAITMOULIMPAHO YOOCTOBEPEHVE........................ 30
495 CPOK 3A OBPABOTKA HA MCKAHETO A TMPEKPATABAHE .. .... oot 31
4.9.6 TMPOBEPKA HA CIMMUCBKA CbC CMNPEHU N NMPEKPATEHU YOOCTOBEPEHUA (CRL).....vvvvveeeeeieee, 31
4.9.7 YECTOTA HA N3OABAHE HA CTMMCBKA CbC CIMNPEHW U NMPEKPATEHN YOOCTOBEPEHMA (CRL) .31
4.9.8 MAKCUMAJTHO 3ABABAHE HA MYBJITMKYBAHETO HA CRL «.ceeieeeeee ettt e e e 31
4.9.9 OHJTAVH NMPOBEPKA HA CbCTOAHMETO HA YOOCTOBEPEHUE.........oovvvii 31
4.9.10 USNCKBAHUA 3A OHNAH NMPOBEPKA HA CbCTOAHUMETO HA YOOCTOBEPEHUME. .............ccoennn. 31
4.9.11 CMNEUMAITHN NBNCKBAHUA MO OTHOLWEHWME HA HAPYLWWEHME HA CUT'YPHOCTTA HA KJITHOYA.....32
4.9.12 OBCTOATEJNICTBA 3A CIMMPAHE HA KBAITIMOULIMPAHO YOOCTOBEPEHUE............cccveeeeee e 32
4.9.13 JIMUA, NETUTMUPAHW OA NMOUNCKAT CINMMPAHE HA KBAJTTMOULIMPAHO YOOCTOBEPEHME............. 32
4.9.14 NMPOUELNYPA 3A CMMMPAHE M Bb3OBEHOBABAHE HA KBAJTTMOPNLUIMPAHO YOOCTOBEPEHHKE........... 32
4.9.15 TPATUCEH NEPMOA HA CTTMPAHE HA KBAITMOUNLIMPAHO YOOCTOBEPEHUE ............ovvvvevviiiniiiiiiines 32
4.9.16 Bb3OBHOBABAHE ,D,EV]CTBMETO HA CMNPAHO YOOCTOBEPEHUE..........ccoieee e, 32

4.9.17 NMPOLEQYPA 3A Bb3OBHOBABAHE HA IENCTBVETO HA KBANMOULIMPAHO YOOCTOBEPEHWE .33

4.10 TMNPOBEPKA HA AKTYAJTHOTO CbCTOAHNE (CTATYCA) HA KBAIIMONLUMPAHUTE
YOOCTOBEPEHWUA. ...t 33

4.10.1 XAPAKTEPUCTUKI ...t 33

Print and Edit Evrotrust Technologies Inc.. Page 4 of 60




MONUTUKA elDAS-CP-SSL

e rOtr St MPU NPEAOCTABSIHE HA KBATIM®ULIMPAHO YAOCTOBEPEHUE 3A ot ol
u ABTEHTUYHOCT HA YEBECANT or public use

Regulation 910/ 2014

CERTIFICATE POLICY

FOR QUALIFIED CERTIFICATION SERVICES Version - 1.0

eIDAS FOR WEBSITE AUTHENTICATION 13.04.2017

4.10.2 OOMMBITHUTEJTHU @YHKLIMIU ...ttt ettt e e e e e s et e e e e e e s s e nanban e e e e e e s snnnnnreees 33
4.11 TMPEKPATABAHE HA JOIMOBOP 3A KBAJIMONLUMNPAHWN YOOCTOBEPUTESNTIHN YCITYT OT

(O I =1 = N =T 1 PO 33
4.12 OOBEPUTENHO CbXPAHEHME HA YACTHW KITKOYOBE (EKCPOY) ....evvviiiiiiiiiiiiiiiiieiiniinnenns 34
5 KOHTPOJT HA ®USNYECKATA N OPTAHN3AUMOHHA CUTYPHOCT ..., 34
5.1 KOHTPOIT HA OUBNYECKATA CUTYPHOCT ...ttt e e e e e e 34
5.1.1 TMNOMEWEHUA N KOHCTPYKUUWA HA TIOMELLEHUATA ..o, 34
5.1.2 OUBUUECKUAT LOCT Bl ..ottt et e e et e e e e e e e e e et e e e e e e e eeabaaa s eeeeesessbanaaaeaaeeees 34
5.1.3 CBbXPAHEHUE HA HOCUTEJIUA HA LAHHW ...ttt e e e e e e eees 34
5.1.4 UNBXBBPIIAHE HA OTTIALIBLNTE ...ttt s et e e e e e st n e e e e e s s st e e e e e e e s e annnrnneneaee s 35
5.2  OPTAHUBALNMOHEH KOHTPOIT ...ttt e e ettt s s e e e e e e e eaantna s s e e aaaeennnes 35
5.2.1 OOBEPEHU POJIU ...ttt e et e e e e e e et e e e e e e e e e et e e e e e e e e e e aabseeeeesersbananaeeesenes 35
5.2.2 MN3NCKBAHWA 3A PASOETAHE HA OTTOBOPHOCTUTE ..ot 35
5.3 KOHTPOJT HA TTEP COHATTA . ..o e 35
5.3.1 N3NCKBAHUNA 3A OBYUEHWE HA NMEPCOHAJIA HA EBPOTPBCT ...ttt e e 35
5.4 3ATMNCU HA CbBUTUA N MOOOBPXKAHE HA XKYPHATIM ... 36
5.4.1 YASBUMOCT UM OLIEHKA ...ttt e e e e e e s et ee e e e e s s st e e e eeeeseaanntaneeeeeeeaeasnteaneeaenas 36
DG APXUIBUIP AHE ... oo e e e e e e e 36
5.6 TIPEKPATABAHE HA ,D,EM HOCTTA HA EBPO TP B CT .o 36
5.6.1 MN3NCKBAHWA, CBbP3AHW C NMPEXOOA OO NPEKPATABAHE HA ,D,E|7|HOCTTA HA JOCTABYMKA ..36

5.6.2
5.6.3

6
6.1
6.1.1
6.1.2
6.1.3
6.1.4
6.1.5
6.2
6.2.1
6.2.2
6.2.3
6.2.4
6.2.5
6.3
6.3.1
6.3.2
6.4
6.4.1
6.4.2
6.5
6.6
6.7
7
7.1

7.2
7.3
7.4

7.5

MPEXBBPNAHE HA AEMHOCT KbM APYI OOCTABYMK HA KBANIMOULIMPAHN YOOCTOBEPUTENHU
O3 1 ) I OO RO TP RORURTROPTR 36
OTHEMAHE HA KBANNM®ULIMPAH CTATYT HA JOCTABYUK U HA KBANTMOULIMPAH CTATYT HA
CBOTBETHA YCTIYTA .ottt b bbbt bbbt bbbttt b e st e bt bt e e nbe et e et nbe s 37
YTMPABINEHUE N KOHTPOIT HA TEXHUYECKATA CUTYPHOCT ... 37
FEHEPUPAHE N UHCTAJIIMPAHE HA OBOWVIKA KNKOYOBE HA YOOCTOBEPABALL OPTAH . 37
FrEHEPUPAHE HA JBOUKA KINMIOYOBE HA ®UBNYECKO/KOPUONYECKO JIULIE........cocoiiiieiice 37
OOCTABKA HA HUACTEH KIMHOY HA TTOTPEBUTEIT ...ttt 37
AOOCTABKA HA MYBJNTMYEH KMOY OT MOTPEBUTENT HA JOCTABUYMK ... 37
OBIDKUHA HA KITHOUOBE ...ttt b ettt bbbt e nbe e 37
MAPAMETPU HA TTYBINUEH KITHOU ...ttt 38
SALLNTA HA YACTEH KITHOY N KOHTPOJT HA KPUMTTOITPASCKUA MOOYN ... 38
KOHTPOJ1 HA U3MON3BAHE N CbXPAHEHWE HA YACTEH KITHOU ......ooiiiiiiiee e 38
CBHXPAHEHUE HA HACTEH KITHOU ...ttt ettt e et e e e 38
METO[ 3A AKTUBUPAHE HA HACTEH KITHOU ... ittt 38
METO[ 3A OEAKTUBUPAHE HA YACTEH KITHOU .....coiiiiiiii et 38
METOM 3A YHULLOXABAHE HA UACTEH KITHOU .....ocoiiiiiiiiieieie e 38
OPYIY ACMNEKTU HA YNPABIEHUE HA ABOWVKA KITHOUOBE..........c.ocveeieeeeieeeeeeeeeee e, 39
APXUBUPAHE HA TTYBIINUEH KITHOU.......oiiiiiiiitiieit ettt 39
NEPMOL HA BANTMAHOCT HA KBAJTM®ULIMPAHO YOOCTOBEPEHUE U YINOTPEBA HA KIMKOYOBE .39
OAHHWU SA AKTUBUPAHE ... ..o 39
FEHEPUPAHE N MHCTAJTMPAHE HA OAHHW 3A AKTUBUPAHE ...t 39
SALLUNTA HA OAHHU BA AKTUBKIPAHE ..ottt 39
CUTYPHOCT HA KOMIMIOTBPHUTE CUCTEMWM ..o 39
CUIYPHOCT HA XXN3SHEHWNA UMK HA TEXHOJIOTUYHATA CUCTEMA.......cooiieee 40
MPEXOBA CUTYPHOCT ..o 40
MPOoUITIN HA KBAITMOULIMPAHU YOOCTOBEPEHUA, CRL MHAOCSP........ccovveieeieee 40
MPO®WIN HA KBANTMOULIMPAHO YOOCTOBEPEHME 3A ABTEHTUYHOCT HA YEBECAMNT 3A
OOMEWH (EVROTRUST SSL DOMAIN VALIDATED CERTIFICATE): ..cocvviveveiieiceeeeeveee 41
MPO®UN HA KBAIMOULIMPAHO YOOCTOBEPEHWE 3A ABTEHTUYHOCT HA YEBECAWT 3A
OPIAH3NALINA (EVROTRUST SSL ORGANIZATION VALIDATED CERTIFICATE):.......cccc..... 43
MPO®UIT HA KBAJTMONLUMPAHO YOOCTOBEPEHUME 3A CbPBbBP (EVROTRUST SERVER

(O g | [ = PP PP PP PPPPPPPPPPP 45
MPO®WN HA KBANTMOULIMPAHO YOOCTOBEPEHME 3A ABTEHTUYHOCT HA YEBECAMNT C
PASWNPEHO BANTMANPAHE(EVROTRUST SSL EV CERTIFICATE): ...oviiiiiiiiiiiiiiiiieecceeee 47
MPO®UIT HA CIMUCBHBKA CbC CMNPEHN N NMPEKBbCHATWN YOOCTOBEPEHME (CRL)............. 50

Print and Edit Evrotrust Technologies Inc.. Page 5 of 60




MONUTUKA elDAS-CP-SSL

e rOtr St MPU NPEAOCTABSIHE HA KBATIM®ULIMPAHO YAOCTOBEPEHUE 3A ot ol
u ABTEHTUYHOCT HA YEBECANT or public use

CERTIFICATE POLICY

FOR QUALIFIED CERTIFICATION SERVICES Version - 1.0

Regulation 910/ 2014

eIDAS FOR WEBSITE AUTHENTICATION 13.04.2017

7.6 MPO®WN HA OTIrOBOP 3A OHJTAMH NPOBEPKA HA CTATYCA HA YOOCTOBEPEHWE

(OCSP/ONLINE CERTIFICATE STATUS PROTOCOL) ...ttt e e 50
8 O T oo 50
8.1  UECTOT A HA O T A et e et e et e e e e et e e et e e sa e e ebesraaeeeataaaes 50
8.2 KBAJIMOUKAUNA HA MPOBEPABALLNTE JINLA. ...t 50
8.3 OTHOLWUEHWA HA NMPOBEPABALLNTE NUUA C OOCTABUYUKA.......ooeeieeeeeeee e 51
8.4  OBXBAT HA O T A oottt ettt et e e et e e e et e e e e eatae e e e e et e e e sataeeeeesannaeeees 51
8.5 ,D,El;]CTBl/]ﬂ, MNPEOMPUETU B PE3YINITAT HA USBBPLUEHUA OOUT....ccvveeieeeeeee 51
8.6 CBbXPAHEHUME HA PESYJNITATUTE OT OLAUTUTE ....ccooeeeeeeeeee e 51
9 OPYTUN BUASBHEC U TIPABHUM BBITPOCH. ...t 51
9.1 LEHU U TAKCH ...ttt e e e e e e et e e e e et e e e e eata e e e eata e eeertaaaaees 51
9.1.1 BDBBHATPAXKIEHUA ... ..ottt e e et e e e e e e e e e st e e e e e e e e e ataanseeeeererabanaeaeeesenes 51
9.1.2 BDB3HAIMPAXIOEHNA 3A YOOCTOBEPUTENHU, KPUMNTOIMPASCKU, NHOPOPMAULMOHHA AN

(O O N N IO 1077 IO 1 72 2 T 52
L TG T (2 N (G VA e 72 e Y 1 T 52
9.1.4 BPDBIWAHE HA YOOCTOBEPEHUME N Bb3CTAHOBABAHE HATINAWAHE.........oooo 52
L T ST Y e T I VAN I 172 707 1 72 2 [T 52
0.2  OUHAHCOBU OT T OBOPHO C T U ... et aas 52
9.2.1 3ACTPAXOBKA HA ,D,EMHOCTTA ................................................................................................................. 52
9.2.2 3ACTPAXOBATEJTHO TTOKPUITUIE ...t ettt ettt e et e et et e e e e e e e e e e e ranns 52
9.3 KOHOMOEHUMAJITHOCT HA BU3SHEC MHOOPMALLA........cooeiee e 53
9.3.1 OBXBAT HA KOHOUNOEHUNATTHATA MHOOPMALIA .....ooreeiiie ettt 53
9.3.2 HEKOHOUOEHUNATTHA MHOOPMALMA.........eeeeee ettt e e e st e e e e e s et aeeeae s 53
9.3.3 BAUNTA HA KOHONOEHUMNATTHATA MHOOPMALLMA ...ttt rtaeee e 53
9.4 HEMNPUKOCHOBEHOCT HAJTIUHHUTE DAHHW.........oo e 53
9.5 TPABA BBPXY VHTENEKTYAITHA COBCTBEHOCT .. oot 53
9.5.1 [OEKJTAPALIVA A TTOBEPUTEJTHOCT ...oeiiii e cieieee ettt e e e e s ettt te e e e e e st e e e e e e s s snnntaa e e e e e e e s e nnnnrnnneeaeeas 53
9.5.2 NHOOPMALINA TPETUPAHA KATO JIUHHA ...ttt e e et e e e e e s ae e e e e s 53
9.5.3 MHOOPMALIUA, KOATO HE CE CUUTA BATINHHA ...ttt ee e 54
9.5.4 OTIOBOPHOCT 3A SAWNTA HAJIMUHUTE DAHHWU ......oooiiee et 54
9.5.5 CBITIACUE 3A N3MOJIBBAHE HA JTTUHUHWU ODAHHW ... 54
9.6 TPABA BBbPXY MHTEJIEKTYAJTHA COBCTBEHOCT ... 54
9.6.1 TNPABO HA COBECTBEHOCT HA OAHHU B KBAJIMOUUMPAHU YOOCTOBEPEHUA. ... 54
9.6.2 TPABO HA COBCTBEHOCT HA UMEHA N TBPTOBCKU MAPKW ...t 54
9.6.3 TMPABO HA COBCTBEHOCT HA ﬂBOMKA KITHOUOBEE ... et 54
9.7  OBLUN TIOJIOXKEHUIA ...ttt e e e e e e ettt s s e e e e e e e eeattaaaaeeaaaeennnes 55
9.7.1 BAOBLIDKEHUA, OTTOBOPHOCT N TAPAHUNN HA EBPOTPBCT ..o 55
9.7.2 3AOBIDKEHNA, OTTOBOPHOCT N TAPAHUNN HA PETUCTPUPALLUMA OPTAH ... 55
9.7.3 3ALOBITDKEHUNA HA TTIOTPEBUTEIIU ...ttt e e e e e e et s e e e e e e e e et e e e e eeaeees 55
9.7.4 OBIDKNMA TPUXKA HA LOBEPABALLA CE CTPAHA ... .ttt e 55
9.7.5 3BAOBITDKEHUA HA LPYTUL CTPAHNU ...ttt ettt e e e e e et e e e e e e e s et a e e eeeaeees 55
9.8 OCBOBOXIOABAHE OT OTTOBOPHOCT ..ottt et e e e e e eaan e e e 56
0.9 OIFPAHUUEHUA HA OT T OB OPH O C T T A e et 56
9.10 OTIrOBOPHOCT HA PUBNYECKO/IOPUONYECKO JINLE ... 56
9.10.1 OTFOBOPHOCT HA ®oN3NYECKO/IOPNONYECKO JNIMLEE KbM EBPOTPBCT ..., 56
9.11 CPOK N NMPEKPATABAHE HA ,MOJTIMTUKA MNMPU NMPEOOCTABAHE HA KBAJTMOULIMPAHO

YOOCTOBEPEHUME 3A ABTEHTUYHOCT HA YEBC AT oo, 56
Lo T R O =10 ] (O] =] TP 56
L T I 2 N [ oy S AN 15 2 1= 7 AN | =T 57
9.11.3 EQEKT HA MPEKPATABAHE U OLIEJIABAHE ...ttt e et e e e e e 57
9.12 BENEXKN N CBbOBLEHUA MEXKLOY CTPAHUTE ...t 57
9.13 WUSMEHEHWA B ,MOJTIUTUKATA MNMPU NPEOOCTABAHE HA KBAJTMOPNLIMPUHO

YOOCTOBEPEHUME 3A ABTEHTUYHOCT HA YEBC AT oo, 57
9.14 PELUABAHE HA CITOPOBE ... e e et 58
9.15 TIPUTTIOXKIIMO TTPABO ... e e e e e 58
9.16 CBOTBETCTBUE C NMPUNOMXUMOTO TTPABO ... ..o 58

Print and Edit Evrotrust Technologies Inc.. Page 6 of 60




eﬁotru St NPU NPEAOCTABAHE HA KBAITM®ULIMPAHO YOOCTOBEPEHUE 3A

NMOJINTUKA

ABTEHTUYHOCT HA YEBECAUT

elDAS-CP-SSL
For public use

Regulation 910/ 2014

CERTIFICATE POLICY
FOR QUALIFIED CERTIFICATION SERVICES

Version - 1.0

eIDAS FOR WEBSITE AUTHENTICATION 13.04.2017
9.17 [OPYTU PASIIOPELBW ...t et e e et e et e e e e e st e s et e e abaaaes 58
9.18 CBbOTBETCTBUE CbC CTAHOAPTUA N CTAHOAPTU3ALUNOHHNA OOKYMEHTMU: .................. 59
Print and Edit Evrotrust Technologies Inc.. Page 7 of 60




NONMUTUKA CP-
e I‘Otl‘ St MPU NMPEAOCTABSIHE HA KBANM®ULIMPAHO YOCTOBEPEHUE 3A ellDAS ﬁ? SSL
u ABTEHTUYHOCT HA YEECAUT or public use

CERTIFICATE POLICY
FOR QUALIFIED CERTIFICATION SERVICES
FOR WEBSITE AUTHENTICATION

Version - 1.0
13.04.2017

Regulation 910/ 2014
elDAS

1 BBbBEOEHUE

,[1ONMTUKa Npu npegocTaBAHE Ha KBanUMUUMPaAHO YAOCTOBEPEHME 3a aBTEHTUYHOCT Ha
yebcant“ (Monutnka/CP) e [OKyMeHT, KOMTO onucBa obwwute npasBuna M HOPMW npunaraHu ot
L,LEBPOTPBCT TEXHONMBIXXNC" AL (EBPOTPBLCT/EBPOTPBCT) npwu cb3gaBaHe, npoBepka W
BanuaMpaHe Ha kBanuduunpaHn yoocToBEPEHMS 3a aBTEHTUYHOCT Ha yebcaiT, KakTo U TeXHUA obxBaT
Ha NPUIOXMMOCT.

Ycnyrute no yoocToBepsiBaHE Ha aBTEHTUYHOCT Ha yebcawnt, npegnaraHn ot EBPOTPBCT,
ocurypsisat cpeicTBo, C KOETO BCeku noceTuten moxe Aa 6bae yBepeH, Ye 3ag yebcanta ctom peaneH
n nerntumeH cybekt. EBPOTPBCT

Ycnyrute no yaoctoBepsiBaHe Ha aBTEHTUYHOCT Ha yebcanT, npeanaradn ot EBPOTPBCT, ca B
cvoTtBeTcTBUE ¢ PernameHT (EC) Ne 910/2014 Ha EBponenckus napnameHT u Ha CbBeTa OT 23 tonu
2014 rogvHa OTHOCHO eneKTPOHHaTa MAEHTUMUKALMA U YOOCTOBEPUTENHUTE YCIyru NPy eneKTPOHHM
TpaHCakuMm Ha BbTPELWHUSA nasap U 3a oTMsiHa Ha [dupektmBa 1999/93/EO (PernameHt (EC) Ne
910/2014), wisuckBaHuATa U HacokuTe, kouTo gaBa CA/Browser Forum (https://cabforum.org/) n B
CbOTBETCTBME C NPUMOXMMOTO 3akoHogaTencTso B Penybnuka Bbnrapums.

MpohmnbT Ha KBanNUMUUUPaHO yOOCTOBEPEHME 3a aBTEHTUYHOCT Ha yebcalT e onpeneneH B
HaCTOALNSA JOKYMEHT Bb3 OCHOBa Ha uauckeaHudata Ha CA/Browser Forum (Baseline requirements) n Ha
yKkasaHusTa gageHu ot hopyma 3a paswmpeHo Banugupane (Extended validation). Tosn npodun moxe
Aa ce N3nonassa 3a yAOCTOBEPEHWS 3a lopnanyeckn n omsndeckm nuua.

3a nsgaeaHe Ha kBanuduumMpaHo yoocTOBEPEHME 3@ aBTEHTUYHOCT Ha yebcant ot EBPOTPBCT
ce npunarat npouenypu, ocurypsisaliyn BUCOKO HMBO Ha HaOEeXOHOCT U CUTYPHOCT Ha ygocToBepeHaTta
MHopmaums, naeHTnduumpawa Notpedburtenure.

OTtHoweHnuaTa mexxgy EBPOTPBCT u MNoTtpebutens ce ypexaaTt ¢ AOroBop 3a KsanuuumpaHu
YAOCTOBEPUTENHN YCIyrn.

LleHnTe Ha yoocToBepeHusiTa 3a aBTEHTUYHOCT Ha yebcalT ce cbabpXaT B AOKyMeHTa , Tapuda
3a NpefocTaBsHN yOOCTOBEPUTENTHU, MHOPMALNOHHKW, KpUNTOorpadCckn M KOHCYMNTaHTCKU ycnyru“ Ha

EBPOTPDBLCT, goctbnHa Ha cTpaHuyaTta Ha EBPOTPBCT B MHTEpPHET.

11 NPErNEN

HOokymeHTbT llonuMTvka npu npegoctaBsHe Ha  KBanuuuupaHo yOocToBepeHue  3a
aBTEHTUYHOCT Ha yebcanT" ce oTHacs 3a KBanuduunpaHun ygoctosepeHus, nagagedn ot EBPOTPBCT,
kakTo e onpegeneHo B PernameHT (EC) Ne 910/2014 .

HactosawusT OoKyMEHT e CTPYKTypvpaH B CbOTBETCTBUE C paMkaTa, onpeaerieHa B npenopbkaTa
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IETF RFC 3647 ,Internet X.509 Public Key Infrastructure Certificate Policy and Certification Practices
Framework".

Monutukata e nybnvyeH JOKymMeHT. Ton moxe ga Obae NPOMEHsIH MO BCSKO Bpeme OT
EBPOTPBLCT un Bcska HoBa pefakuus ce cbobLiaBa Ha 3anHTepecoBaHUTE nuua, kato ce nybnukysa Ha

WHTepHeT-CTpaHuuaTa Ha EBpoTpbeT: https://www.evrotrust.com.

1.2  WME WWOEHTUPUKALIMA HA OOKYMEHTA

HacToawmar OOKyMEeHT € C NbfHO HaummeHoBaHwe [lonuTuka npu npegocTaBsHE Ha
KBanuuumnpaHo ygocTtoBepeHme 3a aBTEHTUYHOCT Ha yebcant® ot ,EBpoTpbCT TexHonbakmc” AL.

KakTo e onucaHo B npenopbka IETF RFC 3647, ynoctoBepeHudaTa Bkro4vBaT naeHTudgukaTop Ha
nonutuka, KOWTO MOXe pfa ce wu3nons3sa oT [loBepsBawwmute ce CTpaHW 3a onpegensHe Ha

OOCTOBEPHOCTTa N BanmMagHOCTTa Ha onpeageneHo npunoxexHume.

NoeHTndpmkatopbT Ha [lonuTukata 3a paswMpeHo BanvagupaHe Ha  yOooCToBepeHus
(EVCP+/Extended Validation Certificate Policy) e ¢ nonutuka itu-t(0) identified-organization(4) etsi(0)
other-certificate-policies(2042) policy-identifiers(1) evcp(4), OID=0.4.0.2042.1.4 .

Hactoswara nonutuka ce wugeHtuduumpa kato lonuTuka 3a paswmpeHo BanuaupaHe Ha
yooctoBepeHuss (Extended Validation Certificate Policy/EVCP+), 3a TLS/SSL (Transport Layer
Security/Secure Socket Layer protocol) yooctoBepeHusi, nsmckeawa curypHa notpeburencka cpega Ha
paboTa Ha ycnyraTta. M3anbnHeHeTo Ha Ta3un nonuTuka npegnara Heobxoamnmara CTeneH Ha CUrypHOCT,
B CboTBeTCTBUE C m3nckeaHmsaTa Ha CAB Forum 3a EVC. Tasu lNMonutnka BkMovBa M3ncKkBaHUSATa 3a
NCP+ (Extended Normalized Certificate Policy) ygoctoBepenus, cbrnacHo ETSI EN 319 411-1 V1.1.1
(2016-02).

YpoctoBepeHuaTa EV npemmHaBaT MHOro cTpora npoueaypa Ha npoBepka M U3nckeaT No-Abibr
nepvog 3a u3gaBaHe. Heobxoanmo e naeHTUdUUMpaHe Ha PUAMYECKOTO NULEe, KOETO KOHTponupa
yebcawta no nvme, ceganuile, agpec Ha ynpasneHue, yupeasaBaHe unvm pernctpauus n permctpaumoHeH
HOMeEpP UNn Apyrv AaHHW 3a aeHTUUUMpaHe Ha NULETO, KaKTO U NpOBepKa Ha Hanu4vue Ha KpuntupaHa
KOMyHuKauusa ¢ yebcanta. JonbnHMTENHN NPOBEPKM Ce U3BBLPLUBAT 3a YCTAaHOBSBAHE Ha 3aKOHHOCTTa
Ha OM3Heca M HEBBL3MOXHOCTTA 3a pasnpoCTpaHeHMe Ha 3NnoHamepeH codTyep UM ApYyru OHMamnH

n3mamu.

NpoeHtndukatopbT Ha [lonutukata 3a BanvauvpaHe Ha YAOCTOBEPEHUS Ha  [OOMENH
(DVCP/Domain Validation Certificate Policy) e ¢ nonuTuka itu-t(0) identified-organization(4) etsi(0) other-
certificate-policies(2042) policy-identifiers(1) dvcp (6), c OID=0.4.0.2042.1.6 .
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YooctoBepenudata DV, ¢ nonutuka NCP+ (Extended Normalized Certificate Policy) namckeawa
CUrypHO nNoTpebuTencko ycTpOWCTBO, ce wusgaeat cneg notebpxgeHne ot EBPOTPBCT, ue
N3MNon3BaHeTo Ha JOMelrHa OT cobCTBEHMKA e yCTaHOBEHO. ToBa ce npasu OT Y4oCToBepsBaLLUSA opraH,
KOWTO mnanpatla 3anvTeaHe no nmenn 4o cobcTBeHMKa Ha AOMENHa 3a nonbfBaHe Ha 6asaTta oT AaHHu C
HeobxoaumaTta uHgopmaums. Cnen kato COOBCTBEHMKBT OTFOBOPWU, CE€ M3AaBa yOOCTOBEPEHUETO.
YpocTtoBepsaBalwns opraH MOXe Aa npoBefe AOMbSIHUTENHM MPOBEPKM 3a Aa cBede OO0 MWHUMYM

“amMamuTe Npu UsgaBaHe Ha yOooCTOBEPEHNETO. YI0CTOBEPEHNETO ChbabpXa CaMO MMETO Ha [IOMeiiHa.

NaoeHTndmkaTopsbT Ha MNMonutukata 3a BanugupaHe Ha yaoCcToBepeHust Ha opraHmnsaumm (OVCP/
Organizational Validation Certificate Policy) e ¢ nonutuka itu-t(0) identified-organization(4) etsi(0) other-
certificate-policies(2042) policy-identifiers(1) ovcp (7), ¢ OID=0.4.0.2042.1.7.

3a ypoctoBepenus OV, ¢ nonutnka NCP+ (Extended Normalized Certificate Policy) nanckeaiua
CUIypHO NOTPeOUTENCKO YCTPOMCTBO, YAOCTOBEPSBALLMA OpraH TpsabBa Aa NnpoBepu 1 NOTBBLPAN UMETO
Ha cbmpmaTa/lopnanyeckoTo nNuue, UMETO Ha AOMENHA, KakTo 1 Apyra nHdopmaums, Ypes n3nonsBaHeTo
Ha ny6nnyHn 6a3m gaHHW. YO0CTOBEpSABALLMA OpraH, CbLo MOXe Aa U3MNon3Ba AOMbIIHUTENHN METoAM
3a NpoBepka Ha MHoOpMauuATa, 3a Aa NOTBbPAU AOCTOBEPHOCTTA HA BKMOYEHaTa B Y4OCTOBEPEHMETO
nHopmaumsa. MapgageHoTo yaocToBepeHne TpsibBa ga cbabpXa UMETO Ha dupmata U MMETO Ha
AOMeNHa, 3a KOMTO e u3gadeHo yaoctoBepeHueTo. [lopagn Te3an AONbAHWUTENHM MNPOBEPKM, TOBa
yAOCTOBEPEHNE Ce npenopbyBa Aa Cce U3Non3Ba Npu TpPaH3aKkuumM B eNeKTpOHHATa TbproBus, Tbil KaTo

ocuUrypsiea Ha r|0Tpe6I/ITeJ'IVITe AOoNblIHATEIHA I/IHC*)OpMaLI,I/IFl 3a busHeca.

Hactoawmar [okymMeHT onpedend uAeHTUUMKATOpP Ha nonuvtMka Ha  KBanuduyupaHu
yaocToBepeHns 3a yebcant QCP-w. Tasu nonuTuka npeanara BUCOKO HMBO HA CUFYPHOCT W

HageXaHoCT, Konto ca onpegenenn B PernameHT (EC) Ne 910/2014.

Ha Bcdka oOT nonutukuTe, B CbOTBETCTBME C KOUTO Ce Mu3gaBaT KeanuduumpaHuTe
ypoctoBepeHus ot EBPOTPBCT ce npucsosiBa ngeHtudukatop Ha obekt (OID — Object Identifier).

CTonHocTUTE Ha naeHTudmnkaTtopuTe Ha obekTu ca:

KBanudumumpaHa ycnyra NpeHTtudmkatop Ha 06ekT (OID)

N 1.3.6.1.4.1.47272.2.5
Evrotrust SSL EV Certificate
(cvoTtBeTcTBa Ha nonutnka ¢ OID=0.4.0.2042.1.4)

1.3.6.1.4.1.47272.2.4.1

Evrotrust SSL Domain Validated Certificate
(cvoTBeTcTBa Ha nonutuka ¢ OID=0.4.0.2042.1.6)

1.3.6.1.4.1.47272.2.4.2

Evrotrust SSL Organization Validated Certificate
(cvoTBeTCcTBa Ha nonutuka ¢ OID=0.4.0.2042.1.7)
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N 1.3.6.1.4.1.47272.2.6
Evrotrust Server Certificate
(cvoTtBeTcTBa Ha nonutuka ¢ O1D=0.4.0.2042.1.7)

1.3  YYACTHUUU B UHOPACTPYKTYPATA HA EBPOTPBCT

EBPOTPDBCT kato kBanuduumpaH JOCTaBYMK HA YOOCTOBEPUTENHM YCMYrn NpeaocTaBs yCnyru
no reHepvpaHe W ynpaereHue (CrnupaHe, Bb30OHOBSIBAHE W MpekpaTsaBaHe) Ha KBanuduuupaHu
yOOCTOBEPEHUS 3a aBTEHTUYHOCT Ha yebcanT, upe3 YpgoctoBeputeneH opraH ,Evrotrust RSA
Operational CA* n ycnyrm no WOEHTUOUKAUMA U YCTAHOBABAHE HA CAMOJIMYHOCT Ha
Motpebutenu (dusnveckn n wpugnydeckn nuua), ypes OpraHa no permctpauma. Opyrn ydacTHUUM B

nHpacTtpyktypata Ha EBPOTPBCT ca NoTtpebuTtenu n [loBepsiBalLm ce cTpaHu.

1.3.1 YAOOCTOBEPABALLU OPIrAHU

1.3.1.1 BA30OB YOOCTOBEPABALL OPIAH (,EVROTRUST RSA ROOT CA®)

.Evrotrust RSA Root CA® uspgaBa kBanuduuupaHu enekTPpoHHU YOOCTOBEPEeHUs, KOUTO ca
NepapxmyHo 3aBUCMMKU B WHEPACTPYKTYPHO OTHOweHue B gomerHa Ha EBPOTPBLCT. basoBoTto
yooctoBepeHne Ha EBPOTPBCT e camousgageHo v camonognucaHo ¢ 6as3oBUSA 4acTeH Kio4v Ha
EBPOTPBLCT. C 6asosusa yacteH kntod EBPOTPBCT nognucea ygoctoBepeHust 3a Ny0rnnyHu Kno4voBe

Ha CBOW onepaTuBHM Y40CTOBEPSIBALLM OpraHu.

1.3.1.2 ONEPATUBEH YOOCTOBEPABALL OPT'AH (,,EVROTRUST RSA OPERATIONAL CA¥)

.Evrotrust RSA Operational CA“ e ygocTtoBepsiBal, opraH, KOMTO u3gaBa KsanuduuupaHu

yaocTtoBepeHna 3a aBTEHTUYHOCT Ha ye6ca|7|T, KOUTO Ce ynpasndBaT OT HacTodllaTa Monutuka.

1.3.2 PErMCTPUPALL OPIrAH

PeructpupawmsaT opraH e obocobeHa cTpyktypa Ha EBPOTPDBCT, HOo moxe ga 6bae M BbHLIHO
topugmyecko nuue, Ha koeto EBPOTPBLCT Bb3nara OCbLLECTBSIBAHE Ha YCnyrn No perncrpauus,
MOEHTUNOUNKAUNA N YCTAHOBABAHE HA CAMONMYHOCT Ha MNoTtpebutenn Ha EBPOTPBCT.

WHdopmaumsa 3a koHTakT ¢ Peructpupawumsa opraH Ha EBPOTPDBCT e Ha pasnonoxeHue Ha
canta Ha EBPOTPDBCT B uHTepHerT.

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuyupaHu ydocmosepumesiHu

ycnyau®
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1.3.3 NOTPEBUTENU

MoTtpebuten moxe ga 6bae BCAKO DU3NMYECKO WUNKU HOPUOMYECKO NMLE, KOETO MMa CKITHOYEH
nucmeH gorosop ¢ EBPOTPBLCT 3a nspasaHe u ynpaBneHne Ha KBanuduuupaHo y4oCTOBEpPeHME 3a
aBTEHTUYHOCT Ha yebcanT.

Korato TOoBa € npakTU4eCKn OCbLLECTBUMO, MNPEAOCTaBAHUTE YAOCTOBEPUTENHU YCNyrn wu

13Mnon3BaHNTe NPV NPeaoCTaBsAHETO Ha Te3u YCIyry NPOAYKTM ca AOCTbIHM 1 3a Xopa C YBpeXaaHus.

1.3.4 [OOBEPSABALLUN CE CTPAHU

[loBepsiBalla ce CcTpaHa € (W3NYECKO WNW PUAMYECKO TWUE, KOeTo pasyuMTa Ha
KBanMuUUMpaHO yAOCTOBEPEHNE 3a aBTEHTUMYHOCT Ha yeGcaWT, u3gageHo OT MHdpacTpykTypata Ha
EBPOTPDBLCT.

1.3.5 APYIrn YHACTHUUMU

1.3.5.1 OPrAHU 3A BAJIVOUPAHE

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuyupaHu ydocmosepumesiHu

ycnyau®

1.4 YNOTPEBA HA KBAJIMOULIMPAHU YOOCTOBEPEHUA

MpunoxmMmocTTa Ha KBanuuuupaHo yaoCcToBepeHne 3a aBTEHTUYHOCT Ha yebcanT ce onpeaens
OCHOBHO OT OMUCaHUTe CTOMHOCTU Ha aTpubyTuTe, CbObpXalM ce B YAOCTOBEPEHWETO, KOUTO ca
onpegenenn ot EBPOTPBCT. YpoctoBepeHusitTa Morat CblWO [da CbAbpXaT OOMbIIHUTENHU

orpaHun4yeHunda onpeagerieHn ot HactodLwaTa Monutuka.

141 NPEMNOPBYUTENEH ANAMA3OH HA NMPUINTOXUMOCT

YacTHuTe KknoyoBe, NpyMHagnexalim Ha KBanuuumpaHo yooCTOBEpPEHME 3a aBTEHTMYHOCT Ha
yebcanT Ha kpanHu Motpebutenn, nsgageHn ot EBPOTPBCT n ocHoBaHm Ha HacToswaTta NonuTtuka,

MOXe [la Ce U3Mon3BaT eAuHCTBEHO 3a YA0CToBepsBaHe Ha yebcanT.
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142 3ABPAHA 3A YNOTPEBA HA KBAJINMOULIMPAHU YOOOCTOBEPEHUA

YnoTtpebaTta Ha kBanuduumMpaHM yooCTOBEPEHMS 3@ aBTEHTMYHOCT Ha yebcalT, nsgageHu ot
EBPOTPBLCT B cbotBeTcTBME C HactoswaTta [lonuTvka, KakTo UM Ha 4acTHUTE Ko4oBe,
npyHagnexawm KM Te3n ygocToBepeHus € 3abpaHeHo e ga ce u3nonssaTt 3a Apyru Lenu, OCBeH 3a
yaocToBepsiBaHe Ha yebcanT.

KBanuduvumpaHn yooctoBepeHus, n3gaaeHn B CbOTBETCTBUE C HacToswarta lNonutuka He moraT

Aa 6baaT M3Non3BaHn 3a HeE3aKOHOCHbOOpa3HM Lenu.

1.5 YNPABJIEHUE HA NOJINTUKATA

15.1 OPrAHU3AUMNA, YNPABIIABALLA NMOJINTUKATA

EBPOTPDBLCT oTtroeaps 3a ynpasneHMeTo Ha HacToswaTta MNonuTuka.

Bcsaka Bepcus Ha lMonuTukata e B cuna o MOMeHTa Ha ogobpeHve u nybnukyBaHe Ha HoBa
Bepcusi. Bcsika HoBa Bepcus ce paspaborsa ot cnyxutenm Ha EBPOTPBCT u cneg ogobpenne ot
CoBeta Ha gnpektopute Ha EBPOTPBCT ce nybnukysa.

MoTpebutenute ca anNbXxHW ga ce cbobpassBaT caMmo C BanugHaTa Bepcus Ha NonutukaTta KbM

MOMEHTAa Ha nonsBaHe Ha ycnyrute Ha EBPOTPBCT.

1.5.2 JIULUE 3A KOHTAKT

KoHTakTHOTO nuue 3a ynpaBneHne Ha p[okymeHTa ,[lonvTuka npu npegocTaBsHe Ha
KBanuuumnpaHo ygocToBepeHme 3a aBTEHTMYHOCT Ha yebcant“ ot ,EBPOTPBCT TEXHONBIXKUCH
ALl e nanvnHutTenHusa gupektop Ha EBPOTPBLCT.

JonbnHutenHa uHgopmaums Moxe ga 6bae nonyyeHa Ha cnegHus agpec:

»EBPOTPBCT TexHonbmkmc” Al

Codpua, 6yn. ,Lapurpagcko LLoce® Ne 101
busHec ueHTbp ,AKTB", eT. 6
TenedoH, dakc: + 359 2 448 58 58

Email: office@evrotrust.com

153 JIUUE U OPTAHU3ALIUA, OTTOBOPHU 3A NMPABUITHOCTTA HA NMOJIMTUKATA U
NMPAKTUKATA

EBPOTPDBLCT, konto nsgaea ,lonntnka npy npegoctaBsHe Ha kBanuduuupaHn yoocToBEpPEeHUs

3a aBTEHTUYHOCT Ha yebcanT“ e OTroBOpEH 3a CbOTBETCTBMETO M C ,[llpakTuka npu npegoctaBsHe Ha
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KBanuduumnpaHn ygocToBEPUTENHN YCNYrn®, KaKTo U 3a NpeaoCcTaBsHe Ha yAOCTOBEpUTENHATa ycrnyra B
CbOTBETCTBME C pa3nopeadbuTe, KOUTO Ce CbAbpPXKaT B HACTOALMNS LOKYMEHT.

Monutukata u MNpaktukata ca nyénukysaHn B NMy6nuyHua pernctop Ha EBPOTPBCT u ca Ha
pasnonoxeHne Ha [lloTpebutenu u [oBepsiBawm ce cTpaHu 6e3 npekbcBaHe (24/7/365) Ha apgpec:

https://www.evrotrust.com.

154 NPOUEAOYPU 3A OOOBPEHUE HA NMPAKTUKATA

,[1paKTMKka npu npegoctaBsiHe Ha KBanuduumpaHu ygoctoBeputenHu ycnyrmn“ (CPS) BknoyBa
npoueaypute Npu NpegocTaBsaHe Ha KBanuuumpaHu yagocToBEPEHMS 3a aBTEHTUYHOCT Ha yebcawnrT.

Bcsaka Bepcus Ha [TpakTvka npu npegoctaBsHe Ha KBanuduumpaHu yoocToBepuUTEnHU ycnyrn“ e
B cuna (Mma akTyanHo CbCTOSIHME) 0O MOMEHTa Ha ogobpeHue u nNybnvkyBaHe Ha HOBa Bepcus. Beska
HoBa Bepcus ce paspabotBa oT cnyxutenn Ha EBPOTPBCT un cneg ogobpeHue ot CbBeTa Ha

Anpektopute Ha EBPOTPBCT, ce nybnukysa.

1.6  ONPEAENEHUA U CbKPALLEHUA

1.6.1 OMNPEAOENEHUA

Cyb6ekT (Subject) — B cnyyan Ha ygocToBepsiBaHe Ha aBTEHTMYHOCT Ha yebcant, ToBa e yeb
CbpBbP, KOUTO Cce ngeHTnduumpa ¢ ume Ha gomenH unu IP agpec;

HaHHu 3a npeHTUdMKauma Ha nuua - o3HayaBa Habop OT JaHHW, KOUTO NO3BOMNsBaT Aa ce
YyCTaHOBW CaMOJSIMYHOCTTa Ha (PM3MYECKO MUK OPUONYECKO NULE;

HdocTtaBuMK Ha KBanucpumuupaHu yAOCTOBEPUTENHWU YCIYyrM - O3HayaBa [JOCTaBYMK Ha
YAOCTOBEPUTENHN YCIyru, KOWTO MNPedocTaBs edHa unv nosede kBanuduumpaHu yaoCTOBEPUTESTHU
YCNyru n e nonyyun KkBanuuumpaHnsi cu ctaTtyT OT HaA30pEH OpraH;

KBanudurumpaHo yaoctoBepeHMe 3a aBTEHTUYHOCT Ha ye6cauT - 03Ha4yaBa yao0CTOBEpEHME
3a aBTEHTUYHOCT Ha yebcaWlT, KOeTo ce m3gaBa OT JOCTaBYMK Ha KBanuduumMpaHn yaoCTOBEPUTENHN
ycryrn n oTroBapsi Ha U3nMckBaHusaTa, npegeugenn B PernameHT (EC) Ne 910/2014;

YaocTtoBepuTenHa ycnyra - o3Ha4yaBa e€nekTpoHHa ycryra, 0OMKHOBEHO NMpeaoCcTaBsHa cpeLly
Bb3HarpaxgeHue, KOATO Ce CbCTOM BbB: Cb3[daBaHETO, NpoBepkata U BanuauvpaHeToO Ha eneKkTPOHHU
noanucx, eNeKTPOHHU NeYaTn UM enekTPOHHM BPEMEBM NeyaTn, YCryrm 3a enekTpoHHa npenopbyaHa
nowia, KakTo W YOOCTOBEPEHMS, CBbpP3aHM C Te3n yCnyrn; WnvM Cb3daBaHETo, npoBepkata U
BanuaMpaHeTo Ha YAOCTOBEPEHMSI 3a aBTEHTUYHOCT Ha yebcaunT; unn CbXpaHsiBaHETO Ha €NeKTPOHHU

noanncu, nevyatm nnm yaooCctoeepeHnd, CBbp3aHn C Te3n yCrnyru,
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KsanudmumpaHa yaoctoBepuTenHa ycnyra - oO3HayaBa Y[OOCTOBEpUTErNHa Yycnyra, KOATO
OTroBaps Ha NpUNOXMMNUTE N3NCKBaHKSA, onpegeneHn B PernameHT (EC) Ne910/2014;

HoBepsBalya ce ctpaHa (Relying Parties) - dusnyeckn nnu opuanyeckn nuua, Kakro u nuiua
OT ObpXaBHMA, OOLECTBEH N MOMMTUYECKU CEKTOP, KOUTO ca agpecatn Ha EeNeKTPOHHW WU3ABMEHUS.
[oBepsiBallaTa ce cTpaHa pa3yuTa Ha YAOCTOBepUTEernHa ycnyra;

OpraHn 3a opoGpeHue Ha [Monutuka (Policy Approval Authority/PAA) — Opran,
ynbnHOMOLLEH Aa ogobpu, Habnogasa n nogabpxa YaoctoeputenHarta MonuTtuka;

OpraH 3a oueHsiBaHe Ha cboTBeTCcTBUETO - OpraH, KONTO € akpeauTMpaH B CbOTBETCTBUE CbC
Pernament (EO) Ne 765/2008 kaTo KOMMETEHTEH Oa M3BbpLIBa OLEHsIBAHE Ha CbOTBETCTBMETO Ha
AOCTaBYMK Ha KBanuduuMpaHu yOoOCTOBEPUTENHU YCNyrM U Ha NpefocTaBsHWUTE OT TO3WM AOCTaBYMK
KBanuuunpaHn yaocTtoBepuTenHu yenyru;

Mpaktuka (CPS) — ,[NpakTtnka npu npegoctaBsaHe Ha KeanuduumpaHm yoocToBepuTenHu ycnyrn®
e [OOKYMEeHT, CbAbpXall npaBuna OTHOCHO M3faBaHe, crnupaHe, Bb30OHOBSABaHe W npekpaTaBaHe
AENCTBMETO Ha YAOCTOBEpEeHWUsiTa, KakTo W YycrnoBusTa 3a npeaocTaBaHEeTO Ha [OCTbh [0
YAOCTOBEPEHUATA,;

CnucbK cbc cnpeHu u npekpateHun ygoctoBepeHusa (CRL/Certificate Revocation List) —
CnvcbKbT ChabpXKa yOOCTOBEPEHMS, KOUTO Beye He Moxe Aa ce cuntar 3a BanuaHn. CRL e noanucaH ¢
ereKTPOHHUA MOANUC Ha YA0CTOBEPABALLUA OpraH;

CUrypHO noTpebuTesicko YCTPOMCTBO — YCTPOMCTBO, KOETO AbPXW YaCTEeHUs K4 Ha
MoTpebuTens, 3awmutaBa TO3M KMOY OT KOMNPOMUTUPAHE U U3BBLPLUBA NOANUCBAHE UMK AeKpUnTUpaHe
OT umeTo Ha lNoTpebuTtens;

YacTteH kno4 — HM3 OT cMmBOMnM, KOMTO Ce M3MNon3Ba B anroputbM 3a npeobpasyBaHe Ha
NHopMaumsa oT pasbupaem B LWndpupaH BUA (KpUnTupaH) nnu obpaTHo — oT wndpupaH B pasbrpaem
BUA (OekpunTupaxe);

My6énuyeH kN4 — EQNMHMAT OT ABOMKa KNOYOBE, M3MOM3BaH B acMMETpU4Ha KpUnTocucrTema,
KOWTO € JOCTBIMEH U MOXe [a ce U3Non3Ba 3a NpoBepka Ha enekTpoHeH noanuc/neyar;

My6nuyen pernctop/XpaHunuuwe - XpaHunvie 3a AaHHW, CbAbPXALO W BCUYKU U3AafeHu,
CrpeHn, npekpaTteHn U Bb3CTAHOBEHW YOOCTOBEpPeHUs. YOOCTOBEPEHUsiTa Ca Ha pasnoroXeHue Ha

MoTpebutenuTe 1 [JoBepsiBalLm ce CTPaHM.

1.6.2 CBbKPALLEHUA

CA (Certification Authority) - YoocTtoBepsiBaLy, opraH;
CP (Certificate Policy) - MNonutuka npu npegoctaBaHe Ha keanuduumMpaHo yoocToBepeHue 3a
aBTEHTUYHOCT Ha yebcanT;

CPS (Certification Practice Statement) - lNpakTuka npu npegocTaBsHe Ha KBanuduumpaHu
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YAOCTOBEPUTENHN YCIyri;

CRL (Certificate Revocation List) - CInCbK CbC CnpeHn 1 npekpaTeHn yaocToBepEHUs;

HSM (Hardware Security Module) - XapayepeH kpuntorpadpckv1 Moayrn;

Issuer — N3paTen;

LDAP (Lightweight Directory Access Protocol) - [poTokon 3a onpocTeH JOCTbN SO PErucTbp;

OID (Object Identifier) - UoeHTudunkaTop Ha cybekT;

PKI (Public Key Infrastructure) - WHdpacTpykTypa Ha Ny6rMYHUA KIKOY - CbBKYMNHOCTTa OT
xapayepa, codtyepa, nepcoHana, gokymeHTtaumsta B EBPOTPBCT 3a cb3gaBaHe, W3MOn3BaHe,
yrnpasneHvne 1 NpoBepka Ha n3gaBaHu YOOCTOBEPEHWS 3a ENEKTPOHHM nognucu/neyaTy;

RA (Registration Authority) - Pernctpupaly opran;

SSL (Secure Socket Layer) - CurypeH kaHan 3a npegasaHe Ha JaHHWY;

OCSP (Online Certificate Status Protocol) - NpoTokon 3a oHNanH NpoBepka Ha cTtaTtyca Ha
yAOCTOBEPEHWE;

TSP (Trust Service Provider) — [locTaB4MK Ha yooCTOBEPUTENTHM YCITYTW.
2 OTroBOPHOCT 3A NYBJIMKYBAHE U XPAHUITULLIE

2.1  XPAHWUJIULUE

My6nnynmaT pernctbp Ha EBPOTPBCT npeactaBnsBa XpaHumuLLe, B KOETO Ca pasmnofioXeHu
aKTyanHu u npegvHM BEpPCUMM Ha EneKTPOHHWM LOKYMEHTM, B TOBa YMCMO akTyarHW BepcunM Ha
LT 1oNnTUKa Npu NpegocTaBsiHe Ha kBanUAUUMPAHO YOOCTOBEPEHME 3a yOOCTOBEpPsiBaHe Ha yebcant® u
.[1pakTMka npuv npegocTtaBsHe Ha KBanMUUMpaHM YAOCTOBEPUTENHWU yCrnyru“, npegHasHavyeHn 3a
MoTpebutenurte, yaocToBepeHUs Ha YOocToBepsiBawyn opraHu, [loTpebuTtenckn yoocToBepeHus,
Cnucbum cbe cnpeHn n npekpateHn ygoctosepenus (CRL) n gpyra nHgopmauyus.

XpaHunuweTo ce ynpasnsiBa u koHTponupa ot EBPOTPBLCT.

Bcuukn notpebutenn u  goBepsiBaliM Ce CTpPaHM uMmaT MOCTOsSIHEH AOCTbM [0 usanata

MHopMaLMs B XpaHMNMLLETO Ha agpec: https://www.evrotrust.com.

22  WNHOPOPMAUMUA, NYBJIIMKYBAHA OT EBPOTPBCT

W3papeHnTe kBanuduumpaHm yoocToBepeHUs ce cbxpaHsaBaT B 6a3a gaHHn Ha EBPOTPBCT.
[ocTbn [0 Te3n ygoCTOBEPEHUA MOXeE [ja Ce OCbLUEeCTBSBA MO online NpOTOKON 3a NpoBepKa Ha cTaTtyca
Ha u3gageHuTe yooctoBepeHus B peanHo speme OCSP (Online Certificate Status Protocol).

3a oHNawH npoBepKka Ha OaHHW OT perncTbpa € HeobXxoAMMO W3MON3yBaHETO Ha MOAXOASL,

codptyep (OCSP-knneHT) unu goctbn npes MHTepHeT-CTpaHuLaTa Ha JOCTaBuvMKa.
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lMpoBepka Ha w3gageHu KBanuuuuMpaHu YOOCTOBEPEHMS MoXe Aa O6bae HanpaBeHa M B
Cnucbka cbc cnpenn n npekpateHn ygoctoBepeHusi (CRL), konTo ce nybnvkyBa Ha CTpaHuuaTa Ha

EBPOTPBLCT B MHTEPHET U Ce OCbBPEMEHSIBA Ha BCEKU 3 (TpW) Yaca Mnm no-4ecTo.

2.3 YECTOTA HA NYBJIMKYBAHE

HokymeHTaumsaTa, BknoyBalwla lMonutuka m lMpakTnka npu npegoctaBsHe Ha KBanvduuupaHu
yOOCTOBEPUTENHM  YCrnyrn, crnopasymeHusi, obpasuu, pbkoBOACTBaA 3a paboTa C  eneKkTpoHeH
nognuc/neyat, goknagu ot ogutu n ap., usgageHa ot EBPOTPBCT, ce nybnukyBa Ha cTpaHuuaTa Ha
EBPOTPDBLCT B nHTEpHET HE3abaBHO Npu BCAKA akTyanusaums.

OnepaTtBHUTE YOOCTOBEPEHUS Ha YAOCTOBepsiBalUA opraH ce nybnukyBaT He3abasBHO npwu
BCSIKO n3gaBaHe Ha HOBUW YOOCTOBEPEHUS.

AkTyanusauusas Ha nybnuuHma Permctbp C uv3gageHuTe notpebuTtencku  keanuduuupaHm
YAOCTOBEPEHNS Ce OocCbllecTBABa aBTOMATUYHO W He3abaBHO crieq nybnukyBaHe Ha BCSKO
HOBOM34a4eHO BanvaHO YAOCTOBEPEHNE.

AkTyanusauma Ha Tekywms ChnMcbk CbC CrlpeHn u npekpateHun ygpoctoBepeHuna (CRL) ce
OCbLUECTBsIBA aBTOMATM4YHO Ha He noBe4vye oT 3 (TpU) 4aca wnuM HeszabaBHO creg OTMSAHA WK

cnvpaHe/Bb306HOBsIBaHE Ha BanuaHO yO4OCTOBEPEHME.

24 [OCTHbN A0 NYBINKALUNA

EBPOTPBCT npegnara AUpEKTOPUNHK yCryrn 3a MHpopMmaumsTa CbXxpaHsiBaHa B XPaHUULLETO
(ny6nmyHua pernctsp), kato ocurypsasa HTTP/HTTPS n OCSP 6asupaH gocTbn.

JocTbnbT A0 MHopmauuaTa B XpaHunuweTo He ce orpaHudaBa oT EBPOTPBLCT, ocseH no
uckaHe Ha [loTpebutens M camo MO OTHOLIEHME Ha HEroBo BanMOHO W3OAAEHO KBanvduLMpaHo
yAOCTOBEPEHNE.

WHpopmauuaTa, nybnukyBaHa B xpaHunuweto Ha EBPOTPBLCT, e goctbnHa MNOCTOSIHHO

(24/7/365), ocBeH B crniy4anTe Ha cbOMTUA, N3BbH KOHTpona Ha EBPOTPBCT.

3 WAEHTUO®UKALKUA N YCTAHOBABAHE HA CAMOJIMYHOCT

lpouedypama e onucaHa & dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumernHu

ycnyau”,
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3.1 MMEHA

N3unckBaHuaTa 3a gaHHUTE, BKIOYEHN B MU30AL0EHUTE yOOCTOBEPEHUS 3a KpanHu noTpebutenn ca
B CbOTBETCTBME C HacTodawaTa NonuTuka.

MocouveHnte ngeHtTudmkaTopm Ha nsgatens (Issuer) n cybekra (Subject) sanncaHu B ocHoBHUTE
nonerta Ha ygocrtoBepeHMeTo TpsibBa Aa cboTtBeTcTBaT Ha npenopbkute RCF 5280 [20] 1 RFC 6818
[21] n pa n3nbnHaBaT M3UCKBaHMATA 3a CneumMduyHn hopmaTt Ha UMeHa.

Mmeto n gpyrute uHamBupyanuavpawm 6enesn Ha U3NYEcKOTO WU IpUaANYEecKo nuue B
CbOTBETHUTE MNofieTa 3a Bcekn Tun yaoctosepeHne ca B cboTBeTcTBME ¢ DN (Distinguished Name),
dopmMmpaLLo ce cbobpasHo ctaHgapTa X.500 n X.520.

EBPOTPBLCT moxe ga usgaea kBanuuumpaHo yaoCTOBEPEHNE KaTo U3nonaea ,MCeBAOHNM" 3a
Aa unmeHyBa u3anyecko nuue camo cnepj kKato Peructpupawms opraH cbbepe HeobxogumaTta
NMHOpMaLMs 3a CaMONIMYHOCTTa MY M YCMELUHO ro naeHTuduumpa.

MmenaTta, BkntoveHn B Distinguished Name (DN) Ha noTpebGuTenss umMaT CBOETO 3HaJYeHue B

Obnrapckus unu B Apyr Yyxa esuk.

3.1.1 HAMMEHOBAHME HA YEB CbPBbBP (SUBJECT)

Hactoawarta [MonuTuka wn3uckea cnegHute nonera, CBbp3aHn C I/I,EI,GHTIA(*)VIKaLl,VlFlTa Ha

cybekTa B yAOCTOBEPEHNETO:

» Common Name (CN), OID: 2.5.4.3

B YgoctoBepeHneTo 3a aBTEHTUYHOCT Ha yebcauT ce 3anucBa no usbop gomenH nve vnu IP
agpec. ManonseaHeTto oT NoTpebutensa Ha gomenH nmeTto unu IP agpeca e 3akoHocbobpasHo. [JomeliH
nmeto unu IP agpechT morat ga ce 3anuwaT B MOCOYEHOTO Mofe Unu B NoneTo 3a anTepHaTMBHO MMe
(Subject Alternative Names).

B noneto CN He Mmoxe ga ce 3anuiie nceBgoHUM. NonbnBaHeTo Ha NOMETo € 3a4bIMKUTENHO.

» ®amunua (Surname), OID: 2.5.4.4
B noneto ce nonbnea hamunusa Ha om3nM4eckoTo nuue, cobcTBEHMK Ha yebcanTa. NonbnBaHeTo Ha

TOBa MNoJse He € 3aAbJIXUTESTHO.

» WNwme (Given Name), OID: 2.5.4.42
B noneto ce nonbneBa MMETO/MankoTo MMe Ha pu3nM4eckoTo nuue, cobCTBEHMK Ha yebcanTta.

lNonbnBaHETO Ha TOBa NOJSie He € 3adbiMKUTENHO.
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» MceBaoHum (Pseudonym), OID: 2.5.4.65

YOoCTOBEPEHUETO 3a aBTEHTUYHOCT Ha yeb CbpBbp HE MoXe Aa 6bae n3aageHo nog NCeBOOHUM.

» CepueH Homep (Serial Number), OID: 2.5.4.5

AKO MoneTo ce u3Mon3ea, TO MOCOYBAHETO Ha WAEHTUMUKATOP B HEro € 3agblTKUTENHO.
M3non3BaHeTO Ha cepueH HOMep € B cboTBeTcTBME C npernopbka RFC 4043 [19]. EBPOTPBLCT
rapaHTupa, 4Ye CepumHua Homep e yHukaneH B cuctemata Ha EBPOTPDBCT. lNonbneBaHeTo Ha ToBa

nosmne He e 3aabJIXUTENTHO.

» OpraHusaums (Organization/O), OID: 2.5.4.10
Y[OCTOBEPEHMETO 3a aBTEHTUYHOCT Ha yebcalT MOXe Aa CbAbpXa MbAHOTO UMW CbKpaTeHo
HaVMeHOBaHWe Ha opraHusaumaTa. YnotpebaTta Ha ToBa nosne € 3aabihKUTernHa, ako yaoCTOBEPEHNETO

ce n3aaBa Ha opraHu3auus.

» WpeHTtndmkaTop Ha opraHmsauusarta (organizationldentifier), OID: 2.5.4.97
lMoneTo ce nonbnBa, B cryyan, Ye yOOCTOBEPEHMETO Ce M3faBa Ha opraHu3auua. B cnyyan, ye
yAOCTOBEPEHNETO Ce u3gaBa Ha (bM3n4ecko nuvue, ToBa none He ce nonbnea. NonbnBaHETO Ha ToBa

nosie He € 3aabJTKUTENHO.

» OpraHusaumoHHa egmHuua (Organizational Unit/OU), OID: 2.5.4.11

lMoneTto moxe Aa 6bAe NONbIIHEHO, B CryYan, Ye YOOCTOBEPEHMETO Ce M3haBa Ha OpraHusaums.
B noneto moxe ga ce Bhnvwe TbproBCcka Mapka Wnuv apyra wHgopmauus Ha opraHusalMoHHaTa
egvHnua. MHdopmauumara, KOSTo ce nonbriBa B TOBa Mofe ce BNUCBa cren HEMHOTO YAOCToBepsBaHe
ot EBPOTPBCT. B cnyyan, 4e yooCTOBEPEHMETO Ce u3gasa Ha hmsmnyecko nvue, Te3n nosnerta He ce

nonsnear. [onbnBaHeTo Ha TOBa NMone He € 3aabIMKUTESTHO.

» ObpxaBa (Country/C), OID: 2.5.4.6

Mpn nspgaBaHe Ha yaAOCTOBEpPEHME Ha OpraHu3auusa B ToBa Mofe ce nonbriBa ABYOYKBEH KoA Ha
CTpaHaTa, B KOSATO OpraHusauusaTa e ydpeneHa. B cnyyain, 4ye B yOOCTOBEPEHUETO HE € BKITHOYEHO NMe
Ha opraHusaums, a goMmenH ume unu IP agpec u He e Bb3MOXHO YCTaHOBSIBAHE Ha CTpaHaTta, ce
3anncea [BYOykBeHVMs KOL Ha cTpaHata Ha [loTpebutens, nogan wuckaHe 3a u3gaBaHe Ha
yaoctoBepeHue. [NonbnBaHeTo Ha TOBa Nose € 3agbIMKUTENHO.

lNonbnBaHeToO Ha ToBa norne e 3aabimkuTenHo. B cnydan Ha 3anuc Ha bbrrapusi, CTOMHOCTTa Ha

noneto e ,BG".
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» Appec (Street Address/SA), OID: 2.5.4.9;
B cnyyan Ha n3gaBaHe Ha ygoCTOBEpPEHME 3@ OpraHv3auusi, B NofieTo ce NonbiiBa agpechbT €
MSICTOTO Ha yuypegsBaHe Ha opraHusauudaTta. [loneto ce nonmbnBa cneqj kato uHdopmauuatTa busa

npoBepeHa n NnoTebpaeHa. [MonbnBaHeTo Ha ToBa MOSie He € 3a4biMKUTESTHO.

» MectononoxeHue (Locality Name/L), OID: 2.5.4.7;
B cnyyan Ha nsgaBaHe Ha ygoCTOBEpEHME 3a OpraHv3aums, B TOBa Mose ce 3anucBa CenuweTo,

B KOETO € y4dpeneHa opraHn3auundra. lNonbnBaHETO Ha TOBa MNoOJSie HE € 3a4b/MKUTENHO.

» O6nacTt unu ume Ha npoBuHumA (State or Province Name), OID: 2.5.4.8;
B cnyyaii Ha n3gaBaHe Ha yAOCTOBEPEHME 3a OpraHu3aums, B TOBa MOSie Ce 3anncBa CenuLLETO,

B KOETO € y4dpe[eHa opraHn3auundra. lNonbnBaHEeTO Ha TOBa MNoOsSie HE € 3a4b/MKUTENHO.

» MoweHcku kop (Postal Code), OID: 2.5.4.17;
B cnyyain Ha nsgaBaHe Ha yaOCTOBEpEHME 3a OpraHn3auns B ToBa Nosie ce 3anvcBa NOLLEHCKUSA
KOA4 Ha HaceneHoTO MSCTO Ha yypegsiBaHe Ha opraHusaumsTta. [lonbnBaHeTo Ha ToBa Mnosfe He e

3adbJDKNATENHO.

» 3arnaswue (Title/T), OID: 2.5.4.12

NoneTo He ce nonbnBa.

» Wmewnn appec (E-mail Address/EMAIL), OID: 1.2.840.113549.1.9.1

ALpec Ha enekTpoHHa nolya Ha yeb cbpebpa. MNoneTto He ce nonbrsa.

y,D,OCTOBepeHI/IFITa, n3gageHn B CbOTBETCTBME C HAcCTodllaTa NOJINTUKA, MOXEe Oa CbAbpXaT

AonbrHUTENHO noneta B ,Subject DN, B Tax Moxe Aa ce cbabpxaT caMo NPOBEPEHN JaHHW.

3.1.2 AJITEPHATUBHU UMEHA

Moneto ,Subject Alternative Names” He e B cnuMcbka C KPUTUYHM pasWINPEHNs B
yaocTtoBepeHneTo. [Noneto TpsibBa BUHarK fa cbabpXa Han-manko egHo ume Ha gomeriH unum IP agpec.
MonbnBaHeTO Ha NofeTo e 3agbimknTenHo. B Toea none morat ga 6vaart nsbpoeHn Bcuykn gomenHu/IP

agpecwu, oopu Tesu, Kouto ca B noneto ,,CN*.
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3.1.3 HEOBXOAMWMOCT OT CMUCINEHU MUMEHA

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassiHe Ha KeanuguuyupaHu ydocmoeepumesnHu

ycnyau®,

3.1.4 AHOHUWMHOCT U NCEBAOHUMUN HA NOTPEBUTENN

lpouedypama e onucaHa e AokymeHma ,[lpakmuka npu fpedocmassiHe Ha KeanuguyupaHu ydocmoeepumesHu

yenyau®.

3.1.5 TPABWIIA 3A TbJIKYBAHE HA PA3NTINYHN ®OPMU HA UMEHA

C uen npaBUNHO TbIIKyBaHe Ha MoneTaTa, BKMYEHW B YOOCTOBEPEHMATAa, M3gageHn oT
EBPOTPBLCT, EBPOTPBLCT npenopbyBa [JoBepsiBaliMTe Ce CTpaHU ga AEWCTBAT, KAKTO € ONUCaHO B
TO3N JOKYMeHT. [loBepsiBawiata ce CTpaHa npy HeobXxoAMMOCT OT ThfIKyBaHe Ha MAEHTUdUKaToOp Unn
OPYrM OaHHW onucaHn B YOOCTOBEPEHMETO, MOXe ga ce cBbpxe ampektHo ¢ EBPOTPDBLCT Ha
TenedoHnTe, NOCOYEHM Ha canTa Ha OPY>XEeCTBOTO.

EBPOTPBLCT moxe ga BkYBa B KBanMuuMpaHuTe ydocToBepeHus Ha [loTpebutenute
NHOpMaLMsa 32 eNeKTPOHHA MaeHTUMKaAUNSA Ha (PU3NYECKO UMK IPUONYECKO NnLe, KOSTO € YCMeLHO
npoBepeHa M noTBbpAeHa oT Pernctpupawiusa opraH, Bb3 OCHOBa Ha NpeAcTaBeHUTe OOKYMEHTU 3a
camornmyHocT Ha [NoTpebutens. MNMocoveHaTa nHbopmauuns He n3nNu3a U3BbH PaMKUTE HA MUHMMAITHO

HeobxoammaTa 3a ugeHtudukauusa Ha MNMotpebutenute.

3.1.6 YHWUKAJIIHOCT HA UMEHATA

CybekTbT (Yeb cbpBbpbT/Subject) TpssbBa Aa uMa yHUKaNHO MMe B perncTbpa ¢ yaoCTOBEPEHUS
Ha EBPOTPBLCT. 3a ga ce rapaHtupa yHukanHoctta, EBPOTPBCT npu HeobxoammocT BKMOYBa

yHuKkaneH naeHtudgpukartop (OID), konTo e BkntoveH B noneto ,Subject DN Serial Number*.
lpouedypama e onucaHa e OokymeHma ,[lpakmuka npu npedocmassiHe Ha KeanuguyupaHu ydocmosepumeriHu

yenyau®.

3.1.7 MNPU3HABAHE, YOOCTOBEPABAHE HA ABTEHTUYHOCT U POJIA HA TbPITOBCKATA
MAPKA. MPOLEANYPA lNMPU PASPELLABAHE HA CINOPOBE.

lpouyedypama e onucaHa e OokymeHma ,[lpakmuka rpu npedocmassHe Ha KeanuguyupaHu ydocmosepumernHu

ycnyau®.
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3.2

NMbPBOHAYAITHA PETUCTPALINA

EBPOTPBCT wu3non3ea BCekM KaHanm 3a KOMYHMKAUMSA B pPaMKUTE Ha OrpaHUYeHusTa,

npeasngeHn OT 3aKOHa, 3a NnpoBepka Ha CaMOJIMYHOCTTa Ha (*)I/ISVI‘-IGCKOTO nWn rpunagn4ecko nuue,

NnouckKkano m3gaBsaHe Ha yaoCToBepeHune, Kakto 1 3a NpoBepkKa Ha aBTEHTUYHOCTTA Ha npenoctaBeHuTe

OaHHW.

EBPOTPBCT Moxe Oa OTkaxe M3gaBaHe Ha yOooCTOBEpEHME MO CBoe ycMoTpeHue, 6e3 ga ce

onpasaaBsa.

3.21

ycnyau®.

3.2.2

ycnyau”,

3.2.3

ycnyau®.

3.24

ycnyau®.

3.2.5

yenyau®.

3.2.6

ycnyau®.

NPOBEPKA 3A NPUTEXXAHUE HA YACTEH KItO4

lpoyedypama e onucaHa e dokymeHma ,[lpakmuka npu rnpedocmassHe Ha keanughuyupaHu ydocmosepumesnHu

YOOCTOBEPABAHE HA CAMOJINYHOCT HA IOPUOUYECKO JIULIE

lpouedypama e onucaHa e AokymeHma ,[lpakmuka npu npedocmassiHe Ha KeanuguyupaHu ydocmoeepumesHu

yAOCTOBEPABAHE HA CAMOJINYHOCT HA ®USUYECKO JIULIE

lpouedypama e onucaHa e OokymeHma ,[Ipakmuka rpu rpedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

OCOBEHU ATPUBYTHU

lpouedypama e onucaHa e OokymeHma ,[Ipakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

HEMNOTBBLPAEHA UH®OPMALIUA

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmosepumertHu

NMPOBEPKA OT YAOCTOBEPABALLUA OPIrAH

lpoyedypama e onucaHa e dokymeHma ,[lpakmuka npu rnpedocmassHe Ha keanughuyupaHu ydocmosepumesnHu
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3.2.7 OINEPATUBHA CbBMECTUMOCT

EBPOTPBLCT moxe ga cu cbTpyaHuum ¢ gpyrm [ocTaBuvMum No BpeMe Ha NpedocTaBsHe Ha
KBanuduumpaHm yaooctoBepuTenHu ycryru, Ho caMmo C TakmBa, KOUTO M3passBaTt cbriacuve ga cnassart
N3NCKBaHWNATA Ha HacToswara MNonuTuka.

EBPOTPBCT TpsibBa ga ce yBepu, Yye 3a CbTPyOHUHECTBOTO MO NpeaocTaBsAHe Ha MybrnnyHm
YCNyrn HAMa 3akoHodaTenHU NPEYKN.

B pesynTtaT Ha CbTpPyAHMYECTBOTO, NpaBaTa Ha KNNEHTUTe He TpabBa Aa 6baaT HapyLaBaHu no

HWUKaKbB Ha4nH 1 Ka4eCTBOTO Ha OGCJ’Iy)KBaHe He TpFIGBa [a ce BJioLlaBa.

3.2.8 ABTEHTU®UKALIUA HA DOMAIN NAME

B yooctoBepeHMeTo 3a aBTEHTUYHOCT Ha yebcant Tpsabea ga durypmpa Ha-Manko egHo MMe Ha
aomenH vnu IP agpec.

Mpean wu3pgaBaHeTO Ha yOOCTOBEpPEHME 3a aBTEHTUMYHOCT Ha yebcant, EBPOTPBCT
NnoTBbpPXKaaBa MCTMHHOCTTA Ha MMeTO Ha AomerHa unu IP agpeca. 3a ga 6bae BNMCaHO UMETO B
ypoctoBepeHneto, EBPOTPBCT npoBepsiBa Bb3MOXHOCTTa cybekTa Aa M3non3sa MMETO Ha JOMeNHa
unu IP agpeca. Mo Bpeme Ha npoBepkaTa, NOTBbpXAEHNETO TpabBa ga 6bae NonyyeHo OT aBTEHTUYHM
3anucu unn oT HagexaHa TpeTa cTpaHa. [NoTBbpXaeHue ce nonyvaBa, ako ce JOoKaxe Ha npakTuka, ye
CybeKkTbT MMa KOHTPON BbpXy OaAEeHO MMe Ha aomenHa unu IP agpeca. AKo B yOOCTOBEPEHMETO ca
nocoyeHn noseye oT eauH AoMenH unu IP agpec, nocoyeHaTa no-rope npoBepka ce U3BbpLUBa 3a BCEKU

OTAeneH criyyan.

3.29 KPUTEPUM 3A CbOTBETCTBUE

lpouyedypama e onucaHa e OokymeHma ,[Ipakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmoeepumersiHu

yecnyau®.

3.3 WAEHTUPUKALMNA N YCTAHOBABAHE HA CAMOJIMYHOCT MNMPU NOAHOBABAHE HA
KBAITMOULIMPAHO YOOCTOBEPEHUE

lpoyedypama e onucaHa e dokymeHma ,[lpakmuka npu rnpedocmassHe Ha keanughuyupaHu ydocmoeepumesnHu

ycnyau”,

Print and Edit Evrotrust Technologies Inc.. Page 23 of 60




NONMUTUKA CP-
e I‘Otl‘ St MPU NMPEAOCTABSIHE HA KBANM®ULIMPAHO YOCTOBEPEHUE 3A ellDAS ﬁ? SSL
u ABTEHTUYHOCT HA YEECAUT or public use

CERTIFICATE POLICY
FOR QUALIFIED CERTIFICATION SERVICES
FOR WEBSITE AUTHENTICATION

Version - 1.0
13.04.2017

Regulation 910/ 2014
elDAS

3.4 WAEHTUPUKALMNA U YCTAHOBABAHE HA CAMOJIMHMHOCT IMPU CIMWUPAHE HA
OEWCTBUETO HA KBANTU®ULIMPAHO YOOCTOBEPEHUE

lpoyedypama e onucaHa & dokymeHma ,[lpakmuka npu ripedocmassHe Ha keanughuyupaHu ydocmosepumersnHu

yecnyau®.

35 WAEHTU®UKALUUA U YCTAHOBABAHE HA CAMOJIMYMHOCT MPU NPEKPATABAHE HA
OEWCTBUETO HA KBANTU®ULIMPAHO YOOCTOBEPEHUE

lpoyedypama e onucaHa e dokymeHma ,[lpakmuka rnpu rnpedocmassHe Ha keanughuyupaHu ydocmoeepumesHu

yenyau®,

3.6 WAEHTUPUKALMNA U YCTAHOBABAHE HA CAMOJIMMHOCT CINELN NPEKPATABAHE
OEWCTBUETO HA KBANTU®ULMPAHO YOOCTOBEPEHUE

lpouyedypama e onucaHa 8 OokymeHma ,[lpakmuka rpu npedocmassHe Ha KeanuguyupaHu ydocmosepumesHu

ycnyau®.

4 OINEPATUBHU NU3UCKBAHUA

lpouyedypama e onucaHa e OokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmoeepumersiHu

yecnyau®.

4.1 NOAABAHE HA UCKAHE 3A U3OABAHE HA KBAJTUPULIMPAHO YOOCTOBEPEHUE

lpouedypama e onucaHa 8 dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumersHu

yecnyau®.

4.1.1 KO MOXE OA NOOABA UCKAHE 3A U3OABAHE HA KBATTMGULIMPAHO
YOOCTOBEPEHUE

lpouyedypama e onucaHa 8 dokymeHma ,[Tpakmuka rpu npedocmassHe Ha KeanuguyupaHu ydocmosepumernHu

ycnyau®,
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4.12 OBPABOTKA HA UICKAHETO 3A U3SOABAHE HA KBAJIMOULIMPAHO YOOCTOBEPEHUE
N CBbP3AHUTE C TOBA 3AOBJIIXXEHUA

4.1.2.1 NMOTPEBUTENCKU YOOCTOBEPEHUA

lpouedypama e onucaHa 8 OokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumersHu

ycnyau®,
4.1.2.2 YOAOCTOBEPEHUA HA YOOCTOBEPABALL OPI'AH U PETUCTPUPALL OPIrAH

lpouyedypama e onucaHa 8 dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumersHu

yenyau®.

4.1.2.3 UWCKAHE 3A PET’MCTPALMA HA TNOTPEBUTENMIMN HA KBAIIUPULIMPAHU
YOOCTOBEPUTEJIHU YCITIYTU

Mpouedypama e onucaHa e dokymeHma ,lpakmuka npu npedocmassiHe Ha KeanuguyupaHu ydocmosepumestHu

ycnyau®.

4.1.2.4 NOAHOBABAHE HA KBAJIM®ULMUPAHO YOOCTOBEPEHUE (RENEWAL), TEHEPUPAHE
HA HOBA [BOWKA KIIOYOBE (REKEY) U MPOMSAHA HA KBAIM®OULIMPAHO
YOOCTOBEPEHUE

Mpouedypama e onucaHa e dokymeHma ,[pakmuka npu npedocmassiHe Ha KeanuguyupaHu ydocmosepumestHu

ycnyau®.
4.1.2.5 WUCKAHE 3A CMMUPAHE U NPEKPATABAHE HA YOOCTOBEPEHUE

lpouedypama e onucaHa 8 dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumersiHu

ycnyau®.

4.2 OBPABOTKA HA UICKAHETO

lpouyedypama e onucaHa 8 OokymeHma ,[lpakmuka rpu npedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

yecnyau®.

Print and Edit Evrotrust Technologies Inc.. Page 25 of 60




NONMUTUKA CP-
e I‘Otl‘ St MPU NMPEAOCTABSIHE HA KBANM®ULIMPAHO YOCTOBEPEHUE 3A ellDAS ﬁ? SSL
u ABTEHTUYHOCT HA YEECAUT or public use

CERTIFICATE POLICY ,
FOR QUALIFIED CERTIFICATION SERVICES Vlegs(')inzallfo
FOR WEBSITE AUTHENTICATION .04.

Regulation 910/ 2014
elDAS

42.1 OCBWECTBABAHE HA UVDEHTUPUKALINA N YCTAHOBABAHE HA CAMOJIMYHOCT

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmosepumerstHu

ycnyau®,

4.2.2 NPUEMAHE UNU OTXBBPNAHE HA UCKAHE

4.2.2.1 OBPABOTKA HA UCKAHE OT PETUCTPUPALLUA OPIrAH

lpouyedypama e onucaHa e OokymeHma ,[lpakmuka rpu npedocmassHe Ha KeanuguyupaHu ydocmoesepumerHu

ycnyau®,

4.2.2.2 OABAHE HA 3AABKA KbM YOOCTOBEPABALLUA OPrAH 3A W3OABAHE HA
KBAJIMOULIMPAHO YOOCTOBEPEHUE

lpouedypama e onucaHa e OokymeHma ,[Ipakmuka npu npedocmassHe Ha KeasnuguyupaHu ydocmosepumerHu

ycnyau®,

4.2.3 W3YAKBAHE U3OABAHETO HA KBAJINOULIMPAHO YO OCTOBEPEHUE

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu rnpedocmassHe Ha KeanuguuupaHu ydocmosepumestHu

ycnyau®.

424 YOOCTOBEPABALUMUAT OPIr'AH PA3SPELLUABA OBPABOTKA HA AAHHUTE

lpouyedypama e onucaHa e OokymeHma ,[Ipakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

ycnyau®.

43 W3AABAHE HA KBAITU®ULIMPAHO YOOCTOBEPEHUE

43.1 OBPABOTKA

Mpouedypama e onucaHa e dokymeHma ,lpakmuka npu npedocmassiHe Ha KeanuguyupaHu ydocmosepumestHu

ycnyau®.

43.2 NPEAOOCTABAHE HA UH®OPMALIUA

lpouedypama e onucaHa 8 dokymeHma ,,[lpakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumersHu
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ycnyau”,

4.4  NMPUEMAHE HA KBAJIMOULUPAHO YOOCTOBEPEHUE

441 NOTBBbPXOAEHUE 3A NMPUEMAHE HA KBAJINOULIMPAHO YO OCTOBEPEHUE

Mpouedypama e onucaHa e dokymeHma ,[pakmuka npu npedocmassiHe Ha KeanuguyupaHu ydocmosepumestHu

ycnyau®.

4.42 NYBJIMKYBAHE HA KBAJIN®OULIMPAHO YOOCTOBEPEHUE

lpouedypama e onucaHa 8 dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumersHu

yenyau®.

443 WHPOPMALMUA 3A OPYITU CTPAHU

Mpouedypama e onucaHa e dokymeHma ,lpakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumestHu

ycnyau®.

45  YNOTPEBA HA KBAIIM®ULIMPAHO YOOCTOBEPEHMUE U IBOMKA KIIOYOBE

451 OTNOTPEBUTEIN

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka rnpu npedocmassHe Ha KeanuguuupaHu ydocmoeepumesiHu

ycnyau®.

452 OT AOBEPABALUU CE CTPAHU

lpouyedypama e onucaHa 8 dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumersiHu

yenyau®.

46 NOAHOBABAHE HA KBAJIN®ULIMPAHO YOOCTOBEPEHUE (RENEWAL)

lpouyedypama e onucaHa e OokymeHma ,[Ipakmuka rpu rnpedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

ycnyau®,
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4.7

yecnyau®.

4.7.1

ycnyau®,

4.7.2

ycnyeu”.

4.7.3

yecnyau®.

4.7.4

ycnyau®.

4.7.5

yenyau®.

4.7.6

ycnyau®.

4.7.7

U3OABAHE HA KBANU®ULUPAHO YOOCTOBEPEHUE C TFEHEPUPAHE HA HOBA
LBOUKA KNMIOYOBE (RE-KEY)

lpouyedypama e onucaHa e OokymeHma ,[Ipakmuka rpu rnpedocmassHe Ha KeanuguuyupaHu ydocmosepumerHu

OBCTOATEJICTBA, NMPU KOUTO CE NMPUNATA U3OABAHE HA KBAJIUGULINPAHO
YOOCTOBEPEHWE C TEHEPUPAHE HA HOBA [JBOUKA KITKOYOBE (RE-KEY)

Mpouedypama e onucaHa 8 dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmosepumertHu

NMUUA, NETUTUMUPAHU OA NMOUCKAT AKTYATNTU3ALMA HA KIIOYOBA AIBONKA?

lpouedypama e onucaHa e OokymeHma ,[Ipakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

RE-KEY U OBPABOTKA HA UICKAHETO

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuyupaHu ydocmosepumesiHu

MHO®OPMALIUA 3A NOTPEBUTENA

Mpouedypama e onucaHa 8 dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmosepumertHu

NOTBBLPXAEHUE 3A MPUEMAHE HA HOBO YAJOCTOBEPEHUE

lpouedypama e onucaHa e OokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumeriHu

NYBJIIMKYBAHE HA HOBO KBAITUGULIMPAHO YOOCTOBEPEHUE

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmosepumerstHu

NMHOPOPMALUA 3A IOBEPABALLU CE CTPAHU
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ycnyau®,

4.8

48.1

ycnyau®,

4.8.2

ycnyau®,

4.8.3

ycnyau®.

48.4

ycnyau®.

4.8.5

yenyau®.

4.8.6

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmosepumerstHu

NMPOMAHA B KBAIIMPULIMPAHO YOOCTOBEPEHUE

OCHOBAHUA 3A NMPOMAHA B KBAJIMOULIMPAHO YOOOCTOBEPEHUE

lpouyedypama e onucaHa e OokymeHma ,[Ipakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmosepumersiHu

NIMUA, NETUTUMUPAHU OA MOUCKAT NMPOMAHA HA KBAJINMOULIMPAHO
YOOCTOBEPEHUE?

lpouyedypama e onucaHa e OokymeHma ,[Ipakmuka rpu npedocmassHe Ha KeanuguuyupaHu ydocmosepumersiHu

OBPABOTKA HA UICKAHETO

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu rnpedocmassHe Ha KeanuguuupaHu ydocmosepumestHu

NMHO®OPMALINA 3A NOTPEBUTENA

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka rnpu npedocmassiHe Ha KeanuguuyupaHu ydocmosepumertHu

NOTBBLPXAEHUE 3A MPUEMAHE HA HOBO KBAJTU®GULIMPAHO YO OCTOBEPEHUE

lpouyedypama e onucaHa e OokymeHma ,[Ipakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

NYBJIIMKYBAHE HA HOBO KBAITUGULIMPAHO YOOCTOBEPEHUE

EBPOTPBLCT, 4pes3 onepatnBHus YaocToBepsBaly, opraH nybnvkysa He3abaBHO MPOMEHEHOTO

kBanuduuupaHo ygoctoepeHue B MNyo6nmnyHms perucTbp/XpaHnnmLeTo.
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4.8.7 WHPOPMALUUA 3A OOBEPABALUUTE CE CTPAHU

Mpouedypama e onucaHa e dokymeHma ,[Ipakmuka npu npedocmassHe Ha KeanuguuyupaHu ydocmosepumestHu

ycnyau®,

49  CINMWPAHE U NPEKPATABAHE HA KBAJIN®OULIMPAHO YO OCTOBEPEHUE

lpouedypama e onucaHa e OokymeHma ,[Ipakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumeriHu

ycnyau®,

49.1 OBCTOATENCTBA 3A NPEKPATABAHE HA KBAJIN®OULIMPAHO YO OCTOBEPEHUE

Mpouedypama e onucaHa e OokymeHma ,[pakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmosepumerstHu

yenyau®.

4.9.2 KOW MOXE OA MOUCKA NPEKPATABAHE HA KBANM®ULIMPAHO YOOCTOBEPEHUE?

lpouedypama e onucaHa e OokymeHma ,[Ipakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

ycnyau®.

49.3 NPOLEOYPA 3A NPEKPATABAHE HA KBAITM®ULIMPAHO YO OCTOBEPEHUE

4.9.3.1 NPOUEAOYPA 3A TMPEKPATABAHE HA KBAJIIU®OUUMUPAHO YOOCTOBEPEHME HA
KPAEH NOTPEBUTEN

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmosepumertHu

ycnyau®.

4.9.3.2 NMPOUEAYPA 3A MNPEKPATABAHE HA KBAJIM®GULUMPAHO YOOCTOBEPEHUE HA
YOOCTOBEPABALL OPIrAH UK HA PETUCTPUPALL, OPIAH

lpouedypama e onucaHa e OokymeHma ,[Ipakmuka npu npedocmassHe Ha KeasnuguyupaHu ydocmosepumerHu

yecnyau®.

49.4 TPATUCEH NEPUOA HA NMPEKPATABAHE HA KBAJIMOULIMPAHO YOOCTOBEPEHUE

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuyupaHu ydocmoeepumesHu
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ycnyau”,

495 CPOK 3A OBPABOTKA HA UCKAHETO 3A NPEKPATABAHE

MckaHe 3a npekpaTtsBaHe Ha kBanuduumpaHo ygoctoBepeHne ce obpabotsa o1 EBPOTPBLCT

0e3 HeonpaBaaHo 3abaBsHe.

49.6 MNPOBEPKA HA CIMTUCBKA CbC CMNPEHU U NMPEKPATEHU YO OCTOBEPEHUA (CRL)

lpouyedypama e onucaHa e OokymeHma ,[Ipakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumeriHu

ycnyau®.

49.7 YECTOTA HA U3OABAHE HA CIMMUCBbKA CbC CINPEHU U NPEKPATEHU
YOOCTOBEPEHUA (CRL)

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmosepumerstHu

ycnyau®.

49.8 MAKCUMAJIHO 3ABABAHE HA MNMYBJIMKYBAHETO HA CRL

Bcekn Cnucbk cbc cnpeHu w npekpateHu ypoctoBepeHus (CRL) ce nyb6nukysa 6e3
HeonpasaaHo 3abaBsiHe, BegHara crief Kato To e cb3fageH (0bMKHOBEHO TOBa CTaBa aBTOMaTUYHO B

PaMKUTE Ha HSAKOMKO MUHYTK).

4.9.9 OHNAWH NPOBEPKA HA CbCTOAHMETO HA YOOCTOBEPEHUE

Mpouedypama e onucaHa 8 dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmosepumertHu

yecnyau®.

4.9.10 WU3NCKBAHMUSA 3A OHJTAVH NMPOBEPKA HA CbCTOAHUETO HA YOOCTOBEPEHUE

MpoBepka Ha cTtaTtyc Ha ygocTtoBepeHue B peanHo Bpeme (no OCSP npoTtokon) Mmoxe ga ce

n3nbnHuM npes MHTepHeT Ha carita Ha EBPOTPBCT: https://www.evrotrust.com.
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4.9.11 CHNEUMUANHU U3NCKBAHUA MO OTHOLWLEHUE HA HAPYLWWEHUE HA CUTYPHOCTTA HA
KIOYA

B cnyyam Ha HapywaBaHe Ha CUIFypHOCTTa Ha 4acTHUS KIoY (HEroBOTO pasKkpuBaHe) Ha
YpoctoBepsaBawms oprad unu gpyru cybektun, onepupawm B pamkute EBPOTPBCT, EBPOTPBLCT

He3abaBHO MH(OPMMpPa AOBEpPSBALLUTE Ce CTPaHW.

49.12 OBCTOATENCTBA 3A CIMTUPAHE HA KBAJIM®PULIMPAHO YOOCTOBEPEHUE

EBPOTPDBLCT, 4pe3 cBosi onepaTMBeH YOOCTOBEpPsiBALL, OpraH, cnupa OeWCTBMETO Ha BanuvaHO
yAOCTOBEPEHNE MpU OnpeaenieHn ycrioBus U 3a rpatuceH nepuog A0 YTOYHsIBAHE Ha MpuYMHUTE 3a

CnnpaHeTo, HO He NO-AbMIro OT 72 yaca.

4.9.13 JUUA, NETUTMUPAHU OA NOUCKAT CMMMPAHE HA KBAJTMOULIMPAHO
YOOCTOBEPEHUE

lpouyedypama e onucaHa 8 OokymeHma ,[lpakmuka rpu npedocmassHe Ha KeanuguyupaHu ydocmosepumesHu

ycnyau®,

4.9.14 NPOLEQOYPA 3A CMMIUPAHE N Bb3OBHOBABAHE HA KBAJIM®ULIMPAHO
YOOCTOBEPEHUE

lpouyedypama e onucaHa e OokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmosepumersiHu

yenyau®.

4.9.15 TIPATUCEH NEPnoa HA CMMPAHE HA KBAJTMOULIMPAHO YOOCTOBEPEHUE

EBPOTPBLCT cnvpa genctBneTo Ha KBanuuumpaHo yaoCTOBEpeHME 3a aBTEHTMYHOCT Ha
yebcalT 3a rpaTUceH Nepuoa crnep norydaBaHe Ha UCKaAHETO 3a CrMpaHe OO0 YTOYHSBAHE Ha NpUYnHUTE

3a CNMpaHeTo, HO He NMo-AbAro oT 72 Yaca.

4.9.16 Bb30OBHOBABAHE OEUCTBUETO HA CMPAHO YOOCTOBEPEHMUE

Mpouedypama e onucaHa e dokymeHma ,[Ipakmuka npu npedocmassHe Ha KeanuguuyupaHu ydocmosepumestHu

ycnyau®.
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4.9.17 NPOLEAYPA 3A Bb30EHOBABAHE HA AEUCTBUETO HA KBANTU®ULIMPAHO
YOOCTOBEPEHUE

Pernctpupalumat opraH Bb30OHOBSIBa CNpsSIHO YAOCTOBEPEHME Crief KaTo Monyvu MckaHe 3a
Bb30OHOBsIBaHe OT [loTpebuten u cnep ycnewHa nNpoBepka 3a MaeHTUUKaUMs U ycTaHOBsIBaHe Ha
CaMOJIMYHOCT.

Pernctpupalumat opraH He3abaBHO Bb30OHOBSIBA CMPSIHO YAOCTOBEPEHUNE, Crief KaTto ustede

rpaTUCHUSI Nepuog.

4.10 NPOBEPKA HA AKTYAJIHOTO CBCTOAHUE (CTATYCA) HA KBAJIMGPULMUPAHUTE
YOOCTOBEPEHUA

4.10.1 XAPAKTEPUCTUKU

MHdopmauusa 3a CbCTOSHMETO Ha ygocToBepeHusTa, m3gageHn ot EBPOTPBCT moxe ga
Obae nonyyeHa B Cnmcbka CbC crnpeHun n npekpateHn ygoctoepenusa (CRL), nybnvkyBaH Ha caiTa Ha
EBPOTPBLCT B mHTepHeT, 4ype3 [lpoTokona 3a OHMavH NPOBEpPKA Ha cTaTyca Ha yOoCTOBepeHusTa
(OCSP).

YpocToBepuTeNHUTE YCNyrn 3a NpoOBeEpKa Ha craTyca Ha KBanuduumpaHuTe yooCTOBEpeHMUS

ca OOCTbMHM B pexnm 24/7 (HENpekbCHaTO AENCTBALLM).

4.10.2 AONMBIIHUTENHU ®YHKUUN

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmosepumertHu

ycnyau®.

4.11 NPEKPATABAHE HA OOroBOoP 3A KBAJIM®PULUNPAHU YOOCTOBEPWUTEJIHU YCIYTU
OT NOTPEBUTEN

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmosepumerstHu

ycnyau®.
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4.12 [OOBEPUTEJNIHO CbXPAHEHUE HA YACTHU KITIOYOBE (EKCPOY)

lpouyedypama e onucaHa e OokymeHma ,[lpakmuka rpu npedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

ycnyau®,

5 KOHTPOJ1 HA ®USUNYECKATA N OPTAHU3ALUMNOHHA CUTYPHOCT

5.1 KOHTPOIJ1 HA PUSNYECKATA CUTYPHOCT

MepkuTe npegnpueTn NO OTHoWeHWEe Ha (husmnyeckaTa 3awmta Ha EBPOTPDBCT ca enemeHT ot
paspaboteHata u BHegpeHa Cuctema 3a WHPOPMaUMOHHA CUIYPHOCT, CbOTBETCTBalla Ha

nauncksaHuata Ha ctangapta ISO/IEC 27001:2013 n ISO/IEC 19011:2013.

lpouedypama e onucaHa e dokymeHma ,[lpakmuka rpu rpedocmassHe Ha KsanuguyupaHu ydocmosepumernHu
ycnyau®.

51.1 MNOMELWEHUA N KOHCTPYKLUMA HA MOMELLUEHUATA

EBPOTPBLCT pasnonara cbC crneumanHo KOHCTpyMpaHu u obopydBaHM 30HU C HaKW-BMCOKa
CTEeneH Ha KOHTPOS&T Ha (PU3NYEeCKM AOCTbMN, B KOETO Ce nomellaBaT YOocToBepsiBalWMs OpraH Ha

EBPOTPBCT 1 BCUYKUTE LIEHTPAriHM KOMMOHEHTU Ha UH(ppacTpykTypaTa.

512 OUSUYECKUAT AOCTbI

Mpouedypama e onucaHa 8 dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmosepumertHu

ycnyau®.

51.3 CBbXPAHEHUE HA HOCUTEJIN HA OAHHH

Bcuukn Hocutenu CbabpXalin Cochyep, apxmByn Ha [JaHHU WKW OOUTHA VIH(*)OpMaLI,VIFI ce
CbXpaHdABaT B OrHeyrnopHa Kaca B cneuunariHoO apxmBHO nomMmeuljeHme C BbBeeH KOHTPO/ Ha OO0CTbI. B

nomelleHueTo ¢ apxuea Ha EBPOTPBCT mnma nsrpageHna cucrema Ha pusnydecka u normyecka sawuTra.
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514 WU3XBBPIAHE HA OTNAOABUUTE

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmosepumerstHu

ycnyau®,

5.2 OPrAHU3ALUMOHEH KOHTPOII

Bcuukn npouenypw, Kacaewm curypHocTTa npu m3gaBaHe, agMUHUCTPUPAHE U U3Mon3BaHe Ha
KBanuduumpaHn yaocToBepeHnst 3a aBTEHTUYHOCT Ha yebcainT, ce M3nbrHsaBaT OT AOBEPEeH nepcoHarn
Ha EBPOTPBCT.

EBPOTPBLCT nogaobpxa goctatbyeH 6Gpon kBanuduumpaHu CriykKUTenu, KOUMTo BbB BCEKU
MOMEHT OT OCbLUECTBABAHE Ha [OEWHOCTTa My fAa ocurypsieaT CbOTBETCTBME C AEWCTBALLOTO

3aKOHO4ATENICTBO U BbTPELUHWUTE NpaBuia n HOPMU Ha OPYKECTBOTO.

5.2.1 OOBEPEHW POJIN

MogpobHo pasnpegeneHve Ha yHKUMUTE U OTFTOBOPHOCTUTE Ha MepcoHana e pasnMcaHo BbB
BbTpewHute pokymeHTn Ha EBPOTPDBCT: ANbXHOCTHM XapakTepuCTUKW, LWATHO pasnucaHue wu
CbOTBETHU BbTPELLHU OnepaTuBHU npoueaypu.

PasnpegensHeTo Ha yHKUMUTE Ce OCbLLECTBSABA MO TakbB HauuH, Ye ga 6bae cBegeHa Ao
Bb3MOXEH MWHMMYM OMAacHOCTTa OT KOMMPOMETUpaHe, U3TU4YaHe Ha KoHuaeHumanHa nHpopmauus

nnn Bb3HMKBaHE Ha KOHC*)J'II/IKT Ha NHTepecCu.

52.2 WU3NCKBAHUA 3A PASAENAHE HA OTTOBOPHOCTUTE

[oBepeHnte genHocTtn Ha nepcoHana Ha EBPOTPBCT ce nanbnHseaT OT pasnuyHn nuua.

5.3  KOHTPOIJ1 HA MEPCOHAIA

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmosepumerstHu

ycnyau®.

53.1 WU3NCKBAHUA 3A OBYHEHUE HA NMEPCOHAIJIA HA EBPOTPBCT

lpouyedypama e onucaHa 8 OokymeHma ,[lpakmuka rpu npedocmassHe Ha KeanuguyupaHu ydocmosepumesHu

Print and Edit Evrotrust Technologies Inc.. Page 35 of 60




NONMUTUKA CP-
e I‘Otl‘ St MPU NMPEAOCTABSIHE HA KBANM®ULIMPAHO YOCTOBEPEHUE 3A ellDAS ﬁ? SSL
u ABTEHTUYHOCT HA YEECAUT or public use

CERTIFICATE POLICY
FOR QUALIFIED CERTIFICATION SERVICES
FOR WEBSITE AUTHENTICATION

Version - 1.0
13.04.2017

Regulation 910/ 2014
elDAS

ycnyau”,

54  3ANMUCU HA CBBUTUA N NOOABPXAHE HA XXYPHAINU

ApxvBUpaHn XXypHanu ce 3ana3sat B NpoAbImkeHne Ha noHe 20 (oBageceT) roguHun.
lMpouedypama e onucaHa e OokymeHma ,[lpakmuka npu npedocmassHe Ha KeanughuyupaHu ydocmosepumesHu

ycnyau®,

54.1 YA3BUMOCT U OLIEHKA

EBPOTPBLCT knacuduumpa v nogobpxa permctpy Ha BCUYKM akKTMBUM B CbOTBETCTBUE C
nauncksaHmata Ha ISO/IEC 27001:2013. CwbrnacHo ,[onutukata no curypHoct® Ha EBOTPDBLCT ce
M3BbpLUBA aHanu3 3a OueHKaTa Ha YA3BUMMOCT MO BCUYKM BBbTPELLUHM Mpoueaypu, NPUNOXEHUS U
MHPOPMaLMOHHN cucTeMn. M3nckBaHust 3a aHanmM3 moraTt, CblWO Taka, Aa O6baaTt onpegeneHu ot
BbHLUHA UHCTUTYLINA, ybNHOMOLEHa Aa u3sbpluea ogmt Ha EBPOTPBCT.

AHann3bT Ha puncka ce n3ebpLuBa Han-Marnko Be4HbX roguLLHO.

55 APXUBUPAHE

lpouyedypama e onucaHa e OokymeHma ,[Ipakmuka rpu npedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

ycnyau®,

5.6 TMPEKPATABAHE HA JEMHOCTTA HA EBPOTPBLCT

5.6.1 WU3UCKBAHUA, CBbP3AHU C NPEXOOA OO NPEKPATABAHE HA JEMHOCTTA HA
AOCTABYUKA

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmosepumertHu

yenyau®.

5.6.2 NPEXBBPNAHE HA EAHOCT KbM APYI AOCTABYUK HA KBAITMGULIMPAHUN
YOOCTOBEPUTENHWU YCNYTU

lpouedypama e onucaHa e OokymeHma ,[Ipakmuka rpu rpedocmassHe Ha KeanuguyupaHu ydocmosepumernHu

ycnyau®.
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5.6.3 OTHEMAHE HA KBAJIM®ULIMPAH CTATYT HA AOCTABYUK UITN HA KBAITUDULIMPAH
CTATYT HA CbOTBETHA YCIYTA

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuyupaHu ydocmoeepumesHu

ycnyau®,

6 YNPABJIEHUE U KOHTPOJ1 HA TEXHUYECKATA CUI'YPHOCT

6.1 TEHEPUPAHE U UHCTAJIMPAHE HA BOUKA KNIOYOBE HA YOOCTOBEPSABALL, OPIAH

lpouedypama e onucaHa e OokymeHma ,[lpakmuka npu rnpedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

yenyau®.

6.1.1 TEHEPUPAHE HA OBOMKA KNIOYOBE HA ®U3UYECKO/OPUANYECKO JIULE

EBPOTPBLCT mnsnonssa anropntmun, KOUTO OTroBapsAT Ha uanckeaHnata Ha ETSI TS 119 312,

lpouedypama e onucaHa e AokymeHma ,[lpakmuka npu npedocmassiHe Ha KeanuguyupaHu ydocmoeepumesnHu

ycnyau®.

6.1.1.1 OTOAJIEYEHO FrEHEPUPAHE HA 1IBOVKA KNIOYOBE

lpouyedypama e onucaHa e OokymeHma ,[Ipakmuka rpu rpedocmassHe Ha KeanuguyupaHu ydocmoesepumerHu

ycnyau®.

6.1.2 HOOCTABKA HA YACTEH KI1tO4 HA NMOTPEBUTEN

lpouyedypama e onucaHa e OokymeHma ,[Ipakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

yenyau®.

6.1.3 OOCTABKA HA NMYBJIMYEH KIlOY OT NOTPEBUTEN HA AOCTABYUK

Mpouedypama e onucaHa e dokymeHma ,[Ipakmuka npu npedocmassHe Ha KeanuguuyupaHu ydocmosepumesiHu

ycnyau®.

6.1.4 AOBbIDKUHA HA KITIOYOBE

,D,'bJ'I)KI/IHaTa Ha OBOWMKa KN4oBe 3a KBaJ'IVI(*)VILI,I/IpaH EJ1IEKTPOHEH noAnnc € B CbOTBETCTBUE C
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ETSI TS 119 312 [14], CABF Baseline Requirements recommendation [24] M HaUMOHANHOTO

3aKoHOOaTeN1ICTBO.

6.1.5

ycnyau®,

6.2

ycnyau®.

6.2.1

ycnyau®,

6.2.2

yecnyau®.

6.2.3

ycnyau®,

6.2.4

ycnyau”.,

6.2.5

ycnyau®.

NAPAMETPU HA NYBJIMYEH KITHOY

lpouedypama e onucaHa e OokymeHma ,[Ipakmuka rpu npedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

3AWLNTA HA YACTEH KIntO4Y N KOHTPOIJ1 HA KPUINMTOINPA®CKUA MOAYN

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka rnpu npedocmassiHe Ha KeanuguuyupaHu ydocmosepumertHu

KOHTPOIJ1 HA U3MNMON3BAHE N CbXPAHEHUE HA YACTEH KI1HOY4

lpoyedypama e onucaHa & dokymeHma ,[lpakmuka npu rnpedocmassHe

CbXPAHEHUE HA YACTEH KIHOY

lMpouedypama e onucaHa e dokymeHma ,[lpakmuka npu rnpedocmassiHe

METO[ 3A AKTUBUPAHE HA YACTEH KIOY

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe

METO[ 3A AEAKTUBUPAHE HA YACTEH KO\

lpouedypama e onucaHa e OokymeHma ,[lpakmuka npu npedocmassHe

METOA 3A YHULLOXXABAHE HA YACTEH KIHOY

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu rnpedocmassiHe

Ha

Ha

Ha

Ha

Ha

KeanuguyupaHu ydocmosepumersiHu

KeanuguyupaHu ydocmosepumersHu

KkeanuguyupaHu ydocmosepumestHu

KeanuguyupaHu ydocmosepumersiHu

KeanuguyupaHu ydocmosepumestHu
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6.3  OPYI'M ACMEKTWU HA YNPABJIEHUE HA IBOMKA KITHOYOBE

6.3.1 APXUBUPAHE HA NMYBJIMYEH KINOY

My6nnyHuTe knodvoBe Ha [NoTpebuTtenu ce cbabpXaT B M3gageHuTe 3a Tax KsanuduumpaHm
yOOCTOBEPEHUs, KOUTO ca nybnukyBaHu B [lybnmyeH pernctbp Ha camta Ha EBPOTPDBLCT u ce

CbXpaHABaAT BbB XpaHUITULLE.

6.3.2 MNEPUOA HA BANNMAHOCT HA KBAJTM®ULIMPAHO YOOCTOBEPEHUE U YNOTPEBA HA
KNOYOBE

Mepuoga Ha ynotpeGa Ha nyGnUYHM KIOYOBE Ce onpefenss OT CTOMHOCTTA Ha noneTo B

yaooCTtoBepEeHNeTo My, onnucealo BannMaHOCTTa Ha I'Iy6J'II/I‘-IHI/I$| KITHOM.

6.4 OAHHU 3A AKTUBUPAHE

lpouedypama e onucaHa e OokymeHma ,[Ipakmuka rpu npedocmassHe Ha KeasnuguyupaHu ydocmosepumernHu

ycnyau®,

6.41 TEHEPUPAHE W UHCTAJIMPAHE HA JAHHU 3A AKTUBUPAHE

lMpoyedypama e onucaHa 8 dokymeHma ,[lpakmuka npu rnpedocmassHe Ha KeanughuyupaHu ydocmosepumesiHu

yecnyau®.

6.4.2 3AWNTA HA AAHHU 3A AKTUBUPAHE

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmosepumertHu

ycnyau®.

6.5 CUIYPHOCT HA KOMMNMIOTBLPHUTE CUCTEMMU

EBPOTPBLCT mn3anonssa eguUHCTBEHO HAAEXOEH U CUTYPEH xapayep 1M codTyep, KOMTO ca 4yacT

OT KOMMKTbpHaTa cuctema Ha EBPOTPBCT.
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6.6 CUINYPHOCT HA XU3HEHUA LUNKDBJ1 HA TEXHOJIOTUYHATA CUCTEMA

OctblecTBsiBa ce Haa30p Ha (byHKLI,VIOHaJ'IHOCTTa Ha TexXHOoJiorm4HaTta cuctemMa n ce rapaHTumpa,

4ye 14 (*)yHKLI,I/IOHVIpa npaBunJiHO N B CbOTBETCTBMNE C JOCTaBEeHaATa Nnpomn3Bo4CTBEHa KOH(bMpraLlVIFI.

6.7 MPEXOBA CUT'YPHOCT

B uHdpacTpyktypata Ha EBPOTPBCT ce u3non3BaT CbBpeMEHHW TEXHWYECKU CpeacTBa 3a
obMeH un 3awmTa Ha MHopMaums, 3a Aa ce rapaHTupa MpexoBaTa CUrypHOCT Ha CUCTEMUTE cpeLly

BbHLUHN MHTEPBEHLUMN N 3annaxu.

7 NPO®UIIN HA KBAITU®ULIMPAHU YOLOCTOBEPEHUA, CRL U HA OCSP

Mpodmnute Ha noTpebutencknte kBanuduunpaHn ygoctosepenus, nagageHn ot EBPOTPBCT,
yAOCTOBEPEHMATA Ha YaocToBepsiBawms opraH (6a3oBo 1 onepaTyMBHM) U3NON3BaHM Npu NpeaocTaBsHe
Ha KBanuuumpaH ygoCTOBEPUTENHN YCINYr OTrOBapAT Ha CNeaHUTE NPENOPBKN U 3NCKBAHUS:

» ITU X.509 Information technology - Open Systems Interconnection - The Directory: Publickey
and attribute certificate frameworks;

» RFC 5280;

RFC 6818;

ETSI EN 319 412-1;

ETSI EN 319 412-2 B cnyyai Ha nsgaBaHe Ha yaoCTOBEpPEHUe 3a prn3n4ecko nuue;
ETSI EN 319 412-3 B cry4an Ha nsgaBaHe Ha yOOCTOBEPEHME 3a HOPUONYECKO NNLE;
ETSI EN 319 412-4.

YV V V V V

KeanuduumpaHuTe yooCTOBEPEHNS 3a aBTEHTUYHOCT Ha yebcanToBe CbabpxarT:
» ykasaHuMe Han-manko BbB opMa, nogxodsila 3a aBToMaTv3vMpaHa oOpaboTka, ue
yAOCTOBEPEHNETO € U3gafeHo KaTo KBanuurumpaHo ygqocToBepeHne 3a aBTEHTUYHOCT Ha yebcanTose;
» Habop OT JdaHHKW, KouTo egHosHavyHo onuceaT EBPOTPBLCT karto pQocTaBuMK Ha
KBanuduumpaHm yaocToBepUTENHU YCnyrn, u3gan yagoCTOBEPEHMETO, KaTo HabopbT BKMOYBA HaW-
Marko AbpXaBaTa-yfieHka no ycTaHOBABaHe Ha AOCTaByMKa, U:
e 3a ddwu3anyeckn nuua: HanW-mManko UMeTO Ha NUUeTOo, Ha KoeTo e u3gageHo
yOOCTOBEPEHUETO, UMK NCeBAOHNM. AKO Ce U3MNor3Ba NceBgoHMM, TOW Ce NOCOYBAa SACHO;

e 3a punagnyecku nuua: Han-Marnko HaMMeHOBaHNETO Ha HOPNANYECKOTO JInLEe, Ha KOETO €
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n3gageHo yooCTOBEPEHMETO, U ako € MPUITOXMMO — PErncTpaumMoHHNA HOMep criopen oduunanHute
perncTpu;

» HaMMEHOBaHMETO Ha AOMerHa WNW HauMeHOBaHuATa Ha [OOMenHWTe, NoadbpXaHu OoT
PU3NYECKOTO UK PUONYECKOTO NULE, Ha KOeTo € U3gafeHo yaoCTOBEPEHNETO;

» WH(opMaumMsa 3a Ha4yanoTo M Kpasi Ha CpoKa Ha BanuAHOCT Ha YAOCTOBEPEHUETO;

» nOeHTUMMKAUMOHEH KOO Ha YAOCTOBEPEHWETO (CepuMeH HOMep), KOMTO € YHuKaneH 3a
AOCTaBYMKa Ha KBanuuumpaHn ygoCTOBEPUTENHN YCIYTH;

» YCbBbPLIEHCTBAH €MeKTPOHEH MOAMMC WM YCbBBLPLUIEHCTBAH ENIeKTPOHEeH nevat Ha
n3gaBalmnsa AOCTaBYMK Ha KBanumumpaHn yagoCcToBEPUTENTHN YCNYTu;

» MSCTO, KbAETO YAOCTOBEPEHNETO, KOETO NOAABbPXKA YCbBbPLUEHCTBAHUA €MEKTPOHEH noanuc
UNN YCbBBPLLUEHCTBAHNS €NEKTPOHEH neYaT Ha n3faBallmsa JOCTaBYMK € Ha pasnonoxeHue 6e3nnaTtHo;

» MSCTO Ha ycnyruTe Mo npoBepKka Ha BanuaHOCTTa Ha YAOCTOBEpeHusTa, A0 KOeTo ce

OTNPaBSAT UCKaHMS 3a NPOBEpPKa Ha BanuaHOCTTa Ha KBanNuULMpPaHOTO yAOCTOBEPEHNE.

7.1 NPO®UN HA KBANMMOULMPAHO YOOCTOBEPEHUE 3A ABTEHTUYHOCT HA YEGECAUT
3A IOMEMWH (EVROTRUST SSL DOMAIN VALIDATED CERTIFICATE):

Version V3
Serial number [cepueH Homep]
Signature Algorithm SHA256RSA
CN= | Evrotrust RSA Operational CA
lssuer ouU= | Qualified Operational CA
O= Evrotrust Technologies JSC
organizationldentifier (2.5.4.97)=  NTRBG-203397356
C= BG
Valid from [HavanHa paTta n yac no UTC Ha BanvMgHOCT Ha YAOCTOBEPEHNETO]
Validit to [kpariHa paTa n yac no UTC Ha BanvMgHOCT Ha YOOCTOBEPEHNETO]
C= | OvpxaBa: [1BybykBeH Ko Ha AbpkaBaTa cnopeg ISO
(countryName) | 3166
Subject
CN=
HOomenH nme, IP unu Mve Ha pecypc
(commonName)
Public Key _
RSA (2048 Bits)

Type/Length
Subject Key Identifier | [MI3uMcneHa cTOMHOCT 3a U3ganeHoTo yaoToBepeHue]
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Authority Key
Identifier

Key ID=7F:3E:64:59:85:2B:DD:23:29:C2:01:E7:CB:C3:69:C0:87:93:2B:08

CRL Distribution

Points

Authority Information

Access

[1]CRL Distribution Point
Distribution Point Name:
Full Name:

URL=http://ca.evrotrust.com/crl/EvrotrustRSAOperationalCA.crl

[1]Authority Info Access
Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.evrotrust.com/aia/EvrotrustRSAOperationalCA.crt
[2]Authority Info Access
Access Method=0n-line Certificate Status Protocol (1.3.6.1.5.5.7.48.1)
Alternative Name:

URL=http://ca.evrotrust.com/ocsp

Enhanced Key

Usage

Server Authentication (1.3.6.1.5.5.7.3.1)
Client Authentication (1.3.6.1.5.5.7.3.2)

Subject Alternative
Name

DNS Name=[ JomenH ume unu IP]

Basic Constraints

Subject Type=End Entity
Path Length Constraint=None

Certificate Policies

[1]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.47272.2.4.1
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://www.evrotrust.com/cps
[2]Certificate Policy:
Policy Identifier=0.4.0.194112.1.4
[3]Certificate Policy:
Policy Identifier=0.4.0.2042.1.6

Key Usage (critical)

Digital Signature (Bit 0), Key Encipherment (Bit 2)

QCStatements

id-etsi-qcs-QcCompliance
(0id=0.4.0.1862.1.1)

id-etsi-qcs-QcLimitValue | BGN 400
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(0.4.0.1862.1.2)

id-etsi-qcs-QcType id-etsi-qct-web (0id=0.4.0.1862.1.6.3)
(0id=0.4.0.1862.1.6)
id-etsi-qcs-QcPDS PdsLocations

(0id=0.4.0.1862.1.5)

language=en

PdsLocation=https://www.evrotrust.com/pds/pds_en.pdf

7.2 NMPO®UN HA KBAJIM®ULMPAHO YOOCTOBEPEHUE 3A ABTEHTUYHOCT HA YEBCAUT
3A OPITAH3UALUA (EVROTRUST SSL ORGANIZATION VALIDATED CERTIFICATE):

Version

V3

Serial number

[cepneH Homep]

Signature Algorithm

SHA256RSA

CN= | Evrotrust RSA Operational CA

ou= | Qualified Operational CA

Issuer
O= Evrotrust Technologies JSC
organizationldentifier (2.5.4.97)=  NTRBG-203397356
C= BG
Valid from [HavanHa paTta u yac no UTC Ha BanvMaHOCT Ha YAOCTOBEPEHUNETO]
Validit to [kpariHa paTa u vyac no UTC Ha BanvMaHOCT Ha YAOCTOBEPEHNETO]
C= | OvpxaBa: [1BybykBEeH KO Ha abpkaBaTa cnopeg ISO
(countryName) | 3166
CN=
OomenH nme, IP nnu NMme Ha pecypc
. (commonName)
Subject

O*= | HaumeHoBaHue Ha nuueTo: MbAHO HaMMeHoOBaHUETO Mo

(organizationName) | perctpaumsi Unn akT Ha BNMCBaHe Ha PUONYECKOTO

e, C KoeTo d)VI3I/I‘-IeCKOTO nue e acounnpaHo.
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WpeHTudukatop Ha topuandecko nuue (ETSI EN 319
412-1 1.5.1.4), Hanpumep:
- VARBG-123456789 — [1C;
2.5.4.97*=
. . - NTRBG-123456789 - EUK (BYINCTAT).
(organizationldentifier)
Bnucea ce HauMoHanHus naeHTudgukaTop cnopes
MECTHOTO 3aKOHOAATENCTBO Ha IOPUANYECKOTO NULE, C
KOETO (PU3NYECKOTO NULIE € aCoLMMPaHo.
Public Key .
RSA (2048 Bits)
Type/Length

Subject Key Identifier | [\3uMcneHa CTOMHOCT 3a U3gageHoTo yaoCcTOBepeHue]

Authority Key
Identifier

[1]CRL Distribution Point

CRL Distribution o )
Distribution Point Name:

Key ID=7F:3E.64:59:85:2B:DD:23:29:C2:01:E7:CB:C3:69:C0:87:93:2B:08

Points
Full Name:
URL=http://ca.evrotrust.com/crl/EvrotrustRSAOperationalCA.crl
[1]Authority Info Access
Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Authority Information Alternative Name:
Access URL=http://ca.evrotrust.com/aia/EvrotrustRSAOperationalCA.crt

[2]Authority Info Access

Alternative Name:

URL=http://ca.evrotrust.com/ocsp

Access Method=0n-line Certificate Status Protocol (1.3.6.1.5.5.7.48.1)

Enhanced Key o
Server Authentication (1.3.6.1.5.5.7.3.1)
Usage
Client Authentication (1.3.6.1.5.5.7.3.2)

Subject Alternative
DNS Name=[ JomeinH nve unu IP]

Name

Basic Constraints Subject Type=End Entity
Path Length Constraint=None
[1]Certificate Policy:

Certificate Policies Policy Identifier=1.3.6.1.4.1.47272.2.4.2

[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
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Qualifier:
http://www.evrotrust.com/cps
[2]Certificate Policy:
Policy Identifier=0.4.0.194112.1.4
[3]Certificate Policy:
Policy Identifier=0.4.0.2042.1.7

Key Usage (critical) Digital Signature (Bit 0), Key Encipherment (Bit 2)

id-gcs-pkixQCSyntax-v2 id-etsi-gcs-Semanticsld-Legal* (0id=0.4.0.194121.1.2)
(0id=1.3.6.1.5.5.7.11.2)
id-etsi-qcs-QcCompliance
(0id=0.4.0.1862.1.1)
id-etsi-gcs-QcLimitValue | BGN 400

QCStatements (0.4.0.1862.1.2)
id-etsi-qcs-QcType id-etsi-qct-web (0id=0.4.0.1862.1.6.3)
(0id=0.4.0.1862.1.6)
id-etsi-qcs-QcPDS PdsLocations

(0id=0.4.0.1862.1.5)
PdsLocation=https://www.evrotrust.com/pds/pds_en.pdf
language=en

7.3 NPO®UIN HA KBANMUPULIMPAHO YO OCTOBEPEHUE 3A CbPBBP (EVROTRUST SERVER
CERTIFICATE):

KBanugpuumMpaHoTo yOooCTOBEpPEHME 3a CbPBbP CE M3gaBa MpU CblUMTE YCIOBUS, KakTo
KBanMruMpaHoOTO yAOCTOBEPEHNE 3@ aBTEHTUYHOCT Ha yebcalT Ha opraHM3auus, Ho ce pasnuyaea no
BMOa 1 obema Ha yaocToBepeHuTe B Hero AaHHu. M3nonsea ce 3a naeHTUdukaums u nognuceaHe Ha

[AaHHM OT UMETO Ha CbpPBbLP, KONTO € NOoA KOHTPOSA Ha PUANYECKOTO NuLe.

Version V3

Serial number [cepreH Homep]

Signature Algorithm SHA256RSA

CN=  Evrotrust RSA Operational CA
lssuer ouU= | Qualified Operational CA
O= | Evrotrust Technologies JSC
organizationldentifier (2.5.4.97)=  NTRBG-203397356
C= | BG
Valid from [HavanHa gaTta u yac no UTC Ha BanvaHOCT Ha yAOCTOBEPEHUETO]
Validit to [kpariHa gaTta u vyac no UTC Ha BanvaHOCT Ha YAOCTOBEPEHNETO]
: C=
Subject [ObpxaBa: [1ByOykBeH kof Ha gbpxaBata criopep 1ISO 3166
(countryName)
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CN= | HanmeHoBaHu1e Ha cbpBbpa Ha LPUANYECKOTO
(commonName) | nuue/opraHusauudara
O=
o HanmeHoBaHWe Ha lopMaMYECKOTO NuLe/opraHn3aunsTa
(organizationName)
WaoeHTudgukatop Ha topugudecko nuue (ETSIEN 319 412-1
1.5.1.4), Hanpumep:
- VARBG-123456789 — [1C;
2.5.4.97=
L » - NTRBG-123456789 - EMK (BYNCTAT).
(organizationldentifier)
Bnucea ce HaumoHanHusa ngeHtTundukaTtop cnopeg
MECTHOTO 3aKOHO4ATENICTBO Ha OPUANYECKOTO NnLE, C
KOeTo hn3n4ecKoTo nNuue € acouumnpaHo.
L= | HaceneHo MACTO, KbAETO € pa3nosioXKeH CbpBbpa Ha
(Locality) | topuanyeckoTo nuue
Public Key )
RSA (2048 Bits)
Type/Length

Subject Key Identifier

[3uncneHa CTOMHOCT 3a n3gageHoTo yaoctoBepeHue]

Authority Key

Identifier

CRL Distribution

Points

Key ID=7F:3E:64:59:85:2B:DD:23:29:C2:01:E7:CB:C3:69:C0:87:93:2B:08

[1]CRL Distribution Point
Distribution Point Name:
Full Name:

URL=http://ca.evrotrust.com/crl/EvrotrustRSAOperationalCA.crl

Authority Information

Access

[1]Authority Info Access
Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.evrotrust.com/aia/EvrotrustRSAOperational CA.crt
[2]Authority Info Access
Access Method=0On-line Certificate Status Protocol (1.3.6.1.5.5.7.48.1)

Alternative Name:
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URL=http://ca.evrotrust.com/ocsp
Enhanced Key Secure Email (1.3.6.1.5.5.7.3.4)
Usage Server Authentication (1.3.6.1.5.5.7.3.1)

Client Authentication (1.3.6.1.5.5.7.3.2)

Subject Alternative
Name DNS Name=[ JomenH nme unu IP]
Basic Constraints Subject Type=End Entity

Path Length Constraint=None

[1]Certificate Policy:

Policy Identifier=1.3.6.1.4.1.47272.2.6

[1,1]Policy Qualifier Info:

Policy Qualifier Id=CPS
Certificate Policies Qualifier:
http://www.evrotrust.com/cps

[2]Certificate Policy:

Policy Identifier=0.4.0.194112.1.4
[3]Certificate Policy:

Policy Identifier=0.4.0.2042.1.7

Key Usage (critical) Digital Signature (Bit 0), Key Encipherment (Bit 2)

id-gcs-pkixQCSyntax-v2 id-etsi-gcs-Semanticsld-Legal (0id=0.4.0.194121.1.2)
(0id=1.3.6.1.5.5.7.11.2)
id-etsi-qcs-QcCompliance
(0id=0.4.0.1862.1.1)
id-etsi-qcs-QcLimitValue | BGN 400

QCStatements (0.4.0.1862.1.2)
id-etsi-qcs-QcType id-etsi-qct-web (0id=0.4.0.1862.1.6.3)
(0id=0.4.0.1862.1.6)
id-etsi-qcs-QcPDS PdsLocations

(0id=0.4.0.1862.1.5)
PdsLocation=https://www.evrotrust.com/pds/pds_en.pdf
language=en

7.4  NPO®UN HA KBATIUOULIMPAHO YOOCTOBEPEHUE 3A ABTEHTUYHOCT HA YEBCAUT C
PASLWWPEHO BANMMOANPAHE(EVROTRUST SSL EV CERTIFICATE):
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e\ﬂ*otrust

NMOJINTUKA
NP NPEAOCTABAHE HA KBAITM®ULIMPAHO YOOCTOBEPEHUE 3A
ABTEHTUYHOCT HA YEBCAUT

elDAS-CP-SSL
For public use

Regulation 910/ 2014

CERTIFICATE POLICY

FOR QUALIFIED CERTIFICATION SERVICES Version - 1.0

elDAS FOR WEBSITE AUTHENTICATION 13.04.2017
Version V3
Serial number [cepueH Homep]
Signature Algorithm SHA256RSA
CN= | Evrotrust RSA Operational CA
lssuer ouU= | Qualified Operational CA
O= Evrotrust Technologies JSC
organizationldentifier (2.5.4.97)= ' NTRBG-203397356
C=  BG
Valid from [HavanHa gaTta n vyac no UTC Ha BanvMaHOCT Ha yAOCTOBEPEHUETO]
Validit to [kpariHa paTta n yac no UTC Ha BanvMgHOCT Ha YAOCTOBEPEHNETO]
C= | OvpxaBa: [1BybykBEeH Ko Ha AbpkaBaTa cnopeg ISO
(countryName) | 3166
CN=
HOomenH nme, IP unu Mwe Ha pecypc
(commonName)
O*= HaumeHoBaHwue Ha topugmndecko nuue: MNbnHo
o HaVMEHOBaHNETO MO PErncTpauus UIn akT Ha BNMCBaHe
Subiect (organizationName)
J Ha PUONYECKOTO NnLe, C KOeTo hM3NYEeCKoTOo Nnue e
acouumnpaHo.
WpeHTudukatop Ha topuandecko nuue (ETSI EN 319
412-1 1.5.1.4), Hanpumep:
- VARBG-123456789 — C;
2.5.4.97*=
L " - NTRBG-123456789 - EUK (BYJICTAT).
(organizationldentifier)
Bnivcea ce HauuoHanHus ngeHTudmkaTop cnopea
MECTHOTO 3aKOHOAATENCTBO Ha KOPUANYECKOTO NuLle, C
KOeTo hU3NYECKOTO NKLIE € acoLmmpaHo.
Public Key .
RSA (2048 Bits)
Type/Length
Subject Key Identifier | [U34yncneHa CTOMHOCT 3a M3gadeHoOTo yaoCTOBEpPEHME]
Authority Key
. Key ID=7F:3E:64:59:85:2B:DD:23:29:C2:01:E7:CB:C3:69:C0:87:93:2B:08
Identifier
CRL Distribution [1]CRL Distribution Point
Points Distribution Point Name:
Full Name:
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MONUTUKA elDAS-CP-SSL

e rOtr St MPU NPEAOCTABSIHE HA KBATIM®ULIMPAHO YAOCTOBEPEHUE 3A ot ol
u ABTEHTUYHOCT HA YEBECANT or public use

Regulation 910/ 2014

CERTIFICATE POLICY
FOR QUALIFIED CERTIFICATION SERVICES

Version - 1.0

eIDAS FOR WEBSITE AUTHENTICATION 13.04.2017
URL=http://ca.evrotrust.com/crl/EvrotrustRSAOperationalCA.crl
[1]Authority Info Access
Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Authority Information Alternative Name:
Access URL=http://ca.evrotrust.com/aia/EvrotrustRSAOperationalCA.crt

[2]Authority Info Access

Alternative Name:

Access Method=0n-line Certificate Status Protocol (1.3.6.1.5.5.7.48.1)

URL=http://ca.evrotrust.com/ocsp

Enhanced Key

Usage

Server Authentication (1.3.6.1.5.5.7.3.1)
Client Authentication (1.3.6.1.5.5.7.3.2)

Subject Alternative

Name

DNS Name=[ JomenH ume unu IP]

Basic Constraints Subject Type=End Entity

Path Length Constraint=None

[1]Certificate Policy:

[1,1]Policy Qualifier Info:

Certificate Policies Qualifier:

[2]Certificate Policy:

[3]Certificate Policy:

Policy Qualifier Id=CPS

Policy Identifier=1.3.6.1.4.1.47272.2.5

http://lwww.evrotrust.com/cps

Policy Identifier=0.4.0.194112.1.4

Policy Identifier=0.4.0.2042.1.4

Key Usage (critical) Digital Signature (Bit 0), Key Encipherment (Bit 2)

id-qcs-pkixQCSyntax-v2
(0id=1.3.6.1.5.5.7.11.2)

id-etsi-qcs-Semanticsld-Legal* (0id=0.4.0.194121.1.2)

id-etsi-qcs-QcCompliance
(0id=0.4.0.1862.1.1)

id-etsi-gcs-QcLimitValue
QCStatements (0.4.0.1862.1.2)

BGN 40000

id-etsi-qcs-QcType
(0id=0.4.0.1862.1.6)

id-etsi-qct-web (0id=0.4.0.1862.1.6.3)

id-etsi-qcs-QcPDS
(0id=0.4.0.1862.1.5)

PdsLocations

PdsLocation=https://www.evrotrust.com/pds/pds_en.pdf
language=en
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75 NPO®UN HA CMNCBHKA CbC CNPEHN U MPEKBCHATU YOOCTOBEPEHMUE (CRL)

lpogpunbm e onucaH 8 dokymeHma ,[lpakmuka npu npedocmassHe Ha KganuguyupaHu ydocmogepumersHu ycryau”,

7.6 NMPO®UN HA OTFrOBOP 3A OHNAMH NMPOBEPKA HA CTATYCA HA YOOCTOBEPEHMUE
(OCSP/ONLINE CERTIFICATE STATUS PROTOCOL)

lpogpunbm e onucaH 8 dokymeHma ,[Mpakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumersiHuU ycryau”,

8 oaunT

EBPOTPBLCT nepvognyHO npoBepsiBa CBOsSITA OEMHOCT OT He3aBUCUM BbHWEH oguTop. [lo
BpEME Ha oauTa ce npoBepsiBa CbOTBETCTBMETO Ha genHoctta Ha EBPOTPBLCT cbc cnegHute
HOPMaTUBHWN AOKYMEHTMU:

» Pernament (EU) Ne 910/2014;

» ETSIEN 319 401 V2.1.1 (2016-02); Electronic Signatures and Infrastructures (ESI); General
Policy Requirements for Trust Service Providers;

» ETSIEN 319 411-1 V1.1.1 (2016-02); Electronic Signatures and Infrastructures (ESI); Policy
and security requirements for Trust Service Providers issuing certificates; Part 1: General requirements;

» ETSIEN 319 411-2 v2.1.1 (2016-02); Part 2: Requirements for trust service providers issuing
EU qualified certificates;

» ETSI EN 319 421 v.1.1.1 (2016-08); Electronic Signatures and Infrastructures (ESI) - Policy

and Security Requirements for Trust Service Providers issuing Time-Stamps.

8.1 YECTOTA HA OOAUTA

lpoyedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassiHe Ha keasuguyupaHu ydocmosepumersHu

ycnyau®,

8.2 KBAJIMOPUKALIUA HA NPOBEPABALLUTE JIULIA

lpoyedypama e onucaHa e dokymeHma ,[lpakmuka npu rnpedocmassiHe Ha keanuguyupaHu ydocmosepumersHu

ycnyau®.
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8.3 OTHOLUEHUA HA NPOBEPABALLUUTE JINLIA C AOCTABYUKA

lpoyedypama e onucaHa e dokymeHma ,[lpakmuka rnpu npedocmassiHe Ha keanuguyupaHu ydocmosepumersHu

ycnyau®.

8.4  OBXBAT HA OOUTA

lpouedypama e onucaHa e AokymeHma ,[lpakmuka npu npedocmassiHe Ha KeasnuguyupaHu ydocmogepumesHu

ycnyau®.

8.5 [OEWCTBUSA, NPEONPUETU B PE3YNTAT HA U3BBPLUEHUA OOUT

lpouedypama e onucaHa e AokymeHma ,[lpakmuka npu npedocmassiHe Ha KeasnuguyupaHu ydocmogepumesnHu

yenyau”.

8.6 @ CbXPAHEHWE HA PE3YNTATUTE OT OOAUTUTE

lpouedypama e onucaHa e AokymeHma ,[lpakmuka npu npedocmassiHe Ha KeanuguyupaHu ydocmogepumesnHu

ycnyau”,

9 APYIr' bBU3HEC U NPABHU BBIMNPOCHU

9.1 UEHWU WU TAKCH

EBPOTPBCT nopgabpxa OokymeHT ,Tapuda 3a nNpedocTtaBsHM — YOOCTOBEPUTENHM,
MHPOPMALIMOHHW, KpUMTOrpaddCKM W KOHCYNTAHTCKM YCNyrn“ Ha WHTEpPHET camta CU Ha agpec:

https://www.evrotrust.com.

9.11 BBb3HAIPAXOEHUA

lpouedypama e onucaHa e AokymeHma ,[lpakmuka npu npedocmassiHe Ha KeanuguyupaHu ydocmoeepumenHu

ycnyau”,
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9.1.2 BB3HAIPAXAEHUA 3A YOOCTOBEPUTEJIHU, KPUNTTOPA®CKHN, UHOOPMALIMOHHU
N KOHCYNTAHTCKU YCITYTU

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmosepumestHu

ycnyau”,

9.1.3 ®AKTYPUPAHE

Mpouedypama e onucaHa 8 dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmosepumertHu

yenyau®.

9.1.4 BPBLUIAHE HA YOOCTOBEPEHUE N Bb3CTAHOBABAHE HA NMNALLAHE

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassiHe Ha KeanuguuyupaHu ydocmosepumertHu

ycnyau®.

9.1.5 BE3IMJATHU YCIIYTU

lpouedypama e onucaHa e OokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

ycnyau”,

9.2 ®UHAHCOBU OTFTOBOPHOCTH

lpouyedypama e onucaHa e OokymeHma ,[Ipakmuka npu npedocmassiHe Ha KeanughuyupaHu ydocmosepumersiHu

yecnyau®.

9.2.1 3ACTPAXOBKA HA JEMHOCTTA

EBPOTPBLCT ckniouBa 3agbihkuTeNnHa 3acTpaxoBka Ha AEVHOCTTa CUM KaTo perncrpupad

[locTaBYMK Ha KBanuULUMpaHN YAOCTOBEPUTENHN YCIyTI.

9.2.2 3ACTPAXOBATEJIHO NMOKPUTUE

lpouyedypama e onucaHa e OokymeHma ,[lpakmuka ripu npedocmassHe Ha KeanuguuyupaHu ydocmosepumerHu

ycnyau”,
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NPU NPEAOCTABAHE HA KBAITM®ULIMPAHO YOOCTOBEPEHUE 3A
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13.04.2017

9.3

ycnyau®.

9.3.1

ycnyau®,

9.3.2

ycnyau®,

9.3.3

ycnyau”,

9.4

ycnyau®,

9.5

ycnyau®,

951

ycnyau”,

9.5.2

KOHOUWOEHUMANHOCT HA BUSHEC MH®OPMALIUA

lpouedypama e onucaHa e OokymeHma ,[lpakmuka ripu rpedocmassHe

OBXBAT HA KOHOUOEHUWAJITHATA UH®OPMALIUA

lpouyedypama e onucaHa e OokymeHma ,[lpakmuka rpu npedocmassiHe

HEKOH®OUAEHUWAJITHA UH®OPMALIUA

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassiHe

3AWLNTA HA KOHPUOEHLUMAITHATA AH®OPMALIUA

lpouedypama e onucaHa e OokymeHma ,[lpakmuka ripu rpedocmassHe

HENPUKOCHOBEHOCT HA JINYHUTE OAHHU

lpouedypama e onucaHa 8 OokymeHma ,[lpakmuka ripu npedocmassHe

NPABA BbPXY UHTEJIEKTYAJIHA COBCTBEHOCT

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassiHe

AEKINAPALUA 3A NOBEPUTEJTHOCT

Mpouedypama e onucaHa e AokymeHma ,[lpakmuka npu npedocmaegsiHe

NMHOOPMALUUA TPETUPAHA KATO JINYHA

Ha

Ha

Ha

Ha

Ha

Ha

Ha

KeanuguyupaHu ydocmoeepumenHu

KeanuguyupaHu ydocmosepumersiHu

KeanuguyupaHu ydocmosepumestHu

KeanuguuyupaHu ydocmosepumersiHu

KeanuguyupaHu ydocmosepumertHu

KeanuguyupaHu ydocmosepumertHu

KeanuguyupaHu ydocmosepumersHu
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Bcsika Hbopmauust 3a notpebutenuTte, KoSTo He e Ny6rnMyHO AOCTbMHA, Ype3 CbabpPXKaHMETO
Ha M3dafeHuTe yAOCTOBEPEHUSs, XPaHWUIMLLETO UMK OHManH Ype3 Cnucbka CbC CMPEHU U MpekpaTeHn

yooctoBepeHust (CRL) ce TpeTupa kato nu4Ha.

9.5.3 WUHPOPMALUA, KOATO HE CE CHUTA 3A JINYHA

Lisanata MHdopMaums, onoBecTeHa B YAOCTOBEPEHMSITA, Ce CYMTA, Ye He € NNYHA, OCBEH akKo

N3PUYHO He e NpeaBuaeHo Apyro B 3akoHa 3a 3aluTa Ha NIMYHUTE OaHHW.

9.54 OTroBOPHOCT 3A 3AWNTA HA NINYHUTE OAHHU

lpouedypama e onucaHa e AokymeHma ,[lpakmuka npu npedocmassiHe Ha KeasnuguyupaHu ydocmogepumesnHu

yenyau®.

9.5.5 CBITACUE 3A U3MNOJI3BBAHE HA JINYHU OAHHU

lpoyedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassiHe Ha kKeanuguyupaHu ydocmosepumersHu

ycnyau®.

9.6 NPABA BbPXY UHTENEKTYAJIHA COBGCTBEHOCT

lpoyedypama e onucaHa e dokymeHma ,[lpakmuka rnpu npedocmassiHe Ha keanuguyupaHu ydocmosepumersiHu

yenyau®.

9.6.1 TMNPABO HA COBCTBEHOCT HA 1AHHU B KBAJIN®ULIMPAHN YOO OCTOBEPEHUA

EBPOTPDBLCT 3anasBa BCUYKM MpaBa Ha MHTenekTyanHa CoOOCTBEHOCT Ha BKMAYEHUTE faHHM B

KBanuMuuupaHuTe yaA0CTOBEPEHMSI.

9.6.2 TPABO HA COBCTBEHOCT HA UMEHA U TbPITOBCKU MAPKA

Mpouedypama e onucaHa e AokymeHma ,[lpakmuka npu npedocmassiHe Ha KeasnuguyupaHu ydocmogepumesnHu

ycnyau®.

9.6.3 MPABO HA COGCTBEHOCT HA 1IBOMKA KNIOYOBE

lMpoyedypama e onucaHa 8 dokymeHma ,[lpakmuka rnpu npedocmassiHe Ha keanuguyupaHu ydocmosepumersnHu
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ycnyau”,

9.7 OBLWU NONOXEHUA

lpoyedypama e onucaHa e dokymeHma ,[lpakmuka rnpu npedocmassiHe Ha keanuguuyupaHu ydocmosepumersiHu

ycnyau®,

9.7.1 3AOBIDKEHUA, OTTOBOPHOCT U TAPAHLUMNU HA EBPOTPBCT

lpouyedypama e onucaHa e OokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumeriHu

ycnyau®.

9.7.2 3AABINXKEHUA, OTTOBOPHOCT U TAPAHUUUN HA PETUCTPUPALLUUA OPIrAH

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuyupaHu ydocmosepumertHu

ycnyau®.

9.7.3 3AOBINXEHUA HA NOTPEBUTEIN

lpouedypama e onucaHa e OokymeHma ,[lpakmuka rpu npedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

ycnyau®,

9.7.4 OBINKUMA rPUXA HA OJOBEPABALLA CE CTPAHA

lpouyedypama e onucaHa e OokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuyupaHu ydocmosepumersiHu

yenyau®.

9.7.5 3AOBIDKEHUA HA APYTU CTPAHU

9.7.5.1 3AOBINKEHUA HA KBAITUOULIMPAHUA OPIAH 3A BAJIMOAUPAHE

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmosepumertHu

ycnyau®.

9.7.5.2 3AOBIXEHUA HA KBATTUOULIMPAHUA ONMEPATUBEH YOOCTOBEPABALL OPIrAH

lpouyedypama e onucaHa e OokymeHma ,[lpakmuka rpu npedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

ycnyau”,
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9.7.5.3 3AOBIIKXEHUA HA EBPOTPBCT KbM NYBJIMYHUTE PETUCTPU/XPAHUITULLIETO

lMpouedypama e onucaHa e dokymeHma ,[lpakmuka fpu npedocmassHe Ha KeanuguuyupaHu ydocmosepumestHu

ycnyau”,

9.8 OCBOBOXOABAHE OT OTTOBOPHOCT

Mpouedypama e onucaHa 8 dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmosepumertHu

ycnyau®,

9.9 OrPAHUYEHUA HA OTTOBOPHOCTTA

Mpouedypama e onucaHa e OokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmosepumestHu

ycnyau®.

9.10 OTroBoPHOCT HA ®U3UYECKO/IOPUOUYECKO JIULIE

Mpouedypama e onucaHa e OokymeHma ,[Mpakmuka npu npedocmassiHe Ha KeanuguyupaHu ydocmosepumesnHu

yecnyau®.

9.10.1 OTroBOPHOCT HA ®U3SUNYECKO/FOPUANYECKO JIMLIE KbM EBPOTPBCT

Mpouedypama e onucaHa 8 dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmosepumertHu

ycnyau®,

9.11 CPOK U NPEKPATABAHE HA ,,TOJIUTUKA NPU NPEAOCTABAHE HA KBAIIUGPULINPAHO
YOOCTOBEPEHUE 3A ABTEHTUYHOCT HA YEBCAUT*

9.11.1 CPOKOBE

Tasn MNonutnka BNmM3a B cuna OT MOMeHTa Ha HENHOTO ogobpeHne oT CbBeTa Ha ANpeKTopuUTe
Ha EBPOTPBLCT n nybnukysaHeTo i B [Ny6nuyHmna pernctbp/xpanunuuweto Ha EBPOTPBCT.

PasnopenbuTe B HacToALMA OOKYMEHT ca BanuaHu OO M3gaBaHe U nyGrvKkyBaHe Ha criefBala
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Bepcus Ha ,[MonuTuka npu npefoctaBsiHe Ha KBanuMUUUPaHO YOOCTOBEPEHME 3a aBTEHTUYHOCT Ha

yebcanT" B XpaHUNMLETO, 4OCTBIMHO Ha MHTEpHEeT-CcTpaHuuaTta Ha EBPOTPBCT.

9.11.2 TMPEKPATABAHE

MonuTtukaTta e B cuna (MMa akTyanHo CbCTOSIHUME) A0 MOMEHTa Ha ogobpeHue u nybnvkyBaHe Ha
HOBa Bepcus.

C npekpaTtsaBaHe Ha genHoctTa Ha EBPOTPBCT ce npekpaTaBa aktyanHoctTa Ha [lonutukarta,
KaKTO M Ha CbabpKallLyM ce B TO3M LOKYMEHT pasnopeaom.

EBPOTPBCT cbxpaHsiBa HagnexHO M CUrypHO BCUYKM MpeaullHu Bepcun/pedakumm Ha To3u

[OKYMEHT.

9.11.3 E®EKT HA NMPEKPATABAHE U OLENABAHE

I'IpM npeKkpartaBaHe Ha TO3U OOKYMEHT, |_|0Tpe6VITeJ'IVITe n ,D,OBepFlBaLU,VITe ceé CTpaHu ocCTaBaTt
O6B'bp3aHI/I OT rmeaHa TOYKa Ha wu3gageHuTe I'IOTpe6VITeJ'ICKI/I KBaJ'IVI(bI/ILI,I/IpaHI/I yOooCToBeEpPEeHUA, 3a

OCTaTbKa OT rnepmnoaga Ha BannmaHoOCT Ha Te3n yO4OCTOBEepPEHNA.

9.12 BENEXKU U CbOBLWEHUA MEXAQY CTPAHUTE

CTtpaHuTe, nocoveHn B HacTosiwara [onutnka morat ga oCbLUEeCTBABAT KOMYHUKALNSA pasnnyHu
MeToan. HactosawmaT [OKYMEHT daBa Bb3MOXHOCT 3a OOMeH Ha uHdopMauusd ¢ nomouita Ha
0OMKHOBEHa nola, enekTpoHHa nowa, dakc, TenedoH, npe3 MOGUITHO NPUNOXEHNE N Ype3 MPEXKOBU
npotokonu (Hanpumep TCP/IP, HTTP) u T.H.

M3bopbT Ha cpegctBata Moxe pga Oboe wm3bpaH B 3aBMCMMOCT OT Tuna Ha
WHdopMaumaTa.

MHdopmaunsa 3a BCekM npobuB B CUTYPHOCTTA Ha 4aCTHUMTE KO4YOBE Ha
YpocTtoBepsiBawmTe opraHm TpsdbBa ga 6bae nybnukyBaHa Ha cavta Ha EBPOTPDBLCT, kodato we A

HanpaBu OOCTbMHA OT BCUYKN 3aNHTEPECOBAHN CTPaHW.

9.13 WU3MEHEHUA B ,NOJNINTUKATA TINPU TMNPEOOCTABAHE HA KBAIU®ULIMPUHO
YOOCTOBEPEHUE 3A ABTEHTUYHOCT HA YEECAUT“

NameHeHusTa B [MNonutukaTa Moxe Aa 6baaT pesyntaT oT HabnogaBaHU rpeLKM, akTyanmsaumm
N NPeanoXeHust OT 3acerHaTute cTpaHu. B cnyyalt Ha HegewcTBUTENHa knaysa OT TO3U OOKYMEHT,

BanuAHOCTTaA Ha Lienus JOKYMEHT ce 3amna3Ba U He ce HapyLliaBa gorosopa c MoTtpebutens.
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EBPOTPBLCT moxe ga npaBu pedakumoHHW MPOMEHW B TO3U LOKYMEHT, KOUTO He 3acsaraT
CbAbPXaHNETO Ha NpaBaTa 1 3agbJ/PKEHUATA B HETO.

MpomeHun, KoMTO BOOAT 4O HOBa Bepcusi/pefakuns Ha AOKyMeHTa ce nybnukysaT Ha MIHTepHeT
cTpaHuuata Ha EBPOTPBCT.

9.14 PELWABAHE HA CNNOPOBE

MpeomeT Ha cnopoBe mMoraT ga 6baaT e4MHCTBEHO HECHLOTBETCTBUSA UMM NPOTUBOPEUNSA MEXOY
CTpaHuTe, 06Bbp3aHN NOMeXay CU Ype3 cropasyMeHns, oTHacsALWmM ce Ao HacToswara MNonutuka.

CnopoBe nnu »xandu OTHOCHO M3Mon3BaHe Ha yaocToBepeHus, npegoctaBsHn ot EBPOTPBCT
Wwe O6baat pelwwaBaHn 4Ypes3 B Oyx Ha Aaobpa Bons. ckaHusaTta Tpsibea ga 6baaT HanpaBeHU B NMUCMEH
BuAg Ha agpeca Ha EBPOTPBCT:

“EBpoTpbCT TexHonbakuc” AL

Codums, 6yn. Llapurpaacko LWoce 101

buaHec ueHTLp "AKTHB", eT. 6

TenedoH, dakc: + 359 2 448 58 58

YKanbute we 6baart pasrnegaHu ot npaBHusa otgen Ha EBPOTPBLCT. »KanbonogatenaT we
nonyy4n OTroBOp B pamMkuTe Ha 2 paboTHM AHWM cried nonyyaBaHe Ha xanbarta. B cnyvai, ye He ce
Hamepu pelueHne Ha crnopa B pamkuTe Ha 30 OHM OT HayanoTo Ha npouedyparta no criopasymeHuve,

CTpaHuTe Mmorat a npegagart pewaBaHeTo Ha cnopa OT CbA.

9.15 MPUNOXUMO NMPABO

3a BCMYKM BBNPOCK, HeEypedeHW B HacCTOSWMA [OOKYMEHT ce npwunarat pasnopenbute Ha

ObNrapckoTo 3aKoOHOO4AaTENCTBO.

9.16 CBOTBETCTBUE C NMPUNOXUMOTO NMPABO

HacToswmsaT ooKkyMeHT e pa3paboTeH B CbOTBETCTBUE C HALMOHANHOTO 3aKOHOAATENCTBO.

9.17 [AOPYI PA3NOPEABU
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MonutukaTa He NOcoYBa HUKAKBY APYrv pasnopendv.

9.18 CBOTBETCTBUE CbC CTAHOAPTU U CTAHOAPTU3ALMOHHU OOKYMEHTMU:

» Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July
2014 on electronic identification and trust services for electronic transactions in the internal market and
repealing Directive 1999/93/EC .

» ETSI EN 319 401 V2.1.1 (2016-02); Electronic Signatures and Infrastructures (ESI); General
Policy Requirements for Trust Service Providers.

» ETSIEN 319 411-1 V1.1.1 (2016-02); Electronic Signatures and Infrastructures (ESI); Policy
and security requirements for Trust Service Providers issuing certificates; Part 1: General requirements .

» ETSIEN 319 412-1 V1.1.1 (2016-02); Electronic Signatures and Infrastructures (ESI);
Certificate Profiles; Part 1: Overview and common data structures.

» ETSIEN 319 412-2 V2.1.1 (2016-02); Electronic Signatures and Infrastructures (ESI);
Certificate Profiles; Part 2: Certificate profile for certificates issued to natural persons; (Replaces ETSI
TS 102 280).

» ETSIEN 319 412-3 V1.1.1 (2016-02); Electronic Signatures and Infrastructures (ESI);
Certificate Profiles; Part 3: Certificate profile for certificates issued to legal persons (Replaces ETSI TS
101 861).

» ETSIEN 319 412-4 V1.1.1 (2016-02); Electronic Signatures and Infrastructures (ESI);
Certificate Profiles; Part 4: Certificate profile for web site certificates.

» ETSI TS 119 312 V1.1.1 (2014-11); Electronic Signatures and Infrastructures (ESI);
Cryptographic Suites.

» MSZ/ISO/IEC 15408-2002 "Information Technology - Methods and Means of a Security -
Evaluation Criteria for IT Security" .

» ISO/IEC 19790:2012: "Information technology — Security techniques — Security requirements
for cryptographic modules".

» |ETF RFC 2560: X.509 Internet Public Key Infrastructure - Online Certificate Status Protocol
(OCSP), June 1999.

» |ETF RFC 3647: Internet X.509 Public Key Infrastructure - Certificate Policy and Certification
Practices Framework, November 2003.

» |ETF RFC 4043: Internet X.509 Public Key Infrastructure - Permanent Identifier, May 2005.

» |ETF RFC 5280: Internet X.509 Public Key Infrastructure - Certificate and Certificate
Revocation List (CRL) Profile, May 2008.

» |ETF RFC 6818: Updates to the Internet X.509 Public Key Infrastructure - Certificate and
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Certificate Revocation List (CRL) Profile, January 2013.

» |ETF RFC 6960: X.509 Internet Public Key Infrastructure - Online Certificate Status Protocol
(OCSP), June 2013.

» ITU X.509 Information technology - Open Systems Interconnection - The Directory: Publickey
and attribute certificate frameworks.

» CA/Browser Forum Baseline Requirements for the Issuance and Management of Publicly-
Trusted Certificates, v.1.3.0. CA/Browser Forum, https://cabforum.org/wp-content/uploads/CAB-Forum-
BR-1.3.0.pdf, 2015.

» FIPS PUB 140-2 (2001 May 25): Security Requirements for Cryptographic Modules.

» CEN Workgroup Agreement CWA 14167-2: Cryptographic module for CSP signing
operations with backup - Protection profile - CMCSOB PP.

PerMchMpaHe Ha U3MEHeHuATa

CrtpaHuua

BanugHo n3meHeHune
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