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1 BBbBEOEHUE

,[lonMTuKa npu npefocTaBsAHe Ha KBanUdUUMpaHO YAOOCTOBEpeHWe 3a aBTEHTUYHOCT Ha
yebcant“ (Monutnka/CP) e [OKyMeHT, KOMTO onucBa obwwuTe npasBuna M HOPMW npunaraHyu ot
.EBpOTpbCT TexHonbmkuc* AL (EBpoTpbCT) npu cb3gaBaHe, nNpoBepka W BanvaupaHe Ha
KBanuduumpaHm yOooCTOBEPEHMS 3@ aBTEHTUYHOCT Ha yebcanT, KakTo W TexHus obxBaT Ha
NPUAOXMNMOCT.

Ycnyrnte no ygocTtoBepsiBAHE Ha aBTEHTUYHOCT Ha yebcanmT, npeanaraHn ot EBpoTpbCrT,
ocurypsiBat cpeacTtBo, C KOETO BCeku noceTuten moxe Aa 6bae yBepeH, Ye 3ag yebcanta ctom peaneH
N NErMTUMEH CyDeKT.

Ycnyrnte no yooctoBepsiBaHE Ha aBTEHTMYHOCT Ha yebcalT, npednaraHn ot EBpoTpbCT, ca B
cvotBeTcTBUE ¢ PernameHT (EC) Ne 910/2014 Ha EBponenckusa napnameHT n Ha CbBeTa OT 23 tonu
2014 roguMHa OTHOCHO efnekTpoHHaTa uaeHTuduKaums 1 yoocToBEPUTENHUTE YCNYrM NpU enekTpoHHU
TpaHCakuMnm Ha BBTPELHUA nasap U 3a oTMsHa Ha [dupektmBa 1999/93/EO (PernameHt (EC) Ne
910/2014), wn3ncksaHusATa M Hacokute, kouto aasa CA/Browser Forum (https://cabforum.org/) n B
CbOTBETCTBME C NPUNOXMMOTO 3akoHogaTencTso B Penybnuka Bbnrapums.

MpohunbT Ha KBanMMUUUPaHO yAOCTOBEPEHNE 3a aBTEHTUYHOCT Ha yebcanT e onpegeneH B
HacTosALWMA OOKYMEHT Bb3 OCHOBa Ha u3unckBaHuata Ha CA/Browser Forum (Baseline requirements).
Toaun npochun MoXe Aa ce U3nonaea 3a yaoCTOBEPEHUS 3a lopUanNYeckn 1 omsmyecku nuua.

3a nsgaBaHe Ha KBanMuUUMpaHo yAOCTOBEPEHWE 3a aBTEHTUYHOCT Ha yebcant oT EBpOTpbCT
ce npunarat npouenypu, ocurypsisaliyn BUCOKO HMBO Ha HaOEeXOHOCT U CUTYPHOCT Ha ygocToBepeHaTta
WHopmaums, naeHTuduumpalla Notpedbutenure.

OTHoweHuATa mexay EBpoTpbeT m [NoTpebutena ce ypexaaT C OOroBOp 3a KBanuduumpaHu
YAOCTOBEPUTENHN YCIyrn.

LleHnTe Ha ygocToBepeHusiTa 3a aBTEHTUYHOCT Ha yebcalT ce cbabpxaT B AOKyMeHTa , Tapuda
3a NpefocTaBsHN yOOCTOBEPUTENHU, MH(OPMALNOHHKW, KpUnTOorpad)cku M KOHCYMATAHTCKU ycnyru“ Ha

EBpOTp'bCT, OOCTbIlMHa Ha CTpaHuMuaTa Ha EBpOTp'bCT B MUHTEPHET.

11 NPErNEN

HdokymeHTbT llonuTMka npu npegoctaBsHe Ha  KBanuduuupaHo yOocToBepeHue  3a
aBTEHTMYHOCT Ha yebcanT* ce oTHacsa 3a kBanuuumpaHu yooCTOBEPEHUs, nsganeHn ot EBpoTpbCrT,
kakTo e onpegeneHo B PernameHT (EC) Ne 910/2014 .

HacToswmsaT JOKYMEHT e CTPyKTypypaH B CbOTBETCTBME C pamKaTa, onpeaeneHa B npenopbkaTa
IETF RFC 3647 ,Internet X.509 Public Key Infrastructure Certificate Policy and Certification Practices

Framework".
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MonuTnkata e cbobpaseHa CbC CneaHnTe AOKYMEHTU:

» ETSI EN 319 411-2 v2.1.1 ,Policy and security requirements for Trust Service Providers
issuing certificates. Requirements for trust service providers issuing EU qualified certificates®;

» ETSI EN 319 401: ,Electronic Signatures and Infrastructures (ESI); General Policy
Requirements for Trust Service Providers";

» ETSI EN 319 412-1: ,Electronic Signatures and Infrastructures (ESI); Certificate Profiles; Part
1: Overview and common data structures”;

» ETSI EN 319 412-4: ,Electronic Signatures and Infrastructures (ESI); Certificate Profiles; Part
4: Certificate profile for web site certificates®;

» ETSI EN 319 412-5: ,Electronic Signatures and Infrastructures (ESI); Certificate Profiles; Part
5: QCStatements”;

» ETSI TS 101 456: ,Electronic Signatures and Infrastructures (ESI); Policy requirements for
certification authorities issuing qualified certificates”;

» ETSI TS 119 495: ,Electronic Signatures and Infrastructures (ESI); Sector Specific
Requirements; Qualified Certificate Profiles and TSP Policy Requirements under the payment services
Directive (EU) 2015/2366*;

> IOWPEKTUMBA (EC) 2015/2366 HA EBPOIMEMCKMA MAPNAMEHT U HA CBLBETA ot 25
HoemBpy 2015 roguHa 3a nnaTexHUTe YCnyrn BbB BbTPELUHMSA Masap, 3a U3MEHeHMe Ha OUPEKTUBU
2002/65/EO, 2009/110/EO n 2013/36/EC n PernameHTt (EC) Ne 1093/2010 n 3a oTmMsaHa Ha [upekTuBa
2007/64/EQ.

Monutukata e nybnuyeH OOKyMeHT. Tonm Moxe Aa Obae NPOMEHsH MO BCSKO BpeMe OT
EBpOTPBCT 1 BCsika HOBa pefakumsa ce cbobliaBa Ha 3aMHTepecoBaHUTE nuua, kKato ce nybnukyBa Ha

WHTEepHeT-CTpaHunuaTa Ha EBpoTpbCeT: https://www.evrotrust.com.

1.2 WME U WOEHTUO®UKALUA HA OOKYMEHTA

HacToawmar OoKyMeHT € C NbfHO HaummeHoBaHwe llonuTuka npu npegocTaBsHeE Ha
KBanuduumpaHo yaoCToBepeHME 3a aBTEHTUYHOCT Ha yebcanT” ot ,EBpoTpbeT TexHonbaxuc* A.

KakTo e onucaHo B npenoptka IETF RFC 3647, yaoctoBepeHusTa BkovBaT MaeHTudmkaTop Ha
nonuTuka, KOWTO MOXe pfa ce wu3nons3sa oT [loBepsBawute ce CTpaHM 3a onpegensHe Ha
AOCTOBEPHOCTTa M BanugHoOCTTa Ha onpeaeneHo npuroXxeHue.

NoeHtndpmkatopbT Ha [lonutukata 3a BanuauMpaHe Ha yOOCTOBEpPEHUA Ha  [OOMenH
(DVCP/Domain Validation Certificate Policy) e c¢ 0OID=1.3.6.1.4.1.47272.2.4.1 n cbOoTBeECTBa Ha

nonutuka itu-t(0) identified-organization(4) etsi(0) other-certificate-policies(2042) policy-identifiers(1)
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dvcp (6), c OID=0.4.0.2042.1.6 .

YnoctosepeHudara DV, ¢ nonutuka NCP+ (Extended Normalized Certificate Policy) naucksalia
CUrYpHO NOTPEBUTENCKO YCTPOMCTBO, Ce n3gaear crieq noTBbpxaeHne ot EBpoTpbLCT, e n3non3saHeTo
Ha gomernHa oT cobCTBEHMKa e YCTaHOBEHO. ToBa ce npaBu OT YAOCTOBepsBaliMs OpraH, KOWTO
n3npaila 3anutBaHe no Mmenn Ao cobCTBeHWKa Ha gOMerHa 3a nonbfiBaHe Ha 6GasaTa OT AaHHU C
HeobxoaumaTta uWHgopmaums. Cnea kato COOGCTBEHMKBT OTFOBOPWU, Ce M3daBa yOOCTOBEPEHUETO.
YpoctoBepsiBalmsl opraH MOXe da npoBefe AOMbSIHUTENHM MPOBEPKM 3a Aa cBede OO0 MWHMMYM

n3MmamMmuTe nNpu n3gaBaHe Ha yaoCtoBepeHNETO. y,D,OCTOBepeHMGTO CbAbpXa CaMO MMETO Ha OOMenHa.

UaoeHTuukatopsbT Ha MNonutukata 3a BanuaupaHe Ha yoocToBepeHus Ha opraHmsaumm (OVCP/
Organizational Validation Certificate Policy) e ¢ OID=1.3.6.1.4.1.47272.2.4.2 »n CbOTBETCTBA Ha
nonutuka itu-t(0) identified-organization(4) etsi(0) other-certificate-policies(2042) policy-identifiers(1)
ovep (7), c OID=0.4.0.2042.1.7.

3a ypocTtoBepenusa OV, ¢ nonutmka NCP+ (Extended Normalized Certificate Policy) naunckeaiua
CUIrypHO NOTpebutencko ycTponcTeo, Y40OCTOBEpPSBaLLMS opraH Tpsabsa ga npoBepy U NOTBbPAM UMETO
Ha bmpmaTa/lopnanyeckoTo nuue, UMeTo Ha AOMEeNHa, KakTo 1 gpyra nHdopmaumns, Ypes n3nonsBaHeTo
Ha ny6nuyHn 6a3m gaHHW. YOocToBepsBaLmsa OpraH, CbLo MOXe Aa U3nonssa AOMbSIHUTENHN MeToau
3a npoBepka Ha MHopMauuATa, 3a Aa NoTBbPAU AOCTOBEPHOCTTA Ha BKMOYEeHaTa B Y4OCTOBEPEHMETO
nHopmaumsa. MsgageHoTo yaocToBepeHne TpsbBa fa CcbAbpXa UMETO Ha dupmata U UMETO Ha
AOMeWHa, 3a KOWTO e u3gafdeHo ygoctoBepeHueTo. [lopagn Tesn AONbAHUTENHUM MNPOBEPKM, TOBa
YAOCTOBEPEHNE ce npenopbyBa fa ce U3nonsea fnpu TpaH3akuun B eNeKTpoHHATa TbProBus, Tbil KaTo

ocurypsia Ha MoTpebutenuTte gonbnHUTENHA MHOPMaLUs 3a GusHeca.

Hactoawmar [okymMeHT onpegend uAaeHTUUMKaATOp Ha nonuvtvka Ha  KBanuduuyupaHu
yooctoBepeHuss 3a yebcant QCP-w. Tasu nonuTuka npeanara BUCOKO HMBO HA CUINYPHOCT U

HageXaHoCT, Konto ca onpegenexHn B PernamenT (EC) Ne 910/2014.

Ha Bcaka OT nonutuknte, B CbLOTBETCTBME C KOUTO Ce€ Wu3daeaT KBanuuumpaHute
yaoctoBepeHust oT EBpoTpbCT ce npuceosiBa ngeHtudukatop Ha obekt (OID — Object Identifier).

CTonHOCTUTE Ha uaeHTMdUKaTopuTe Ha 0bekTn ca:

Keanudmumpana ycnyra NpeHTtudmkatop Ha ob6ekT (OID)

) ) N 1.3.6.1.4.1.47272.2.4.1
Evrotrust SSL Domain Validated Certificate
(cvoTtBeTcTBa Ha nonutnka ¢ OID=0.4.0.2042.1.6)
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1.3.6.1.4.1.47272.2.4.2
(cvoTBeTcTBa Ha nonutuka ¢ OID=0.4.0.2042.1.7)
1.3.6.1.4.1.47272.2.5

Evrotrust SSL Organization Validated Certificate

Evrotrust SSL EV Certificate
(cvoTBeTCcTBa Ha nonutuka ¢ OID=0.4.0.2042.1.4)

1.3.6.1.4.1.47272.2.5.1

(cvoTBeTcTBa Ha nonutuka ¢ OID=0.4.0.2042.1.4)

Evrotrust SSL PSD2 Certificate

1.3  YYACTHUUU B UHOPACTPYKTYPATA HA EBPOTPBCT

EBpoOTpBbCT KaTo KBanudumumMpaH JOCTaBYMK HA YOOCTOBEPUTENHU YCyrn NpeaocTaBsa yenyrn no
reHepupaHe W ynpaBneHue (cnvpaHe, Bb30OOHOBABaAHE W npekpaTsBaHe) Ha KeanuduumpaHu
YyAOCTOBEPEHUss 3a aBTEHTUYHOCT Ha YyebcawTt, u4pe3 YaoctoBeputeneH opraH ,Evrotrust RSA
Operational CA* n ycnyrm no uaeHTudmkaumsa M ycTaHOBSABaHe Ha camonuyHocT Ha [loTpebutenn
(cbmsmyeckun u topuandeckn nuua), ypes Pernctpupawms oprad. pyrn yyactHMUM B nHGpacTpykTypaTa

Ha EBpoTpbcT ca MNoTpebutenu n [loBepsiBallm ce CTpaHu.

1.3.1 YOOCTOBEPABALLU OPIrAHU
1.3.1.1 BA3OB YOOCTOBEPABALL OPIAH (,EVROTRUST RSA ROOT CA®)

.Evrotrust RSA Root CA® usgaBa kBanuduuupaHu enekTPoHHM YOOCTOBEPEHUS, KOUTO ca
NepapxMyHO 3aBUCUMM B MHAPACTPYKTYPHO OTHOWEHWe B JdomenHa Ha EBpoTpbecT. BasoBoto
yooctoBepeHne Ha EBpoTpbCT e camousgageHo u camonognucaHo ¢ 6asoBMs YacTeH K4 Ha
EBpoTpbceT. C 6a3oBuMs YacTeH knod EBPOTPBLCT NoAnMCcBa YAOCTOBEPEHUS 3a MyONMYHK KIoYoBE Ha

CBOWM onepaTtnuBHA yD,OCTOBepﬂBaLLI,M OopraHu.

1.3.1.2 ONEPATUBEH YOOCTOBEPABALL OPT'AH (,,EVROTRUST RSA OPERATIONAL CA¥)

.Evrotrust RSA Operational CA“ e ygocTtoBepsiBal, opraH, KOMTO u3gaBa KeBanuduuupaHu

YLO,OCTOBEPEHMS 3@ aBTEHTUYHOCT Ha yebcalT, KOUTOo ce ynpaBnaBaT OT HacTosiwaTta Monutuka.

1.3.2 PErMCTPUPALL OPIrAH

PernctpupawmaTt opraH e obocobeHa cTpykTypa Ha EBpoOTpbCT, HO MOXe da ©6bae M BbHLUHO
lopUaMYEeCKO nuue, Ha KoeTo EBpOTPBCT Bb3nara OCbLIECTBABAHE HaA YCMyrn no perncrpaums,
naeHTnrKauns n ycTtaHoBsiBaHe Ha CaMONMYHOCT Ha NMoTpebutenn Ha EBpOTpBCT.

MHdopmaums 3a KOHTakT ¢ Pernctpupalims opradH Ha EBpOTPBCT € Ha pa3nosiokeHne Ha canTta
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Ha EBPOTPBLCT B MHTEPHET.
lpouyedypama e onucaHa e OokymeHma ,[lpakmuka rpu npedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

ycnyau*

1.3.3 NOTPEBUTENU

MoTpebuten moxe Aa Gbae BCSAKO PU3MHECKO MMM HOPUMOUYECKO NMue, KOETO MMa CKIoYeH
nMcMeH gorosBop ¢ EBpOTpbCT 3a u3gaBaHe M ynpaeneHve Ha kBanuduuMpaHO yooCTOBEpPEHME 3a
aBTEHTUYHOCT Ha yebcanrT.

Korato TOBa € npakTU4eckM OCBbLIECTBMMO, NPEOOCTaBSHUTE YOOCTOBEPUTENHU YCIyrn U

n3nonaBaHUTe Npu NpegocTaBAHETO HaA TE3U YCIyrn NpoayKTu ca AOCTbMHU U 3a XOpa C yBpeXaaHua.

1.3.4 [OOBEPABALLN CE CTPAHU

[loBepsiBalla ce CcTpaHa € (W3NYECKO WNW PUAMYECKO TWUE, KOeTo pasyMTa Ha
KBannuUUMpaHO yOOCTOBEPEHWE 3a aBTEHTUMYHOCT Ha yeGcaiT, M3gageHo OT MHdpacTpykTypaTta Ha

EBpoTpbCT.

1.3.5 APYIr'n YYACTHULUMU
1.3.5.1 OPrAHU 3A BAJIMOUPAHE

Mpouedypama e onucaHa e OokymeHma ,[Mpakmuka npu npedocmassiHe Ha KeanuguyupaHu ydocmosepumesnHu

yecnyau®

14  YNOTPEBA HA KBAIIM®ULIMPAHU YOLOCTOBEPEHUA

MpunoxumocTTa Ha KBanuULMpaHo yaOCTOBEPEHNE 3a aBTEHTUYHOCT Ha yeGcanT ce onpeaens
OCHOBHO OT ONMWcaHUTE CTOMHOCTM Ha aTpubyTuTe, CbAbpXKallM ce B YAOCTOBEPEHWETO, KOMTO ca
onpeaeneHy ot EBpoTpbCT. YAOCTOBEPEHUsITA MOraT CbLUO Aa CbAbpKaT AOMbIHUTENHU OrpaHUYeHUs

onpeaeneHn oT HacTosiwaTta MNonuTtuka.
14.1 NMPENOPBYUTENEH OUANA3O0OH HA NMPUNOXUMOCT
YacTHuUTe KNYoBe, NpUHAANeXallM Ha KBanuduumpaHo yOOCTOBEPEHWE 3a aBTEHTUYHOCT Ha

yebcanT Ha KpanHu [MoTpebutenn, nsgageHn ot EBpOTpLCT M OCHOBaHM Ha Hactodwarta lMonutuka,

MOXe Oa ce n3non3eaTt eanHCTBeHO 3a yaoCcTtoBepsBaHeE Ha ye6cal7|T.
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142 3ABPAHA 3A YNOTPEBA HA KBAJINOULIMPAHU YOOOCTOBEPEHUSA

YnoTtpebaTta Ha kBanuduumMpaHM yooCTOBEPEHMS 3@ aBTEHTMYHOCT Ha yebcanT, nsgageHu ot
EBpOTpPBLCT B CbOTBETCTBME C HacToswaTta [MonuTuka, Kakto 1 Ha YaCcTHUTE KIYoBe, NpUHaanexaium
KbM Te3u ygoCTOBepeHUs e 3abpaHeHo e Aa ce U3Non3ear 3a ApYrv Lenu, OCBEH 3a YAOCTOBepsiBaHe Ha
yebcanr.

KeBanuduumpaHm ygoctoBepeHusi, nsgageHn B CbOTBETCTBME C HacToswarta lNonutuka He moraT

Aa 6bOaT M3non3BaHn 3a He3akoHOCHLOOpasHu Lienu.

1.5 YNPABJIEHUE HA NOJINTUKATA
15.1 OPrAHU3AUMNUA, YNPABIABALLA NMOJINTUKATA

EBpoTpbCT OTroBaps 3a ynpaeneHMeTo Ha HacToswaTa MNonuTuka.

Bcsika Bepcusa Ha [MNonuTmkata e B cuna A0 MOMeHTa Ha ogobpeHve u nyGnukyBaHe Ha HoBa
Bepcus. Besika HoBa Bepcusi ce pa3paboTBa OT cryxuTenu Ha EBpoTpbeT 1 cnea ogobpeHne ot CbBeTa
Ha OupekTopuTe Ha EBpoTpbCT ce nyGnukyea.

MoTpebutenuTe ca ONbXHU Aa ce cbobpassiBaT caMo ¢ BanvaHaTta Bepcusi Ha MonutukaTta Kbm

MOMEHTa Ha nons3saHe Ha yCrnyrute Ha EBpOTp'bCT.

1.5.2 JIULUE 3A KOHTAKT

KOHTakTHOTO nuMue 3a ynpaBneHue Ha [okymeHTa [lonuTvka npu npegocTtaBsiHe Ha
KBanuduumpaHo yOOCTOBEPEHME 3a aBTEHTUMYHOCT Ha yebcanTt” ot ,EBpoTpbCcT TexHonmbmpxkuc’ AL e
M3nbnHUTENHUA ANPEKTOP Ha EBPOTPBCT.

HdonbnHuTenHa nHdopmaumsa moxe ga 6bae nonyyeHa Ha cnegHus agpec:

,EBPOTPBCT TexHonbmkmc” Al

Codmsa, 6yn. ,Lapurpagcko LLoce® Ne 101
busHec ueHTbp ,AKTUB®, eT. 6
TenedoH, dakc: + 359 2 448 58 58
Email: office@evrotrust.com

153 JWULUE U OPTAHU3ALIUA, OTTOBOPHU 3A NMPABUITHOCTTA HA NMOJIMTUKATA U
NMPAKTUKATA

EBpOTp'bCT, KonTo nspaea ,lonutuka npu npenocrtaBdHe Ha KBaJ'II/ICbVILI,VIpaHI/I YOOCTOBEPEHUA 3a

adBTEHTUYHOCT Ha ye6ca|7|T“ € OTroBopeH 3a CbOTBETCTBUETO nc ,,npaKTVIKa npu npepgocrtaBdHe Ha
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KBanuduumpaHm yaocToBepuUTENHN yCryrn®, Kakto 1 3a NpegocTaBsiHe Ha YAOCTOBepUTENHaTa ycnyra B
CbOTBETCTBUE C pasnopeabute, KOUTO Ce CbAbPXKAT B HACTOALLMSA JOKYMEHT.

Monutukata u lNpaktukata ca nyonukyBaHu B [ly6nuuHma permctbp Ha EBpoOTpBCT M ca Ha
pasnonoxeHne Ha [lloTpebutenu u [oBepsiBawm ce cTpaHu 6e3 npekbcBaHe (24/7/365) Ha apgpec:

https://www.evrotrust.com.

154 NPOLUEAOYPU 3A OOOBPEHUE HA NMPAKTUKATA

L 1paKkTMKka npu npegocraBsHe Ha kBanuduuupaHu ygoctoseputenHu ycnyrn (CPS) Bkntousa
npoueaypvTe Npu NpegocTaBsHE Ha KBanuuumMpaHn yaoCcTOBEPEHMS 3a aBTEHTUYHOCT Ha yebcanr.

Bcsaka Bepcus Ha [MpakTuka npu npegoctaBsaHe Ha KBanvduunpaHm yaoCcToBEpPUTENHN ycryrn“ e
B cuna (Mma akTyanHo CbCTOsSIHME) 0O MOMEHTa Ha ogobpeHue u nNybnvkyBaHe Ha HOBa Bepcus. Beska
HoBa Bepcusi ce paspaborBa OT cnyxkutenu Ha EBpoTpbcT M cneg ogobpeHne oT CbhbBeTa Ha

AvpekTopute Ha EBpoTpbCT, ce nybnvkyBa.
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1.6  ONPEAENEHUA U CBbKPALLEHUA
1.6.1 OMNPEOENEHWUA

Cyb6ekT (Subject) — B cnyyan Ha ygocToBepsiBaHe Ha aBTEHTMYHOCT Ha yebcant, ToBa e yeb
CbpBBP, KONTO ce naeHTuduumnpa ¢ ume Ha gomenH nunu IP agpec;

HaHHu 3a npeHTUdMKauma Ha nuua - o3HayaBa Habop OT JaHHW, KOUTO NO3BONsBaT Aa ce
YyCTaHOBWU CaMOJSIMYHOCTTa Ha (PM3MYECKO MUK OPUONYECKO NULE;

HdocTtaBuMK Ha KBanudumuupaHu yAOCTOBEPUTESNIHU YCIYrM - O3HayaBa [JOCTaBYMK Ha
YAOCTOBEPUTENHN YCIyru, KOWTO MNPedocTaBa edHa unv nosede kBanuduumpaHu yaoCTOBEPUTESTHU
YyCNyru u e nonyyun keanuuumpaHns cu cTaTtyT OT HaA30pEH OpraH;

KBanudurumpaHo ynoctoBepeHme 3a aBTEHTUYHOCT Ha yebcaWlT - 03Ha4yaBa yaoCTOBEpeEHUe
3a aBTEHTUYHOCT Ha yebcanT, KOeTo ce m3gaBa OT OOCTaBYMK Ha KBanuduumpaHu yooCTOBEPUTENHU
yCnyru n otroBaps Ha nancksaHuaTta, npeasuaeHn B PernameHt (EC) Ne 910/2014;

YpnoctoBepuTerniHa ycnyra - 03HayaBa enekTpoHHa ycnyra, obMKHOBEHO NpeaocTaBsHa cpeLuy
Bb3HarpaxaeHne, KOATO Ce CbCTOM BbB: Cb3[aBaHETO, NpoBepKata W BanuauMpaHeTO Ha ereKTPOHHU
NOANUCK, ENEKTPOHHM NeYaTn U eneKkTPoOHHU BpeMEBU NevaTtu, YCnyri 3a enekTpoHHa npenopbyaHa
nowia, KakTo W YOOCTOBEPEHMS, CBbP3aHW C Te3n YCNyru; WnuM Ccb3gaBaHeTo, npoBepkaTta U
BanuMaupaHeTo Ha yAOCTOBEPEHUS 3a aBTEHTMYHOCT Ha yebcanT; nnum CbXxpaHsBaHETO Ha eneKTPOHHM
noAanucu, nevaTtu unm yaoCcToBEPEHWS, CBbP3aHN C TE3N YCNyri;

KBanuduumpaHa ypoctoBepuTenHa ycnyra - O3HayaBa YAOCTOBEpUTErNHa Ycnyra, KOSTO
OTroBaps Ha NPUNOXUMUTE N3NCKBaHus, onpegenexHu B PernameHTt (EC) Ne910/2014;

HoBepsBawa ce ctpaHa (Relying Parties) - domsmyeckn unm opManyeckn nuua, Kakto u nuua
OT ObpXaBHMS, OOLWECTBEH W MONMUTUYECKM CEKTOP, KOUTO Ca agpecatn Ha eNeKTPOHHW WU3SBMEHUS.
[loBepsiBallaTa ce cTpaHa pa3yuTa Ha Y4OCTOBepuUTEnHa ycnyra;

OpraH 3a opoGpeHue Ha [Monutuka (Policy Approval Authority/PAA) — OpraH,
ynbnHOMOLLEH Aa oaobpu, Habnogasa n nogabpxa YaoctoeputenHarta MNonuTuka;

OpraH 3a oueHsiIBaHe Ha cbOTBETCTBMETO - OpraH, KOMTO € akpeaMTUpaH B CbOTBETCTBME CbC
PernameHnt (EQO) Ne 765/2008 kaTo KOMMeTeHTEeH [a M3BbpLUBA OLEHsIBAaHE Ha CbOTBETCTBMETO Ha
AOCTaBYMK Ha KBanuduuUMpaHu yoOCTOBEPUTENHUM YCNyrM U Ha NpefocTaBsHWUTE OT TO3WM AO0CTaBYMK
KBanuduumpaHm yaoCcToBepuTenHu ycnyru;

Mpaktuka (CPS) — ,[NpakTtnka npu npegocTaBsaHe Ha KBanuduumpaHm ygocToBEpUTENHM yeryrn®
e [OOKYMEeHT, CbAbpall MpaBuia OTHOCHO W3daBaHe, CnupaHe, Bb30OHOBABAHE W MNpekpaTsaBaHe
OENCTBMETO Ha YAOCTOBEpEeHWsTa, KakTo W YycrnoBusTa 3a npedocTaBaHEeTO Ha JocTbh 4o
YAOCTOBEPEHUATA,;

CnucbK cbc cnpeHu u npekpateHun ygoctoBepeHus (CRL/Certificate Revocation List) —

CnucobkbT CbAbpXa yaoCTtoBepeHnd, KOUTO Be4e HE MOXe fia ce cHUTaT 3a BarngHwu. CRL e nognucaH ¢
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ereKTPOHHUA MOANUC Ha YA0CTOBEPABALLUA OpraH;

CurypHO nNOTPEOMUTENCKO YCTPOWCTBO — YCTPOWCTBO, KOETO AbPXM YaCTEHUS KN4 Ha
MoTpebuTens, 3awmntaBa TO3M KIMOY OT KOMNPOMUTUPAHE M U3BbLPLLBA NOAMUCBAHE UMW AeKpunTupaHe
OT umeTo Ha lNMoTpebutens;

YacTeH kno4 — HM3 OT cMmBONM, KOMTO Ce M3Mnon3sa B anroputbM 3a npeobpasyBaHe Ha
NHopMaumsa oT pasbupaem B LWndpupaH BUA (KpUnTupaH) nnu obpaTHo — oT wndpupaH B pasbrpaem
BUA (OekpunTupaxe);

My6nuyeH knoy — EQUHNAT OT ABOKKa KNtovoBe, U3MNoM3BaH B acMMeTpU4Ha KpuntocucTema,
KOWTO € JOCTBIMEH U MOXe [a Ce U3non3sa 3a NpoBepKa Ha enekTpPoHeH noanuc/neyar;

My6nuyeH pernctbp/XpaHunuuwe - XpaHunvie 3a AaHHW, CbOAbPXKALO M BCUYKU U3OaaeHu,
CrpeHn, npekpaTteHn U Bb3CTAaHOBEHW YOOCTOBEPeHUs. YOOCTOBEPEHUsiTa Ca Ha pasnornioXeHue Ha

Motpebutenute n [JoBepsiBaly ce CTpaHu.

1.6.2 CBbKPALLEHUA

CA (Certification Authority) - YoocTtoBepsiBalyl, opraH;

CP (Certificate Policy) - Nonutnka npu npegocTaBsiHe Ha KBanuduuMpaHO yOoOCTOBEPEHME 3a
aBTEHTUYHOCT Ha yebcanrT;

CPS (Certification Practice Statement) - Npaktuka npy NpefocTaBsHE Ha KBanuduumpaHu
YAOCTOBEPUTENHUN YCIyru;

CRL (Certificate Revocation List) - Cnucbk CbC CNpeHn 1 NnpekpaTeHn yagoCTOBEPEHNS;

HSM (Hardware Security Module) - XapayepeH kpuntorpadyckm Moayn;

Issuer — N3patern;

LDAP (Lightweight Directory Access Protocol) - [poTokon 3a onpocTeH OOCTbMN OO PErucTbp;

OID (Object Identifier) - MoeHTudunkaTop Ha cyOekxT;

PKI (Public Key Infrastructure) - MHdpacTpykTypa Ha NyGrMYHUSA KIHOY - CbBKYMHOCTTa OT
xapayepa, codpTyepa, nepcoHana, AOKymeHTauuaTa B EBpOTpbCT 3a cb3gaBaHe,  M3MNon3BaHe,
yrnpasneHue 1 NnpoBepka Ha n3gaBaHu YOOCTOBEPEHUS 3a eNEKTPOHHM nognucu/neyaTw;

PSD2 (Payment Services Directive 2) - ,JUPEKTVBA (EC) 2015/2366 HA EBPOMENCKNA
MAPJTAMEHT N HA CBbBETA ot 25 HoemBpu 2015 rognHa 3a nnaTtexHuTe ycrnyrm BbB BbTPeLUHUA
nasap, 3a uaMmeHeHue Ha gupektusn 2002/65/EO, 2009/110/EO n 2013/36/EC n PernameHTt (EC) Ne
1093/2010 n 3a otmaHa Ha OupekTtuea 2007/64/EQ*,

PSP (Payment Service Provider) - JocTaB4YuK Ha nnaTexHa ycnyra;

RA (Registration Authority) - Pernctpupaty opraH;

SSL (Secure Socket Layer) - CurypeH kaHan 3a npefaBaHe Ha JaHHW;

OCSP (Online Certificate Status Protocol) - NpoTokon 3a oHnanH NpoBepka Ha cTaTtyca Ha
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yaoocTtoBepeHue;

TSP (Trust Service Provider) — [locTaBuvK Ha yOOCTOBEPUTESTHU YCIYTN.

2 OTroBOPHOCT 3A NMYBJINKYBAHE U XPAHUJTULLIE
2.1  XPAHUNULLE

My6nuyHmaT pernctbp Ha EBpOTPBLCT npeacTaBnsiBa XpaHWnuLE, B KOETO ca pasnosiokeHu
aKTyanHu WM NpeguHN BepCcuMM Ha eneKkTPOHHU [OKYMEHTW, B TOBa YMCMO akTyanHu Bepcun Ha
,[1ONMTUKa Npu NpegocTaBsHe Ha KBanMdUUMpaHO YOOCTOBEPEHME 3a YOOCTOBEpPsiBaHe Ha yebcanT” n
.[1pakTMka npuv npegocTtaBsHe Ha KBanuduUuUMpaHu YAOCTOBEPUTENHW ycnyrv“, npegHasHavyeHu 3a
MoTpebutenute, yaocToBepeHUs Ha YpOoctoBepsiBaliy opraHu, [loTpebutenckn yaocTtoBepeHus,
Cnucbum cbe cnpeln n npekpateHn yaoctoBepernns (CRL) n gpyra nHdopmaums.

XpaHnnuuwieTo ce ynpaensiBa U KOHTponupa oT EBpOTPHCT.

Bcuukm notpebutenu v goBepsBalM ce CTpaHM UMAT MNOCTOSHEH [OCTbN A0 usanarta

WMHopMaLMs B XpaHMNMLLETO Ha agpec: https://www.evrotrust.com.

2.2  WHOOPMALUUA, NYBJIMKYBAHA OT EBPOTPBCT

M3ganeHnTte kBanuduumpaHn yooCcToBEpPEHUs Cce CbxpaHsaBaT B 6asza gaHHM Ha EBpoTpbCT.
[ocTbn oo Te3n yooCTOBEPEHMS MOXE Aa Ce OCblUecTBsABa Mo oHnarH (online) NpoTokon 3a npoBepka
Ha cTaTyca Ha usgageHuTe yaoctoBepeHus B peanHo Bpeme OCSP (Online Certificate Status Protocol).

3a oHNnarH npoBepKka Ha OaHHU OT perucTbpa € HeobXxoOuMO WM3MOM3BaHETO Ha MOoAXOAsL
codpTyep (OCSP-KknuneHT) nnmn AocTbn Npe3 MHTEPHET CTpaHuuaTa Ha 4OoCTaBymKa.

MpoBepka Ha wm3gageHn KeBanuUUUMPaHW YOOCTOBEPEHUS MOXe Oa Obae HanpaBeHa M B
Cnucbka cbC cnipeHn n npekpateHn ygoctoseperus (CRL), konto ce nybnukyBa Ha cTpaHuuata Ha

EBpPOTPBLCT B UHTEPHET U Ce OCbBpPEeMeHsIBa Ha Bcekn 3 (Tpu) yaca Unm no-4ecTo.

2.3 YECTOTA HA NYBJINKYBAHE

NokymeHTauuaTa, Bknousawa Monutuka u lMpakTuka Npu nNpenocTaBsHE Ha KBanvuduumupaHu
YOOCTOBEPUTENIHU  YCInyru, cropasyMeHusi, obpasuu, pbkoBoACTBA 3a paboTa C  enekTpoHeH
nognuc/neyat, Ooknagu oT oauTU U Ap., u3gadeHa oT EBpoTpbCT, ce nybnvkyBa Ha cTpaHuuata Ha
EBpPOTPBCT B MHTEPHET He3abaBHO Mpu BCAKA aKTyanusaums.

OnepaTVBHUTE YOOCTOBEPEHUS Ha YOocToBepsiBalMs opraH ce nyGnukyBaT He3aGaBHO Npw
BCSIKO M3[laBaHe Ha HOBW YOOCTOBEPEHMS.

AkTyanusaumss Ha nyonuyHus Peructbp C u3gageHuTe noTpedbuTencku KeanvduuupaHu
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YAOCTOBEPEHNS Ce OCbllecTBABA aBTOMATUMYHO UK He3abaBHO crieg nybnukyBaHe Ha  BCSIKO
HOBOM34aAeHO BanuaHoO yaoCTOBEpPEHME.

AkTyanusauma Ha Tekywms ChnuMcbk CbC CrlpeHn u npekpateHn ypoctoBepeHus (CRL) ce
OCbLUECTBsIBA aBTOMATMYHO Ha He noBe4vye oOT 3 (Tpu) 4aca wnuM HeszabaBHO creg OTMSAHA UMK

cnupaHe/Bb306HOBSABaHe Ha BanuaHoO yooCTOBEPEHME.

2.4  OOCTBN OO0 NYBNUKALMA

EBpOTpPBLCT npegnara AMPEKTOPUAHM YCyrn 3a MHopMaUmsTa CbXpaHsBaHa B XPaHWUULLETO
(ny6rimyHua pernctsp), kato ocurypsesa HTTP/HTTPS n OCSP 6asupaH gocTbn.

JocTbnbT OO MHOpMauuaTa B XpaHUIULLETO He ce orpaHudaBa OT EBpPOTPBLCT, OCBEH MO
nckaHe Ha [loTpebutens m camo NO OTHOLWEHME Ha HEroBO BanuMAHO M3dadeHo KBanuduuupaHo
YyAOCTOBEPEHNE.

MHdopmauuata, nybnukyBaHa B XpaHWNUWETO Ha EBpPOTpbLCT, € [AOCTbNHA MOCTOSIHHO

(24/7/365), ocBeH B crniy4anTe Ha CbOMTUSA, N3BBH KOHTPONa Ha EBpoTpbCT.

3 WAEHTUPUKALMNA N YCTAHOBABAHE HA CAMOJIMHHOCT

lpoyedypama e onucaHa 6 dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuyupaHu ydocmosepumerHu

yecnyau®.

3.1 MMEHA

M3nckBaHuaTa 3a gaHHUTE, BKIOYEHU B U30aAEHUTE YOOCTOBEPEHMS 3a KpalHK noTpebuTtenu ca
B CbOTBETCTBME C HacTosiwaTa lNonutuka.

MocoyeHnte wnpeHTUUKaTopu Ha usgatensa (,Issuer’) m cybekta (,Subject’) s3anucaHu B
OCHOBHMTE MOJSieTa Ha YAOCTOBEPEHNETO TpsibBa Aa cboTBeTCTBAT Ha npenopbkute RCF 5280 [20] n
RFC 6818 [21] u oa n3nbnHABaT U3MCKBaHMATA 3a cneumduyHn popmaT Ha UMeHa.

MmeTo n gpyrute unHguBmgyanuavpawim 6enesm Ha u3nMdeckoTo MM IpUOMYEcKo nuue B
CbOTBETHUTE MoreTa 3a BCEKM TuN yaoctoBepeHne ca B cbotBeTcTBMe ¢ DN (,Distinguished Name®),
dopmMmpalLo ce cbobpasHo ctaHgapTa X.500 n X.520.

EBpoTpbCT MOXe fa usgaBa kBanuduumpaHo yaoCTOBEpPeHUe KaTto M3nonassa nceBaoHUM 3a fa
nmeHyBa (M3n4ecko nmue camo cnepg kato Pernctpupawmsa opraH cbbepe Heobxoanmarta nHopmaums
3a CaMOMMYHOCTTa MY U YCMELLHO ro uaeHTuduumpa.

WmeHaTta, BkntodeHn B ,Distinguished Name® (DN) Ha noTpebutens mmaTt CBOETO 3Ha4YeHue B

6bﬂrapCKVIF| Unn B Opyr 4yxn e3ukK.
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3.1.1 HAMMEHOBAHUE HA YEBb CbPBbBP (,SUBJECT®)

HacTtoswara lNonutnka nsncksa cnegHuTe noneta, CBbp3aHu C MaeHTUgukaumaTa Ha cybekta B
yAOCTOBEPEHNETO:
» Common Name (CN), OID: 2.5.4.3
B YpoocTtoBepeHneTo 3a aBTEHTUYHOCT Ha yebcanT ce 3anucea no nsbop gomenH nme nnu IP agpec.
M3nonssaHeTo oT MoTpebuTtens Ha goMmenH umeTto unu IP agpeca e 3akoHocbobpasHo. [JloMenH nmeTto
unu IP agpecbT mMoraT ga ce 3anuwaT B MOCOYEHOTO Mosfie UnNu B MNOMeTo 3a anTepHaTUBHO uUMe
(,Subject Alternative Names®).

B noneto CN He moxe Aa ce 3anuwle nceBaoHUM. [NonbneBaHeTO Ha NONETOo € 3aabIIKUTENTHO.

» ®amunua (Surname), OID: 2.5.4.4
B noneto ce nonbnea pammnuna Ha U3NMYECKOTO NnLe, cOOCTBEHMK Ha yebcanTa. [NonbneaHeTo

Ha TOBa noJie He € 3a4bJTKUTENHO.

» MWwme (Given Name), OID: 2.5.4.42
B noneto ce nonbfBa MMETO/MaNkoTo UME Ha u3an4eckoTo nuue, cobCTBeHUK Ha yebcanTa.

lNonbnBaHeTO Ha ToBa Nosie He e 3a4b/MKUTENHO.

» [MceBgoHum (Pseudonym), OID: 2.5.4.65

YOoCcToBEpPEHNETO 32 aBTEHTUYHOCT Ha yeb CbpBbp HE MoXe Aa 6bae n3aaneHo noa NCeBAoHNM.

> CepueH Homep (Serial Number), OID: 2.5.4.5
AKO noneto ce u13MNon3eBa, TO MOCOYMBAHETO HA MWAEHTUMUKATOP B HEro € 3agbiMKUTENHO.
M3anon3BaHeTO Ha cepuneH Homep e B cboTBeTcTBME ¢ npenopbka RFC 4043 [19]. EBpoTpbCT rapaHTmpa,
ye CepuHUA HOMEP € YHUKaneH B cuctemaTa Ha EBpoOTpbCT. [MonbnBaHeETO Ha ToBa MNofie He €

3a0bJIKUTENTHO.

» OpraHusaumsa (Organization/O), OID: 2.5.4.10
Y[OOCTOBEPEHMETO 3a aBTEHTUYHOCT Ha yebcaWT MOXe Aa CbAbpXa NbAHOTO WM CbKpaTeHO
HavMeHOBaHVe Ha opraHu3auuaTa. YnotpebaTa Ha ToBa none e 3aabIPKUTernHa, ako yagoCcToBEPEHNETO

ce n3gaBa Ha opraHmn3auua.

> UpeHTtudmkaTop Ha opraHmnsaumsta (organizationldentifier), OID: 2.5.4.97
lMoneto ce nonbnea, B crny4aun, Ye yOOCTOBEPEHWETO Ce M3gasa Ha opraHusauus. B cnyyan, ve

yOoCTOBEPEHMNETO Ce M3gaBa Ha CbVI3I/I‘-IeCKO nuue, ToBa none He ce nonbrea. [lonbnBaHETo Ha ToBa
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nosie He e 3aabJTKUTENHO.

» OpraHusaumoHHa eguHuua (Organizational Unit/OU), OID: 2.5.4.11
MoneTto moxe ga 6bae NOMbLIIHEHO, B Cnyyan, Ye YOOCTOBEPEHNETO Ce M3gaBa Ha opraHmsaums. B
nofieTo MoXe Aa ce BnuLie TbProBcka Mapka unu apyra MHopmaumsi Ha opraHM3aumoHHaTa eanHmLa.
MHdopmauusaTa, KOSTO ce nonbfiBa B TOBa MOMe Ce BMMCBa crief HEMHOTO YAOCTOBepsiBaHe OT
EBpoTpbeT. B cnyuyan, 4ye ygocTtoBepeHMETO ce u3gaBa Ha (PU3NYECKo nuue, Te3n noneta He ce

nonwnear. [onbnBaHeTo Ha TOBa NMone He € 3aabIKUTENHO.

» [Owbpxasa (Country/C), OID: 2.5.4.6
Mpn n3gaBaHe Ha yOOCTOBEpPEHME Ha OpraHu3auusl B TOBa Mofe ce nombrBa OBYOYKBEH KO4 Ha
CTpaHaTta, B KOATO OpraHusauusaTa e yupegeHa. B cnyyan, ye B yaOCTOBEPEHNETO HE € BKIOYEHO MMe
Ha opraHumsauusi, a gomenH mmve unn IP agpec n He e Bb3MOXHO YCTaHOBSIBAHE Ha CTpaHaTa, ce
3anucea [BYOykBeHUst KO4 Ha cTpaHata Ha [loTpebutens, nogan wuckaHe 3a u3gaBaHe Ha
yaocToBepeHue. [NonbnBaHeTo Ha ToBa Nofe € 3a4bIPKUTENHO.
lNonbnBaHeToO Ha ToBa norse e 3aabikuTenHo. B cnydan Ha 3anuc Ha bbrrapus, CTOMHOCTTa Ha

noneto e ,BG".

»  Appec (Street Address/SA), OID: 2.5.4.9;
B cnyyan Ha u3gaBaHe Ha ydOCTOBEpPEHWE 3a OpraHv3auusi, B NofeTo ce nonbfiBa agpechT e
MSICTOTO Ha ydpeasiBaHe Ha opraHu3aumaTta. lNoneto ce nonbnBa cneg kato MHdopmaumsita Gusa

npoBepeHa N NoTBbpaeHa. lMonbnBaHeTo Ha ToBa MNOSE HE € 3aQbIKUTENHO.

> MecTtononoxeHue (Locality Name/L), OID: 2.5.4.7;
B cnyuyan Ha usgaBaHe Ha yOOCTOBEpeHue 3a opraHuM3auumsi, B TOBa Mnosie ce 3anvucBa CenvuieTo, B

KOEeTOo e ydpeaeHa opraHm3aumndra. lMonbnBaHeTo Ha ToBa MNOSie HE € 3aQbIMKUTENHO.

> O6nacT nnu nme Ha npoBuHUuMsA (State or Province Name), OID: 2.5.4.8;
B cnyuyan Ha usgaBaHe Ha yOOCTOBEpeHMEe 3a opraHu3auumsi, B TOBa Mosie ce 3anncBa CenuileTo, B

KOEeTO € yypeaeHa opraHm3aumndra. MonbnBaHeTo Ha ToBa MNOSie HE € 3aQbIMKUTENHO.

> MoweHcku koA (Postal Code), OID: 2.5.4.17;
B cny4ai Ha nsgaBaHe Ha yaoOCTOBEpPEHME 3a OpraHM3aums B TOBa NOe ce 3anncBa NOLEHCKUS Kopg
Ha HaceneHOTO MSCTO Ha yypegsiBaHe Ha opraHusauusTa. [lonbnBaHeTo Ha ToBa Mone He e

3adbJTKNATENHO.
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»  3arnaswue (Title/T), OID: 2.5.4.12

[NoneTto He ce nonbiiBa.

> Umenn agpec (E-mail Address/EMAIL), OID: 1.2.840.113549.1.9.1

Afpec Ha enekTpoHHa nolla Ha yeb cbpebpa. [Noneto He ce nonbnaa.

y,D,OCTOBepeHI/IFITa, n3gageHn B CbOTBETCTBME C HACTodALWlaTa NONMUTUKA, MOXEe Oa CbAbpXaT

aonbnHUTenHo noneta B ,Subject DN®. B Ta9x MoXe Aa ce cbabpxaT caMo NPOBEPEHN SaHHMW.

3.1.2 AJIITEPHATUBHU UMEHA

Moneto ,Subject Alternative Names® He e B cnMCbka C KPUTUYHM pasWINpPEHNs B
yaoctoBepeHueTo. [loneTto TpsibBa BMHArK ga cbabpKa Han-Marnko egHo ume Ha gomenH unu IP agpec.
MonbnBaHeTO Ha NoMeTo e 3agbimknTenHo. B Toa none morat ga 6bvaart nsbpoeHn Bcuykn gomenHu/IP

aapecu, Aopy Tean, kouto ca B noneto CN.

3.1.3 HEOBXOAMMOCT OT CMUCJIEHN UMEHA

lMpouedypama e onucaHa e dokymeHma ,[Ipakmuka npu npedocmassHe Ha KeanuguuyupaHu ydocmosepumesiHu

yecnyau®.

3.1.4 AHOHUWMHOCT U NCEBAOHUMUN HA NOTPEBUTENNU

lpouedypama e onucaHa e AokymeHma ,[lpakmuka npu fpedocmassiHe Ha KeanuguyupaHu ydocmoeepumesHu

ycnyau®.

3.1.5 TPABWIIA 3A TbJIKYBAHE HA PA3JINYHN ®OPMU HA UMEHA

C uen npaBWnHO TbiIKyBaHe Ha roreTaTa, BKMYEHW B YOOCTOBEPEHUSITA, M3OadeHu OT
EBpoTpbCT, EBpOTpBLCT NpenopbyBa [oBepsiBaliMTe ce CTpaHu Aa AeUCTBaT, KakTo € OMUMcaHo B TO3M
AoKyMeHT. [loBepsiBallaTa ce cTpaHa npy HeoOXOAMMOCT OT TbilKyBaHe Ha UAaeHTUdMKaTop Unu apyru
[AaHHM ONMMCaHM B YOOCTOBEPEHUETO, MOXE [a Ce CBbpXe AUPEKTHO ¢ EBpoTpbCT Ha TenedoHwuTe,
NMOCOYEHM Ha caiTa Ha OpYXeCTBOTO.

EBpoTpbCT MOXe [a BKkMYBa B KBanuduuupaHute yaoctoBepeHuss Ha [loTpebutenute
MHOpMaLMS 3a eNeKTPOHHA MAEeHTUMKAUUS Ha (PU3NYECKO MU FOPUANYECKO NULE, KOSITO € YCNELIHO
npoBepeHa M NoTBbpAeHa OT Peructpupalwusi opraH, Bb3 OCHOBa Ha NpeAcTaBeHUTe OOKYMEHTU 3a

CaMOJIMYHOCT Ha I"IOTpe6|/|Ten;|. MocoueHaTa I/IH(*)OpMaLI,I/IFI HE n3nn3a n3BbH paMKnuTe Ha MUHUMAIHO
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HeoGxoaumaTa 3a ngeHTudukauus Ha MNMoTtpebutenure.

3.1.6 YHUKANHOCT HA UMEHATA

CybektbT (yeb cbpBbpbT/Subject) TpsibBa ga uma yHMKanHo nve B perncrbpa ¢ yaoCTOBEPEHMS
Ha EBpoTpbCT. 3a aa ce rapaHTMpa yHMKanHocTTa, EBpOTpbCT Npu HEOBXOAMMOCT BKIHOYBA YHUKANEH

naeHtndukartop (OID), konTo e BkntodeH B noneto ,Subject DN Serial Number*.

lpouyedypama e onucaHa e OokymeHma ,[Ipakmuka npu npedocmassHe Ha KeanuguuyupaHu ydocmosepumesiHu

ycnyau®.

3.1.7 TMNPU3HABAHE, YOOCTOBEPABAHE HA ABTEHTUYHOCT U POJIA HA TbPITOBCKATA
MAPKA. MPOLEAQYPA lNPU PASPELLABAHE HA CINOPOBE.

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmosepumertHu

ycnyau”,

3.2 NbPBOHAYAIIHA PETUCTPALUA

EBpOTp'bCT Mn3nonaea BCEKU KaHal 3a KOMYHUKaUUA B paMKUTe Ha orpaHn4YeHundaTa, npeaBnaeHu

OT 3aKOHa, 3a npoBepka Ha CaMOJIMYHOCTTa Ha (bVI3I/1‘-IeCKOTO nnn rpunandecko nuue, nouckarno
n3gaBaHe Ha yaoCTtoBepeHune, KakTto U 3a NpoBepka Ha aBTEHTUYHOCTTA Ha npeaocTtaBeHUTE OaHHN.

EBpOTp'bCT MOXe Oa OTKaXe un3gaBaHe Ha yOoctoBepeHue Mo CBOe YCMOTpPEeHue, 0e3 pga ce

onpasaaea.

3.2.1 TPOBEPKA 3A NPUTEXAHUE HA HACTEH KI1lO4

lpoyedypama e onucaHa e dokymeHma ,[lpakmuka npu rnpedocmassHe Ha KeanughuyupaHu ydocmosepumernHu

ycnyau®.

3.2.2 YOOCTOBEPABAHE HA CAMOJINYHOCT HA IOPUONYECKO JIULIE

lMpouedypama e onucaHa e AokymeHma ,[lpakmuka npu npedocmassiHe Ha KeanuguyupaHu ydocmogepumesnHu

ycnyau®,
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3.2.3 YAOOCTOBEPABAHE HA CAMOJIMNYHOCT HA ®U3UNYECKO JIULIE

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuyupaHu ydocmoeepumesHu

yecnyau®.

3.24 OCOBEHU ATPUBYTHU

lpouyedypama e onucaHa e OokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

yenyau®.

3.25 HENOTBBLPOEHA UH®OPMALUA

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmosepumertHu

ycnyau®.

3.2.6 TPOBEPKA OT YOAOCTOBEPABALLUUA OPIrAH

lpouedypama e onucaHa 8 dokymeHma ,[lpakmuka rpu rpedocmassHe Ha KsanuguyupaHu ydocmosepumerHu

ycnyau®,

3.2.7 OINEPATUBHA CbBMECTUMOCT

EBpOTpLCT MOXe Aa cu CbTpyAHUuYM C Apyrv [JocTaBumuM MO Bpeme Ha NpefocTaBsiHe Ha
KBanuuUMpaHn yaoCTOBEPUTENHM YCINyrM, HO camMo C TakvMBa, KOMTO M3passiBaT cbrnacve ga cnassat
M3NCKBaHMsTa Ha HacTosiwara MNonutuka.

EBpoTpbecT TpsibBa ga ce yBepw, Ye 3a CbTPYOHMYECTBOTO MO MPeaoCTaBsHE Ha MyGnuyHM
YCINyrv HAMa 3aKoHOAATENHU NPEYKu.

B pesyntaT Ha CbTPYAHUYECTBOTO, NpaBaTa Ha KNMeHTUTe He TpsibBa Aa GbaaT HapyLuaBaHu Mo

HWUKaKbB Ha4nH N Ka4eCTBOTO Ha O6CJ'Iy)KBaHe He Tpﬂ6Ba Aa ce BJiowaBa.

3.2.8 ABTEHTU®UKALUA HA ,,DOMAIN NAME*

B yaooctoBepeHMeTo 3a aBTEHTUYHOCT Ha yebcanT TpabBa ga cdurypmpa Ha-Masnko egHo MMe Ha
JoomenH vnu IP agpec.

Mpeoun n3gaBaHeTo Ha yOOCTOBEPEHUE 3a aBTEHTMYHOCT Ha yebcant, EBpoTpbCT NoTBbpXKAaBa
WCTMHHOCTTa Ha MMeTOo Ha gomenHa unu IP agpeca. 3a ga 6bae BNMCaHO MMETO B YAOCTOBEPEHUETO,

EBpOTp'bCT nposepdBa Bb3MOXHOCTTa cy6e|<Ta 0a u3nonsea MMeTo Ha gomenHa wunu IP agpeca. Mo
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Bpeme

Ha npoBepKaTta, NoTBbPXAEHNETO Tpﬂ6Ba aa 61:[],8 nony4eHo OT aBTEHTUYHWU 3anncu unn ot

HageXaHa TpeTa CTpaHa. nOTBbp)K,D,eHVIe Ce nosny4aBa, ako Ce OOKaXe Ha MNpaKkTuka, 4e Cy6eKT'bT nmMa

KOHTpON BbpXY AafdeHO MMe Ha gomenHa vnu IP agpeca. AKo B yOOCTOBEPEHMETO Ca NOCOYEHU NoBeYe

oT eanH gomenH unu IP agpec, nocodeHaTa no-rope NpoBepka ce 13BbpLLBa 3a BCEKW OTAENEH Cryyail.

3.2.9

yenyau®.

3.3

yecnyau®.

3.4

yenyau®.

3.5

yenyeu®,

3.6

ycnyau®.

KPUTEPUUN 3A CbOTBETCTBUE

lpouedypama e onucaHa e OokymeHma ,[Ipakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

MWOEHTU®UKALMNA N YCTAHOBABAHE HA CAMOJIMMHOCT NPU NOAHOBABAHE HA
KBAJINMOULIMPAHO YOOCTOBEPEHUE

lMpoyedypama e onucaHa e dokymeHma ,[lpakmuka npu rnpedocmassHe Ha keanughuyupaHu ydocmoeepumersnHu

MWOEHTU®UKALUMNA U YCTAHOBABAHE HA CAMOJIMMHOCT MPU CNUPAHE HA
OEUCTBMETO HA KBANTU®ULIMPAHO YOOCTOBEPEHMUE

lpoyedypama e onucaHa e dokymeHma ,[lpakmuka npu ripedocmassHe Ha keanuguyupaHu ydocmosepumersHu

MWOAEHTU®UKALIUA U YCTAHOBABAHE HA CAMOJIMYMHOCT MNMPU NPEKPATABAHE HA
OEWCTBUETO HA KBANU®ULMPAHO YOOCTOBEPEHUE

lpouedypama e onucaHa e AokymeHma ,[lpakmuka npu npedocmaessiHe Ha KeanuguyupaHu ydocmogepumesnHu

MWOEHTU®UKAUMNA N YCTAHOBABAHE HA CAMOJIMMHOCT CIEL NMPEKPATABAHE
OEWUCTBMETO HA KBANTU®ULIMPAHO YOOCTOBEPEHMUE

lpouyedypama e onucaHa e OokymeHma ,[Ipakmuka ripu rnpedocmassHe Ha KeanuguuyupaHu ydocmosepumersiHu
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4 ONEPATMBHU U3NCKBAHUA

lpouedypama e onucaHa e OokymeHma ,[Ipakmuka rpu npedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

ycnyau®,

4.1 NOAABAHE HA UCKAHE 3A U3OABAHE HA KBAJTUPULIMPAHO YOOCTOBEPEHUE

Mpouedypama e onucaHa e dokymeHma ,[pakmuka npu npedocmassiHe Ha KeauguyupaHu ydocmosepumesiHu

ycnyau®.

4.1.1 KON MOXE A MOOABA UCKAHE 3A U3OABAHE HA KBANTU®ULMPAHO
YOOCTOBEPEHUE

Mpouedypama e onucaHa e dokymeHma ,[pakmuka npu npedocmassiHe Ha KeanuguyupaHu ydocmosepumesHu

ycnyau®.

4.12 OBPABOTKA HA UICKAHETO 3A U3SOABAHE HA KBAJIMOULIMPAHO YOOCTOBEPEHUE
N CBBP3AHUTE C TOBA 3AABINKEHUA
4.1.2.1 NMOTPEBUTEJNICKU YOOCTOBEPEHUSA

lpouedypama e onucaHa 8 dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumersHu

ycnyau®.

4.1.2.2 YOOCTOBEPEHWUA HA YOOCTOBEPABALL OPIF'AH U PETUCTPUPALL OPIrAH

lpouyedypama e onucaHa 8 dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumersiHu

ycnyau®.

4123 UCKAHE 3A PErMCTPAUMA HA NOTPEBUTENMN HA KBAJIMOULUPAHU
YOOCTOBEPUTENTHU YCIYTU

lpouedypama e onucaHa 8 dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumersiHu

ycnyeu”.
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4.1.2.4 NOAHOBABAHE HA KBAJIM®ULIMPAHO YOOCTOBEPEHUE (RENEWAL), TEHEPUPAHE
HA HOBA [BOMKA KNIOYOBE (RE-KEY) U MPOMSAHA HA KBANU®ULMPAHO
YOOCTOBEPEHUE

Mpouedypama e onucaHa e dokymerHma ,[lpakmuka npu npedocmassiHe Ha KeanuguyupaHu y0ocmoeepumerHu

yecnyau®.
4.1.2.5 WUCKAHE 3A CMMUPAHE U NPEKPATABAHE HA YOOCTOBEPEHUE

Mpouedypama e onucaHa e dokymeHma ,[pakmuka npu npedocmassiHe Ha KeanuguyupaHu ydocmosepumestHu

ycnyau®.

4.2 OBPABOTKA HA UICKAHETO

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmosepumerstHu

ycnyau®.
421 OCBLLWECTBABAHE HA M OEHTU®UKALMNA U YCTAHOBABAHE HA CAMOJIMYMHOCT

lpouyedypama e onucaHa e OokymeHma ,[Ipakmuka rpu npedocmassHe Ha KeanuguuyupaHu ydocmosepumerHu

ycnyau®,

4.2.2 NPUEMAHE UNU OTXBBPIAHE HA UCKAHE
4.2.2.1 OBPABOTKA HA UCKAHE OT PETMCTPUPALLUA OPIrAH

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmosepumerstHu

yenyau®.

4.2.2.2 OABAHE HA 3AABKA KbM YOOCTOBEPABALLUA OPrAH 3A WU3OABAHE HA
KBAITUOULIMPAHO YOOCTOBEPEHUE

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmosepumerstHu

ycnyau®.
42.3 WN3YAKBAHE N3OABAHETO HA KBAIIM®ULIMPAHO YOOCTOBEPEHUE

lpouedypama e onucaHa e OokymeHma ,[lpakmuka rpu rpedocmassHe Ha KeanuguyupaHu ydocmosepumernHu

ycnyau®.
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42.4

yecnyau®.

4.3
431

yenyau®.

4.3.2

ycnyau®.

4.4
441

ycnyau®,

4.4.2

yenyau®.

4.4.3

ycnyau®.

4.5
45.1

ycnyau®.

YOOCTOBEPABALLUUAT OPIrAH PA3SPELLABA OBPABOTKA HA NAHHUTE

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuyupaHu ydocmoeepumesHu

N3OABAHE HA KBATIM®ULIMPAHO YOOCTOBEPEHUE
OBPABOTKA

lpouedypama e onucaHa 8 dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumersHu

NPEAOCTABAHE HA UHOOPMALIUA

Mpouedypama e onucaHa e dokymeHma ,lpakmuka npu npedocmassiHe Ha KeanuguyupaHu ydocmosepumersnHu

NMPUEMAHE HA KBATIM®ULIMPAHO YOOCTOBEPEHUE

NOTBBLPXAEHUE 3A MPUEMAHE HA KBAJINOULIMPAHO YOOCTOBEPEHUE

lpouedypama e onucaHa 8 OokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumersHu

NYBJIIMKYBAHE HA KBAITUGPULIMPAHO YOOCTOBEPEHUE

lpouedypama e onucaHa 8 dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumersiHU

NMHOOPMALIUA 3A IPYTU CTPAHU

Mpouedypama e onucaHa e dokymeHma ,[pakmuka npu npedocmassiHe Ha KeanuguyupaHu ydocmosepumestHu

YNOTPEBA HA KBAITM®ULMPAHO YOOCTOBEPEHUE N ABOUKA KITHOYOBE

OT NOTPEBUTENU

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmosepumestHu
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452 OT AOBEPABALLU CE CTPAHU

Mpouedypama e onucaHa e dokymeHma ,lpakmuka npu npedocmassiHe Ha KeanuguyupaHu ydocmosepumestHu

yecnyau®.
4.6 noAHOBABAHE HA KBAITM®ULUUPAHO YOOCTOBEPEHUE (RENEWAL)

Mpouedypama e onucaHa 8 dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmosepumertHu

ycnyau®.

4.7 W3OABAHE HA KBANMU®ULMPAHO YOOCTOBEPEHUME C TFEHEPUPAHE HA HOBA
LBOWKA KNIOYOBE (RE-KEY)

lpouedypama e onucaHa e OokymeHma ,[Ipakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

ycnyeu”.

471 OBCTOATENCTBA, NPU KOUTO CE NPUNATA U3SOABAHE HA KBAITUOULIMPAHO
YOOCTOBEPEHME C FTEHEPUPAHE HA HOBA IBOMKA KITHOYOBE (RE-KEY)

lMpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuyupaHu ydocmoeepumesHu

yecnyau®.
4.7.2  NUUA, NETUTUMUPAHU OA MOUCKAT AKTYANU3ALNA HA KNIOYOBA BOMKA

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassiHe Ha KeanuguuyupaHu ydocmosepumertHu

ycnyau®.
4.7.3 RE-KEY N OBPABOTKA HA UCKAHETO

lpouedypama e onucaHa e OokymeHma ,[Ipakmuka npu npedocmassHe Ha KeasnuguyupaHu ydocmosepumerHu

ycnyeu”.
474 WHPOPMALMUA 3A NOTPEBUTENSA

Mpouedypama e onucaHa e dokymeHma ,[Ipakmuka npu npedocmassHe Ha KeanuguuyupaHu ydocmosepumesiHu

ycnyau®.
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475 NOTBBbPXOEHUE 3A NMPUEMAHE HA HOBO YOOCTOBEPEHUE

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuyupaHu ydocmoeepumesHu

yecnyau®.

47.6 NYBJIMKYBAHE HA HOBO KBAJIM®PULIMPAHO YOOCTOBEPEHUE

Mpouedypama e onucaHa 8 dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmosepumertHu

ycnyau®.

4.7.7 WHOPOPMALMUA 3A IOBEPABALLU CE CTPAHU

lpouedypama e onucaHa e OokymeHma ,[Ipakmuka npu npedocmassHe Ha KeasnuguyupaHu ydocmosepumerHu

yenyau®.

4.8 NPOMAHA B KBAJINOULIMPAHO YOOCTOBEPEHUE
48.1 OCHOBAHUA 3A NPOMAHA B KBAJINOULIMPAHO YOOCTOBEPEHUE

lpouedypama e onucaHa e OokymeHma ,[Ipakmuka rpu npedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

ycnyau®,

48.2 JWUA, NETUTUMUPAHU OA MOUCKAT NPOMAHA HA KBAJINMOULINPAHO
YOOCTOBEPEHUE?

lpouyedypama e onucaHa e OokymeHma ,[Ipakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

yenyau®.

4.8.3 OBPABOTKA HA UCKAHETO

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmosepumerstHu

ycnyau®.

48.4 WHPOPMALMUA 3A NOTPEBUTENA

lpouyedypama e onucaHa 8 OokymeHma ,[lpakmuka rpu npedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

ycnyau®,
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48,5 NOTBBbPXAEHUE 3A MPUEMAHE HA HOBO KBAJIMOULIMPAHO YOOCTOBEPEHUE

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuyupaHu ydocmosepumestHu

yecnyau®.

48.6 NMYBJIMKYBAHE HA HOBO KBAJIM®PULIMPAHO YOOCTOBEPEHUE

EBpoTpbCT, Ype3 onepaTuBHUS YaocToBepsiBaly, opraH nybnvkyBa He3abGaBHO NPOMEHEHOTO

KBanuduumupaHo ygoctoepeHue B MNyo6nmnyHms permcTbp/XpaHnnmLeTo.

48.7 WHOPOPMALMUA 3A NOBEPABALLUTE CE CTPAHU

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmosepumerstHu

yenyau®.

49  CIMWPAHE U NMPEKPATABAHE HA KBAJINOULIMPAHO YO OCTOBEPEHUE

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuyupaHu ydocmoeepumesHu

ycnyau®,

49.1 OBCTOATENCTBA 3A NPEKPATABAHE HA KBAJIM®PULIMPAHO YOOCTOBEPEHME

lpouedypama e onucaHa e OokymeHma ,[Ipakmuka rpu npedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

ycnyau®.

4.9.2 KOW MOXE OA NMOUCKA NMPEKPATABAHE HA KBANTM®ULIMPAHO YOOCTOBEPEHUE

lpouyedypama e onucaHa e OokymeHma ,[Ipakmuka npu npedocmassHe Ha KeasnuguyupaHu ydocmosepumerHu

ycnyau®.

4.9.3 NPOLELNYPA 3A NPEKPATABAHE HA KBAJIM®ULIMPAHO YO OCTOBEPEHUE
4.9.3.1 NMPOUEAYPA 3A MNPEKPATABAHE HA KBAJIM®OULUMPAHO YOOCTOBEPEHUE HA
KPAEH NOTPEBUTEN

lpouedypama e onucaHa e dokymeHma ,[lpakmuka ripu rpedocmassHe Ha KeanuguyupaHu ydocmosepumernHu

ycnyau®,
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4.9.3.2 NPOUEOYPA 3A TPEKPATABAHE HA KBAIIM®OUMUMPAHO YOOCTOBEPEHUE HA
YOOCTOBEPABALL OPI'AH UK HA PETUCTPUPALL, OPTAH

lMpouedypama e onucaHa e dokymeHma ,[Ipakmuka npu npedocmassHe Ha KeanuguuyupaHu ydocmosepumesiHu

ycnyau®.

49.4 TPATUCEH NEPUOA HA NMPEKPATABAHE HA KBAJIM®ULIMPAHO YO OCTOBEPEHUE

Mpouedypama e onucaHa 8 dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmosepumeriHu

ycnyau®.

495 CPOK 3A OBPABOTKA HA UCKAHETO 3A NPEKPATABAHE

VckaHe 3a npekpaTtsiBaHe Ha KBanuduuupaHo ygocToBepeHne ce obpaboTtea oT EBpoTpbCT 6e3

HeonpasaaHo 3abassiHe.

4.9.6 NPOBEPKA HA CMMUCBbKA CbC CINPEHU U NMPEKPATEHU YOOCTOBEPEHUA (CRL)

lpouedypama e onucaHa e OokymeHma ,[Ipakmuka rpu npedocmassHe Ha KeanuguuyupaHu ydocmosepumersiHu

ycnyau®,

4.9.7 YECTOTA HA U3OABAHE HA CMTIUCBKA CbC CMPEHU U NPEKPATEHU
YOOCTOBEPEHMS (CRL)

lpouyedypama e onucaHa e OokymeHma ,[Ipakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumeriHu

ycnyau®.

49.8 MAKCUMAJIHO 3ABABAHE HA MNMYBJIMKYBAHETO HA CRL

Bcekn Cnmcbk cbC cnpeHn W npekpateHn ypoctoBepeHna (CRL) ce nybnukyea 6e3
HeonpaeaaHo 3abaBsiHe, BegHara cnef Kato Ton e cb3gageH (0OMKHOBEHO TOBa CTaBa aBTOMAaTUYHO B

paMKWUTE Ha HAKOJKO MUHYTH).

4.9.9 OHIAAH NPOBEPKA HA CbCTOAHMETO HA YOOCTOBEPEHUE

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuyupaHu ydocmoeepumesHu

ycnyau®,
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4.9.10 W3NCKBAHMUSA 3A OHJNTAH NMPOBEPKA HA CbCTOAHUETO HA YOOCTOBEPEHUE

MpoBepka Ha cTaTtyc Ha ygoctoBepeHue B peanHo Bpeme (no OCSP npoTtokon) Moxe ga ce

n3nbnHM npes VIHTepHeT Ha calTa Ha EBpoTpbCT: https://www.evrotrust.com.

49.11 CHNEUMUANHU N3NCKBAHUA MO OTHOLLEHUE HA HAPYLUEHUE HA CUTYPHOCTTA HA
KIOYA

B cnyyaih Ha HapyllaBaHe Ha CWUrypHOCTTa Ha 4YacTHMS KNod (HEroBoTO pasKkpuBaHe) Ha
YpnoctoBepsiBalma opraH unu gpyru cybektn, onepupawim B pamkute EBpoTpbcT, EBpoTpbCcT

He3abaBHO MHdOPMUPaA AOBEPSABALLUTE CE CTPaHW.

4.9.12 OBCTOATENICTBA 3A CIMMUPAHE HA KBAIIUPULIMPAHO YOOCTOBEPEHUE

EBpOTPBLCT, 4Ype3 cBOA onepaTuBeH YOOCTOBepsiBall, OpraH, crnvpa LenCTBMEeTO Ha BanuaHo
yAOCTOBEpPEHNE Mpu OonpederieHn ycrnoBusa U 3a rpatuceH nepuog OO YTOYHsIBAHE Ha MpuYMHUTE 3a

CMMpaHeTo, HO He Mo-AbMro OT 72 Yaca.

4.9.13 JNWUUA, NETUTMUPAHU OA NMOUCKAT CINMUPAHE HA KBAJTUPULIMPAHO
YOOCTOBEPEHUE

lpouedypama e onucaHa e OokymeHma ,[Ipakmuka ripu rnpedocmassHe Ha KeanuguuyupaHu ydocmosepumersiHu

ycnyau®,

4.9.14 NPOLEQONYPA 3A CMMIUPAHE N Bb3OBHOBABAHE HA KBAJIM®ULIMPAHO
YOOCTOBEPEHUE

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmosepumertHu

ycnyau®.

4.9.15 TPATUCEH NeEPnoa HA CMMPAHE HA KBAJTIMOULUNPAHO YOOCTOBEPEHUE

EBpoTpbCT cnvpa AencTBNETO Ha KBanMduumMpaHO yOOCTOBEPEHME 3@ aBTEHTUYHOCT Ha yebcanT
3a rpatuceH nepuog cnepj nofiydyaBaHe Ha MCKaAHETO 3a CrnupaHe OO0 YTOYHABaHe Ha npuyvMHuTe 3a

crnnpaHeTo, HO HE NOo-AbJIro OT 72 vaca.
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4.9.16 Bb30OBHOBABAHE OEUCTBUETO HA CIMPAHO YOOCTOBEPEHMUE

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuyupaHu ydocmoeepumesHu

yecnyau®.

4.9.17 NPOLEAYPA 3A Bb30EHOBABAHE HA AEUCTBUETO HA KBANTU®ULMPAHO
YOOCTOBEPEHUE

Pernctpupalumat opraH Bb30OHOBSIBa CNpPSIHO YAOCTOBEPEHME crief KaTo Monyvu MckaHe 3a
Bb306HOBsIBaHe OT [loTpebuten u cnep ycnewHa nNpoBepka 3a MaeHTUUKaUMs U ycTaHOBsIBAHE Ha
CaMOJIMYHOCT.

Pernctpupalumsat opraH He3abaBHO Bb30OHOBSIBA CMPSIHO YAOCTOBEPEHUNE, Crief KaTto usteye

rpaTUCHUSI Nepuog,.

4.10 NPOBEPKA HA AKTYAJIHOTO CBCTOAHUE (CTATYCA) HA KBAJIMOULMUPAHUTE
YOOCTOBEPEHUA

4.10.1 XAPAKTEPUCTUKU

WHpopmaumsa 3a CbCTOSHMETO Ha yOOCTOBEPEHMATA, u3gageHn ot EBpoTpbCT Moxe aa 6bae
nony4yeHa B Cnucbka CbC cnpeHu u npekpateHn ypoctosepeHus (CRL), nybnukyBaH Ha canta Ha
EBpoTpbCT B MHTEpHeT, 4ype3 [lpoTokona 3a OHMavH MNpoBepka Ha cTaTyca Ha yOoCTOBepeHusATa
(OCSP).

YpocTtoBeputenHuTe ycriyrm 3a npoBepka Ha ctaTyca Ha KsanuduumpaHuTe yaoCTOBEpPEeHUS

ca AOCTBLMHU B pexum 24/7 (HenpekbCHaTo AeNcTBaLLm).

4.10.2 AONMBIIHUTENHU ®YHKUUN

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmosepumerstHu

ycnyau®.

4.11 NPEKPATABAHE HA OOroBopP 3A KBAJIM®PULMNPAHU YOOCTOBEPUTEJIHU YCIYTU
OT NOTPEBUTEN

lpouyedypama e onucaHa e OokymeHma ,[Ipakmuka ripu rnpedocmassHe Ha KeanuguuyupaHu ydocmosepumersiHu

ycnyau®,
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4.12 AOBEPUTEJNIHO CbXPAHEHUE HA YACTHM KITIO4YOBE (EKCPOY)

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassiHe Ha KeanuguyupaHu ydocmoeepumesHu

ycnyau®.

5 KOHTPOJ1 HA ®USUNYECKATA N OPTAHU3ALUMNOHHA CUTYPHOCT
51  KOHTPOIJ1 HA PUSNYECKATA CUT'YPHOCT

MepkuTte npeanpueTy no OTHOLIEHWE Ha dm3nyeckaTa 3awuTta Ha EBpOTPBLCT ca enemMeHT oT
paspaboteHata K BHegpeHa Cuctema 3a WMHPOPMaUMOHHA CUIYPHOCT, CbOTBETCTBalla Ha
nanckeaHunata Ha crtangaptute ISO/IEC 27001:2013, ISO 9001:2015, ISO 22301: 2012, n ISO/IEC
20000-1:2011.

lpoyedypama e onucaHa e dokymeHma ,[lpakmuka npu rnpedocmassHe Ha keanughuyupaHu ydocmoeepumesnHu

ycnyeu”,

511 TMNOMELUEHUA N KOHCTPYKLUA HA MOMELLEHUATA

EBpoTpbCT pasnonara CbC creumanHo KOHCTpyMpaHu M 060pyaBaHU 30HW C Hal-BUCOKa CTEMEH
Ha KOHTPOI Ha (U3MYecKn AOCTbI, B KOETO ce nomMeluaBaT Y4ocToBepsiBalysa opraH Ha EBpoTpbeT u

BCUYKNTE LIeHTpaliHM KOMMNOHEHTU Ha I/IHd.)paCprKTypaTa.

512 O®USUYECKUAT AOCTbI

lpouyedypama e onucaHa e OokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuyupaHu ydocmosepumersiHu

ycnyau®.

51.3 CBbXPAHEHUE HA HOCUTEJIN HA IAHHH

Bcuukn HocuTenu cbabpxawmy codTyep, apxvMBM Ha OaHHU MNU oguTHA MHopMauus ce
CbXpaHsiBaT B OrHeynopHa kaca B CreLuanHo apxXMBHO NMoMelleHne C BbBeAeH KOHTPOM Ha AocTbn. B

nomMmeLweHneTo C apxmBa Ha EBpOTp'bCT MMa mnsrpageHa cmcrema Ha d)I/ISI/I‘-IeCKa M norn4yecka 3alunTa.

514 WU3XBBPJIAHE HA OTNAOBUUTE

lpouedypama e onucaHa e OokymeHma ,[Ipakmuka rpu npedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

ycnyau®,
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5.2 OPrAHU3ALMOHEH KOHTPOII

Becuuku npouenypu, Kacaewm curypHocTTa npu usgaBaHe, agMUHUCTPUPAHE U U3NON3BaHe Ha
KBanuduumpaHm yaoCcToBEpPEHUs] 3a aBTEHTUYHOCT Ha yebcanT, ce n3nbrHsaBaT OT AOBEPEH nepcoHan
Ha EBpOTpbCT.

EBpOTpbCT Nnogabpka gocTaTbyeH 6pon kBanuduumpaHn CnyXntenu, KOMTo BbB BCEKM MOMEHT
OT OCblLUEeCTBSIBAHE HA AEMHOCTTa My [a OCUrypsisat CbOTBETCTBME C AENCTBALLOTO 3aKOHOA4ATENCTBO U

BbTPELUHWUTE NpaBuia U HOPMU Ha APYXeCTBOTO.

5.2.1 OOBEPEHM POJIN

MoapoGHO pasnpedeneHne Ha YHKUUUTE U OTTOBOPHOCTUTE Ha NepcoHana e pasnucaHo BbB
BbTPELLUHUTE OKYMEHTU Ha EBPOTPBLCT: ANTBXKHOCTHU XapaKTEPUCTMKM, LLIATHO pasnucaHne U CboTBETHU
BbTPELLHM onepaTMBHU NpoLeaypu.

PasnpenensHeTo Ha (OYHKUMWUTE CE OCbLLECTBABA MO TakbB Ha4yuH, Ye Aa GbAe cBegeHa Ao
Bb3MOXEH MUHMMYM OMAcHOCTTa OT KOMMpOMeTMpaHe, U3Thu4aHe Ha KOHdUuAeHumanHa MHgopmauums

nnn Bb3HMKBaHe Ha KOHd)HMKT Ha MHTepeCH.

52.2 WU3NCKBAHUA 3A PA3AENAHE HA OTTOBOPHOCTUTE

[loBepeHnTe AENHOCTM Ha NepcoHana Ha EBpoTpbCT ce U3nbHABAT OT pasnuyHu nuua.

5.3 KOHTPOI1 HA NEPCOHAIJIA

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmosepumestHu

ycnyau®.

531 WU3UNCKBAHUA 3A OBYYEHUE HA NMEPCOHAIJIA HA EBPOTPBCT

lpouyedypama e onucaHa e OokymeHma ,[Ipakmuka rpu npedocmassHe Ha KeanuguuyupaHu ydocmosepumersiHu

ycnyeu”.

54  3AMNMUCU HA CBBUTUA N NOOABPXAHE HA XXYPHAINU

ApxuBupaHu XXypHanu ce 3anassar B NpogbinkeHne Ha noHe 10 (geceT) rogmHu.
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ycnyau®.

54.1

lpouedypama e onucaHa e OokymeHma ,[Ipakmuka npu npedocmassHe Ha KeasnuguyupaHu ydocmosepumerHu

YA3BUMOCT U OLIEHKA

EBpOTp'bCT Knacmq)mumpa n nogaobpXa perncTtpm Ha BCUYKM aKTUBU B CbOTBETCTBUE C

nauncksanmata Ha ISO/IEC 27001:2013. CwrnacHo [lonutukata no curypHoct® Ha EBpoTpbCT ce

M3BbpLlliBa aHanmM3 3a OueHKaTa Ha YyA3BMMOCT NO BCUYKM BbTPELHW npouenypu, npunoXeHua u

NHPOPMALIMOHHM cucTeMu. M3nckBaHUS 3a aHanua moraT, Cbllo Taka, Aa ObaaT onpegeneHu ot

BbHLUHA MHCTUTYUMS, YNTbIIHOMOLLEHA Aa U3BbpLUBA 0aWUT Ha EBpOTpBLCT.

5.5

yecnyau®.

5.6
5.6.1

ycnyau®,

5.6.2

ycnyau”.

5.6.3

ycnyau®.

AHanNn3bT Ha puUCKa ce n3BbpLlBa HaKn-Marnko BegHbX roguLLHO.

APXUBUPAHE

lpouyedypama e onucaHa e OokymeHma ,[Ipakmuka rpu npedocmassHe Ha KeasnuguyupaHu ydocmosepumerHu

NPEKPATABAHE HA OEMHOCTTA HA EBPOTPBCT
U3UCKBAHUA, CBBP3AHMU C MPEXOAA A0 NMPEKPATABAHE HA AEMHOCTTA HA
AOCTABYUKA

lpouedypama e onucaHa e OokymeHma ,[Ipakmuka rpu npedocmassHe Ha KeanuguyupaHu ydocmosepumernHu

NMPEXBBLPNAHE HA EAHOCT KbM APYI OOCTABYUK HA KBAITUOULIMPAHU
YOOCTOBEPUTENHWU YCNYTU

lpouedypama e onucaHa e OokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuyupaHu ydocmosepumesiHu

OTHEMAHE HA KBAJIN®ULUWNPAH CTATYT HA JOCTABYUK UITN HA KBATTUPULINPAH
CTATYT HA CbOTBETHA YCIIYTA

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu rnpedocmassHe Ha KeanuguuupaHu ydocmosepumerstHu
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6 YNPABJIEHUE U KOHTPOJ1 HA TEXHUYECKATA CUI'YPHOCT
6.1 TEHEPUPAHE U UHCTAJIMPAHE HA IBOMKA KNIOYOBE HA YOOCTOBEPSABALL, OPIAH

lMpouedypama e onucaHa e dokymeHma ,[Ipakmuka npu npedocmassHe Ha KeanuguuyupaHu ydocmoeepumesHu

ycnyau®.

6.1.1 TEHEPUPAHE HA OBOWKA KNIOYOBE HA ®U3UYECKO/IOPUANYECKO JIULE

EBpOTpBCT M3nonaea anroputmMun, KOUTO OTFOBapAT Ha uanckeaHuaTa Ha ETSI TS 119 312.

lpoyedypama e onucaHa e dokymeHma ,[lpakmuka npu rnpedocmassHe Ha keanughuyupaHu ydocmosepumesHu

ycnyau®.

6.1.1.1 OTBAJIEYEHO FrEHEPUPAHE HA 1BOUKA KITHOYOBE

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmosepumerstHu

ycnyau®,

6.1.2 HOOCTABKA HA YACTEH KJ1HO4 HA NMOTPEBUTEN

lpouedypama e onucaHa e OokymeHma ,[Ipakmuka rpu npedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

yecnyau®.

6.1.3 OOCTABKA HA NMYBJIMYEH KIFOY OT NOTPEBUTEN HA AOCTABYUK

lpouyedypama e onucaHa e OokymeHma ,[Ipakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

ycnyau®.

6.1.4 OBbIDKUHA HA KITIOYOBE

AdbmknHata Ha OBOMKa Kr4YoBe 3a KBanuduumpaH enekTpoHeH MOANMUC € B CbOTBETCTBME C
ETSI TS 119 312 [14], CABF Baseline Requirements recommendation [24] 1 HaULMOHaANHOTO

3aKOHOOaTesCTBO.

6.1.5 TAPAMETPU HA NYBJINYEH KJIO4Y

lpouedypama e onucaHa e OokymeHma ,[Ipakmuka rpu npedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

ycnyau®,
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6.2

yecnyau®.

6.2.1

ycnyau®.

6.2.2

yenyau®.

6.2.3

yecnyau®.

6.2.4

ycnyau®.

6.2.5

yenyau®.

6.3
6.3.1

3AWLNTA HA YACTEH KINntOY U KOHTPOIJ1 HA KPUNMTOINPA®CKUA MOAYN

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuyupaHu ydocmoeepumesHu

KOHTPOIJ1 HA U3MNON3BAHE U CbXPAHEHUE HA YACTEH KoY

lMpouedypama e onucaHa e AokymeHma ,[lpakmuka npu npedocmassiHe

CbXPAHEHUE HA YACTEH KIJ1HOM

lpouedypama e onucaHa e OokymeHma ,[lpakmuka npu npedocmassHe

METO[ 3A AKTUBUPAHE HA YACTEH KI1HOY

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu rnpedocmassiHe

METO[ 3A AEAKTUBUPAHE HA YACTEH KoY

lpouedypama e onucaHa 8 OokymeHma ,[Ipakmuka npu npedocmassHe

METO[A 3A YHULLOXABAHE HA YACTEH KITHOY

lpouyedypama e onucaHa e OokymeHma ,[lpakmuka npu npedocmassHe

Ha

Ha

Ha

Ha

Ha

OPYIN ACMNEKTU HA YNPABNEHMUE HA IBOUKA KITHOYOBE

APXUBUPAHE HA NYBJIMYEH KNOY

KkeanuguuupaHu ydocmosepumeriHu

KeanuguyupaHu ydocmosepumersiHu

KeanuguyupaHu ydocmosepumestHu

KeanuguyupaHu ydocmosepumeriHu

KeanuguyupaHu ydocmosepumersiHu

|_|y6J'II/I‘-IHVITe Krno4oBe Ha nOTpe6VITeJ'IVI ce CbAabpXaT B M3gageHUTe 3a TAX KBaJ'II/I(*)I/ILl,I/IpaHI/l

yOooCTOBEPEHUA, KOUTO Ca ny6r|vn<yBaHv| B I'Iy6n|/1qu pernctobp Ha canmta Ha EBpOTp'bCT n ce

CbXpaHdBaT B XpaHUJTULLIE.
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6.3.2 TNEPWOAO HA BAITIMOAHOCT HA KBAITMPULIMPAHO YOLOCTOBEPEHUE U YINIOTPEBA HA
KINOYOBE

Mepnoga Ha ynoTtpeba Ha nybnvMyHKM KOYOBE ce onpegenst OT CTOMHOCTTa Ha MnoneTto B

YOOCTOBEPEHMETO MY, ONUCBALLO BanuaHOCTTa Ha NyGNNYHUS KoY.

6.4 OAHHWU 3A AKTUBUPAHE

lpouyedypama e onucaHa e OokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

ycnyau®.

6.4.1 TEHEPUPAHE W UHCTAJIUPAHE HA 1AHHU 3A AKTUBUPAHE

lpouedypama e onucaHa e AokymeHma ,[lpakmuka npu npedocmassiHe Ha KeanuguyupaHu ydocmoeepumesnHu

ycnyau”,

6.4.2 3AWNTA HA AAHHU 3A AKTUBUPAHE

lpouedypama e onucaHa e OokymeHma ,[Ipakmuka rpu npedocmassHe Ha KeanuguuyupaHu ydocmosepumersiHu

ycnyau®.

6.5 CUIYPHOCT HA KOMMNIOTBLPHUTE CUCTEMMU

EBpOTPBLCT M3Mon3Ba eAMHCTBEHO HAOEXAEH M CUrypeH xapayep v codpTyep, KOMTO ca yacT oT

KOMMTbpHaTa cMcTemMa Ha EBpoTpbCT.

6.6 CUINYPHOCT HA XU3HEHUA LUNKDBJT1 HA TEXHOJIOTUYHATA CUCTEMA

OcbluecTBsiBa ce HaA30p Ha (PYHKUMOHAMHOCTTA Ha TeXHOMornyHaTa cuctema v ce rapaHTmpa,

Yye T PYHKUMOHMPA NPaBUITHO U B CbOTBETCTBME C JOCTaBeHaTa NPOM3BOACTBEHA KOHUIypaLmsi.

6.7 MPEXOBA CUT'YPHOCT

B nHdppacTpykTypata Ha EBpOTpBCT ce M3non3BaT CbBPEMEHHM TEXHUYECKM CpeacTBa 3a obMeH

M 3alMTa Ha MHOoPMaLMs, 3a Aa ce rapaHTupa MpexoBaTa CUrypHOCT Ha CUCTEMUTE CPELLY BBbHLLHM
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MHTEepPBEHLUNN N 3aniiaxu.

7  NPO®UNU HA KBAITMOULIMPAHU YOLOCTOBEPEHUA, CRL U HA OCSP

Mpodunute Ha noTpebutencknte kKBanuuuMpaHn yoocToBepeHus, usgageHn oT EBpoTpbCrT,
yAOCTOBEpEHMATa Ha YaocToBepsiBawms opraH (6a3oBo 1 onepaTtyMBHM) U3NON3BaHW Npu NpeaocTaBsHe
Ha KBannuuMpaHn ygocTOBEPUTENTHN YCIYrn OTFOBapPST Ha CrieqHUTEe NPenopbkn 1 N3MCKBAHMUS:

» ITU X.509 Information technology - Open Systems Interconnection - The Directory: Publickey
and attribute certificate frameworks;

» RFC 5280 - Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List
(CRL) Profile ;

» RFC 6818 - Updates to the Internet X.509 Public Key Infrastructure Certificate and Certificate
Revocation List (CRL) Profile;

» ETSI EN 319 412-1 - Electronic Signatures and Infrastructures (ESI); Certificate Profiles; Part
1: Overview and common data structures;

» ETSI EN 319 412-2 - Electronic Signatures and Infrastructures (ESI); Certificate Profiles; Part
2: Certificate profile for certificates issued to natural persons (B crniyyan Ha usgaBaHe Ha ygoCTOBEPEHME
3a omamyecko nmue);

> ETSI EN 319 412-3 - Electronic Signatures and Infrastructures (ESI); Certificate Profiles; Part 3:
Certificate profile for certificates issued to legal persons (B cryvya’ Ha usgaBaHe Ha yOOCTOBEpeHue 3a
tOpUANYECKO Nuue);

» ETSI EN 319 412-4 - Electronic Signatures and Infrastructures (ESI); Certificate Profiles; Part

4: Certificate profile for web site certificates.

KeanuduumpaHuTe yooCTOBEPEHNSA 3a aBTEHTUYHOCT Ha yebcanToBe CbabpXar:
» ykasaHuMe Han-manko BbB opma, nogxodsila 3a aBToMaTuM3vMpaHa oOpaboTka, ue
yAOCTOBEPEHNETO € U3gafeHo KaTo KBanuurumpaHo ygqocToBepeHne 3a aBTEeHTUYHOCT Ha yebcanTose;
» Habop OT [JaHHW, KOUTO eAdHO3Ha4yHO onuceaT EBPOTPLCT KaTto [AOCTaBYMK  Ha
KBanuduumpaHn yaocToBepUTENHN YCnyri, u3gan yOoCTOBEPEHMETO, KaTo HabopbT BKMOYBA HaW-
Marnko AbpxaBaTa-YneHka rno ycTaHoBsiBaHe Ha JOCTaByuKa, U:
e 3a du3anyeckn nuua: Haln-mManko UMeTO Ha JNULEeTO, Ha KoeTo e u3gageHo
yOOCTOBEPEHUETO, UMK NCEBAOHNM. AKO Ce U3MNori3Ba NceBaoHUM, TOM Ce NocoYBa SICHO;
e 3a pUanYecKn nuua: Ham-Manko HaMMeHOBaHMETO Ha PUANYECKOTO nuLe, Ha KOeTo e
n3gageHo YOOCTOBEPEHMETO, U ako € MPUMNOXNUMO — pPerucTpaumoHHUS HoMep cnopen oduunanHuTe
perucTpu;

> HaUMEHOBaHMETO Ha AOMeWHa WnM HauMeHOBaHWATa Ha OOMENHUTe, nogovpXxaHu OT
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d)I/IBVI‘-IeCKOTO nnn ropnanyvdeckoTo nuue, Ha Koeto € nagaaeHo yngoCtoBepeHUeETO;

> MHOpMaUMs 3a HA4YarnoTo U Kpasi Ha Cpoka Ha BanuaHOCT Ha yAOCTOBEPEHUETO;

» MOEHTUMUKALMOHEH KO Ha YOOCTOBEpPEHMETO (CepueH HOMep), KOWTO € yHUKaneH 3a

[OCTaBYMKa Ha KBanMduuupaHu yaooCTOBEPUTENHM YCIYTH;

> YCbBbPLWEHCTBAH €JIeKTPOHEH noAnnC WM YCbBbPLUEHCTBAH EJIeKTPOHeH nedyaTt Ha

n3gasalna A4oCTtaBYMK Ha KBaJ'II/Id.)I/ILlI/IpaHVI YOOCTOBEPUTEITHN YCIyTIH;

» MACTO, KbAEeTOo yOooCToOBEPEHNETO, KOeTo nogabpxKa yCbBbpPLUEHCTBAHNA €NTEKTPOHEH noAnnc

NN yCbBbPLUEHCTBAHUA €NTEKTPOHEH neYaTt Ha n3aasalina 4OCTaB4YMK € Ha pa3norioKeHne 6e3nnaTHo;

» MSACTO Ha ycnyrute no npoBepka Ha BalnMaHOCTTa Ha yAOOCTOBeEepeHudAaTa, OO KOeTo ce

OoTNpPaBAT NCKaHUA 3a NpPOBEpPKa Ha BariMaAHOCTTA Ha KBaJ'IVICbI/IU,I/IpaHOTO yaocTtoBepeHue.

7.1 NPO®UN HA KBANMM®ULMPAHO YOOCTOBEPEHUE 3A ABTEHTUYHOCT HA YEGCAWUT
3A IOMEWH (,EVROTRUST SSL DOMAIN VALIDATED CERTIFICATE®):

Version

Serial number

V3

[cepneH Homep]

Signature Algorithm SHA256RSA
CN= | Evrotrust RSA Operational CA
lssuer OU= @ Qualified Operational CA
O= Evrotrust Technologies JSC
organizationldentifier (2.5.4.97)= | NTRBG-203397356
C= BG
Valid from [HavanHa paTta u yac no UTC Ha BanvaHOCT Ha yAOCTOBEPEHUETO]
Validit to [kpariHa paTa n yac no UTC Ha BanuMaHOCT Ha YOOCTOBEPEHNETO]
C= | OvpxaBa: [1BybykBeH Ko Ha AbpkaBaTa cnopeg ISO
(countryName) | 3166
Subject
CN=
HOomenH nme, IP unu Ume Ha pecypc
(commonName)
Public Key .
RSA (2048 Bits)
Type/Length

Subject Key Identifier

[U3uncneHa cTonHOCT 3a n3gageHoTo yAOTOBEpPEHUE]

Authority Key
Identifier

Key ID=7F:3E:64:59:85:2B:DD:23:29:C2:01:E7:CB:C3:69:C0:87:93:2B:08

CRL Distribution

Points

[1]CRL Distribution Point

Distribution Point Name:

Print and Edit Evrotrust Technologies Inc..

Page 40 of 58




NOAVUTUKA DL
t t NPU NPEOOCTABSHE HA KBANIMOULUPAHO YOOCTOBEPEHUE 3A ellDAS ;:I!D SSL
CVYIrotrus ABTEHTUYHOCT HA YEECAUT or public use

CERTIFICATE POLICY -
FOR QUALIFIED CERTIFICATION SERVICES Vlegscl)gn251134
FOR WEBSITE AUTHENTICATION 09.

Regulation 910/ 2014
elDAS

Full Name:

URL=http://ca.evrotrust.com/crl/EvrotrustRSAOperationalCA.crl

[1]Authority Info Access
Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Authority Information Alternative Name:
Access URL=http://ca.evrotrust.com/aia/EvrotrustRSAOperationalCA.crt
[2]Authority Info Access
Access Method=0n-line Certificate Status Protocol (1.3.6.1.5.5.7.48.1)
Alternative Name:

URL=http://ca.evrotrust.com/ocsp

Enhanced Key o
Server Authentication (1.3.6.1.5.5.7.3.1)
Usage
Client Authentication (1.3.6.1.5.5.7.3.2)

Subject Alternative
DNS Name=[ domeliH nme unu IP]

Name
[1]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.47272.2.4.1
Certificate Policies [1,1]Policy Qualifier Info:

Policy Qualifier Id=CPS
Qualifier:

http://lwww.evrotrust.com/cps

Key Usage (critical) Digital Signature (Bit 0), Key Encipherment (Bit 2)

7.2 NMPO®UN HA KBAJIMOULMPAHO YOOCTOBEPEHUE 3A ABTEHTUYHOCT HA YEBCAUT
3A OPITAH3UALUMUA (,EVROTRUST SSL ORGANIZATION VALIDATED CERTIFICATE"):

Version V3

Serial number [cepueH Homep]

Signature Algorithm SHA256RSA

CN= | Evrotrust RSA Operational CA
lssuer OU= @ Qualified Operational CA
O= | Evrotrust Technologies JSC
organizationldentifier (2.5.4.97)= | NTRBG-203397356
C= BG
Valid from [HavanHa paTta n yac no UTC Ha BanvMaHOCT Ha YAOCTOBEPEHNETO]
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Validit to [kpaiiHa paTa n yac no UTC Ha BanvMaHOCT Ha YAOCTOBEPEHNETO]
C= | OvpxaBa: [1BybykBEH KO Ha abpkaBaTa cnopeg ISO
(countryName) | 3166
CN=
OomenH nme, IP unu Mve Ha pecypc
(commonName)
O = | HaumeHoBaHve Ha nuueTo: MbMNHO HaMeHOBaHMETO Mo
Subject (organizationName) | perucrpauusi UNu akT Ha BNUCBaHe Ha IOPUANYECKOTO
nvue, ¢ KoeTo U3NYECKOTO NNLLE € acoLmMmpaHo.
WNaoeHTtndukaTtop Ha topuamdecko nuue (ETSIEN 319
412-1 1.5.1.4), Hanpumep:
- VARBG-123456789 — AC;
2.5.4.97 =
. . - NTRBG-123456789 - EUK (BYNCTAT).
(organizationldentifier)
Bnmcea ce HauuoHanHus ngeHTudmkaTop cnopea
MECTHOTO 3aKOHOAAaTEeNCTBO Ha KOPUANYECKOTO Nuue, ¢
KOeTOo (hM3NYECKOTO NNLIE € acoLMMpaHo.
Public Key .
RSA (2048 Bits)
Type/Length

Subject Key Identifier

Authority Key
Identifier

CRL Distribution

Points

[U3uncneHa cTonHOCT 3a n3gageHoTo yaocToBepeHue]

Key ID=7F:3E.64:59:85:2B:DD:23:29:C2:01:E7:CB:C3:69:C0:87:93:2B.08

[1]CRL Distribution Point
Distribution Point Name:

Full Name:

URL=http://ca.evrotrust.com/crl/EvrotrustRSAOperational CA.crl

Authority Information

Access

[1]Authority Info Access

Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)

Alternative Name:

URL=http://ca.evrotrust.com/aia/EvrotrustRSAOperationalCA.crt

[2]Authority Info Access

Access Method=0On-line Certificate Status Protocol (1.3.6.1.5.5.7.48.1)

Alternative Name:
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URL=http://ca.evrotrust.com/ocsp

Enhanced Key

Usage

Server Authentication (1.3.6.1.5.5.7.3.1)

Client Authentication (1.3.6.1.5.5.7.3.2)

Subject Alternative

Name

DNS Name=[ JomelH nme unu IP]

Certificate Policies

[1]Certificate Policy:

Policy Identifier=1.3.6.1.4.1.47272.2.4.2

[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS

Qualifier:

http://www.evrotrust.com/cps

Key Usage (critical)

Digital Signature (Bit 0), Key Encipherment (Bit 2)

7.3

NMPO®UN HA KBAITTMGULIMPAHO YOOCTOBEPEHUE 3A ABTEHTUYHOCT HA YEGECAUT C

PASWWPEHO BANNUMOANPAHE (,EVROTRUST SSL EV CERTIFICATE"):

YOocToBepeHneTo ce u3daBa 3a LEnUTe Ha YAoCTOBepsBaHEeTO Ha yebcalT, CBbp3aH C

KOHKPETHO (*)I/ISW‘IGCKOTO nnnm ropngnvdeckoTo nnue. Nma XapakTtepa Ha KBaJ'IVId)I/ILl,I/IpaHO yaooctoBepeHune

3a ye6ca17|T no cMucbna Ha PernameHTta n ce n3nonaea 3a Cb3gaBaHe Ha YBEPEHOCT Yy noceTuten, 4ye

ye6cal7|Ta € Ha pealneH n nermtTumeH Cy6eKT. Upes TexHonoruata ce obesnevyaBa HagexaHa CBbp3aHOCT

Mo CUrypeH NpoTOoKos 3a 06MeEH Ha MHGopMauumsaTa.

Version

V3

Serial number

[cepueH Homep]

Signature Algorithm SHA256RSA
CN= | Evrotrust RSA Operational CA

Issuer ouU= Qualified Operational CA

O= Evrotrust Technologies JSC

organizationldentifier (2.5.4.97)=  NTRBG-203397356

C= BG
Valid from [HavanHa gaTta n yac no UTC Ha BanvMaHOCT Ha YAOCTOBEPEHUNETO]
Validit to [kpaiiHa paTa n yac no UTC Ha BanvMaHOCT Ha yAOCTOBEPEHUNETO]

. C= | OvpxaBa: [1BybykBEH KO Ha AbpkaBaTa cnopeg ISO
Subject
(countryName) | 3166
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CN=
HOomenH ume, IP unu Mve Ha pecypc
(commonName)
oi= HanmeHoBaHue Ha topuandecko nuue: MNbaHo

L HaVMEHOBaHWETO MO PEMYCTPaLIMS UMW aKT Ha BNMCBaHe
(organizationName)
Ha IPUONYECKOTO NULLE, C KOETO U3NYECKOTO NULE €

acouumpato.

NaeHTndukatop Ha topuandecko nuue (ETSI EN 319
412-1 1.5.1.4), Hanpumep:

- VARBG-123456789 (OC);
- NTRBG-123456789 (EVK (BYJICTAT)).

254971 =

(organizationldentifier)

Bnucea ce HauuoHanHus ngeHTudukaTop cnopea

MEeCTHOTO 3aKOHOOATeNICTBO Ha PUONYECKOTO JnLe.

Public Key
Type/Length

RSA (2048 Bits)

Subject Key Identifier

Authority Key

Identifier

[U3uncneHa cTonHOCT 3a n3gageHoTo yaocToBepeHue]

Key ID=7F:3E:64:59:85:2B:DD:23:29:C2:01:E7:CB:C3:69:C0:87:93:2B:08

CRL Distribution

Points

Authority Information

Access

[1]CRL Distribution Point
Distribution Point Name:
Full Name:

URL=http://ca.evrotrust.com/crl/EvrotrustRSAOperational CA.crl

[1]Authority Info Access
Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.evrotrust.com/aia/EvrotrustRSAOperationalCA.crt
[2]Authority Info Access
Access Method=0On-line Certificate Status Protocol (1.3.6.1.5.5.7.48.1)
Alternative Name:

URL=http://ca.evrotrust.com/ocsp

Enhanced Key

Usage

Server Authentication (1.3.6.1.5.5.7.3.1)
Client Authentication (1.3.6.1.5.5.7.3.2)
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Subject Alternative

Name

DNS Name=[ JomenH ume unu IP]

Certificate Policies

[1]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.47272.2.5
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://www.evrotrust.com/cps
[2]Certificate Policy:
Policy Identifier=0.4.0.194112.1.4
[3]Certificate Policy:
Policy Identifier=0.4.0.2042.1.4

Key Usage (critical)

Digital Signature (Bit 0), Key Encipherment (Bit 2)

id-qcs-pkixQCSyntax-v2' | id-etsi-gcs-Semanticsld-Legal (0id=0.4.0.194121.1.2)

(0id=1.3.6.1.5.5.7.11.2)

id-etsi-qcs-QcCompliance
(0id=0.4.0.1862.1.1)

QCStatements

id-etsi-qcs- [Cyma B BGN unu EUR]
QcLimitvalue'
(0.4.0.1862.1.2)

id-etsi-qcs-QcType id-etsi-qct-web (0id=0.4.0.1862.1.6.3)

(0id=0.4.0.1862.1.6)

id-etsi-qcs-QcPDS PdsLocations
(0id=0.4.0.1862.1.5)

language=en

PdsLocation=https://www.evrotrust.com/pds/pds_en.pdf

74 npooun HA KBAIIMOUUMPAHO YOOCTOBEPEHME 3A ABTEHTUMYHOCT HA PSD2
YEBCAMNT (,EVROTRUST SSL PSD2 CERTIFICATE®):

YO0CTOBEPEHNETO Ce U3gaBa LenuTe Ha yooCTOBEpsiBAHETO Ha yebcalT, cBbp3aH ¢ [JocTaBumnk

Ha nnatexHun ycnyrm (PSP) cnopen PSD2. 3nons3ea ce 3a M3NbiHEHWE Ha M3UCKBaHuATa Ha PSD2.

Mma xapakTtepa Ha kBanuduumpaHo yaocToBepeHue 3a yebcanT no cmucbna Ha PernameHT (EC) Ne

910/2014 v ce u3nons3ea 3a Cb3gaBaHE Ha YBEPEHOCT Yy MoceTuTen, 4Ye yebcamta € Ha peaneH u

nerntumeH cybekT. Upes TexHonorusita ce obesnevyaBa HagexaHa CBbP3aHOCT MO CUTypeH NPOTOKOS 3a

obMmeH Ha uHdopmaLmsaTa.
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Version V3
Serial number [cepueH Homep]
Signature Algorithm SHA256RSA
CN= | Evrotrust RSA Operational CA
Issuer ouU= | Qualified Operational CA
O= Evrotrust Technologies JSC
organizationldentifier (2.5.4.97)= NTRBG-203397356
C= BG
Valid from [HavanHa paTta u yac no UTC Ha BanvMaHOCT Ha YAOCTOBEPEHNETO]
Validit to [kpariHa paTa n yac no UTC Ha BanvMaHOCT Ha YAOCTOBEPEHNETO]
C= | OvpxaBa: [jBybykBeH ko Ha AbpxaBaTta cnopeg ISO
(countryName) | 3166
CN=
[JomeinH nme, IP nnu Mme Ha pecypc
(commonName)
ol = HanmeHoBaHue Ha topuandecko nuue: MNbaHo
o HaVMEHOBaHWETO MO PErncTpauusl Unu akT Ha BNMCBaHe
Subiect (organizationName)
J Ha KPUONYECKOTO NULLE, C KOETO (PMU3NYECKOTO NnLEe €
acouumpaHo.
WNoentndukaTop Ha topuamndecko nuue (ETSI TS 119 495
1.5.2.1), Hanpumep:
25497 =
o B - PSDES-BDE-3DFD21 (PSD 2).
(organizationldentifier)
Bnncea ce HaumoHanHusa ngeHtTudmkaTop cnopes
MECTHOTO 3aKOHOAATENCTBO Ha IOPUANYECKOTO NuLe.
Public Key .
RSA (2048 Bits)
Type/Length
Subject Key Identifier | [I3uMcneHa CTOMHOCT 3a U3gageHoTo yaoCTOBEPEHME]
Authority Key
» Key ID=7F:3E:64:59:85:2B:DD:23:29:C2:01:E7:CB:C3:69:C0:87:93:2B:08
Identifier
CRL Distribution o ]
) [1]CRL Distribution Point
Points
Distribution Point Name:
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Full Name:

URL=http://ca.evrotrust.com/crl/EvrotrustRSAOperationalCA.crl

Authority Information Alternative Name:

[1]Authority Info Access
Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)

Access URL=http://ca.evrotrust.com/aia/EvrotrustRSAOperationalCA.crt

Enhanced Key

Usage

Alternative Name:

[2]Authority Info Access
Access Method=0n-line Certificate Status Protocol (1.3.6.1.5.5.7.48.1)
URL=http://ca.evrotrust.com/ocsp

Server Authentication (1.3.6.1.5.5.7.3.1)
Client Authentication (1.3.6.1.5.5.7.3.2)

Subject Alternative

DNS Name=[ JomenH ume unu IP]

Policy Identifier=1.3.6.1.4.1.47272.2.5.1

Name
[1]Certificate Policy:
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Certificate Policies Qualifier:

[2]Certificate Policy:

[3]Certificate Policy:

http://lwww.evrotrust.com/cps

Policy Identifier=0.4.0.194112.1.4

Policy Identifier=0.4.0.2042.1.4

Key Usage (critical) Digital Signature (Bit 0), Key Encipherment (Bit 2)

id-gcs-pkixQCSyntax-v2i | id-etsi-qcs-Semanticsld-Legal (0id=0.4.0.194121.1.2)
(0id=1.3.6.1.5.5.7.11.2)

id-etsi-qcs-QcCompliance
(0id=0.4.0.1862.1.1)

QCsStatements id-etsi-gcs-QcType
(0id=0.4.0.1862.1.6)

id-etsi-gct-web (0id=0.4.0.1862.1.6.3)

id-etsi-qcs-QcPDS

(0id=0.4.0.1862.1.5)

PdsLocations

PdsLocation=https://www.evrotrust.com/pds/pds_en.pdf
language=en
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id-etsi-psd2-qcStatement | rolesOfPSP

(0id=0.4.0.19495.2) roleOfPspOid = 0.4.0.19495.1.1/2/3/4
roleOfPspName =

PSP_AS/PSP_PI/PSP_AI/PSP_IC

nCAName= Full name of the NCA

nCAId= NCA abbreviated unique identifier

75 NPO®UN HA CMNCBHKA CbC CNPEHN U NMPEKBCHATU YOLOCTOBEPEHMUE (CRL)

lpogpunbm e onucaH 8 dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumersiHu ycryau”,

7.6 MPO®UN HA OTFOBOP 3A OHNAMH NMPOBEPKA HA CTATYCA HA YOOCTOBEPEHMUE
(OCSP/ONLINE CERTIFICATE STATUS PROTOCOL)

lpogpunbm e onucaH 8 dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumersiHu ycryau”,

8 oaunT

EBpOTPBLCT NepuoanyHoO NpoBepsiBa CBOSATA AENHOCT OT He3aBUCUM BbHLUEH oguTop. Mo Bpeme
Ha oguTa ce MpoBepsiBa CbOTBETCTBMETO Ha AEVMHOCTTa Ha EBPOTPBLCT CbC cCnegHuTe HOPMaTUBHU
AOKYMEHTMU:

» PernameHT (EC) Ne 910/2014;

» ETSIEN 319 401 V2.1.1 (2016-02); Electronic Signatures and Infrastructures (ESI); General
Policy Requirements for Trust Service Providers;

» ETSIEN 319 411-1 V1.1.1 (2016-02); Electronic Signatures and Infrastructures (ESI); Policy
and security requirements for Trust Service Providers issuing certificates; Part 1: General requirements;

» ETSIEN 319 411-2 v2.1.1 (2016-02); Part 2: Requirements for trust service providers issuing
EU qualified certificates;

» ETSI EN 319 421 v.1.1.1 (2016-08); Electronic Signatures and Infrastructures (ESI) - Policy
and Security Requirements for Trust Service Providers issuing Time-Stamps;

» ISO/IEC 27001:2013 - Information technology — Security techniques — Information security
management systems — Requirements;

» 1S0O 9001:2015 - Quality management systems — Requirements;

» ISO 22301: 2012 - Societal security - Business continuity management systems —
Requirements;

» ISO/IEC 20000-1:2011 - Information technology - Service management - Part 1. Service

management system requirements.
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8.1 YECTOTA HA OOAUTA

lMpoyedypama e onucaHa e dokymeHma ,[lpakmuka rnpu npedocmassiHe Ha keanuguyupaHu ydocmosepumersHu

ycnyau®,

8.2 KBAJIMOUKALIUA HA NMPOBEPABALLUTE JIULIA

lpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassiHe Ha KeanuguyupaHu ydocmogepumesHu

ycnyau®.

8.3 OTHOLWEHWUA HA NMPOBEPABALUMUTE JIMLA C NOCTABYUKA

Mpouedypama e onucaHa e AokymeHma ,[lpakmuka npu npedocmagsiHe Ha KeasnuguyupaHu ydocmogepumesnHu

ycnyau®.

8.4  OBXBAT HA OOUTA

Mpoyedypama e onucaHa e AokymeHma ,[lpakmuka npu rpedocmassiHe Ha KeanughuyupaHu yoocmogepumerHu

yecnyau®.

8.5 [OEWCTBUSA, NPEONPUETU B PE3YNITAT HA U3BBPLUEHUA OOUT

lpoyedypama e onucaHa 8 dokymeHma ,[lpakmuka rnpu npedocmassiHe Ha kKeasuguyupaHu ydocmosepumersiHu

yenyau®.

8.6 @ CbXPAHEHWE HA PE3YNITATUTE OT OOAUTUTE

lpoyedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassiHe Ha keanuguyupaHu ydocmosepumersHu

yenyau®.

9 OPYIr'hn bU3HEC U NPABHU BBIPOCH
9.1 LUEHWU W TAKCH

EBpoTpbCcT nogaobpka  OOKyMeHT  ,Tapuda 3a NpefocTaBAHM — yOOCTOBEPUTESTHM,
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WHOPMALIMOHHUK, KpUMTOrpaddCkM W KOHCYNTAHTCKM YCNyrn“ Ha WHTEepHeT calTa CW Ha agpec:

https://www.evrotrust.com.

9.1.1 BB3HAINPAXOEHUA

lpoyedypama e onucaHa 8 dokymeHma ,[lpakmuka npu rnpedocmassiHe Ha KeanughuyupaHu ydocmoeepumesHu

yecnyau®.

9.1.2 BB3HAINPAXAEHUA 3A YOOCTOBEPUTEJNHU, KPUITTOIPA®CKHN, UHPOPMALIMOHHU
N KOHCYNTAHTCKWU YCIYTU

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka fpu npedocmassHe Ha KeanuguuupaHu ydocmosepumertHu

ycnyau®,

9.1.3 ®AKTYPUPAHE

lpouedypama e onucaHa e OokymeHma ,[lpakmuka rpu npedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

ycnyau”,

9.1.4 BPBLUIAHE HA YOOCTOBEPEHMUE N Bb3CTAHOBABAHE HA NMNALWLAHE

lMpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassiHe Ha KeanuguuyupaHu ydocmosepumestHu

ycnyau”,

9.1.5 BE3MJIATHA YCNYIK

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmosepumertHu

yenyau®.

9.2 ®UHAHCOBU OTTOBOPHOCTH

Mpouedypama e onucaHa e dokymeHma ,[Mpakmuka npu npedocmassiHe Ha KeasnuguyupaHu ydocmosepumestHu

yecnyau®.
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9.21

3ACTPAXOBKA HA OEMHOCTTA

EBpoTpbCT ckntouBa 3agbipKMTENHaA 3acTpaxoBka Ha genHocTTa cu kaTo Keanuduumpad

[AOCTaBYMK Ha KBannULMpaHn yaoCTOBEPUTENHN YCIyTu.

9.2.2

yenyau®.

9.3

ycnyau®.

9.3.1

ycnyau”,

9.3.2

ycnyau®,

9.3.3

yenyau®.

9.4

ycnyau”,

3ACTPAXOBATEJTHO NOKPUTUE

lpouyedypama e onucaHa e OokymeHma ,[lpakmuka npu npedocmassiHe

KOH®UAEHUWAJITHOCT HA BUSHEC NH®OPMALIUA

lpouedypama e onucaHa e OokymeHma ,[lpakmuka ripu npedocmassiHe

OBXBAT HA KOHOUOEHUWAJTHATA UH®OPMALUA

Mpouedypama e onucaHa e OokymeHma ,[lpakmuka npu npedocmassiHe

HEKOH®UAEHLIUAITHA UH®OPMALINA

lpouyedypama e onucaHa e OokymeHma ,[lpakmuka ripu npedocmassHe

3AWLUTA HA KOHOUOEHUUATTHATA NHOPOPMALIUA

lpouedypama e onucaHa e OokymeHma ,[lpakmuka rpu npedocmassiHe

HEMPUKOCHOBEHOCT HA NMYHUTE OAHHU

lpouedypama e onucaHa e OokymeHma ,[lpakmuka ripu npedocmassHe

Ha

Ha

Ha

Ha

Ha

Ha

KeanuguyupaHu ydocmosepumersiHu

KeanuguyupaHu ydocmosepumersiHu

KeanugpuyupaHu ydocmosepumestHu

KeanuguyupaHu ydocmosepumeriHu

KeanuguyupaHu ydocmosepumersiHu

KeanuguyupaHu ydocmosepumersiHu
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9.5 TMPABA BBbPXY MHTEJIEKTYAJTHA COBCTBEHOCT

lpouedypama e onucaHa e OokymeHma ,[lpakmuka rpu npedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

ycnyau®,

9.5.1 AEKNAPALUNA 3A NOBEPUTENTHOCT

lpouedypama e onucaHa e AokymeHma ,[lpakmuka npu npedocmassiHe Ha KeanuguyupaHu ydocmosepumerHu

ycnyau®,

952 WHO®OPMAUUA TPETUPAHA KATO IUYHA

Bcsika MHbopmauust 3a notpebutenuTte, koSTo He e Ny6rnMYyHO AOCTbMHA, Ype3 CbabpXKaHMETO
Ha M3gafeHuTe yAOCTOBEPEHUs, XPaHWUIMLLETO UK OHManH Ype3 Cnucbka CbC CMPEHU U MpekpaTeHn

yoocTtoBepeHust (CRL) ce TpeTupa kato nuyHa.

9.5.3 WUHDPOPMALNA, KOATO HE CE CHUTA 3A JINYHA

LlFIJ'IaTa VIH(*)OpMaLI,I/IFI, ornoeecteHa B yOooCToBepeHuATa, ce CYuta, 4e He € JIn4Ha, OCBEeH aKo

M3pU4YHO He e npeasnaeHo Opyro B 3akoHa 3a 3awinTta Ha NMIMYHUTE OaHHW.

9.54 OTroBOPHOCT 3A 3AWLINUTA HA NUYHUTE OAHHU

lpoyedypama e onucaHa 8 dokymeHma ,[lpakmuka rnpu npedocmassiHe Ha keanuguuyupaHu ydocmosepumersiHu

yecnyau®.

9.5.5 CBINIACUE 3A U3MNOJN3BAHE HA JINYHU OAHHU

lpoyedypama e onucaHa 6 dokymeHma ,[lpakmuka npu npedocmassiHe Ha keanuguyupaHu ydocmosepumersiHu

ycnyau®.

9.6 NPABA BbPXY UHTEJNIEKTYAJIHA COBCTBEHOCT

lpoyedypama e onucaHa e dokymeHma ,[lpakmuka npu rnpedocmassiHe Ha keanuguyupaHu ydocmosepumersHu

ycnyau”,
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9.6.1

NMPABO HA COBCTBEHOCT HA JAHHU B KBAIIU®PULIMPAHU YOLOCTOBEPEHUA

EBpOTp'bCT 3ana3Ba BCUYKW NnpaBa Ha UHTeNeKTyalrHa COBCTBEHOCT Ha BKIOYEHUTE AaHHWU B

KBanuuuupaHuTe yaA0CTOBEPEHMSI.

9.6.2

yenyau®.

9.6.3

yenyau®.

9.7

ycnyau®.

9.7.1

ycnyau®,

9.7.2

yenyau®.

9.7.3

ycnyau®.

9.7.4

NMPABO HA COBCTBEHOCT HA UMEHA U TbPIOBCKU MAPKU

lpoyedypama e onucaHa e dokymeHma ,[lpakmuka rnpu npedocmassiHe Ha kKeasuguyupaHu ydocmosepumersHu

NMPABO HA COECTBEHOCT HA IBOMKA KITIOYOBE

Mpouedypama e onucaHa e AokymeHma ,[lpakmuka npu npedocmassiHe Ha KeasnuguyupaHu ydocmogepumesnHu

ObLUKX NOJNTOXEHUA

lMpoyedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassiHe Ha keanuguyupaHu ydocmosepumersHu

3AOBITKEHUA, OTTOBOPHOCT U TAPAHLUUUN HA EBPOTPBCT

lpouyedypama e onucaHa e OokymeHma ,[Mpakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumeriHu

SAOBINKEHUA, OTTOBOPHOCT U TAPAHUMNU HA PETUCTPUPALLNA OPIrAH

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmosepumertHu

SAOBITKEHUA HA NMOTPEBUTENAU

lpouyedypama e onucaHa e OokymeHma ,[Mpakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

ObIDKUMA NrPUXA HA OJOBEPABALLA CE CTPAHA

Mpouedypama e onucaHa e OokymeHma ,[lpakmuka npu npedocmassiHe Ha KeanuguyupaHu ydocmosepumesnHu
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ycnyau®.

9.7.5 3AOBIDXEHUA HA OPYTU CTPAHU
9.7.5.1 3AOBIIKEHUA HA KBAITUOULIMPAHUA OPIAH 3A BAJIMOAUPAHE

lpouyedypama e onucaHa e OokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuyupaHu ydocmosepumersiHu

ycnyau”,

9.7.5.2 3AOBITKEHUA HA KBAITUOULIMPAHUA ONMEPATUBEH YO OCTOBEPABALL OPIr'AH

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuupaHu ydocmosepumertHu

yenyau®.

9.7.5.3 3AOBIXKXEHUA HA EBPOTPBCT KbM NYBJIMYHUTE PETUCTPU/XPAHUITULLIETO

lpouedypama e onucaHa e dokymeHma ,[lpakmuka rpu npedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

ycnyau®.

9.8 OCBOBOXAOABAHE OT OTTOBOPHOCT

lpouedypama e onucaHa e OokymeHma ,[lpakmuka rpu npedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

ycnyau”,

9.9 OrPAHMYEHUA HA OTTOBOPHOCTTA

lpouyedypama e onucaHa e OokymeHma ,[Mpakmuka npu npedocmassHe Ha KeanuguyupaHu ydocmosepumerHu

yenyau®.

9.10 OTroBoPHOCT HA ®U3UYECKO/IOPUOUYECKO JIULIE

Mpouedypama e onucaHa e dokymeHma ,[lpakmuka npu npedocmassHe Ha KeanuguuyupaHu ydocmosepumertHu

yecnyau®.

9.10.1 OTroBOPHOCT HA ®U3SNYECKO/FOPUANYECKO JIMLIE KbM EBPOTPBCT

lpouyedypama e onucaHa 8 OokymeHma ,[lpakmuka rpu npedocmassHe Ha KeanuguyupaHu ydocmosepumesnHu

ycnyau”,
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9.11 CPOK U NPEKPATABAHE HA ,,TOJIUTUKA NPU NPEAOCTABAHE HA KBAIIUGPULINPAHO
YOOCTOBEPEHUE 3A ABTEHTUYHOCT HA YEBCAUT*

9.11.1 CPOKOBE

Taswn Nonutnka BNmM3a B cuna OT MOMEHTa Ha HENMHOTO ogobpeHne oT CbBeTa Ha AnpekTopuTe
Ha EBpoTpbCT 1 nybnnkyBaHeTo 1 B [y6nnyHna pernctbp/xpaHmnuweTo Ha EBpoTpbCT.

Pasnopenburte B HacTosWMNA AOKYMEHT Ca BanuaHu A0 u3gaBaHe u nybnukyBaHe Ha cneasalla
Bepcus Ha ,[lonuTuka npu NpegocTtaBsHe Ha KBanvduUUpaHO yAOCTOBEPEHWE 3a aBTEHTUYHOCT Ha

yebcanT" B XpaHUNMLWETO, 4OCTBIHO HA MHTEPHET-CTPaHuLaTa Ha EBpoTpbCT.

9.11.2 TMPEKPATABAHE

MNonutnkarta e B cuna (I/IMa akKTyalniHo C'bCTOﬂHI/le) 0O MOMEHTa Ha op,o6peH|/|e n ny6nvn<yBaHe Ha
HOBa BepCU4.

C npekparsdaBaHe Ha OenHOoCTTa Ha EBpOTp'bCT Ce rnpeKkpatdBa aKTyallHOCTTa Ha Monutukara,
KaKTO U Ha CbAbpXalln ce B TO3UN OOKYMEHT pasnope,u,6|/1.

EBpOTp'bCT CbXpaHdaBa HaAleXxHo M CUrypHo BCUYKU npegullaHin Bepcmm/pep,aku,vm Ha TO3u

[OKYMEHT.

9.11.3 E®EKT HA NMPEKPATABAHE U OLIENABAHE

Mpu npekpaTaBaHe Ha TO3n OOKymeHT, [NoTpebutenute n [oBepsBawmTe ce cTpaHu octasat
00Bbp3aHN OT rMnedHa Touyka Ha u3gagdeHuTe noTpebuTencku KeanuduumpaHu yaocToBepeHus, 3a

OCTaTbKa OT nepmnoaa Ha BannaHoOCT Ha Te3n yOaOoCTOBEepPEHUA.

9.12 BENEXKU U CbOBLUEHUA MEXAY CTPAHUTE

CtpaHuTte, noco4yeHn B HacTosdwarta lNonutuka moraTt ga OCbLUECTBSABAT KOMYHUKALNA PasfnyHu
MeToan. HactosawmaT OOKYMEHT AaBa Bb3MOXHOCT 3a OOMeH Ha uHdopMauus ¢ nomoulTa Ha
oOnKHOBEHa noLla, enekTpoHHa nowla, dakc, TenedoH, Nnpe3 MOOUMHO NPUITOXEHNE U YPE3 MPEXKOBU
npotokonu (Hanpumep TCP/IP, HTTP) u T.H.

M36opbT Ha cpeacTBaTa MoXe Aa 6bae u3bpaH B 3aBMCUMOCT OT TUMa Ha MHopMaumaTa.

MHdopmauuna 3a Bcekn NpobuB B CUrypHOCTTA Ha YaCTHUTE KIOYOBE Ha YAOCTOBepsBaluuTe
opraHun TpsibBa ga 6bae nybnukyBaHa Ha canTta Ha EBpPOTPBCT, KOATO We A HanpaBu AOCTbMHA OT

BCUYKN 3anHTEepeCcOoBaHN CTpaHW.
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9.13 WU3MEHEHMA B ,NOJINTUKATA TNPU TMNPEAOOCTABAHE HA KBAIUW®ULUNPUHO
YOOCTOBEPEHUE 3A ABTEHTUYHOCT HA YEBCAUT*

NameHeHusiTa B MNMonutukata Moxe Aa 6baaT pesyntaT oT HabnogaBaHy rpeLlku, akTyanmsauum
N NpeanioxeHusl oT 3acerHatute cTpaHu. B cnyyai Ha HegeWcTBMTENHa Knay3a OT TO3M [OKYMEHT,
BanuAHOCTTa Ha Lienusi JOKYMEHT ce 3anasBa U He ce HapyluaBa goroopa c MoTtpebutens.

EBpoTpbCT MOXe fOa npaBuM pedakuMOHHM MPOMEHW B TO3W [OKYMEHT, KOMTO He 3acsraTt
CbAbpXaHWETO Ha NpaBaTa U 3a4b/KeHNsTa B HEro.

MpomeHn, KOUTO BOAAT OO HOBa Bepcusi/penakums Ha AOoKyMeHTa ce nybnuvkyeaTt Ha WHTepHeT

CTpaHuuaTa Ha EBpOTpBLCT.

9.14 PELWABAHE HA CNNOPOBE

MpeameT Ha cnopoBe morat fa 6baaT eqMHCTBEHO HECHOTBETCTBUS UM NPOTUBOPEYUNS MEXAY
CTpaHuTe, 06BbP3aHN NOMEXAY CU Ype3 cropasyMeHns, OTHaCcsALWM ce A0 HacToswara MNonutuka.

CnopoBe unu xanbu 0THOCHO M3NoNi3BaHe Ha yaOCTOBEPEHUS, NPeAoCTaBsHN 0T EBpPOTPBLCT Wwe
6baaT pewwaBaHun Ypes B Ayx Ha aobpa sons. VckaHuata Tpsabea ga 6baaT HanpaBeHy B MMCMEH BUA Ha
agpeca Ha EBpoTpbCT:

»EBPOTPBCT TexHonbaxkmnc* ALl

Codcpusa 1113, 6yn. ,Lapurpaacko woce® Ne 101

BusHec ueHTbp ,AKTVB, eT. 6

TenedoH, dakc: + 359 2 448 58 58

Xanbute we 6boaT pasrnegaHn oT npaBHusA otaen Ha EBpoTpber. XKanbGonopatensaT e
nony4n OTroBOp B pamkuTe Ha 2 paboTHW OHW crep nornyvaBaHe Ha xanbarta. B cnydai, ye He ce
Hamepu pelleHne Ha crnopa B pamkuTe Ha 30 AHM OT HA4anoTo Ha npoueaypaTta Nno cropasymMeHue,

CTpaHuTe Morat aa npeagagart pelaBaHeTo Ha cnopa OT CbA.

9.15 MPUNOXUMO MNMPABO

3a BCWMYKM BbBNPOCK, HeEypedeHW B HacCTOSWMS [OOKYMEHT ce npwunarat pasnopenbute Ha

obn rapCKoToO 3aKoOHOOATeJ1ICTBO.

9.16 CBOTBETCTBUE C NMPUNOXUMOTO MNMPABO

HacTtoswmar OOKYMEHT € pa3pa60TeH B CbOTBETCTBME C HALMOHAINTHOTO 3aKOHOOATESICTBO.
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9.17 APYI PA3MNOPEOBM

MonutukaTa He NOcoYBa HUKAKBY ApPYrv pasnopendv.

9.18 CBHOTBETCTBUE CbC CTAHOAPTU U CTAHOAPTU3ALIMOHHU OOKYMEHTW:

» Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July
2014 on electronic identification and trust services for electronic transactions in the internal market and
repealing Directive 1999/93/EC,;

» ETSI EN 319 401 V2.1.1 (2016-02); Electronic Signatures and Infrastructures (ESI); General
Policy Requirements for Trust Service Providers;

» ETSIEN 319 411-1 V1.1.1 (2016-02); Electronic Signatures and Infrastructures (ESI); Policy
and security requirements for Trust Service Providers issuing certificates; Part 1: General requirements;
» ETSIEN 319 412-1 V1.1.1 (2016-02); Electronic Signatures and Infrastructures (ESI);

Certificate Profiles; Part 1;: Overview and common data structures;

» ETSIEN 319 412-2 V2.1.1 (2016-02); Electronic Signatures and Infrastructures (ESI);
Certificate Profiles; Part 2: Certificate profile for certificates issued to natural persons; (Replaces ETSI
TS 102 280);

» ETSIEN 319 412-3 V1.1.1 (2016-02); Electronic Signatures and Infrastructures (ESI);
Certificate Profiles; Part 3: Certificate profile for certificates issued to legal persons (Replaces ETSI TS
101 861);

» ETSIEN 319 412-4 V1.1.1 (2016-02); Electronic Signatures and Infrastructures (ESI);
Certificate Profiles; Part 4: Certificate profile for web site certificates;

» ETSI TS 119 312 V1.1.1 (2014-11); Electronic Signatures and Infrastructures (ESI);
Cryptographic Suites;

» MSZ/ISO/IEC 15408-2002 - Information Technology - Methods and Means of a Security -
Evaluation Criteria for IT Security;

» ISO/IEC 19790:2012: - Information technology — Security techniques — Security requirements
for cryptographic modules;

» |ETF RFC 2560: X.509 Internet Public Key Infrastructure - Online Certificate Status Protocol
(OCSP), June 1999;

» |ETF RFC 3647: Internet X.509 Public Key Infrastructure - Certificate Policy and Certification
Practices Framework, November 2003;

» |ETF RFC 4043: Internet X.509 Public Key Infrastructure - Permanent Identifier, May 2005;

» |IETF RFC 5280: Internet X.509 Public Key Infrastructure - Certificate and Certificate
Revocation List (CRL) Profile, May 2008;
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» |ETF RFC 6818: Updates to the Internet X.509 Public Key Infrastructure - Certificate and
Certificate Revocation List (CRL) Profile, January 2013;

» |ETF RFC 6960: X.509 Internet Public Key Infrastructure - Online Certificate Status Protocol
(OCSP), June 2013;

» ITU X.509 Information technology - Open Systems Interconnection - The Directory: Publickey
and attribute certificate frameworks;

» CA/Browser Forum Baseline Requirements for the Issuance and Management of Publicly-
Trusted Certificates, v.1.3.0. CA/Browser Forum, https://cabforum.org/wp-content/uploads/CAB-Forum-
BR-1.3.0.pdf, 2015;

» FIPS PUB 140-2 (2001 May 25): Security Requirements for Cryptographic Modules;

» CEN Workgroup Agreement CWA 14167-2: Cryptographic module for CSP signing
operations with backup - Protection profile - CMCSOB PP;

» DIRECTIVE (EU) 2015/2366 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
on payment services in the internal market, amending Directives 2002/65/EC, 2009/110/EC and
2013/36/EU and Regulation (EU) No 1093/2010, and repealing Directive 2007/64/EC (PSD 2);

» ISO/IEC 27001:2013 - Information technology — Security techniques — Information security
management systems — Requirements;

» 1S0 9001:2015 - Quality management systems — Requirements;

» ISO 22301: 2012 - Societal security - Business continuity management systems -—
Requirements;

»> ISO/IEC 20000-1:2011 - Information technology - Service management - Part 1: Service

management system requirements.

' Ao nama énucanu ampubymu 3a organizationName u organizationldentifier, ampu6yma id-etsi-qcs-Semanticsld-Legal xe
ce snucea.

it Axo ampubyma id-etsi-qcs-QcLimitValue npucvemea, 6 nezo ce 6nucea MaKCUMAnHUs pasmep HA 02PAHUYEHUENO HA
CMOUHOCINING HA cOeaKama, 00 KOmMo Modice 0a ce U3N0A36d YOOCMO8EPEeHUemO.

it _gxo nama enucanu ampubymu 3a organizationName u organizationldentifier, ampuéyma id-etsi-qcs-Semanticsld-Legal #e
ce snucea.
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