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1 BBBEOEHUE

,EBPOTPBCT TexHonmbmkmc” ALl (EBPOTPBCT) € 1opunanyecko nvue, permctpupaHo B TbproBCKus
perncTbp kKbM AreHumsTa no snuceaHnata ¢ EMK 203397356 cbe ceganuule 1 agpec Ha yrnipaBneHue: rp.
Codums, paroH Uarpes, x.k. ,M3ToK", yn. ,Hukonan Xantos“ 2 Bx. [] eT. 2. TenedoH 3a KOHTaKT: +359 2
448 58 58. NHTepHeT agpec: http://www.evrotrust.com.

[pyxecTBOTO ocbllecTBABa MNy6nMYHM OYHKUMM MO CMUCBMa Ha 3akoHa 3a eNeKTPOHHUS
OOKYMEHT 1 eNeKTPOHHM yaoctoBepuTenym yenyrm (SBEQEYY).

EBpOTpPBCT € fgocTaBuMK Ha KBanuduumpaHu yooCTOBEPUTENHM ycnyrn. Ton npegoctaBsl Ha
noTpebuTenu cpewly Bb3HarpaxaeHme keanuduvumpaHn yaocToBepUTENHN YCNyrn U NPOAYKTU C BUCOKa
CTeneH Ha cuUrypHocT. [JocTaBYMKbT NpeaocTaBsi CBOMTE YCNyru, KakTo Ha TeputopuaTa Ha Penybnuvka
Bwnrapus, Taka n B gbpaBuTe-4neHkn Ha EBponenckns cblo3 n octaHanute CTpaHu no ceeTa.

MHoBaTMBEH B cBOSATA AEMHOCT, EBPOTPBLCT NpeaocTaBa Ha cBOMTE NOTpebuTenu cb3gaBaHeTo
Ha enekTPOHHM noanucu/nedatv OT pas3CcTosHWe. B TO3n MKOHOMWYECKM m3rogeH meTon Ha paboTta
cpefjata Ha Cb3aBaHe Ha €enekTpoHeH noanuc/medaT ce ynpaensiBa OT [OCTaByMka OT MMETO Ha
Tutynaps/Cb3gatens  Ha  enekTpoHHMA  noanuc/nedart. EBpPOTPbCT rapaHTupa, 4e npunara
CTaHOapTU3MpaHu Npoueaypu 3a CUrypHOCT Ha ynpaBeHne 1 U3nonssa HagexaHn CUCTEMU 1 NPOJYKTH,
BKITHOYUTENHO CUTYPHWN €NTEKTPOHHU KaHanm Ha KOMyHUKauus, ¢ Len Aa ce rapaHTMpa HagexaHocTTa Ha
cpedata Ha Cb3[aBaHe Ha enekTpOHHUA nognuc/nedar v ga ce rapaHTupa, Ye Tasn cpefa e M3nonsBaHa

eaVMHCTBEHO nog KoHTpona Ha Tutynsaps/Cb3aaTtenst Ha enekTpoHHUS nognuc/neyar.

1.1 NPEMNEQ

JJpakTuka  npu  npegocTtaBsHe  Ha  KBanuduuupaHu  yaocTtoBepuTenHu - ycnyru®
(Mpaktukatal/Certification Practice Statement/CPS) Ha EBpoTpbCT € nybnvyeH 4oKyMeHT. Ton moxe aa
6bOe npoMeHsAH Mo BCAKO BpeMe OoT EBpOTPBLCT M BCsKka HOBa pefakumsi ce cbobwasa Ha
3anHTEepecoBaHNTEe N1LA, KaTo akTyanuanpaHuaT AOKYMEHT ce nybnuvkyBa Ha MHTepHEeT CcTpaHuuaTa Ha
EBpoTpbCT.

MNpakTukaTa Ha EBpOTPBCT onvcBa 06LWMTE M3UCKBAHMA NPU NPeaoCTaBsiHe Ha KBanuduumMpaHu
yaocTtoBepuTenHu ycnyru. IokyMeHTbT CbAbpiKa Npasuna 1 npoueaypu, KouTo TpsibBa Aa ce nanbnHasaT
npy wu3gaBaHe W ynpaeneHue (cnvpaHe, npekpatsaBaHe W Bb30OHOBSIBAHE) [OENCTBMETO Ha
KBanuuuupaHn yaooCTOBEPEHUSA 3a EeNeKTPOHHU noanucu/nmedaty, KBanuuuMpaHn enekTpoHHU
BPeEMeBU neyaTu 1 KkBanuduumupaH yaoctoBepeHus 3a yebcant. B xoga Ha obcnyxBaHe Ha 3asiBkuTe ce
cbbupaTr HeobxoaumMu [OOKYMEHTW Npu MNpuemMaHe W npoBepka Ha 3asBfneHve 3a u3gaBaHe Ha
kBanuduumnpaHn ygoctosepeHus. B MNpakTukata ce onncea peanusanMpaHeTo Ha MepKuTe 3a CUrypHOCT

npu npegoctaBsHe Ha npepnaraHnTe oT EBpOTpbLCT KBanuduumpaHn yaoctoBeputenHu ycnyrm. Tosu
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AOKYMEHT onpegens npaBata W 3agb/DKEHUSATA, KakTO Ha y4aCcTHUUMTE B MH(pacTpykTypaTa Ha
nyonnyHma knod (PKI) Ha gocTaBuMka, Taka M Ha BbHLWHW Nuua (ako MMa TakuBa), ydacTealim B

AENHOCTTa No NpeaocTaBsHe Ha KBanMUUMpPaHN ya0CTOBEPUTENHN YCIYIW.

Onnceatr ce OTroBOpHOCTUTE, MpaBaTa W 3agbiikeHusata Ha Tutynsps/CbsgaTtens Ha
KBanuduunpaH enekTpoHeH nognuc/nevaT npu Non3BaHe Ha yAOCTOBEPUTENHU YCNyru, NpeaocTaBsiHu

oT EBpoTpbCT.

Hactosawmnar OOKYMEHT CbAbpXa onncaHne Ha cnegHuTe rnpeanaraHu ot EBpOTp'bCT ycnyru:
> N3paBaHe wu ynpaBlieHne Ha KBaJ'II/Id)VILI,VIpaHM yOooCToBEPEHUA 3a YCbBBPLIEHCTBaAHN U
KBaJ'II/I(*)VILl,VIpaHI/I E€NEeKTPOHHU nognucu/neyaTwu;

>  W3paBaHe 1 ynpaBneHve Ha kBanuduumMpaHi yoocToBepeHus 3a yebcanr;

EBpoTpbCT MOXe ga npefoctaBst KpMnTorpadpckn, MHAPOPMALMOHHM U KOHCYNTAHTCKM YCnyrn
CBbp3aHM C MPUNOXMMOCTTa Ha yOOCTOBEPUTENHUTE YCMyru, crieABarku obLLIONpUEeTUTE NPEnopbKy,
cneundukauumn n ctaHgapTu. 3a Te3n ycnyrin, EBpoTpbCT MOxXe Aa nybnvkyBa oTAenHo obwm ycrnosus.

MpakTukaTa ce OTHacCst 3a BCUYKM Y4YaCTHUMUM B WHGPACTPyKTypata Ha NyonuuHUS KoY Ha
EBpOTPBLCT NO uenust CBAT, BKIMYUTENHO, YAOCTOBEPSIBALLM OpPraHu, PerMcTpupaLin opraHu, TbproBCKu
areHTW, KIMEHTU, KpalHM NOTPEOUTENN N BCUYKN OOBEPSIBALLMN CE CTPaHW.

YOOoCTOBEPUTENHNUTE YCNYrM Ce NPedoCTaBsAT B CbOTBETCTBME C WHTerpupaHata cucrtema 3a
ynpaBsrieHue, npunaraHa oT EBpOTpbCT, KOATO BKMOYBA M3NckBaHUATa Ha ISO 90011, ISO 270012, 1ISO
22301:3, 1SO 20000-14, PernameHT (EC) Ne 910/2014 r.°, PernameHT (EC) 2016/679° (GDPR), OupekTnBa
(EC) 2015/23667 (PSD2) 1 npunoxmmoTo 3akoHogaTencTeo B Penybnuvka Bbunrapus.

HacToswmsaT OOKYMEHT e CTPYKTypupaH B CbOTBETCTBME C pamMKkaTa, onpeaerneHa B npenopbkata
IETF RFC 3647 Internet X.509 Public Key Infrastructure Certificate Policy and Certification Practices

Framework.

11S0 9001 Cucmemu 3a ynpasneHue Ha Ka4ecmeomo

2 |1SO 27001 MUHepopmauuoHHU mexHonozuu. Memodu 3a cuaypHocm. CucmeMu 3a yrpaeneHue Ha cug2ypHocmma Ha
UHopmayusma

3 1S0O 22301 CueypHocm Ha obuwecmeomo. Cucmemu 3a yrnpasieHue Ha HerpeKkbcHamocmma Ha deliHocmma

41S0O 20000-1 Cucmema 3a ynpasneHue Ha kadecmeomo Ha UT-ycryaume

5 Peaznamenm (EC) Ne 910/2014 Ha Eeponetickus napriameHm u Ha Cbeema om 23 tonu 2014 2. OMHOCHO efleKmpoHHama
udeHmucbukayusi u ydocmosepumesiHume ycryeu rfpu efeKmpoHHU MmMpaH3aKyuu Ha 8bMmpewHuUsl rnasap U 3a omMsiHa Ha
Hupekmuea 1999/93/EO

6 PeznameHm (EC) 2016/679 Ha Eeponetickusi naprnamesm u Ha Cbeema om 27 anpun 2016 200uHa 0mHOCHO 3aujumama Ha
gusuyeckume nuya 8b8 8pb3ka ¢ obpabomeaHemo Ha Jiu4HU OaHHU U OMHOCHO c80600HOMO 08UXXeHUE Ha makuga 0aHHU U 3a
omwmsiHa Ha [upekmuea 95/46/EO (06w, peacnamMeHm OmMHOCHO 3auwumama Ha daHHUme)

7 IMPEKTUBA (EC) 2015/2366 HA EBPOIMENCKUS MAP/TAMEHT U HA CBBETA 3a nnamexHume ycryau 6b68 8bmpeuHus
nasap, 3a usameHeHue Ha oupekmusu 2002/65/EO, 2009/110/EO u 2013/36/EC u PeanameHm (EC) Ne 1093/2010 u 3a ommsiHa
Ha [Jupekmusa 2007/64/EO
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EBpoTpbCT Nnogabpka peguua AOKYMEHTU, CBbp3aHu ¢ npunaraHeTo Ha Mpaktukata. YacT ot 1ax
He ca nybGnnyYHo JOCTBLMHK. Te ca YacT OT CUIYpHOCTTa Ha cucTemarta 3a yrnpaBrieHne Ha MHopMaumaTa

B EBpOTpBCT.

1.2 HOPMATUBHU NO3OBABAHUA

CbOobpKaHMEeTO Ha HacTosWMA [OOKYMEHT € B CbOTBETCTBME CbC CregHUTE HOPMaTUBHMU
AOKYMEHTW, CTaHAAPTU, CTaH4APTM3aLNOHHN LOKYMEHTN U MPENOPBKU:

> RFC 3647 Internet X.509 Public Key Infrastructure Certificate Policy and Certification Practices
Framework;

> RFC 5280 Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List
(CRL) Profile;

> RFC 3739 Internet X.509 Public Key Infrastructure: Qualified Certificates Profile;

> RFC 6960 X.509 Internet Public Key Infrastructure Online Certificate Status Protocol - OCSP;

> RFC 3161 Internet X.509 Public Key Infrastructure: Time-Stamp Protocol (TSP);

> RFC 5816 ESSCertIDv2 Update for RFC 3161,

> RFC 3279 Algorithms and Identifiers for the Internet X.509 Public Key Infrastructure Certificate
and Certificate Revocation List Profile;

> RFC 4055 Additional Algorithms and Identifiers for RSA Cryptography for use in the Internet
X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile;

> ITU-T X.509 | ISO/IEC 9594-8: The Directory: Authentication framework; Public-key and
attribute certificate frameworks;

> ETSI EN 319 401 Electronic Signatures and Infrastructures (ESI); General Policy
Requirements for Trust Service Providers;

> ETSI EN 319 411-1 Policy and security requirements for Trust Service Providers issuing
certificates: General requirements;

> ETSI EN 319 411-2 Policy and security requirements for Trust Service Providers issuing
certificates Requirements for trust service providers issuing EU qualified certificates;

> EN 319 421 Policy and Security Requirements for Trust Service Providers issuing Electronic
Time-Stamps;

> ETSI EN 319 412-1 Electronic Signatures and Infrastructures (ESI); Certificate Profiles; Part 1:
Overview and common data structures;

> ETSI EN 319 412-2 Electronic Signatures and Infrastructures (ESI); Certificate Profiles; Part 2:
Certificate profile for certificates issued to natural persons;

> ETSI EN 319 412-3 Electronic Signatures and Infrastructures (ESI); Certificate Profiles; Part 3:

Certificate profile for certificates issued to legal persons;
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> ETSI EN 319 412-4 Electronic Signatures and Infrastructures (ESI); Certificate Profiles; Part 4:
Certificate profile for web site certificates;

> ETSI EN 319 412-5 Electronic Signatures and Infrastructures (ESI); Certificate Profiles; Part 5:
QCStatements;

> EN 319 422 Time-stamping protocol and electronic time-stamp profiles;

> TS 119 312 Cryptographic Suites;

> EN 319 521 Policy and Security Requirements for Electronic Registered Delivery Service
Providers;

> EN 319 522 Electronic Registered Delivery Services;

> EN 319531 Policy and Security Requirements for Electronic Registered Electronic Mail Service
Providers;

> EN 319 532 Registered Electronic Mail (REM) Services;

» ETSI TS 119 495 Electronic Signatures and Infrastructures (ESI); Sector Specific
Requirements; Qualified Certificate Profiles and TSP Policy Requirements under the payment services
Directive (EU) 2015/2366.

1.3 WUME U VOEHTUOUKALIUA HA OOKYMEHTA

Hactoawmuar [OKYMEHT € C Mb/IHO HauvMeHoBaHue ,llpakTuka npuv nNpedocTaBsHe Ha
KBanuuunpaHn ygocToBepUTENHN yCNyrn“ n e nyernmyHo AOCTBNEH B €IEKTPOHHA BEPCUSI HA MHTEPHET
cTpaHuuaTta Ha EBpoTpbCT: https://www.evrotrust.com/landing/bg/a/tsp-documents unu ce npegocTass nNo
npegBapuTENHO NOUCKBAHE, N3NpaTeHO Ha eneKkTpoHeH aapec: office@evrotrust.com.

lMpakTnkaTa € C NpUCBOEH YHUKaneH wuaeHtudukatop Ha obekt (OID — Object ldentifier)
1.3.6.1.4.1.47272.3.1.1.

MpakTukaTa e ceBbp3aHa ¢ MNonuTuknTe Npu NPeaocTaBsAHE Ha KBannUUMpaHn yA4OCTOBEPEHMS 3a
eneKTPOHHU noanuecn/nedaT n KkBanuuuupaHn yaocToOBEPUTENHN YCYIN.

MonuTtuknTe BKNIOYBAT:

» onucaHue Ha ycnoBusiTa, kouTo EBpOTpbCT cnasea v cneasa npu n3gasaHe Ha KBanvuumpaHm
yOOCTOBEPEHUSA, KAaKTO U MPUITOXKMMOCTTA Ha Te3n yAOCTOBEPEHUS C Orfie Ha HUBOTO Ha CUTYPHOCT U
orpaHn4YeHusiTa Npun N3non3BaHeTo UM,

» CbBKYMHOCT OT KOHKPETHW NnpoLueaypu, KOMTO ce cna3eaT B NpoLeca Ha usgasaHe 1 nogabpkaHe
Ha KBanMuuupaHu yooCTOBEPEHUS, M3UCKBAHUA NpW naeHTuduKaums, ycrnoBusata n Heobxogumute
HMBA Ha CUIypPHOCT NpY Cb3[aBaHe Ha eNEKTPOHHUS nognuc/neyaT N CbXpaHsiBaHe Ha YaCTHUSA KoY,

» onpegens nNpunoXmmocTTa W CTeneHTa Ha [oBepue B MpuroxeHaTa WHgopmaumss B

KBanMuuupaHuTe yaA0CTOBEPEHMSI.
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MpakTukaTa n3nbrHsBa o6LWUTE N3NCKBAHNATA 3a YAOCTOBEPUTENHN NONUTUKN, nocoveHn B ETSI
EN 319 411-1: NCP; NCP+ n OVCP.

MpakTukaTa n3nbrHsBa o6LWUTE N3NCKBAHNATA 3a YAOCTOBEPUTENHN NONNTUKN, nocoveHn B ETSI
EN 319 411-2: QCP-l ; QCP-Il-gscd; QCP-n; QCP-n-gscd, QCP-w.

KeanupuumpaHnte ygoctoBepeHusaTa, usgageHn ot EBpOTPBLCT, CbabpXKaT MOAEHTUAMKATOPU Ha
nontuknte uMm: Certificate Policies extension. Ha Bcska OT nNonuTUKUTE, C KOUTO ce usgasaTt
KBanuduunpaHnte ygoctToBepeHus ce npuceosiea naeHtudgukatop Ha obekt (OID — Object Identifier),
kaTto EBpoTpbCT cneumduumpa B nonutmkaTa u ngeHtudukatopute cnopea EN 319 411-1/ EN 319 411-

2. CTonHocTuTe Ha EBpOTpbCT MaeHTudmkaTopuTe ca:

UpeHTudmkaTop Ha o6ekT

KBanudwmumpaH oprad/ycnyra
i P P e (OID), Policy identifier

Evrotrust RSA Root CA

1.3.6.1.4.1.47272.1

Evrotrust RSA Validation

1.3.6.1.4.1.47272.1.1

Evrotrust TSA

1.3.6.1.4.1.47272.1.2

Evrotrust TST

1.3.6.1.4.1.47272.1.2.1

Evrotrust RSA Operational CA

1.3.6.1.4.1.47272.2

Evrotrust RSA QS Validation

1.3.6.1.4.1.47272.2.1

Evrotrust Qualified Natural Person Certificate for QES

1.3.6.1.4.1.47272.2.2

Evrotrust Qualified Natural Person Attribute Certificate for QES

1.3.6.1.4.1.47272.2.2.1

Evrotrust Qualified Legal Person Certificate for QESeal

1.3.6.1.4.1.47272.2.3

Evrotrust SSL Organization Validated Certificate

1.3.6.1.4.1.47272.2.4.2

Evrotrust SSL EV Certificate

1.3.6.1.4.1.47272.2.5

Evrotrust SSL PSD2 Certificate

1.3.6.1.4.1.47272.2.5.1

Evrotrust Qualified Natural Person Certificate for AES

1.3.6.1.4.1.47272.2.7

Evrotrust Qualified Legal Person Certificate for AESeal

1.3.6.1.4.1.47272.2.8

Evrotrust Qualified PSD2 Legal Person Certificate for AESeal

1.3.6.1.4.1.47272.2.8.1

EBpoTpbCT cu 3anasea npaBoTO Aa paswupsiBa noaabpxaHute [lonuTukM Ha u3gaBaHu
YAOCTOBEPEHMSI, Ype3 onepaTMBHUTE YOCTOBEPSIBALLM OpPraHu.

EBpOTPBLCT rapaHTMpa, Ye He MPOMeHst 06EeKTHUS MOEHTUDUKATOP HA HACTOSILLMSA OKYMEHT, KaKTo
1 06EKTHUTE NAEHTUMKATOPU HA NONUTUKUTE, NMPaKTUKUTE U ApYyruTe pedepupalm AOKYMEHTU. AKo uma
paslimpsiBaHe/npomMsiHa B MONUTUKaTa U NpakTMkaTa, KoSTO He 3acsira Beye M3aafdeHun yaoCTOBEPEHMS,
EBpOTpBLCT npe3eHTMpa HOB OGEKTeH WAaeHTUdMKaTop, KOWTO OnucBa HOBWUTE YAOCTOBEPEHUS WM

pasLmnpeHnTe/NpoMeHeHNTe TakMBa. EBpOTPbCT cneaBa BbTpellHa npoueaypa 3a ynpaeneHue Ha OID.
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1.4 YYACTHUUU B UHOPACTPYKTYPATA HA EBPOTPBCT

lMpakTukaTa perynupa Han-BaXHWTE OTHOLUEHMA MeXAy YyyacTHMUUTEe B CTpyKTypaTa Ha
EBPOTPBLCT, HErOBUTE KOHCYMTAHTCKU U OOAUTOPCKM €KUMW, KaKTO U OTHOLLEeHUATa Mexay OOoCTaByumka,
notpebutenute Ha KBanuduuMpaHn yaocToBepuTenHu yCcrnyru n gosepssallym ce ctpaHun. MaucksanuaTa
n npasunaTa onucaxu B pakTukarta ce npunarar 3a:

> YOocToBepsBaLLW opraHu;
Peructpupalum opranu;
MoTpebutenu (knueHTW/ Tutynapwn/Co3gatenu u T.H.);

[loBepsiBalym ce CTpaHu;

YV Vv V V

Apyrn yyactHALM.
EBpoTpbCT nNpepocTaBs KBanvMuuUMpaHn YOOCTOBEPUTENHM YCIYrM Ha BCUYKU (DUINYECKU U
tOpUAMYECKM NULLA, KOMTO NpUemaTt npaBunarta Ha To3u AokymeHT. LlenTta Ha lMpakTukarta e knneHtute fa

613an y6e/:|,eH|/| B CUTYPHOCTTa Ha npeaocrtaBAaHUTe KBaJ'II/I(bVILI,VIpaHVI YOOCTOBEPUTEITHN YCIyrw.

1.4.1 YOOCTOBEPABALLU OPIrAHU
14.11 BA30B YOOCTOBEPSABALL OPIT'AH (EVROTRUST RSA ROOT CA)

Evrotrust RSA Root CA wusgaBa kBanuduuupaHu enekTpoOHHM YOOCTOBEPEHMS, KOUTO ca
NepapxvyHo 3aBUCMMW B WHMPACTPYKTYPHO OTHOLWEHWe B JdomenHa Ha EBpoTpbcT. basoBoTo
yaoctoBepeHne Ha EBpoOTpbCT e camou3gageHo u camonognucaHo ¢ 6a3oBMs YacTeH KoY Ha
EBpoTpbcT. C 6a30BMs YacTeH KoY 4OCTaBYMKbT NOANMCBA yOOCTOBEPEHUS 3a NyONnYHKU Kro4oBe Ha

CBOM ornepaTuBHM YOCTOBEPSIBALLM OpPraHu.

1.4.1.2 OMNEPATUBEH YOOCTOBEPABALL OPI'AH (EVROTRUST RSA OPERATIONAL CA)

Evrotrust RSA Operational CA nsgasa notpeburenckn ksannduvumpaHn yaocToBepeHUs!, CbrnacHo
MpakTukaTa n NonuTukaTta 3a NnpegocTaBsaHE Ha KBanuuUUMpaHn yAoCTOBEPUTENHMW YCIYTN.

MoTpebutenckute kKBanupuunpaHn yaoctoBepeHus, kouto nagasa Evrotrust RSA Operational CA
B MHpacTpyKTypaTa Ha EBpoTpbCT 6GuBar :

e Evrotrust Qualified Natural Person Certificate for QES/AES (E-Sign) - nsgasa ce Ha
dusnyecko nuue (Tutynap). Mima xapaktep Ha KBanuduumpaHo yOOCTOBEpPeHMEe 3a KBanuduumpaH
enekTpoHeH noanuc/ycbBbplueHcTBaH enektpoHeH noanuc (KEM/YcEN). Moxe ga ce msnonsesa 3a
naeHTumumpaHe n yctaHoBsABaHe Ha CaMOSNIMYHOCT NPW AOCTbN A0 UHTEPHET NPUNOXEHUS, 3aLMTEHN

KOMYHUKaUUnN N eneKTpoHHO noannceaHe Ha AOKYMEHTU OT BCAKAKbB TUM. B yAooCTOBEPEHMETO MOXe Aa
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ce BMNUCBAT W [aHHW 3a pUOMYEeCcKO nuue, acouumpaHo ¢ (PU3NYeCKOoTO nuue, OT MMETO Ha KoeTo
TuTynapsaT we nognucea.

e Evrotrust Qualified Legal Person Certificate for QESeal/AESeal (E-Seal) - nsgaBa ce Ha
topuandecko nuue (Cbsgaten). Mma xapaktep Ha KBanuduumpaHo yooctToBepeHue 3a KsanvduumnpaH
eneKTPoHeH nevat/ycbBbpLueHcTBaH enekTpoHeH neyvat (KEMeuat/YcElNeyvar). Moxe ga ce nanonasa 3a
Aa ce rapaHTupa Npou3Xod W UHTErpuTeT Ha U3Xo4swuM OT pUAMYECKOTO NUue OaHHW, HanpuMmep:
€IeKTPOHHN JOKYMEHTWN, CHUMKU, apXUTEKTYPHU NPOEKTU, codhTyep 1 ApYru.

e Evrotrust Qualified PSD2 Legal Person Certificate for AESeal (E-Seal) - usgasa ce Ha
JocTtaBunk Ha nnatexHu ycnyrm (PSP) cnopea PSD2. Mima xapaktep Ha kBanuduumpaHo yaoctoBepeHue
3a YcErlleyuat. N3nonaea ce 3a u3nbrHeHne Ha nsnckeaHusTa Ha PSD2.

e Evrotrust SSL Organization Validated/EV Certificate (Website authentication) — nsgasa
ce LenuTe Ha ygocToBepsiBaHETO Ha yebcanT, CBbp3aH C KOHKPETHO (PM3MYECKOTO UMK IOPUANYECKOTO
nuue. Mima xapakrtepa Ha kBanuduumpaHo ygoctoBepeHue 3a yebcant no cmmucbna Ha PernameHT (EC)
Ne 910/2014 n ce n3nonsea 3a Cb3gaBaHe Ha YBEPEHOCT y MoceTuten, 4ye yebcanTta € Ha pearneH u
nertumeH cybekT. Ypes TexHonorusaTa ce obesneyaBa HagexaHa CBbP3aHOCT MO CUTypeH NPOTOKON 3a
00OMeH Ha uHdopmaumaTa.

e Evrotrust SSL PSD2 Certificate (Website authentication) — nsgaea ce 3a uenurte Ha
yOoCTOBEpsiIBAHETO Ha yebcanT, cBbp3aH ¢ [ocTtaBumk Ha nnatexuu ycnyrm (PSP) crnopeg PSD2.
M3nonsea ce 3a M3NbfiHEHME Ha u3MUcKBaHuATa Ha PSD2. Mma xapaktepa Ha KBanuduumpaHo
yooctoBepeHue 3a yebcant no cmucbna Ha PernameHT (EC) Ne 910/2014 1 ce nsnonsea 3a cb3gaBaHe
Ha yBEpEeHOCT y noceTuTen, 4ye yebcanTta e Ha peaneH un nermtumeH cybekt. YUpea TtexHonorusata ce
obesnevaBa HagexaHa CBbP3aHOCT NO CUrypeH NPOTOKON 3a 06MeH Ha nHopmauusaTa.

e Evrotrust Qualified Natural Person Attribute Certificate for QES - nsgasa ce ¢ uen
naeHTMduumpaHe Ha guaundecko nuue (TUTynap) ¢ KOHKPETHU, ONMCaHU B YOOCTOBEPEHMETO aTpubyTK.
Mma xapaktep Ha kBanudmumpaHo ygoctoseperue 3a KEI. Becuykn npouenypu n npasuna 3a HEroBoTo
n3gaBaHe n ynpasneHue cbBnagaT ¢ Te3um Ha Evrotrust Qualified Natural Person Certificate for QES/AES
(E-Sign. Pasnukata mexay [OBeTe yOoOCTOBEPEHMS € B Cpoka Ha pJencrtBue, obema m Buaa Ha

yOOCTOBEPEHUTE B TAX OAaHHW.

KBanuduumpaHmaT onepaTuBeH yaocToBepsABal, opraH Ha EBpOTpbCT u3nbnHABa criegHuTe
cneunuyHn 3agbImKeHNs, BKIIOYEHN B pamkute Ha MNMonutukata u MNpakTnkata Ha EBpoTpbCT:

» [lprvemaHe Ha enekTPoOHHO UCKaHe 3a KBanuduumpaHn yooCToBEpPeHUs Unn KeanupuumpaHu
yOOCTOBEPUTEIHU YCIyru;

» WspaBaHe Ha kBanudumuMpaHO yOOCTOBEPEHME 3a KBanuuumupaHa yooctoBepuTernHa ycnyra

Bb3 OCHOBA Ha UCKaHUATa cnen VIJJ,eHTVId)I/IKaU,I/IH Ha ﬂOTpGGVITeJ'IVITe;
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» [ybnukyBaHe n nogabpXaHe Ha U3gageHn KBanuguumpaHn ygocToBepeHUs B CbOTBETCTBUE C
npouenypute, onucanu B MNonutuknte u MNpaktukute Ha EBpOTPBLCT;

» [MprvemaHe 1 n3nbriHeHNe Ha UCKaHe 3a OTMsIHa Ha KBanuduumpaHa ygocToBepuTenHa ycnyra
B CbOTBETCTBME C Nnpoueaypute, nocodeHu B MNonutukute u MNpaktuknte Ha EBpOTPBLCT;

» WapgaBaHe Ha Cnncbk Cbe cnpeHnTe 1 npekpaTenn yaooctoepeHus (CRL);

» [lybnukyBaHe Ha usgageHnst CRL;

» CbxpaHsiBaHe 3anucute (f1oroBeTe) no nmnpoueca Ha wusgaBaHe Ha KBanuduumpaHu
yOOCTOBEPEHNSA U OT ApYyruTe yagoCTOBEPUTENHWN YCIyrn, KOUTO NOAMNEXaT Ha oauT;

» [Opyrv gerHoCTU 1 ycnyru, CBbp3aHu ¢ AeNHOCTTa Ha EBpOTpLCT.

EBpoTpbCT 3ana3Ba NpaBoTO Aa paswmnpsiBa Ui NpoMeHs MHppacTpykTypaTa cv C Apyra nepapxms

nnn c paswmpeHne Ha TekyuiaTa.

1.4.1.3 OPIrAHU 3A NMPOBEPKA HA CTATYC HA YOOCTOBEPEHUA (OCSP SERVICE)

KBannduumpaHnte yaoctoBepeHns B MHpacTpykTypata Ha EBpOTPBLCT, KOMTO ce m3nonaeat 3a
noanucBaHe Ha 3asiBkaTa 3a BanuaupaHe, buear:
e Evrotrust RSA Validation — 13nons3ea ce 3a BanuaupaHe Ha 6as3oBuda Nognuc U ce n3gasa
anpekTHo oT basosus ygoctoeepsiBawy opraH (Evrotrust RSA Root CA);
o Evrotrust RSA QS Validation — WM3non3ea ce 3a BanugupaHe Ha KBanuduumpaHu
yaocToBepeHna un e nsgageH ot OnepatusHusa yagoctoBepsBaly opraH (Evrotrust RSA Operational CA).
B npoueca Ha BanuavpaHe Ha KBanuduumpaH enekTpoHeH nognuc/nevat OpraHbT 3a BanugupaHe
Ha EBpOTpPBLCT NOTBBbPXKAABa BanvMAaHOCTTa Ha KBannvumMpaHnsa enekTpoHeH noanuc/nedar, npu ycrosune
ye:

» yOOCTOBEPEHWNETO, Npuapyxasawo nognuca/neyata kbM MOMEHTA Ha NOAMUCBAHETO € Buno
KBanuduumpaHo YOOCTOBEPEHME 3a €efleKTPOHEH noAanuc/neyart, OTroBapsilllo Ha W3WUCKBaHWSTA Ha
Pernament (EC) 910/2014 r.;

» KBannuULMpaHOTO YAOCTOBEpPEHME, n3naneHo ot EBpoTpbeT e 6uno BanmugHo KbM MOMEHTa
Ha NOAMUCBAHETO;

» OaHHUTe 3a BanuaupaHe Ha noanuca/nevata CbOTBETCTBAT Ha AaHHUTE, NpefoCcTaBeHu OT
AoBepsiBallaTa ce CTpaHa;

» YHUKanNHUAT Habop OT AdaHHu, npeacTtaBsawm Tutynapa/Cb3gaTend Ha  eNeKTPOHHUS
noanuc/neyar B yAOCTOBEPEHMETO, € HaAMNEXHO npedafeH Ha oBepsBallaTa ce CTpaHa;

» aKo KbM MOMEHTa Ha NOANMCBaHETO € 61N n3non3saH NCeBAOHMM, TO TOBA € SICHO YKa3aHo Ha
poBepsiBallaTa ce CTpaHa;

> EenNeKTPOHHUAT nognuc/nedat e cb3gadeH OT YCTPOMCTBO 3a Cb3faBaHe Ha erleKTPOHEH
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noanuc/neyar;
» UenocTTa Ha nognucaHnTe AaHHW He e 3acTpalleHa;
» W3UCKBAHUSTA Ha HAcCTOALWMSA OKYMEHT ca 61nmn n3nbHeHN KbM MOMEHTa Ha NOAMNMCBAaHETO.

N3non3saHaTa 3a BanuaupaHe Ha KBanMUUUpaHWS €eneKkTPOHEeH nognuc/nmeyar cuctema Ha
EBpOTpBLCT NpegocTaBs Ha JoBepsBalLaTa ce CTpaHa NPaBWUITHNS pesynTaT OT npoueca Ha BanuavpaHe
“ 1 NO3BONSABA Aa OTKPUE eBeHTyanHun npobnemu, CBbp3aHn CbC CUTYPHOCTTA.

Bcsika goBepsiBalLaTa ce CTpaHa, koraTo npuema KsanuuumnpaHo yaocToBepeHne, Moxe Aa 3asisu
NpoBepKa Ha cTaTyca Ha ygocTtoBepeHusita B peanHo Bpeme npe3 OCSP cbpebp (On-line Certificate
Status Protocol/lTpoTokon 3a oHNanH NpoBepka Ha cTatyca Ha yAOCTOBEPEHUE).

MNpoBepkaTa Ha cTaTyca Ha ygoOCTOBEpeHWe B peanHo BpeMe He e 3aabipkuTenHa (pyHkums 3a
[oBepsiBawute ce cTpaHu, HO [loCTaBYMKBT NpenopbyBa Aa ce M3nomnsea Ta3u ycnyra. 3a nocturaHe Ha
no-ronsiMa CUrypHOCT Mpu U3non3BaHe Ha eNekTPOHHM nognucu/neyaTy, € NPenopbUYNTENHO UHTErpUpaHe

Ha ycnyrata B npoueca Ha Cb3aaBaHe Ui npunemMaHe Ha enekTpoHHO noanncaHn JOKYMEeHTW.

1.4.2 PEMNCTPUPALL OPTrAH

®yHKUMMTe Ha Pernctpupaly opraH ce u3BbpLUBaT OT 060cobeHa CTpykTypa Ha EBpoTpbCT unm ot
BBHLUHM NMua, Ha KouTo EBpPOTPBLCT Bb3nara OCbLUECTBABAHETO UM, B paMKUTE Ha paspeLleHoTo OT
3aKkoHa. PyHKuuuTe ca:
> [lprnemaHe Ha uckaHe 3a KBanvduuupaHa yaocToBepuTenHa ycnyra;
> [lpoBepsiBaHe 4pe3 noaxogsdwm cpeactBa M B CbOTBETCTBME C  MPUNIOKUMOTO
3aKOHOAATENCTBO HA CAMONMMYHOCTTA/MOEHTUYHOCTTA 1 aKo € NPUNOXNUMO, HA BCUYKM CNEeLMPUYHN AaHHW
3a NMLUETO, Ha KOeTo Ce u3gaBa KBanuuumpaHo yaoCTOBEPEHME;
> WpoeHTndpuumpaHe Ha nuueTto nogano MCKaHe CbrnacHo YycTaHoBeHWTe OT EBpoTpbeT
npasuna u npoueaypu;
> YpocToBepsiBaHE Ha BEPHOCTTA M AOMYCTUMOCTTA Ha NOAaLEHO MCKaHe 3a KBanuduumpaHo
yOOCTOBEpPEHHUE;
> YBegomsBaHe Ha noTpebuTtenuTe 3a nsgageHo KBanuuuupaHo yaoCcToBEPEHUE;
> OcurypsiBaHe Ha HagexaHa cpeda 3a NonyYaBaHe Ha u3gageHo  kBanuduumpaHo
yAOCTOBEPEHNE NN U3NoN3BaHe Ha KeanuguumnpaHa yaocToBeputenHa ycnyra;
> VHnummpaHe n npegaBaHe Ha yooCTOBEPSBALLMS OpraH B XxapTueHa Unn enekTpoHHa dopma
Ha 3asBKM 3a ynpasrieHue (cnvpaHe, Bb30OHOBSABaHe UNn npekpaTsiBaHe) Ha U3gageHu YAoCTOBEePEHWS;
> W3BbplBaHe Ha ogobpeHne Ha 3a8BKM 3a NpoAbIKaBaHe AENCTBMETO Ha KBanuduumpaHo
yAoOCTOBEpPEHNe OT UMeTo Ha EBpOTpLCT;
>  CkntoyBaHe Ha JOroBopwv 3a npefocTaBsHE Ha YAOCTOBEPUTENHU U APYrn KpunTorpadcku,

NHOPMALIMOHHWN 1 KOHCYNTaHTCKX YCNyru ¢ NoTpedutenu ot uMeTo Ha EBpOTpBCT;
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> [Opyrn doyHKLMK, KOUTO oCcUrypsiBaT PyHKUMOHUPAHETO Ha KBanuduumpaHa yoocToBepuTenHa

ycnyra Ha EBpOTpbCT.
Pernctpupawmat opraH moxe ga 6bae o60cob6eHO 3BEHO B paMKuMTe Ha HOPUMANYECKO nuue,
pasnunyHo oT EBPOTPBLCT, Ha KOETO ca AenervpaHun npasa Aa oCbLUEeCTBsABa Te3n AeVHOCTM UMK Ha YacT
OT TX OT umMeTo Ha EBpoTpbeT. OTHOWEHMATa Mexay EBpoTpbCT 1 Pernctpupalums opraH ce ypexaaT

[10roBOpP.

1.4.3 NOTPEBUTENU

Bcako dmamyecko, opuanyecko unm gpyro nvue, Koeto nma CKoYeH gorosop ¢ EBpoTpbLCT 3a
yaocToBepuTenHa ycnyra e notpeburten Ha Tasu npegoctaBeHa oT EBpoTpbCT yenyra.
Korato TOBa € MpaKTM4ecKnm OCHLLIECTBUMO, MPeAOoCTaBsHUTE YOOCTOBEPUTENHM YCryrn wu

n3non3saHUTe npu npeaoCtaBAHETO Ha Te3n yCnyru npoaykt ca AOCTbMHU U 3a Xopa C yBpeXaaHuA.

1.43.1 TUTYNAP

Tutynapsat (Titular) Ha enekTpoHeH nognuc € M3nMyecko nuue, KOeTo Cb3daBa eneKkTPOHHUS
nognuc.

TuUTynapsaT ocbllecTBABa OT CBOE UME MMM OT UMETO Ha OpYyro nvue, KoeTo ToW NpeacTaBnsaBsa,
€MNEeKTPOHHU U3SBMNEHUS, KOUTO €eNneKTPOHHO MNOoAMMCcBa B CbOTBETCTBME C MNpefocTaBeHata My
npencraesuTenHa Bnact. B ygoctoBepeHMeTo MoOXe ce Noco4un 1 NNLEeTo, KoeTo TUTYNApsa NpeacTaBnsea.

TuUTynapaT Ha enekTpPoHHWA Nognuc MoXe Aa Bb3nara obcrnyXBaHeTO Ha ycTpoucTBaTta 3a
Cb3aBaHe Ha KBanuduumpaHn enekTpoHHM NOANUCKU Ha TpeTa CcTpaHa, Npu ycrnoBsue, Ye ca BbBeAeHU
noaxoasM MexaHn3Mmn 1 nNpoueaypw, rapaHtupaium, ye TUTynapsaTt pasnonara ¢ egHONUYEH KOHTPON
BbpPXY M3MOM3BaHETO Ha AaHHUTE, CBbP3aHN CbC Cb34AaBAHETO HA €NEKTPOHHUSA My Noanuc, n 4ye npu
N3MON3BaHETO Ha YCTPOMCTBOTO Ca W3MbIIHEHW M3UCKBAHMATA MO OTHOLIEHME Ha KBanuduumpaHus
eneKTPOHEH Noanuc.

EanHcTBeHO TUTYynApSaT Ha KBanuuUmMpaHoTo YAOCTOBEPEHME, MMa NPaBo Ha AOCTbN A0 YacTHUA
KN4 32 MOAMUCBAHE Ha EeNeKTPOHHU U3SBMEHMs, 4Ype3 KOUTO Cb3[aBa YCbBbPLUEHCTBAH WNn

KBanuuumupaH enekTpoHeH noanuc.

1.4.3.2 CB3OATEN HA NEYAT

CbapatenaT (Creator) Ha nevar e opuanyecko nuue, KoeTo Cb3faBa eNleKTPOHEH neyar.
Cb3paTtenaT MoXe [ia NoanucBa enekTPOHHN 06EKTU, HE3aBMCUMO OT TAXHATa CbLLHOCT (codTyep,

CHUMKW, My3uKa, UMK, KHUTU, apXUTEKTYPHWU NpoekTn, 6a3n AaHHW, Au3aiH 1 Op.), ¢ KOeTo ornacsiea,
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4ye TON € NEermTMMHUS U3TOYHWMK Ha TO3M ENEeKTPOHEH OBEKT, KakTo U obekTa € C HeHapylleHa usanoct
(nHTerpuTeT). ENEKTpOHHUAT neyaT He rapaHTupa npasa BbpXy eNeKTPOHHUST OOEKT (aBTOPCKM 1 apyrn).
FOpuanyeckoTo nuue e NocoyYeHo B M3OaAeHOTO yOOCTOBEPEHWE 3a E€NEeKTPOHEH nedvaTr kaTo
Cb3naTen.
EnvHctBeHo Cb3gaTensaT kato NoTpebuten Ha kBanuduumpaHo yaocToBepeHne, nMa npaBo Ha
AOCTbMN A0 YaCTHWUS KMY 32 MOANUCBAHE HA ENEeKTPOHHW M3SABMEHWS, 4Ype3 KOUTO TOM Cb3gasa

YyCbBbPLUEHCTBaH Unu KBanupuLumpaH enekTpoHeH neyart.

1.4.3.3 KIIUEHT

KnneHT (Subscriber) e nuueTo, KOeTo nonaea keanuduumpaHaTta ygoctoBepuTtesnHa ycnyra. Ton
MOXe [a e topuanyecko, omsnm4ecko unu gpyro nuue n Moxe fa cbenaga ¢ Tutynaps/Covagarens.

KnueHTbT MOXe oa AencTBa OT UMETO Ha eAWH WU HAKOMKO pasnuynn Tutynsapu/Ce3gartenu, ¢
KOUTO TOM € CBbp3aH. KNMeHTbT e HanpuMmep KOMMaHWus, KOSTO M3UCKBaA YyO4OCTOBEPEHMS 3a CBOUTE
CNy>XUTenu, 3a Aa MM No3BoNN Aa y4acTBaT B €fIeKTPOHHUTE BU3HEC NpoLec OoT UMETO Ha KoMMnaHuaTa
N MOXe Ja He NpPUCbCTBa B AaHHWUTE, BNMCAHM B U34aAeHOTO yaocTtoBepeHue. KnmeHTbT Moxe ga e m

mue, KOeTo HanpumMmep non3sa yooctoBepuTesiHa ycnyra Ha EBpOTp'bCT 3a yoocCcTtoBepsBaHE Ha Bpeme.

1.4.4 [OOBEPABALLU CE CTPAHU

[oBepsBawa ce cTpaHa O3Ha4aBa (PU3MYECKO MMM HOPUONYECKO Nuue, KOEeTO pasuuTa Ha
yaocToBepuTenHa ycnyra.

[oBepsBawuTte ce CTpaHu crneaBa Aa MMaT MO3HAHWA U YMEHWS OTHOCHO W3MON3BaHEeTO Ha
KBanuduumnpaHo ygocToBEpPEHME N Aa ce A0BepsBaT Ha yAoCToBepeHnUTe 06CTOSATENCTBa B TSX CaMo C
ornen Ha npunoxumata lNonutnka, ocobeHo No OTHOLIEHME Ha HUBOTO Ha CUIYPHOCT MpuY NpoBepKa Ha
caMonunyHocTTa Ha Twutynapute W uaeHTUYHocTTa Ha Cb3gatennte Ha Te3n KBanuduumpaHu
yOOCTOBEPEHUSA, KaKTO M MO OTHOLWEHME Ha BNUCaHUTE B YAOCTOBEPEHWETO OrpaHuWyeHus 3a
N3MonN3BaHeTO My.

[oBepsaBawuTe ce CTpaHn MMaT NOCTOSIHEH AOCTbN A0 perncTpmute Ha EBpoTpBLCT 3a NnpoBepka Ha
BanNMOHOCTTA Ha KBanuuumMpaHuTe yOOCTOBEPEHUS, 3a YyCTaHOBSIBAHE HA €MNeKTpOHHaTa MAEHTUYHOCT
Ha Tutynapute/Cb3gaTenuTe unu Ha gpyrm obCToaTencTea u JaHHu, OTPa3eHn B YA0CTOBEPEHUATA UMK
BMMCaHN B TE3N PETNCTPU.

[oBepsBalmTe ce CTpaHun, YCTaHOBEHWN U3BbLH TepuTopusaTa Ha Penybnuka bbnrapus, moraT ga
pasyntat Ha HagexgHo, CUrypHoO, NecHO M ygobHO KBanuuuupaHo BanugupaHe no aBTomMaTu3upaH
Ha4MH Ha KBanNUMUUUPaHN eNeKTPOHHN MOAMUCU N E€NEKTPOHHM nevaTn, yaoCTOBEPEHUATA 3a KOUTO ca

nsnageHu ot EBpoTpbCrT.
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1.5 YNOTPEBA U NMPUNOXUMOCT HA KBAITMOULNPAHU YOLOCTOBEPEHUA

KBanuduumpaHo yaoctoBepeHne 3a enekTpoHeH nognuc/nevart, 3a KBanuduumpaH enekTpoHeH
BpEMEBU nevaT UM 3a aBTEHTMYHOCT Ha yebcanT ce msgaea oT ,EBpoTpbCcT TexHonboxkmc* ALl kato
KBanuduumpaH OCTaBYUK Ha KBanuduumpaHm yaoocToBepuUTESHU YCNYrn U OTroBaps Ha onpeaeneHuTe

B PernameHT (EC) 910/2014 r. nancksaHus 3a ynotpeba n npmunoxXumMocT.

OnucaHue Ha ynompebama u npunoXxumocmma Ha KeanuguyupaHume yOOCmMOBEPEHUS uUMa 8
OokymeHma [lonumuka npu rnpedocmassaHe Ha KeasuguuupaHo ydocmosepeHue 3a KeasnuguuyupaH

efleKmpoHeH rnodnuc/neyam.

1.6 YMNPABJIEHUE HA NPAKTUKATA MNMPU NPEAOCTABAHE HA KBAJIUOULIUPAHA
YOOCTOBEPUTEINHA YCIYTA

Bcsaka Bepcus Ha NMpakTukaTta npy NnpeaocTaBsHe Ha KBanvduuupaHa yooctoBepuTenHa ycnyra e
B cuna (MMa akTyanHo CbCTOSIHME) 4O MOMEHTA Ha ogobpeHne n nybnunkyBaHe Ha HoBa Bepcusi. Besika
HOBa Bepcus ce pa3paboTBa OT cnyxuTtenu Ha EBpoTpbCT 1 cneg ogobpeHne ot CbBeTa Ha AupekTopuTe
ce nybnukysa.

AboHaTuTe ca ANbXHM Aa ce cbobpassiBaT caMo C BanuaHaTa Bepcus Ha lNMpakTnukata kbM MOMEHTa
Ha nonsBaHe Ha ycnyrute Ha EBpoTpbCT.

KoHTakTHOTO nuue 3a ynpaBneHve Ha pfokymeHTa [lpaktmka npu npegocTtaBsHe Ha
KBanuduumpaHm ygoctoseputenHu ycnyrn“ ot LEBpoTtpbcT TexHonbakuc* ALl € M3NbAHUTENHUA
aunpekTop Ha EBpoTpbCT.

JonbnHutenHa nHdopmaums moxe ga 6bae nonyvyeHa Ha cnegHus agpec:

-EBPOTPBLCT TexHonboxknc* Al

Codumg, 6yn. ,Uapurpagcko Loce Ne 101
BbusHec ueHTbp ,AKTUB, eT. 6
TenedoH, dakc: + 359 2 448 58 58

Email: office@evrotrust.com

2 OTroBOPHOCT 3A NYBJINKYBAHE U XPAHUTTULLIE
21 XPAHWUIIULUE

MyGnuyYHMAT perncTbp Ha EBPOTPBLCT NpeacTaBnsiBa XpaHunuwie, B KOETO ca pasnorioXeHu
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aKkTyanHu n npeguHu BEpCUN Ha enekTPOHHW AOKYMeHTU. B Hero ce cbabpXaT yaAoCTOBEpPEHUsiTa Ha
MHpacTpykTypata Ha nybnuuHmna knod (PKI/Public Key Infrastructure) n KnneHTCKn yooCTOBEPEHMSI.
XpaHunuiieTo ce ynpasnsasa U KoHTponupa oT EBpoTpbCT. 1o Tasm npuynHa EBpOTPBLCT:

» rapaHTupa, 4Ye BCMYKM YOOCTOBEpPeHus, My6nukyBaHW B XpPaHWNULIETO MpuHagnexaTr Ha
NocoYeHUTe B TAX NOTPEOBUTENN NN HA YMTBITHOMOLLIEHU OT TAX NPeACcTaBUTeny;

» rapaHTupa, 4e YOOCTOBEpeHusTa Ha YAOCTOBEPUTENHWUTE OpraHu, npuHagnexawm Ha
EBpoTpbCT M ygocToBepeHusaTa Ha notpebutenute (No npenBapuTENHO TAXHOTO opobpeHue) ca
nyonnkyBaHu;

» nybnukyBa aktyanHu ,llonutuka npy npegocTaBsHe Ha KBanuduumMpaHn yaocTOBEPUTENHN
ycnyrn®, MMpakTuka npyu npegoctaBsiHe Ha KBanvduuupaHu yOoCTOBEpUTEnHU ycnyrn®, obpasum Ha
OOKYMEHTW, npefHasHayeHn 3a notpedbutenuTte n cnopasymeHuss Mexay CTpaHWTe, KaKTO U apXUBHU
BEpCUK;

» [paBa JocTbn A0 MHopMauma OTHOCHO CcTaTyca Ha YAOCTOBEpPEHUsATa, Ype3 nybnnkyBaHe Ha
CRL, no OCSP wvnu nocpeactsom Bbnpocu, nogageHn vpes HTTP/HTTPS npotokon ([poTokon 3a
npeHoc Ha xunepTtekcT/Hypertext Transfer Protocol);

» ocurypsiea NocTosiHEH AOCTbMN 0 MHpopMauusTa B XpaHUNULLETO 3a yOooCToBepsiBaliuTe
opraHu, permctpupaLims opraH, notpebutenure n goBepsBawuTe ce CTpaHu;

» nybnukysa apyra nHgopmaumnsa 6bp30 1 B CbOTBETCTBME CbC CPOKOBETE, ONpeaeneHn B TO3u
OOKYMEHT;

» ocurypsia 6esonaceH 1 KOHTPONMpaH AOCTbM A0 UHpopMaUmsTa B XPaHUMLLETO.

Bcuykm notpeburtenu, mmat HeorpaHMyYeH OOCTbMN A0 uaAnata MHoOpMauusa B XPaHWUMULLETO.
OrpaHunyeHusa nmat goBepsaBalUnTe ce CTpaHu, HO Te Ca €AMHCTBEHO N0 OTHOLLEHWE Ha YAOCTOBEepeHuaTa

Ha noTpebutenure.

2.2 WHOOPMALMUA, NYBJIIMUKYBAHA OT EBPOTPBLCT

My6nnyHnAT pernctbp € AOCTbMEeH 4pe3 MHTEpHeT CTpaHuuata Ha EBpoTpbCT:
https://www.evrotrust.com.

Joctbn oo nyénuyHms perucTbp MoXxe a ce ocbliecTssasa no npotokon HTTP/HTTPS.

NHdbopmauunsaTta, nybnvkyBaHa oT EBpOTPBLCT BKNOYBA JOKYMEHTU, KOUTO ONUCBaT:

> YcnosusiTa u pefa 3a nsgasaHe Ha €MeKTPOHHO YAOCTOBEPEHME, BKITIOMMTENHO 3a Npasuniarta
3a yCTaHOBSABaHE MAEHTUYHOCT Ha TUTyNsap Ha yooCTOBEPEHME;

> [lpoueaypu 3a CMrypHOCT Npu nsgasaHe 1 ynpasfeHne Ha yaoCTOBEPEHUATA,;

» HaumH Ha n3nonsesaHe Ha yoOCTOBEPEHUATA;

» YcnoBna u pen 3a u3Non3sBaHe Ha KBanuduumpaHu YOOCTOBEPEHUS, BKMHOYUTENHO

M3NCKBAHNA 3a CbXpaHABaHEe Ha YaCTeH KITioY;
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» YcrnoBus 3a OOCTbN OO0 YAOCTOBEPEHME W HayMH Ha MpoBepka Ha KeanuuuupaHo
yOOCTOBEpPEHUE;

» LeHa 3a nonyyaBaHe ¥ u3Non3BaHe Ha YOOCTOBEPEHME, KAaKTO W LEHW Ha ocTaHanute
npeaoCcTaBsHN yCryru;

» OtrosopHocT Ha EBpoTpbcT M Ha Tutynap/Cb3gaten Ha KeanuduumpaH €eneKkTpoHEH
noagnuc/neyar;

» Ycnousi n peg, no kouto Tutynapat/Cb3gaTenaT npaBu UCKaHe 3a NpekpaTsiBaHe 4ENCTBUETO
Ha KBanuuumpaH enekTpoHeH noanuc/neyar.

» [oknagu oT oguTu, U3BBbPLUEHM OT YMbIHOMOLLEHA NHCTUTYLINS;

» [JonbnHuTenHa nHdopmMaLms, Hanpumep cbobLLEHMA N N3BECTUS.

YacT oT uuTupaHata uHopmauusiTa ce cbabpXa B TO3M JOKYMeHT u B [pakTukuTte 3a

npenocrtaBdaHe Ha apyru KBaJ'II/I(bVILl,I/IpaHI/I yOOCTOBEPUTEITHN YCITyTW.

OcBeH nocoveHaTa AokymeHTaums, EBpoTpbCT nybnukysa u:

» BbasosoTto cu ygoctoepeHue (Evrotrust RSA Root CA);
OnepaTnBHUTE CU yOOCTOBEPEHMSA HA Y4OCTOBEPSIBALLUTE OpraHu;
YpocToBepeHusiTa 3a Bpeme;

N3papeHuTe oT EBpOTPBLCT yAOCTOBEPEHNS;

Y V VYV V

CnunckbKkbT Ha cnpeHnTe n oTMeHenn yaooctoBepenusi (CRL), nsgagern ot EBpoTpbCT.

2.3 YECTOTA HA NYBJINKYBAHE

EBpoTpbCT Ny6nukyBa nHpopmaums cbC crnegHaTta Yecrora:

» llonuTuka npu npegoctaBsHe Ha KBanuduumpaHn ygoctoBeputendm yenyrn“ n lpaktuka
npv NpegocTaBsHe Ha KBanuduumpaHn yaoCcTOBEPUTENHN yCryrn“ Nnoanexun Ha HesabasHo NybnukyBaHe
npu BCAKa akTyanuaauus;

» OnepaTuBHUTE Yy4OCTOBEPEHMS - MPU BCAKO U3aBaHe Ha HOBO Y4OCTOBEPEHME;

» AxTyanu3aumsa Ha nybnuyHua Permctbp Ha usagageHuTe yooCTOBEPEHUS Ce OCbLUECTBSABA
aBTOMAaTMYHO 1 He3abaBHO cnep nyonnkyBaHe Ha BCAKO HOBOM3A4AAEeHO BannaHO yaOCTOBEPEHUE;

» Axtyanusaums Ha Tekywmsa CrnmcbK CbC CnpeHn u npekpateHn ygoctoBepeHus (CRL) ce
OCblLeCcTBsIBa aBTOMaTUYHO Ha He nosedve oT 3 (Tpu) Yaca unu He3abaBHO cried nNpekpaTsBaHe Unu
cnupaHe/Bb300HOBSIBaHE Ha BannaHoO yaoctoBepeHue. BbB BCnykn Cnnucbum CbC CNPEHU U NpeKkpaTeHn
yooctoBepeHus (CRL) EBpoOTpbCT yka3Ba BpeMETO 3a CreaBalloTo usgaHue. EektmeHmMaT nepmog Ha
BanMAHOCT Ha nybnukyBaHus akTyaneH CnMCbK € MOCOYeH B HEro, OCBEH ako He ce W3BbLbpLUK
aKkTyanusauus;

»  [JonbnHuTenHa nHpopmMaums - Npu BCKO HACTBLNUIIO CbOUTHE.
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2.4 [OOCTDHBIM A0 NYBJIMKALIUK

EBpoTpbCT npegnara AMPEKTOPUAHM YCyrn 3a MHopMaumsTa CbXpaHsBaHa B XPaHWUNULLETO
(enekTpoHHUs pernctbp), kato ocurypsea HTTP/HTTPS 6asupaH gocton.

LianaTta nHdpopmaumsa B XxpaHunuweTo, nydnnkysaHa oT EBpoTpbCT, € obuwogoctbnHa. JocTenbT
A0 Tasn nHdopmauusa He ce orpaHudaBa oT EBpOTPBLCT, ocBEH MO nckaHe Ha Tutynaps/Cb3gatens u
CaMo Mo OTHOLLEHWE Ha HEroBo BanuaHo U3fganeHo yaoCTOBEpPEHME.

NHdopmaunsaTa, nybnukyBaHa B XxpaHnnuweTo Ha EBpOTpbCT, € AoCTbNHA NOCTOSAHHO (24/7/365),
OCBEH B Crny4anTe Ha CbOuTKSA, M3BBH KOHTPOMa Ha EBPOTPBLCT M B Criyvyan Ha KpaTKOTPaHW BPEMEHHU
npekbCBaHWs 3a NpodunakTuka.

[ocTaBunkbT ocurypsiBa cBoboaeH 4OCTbN 40 BCUYKM 6A30BM 1 onepaTMBHU YOOCTOBEPEHUS Ha
CBOUTE aKTUBHW yOOCTOBEPUTENHN OpraHu, Kakto M cBoOGOA4EH AOCTbM A0 Te3N Ha BCUYKM HEAKTMBHMU
TakmBa 3a CpPOK He Mo-ManbK OT 2 (OBe) rogvHu crneq MsTuyaHe Ha Cpoka Ha BanugHOCT Ha Tesun
YOOCTOBEPEHUS.

KomyHukaummte mexagy notpebutenute u 3awmteHute yeb cTpaHuum Ha EBpoTpbCT ce
ocbLlecTBsBaT Ype3 nsnonssaHe Ha HTTPS npoTokorn.

EBpoTpbCT € npeanpven Mepku, NOrMyeckn U (U3MYECKM MexXaHU3MKM 3a 3alimTta cpeLly
HeoTOopu3npaHo gobassaHe, NnpemaxsaHe U NPOMsAHa Ha MHopMaLumaTa nybnnkyBaHa B XpaHUIULLETO.

Mpn oTKkpuBaHe Ha HapyLleHnsa B MHopMaumndaTa EBpoTpbCT npegnpuemMa noaxoasawm AencTeus,
3a [Ja Bb3CTaHOBM LenocTTa Ha umHdopmauusaTa. Npu HeobxoammocT EBpOTpbCT Hanara 3akoHOBM

CaHKuuun, ypeaomasa 3acerHature Cy6eKTVI N KOMNeHcupa 3ary6V|Te M.

3 WAEHTUO®UKALUUA N YOOCTOBEPABAHE HA CAMOJIMMHOCT/MAEHTUYHOCT

Tasm yact ot [paktukata npegctaBs  obwmMTe npaBuna 3a  MNpoBepka  Ha
CaMOSIMYHOCTTa/MAEHTMYHOCTTAa Ha noTpebutenuTe, npunaraHn oT EBpoTpbCT npu um3gaBaHe Ha
kBanuduumnpaHn yaoctoeperus. MNMpasunaTa ca 6a3vpaHu Ha onpeaeneHy Buaose MHpopmMauusi, KosTo
ce BKMo4YBa B yAocToBepeHusiTa. Mo To3M HaYMH ce rapaHTupa, Ye BKIoYeHaTa MHhopmauns € ToYHa U
[AOCTOBEpPHA B MOMEHTa Ha u3gaBaHe Ha yaocToBepeHue. [poBepkaTta Ha AaHHU 3agbIKUTENHO ce
M3BbpLIBA B eTana Ha perucrpauuss Ha notpedutens M no uckaHe Ha EBPOTPLCT 3a BCUYKM
KBannuumpaHn yaocToBEPUTENHN YCIYTN.

PernctpupalumaT opraH Ha JoCTaB4YMKa M3BbPLUBA CrieaHNTe AeNCTBUS NO MAEHTUDUKaUUS:

» Mpuema 1UCKaHus 3a u3gaBaHe Ha KBannuUMpaHn yaoCTOBEPEHUS;

» ocbllecTBsiBa npoBepka 3a YyCTaHOBABaHE Ha CaMOJIMYHOCTTa Ha TI/ITyJ'IﬂpFI, CbOTBETHO
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naeHTnYHocTTa Ha Cb3gaTtens u Ha cneumMduYHM aHHN 3a TAX ¢ 4ONYCTUMW CPeacTBa;

> yTBbpXAaBa crnep ycrnewHa npoBepka Unmn oTXBbpNSA perMcTpupaHnTe NCKaHUs;

» yBedomsiBa YOocToBepsiBaLLMs opraH Aa u3gage UckaHoTo YAOCTOBEpPEHNE.

EBpOTpbCT, CbOTBETHO PernctpmpalumaT opraH cebupa n nonyyasa HeobxognmaTta MHgopmaums
3a ngeHTudmKaumsa 1 npoBepka Ha camonuyHocTTa Ha Tutynaps/Co3gartens.

EBpoTpbCT e paspaboTtuno crneumanuanpaHa cucteMa 3a otaanedveHa BMAEO uaeHTudukaums
4ype3 MOBUITHO MPUIOXEHUE, MHCTanNMpaHoO Ha CMapT YCTPOMCTBO Ha noTpebutens. CbLoOTO rapaHTmpa
noeHTudmkaums Ha notpebutens B peanHo BpeMe 4pe3 aBTOMaTM4Ha BMAEO MAEHTUdUKaALUMA Bb3
OCHOBAa Ha MOoNy4YeHU AaHHW U CHUMKA OT HaumoHanHa 6asa AaHHW OT JOKYMEHTU 3a CaMOMUYHOCT Unu
ype3 BMOEOKOH(EpeHTHa Bpb3ka B pearniHoO Bpeme OT onepaTtop, Bb3 OCHOBA Ha NpefocTaBeH Mo
eriekKTPOHeH MbT [OKYMEHT 3a CaMONU4YHOCT M Mo cneuuwanHa metogonorus. Cuctemata 3a Buaeo
naeHTudnKauns Ha pusnyeckn nuua, nsnonssaHa ot EBpoTpbCT, e cepTudmumpana 3a CboTBeTCTBME C
nauncksaHunata Ha PernameHT (EC) Ne 910/2014 oT opraH 3a nNpoBepka Ha CbOTBETCTBUE, KOATO AaBa
cbluaTta CTeneH Ha CUrypHOCT, KaKTO NIMYHO siBSIBaHe, Ha OocHoBaHwue 4n. 24, T. 4 ot PernameHT (EC) Ne
910/2014.

ABTOMaTtusnpaHata oTganedyeHa uaeHTUuKauma Ha puguydeckuTe nuua, KouTto we 6baar
BMMCBaHW B N34aBaHNTe KBanvuuupaHu yaoCToBEePEHWS, KAKTO U 3aKOHHaTa npeacTaBuTeNHa BracT Ha
Tutynapsa cnpsiMo TsX, Ce YCTaHOBSIBAa B peanHO BpeMe, 4pe3 NpoBepKka Ha akTyanHus cTtatyc U
BMMCBaHNATa B TbProBCKM U APYr PETNCTPU, B KOUTO Ca BMUCAHM.

Korato cnpaBka He MOXe Aa ce M3BbpLW, MAEHTUdUKaAUMATa Ha puavdeckuTe nvua u
npoBepKaTa Ha NpeacTaBuTENHa BNacT Ce N3BbpLUBa HA MSACTO, Bb3 OCHOBA Ha NpeAcTaBeHN JOKYMEHTH
OT Ccny>kuten Ha EBpoTpbCT nnun Pernctpupall opraH.

EBpOTpBCT rapaHTupa, Yye (omandeckuTe 1 IpuandecknTe nuua ca npaBunHO naeHTUUUUpaHm,
TAXHaTa CaMONIMYHOCT € NPOBEpPEeHa 1 Ye NCKaHuATa 3a n3gaBaHe Ha kKBanuduumpaHn yaocToBepeHns ca
HaMbJTHO, aKypaTHO U HaANEXHO NPOBEepPEHN N 0J0BPEHN, BKITHOYUTENHO MBHOTO NME/HaMMeHOBaHWeE 1
NpaBHUA CTaTyC Ha CbLOTBETHOTO (PMU3NYECKO/IOPUONYECKO NMLEe M Bpb3KaTa Mexay yOooCTOBepeHuTe
AaHHU 1 PU3NYECKOTO/IopUaNYECKOTO nuue.

MpeHTudukaumaTa n nposepkata Ha camonuyHocTTa Ha Tutynaps/Cb3patens ce vM3BbpluBa
npean ga 6bae v3gageHo kKeanuduumpaHo yaocToBepeHue. Ta ce M3BbpluBa Ype3 cuctemaTta 3a
oThaneyeHa naeHTuduKaumsa nnm Ypes nNuyHo aeasaHe Ha Tutynapsa/Cbh3gatens, unu Ha ynbfIHOMOLLEHO

OT Hero nuue npeg cnyxurten Ha EBpoTpbeT, nnu npeg Pernctpupaly, opraH.

3.1 UMEHA

B KBaJ'IVI(*)I/ILI,I/IpaHI/ITe yOOCTOBEPEHNA CE M3NOoNn3BaT BCUYKU MNPUNIOXUMU UMEHa unn apyru

noeHtndpukatopmn, BknouBankm ASN.1 ungeHTudukatopum Ha obekT. M3nckBaHuATa 3a umeHaTa B
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yOOCTOBEpPEHMsTA ca kakTo € nocodeHo B NMpenopbka ITU-T X.509 nnn IETF RFC 5280 nHa ETSI EN 319
412. [onycka ce umeHata ga 6baat B cborBetcTBne ¢ Domain Name Service (DNS), onucaH B RFC
2247.

Pernctpupawute opraHn nposepsiBaT M rapaHTUpaT, Ye MMeHaTa B UCKaHMATa 3a u3gaBaHe Ha
yOOCTOBEPEHUS OTroBapsT Ha ctaHgapTa X.509.

MoneTto ,Subject" B yaocToBEpEHNETO ChbAbPKa HAMMEHOBAHUETO Ha Tutynaps/Co3garens.

WwmeTto n gpyrute nHamsugyanuampaium 6enesm Ha Tutynapsa/Cou3gartens B CbOTBETHUTE noneTta
3a Bceku Tmn ygoctoBepeHue ca B cbotBeTcTBue ¢ DN (Distinguished Name), dopmupallo ce cbobpasHo
crangapta X.500 n X.520.

OnepatuBHUTE yaoctoBepeHus Ha EBpoTpbCT cbabpxaT B noneto ,Subject’ n none ,Issuer”
aTpmnbyT DN, hopmmpal, HEFrOBOTO YHUKANTHOTO UME.

HetannHa cneundukauma Ha wu3gaBaHuTe OT EBpPOTPBLCT yOoOCTOBEpPEHMSI Ce CbabpXka B

nocnegBawinTe 4Yactn Ha HaCToALWNA OJOKYMEHT.

3.1.1 BUWOOBE UMEHA

M3nckeaHusiTa 3a UMeHa B U3gaBaHNTe YAOCTOBEPEHUS Ca KakTo e noco4veHo B Npenopbka ITU-T
X.509 unu IETF RFC 5280 n Ha ETSI EN 319 412. Jonycka ce umeHaTta ga 6baaT B CbOTBETCTBME C
Domain Name Service (DNS), onucaH B RFC 2247. o To3M HauMH ce no3Bonsiea Ha aboHaTute ga
n3nonaeat gea snga umeHa: DN n DNS egHoBpeMeHHO.

3a ga ce ocurypu nNo-neceH HauvmH 3a enekTpoHHa KOMyHuKauusa ¢ notpebuTens, mMoxe ga ce
n3nonseBa W antepHaTMBHO MMe (nceBgoHWM). [ocCTaBuMKbT MOXe Aa wu3gasBa kBanuduumpaHo
yAOCTOBEpPEHNE KaTo 13nonaea ,NCeBAOHUM" 3a Aa UMeHyBa nNoTpebutens, camo crneq KaTo 3a CbLUOTO €
cbbpaHa Heobxognmarta MHOpMaUnMsa 3a CaMOfMYHOCTTa My M € YChnewHo maeHTuduumpaH. imeto
MOXe Aa CbAbpKa 1 agpec Ha eneKkTpoHHa noLla Ha NnoTpebutens, KOUTO € B CbOTBETCTBME C Npenopbka
RFC 822.

3.1.2 HEOBXOOUMOCT OT CMUCIIEHU UMEHA

WwmeHata, BkntoveHn B Distinguished Name (DN) Ha noTpebutens Mmart cBOeETO 3HayeHue B
Obnrapckus unu B Apyr uvyxa e3uk. CTtpyktypata DN 3aBucu OT Buaa Ha YAOCTOBEPEHMETO W
notpebutensa. DN ce cbcToM OT crnegHuTe 0bnactu (onucaHusATa ca B CboTBeTCTBUE € npenopbka RFC
3280 n X.520):

» none C - MexayHapoaHO CbKpalleHne Ha UMeTOo Ha cTpaHata (BG 3a bwnrapus);

» none CN — nbnHO/4ecTo U3non3BaHe ume Ha prM3n4ecKoTo NULE UM Ha OpraHn3aumaTa;

» none GN — nme Ha pU3N4EeCKoTO NULE;
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» none SN — damnnusa Ha Pn3nYEeCcKoTO NnLE;

» none O - UMe Ha NHCTUTYLMATA, KOSTO NUUETO NpeacTaBnsBea;

» none E - umenn agpec Ha Tutynaps/Cbhanatens;

» none SerialNumber — yH1kaneH ngeHTugunkaTop Ha omM3nMyeckoTo nmue,

» [pyrn noneta, KOUTO ce NOAPOOHO ONUCaHM B MOMIUTUKATE 3a CbOTBETHUTE NPOUNIM Ha

KBanuuuupaHuTe ya0CTOBEPEHMSI.

DN T1psabea ga 6bae noTBbpAeHO OT onepaTtop Ha Peructpupalwimsa opraH u ogobpeHo oT

YaocTtoBepsBaLLmsi opraH.

3.1.3 AHOHMUMHOCT HA NOTPEBUTEJIUTE

EBpOTp'bCT He ny6r|V||<yBa yOooCTOBEPEHUA 1 AOpyrn I/ILl,eHTI/Id)VIKaLI,VIOHHM AaHHW, 3a Oda ce
rapaHTnpa aHOHMMHOCTTa Ha JaHHUTE Ha I'IOTpe6I/1TeJ'II/1Te (Hanpvlmep EFH), OCBEH aKo nnueTo N3PNYHOTO

He 3adBU CBOETO XXeJlaHne 3a ToBa.

3.1.4 TPABWIA 3A TbJIKYBAHE HA PA3JINYHN ®OPMU HA UMEHA

TbnkyBaHeTO Ha nonetarta, NpeABUOEHW B YOOCTOBEpeHusaTa, uagageHu ot EBpoTpbCcT ca B
CbOTBETCTBME CbC YAOCTOBEPEHMATA HA NOTPeOMTENCKMSA NPochuI, ONMcCaH No-A05y B TO3M JOKYMEHT.

BbB BCUYKM yOOCTOBEPEHMS, B KOUTO ce BnucBa Tutynsaps, noneto 3a nme (Common Name, CN)
cbabpka obLonpmneTo nMe Ha pru3nyYecKoTo nuue.

B yooctoBepeHue, B KOETO Ce BNMCBA NMue, OT MMETO Ha KOeTo AencTBa Tutynsps, aTpnbyTbT 3a
yHukanHo ume (DN) cbabpka nHopMauust 1 3a CaMONIMYHOCTTA, CbOTBETHO MOEHTMYHOCTTA Ha TOBa

nuue.

3.1.5 YHUKAJIHOCT HA UMEHATA

MoneTto ,Subject” B yaoctoBepeHmneTo ce hopmupa ot nHopmauuata 3a Tutynaps/Coagatens,
KOATO Ce npefocTaBs OHMAaMH UMM Ha XapTud OT NMUEeTO nogano 3asiBka MM OT YMbSIHOMOLLEH
npegcraBvTEN NPU perucTpaumsa Ha MbpBOHAYasriHO MCKaHe 3a u3gaBaHe Ha YAOCTOBEPEHME U KOSTO ce
npoeepsiBa oT Permctpupallms opraH Bb3 OCHOBa Ha NpeacTaBeHM OKYMEHTU, BUOEO naeHTudukaumsa n
NPOBEPKM B MbPBUYHWN ObPXKaBHU PErUCTPMU.

EBpoTpbCT rapaHtmMpa yHukanHoct Ha ,DN* Ha Tutynaps/Cb3gaTtens B HEroBust JOMENVH, Ypes
nobaBsHe Ha pPeKBM3UT, KOWTO rapaHTUpa TakaBa YHUKANHOCT.

Tutynap/Cv3gaten ¢ yHukaneH DN B gomenHa Ha EBpOTpPBLCT MOXe ga uma noBeve OT e4HO
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n3gageHn AencTBUTENHN KBanuduumpaHn YA0CTOBEPEHNS.
Bcsiko nsgageHo yooctoBepeHne uma yHukaneH cepueH Homep (,SerialNumber®) B gomerniHa Ha
EBpotpber. KombuHauuata Ha noneta ,lssuer® un ,SerialNumber® rapaHTupaT yHWKanHoCTTa Ha

N34afgeHoTo YAOoCTOBepeHME B NyGNNYHUS JOMENH.

3.1.6 TNMOBEPKA HA UMEHA U CMNOPOBE MO NoBoA HA TAX

MmeHaTa, kouTo He ca coBCTBEHOCT Ha NuLE Nodano MckaHe He MoraTt ga 6baaT U3Non3BaHu B
HerosuTe Npunoxexusi. B cnyyai Ha CbMHEHWE, NMULETO € ANTbXHO Aa NPUIOXN JOKYMEHTU, AOKa3BaLLM
cobCcTBEHOCTTA HA MMeHaTa.

M3BbH abmkumaTta rpwka Ha EBpOTpbLCT € Aa npoBepsiBa Aanv noTpedutenaT uma npaso aa
N3nons3Ba MMeTO MOCTaBEHO B UCKAHETO 3a perncrpauusi, HUITO MOXe [a urpae ponsi Ha apobuTbp 3a
paspellaBaHe Ha crnopoBe. EBPOTPBCT He HOCKM OTrOBOPHOCT, KOraTo W3Mnon3BaHuMTe MMeHa B
yAOCTOBEPEHMNETO, HapyllaBaT 4yXaW npaBa BbpXy TbProBCKO MMe, TbproBcka Mapka, AOMENHW,
aBTOPCKM Npasa u ap.

B cny4yaih Ha Bb3HWKHAM CMOP MO OTHOLLUEHWE Ha M3Mon3BaHM UMeHa, EBpoTpbCT cu 3anasea
npaBoOTO [la He u3aaae yaoCTOBEPEHUE UN eqHOCTPaHHO 1 6e3 Nnpean3BecTue ga npekpaTy JoroBopa 3a
noaAabpkaHe Ha TakoBa.

EBPOTPBLCT HE HOCKU OTFOBOPHOCT, KOraTo M3Non3BaHu oT NoTPebuTenn uMeHa B yooOCTOBEPEHUS

HapyLLaBaT YyXau cyGeKkTUBHM npasa.

3.2 NbPBOHAYAIIHA PETMCTPALNA

lMbpBOHA4anHaTa perncrpauus Ha noTpebutensa ce u3BbpPLUBA, KOraTo TOM NodaBa MCKaHe 3a
pernctpaumsi 3a nbpBM MbLT B EBPOTPBLCT.

Peructpaumsita BknodBa npoueaypu, KouTo Nno3sondasar npeau aa ce usgage yooctoBepeHme Ha
notpebuten, ga ce cbbepaT JaHHM 3a HeroBaTa CaMOSIMYHOCT/MOEHTMYHOCT U CbLUMAT da ce
naeHtTnduumpa. NoTBbPXKAEHNETO Ha Te3n AaHHU U3UCKBaA (PM3MYECKO NMPUCHCTBUE Npen CrAyXUTen Ha
EBpOTpBbCT nnun Heros Pernctpupall, opraH, HOTapuyc Unm Apyro onpaBOMOLLEHO fnLe, NOTBbPXKAaBaLLN
HeropaTta CaMOSIMYHOCT/MAEHTMYHOCT. Tasn npouenypa Moxe Aa Ce OCbLLECTBM OTAanievyeHo U npu
Bb3MOXHOCT W aBTOMATU3MPAHO MO peda, MOCOYEH Mo-rope, 4Ypes3 cuctema 3a oThaneveHa
naeHTndmrkaums, otTropapsiia Ha usncksaHusata Ha PernamenTt (EC) Ne 910/2014.

MoTpebutenat, uanyeckoTo nuue e ANbXHO Ja npefoctaByM Nped npeacrtaBuTen Ha
Pernctpupawma opraH crnegHata uHgopmauus 3a egHO3HavyHO uaeHTuduumMpaHe M npoBepka Ha
CaMOfMYyHOCTTa My:

> WwmeHa;
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» [OKyMeHT 3a caMOSIMYHOCT — NINYHaTa kapTa, MexayHapo4eH NacnopT unun Apyr 4OKYMEHT 3a
CaMONNYHOCT;
» HauwnoHaneH naeHTudukaLmMoHeH HOMepP, ako MMa TaKbB;

» [laHHuK 3a KOHTaKT — MOOMMEeH TenedoH, eNeKTpoHHa nowa 1 agpec.

Cnen ycnewHa npoBepka Ha CaMOMIMYHOCTTA Ha TuTynapsi, OTOPU3MpaHMAT onepaTtop B
Peructpupalyms opraH:

» npegnara OOroBop 3a KeanuduvuupaHu yaoCTOBEPUTENHWU YCRyrn nognucaH oT MMETO Ha
EBpOTPBCT 1 CbXxpaHsaBa BCUYKM NpeacTaBEHM JOKYMEHTU KbM LOroBOpPa;

» NOTBbpXAaBa WCKaHETO 3a M3gaBaHe M uM3npalla enekTpOHHO WUCKaHe 3a u3gaBaHe Ha
yOOCTOBEPEHNe A0 onepaTuBHUSA YA0CTOBEpsBaLL, opraH Ha EBpOTpbCT;

» 3anuceBa u3gageHoTO YAOCTOBEpeHMEe Ha YCTPOWCTBO 3a Cb3[aBaHe Ha eneKTPOHEeH Moanuc
(QSCD/Secure Signature Creation Device) n ro npegasa Ha TUTyNsps Uy Ha YMbAHOMOLLEHOTO Nuue.

MNpun n3nonseaHe Ha cuctemara 3a oTAaneveHa ugeHtTudurkaums vpes cneumanHo paspaboTeHo
MOGBUITHO NpunoXxeHune, TUTYNSAPAT 3asBsBa OTAaNe4YeHo NpeaoCTaBsHETO Ha ycnyraTa, KaTo NpeaocTaBs
AOKYMEHT 3a CaMOSIMYHOCT M AaHHM OT HEro, KakTo M AaHHU 3a MOBuneH Homep 1 enekTpoHHa nowa. B
TO3M crnyyawW, TuTynsapaT 3asiBsiBa CKIlOYBaHE Ha [OrOBOP W M3OaBaHe Ha  KBanuuumpaHo
yAOCTOBEPEHME 3a KBanuUUMpaH €EnekTpOHeH noanuc M He3abaBHO aBTOMaTU3MpaHO nNoAanucBa
porosopa ¢ EBpoOTpbCT.

3a BCsAKO NuLe B cucteMute Ha EBpOTPLCT ce noaabpka perncTpaumoHeH npogus.

3.2.1 TMPOBEPKA 3A NPUTEXXAHUE HA YACTEH KJ1lO4

3a usgasaHe nnu npoabikaBaHe Ha AENCTBMETO Ha yoocToBepeHne e Heobxoaumo EBpoTpbeT
Aa nony4un enekTpoHHo nckaHe BbB dopmat PKCS#10. CneundmkaumsaTa Ha To3m opMaT Ha UCKaHe 3a
n3gaBaHe Ha YOOCTOBEpPEHME WU3NCKBA WUcKaHeTOo da 6bae nognucaHo ot Tutynaps/Cvbsgatens,
npuTeXaBall, YaCTHUS KITHou.

EBpOTPBCT M3BbPLLBA NPOBEPKa Ha BanuMAHOCTTa Ha eNEKTPOHHUS nognuc/nevat, npuapykaBaly,
NCKaHeTO. YCTaHOBABAHETO Ha BanMOHOCT Ha MOCTaBEHUS €NEeKTPOHEH noanuc/neyat € OOCTaTbyHO
OCHOBaHWe fa ce cuuta, Ye Tutyndapat/Cb3gaTenaTt € nogan enekTPoHHO MCKaHe M 4Ye nputexasa
YacTHUSI KIoY, KOWTO € TEeXHUYECKM ToAeH W KopecnoHaupa Ha nybnuyHus Kod, cbabpKall ce B
NcKaHeTo.

[Bonkata Kno4yoBe, CbLOTBETCTBAlLLA Ha uM3gaBaHOTO OT EBpoTpbCT  KBanuduumpaHo
yOOCTOBEpEHNE, 3a0bIKUTENHO Ce reHepupa B yCTPOWCTBO 3a Cb3aBaHe Ha enekTpoHeH nognuc/neyar.

Korato ce 3asiBfABa oTAaneyeHo MsgaBaHe Ha KBanuduumpaHo yaAOCTOBEPEHWE 3a eNeKTPOHEH

nognuc/neyat, EBpoTpbcT npepoctaBa Ha TuTtynsaps/Cb3gatens ycnyrata oTAaneyveHo, 4pes
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reHepvpaHe Ha [ABOKMKaTa KI4YOBE B XapAyepeH KpunTtomogyn, OTroBapsl) Ha W3MCKBaHMATa 3a
YCTPOWCTBO 3a CUrypHO Cb3[aBaHe Ha nognuc. YacTHUAT KoY ce CbXxpaHsBa B KpUNTUPaH BUA, Kato 3a
KpuntupaHe ce nsnonaea NNH kogbT Ha Tutynaps/Chagatens.

KoHTponbT Ha oCcTba A0 YacTHUS KIHY ce ocbluecTBsBa caMo oT Tutynaps/Cb3gaTens.

3.2.2 YCTAHOBABAHE HA MAEHTUYHOCT HA KOPUAUYECKO JIULIE

YcTaHOBsIBAHETO HA WMOEHTUYHOCTTA Ha topugudecko nuue (Cb3garten), ce ocbliecTBsiBa OT
npencraesuTen Ha Pernctpupallunsa opraH, Ypes npoBepka B CbOTBETHUTE pernctpu no npegoctaseH EUK,
BYJICTAT wunu gpyr ngeHtudukaumoHeH HoMep Ha nuueTo. 3a tpnandeckn nuua, 3a KoMTo He MOXe aa
Ce N3BbLPLIM aBTOMaTU3MpaHa NpoBepka ce NpeacTaBsT:

» CbaebHo pelueHne vnu apyr 4OKYMEHT, yAOCTOBEpsBaLM Bb3HUKBAHETO Ha HOPUONYECKOTO
nuue;

» [OKyMeHT, yaocToBepsBaLl, akTyanHOTO CbCTOSAHNE Ha NULETO;

» YHuKaneH HauuoHaneH nageHtudukaTtop.

Cnien konupaHe Ha BCUYKM N3NCKYyEeMU OOKYMEHTU, CbC CbIMacneTo Ha NMueTo Nnogano UCKaHEeTo,
KonusaTa ocTtaeaTt B apxmBa Ha EBpOTpbCT.

Korato BMeCTO topuamMyecko nuvue ce sBfBa HeroB YMbSHOMOLWEH npeacTaBuTen,
yAOCTOBEPSABAHETO Ha MHADOPMaLUUATa, KOSITO Ce CbabpXKa B NpeacTaBeHUTe JOKYMEHTU CTaBa vpes:

» 3aBepka ,BsapHo ¢ opurmHana“ n camopbyeH NOANUC BbPXY OOKYMEHTUTE Npen Cry>XUTesn Ha
Pervuctpupawmsa opran, B criydan Ha NMMYHO NpedaBaHe Ha LOKYMEHTUTE;

» HoTapunanHa 3aBepka Ha OOKYMEHTUTe, KOUTO ce uanpawiaT no nowa o Perncrpupawimns
opraH;

» [lognucBaHe Ha MPUIIOXKEHUTE ENEeKTPOHHN dopMaTM Ha OOKYMEHTUTE C BanugHo
yAoCTOBEpeHne 3a kBanuduuupaH enekTpoHeH nognuc/neyar;

» [perneg v NOTBbPXAEHME, Ype3 U3NON3BaHE Ha cneunanuMsamMpaHo MOOMMAHO unu pyro
NPUIOXeHne 1 cred UusBbplleHa HagnexHa uaeHTMduKauua Ha npeacTaBnABalloTO nuue wuunu
IOPUAMYECKOTO NMLLE OT CryXuten Ha EBpoTpbCT.

YaocTtoBepsBaHe Ha MOEHTUYHOCTTa Ha topuandecko nuue uma ase uenu. NupeaTa uen e ga ce
JoKaxe, Ye No BpeMe Ha pasrnexgaHe Ha MCKaHeTOo HpUaMYeckoTo nuue cbllecTsyBa. BTopaTa uen e
Ja ce [oKaxe, Yye npeacTaBUMTENHOTO fvue, KOeTO KaHOuAaTCTBa 3a YAOCTOBEPEHWE € MOfyuyusn
paspeLleHne OT IpnandecKkoTo NuLe aa ro npeacraensea.

Cnyxutenat Ha Pernctpupalumnsa opraH Moxe Aa NpoBepu perncrpaumsita nocpeacTtBOM BCUYKM
OOCTBLMNHU NYOANYHM YCIYTN CbIMacHO NPUIOXNMMOTO 3aKOHOOATENCTRO.

Mpu noeHTndMLMpaHe Ha nyua, 3a KOMTO ce u3gasaT YAOCTOBEPEHUS 3a LenNuTe Ha U3NblHEHNE

Ha naucksaHuaTa no PSD2, EBpoTpbCT NnpoBepsBa cneundunyHnte atpnbyTn, KOUTO Nofyyasa oOT NiMueTo
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N KOUTO BMUCBa B W3daBaHWUTE YAOCTOBEPEHWS, Ype3 U3MON3BaHe Ha aBTEHTUYHA WHdOpMaums oT
KomneTteHTeH HaumoHaneH opraH (NCA) (Hanp. nybnuden pernctop). B cnyyan, ye NCA e onpegenun

npaBuna 3a NpoBepka Ha Te3un atpubyTn, EBpOTPLCT rM M3NbIHSABA U Npunara.

3.2.3 YCTAHOBABAHE HA CAMOJIMYHOCT HA ®U3SUYECKO JIULIE

YcTaHOBsIBAHETO W MNpPOBEpPKATa Ha CaMONMYHOCTTA Ha dwmaudeckoTo nuue (Tutynap) ce
ocbluecTBsiBa OT npeactasuten Ha Pernctpupawms opraH. ViaeHTudukaumaTa Moxe ga ce U3BbpLun U1
aBTOMaTM3npaHo, Ypes oTaarneyeHa npoBepka.

3a ycTaHoBsiBaHe W MpoBepka Ha CaMOSIMYHOCTTa Ha (U3NYecKo nuue ce M3MckBa To Ada
npencrtaBy AOKYMEHT 3a CaMOSIMYHOCT.

dn3nyeckoTo nuue, KoeTo 3asiBABa uM3gaBaHe WM yrnpaereHne Ha - KBanuduuupaHo
yOoCTOBEpeHMe, nonbnea M npegasa Ha EBPOTPBLCT AOKYMEHTM B CLOTBETCTBME C MNoOnMTMKaTa Ha
JOoCTaBuMKa 3a usgaBaHe 1 ynpasreHne Ha KBanuuumpaHm yooctoBepeHus. [laHH1MTe 3a nuueTo moraT
Aa BKMYBaT HOMep Ha MoOwuneH TenedoH, MMeWn agpec, agpec No MECTOXMBEEHE W LpYru.
®dur3mMyeckoTo nrue NOTBbPXKAABa LOCTOBEPHOCTTA Ha AaHHUTE, Ypes:

» CaMopBbYHO NOCTaBeH NoAnuc BbpXy AOKYMEHTUTE Npen cnyxuren Ha Pernctpupalus opraH,
B CNyyawn Ha NMYHO npeJaBaHe Ha AOKYMEHTUTE;

» HoTapunanHa 3aBepka Ha OOKYMEHTUTE, KOMTO ce m3npailaT no nowa go Pernctpupawumsa
opraH;

» [lognucBaHe Ha NPUNOXEHWUTE eNeKTPOHHWM OOKYMEHTUTE C BanuaHO YAOCTOBEpEeHWe 3a
KBanuduumnpaH enekTpoHeH noanuc no cmmncbna Ha PernameHT (EC) Ne 910/2014;

EBpOTPBCT MOXe Aa yCTaHOBM CaMOSIMYHOCTTa Ha (hm3mMyecKko nuue no peda, NOCOYEH MO-rope,
4ype3 Wu3MNOn3BaHe Ha chneuuManuaMpaHo MOOWMHO WNU Apyro NPUOXeHWe W cnej W3BbpLIeHa
aBTOMaTu3MpaHa nageHTudumkaumna Ha U3nNYecKoTo nNuue unm ot cnyxuten Ha EspoTtpbeT. KoraTto ce
n3nona3sa MOOMMAHOTO MpuroXeHne Ha EBPOTPBLCT ce OCbLLeCTBsBa NPOBEpPKa Ha CaMOSIMYHOCT Ha
duamdeckuTe nuua 4ypes cuctema 3a aBToMaTusMpaHa BuMOEO MAeHTUMKaums vpes npoBepka Ha
CKaHMpaH OOKYMEHT 3a CaMOJSIMYHOCT U MoflyyaBaHe Ha [JaHHM 3a HeroBaTta BanuAHOCT OT HauuMoHanHa
©asa gaHHuM ¢ 6brapckm JOKYMEHTU 3@ CaMOSIMYHOCT, KakTo 1 Ype3 BruomeTpudeH aHanms Ha nmueTo Cbe
CHMMKOB MaTepwar, nonyvyeH oT HauuoHanHaTta 6asa gaHHu. [pu HeycnewHa nNpoBepka ce N3BbpLUBa
noeHTMdukauma OT onepaTtop MO cneuuanHa METOLONorms 4vpe3 BUAEOKOH(EPEHTEH pPasroBop.
lMpoBepkaTa Ha NpeAcTaBuTeNHaTa BracT Ha eAHO (PM3NMYeCcKo nuue CNpsiMo KPUANYECKO Ce U3BbPLUBA
ypes NpoBEpPKa Ha JaHHMTE 3a BNUCBAHUATA B CbOTBETHUTE PErMCTPU KbM AreHumaTta no BNMCBaHusTA.

EBpOTpbCT u3BbpLIBA MNpPOBEPKA Ha [AOCTOBEPHOCTTA Ha uHdoOpmauuaTa B MNOMbIHEHUTE
AOKYMEHTU, C BCUYKM 3aKOHOBO MO3BOSIEHN CPEACTBA B CbOTBETHUTE NYGIIMYHN pErncTpu.

Cnncek ¢ N3NCKyeMnTe [OOKYMEeHTU 3a C*)I/ISVI‘-IGCKO mue npu m3aaBaHe U ynpaBlieHune Ha
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KBanuuunpaHo yoocToBepeHne ce nogabpxa Ha canTta Ha EBpOTPBLCT B MHTEPHET.

3.24 YCTAHOBABAHE HA CAMOJIMMHOCT HA O®U3UYECKO JIMUE, YNMBbJIHOMOLLEH
NPEACTABUTEN HA FOPUOUYECKO JIMLIE

3a u3gaBaHe Ha kBanMuUMpaHO yOooOCToBepeHuMe Ha dusndecko nuue (Tutynsp), KoeTto e
YMBHOMOLLLEHO OT FOPUAMYECKO NULLE, YITBITHOMOLLEHUAT NpeacTaBuTen ce sBaBa npes Pernctpupaiyms
opraH. YO0CTOBEPSIBAHETO HAa MHpopMaumsiTa, KOSITO Ce CbAabpKa B NpeacTaBeHUTE JOKYMEHTU CTaBa
ypes:

> 3aBepka ,BsApHO ¢ opurmHana“ n camopbyeH NOANUC BbPXY AOKYMEHTUTE Npea CryXuTen Ha
Pervnctpupawms opran, B criydan Ha NMMYHO NpedaBaHe Ha LOKYMEHTUTE;

» HOTapuarnHa 3aBepka Ha [OKYMEHTUTe, KOMTO ce uanpawaTt no nowa go Pernctpupawumsa
opraH;

» noanucBaHe Ha MNPUNOXEHUTE €enekTPOHHM dopMaTn Ha [JOKYMEHTUTE C  BanugHo
yaoCTOBEpeHNe 3a kBanuduumpaH enekTpoHeH nognuc/neyar;

» npernea v NOTBbPXKAEHME, Ype3 M3MNOof3BaHe Ha crneumanuaMpaHo MOOWMAHO WNu Apyro
npunoXeHne W cnead M3BbpLUEHA HagnexHa uaeHTudUKauMa Ha nNpeacTaBnaBawoTo nuue wu/vnu
IOPUOANYECKOTO NUue OT CNyxXuTen Ha EBpOTPBLCT, KakTo M 4pe3 npoBepka Ha BNWCBaHUATA Ha
npeAacTaBuTeNHaTa BnacT B oumumanHu pernctpu (kbM AreHumnsata no BNUCBaHMATA).

C npoBepkaTta Ha MOEHTUYHOCTTA Ha PMONYECKO NULE ce Lenu Aa ce Aokaxe, Yye Nno BpeMe Ha
pasrnexaaHe Ha 3asiBkaTa IpUAMYECKOTO NMUEe CbLUECTBYBa M Ye NPEACTaBNsBaLOTO NULE, KOETO
KaHOuaaTcTBa 3a KBanuduuMpaHO YOOCTOBEPEHME MpuTexaBa npeacTaBuTeNnHa BracT Aa nowucka

n3gaBaHeTo.

3.2.5 OCOBEHU ATPUBYTH

[locTaBuMKbT MOXe Aa BKMNOYBa B M30aBaHOTO yoOCTOBEpeHME 0cobeHn aTtpubyTun, CBbp3aHn C
Tutynaps, ako ygocToBepeHNeTo ce n3aasa 3a KOHKpeTHa Len no CboTBeTHaTa nonuTuka.

Tasn nHopmaLms nognexun Ha nposepka ot Permctpmpallms opraH.

EBpOTpBCT M3gaBa MO UCKaHEe Ha Nuue 3a HyXauTe Ha uaeHTudukauma npeq gosepsiBallia ce
cTpaHa aTpmMbyTUBHO KBaNnuUdULMpaHO YAOCTOBEPEHME 3a KBaNnuUdUumpaH enekTpoHeH nognmc ,Evrotrust
Quialified Natural Person Attribute Certificate for QES” ¢ kpaTbk CpoK Ha BannAHOCT, CbObPXKaLLO BCUYKM
TEKCTOBM PEKBU3UTU OT AOKYMEHTa 3a CaMOSIMYHOCT, AOKOSIKOTO CbLUMTE ca NPeaoCTaBEeHWU OT NMLETO

KbM MOMEHTa Ha perncrpauusita My Kato notpebuten.

3.2.6 HENOTBBbPOEHA NH®OPMALUA
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Bcska nHdopmauns U3BbH 3agbimKUTENHO NpoBepsBaHaTa, € HenoTBbpaeHa NHopmMauus.
[locTaBuMKbT MOXe Aa BKMOYBa B M30aBaHOTO yAOCTOBEPEHME N HENOTBbPAEHA MHopMauus 3a
Tutynaps/Cb3gaTtens, KOATO He Noanexum Ha npoeepka oT Pernctpupawmsa opraH. B To3m cnydam

EBpPOTPBLCT HE HOCKU HMKaKBa OTrOBOPHOCT 3a Tasn MHGOpMaLms.

3.2.7 QOEACTBMUA HA YOOCTOBEPABALLUSA OPTAH

Cnep ycnewHa naeHTudukaums n nposepka ot Pernctpupalimsi opraH Ha ycrnoBusita 3a usgaBaHe
WUNM ynpaBrieHVe Ha KBanuduumpaHo YOOCTOBEpeHue, npeactaButen Ha Peructpupalwius opraH
noTBbPXKAABa [OaHHUTe npen YOocToBepsiBawMsi opraH. YOocToBepsiBalMAT opraH ny6rukyea
He3abaBHO M3OafdeHOTO YyaocToBepeHve B [yGnuyHMA perncTbp/XpaHunuuLeTo Ha u3gageHuTe
YAOCTOBEPEHMS UIMN CbOTBETHO B CnMcbKa CbC CrpeHn 1 npekpaTeHn yaoctoBepeHns (CRL).

B EBpOTPpBLCT €OMHCTBEHO OnepaTUBHUAT YOOCTOBepsiBall, OpraH, u3gan KeanuduumpaHo

yAOCTOBEPEHNE 3a €J1eKTPOHEH nognuc/nedaTt, MoXe Aa npekpaTyn AeNCcTBMETO Ha TOBa yaocTtoBepeHue.

3.2.8 NPOBEPKA HA NMPUTEXAHWE HA JOMEWH

Mpn n3gaeaHe Ha kBanMduuUMpaHM yOOCTOBEPEHUSI 3a aBTEHTUYHOCT Ha yebcawnT, EBpoTpbCT
M3BbpPLUBA MPOBEPKA Aann peructpaumsata u npuTexaHneto Ha gomeriHa B nyonuuHute Whols 6asm
AaHHM CbOTBETCTBA Ha NMLETO, KOeTo ro e 3aasuno. [Npu nunca Ha TakaBa nybnunyHa mMHgopmauums,
noTpebuTenaT cam npegoctaBs MHAOPMaUUA, C KOATO AOKa3Ba NPUTEXaHMeTOo Ha AOMerHa U KOATO

EBpoTpbCT NnpoBepsiBa.

3.2.9 KPUTEPWUU 3A CbOTBETCTBUE

KesanuduumpaHute ygooctoBepeHus msgageHn OoT EBPOTPBCT OTroBapAT Ha W3UCKBaHMSATaA Ha
Pernament (EC) 910/2014 n ce npusHaBaT B EBponenckua cbio3. [lpensug TpaHcrpaHuyHaTa
onepatMBHa CbBMECTUMOCT Ha BbBeaeHute ¢ Permament (EC) Ne 910/2014 dopmatn Ha
KBanuuunpaHntTe enekTpoHHM NognuUcK 1 nevatu keanuduumpaHmTe yaoCTOBEPEHNS HE HaOBULIABAT
3a4biKUTENHUTE n3nckesaHungd, npeasmaerHn B PernameHT (EC) Ne 910/2014. Ha HaumoHanHo paBHULLE B
KBanudpuumpaHmTe yaoCTOBEPEHUSI Ca BKIOYEHU cneunduyHn aHHu, kaTo Hanpumep EMH v gpyrm
cneunuyHM gaHHM nNpu nNogafgeHo MckaHe OT noTtpebuten, Ho EBPOTPLCT rapaHtTMpa, 4Ye Te He
Bb3MpenaTcTBaT TPaHCrpaHM4HaTa onepaTtMBHa CbBMECTUMOCT U NPU3HABAHETO Ha KBanMuumpaHuTe

YAOCTOBEPEHMS 1 eNEKTPOHHUTE noanucu/nedaTv B EBponeiickaTa o6LHOCT.
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3.3 WAOEHTUO®UKALUA U NPOBEPKA 3A CAMOJIMYHOCT/MAEHTUYHOCT INPU
NOAHOBABAHE HA KBAJTIM®OULMPAHO YOOCTOBEPEHUE

EBpOTPBLCT MOXe Aa NOAHOBM BanvaHO KBanMduuupaHo yaoCToBEpPEHMe, KOETO He € NpekpaTeHo
B CpOKa My Ha BanuAHOCT, KaTO reHepupa HoBa ABoKka kntodvoBe (Re-key). EBpOTPBLCT He nogaobpxa
noaHoOBsIBaHe CbC 3ana3BaHe Ha CbllecTByBallaTa ABovika knoyose (Renewal) unu cbe 3ana3saHe Ha
CepunHNg Homep.

EBpOTpbCT NogHOBsIBa TEKYLLO yAOCTOBEpeHNe Ha TuTtynaps/Cb3gaTtens ¢ HoBa 4BOWKA KitoHoBe
(Re-key), camo ako HAMa HacTbNUAM NPOMEHW B yaocToBepeHata WHGopmaumd. [MogHOBEHOTO
yAOCTOBEPEHNE MMa BNMCaHW B HEro HOB CEPUEH HOMEP, HOB NYOMMYEH KNioY, HOB NEPMOA Ha BanuaHOCT
N HOB €enekTPOHeH noanuc/neyatr OT YAOCTOBepsiBallMsl OpraH, KaTo YAOCTOoBepeHata B Hero
WHopMaLms ce 3anassa.

Cnen nogHoBsiBaHe TEKyLLOTO KBanudumumpaHo yaooOCTOBEPEHME He ce NnpekpaTsBa M ocTaBa
BanvaHO B CpOKa My Ha BanuaHoCT.

3a ngeHTMduKauusa 1M NPoBEPKA Ha CaMONUYHOCT/MOEHTMYHOCT Ha Tutynapsa/Cbh3gartens Ha
KBanmuumpaHoTo YAOCTOBEPEHME, KOETO Ce NOAHOBSBA, HE Ce U3MCKBA HErOBOTO FIMYHO ABSIBaHE npes
PerucTtpupawmsa opraH Ha EBpOTpBCT.

Mpn HacTbNUNM NPOMEHM B MHGopMauusTa 3a Tutyndps/Cb3gatenss Ha kKBanuduumpaHo
yOOCTOBEpPEHMe, TeKyLWOoTO YAOCTOBEpEeHWe He ce nogHossBa. [loCTaBuMKbT M3gaBa HOBO
KBanuduumpaHo yaooCTOBEpeHMe, KaTo credBa MbpBOHaYanHa waeHTMdUKaumMs M npoBepka Ha
CaMONNYHOCT/MOEHTUYHOCT 1 NpekpaTsaBa He3abaBHO TEKYLLOTO KBanuduuupaHo yaoCcToBEpPEHUE.

[ocTtaBunkbT cbbntogaBa crieaHUTe BPEMEBM OFPaHUYEHNST U U3NCKBAHUA 3a naeHTudmkauns

npu NogHOBAIBAHE Ha KBaNUMULMPaHO yAOCTOBEPEHME:

Mepuopg NMogHoBsAABaHe U3nckBaHusA

Oo 30 gHM npean wu3TM4aHe cpoka Ha » Na Hama npomsiHa B ,DN“ Ha
BanuaHocCT Ha KBanMpuumnpaHoTo yOOCTOBEPEHMETO
yOOCTOBEPEHME, KOETO HEe € NpeKpaTeHo U ypes Re-key » 3asBkaTa 3a NogHOBSABaHE MOXe
KOETO HAMa NpoMsiHa B yooCTOBepeHaTa B ha obae n3BbpLUEHA
Hero nHdopmauns oTganevyeHo

Oo 30 gHm cneg wm3TM4aHe cpoka Ha » [Na Hama npomsiHa B ,DN“ Ha
BanvgHocCT Ha KBanuuuupaHoTo ypes Re-key yOOCTOBEPEHUETO
yOOCTOBEPEHNE, KOETO HE € NpeKpaTeHo U » 3asiBkaTa 3a MNoOHOBSIBAHE Ce
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KOeTO HsIMa NpoMsiHa B y4OCTOBepeHaTa B nopasa Ha MSICTO (B

Hero nHpopmaumsa Pernctpupaly opraH)

MoBeywe or 30 pgHM cneg cpoka Ha
BanMAHoOCT Ha kBanuduuupaHoTto | He ce nogHoBsiBa

yOoocToBepeHue

lMpn oToaneyvyeHo nsgaeBaHe M NOAHOBABAHE Ha KBanuduumMpaHn yaoctoBepeHusa npes MobunHo
npunoxeHue, NOAHOBABAHETO e BUHarn ¢ Re-key, kaTo 3agbimkUTENHO ce n3gasa HOBO y4OCTOBEPEHME.
B TO3M cnyyan npoBepka 3a CaMOMMYHOCT U MAeHTUdUKAUMA He ce Uu3BbpLUBa, HO Cce Mpasu
aBTeHTU(MKaLNG Ha nuuaTa.

BbB Bpb3ka C M3NbNHEHWE Ha M3UCKBaHUATA Ha PSD2, npu nogHOBsIBaHe Ha yAOCTOBEPEHUE, B
KOEeTO umMa BnvcaHa uHdopmaLms, cnopen nsmncksaHmaTa Ha PSD2, EBpOTPBCT OTHOBO S NPOBEpPsiBa, KaTo
npu ToBa TON MOXe Aa s noncka oTHOBO OT cboTBETHUA NCA. B cnyyan, ye NCA e onpegenun npasuna

3a NpoBepka Ha Te3un aTpubyTn, EBpOTPBLCT MM M3MbIHsIBa M npunara.

3.4 WAEHTUO®UKALUA U NPOBEPKA HA CAMOJIMMHOCT/MAEHTUYHOCT MNPU CINMAPAHE HA
OEWCTBUETO HA KBANTU®ULIMPAHO YOOCTOBEPEHUE

CnupaHe Ha BanugHOCTTa Ha KBanuduumpaHu yOOCTOBEPEHMSI € YCTaHOBEHa onepaTuBHA
npaktmka Ha EBpoTpbCT M ce pasnuyaBa OT MpekpaTsBaHe NoO ToBa, Y€ BOAW OO0 BPEMEHHO
npeycTaHoBsIBaHE Ha y4OCTOBepUTENHaTa cuna Ha gageHo ygoctosepeHune. OT cbobpaxeHus 3a npaBHa
curypHoct EBpoOTpbCT BMHarM AcHO oTbendsBa crTaTyTa Ha ChnvpaHe Ha BanugHocTTa Ha
yOoCTOBEpEHUATA.

EBpOTpbCT € AanbXeH, 4pe3 Peructpupawmsi opraH, ga cnpe OencTBMETO Ha BanugHo
yOOCTOBEPEHME NPU NOCTBLNUIIO UCKaHe 3a cnupaHe. BpemeTo B cuctemMmuTe, CBbP3aHM CbC CnvpaHe n
npekpaTsiBaHe Ha YAOCTOBEPEHUS ce CMHXpoHu3npa cnpamo UTC noHe BegHBbXK Ha 24 vaca.

[ocTtaBumkbT, 4vpe3 Peructpupawma opraH, He u3BbpLUBA WAEHTUdMUKALMS W NpoBepka 3a
CaMOJSIMYHOCT/MAEHTNYHOCT Ha Tutynapa/Cbh3gatens W cnupa HesabaBHO  OEeWCTBMETO  Ha
yOOCTOBEPEHMETO.

Mpy n3gageHo oTaaneyeHo KksanuuumnpaHo yaoctToBepeHue, CbLLOTO MOXe Aa 6bae cnpsiHoO OT

MOGMNHOTO NPUNOXEeHUEe He3abaBHO OT NOTPebuTens, Ypes npeaBuaeHaTa 3a ToBa PYHKLMOHANHOCT.

3.5 WAEHTUO®UKALUA N NPOBEPKA HA CAMOJIMMHOCT/MAEHTUYHOCT MNPU
NMPEKPATABAHE HA JEACTBUETO HA KBAITM®GULIMPAHO YOOCTOBEPEHUE
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Korato EBpOTpBCT NpekpaTn 4eNCTBMETO Ha KBanuduumpaHo yaoCcToBepeHne, ToM oTpassisa ToBa
B nogabp)KaHuTe OT Hero 6a3n gaHHM CBOEBPEMEHHO, HO He MO-KbCHO OT 24 vaca cred kato Obae
nony4yeHo nckaHeto. OTMsAHaTa cTaBa BanugHa BegHara cref kato 6bvae nybnvkysaHa.

EBpoOTpbCT NpekpaTaBa AENCTBMETO HA YAOCTOBEPEHNE CaMO Crleq ycnelwHa ngeHTudunkaumsa m
npoBepka 3a CaMONIMYHOCT/MOEHTMYHOCT Ha Tutynaps/Cb3gatend M yToOuyHEHa MpuyMHa  3a
npekpartsiBaHe. B npoTuBEH criyyar ygocToBEPEHNETO Ce Bb30OHOBSIBA.

Mpn npekpaTtsBaHe Nnpe3 MOOMMHOTO NPUNOXEHWE, NPOBEPKA 3a NOEHTUYHOCT U CAMOSTIUYHOCT He
ce N3BbLpLBA, NPeaBMa HaNMYMETO Ha AOCTbN Ha TUTynapst 40 cboTBETHATa PYHKUMOHAMNHOCT.

EBpOTpbCT NpegocTaBs Ha BCsika JoBepsiBalla ce cTpaHa MHopMaLma OTHOCHO NpekpaTsiBaHe
Ha 4EeNCTBMETO Ha M3gafeHUTe OT Hero kBanuduumpaHn yaoCToBEPEHWS], MPU 3asiBEHO XeraHne 3a ToBa.
Tasn nHdopmauns ce npegocTaBsi Ha pasnosioXKeHWe No BCAKO BPEME M LOPU Crief CpoKa Ha BanumaHoCT

Ha yOooCToOBEPEHUNETO.

3.6 WAEHTUPUKALINA U NMPOBEPKA 3A CAMOJIMMHOCT/MAEHTUYHOCT CIEA
NMPEKPATABAHE OEMUCTBUETO HA KBANU®ULIMPAHO YOOCTOBEPEHUE

Monutukata n MNpakTukata Npy NpeaocTaBsHe Ha KBanMuuMpaH yaooCTOBEPUTENHN YCIYTrn Ha
EBpoTpbCT He gonyckaT NogHOBABaHE Ha KBanuduumMpaHo YAOCTOBEPEHME Crief NpeKkpaTsaBaHEeToO My.

Tutynsapat/Cb3gaTenaT Ha npekpaTeHO yOOCTOBEpeHMEe MOoXe [a Movcka mM3gaBaHe Ha HOBO
YAOCTOBEpPEHME.

[ocTtaBunkbT, 4Ype3 Permcrtpupalums opraH, M3nbiHsIBa NbpBOHaYanHa WaeHTUdMKaLUS |
npoBepKa 3a CaMOSIMYHOCT/MAEHTUYHOCT Ha Tutynaps/Cb3gaTtens, ako TOM 3asiBU HOBO Y40OCTOBEPEHUE.
TakaBa npoBepka He ce U3BbLbPLLBA, aKo NOTPEOUTENNAT 3asiBsiBa U34aBaHETO Ha HOBO KBannuUUMpaHo

yAOCTOBEPEHME OT MOBMNHOTO NPUIOXEHNE, B KOETO MMa aKTUBEH Npodous.

4 ONEPATUBHU U3NCKBAHUA

EBpoTpbCT, Ypes Peructpupalums opraH, B paMkute Ha ckniodeH [JoroBop 3a kBanuduvumpaHu
yOOCTOBEPUTENHN YCrnyrM, NpeaocTaBs CrnegHuTe onepaTtMBHU  Npoueaypy 3a  KBanuduumpanu
YyOOCTOBEPUTENHN YCNyrK, MNPUNOXUMU KbM KBanuduuMpaHUTE yOOCTOBEPEHUSI 3a ENEeKTPOHHU
nognucu/nedvaTu:;

> perucrpaums Ha UckaHe 3a ngaBaHe Ha kBanuduumpaHo yaoCTOBEPEHUE;
0bpaboTka Ha UCkaHe 3a n3gaBaHe Ha KBannuumpaHo yooCTOBEPEHME;
nsgaBaHe Ha KBanuuumMpaHo yaoCTOBEPEHME;

npefaBaHe Ha M3nafeHoTo KBanuuumpaHo yaoCTOBEPEHUE;

Y V VYV V

ynotpeba Ha ABoMKaTa KIM4YoBe U Ha KBanuduumpaHo yaoCTOBEPEHUE;
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» MOOHOBsIBaHe Ha KBanuguumpaHo yaoCcTOBEPEHHUE;

» cnupaHe/Bb30bHOBABaHE AeNCTBME Ha KBannduumpaHo yooCTOBEPEHME;

» npeKkpaTaBaHe Ha KBanuuumpaHo yaocToBEpPEHHUE;

» CTaTyC Ha KBanuduumpaHo yoocToBepeHme.

[ocTtaBunkbT, upe3 Peructpupawmsi opraH, gonycka Tutynapsa/Cbhb3gatens ga npekpatm
[orosopa 3a kBanuduumpaHn ygocToBEPUTENHN YCyrn Mexay TaX.

BpemeTo B cuctemnte, CBbp3aHM CbC ChMpaHe W MpekpaTsBaHe Ha YyOOCTOBEpPEHMs ce

cuHxpoHuaupa cnpsamo UTC noHe BegHbX Ha 24 vaca.

41 NOAABAHE HA UCKAHE 3A U3OABAHE HA KBAJTMOULIMPAHO YOOCTOBEPEHUE

lMogaBaHe Ha McKkaHe 3a u3gaBaHe Ha KBanuduuMpaHO yooCTOBEpPEHME € Mpouec, Nnpu KOUTo
notpebutenat nogaesa Ao Pernctpupalw, opraH Ha EBpOTpBCT, B MMCMEHaA MNn enekTpoHHa dopma,
UCKaHe 3a msgaBaHe Ha KBanuuuupaHo yaocTOBEpeHME CbIMacHO MonuTUKatTa Ha u3gaBaHe Ha
CbOTBETHOTO YAOCTOBEPEHNUE.

MckaHeTo mMoxe ga ce Hanpasu oT Tutynaps/Cbhb3gatens unm ynbNHOMOLWEH NpeacTaBuTen Ha
Cb3paTens.

MoTpebutenaT pernctpupa UckaHe 3a M3gaBaHe Ha KBaNMUUUPaHO YOAOCTOBEPEHME B OHMaWH
pexnm nnu 4Ypes onepartop B Pernctpupawima opraH Ha EBpoTpbCT.

B oHnamH pexxum nckaHusita ce nogasaT, Ype3 MpexoBu npotokonu kato HTTP/HTTPS, SIMIME
unn TCP/IP.

WckaHe 3a n3gaBaHe Ha kBanuumumpaHo ygoctToBepeHne Moxe aa ce nogasa u 4pe3 MoOUITHOTO

npunoxeHne Ha EBpoTpbCT. B TO3M cryyan, ropHuTe U3MCKBaHUA He ce npunarar.

41.1 JWUA, NOOABALLU UCKAHE 3A U3OABAHE HA KBAITUOULIMPAHO YOOCTOBEPEHUE

Bcsako nuue, nonagalwio KbM efHa OT CnegHuTe Kateropuu nvua, Moxe Aa nogasa MUCKaHe 3a

n3gaBaHe Ha KBanuuumpaHo yaoCcTOBEpPEHME:

» usmyecko nuue, KoeTo KaTo NoTpedbuTen Lwe 13non3sa KBanupuuupaHo yaoCTOBEPEHNE;

» YNMbAHOMOLLEH NpeAcTaBuTen Ha IpPUAMYECKO Nuue;

» crnyxuten Ha EBpoTpbCT, oBNacTeH CbC PYHKUUM KbM Y OOCTOBEPSABALLMSA opraH Ha EBpOTpLCT;

» OBNnacTeHo nuue kbMm Peructpupalum opraH, He3aBMCUMO Jann € BbHLUHA OpraHusauus unu e
opraHn3aumoHHo 060cobeHO 3BEHO KbM MHApaCTpyKTypaTa Ha EBpoTpbCT.
41.2 OBPABOTKA HA UCKAHETO 3A U3OABAHE HA KBAITM®ULIMPAHO YOOCTOBEPEHUE
4.1.2.1 NMOTPEBUTEJICKA YOOCTOBEPEHUA
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Bcuykn notpebutenn Ha kBanuduvumpaHn yooCTOBEPEHUS CbC CKMOYBAHETO Ha OOroBop 3a
yaoCToBepUTENHN ycnyrn Tpsibea Aa npuemat 3agbihKeHUsTa U rapaHummiTe, onpegeneHn B Hero, Kakto
n B lNonuTtukata 3a npegocTaBsHe Ha KBanuuumpaHu ycnyrm u tasu lNpaktuka. 3a Bcekn notpebuten Ha
KBanuuumpaHo yAOCTOBEpPEHME Ce M3BbpLUBA NPOLEC Ha perMctpaums, KOATO BKNKOYBa crieqHuTe
CTBIMKK:

» noJaBaHe Ha UCKaHe 3a usgaBaHe Ha KBanuduumpaHo yaoCcToBepPeHME, KOETO CbabpXa BApHa
1 TouHa nHdopmauus. VickaHeTo MoxXe Aa BKNoYBa M AOMbIHUTENHA, HenpoBepsieMa MHopMauus, 4act
OT KOSITO Ce YAOCTOBepsBa, a Apyra 4acT yrecHsiBa KOHTakTa Ha EBpoTpbeT ¢ Tutynaps/Co3gatens;

» TreHepupa ce [BOWKa Kpuntorpadckm kniovoBe OT EBpOTpLCT wmnn notpebutenaTt cam
ocbllecTBsBa ToBa. [lBomkata Kpuntorpad)Cku Kr4yoBe 3a keanuduumMpaHu YAOOCTOBEpPeHUs 3a
KET/KEMNeyaT 3agbimKUTEeNHO ce reHepupa B YCTPOMCTBO 3a CUMYPHO Cb3aBaHe Ha €eneKTPOHeH
nognuc/neyaT, OTroBapsLLO Ha U3UCKBaAHUATA 3a HUBO Ha CUrypHocCT, onpedeneHo B PernameHT (EC) Ne
910/2014;

» €eneKTPOHHMAT (popmMaT Ha MUCKAHETO 3a u3gaBaHe Ha KBanuUUUMpaHO YOOCTOBEpPEHME C
MHOPMaLMATa, KOSATO e Ce BKIIYU B YAOCTOBEPEHNETO € CTPYKTYpa, NoAnMcaHa C YaCcTHUS KN4 OT
reHepupaHaTa OBOWKa KIOYOBE B YCTPOMCTBO 3a Cb3[aBaHe Ha erlekTPoHeH nognuc/nedar, OCBEH ako
3as8BsIBAHETO He Ce U3BbpLUBA OTAANe4YeHo, npe3 MobunNHOTO NpunoxeHne Ha EBpPoTpHLCT;

» KoraTo e Heobxoaumo, PernctpupalmaT opraH npegoctasa Ha Tutynaps/Cbh3gartens nnm Ha
YMbSIHOMOLLEHO OT Hero nvue B 3awuTeH Bug umHdopmauus/kog 3a LOCTbN A0 YaCcTHMSA KIHOY B
YCTPOWCTBO 3a Cb3[iaBaHe Ha enekTpoHeH noanuc/neyar;

» B Cry4yal Ha CaMOCTOSTENTHO OTAaneyeHo reHepupaHe Ha [BOWKa KroyoBe OT noTpebutens,
cbwmaT TpabBa ga npegoctaBy NybnuuHuA KNy Ha EBpOTPBLCT 4pes opraHa 3a perncrpauvs u ga
OOKaXe NpUTEXaHne Ha CbOTBETHMS YacCTeH KNoY CbOTBETCTBALL, Ha NYONMYHNS KITHOY;

» Bb3 ocHoBa Ha ogobpeHWTe MCKaHWs 3a u3gaBaHe M yrpaBlieHME Ha KBanuduumpaHo

yOOCTOBEpEeHMe Ce OCbLLIECTBSBA CKIOYBAHETO Ha JoroBopa ¢ EBpoTpbCT.

4.1.2.2 YOOCTOBEPEHUA HA YOOCTOBEPABALL U PETUCTPUPALL, OPTAH

Pernctpypawute opraHn, KOUTO NPedoCTaBAT KBanuduumpaHu ycrnyrn, KOUTO He ca B
opraHusauMoHHaTa CTpyKTypa Ha EBpOTpbCT (BbHLWHM Pernctpupallm opraHu), € Heobxoammo npeam ga
ocblUecTBSBaT Tasu AeVHOCT, Aa CKYyaT CboTBEeTEH JoroBop ¢ EBpoTpbCT. B cnopadymeHueTo, ocBeH
npaeaTa 1 3abiDKeHUATa Ha ABeTe CTpaHu, Tpsibea Ada ce BKNo4YBa M MHOpMaUUs 3a cCamMoNM4HocTTa
Ha nuuarta yyacTeawu B Pernctpumpawiusa opraH u TAXHOTO paspelleHue Aa npencrasnsasaT U ABeTe
CTpaHu No BpemMe Ha U3nbSIHEHNEeTO Ha JoroBopa. Jlnuarta, ynbnHOMOLEHN Aa U3BbpLUBAT Ta3n 4ENHOCT,
cnefBa fa onpefendar Buaa v npegHasHavyeHneTo Ha yaoCTOBepeHUsaTa, npeaun TAXHOTO n3gaBaHe.

KntoyoBeTe 1 yaoctoBepeHnsiTa Ha YAoCToBepsiBalLMs opraH moraT Aa 6baat reHepypaHu camo
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MO BPEME Ha LEPEMOHMS MO TEeHepMpaHe Ha K4YoBe, B KOATO y4yacTBaT €AMHCTBEHO Nuua,

OnpaBoOMOLLEHN OT EBPOTPBLCT.

4.1.2.3 UCKAHE 3A PEMMCTPAUMA HA TNOTPEBUTENIN HA KBAJIMOGULIUPAHU
YOOCTOBEPUTENHU YCNYTU

VckaHeTo 3a peructpauus Ha notpebutenu Ha KBanuduumpaHu ygoCTOBEPUTENHM YCNyrn ce
nogaesa Ao Peructpupalimsa opraH OT (PM3NYEeCKM, IOpUANYECKN UMM YMbAHOMOLEHN nvua 1 BKoYBa
cnegHata nHdgopmaums:

» MbIIHO HaMMeHoBaHue Ha Tutynaps/Ce3gaTens unu Ha ymbAHOMOLLEHO Nuue;

» [okasaTtenctBa 3a nMpeacTaBuTenHa Bract Ha Tutyndapsa cnpamo Cbw3gatenda M Ha
YyMbAHOMOLLEHOTO nuue Ha CbhapaTens;

» wuaeHtudpukatopun: EUK (nepcoHaneH naeHTnugukaumoHeH Homep) 1 ap.;

» noLleHCKn agpec Ha nuueto (CTpaHa, obnacT, NOLWEHCKN KOoA, rpag wnv ceno, Homep Ha
crpaga, ume Ha ynuua unuv KkeapTan, HoMep Ha ¢akc);

>  uMmewnn agpec;

» BUMA Ha MCKaHOTO KBanuduumpaHo yaoCcTOBepeHune, B3eMarku npeasua npegHasHaydeHneTo
My;

» wuvpgeHTMdMKaTop Ha MonuMTMKaTa 3a yOoCTOBepsiBaHe, Bb3 OCHOBA Ha KOSATO Ce u3gaea
yOOCTOBEPEHNETO;

» HanuMuue Ha YacTeH KJHo4, CbOTBETCTBALL Ha MyBnuyeH Knioy;

> nybnuueH Kkniov;

» [onbIiiHUTENHa MHpopMaLums, 3asBeHa 3a BKINOYBaHE B y4OCTOBEPEHUETO, KaKTO 1 ONyCTMMa
HenoTBbpAeHa Takaga;

» noanuceaHe Ha [oroBop 3a KBanuduuupaHu yaooCTOBEPUTENHW YCNyrm u cbrnacve c
ycrosusita Ha lNonutukaTta u lNpaktukata npu npegoctaBsHe Ha KBanvduuupaHu yooCTOBEPUTESTHU
ycnyrn oT EBpoTpBCT.

B 3aBUCMMOCT OT CbAbpXaHWETO Ha YyOOCTOBEPEHMETO M HEroBUS BWUA, HAKOM OT OaHHUTE,
NOCOYEHN No-rope, MoXe ga OTCbCTBaT.

AKo gBorkaTa KpunTorpad)Cku  Kr4oBe € reHepupaHa npu  Tutynapa/Cwagartens,
PernctpupawmaT opraH cnegea ga NpoBepu NpefocTaBeHOTO eNEKTPOHHO MCKaHe 3a perncrpaumsi u
N3NCKBaHMATA 3a HUBOTO HA CUIYPHOCT Ha YCTPOMCTBOTO 3a Cb3[aBaHe Ha eNekTPOHEeH nognuc/nevar.

Cnep ycnewHa mnaeHTudmkaumsi, npoBepka Ha CaMOSIMYHOCT Ha NMLUETO, nogarno McKkaHe 3a
KBanuuumnpaHo yaoCTOBEPEeHWe M MNpu nosiydaBaHe Ha NOTBbpXAeHMe OT Permctpupawims opraH,

MCKaHeTO 3a pernctpauuna ce nanpatiia Ha yﬂOCTOBepFIBaLLl,I/Iﬂ opraH 3a n3gaBaHe Ha yaoctoBepeHue.
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4.1.2.4 NOAHOBABAHE HA KBAIW®ULUMPAHO YOOCTOBEPEHUE, TEHEPUPAHE HA HOBA
ABOWKA KIMOYOBE U NPOMSAHA HA KBAITM®ULMPAHO YOOCTOBEPEHUE

Tutynapat/Ce3gatenaT unu  yNbHOMOLEHOTO fvue MoXe [fJa 3asBuM MNOAHOBSABaHe Ha
KBanuduumnpaHo ygoctoBepeHue npu cbbnogasaHe Ha BpeMeBUTE OrpaHNYeHUs, U3NCKBaHUA U YCITOBUS
3a nogHoBsiIBaHe.

MogHoBsiBaHETO Ha  KBanuMUUMpaHO  YOOCTOBepeHWe  3anassa uHdopmauudara  3a
Tutynaps/Cbh3gatens unm ynbNHOMOLLEHOTO NMLE OT TEKYLLOTO YAOCTOBEPEHME, KaTO B NOLHOBEHOTO
yOOCTOBEPEHME Ce MPOMEHS Nepmnoa Ha BanngHoCT U CEPUNHUSA MY HOMED.

MogHoBsAABaHe Ha kBanuduuMpaHo yaoCcToBEpPeHNe, KOeTo He e BMno npekpaTeHo B nepuoga my
Ha BanngHocCT, MOXe Aa Ce U3MbIIHM Ypes reHepupaHe Ha HoBa ABolika kntovose (Re-key). EBpoOTpbCT He
noAaabpka NoaHOBsIBAaHE CbC 3amnasBaHe Ha CbllecTByBawlaTa ABoika kntodoBe (Renewal) vnu cbe
3anasBaHe Ha CepuHuSA HOMep.

lMogHoBsIBAHETO Ha KBaNUMUUMPaHO yOOCTOBEPEHUE ce Npeaxoxaa oT pernctpupaHe Ha uckaHe
3a nogHoBsaBaHe nped Pernctpupalyms opraH unv oHnamH.

Korato kBanuuuupaHoTo yAOCTOBEPEHNETO € C U3TEKbi CPOK Ha BanMAHOCT M MUCKaHETO 3a
nogHoOBSBaHE € CbINacHO MOCOYEHUTE BPEMEBU OrpPaHUYEHUs] U U3UCKBAHUA 3a MAeHTUMKaums npu
nogHossaBaHe, Tutynapat/Co3gatenar unm ynbnHOMOLWEHOTO nuue Tpsibea ga nocetn Peructpupalums
opraH Ha EBpoTpbCT Mnn aa ce naeHtudumumpa otaaneyeHo.

Tutynapat/Coe3gatenaT unu ynbfHOMOLLEHOTO fvue MOXe Aa MOAHOBM MHOrOKpPaTHO CBOE
KBanuguuupaHo yaoCcToBepeHue.

[ocTaBuUMKLT He gonycka M3Mon3BaHe Ha OBOMKa KIHYOBE 3a eNekTPOHeH noanuc/nedyar 3a
nepvoa, no-ronsm ot 3 (Tpu) roguHu.

Pernctpypaluar opraH e nogHoBuM €4HO KBanuduumpaHO yOoOCTOBEPEHUE 3a eneKTPOHEeH
noanuc/neyar, ype3 Re-key npu cnegHute ycrnosums:

» yOOCTOBEPEHMETO He € NpekpaTeHO B CpoKa My Ha BanuaHOCT;

» Tutynapat/Cb3gatensat wvnM ynbiHOMOLLEHOTO Nvue Aeknapupa, 4Ye HAma npomsHa B
yaocToBepeHaTa MHopmauns B TEKYLLLOTO My YAOCTOBEPEHUE;

» WCKaHe 3a nogHoBsBaHe € HanpaBeHa Ao 30 gHM npean unu cneg M3TMdaHe Ha cpoka Ha
BanMAaHOCT Ha YAOCTOBEPEHNETO;

» CTpPOro M3nblHsBa MAEHTU(MKaAUMATa MU MNpoBepKa 3a CaMOSIMYHOCT Ha noTpebutens wm
NOCOYEHUTE BPEMEBW OrpaHNYEHNS NPU NOSHOBSABAHE;

Bbe BCUYKM cnyyau, Korato wumMa npomMdaHa B ygocCTtoBepeHata Mchopmame 3a
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Tutynaps/Cb3gatens vnM ynbHOMOLLEHOTO fMUE Ha TEeKywoTo YAOCTOBEPEHWME, MOCNEeAHOTO He
nognexmun Ha NnogHoBsiBaHe, a EBPOTPBCT n3gasa HOBO KBaANMAULMPaHO yOOCTOBEPEHME.

VMckaHeTo 3a nogHoBsIBaHE Ha KBanvduumMpaHo yooCToBEpPEHME, TpsiOBa Aa cbabpKa Han-Marsko
cnegHoTo:

» YHUKanHoTO nme Ha Tutynaps/Cb3garensd unu ynbiiHOMOLLEHOTO fnLE;

> BUA Ha KBannduUUMpaHoOTO yAOCTOBEPEHNE/NpegHa3HAYEHNE;

» wuvpgeHTudmkaTop Ha NonuTUKaTa 3a yAoCToBepsiBaHE Bb3 OCHOBA Ha KOATO YAOCTOBEPEHUNETO
ce nsgaea;

» nybrnv4yeH K4, KOMTo Tpabea Aa 6bae yaoCcToBEpEH.

EaHa yacT unu usnaTta 4acT Ha AaHHUTE, KOATO Ce CbabpKa No-rope B UCKaHEeTO 3a NoAHOBSIBaHE
Ha KBanuduuMpaHO yAOCTOBepeHne Moxe na Obae yaocToBepeHa, Ype3 nonaraHe Ha eneKkTpoHeH
noanuc/neyar npw ycnosue, Ye aboHaTbT NpuTexasa BanvaeH KbM MOMEHTA YacTeH KoY 3a Cb3aBaHe
Ha noanuc/neyar.

[ocTtaBunkbT He pJonycka npomsHa B npodmna Ha yOOCTOBEpPEHUsITA 3a eNeKTPOHEH
nognuc/nevyar.

MogHoBsIBaHE Ha KBanNMULUMpPaHO yOOCTOBEPEHME, 3asBEHO OTAaneyeHo npe3 MoOMMIHOTO
npunoxeHne Ha EBpoTpbCT He ce nogHoesBa. Cnen n3TM4aHeTo My Ce u3gaBa HOBO yAoCToBepeHue. B
TO3M Crny4yan OOMbISIHUTENHA NOEHTUMUKAUNS HE Ce M3BBbPLUBA, @ CaMO MPOBEpPKA Ha akTyarHOCTTa Ha

AJaHHUTE 3a CaMOJIM4YHOCT.

4.1.2.5 WUCKAHE 3A CIMUPAHE U NPEKPATABAHE HA YOOCTOBEPEHUE

WckaHe 3a npekpaTsBaHe Ha  KBanuduuMpaHoO YyAoOCTOoBepeHWe ce nojasa  oOT
Tutynapsa/Cb3gatens wnyv ynbnHOMOLLEHO nuUue Ha MACTO npu Peructpupawmsi opraH wnu no
€NEeKTPOHEH MbT.

B MomeHTa Ha npekpaTtsiBaHe Ha KBanuuumpaHo yAocToBepeHue, PeructpupalumsaTt opraH
yBeZioMsiBa NoTpebutens 3a To3n akT (HanpymMep rno enekTpoHHaTa nowua).

EBpoTpbCT NpekpaTaBa u3gageHo oT Hero yAoCTOBEPEHUE NPU:

» CMBPT UNU noctaeBsHe nof 3anpeweHne Ha Tutynaps/Cb3gatens € npekpatsBaHe Ha
npeacrtasuTenHara BracT Ha Cb3paTtens;

» npekpaTsaBaHe Ha npegcTaBuTenHaTa Bnact Ha Tutynaps cnpamo Ch3agaTens;
yCTaHOBSIBaHE Ha HEBEPHW AaHHW NpU U3fgaBaHe Ha YAOCTOBEPEHUETO;

CTaHana BrnocriecTBMe HeBspHa yA0CTOBEpeHa MHopMaLus;
npv NpomMsiHa B yAOCTOBEpeHa BeYve Hpopmaums Ha Tutynapsa/Cow3gaTens;

KOMNpomMeTunpaHe Ha YaCTHUA KITHoY;

YV V V V V

3abaBsiHe B 3annaljaHeTo Ha ObIMKMMO Bb3HarpaxaeHue;
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» WCKaHe 3a npekpaTtsiBaHe OT cTpaHa Ha Tutynaps/Cv3gatens, cneg kato [JOCTaBUYMKBLT ce
yBEpU B CaMOSIMYHOCTTa UM W1 B nNpeacTaButenHaTa Brnact Ha Cbh3gatens. Korato ce 3asBsBa cnvpaHe
UNn nNpekpaTaBaHe Ha KBanuduumupaHo yaocToBepeHne npes MoBUNHOTO npunoxeHwe Ha EBpOTPBLCT,
npoBepKa Ha CaMOSIMYHOCTTa He Ce U3BbPLLBA.

HdocTtaBunkbT npegnpuema He3abaBHO npekpaTsaBaHe Ha [OEeUCTBMETO Ha  usgageHo
yAOCTOBEPEHME MPU BCAKO e4HO OT NOCoYeHuTe no-rope obcrTosTencraa.

[ocTaBunkbT NpekpaTaBa u3gageHn OT Hero yaoCcTOBEPEHNs, ako NpekpaTn genHoctta cv 6e3 aa
S NPEXBLPNI Ha APYr AOCTaB4YMK. B TO3M crnyyan cbluAT yBegoMsiBa NnoTpedbutenute cn n npekpartsisa
yAOCTOBEpeHUsATa ¢ eqHOMeceYHo npeaussectve. B egHomecedeH cpok OT yBegoMsiBaHeTo, EBpoTpbeT
Bb3CTaHOBSABA Ha NoTpebutenute nnareHarta OT TAX CyMa, B pa3mep cbobpa3eH ¢ ocTaBallms CPOK Ha
gorosopa 3a kBanudumumpaHa ypoctoBeputenHa ycnyra. Korato e 3asBeHO KBanuduuupaHo
yAoCcTOBepeHne npe3 MoOOGWMHOTO npunoxeHune Ha EBpoTpbCT, aboHaMeHTBT Ha noTpebutens ce
npekpaTsiBa OT MOMEHTA, B KOMTO HAacTbNU criegsallns nepuos 3a NoAHOBSBaHe.

[JocTaBunkbT MOXe [a cnpe W npekpaTtu yaoCToBepeHue Ha YAocToBepsiBall, opraH oT
WH(pacTpyKTypaTa, ako ca Hanvue OCHOBAaTeNHW CbMHEHUS 38 KOMMPOMETMPaHe Ha YaCTHUSA KoY Ha
TO3W OpraH.

Mpn npekpaTaBaHe Ha yOOCTOBEPEHUE Ha onepaTMBHUSA YOOCTOBEPSABALL OpraH 3a usgasaHe u
noaabpXaHe Ha KBanuduuupaHu yagocToBepeHUs 3a eneKkTpoHeH noanuc/nevar, 4eNCTBUETO Ha BCUYKM
n3gageHun oT Hero 1 BanuaHn yaocToBEpPeHUs ce npekpaTtsisa.

Camo onepaTmBHUAT Y[OocToBepsiBal, oOpraH, usgan KeanuduumpaHo yOoCTOBEpeHue 3a
ereKTpoHeH noanuc/neyar, MoXe a npekpaTn 4eNCTBMETO Ha TOBa y4OCTOBEPEHME.

AKO npekpaTsaBaHETO € cneacTsmne OT onepaTopcka rpeLuka unm cneacrame o1 KOMNpoMeTupaHe
Ha onepaTuBEH YacTeH KoY Ha EBpoTpbeT, [JocTaBuMKbLT We usgage 3a CBOS CMeTKa eKBUBANeHTHO
noTpebunTencko yqocToBepeHme.

Ycnyrute no ynpasrieHne Ha npekpaTaBaHe U cnvpaHe Ha OeNCTBMETO Ha yOOCTOBEPEHUe ca Ha
pasnorioXXeHne AeHOHOLWHOo, 7 AHW B cegmMuuara.

MNpn cpus B cuctemara, ycnyrmte wunu gpyr ¢aktopu, KOUTO ca W3BbH KOHTpona Ha
YpocTtoBepsiBalums oprad, EBpOTpbLCT nonara MakcMmarnHu ycunus, 3a ga rapaHtupa, 4ye ycryrata e e
AOCTbMHa Makcumym go 3 (Tpwu) Yaca.

BpemeTo B cuctemnte, CBbp3aHM CbC ChMpaHe W MpekpaTsaBaHe Ha YO4OCTOBEpPEHMS ce
cvHXxpoHu3npa cnpsamo UTC noHe BegHbX Ha 24 yaca.

BbB Bpb3Ka C M3aNbfHEHME Ha M3UCKBaHUATA Ha PSD2, nckaHe 3a cnupaHe un npekpaTtsaBaHe Ha
yaocToBepeHne moxe aa 6bae nogageHo u ot ctpaHa Ha NCA 3a u3gageHun ygocToBepeHus ¢ BNMCaH B
TAX WOEHTUMPUKAUMOHHMUA KoL Ha nnatexHata uHctutyumus (authorisation number of the payment
institution) Ha JocTtaBumnk Ha nnaTtexHu ycnyrmn (Payment service provider/PSP), pernctpmpaH oT cbLlyus

NCA. lNpu ToBa NCA cneumdumumpa KOHKPETHUS CepUeH HOMep Ha YOOCTOBEPEHME, KaKTO U NpuyYnHaTa
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3a MCKaHeTO 3a crnunpaHe nnu npekpartsaBaHe. Bb3amMoXXHUTE NpUYNHK 3a NpekpaTaBaHeTo ca:

» npekpaTeHa e aBTopu3auusita Ha PSP;

» 1Ma NpoMsHa B MAeHTUMPUKAUMOHHUSA KoL Ha nraTexHarta MHCTUTYyUmMsa Ha PSP;

» 1Ma npomMsiHa B MMeTo unu ngeHtmgukatopa Ha NCA;

» npekpaTeHa e efHa wvnu rnosedve OT ponuTe, yOOCTOBEPEHU B M3OafdeHO YOOCTOBEpPEHWUeE.
BmeHsiBaHeTO Ha HoBa ponsa Ha PSP He e npuynHa 3a npekpatsaBaHe Ha nsgageHo yaocToBepeHue;

» npeKkpaTaBaHETO € U3NCKBAHO MO 3aKOH;

> OPYTV NPUYMHN.

Ako NCA e cobCTBeHMK Ha crneumdpudHa nHgopmaumusa no PDS2 n cvobuwasa Ha EBpoTpbCT, ve
Tasu nHopmauusa e NpoMeHeHa 1 Yye TS MMa OTHOLLEeHME KbM BanuaHOCTTa Ha usgageHo oT EBpoTpbCT
yooctoBepeHue, EBpoTpbCT npoBepsiBa Tasn MHopMaLUns, HeE3aBUCUMO OT CbAbpPXKaHMETO U opmaTta
n, 6e3 ga nma 3agbIMKEHNETO TOBa Aa Ce CryYn B paMkuTe Ha 24 yaca.

EBpOTpBCT NpoBeEpsiBa aBTEHTUYHOCTTA M BEPHOCTTA Ha MHbopMaumsaTa n UCKaHUATa, oTnpaBeHn
oT NCA n npu HeobxoguMOCT MOXe Aa M3MbAHW WK OTKaXe TAXHOTO M3nbiHeHue, 6e3 ga uma

3aabJDKEHNETO Aa I/IH(*)OpMI/Ipa 3a npunynHaTa 3a npnemMmaHeTo Unm oTkasa M.

4.2 OBPABOTKA HA UCKAHETO

EBpoTpbCT nprvema wuckaHua 3a KBanuduumMpaHu yOOCTOBEPUTENHW YyCnyru, nogageHu
nHanemayanHo. VickaHuata moraT ga ce nogasaTt OHNanH npes nybnvyHo JocTbnHO yeb 6asmpaHo
npunoXeHme n Ha MscTo Npu Pernctpupalwums opraH. B cnyyan, 4e 4OKyMeHTUTe ce nanpawlar no nowara
e Heobxoamnma HoTapuanHa 3aBepka Ha nognucute. ckaHus morat ga ce npvemart n npe3 MOBuHoOTO
npunoxeHue Ha EBpOTPBLCT.

OnnanH nogasaHe npe3 nybnuyHo [OCTBMHO yeb 6Ga3npaHo NpunoXeHue ce Uu3BbpLUBa C
noMoLLTa Ha MHTEPHET CTpaHMUaTa Ha AoCcTaB4YMKa Ha agpec: https://www.evrotrust.com. NoTpebuTtensr,
KOWTO € NOCeTMN NOAXOAALL0TO MSICTO Ha cainTa, NnonbnBa (B CbOTBETCTBUE C MHCTPYKLMUTE HA TO3WN CalT)
noaxoasiia dopma 3a KaHAMAaTCTBaHe M ro nanpawia Ha Permctpupalymsa opraH oHnanH. VickaHusata 3a
KBanuduumnpaHm yaocToBepuTenHn ycnyrm ce obpaboTsar OT cnyxuten Ha EBpoTpbCT.

Mpn nogaBaHe Ha uckaHe npu Pernctpupaly opraH ce nsmckea npucbctene Tutynap/Cvaparen
UNKN yNbiTHOMOLLIEHO Nuue. B cnyyain Ha oBnacTtsiBaHe ce U3NCKBAT AOKYMEHTU A0Ka3BaLLM aBTEHTUYHOCT.

Mpn nogaBaHe Ha WckaHe nNpe3 MOOMIHOTO NpunoXxeHwe Ha EBpPOTPBLCT, TO ce reHepupa

aBTOMaTU3MpaHo, B yA06eH 3a NOTpebuTenuTe Ananoros pexvm.

421 WOAEHTUOUKALINA U NMPOBEPKA 3A CAMOJIMYHOCT

[enHocTuTe No naeHTndmrKaums 1 NpoBepka 3a CaMONMYHOCT Ha noTpebutenute Ha EBpoTpbCT
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ce ocCbliecTBABa OT PeI'I/ICTpVIpaLLI,VIFI opraH B CbOTBeTCTBME C YyClioBUdATa, NMOCOYEHNU B HACTOALLUUA

AOKYMEHT.

4.2.2 NPUEMAHE NN OTXBBPIIAHE HA UCKAHE
4.2.2.1 OBPABOTKA HA UCKAHE OT PETMUCTPUPALLUA OPTAH

Bcsiko uckaHe, nogageHo MO enekTpoHEeH MbT MM Ha XapTus Ha PerncTpupawms opraH, ce
obpaboTBa Mo cnegHUs HaunH:

» Pernctpupawmat opraH nonyyaea uckaHeto Ha Tutynaps/Cb3gartens unu ynbiaHOMOLLEHOTO
nvue (Ha XxapTUeH HOCUTEN UNN B eneKkTpoHeH copmar);

» PernctpupallmuaT opraH npoBepsiea Aanu NULETO € 3annaTuio Takca 3a pasrfnexaaHeTo Ha
UCKaHETO 3a wu3gaBaHe Ha KBanuMUMpaHO yOOCTOBEPEHME, Mpu YCNoBME, 4Ye 3annallaHeTo e
npeaBuaeHo B LieHoBaTa nucta Ha EBpoTpbeT. Npu nunca Ha TakaBa Takca, UCKAHEeTO Ce OTXBbPIs;

» PernctpupalluusaTr opraH npoBepsiBa OaHHUTE, MOCOYEHW B WUCKAHETO, HaNpUMep IUYHUTE
JaHHW Ha NULIETO 1 NPOBepsiBa 3a NpUTEXaHNE Ha YacTeH KIoY;

> MpuW NONoXWUTENHa NpPoBepka PernctpmpallmaTt opraH noTBbpkAaBa UCKAHETO;

> aKo OpWUIrMHaNHOTO MPUIOXEeHMe CbAbpXa HeBApHa MHAOPMauUs, TO Ce OTXBbPNs WNnn
Kopurupa;

> B pe3ynTaT Ha NOTBbPXKAaBaHETO Ce M3aaBa yaoCTOBEPEHUE;

> PernctpmpaluaTr opraH MoXxe CbLOo Taka Aa NpoBepu 1 ApYru AaHHWU, KOUTO He ca MNOCOYEeHU
B MCKaHeTo, HO ce M3uckeaT oT EBpOTpbCT.

KoraTo nckaHeTo ce nogasa npe3 MoOOUNHO NpUMOXeHne, ropHUTE Npoueaypu He ce npunarat. B
TO3N Cnyyam ce npoBepsiBa HanuuMe Ha NpoBepeHa CaMONIMYHOCT Ha NMUETO WM OCblUEeCcTBeHa
noeHTudmrkaums — aBToMaTUYHO MnM OT onepatop. [pu HanuuMe Ha TEXHOMNOrM4YyHa Bb3MOXHOCT ce
N3BbpLUBa aBTOMaTM3NpaHa NpoBepKa B HaLMOHaNHM 6a3n gaHHU OT AOKYMEHTM 3@ CaMOSTIMYHOCT Unn B
perncTpyM Ha HaceneHueTo. AKO MPOBEPKUTE ca YyAOBneTBOpuUTENnHM EBpPOTPLCT reHepupa [BowvkaTa
Krnto4yoBe OTAaneyeHo, B CBOM XapAyepeH KpunTomoays, KpunTvpa 4acTHUS KoY Ha noTpebutens c

Herosua NMNH n nsgasa kBanuuunMpaHoTO yOOCTOBEPEHME.

4.2.2.2 3AAABKA KbM YOOCTOBEPABALLUA OPIrAH 3A U3OABAHE HA KBAJIMOULIMPAHO
YOAOCTOBEPEHUE

EBpoTpbCT MOXe fa OTKaxe nsgaBaHe Ha KBanmduumpaHo yaoCcToBepeHre Ha BCsKo nuue 6es aa
MMa 3a0bIMKEHMS UMM OTTOBOPHOCT, aKo NOTPEebUTENST NOCOYBA HEBEPHU AaHHM B UCKAHETO 3a U3aBaHe
Ha yOOCTOBEpPEHME.

EBpOTpBLCT MOXe Aa HanpaBu 0Tkas 3a U3aaBaHe Ha KBanuduumMpaHo yaoCcToBepeHue:
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» aKko noTpebuTendat He MOXe [a JoKaxe, CBOMTe npaBa BbpXy npeanoxeHuns DN;

» B CNnyyYall Ha CbMHeEHWe, 4Ye noTpedbutendar danwuduumpa SaHHU UNKU NOCOYBa HEBEPHU
AaHHY,;

> aKo NoTpebuTENsAT aHraxumpa 3HauMTemnHM pecypcu oT EBpoTpbCT 3a obpaboTka Ha noseve
NCKaHWS OTKOMKOTO ca My Heobxoammu;

» noTpebutensaTt He HanpaBu MnawaHe 3a M3gaBaHe Ha YAOCTOBEpeHue, Npu ycrioBue ye
nnawiaHeTo e npeaBnaeHo B LeHoBaTa nucta Ha EBpoTpbCT;

» aKo ca Hanuue Apyrn BaXHU NPUYUHKU, KOUTO HE Ca NOCOYEHU No-rope.

Kangupatnte, YaMTo MCKaHWS ca OTXBbPJIEHW, BMOCEACTBME MoraT OTHOBO Aa nogadaTt uckaHe

3a n3gaBaHe Ha KBaJ'II/Id)I/IU,I/IpaHO yaocTtoBepeHue.

42.3 WU3YAKBAHE U3OABAHETO HA KBAJTMOULIMPAHO YOOCTOBEPEHUE

Pernctpmpawumar opraH Ha EBpoTpbCT He3abaBHO, B NPUCHLCTBMETO Ha noTpebutens —
Tutynap/Cb3gaten vnm ymbAHOMOLLEHO OT HEero nuue, U3nbrHABa BCUMYKM DYHKLMM NO NpoBepka Ha
HanpaBeHOTO MCKaHe 3a u3gaBaHe Ha KBanuduumpaHo yaocToBepeHue.

YpocTtoBepsBawWmMaT opraH Ha EBpoTpbCT nsgaea Hes3abaBHO KBannduumpaHo yoocTOBEpPEHUE
cnep yTBbpXaaBaHe oT Perncrpmpalunsa opraH Ha enekTpoHHOTO UCKaHe 3a n3gaBaHe.

EBpOTPBLCT rapaHTupa, 4Ye npu noflydaBaHe Ha WUCKaHe 3a u3gaBaHe WNW ynpasrieHWe Ha
yaocToBepeHune, Pernctpupalima opraH e pasrnexga MCKaHeTo M u3gaBaHeTo Ha yaooCToBepeHue
He3abaBHO, a Npu No-cneynanHu criydyam B CPOK He MO-AbMbr OT 3 AHW OT AEHSA Ha NO4ABaHETO My.

To3n nepvoa 3aBuCKM MMaBHO OT BMAA Ha KBanuMUMpPaHOTO yAOCTOBEpeHWe, MbfHOoTaTa Ha
nogageHoTo WCKaHe W OT TEeXHONOrMYHOTO BpeMe 3a KoopauHauusa B 06CnyXBaHeTo Mexay
agMVHUCTPATUBHM CTPYKTYPU Ha OOCTaBYMKA, KaKTO U OT BpemeTo 3a obuwyBaHe mexay EBpoTpbCT u
notpebutens.

KoraTo ce nsgasa ksanuduumpaHo yaocToBepeHme npe3 ModunHOTO npunoxeHme Ha EBpoTpbCT,
ropHUTE nNpoueaypu He ce npunarat M nsdyakesaHe He ce npasu. B To3m crnyyan yaoCTOBEPEHUETO ce

n3gaBsa He3abaBHO, npu Hann4dne Ha ycnewHn npoBepkn 3a MAEHTUYHOCT U CaMOJTUHHOCT.

4.3 W3OABAHE HA KBAIIUGULIMPAHO YOOCTOBEPEHUE
431 OBPABOTKA

Cnep nonyyaBaHe Ha MCKaHe 3a M3fgaBaHe Ha KBanvuuupaHo yAOCTOBEPEHWE U CbOTBETHO
HeroBaTta obpaboTkaTa, CbLLOTO Ce nsgasa oT YA40CTOBEpPSABALLMS OpraH.
Bcuukn yooctoBepeHusi ce nsgaear B peanHo Bpeme. [Npoueayparta 3a n3gaBaHe e crniefgHara:

> BCSIKO MCKaHe 3a M3faBaHe Ha KBanuduumupaHo yOoocToBepeHue, ce 3anucea 1 nposepsisa ot
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Peructpupalyms opran;

» camo nuuaTa, U3BbpLUBALLM OOBEPEHM PONM MMAT AOCTbM A0 OnepaTUBHUTE OENCTBUS Ha
Pernctpupawmsa opraH. M1anon3eaHeTo Ha akayHTW 3alumMTaBa ornepaTuBHUTE AENCTBUA HA MHOIO HMBa U
nossonsBa cCUrypHo obpaboTBaHe Ha MCKaHETO 3a M3gaBaHe Ha KBanuMUUMpPaHO yOOCTOBEPEHME,
BKIMIOYNTENHO 3a Cb3daBaHe Ha Moaxogswio popmaTupaHa 3asBka 3a u3gaBaHe Ha yOoCTOBEpEHME OT
YaocTtoBepsaBaLLna opraH;

» oOpaboteHaTta u cdopmaTnpaHa 3asiBka 3a y4OCTOBEpPEHME Ce u3npalla Ha CbpBbpa 3a
n3gaBaHe Ha KBannduumpaHo yooCToBEpPEHME CbriacHo n3bpanusa npodun;

» YpocToBepsBalUAT OpraH reHeprpa UCKaHOTO yAOCTOBEpEeHue, NOANMUCBa ro C eNekTPOHHUA
noanuc Ha EBpoTpbCT 1 ro nybnukysa HesabaBHo B [yGnnyHUS cn perncTop;

» YpocTtoBepsBaWMAT opraH NoAroTBA OTroBOp, CbAbpKall, U3gadeHOoTO YyOOCTOBEPEHME U TO
npeaocTaBsa Ha noTpeburens.

Mpn oThaneyeHo 3asiBABaHe Ha YAOCTOBEpeHue npe3 MOOMMHOTO NpunoXeHne Ha EBpOTpbCT,

CbLUOTO Ce n3gaBa B peariHo BpemMe He3abaBHO, B paMKnUTe Ha ceCunAaTa No perncTtpauma Ha I'IOTpe6I/1TeJ'IF|.

4.3.2 TNPEAOOCTABAHE HA UHPOPMALIUA

OtopusunpaH npeactasuTen Ha Pernctpupawumsa opraH Ha EBpoTpbCT, He3abaBHO M3BecTsBa
Tutynaps/Cb3gatens unuM ymbiHOMOLWEHOTO OoT Cb3gatensa nvue 3a M3gageHoTo U nybnukyBaHo
yOOCTOBEpPEHME.

OtopusnpaH npeactasuten Ha Peructpupawms opraH Ha EBpoTpbCcT wum3snpawa go
Tutynaps/Cb3natens enekTpoHHO U3BECTUE MO UMEN ¢ MHopMauusa 3a UMeTo Ha Tutynsaps, Buaa Ha
n30ageHoTo  yOOCTOBEPEHWE 3a €eNeKTPOHeH noanuc/medar  yHWKanHUS CepueH Homep Ha
KBanMuunpaHoTo yAOCTOBEPEHMETO N Nepmoga My Ha BanuaHOCT, OCBEH B CryyauTe, Korato nuncea
nmewnn agpec.

[ocTaBunkbT JOCTaBa M3gadeHOTo yaoctoBepeHue Ha Tutynaps/Cb3gaTtens, pecnekTMBHO Ha
YMBHOMOLLLEHOTO OT Hero nuue, Ype3 Pernctpupalums opraH.

OTtopuaupaH onepatop Ha Peructpupawums opraH 3anvcBa yaOCTOBEPEHNETO Ha YCTPOWCTBO 3a
Cb3daBaHe Ha enekTpoHeH noanuc/nevar, KboeTo € buna reHepupaHa AsoKkaTa Kpuntorpadcku
KMYoBe 3a TOBa y4OCTOBEPEHME.

Tes3n npaBuna ce npunaraT 1M NpU OTAANEYeHO M3gaBaHe Ha KBanuUUMPaHO yooCTOBEpeHue
4ype3 MOBUNHOTO NpunoxeHue Ha EBpoTpbCT. B TO3M cnyvan yBegomsaBaHeTo Ha Tutynaps/Ce3gatens
cTaBa 4pe3s uanpatlaHe Ha cbobLLeHne B CaMOTO MOBUHO NPUNOXKEHME.

4.4 TNPUEMAHE HA KBAJIM®OPULIMPAHO YOOCTOBEPEHUE
441 NOTBBbPXAOEHUE 3A NPUEMAHE HA KBAIIUGULUNPAHO YOOCTOBEPEHUE
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Mpu nonyyaBaHe Ha KBanMUUWMPaAHO yOOCTOBEPEHME, NOTPEOUTENAT € ANbXeH Aa NpoBepu
CbObPKAHMETO My, MO OTHOLWEHME Ha TOYHOCTTA Ha [OAHHMTE M HaNMYMEeTO Ha nyGru4yeH Kou
CbOTBETCTBALL, Ha YACTHUSA KITHOY, KOMTO TOW npuTexasa. AKO B YAOCTOBEPEHMETO Ca BNUCAHWN HEBEPHMU
OaHHK, yaoocToBepeHneTo TpsibBa ga 6bae He3abaBHO NpekpaTeHo.

Ako Tutynspat/Cb3gatenaT Bb3pasu, Ye U3ganeHoTo KBanuuumpaHo yaoCTOBEPEHNE ChabpXa
rPewWwKn Mnn HembnHOTM B 3 (TpUOHEBEH) CPOK OT nybnukyBaHeTo My B peructbpa, EBpoTpbCT
OTCTpaHsiBa Ypes u3gaBaHe Ha HOBO yaocToBepeHue 6e3 3annallaHe Ha Bb3HarpaxaeHne, OCBEH ako ce
AbIDKAT Ha NpeaoCcTaBsiHe Ha HEBEPHU AaHHM. [py nunca Ha Bb3paKeHne ce CMATA, Y€ CbObPXaHUETO
Ha yOOCTOBEPEHUETO € NPUeTO.

lMpaBunaTta B HacTosiLaTa To4Ka ce npunaraT KakTo Npy usgaBaHe Ha y4OCTOBEPEHME, Taka U Npu
noaHoOBsIBaHE Ha yooOCTOBEPEHME.

Cnep npoueaypa no npMemaHe Ha kBanuduumpaHo yaoCTOBEPEHME Ce Npuema, Ye noTpedutenaT
e 6un 3anos3HaT C npoueaypuTe 3a nsgaBaHe Ha yaOCTOBEPEHUE, ONMUCaHN B TO3M JOKYMEHT.

C npvemaHe Ha KBanMdUUMPAHOTO YAOCTOBepeHue, noTpebutensat npuema [pakTukata wm

MonuTtukarta npn npeaocraBAHe Ha KBaJ'II/ICbI/ILl,I/IpaHVI YOOCTOBEPUTEITHN YCIyTU.

4.4.2 NYBJIMKYBAHE HA KBAITU®GULIMPAHO YOOCTOBEPEHUE

Bcsko u3gageHo M nNpueTo  ygocToBepeHMe ce  nybnukyBa Hes3abaBHO B NyOnn4HuMS

perncTbp/xpaHmnuweTo Ha EBpoTpbCT.

443 WHOPOPMALUA 3A OPYITUA CTPAHU

Cnep ny6nukyBaHeTo Ha M3gadeHoTo yaoctoBepeHue B [MyGnumyHust perucTbp Ha usgageHute

yOOCTOBEPEHUA, TO CTaBa AOCTHLIMHO 3a BCUYKN 3anHTEpPECOBaHM CTpaHu.

4.5 YNOTPEBA HA KBAIIMGULIMPAHO YOOCTOBEPEHUE U HA IBOMKATA KITHOYOBE
4.51 OT CTPAHA HA TUTYNAPUTE/Cb3OATENUTE

Tutynapute/Cb3gatenuTe TpsabBa Aa M3nonsBaT YacTHUTE KNKYOBE U KBanuduumpaHmTe
YyOOCTOBEPEHUS:

» B CbOTBETCTBME C TAXHOTO NpegHasHayYeHne, NocodeHo B HacTodwara Npaktnka n B
CbOTBETCTBUE C OrpaHMYEHUATa 1 LEenuTe 3a M3non3BaHe, BNMCaHN B CaMOTO NPUIOXEHNE, KakTO BbB
Bpb3Ka C aTpmbyTuTe Ha CamMOTO YyOOCTOBEPEHUE;

» B CbOTBETCTBME C AOMBIHUTENHO Cropa3yMeHne mexay notpebutens u EBpoTpbCT;

» camoB paMK1Te Ha CpoKa Ha TdXHaTa BallMaHOCT,
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» KoraTo yOCTOBEPEHUETO € CrpsiHO, MOTpebuTensT He TpsibBa Aa 13Non3Ba YacTHUS KIoY
3a Cb3faBaHe Ha eneKkTPOoHeH nognuc/neyar.

Tutynsapat/Cb3aaTenaT HAMa NpaBo Aa NpaBu AOCTOSIHUE YaCTHUS! CY KIKOY Ha TpeTu nuua, HATO
Aa npefocTaBsi HOCUTENS, BbpXy KOWTO € MepcoHanuMavpaH WM HauuMHa Ha WaeHTUdMKauus.

OTroBopHOCTTa 3a OMa3BaHEeTO Ha TanHaTa Ha YacTHUS KoY e Ha Tutynaps/Co3garens.

4.5.2 OT AOBEPABALLUUTE CE CTPAHU

[loBepsBalWUTE Ce CTpaHW, BKMIOYUTENHO onepaTopuTe B Peructpupawms opraH, Tpsibea aa
nonarar gbMmKuMaTta rpmka npv u3nonssaHe Ha ny6rnmyHUTe KnioYoBe U CbOTBETHUTE UM YOOCTOBEPEHUS:

> B CbOTBETCTBME C THAXHOTO MNpedHasHayeHWe W BNMUCaHW OrpaHUYeHUss 3a W3NOoN3BaHe,
MnocoYeHo B HacToswaTa pakTuka, KakTo v ¢ ornes aTpubyTuTe Ha CaMOTO YAOCTOBEPEHVE;

> camo cref npoBepka Ha TexHUss cTaTyC M MNpoBepka Ha eneKkTPOHHMS MoAnuc Ha
YocToBepsiBalmsa opraH, u3gan yaocTOBEPEHUETO;

> [0 NnpekpaTsiBaHe Ha ya0CTOBEepeEHNE;

> Korato yAOCTOBEPEHWETO € CMpsiHO, [oBepsiBallaTa ce CTpaHa He TpsibBa da npuema

NyOnnYHMS KoY.

4.6 NOAHOBABAHE HA KBAJIM®ULUUPAHO YOOCTOBEPEHUE

MogHoBsIBaHe Ha KBanUMUUMPaHO YOOCTOBEpEeHMe O3HayaBa MOAMSIHA Ha  BanuagHo
yOoCTOBepeHMe ¢ HoBO, 6e3 Aa ce NMPOMEHs CblleCcTBYBallaTa MHPOPMaLIMS B HErO, OCBEH HOB CepUeH
HOMep, HOBa [BOWKa KIOYOBE, HOB CPOK Ha BanMOHOCT W HOB €NeKTPOHeH nognuc/nedat Ha
YaooctosepsiBawma oprad. To Tps6ea Oa 6bae npedwecTsaHO OT pPerucTprpaHe Ha uUckaHe 3a
noJHoBsABaHe B noaxoAsiua gopma, npueTta u ogobpeHa oT onepaTop B Pernctpumpall opraH, nposepeHa

MOEHTU4YHOCT N KOPEKTHOCT Ha NogaaeHOoTO UCKaHe.

4.7 W3OABAHE HA KBAIIU®PULIMPAHO YOOCTOBEPEHUE C TEHEPUPAHE HA HOBA
OBOWKA KIHOYOBE

HoBa gBowika kno4voBe ce reHepupa OT EBpoOTpbCT, B cryyauTe Korato Be4ye perncrpupan
noTpebuTten nomncka ga My ce reHepupa HoBa ABOWMKa KIHOYOBE MM HOB NOTpPebuTen nogage UckaHe 3a
reHepupaHe Ha ABOVKa Kro4yoBe. [[eHepupaHeTo Ha HOBa ABOMKA KIOYOBE Ce CbNbTCTBA C M3gaBaHe
HOBO KBanuduumnpaHo yaocToBeEpPEHUE, NOTBbPXAABALLO NPUTEXAHNETO HA HOBOCH34adeHaTa KrnovoBa
JBOlKa.

N3paBaHe 1 nogHoesiBaHe ¢ Re-key TpsibBa ga ce TbrikyBa MO CNEAHUSt HAauWH:
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» un3gaBaHeToO Ha HOBa [ABOWKa KIOYOBE He Ce CBbP3a C HUKaKBM BanuaHn yooCTOBEPEHUSA U ce
n3nonsea ot noTpebutennTe, 3a Aa nony4vaT yaoCTOBEpEHME OT BCAKaKbB BUA;

» OTHacs ce 00 KOHKPEeTHO BanuaHoO YAOCTOBepeHue, NOCOYEeHO B UCKaHeTo. B crneacteue Ha
TOBa, HOBOTO YJOCTOBEPEHNE BKMIOYBA CbLLOTO CbAbpXaHWe, KaTo pas3fuknTe ca: HOB CepueH HoMep,
HOB MyGnunyeH KN4, HOB CPOK Ha BanUOHOCT M HOB eNieKTPOHEeH nognuc/neyat oT YaocToBepsiBawus
opraH.

EBpoTpbCT MHbOpMMpPa NpeaBapuTeENHO NOTpedbuTenuTe cM No uMenn Han-manko 14 gHu npean
n3TMyaHe CpoKa Ha BanvaHOCT Ha U3gageHo yaoCTOBEpPEeHMe, Korato ToBa € Bb3MOXHO.

MNMpouenyparta No n3gaBaHe Ha KBanuuumMpaHo yOOCTOBEPEHNE C reHepupaHe Ha HOoBa [BOMKa
KN4oBe MOXe [a ce npunara u KbM Y0CTOBeEpPSABaLLMSA OpraH U KbM Permctpupalyms oprax.

Mpouenypute NO Tasy Toyka He ce npunaraT 3a KBanuduumpaHu yooCTOBEPEHUs, U3gadeHu

oTaaneyeHo, Ypes MoBMIHOTO NpUNoXeHne Ha EBpoTpbCT.

471 OBCTOATENCTBA, NPU KOUTO CE NPUINATA U3OABAHE HA KBAJIMOGULIMPAHO
YOOCTOBEPEHUE C FTEHEPUPAHE HA HOBA JBOUKA KITKOYOBE

EnHo noTpebutencko nckaHe 3a nsgaBaHe Ha kBanuduumMpaHo yooCTOBEPEHUE C reHepupaHe Ha
HOBa [BOWKa KNo4oBe, NpegocTaBeHo npen EBpoTpbCT, MoXe Aa ce npunara ako:

» NnoTpebuTensT e cblms;

» YOOCTOBEPEHMETO € BanuaHO B MOMEHTAa Ha NnodaBa Ha WCKAHETO U HE € OTMEHSIHO Mpeau
TOBAQ;

> NOoTpedbuTensaT uanckea AOMbIHUTENHO YOOCTOBEPEHME OT CbLUMS TUM UMK OT pasnuyeH Tun,

HO camo B paMKUTe Ha NonuTMKaTa 3a yA0CToBepsiBaHe Ha BanuaHOTO KBanMduLMpaHo Y40CTOBEPEHME.

4.7.2 KOW MOXE A MOUCKA AKTYANU3ALMA HA KITIOYOBA IBOMKA

MckaHeTo 3a M3gaBaHe Ha KBanuduumpaHo yaocTtoBepeHne C redHepupaHe Ha HOBa ABoKKa

Krno4oBe ce n3BbpLiBa egunHCTBEHO OT TVITyJ'IFIp/C'b3,EI,aTeJ'I nnn ynbJIHOMOLLIEHO OT Hero nuue.

4.7.3 AKTYANU3ALMA HA KNIOYOBA OBOUKA U OBPABOTKA HA UCKAHETO

N3naBaHe Ha kBanuduuupaHo yOOCTOBEPEHME C reHepuvpaHe Ha HoBa [BOWKa KMo4oBe 3a
ernekTpoHeH nognuc/neyar ce npegxoxga OT perncTpyupaHe Ha UcKaHe 3a MOAHOBSABaHe npes
Pernctpupawms opran Ha EBpoTpbCT.

NckaHeTo 3a nogHoBsiBaHE Ha KBanuuMUMpaHO yOOCTOBEPEHME, Ype3 eNieKTpOHHa 3asiBKa ce

yooctoBepABa C €J1EKTPOHEH nognuc/neyaT, CbOTBETCTBALL, Ha BanMAHOTO yOoCTOBEpPEHNE Ha
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Tutynaps/Cb3gatens unu ynbiaHOMOLLEHO OT HEro nuue.

B cnydyan, 4e ygocToBepeHMEeTO, KOeTO Ce MOAHOBSIBA € C WU3TeKb/l CPOK Ha BanugHoCT,
Tutynapat/Cbe3gatenaT unu ynbiaHOMOLLEHO OT Hero nuue Tpsabsa aa nocetn Pernctpupalyms opraH Ha
EBpoTpbCT unn ga ce ngeHtudmnumpa otganedeHo. YnbiaHOMOLLEH onepaTtop Ha Pernctpupalims opraH
CTPOro cnegpa U3NCKBaHUATa 3a MAEHTUMUKaUNA U yCTaHOBABAHE Ha MAEHTUYHOCT M Ha ycroBudATa 3a
noaHoBsIBaHe.

Cnep ycnewHa naeHTMdUKaumMs 1 NpoBepka Ha ycrnoBudaTa 3a nogHoBsBaHe, PermctpupalumaT
opraH noTBbpXdaBa WCKaHETO 3a MNoAHOBABaHE Mpend onepaTmBHMA YOOCTOBepsiBaW, OpraH Ha
EBpoTpbCT.

Cnepn ycnelwHa enekTpoHHa aBTeHTU(MKaums Ha Pernctpupawinsa opraH, Ypes oTopusmnpaHus
oneparop, onepaTnBH1s YOOCTOBEPSIBALL, OpraH U3nbiiHsBa NOTBbPAEHOTO MCKaHe 3a NOAHOBSIBaHe Ha
yOOCTOBEPEHNETO.

Mpn HeycnelwHa naeHTMdUKaLMa 1 NpoBepka Ha ycnoBusaTa 3a NogHoBsiBaHe, Pernctpupawmnat
OpraH oTXBbpIisi UICKAHETO 3a NOAHOBSABaHE Ha yAOCTOBEPEHNETO N U3BECTABA NOTPebuTeNs 3a ToBa CBOE
aencteve. B TakbB cnydam notpeburtens ¢ OTXBbpSIEHO MCKaHe 3a MOAHOBSIBAHE MOXe [a 3asBu
n3gaBaHe Ha HOBO y4OCTOBEpPEHME.

MogHoBsIBaHE NO Ta3n TOYKa He ce npunara 3a KBanuduumpaHu yaoCTOBEPEHUs, u3ganeHu

oTAaneyeHo, Ype3 MOBUITHOTO NpuUIoXxeHne Ha EBpOTPbLCT.

4.7.4 WHOOPMALMUA 3A TUTYNAPA/ICB3OATENA

OTopusupaH npepctasuTen Ha Peructpupawmsa opraH Ha EBpoTpbCcT He3abaBHO u3BecTsBa
Tutynapsa/Cb3gatens WM ynbfHOMOLWEHO OT Hero nuvue 3a MNOAHOBEHOTO W NyGrukyBaHO
yAOCTOBEPEHWE.

B cnyyaute, korato nckaHeTo € NofafeHo Mo enekTPOoHEeH MbT npe3 nNybnuyHo JOCTbNHO yeb
6a3unpaHo npunoxexHve, EBpoTpbCT n3npatla no enekTpoHeH NbT (Ype3 enekTpoHHa noLua) nHpopmaums
3a HOBOTO KBanuuuMpaHo YyOOCTOBEPEHWE: WMeTO Ha noTpebuTtensd, Tuna KeanuduumpaHo
yOOCTOBEPEHNE, YHUKaNeH cepueH HOMep U Cpoka Ha BanwuAHOCT Ha NOOHOBEHOTO YAOCTOBEPEHME.
WN3npalua ce n enekTpoHHUSA agpec, OT KOUTO MOXe a ce CBarnv HOBOTO KBanuduumnpaHo yaoCToBEPEHME.

Korato uckaHeTto ce nogasa Ha MACTO, npu Peructpupalwums opraH, Tutynapat/Cbe3gatenaT unv
YMbSIHOMOLLEHOTO OT Hero nuue noflyyasa MNOAHOBEHOTO KBanvduuMpaHO YAOCTOBEpeHue, 4pes
oTopusnpaH onepatop Ha Pernctpupaiums opraH. OnepaTopbT ro 3anncea Ha yCTpOMCTBO 3a Cb3gaBaHe
Ha enekTpPoHeH nognuc/nedar, B KOETO € TreHepupaHa [BoWkaTa KpunTtorpadocku KndoBe 3a

KBannuumnpaHoTo yooCTOBEPEHME.

4.7.5 NOTBBLPXAEHUE 3A MPUEMAHE HA HOBO YIOCTOBEPEHUE

Print and Edit Evrotrust Technologies Inc.. Page 48 of 169




MPAKTWKA NPU NPENOCTABSIHE HA elDAS-CPS
c I‘Otru St KBANMOULIMPAHWU YIOCTOBEPUTENHU YCAYI M For public use

1ISO 9001:2015, ISO 27001:2013,

ISO 20000-1:2018, ISO 22301:2012, CERTIFICATION PRACTICE STATEMENT Version — 3.1
Regulation (EU) 910/2014, FOR QUALIFIED CERTIFICATION SERVICES 24.03.2021

Regulation (EU) 2016/679

Mpy nonyyaBaHe Ha HOBO KBanNUWUUMpaHo yaoctoBepeHue, Tutynsapsat/Cb3gatenst e AnbXeH

Aa cnas3Ba N3NCKBaHUATA NO-rope.

4.7.6 NYBJINKYBAHE HA HOBO KBAJIUGULIUPAHO YO OCTOBEPEHUE

EBpoTpbCT, Upe3 onepaTvBHUS YO4OCTOBepsiBal, opraH ny6nukyBa He3abaBHO MOAHOBEHOTO

yooctoBepeHue B MNyGnnyHusa permctbp/XpaHmnmieTo.

4.7.7 NWHPOPMALMUA 3A NOBEPABALLU CE CTPAHU

Cnepn HesabaBHOTO NyGnuKyBaHe Ha M3OafdeHo kBanuduumpaHo yaocToBepeHue B [MyGnuyHus

pernctbp Ha nsganeHuTe ygocrtoBepeHud, To CtaBa AOCTbIMHO 3a BCUYKKU 3anHTEPECOBAHU CTpaHNU.

4.8 TMNPOMAHA B KBAJIMOGPULIMPAHO YO OCTOBEPEHUE
481 OBCTOATEJNCTBA 3A NPOMAHA B KBAJIMOULUMPAHO YOOCTOBEPEHUE

MpomsaHa B kBanuduumMpaHo ygoCTOBEPEHME O3Ha4YaBa NPOMsiHA B CbAbPXaHUETO Ha AaHHUTE
BbB BeYe n3gageHo 1 nybnmkyBaHo KBanvuuupaHo yaoCToBEpEHNe 3a enekTpoHeH nognuc/neyar. [MNpu
npoMsiHa B KBanuuumpaHo yAOCTOBEpPEHMNE Ce M3UCKBA 3aAbIiHKUTENHO reHepupaHe Ha HOBa ABOWKa
KrntoyoBe.

NMpomaHaTa ce TpeTMpa MO CbLUMSA HA4YMH, KaKTO WU M34aBaHETO Ha HOBO KBanuduumpaHo
yOOCTOBEpPEHME.

EBpoTpbCT He gonycka npoMsiHa B npodwuna Ha KBanuduumpaHuTe YAOCTOBEPEHUS 3a
€NeKTPOoHEH nognuc/neyar.

MpomsaHa He ce gonycka 3a KBanuduuuMpaHu yOOCTOBEPEHUs, U3gafdeHu oThanedyeHo, 4vpes

MOBUMHOTO npunoXxeHme Ha EBpOTp'bCT. Cobluute ce npekpatdaBaTt U Ha TAXHO MACTO Ce n3aaBaT HOBMW.

4.8.2 KOW MOXE A MOUCKA NMPOMSAHA HA KBATIMGULIMPAHO YOOCTOBEPEHUE

Tutynap/Cb3gaTen, ymblIHOMOLLEHO OT HEro nvue, Apyro CBbP3aHo C TSX NUUE Unu Nne, KoeTo
€ M3TOYHMK MM MMa Bpb3Ka C BMMCaAHW B YOOCTOBEPEHMETO AaHHW, MOXE Oa Moucka NpoMsiHa Ha
KBannduunpaHo yaoCToBEPEHNE NpY YCIOBUE, Ye ca U3MbIHEHU U3NCKBAHUSITA U YCINOBUSITA, ONUCaHN B

TO3M OOKYMEHT.
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4.8.3 OBPABOTKA HA UCKAHETO

lMpomMsiHaTa Ha KBanuUUMpaHo YAOCTOBEPEHME 3a eNEKTPOHEH nognuc/neyaT ce npeaxoxaa ot
nogaBaHe Ha WCKaHe 3a npoMsiHa OT Tutynaps/Cb3gatens vnv yNbAHOMOLLEHO OT Hero nviue npuv
PerucTtpupawmsa opraH Ha EBpOTpBCT.

VckaHeTo 3a NpoMsiHa, Ypes3 enekTpoHHa 3asiBKa ce YAOCTOBepsBa C eNekTpoHeH noanuc/neyar
Ha TuTtynaps/Cbh3gatens, CbOTBETCTBALL Ha BannaHO KBanuguumpaHo yaoCTOBEPEHME.

B cnyyan, 4ye yQoocToBepeHMETO, KOETO Ce MPOMEHs € C W3TeKbll CPOK Ha BarnuaHoOCT,
Tutynapat/Cb3gatenaT nnn ynbiaHOMOLLEHO OT Hero nuue Tpsabea ga nocetn Pernctpupalymsa opraH Ha
EBpoTpbCT unu pa ce wugeHTuduumpa otganeyeHo. Peructpupalumst opraH CTporo crnegsa
N3NCKBaHWATA 3a MoeHTMdUKaUna 1 ycTaHoBABaHE Ha WMOEHTMYHOCT M Ha YCroBusiTa 3a NPOMsiHA Ha
KBanuguuupaHo yaocTtoBepeHume.

Cnep ycnewHa ngeHtTudmrkaums 1 NnpoBepka Ha ycrnoBusTa 3a npomsiHa, PernctpmpalumaT opraH
NnoTBbPXKAABa NCKAHETO Npes onepaTtMBHUSA YOocToBepsBaLL opraH Ha EBpOTpBLCT.

Cnen ycnelwHa enekTpoHHa aBTEHTU(DMKALMS Ha OoTOpu3npaHus onepatop Ha Peructpupalums
opraH npeg onepaTtMBHUSA YOOCTOBEpPsiBall, opraH, NocrneaHnsaT M3nbiHsBa NOTBBLPAEHOTO MUCKaHe 3a
NpoMsiHa Ha KBanuuUMpaHOTO yaOCTOBEPEHUE.

Mpun HeycnelwHa naeHTUUKaUMS 1 NpoBepKa Ha yCcnoBusaTa 3a NpoMsiHa, PernctpupalumsaT opraH
OTXBbpnsi UICKAHETO 1 He3abaBHO M3BeCTsIBa NoTpebuTens 3a npudnHata. B TakbB criyyan notpebutens
C OTXBbPIEHO UCKaHE 3a NPoMsiHA, MOXe Aa Noucka n3gaBaHe Ha HOBO KBanuuumpaHo ygoctoBepeHue

3a efleKTpOoHEH nognuc/nevyar.

4.84 WHOPOPMALIUA 3A NMOTPEBUTENSA

OtopusunpaH cnyxuten Ha Peructpupawms opraH Ha EBpoTpbCT, He3abaBHO u3BecTsBa
Tutynaps/Cb3gatens wunM  ynbiHOMOLLEHO OT Hero nuue 3a MPOMEHEHOTO UM NybnukyBaHO
KBanuguuupaHo yaoCcToBepeHue.

[ocTtaBunkbT m3npawa go Tutynaps/Cb3gatena enekTpoHHO u3BecTue (MMenn) ¢ MMeTo Ha
Tutynaps/Cbh3gatens, Tuna Ha KBanuuumnpaHoTo yOOCTOBEPEHMETO 3a €neKTPOHeH nognuc/nevyar,
YHUKanNHUA cepveH HOMEpP M CpoKa Ha BanuaHOCT Ha NPOMEHEHOTO ygoctoBepeHue. lNMoTpebutenar
noslyyaBa W enekTpoHHa npenpaTtka, OT KOSATO MOXe Aa CU CBanu MPOMEHEHOTO  KBanuduumpaHo
yOOCTOBEpPEHME.

Korato Tutynsapat/Cbe3gatenaT unv ynbIHOMOLLEHOTO OT HEero nuue nocelasa Pernctpupawius
opraH, noTpebuTenaT nofny4yaBa HOBOTO YOOCTOBEpeHWE Ha MaAcTo. OTopuaupaH CryxuTten Ha
Pernctpupawums opraH 3anucea HOBOTO KBanuduumMpaHo yooCTOBEPEHME Ha YCTPOMCTBO 3a Cb3gaBaHe

Ha nognuc/neyar, B KOETO € U reHepupaHa ABorikaTa KpunTorpadCcku Kno4YoBe 3a y40CTOBEPEHNETO.
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4.8.5 NOTBBLPXAEHUE 3A NMPUEMAHE HA HOBO KBAJITUPULIMPAHO YO OCTOBEPEHUE

Mpn nonyyaBaHe Ha NPOMEHEHO KBanMUUMPaHO YAOCTOBEpeHune, NoTpebuTensaT ce aHraxupa
Aa NpoBepu CbAabpXaHWETO My, 0COBEHO 3a TOYHOCTTa Ha AaHHUTE M HanM4YMeTo Ha NyonuYeH Koy
CbOTBETCTBALL Ha YaCTHUSA Kro4, KOUTO TOW nputexasa. AKO YOOCTOBEPEHMETO MMa HSIKaKBU FPELLIKW,
KOUTO He moraT ga 6bgaTt npuetu oT noTpebuTensi, yooctoBepeHmeTo Tpsbea ga 6bae HesabaBHO
npekpaTeHo.

Tutynapat/Cb3gatenaT unm ynbiHOMOLLIEHOTO OT HEro nuue, MoXe Aa Bb3pasu, ako 3gageHoTo
yOOCTOBEPEHNE CbAbpXa FPELLKM UM HenbnHOTW, B 3 (TPMAHEBEH) CPOK OT nyGnvKkyBaHETO My B
pernctbpa. EBpoTpbCT M oTCTpaHsBa, Ype3 usgaBaHe Ha HOBO KBanuduuupaHo ygoctoBepeHue 6es
3annallaHe Ha Bb3HarpaxaeHne, OCBEH ako Ce ObIKaT Ha NpeaoCcTaBsiHe Ha HEBEPHU AaHHW. [Npu nunca

Ha Bb3paXeHune ce CMdATa, 4Ye CbaAbpPXXaHMEeTO Ha yaOCTOBEPEHMNETO € NMPUeTo.

4.8.6 MNYBJINKYBAHE HA HOBO KBAITUPULIMPAHO YOOCTOBEPEHUE

EBpoTpbCT, Ypes onepaTvBHMSA YOocToBepsiBall, opraH nybnvkysa He3aGaBHO NPOMEHEHOTO

KBanuduumupaHo ygoctoepeHue B MNyo6nmnyHms percTbp/XpaHunmLLeTo.

4.8.7 WHOPOPMALIUA 3A NOBEPABALUUTE CE CTPAHU

MyGNUYHMAT KoY B KBaNMUUUPaAHOTO YAOCTOBEPEHME, CbOTBETCTBALL, Ha ObpXaHUs OT
TuUTynsps YacTeH KItod, e NyGrMYHO AOCTLMNEH 32 BCUYKM [OBEPSsiBaLLY Ce CTPaHM.

Bcsika poBepsiBawla ce cTpaHa, BKM4YMTENHO onepatop B Peructpupaly, opraH criegsa fga
nsnonsea nyonuyHMsS Knod UM yaoctoBepeHneTo Ha TuTynsaps/Cb3gatens B CbOTBETCTBUE C
N3UCKBaHUSITA HA O3Ha4YeHaTa B y4OCTOBEPEHNETO NONUTUKA.

[oBepsiBawnTe ce cTpaHu TpsibBa Oa u3nonseaTt NyonuyHMSA KoY camo cref NpoBepka Ha
cTaTyca Ha yOoOCTOBEPEHUETO U NPOBEpPKa Ha enekTPOHHUS Noanuc Ha EBpoTpbCT.

OT ocobeHa BaHOCT € [OOBepsiBalUTE Ce CTPaHW Oa He M3Mon3eaTt NyenuyHMsa Khod cneg

npekpatqaBaHe Ha yaoCToBepeHneTo Ui B MOMEHT, KOoraTto TO € CNpAHO.

49 CINWPAHE U NPEKPATABAHE HA KBAJIMOULIMPAHO YOOCTOBEPEHUE

CnupaHe 1 npekpaTsiBaHe Ha BanvMaHOCTTa Ha KBanuUUMpPaHO YOOCTOBEPEHUE € YCTaHOBEHa
onepaTvMBHa npakTMka Ha EBpoTpbcT. Te ce u3nbhHsBaT caMo Mnpe3 nepuoga Ha BanWgHOCT Ha
yoocTtoBepeHneTo. CnvpaHeTo BoaAW A0 BPEMEHHO CNMpaHe Ha [OEeUCTBMETO Ha YOoCTOBEPEHUETO.

MpekpaTasaHeTo Boau A0 6€3BBb3BPATHO CrpaHe Ha AEWCTBMETO Ha YAOCTOBEPEHMETO M e HeobpaTum
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npouec.

Ako ypoctoBepeHneTo ObOe npekpaTeHo cnej MbpBOHAYanHOTO akTuBMpaHe, TO rybu
BannaHOCTTa CU OT MOMEHTA Ha NpeKkpaTsaBaHe U HEroBUAT CTaTyC He MOXe Aa 6bae Bb3CTaHOBEH Npwu
HWKaKBM 0BCTOATENCTBA.

Ako EBpoTpbCT Ccripe nnu npekpaTn yaocToBEPEHNE, TOW perMcTpmpa Ta3m npomMsiHa B cBodATa 6asa
AaHHW C YOOCTOBEpeHMS 1 NybrvkyBa OTMEHEHUSA CTaTyC Ha y4OCTOBEPEHMETO CBOEBPEMEHHO, HO BbB
BCUYKM CNyyaum B CPOK 40 24 (oBageceT 1 YeTnpu) Yaca crnef kato 0bae nony4yeHo uckaHeto. CnmpaHeTo
UNn npekpaTaBaHeTO CTaBaT BanuAHW BedHara cnep kato 6baart nybnukyBaHu B XpaHunuwieto. Te
BMHarn ca AcHo otbenssaHn ¢ ToYHa fgaTta M Yyac Ha NpoMsiHa Ha cTaTyca B CbOTBETHMSA CnMCBbK CbC
cnpeHu n npeycraHoBeHn ygoctoBepeHus (Certificate revocation list/CRL) n B8 OpraHa 3a Banugaums Ha
nspatens Ha ygoctoepeHueTo (Online Certificate Status Protocol/OCSP).

Mpun npekpaTsaBaHe Ha yAOCTOBEPEHNETO HA onepaTUBHMA YO0CTOBEPSABALL OpraH 3a usgaBaHe U
noaabpXaHe Ha KBanuduuMpaHu yoOCTOBEPEHMSI 3a eNeKTPOHHW noanucu/medatv, AEWCTBMETO Ha
BCUYKN M3aadeHM OT HErO U BannaHM yaoCTOBEPEHUSA ce nNpekpaTsiBa.

Camo onepaTMBHUAT Y[OocToBepsiBal, opraH, usgan KeanuduumpaHo yaoCTOBEpPEHMe 3a
eneKkTpoHeH noanuc/nedar, MoXe ga npekpaTn AeNCTBMETO Ha TOBa y40CTOBEPEHME.

AKO npekpaTsaBaHETO € cneacTsmne OT onepaTopcka rpeLlka unu cneactemMe OT KOMNpoMeTupaHe
Ha onepaTtMBeH 4acTeH KN4 Ha EBpOTpbCT, OoBenn [0 npekpatsaBaHe Ha [AeWCcTBMEeTO Ha
yOOCTOBEPEHNETO Ha onepaTuBHMA YOocToBepsiBally opraH, [loCTaBuMKbT We usgage 3a CBOA cMeTka
€eKBMBaNeHTHO KBanuduuupaHo yaoCTOBEPEHUE.

Ycnyrute no ynpaerieHne Ha npekpaTsBaHe W CnvpaHe Ha AeWCTBMETO Ha KBanuduumpaHo
yOOCTOBEPEHMNE Ca Ha PasnorioXeHne EeHOHOLWHO, 7 AHW B cegMuuara.

MNpu cpvB B cuctemarta, ycnyrute wnu Apyrv pakTopu, KOUTO ca W3BBH KOHTpona Ha
YpocTtoBepsiBawwims oprad, EBpoTpbCT nonara makcumanHu ycunus, 3a Aa rapaHTupa, ve ycrnyrata He
nvncBea 3a nepuog, No-4bSbr OT MakCMManHusa nepuog OT Bpeme, KOMTo B criydas e 3 (Tpu) vaca.

EBpOTPBCT NpefocTaBAT Ha BCUYKM JOBEPSIBALLM CE CTPaHM MHbopMaums OTHOCHO BanuaHocTTa
UNKN He Ha u3gageHnTe OT Hero KBanuuuupaHn yaoctoBepeHus. Tasm nHopmauns ce npeaocTaBs Ha
pasnonoXeHne no BCSAKO BPEME W [OPW Cref Cpoka Ha BanMOHOCT Ha y4OCTOBEPEHMETO Mo
aBTOMAaTM3MpaH HageXaeH HaunH.

BpemeTo B cuctemnte, CBbp3aHM CbC ChMpaHe W MpekpaTsiBaHe Ha YO4OCTOBEPEHMS ce

cvHXxpoHu3npa cnpsamo UTC noHe BegHbX Ha 24 yaca.

491 OCHOBAHUA 3A NPEKPATABAHE HA KBAITU®ULIMPAHO YOOCTOBEPEHUE

OcHoBHa Mpu4YMHa 3a npekpaTsiBaHe Ha KBanuuuMpaHO YOOCTOBEpPEHMe Ha noTpeduten e
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3arybaTta Ha KOHTPOM BbpPXY YaCTHUS KITHOY UMM HOCUTENS, BbPXY KOMTO € 3anncaH unm Aopu CbMHeHWe
3a TakaBa 3aryba. O6cToaTencTea CbLUECTBYBAT, KOraTto NpUTEXaBaHUs OT NOTPEBUTENS YacTeH KIToY e
M3BbH HeroBusi obcer Ha CUrypHOCT, KOraTo MMa CbLUEeCTBEHO HapylleHuMe Ha 3agb/DKeHWsaTa Ha
Tutynaps/Cb3gartens, onucaHn B 4OroBopa Mexay Hero n EBpoTpbCT, Mnm n3nckBaHuaTa Ha nonmTukara
N npakTukata npu npegoctaBsHe Ha KBanuduuMpaHu yOOCTOBEPUTENHW YCryrn He e chnaseHa oT
notpebutens.

EBpOTpbCT npekpaTtaBa mM3gageHo OT Hero KBanuduumpaHo yoocToBepeHue, npy Hanuuve Ha
crnegHuTe obcTosATencTBa:

» KoraTto uHcopmaumaTa, BNucaHa B yAOCTOBEPEHNETO Ce € NPOMEHUNA;

» Korato MMa NOAO3peHue, Ye YaCTHUAT KoY, CBbp3aH C NyOGnMYHMS KoY, cbabpKal, ce B
yOOCTOBEPEHNETO € KOMMPOMETMPAH - Bb3HMKHAMN € HeoTOpM3MpaH AOCTbM 40 YaCTHUS KoY Unv uma
npuvynHa ga ce nogos3vpa 3a TakbB AOCTbM, 3aryba Ha YacTeH KoY UM Hanuune Ha npuyvHa ga ce
noaosvpa 3a TakaBa 3aryba, kpaxkba Ha YacTeH KoY Unn Hanuyme Ha npuyMHa aa ce nogo3npa 3a Takasa
Kpaxxba, criy4aHO U3TpMBaHe Ha YacTeH KIHoY;

» notpebuTtenaT pewmn aa npekpatu gorosopa ¢ EBpoTpbCT;

» CMbBbPT UNU noctaesiHe nof 3anpeweHne Ha Tutynaps/Cb3gatens € npekpatsBaHe Ha
topuanydecko nuue Ha Cbh3gartens;

» npekpaTsiBaHe Ha npeacTaBuTenHaTa Bnact Ha Tutynaps cnpamo Cb3agaTens;

» KoraTo noTpebutenaT He OTroBapsi Ha W3WCKBaHWATA Ha npuetata nonuTuka 3a
yOoCTOBEpsIBaHE;

» aKko Y[OocToBepsiBalLus opraH npekpaTtu AenHOCTTa Cu;

» ako noTpebuTenaT AbfKM  Heu3nnaTteHu TakCu 3a MNpeaocTaBsHW  KBanuduumpaHm
yOOCTOBEPUTENHN YCIYIK;

» KOraTo HagexgHoCTTa U CUrypHOCTTa Ha YacTHUSA KN4 Ha YOOCTOBepsABalUMsa opraH e
HapyLUeHa;

» Korato noTpebuten, KOMTO € CNyXWTen Ha edHa opraHu3auusa npekpaTtu OoroBopa cu 3a
paboTa 1 He BbpHE U3non3BaHaTa Kpuntorpadcka KapTa, Ha KOATO Ce CbXpaHsBa Y4OCTOBEPEHMETO U
CbOTBETHUSA YaCTEH KIltoY;

» nOpyrn obCcToATencTBa, CBbP3aHM C HEM3MbIHEHME Ha U3UCKBaHUATA Ha [lpakTukata npu

npegocTaBsHe Ha kKBanuduuMpaHy YA0CTOBEPUTENHMN YCIyrn.

Mpn yooctoBepeHus, U3gadeHn 3a LenuTte Ha U3NbiIHEHNE Ha uanckesaHuata no PSD2, nuckaHeTo
3a npekpaTsdBaHe Ha LEWCTBMETO MpM NPOMsIHA Ha perncrpauusta Ha NMueTo ce OoTnpaBs OoT U €
otroBopHocT Ha NCA. EBpOTpbCT MNpoBepsiBa aBTEHTMYHOCTTA Ha TOoBa WUckaHe. B gonbnHeHue
EBpotpbeT manckea NCA 3a nsnonssa MMenn agpec: support@evrotrust.com, Ha KOWTO fa u3anpaiia

NCKaHMsITa, CBbP3aHM C MpPOMsiHAaTa [a cpoka Ha AeiicTBMEe U MNpekpaTsiBaHe Ha Te3n yOoCTOBEepPEHUs.

Print and Edit Evrotrust Technologies Inc.. Page 53 of 169



mailto:support@evrotrust.com

MPAKTWKA NPU NPENOCTABSIHE HA elDAS-CPS
c I‘Otru St KBANMOULIMPAHWU YIOCTOBEPUTENHU YCAYI M For public use

1ISO 9001:2015, ISO 27001:2013,

ISO 20000-1:2018, ISO 22301:2012, CERTIFICATION PRACTICE STATEMENT Version — 3.1
Regulation (EU) 910/2014, FOR QUALIFIED CERTIFICATION SERVICES 24.03.2021

Regulation (EU) 2016/679

HesaBucumo ot umsnonssaHmsa oT NCA dopmaT Ha umenn cboblieHneto, EBpOTpbCT BUHArM ro

nposepsiea.

4.9.2 OCHOBAHWA 3A NPEKPATABAHE HA YOOCTOBEPEHUE HA YOOCTOBEPABALL OPIrAH

YnocToBepeHue, KOeTo NpUHaANEXM Ha YA0CTOBEPSABALLNS OpraH, Moxe Aa 6bae npekpaTteHo oT
HeroBus nsgaeauy, opraH. Nogo6bHo nNpekpaTaBaHe MOXe Aa Ce NosiBU B crieqHaTa cuTyaums:

> Korato YOOoCTOBEpPSIBALLMAT OpraH MMa OCHOBaHWs fa CMsTa, Ye MHpopMaumsTa B U3gageHoTo
YAOCTOBEPEHNE € HEBSIPHA;

> KOraTo YaCTHUSIT KoY Ha YaocToBepsiBalMs opraH Unu Heroeata MHGOPMaLMOHHa cucTema
ca HapyLUeHM Mo Ha4uH, 3acsrall, JOBEPUETO Ha YOOCTOBEPEHUSTA, U3OaAEHM OT TO3M OpraH;

> KoraTo Y[OocToBepsiBalMs opraH CbLECTBEHO € Hapylwun 3adbibPKeHue, Npousnusawo oT

HacTodllaTta ,,npaKTI/IKa npun npegoctaBAHE Ha KBaJ'II/ICbVILI,VIpaHI/I yOOCTOBEPUTETTHU yCJ'IyFI/I“.

49.3 JNWUA, NETUTUMUPAHU OA TIOUCKAT MNPEKPATABAHE HA KBAJIU®GULMPAHO
YOOCTOBEPEHUE

CnegHute cybektn wmMoraT ga nogagaTl WCKaHe 3a npekpaTaBaHe Ha  kBanuduumpaHo
yOOCTOBEpPEHHUE:

» notpebuten, konto e Tutynap/Cbv3gaTten Ha yaoCTOBEPEHUE;

» yNbAHOMOLEH NpeAacTaBuTeN Ha YAocToBepsBalms opraH (B criyyas Ha EBpoTpbCT Tasm
pons e 3anaseHa 3a agMUHUCTpaTopa No CUrypHocTTa)

» Cb3pgaTen, KONTO kaTo paboTogaTen npekpataBa TPyLOBWUS LOrOBOP Ha CBOW CRyXuTen,
npekpaTsiBa 1 yaoCTOBEPEHNETO Ha TUTynaps, KOMTO € HeroB nogvunHeH. B To3u cnyyan, pabotogartens
NHopMMpa He3abaBHO CBOSI NOAYMHEH;

> NCA,

» KoraTo onepartop OT Peructpupalims opraH Mma CbMHEHWE OTHOCHO LOCTOBEPHOCTTa Ha

AafeHaTa MHdopMaums oT noTpedutens.

KoraTo egHO opyanyecko nuue noucka npekparaBaHe Ha yOoCTOBEPEHUE Ha YMbITHOMOLLEHO OT
Hero nuue (Tutynap), YaoctoeepsaBalms opraH Tpsibea ga:
» npoBepsBa ganu 3asBuTENS € YNbIIHOMOLLEH A NOUCKa NpekpaTaBaHeTo;
» nopgaea yBegomsieHne go Tutynaps;
MckaHe 3a npekpaTtaBaHe Ha AeNCTBMETO Ha KBannuumpaHo yagoCToBEPEHME MOXE Aa ce nogane
npu Pernctpupalyms opraH Ha xapTus, no TenedoH 1 oHnanH. Korato notpedbutenat nogasa Ha xapTus

MCKaHeTO 3a npeKkpartdBaHe Tpﬂ6Ba Aa ce ABu npu PeFI/ICTpI/IpaIJ.l,I/IFI opraH. B crny4vyaunTe Korato ce noucka
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OHMaWH MpekpaTsiBaHe Ce W3NCKBA WMCKAHETO Ae ce nognuiue C BanuaeH 3a MOMEHTa eNeKkTPOHEH
nognuc/neyat. BbB BCekn OT cnyyauTe, YAOCTOBEPEHMETO CE CMMpa BPEMEHHO 3a rpaTUCEH nepuog.
Bnocnegcteue ce uanckea sBsiBaHe nped Pernctpupawms opraH 3a M3sICHsIBAHE Ha crnyydyas u
NoTBbPKAAaBaHE Ha MCKAHETO 3a NpekpaTaBaHe Ha KBannuuunpaHoTo yaAOCTOBEPEHME.

TuTynap moxe ga uHuuuupa npekpaTtsiBaHe Ha yooCTOBepeHMe OT MOOWMHOTO MPUMOXKEHWe Ha
EBpoTpbCT, C aKkTuBMpaHe Ha CbOTBETHA (OYHKLMOHAMHOCT, KOraTo YOOCTOBEPEHMETO € M34adeHo
oTaaneyveHo. B To3u criyvan ce cuuta, Ye TUTynapsT e ngeHtuduumpad, npeasug aktmempaHeto Ha NnH

3a J4OCTbN 40 NPUSIOXKEHMETO Unu Ypes Apyr GMomMeTpuyeH naeHTMgmkaTop.

4.9.4 TPOLEAYPA 3A NPEKPATABAHE HA KBAJTIMOULIMPAHO YOOCTOBEPEHUE
4.9.4.1 NMPOLEEAYPA 3A NMPEKPATABAHE HA KBAJIMGULIMPAHO YOOCTOBEPEHUE HA KPAEH
NMOTPEBUTEN

MpekpaTaBaHe AEWCTBMETO Ha KBanuduuMpaHo YAOCTOBEPEHWE Ha KpaeH notpebuTten ce
npeaxoxga OT NOAaBaHe Ha MCKaHe 3a npekpaTtsiBaHe npea Peructpupawms opraH Ha EBpoTpbCT.
NckaHeTo 3a npekpaTsiBaHe Ha yOooOCTOBEpeHMEe MOXe [a Ce peructpumpa erneKkTpoHHO, CaMO Korato
Tutynaps/Cb3gaTtens uma (apyro) BanvMaHoO M OOCTBLMHO 3a NOSi3BaHe KBanvduumpaHo yaOCTOBEPEHUE
3a enekTpoHeH nognuc/neyat. B npoTuBeH cnyyanm ce npaBu UCKaHe Ha MSACTO npend OTopusMpaH
onepartop npu Pernctpupalums opraH.

Mpun nckaHe 3a npekpaTaBaHe Pernctpupalums opraH permctpmpa nckaHeTo 1 3ano4sa npoweaypa
no npoBepkaTa my.

MNpen Pernctpupalimsi opraH ce NpeacTaBAT gOKa3aTencTBa 3a npekpaTsBaHe Ha OeACTBUETO Ha
kBanudpuumpaHo ygoctoBepeHue. Cnen npernexgaHe Ha AokasatencrBaTta, Peructpupaiwums oprad
peliaBa ganuv ga npoabriiku npoueaypaTta no npekpaTaBaHe unv ga OTKaxe Ha notpebuTtens uckaHeTo
3a npekpaTtsaBaHe Ha yaoCToBepeHneTo. Permctpupalymsa oprad n3pabortsa un nsnpawlia asToMmatmanpaHa
3asBKa 4O YA0OCTOBEpSBALLMSA OpraH 3a paspellaBaHe Ha npoueayparta no npekpaTsBaHe.

Bcako wnckaHe 3a npekpatsaBaHe Ha YAOCTOBepeHue TpsibBa Ada CbAabpXa Heocrnopumu
AoKasaTencrea 3a NOTBbPXAEHWE Ha npekpaTaBaHeTo. Bcuykm MOTUBM 3a npekpaTsiBaHe TpsbBa aa ca

3aBepeHn (I'IOLI,I'Il/IcaHI/I NO eNeKTPOHEH NbT N NoannMcaHn Ha p'bKa).

Mpouenypata 3a npekpaTaBaHe Ha KBanuuumMpaHo yaoCTOBEPEHNE Ce U3BbPLUBA, KaKTo criefBa:

» OtopusnpaHnaTt onepatop B Peructpupawmsa opraH HesabasHO, 6e3 ga vaeHTuduumpa
notpebuTens, cnupa AeMCTBUMETO Ha YAOCTOBEPEHUETO 3a rpaTUCEH NEPUOA.

» PernctpmpalumaT opraH CTporo crneasa U3nckBaHuaTa 3a naeHTudunkaumns n yctaHoBsiBaHe Ha
aBTEHTUYHOCT Ha TuTynaps/Cb3gatens wnM  ynbiHOMOLWEHO OT Hero nuue u npuynHuTe 3a

npekpaTtsiBaHe. BbB Bcuykn cnyyau, Tutynsapat/Cb3aatenaT unm ynbiaHOMOLEHO OT Hero nuue Tpsioea
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Aa nocetn Pernctpupawmsa opraH Ha EBpoTpbCT 3a nocnegpawia npoBepka Ha WOEHTUYHOCTTA,
pPeCneKkTUBHO CaMOfIMYHOCTTa Ha NoTpebutens unu ga ce ngeHTnduumpa otaaneyeHo.

» Cnep ycnelwwHa npoBepka 3a camonuyHocTTa Ha Tutynapat/Cbe3gatenaT unm ymbiIHOMOLLEHO
OT Hero nuue, Peructpupalymsa opraH, Ypes oTopusMpaHus onepaTtop nogasa obpaboTeHa 3asiBka OO0
onepaTMBHUA YAOCTOBepsBall, OpraH 3a npekpaTtsBaHe Ha yaocTtoBepeHve. Cried NOTBbPXKAEHUE OT
YpaocTtoBepsiBalLms opraH ce U3NbrHsaBa MCKAHETO 3a NpekpaTsBaHe Ha yOOCTOBEPEHMETO.

» [lpn HeycnewHa wuvaeHTUMKaAUMA W NpoBepka Ha YycnoBuATa 3a nNpekpaTsaBaHe,
Peructpypawmar opraH OTXBbpPSiA MCKAHETO 3a npekpaTdBaHe Ha yaoCTOBEpeHMeTo U He3abaBHO
n3eectaBa Tutynapat/Cb3gatenaT unm ynbaHOMOLLEHO OT HEro nuue, 3a Npu4MH1MTE 3a ToBa.

» [loTpebuten, ¢ OTXBLPIEHO UCKaHE 3a MpekpaTsiBaHe Ha KBanvduumpaHo yaoCTOBEpEHue,
MOXe [a nogaae HOBO UCKaHe 3a NpekpaTsBaHe Ha y4OCTOBEPEHMETO, Crief KaTo OTCTPaHN NOCOYEHUTE
NPUYNHK 33 OTKa3a.

lMpn npekpaTsiBaHe Ha yooOCTOBEPEHWE npe3 MOOWUNHOTO NpunoXeHue Ha EBPOTPBLCT, ropHUTe
npoueaypv He ce npunarat. B To3n cnyvan ce npuema, Ye UCKAHETO € HamnpaBeHO C aKTMBMpPaHE Ha
CbOTBETHA (PYHKLUMOHANHOCT 3a MnpekpaTsBaHe B MNPUNOXEHWETO, a TUTynapaT €  HaanexHo
naeHTuduumpaH, npeaosua 3HaHmeTo Ha lNMH koabT, ¢ KOMTO € akTMBMpaHo npunoxeHueto. Cnen
npekpaTsiBaHe Ha YOOCTOBepeHMeTo, EBpPOTpbCT, ype3 CBOsi onepaTvBeH YOOCTOBepsiBall, OpraH,
He3abaBHO nybnukyBa NpekpaTeHOTO yaocTtoBepeHMe B Cnucbka CbC CMPEHUM W MpeKpaTeHu
yooctoBepeHnus (CRL), kaTo nsgaea HoB Cnncbk n yBegomsia Tutynsapsi/Cb3gaTtens Ha npekpaTeHoTo
yOOCTOBEpPEHME.

MpekpaTeHo ygocToBepeHME He NOAMNEXN Ha Bb30OHOBABAHE U Ha NOAHOBSBaHE.

[ocTbn OO0 MCKaHeTO 3a npekpatsaBaHe W AOKYMeHTauusTa CbC CUCTEMHUTE W3BadKM OT
M3MNbITHEHNETO Ha MpekpaTsBaHe Ha KBanuuuMpaHO YAOCTOBEPEHME MMAT OTOpU3MpaHu nuua oT
nepcoHarna Ha EBpoTpbCT.

AKO yOOCTOBEpPEHME, Ce CbXpaHsiBa Ha eNEKTPOHHa KpunTorpadcka kapTa, Npu npekpaTaBaHe Ha
OENCTBMETO Ha KBannuLMpaHOTO yAOCTOBEPEHNE, KapTaTa MOXe Aa O0bae hU3nYeCKnN YHULLOXEHA
UNKN CUrypHo 3anunyeHa. Tasm onepauus TpsibBa Aa ce M3BbpLUBa OT NpUTEXAaTENsa Ha kapTarTa.

EBpOTpbCT NpenopbyBa NpUTEXaTENAT Ha kKapTaTa Aa s CbXpaHsABa Mo HauYMH, KONTO My Npeyn
na 6bae oTkpagHaTa, HeynmbHOMOLLEHO M3NOoN3BaHa U U3NYECKN YHULLIOXKEHA, a YaCTHUSA KoY Aa

Obae nsTpur.

4.9.4.2 NMPOLEAOYPA 3A TMNPEKPATABAHE HA KBAJIM®OULMPAHO YOOCTOBEPEHUE HA
YOOCTOBEPABALL OPI'AH UMK HA PETUCTPUPALL OPTAH

YaocTtoBepeHue, KOeTo NpUHaaneXxun Ha YaoctosepsiBall, opraH unu Ha Permctpupaly opraH Moxe

Aa Obae npekpaTeHO OT opraHa, KOWTO ro e usgan. B To3u cnyyam oTopusMpaHu nuua Ha opraHa
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NPeACTaBAT UCKaHe AMPEKTHO Ha EBpoTpbCT
EBpOTPbCT CbWO MOXe Oa NpeAacTaBM WCKaHe 3a MpekpaTsiBaHe Ha yAOCTOBEPEHWE Ha

YpaoctoBepsaBall, opraH unu Ha Pernctpupaly, opraH.

4.9.5 TPATUCEH NEPUOA HA NMPEKPATABAHE HA KBAJIMGULMPAHO YOOCTOBEPEHUE

Mpeamn ga npekpatn 4ENCTBMETO Ha BannaHo KBanuduumpaHo yaoctosepeHne, EBpoTpbCT cnnpa
OEeNncTBMeTo My B rpatuceH nepuwog. B pamkute Ha To3m rpatmceH nepmog EBpoTpbcT obpaboTtea
NCKaHeTO 3a npekpaTsBaHe Ha KBanvduunupaHoTo YAOCTOBEpPEHWE, KaTo:

» WU3BbPLUBA BCUYKM MNPOBEPKM 3a YCTaHOBABaHeE Ha WOEHTUYHOCTTa M npoBepka 3a
CaMONIMYHOCTTa Ha NoTpebuTens, noaan UcKaHeTo;

» yCTaHoBsiBa NPUYUHUTE NPean3BUKBaLLM NpeKpaTsiBaHe Ha YAO0CTOBEPEHNETO;

B cnyyan Ha HenoTBbpPAEHW MPUYMHU UNKU creq U3TUdaHe Ha rpaTucHua nepuopn, EBpoTpbCT
Bb300OHOBSABa AENCTBMETO Ha YAOCTOBEPEHNETO;

EBpoTpbCT Aonycka AeNCTBMETO Ha yAOCTOBepeHneTo Aa 6bae Bb30OHOBEHO npeau Aa msteye
rpaTucHUa nepuopd, eOUHCTBEHO MO U3PUYHO UCKaHe Ha Tutynaps/Cb3gatens unv ynmbiHOMOLEHO OT
Hero nvue.

CnuvpaHe Ha ygocToBepeHue He ce Aonycka KaTto NonnTrka, Korato yaoCTOBEPEHUETO € u3ganeHo
oTAane4veHo, Ypes MobUITHOTO NpUIoXeHne Ha EBpoTpbCT. B T03un cryyain ygoctoBepeHMeTo He3abaBHO
ce npekpaTsaea, 6e3 rpatnceH nepuog 1 6e3 Bb3MOXHOCT 3a Bb30OHOBSBAHE.

MHdopmaunsaTa OTHOCHO MpekpaTeHuTe YAOCTOBEPEHUs Ce CbxpaHsBa B 6asa gaHHWM Ha
EBpoTpbcT. lNpekpateHute ypoctoBepeHus ce nybnukyeBaT B Cnmcbka CbC CrpeHUM WU npekpaTeHu
yaocTtoBepeHnsa (CRL) B pamkute Ha He06X0OMMOTO TEXHOMNOMMYHO BpeME, HO 3a He noseYe OT 3 vaca.

OnepatopuTe Ha npekpaTeHu YyOOCTOBEPEeHMs OT YAOoCToBepsABalMsa opraH wunu ot
Pernctpupalumns opraH, KakTo u 3acerHaTute KpanHn notpebutenu 6usaTt MHOpMUpaHM aBTOMaTUYHO 3a

TOBa NnpeKkpartdaBaHe.

49.6 CPOK 3A OBPABOTKA HA UCKAHETO 3A NPEKPATABAHE

MckaHe 3a npekpaTaBaHe Ha kBanuduumpaHo yooctoBepeHue ce obpabortea ot EBpoTpbeT 6e3
HeonpaeAaHo 3abassHe.
4.9.7 NPOBEPKA HA CNMNCBHKA CbC CINPEHU U NMPEKPATEHU YOOCTOBEPEHUA (CRL)

Bcaka [doBepsiBawa ce cTpaHa, Mpu MonyvyaBaHe Ha €enekTPOHEeH AOKYMEHT, MoAmnucaH c
KBanuMuumupaH enekTpoHeH noanuc/neyat ot Tutynsap/Cb3garten, e AnbXHa Aa Hanpasu NpoBepka Ha

cTatyca Ha KBanuUUMpaHOTO yOOCTOBEpeHMe B akTyarnHus ChnMCbK CbC CMPEHn U npekpaTeHu
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yooctoBepeHus (CRL) nnn 4pes npoBepka Ha TEKyLMsi CTaTyC Ha YAOCTOBEPEHNETO B peasiHo Bpeme
ype3 OpraHa 3a Banugaums ,Evrotrust RSA QS Validation®.
Cnmncbka CbC CNpeHn 1 NpekpaTeHn YAOCTOBEPEHMS, Ha KOWTO BCsAKa AOBEpsiBaLLa ce CTpaHa
MOXe [ia HanpaBu CNpaBka ce HaMmMpa Ha MHTEPHET canTa Ha agpec: https://www.evrotrust.com.
EBPOTPBCT HE HOCK OTTOBOPHOCT 3@ HAaCTBLNWUAW BPEAX U NOCNEACTBUSI OT HEU3MBIIHEHNE Ha

noco4yeHnTe N3NCKBaHUA.

498 YECTOTA HA W3OABAHE HA CIIUCBbKA CBbC CINPEHM W [NPEKPATEHU
YOOCTOBEPEHUA (CRL)

EBpoTpbCT, 4pe3 cBosi onepatuBeH YAOCTOBepsiBal, OpraH, nybnuvkyBa B XpPaHWULLETO
He3abaBHO HOB akTyaneH Cnucbk cbe cnpenn u npekpaTterHn yaoctoBeperusi (CRL), Bcekn nbT KoraTo ce
npekpaTn encTBMETO Ha BanngHoO yaoCTOBEPEHMe, N3ganeHo OT TO3M OpraH.

[ocTaBunKkbT, Ypes CBOSA onepaTMBeH YOOCTOBepsiBall opraH, aktyanmsmpa cBod CrnucbK Cbe
cnpeHu u npekpateHun yaoctosepeHns (CRL) Ha Bcekun 2 cegMuLn, ako HAMa CnupaHe Unun npekpaTaBaHe
Ha yOOCTOBEpPEHME Npe3 TO3M Nepuos.

CpoKbT Ha BanngHoOCT 2 ceqMUum Baxu 3a Bcekn nybnukyBaH HOB akTyaneH CnucbK CbC CNpeHn

n npekparteHn ygoctosepeHust (CRL) Ha onepaTtnBHMS YOOCTOBEpPSiBALL, OpraH.

4.9.9 MAKCUMAIIHO 3ABABAHE HA MNMYBJIMKYBAHETO HA CRL

Bcekn Cnucbk cbe cnpeHun n npekpateHn yaoctoseperust (CRL) ce nybnukysa 6e3 HeonpaBgaHo
3abaBsHe, BegHara cnep kato ToM € cb3gafdeH (0OOMKHOBEHO TOBa CTaBa aBTOMATMYHO B paMKMTE Ha

HAKOJTKO MUHYTH).

4.9.10 OHNAMH NPOBEPKA HA CbCTOAHMETO HA YOOCTOBEPEHMUE

EBpoTpbCT ocurypsBa kBanudumumpaHa ycnyra 3a npoBepka Ha CbCTOSHMETO Ha u3gafdeHuTe
yAOCTOBEpPEHNs B peanHo Bpeme. Tasu ycnyra ce M3BbpliBa Bb3 OCHOBa Ha [MpoTokon 3a oHnamnH
npoBepka Ha ctaTyca Ha ygoctoBepeHune (OCSP), onucaH B RFC 2560. N3nonasaHeTto Ha OCSP gasa
Bb3MOXHOCT Aa ce npugobue nHpopmaumsa 3a CbCTOSHUETO Ha yAoCToBepeHusaTa, 6e3 Aa ce usmckea
nposepka B CnMCbK CbC cnpeHn n npekpateHu yaoctosepenns (CRL).

MogensT Ha pabota Ha OCSP e Ha npuHUMna ,3asBKka — oTroBop“. N3BbpLUBa ce OHNanH AOCTbN
no OpraHa 3a Banugaums ,Evrotrust RSA QS Validation® npe3 MHTepHeT. KaTo 0TroBOp 3a BCska 3asBka,
OCSP cbpBbpa, npepocrtaBa criegHata WHGOpMaLMa 3a CbCTOSSHMETO Ha edHO KBanuduumpaHo

yOoCTOBEpPEHUE!
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» [obpo (good) - koeTo 03Ha4YaBa MOMNOXUTENEH OTFOBOP Ha 3asBkaTa M TpsibBa Aa ce ThilkyBa
KaTo NoTBbPXAEeHWe Ha BannaHo yaOCTOBEPEHUE;

» npekparteHo (revoked) - KoeTo 03Ha4aBa, Ye yOOCTOBEPEHNETO € NPEKPATEHO;

» HenosHaTo (Unknown) — KOETO O3HayaBa, Ye YOOCTOBEPEHMETO HEe € u3gadeHo oT
YpoctoBepsaBall opraH Ha EBpoTpbCT.

OCSP ycniyrata reHepupa OTroBop, OcHoBaH Ha 6as3a gaHHu. OCSP oTroBopa € BanugeH B
npoAabImKeHne Ha 7 AHW. 3a ga ce noaabpxa NpaBUITHOTO U3MbIIHEHWE Ha cucTeMata, OTroBOpuTe Ha

OCSP ca kelumpaHu 3a npeaBapuTENHO onpeaeneHo Bpeme (0OMKHOBEHO He NOBEYE OT HSAKOJSIKO Yyaca).

4.9.11 U3UCKBAHUA 3A OHIIANH MPOBEPKA HA CbCTOAHUETO HA YOOCTOBEPEHUE

lMpoBepka Ha cTaTyc Ha ygoctoBepeHue B peanHo Bpeme (no OCSP npoTtokon) Moxe ga ce
n3nbnHuM npes MHTepHeT Ha cTpaHuuaTta Ha EBpoTpbCT Ha agpec: https://www.evrotrust.com.

HoBepsBawuTe ce cTpaHn Tpabea ga npoeepsBaT NybnukyBaHaTa MHOpMaLUns B XPaHUNULLETO,
CBbp3aHa C W3NON3BaHWUTE YOOCTOBEPEHUHA, Ha KOUTO Te UCKaT da pasuutar. EBpOTpbCT He Hocwu

OTroBOPHOCT 3a HacTbnuin Bpean n nocneacrtesna OT HEU3NbJIHEHNE Ha NOCOYEHUTE N3NCKBAHUA.

4.9.12 CNEUMATIHN UBNCKBAHUA MO OTHOWEHUE HA HAPYWEHMWE HA CUTYPHOCTTA HA
KNOYA

B cnyvaihi Ha HapylwaBaHe Ha CWUrypHOCTTa Ha 4acTHMS KoY (HEroBOTO pasKpuBaHe) Ha
YooctoBepsiBalumMs opraH wnuv apyrm cyGektn, onepupawiy B pamkute EBpoTpbcT, [docTaBuMKbT

He3abaBHO MHOPMMpPa AOBEPSBALLUTE CE CTPaHM.

4.9.13 OCHOBAHUA 3A CNMUPAHE HA KBAITUOULIMPAHO YOOCTOBEPEHUE

EBpoTpbCT, Upe3 cBos onepaTvBeH Y[AOCTOBepsiBally, OpraH, cnupa AeWCTBMETO Ha BanuaHO
YOOCTOBEPEHMWE NpU OnpeaeneHn YCroBusi 3a rpaTUceH Nepuog.

[locTaBuMKbT NpeanpreMa He3abaBHU AeNCTBMS MO UCKAHETO 3a CNpaHe Ha YAOCTOBEPEHME.

3a BpemMeTo, npe3 KOeTo YAOCTOBEPEHMETO € CMpPsiHO, TO Ce CuYUTa 3a HeBanMAHO U BCUYKM
€neKTPOHHM noanucu/neyvaTi, NpoBepsiBaHN C TOBa YAOCTOBEPEHUE CA HEAENCTBUTENHM.

CnupaHe © Bb30OHOBSIBAHE Ha YOOCTOBEPEHWE, WU3[afdeHO OTAarevyeHo, 4Ype3 MOGWUIHOTO
npunoxeHve Ha EBpoTpbCT He ce gonycka. Haecsikbae B TO3W pasfgen W HeroBuTe noApasgenu e

M3KIMKYEeHO CNMpaHeTo Ha TakmBa yOooOCTOBEPEHUA.
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4.9.14 NNUA, NETMTUMUPAHU OA TOUCKAT CIWPAHE HA KBAJIU®GULIMPAHO
YOOCTOBEPEHME

EBpoTpbCT cnnpa usganeHo oT Hero BanuaHo KBanuuumpaHo yaoCTOBEPEHME aKo:

> MNOCTbNU UckaHe Ha Tutynaps/Cb3gatens Unu ymbHOMOLLEHO OT Hero nuue, 6e3 aa e
ANbXEH Aa ce yBepy B CaMONMYHOCTTa Unu B NpeAcTaBuTenHaTta My Bnacr,

> MOCTBNK UCKaHe OT Nnuue, 3a KOeTo cropep obcTosATencTearta e BUAHO, Ye MOXe Aa 3Hae 3a
HapyLLEHMS Ha CUrYPHOCTTa Ha YaCTHUSA KoY,

» nocTtbnu uckaHe ot KomucuaTa 3a perynmpaHe Ha cbobueHusita (KPC).

49.15 NPOLUEAYPA 3A CIUPAHE WU BbB3OBHOBABAHE HA KBAJIMOGULMPAHO
YOOCTOBEPEHUE

CnupaHe OencTBMETO Ha KBanuuUUUpaHo yOoCTOBEpPEHue ce npenxoxna OT pernctpupaHe Ha
nckaHe 3a cnupaxe npepg Pernctpupaiyms oprax.

» VckaHeTo 3a cnvpaHe Ha YAOCTOBEPEHME MOXE [a Ce perucTpmpa no enekTpoHeH NbT unn ce
nogaea Ha xapTusi npeg oTopuaupaH onepaTop B Pernctpupawimsa opraH Ha EBpoTpbCT.

» VckaHeTo 3a crnivpaHe Ha yAOCTOBEpEeHWE, N0 ENEKTPOHEH MbT Ce YAOCTOBEPSIBA C €IEKTPOHEH
noanuc/neyar, CbOTBETCTBALL Ha BannaHoOTo yaocToBepeHne Ha Tutynapsa/Co3gatens.

» OtopusnpaHmaTt onepatop B Pernctpupawmsa opraH HeszabaBHO, 6e3 ga vageHTuduumpa
notpebuTens, cnupa AeMCcTBUETO Ha yaocToBepeHneTo. CnnpaHeTo Ha yaOCTOBEPEHUETO Ce N3BbPLLBA,
4ypes3 BpeMEHHOTO My BnnceaHe B Cnncbka Ha cnpeHu v npekpaTtenn ygoctoepeHus (CRL).

» Cnep ycnewHo yaocToBepsiBaHE Ha WOEHTUYHOCT Ha OTOpuU3MpaHus onepaTtop B
Pernctpupawmsa opradH npeg onepatMBHUA  YOOCTOBeEpsiBal, OpraH, MoCnegHuaT Uu3nbiHABa
noTBbpAeHaTa 3asBKa 3a cnupaHe Ha yAOCTOBEPEHMETO.

» Pernctpupawmat opraH He MOXe Aa OTXBbPSSA UCKaHe 3a CnnpaHe.

» Cnep cnupaHe Ha yaocToBepeHneTo, [1ocTaBUnKbLT, Ype3 CBOSI onepaTUBEH YA0OCTOBEpPSBaLL
opraH He3abaBHO nybnukyBa CNpsiHOTO yaocToBepeHne B Cnucbka Ha CApeHn U npekpaTeHu
yooctoBepeHus (CRL), ypes nsgasaHe Ha HOB CnnCHK.

» Cneg cnupaHe Ha  ygoctoBepeHueTo,  [loctaBumkbT  HesabaBHO  yBegomsiBa

Tutynaps/Cb3gatens Ha cnpstHOTO KBanuduuupaHo yaoCToBEPEHHME.

4.9.16 T'PATUCEH NEPUOA HA CNMUPAHE HA KBAJTMOULIMPAHO YOOCTOBEPEHUE

EBpoTpbCT cnnpa AencTBMETO Ha KBannUUMpaHo yA0CTOBEPEHME 3a eNeKTPOHEH noanuc/neyar

3a rpaTuceH nepuog Ao YTOYHsIBaHe Ha NPUYUHUTE 3a CNMPaHeTo, HO He No-A4bMro oT 72 vyaca.
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"paTuceH nepuo Ha cnnpaHe Ha KBanuduumpaHn yaoCTOBEPEHNUS, U3AaAeHN oTaaneyeHo, npes

MOBWMHOTO NPUNOXEHUE, HE Ce AonyckKa.

4.9.17 Bb30OBHOBSABAHE JEACTBUETO HA CMNPAHO YOOCTOBEPEHUE

EBpOTPbCT Bb30GHOBABA AENCTBMETO HA CNPSIHO YAOCTOBEPEHME:
> crnep kaTo oTnajaHe OCHOBAHMETO 3a CnvpaHe, Npeaun Aa nsteye Nepuoda Ha CnupaHe;
> MO UckaHe Ha TUTYnsps, cnep UssiCHABaHe Ha NPUYMHUTE 3a NOMCKaHOTO CrMpaHe;

Cnen Bb306HOBSABaHE Ha yaoocTtoBepeHune, nocnegHoTo ce CH1Ta 3a OEeNCTBUTENHO.

4.9.18 MPOUEAYPA 3A Bb30OBHOBABAHE HA [JEACTBMETO HA KBANU®ULUMPAHO
YOOCTOBEPEHUE

PernctpupalumaT opraH Bb30OHOBSIBA CMPSIHO YAOCTOBEPEHME Crieq KaTo MOoNyYn MckaHe 3a
Bb30OHOBAIBaHe OT Tutynapsi/Cb3gaTens u crnep ycnelwHa npoBepka 3a aeHTuduKaums 1 npoBepka 3a
CaMOJIMYHOCT.

Pernctpupawmat opraH He3abaBHO Bb30OHOBSIBA CMPsSIHO YAOCTOBEpPEHWE crefd KaTo u3Teye
rpaTUCHUSI NEPUOA Ha cnupaHe.

BbB BCuukM crnydan, npoueaypaTa no Bb30OHOBsIBaHE M3Baxada CNPsIHOTO YAOCTOBEpeHue OT

Tekywms CNnCbK CbC CnpeHn 1 npekpateHn ygoctosepeHuns (CRL) n nybnukyBa HOB CNUCHK.

4.10 NMPOBEPKA HA AKTYAJIHOTO CbCTOAHUE (CTATYCA) HA KBAJIMGULIMPAHUTE
YOOCTOBEPEHUA
4.10.1 XAPAKTEPUCTUKUN

MHdbopmauusa 3a CbCTOAHMETO Ha yAOCTOBEpeHudaTa, nsgageHn ot EBpoTpbCT mMoxe ga 6vae
nonydyeHa B Cnucbka CbC CnpeHU u npekpateHn ypoctoepeHus (CRL), nybnukyBaH Ha canTta Ha
EBpOTpBCT B MHTEPHET, Upe3 [poToKkona 3a OHMNanH NpoBepkKa Ha ctaTtyca Ha yaoctoBepeHusaTa (OCSP).

YaocTtoBeputenHuTe yCcnyru 3a npoBepka Ha ctaTyca Ha KBanudumumpaHute yoocToBepeHus ca
AOCTBIMHU B pexuM 24/7/365 (HenpekbCcHATO AencTBaLLN).

EBpoTpbCT Nogabpka ctaTyca Ha Bede usgageHute KeanuduumnpaHu yooctoBepeHus no Bpeme

Ha nepunoaa Ha TAXHOTO ,El,eIZCTBI/Ie, KaKTO 1 cnen HeroBoTto n3tn4aHe.

4.10.2 JONBJIHATENHU ®YHKLUUU

Ycnyrata 3a oHnanH NpoBepKa Ha akTyanHoTo CbCTOsHME Ha yaocToBepeHusaTa ypes lNpoTokona
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3a OHNaWH npoBepka Ha cTatyca Ha ypgoctoBepeHuaTa (OCSP) e gocTbnHa 3a BCUMYKM BUOOBE
KBannuunpaHn yaocToBEPEHUS, KaKTO M 3a BCUYKN JOBEPSIBALLUN CE CTPAHMW.

MuTepHeT agpeca (URL) Ha OCSP ycnyrata e: http://ca.evrotrust.com/ocsp.

Ycnyrata OCSP e 3agbimkntenHa 3a BCUYKM OnepaTMBHU YOOCTOBEpSABALUM opraHn n 3a SSL

yAOCTOBEPEHWs, U3aaaeHn ot EBpoTpbCT.

4.11 NPEKPATABAHE HA 1OIrOBOP 3A KBAJIM®ULIUPAHU YOOCTOBEPUTENTHU YCNYTU OT
NOTPEBUTEN

[loroBopbT 3a KBanUUUMpPaHU yOoCTOBEPUTENHM ycryrn Mexay EBpoTpbCT u noTpebuten ce
npekparsiBa:

> cneg u3TM4aHe Ha Ccpoka Ha BanMAHOCT Ha MOCMNEeQHOTO M3OadeHo  KBanuduumpaHo
yAOCTOBEPEHME 1 MOTPEOUTENST He e Npeanpven AencTBKs, 3a Aa akTyanusnpa CBOETO Y0CTOBEPEHNE;

> KoraTo KBanuuUUPaHOTO YAOCTOBEpPeHMe € Ouno npekpaTteHo U noTpebutenss He e

npeanpuen AencTems No u3gaesaHe Ha Apyro yaoCTOBEPEHNE.

412 NOBEPUTENHO CbXPAHEHUE HA YACTEH KITHO4 (ECKPOY)

YacTHuTe KnovoBe Ha YAoCTOBEPSBALLMA OpraH Ha EBpOTpbCT nnn Ha notpebutenuTe, KOUTO ca
BKIIIOYEHN B YAOCTOBEpUTENHATa Mepapxusi Ha EBpPOTPBCT ca nepcoHanuavpaHu BbpXy MPEeHOCUMU
HOCUTENN N HEe NoAnexaT Ha JOBEPUTENTHO CbxpaHeHne oT EBpoTpbeT (ECKPOY).

YacTHuTe Kkno4oBE Ha NOTpedbuTenun, KOUTO ca 3asBUNUM W34aBaHE Ha YAOCTOBEPEHWUS
oTAaneyeHo, Ype3 MOOBUIHOTO NpuUroxeHne Ha EBPOTPBLCT, ce cbxpaHsaBaT B KPUNTUPAH B HagexaHa
KpunTorpadcka cuctema (Hardware Security Module/HSM), ceptudmumpana 3a HuBo Ha curypHoct FIPS
140-2 Level 3.

5 KOHTPOI HA PUSUYECKATA N OPTAHU3ALMNOHHA CUT'YPHOCT

B Tasu yact Ha ,[lpakTukaTa npu npefocTaBsiHe Ha KBanuULMpaHn yaOCTOBEPUTENHN yCryrn®
ce onuceaTt obWWTe M3NCKBaHWS MO OTHOLLUEHME Ha KOHTpomna Ha uanyeckaTa U opraHvM3auMoHHa
CUI'YPHOCT, KaKTO 1 AeAHOCTTa Ha nepcoHana, usnonseaHun B EBpoTpbCT. Pasrnexaat ce nsuckeaHusita
1 NpoLeaypuTe 3a CUrypHOCT B MOMEHTA Ha reHepuvpaHe Ha KIo4voBe, Npu naeHTudmKaums 1 nposepka
3a CaMOMIMYHOCT Ha noTpebuTenuTe, NpU u3gaBaHe Ha KBANUMUUMPaHU YOOCTOBEPEHUSI U TAXHOTO

ynpaBneHue, npyu ogutupaHe Ha EBpOTpBLCT 1 Npy cb3gaBaHe Ha apxumB.
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5.1 KOHTPOJ HA ®UBNYECKATA CUTYPHOCT

MepkuTe, npeanpueT No OoTHOWeEHMe Ha dmamyeckaTa sawmta Ha EBpOTpPBLCT ca enemeHT oT
paspaboTeHaTta 1 BHegpeHa B EBpoTpbCcT Cuctema 3a MHpOpMaLMoOHHa CUrypHOCT, CbOTBETCTBALLA Ha
naunckeaHudaTa Ha ctangaptute ISO/IEC 27001, ISO 9001, ISO 22301, n ISO/IEC 20000-1.

MepknTe cBbp3aHuM C buanyeckata 3awmTta Ha MHPOPMAUNOHHUTE AaHHW, TEXHOMOrMYHUTE

cuctemu, nomMmelleHnAaTa n CBbp3aHnUTe C TAX noaabpXalln CUCTeMU Ca HaCoO4YeHM KbM npenoTBpaTdBaHe

Ha:

» HepaspelleH LOCTbM, HAHACAHe Ha WeTn 1 Hameca B ycrnoBusaTa Ha paboTa;

» 3aryba, Bpeau unm KOMnpoMeTMpaHe Ha pecypcy;

» KOMMpoMeTupaHe wunu kpaxba Ha wuHdopmaums wnn cpeactsa 3a obpabotka Ha
WHopMaumaTa.

EBpOTpbCT ocurypsisa onsmnyecka 3alimra u KOHTPOIT Ha 4OCTbMNa Ha NOMELLEHUSTa, Kb4EeTO umMa
WMHCTanNupaHu KPUTUYHN KOMNOHEHTM B HEroBaTa MHAPaCTPyKTypa:

» Kanudmumpan 6a3oB ygocrtoepsBall opraH — ,Evrotrust RSA Root CA*;

» KeanuduuunpaH onepatmeeH ygoctoeepsBaly opraH — ,Evrotrust RSA Operational CA*;

» KanuduuupaH ygocToBepsiBall, opraH 3a npoBepka Ha CTaTyC Ha yOOCTOBEPEHUS, U3ganeHn
oT 6asoBus opraH (OCSP service) ,Evrotrust RSA Validation®

» KanuduuupaH ygocToBepsiBall, opraH 3a npoBepka Ha cTaTyC Ha yOOCTOBEPEHUS, U3ganeHn
OT onepaTtuBHMA ygoctoBepsBall opraH (OCSP service) ,Evrotrust RSA QS Validation®;

» KeanunduumpaH ygoctoBepsiBall, opraH Ha Bpeme — ,Evrotrust TSA,

» Peructpu un xpaHunuiua;

» Peructpupalim opraHu.

MHdpacTpyKkTypaTa Ha gocTaBynka e pmsmdeckm n nornyeckn obocobeHa n He ce n3nonasa npu

apyrn oenHocTtun, konto ,EBpoTpbeT TexHonbakuc" AL ocbLiecTBsaBa.
5.1.1 NOMELLEHUA N KOHCTPYKLUUA HA NOMELLEHUATA

EBpoTpbCT pasnonara cbc cneumnanHo KOHCTpyMpaHo 1 06opyaBaHO NMOMeELLEeHNe C Han-BMcoKa
CTeneH Ha KOHTPOM Ha hn3nYecKkn 4OCTbM, B KOETO Ce NoOMeLaBaT YA0CToBepsBaLL, OpraH Ha 4oCTaB4umKa
N BCUYKNTE LIEHTPANHN KOMMOHEHTU Ha MHpacTpyKTypaTa.

5.1.2 OUINYECKUAT OOCTbBIN

dunsndeckata CUrypHOCT Ha cuctemmte 3a u3gaBaHe W ynpaBlnieHne Ha yOoCTOBEepeHua e

cbobpaseHa C U3UCKBaHUSITA Ha MeXAYyHaPOAHM CTaHaAPTU U NPEnopbKU.
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3a obopygBaHeTO B 3aliMTEHOTO M M30MMpaHO nomeleHne Ha EBpoTpbCT e ocurypeHa
dmsnyecka HENPUKOCHOBEHOCT. YCTaHOBEH € [BY(aKTOpeH KOHTPOS Ha AOoCTbna M AeHOHoLWHa
BbOpbXeHa humsmyecka oxpaHa. He e no3BoneH uanmdeckm OOCTbM A0 KPUTUYHOTO obopydBaHe 3a
noseye oT 30 (TpuaeceT) MMHYTK Ha nocelleHne. He e no3BoneH gocTon 4o wkada ¢ obopyaBaHeTo Ha
noeseye oT 2 (4Be) OTOpPM3UPaHM TEXHUYECKM nuua Ha EBpoTpbCT. Beekn gocTbn A0 nomelleHusTa ¢
KpUTUYHa MHAPACTPYKTYpa ce AOKYMEHTMpPa B CleLmarnHm XXypHanu.

dusnyeckaTa 3awmTa Ha MOMeELLEHUNATa, B KOUTO ce Hamupa obopyaBaHeTo Ha EBpoOTpbCT U
Peructpupawmsa opraH ca usrpageHun OT MacuBHa M CcTabunHa KOHCTPYKUUS CbC 34paBu Bpatu U
Kniovanku. 3awmtata e peanusvMpaHa OT HeBbOpbXeHa 24-yacoBa oxpaHa. B nomelleHusTa Ha
EBpotpbcT uma Cuctema 3a anapmeHa curHanu3aumsa, Cuctema 3a BugeoHabntogeHue, CurHanHo-
n3BectuTenHa cuctema n Cucrtema 3a KOHTpOn Ha Joctbna.

Bcnukun cuctemun ce MHCNEKTMpaT NepuoanyHo.

OBnacTteHuTe nuua OT nepcoHana Ha EBpoTpbCT CTporo cnassaTt pa3paboTeHuTe BbTpeLluHu
npouenypv 3a 4OCTbN 4O Pa3fMYHUTE 30HU C OrpaHuYeH pmnsnyeckm 4OCTbI.

JocTbnbT 4O paioHa Ha onepaTtopuTe U agMUHUCTPaTOPUTE € OrpaHnyeH 1 ce npunara, yYpes
N3MNoN3BaHeTO Ha cUCTEMA 3a CMapTKapTa U KOHTPOM Ha JocTbna.

B oducute Ha EBpoTpbCT Ha Pernctpupalumnte opraHm ca 060cobeHun n oTaeneHn oT octaHanmTe
nometleHns. CbopbXKEHN ca C TEXHMKA, No3BonsBaLLa 6e30nacHO CbXxpaHeHUe Ha AaHHU U OKYMEHTW.
JocTbnbT 4O Te3n 30HU Ce Creamn 1 orpaHnyaBa 4o OTOPU3MpPaHU nNuua, CBbp3aHn ¢ AeNHOCTTa Ha opraHa

no pernctpaumsi (onepaTopu Ha perucTpmpaLLms opraH, CUCTEMHU agMUHUCTPATOPU) N TEXHUTE KITUEHTW.

5.1.3 EJNEKTPUYECKO 3AXPAHBAHE U KIIUMATU4YHU YCNOBUA

CbpBbpHUAT WKad ¢ kpUTUYHO obopyaBaHe ce 3axpaHBa OT ABe He3daBucumute UPS cuctemu n
€ eKpaHuWpaH cpelly BbHLHN MHTepBeHuun. KnumatmsaumaTta B M30NMPaHOTO MOMELLEeHne nogabpka
NOCTOsIHHA TemnepaTypa Ha Bb3ayxa 3a HopmarnHarta paboTa Ha TexHonornyHaTa cuctema.

Mooabpka ce BBLHLUHO enekTpu4ecko nogasaHe OT AM3eNoB arperaT, KOeTo e pesepsupaHo. B
crny4au Ha CpUB B rMaBHUSA eNeKTPOonpoBOA cucTeMaTa NPeBKIIYBa Ha aBapueH N3TOYHUK Ha 3axpaHBaHe
(UPS w/unn enekTtpoeHeprus). PaboTHaTa cpeda B obnactrta Ha KOMMIOTbPHUTE CUCTEMMU Ce crneau
HernpeKkbCHATO M He3aBUCUMMO OT ApyruTe paboTHu obnacTu.

BeHTvnaumnoHHaTa cuctema e crneuumanHo npegHasHadeHa 3a TakbB Kfnac NoMeLleHusl, Kato He
Aornycka KomnpoMmeTupaHe Ha omandeckaTa U enekTpoMarHuTHa 3almTa Ha ToBa NoOMeELLEHNE, KakTo U Ha
HopmanHaTta paboTa Ha MHCTaNMpaHNTE KOMMIOTbPHN KOMMOHEHTMW.

BbTpewHnaT Pernctpupawiunsa opraH Ha EBpOTpBCT € CBbp3aH C aBapunHaTa eHepruiHa cuctema

Ha crpagara.

Print and Edit Evrotrust Technologies Inc.. Page 64 of 169




MPAKTWKA NPU NPENOCTABSIHE HA elDAS-CPS
c I‘Otru St KBANMOULIMPAHWU YIOCTOBEPUTENHU YCAYI M For public use

1ISO 9001:2015, ISO 27001:2013,

ISO 20000-1:2018, ISO 22301:2012, CERTIFICATION PRACTICE STATEMENT Version — 3.1
Regulation (EU) 910/2014, FOR QUALIFIED CERTIFICATION SERVICES 24.03.2021

Regulation (EU) 2016/679

5.1.4 HABOAHEHUE

3a crnegeHe Ha BNaXHOCTTa B NOMELLEHMSATA C KOMMIOTbPHM CUCTEMM, KaKTO M B UAnaTa crpaga
Ha EBPOTPBLCT ca MOHTMPaHM CEH30pM 3a OTUYMTaHe HUBOTO Ha Bnara. Tesu CEeH30pWu ca UHTErpMpaHmn B
cuctemarta 3a CUrypHOCT Ha crpagarta Ha EBpoTpber. OxpaHaTta M cnyxutenute Ha EBpoTpbCT ca
WHCTPYKTMPaHU U 3a0bJDKEHN NPU HACTbMNBaHe Ha eBeHTyarnHu OnacHOCTU [Ja yBeaoMsiBaT HesabGaBHO

CbOTBETHUTE Cnyx06u, agMMHUCTpaTopa Mo CUrypHOCTTa U CUCTEMHUS agMUHUCTPaTOP.

5.1.5 NPEOOTBPATABAHE HA MNMOXAP U 3ALLUUTA OT NOXAP

EBpoTpbCT cnasBa BCUYKM HOPMW 3a NoxapHa 6e3onacHOCT, KaTo W3BbpLUBa [EeNHOCT B
CbOTBETCTBME C BCUYKN HOPMATUBHU M CTaHAapPTU3aLMOHHN U3UCKBaHWUSA B Ta3n obnacrt.

3alUMTHOTO MOMELLEHME C KPUTMYHA WHpPACTPyKTypa ce Hamupa B crpaga, B KOSITO ca
MHCTanMpaHu: 3ByKOBa W CBET/IMHHA MOXapou3BeCTUTENHa CUCTeMa, akTMBHa MOXapou3BecTUTeNHa
cucTeMa c ras 1 cTon ras 6yToH Npu YCNoXHeHU o6eTosTencTea u eBakyauus. Mpu noxap e npeasuaeHo
N3KrnoYBaHe Ha MofaBaHeTO Ha eNeKTPUYECKOTO 3axpaHBaHEe KbM CbOPbBXEHMSITa U MNOTyllaBaHe Ha

noxapa c ras.

5.1.6 CBXPAHEHME HA HOCUTENW HA OAHHU

Bcuykn HocuTenu cbabpxawy codTyep, apxXvMBM Ha [aHHU MMM OAUTHa WHdopmauus ce
CbXpaHsiBaT B OrHeyrnopHa Kaca B crnewuuarnHo apXuMBHO NMOMELLEHNE C BbBeaeH KOHTPON Ha AocTbm. B
NnoMeLLEeHMEeTO C apxmBa Ha EBpOTpbCT UMa nsrpageHa cuctema Ha pmanyecka 1 formdecka sawura.

EBpOTPBLCT € npeanpueno CEepUo3HN MEpKM CpeLly CrlydanHO MMM YMULLSIEHO yBpexaaHe Ha
HOCMTENUTE Ha AaHHMW.

PernctpupalumTe opraHu ca 3adbihKeHW Oa NassAT U CbXpaHsiBaT akTyanHata MHdopMaums,

BKITOYUTENTHO AOKYMEHTUTE Ha I'IOTpe6I/1TeJ'IVITe Ha XapTneH HoCcuTen, B Cel‘;l(i)OBe.

5.1.7 U3IXBBLPIAHE HA OTNAABUUTE

[locTaBuMKbT € cb3gan npoueaypa 3a YHULoXaBaHe Ha MHopMauusita U U3XBbPNsSHE Ha
oTnagbuuTe.

XapTMeHuTe N enekTPOHHM HOCUTENM, CbObPXKAlUW €BeHTyanHo 3HauMma WHdopmauus 3a
cUrypHocTtTa Ha EBpoTpbCT, crieq M3TMyaHe Ha onpeaeneHns CbrnacHo BbTPELLHMTE Npasuna nepuoa Ha
CbXpaHeHWe, ce YHULLIOXaBAT B CreumarnHy yCTpoCTBa 3a Hapsi3BaHe.

HocutenuTe Ha nHdopmaums 3a kpuntorpadckute knovose n NMUH/MYK Homepa, nsnonssaxu 3a
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TAXHOTO CbXpaHeHUe, ce pa3apobsiBaT ¢ NoAXoaaLm yCTpoicTBa. ToBa ce OTHacs 3a HOCUTENUTE, KOUTO
He MO3BOJISIBAT OKOHYATENHO 3anMyaBaHe Ha CbXpPaHeHW AaHHU U TAXHOTO NMOBTOPHO M3MON3BaHe.
B onpenenexun cnyyaun, nHpopmaumsitTa oT MPEHOCUMIN HOCUTENN Ce YHULLIOXKaBa, Ypes3 U3TpuBaHe

Unu hopMaTUpaHe Ha yCTPOMCTBOTO 6e3 Bb3MOXHOCT 3a Bb3CTaHOBSABAHE.

5.1.8 CPOK HA YNOTPEBA HA TEXHUYECKUA KOMIMOHEHTU

ExkcnnoataunoHHUAT CPOK Ha ('*)VI3VI'~I€CKVIT6 efnieMeHTN B CbCTaBa Ha BCUYKN KPUTUHHN KOMIMNOHEHTU
Ha MHd)paCprKTypaTa Ha EBpOTp'bCT ce cbbOnwgaBa CcbrnacHo npeanncaHnTe ekcniioatTaunoOHHU

M3NCKBaAHNA Ha npoun3BoanTena n cnen npeasngeHna nepmon Ha pa60Ta, T€ Ce n3Bexaart OoT yn0Tpe63.

5.2 OPIrAHU3ALMOHEH KOHTPOI

Tasun vact ot ,[lpakTukata npu nNpegoctaBaHe Ha KBanuduumpaHu yoocToBepuTenHu ycnyrmn®
npeacTaBsa CNUCbK Ha LOBEPEHM PONN, KOMTO MoraT Aa 6baaT onpefeneHn ot nepcoHana Ha EBpoTpbCT.
CoLLUo Taka, Ta3u YyacT onucea OTFOBOPHOCTUTE U 3a0bIPKEHUATA, CBBbP3aHN C BCsKa onpegeneHa ponsi.

Bcunykm npoueaypw, kacaelum CUrypHoOCTTa Npy nsgaBaHeTo, agMUHUCTPUPaHETO M N3MON3BaHETO
Ha KBanvuuupaH yaqocToBEpPEHUS 3a eNeKTPOHEH nognuc/neyar, ce U3nbiiHABaT OT AOBEPEH NepcoHan
Ha EBpOTpBLCT.

[ocTaBunkbT nogabpka ocTaTbyeH 6pown KBanmduumpaHm CRyxXuTenu, KOMTo BbB BCEKM MOMEHT
OT OCbLLECTBABAHETO Ha AENHOCTTa My ja OCUMrypsiBaT CbOTBETCTBUE C AEMNCTBALLIOTO 3aKOHOA4AaTENCTBO

1 BbTPELLUHUTE NpaBuiia u HOpMK Ha APY>KECTBOTO.

5.2.1 [OOBEPEHW POJIN

MoapobHo pasnpeaeneHne Ha PyHKUUUTE U OTFTOBOPHOCTUTE Ha nepcoHana € pasnncaHo BbB
BbTPELLUHUTE JOKYMEHTN Ha EBPOTPBCT: ANBXXHOCTHM XapakTEPUCTUKK, LLATHO pasnucaHne n CboTBETHMU
BbTPELLHM onepaTUBHM NpoLeaypu.

PasnpenensHeTo Ha OYHKUMUTE CEe OCbLUECTBSIBa MO TakbB HauuH, Ye ga O6bae cBedeHa Ao
Bb3MOXEH MUHMMYM ONacHOCTTa OT KOMMNPOMETMpPaHe, M3TUYaHe Ha KoHuaeHUManHa nHbopmMaumsa nnm
Bb3HUKBaAHE Ha KOHMIMKT Ha MHTEPECH.

EBpoTpbCT nogabpa KBanMUUMPaHW CRYXUTENU Ha ONTbXHOCTU, KOUTO ocurypsiat
M3NbITHEHNETO Ha 3aabiKeHusTa My BbB BCEKM MOMEHT MPWU OCbLLUECTBSIBAHETO Ha AEWHOCTTa Mo
nsgaBaHe, noaabpXaHe W ynpaBfeHMe Ha KBanuuuupaHu YAOOCTOBEPEHUsl, B CbOTBETCTBME C
HopmaTtuBHaTa ypeaba.

[locTaBuMKBLT ocurypsiBa 4enMHOCTTa CM CbC COBCTBEH MepcoHar, KaTo 3a onpegeneHn 4erHoCTu
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cbrnacHo PernameHT (EC) Ne 910/2014, EBpOTPBLCT MOXE 4a NPMBMYA U BbHLUHK NMua.

EBpOTpPBLCT € pa3paboTun 4NbXKHOCTHU XapaKTEPUCTUKM 3a BCSiKa eHa OT JOBEPEHUTE PO Ha
nepcoHana, KakTo crneaBa:

» a4MVHUCTPATOp MO CUrypHOCTTa — LSANOCTHA OTFTOBOPHOCT MO YNPaBfeHNETO U U3NBbIIHEHNETO
Ha npoueaypuTe No CUTypHOCT Ha cucTemMuTe: paspaboTea NoNMTUKA NO CUTYPHOCTTA; NpeanpueMa Mepku
3a TeXHMYecka 3awmuTa Ha OaHHUTE M CUCTEMUTE; onpenens onepaumMoOHHUTE MEPKU 3a CUTYPHOCT;
OCbLLECTBSIBA MPSIK KOHTPOST MO OTHOLWIEHME Ha Cna3BaHETO Ha M3UCKBaHMATA 3a CUrypHOCT Ha
WH(POPMAaLMOHHUTE CUCTEMW, KaTO Crneam 3a CnasBaHeTO Ha npoueaypute 3a CUrypHOCT npw
WHCTanNMpaHeTo, KOHUrypMpaHeTo, nogapbXkata M NPOMEHUTe B MH(POPMALMOHHUTE CUCTEMWU UMK
mMpexaTa.

» CUCTEMEH agMWHUCTpaTop — OTroBaps 3a MHCTanupaHe, KOHpUrypmpaHe u nogabpxaHe Ha
HaJeXOHN CMCTEMM 3a ynpaBlieHWe Ha ycnyrute: Bb3CTaHOBsSIBaHE Ha cucrtemarta npu HeobGXOAMMOCT;
N3BBbPLLBAHE Ha NPeKoH(Urypaumnsa Ha yCTPONCTBa U CUCTEMM MO NOBOZ, peannsaums Ha HOBY YCnyrn unm
peLLeHns; crieaeHe 3a TEXHUYECKOTO M COPTYEPHO CLCTOSIHME HA CbPBLPUTE M CUrHanNu3npaHe 3a
HepegHoCTW;

» CWUCTEMEH ornepartop - OTroBaps NPSKO 3a ekcnnoatauusata Ha HadeXAHUTE TEXHONOrMYHU
cuctemm Ha EBpOTPBCT M 3a cb3gaBaHe Ha pesepBHO konue (backup) Ha cucTemaTa: cb3gaBaHe U
yrnpaBrieHne Ha YAOCTOBEPEHMSA 3a KBannUUnpaH enekTpoHeH noanuc/neyar, BKIKOYMTENHO Cb3aBaHe
Ha [ABOWKA KIOYOBE - YacTeH M NybnuyeH 3a kBanudunumpaH enekTpoHeH nognuc/neyar; n3non3saHe Ha
ehmkacHM TexXHOMormM 3a OcurypsiBaHe Ha exegHeBHaTa paboTa Ha cucTemarta; MpoBeXaaHe Ha
N3NUTBaHNS M MPOBEPKM 3a Be3oTkasHa paboTa M CUrypHOCT Ha CUCTEMATA; CMa3BaHe Ha TEXHUYECKUTE
n3nckBaHUA 3a paboTa c ycTpocTBaTa 1 Npu yCTaHOBSIBAHE HA TEXHUYECKA HEM3MNPABHOCT yBEAOMSIBaHe
Ha CbOTBETHUTE AMBbXHOCTHU NNLA;

» CuctemeH oguTop — OTrOBapsi 3a CbXPaHEHWE Ha LaHHW, apXMBMpaHe M ynpaBsrieHWe Ha
perncTpute Ha cbbuTuA (Mo-cneumanHo 3a MpoBepkaTa Ha TAXHATa USMNOCT) NPU U3BbLPLUBAHE Ha
BbTPELUHN NPOBEPKM, KAaKTO M 3a CbOTBETCTBMETO Ha AenHoctta ¢ PernameHT (EC) Ne 910/2014.
CUCTEMHUAT OANTOP KOHTPONMpa AEMHOCTTa Ha BCUYKU perncTpmpaLin opraHu, onepupaiim Bb3 OCHOBa

Ha Bb3naraHe ot EBpOTp'bCT.

5.2.2 WU3NCKBAHUA 3A PASOENAHE HA OTTOBOPHOCTUTE

[loBepeHuTe OeiHOCTM Ha nepcoHana Ha EBpOTPBbCT ce U3nbHaABaT OT pas3nuyHu nuiua.
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5.2.3 WAOEHTUPUKALNA U TIPOBEPKA 3A CAMOJIMYHOCT 3A BCAKA POJIA

lMepcoHanbT Ha EBPOTPBLCT € NoanoXeH Ha naeHTUukaums n npoBepka 3a CaMOSIMYHOCT B
cnegHvTe cUTyauumu:

» KOraTo ca BKITOYEHM B CMUCHK Ha Nnua C orpaHnyeH AocTbn 4O crpagu Ha EBpoTpbCT;

» KOraTo ca BKMOYEHW B CMIMCHK Ha nuua ¢ mnsmnyeckn OCTbN 4O TEXHOMOrMYHaTa cuctema m
MpEeXOoBU pecypcu Ha EBpoTpbCT;

» KoraTo ca OBnacCTeHu [a U3NbIiHABAT KOHKPETHA Bb3N0oXeHa pons;

» Cb3aBaHe 1 BbararaHe Ha akayHT U naposia B MHpopmaLmMoHHaTa cuctema Ha EBpoTpbCT;

Bcsko ynbnHoOMoOLLaBaHe 3a U3NbIHEHME HA onpeaeneHa pons U3nckea:

» ponsaTta TpsbBa Aa 6bae yHUKanHa u Npsko CBbp3aHa C KOHKpeTHaTa JIMYHOCT;

» He Moxe Aa 6bae cnogeneHa ¢ Apyro nuue;

» TpsibBa ga 6bae orpaHnyeHa 0o PyHKUMSTA, NpomM3TMYaLLa OT ponaTa U Aa ce U3NbiHABa OT
TOYHO onpedeneH 4YoBek. PonaTa ce uM3nbnHsABa, Ype3 npefoctaBsHe Ha codpTyep, TEXHOMOrMyHa
cuctemMa M OOCTbM OO  onepaumoHHaTa cuctema Ha EBpoTpbCT. [paBUNHOTO M3NbIIHEHWE Ha pondTa
N3ncKBa NPSK KOHTPOST BbPXY ANMBXHOCTTA.

Onepaunn, n3sbpiBaHy B EBpOTPBLCT, KOUTO U3NCKBAT JOCTHM A0 CMOAENEHN MPEXOBU pecypcu

Ca 3alnTeHn ¢ BbBeeHN MeXaHNU3MN 3a CUJTHa aBTeHTVI(bI/IKaLI,VIFl N KpuntnpaHe Ha npegaBaHnTe gaHHW.

5.3 KOHTPOI1 HA NMEPCOHAIA

MepcoHanbT Ha EBpOTPBCT ce cbCTom OT AoCTaTbYyeH OPOM BUCOKO KBANUMUUMPAHW CIYXUTENN.
Jlnuata, n3BbpLUBALLM JOBEPEHN PONN MMaT HeobxoamMmara npodecnoHanHa nogroToBka u onuT, KOeTo
rapaHTupa cnasBaHe Ha U3MCKBaHMSTA 3a CUFYPHOCT U TEXHUYECKM HOPMW 3a OLlEeHKa Ha CUrypHocTTa.
MpodecnoHanHUTe nO3HaHMA B obOnactta Ha WHAOPMAUMOHHUTE CUCTEMW, KpunTorpadusaTa wu
WMHpacTpyKTypaTa Ha NybrMyHUTE KNto4oBE AaBa Bb3MOXHOCT Ha CRyXUTenuTe ¢ AOBEPEHU ponu Aa
N3NbMNHABAT KAYECTBEHO CBOUTE CMY>KEOHM 3aabImKEHNS.

Cnyxutenute Ha EBpOTPBCT npeMunHaBaT nepuogudHO Mpe3 KypcoBe 3a nocneaBalo
OONbNHUTENHO 00y4yeHue, OTroBapsilLlo Ha CbBPEMEHHUTE U3UCKBaHMA B obnacTTa Ha AEWHOCT Ha

EBpoTpbCT.

5.3.1 KBAJIMOUKALUA HA NMEPCOHAINA

EBpoTpbCT ce yBepsiBaT, Ye NMLETO, KOeTO U3MbIIHABA AOBEpeHa pors Ha YaocToBepsiBalus
opraH unu B cuctemaTa Ha Peructpupaluus opraH OTroBaps Haill-Manko Ha crieHUTe U3UCKBaHWUs 3a

3aeMaHe Ha OnbXHOCTTa:
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» 3aBbpWWMIO € HaW-manko cpegHo obpas3oBaHWe (OOKOMKOTO He ce M3uckea Apyro 3a
CbOTBETHaTa ANMbXHOCT);

> nognucano e rpaxgaHcku unu TPy4oB AOroBOp, ONMCBAL, HeroBata pons B cuctemata u
CbOTBETHUTE OTrTOBOPHOCTH;

> npemuHano e Heobxoamumara noaroToBka, CBbp3aHa ¢ obxBaTa Ha 3aQbJPKEHUsATa U 3agavnTe
3a HeroeaTa No3uuus;

» 6uno e oby4yeHo B o6racTTa Ha 3awmTa Ha NNYHUTE OaHHMU;

> noagnucano e crnopasymeHune, CbabpXalllo Krnaysa, OTHOCHO 3alumMTaTta Ha YyBCcTBMTeNnHaTta (oT
rnegHa Tovka Ha CUrypHoctTa Ha EBpoOTpbCT) MHopMauma M Ha KOHUAEHUMANHOCT Ha JAaHHUTE Ha
notpeburenure;

» He u3nbfHsBa 3agadn, KOMTO MoraTt Aa AoBedaT A0 KOHMMMKT Ha MHTEpecu C eNHOCTTa Ha

EBpoTpbCT.

5.3.2 NPOUEAONYPU 3A NPOBEPKA HA NMEPCOHANA

Bcekn HOB cnyxuten Ha EBpPOTPBLCT, KOWTO M3MbAHSBA [JOBEpPEHaA pornis, ce npoBepsiBa OT
EBpoTpbCT:

» 3a ja ce NOTBbPAM NpeauLlHa 3aeToCT;

> 3a npoBepka Ha NPenopbKy;

» 3a ja ce noTBbpAM obpasoBaTenHaTa CTeneH;

» 3a [a ce npoBepu CBMAETENCTBO 3@ CbAMMOCT;

» 3a ja ce npoBepu AOKYMEHT 3a CAMOJSIMYHOCT.

B cny4yan, korato nckaHata nHopmMaLumsa He e Ha pasnonoXeHue (Hanpumep, Nopaan aencTealy,
3aKkoH), EBpOTpBLCT n3nona3eat Apyrn NO3BOSIEHN OT 3aKOHa METOAM, KOMTO No3BonsBaTt Aa ce cbbepe
Hy>XHaTa MHpopmauus.

EBpOTpBCT MOXE Aa OTXBbPNK KaHangaTyparta, CBbp3aHn C U3NbIHEHNETO Ha JOBepeHaTa pons
Unu ga npegnpuemMe OENCTBUS CpeLly nuue, KOeTO BeYe e 3aeTo M U3NbIHABa LOBEPEHa pons, ako ce
YCTaHOBM, Ye:

» e 6uno nogseneHo oOT KaHAWAAT Uy CIYXUTen No OTHOLIEHWE Ha UCKaAHUTE AaHHW, No-rope;

» nonyyYnm CWUNHO HebnaronpusiTHA WM He MHOro HagexaHW Mpenopbkn OT NpeguLlHn
paboTtogartenu;

» nonyyn nHopMaums 3a kaHangaTa 3a Hanmyune Ha KpUMUHaIHO MUHAarmo UM HEroB CNYXnten
e Oun ocbAeH C BNs3no B cuna u BanungHo cbaebHo pelueHme.

Mpyn Hanuume Ha HAKOE OT TOpPHUTE XWUMNOTE3W, MO-HaTaTbLUHMTE CTbMKM Ce M3BbPLUBAT B

CbOTBETCTBUE C NnpoueaypuTe 3a 6e30nacHOCT Ha EBPOTPBLCT 1 NPUNOXMMOTO NpaBso.
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5.3.3 WU3UCKBAHUA 3A OBYYEHUE HA NMEPCOHAIJIA HA EBPOTPBCT

[MepcoHanbT, KOUTO M3NbMHABA PYHKUMUTE U 3agadvvTe, NpousTuyallm OoT HeroBaTa 3aeTocT B
EBpoTpbCT unu 3aeTocT B Pernctpupallms opraH (npy Hanvune Ha BbHLWeH Pernctpupaly opraH), Tpsabea
Aa npemMuvHe npes cnegHute obyyeHus:

» llpakTuka npu NpegocTaBsHe Ha KBanMuumMpaHu yaoCcToBeEpUTENHN yenyrn® ot ,EBpoTpbCT
TexHonbmkuc” A;

» lMonuTtuka npm npegoctaBsiHe Ha kBanuduunpaHn ygoctoBepuTtenyu ycnyrn“ ot ,EBpoTpbeT
TexHonbmkuc* AL,

» pasnopenbu, npoueaypu n AOKYMeHTaLms, CBbp3aHa CbC 3aeMaHaTa ponsi;

» TEXHONOrmm 3a CUrypHOCT M npouedypuTe CBbp3aHM CbC CUIYPHOCTTA, W3NON3BaHW OT
YaocTtoBepsaBalms opraH u Pernctpupallums opraH;

» cucTteMeH copTyep Ha YaocToBepsiBalLma opraH 1 Pernctpupaliuns opram;

» OTrOBOPHOCTU, NPOM3TUYALLM OT PONn N 3aga4un, N3NbIAHSABAHU B CMCTEMATA;

» npouedypu, U3NbiHABaHM NpU OTKa3 Ha cucTemaTta MM npekbCBaHe Ha AEeNHOCTUTE Ha

YaocTtoBepsiBalus opraH.

534 YECTOTA HA OBYYEHUATA U U3UNCKBAHUA 3A HAONPAXOAHE HA
KBAITMOUKALIUATA HA CNYXUTENUTE

O6yyeHusATa, onucaHu NO-rope ce npoBexaaTt perynapHo. Tean obyyeHuss ce gonbneaTt npu
NPOMsSIHA B HALUMOHANHOTO 3aKOHOAATENICTBO, B CEKTOpa WM Mpu MPOMsiHA B AOKYMEHTauusata u

penHocTTa Ha EBpoTpbCT.

5.3.5 CMAHA HA PABOTATA

,FlpaKTMKaTa npu npegocTaBsiHe Ha KBanuduuMpaHu yaocTOBEPUTENHM ycnyrn“ oT ,EBpoTpbCT

TexHonbmkuc* ALl He Npegnonara HUKaKBU U3UCKBaHNA B Ta3n obnacrt.

5.3.6 CAHKLMU 3A N3BBPLUBAHE HA HEPA3PELLEHU OEACTBUA

B cnyyah Ha oOTKpMBaHe WNU Ha NOAO3PEHME 3a HEeOTOPM3MpPaH AOCTbM, CUCTEMHUAT
aAMUHUCTPATOP 3aefHO C agMWHUCTPATOPBLT NO CUrypHOCTTa (Cnyxutenm Ha EBpoTpbCT) wnn
€OVHCTBEHO Ha CUCTEMHUSA agMUHUCTpaTop (cnyxuTten Ha Perncrpupawmsa opraH, npy Hanuyue Ha
BbHWeEH Peructpupall opraH) MOXe Aa NpekpaTsaT AoCTbha Ha u3BbpwuTens ao EBpoTtpber wnnn

cuctemaTa Ha Peructpupawmsi opraH. Mo-HaTtaTblHUTE OUCUMNIIMHAPHU OEWACTBUS Ce KOHCYNTMpaT C
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pPBKOBOACTBOTO HA EBPOTPBLCT.

5.3.7 OOroBoP C NMEPCOHAIJA

Nuua nnm KoHCYNTaHTK (HanpyMep paspaboTymum Ha codpTyep UM KOHCYNTaHTCKU YCryr) moraT
[a CKMoYBaT JOroBop 3a M3MbrHsBaHe Ha JoBepeHu ponu B EBpoTpbCT. B TakuBa cnyyaum, Te oTroBapst
Ha CbLUUTE N3UCKBAHUS, MPUIIOXMUMW 3a CNYyXXUTeNuTe, Ha3HavyeHn B EBpoTpbCT.

CbrnacHo cknoveH AoroBop nvuaTa Unm KOHCYNTaHTUTe ca NOAMOXEHW Ha cbluaTa npoueaypa

3a NMpoBepKa, KakKTo CIY>XUTEJTUTE Ha EBpOTp'bCT.

5.3.8 [OOKYMEHTALUMUA, NPEOOCTABEHA HA NEPCOHAIJA

YnpaBneHveTo Ha EBpoTpbCT 1 ynpaBneHneTo Ha Pernctpupalums opraH (B criyyai Ha BbHLUEH
Pernctpupall opraH) TpsibBa Aa NpefocTaBsAT Ha CBOUTE CNYXUTENW AOCTbM A0 CneaHUTe JAOKYMEHTU:

> YOOCTOBEPUTENHU NONMUTUKM;

> YAOCTOBEPUTENHUN NPaKTUKK;

> WabrnoHn Ha UCKaHusl, 3asiBNEHUs U AeKnapauuu;

> V3BMEeYEeHMs1 OT JOKYMEHTW, CbOTBETCTBALUM Ha M3MbIHSABAHaTa PONs, BKIOYMTENHO U Ha
BCUYKM CNELLHN Npoueaypu;

> Habop OT OTFTOBOPHOCTU M 3abJIKEHUS!, CBBbP3aHUN C U3MbIIHABaHaTa pons B cuctemara.

5.4 3AIMNUCU HA CBBUTUA U NOAOBPXXAHE HA XXYPHAINU

3a edekTMBHOTO ynpaBneHue u QyHKUMOHMPaHe Ha EBPOTPBLCT, BCUYKM CbOUTUSA, MMalm
CbLLIECTBEHO 3Ha4YeHWe BbpXy CUrypHOCTTa W HageXOHOCTTa Ha TexHonormyHata cuctema, KOHTpona
BbpXY nepcoHana n notpebutenute, Kakto U Bb3AENCTBMETO BbPXY CUrypHOCTTa Ha npefocTaBsHUTe
KBanmduumpaHm yaocToBepuTenHn ycryru, ce 3anncear.

Bcaka cTpaHa, cBbp3aHa MO HAKakbB HayvH C MpefocTaBsiHE Ha YAOCTOBEPUTENHM YCNyru,
3anncea UHgopmaumaTa 1 9 ynpasnssa ageksaTHO. VIHoOpMaLMOHHUTE 3anucy CbCTaBAT PErMcTpu Ha
CbOMTUATA N Ce CbXxpaHsaBaT MO HavvH, MO3BOMSABALL, OTOPM3MPaHW nNuua ga MMaT OOCTbM OO0 Tasu
NMHopMaumsa (Hanpymep Npu paspellaBaHe Ha CropoBe MexAdy CTpaHu WM OTKpMBaHe Ha OnuTKU 3a
HapylwaBaHe Ha curypHoctta Ha EBpoTpbeT). 3anucaHute cbbutua ce konupat W apxmeupar.
PesepBHUTE KONKS ce CbXxpaHABaT B cendose.

KoraTo e npunoxmmo, pernctpute Ha cbbutusa ce cb3gaBaT aBTOMaTMYHO. AKO He Moxe fa 6bae
Cb3dafieH aBTOMaTU4YHO, 3anNUCHT Ce CbXPaHsABa Ha XxapTus. 3anucute Noanexat Ha OauT.

OpuTopckusAT ekun B EBpOTPBLCT M3BbpLUBA peaoBHW NMPOBEPKM 3a cras3BaHe Ha BbBedeHUTe
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MexaHuU3MK1, KOHTPONM U npouenypu cbrnacHo ,llpakTvkata npu npegocTaBsHe Ha kBanuduvumpaHu
yooctoBeputenHu yenyrn“, PernameHT (EC) Ne 910/2014 v gencTealLoTo HauMoHanHo 3akOHO4ATENCTRO.

OQUTOPCKUAT eknn oLieHsiIBa ehekTMBHOCTTA Ha CbLLECTBYBaLLMUTE NpoLieaypy 3a CUrypHOCT.

5.4.1 BWOOBE 3AINUCH

EBpOTpBLCT Cb3gaBa 3annucu 3a Besika eMHOCT B paMKUTE Ha cBOSATa MHAPACTPYKTypa. ApXUBHUTE
3anncu morat ga 6baaT KpUnTupaHu U CbXpaHeHW Ha HocuTenu, ¢ uen npeanassaHe oT NpoMsHa Unu
GanwuduumpaHe.

TakuBa 3anucu ca pasgeneHn B Tpy OTAENHN KaTeropuu:

» 3anucu Ha TeXHOMOorM4yHaTa cMctemMa — Npu MHCTanupaHe Ha HOB UNKW AOMbIAHUTENEH coTyep;
npu cTapTMpaHe Ha CUCTEMUTE U NPUNOXKEHUATA B TAX; NPWU YCAELLHW ONUTU 3a CTapTUpaHe Ha 1 JOCTbN
0o xapayepHu n coptyepHm PKI-komnoHeHTn (Public Key Infrastructure/MHdppacTpykTypa Ha ny6nmyHms
KN4 Ha cuctemuTe); reHepupaHe W ynpaerieHWe Ha [OBOMKUTE KNIOYOBE U YAOCTOBEpeHUs 3a
yOOCTOBEpPSABALLNTE OpraHM W KOMMOHEHTU B MHApacTpykTypaTa Ha EBpPOTPBLCT, ynpaBneHve Ha
KpynTomMoaynuTe; CbaAbpXXaHne Ha u3gageHnTe yaoCTOBEPEHNS; reHepupaHe 1 ynpaBneHne Ha JBOVKUTE
KrnoyoBe 1 yaocToBepeHust Ha MoTpebutenute; ctapTupaHe Ha cCUCTEMUTE U NPUIOXEHUATa B TSX; Npu
OMNMUTK 3a CTapTUpaHe N 4OCTHLN A0 XapayepHu n codpTyepHn PKI-KOMNOHEHTU Ha CUCTEMUTE; reHepupaHe
Ha CnMcbK CcbC cripeHuM u npekpateHn ygoctoBepeHuss (CRL); nybGnukyBaHe Ha m3gageHu BanugHw
yaocTtoBepeHunsa B ybnnyHns pernctbp; KOHUrypupaHe Ha npodmnm Ha yaoCTOBEPEHUS; CTaTyCc Ha
yOOCTOBEPEHNE B peasiHo BpemMe; YAOCTOBEpSBaHe Ha BpemMe Ha NpeaCcTaBeHO CbAbpXKaHUe;

» TpEeLKn - 3anucute CbabpxaT UHPOPMaUMs 3a rPeLLKN Ha HMBOTO Ha MPEXOBW MPOTOKOMN;
npy cNupaHe Ha CUCTEMUTE N NPUNOXKEHMATA B TAX; NPU HEYyCneLwwHn ONUTK 3a CTapTupaHe 1 AocTbn Ao
xapayepHn n codptyepHu PKI-KOMNOHEHTU Ha cuUCTeMUTE; NMPU CUCTEMHU COPTYEPHU U XapayepHu
CPMBOBE Ha cMCTEMUTE U Apyrn aHoManun B nnatopmuTe;

»  0auTn - 3anucuTe CbabpKaT MHGOPMaLUUS, CBbp3aHa ¢ kBanuduunpaHuTe yaoCTOBEPUTENHN
ycryru, Hanpumep: NOCTbAUAN OOKYMEHTU 3a peructpypaHe C uen yCTaHOBsIBaHe Ha WOEHTUYHOCT U
npoBepka 3a CaMOSIMYHOCT; Ha WCKaHUA 3a u3gaBaHe, MOAHOBsIBaHe, CnupaHe/Bb3oOHOBsIBaHe W
npekpaTsiBaHe Ha yOOCTOBEPEHUS; BbTPELLHM NpoLeaypu 3a naeHTudnkaums n permctpaums; nsgasaHe
Ha CnucbK Ha cnpeHnTe u npekpaTeHu yaoctoBepeHns (CRL) u T.H.

3anucuTe BKMYBAT MH(pOpMaLums cBbp3aHa C:

» TuN Ha CbOMTKETO;

»  NOEHTUUKaTopu Ha cbbuTue;

> [aTta u4ac Ha cbobuUTneTo;

»  unpeHTudmKaTop unu Apyru gaHHW, No3BonsiBaLLmM onpeaensaHe Ha NuueTo, KOeTo OTroBaps 3a

CbOUTNETO;
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> [anv cbOUTMETO e CBbP3aHO C YCMNELLEH UMW FPELLEH pesynTar.

CbxpaHsiBaT ce 3anucu, Cb3gageHn OT KOMYHUKALMOHHUTE KOMMOHEHTU B UHGpACTpPyKTyparTa.

CbxpaHsiBaT ce 3anMcyu Ha CTapu M akTyanHu Bepcumn Ha [llpaktvka npu npegocTaBsHE Ha
KBanuduunpaHn ypoctoBeputenHu ycnyrn“ u lonutuka npu npegoctaBsHE Ha KBanvduuMpaHu
yOOCTOBEPUTENHM yenyrn®; WabnoHn Ha NcKaHns, 3asiBK1, MHCTPYKUMK 3a paboTa u ap.

Jdoctbn OO0 wHopMauusitTa Ha 3anucute MMaT camMo OBMacTEHM nvua OT MnepcoHana Ha

EBpoTpbCT.

5.4.2 YECTOTA HA Cb3OABAHE HA 3ANUCU

NHdopmaunsaTa 3a eneKTpoHHUTE XXypHanu ce reHepupa aBTOMaTUYHO.

C uen aa ce naeHTMUUMpPaT Bb3MOXHN HE3AKOHHN ENHOCTN agMUHUCTPATOPBLT NO CUrYPHOCTTA,
CUCTEMHUTE aAMUHUCTPATOPN U OQUTOPBT, aHanM3npaTt nHopmMaumaTa, Hak-Manko BEOHbX B paMKuTe
Ha eauH paboTeH AeH.

AOMUHUCTPATOPBLT NO CUIYPHOCTTA MMa 3a4bMKEHMEeTO Aa NpaBu Npernea n oLueHKa Ha TOYHOCTTa
N NbfHOTaTa Ha perMcTpupaHMTe CboMTMA U Aa NpoBepsiBa CbOTBETCTBMETO C NpoLeaypuUTe 3a CUTYPHOCT
Ha EBpOTpBLCT.

3anncuTte B permctbpa Ha cbbutmnsaTa ce pasrnexgar B AeTalnv Han-manko BegHbX MeCe4HO.
Bcsiko cbbuMTMEe nognexn Ha obsiCHEHME 1 ce ONUCBa B AHEBHUK Ha cbbuTuATa. MNMpouechT No npernes Ha

[AHEBHWKA Ha CbOUTMSITA BKMOYBA M NMPOBEPKa 3a HErOBOTO (hanumnduLmpaHe unm npomMsiHa.

5.4.3 MNEPUOA HA CbXPAHEHUE HA 3AINMUCH

XXypHanu Ha 3anvucu Ha permctTpupaHn cbonTuSA ce CbxpaHsasaT BbB (pannoBe Ha CUCTEMHUSA ANCK
3a Han-marnko 6 (wecTt) meceua. Npe3 ToBa Bpeme Te ca AOCTbMNHM OHMAWH UMK B MPOLEC Ha TbpCeHE OT
BCEKWN OTOpU3npaH crnyxuten Ha EBpotpbeT. Cniea To3m neproa, 3anMcuTe ce CbxpaHaBaT B apxvBuTe.

ApXMBUPaHK XXypHanu ce 3anassat B NpoabinkeHne Ha noHe 20 (oBageceT) roavHu.

5.44 3ALWUUTA HA 3AMNMUCUTE

ApXMBBLT Ce NoannceBa C eNeKTPOHEH NOANUC U eNeKTPoHEH BpemeBu neyat. MiHdopmauusaTa ot
3annucuTe B NoroBeTe MNepuMoauyHO Ce 3anucBa Ha (U3NYECKM HOCUTENW, KOMTO Ce CbXpaHsBaT B
cneumaneH ceind, Hammpaly, ce B NMOMELLEHNE C BUCOKA CTeneH Ha mamyecka 3awmrta 1M KOHTPON Ha
aocTbna.

MpoTokon OT noroBe Ha cbbuTMATa Moxe paa Obae npepasrnegaH €OVMHCTBEHO OT

agMVHUCTpaTopa Mo CUrypHOCTTa, CUCTEMHUSE agMUHUCTPATOP Unn ogmTopa. [JocTbn A0 perucTbpa Ha
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CbOMTUATa € KOHUIypUpaH rno TakbB HAUMH, Ye:

» CaMo YNMbIHOMOLLIEHM NMLa uMaT NpaBo Ha YeTeHe Ha 3anucuTe B perucTbpa;

» camMO agMMHMCTPAToOpbT MO CUIYPHOCTTA MOXE Ja apxuBupa unm m3tpusa dannose (crneg
TAXHOTO apXmMBMpPaHe), CbObpXallm pernctpupaHuTe cboutns;

» e Bb3MOXHO Ja ce OTKpUe BCSKO HapyLLeHne Ha LernocTTa;

» EBpOTpbCT rapaHTupa, Ye 3anucuTe He CbabpXKaT NPONYCKM UK noanpaBeHn 3anucuy;

» nuua 6e3 npaBo Aa NPOMEHAT CbAbPXKAHNETO Ha XypHanuTe, HAMaT JOCTbN A0 TAX.

EBpoTpbCT npunara npouenypuvTte 3a 3alimta Ha perucTpypaHuTe CbOMTUA MO TakbB HauYWH, Ye
OO0pY N crnea KaTo XypHanute 6baaT apxuBMpaHu, € HEBb3MOXHO Aa 6baaT M3TpUTK 3anucu, Npeau aa

n3tedve nepnoabT Ha NogabpKaHe Ha apxXmBa.

5.4.5 NoAABLPXAHE HA PE3EPBHU KOIMUA HA 3AINMUCU HA CbBUTUA

MopobpxKaT ce pe3epBHM KOMUS OT 3anuMcuTe B NOrOBETE Ha CUCTEMUTE, KOUTO Ce CbXpaHsaBaT
HagexaHo. Teaun Konus ca cb3gaBaT OT OBnacTeHu nvua Ha EBpoTpbCT.

Mpouenypnte 3a cuUrypHocT Ha EBpOTPBLCT M3UCKBAT perncTpute Ha cbbutua ga 6baaTt
noanoXeHn Ha pe3epBHO konupaHe (backup) B CbOTBETCTBUE C YTBbPAEH rpaduk, HO He Mo-marnko ot 4

NbTW B rognHarta.

5.4.6 CUCTEMA 3A YBENOMABAHE CJE[] AHAITU3 HA 3ANMACHU

EBpoTpbCcT e paspaboTun npoueaypa 3a aHanuM3 Ha 3anMcyM Ha CbOuTWS, M3MbIHSIBAHW B
cucTemMaTa, KOsiTO NO3BOSIsiBa Npernes Ha TekylwmuTe cbouTUsi 1 aBTOMaTUYHO YBEAOMSIBA 3a 3annaxu unm
npobuB B curypHocTTa. B cnyyan Ha OeMHOCTU, UMalLy BrUsiHAE BbPXYy CUrypHOCTTa Ha cucTemara,
aAMVHUCTPATOPbT MO CUIYPHOCTTa M CUCTEMHUS aaMUHUCTpaTop BvBaT yBedoMsiBaHM aBToMaTu4HO. B
ocTaHanuTe criy4av, yBeoMIIEHMETO CE HAacoYBa CaMoO KbM CUCTEMHUSI aAMUHUCTPATOP.

Korato ce npegaBa KpuUTMYHA MHOPMaUUS HA YMbIHOMOLLEHW nvua, OT rnedHa Todyka Ha
CUIypHOCTTa Ha cucTemMara, ca npeaBuaeHN CUTyaLmn, Npu KOUTO TpaHcepbT ce M3BbPLLIBA YPeE3 ApYrn,
noaxoasio obesnevyeHy cpeacTea 3a KOMyHUKaUns, Hanpumep MobuneH TenedoH, eNeKkTPOoHHa noLua.

KoMneTeHTHUTE opraHn uMaT 3aObiDKeHMeTo [nOa npeanpvemaTt CbOTBETHUTE Mepku 3a

npegoTepaTsaBaHe Ha OTKpuUTaTa 3annaxa.

5.4.7 YA3BUMOCT U OLIEHKA

EBpoTpbCT knacuduumMpa M noaabpxka PermcTtpu Ha BCUYKM aKTUBM B CbOTBETCTBUE C

nancksanunata Ha ISO/IEC 27001. CwrnacHo ,lMonutukata no curypHoct Ha EBpOTpBCT ce u3BbpLuBa
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aHanu3 3a oueHkaTa Ha ysi3BMMOCT MO BCUYKM BbTPELUEH Nnpoueaypuy, NPUNoXeHust 1 MHpopMaLnoHHN
cucteMun. MamckBaHus 3a aHanvM3 MoraT, CbLlo Taka, Aa 6baat onpeaeneHn oT BbHLIHA MHCTUTYLUS,
yNbfHOMOLLIEHA fa U3BbpLUBa O4MT Ha EBpOTpbCT.
AHanM3bT Ha p1cKa ce M3BbPLLBA Hal-Marnko BeAHbX roauLiHo. PelleHneTo Aa ce npucTbiv Kbm
aHanus ce nsebpLuBa ot bopaa Ha anpekTopute.
AZLMUHUCTPATOPBT MO CUrYpHOCTTa KOHTpONMpa onasBaHe Ha 3anucute Mo CUrypHocTTa B
XypHanuTe, KOPEKTHOTO apxvMBMpaHe Ha pe3epBHUTE KOMWsl, AeNHOCTUTE, M3MbIHEeHW B CrydYal Ha

3anjiaxm n CboTBEeTCTBMETO C HAacTosALllaTa npaKTVIKa.

5.5 APXUBWUPAHE

NHbopmauusTa 3a 3HauMMmTe CbOUTUSI ce apXMBUpa B ENEKTPOHEH BUA NEPUOANYHO.

EBpOTpBLCT apxmBmpa BCUYKM AaHHM U hbainoBe, CBbp3aHn C. MHopMaumsaTa nNpu perucTpauus;
CbC CUIYPHOCTTa Ha cucTemara; BCUYKM UCKaHMS, NoganeHn oT noTpebutenuTe; usnaTta uHgopmMaums 3a
noTpebuTenuTe; BCUYKN KIOYOBE, MU3MOM3BaHM OT Y4oCToBepsiBalmuTe opraHu v oT Peructpupalyms
opraH; v uanarta kopecrnoHaeHums mexay EBpoTpbCT 1 noTpebutenuTe. Ha apxuBupaHe ca noanoxeHu
BCUYKWN [JOKYMEHTM U AlaHHMW, U3MNOM3BaHM B NpoLeca Ha NpoBepka Ha CamMoNMYHOCTTa.

[locTaBUMKBbT CbXpaHsiBa apxuBa BbB (opmaT, MO3BONSBALL, Bb3NPOM3BEXAAHE U

Bb3CTaHOBABAHEe.

5.5.1 BUOOBE APXUBMU

EBpoTpbCT ynpaBnsiBa Asa BMAA apXuBU: XapTUEHU U eNEKTPOHHMN.

5.5.2 MNEPUOA HA CbXPAHEHUE HA APXUBA

ApXUBUPaHUTE OaHHW (Ha XapTus U B ENEeKTPOHEH BU) Ce CbXpaHsBaT 3a nepuog oT MUHUMYM 10
rogmHn. Cnen m3Tu4aHe Ha TO3M Mepuof Ha CbXpaHEeHWe, apxuMBMpaHUTe AdaHHM MmoraT aa Gbaat

YHULLLOXEHMN.

5.5.3 3AWUUTA HA APXMBHA NHPOPMALIUA

EBpOTPBLCT CbXpaHsiBa apxMBUpaHMTE 3amnMCX MO HAYUH, KOWTO M3KM4YBa HEOTOPU3MPaHU U
HeoBepPeHn nuua ga umat AocTbn Ao Tax. MHdopmaumaTa, KOSTo e apxvMBMpaHa Mo enekTPOHEH MbT, €
3aliMTEHA Cpelly HeoTopu3UpaHOo pasrnexaaHe, moauduvumpaHe, nstpusaHe wunu danwmnduumnpaHe,

Yype3 BHeapsiBaHETO Ha CucTema 3a KOHTPOS Ha AocTbha (NocpeacTBOM akayHTU U naponu). 3a uenure
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Ha apXMBUPAHETO Ce M3MNOoN3BaT HageXOHW ENIEKTPOHHM HOCUTENW, KOUTO He MoraTt ga 6baart fnecHo
YHULLIOXKEHWN UMK U3TPUTKU Npe3 nepmnoa Ha CbXpaHeHMe.

3a uenuTe Ha CUIypHOTO CbXpaHsaBaHE Ha apxmBHUTE banfioBe B €feKTPOHHa dopma Te ce
nognuceaT C efIeKTPOHEH nognuc.

EnekTpoHHUTE KOMyHMKaLUKN MEXAY JTOKANTHUTE KOMMOHEHTN Ha MHApaCTpyKTypaTa ca 3allnTeHn
Ha 6asa ctaHgapTta PKIX.

OTtpaneyeHnTe enekTpoHHN KOMyHMKaUuK ca 3awmTeHmn n ca 6asmpann Ha ctaHgapta PKIX.

[locTaBuUMKLT MpeueHsiBa M3MOM3BaHETO Ha MOLWEHCKM W KYPUEpPCKM ycnyrm m dakc c

MotpebutenuTe.

5.5.4 BBb3CTAHOBABAHE HA APXUBUPAHA NHO®OPMALUA

OT cbulecTBEHO 3Ha4yeHue 3a npaBUTIHOTO d)yHKLl,VIOHI/IpaHe Ha EBpOTp'bCT € Bb3MOXHOCTTAa
pe3epBHUTE KONUA Oa 6'bLl,aT HanbJTHO Bb3CTAaHOBEHU (Hanpvlmep cnen cpmuB B CMCTeMaTa).

I'Iop,po6H|/| npouenypun 3a apxmBupaHe, Cb3gaBaHe Ha KOMMA U Bb3CTaHOBABaAaHE Ha CUCTeMaTta
cnen asapun, Ca onncaHn B TeXHM4YeCckata AOKyMeHTauunAa Ha EBpOTp'bCT CbC CTaTyT ,,B'preLLlHa“. Tasu

AOKYMEHTaLMs € AOCTbNHa eANHCTBEHO 3a OTOPMU3MpaH NepcoHar U NpoBepsiBaLLy OpraHu.

5.5.5 WU3UCKBAHUA 3A OTBENA3BAHE HA BPEMETO HA APXUBUPAHE

ApXI/IBHVITe OaHHK ce obesneyvaear C yOoocTtoBepAaBaHe Ha TOYHOTO BpemMe Ha noanncBaHEeTO UM.

5.5.6 CBbXPAHABAHE HA APXUBA

CucTtemaTa 3a cbOMpaHe Ha apXMBHU JaHHU e BbTpeLlHa cuctema 3a EBpoTpbCeT. M3knoveHne ot
TOBa NMPaBWUIO cCa apxXuBUTE, KOUTO ce CbOMpaT OT Pernctpupalyms opraH.
ApxuBHaTta UHgopMaUMs (Ha XapTus U Ha enekTPOHHU HOCUTENU) Ce CbXpaHsiBa HaANEXHO B

cneumaneH cernd B NoMeLLEHNE C BUCOKa CTEMEH Ha hmamyecka 3awuuTta.

5.5.7 NPOUEONYPU 3A OOCTbHIM U NMPOBEPKA HA APXUBUPAHATA NH®OPMALIUA

[ocTbn o0 apxuBa € Bb3MOXEH CaMO 32 OTOPU3NPaHM CRYXUTenNu Ha EBpoTpbCT cnen ycnewHo
yOoCTOBEpsiIBaHe 1 NOTBbPXAEHME Ha NpaBaTa 3a JOCTbN.

[laHHuTE ce npoBepsBaT NEPUOOUYHO N CE CbMOCTABAT CAPSIMO OPUTMHASNIHUTE AaHHW, C Uen
npoBepKa Ha LernocTTa Ha apxuBupaHata uHdgopmauma. Tasnm OenHOCT ce n3BbpLlUBa Nog Hag3opa Ha

aAMUHUCTPATOpP NO CUTYPHOCTTA, KaTo Ce BOAAT 3annCu 3a BCEKU eTan OT npouenyparta. PGSyﬂTaTI/ITe oT
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npoBepkaTta ce 3annuceaT B CbOTBETHUTE PErUCTPU Ha CbbUTUATAa.
AKO ce yCTaHOBSIT MoBpeaun Unum MoavduKauum Ha OpUrMHanHUTe OaHHK, LWeTuTe ce npeMaxeat

Bb3MOXHO Han-6bP30, CbrNacHO BbTPELLUHUTE NpoLeaypy 1 npaeuna B EBpoTpbCT.

5.6 [MPOMAHA HA K04 HA JOCTABYUKA

[locTaBUYMKBT MOXE 4a NMPOMEHM KntoYya, CbOTBETCTBALL, HA U3A4afAeHO YAOCTOBEPEHNE, CaMO KaTo
n3gage HoBO YAOCTOBEPEHWNE MW NMOAHOBM TEKYLLOTO.

YacTHUST knioy Ha YaocToBepsiBall, opraH Moxe aa 6bae NpOMeHeH B criyyai Ha:

> M3TMYaHe Ha CpoKa Ha BanMAHOCT Ha CbMbTCTBALLOTO MY YAOCTOBEPEHWE;

> BbBeXaaHe Ha HOBW ycnyrn oT EBpOTpBLCT, KOMTO HanaraT NMPOMEHU B XapaKTePUCTUKUTE Ha
YacTHMS KNoY (Hanpuvmep NPOMEHM CBbP3aHM CbC CUIYPHOCTTA M WM3UCKBaHE 3a HOBM MPUNOXUMU

KpunTorpadckn kKombuHaumm).

[Mpn NnpomMsiHa Ha YaCTHUAT KoY Ha Y40CTOBEpsiBaLLMA OpraH Ha EBpOTPBCT ce cnaseart crieqHuTe
npasuna:

» Y[OOCTOBEPSABALLMAT OpraH, C YNATO KIoY ce nognuceat notpebuTenckute yaoCToBepeHus:, 1
YUNTO KoY We Obae NPOMEHEH, cnnpa M3gaBaHETO Ha yaocToBepeHus 60 (wectaeceT) AHWM npeaun
MOMEHTa, B KOMTO OCTaBallMsi Nepuod Ha BanuAHOCT Ha YacCTHUSA KIOY Ce U3paBHU C NepuoabT Ha
BanMAHOCT Ha NOCnNe4HOTO n3aaaeHo yaoCTOBEPEHUE;

» YpocTtoBepsiBalMAT OpraH, C YMMNTO 4YacTeH knod ce nognncea Cnvcbka CbC CMPEHU U
npekpateHu ygoctoBepeHnsa (CRL) n uninto yacteH kntov we 6bae NnpoMeHeH, npogbikasa Aa nybnukysa
CnMCbUK, NOANMCAHM CbC CTapus YacTeH KoY OO MOMEHTa, B KOUTO M3Teye CPOKbT Ha BanuvaHOCT Ha

nocregHoTo nybrvkyBaHO yaOCTOBEPEHME.

5.7 KOMIPOMETUPAHE HA KNtO4YOBE U Bb3CTAHOBABAHE CJIE] ABAPUU

Taaun vact ot ,[lpakTukata npu NpegoctaBaHe Ha KBanuduumpaHu yoocToBepuTernHu ycnyrmn®
onucea npoueaypute, n3BbpLiBaHuM oT EBpOTpBLCT, Npu aBapum (BKNOYUTENHO NpupoaHu 6eactens) 3a
a ce Bb3CTaHoBW 06Ccny>KBaHETO Ha noTpebutenute. Tesn npoueaypu ce M3BbPLLBAT B CbOTBETCTBME C
npuet ,[naH 3a Bb3cTaHoBsIBaHe npu 6egcTems”.

3a cnyyauTe Ha HacTbnuia aBapusl UNK 3annaxa OT HacTbMBaHe Ha aBapusa ca paspaboTeHu
npouenypw 3a cnpassiHe € Te3n Heobmn4yarHM cuTyauumn 1 3a Bb3CTaHOBsIBAaHE Ha HopMarnHaTta paboTta Ha
EBpoTpbCT. pun eBeHTyanHn 3annaxm 3a HacTbMBaHE Ha aBapun Ce NpaBy aHanM3 Ha HanM4YyHOCTTa Ha
KPUTUYHUTE pecypcy HeobxoouMu 3a Bb3CTaHOBABaHE Ha cuctemara. [MpaBAT ce TeKyliM OUEHKM Ha

pasxoauTe 3a Bb3cTaHoBsiBaHe. VIma npoueaypu 3a aBapuv C¢ MHOPMAaUMOHHWUTE TEXHOMOormM u 3a
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aBapum ¢ GusHec npouecute. Taka Hanpumep, B obnactrta Ha MHPOPMALMOHHUTE TEXHOMOMMKN, UMa
N3MCKBaHUSA 3a CbXpaHEHUE Ha CUCTEMHMU XapAyepHU pecypcu, M3NCKBAHUSA 32 CbXpaHEHWE Ha CUCTEMHM
AaHHU, KAKTO U 3a CbXpaHeHUe Ha cneunduyHn (HeCTaH4APTHU) XapaAyepHU pecypcu, pasnpeaensiHe Ha
cucTeMHM (paboTHU) CTaHUUKN, UHTEPHET, UHTPAHET U T.H.

Tosun nnaH ce TecTBa BEAHBLX FOAMLLHO N € 06EKT Ha 06ydeHne OT cryxuTtenuTte Ha EBpoTpbCT.

MnaHbT Ha EBpOTPBCT 3a Bb3cTaHOBsIBaHE crieq 6eacTBMe € Cb3gafeH C Len Aa ocurypu nbiHo
Bb3CTAHOBSAIBAHE Ha BCUYKM OYHKLMKN HA EBPOTPBCT B paMKMTe Ha egHa cegmuua cneg kpusa, 3acerHana
rmaBHUTE CTPYKTYpu. EBpOTpbCT manpobea cBoeTo obopyaBaHe B CTpyKTypaTa Ccu, 3a ga nogabpxa
dyHKUMNTE Ha YaocToBepsaBaLmsa opraH u Pernctpupalums opraH crief 3Haunma kpusa, Kosito 6m cnpsina
YHKUMOHMPAHETO Ha usnaTta CTpykTypa. Pesdyntatute OT Te3n NPOBEpPKM CrnyXaT 3a OLEHBbYHU U
nnaHvpawm genHoctn. Llenta e npu Heo6xoauMOCT, HaNpMMep crneg 3HadMma Kpusa, AeVHOCTTa Ha

CTPYKTypaTa Ha EBpOTp'bCT Aa ce Bb3CTaHOBU KOJIKOTO CE€ MOXKe MO-CKOpPO.

5.7.1 OEWUCTBUA NPU ABAPUU

ApXMBHMTE [aHHKU, CbObpXKawyM MHPOPMaUMS 3a UCKaHMATa 3a u3gaBaHe, ynpaBfeHne wu
npekpaTsiBaHe Ha YAOCTOBEPEHWs, KaKTO U 3anucuTe Ha BCUYKM M3OafeHn yoocTtoBepeHus B BasaTa
AaHHW Ce CbXpaHsiBaT Ha CUIypHO WU HadeXAHO MACTO M ca Ha pasnonoxeHue Ha EBpoTpbCT npu
NMOWCKBaHe OT YMbSIHOMOLLIEHUTE NnLA B Cllydan Ha Bb3HUKBaHe Ha aBapusi.

3a pgencteus npu aBapumn EBpoTpbCT € paspabotmn ,[TnaH 3a n3BbHPEOHW cUTyauumm®, KOWTo ce
nposepsiBa BEAHBX rOAMULLHO.

EBpoTpbCT TpsibBa ga MOXe Aa OTKpue BCEKM Bb3MOXEH MHUMAEHT. Creq aHanua Ha CriyymrioTo
ce, uenTa e ga ce npegoTBpaTAT 6GbAELUM UHUMAEHTU, OCHOBAHW HA CUCTEMHU FPELLKN UM CPUBOBE Ha
ycrnyrm un TexHonormun. 3a ga ce u3BbpLUM BCUYKO TOBa, EBpOTpBCT Habnogasa BCUYKM CUCTEMW U YCIYTU
6e3 npekbcBaHe (24x7), a CbLO MMa Ha pasnonoxeHne TenedoH 3a MHopMaunsa 1 NOMOLL, KbAeTo
notpebutenuTe morat Aa yBe4oMsiBaT 3a MHUWOEHTU MU HEN3MNPABHN YCRYTN.

MnaHbT nocoyBa NpPMONM3MTENHOTO BpeMe 3a OTKPMBAHE Ha BCSKAaKbB BUA WHUMAEHTW.
EBpOTpbCT rapaHTvpa, 4Ye BCeKM MOoTeHUManeH MHUMOEHT Moxe aa Obae oTkpuT. [JOCTaBYMKbLT € B
CbCTOSIHNE Aa pasrpaHMyaBa peaneH WHUMAEHT OT danwmBa TpeBora. 3a TeXKUTe WHUMOEHTU ce
cboblwaBa Ha pbKOBOACTBOTO. [INaHbT noco4yBa MpUMOMM3MTENHO Bpeme 3a YyBeAOMIEeHVE WU
noTebpkaaBaHe. Onpegensa ponute n oTroBopHocTuTe. [laBa oueHka Ha BuMAaa MHUMAEHT, NOAXOAALLO
Bpeme 3a peakuus u nocnegpawm genctensa. Cebutnsarta ce 3anucsart. [JokyMeHTUpaT ce Npu4mMHUTE 3a
WHUMOEHTA M MO KakbB HauMH TOW ce e oTpa3un Ha edeKkTMBHOCTTa Ha pabortarta. 3anuceBaT ce
npeanpueTuTe Mepku (Bpeme 3a peakuus n BpeMe 3a Bb3CTaHOBSIBAHE Ha ycryrata Uinn cuctemaTa u
T.H.). Mpegnarat ce nogobpeHuns. To3n nNnaH NOCOYBA KakbB TUM apxXMBUpPaHe Ce U3BBbPLLBA, Ha KaKBU

WHTEpBanu, KkbAe Aa ce CbxpaHsiBa MHopMaumsiTa 1 CTPyKTypaTta 1 T.H.
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5.7.2 WHUWMAEHTW, CBbP3AHU CbC CPUBOBE B XAPOYEPA, CO®TYEPA WK OAHHUTE

Uanata wHdopmaumss npu kpaxba Ha xapayep, codTyep W/wunn JaHHM ce npegaBa Ha
agMuMHuCTpaTopa MO CUrypHOCTTa, KOWTO [JencTBa, B CbOTBETCTBME C BbTPELIHW npoueaypu,
pa3paboTeHu oT EBpOTpbLCT.

Tes3n npoueaypu ca CBbp3aHU C aHanu3 Ha cuTyauusaTa, pascrnefBaHe Ha MHUMAEHTa, Mepku 3a
MUHUMU3NPAHE Ha nocneguuuTe N HegonyckaHe Ha Nogo6HU MHUMAEHTU B 6baeLue.

B cnyyanm Ha cpuBoBe B Xxapayepa, codpTyepa unm B JaHHUTe, [OCTaBuYMKbT yBegoMABa
notpebutenute, Bb3CTAHOBABA KOMMOHEHTUTE Ha MHpPACTPyKTypata MU NPUOPUTETHO Bb3OOHOBSsIBa
poctbna go MNMybnuyHma pernctbp n Cnucbka cbe cnpeHn u npekpateHn yaoctoBepeHust (CRL).

3a TakmBa cnyyaun EBpoTpbCT € paspaboTtun ,[naH 3a ynpasneHne Ha nHUMaeHTn . [JocTaBunKbT
MMa MnaH 3a ynpasfeHue Ha BCUYKM MHUWMOEHTWU, KOUTO 3acaraT HOPManHoTo YHKLMOHMpaHe Ha
WH(pacTpykTypaTa Ha nyonuyHus knod. To3n nnaH € B cboTBeTcTBME C [naH 3a 6usHec, naH 3a

HENPeKbCHATOCT U lMnaH 3a Bb3CTaHOBSABAHE npu 6eﬂCTBI/I$I..

5.7.3 KOMIMNPOMETUPAHE UMW CBbMHEHUE 3A KOMMPOMETUPAHE HA YACTEH KIO4 HA
YOOCTOBEPABALUUA OPITAH HA EBPOTPBCT

[ocTaBunKbT nonara AbSkumara rpuxa, 3a ga nogobpxa HernpekbCBaeMoCT M LISNOCTHOCT Ha
yAOCTOBEpUTENHUTE YCNyrn, CBbp3aHn C yAOCTOBEPEHUSTA, KOUTO u3aasa, nogabpxa v ynpasnssa.

[ocTaBunKbT nmonara MakCumarnHu rpuxkn B paMKuTe Ha Bb3MOXHOCTUTE U pecypcute cu, Aa
MWUHMMU3NPA pUCKa OT KOMNPOMETMPAHE Ha KryoBeTe Ha YA0CTOBepsBaLLUUTE CU OpraHu BCreacTeme
Ha npupogHun 6eACcTBUS UNN aBapuun.

B cnyyah Ha KoMmnpomeTuMpaHe WM CbMHEHME 33 KOMMpPOMEeTMpaHe Ha 4YacTeH KoY Ha
YnocTtoBepsiBall opraH Ha EBpoTpbCT, ce npegnpvemar cnegHute 4eCTBUs:

» npekpaTsiBa ce He3abaBHO yOCTOBEPEHMETO Ha OnepaTUBHUA OpraH,;

» YpocToBepsaBaWMAT OpraH reHepmpa HoBa [BOWKa KINOYOBE N HOBO YOOCTOBEPEHME;

» BCUYKM NOTPedbUTenu Ha yOOCTOBEpPeHUs ce MHAopMUpaT 3a CNyyYunoTo ce HesabaBHO, C
nomMoLLTa Ha cpefcrteata 3a MacoBO OcBefoMsiBaHe (MHopmauua Ha cTpaHuuaTta Ha EBpoTpbCT) m
eneKTpPoHHa noLua;

»  WHOpMMpaT ce BCUYKN JOBEPSABALLMN Ce CTPaHu;

» yOOCTOBEPEHMETO, CbOTBETCTBALLO HAa KOMMNPOMETUPaHUs Koy ce Bnucea B Cnnvcbka CbC
crnpeHn n npekpateHun ygoctoBepeHus (CRL), 3aegHo ¢ noaxoasila npuynHa 3a npekpatsBaHe;

» BCWYKM NOTpebuTenckn yaoctoBepeHus nsgageHu oT yAOCTOBEPEHMETO CbOTBETCTBALLO Ha

KOMMPOMETUPAHNSI YacTeH KoY ce rnpekpaTtsBaT M 3anucBaT B Cnncbka CbC CNPEHU U NpeKkpaTeHu
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yAOCTOBEPEHME, KaTo Ce MOCOYBa NOAX0AsALA NPUYMHA 3a NPEKPaTABAHETO UM;
> u13gaBaT ce HOBM YAOCTOBEPEHMSA Ha 3acerHaTute notpeburenu;
> HOBWTE YOOCTOBEPEHMS Ha noTtpebutenute ce u3gaBaT 3a CMeTka Ha EBpoTpbCcT
(noTpebutenute He obmKaT Takca);
> U13BbpLUBA Ce He3abaBeH aHanu3 1 U3roTesi 4OKNaz 3a NpuYMHaTa 3a KOMNPoOMeTUPAHETO.
Tesn onepaumm ce u3BbpLWBAT B CbLOTBETCTBME C NnaHa, paspaboteH oT EBpoTpbCT, 3a
WHUMAEHTN CbC CcUrypHocTTa. To3u nnaH ce pa3paboTea OT ekun Ha EBpOTPBLCT Noa pbKOBOACTBOTO Ha

agMVHUCTpaTopa No CUrypHocTTa 1 ce ogobpsiea ot CbBeTa Ha AupekTopuTe Ha EBpoTpbCT.

5.7.4 HEMNPEKbCHATOCT HA BU3HECA U Bb3CTAHOBABAHE CJIEl ABAPUN

EBpoTpbCT e paspabotun [1naH 3a HeNpekbCBaeMOCT Ha AeNHOCTTa" 3a criyvyanTe Ha Bb3HUKBaHe
Ha aBapuu, KaTo Hanpumep ronemMum CUCTEMHU WU MPEXOBU MPeKbCBaHUSA. TO3M AOKYMEHT ypexaa
noaroTtoBKaTta M npouecuTe, 3a [a Ce rapaHTupa 3ana3BaHeTo Ha AerHocTTa Ha EBpoTtpbceT. Llenta e
nocTuraHe Ha NPMEMCTBEHOCT B AENHOCTTa Ha APY)XECTBOTO M 3alimTa Ha Gu3Heca, KoraTto ca HanuyHu
rofieMmn NPeKbCBaHUS Ha HOPMarHUTE TbProBCKU onepaLuu.

MonuTukata 3a CUrypHOCT, KOATO M3NbiHsBa EBPOTPbLCT, B3emMa nog BHMMaHue criegHuTe
3annaxu, BNnsieln BbpXy HeNnpeKbcHaToCTTa Ha NpeaoCTaBsAHUTE YCIyru:

> CpWB B KOMMIOTbpHAaTa cucteMa Ha EBpOTPBLCT, BKNIOYMTENHO CPUB B MPEXOBUTE PECYPCH -
MOXe [ia HaCTbMNN NO CINyYaeH MbT;

> CpvB B copTyepa, HEU3NPaBHOCT UK CNMpaHe Ha AOCTbMNa A0 AaHHU — MOXE Aa HacTbMu Ypes
HenoaxoasaWwmn MPUNOoXeHNss uUnu 3noBpegeH codptyep OT NoTpedbuTtenun (Hanpvmep BUPYCKU, YEPBEMW,
TPOSIHCKM KOHE);

» 3aryba Ha BaXXHN MPEXOBW YCNyru, CBbP3aHn C MHTepecuTe Ha EBPOTPBLCT — MOXe Aa HacTbMNu
Mpu CpMB B EMNEKTPONPEHOCHaTa Mpexa;

» KOMMpOMEeTMpaHe Ha 4YacT OT MpexaTa, uanons3BaHa OT EBpPOTpbLCT 3a npepocTtaBsHe Ha

cBOUTE yCnyru.

3a ga ce npegoTBPaTAT UK OrpaHnyaT 3arybute oT ropHUTe 3annaxu, KaTto ageksaTHa nonuTuka
3a curypHocTt, EBpoTpbCT npeanpuema crieHoTo:

> Bcuykn Tutynapu/Cb3gaTenu n oBepsiBalLm ce cTpaHu aa 6baat MHopMmnpaHu, Bb3MOXHO
Han-6bP30 1 MO HAUYUH, KOUTO € HaN-NOLX0AsLL 33 CbLLECTBYBALLOTO MNOMOXEHNE;

» perynsipHo ce Cb3gaBaT M apxXuBMpaT KOMUs Ha BCUYKN KOMMOHEHTU OT MHAppacTpyKTypaTa Ha
EBpOTPBCT, KOUTO Ce CbxpaHsBaT Ha 4obpe 3almTeHo 1 6e3onacHo MSACTO;

» NepuoanyHO ce Cb3aaBa pe3epBHO Konve Ha 6asaTa faHHW, KOeTO BKNI0YBa BCUYKM NOAaaeHU

NCKaHWS, U3nafdeHn, NOAHOBEHM M MNpeKkpaTeHu yaocToBepeHusi. PesepBHUTE Konus ce apxuBupaTt U
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CbXxpaHsaBaT Ha gobpe 3awmTeHo 1 6e30nacHoO MSACTO;

» NepuoamMyHO Ce Cb3[aBa pe3epBHO KoMne Ha BCEKU CbPBbLP;

» 4acTHuTe Knio4oBe Ha EBpoTpbCT ca pasgeneHn B CbOTBETCTBME C NpoueaypuTe 3a CUrypHOCT
1 Yypes TanHo crnogensHe. Te ce gbpXaT OT 4OBEPEHM NMLA Ha CUTYPHO W 3alUTEHO MSCTO;

» noamsHaTa Ha pecypcuTe ce OCbLlecTBsIBa MO Ha4vH, KOMTO NO3BOMsiIBa Bb3CTaHOBSIBAHE Ha
Han-HOBUTE OAaHHW.

Mpouenypute 3a Bb3CTAHOBSIBaHE Ha cucTemaTa crej aBapuuM ca TecTBaT BbpXy BCEKU
KOMMOHEHT Ha TexXHororMyHata cmcteMa Ha EBpoTpbCT Hal-Marnko BegHbX roguHo. Tesun TecTtoBe ca
4acT OT BbTPELUHUSA OauUT.

AKTyanusauust Ha copTyepa e Bb3MOXHa caMO crief NpoBexaaHe Ha MHTEH3VMBHU TEeCTOBE B
TecToBa cpefda U OencTBusa B CTPOro CbOTBETCTBME C OnucaHuTe npouenypu Ha EBpoTpbeT. Bceska
NpoMsiHa B cMcTeMaTa U3nckBa Cbriacme 1 npuemaHe ot agMMHUCTpaTopa No CUrypPHOCT.

lMpun BCAKO Bb3CTaHOBsAIBaHE Ha cucTtemara cneq 6eacteue, agMUHUCTPATOPBLT MO CUrypHOCTTA
UM CUCTEMHUAT aAMUHUCTPATOP U3NbIIHABAT CNEAHOTO:

» TMPOMEHAT BCUYKN U3NON3BaHM Npean ToBa naponu;

» npemaxsaT BCUYKM Npasa 3a AOCTbN 4O pecypcuTe Ha cuctemMara;

» MpPOMEHAT Bcuykm kogose 1 NMNH Homepa, cBbp3aHu ¢ M3nYecKknsa 4oCTbi 40 CbOopbXKEHNATA
N KOMMOHEHTUTE Ha cucTemMaTa;

» aKo Bb3CTaHOBSIBAHETO OT aBapusATa BKOYBa NpenHcTanaunsa Ha onepawumoHHaTa cucrema u
nomoLleH codptyep, Bcuukun IP agpecu oT cuctemaTa U HEMHUTE NOAMPEXN Ce NPOMEHMT;

> nperneg Ha aHanu3 Ha NpuyMHUTe 3a GeacTeusaTa.

5.8 TMPEKPATABAHE HA JEMHOCTTA HA EBPOTPBCT

3agbmkeHusiTa, onuMcaHu no-gony, ca paspaboTeHu, 3a Aa MUHMMU3MPAT MpeKbCBaHusATa B
[AEeNHOCTTa Ha NoTpebuTennTe 1 AOBEPSBALLUTE CE CTPaHW, NPOU3TUYaLLM OT peLleHneTo Ha EBpoTpbeT

[a npeycTaHosu paGorTa.

5.8.1 W3UCKBAHUA, CBLP3AHU C NPEXOOA OO MPEKPATABAHE HA OEWHOCTTA HA
AOOCTABYUKA

Mpean yoocToBepsiBalLMs OpraH Aa npekpaTtu ycryrute cu, Tol e AnbXeH aa:
> yBepomsisa OpraHa rno Hag3op 3a CBOETO HaMepeHue Aa npekpaTtn ycrnyruTe cu, B criyyai Ha
1CK 3a 00sIBSIBaHE Ha APY>XECTBOTO B HECHCTOATENTHOCT, 00SIBSIBaHE HAa APY)XeCTBOTO 3a HEAENCTBUTENHO

WM 3a [OpYyro WCKaHe 3a MpekpaTsBaHe, WM 3a 3arnoyBaHe Ha npoueaypa No nukeuaauus.
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YBegomneHneTo crnegBa ga Obae HanpaBeHo 4 (4eTupu) Meceua npegu LOroBopeHaTa gata Ha
npekpaTsaBaHe;

> yBegomwu (Han-marnko 4 meceua npeav Toea) CBouTe NoTpeduTenn 3a peLleHneTo ga npexkpaTu
NpeaoCcTaBsAHUTE OT HEro YCryru;

» MpOMeHM cTaTyca Ha CBOUTE YAOCTOBEPEHUS;

» MpeKkpaTh BCUYKM yOOCTOBEPEHUS Ha noTpebutenute B pamkute Ha obsiBeHus nepuod 3a
npekpaTtsiBaHe Ha OeNHOCTTa;

» yBeJOMW BCUYKM CBOM NOTpebuTenu 3a npeycraHoBABaHe Ha yCrnyrure;

» npaBu TbProBCKN pa3yMHU YCUNnS, 3a Aa cBede 40 MMHUMYM HapyLlaBaHETO Ha MHTepecuTe
Ha noTpebutenure;

» u3BbpLUBa HeobxooMmuTe AencTBUs, 3a Aa moxe OpraHa no Haasop Aa nogabpxa Cnucbka
CbC CrpeHn un npekpateHn ygoctosepeHus (CRL).

Ako Pernctpupaly opraH kaTo BbHLUHA OpraHusauusi, € B3ena pelueHne 3a npekpaTtsiBaHe Ha
NpeAcTaBUTENCTBOTO HA EBPOTPBCT NO NoBOA NPeaoCTaBsiHU yOOCTOBEPUTENHU YCyrn, TON € ONTbXeH
aa:

» yBegomu EBpOTpBCT 3a CBOETO HaMepeHue Aa npekpaTu 4erNHOCTTa. YBEeAOMMNEHNETO criefBa
na 6bae HanpaBeHo 4 (4eTnpu) Mecela Npean AoroBopeHarTa gara Ha npekpaTsBaHe;

» npejaBa Ha EBpOTpbCT udanocTHata [OKyYMeHTauus, cBbp3aHa C ob6CcnyXBaHeTo Ha

I'IOTpe6VITeJ'IVITe, BKITIOYNTENTHO apXuBa U AaHHUTE 3a OAUT.

5.8.2 TNPEKPATABAHE HA JEMHOCTTA HA YOOCTOBEPSIBALL OPIAH

Mpn npekpaTaBaHe Ha AeNHOCTTa Ha yAOCTOBepABaLL, opraH, EBpOTPbLCT U3BbpLLBaA CNeHOTO:

» CnepBa akTyanuaupaH u ogobpeH oT pbKOBOACTBOTO MNiiaH U CLEHapuin 3a npekpaTaBaHe Ha
OenHOCTTa Ha ygoctoBepsaBall opraH. IHhopmMmpaHeTo MOXe Oa ce M3BBLPLUM Ype3 UMEenn unu 4pes
ny6nvkyBsaHe;

» yBegomsBa notpebutenute, OpraHa No Hag30p M TpeTUuTe CTpaHU 3a NpekpaTsBaHEeToO Ha
JenHOCTTa Ha CBOA yaocToBepsBall opraH. VIHpopmauuaTa ce npegoctaBs 4vpes uMenn unm ypes
ny6nukyBaHe Ha canta Ha EBpoTpbCT;

» npekpaTaBa paspeLleHneTo Ha BCUYKM Nnua, KOMTO MMaT SOroBOPHU AENHOCTM Aa U3BbpLuBaT
AENHOCTU, CBbP3aHM KOHKPETHUS YAOCTOBEpsiBaLl, OpraH;

» npeau npekpaTABaHe Ha AeHOCTTa Ha yOoCTOBEPSBALLMS OpraH, B padyMeH CPOK, NpexBbpis
3agb/DKeHnATa cu No noaabpxaHe Ha uanaTta uHpopmauus, Heobxoguma 3a npegocTaBsiHE Ha
JoKasaTencTea Ha HagexaHa CTpaHa;

» npeau ga npekpatu AerHOCTTa, YaCTHUTE KITYoBe, BKNIOYUTEITHO pe3epBHUTE Konus, busat

YHULLOXEHUN UINMN U3TEINEHN OT yn0Tpe6a No TakbB Ha4uWH, Ye NUYHUTE KINKYoBe Aa He MoraT aa 6baar
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N3BreYeHy;

» Npuv Bb3MOXHOCT NPexXBbpris 4eNHOCTTa CU Ha Apyr KBanuduumpaH OCTaBuKK,;

» EBpoOTpbCT npunara Mepku 3a NoKpMBaHE Ha pas3xoauTe B criydan Ha BaHKpyT unu nopagum
APy MpUYMHU 3a npekpaTaBaHe Ha OeNCTBMETO Ha yaocToBepsBall opraH. B cnydvan, ye He e B
CbCTOSIHME [Jda MOKpWe pasxogute cam e npeaBuavun MepkM B paMKUTE Ha  NPUNOXUMOTO
3aKOHOAATENCTBO;

» MpOMeHs cTaTyca Ha onepaTUBHOTO Y4OCTOBEPEHME;

» npekpaTsiBa usgaBaHeTO HOBW yOOCTOBEPEHMS, HO MpoabipkaBa Aa ynpaBnsBa akTUBHUTE
yOOCTOBEPEHUS OO Kpasi Ha TAXHOTO OENCTBME;

» nMpaBu TbProBCKUM pasyMHU ycunug, 3a da ce cBefe A0 MUHMMYM HapyllaBaHEeTO Ha
NUHTEpecuTe Ha noTpebutenure.

EBpoTpBbCT crieam v He gonycka nsgasaHe Ha YAOCTOBEPEHME 3a CPOK, NO-AbNbI OT BanMaHoOCTTa

Ha yaoctoBepsaBallnda opraH, KOWTO ro e nsgan.

5.8.3 MPEXBLPNAHE HA [OEAHOCT KbM [OPYI OOCTABYMK HA KBAJIUOULUPAHU
YOOCTOBEPUTENHWU YCNYTU

3a fa ce ocurypuy HeNnpeKbCHATOCT Ha M3gaBaHe Ha KBanuduuupaH yaoCTOBEPUTENHU YCNyrn 3a
notpebutenute, EBpOTPLCT MOXe Aa noAanuvile crnopasyMeHwe C Apyr KBanuduumpaH OOCTaBYMK Ha
yOOCTOBEPUTENHKM ycnyrn. B Toau cnyyain, EBpoTpbCT:

» yBegomsaBa OpraHa no Hag30p 3a HaMEepPEHNETO CU, He NO-KbCHO OT 4 Meceua npeaun gatata
Ha npekpaTsaBaHe 1 NPEXBbPIISHE Ha AENHOCTTa;

» nonara BCUYKW yCUIMS U TPUXKK, 3a Aa NPOABLITKM OENCTBUETO Ha n3gageHnuTe notpedbutencku
yOOCTOBEPEHUS;

» yBegomsiBa nucmeHo OpraHa no Haasop u NMoTpebutennTte, Ye genHOCTTa My ce noema ot
APYr peructTpmpaH A0CTaB4YMK, KakTo U1 OTHOCHO HauMeHOoBaHMeTo My. YBegoMneHueTo ce nybnvkysa B
MHTepHEeT cTpaHuuaTa Ha EBpOTPLCT;

> yBegomsaBa [loTpebutennte OTHOCHO YycrnoBuATa MO NOAAPbXKKA Ha NPexBbprieHnTe
yOoCTOBEpPEHNs KbM nprvemMamns [loctaBuunk;

» TMNpOMeHs cTaTyca Ha onepaTtMBHUTE YAOCTOBEPEHMS M HaAMNexHo npejasa uanata
AOKYMeHTaumsl, CBbp3aHa ¢ AeHOCTTa Cu Ha npuemalmna [loctaBynk, 3aeQHO C BCUYKM apXMBK, KaKTo U
BCUYKN U3aadeHu yaocToBepeHns (BanvuaHu, NpekpaTeHn U CrpeHn);

» u3BbpLlUBa HeobxooMMuUTe OENCTBUA 3a NPEeXBbPMAHE Ha 3adbIDKeHMATa No NoaapbXKa Ha
NMHpopMaumaTa KbM npuemaiums [loctaBymk;

» NpexBbpnisa ynpasreHNeTo Ha Beye u3gageHuTe yaocToBEPEHNS 3a KpanHn notTpebutenn Kkbm

npuemMalums [octaByuk;
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MpuemawmnaT [JoctaByunk noema npasaTa v 3agbimkKeHusTa Ha EBpOTPBLCT € npekpaTeHa genHocT
1 NpoAbInKaBa Aa ynpasnsiBa akTMBHUTE yOOCTOBEPEHUSA A0 Kpas Ha TAXHOTO AeNCTBME.
ApxmBbT Ha EBpOTPBLCT € npekpaTeH cTaTyc TpsibBa ga 6bae npegageH Ha [JocTaBuumka, npuen

JenHocTTa.

5.8.4 OTHEMAHE HA KBAJIM®ULUPAH CTATYT HA EBPOTPBCT UK HA KBAITUPULIMPAHUA
CTATYT HA CbOTBETHA YCNYTA

I'IpM OTMAHA Ha KBaJ'IVI(bI/ILI,VIpaHVIFl CTaTyT Ha EBpOTp'bCT U1 Ha HAKOA OT nNpegocTtaBAHUTE OT HEero
YAOOCTOBEPUTEITHN YCIyrn, TOM M3BbPLLUBA CnegHoTo:

> yBeaomsdBa I'IOTpe6I/ITeJ'IVITe C1 3a NpOMEHEeHUA Cn CTaTyT UM ToO3n, Ha CBOUTE YCNYTu;

> npomMeHsd cTaTtyCca Ha CBOUTE y4OCTOBEPEHNA,

> npekpartdBa aa n3gaBsa HOBU KBaHVId)I/ILl,I/IpaHI/I yAOCTOBEPEHUA, HO NpoAbJKaBa Aa ynpasnsBa
aAKTUBHUTE yOOCTOBEPEHUA 00 Kpad Ha TAXHOTO neuncrteue,

> npaBn TbProBCKM pa3yMHU Yycunumd, 3a Aa ce cBege OO0 MUHUMYM HapyllaBaHeTO Ha

MHTEepecuTe Ha I'IOTp66VITeJ'II/ITe.

6 YNPABJIEHUE U KOHTPOJ1 HA TEXHUYECKATA CUT'YPHOCT

Tasun vact ot ,[lpakTukata npu npegoctaBaHe Ha KBanuvduuMpaHu yoocToBepuTeriHu ycryrn®
onucea NpoueaypuTe 3a reHepupaHe u yrnpasneHne Ha KpuntorpadockuTe KniovoBe M CBbP3aHUTe C TAX

TEXHUN4YECKN N3NCKBAHUA.

6.1 TEHEPUPAHE N UHCTAJNIMPAHE HA JBOWUKA KITIOYOBE

Kpuntorpadpckute ABOMKM KMAOYOBE 3a OnNepaTuBHUTE YyOOCTOBepeHus Ha EBpoTpbCcT ce
reHepupaT 1 MHCTanMpaT CbrfacHO MHCTPYKUMUTE U Npoueaypute B TO3U JOKYMEHT. 'eHepupaHeTo ce
OCblLUEeCTBsIBA OT oBnacteHu nuua oT EBpoTpbecT. 3a cb3gaBaHe Ha Moanuc ce M3nonssa 3alluTeH
MEXaHn3bM, CbC 3awuTeH npodun, onpedeneH B CbOTBETCTBME CbC TeXHMYECKU cneumdmkauuu,
onpeaensim HMBa Ha CUrypHoCTTa.

[ocTaBYnKBLT M3NON3Ba CBOMTE YaCTHU KITHOYOBE CaMo 3a Lenute Ha AerHoCTTa CW, KakTo cnesa:

> [a noanvucea msgaBaHUTE OMepaTMBHU YOOCTOBEPEHUSA Ha YAOCTOBEpsiBalUTE OpraHu B
CBOSITA MHAPPACTPYKTYPA;

» [anognucea nsgasaHuTe u nybnmkyBaHn CnmcbLm CbC CNPEHU N NPeKpaTeHn yaoCTOBEPEHNS
(CRL);

> Aa noanucea BCUYKM M3dafeHu U nyGnukyBaHW yOOCTOBEPEHUS1 3a eNleKTPOHEeH

Print and Edit Evrotrust Technologies Inc.. Page 84 of 169




MPAKTWKA NPU NPENOCTABSIHE HA elDAS-CPS
c I‘Otru St KBANMOULIMPAHWU YIOCTOBEPUTENHU YCAYI M For public use

1ISO 9001:2015, ISO 27001:2013,

ISO 20000-1:2018, ISO 22301:2012, CERTIFICATION PRACTICE STATEMENT Version — 3.1
Regulation (EU) 910/2014, FOR QUALIFIED CERTIFICATION SERVICES 24.03.2021

Regulation (EU) 2016/679

nognuc/neyat Ha NoTtpebutenuTe.

Kpuntorpadpckata gBorka Kro4voBe (YacTeH M nybnuyeH) Ha m3gaBaHUTE yO4OCTOBEPEHMS 3a
eneKkTpoHeH noanuc/neyat B UHppacTpykTypaTa Ha EBpOTPBLCT Cce reHepupa KakTo cneasa:

» ot Tutynapsa/Cbw3gartens, ¢ xapgayep U codpTyep, KOUTO € Nof HEroB KOHTPOS, HO € 0go0peH
oT EBpoTpbCT;

» 0T onepartop Ha Pernctpupaiumnsa opradH Ha EBpOTpbCT, € xapayep n codTyep, KOUTO e nog
KOHTpoOMa Ha nHdpacTpykTypata Ha EBpOTpPBLCT;

» Ot EBpoOTpbCT, KOrato M3gaBaHETO Ha yOOCTOBEpPEHUATa Ce 3asiBsiBa OTAareyeHo, ypes

MOGMNHOTO NpUNoXeHne Ha EBpoTpbCT.

3a reHepupaHeTO Ha [ABOWMKa KMOYOBE Ha KBanuuuupaHo YAOCTOBEpeHMEe 3a eNeKTPOHEeH
nognuc/neyaTt BUHarM ce M3non3Ba YCTPOWCTBO 3a Cb3gaBaHe Ha enekTpoHeH noanuc/medar, CbC
3awmTeH npodun cernacHo PernameHT (EC) Ne 910/2014.

Camo enekTpoHHM nognucu/neyaT, Cb3gadeHn C YacTeH KoY Ha ABOMKA KIOYOBE reHepupaHu
B YCTPOWCTBO 3a Cb3fdaBaHe Ha KBanuduuupaH enekTpoHeH noanuc/medat mMMaTt xapakrtepa Ha
KBanuduumpaH enekTpoHeH nognuc/nevar.

Tutynapat/Cb3pgaTenaT ce 3agbibkaBa ga W3Non3ea IvueHsmpaH codtyep 3a paboTta cC

YCTPOWCTBO 3a Cb3jaBaHe Ha eneKkTpoHeH noanuc/neyar.

6.1.1 TEHEPUPAHE HA JBOWUKA KIMIOYOBE HA YOOCTOBEPSABALL, OPIAH

HocTtaBunkbT reHepupa asouikn kpuntorpadckm (RSA) knodoe Ha 6a30Bust M Ha onepaTUBHUSA
YOocTtoBepsiBalLy opraHy KaTto uanonsea xapayepHa kpuntocuctema (HSM/Hardware Security Module) ¢
HUBO Ha curypHocT FIPS 140-2 Level 3 unu no-euncoko, cbotBeTHo CC EAL 4+ nnu no-BMCOKO.

OTtopuanpaHm nuua OT nepcoHana Ha EBpOTPBLCT M3NbhHSABAT CTbAKUTE MO reHepupaHe,
WHCTanupaHe 1 CbXpaHsiBaHe Ha 4BOWKMTE KntovoBe Ha 0a30BMsSt U HA onepaTMBHUSA Y4OCTOBEPSiBALLU
opraHu, cboTBeTHO ,Evrotrust RSA Root CA* u ,,Evrotrust RSA Operational CA" cbrnacHo AoKyMeHTupaHa
BbTpELLHa Npoueaypa, CbrnacyBaHa u yTBbpAeHa OT pbKOBOACTBOTO HA EBpOTpPBLCT.

Mpouenyparta ce n3nbriHABa B NPUCHLCTBUE Ha YneH Ha CbBeTa Ha AnpekTopute Ha EBpoTpbCT.

MNMpeamn ga ce reHepupa 6asoBa ABoKMKa KNo4oBe Ha EBPOTpBLCT ce npasu npoueaypa 3a 4OCTbN
00 uHcTanupaH kpuntomoayn (HSM/Hardware Security Module), kato ce reHepupaT CaMOCTOATENHO U
He3aBMCMMO €OWH OT ApYr CUMETPWUYHM KITHYOBE, KOMTO CE CbXpaHsBaAT Ha TOKbHW, 3alUUTEHU C
nepcoHaneH nageHtudpukaumoHeH Homep (PIN) 3a goctbn. Beceku oT onepatopckute TOKbHU CbabpXka
4acT OT KrYoBeTe 3a AOCTbN A0 KpunTomoayna. 3a ynpaBrneHue Ha CbxpaHsiBaHUMTE B KpunTomoayna
YacTHW Kno4oBe Ha EBPOTPBLCT ca Heobxoaumun ABa OT YETUPWU KOMMIEKTa C TPUTE POnv OnepaTopcKu

TokbHU U cboTBeTHUTE PIN 3a goctbn.
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KogoBeTe 3a 4OCTbN 40 YaCTHUSA KIOY Ca HE3aBMCUMO MOAENEHN MeXAY OTOpU3npaHu nuua ot
nepcoHana Ha EBpoOTpbCT, C ornes Ha HEBB3MOXHOCT 3a MepcoHanHa akTMBauusi Ha [ocTbhna Ao
CbOTBETHUS YacCTeH KIltou.

Cb3nageHuTe YacTHU KIoYOBE Ha YO0CTOBEPSIBALLMTE OpraHu Ce CbXpaHsBaT pasgefiHo BbpXy
OTAENHN YCTPOWCTBA 3a Cb3faBaHe Ha KBanuduuupaH enekTpoHeH MoAnuc, BCSKO OT KOMTO € noj
KOHTpOS1a Ha NoBeye OT e4HO OTOPM3NpPaHO N1Le OT NepcoHana Ha EBpoTpbeT. Pa3aenHoTo cbxpaHeHue
Ha YacTHMTE KIOYOBE M MHAMBUAYANHUAT KOHTPOS Ha AOCTbMN A0 CbXPaHsiBAHUTE YacTW HA YacTHU
KnovoBe Ha Y[OOCToBepsiBallMs OpraH B OTAENHWTE YCTPOWCTBa 3a Cb3faBaHe Ha kBanuduumpaH
eneKTpoHeH/neyYaT He NO3BOSsIBA TE3N KroyoBe Aa 6baaT KOMNPOMETUPAHW U/MNN HepernaMeHTUpaHo

penpoayunpaHu n3sbH EBpoTpbCT.

6.1.2 TEHEPUPAHE HA OBOUKA KIIOYOBE HA TUTYNAP/CBH3OATEN

[BonkaTta kntovose Ha Tutynap/Cw3gaten Ha KBanuduumMpaHo yoOCTOBEPEHME 3a eNEKTPOHEH
noanuc/neyar ce reHepupa camo B ogobpeHo oT EBpOTPBCT YyCTPOMCTBO 3a Cb3AaBaHe Ha eneKTPOHeH
noganuc/neyat (BbHLLUHO), MPOBEPEHO 3@ HMBO Ha CUrYPHOCT M 3a ycnelwHa paboTa npes3 nHrepdgencute
Ha nHdpacTpyKkTypaTa Ha EBpOTPBLCT.

Korato gBorkarta Kno4oBe ce reHepupa npu EBpOTPBLCT, BMHArM ce M3nonisaea YCTPOWCTBO 3a
Cb3JaBaHe Ha eneKkTpoHeH nognuc/neyaT. YacTHMAT KIOY Ha reHepupaHaTa ABOMKa KINOYOBE HE MOXe
Aa 6bae n3BegeH OT yCTPONCTBOTO.

KOHTpONBbT Ha YaCTHUA KIKOY € Ype3 Kopg 3a AOCTbM. TUTYNApsaT u3nonssa KoabT 3a JOCTbN A0
YCTPOMCTBOTO, C Len Aa OCbLEeCTBM OOCTbM A0 YaCTHWUS KW 3a Cb3gaBaHe Ha KBanudumumpaH
€eNeKTPOoHEH nognuc/neyar.

Korato aBomnkarta kniodoBe ce reHepupa npu Tutynsap/Cv3gaten, [ocTaBuvkbT npenopbysBa
nocnegHuAT aa nanonssa o4obpeHo YCTPOMCTBO, B MH(PpACTpyKTypaTa Ha EBpoTpbCT 3a cb3aaBaHe Ha
KBanuuumnpaH enekTpoHeH nognmc/nevart unm ekBMBasieHTHO TakoBa, OTFOBapPSLLO Ha U3UCKBAHNATA Ha
PernameHT (EC) Ne 910/2014 1 cbBMeCTUMO € nHpacTpyKkTypaTa Ha EBpoTpbCT.

B cnyyauTe, korato reHepuMpaHeTO Ha [BounkaTa KMH4YoBE Ce OCbLUEeCTBSBA Npu TUTYNApSa unu
Cobs3paTens, CbLUMAT HOCU MbJIHATa OTFOBOPHOCT MO 3allMTaTa Ha YacTHUS KoY, C Lien npegoTepaTaBaHe
Ha HEroBOTO KOMMPOMETUpaHe, paskpuBaHe, moauduumpaHe, 3aryba vnn HepaspelleHO Mon3BaHe.
Tutynapat/Cb3gatenaT HOCU OTFTOBOPHOCT 3a MPOMYCKN UK AeACTBUSA Ha YMbIHOMOLLIEHM OT TaX nuua,

KOUTO Ca genernpaHu aa redepupart, Nnas3dat unmn CbXpaHAaBaT TEXHUTE HaCTHU KIO4YOBe.

6.1.2.1 OTOAJNEYEHO FrEHEPUPAHE HA OBOUKA KNIOYOBE

Cob3pgatenat/Tutynapat usnonssa npegoctaBeH oT EBpOTpbCT cneumanuanpaH codtyep, vpes
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KOMTO Ce peanuaupa npoweca no reHepmpaHe u ynpasrneHue Ha Kpuntorpadgckarta ABOMKa KIo4oBe.

eHepvpaHeTo, U3MON3BAHETO M CbXPaHSIBAHETO HAa YACTHMSA KIKOY € C MHOrO BMCOKO HMBO Ha
CUIYpPHOCT, KOETO € rapaHTMpaHO OT camusi HocuTen. ToW € HadeXAHO 3alMTeH nocpeacTBOM
nepcoHaneH naeHtndukaumoHeH Homep (PIN), koriTo € nssecteH camo Ha Tutynaps/Co3gatens.

Cb3patenat/Tutynsapat reHepupa enekTpoHHa 3asBKa 3a KBanuduumpaHo yaooCTOBEPEHUE B
PKCS#10 cdhopmat 1 g n3npauwa Ha EBpoTtpbceT. CohrnacHo npenopbkute Ha RFC 2314 - PKCS#10, ASN.1
dopMaTbT 3a enekTpoHHa 3asiBka cbabpka DN, nybnvyeH knov u apyrn atpubyTn, KaTo BCUYKK Te ca
NOANUCAHMW C YaCTHUS KIHOY.

[Boika Kno4YoBe MOXe fa ce reHepupa oTAaneyvyeHo, npuv 3asiBaBaHe Ha oThaneyeHo usgasaHe
Ha yOoOCTOBEpPEHME 3a KBanuuuupaH enekTpoHeH noanuc/nedart. B To3n cnydam knio4voBeTe ce
reHepvpaT B XapAyepeH KpUnTOMOAYN M YaCTHUAT KoY Ce CbXpaHsABaT B KpUNTUPaH OT noTpebutens

Bug c HeroBus NMNH kog.

6.1.3 [OOCTABKA HA YACTEH KI1tOY HA NMOTPEBUTENA

Korato pBonkata knw4yoBe ce reHepupa npu EBpoTpbeT, Tutynapar/Cw3gatenart uwnm
YMBbIHOMOLLEHO OT HEro fvue nosyvasa YaCTHUS KINoY U n3gageHoTo KBanmuumpaHo yaoCTOBEPEHNE
BbpPXY YCTPOWCTBO 3a Cb34aBaHE Ha efIeKTPOHEH noanunc/neyvart B Permctpupalyuys opraH Ha 4oCTaB4MKa.

Mpn nbpBOHaA4anHO wu3gaBaHe Ha YOOCTOBEPEHME BbPXY YCTPOMCTBO 3a Cb3gaBaHe Ha
€eNeKTPOHEH nognuc/neyar, Nnpean reHepupaHe Ha ABOKMKa KM4oBE, YCTPOUCTBOTO Ce MHMULManuaupa u
ce cb3gaBaTr crnegHuTe kKogose 3a goctbn: [MoTtpebutenckn (,User) m AgmunuctpatmeeH (,SO).
Cb3paBart ce CblLO KOAOBE 3a NepcoHarieH OOCTbI A0 YacTHUS KNtod U 3a AebnoknpaHe Ha BnokupaHo
YCTPOMCTBO.

HauvanHuat [NoTtpebutenckm n AQMUHUCTpPaATMBEH KOA4 3a OOCTbN M 3a AebnokmpaHe Ha
YCTPOWCTBOTO Ce MNpeaocTtaBAT Ha Tutynapsa/Cb3gatens unm Ha YMbSIHOMOLLEHOTO OT Hero nuue B
3anevaTeH, Henpo3payeH XapTUEH NIKK.

Tutynapat/Cb3gaTenaT e 3agb/hkeH Ha CMeHM CBOs NbpBOHayaneH [loTpebutencku kop 3a
00CTbN A0 YCTPOMCTBOTO NOCPEACTBOM codpTyepa, KOUTO ce NpeaocTaBs ¢ Hero. EBpoTpbCT npenopbysa
Tutynaps/Cb3gatens ga cMeHs nepuogmyHo ceog lNMotpebutencku ko,

B cny4yan Ha onpegeneH 6pon HeycnewHn oNUTK 3a BbBEXAAHE HA KOPEKTEH KOA4 3a JOCTbN A0
yacTHua knod Ha Twutynapa/Ce3gatensa, OoCTbMbT A0 Hero ce Onokmpa. B TakuBa cnydam
Tutynapat/Co3gaTtenaT Tpabsa ga n3nonasa NpeaocTaBeHUAT My CbOTBETEH Ko 3a AebnokmnpaHe.

lopHWTE npoueoypn He ce npunarat nNpyM oThaneyvyeHo wusgaBaHe Ha KeanudumumpaHo
yOOCTOBEPEHME Npe3 MOOMMHOTO npunoxeHne Ha EBpoTpbCT. B T03M cniyyar gBorkaTa Knw4doBe ce
reHepupaT B xapayepeH kpuntomoayn Ha EBpOTpBbCT, a yacTHUAT koY ce kpuntupa ¢ NNH kopoa Ha

Tutynapsa/Cv3natens. EBpoTpbCT He cbxpaHsasa nHdopmaumnsa 3a NMNH koga. Cowmnart ce nsnonsea ot
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noTpebutens camo B MOGUITHOTO NMPUOXKEHNE.

6.1.4 [OOCTABKA HA NMYBJIMYEH KNntOY OT NOTPEBUTEN HA AOCTABYUK

M3nbnHsBa ce eguHcTBEeHO OT Tutynap/Cbh3garten, npu KOMTO Ce reHepupa BOWKa KNKYoBE r
KOWTO crnefBa Aa 4oCTaBu CBOA NyGnnyeH Koy Ha EBpOTPBLCT 3a HyXKAMTE Ha Npoueca Ha n3gaBaHe Ha
KBanuduunpaHo yaoCToBEPEHNE.

Tutynapat/Cbv3gaTtenaT gocrass, ypesd Permctpupawms opraH Ha EBpoTpbCT, Ny6nnyHna Koy
OT reHepupaHaTa ABOWKa KIo4oBe, Ype3 3asiBka B enekTpoHeH dopma, uninto bopmat e PKCS # 10.
3asBKaTa cbabpka NybrmyeH KoY n e nognucaHa enekTpoHHO C KOPECNOHAMPAaLLMA YacTeH KoY. Ypes
npoBepka Ha [JOCTOBEPHOCTTA Ha noanuca EBPOTPBLCT MOXe Ada YCTaHOBM UM AOCTOBEPHOCTTA Ha
nanpaTteHnst NyGnmnyeH Krtou.

Tutynapat/Cb3gaTenaT Moxe [a npefocTaBU enekTpoHHaTa 3asiBka Ha HOCuTer, JIMYHO B
Pernctpupawma opraH, 3aefHO C Apyrute OOKYMEHTUM cbrnacHo [lonutukata Ha EBpoTpbCT mnu
oTAaneyveHo.

Pernctpupawmat opraH Ha EBpOTPBLCT 3agbIPKUTENHO MpaBu MNpoBepka Ha ObpXaHeTo Ha
YacTHUA KNtod oT Tutynsaps/Cb3gatenst n NOTBbpXKAaBa UCKAHETO 3a KBanmduumpaHo yooCTOBEPEHME.

lopHUTE npouegypn He ce npunaraT MpyM OTAaneyYeHo wusgaBaHe Ha KeanuduumpaHo

yAocToBepeHue npe3 MoBUnHOTO NpunoXxeHne Ha EBpoTpbCT.

6.1.5 NOCTABKA HA NYBJIMYEH K04 HA JOCTABYUKA HA NOBEPABALLUUTE CE CTPAHU

My6nuyHuTe KnoyoBe Ha EBpOTpBCT ca nybnvkyBaHM B yaOCTOBEpPEHUATA Ha Y4oCTOBEpABaALLMSA
opraH Ha EBpoTpbCT BbB (hopmat X.509 v.3.

YpoctoBepeHuaTa ca nybnvkyBaHM M OOCTbMHWM B XpaHunuwieto Ha EBpoOTpbCT Ha apgpec:
https://www.evrotrust.com.

Bcska [JoBepsiBalwa ce cTpaHa nsrpaxga gosepue kbM EBPOTPBCT, KaTo NpUEME U MHCTanupa B

cuctemMmnTe nog HeuH KOHTpPOo onepaTtuBHUTE yaOCTOBEPEHNA Ha EBpOTp'bCT.

6.1.6 OBINDKUWHA HA KNIOYOBE

OvmkmnHaTta Ha 6a3oBus kntod Ha EBpoTpbeT ,Evrotrust RSA Root CA* e 4096 6uTa, ¢ npunoxmma
KOMOMHaUMs Ha acuMeTpu4Hn 1 xew anroputmu: sha3g84-with-RSA.

[ObmkMHata Ha ABOMKaTa KIl4YoBE Ha onepaTmBHMS YaocToBepsBal, opraH ,Evrotrust RSA
Operational CA* e 2048 6uTa, C NpUNoXmMMma KOMBUHaUMS Ha acCUMETPUYHN 1 Xew anroputmu: sha256-
with-RSA .
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[bvmkMHaTa Ha gBoKkaTa KI1lo4oBE Ha onepaTmBHUTE opranm ,Evrotrust TSA", ,Evrotrust RSA QS

Validation" n ,Evrotrust RSA Validation“ e 2048 6uta, ¢ npunoxmma KoMOGMHaLNS HA aCUMETPUYHUN U XeLl

anroputmu: sha256-with-RSA.

JbmknHaTta Ha [dBOMKa KIOYoBeE 3a

KBanMpuuMpaH W YCbBBPLUEHCTBAH ENeKTPOHEH

nognuc/neyat Ha Tutynap/Cb3gaTen, reHepupaHa Ypes HdpacTpykTypata Ha EBpoTpbeT e 2048 6uTa,

C NpUNoXumMa KOMOMHaLUNSA Ha aCMMETPUYHM M XeL anroputmn: sha256-with-RSA.

3a cboTBETHUTE NPOOUNY NPUNOKMMUTE KOMOUHALUMK ca:

Mpodnn Ha kKBanudnLMpaHOTO yaocTOBEpeHUe

Tun n gbMXnHa

Ha ABOMNKUTe

N3non3BaHu

aCUMeTpnu4iHn mn

Kno4yoBeTe XeLl anropuTMu
Evrotrust Qualified Natural Person Certificate for QES RSA 2048 sha256-with-RSA
Evrotrust Qualified Natural Person Attribute Certificate for _
QES RSA 2048 sha256-with-RSA
Evrotrust Qualified Legal Person Certificate for QESeal RSA 2048 sha256-with-RSA
Evrotrust SSL Organization Validated Certificate RSA 2048 shazs6-with-RSA
Evrotrust SSL EV Certificate RSA 2048 sha256-with-RSA
Evrotrust SSL PSD2 Certificate RSA 2048 sha256-with-RSA
Evrotrust Qualified Natural Person Certificate for AES RSA 2048 sha256-with-RSA
Evrotrust Qualified Legal Person Certificate for AESeal RSA 2048 sha256-with-RSA
Evrotrust Qualified PSD2 Legal Person Cetrtificate for AESeal RSA 2048 sha256-with-RSA

HesaBucrMO Kbae € reHepupaHa ABoiikaTa KIOYOBE 3a M3gaBaHe Ha YOOCTOBEpeHue 3a

€NeKTPOHEH nognuc/neyaT, KNYbT TpsiOBa Aa € ¢ AbIkmHa Harn-manko 1024 6uta 3a anroputmu RSA un

DSA, n 160 6uta 3a anroputmn ECDSA.

6.1.7 KPUNTOIMPA®CKU AITTOPUTMU

Bcnuku nsanonsesaHm anroputmMm ca cbobpaseHn ¢ TexHmyeckaTa cneundukaums ETSI TS 119 312.

EBpOTpPbCT cnegn perynspHoO 3a CUrypHOCTTa U MPUMOXKMMOCTTA Ha M3NON3BaHMSA Xell anropuTbM.

Bcuukn nanonssaHu anroputMmn ce nposepdBat BeAHBX roAUWHO UKW KOrato HacCTbMAT NMPOMEHMWN. B

cnyqaﬁ, 4ye anropuTbMbT 6'b,£l,e KoOMnpomMeTupaH unn ctaHe Henogxoasdil, 3a uenta ce npuctonBa KbM

npereHepnpaHeTo Ha BCUYKN 3acerHaTt Krno4yose.

3a Bcekn nogabpxkaH npodun EBpoTpbCT HabniogaBa cunata Ha BCekU Kpuntorpadcku
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anropuTbM, U3Non3BaH BbB Bpb3ka C TO3W Npodumrn. B crnyyan, Y4e eamH oT M3nonssaHuTe anroputmMm Unm
napaMeTpu ce cyMTa 3a No-mMarsko CUTypeH WUnn BanvMaHOCTTa Ha CbOTBETHOTO YAOCTOBEPEHME U3TUYA,

TOW Ce aKTyanuaupa unm ce cbagage Hos npodown.

6.1.8 TMAPAMETPU HA NMYBJIMYEH KNOY

MNapameTpute Ha NyBGAUYHMSA KMOY Ca MOCOYEHW B YOOCTOBEPEHMETO, KoeTo [loCTaBuMKbT n3gasa
3a TO31 Ny6nNuYeH Krou.

Tutynapat/Cb3gaTenaT Ha Kr4yoBa [BOWKA € OTrOBOPEH 3a MpoBepkaTa Ha KayecTBOTO Ha
napameTpuTe Ha reHepupaHus YacTeH Kntod. Ton e AnbXeH Aa NpoBepu CnocoBHOCTTa Ha Kn4va aa
KpMnTupa 1 AeKpuntupa, BKNOYMTENHO Aa Cb3daBa enekTpoHEeH Noanvc M Aa M3BbpLUBa NPOBEPKA Ha
TakbB.

M3nonaBaHaTa cpefa 3a reHepypaHe 1 CbXpaHsiBaHe Ha KN4YOBETE HA OCHOBHUTE KOMMOHEHTH B
WMHpacTpykTypata Ha EBpoTpbeT ,Evrotrust RSA Root CA*, ,Evrotrust RSA Operational CA®, ,Evrotrust
TSA" n Evrotrust RSA QS Validation* e kpyuntomoayn (HSM) ¢ ygoctoBepeHo HMBO Ha curypHocT FIPS
140-2 Level 3 n CC EAL 4+, koeTo yaoBneTBopsiBa NpUnoXnmMmuTe HoOpMaTMBHU U3NCKBaAHUS.

YcTponcTeaTta 3a cb3gaBaHe Ha KBanudumumpaH enekTpoHeH nognuc/neyar n ocurypeHaTa cpena
3a reHepupaHe 1 CbXxpaHsiBaHe Ha KntovoBeTe Ha Tutynaps/Cb3garens ca ¢ HUMBO Ha curypHoct CC EAL
4+ n FIPS 140-2 Level 3.

Bcunukm yctponctea u3BbH MHpaAcTpykTypata Ha EBpoTpbCT, KOUTO noTpebutenute morat ga
n3nonseaT, 3a Aa reHepvpaTr [BOWKa KIOYOBE W Oa CbXpaHsBaT YaCTHUSA KM 3a ereKkTPOHEeH
nognuc/neyar, Tpsabea ga ca cepTudumumpaHn 3a HMBO Ha curypHoct CC EAL 4+ 1 no-BMCOKO

eKBMBaAJIEHTHO HUBO.

6.1.9 WU3MNOJISBBAHE HA KITHOHA

MNapameTpute Ha M3nNon3BaHe Ha ABOMWKATa KOYOBE, MO-KOHKPETHO Ha 4aCTHMA KoY, ce
CbAbpXaT B y4OCTOBEPEHNETO, KOETO n3gasa EBpoTpbeT Upes atpubytute ,Key Usage® u ,Extended Key
Usage“, oTroBapsiwm Ha ctaHgapta X.509 v3. YnotpebaTa Ha BCeku aTpnbyT OT nocoyeHntTe obnactu e
cbobpaseHa ¢ RFC 5280.

6.2 3ALUUTA HA YACTEH KITHOY U KOHTPOIJ1 HA KPUMTONPA®CKUA MoAYN
Bcekn notpebuten, onepatop Ha YOocCToBepsiBall opraH u onepatop Ha Peructpupaly opraH

cb3faBa N CbXpaHABa YacCTeH KIo4, KaTo u3non3ea HagexaHa cuctemMa 3a Herobata CUrypHOCT.

YnocToBepsiBalMAT OpraH reHepupa ABOKKa Kro4oBe Npu NoucKBaHe oT noTpebutens u My r npegasa
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B 3alUMTeH BuA, KaTo ro yBeAoMsBa 3a npasunaTta Ha CbXpaHeHWe 1 3almTa Ha HEroBUS YacTeH KITHou.
Korato ygocToBepeHMETO € 3asiBeHO oTharnedeHo, 4Ype3 MOOWNHOTO npunoxeHwe Ha EBpOTPBLCT,
npeAaBaHeTO Ha YacTHUA KoY Ha Tutynsaps/Cb3gaTens He ce npasw.

Korato kpunTtorpadoCKoTO YCTPOMNCTBO, BbPXY KOETO € reHepupaH U ce CbXpaHsiBa YacTHUS Koy,
He ce npegasBa NMYHO Ha NoTpebuTens, a ce M3nNon3Ba NOCPeAHMK 3a JoCTaBkaTta (Hanp. Kypuepcka
dupma), n3gageHoTo yaoCToBEpPEHUEe ce cnupa A0 NOTBbpXOaBaHe Ha Mony4YyaBaHETO OT CTpaHa Ha
notpebutensa. KogoeeTte 3a 4OCTbM Ha MOMYYEHOTO KpMMTOrpaddCKOTO YCTPOMCTBO CE M3npawaT Ha
noTpebuTens no He3aBMCUM CUTYPEH KaHan (Hanp. npe3 MOGUNHOTO NpuoXxeHne Ha EBpoTpbCT).

UacTHuTe Kkno4vyoBe Ha YOocToBepsiBaluMs oOpraH Ha EBPOTPBLCT, KaKTO M KNHOYOBETE Ha
notpebutenute, KOMTO ca 3asiBUNN OTAANIeYeHO M3gaBaHe Ha KBanuduuupaHu yooCTOBEPEHUS, ce
CbXpaHdaBaT B CUFYpHW Kpuntorpadpckm moaynu, yaooBneTBopsiBali HOPMATUBHUTE W3UCKBAHUA Ha
Pernament (EC) Ne 910/2014.

WHcTanupaHuTe Kkpuntorpadpckm MOAYNM Ca HaW-BMCOKA CTEMneH Ha CUrypHOCT, CbrhacHo

M3NCKBaHUATA Ha MeXAyHapoaHUTE CTaHOapTwn.

6.2.1 CTAHOAPTU 3A KPUMNTOMPA®CKU MOAYIN

OcCHOBHWTE KOMMOHEHTU B MH(ppacTpykTypaTta Ha EBpoTpbeT ,Evrotrust RSA Root CA*, ,Evrotrust
RSA Operational CA* nsnonseat HagexgHa kpuntorpadcka cucrema (Hardware Security Module/HSM),
ceptTudmumpaHa 3a HMBO Ha curypHocT FIPS 140-2 Level 3, koeTo ygoBneTBopsiBa HOPMaTUBHUTE
N3NCKBaHUA.

YCTpPOMNCTBOTO 3a Cb3gaBaHe Ha KBanuduumpaH eniekTpoHeH MOAMnuc, B KOETO ce reHepupa u
CbXpaHsiBa 4YacTHus KoY Ha Tutynsapsa/CbagaTtena e ¢ HuBO Ha curypHocT CC EAL 4+/FIPS 140-1 Level
2 Ny NO-BUCOKO.

Bcuukn  ycTponctBa 3a cb3gaBaHe Ha KBanuuuupaHu erekTpoHHU noanucu  U3BBbH
WHpacTpykTypata Ha EBpoTpbCT, Kouto [loTpebuTensat Moxe Aa nonsBa 3a fa reHepupa OBOWKA
KNHOYOBE N fa CbXpaHsiBa YacTHUA KItod, Tpsbea ga ca ceptudmumpann 3a HMBoO Ha curypHoct CC EAL
4 1 NO-BUCOKO €KBMBASIEHTHO HMBO, OTrOBapsLLO Ha u3nckeaHuaTa Ha PernameHT (EC) Ne 910/2014.
6.2.2 KOHTPOJ1 HA U3NON3BAHE U CbXPAHEHUE HA YACTEH KITHO4

YacTHuTe KnoyoBe Ha YOocToBepsiBalMTe opraHu Ha EBpPOTPBLCT ce CbxpaHsiBaT M M3nonssar
camo B kpuntocuctemata (HSM/Hardware Security Module) n ca goctbnHM nocpeacTtBoM KogoBe 3a
[OCTbM, pasfeneHn Ha HSKOSMKO YacTh - 3BECTHM Ha OTOpPU3MpaHy nNuua oT nepcoHana Ha EBpoTpbCT.
BasoBuaTt yooctoBepsiBaLy opraH Ha EBpoTpbeT e B pexum ,Offline”.

EQHOBpEeMEHHO C reHepupaHe Ha [BOWKa KNoyoBe Ha YOoCToBepsiBalMSa opraH ce U3nbliHsBa u

npouenyparta no CbXxpaHABaHe Ha YaCTHUA KIoY (VIJ'II/I ABoukara KJ'II'O‘-IOBe) B CbOTBETCTBUE C YTBbpAEHa
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BbTpellHa npoueaypa. 3a ynpasBneHWe Ha CbXpaHsBaHWTE B KPUNTOMOAYNA YacTHU KIIYOBE Ha
EBpoTpbCT ca HeobxoamMmm ABa OT YETUPW KOMMSEKTa C TPUTE PONN ONepaTopPCKN TOKbHU U CbOTBETHUTE
nepcoHanHu ngeHtndukaumoHHn Homepa (PIN) 3a goctbn.

ApXMB Ha Knto4yoBeTe Ce NpaBy MbpBOHAYanHoO — crnef Cb34aBaHETO Ha BCUYKM KIOYOBE, KaKTO U
B NOCMeACTBME cried NpereHepupaHe Ha HAKoU OT TAX. ApXMBMPAHETO Ha YaCTHUTE KINYoBe, HaMmupaLum
ce B kpuntocuctemata (HSM) ¢ HMBO Ha curypHocT FIPS 140-2 Level 3 ce n3sbpLuBa BbpXy YCTPOUCTBO
CbC CbLIOTO HMBO Ha curypHocT. 3a Aa 6bae HanpaBeH apxvB Ha KIKOYOBETE Ca HYXHW ABama OT
yeTMpumaTa, pasnonarawy Cc TOKbHWM 3a AOCTbN A0 Kpuntocuctemata (HSM). ApxuBupaHeTo ce
u3BbpLBa B 3awmTteHa cpefa. Cnep cbhb3gaBaHeTo Ha apxma (Backup), Tom ce cnara B cend Ha
oTAaneyYeHo MeCcTononoXeHne ¢ Heob6xoauMMTe MEPKM 3a CUIYPHOCT.

YacTtHmnat kntod Ha Tutynapa/Cb3gatena ce usnon3ea camo B YCTPOWCTBO 3a Cb3faBaHe Ha
eneKkTpoHeH nognuc/nedyaTr WM B YCTPOWCTBO C EKBMBANIEHTHO HMBO Ha CUIYpPHOCT (CbrNacHoO
nauncksaHuata Ha PernameHT (EC) Ne 910/2014) n e gocTbhneH NocpeacTBOM fMYEH Kog 3a OOCTbI.
EaHoBpeMeHHO C reHepupaHe Ha ABoViKa KntodoBe Ha Tutynap/Cbhb3gaTten ce M3nbiHABa CbXpaHsiBaHe
Ha YacTeH KoY B YCTPOWCTBO 3a Cb3aBaHe Ha eNeKkTPOHeH nognuc/neyar.

[loCTaBUYMKBT NO HUKAKbB HAYMH HE CbXPaHsiBa U HE apXMBMpa YacTeH Koy Ha Tutynsap/Cb3parten
3a Cb3daBaHe Ha eneKkTpoHeH nognuc/meyaT, OCBEH ako YyOOCTOBEPEHMETO 3a KeBanuduumpaH

eNeKTPOHEH NoAnuc ce 3asiBsiBa OTAaneyYeHo, Ype3 MoBUHOTO NpuroXeHne Ha EBpoTpbCT.

6.2.3 [JOBEPUTEJIHO CbXPAHABAHE HA YACTEH KIJ1HOY (ECKPOY)

MpunaraT ce npaswnara, onucaHun no-rope.

6.2.4 CBbXPAHABAHE HA YACTEH KIO4

YacTHUTe KMo4oBe Ha YOOCTOBeEpSABaLLMS OpraH Ce CbXpaHsBaT Ha 4YacTu pasfenHo BbpXy
OTAENHU TOKbHM CbC 3awmTeH npodun CC EAL 4+ unum no-BMCOK, KaTO JOCTBNBT 4O BCAKO YCTPOMUCTBO
Ce KOHTponupa 4pes Kof 3a A0CTbM OT CbOTBETHOTO OTOPM3MPAHO NnLE OT NepcoHana Ha EBpoTpbCT.

Pa3genHoTO CbXxpaHeHue Ha YacTHUTE KIoYoBE Ha YOOoCToBepsiBalLMS OpraH BbpXy HSAKOMKO
TOKbHA W NMYHUSA KOHTPON Ha JOCTbN A0 Te3uM YCTPOWCTBa He NO3BONsiBa krnwdoBeTe ga Obaar
KOMNPOMETMPaHW Ui HepernaMmeHTMpaHo penpoayumnpann n3sbH EBpOTpbCT.

PenpogyumpaHeTo Ha 4acTHM Kro4voBe Ha EBpPOTPBCT BbpXy pes3epBeH KpuMnTOMOAyn cres
aedekTnpaHe Ha onepaTMBHaTa Takaea, Ce U3NbfHABa CaMO B MPUCHCTBUE Ha NOHE 2 OTOPM3MpaHn nuua,
BCSIKO OT KOMTO KOHTpOSiMpa 4OCTbNa 40 HErOBOTO YCTPONCTRO.

EBpOTPBCT HE CbxpaHsiBa KOMUsl HAa YacTHUTE KINKOYOBE Ha onepaTtopuTe Ha Perncrpupawus

opraH.
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[ocTaBunKbT HE Cb3aBa KOMWsi Ha YaCTHUTE KIIYOoBe Ha NoTpebuTenuTe, OCBEH B CryvauTe Ha
oTAaneyeHo n3gasaHe Ha KBanuuumpaHm yaocToBepeHnst Yypes MoBUITHOTO NpunoXeHne Ha EBpOTpBLCT.
YacTtHmar kntod Ha Tutynaps/Cb3gatensd ce CbXpaHsiBa camMO Ha YCTPOMCTBO 3a Cb3gaBaHe Ha
KBanuduumpaH enekTpoHeH nognuc/neyaT n He MOXe Aa ce Bb3npousBede Ha apyro yctponcTso. [Mpu
aedektnpaHe Ha noTpebuTEencko YCTPOMCTBO 3a Cb3gaBaHe Ha KBanuduumpaH enekTpoHeH
noanuc/neyar, MNotpebutenat Tpabsa Aa ro NoAMEHU U a NOUCKa U3gaBaHe Ha HOBO KBanuduumpaHo

yOOCTOBepeHMe.

6.2.5 APXUBUPAHE HA YACTHUA KNiOoY

YacTHMAT Koy Ha YAocToBepsBallMs opraH, M3nonsBaH 3a Cbhb3faBaHe Ha KBanuduumpaHu
enNeKTPOHHM noanucu/nevatn ce apxmeupa, 3a Han-manko 10 roguvHu crnef M3TuyaHe Ha cpoka My Ha
BaNUOHOCT UNKM cnep HeroBoTo npekpaTaBaHe. CbLOTO M3UCKBaAHE BaXW M 3@ yOOCTOBEPEHUETO Ha
nyGnnMYHMA KoY, CbOTBETCTBALLO Ha YacTHUSA KNoY, crieq n3TudaHe Ha Cpoka My Ha BanuaHOCT Unn cnes
npekpaTsiBaHETO My.

YpoctoBepeHuaTa Ha EBpOTPBCT C M3TEKbI CPOK Ha BanUOHOCT UK npekpaTeHn TpsibBa aa ca
OOCTBMHN NO ENEKTPOHEH NbT 3a CPOK OT Har-manko 10 roguHuw.

EBpOTPBLCT HEe cb3daBa apXMBHW KOMWUSI OT YacTHUTE KryoBe Ha Pernctpupawiunsa opraH v Ha
YacTHWUTE KNIYOBE Ha noTpebutennte, OCBEH Mpu oOTAanevYeHo 3asiBsABaHe Ha KBanuduumpaHo

yAOCTOBeEpeHMe npe3 MoBUMHOTO NpunoXeHne Ha EBpoTpbCT.

6.2.6 TPAHC®EP HA YACTEH KJ1HO4 B KPUNTOMPA®CKU MOAYI

TpaHcdep Ha YacTeH KN4 B KpunTorpadcku MOAyI ce U3BbpLUBa B CregHuTe crydau:

» 3a 3awuTa, B Criyyail Ha Cb3daBaHe Ha pe3epBHU KOMUA Ha YacTHU KINIOYOBE, CbXPaHABaHN B
Kpuntorpadckn mogyn (Hanpumep B criydan Ha KOMNPOMeTMPaHe NN HEU3NPAaBHOCT B Kpuntorpadckms
mMoayn);

» KoraTo Ce Hamnara ga ce npexBbpin YacTHUS KoY OT ONepaTUBHUSA KPUNTOMOAYS Ha Apyr
Kpyntomogyn (B cnyyam Ha OTKas Ha onepatuMBHUS KPpUNTOMOAYN WAM npu HeobxogumocT OT
YHULLOXaBaHe).

TpaHcepbT Ha YacTeH KoY B KPUNTOMOAYN € KpUTU4Ha onepauns. TakaBa onepauuns nsnckea
Nnoaxoadim Mepku M npouenypuv, NpeaoTBpaTsBallM paskpUBAHETO Ha YaCTHUS KIKOY MAW HeroBaTta
npomMsiHa u hanwmnduumpaHe No BpeMe Ha U3nbfIHEeHWe Ha onepauusaTa.

TpaHcepbT Ha YacTeH KN4 B Kpuntorpadcknm Moayn U3ncksa Bb3CTaHOBSIBAHE Ha Kroya OT
KapTuTe Ha [ABama OT YeTMpuMa OTOPU3NPaHM CIYXUTENM B NPUCHCTBMETO Ha uYneH Ha CbBeTa Ha

HOwvpekTopute.
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6.2.7 CBbXPAHABAHE HA YACTEH KIiOY B KPUMNTOMPA®CKUA MOAYI

B 3aBMCUMOCT OT 13non3BaHusa KpUnTorpadCkn MOy, YacTHUTE KYoBe Ha Y40CTOBEPSiBALLNS
opraH Ha EBpOTPbLCT ce CbxpaHsBaT BMHArK B KpUntupaH Bua. HesaBucumo oT hopmaTa Ha CbxpaHeHue

Ha YacTHMS KoY, TOW He € AOCTbMEH 3a HEOTOPM3MPaHM NLA U3BBH KpUnTorpadCkust Moayn.

6.2.8 METO[ 3A AKTUBUPAHE HA YACTEH KI1HOY

YacTHUAT KMoY Ha [ocTaByMKa Ce aKTUBMpa NocpeacTBOM MOAENeH CUCTEMEH KOA 3a OOCTbH,
OTAENHUTE YacTy Ha KOWTO ca M3BECTHM Ha NoBe4ve OT eA4HO OBnacTeHu nuua oT EepoTpbeT. Camo B
NPUCHLCTBME Ha Te3n nuua, crnep BbBeXAaHe Ha BCUYKM 4acTu Ha Koga 3a OOCTbM, ce paspellaBa
AOCTBbNBT A0 crioTa B kpunTtorpadpckus moayn (HSM) v ce akTMBMpa YaCTHUS KITHOY.

YacTHuaT kntod Ha Tutynap/CbaaaTten ce akTMBMpa, Ypes BbBeXaaHe Ha NoTpebuTernckms koa 3a
AOCTbN 00 MSICTOTO, KbAEeTO 3allMTEHO Ce CbXpaHsiBa Kr4va WMnu ce u3nonsea Apyr crnocob Ha

I/I,El,eHTVICbI/IKaLI,VIFI CbC CbLOTO UMM NO-BUCOKO HMBO HA CUTYPHOCT.

6.2.9 METO[ 3A AEAKTUBUPAHE HA YACTEH KI1HOY

YacTeH Koy Ha YgocToBepsiBall, opraH Ha EBpoTpbCT Hamupaly ce B Kpuntorpaddcku moayrn
(HSM) ce peaktMBupa NOCPEACTBOM MpPEYCTAaHOBSABAHE Ha JOTMYECKUA OOCTbM A0 TO3M  KITHOM.
[eakTuBMpaHeTo M3MCKBA HynMpaHe Ha nameTTa Ha Kpuntorpadckua mogyn. Mo To3m HauvH ce
npekpaTsiBa Bb3MOXXHOCTTa 3a JOCTbM M U3NON3BaHe Ha YacTHUA KoY. Besako geakTMBupaHe Ha YacTeH
KMoy ce 3anncBea B QHEBHUK.

YacteH kniod Ha Tutynap/Cb3gaten ce geakTuBvMpa MOCpenCcTBOM MpeycTaHOBsiBAHE Ha
NOrMyecKknst 4OCTbN 4O YCTPOMCTBOTO 3a Cb3faBaHe Ha kBanuduvumpaH enekTpoHeH noanuc/nedar unm
ype3 PU3NYECKO MY YHULLOXaBaHe, KoraTo € BbHLUHO. [10 TO3M HauMH OKOH4YaTEeNHO ce npekpaTsaBa

Bb3MOXHOCTTA 3a AOCTbM U N3NOJi3BaHE HAa YaCTHUA KITHOM.

6.2.10 METO[ 3A YHULLOXABAHE HA YACTEH KIO4

YacteH kniod Ha YpaoctosepsiBalw, opraH B kpuntorpadckm mogyn (HSM) ce yHuwoxasa
nocpeacTBOM U3TPUBAHE Ha Krya MM CbOoTBeTHMS cnoT. [lpy HeobxooumocT ce wu3TpuBaT U
CbXpaHsBaHUTE B apxvMBa HOCMTENM 3a Bb3CTaHOBsABaHe. BCsiko 4OCTBbN A0 Ha YacTeH KoY ce 3anvcBa
B OHEBHMK.

YacTHUST Koy Ha KBanuguumpaHo yaocTtoBepeHue Ha Tutynsap/Cb3paten ce yHUWoXaBa
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NOCPEACTBOM M3TPUBAHETO My OT YCTPOWCTBOTO 3a Cb3faBaHe Ha KBanupuumpaH enekTpoHeH

nognuc/neyat unm Ypes prUnNYeckoTo YHULLOXKaBaHE Ha YCTPOWCTBOTO, KOraTo € BbHLUHO.

6.2.11 OLUEHKA HA KPUMTOIPA®CKUA MOAYI1

EBpoTpbCT M3nona3eaT HagexaHa kpuntorpadpcka cuctema (Hardware Security Module/HSM),
ceptudmumpaHa 3a HMBO Ha curypHocT no FIPS 140-2 Level 3. Ta e ceptudmumnpana n kato Qualified
Electronic Signature Creation Device (QSigCD) n Qualified Electronic Seal Creation Device (QSealCD) B
cvoTBeTcTBNE ¢ PernameHT (EC) Ne 910/2014. Ceptudmkaumsata e 6asmpaHa Ha Common Criteria (CC)
EAL4+ AVA_VAN.5.

6.3 [OPYI'M ACMEKTU HA YNPABJIIEHUETO HA JBOUKATA KNIOYOBE

M3nckeaHmsTa onucaHn B Ta3uM 4acT Ha ,,npaKTI/IKa npn npeaocrtaBAHE Ha KBaJ'IVICbI/ILI,I/IpaHI/I
yAoCTOoBEPUTENTHN yCJ'IyFI/l“ ce npwunarat B npoueaypute 3a apxmBupaHe Ha I'Iy6J'IVI‘-IHVI Krno4ose "
npouenypute onnceallin CpokoBeTe Ha BalmlMAHOCT Ha I'IOTpe6I/ITeJ'ICKI/ITe KINMo4oBE N Ha KIlo4YOBETE Ha

YLOOCTOBEpPSIBALLMS OpPraH.

6.3.1 APXMUBWUPAHE HA MNMYBJIMYEH KIOY

My6nuyHuTe KNYoBe Ha YOOCTOBEpSABALLUTE OpPraHn ce CbObpXaT B U3gadeHuTe onepaTtuBHU
yaocToBepeHnsa Ha EBpPOTPBCT M Ce CbxpaHsaBaT BbB BbTpelleH pernctbp. [NybnunyHute kniovose ca
AOCTbIMHU 3a AOBepsABaLLUTE Ce CTpaHu K notpebutenute, ypes nNybnukyBaHe Ha yaoOCTOBEpPEHUsiTa B
XpPaHUNUWETO, AOCTLIMHO Ha MHTEPHET canTa Ha EBpOTpBLCT.

My6nuyHuTe KNoyoBe Ha YOOCTOBEpPSBALLMTE OpraHu Ce apxXmBMpaT U CbXpaHsiBaT 3a nepuog oT
Han-manko 10 rogvMHu cnep n3TnyaHe Ha nepuoaa Ha BanvaHOCT UK NpekpaTaABaHETO Ha CbOTBETHUTE
yaocTtoBepeHus. Llenta Ha apxuBrnpaHe Ha nybnv4HMA KoY € Aa ce cb3age Bb3MOXHOCT 3a NMpoBepKa
Ha eneKkTpoHHUA nognuc/neyat crneq oTCTpaHsBaHe Ha YAOCTOBEPEHWETO OT My6nu4HMA perncTbp Ha
AencTBaln yoocToBepeHus. ToBa € W3KIMIYUTENHO BaXHO B Crydan Ha npoBepka Ha cratyca Ha
yOOCTOBEPEHNETO.

My6bnnyHute «knoyoBe Ha Tutynapu/Cb3gatenn ce cbabpXaT B uM3gadeHuTe 3a  TsX
yOOCTOBEPEHNS, KOUTO ca NybnukysaHu B [yGrnnyeH pernctbp Ha MHTEpHeT-CTpaHuuaTa Ha EBpoTpbCT.

My6nuyHute knoyoBe Ha Tutynapw/Cb3gateny ce CbxpaHsaBaT M NepuoauyHO apxuBupar B
XpaHunueTo.

Bcekn apxvB Ha nyGnun4yeH Koy Unm BCAKO NIOMMYECKO N (OU3NYECKO YHULLOXKEHNE Ha nybnuyeH

KoY ce 3anncea B JHEBHUK.
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6.3.2 MNEPUOA HA BANMMOHOCT HA KBAJITUOULIMPAHU YOOCTOBEPEHUA U YINOTPEBA HA
KNOYOBE

Mepvoga Ha ynotpeba Ha nybnuyHM KroyoBe ce onpedens OT CTOMHOCTTAa Ha MNoreto B
YyAOCTOBEPEHMNETO My, ONMNCBALLIO BanuaHOCTTa Ha Ny6nuyHMs Kntod. BannaHocTTa Ha yoocToBepeHusTa
N CbOTBETHUTE WM YaCTHWU KIo4YoBe MoraT fa ObaaT CbKpaTeHW, B Crlyyail Ha npekpaTtsBaHe Ha
yAOCTOBEpEeHMsTAa.

MakcnmanHu nepmnoan Ha n3nos3saHe Ha KBaJ'II/Id)I/ILl,I/IpaHI/I YAOCTOBEPEHUA:

Evrotrust RSA Root CA 20 (oBapeceT) rognHu
Evrotrust RSA Validation 5 (neT) roavHun

Evrotrust RSA Operational CA 15 (neTHageceT) roguHn
Evrotrust TSA 5 (neT) rognHmn

Evrotrust RSA QS Validation 5 (neT) rognHmn

Evrotrust Qualified Validation Service 5 (neT) roanHu
YnocTtoBepeHust 3a KpaiHu noTpeduTtenn He noBeye OT 3 (Tpw) roanHu

Korato ce wu3nonsea knw4 3a MNoAanuceaHe, creg W3TEKbN nepuod Ha BanMAOHOCT Ha
YAOCTOBEPEHMETO, NOANUCHT € HEBaNUIEH.

LLlecT mecela npean M3TMYaAHETO Ha Nepuoaa Ha BanuaHOCT Ha KBanuduumMpaHo yoocToBEpPEHUE
Ha YpocToBepsiBall, opraH, [locTaBYMKbT U3aBa HOBO KBanuduumpaHo yaoCTOBEPEHME 1 reHepupa HoBa
ABOViKa KIo4yoBe. Y40CTOBEPEHMETO ce NpaBu NyGNMYHO AOCTOsIHME CbINacHO NpoueaypuTe onncaHn B

HaCTOALLMSA JOKYMEHT.

6.4 [OAHHWU 3A AKTUBUPAHE

Korato notpebutenart nu4Ho npucbeTBa npeq Pernctpupalums opraH, JaHHUTE 3a akTMBUPaHe Ha
YacTeH KoY Ce M3NoN3BaT OCHOBHO OT onepaTop Ha Pernctpupawus opraH. MNMotpebutennte nanonssat
aBTEHTUMUKALNGA N KOHTPOST Ha AOCTbMA A0 CBOSA YaCTEH KoY.

B cnyvante, B kouto Tutynapat/Cb3gatendr reHepupaT BOWKa KIYoBe 3a KBanuduumpaHo
yOOCTOBEpPEHME, T€ CaMM Cb3haBaT U ynpasnsBaTt JaHHUTE 3a akTMBMpaHe.

Korato Tutynapat/Cb3gaTtenaT 3asBsdBa OThaneyYeHo uM3gaBaHETO Ha  KBanuduumpaHo

yOocToBepeHMe npe3 MOOMNHOTO MpunoxeHune Ha EBpoTpbeT, Tonm cb3gaBa MNWH kog, ¢ konTto ce
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KpUNTUpPa reHepupaHusi YacTHUS KoY B xapAyepHus kpuntomogyn Ha EBpoTpbeT. MocnegHusT He
CcbxpaHsiBa gaHHu 3a MNMVH kopa. CblumaT ce nsnonsea ot NoTpebuTens 3a 4eKpUNTUpPaHe 1 akTMBMpaHe

Ha 4YaCTHUA KIoY Npu noannceaHe otaanevyeHo, oT MOOUNHOTO npunoXxeHne Ha EBpOTp'bCT.

6.4.1 TEHEPWUPAHE U UHCTAJNTUPAHE HA OAHHU 3A AKTUBUPAHE

[aHHu 3a akTMBuMpaHe ce M3nons3BaT NpW NbpBOHAYarHO M3daBaHe Ha yAOCTOBEPEHUE, BbpXy
YCTPOWCTBO 3a Cb3daBaHe Ha nognuc/mevar, Npeau reHepvpaHe Ha ABOWKa KntodoBe. B T1o3m cnyvan
YCTPOWCTBOTO CE€ WHUUManuM3vMpa M ce cb3gaBaT KogoBe 3a poctbn: [lotpebutenckn (,User) u
AoMmunHucTtpaTtueeH (,SOY). Tean kogoBe MO3BOMsBaAT MEPCOHanNeH AOCTbM [0 YaCTHUA KN4 B
YCTPOMCTBOTO M Npu HEO6X0AUMOCT 3a AebnoknpaHe Ha CbLLOTO.

KogoBeTe 3a goctbn m 3a gebnoknmpaHe Ha yCTPOMCTBOTO 3a Cb3faBaHe Ha kBanuduvumpaH
eneKkTpoHeH nognuc/neyat ce NpefocTaBAaAT Ha TuTynaps/Cb3gaTensa Unm Ha YNmbiIHOMOLLEHOTO OT Hero
nvue B 3arnevarteH, Henpo3payveH XapTUeH MiuK.

TuTynaApaT e 3agbimkeH Aa CMeHn MbpBoHavanHms NoTtpebutenckn ko 3a 4OCTbN NOCPEACTBOM
copTyepa, KOUTO ce NnpefocTaBs 3aefHO C YCTPOMUCTBOTO.

[ocTtaBunkbT npenopbysa TuUTynapat/Cb3gaTtensTt ga CMeHsa nepuoanyHo ceos MNoTpebutencku
KOA 3a 4OCTbN A0 YCTPONCTBOTO 3a Cb3AaBaHe Ha KBanuduumpaH enekTpoHeH nognuc/neyar.

Tutynapat/Ce3gatenat cnegsa Aa u3nonssa npegoctaBeHus AOMUHUCTPATMBEH KOA 3a AOCTbN
Aa nebnokmpa 6noknpaHo ycTponcTBO.

Korato ce m3anonssa MoBunHo npunoxeHne Ha EBPOTPBLCT, KOABT 3a AOCTbN Ce reHepupa OT
Tutynaps/Cb3gatens. KoobT He ce cbxpaHsiBa OT EBPOTPBLCT M € AOCTLINEH 3a paboTta oT notpebutens
CaMO [OoKaTO € aKTUBMPaHO MOOUMHOTO npunoxeHwe. 3a Bb3CTaHOBSBAHE Ha MEPCOHANHUA Kog,
Tutynapat/Cb3gatenaT cb3gasa crneynaneH KpUnTo KoY, KOMTO Ce reHepupa OT OTFOBOPY Ha TPU TarHK
BbNpOCa, 3agageHun oT noTpebntens KbeM MOMEHTA Ha permcTpaunata My 4pes MOBUMHOTO NPUIOXKEHUE.

OTFOBOpVITe Ha BBLMPOCUTE HE Ce NMa3AT OT EBpOTp'bCT.

6.4.2 3AWWNTA HA JAHHU 3A AKTUBUPAHE

Tutynapat/Cb3gaTenaT e 3agb/PKeH ga CbXpaHsBa M nasu OT KOMApOMeTUpaHe KoJoBeTe 3a
AOCTHbMN A0 YCTPOWCTBOTO 3a Cb3gaBaHe Ha KBanuduunpaH enekTpoHeH nognuc/neyar.

MoTpebutenute TpabBa aa 3HAAT, Ye NPU HAKOSKO HEYCMNELUHN ONUTKU 3a 4OCTHLN 40 YCTPONCTBOTO,
TO ce Gnokupa (3akntouBa ce). B Te3n crnyyam notpebutenar Tpabsa ga nanonasa npegoctaBeHns My
AOMUHUCTPaTUBEH KOA 3a A0CTbN 3a Aa Aebnokmpa yCcTporMCTBOTO.

JocTaBunKbT NpenopbyBa AaHHUTE 3a aKTUBMPAHE Ha YCTPOMCTBOTO HUKOra a He Ce CbXpaHsaBaT

3aeHoO CbC CaMOTO yCTpOﬁCTBO.
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6.4.3 OPYIn ACNEKTU HA JAHHUTE 3A AKTUBUPAHE

HaHHuTe 3a akTMBMpaHe TpsbBa Oa ce CbxpaHsiBaT BUHArM B eavH €OUHCTBEH eK3eMnnsp.
MepcoHanHuaT ungeHtTudukaunoHeH Homep (PIN) 3a goctbn TpsAbBa nepuogmyHo ga Obae
NPOMEHSH.

[laHHMTe 3a akTMBMpPaHe MoraT Aa 6baaT apXMBMPaHW.

6.5 CUIYPHOCT HA KOMMIOTBLPHUTE CUCTEMMU

EBpOTpbCT n3non3Ba e4MHCTBEHO HAAEXAEH U CUTYPEH Xapayep.

KomMntoTbpHUTE CUCTEMMN, HA KOUTO PabOTAT BCUYKN KPUTUYHU KOMMOHEHTM OT MHGpacTpyKkTypaTa
Ha EBpoTpbCT, ca obopyaBaHM M KOHUIypupaHM CbC CpeacTBa 3a flokanHa 3awmta Ha AocTbna Ao
cogpTyepa v MHPOPMALNOHHUTE LAHHWN.

EBpoTpbCT M3non3ea npoueaypu 3a ynpaereHne Ha MHOpMaLMoHHaTa CUrypHOCT Ha usanaTta
NH(pacTpykTypa Ha EBPOTPBHCT B CbOTBETCTBUE C OOLLONPUETM B MEXAYHApOoAHaTa NpakTuka CTaHaapTw.

3a no-ronsiMa HageXaHOCT M CUTYpPHOCT Ha W3MOM3BaHWUTE CUCTEMM, TexHW4Yeckata Wu
KpunTtorpadcka CUrypHOCT Ha OCbLLECTBABaHMTE 4pe3 Tsx npouecu, EBpOTpbCT mM3BbplwBa peguvua
TEeCTOBE M NPOBEPKM HA TEXHNYECKOTO 060OpyABaHe M N3MON3BaHUTE TEXHOMNOrMK. TecToBe 1 NPOBEPKU Ha
KOMMIOTbPHUTE CUCTEMW Ce NPAaBAT CbINACcHO MeToAMKa 3a OLEHKA Ha CUrypHocTTa (OTHOCHO: CTaTyC Ha
npoLecopuTe - KOHCyMupaHe, HaToBapBaHe, ynotpeba; cTaTtyCc Ha CbXpaHeHWe; CbCTOSHUE Ha NameTTa-
OCHOBHa, padding in-out; cTatyc Ha cbXxpaHeHue; B6pon Ha npoTuyawmTe npouecu; GanaHcupaHe Ha
HaToBapBaHeTo). Te ce M3BbpLIBAT KAaKTO MEpPUMOOMYHO, Taka M NpWU BCAKa NPOMSHA, KOATO 3acsra
CUIypHOCTTA Ha WHpacTpykTypata. TecTtoBeTe Bko4vBaT Vvulnerability n penetration TecToBe.
Vulnerability TectoBeTe ce nspbpLiBaT Npes3 Nepmo He no-ronsam ot 3 meceua.

3a ynpaBneHne Ha CUrypHOCTTa Ha KOMMIOTbPHUTE cucTemMn B EBPOTPLCT ce B3MMaT B Npeasug,
nauncksaHudata Ha ISO/IEC 27001.

B EBpoTpbCT Mma CbBeT 3a MHPOPMaLMOHHA CUIYPHOCT, KOWTO € KOHTPOSIEH OpraH No OTHOLLEHWEe
Ha MHgopMauMoHHaTa curypHocT. CbBETBLT yvyacTBa B aHanu3a Ha MHOPMAaLMOHHUTE PUCKOBE U ce
CBMKBa 3a 0OCbXOaHe Ha Bb3HWKHANM BbLMPOCU UMM WHUMAEHTW, CBbP3aHW C MH(OpMauMOHHaTa

CUIYpPHOCT.

6.5.1 CTENEH HA KOMNIOTBLPHA CUT'YPHOCT

CTeneHTa Ha CUrypHOCT Ha M3MoN3BaHUTe CUCTEMU B MH(PACTPYKTypaTa Ha EBpOTpbCT oTroBaps

Ha HOPMaTUBHWUTE M3NCKBAHMSA 3a M3MbIHEHME Ha OeHOCTTa Ha EBpOTpPbLCT M ce onpenens, 4ypes
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JokymeHTa [MonuTtuka 3a curypHocT Ha EBpoTpbCT.

6.6 CUIYPHOCT HA XU3HEHUA LUNKDBJ1 HA TEXHOJNNOMMYHATA CUCTEMA
6.6.1 KOHTPOJIN 3A PA3SBUTUE HA TEXHOJIOTMYHATA CUCTEMA

CobTyepHUTe NPUNOXEHUS, W3MNOM3BaHM B TexXHonorMyHata cuctema Ha EBpoTpbcT ca
pa3paboTeHn M BHEAPEHM OT BUCOKO KBanudwuumpaHu cneuvanuctu. lMpean BbBexagaHe Ha HOBU
NPUNOXeHUs1 Te NpPeMuHaBaT Mpe3 TecToB nepuod. TecTBaHUsiTa ce MPaBsAT Ha OTAENHU CUCTEMMU,
He3aBUCKMMM OT TE3U B pefoBHATa ekcrnnoaTauus.

Bcuykn xapaoyepHu npomeHu ca HabnwogasaT M peructpupat. [pu 3akynyBaHe Ha HOBO
TexHu4ecko obopyaBaHe, TO ce AoCTaBsi C HeobxoaumnUTe NpoLeaypy 3a ekcnroaTauust U UHCTPYKLMK 3a
nonssaHe.

TexHonormyHaTta curypHoCT Ha cucTemara ce rapaHTupa KakTo crnezea:

> TexHonorn4yHo obopyaBaHe ce [OCTaBsi MO HauyuH, NMO3BOMNSBALL HEroBOTO MpocreasiBaHe.
MpaBu ce oLeHka Ha TpaceTo OT MbpBOHAYanHaTa TouKa 40 MSICTOTO HAa HEFOBOTO MHCTanNupaHe;

» [ocTaBka U NofgMsiHa Ha TEXHONOMMYHO obopyaBaHe ce U3BbLbPLUBA EAMHCTBEHO C OpUrMHaneH

xapayep. CmsaHaTa ce u3BbpLiBa OT AOBEPEH N 00y4eH nepcoHarn.

6.6.2 KOHTPOJIU 3A YMNPABJIEHUE HA CUTYPHOCTTA HA TEXHOJIOTUYHATA CUCTEMA

Llenta Ha koHTpOna 3a YynpaBfieHWE Ha CUIypHOCTTa € [a Ce OCbLIeCTBABa Hags3op Ha
(bYHKLUMOHANHOCTTa Ha TeXHOMOrMYHaTa cucTemMa 1 ia ce rapaHTupa, 4e T8 yHKLMOHMPa NPaBuiiHO 1 B
CbOTBETCTBME C AOCTaBeHaTa Npou3BOACTBEHA KOHUIypaLus.

TekyLiaTa KOHUrypaums Ha TeXHonornyHaTa cuctema Ha EBpoTpbCT, KakTo M BCUYKM U3MEHEHMS
M aKTyanusauumM Ha cuctemara, ce 3anucBaT U M3BbpLUBAT KOHTponupaHo. KoHTponuTe nossonsiBaTt
HenpekbCcHaTa NPOBepKa Ha LIeriocTTa Ha TexHonornyHaTa cucteMa M CBOEBPEMEHHA akTyanusauusi, u

OTCTpaHABaHE Ha HEN3NPaBHOCTMU.

6.6.3 OLEHKA HA XXUSHEHUA LUNKBJ1 HA CUTYPHOCTTA HA TEXHOJIOTMYHATA CUCTEMA

,rIpakTykaTa npu npeaocTaBsiHe Ha kBanudUUMpaHN YAOCTOBEPUTENHM yCcryrn“ He npeanonara

HUKaKBWN U3NCKBaHNA B Ta3n obnacrt.

6.7 MPEXOBA CUT'YPHOCT
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B nHdpacTpykTypaTa Ha EBpOTPBLCT ce M3non3BaT CbBPEMEHHN TEXHUYECKN CpeacTBa 3a OOMeH
N 3awmTa Ha nHdopmMauus, 3a ga ce rapaHTupa mpexoBaTa CUIypHOCT Ha CUCTEMUTE CpeLly BbHLUHU
WHTEPBEHLNN 1 3annaxu.

CobpBbpuTE 1N KPUTUYHATaA TEXHONOIMYHA cuctema Ha EBpoTpbCT ca cBbp3aHu ¢ BbTpelwHa LAN
Mpexa.

Otganedenns gocTbn 4O MpexaTta Ha nHdppacTpyktypata (PKI) Ha EBpoTpbCT ce n3BbpLUBa Ype3
cneumanHo wWHcTanupaH W kKoHdurypmpad VPN cbpBbp, KOUTO npuvema aBTeHTUdUKauus, 4pes
crneumanHo nve 1 napona, u3gageHn camo 3a Tasum Len Ha oTopusnpaHin nuiua, ydacteallm B usgaBaHeTo
Ha enekTpoHeH noAanuc/nevat U agMUHUCTPUPAHETO Ha MHdpacTpykTypata (Public Key Infrastructure/
PKI).

KomntoTbpHaTa cuctema Ha EBpOTPBLCT € 3alumMTeHa cpeLly OTKa3 Ha ycrnyrute npu Hanvyue Ha
aTaku. KOHTponbT 3a curypHocT e pa3paboTeH Ha 6a3aTa Ha 3awuTHa cteHa (firewall) n dountpupaxe Ha
Tpadmka Ha pyTtepuTe M npokcu ycnyrute. OnNuTM 3a MPOHWKBaAHE B cucTtemaTta ce HabnwogaeaT
nocpeactsom wmsrpageHata IDS/IPS cuctema. Bcuukv anapmu BKIOYMUNM Ce NPU MPOHWKBaAHE UMK
noTeHunanHo NpoHuKBaHe, KakTo M ataku oT Tun ,OTKas oT JOCTbN® ce uanpawaT KbM CUCTEMHUTE
agMVHUCTpaTOpPW 3a aHanus.

OnntnTe 3a HenNpaBOMEPEH OOCTbHIM A0 CUCTeMaTa ce AOKYMeHTupaT 4ypes Intrusion Prevention
System (IPS).

Mogpo6HO onucaHme Ha MpexoBaTa KoHdurypaumsa Ha EBpoTpbCT M cpeacTBaTta 3a 3awmta Ha
EBpOTPBCT ca npeacTaBeHn B TEXHUYECKA OOKYMEHTaUMs Ha UHpacTpykTypaTa. Tasm gOKyMeHTauns

“Ma ,BbTpeLleH” CTaTyT U € A0CTbIMHa camo 3a OTOPU3MpaHn nuua.

7 MNPO®UNUN HA KBAITUOULIMPAHU YOLOCTOBEPEHUA, CRL U HA OCSP
7.1 NPO®UIN HA BA30B YOOCTOBEPABALL OPIAH ,,EVROTRUST RSA ROOT*“

Version V3
Serial number 6C 6E C9 BF 48 51 72 A5 4B D4 OF 27 78 62 52 45

Signature Algorithm SHA384RSA

CN= | Evrotrust RSA Root CA
OU= | Evrotrust Qualified Root Authority
Issuer
O= Evrotrust Technologies JSC
organizationldentifier (2.5.4.97)= | NTRBG-203397356
C= | BG
Valid from 20 man 2016 r. 15:39:19 UTC
Validit to 20 man 2036 r. 15:49:19 UTC
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CN= | Evrotrust RSA Root CA

OU= | Evrotrust Qualified Root Authority

Subject O= | Evrotrust Technologies JSC

organizationldentifier (2.5.4.97)= | NTRBG-203397356

C=| BG

Public Key

RSA (4096 Bits)
Type/Length

Subject Key Identifier | 74 5¢c al 40 73 2e 1f e6 f9 3b bc ab a0 a4 a7 54 44 74 4f 70

Key Usage (critical) Certificate Signing, Off-line CRL Signing, CRL Signing (06)

Basic Constrains Subject Type=CA
(critical) Path Length Constraint=None

7.2 NPO®UN HA YOOCTOBEPABALLN OPIrAHU 3A NMPOBEPKA HA CTATYC

a) Mpodmn Ha oTroBOp 3a OHMavH NpoBepka Ha cTaTyca Ha ygoctoBepeHne (OCSP/Online
certificate status protocol)

YaocTtoBepsBawuTe opraHum 3a Banvagaumsa ,Evrotrust RSA Validation* Ha 6a3oBusi ynoctoBepsiBaly,
opraH ,Evrotrust RSA Root CA* n ,Evrotrust RSA QS Validation“ Ha onepaTMBHUSA yooOCTOBEpPSsIBaLL, OpraH
.Evrotrust RSA Operational CA“ Ha EBpoTpbCT paboTaT M npemocTaBAaAT kBanuduumpaHaTta ycrnyra
,OHIMaVH NpoBepKa Ha CTaTyC Ha y4OCTOBEPEHME B peariHo Bpeme® B CbOTBETCTBME C MeXOYHapOaHO
yTBbpaeHaTta npenopbka IETF RFC 6960.

OCSP-noTpebutenart mnsnpawia uckaHe 3a nposepka Ha ctaTyc Ha nognuc/nevat go OCSP-cbpBbpa U
nony4aea OTroBOP — y4OCTOBEPEHUNE 3a cTaTyc, nognucaH ot OpraHa 3a Banuaaumsi. OTroBopbT ChabpXka
NMHopMaLmsa 3a cTaTyca Ha NPOBEPSIBAHOTO YAOCTOBEPEHMNE 3a eNEKTPOHEH noanuc/neyar, nepuoaa Ha
BanMAHOCT Ha MOny4YeHus OTroBOp M Uma fokasaTtenctBeH xapaktep. OCSP cbpBbpbT, KOWTO MU3gaBa
NOTBbPXKAEHMUS 3@ CbCTOSHMETO Ha KBanuuuMpaHuTe YyOOCTOBEPEHUS MpuTexaBa crneunanHo

reHepupaHa OBOWKa KIT04OBE, N30aAeHn eANHCTBEHO 3a Tasu Len.

0) BEpCUS
EBpoTpbCT, Ypes cBomTe YOOCTOBEPSBALUM OpraHu 3a Banupauus, usgaBa yooCTOBEepeHus 3a
cTaTyC Ha u3gageHuTe KBanuduumpaHu yooCcToBepeHus BbB opMaT, onpedeneH B MexayHapogHaTa

npenopbka RFC 6960. Bepcusata ce Bnucea B n3gageHuTe yaocToBepeHus 3a ctaTyc.

B) dopmat
EBpoTpbCT M3aaBa yaoCTOBEPEHUS 3a CTATyC, YMATO hopmaT € B CbOTBETCTBME C M3UCKBAHMATA B

mexayHapogHaTta npenopbka RFC 6960.
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r) OcCHOBHM aTpnbyTN Ha yOOCTOBEPEHMATA 3a CTaTyC
Version - Bepcusi Ha y4OCTOBEPEHMETO 3a CTaTyC;
Response Type — TMn Ha OTroBopa 3a CTaTyc;
OCSP Response Status — cTaTyc Ha OTroBOpa;

Responder Id - NgeHTudukaTop Ha ycnyraTta no Banngaums

Y V. V VYV VY

Produced At - gpaTta u Yac Ha usgaBaHe Ha yOOCTOBEPEHMETO 3a CTaTyc;

» Responses — uWH(opMauus, YyHUKanNHO wmaeHTUUuMpalla KeanuuumpaHoTo
yOOCTOBEpPEHNE, 3a KOETO € OTNPaBEHO 3anMTBaHe M 3a KOETO OpraHa 3a Banugaums n3gasa HacTosLWLOTO
yOOCTOBEpPEHNE 3a CTaTyc;

» Cert Status — crtaTyc Ha kBanuMUMpPaHOTO yO4OCTOBEPEHME, 3a KOETO € OTNpaBeHO
3annTBaHe;

» This Update - Bpemeto Ha wu3gageH CRL, Ha ©6asata Ha KOWTO € uM3gafeHo
yOOCTOBEPEHNETO 3a CTaTyC;

» Next Update - Bpemeto Ha BanmgHocT Ha CRL, Ha 6asata Ha KOWTO € u3gageHo
yOOCTOBEPEHNETO 3a CTaTyC;

» Response Extensions — gOMbHUTENHW Pa3LWNPEHNS, BKITIOYEHN B OTFOBOPA;

» OCSP Nonce - cbabpxa cbluaTa MHopMaLms, KOATO e NnogadeHa Npu 3asiBkaTta B NONETO
3a Nonce;

» Signature Algorithm - W3MNon3BaH anropuTbM 3a EJIeKTPOHHO NOAMUCBaHE Ha
yOOCTOBEPEHNETO 3a CTaTyC;

» Certificate — Cbabpxa kBanMpuUMpaHOTO yOOCTOBEPEHME HA OpraHa 3a Banugauus Ha
EBpoTpbCT.

CbAabpKaHMeTo Ha YAOCTOBEPEeHMETO 3a cTaTyc Ha EBpOTpbCT e:

e successful (0) - BanugeH oTroBop Ha 3anuTBaHETo;

malformedRequest (1) - 3anuTBaHeTO He OTroBaps Ha uanckeaHusTa 3a OCSP
CUHTAKC;

OCSP Response Status | e internalError (2) - BbTpeluHa rpetuka. Mons onutante no-KbCHO;

tryLater (3) - Ycnyrata BpemMeHHO e HegocTbnHa. Mons onntante No-KbCHO;

sigRequired (5) - 3anutBaHeTo TpsibBa Aa e NoANUCcaHo;

unauthorized (6) - KnmeHTa He e 0TOpM3upaH Aa n3BbpLUM 3anMTBaHETO.

Response Type Basic OCSP Response

Version 1 (0x0)

Responder Id [YHukaneHn ngeHtndmkaTop Ha OTroBopa Ha ycnyraTtal
Produced At [paTa n yac no UTC Ha reHepupaHe Ha 0TroBopa]
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Responses:

Cert Status

This Update

Next Update
OCSP Nonce:
Signature Algorithm:

Certificate ID:
Hash Algorithm — N3non3BaH xeLw anropuTbm
Issuer Name Hash— Xew cyma Ha MMeTO Ha usgartens Ha yAOCTOBEPEHNETO
Issuer Key Hash — Xeww cyma Ha ny6nnyHus Koy Ha nsgatensi Ha yaoCTOBEPEHNETO

Serial Number — CepueH Homep Ha yooCTOBEPEHUETO

e good - ygocTtoBepeHMeTo He npucbeTBa B CRL
e unknown — He MoOxe Aa 6bJe OTKPUTO TakoBa yAOCTOBEPEHUNE

e revoked - yqocTOBEPEHUETO € CMPSIHO UK NPEKPaTEHo;

[HavanHa gaTta u vyac no UTC Ha BannaHocT Ha n3gageHms CRL, Bb3 OCHOBa Ha

KOWTO € reHepmpaH OTroBopa]

[pata n yac no UTC Ha nnaHupaHa aktyanusaumus Ha CRL]

[MHdbopmaums, kKoATO e nogageHa npu 3asBkaTta B noneto 3a Nonce]

sha256WithRSAEnNcryption

Certificate: [KBanudmumpaHoTo yaoCToOBEPEHNE HA OpraHa 3a Banugaums]
7.21 NMPO®UN HA YOOCTOBEPABALL OPIAH ,,EVROTRUST RSA VALIDATION*“
Version V3
Serial number 38:00:00:00:02:46:4e:fc:a4:9d:94:68:€3:00:00:00:00:00:02
Signature Algorithm SHA256RSA
Valid from 201605201544597
Validit to 202105211554597
CN= | Evrotrust RSA Root CA
OU= | Evrotrust Qualified Root Authority
Issuer O= | Evrotrust Technologies JSC
Organizationldentifier(2.5.4.97)= | NTRBG-203397356
C=| BG
CN= | Evrotrust RSA Validation
OU= | OCSP Signing
Subject O= | Evrotrust Technologies JSC
Organizationldentifier(2.5.4.97)= | NTRBG-203397356
C=| BG
Public Key RSA(2048 Bits)

Subject Key Identifier

DA:40:9F:0A:F0:65:11:77:52:14:65:5F:AF:00:CA:D5:6E:D9:DC:2C

Key Usage (critical)

OCSP Signing

Extended Key Usage

OCSP Signing (1.3.6.1.5.5.7.3.9)

Authority Key Identifier

74:5C:A1:40:73:2E:1F:E6:F9:3B:BC:AB:A0:A4:A7:54:44:74:.4F:70

OCSP No Revocation

NULL
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Checking

[1]Application Certificate Policy:

Application policies i = T
Policy Identifier=OCSP Signing

7.2.2 TMNMPO®UI HA YOOCTOBEPABALL OPI'AH ,,EVROTRUST RSA QS VALIDATION*

Version V3
Serial number 2b:00:00:00:03:¢3:3h:19:4h:08:91:37:24:00:00:00:00:00:03
Signature Algorithm SHA256RSA
Valid from 201605210146147
Validit to 202105200146147

CN= | Evrotrust RSA Operational CA

OU= | Qualified Operational CA
Issuer O= | Evrotrust Technologies JSC

organizationldentifier (2.5.4.97) | NTRBG-203397356
C=| BG

CN= | Evrotrust RSA QS Validation

OU= | OCSP QS Signer
Subject O= | Evrotrust Technologies JSC

Organizationldentifier(2.5.4.97)= | NTRBG-203397356
C=| BG
Public Key RSA(2048 Bits)
Subject Key Identifier 17:A2:1D:16:B0:BF:89:1F:A2:C5:86:BF:CB:DF:77:9F:35:76:7B:66
Key Usage (critical) OCSP Signing
Extended Key Usage OCSP Signing (1.3.6.1.5.5.7.3.9)
Authority Key Identifier 7F:3E:64:59:85:2B:DD:23:29:C2:01:E7:CB:C3:69:C0:87:93:2B:08
OCSP No Revocation
Checking NULL
o o [1]Application Certificate Policy:
Application policies ) n O
Policy Identifier=OCSP Signing

7.3 MNMPO®UIN HA KBAITMOULIMPAH OPI'AH 3A YOOCTOBEPABAHE HA BPEME

Version V3

Serial number 38:00:00:00:03:4¢e:8e:cb:48:09:25:01:bc:00:00:00:00:00:03
Signature Algorithm SHA256RSA

Valid from 1605210040137

Valid to 2105210050132
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CN= | Evrotrust RSA Root CA
OU= | Evrotrust Qualified Root Authority
Issuer O= | Evrotrust Technologies JSC
Organizationldentifier(2.5.4.97)= | NTRBG-203397356
C=| BG
CN= | Evrotrust TSA
OU= | Time Stamping Authority TSS/TSU
Subject O= | Evrotrust Technologies JSC
Organizationldentifier(2.5.4.97)= | NTRBG-203397356
C=| BG
Public Key RSA(2048 Bits)
Subject Key Identifier 03:BB:3B:42:27:8E:B8:80:90:1B:51:05:DF:52:C4:4B:0F:34:85:B9
Key Usage (critical) Digital Signature, Non Repudiation

Extended keyUsage . i
. Time Stamping (1.3.6.1.5.5.7.3.8)
(critical)

[1]Certificate Policy:

[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS

Certificate Policies

Quialifier:

Policy Identifier=1.3.6.1.4.1.47272.1.2

http://www.evrotrust.com/cps

Authority Key Identifier 74:5C:A1:40:73:2E:1F:E6:F9:3B:BC:AB:A0:A4:A7:54:44:74:4F:70

Subject alternative name

(not critical)

URL=http://www.evrotrust.com RFC822 Name=ca@Evrotrust.com

[1]CRL Distribution Point

Distribution Point Name:
CRL Distribution Points
Full Name:

URL=http://ca.Evrotrust.com/crl/EvrotrustRSARootCA.crl

[[1]Authority Info Access

Authority Information .
Alternative Name:
Access

[2]Authority Info Access

Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)

URL=http://ca.Evrotrust.com/aia/EvrotrustRSARootCA.crt
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Alternative Name:

URL=http://ca.Evrotrust.com/ocsp

Access Method=0On-line Certificate Status Protocol (1.3.6.1.5.5.7.48.1)

Basic Constraints (critical)

Subject Type=End Entity
Path Length Constraint=None

7.4 TPO®UI HA ONMEPATUBEH YOOCTOBEPABALL OPIAH ,,EVROTRUST RSA
OPERATIONAL CA*“

Version

V3

Serial number

38 00 00 00 03 4e 8e cb 48 09 25 01 bc 00 00 00 00 00 03

Signature Algorithm SHA256RSA
CN= | Evrotrust RSA Root CA
OU= | Evrotrust Qualified Root Authority
Issuer .
O= | Evrotrust Technologies JSC
organizationldentifier (2.5.4.97)= | NTRBG-203397356
C= | BG
Valid from 21 man 2016 r. 00:34:35 UTC
Validit to 21 man 2026 r. 03:44:35 UTC
CN= | Evrotrust RSA Operational CA
OU= | Qualified Operational CA
) O= | Evrotrust Technologies JSC
Subject
organizationldentifier
NTRBG-203397356
(2.5.4.97)= (2.5.4.97)
C=| BG
Public Key )
RSA (2048 Bits)

Type/Length

Subject Key Identifier

Certificate Policies

Enhanced Key
Usage

7f 3e 64 59 85 2b dd 23 29 c2 01 e7 cb c3 69 c0 87 93 2b 08

[1]Certificate Policy:
Policy Identifier=All issuance policies
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:

http://www.evrotrust.com/cps

Server Authentication (1.3.6.1.5.5.7.3.1)
Client Authentication (1.3.6.1.5.5.7.3.2)
Code Signing (1.3.6.1.5.5.7.3.3)
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Secure Email (1.3.6.1.5.5.7.3.4)
Time Stamping (1.3.6.1.5.5.7.3.8)
OCSP Signing (1.3.6.1.5.5.7.3.9)

Subject Alternative URL=http://www.evrotrust.com

Name RFC822 Name=ca@evrotrust.com

Authority Key
Identifier
[1]CRL Distribution Point

CRL Distribution
Distribution Point Name:

[2]Authority Info Access

Alternative Name:

URL=http://ca.evrotrust.com/ocsp

KeylD=74 5c al 40 73 2e 1f e6 f9 3b bc ab a0 a4 a7 54 44 74 4f 70

Points
Full Name:
URL=http://ca.evrotrust.com/crl/EvrotrustRSARoOtCA.crl
[1]Authority Info Access
Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Authority Information Alternative Name:
Access URL=http://ca.evrotrust.com/aia/EvrotrustRSAR00tCA.crt

Access Method=0On-line Certificate Status Protocol (1.3.6.1.5.5.7.48.1)

Key Usage (critical) Digital Signature, Certificate Signing, Off-line CRL Signing, CRL Signing (86)

Basic Constrains Subject Type=CA
(critical) Path Length Constraint=0

7.5 TPO®UIIN HA CRL-U

a) OcHoBHY aTpubyTn Ha CNnchbka CbC CNpeHn 1 NpekpaTeHn yaoctoeepeHus (CRL)

» Version - Bepcusa Ha CnNnCbKa;

» Issuer Name — HanmeHoBaHMe Ha nsgatensa Ha Cnucbka (YOocToBepsiBall, opraH);

» Effective Date/This update — nata 1 yac Ha nsgasaHe Ha Cnucbka (CRL);

» Next Update - BpemeTo Ha BanugHocT Ha CRL. Cnep noco4yeHoTOo Bpeme, Y40CTOBEpsiBaLLUA

opraH ns3gasa He3abaBHO HOB CnMCHK. I'Ipes nepumnoaa Ha BanmgHocCT, B cny'-la|7| Ha nperaTﬂBaHe/chpaHe

Ha yaocToBepeHue, Y40oCcToBepsBaLlMs OpraH usgaesa asTomatuyHo HoB CRL;

» Signature algorithm — ngeHTuduKaTop Ha anropMTbMa 3a Cb3gaBaHe Ha eneKTPOHEH Noanuc

Ha CRL;

» Signature hash algorithm — anroputsbm 3a cb3gasaHe Ha eneKTPoHEH NoAnuc;,

» ExpiredCertsOnCRL — ngeHTncumkaTop, yKkaspall, Ye BCUYKN YOAOCTOBEPEHWUS, BKMIOYUTENHO U

Te3M C N3TEKbI CPOK Ha AencTBue, ca BkNoyYeHn B To3mn CRL.
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6) JonbnHuTenHn aTpuByTh B CNUCHKa CbC CNPEHN 1 NpekpaTeHn yaoctosepenus (CRL)
JAuthority Key Identifier"- ngeHtndpumkatopa Ha YgocTtoBepsiBawmsi opraH, KOWTO M3gaBa MU
nognucea Cnucbka CbC cCnpeHuM un npekpateHn yapoctoBepeHnsa (CRL), cbaobpxa 3HA4YeHMeTo Ha

»SubjectKeyldentifier" ot ygoctoBepeHmeTo Ha YOocToBepsiBaLINS OpraH.

B) ®opmart Ha eNleMeHT B CMCbKa CbC CNPEHN 1 NpekpaTeHn yaoctosepeHus (CRL)

CnucbkbT cbC cnpeHn m npekpateHn ypoctoBepeHust (CRL) Ha YagocTtoBepsiBawmsi opraH
CbAbpXa enemMeHTU 3a BCUYKN CNPEHU YOOCTOBEPEHUS. Te3n erneMeHTn ca nocTosiHHu B Cnncbka.

CnnucbkbT CbC cnpeHu u npekpaTeHn ypoctoBepeHus (CRL) Ha YpocTtoBepsiBawmsa opraH
CbAbpXa erleMeHT 3a BCAKO CNpsHO Y4OCTOBEpeHMe OT YOOoCToBepsBalMsA opraH. TakbB eneMeHT e

BpeMeHeH B CrnCbKa 4O MOMEHTa Ha Bb300OHOBsIBAHE Ha yOoocTtoBepeHneTo.

r) ATpubyTn Ha enemeHT B CNMCHKBT CbC CNPEHW 1 nNpekpaTeHn yaoctosepeHus (CRL)
» Serial number - cepneH HoMep Ha CNPSHO YOOCTOBEPEHME;
» Revocation date - BpemMe Ha npekpaTsaBaHe/cnvpaHe Ha yaoCTOBEPEHME;

» CRL Reason Code - kog ngeHtndmumpall npMynHaTa 3a npekpartsiBaHe/cnupaHe.

.D,) O3Ha4YeHua Ha npunyvnHaTa 3a nperaTﬂBaHe/chpaHe Ha yagocTtoBepeHune

» keyCompromise - koMnpomMeTupaH YacTeH kntod Ha Tutynap/Cow3garten;

» ACompromise - KOMNPOMETMPaH YacTeH KoY Ha onepaTtMBeH YOOCTOBepsiBall, OpraH Ha
EBpoTpbCT;

» affiliationChange - npomeHeH cTtaTyT Ha TuTynsp cnpsmMo Apyro nvue - npoMsiHa B
npeacTaBuMTenHaTa BnacT, OTHEMaHe Ha npeacTaBuTenHaTa BRacT, nNpekpaTaBaHe Ha TpyaoBO
NPaBOOTHOLUEHNE U T.H;

» superseded - yoocToBepeHMETO € 3aMeCTeHO C ApYro;

» certificateHold - pencTBneTo Ha y4OCTOBEPEHNETO BPEMEHHO € CMNPSHO.

7.5.1 CRL NMPO®UI1 HA BA30BUA YOOCTOBEPABALL OPIAH ,,EVROTRUST RSA ROOT CA*

Version V2
CN= Evrotrust RSA Root CA

SEUED Ou= Evrotrust Qualified Root Authority
O= Evrotrust Technologies JSC
organizationldentifier (2.5.4.97)= NTRBG-203397356
C= BG
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Effective date

Next update

Signature Algorithm

Signature hash algorithm

Authority Key Identifier
CA Version

CRL Number
ExpiredCertsOnCRL
Next CRL Publish
expiredCertsOnCRL
(OID=2.5.29.60)

[HavanHa gaTta u Yac no UTC Ha BanugHocT Ha nsgagexms CRL]

[nata n yac no UTC Ha nnaHupaHa aktyanusaumna Ha CRL]

SHA256RSA

SHA256

KeylD=74 5c al 40 73 2e 1f €6 f9 3b bc ab a0 a4 a7 54 44 74 4f 70

V0.0

[nopeaeH Homep Ha CRL]

[HauanHa gaTta 3a BKMHOYEHN YOOCTOBEPEHMUSI]

[naTa n yac no UTC Ha nnaHupaHo nybnukyBaHe Ha crnegawy, CRL]

[UTC date on which the CRL starts to keep revocation status information

for expired certificates]

7.5.2 CRL NPO®UI1 HA ONMEPATUBHUA YOOCTOBEPABALY OPrAH ,EVROTRUST RSA

OPERATIONAL CA*“
Version V2
CN= Evrotrust RSA Operational CA
sl Ou= Quialified Operational CA
O= Evrotrust Technologies JSC
organizationldentifier NTRBG-203397356
C= BG

Effective date

[HawanHa gata n vyac no UTC Ha BanuaHocT Ha n3gageHns CRL]

Next update

Signature Algorithm

[pata n yac no UTC Ha nnaHupaHa akTyanmsaums Ha CRL]

SHA256RSA

Signature hash algorithm

Authority Key Identifier
CA Version

CRL Number
ExpiredCertsOnCRL
Next CRL Publish
expiredCertsOnCRL
(O1D=2.5.29.60)

SHA256

KeyID=7f 3e 64 59 85 2b dd 23 29 c2 01 e7 cb c3 69 c0 87 93 2b 08

V0.0

[nopeneH Homep Ha CRL]

[HavanHa gaTa 3a BKIMOYEHN yO0CTOBEPEHUS]

[pata nyac no UTC Ha nnaHmpaHo nybnukyBaHe Ha cnegpaly, CRL]

[UTC pata, Ha koato CRL 3anoyBa fga 3anassa uHopMauusa 3a

npekpaTeHuTe ceptudukaTn]

7.6 NPO®UNIUN HA NOTPEBUTENICKU YOOCTOBEPEHUA
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a) cbAbpXXaHue Ha Npodun Ha KBanuuumpaHn yaocToBepeHmus

B cvoTtBeTCTBME CbC cTaHAapTa X.509 v.3, eNnekTpoHHOTO yOOCTOBEPEHME € NocneqoBaTENHOCT
OT crnegHWTe nonerta:

» Version: Bepcus Ha ygoctoBepeHumeTo (X.509 v.3);

» SerialNumber: yH1kaneH ngeHTndnkaumoHeH Kog Ha yaOCTOBEPEHMETO;

» SignatureAlgorithm: ngeHTndukatop Ha anropnTbM 3a Cb3gaBaHETO Ha eNEKTPOHHUSA NOAMNWC;

» Issuer: HaMmeHoBaHWE Ha nsgaTenaT Ha ygoctoBepeHmeTo (DN);

> Validity: cpok Ha BanmMgHOCT, onMcaH OT daTa M 4Yac Ha M3gaBaHe Ha yOOCTOBEPEHMETO
(notBefore) po pata m yac Ha uaTudaHe Ha cpoka (notBefore) Ha ygocTtoBepeHueTo (yHMBEpCanHo
KOOpOUHUpaHO Bpeme, npeacrtaBeHo BbB opmat Zulu);

» Subject: yHukanHoto ume (DN) Ha Twutynapsa/Cb3gatens, nognexal, Ha BnUCBaHe B
yOOCTOBEPEHUNETO;

» SubjectPublicKeyInfo: ngeHTudukatop Ha knoya;

» Signature: naeHTUUKATOP Ha anropMTbM 3a Cb3daBaHETO Ha eNEKTPOHHMSA nognuc/neyart, B

cboTBeTcTBME ¢ RFC 5280.

0) Bepcust

Bcuukn yaooctoBepeHus, KouTo nagasa EBpoTpbCT, ca B cboTBeTcTBME € Bepens 3 (X.509 v.3).

B) Jonyctumu paswimpeHusa BbB hopmMaTa Ha KBanvpuuupaHo yaoctoBepeHme

CToMHOCTMTE Ha pasWwMpeHnsaTa ca Cb3gadeHn B CbOTBETCTBME C npenopbkata RFC 5280.
®dyHKUMATA Ha BCAKO paswWwuMpeHne ce onpedend oOT CcraHgapTHata CTOMHOCT Ha CbOTBETHMSA
naoeHtndukatop Ha obekT (IDENTIFIER):

» Subject Key Identifier - gpopmupa ce ot nybnmyHMs KoY, yaOCTOBEPEH B YAOCTOBEPEHNETO
KaTo XeL-CTOMHOCT Ha Ny6nu4Hus Kntov;

» Authority Key Identifier - dppopmunpa ce kaTo XeLu-CTOMHOCT Ha Ny6nNYHMSA KoY Ha onepaTUBHUSA
YpaoctoBepsBall opraH Ha EBpoTpbCT;

» Issuer Alternative Name - cbabpxa URL-CTpuHr kaTo anTepHaTUBHO nme Ha EBPOTPLCT;

» Basic Constrains — onumMoHaneH n onpegens Tvna Ha ya40CTOBEPEHMNETO;

» Certificate Policy - onpegena wugeHTudukatopa Ha [lonutukata 3a kBanuduumpaHo
yAOCTOBEpEHMe 3a kBanuduumpaH enekTpoHeH noanuc/neyar;

» Key Usage - atpubyT, KONTO onpegens orpaHndeHnsiTa B ynotpeda Ha yooCTOBEPEHUETO;

» Extended Key Usage - ponbfiBa 3HavyeHneto Ha atpubyt "Key Usage" u ykassa
AOMbITHUTENHUTE U CNeunUYHN NPUNOXEHUA HA YOOCTOBEPEHNETO;

» CRL Distribution Point - cbaobpxa Bpb3ka kbM aktyanHus CRL Ha onepaTtuBHUSA
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YpoctoBepsaBall, opraH Ha EBpoTpbCT;

» Authority Information Access - cbabpxa URL-agpeca Ha OCSP cbpBbpa Ha
yAOCTOBEPEHNETO;
» Qualified Statements - aTpubyTbT cCbAbpXa YkasaHuMe, 4Ye YOOCTOBEPEHMETO €

KBanMuuMpaHo M nokassa danu 4YacTHUS KoY e reHepupaH U ce CbXpaHsiBa BbpXy YCTPOMCTBa 3a

Cb3gaBaHe Ha enekTpoHeH nognuc (QSCD).

r) MaeHTdukaTopu Ha anroputMnTe Ha enekTpoHeH nognuc/nevar

ATpnbyTbT ,Signature algorithm" naeHtndpuumnpa anroputmuTe (KpuntorpadpckMtTe MexaHmamm),
KOWUTO ce u3nonasar.

B EBpOTpBCT Ce nanonsea npunoxmMma KoMouHaums Ha aCUMETPUYHM U XeLl anropuTMu:
sha256-with-RSA 1 sha384-with-RSA.

a) dopmn Ha UMeHyBaHe

(DOpMI/ITe Ha MMeHyBaHe Ca onncaHun B YacTTa ,BnaoBe MMeHa“ Ha To3un OOKYMEHT.

e) OrpaHI/I‘-IeHVIﬂ Ha MMeHaTta

BupooBseTte orpaHuYeHnst Ha UMeHaTa ca onMcaHu B YacTTa ,Buaose nmeHa“ Ha TO3U AOKYMEHT.

X) MoeHTudbukaTop Ha lMNMonutuka
KBanuduumpaHo yaoctoBepeHue ce nsgasat cbrracHo MNonutnka Ha EBpoTpbCT, KOATO ce

BnucBea B atpubyTta ,Certificate Policy” Ha yaocTtoBepeHueTo.

3) MaoeHTudukaTop 3a npogbiikeHune
Tosn ngeHtudumkatop (,Extensions”) nasa cneuundpmyna, cBbp3aHa ¢ ycnyrata uHpopmaums. 3a

yn0Tpe6aTa MYy Ha TO3n eTan npaKTVIKaTa HE NOoCTaBA HNKaKBU OrpaHnN4eHnA.

n) O3Ha4yeHune Ha KBanMdpuunpaHoTo YAOCTOBEPEHNE

EBpoTpbCT mM3nonssa B KeanuduumpaHo yaoctoBepeHue ¢ npodun no craHgapta X.509 v.3
aTpubyTa ,Qualified Statements” ¢ ngeHtndpukatop: ,esi4-gcStatement-1“ (O1D=0.4.0.1862.1.1).

EBpoTpbCT M3non3ea B kBanuduumMpaHo yaOoCTOBEPEHME 3a KBannULMpaH enekTpoHeH Nognuc ¢
npocun no craHgapta X.509 v.3 atpubyta ,Qualified Statements® ¢ wugeHTudumkaTopu: ,esi4-
gcStatement-1“ (OID=0.4.0.1862.1.1) n ,esi4-qcStatement-4“ (OID=0.4.0.1862.1.4).

EBpoTpbCT M3nonssa B KBanuduuupaHo yaocTtoBepeHue ¢ npodun no craHgapta X.509 v.3
atpubyta ,Certificate Policy“, Ha konTo ce npuceosiBa ugeHtudpukatopa (OID) cbC 3HadeHue, KakTo

crefBa:
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KBanudumumpaHo YoocroBepeHue

HanmeHoBaHue

NpeHTndmkarop (OID)
BNMCcaH B aTpubyTta

»Certificate Policy“

KeanuguumpaHo yaoctoBepeHune 3a
KBanuuumnpaH enekTpoHeH noanmc

Ha dom3n4ecko nuue

Evrotrust Qualified Natural

Person Certificate for QES

OID=1.3.6.1.4.1.47272.2.2

KBanuduumpaHo atpubyTMBHO
yOoocToBepeHue 3a ksanupuuupaH
€MneKTPOHEH Noanuc Ha hmsnyecko

niue

Evrotrust Qualified Natural
Person Attribute Certificate

for QES

OID=1.3.6.1.4.1.47272.2.2.1

KsanuguumpaHo yaocToBepeHune 3a
KBanuduumpaH enekTpoHeH neyat

Ha opuanYecko nuue/opraHusaums

Evrotrust  Qualified

Person Certificate for QESeal

Legal

OID=1.3.6.1.4.1.47272.2.3

KsanuguumpaHo yaoctoBepeHune 3a
YCbBbPLUEHCTBAH E€EKTPOHEH

noanuc Ha omMsn4ecko nuue

Evrotrust Qualified Natural
Person Certificate for AES

OID=1.3.6.1.4.1.47272.2.7

KBanuguumpaHo yooctoBepeHue 3a
YCBHbBbPLUEHCTBAH €fIEKTPOHEH
neyar Ha LPUANYECKO

nuue/opraHmsaums

Evrotrust  Qualified

Person Certificate for AESeal

Legal

OID=1.3.6.1.4.1.47272.2.8

KBanuguumpaHo yoocToBepeHue 3a
PSD2 ycbBbpLUEHCTBAH €MEKTPOHEH
nevaTt Ha KpPUaNYecKko

nuue/opraHusaums

Evrotrust Qualified PSD2
Legal Person Certificate for

AESeal

OID=1.3.6.1.4.1.47272.2.8.1

KsanuguumpaHo yaoctoBepeHune 3a
aBTEHTMYHOCT Ha yebcanT 3a

opraHusauus

Evrotrust SSL Organization
Validated Certificate

OID=1.3.6.1.4.1.47272.2.4.2

KsanuguumpaHo yaoctoBepeHune 3a
aBTEHTUYHOCT Ha yebcanT ¢

pasLMpeHo BanuanpaHe

Evrotrust SSL EV Certificate

OID=1.3.6.1.4.1.47272.2.5

KBanuduumpaHo ygoctoBepeHue 3a

aBTEHTMYHOCT Ha PSD2 yebcant

Evrotrust SSL PSD2

Certificate

OID=1.3.6.1.4.1.47272.25.1

yOOCTOBEpPEHUs

Apyrm noeHtudmkatopm (OID), BnucaHm B atpubyta "Certificate Policy B kBanudwuumnpaHute
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Ha EBponewnckus cbto3 (EC) 3a

QCP-n: YgocToBepuTenHa nonmtuka

n3gaBaHu Ha ropngn4eckun

nuua/opraHmsaumnm

gcp-natural 0OID=0.4.0.194112.1.0
KsanuguumpaHn yaoctoBepeHus,
n3gaBaHn Ha PU3NYeCckn nuua
QCP-I: YoocTtoBeputenHa nonuTtuka
Ha EBponenckusa cbio3 (EC) 3a
KeBanuduvumpaHnun ygoctoBepeHus, |gcp-legal OID=0.4.0.194112.1.1

QCP-n-gscd: YoocTtoBeputenHa
nonuTuka Ha EBponenckms cbio3
(EC) 3a Ksanuduumpaxu
yAOCTOBEPEHUS, u3gaBaHu Ha
PU3NYECKN NnLa C YacTeH KITHou,
CBbP3aH C yaOCTOBEPEHNS
nyGnu4eH KnioY, pasnosnoxXeH B
QSCD

gcp-natural-gscd

O1D=0.4.0.194112.1.2

QCP-l-gscd: YooctoBeputernHa
nonuTnka Ha EBponenckus cotos
(EC) 3a Kesanuduumpaxu
YyAOCTOBEPEHWS, U3aaBaHn Ha
topuanM4eckn nuua/opraHnsanmm c
YacCTeH KoY, CBbp3aH C
yAOCTOBEpPEHUs NybnuyeH Kniou,

pasnonoxeH B QSCD

gcp-legal-gscd

OID=0.4.0.194112.1.3

QCP-w: YoocTtoBepuTenHa

nonuTtuka Ha EBponenickms cbio3

qcp-web 0ID=0.4.0.194112.1.4
(EC) 3a yooctoBepeHus 3a
aBTEHTMYHOCT Ha yebcanT
OVCP (Organizational Validation
Certificate Policy) cnopeg ETSI TS |ovcp O1D=0.4.0.2042.1.7
102 042
n) M3non3BaHe Ha naeHTUdUKATOpP 3a pasMpeHne Ha KInK4a ,,KpUTUYHO

B lMNpakTnkaTta HAMa nsmckeaHus 3a nanonasaHe Ha ,CRITICAL CERTIFICATE EXTENSIONS®.
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7.6.1 MPO®UN HA KBAJIMGPULIMPAHO YOOCTOBEPEHUE 3A KBAITUOGULIMPAH ENNIEKTPOHEH
noannmc HA OSUINYECKO JIMLUE
CERTIFICATE FOR QES*

»EVROTRUST QUALIFIED NATURAL PERSON

Version V3
Serial number [cepneH Homep]
Signature
_ SHA256RSA
Algorithm
CN= | Evrotrust RSA Operational CA
Issuer OuU= Qualified Operational CA
O= Evrotrust Technologies JSC
organizationldentifier (2.5.4.97)= NTRBG-203397356
C= BG
Valid from [HavyanHa gaTta n Yac no UTC Ha BanngHOCT Ha yaOCTOBEPEHMETO]
Validit to [KpanHa gaTta n Yac no UTC Ha BanngHOCT Ha yOOCTOBEPEHMETO]
C= | ObpxaBa: [1ByOykBeH kog Ha obpxaBaTa cnopeg ISO
(countryName) | 3166
O6uyainHo nve: N3bpaHo oT hnsn4eckoTo nuLe nve,
CN= | c koeTo TO 0bu4anHo ce npeacraed. Korato He e
(commonName) | nsbpaHo, ce BNUCBa NbSIHOTO UME Ha PU3NYECKOTO
nuue.
G= | CobcTBeHO nme: Mime Ha uanyeckoTo nuue cnopen
Subject (givenName) | AOKyMEHT 3a CamMONNIHOCT
S= | damunHo nme: Pamunnga Ha mMsn4eckoTo nuue cnopen
(surname) [AOKYMEHT 3a CaMOJSIMYHOCT
nnun
2.5.4.65=
McesgoHuMm: NceBaoHNM, n3bpaH OT hU3NYECKOTO NULE
(pseudonym)
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SERIALNUMBER=
(serialNumber)

WaenTtudpukatop Ha dmaundeckoto nuue (ETSI EN 319
412-1 1.5.1.3), Hanpumep:

- PNOBG-8310257645 3a ElH;

- PASSBG-12345678 3a HomMep Ha nacrnoprT;

- IDCBG-195416023 3a HOMEpP Ha NYHa KapTa;

- TINBG-123434341 3a 0OC HoMep.

AKO NnMUETO He Xernae Aa ce BNMCBa HauNOHaMNHUST
My MAEeHTUMKATOP, Ce BNMUCBA KIMEHTCKN HOMED,
reHepupar oT JOCTaBuyyMKa, C Len ngeHtuduumpaHe

Ha pM3NYeckoTOo NuLe nNpn HeobxoanMocT.

O'=

(organizationName)

HanmeHoBaHue Ha OpPUnan4ecko nunue: MbnHo
HanMeHOBaHMETO MO perncTpauuna Uin akt Ha
BNnncBaHe Ha ropngn4eckoTo Jinue, C KOeTo

(p13MYECKOTO NuLIe e acoLumpaHo.

25497 =
(organizationldentifier)

MaenTtudumkartop Ha topmanyecko nuue (ETSI EN 319
412-1 1.5.1.4), Hanpumep:

- VARBG-123456789 — AAC;

- NTRBG-123456789 - EVIK (BYJICTAT).

Bnucea ce HaunoHanHusa naeHTudukaTop cnopes
MECTHOTO 3aKOHOAATENCTBO Ha HOPMANYECKOTO NinLie,

C KOEeTO hM3MYEeCKOTO NULE € acouumnpaHo.

E=
(e-mailAddress)

Wmenn agpec Ha punsn4eckoTo nuue

Authority Key

Identifier

CRL Distribution

Points

[1]CRL Distribution Point

Public Key _
RSA (2048 Bits)
Type/Length
Subject Key .
- [U3uncneHa cToMHOCT 3a U3gageHoTo yAOCTOBEpPEHME]
Identifier

Key ID=7F:3E:64:59:85:2B:DD:23:29:C2:01:E7:CB:C3:69:C0:87:93:2B:08

Distribution Point Name:

Full Name:
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[1]Authority Info Access

Authority Alternative Name:

[2]Authority Info Access

Alternative Name:

Enhanced Key

URL=http://ca.evrotrust.com/crl/EvrotrustRSAOperationalCA.crl

Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)

Information Access URL=http://ca.evrotrust.com/aia/EvrotrustRSAOperational CA.crt

Access Method=0On-line Certificate Status Protocol (1.3.6.1.5.5.7.48.1)

URL=http://ca.evrotrust.com/ocsp

Client Authentication (1.3.6.1.5.5.7.3.2)

Qualifier:

[2]Certificate Policy:

Usage
Secure Email (1.3.6.1.5.5.7.3.4)
[1]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.47272.2.2
[1,1]Policy Qualifier Info:
Certificate Policies Policy Qualifier Id=CPS

http://www.evrotrust.com/cps

Policy Identifier=0.4.0.194112.1.2

Key Usage (critical) Non-repudiation (Bit 1), Digital Signature (Bit 0), Key Encipherment (Bit 2)

id-gcs-pkixQCSyntax-v2'
(0id=1.3.6.1.5.5.7.11.2)

id-etsi-qcs-semanticsld-Natural (0id=0.4.0.194121.1.1)
id-etsi-gcs-Semanticsld-Legal (0id=0.4.0.194121.1.2)

id-etsi-qcs-QcCompliance
(0id=0.4.0.1862.1.1)

id-etsi-qcs-QcLimitValue'
(0.4.0.1862.1.2)

[Cyma B BGN unu EUR]

QCStatements id-etsi-qcs-QcSSCD
(0id=0.4.0.1862.1.4)

id-etsi-qcs-QcType
(0id=0.4.0.1862.1.6)

id-etsi-gct-esign (0id=0.4.0.1862.1.6.1)

id-etsi-qcs-QcPDS
(0id=0.4.0.1862.1.5)

PdsLocations

PdsLocation=https://www.evrotrust.com/pds/pds_en.pdf
language=en

7.6.2 MNMPoonn HA KBAIUNPULUMPAHO YOOCTOBEPEHUE 3A YCBHLBBLPLWEHCTBAH
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MPAKTMUKA MPW NPELOCTABSIHE HA elDAS-CPS
C I‘Otru St KBANU®ULIMPAHN YOOCTOBEPUTENHU YCAYIK For public use
ISO 9001:2015, ISO 27001:2013,
ISO 20000-1:2018, 1SO 22301:2012, CERTIFICATION PRACTICE STATEMENT Version - 3.1
Regulation (EU) 910/2014, FOR QUALIFIED CERTIFICATION SERVICES 24.03.2021
Regulation (EU) 2016/679

ENEKTPOHEH noAarnuc HA ®U3UYECKO JIULE ,,EVROTRUST QUALIFIED NATURAL

PERSON CERTIFICATE FOR AES*

Version V3
Serial number [cepueH Homep]
Signature
_ SHA256RSA
Algorithm
CN= | Evrotrust RSA Operational CA
Issuer OuU= | Qualified Operational CA
O= Evrotrust Technologies JSC
organizationldentifier (2.5.4.97)= NTRBG-203397356
C= BG
Valid from [HavyanHa gaTta 1 Yac no UTC Ha BanugHOCT Ha yOoCTOBEPEHMETO]
Validit to [KpanHa gaTa n yac no UTC Ha BanngHOCT Ha yOOCTOBEPEHMETO]
C= | ObpxaBa: [1ByOykBeH kog Ha obpxaBaTa cnopeg ISO
(countryName) | 3166
O6uyanHo nve: N13bpaHo oT hrsn4eckoTo nuLe nve,
CN= | c koeTo TO obmyanHo ce npeacraeda. KoraTto He e
(commonName) | nsbpaHo, ce BN1cea NbAIHOTO MME Ha PU3NYECKOTO
nuue.
G= | CobcTBeHO nme: Mime Ha cuanyeckoTo nuue cropen
Subject (givenName) | AOKyMEHT 3a CamMONNIHOCT
S= | damunHo nme: Pamunnga Ha prUsn4eckoTo nuue cnopen
(surname) | OKYMEHT 3@ CaMOJSIUYHOCT
nnun
2.5.4.65=
lNcespoHuMm: NceBaoHUM, n3bpaH OT prU3n4eckoTo nuue
(pseudonym)
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e\ﬁ*otrust

NPAKTUKA NPU NPEAOCTABAHE HA
KBANTUOULIUPAHU YOOCTOBEPUTENTHN YCINYTU

elDAS-CPS
For public use

I1ISO 9001:2015, ISO 27001:2013,

ISO 20000-1:2018, ISO 22301:2012,

Regulation (EU) 910/2014,
Regulation (EU) 2016/679

CERTIFICATION PRACTICE STATEMENT
FOR QUALIFIED CERTIFICATION SERVICES

Version — 3.1
24.03.2021

SERIALNUMBER=
(serialNumber)

WaenTtudpukatop Ha dmaundeckoto nuue (ETSI EN 319
412-1 1.5.1.3), Hanpumep:

- PNOBG-8310257645 3a ElH;

- PASSBG-12345678 3a HomMep Ha nacrnoprT;

- IDCBG-195416023 3a HOMEpP Ha NYHa KapTa;

- TINBG-123434341 3a 0OC HoMep.

AKO NnMUETO He Xernae Aa ce BNMCBa HauNOHaMNHUST
My MAEeHTUMKATOP, Ce BNMUCBA KIMEHTCKN HOMED,
reHepupar oT JOCTaBuyyMKa, C Len ngeHtuduumpaHe

Ha pM3NYeckoTOo NuLe nNpn HeobxoanMocT.

O'=

(organizationName)

HanmeHoBaHue Ha OpPUnan4ecko nunue: MbnHo
HanMeHOBaHMETO MO perncTpauuna Uin akt Ha
BNnncBaHe Ha ropngn4eckoTo Jinue, C KOeTo

(p13MYECKOTO NuLIe e acoLumpaHo.

2.5.4.97=
(organizationldentifier)

MaenTtudumkartop Ha topmanyecko nuue (ETSI EN 319
412-1 1.5.1.4), Hanpumep:

- VARBG-123456789 — AAC;

- NTRBG-123456789 - EVIK (BYJICTAT).

Bnucea ce HaunoHanHusa naeHTudukaTop cnopes
MECTHOTO 3aKOHOAATENCTBO Ha HOPMANYECKOTO NinLie,

C KOEeTO hM3MYEeCKOTO NULE € acouumnpaHo.

E=
(e-mailAddress)

Wmenn agpec Ha punsn4eckoTo nuue

Authority Key

Identifier

CRL Distribution

Points

1]CRL Distribution Point

Public Key _
RSA (2048 Bits)
Type/Length
Subject Key .
- [U3uncneHa cToMHOCT 3a U3gageHoTo yAOCTOBEpPEHME]
Identifier

Key ID=7F:3E:64:59:85:2B:DD:23:29:C2:01:E7:CB:C3:69:C0:87:93:2B:08

Distribution Point Name:

Full Name:
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MPAKTWKA NPU NPENOCTABSIHE HA elDAS-CPS
c I‘Otru St KBANMOULIMPAHWU YIOCTOBEPUTENHU YCAYI M For public use

I1ISO 9001:2015, ISO 27001:2013,

ISO 20000-1:2018, ISO 22301:2012, CERTIFICATION PRACTICE STATEMENT Version —3.1
Regulation (EU) 910/2014, FOR QUALIFIED CERTIFICATION SERVICES 24.03.2021

Regulation (EU) 2016/679

[1]Authority Info Access

Authority Alternative Name:

[2]Authority Info Access

Alternative Name:

Enhanced Key

URL=http://ca.evrotrust.com/crl/EvrotrustRSAOperationalCA.crl

Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)

Information Access URL=http://ca.evrotrust.com/aia/EvrotrustRSAOperational CA.crt

Access Method=0On-line Certificate Status Protocol (1.3.6.1.5.5.7.48.1)

URL=http://ca.evrotrust.com/ocsp

Client Authentication (1.3.6.1.5.5.7.3.2)

Qualifier:

[2,1]Policy Qualifier Info:
Policy Qualifier Id=CPS

Usage
Secure Email (1.3.6.1.5.5.7.3.4)
[1]Certificate Policy:
Policy Identifier=0.4.0.194112.1.0
[2]Certificate Policy:
Certificate Policies Policy Identifier=1.3.6.1.4.1.47272.2.7

http://www.evrotrust.com/cps

Key Usage (critical) Non-repudiation (Bit 1), Digital Signature (Bit 0), Key Encipherment (Bit 2)

id-gcs-pkixQCSyntax-v2i
(0id=1.3.6.1.5.5.7.11.2)

id-etsi-qcs-semanticsld-Natural (0id=0.4.0.194121.1.1)
id-etsi-gcs-Semanticsld-Legal (0id=0.4.0.194121.1.2)

id-etsi-qcs-QcCompliance
(0id=0.4.0.1862.1.1)

id-etsi-qcs-QcLimitValue'
QCStatements (0.4.0.1862.1.2)

[Cyma B BGN unu EUR]

id-etsi-qcs-QcType
(0id=0.4.0.1862.1.6)

id-etsi-gct-esign (0id=0.4.0.1862.1.6.1)

id-etsi-qcs-QcPDS
(0id=0.4.0.1862.1.5)

PdsLocations

PdsLocation=https://www.evrotrust.com/pds/pds_en.pdf
language=en
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MPAKTWKA NPU NPENOCTABSIHE HA elDAS-CPS
c I‘Otru St KBANMOULIMPAHWU YIOCTOBEPUTENHU YCAYI M For public use

1ISO 9001:2015, ISO 27001:2013,

ISO 20000-1:2018, ISO 22301:2012, CERTIFICATION PRACTICE STATEMENT Version — 3.1
Regulation (EU) 910/2014, FOR QUALIFIED CERTIFICATION SERVICES 24.03.2021

Regulation (EU) 2016/679

7.6.3 MPO®UN HA KBAIIUPULIMPAHO YOOCTOBEPEHUE 3A KBAITMOULIMPAH ENNEKTPOHEH
NEYAT HA IOPUANYECKO JIULE ,,EVROTRUST QUALIFIED LEGAL PERSON CERTIFICATE

FOR QESEAL*“
Version V3
Serial number [cepueH Homep]
Signature
_ SHA256RSA
Algorithm
CN= | Evrotrust RSA Operational CA
Issuer OuU= | Qualified Operational CA
O= Evrotrust Technologies JSC
organizationldentifier (2.5.4.97)= NTRBG-203397356
C= BG
Valid from [HavyanHa gaTa u Yac no UTC Ha BanngHOCT Ha yOOCTOBEPEHMETO]
Validit to [KpanHa gaTta n 4ac no UTC Ha BanngHOCT Ha yOOCTOBEPEHMETO]
C= | ObpxaBa: [1ByOykBeH kog Ha obpxaBaTa cnopeg ISO
(countryName) | 3166
CN= | HaumeHoBaHuMe Ha PMANYECKOTO
(commonName) | nuue/opraHmsaumsTta
HanmeHoBaHWe Ha 1opnaNYeckoTo
O= | nnue/opranunzauusaTta: NbAHO HaMMEHOBAHNETO MO
Subject (organizationName) | perncTpaums U akT Ha BMcBaHe Ha HopUANYECKOTO
nuue.
NaoeHtudpmkaTtop Ha topugudecko nuue (ETSIEN 319
412-1 1.5.1.4), Hanpumep:
- VARBG-123456789 — [1[1C;
2.5.4.97=
. . - NTRBG-123456789 - EVIK (BYJICTAT).
(organizationldentifier)
Bnucea ce HaumoHanHna naeHTudgukaTop cnopes
MECTHOTO 3aKOHOAATEsICTBO Ha IOPUANYECKOTO N1LE,
C KOEeTO hM3MYECKOTO NULE € acoLumnpaHo.
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eﬁotrust

elDAS-CPS
For public use

NPAKTUKA NPU NPEAOCTABAHE HA
KBANTUOULIUPAHU YOOCTOBEPUTENTHN YCINYTU

ISO 9001:2015, ISO 27001:2013,
ISO 20000-1:2018, ISO 22301:2012,
Regulation (EU) 910/2014,
Regulation (EU) 2016/679

Version — 3.1
24.03.2021

CERTIFICATION PRACTICE STATEMENT
FOR QUALIFIED CERTIFICATION SERVICES

E=
_ Mmenn agpec Ha lopuanveckoTo nuue
(e-mailAddress)

Public Key _
RSA (2048 Bits)
Type/Length
Subject Key .
N [M3uncnena cTonHoCT 3a n3gageHoTo yaoCToBeEpeHne]
Identifier

Authority Key

Identifier

Key ID=7F:3E:64:59:85:2B:DD:23:29:C2:01:E7:CB:C3:69:C0:87:93:2B:08

CRL Distribution

Points

Authority

Information Access

Enhanced Key

Usage

Certificate Policies

[1]CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://ca.evrotrust.com/crl/EvrotrustRSAOperationalCA.crl
[1]Authority Info Access
Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.evrotrust.com/aia/EvrotrustRSAOperational CA.crt
[2]Authority Info Access
Access Method=0On-line Certificate Status Protocol (1.3.6.1.5.5.7.48.1)
Alternative Name:

URL=http://ca.evrotrust.com/ocsp

Client Authentication (1.3.6.1.5.5.7.3.2)
Secure Email (1.3.6.1.5.5.7.3.4)

[1]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.47272.2.3
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://www.evrotrust.com/cps
[2]Certificate Policy:
Policy Identifier=0.4.0.194112.1.3
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eﬁotrust

NPAKTUKA NPU NPEAOCTABAHE HA
KBANTUOULIUPAHU YOOCTOBEPUTENTHN YCINYTU

elDAS-CPS
For public use

I1ISO 9001:2015, ISO 27001:2013,
ISO 20000-1:2018, ISO 22301:2012,

Regulation (EU) 910/2014,
Regulation (EU) 2016/679

CERTIFICATION PRACTICE STATEMENT
FOR QUALIFIED CERTIFICATION SERVICES

Version — 3.1
24.03.2021

Key Usage (critical)

QCStatements

Non-repudiation (Bit 1), Digital Sighature (Bit 0), Key Encipherment (Bit 2)

id-qcs-pkixQCSyntax-v2
(0id=1.3.6.1.5.5.7.11.2)

id-etsi-qcs-Semanticsld-Legal (0id=0.4.0.194121.1.2)

id-etsi-qcs-QcCompliance
(0id=0.4.0.1862.1.1)

id-etsi-gcs-QcLimitValuel
(0.4.0.1862.1.2)

[Cyma B BGN unu EUR]

id-etsi-qcs-QcSSCD
(0id=0.4.0.1862.1.4)

id-etsi-qcs-QcType
(0id=0.4.0.1862.1.6)

id-etsi-qct-eseal (0id=0.4.0.1862.1.6.2)

id-etsi-qcs-QcPDS
(0id=0.4.0.1862.1.5)

PdsLocations

PdsLocation=https://www.evrotrust.com/pds/pds_en.pdf
language=en

7.6.4 NnpPoounn HA KBAINWPUUMPAHO YOOCTOBEPEHUE 3A YCBbBBLPLWEHCTBAH

ENEKTPOHEH TMEYAT HA HOPUOWYECKO JULE

PERSON CERTIFICATE FOR AESEAL*

»EVROTRUST QUALIFIED LEGAL

Version V3
Serial number [cepueH Homep]
Signature
_ SHA256RSA
Algorithm
CN= | Evrotrust RSA Operational CA
Issuer OuU= | Qualified Operational CA
O= Evrotrust Technologies JSC
organizationldentifier (2.5.4.97)= | NTRBG-203397356
C= BG
Valid from [HayanHa gaTta u Yac no UTC Ha BanngHOCT Ha yOOCTOBEPEHMETO]
Validit to [KpanHa gaTta n Yac no UTC Ha BanugHOCT Ha yOOCTOBEPEHMETO]
C= | ObpxaBa: [1ByOykBeH kog Ha obpxasaTa cnopepg ISO
(countryName) | 3166
Subject
CN= | HaumeHoBaHu1e Ha OPMANYECKOTO
(commonName) | nuue/opraHmsaumsTta
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eﬁotrust

elDAS-CPS
For public use

NPAKTUKA NPU NPEAOCTABAHE HA
KBANTUOULIUPAHU YOOCTOBEPUTENTHN YCINYTU

I1ISO 9001:2015, ISO 27001:2013,

ISO 20000-1:2018, ISO 22301:2012,

Regulation (EU) 910/2014,
Regulation (EU) 2016/679

CERTIFICATION PRACTICE STATEMENT
FOR QUALIFIED CERTIFICATION SERVICES

Version — 3.1
24.03.2021

HanmeHoBaHue Ha ropngn4eckoTo
O=

(organizationName)

nuue/oprannsauusTa: MNbnHO HAMMEHOBaHUETO MO
pervcTpaums Unu akT Ha BN1CBaHe Ha PUANYECKOTO

nuue.

WaenTtudpumkartop Ha topuanyecko nuiue (ETSI EN 319
412-1 1.5.1.4), Hanpumep:

- VARBG-123456789 (0/C);
- NTRBG-123456789 (EVK (BYJICTAT) ).

2.5.4.97=

(organizationldentifier)

Bnucea ce HaunoHanHus VILI,eHTI/ICbMKaTOp cnopepn

MEeCTHOTO 3akoHOAaTesICTBO Ha pAN4eCKOTO JNnue.

E=

Mmenn agpec Ha topyuanveckoTo nuue
(e-mailAddress)

Authority Key
Identifier

Public Key _
RSA (2048 Bits)
Type/Length
Subject Key 5
- [M3uncnena ctonHoCT 3a n3gaaeHoTo yaoCToBEPEHME]
Identifier

Key ID=7F:3E:64:59:85:2B:DD:23:29:C2:01:E7:CB:C3:69:C0:87:93:2B:08

CRL Distribution
Points

1]CRL Distribution Point
Distribution Point Name:
Full Name:

URL=http://ca.evrotrust.com/crl/EvrotrustRSAOperational CA.crl

Authority

Information Access

1]Authority Info Access
Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.evrotrust.com/aia/EvrotrustRSAOperationalCA.crt
[2]Authority Info Access
Access Method=On-line Certificate Status Protocol (1.3.6.1.5.5.7.48.1)
Alternative Name:

URL=http://ca.evrotrust.com/ocsp
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eﬁotrust

NPAKTUKA NPU NPEAOCTABAHE HA
KBANTUOULIUPAHU YOOCTOBEPUTENTHN YCINYTU

elDAS-CPS
For public use

ISO 9001:2015, ISO 27001:2013,
ISO 20000-1:2018, ISO 22301:2012,
Regulation (EU) 910/2014,
Regulation (EU) 2016/679

CERTIFICATION PRACTICE STATEMENT
FOR QUALIFIED CERTIFICATION SERVICES

Version — 3.1
24.03.2021

Enhanced Key
Usage

Client Authentication (1.3.6.1.5.5.7.3.2)
Secure Email (1.3.6.1.5.5.7.3.4)

[1]Certificate Policy:

[2]Certificate Policy:

Certificate Policies

Qualifier:

Policy Identifier=0.4.0.194112.1.1
Policy Identifier=1.3.6.1.4.1.47272.2.8
[2,1]Policy Qualifier Info:

Policy Qualifier Id=CPS

http://www.evrotrust.com/cps

Key Usage (critical)

Non-repudiation (Bit 1), Digital Signature (Bit 0), Key Encipherment (Bit 2)

id-qcs-pkixQCSyntax-v2
(0id=1.3.6.1.5.5.7.11.2)

id-etsi-gcs-Semanticsld-Legal (0id=0.4.0.194121.1.2)

id-etsi-qcs-QcCompliance
(0id=0.4.0.1862.1.1)

id-etsi-gcs-QcLimitValue'

QCStatements* (0.4.0.1862.1.2)

[Cyma B BGN unu EUR]

id-etsi-qcs-QcType
(0id=0.4.0.1862.1.6)

id-etsi-qct-eseal (0id=0.4.0.1862.1.6.2)

id-etsi-qcs-QcPDS
(0id=0.4.0.1862.1.5)

PdsLocations

PdsLocation=https://www.evrotrust.com/pds/pds_en.pdf
language=en

7.6.5 MPO®UN HA KBAITMOPULIMPAHO YOOCTOBEPEHME MO PSD2 3A YCBbBBPLUEHCTBAH
ENNEKTPOHEH MNMEYAT HA IOPUAUYECKO JNIULE ,,EVROTRUST QUALIFIED PSD2 LEGAL

PERSON CERTIFICATE FOR AESEAL*“

YpooctoBepeHneTto ce wusgasa  3a

uenute

Ha yaoocTtoBepdABaHETO Ha opuanydecko

nuue/opraHusaums, cebp3aHa ¢ [loctaByunk Ha nnaTtexHn ycnyrn (PSP) cnopeg PSD2. ma xapaktepa Ha

KBaﬂVIQ)VILI,VIpaHO yaooCToBepeEHME 3a YCbBBPLUEHCTBAH E€NIEKTPOHEH nedyaTt no CMuUcbIla Ha PernameHT

(EC) Ne 910/2014 n ce usnonsea 3a eneKTpOHHO MOANUCBAHE Ha OOKYMEHTW/AAHHM 3a U3NbIHEHWE Ha

n3amnckeaHudaTa no PSD2.

Version V3
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MPAKTWKA NPU NPENOCTABSIHE HA elDAS-CPS
c I‘Otru St KBANMOULIMPAHWU YIOCTOBEPUTENHU YCAYI M For public use

I1ISO 9001:2015, ISO 27001:2013,

ISO 20000-1:2018, ISO 22301:2012, CERTIFICATION PRACTICE STATEMENT Version —3.1
Regulation (EU) 910/2014, FOR QUALIFIED CERTIFICATION SERVICES 24.03.2021

Regulation (EU) 2016/679

Serial number [cepueH Homep]
Signature
_ SHA256RSA
Algorithm
CN= | Evrotrust RSA Operational CA
lssuer OuU= | Qualified Operational CA

O= Evrotrust Technologies JSC

organizationldentifier (2.5.4.97)= | NTRBG-203397356

(organizationldentifier)

C= BG
Valid from [HavyanHa gaTta u Yac no UTC Ha BanugHOCT Ha yOOCTOBEPEHMETO]
Validit to [KpanHa gaTa n vyac no UTC Ha BanngHOCT Ha yOOCTOBEPEHUETO]
C= | ObpxaBa: [1ByOykBeH kog Ha obpxaBaTa cnopeg ISO
(countryName) | 3166
CN= | HanmeHoBaHu1e Ha IOPUANYECKOTO
(commonName) | nuue/opraHmsaumsTta
HanmeHoBaHWe Ha 1opnanyeckoTo
O= | nuue/opraHmsauuaTa: [MbnHO HaMMeHoOBaHMETO Mo
Subject (organizationName) | permcTpaums Unm akT Ha BNMCBaHe Ha HOPUANYECKOTO
nuue.
WNaoeHtudpmkaTtop Ha topugudecko nuue (ETSI TS
119 495 1.5.2.1), Hanpumep:
2.5.4.97=

- PSDES-BDE-3DFD21 (PSD 2).

Bnucea ce HauunoHanHus I/I,D,eHTVI(bVIKaTOp cnopen

MEeCTHOTO 3aKoOHOOaTes1ICTBO Ha HOPNANYECKOTO JnLe.

Public Key
RSA (2048 Bits)
Type/Length
Subject Key
[U3umcneHa cToMHOCT 3a U3gageHoTo yOOCTOBEpPEHME]
Identifier
Authority Key Key ID=7F:3E:64:59:85:2B:DD:23:29:C2:01:E7:CB:C3:69:C0:87:93:2B:08
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MPAKTWKA NPU NPENOCTABSIHE HA elDAS-CPS
c I‘Otru St KBANMOULIMPAHWU YIOCTOBEPUTENHU YCAYI M For public use

I1ISO 9001:2015, ISO 27001:2013,

ISO 20000-1:2018, ISO 22301:2012, CERTIFICATION PRACTICE STATEMENT Version —3.1
Regulation (EU) 910/2014, FOR QUALIFIED CERTIFICATION SERVICES 24.03.2021

Regulation (EU) 2016/679

Identifier

1]CRL Distribution Point
CRL Distribution

Distribution Point Name:

[2]Authority Info Access

Alternative Name:

Points
Full Name:
URL=http://ca.evrotrust.com/crl/EvrotrustRSAOperational CA.crl
1]Authority Info Access
Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Authority Alternative Name:
Information Access URL=http://ca.evrotrust.com/aia/EvrotrustRSAOperationalCA.crt

Access Method=0On-line Certificate Status Protocol (1.3.6.1.5.5.7.48.1)

URL=http://ca.evrotrust.com/ocsp

Enhanced Key

Client Authentication (1.3.6.1.5.5.7.3.2)

Qualifier:

[2,1]Policy Qualifier Info:

Usage
Secure Email (1.3.6.1.5.5.7.3.4)
[1]Certificate Policy:
Policy Identifier=0.4.0.194112.1.1
[2]Certificate Policy:
Certificate Policies Policy Identifier=1.3.6.1.4.1.47272.2.8.1

Policy Qualifier Id=CPS

http://www.evrotrust.com/cps

Key Usage (critical) Non-repudiation (Bit 1), Digital Signature (Bit 0), Key Encipherment (Bit 2)

id-gcs-pkixQCSyntax-v2
(0id=1.3.6.1.5.5.7.11.2)

id-etsi-qcs-Semanticsld-Legal (0id=0.4.0.194121.1.2)

id-etsi-qcs-QcCompliance
(0id=0.4.0.1862.1.1)

QCStatements id-etsi-qcs-QcType
(0id=0.4.0.1862.1.6)

id-etsi-qct-eseal (0id=0.4.0.1862.1.6.2)

id-etsi-qcs-QcPDS
(0id=0.4.0.1862.1.5)

PdsLocations

PdsLocation=https://www.evrotrust.com/pds/pds_en.pdf
language=en
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Regulation (EU) 910/2014, FOR QUALIFIED CERTIFICATION SERVICES 24.03.2021
Regulation (EU) 2016/679

id-etsi-psd2-gcStatement
(0id=0.4.0.19495.2)

rolesOfPSP
roleOfPspOid = 0.4.0.19495.1.1/2/3/4
roleOfPspName = PSP_AS/PSP_PI/PSP_AI/PSP_IC
nCAName= Full name of the NCA
nCAId= NCA abbreviated unique identifier

7.6.6 MPO®UN HA KBANTUOULUPAHO YOOCTOBEPEHUE 3A ABTEHTUYHOCT HA YEGCAUT
3A OPIT'AH3UALNA ,,EVROTRUST SSL ORGANIZATION VALIDATED CERTIFICATE"

Version

V3

Serial number

[cepueH Homep]

Signature Algorithm

SHA256RSA

CN= | Evrotrust RSA Operational CA

OuU= | Qualified Operational CA

(organizationName)

Issuer
O= | Evrotrust Technologies JSC
organizationldentifier (2.5.4.97)= | NTRBG-203397356
C= | BG
Valid from [HavanHa gaTta u vyac no UTC Ha BannaHOCT Ha yAOCTOBEPEHMETO]
Validit to [kpariHa gaTta u byac no UTC Ha BanMaHOCT Ha yOOCTOBEPEHMETO]
C= | OvpxaBa: [1ByOykBeH kog Ha obpxaBaTa cnopeg 1ISO
(countryName) | 3166
CN=
HomenH nwve, IP nnn Nve Ha pecypc
) (commonName)
Subject
O = | HaumeHoBaHve Ha nuueTo: MNMbMHO HaUMEHOBaHMETO MO

perncTpauma unn akt Ha BnmMceBaHe Ha ropnagn4eckoTo

nuuge, € KoeTto (bI/I3VI‘-IeCKOTO nmye e acounnpaHo.
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eﬁotrust

elDAS-CPS
For public use

NPAKTUKA NPU NPEAOCTABAHE HA
KBANTUOULIUPAHU YOOCTOBEPUTENTHN YCINYTU

I1ISO 9001:2015, ISO 27001:2013,
ISO 20000-1:2018, ISO 22301:2012,

Regulation (EU) 910/2014,
Regulation (EU) 2016/679

Version — 3.1
24.03.2021

CERTIFICATION PRACTICE STATEMENT
FOR QUALIFIED CERTIFICATION SERVICES

WaoeHTndukaTop Ha topuandecko nuue (ETSIEN 319
412-1 1.5.1.4), Hanpumep:

- VARBG-123456789 — AC;
- NTRBG-123456789 - EVIK (BYJICTAT).

2.5.4.97 =

(organizationldentifier)
Bnucea ce HaunoHanHWa ngeHTudukaTop cnopes

MEeCTHOTO 3aKOHO4aTeNNICTBO Ha ropnanv4eckoTo nuue, ¢

KOeTo CbVI3VI‘-IeCKOTO nnge e acounnpaHo.

Public Key
Type/Length

RSA (2048 Bits)

Subject Key Identifier

[N3uncneHa CTOMHOCT 3a n3gageHoTo yaoCcToBEpeHUE]

Authority Key
Identifier

CRL Distribution
Points

Key ID=7F:3E:64:59:85:2B:DD:23:29:C2:01.E7:CB:C3:69:C0:87:93:2B:08

[1]CRL Distribution Point
Distribution Point Name:
Full Name:

URL=http://ca.evrotrust.com/crl/EvrotrustRSAOperational CA.crl

Authority Information

Access

Enhanced Key

Usage

Subject Alternative

Name

Certificate Policies

[1]Authority Info Access
Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.evrotrust.com/aia/EvrotrustRSAOperationalCA.crt
[2]Authority Info Access
Access Method=0n-line Certificate Status Protocol (1.3.6.1.5.5.7.48.1)
Alternative Name:

URL=http://ca.evrotrust.com/ocsp

Server Authentication (1.3.6.1.5.5.7.3.1)
Client Authentication (1.3.6.1.5.5.7.3.2)

DNS Name=[ JomenH nme mnu IP]

[1]Certificate Policy:
Policy Identifier=0.4.0.2042.1.7
[2]Certificate Policy:

Policy Identifier=1.3.6.1.4.1.47272.2.4.2
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MPAKTWKA NPU NPENOCTABSIHE HA elDAS-CPS
c I‘Otru St KBANMOULIMPAHWU YIOCTOBEPUTENHU YCAYI M For public use

I1ISO 9001:2015, ISO 27001:2013,

ISO 20000-1:2018, ISO 22301:2012, CERTIFICATION PRACTICE STATEMENT Version —3.1
Regulation (EU) 910/2014, FOR QUALIFIED CERTIFICATION SERVICES 24.03.2021

Regulation (EU) 2016/679

[2,1]Policy Qualifier Info:
Policy Qualifier Id=CPS

Qualifier:

http://www.evrotrust.com/cps

Key Usage (critical) Digital Signature (Bit 0), Key Encipherment (Bit 2)

7.6.7 MPO®UN HA KBAIIMOGULIMPAHO YOOCTOBEPEHUE 3A ABTEHTUYHOCT HA YEECAUT C
PA3LUNPEHO BAJNIMOUPAHE ,,EVROTRUST SSL EV CERTIFICATE*

YO0CTOBEPEHNETO CE U3AaBa 3a LenuTe Ha yA0CToBepsABaHETO Ha ye6caiT, CBbp3aH C KOHKPETHO

HP13NYECKOTO 1NN IOPUONYECKOTO nNuue. Mima xapaktepa Ha KBanuduumpaHo yoocToBepeHue 3a yebcant

no cMucbna Ha PernameHTa 1 ce 13nonaea 3a Cb3gaBaHe Ha YBEPEHOCT Yy noceTuTen, Ye yebcaiTa e Ha

peaneH u nermtumeH cybekt. Ypes TexHonorusita ce obesnevyaBa HagexgHa CBbP3aHOCT MO CUrypeH

npoToKorn 3a 06MeH Ha uHdopmauumsaTa.

Version V3

Serial number [cepreH Homep]

Signature Algorithm SHA256RSA

CN= | Evrotrust RSA Operational CA
lssuer ouU= | Qualified Operational CA
O= Evrotrust Technologies JSC
organizationldentifier (2.5.4.97)= NTRBG-203397356
C= | BG
Valid from [HavanHa gata u yac no UTC Ha BannaHOCT Ha yAOCTOBEPEHMETO]
Validit to [kpariHa gaTta u yac no UTC Ha BanMaHOCT Ha YyAOCTOBEPEHUETO]
C= | OvpxaBa: [ByOykBeH kof Ha AbpxaBaTa crnopeg ISO
(countryName) | 3166
Subject
CN=
OomenH nwve, IP nnn Nve Ha pecypc
(commonName)
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elDAS-CPS
For public use

NPAKTUKA NPU NPEAOCTABAHE HA
KBANTUOULIUPAHU YOOCTOBEPUTENTHN YCINYTU

I1ISO 9001:2015, ISO 27001:2013,

ISO 20000-1:2018, ISO 22301:2012,

Regulation (EU) 910/2014,
Regulation (EU) 2016/679

Version — 3.1
24.03.2021

CERTIFICATION PRACTICE STATEMENT
FOR QUALIFIED CERTIFICATION SERVICES

HanmeHoBaHue Ha topuanydecko nuue: MNbnHo

Oi

o HaMMeHOBaHMETO NO PerMcTpaLust UnNu akT Ha BNUCBaHe
(organizationName)

Ha npunan4eckoTo Jmue, C KOeTo (bVI3VI‘-IeCKOTO nmue e

acounmpaHo.

WpeHTndukaTop Ha topuandecko nuue (ETSI EN 319
412-1 1.5.1.4), Hanpumep:

- VARBG-123456789 (O/IC);
- NTRBG-123456789 (EUK (BYJICTAT)).

2.5.4.97]

(organizationldentifier)

Bnucea ce HauuoHanHusa ngeHTudunkaTop cnopea

MeCTHOTO 3aKOHO4aTesICTBO Ha HpnaANYECKOTO NnLe.

Public Key
Type/Length

RSA (2048 Bits)

Subject Key Identifier

[M3uncneHa cTorMHOCT 3a n3gageHoTo yaocToBepeHme]

Authority Key
Identifier

Key ID=7F:3E:64:59:85:2B:DD:23:29:C2:01:E7:CB:C3:69:C0:87:93:2B:08

CRL Distribution
Points

Authority Information

Access

Enhanced Key
Usage

[1]CRL Distribution Point
Distribution Point Name:
Full Name:

URL=http://ca.evrotrust.com/crl/EvrotrustRSAOperational CA.crl

[1]Authority Info Access
Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.evrotrust.com/aia/EvrotrustRSAOperationalCA.crt
[2]Authority Info Access
Access Method=0n-line Certificate Status Protocol (1.3.6.1.5.5.7.48.1)
Alternative Name:

URL=http://ca.evrotrust.com/ocsp

Server Authentication (1.3.6.1.5.5.7.3.1)
Client Authentication (1.3.6.1.5.5.7.3.2)

Subject Alternative

Name

DNS Name=[ lomenH nme unu IP]

Certificate Policies

[1]Certificate Policy:
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MPAKTWKA NPU NPENOCTABSIHE HA elDAS-CPS
c I‘Otru St KBANMOULIMPAHWU YIOCTOBEPUTENHU YCAYI M For public use

1ISO 9001:2015, ISO 27001:2013,

ISO 20000-1:2018, ISO 22301:2012, CERTIFICATION PRACTICE STATEMENT Version — 3.1
Regulation (EU) 910/2014, FOR QUALIFIED CERTIFICATION SERVICES 24.03.2021

Regulation (EU) 2016/679

Policy Identifier=1.3.6.1.4.1.47272.2.5
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://www.evrotrust.com/cps
[2]Certificate Policy:
Policy Identifier=0.4.0.194112.1.4

Key Usage (critical) Digital Signature (Bit 0), Key Encipherment (Bit 2)

id-gcs-pkixQCSyntax-v2i | id-etsi-qcs-Semanticsld-Legal (0id=0.4.0.194121.1.2)
(0id=1.3.6.1.5.5.7.11.2)

id-etsi-qcs-QcCompliance
(0id=0.4.0.1862.1.1)

id-etsi-qcs-QcLimitValue | [Cyma B BGN mnu EUR]

QCStatements (0.4.0.1862.1.2)
id-etsi-qcs-QcType id-etsi-qct-web (0id=0.4.0.1862.1.6.3)
(0id=0.4.0.1862.1.6)
id-etsi-qcs-QcPDS PdsLocations

(0id=0.4.0.1862.1.5)
PdsLocation=https://www.evrotrust.com/pds/pds_en.pdf
language=en

7.6.8 MPO®UN HA KBAIMPULMPAHO YOOCTOBEPEHME 3A ABTEHTUYHOCT HA PSD2
YEBCAWUT ,,EVROTRUST SSL PSD2 CERTIFICATE“

Y[ocToBepeHMeTo ce nsgaea Lenute Ha yaocToBepsiBaHeTO Ha yebcanT, cBbp3aH ¢ [JocTaB4mk
Ha nnaTtexHn ycnyru (PSP) cnopen PSD2. M3non3ea ce 3a uanbrHeHne Ha nancksaHuata Ha PSD2. Mva
XapakTepa Ha KsanuduumpaHo yaoctoBepeHue 3a yebcanTt no cmuchbnia Ha PernameHTa 1 ce uanonssa
3a Cb3gaBaHe Ha YBEpEeHOCT Yy noceTuTen, ye yebcanTa e Ha peaneH M nermtumeH cybekrt. Ypes

TexHonorusita ce o6esneyaBa HagexaHa CBbP3aHOCT MO CUIypeH NpoToKos 3a 06MeH Ha UHdopmaumsiTa.

Version V3

Serial number [cepreH Homep]
Signature Algorithm SHA256RSA

CN= | Evrotrust RSA Operational CA
Issuer OuU= Qualified Operational CA

O= Evrotrust Technologies JSC
organizationldentifier (2.5.4.97)= | NTRBG-203397356
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elDAS-CPS
For public use

NPAKTUKA NPU NPEAOCTABAHE HA
KBANTUOULIUPAHU YOOCTOBEPUTENTHN YCINYTU

ISO 9001:2015, ISO 27001:2013,
ISO 20000-1:2018, ISO 22301:2012,
Regulation (EU) 910/2014,
Regulation (EU) 2016/679

Version — 3.1
24.03.2021

CERTIFICATION PRACTICE STATEMENT
FOR QUALIFIED CERTIFICATION SERVICES

C= | BG
Valid from [HavanHa gaTta u yac no UTC Ha BannaHOCT Ha yAOCTOBEPEHMETO]
Validit to [kpariHa gaTta u yac no UTC Ha BanMaHOCT Ha yAOCTOBEPEHUETO]
C= | Ovpxaea: [1ByOykBeH kog Ha obpxaBaTa cnopeg 1ISO
(countryName) | 3166
CN= .
[omenH nve, IP nnn ime Ha pecypc
(commonName)
o= HaumeHoBaHue Ha topuguyecko nuue: MNMbnHo
L HaVMEHOBaHWETO MO PErncTpauus UM akT Ha BNUCBaHe
Subiect (organizationName)
| Ha PUONYECKOTO NULEe, C KOETO (PN3NYECKOTO nNuLe e
acouumpaHo.
NoeHTndukaTtop Ha topuamdecko nuue (ETSI TS 119 495
1.5.2.1), Hanpumep:
25497 =
o N - PSDES-BDE-3DFD21 (PSD 2).
(organizationldentifier)
BnvcBa ce HauuoHanHusa ngeHTuguKaTop cnopes
MECTHOTO 3aKOHOAATEeNICTBO Ha IOPUAMNYECKOTO N1Le.
Public Key .
RSA (2048 Bits)
Type/Length
Subject Key Identifier | [3uncneHa cTOMHOCT 3a M30afeHOTO yAOCTOBepPeHUE]
Authority Key
- Key ID=7F:3E:64:59:85:2B:DD:23:29:C2:01:E7:CB:C3:69:C0:87:93:2B:08
Identifier
[1]CRL Distribution Point
CRL Distribution S )
) Distribution Point Name:
Points
Full Name:
URL=http://ca.evrotrust.com/crl/EvrotrustRSAOperational CA.crl
[1]Authority Info Access
Authority Information o )
Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Access
Alternative Name:
URL=http://ca.evrotrust.com/aia/EvrotrustRSAOperationalCA.crt
[2]Authority Info Access
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elDAS-CPS
For public use

ISO 9001:2015, ISO 27001:2013,
ISO 20000-1:2018, ISO 22301:2012,
Regulation (EU) 910/2014,
Regulation (EU) 2016/679

CERTIFICATION PRACTICE STATEMENT
FOR QUALIFIED CERTIFICATION SERVICES

Version — 3.1
24.03.2021

Alternative Name:

Access Method=0On-line Certificate Status Protocol (1.3.6.1.5.5.7.48.1)

URL=http://ca.evrotrust.com/ocsp

Enhanced Key

Usage

Server Authentication (1.3.6.1.5.5.7.3.1)
Client Authentication (1.3.6.1.5.5.7.3.2)

Subject Alternative

Name

DNS Name=[ JomenH nme unu IP]

[1]Certificate Policy:
[1,1]Policy Qualifier Info:
Certificate Policies

Qualifier:

[2]Certificate Policy:

Policy Qualifier Id=CPS

Policy Identifier=1.3.6.1.4.1.47272.2.5.1

http://www.evrotrust.com/cps

Policy Identifier=0.4.0.194112.1.4

Key Usage (critical)

Digital Signature (Bit 0), Key Encipherment (Bit 2)

id-gcs-pkixQCSyntax-v2i
(0id=1.3.6.1.5.5.7.11.2)

id-etsi-qcs-Semanticsld-Legal (0id=0.4.0.194121.1.2)

id-etsi-qcs-QcCompliance
(0id=0.4.0.1862.1.1)

id-etsi-gcs-QcLimitValue'
(0.4.0.1862.1.2)

[Cyma B BGN nnu EUR]

id-etsi-qcs-QcType
QCStatements (0id=0.4.0.1862.1.6)

id-etsi-gct-web (0id=0.4.0.1862.1.6.3)

id-etsi-qcs-QcPDS
(0id=0.4.0.1862.1.5)

PdsLocations

PdsLocation=https://www.evrotrust.com/pds/pds_en.pdf
language=en

id-etsi-psd2-gcStatement
(0id=0.4.0.19495.2)

rolesOfPSP
roleOfPspOid = 0.4.0.19495.1.1/2/3/4
roleOfPspName =
PSP_AS/PSP_PI/PSP_AI/PSP_IC
nCAName= Full name of the NCA
nCAIld= NCA abbreviated unique identifier
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KBANTUOULIUPAHU YOOCTOBEPUTENTHN YCINYTU

elDAS-CPS
For public use

I1ISO 9001:2015, ISO 27001:2013,
ISO 20000-1:2018, ISO 22301:2012,

CERTIFICATION PRACTICE STATEMENT

Version — 3.1

Regulation (EU) 910/2014, FOR QUALIFIED CERTIFICATION SERVICES 24.03.2021
Regulation (EU) 2016/679
7.6.9 NMPO®UI HA KBAJTUGPULIMPAHO ATPUBYTUBHO YOOCTOBEPEHUE 3A
KBAIIMOULUMPAH ENEKTPOHEH nogrnuMc HA ®U3UYECKO JIMUE ,EVROTRUST

QUALIFIED NATURAL PERSON ATTRIBUTE CERTIFICATE FOR QES*

KeanuduumpaHoTo aTpubyTUBHO yAOCTOBEPEHME 3a KBanuduLumpaH ernekTpoHeH noanuc Ha

hm3nyecko nuue ce n3gasa npu CbLUMTE YCIOBUS, KAKTO KBAanNnpUUMpaHoTO yaoCTOBEpPEHUNE 3a

KBanuduumnpaH enekTpoHeH noanuc Ha ouanyecko nuue, Ho ce pasnuyasa no Buga v obema Ha

yAOCTOBEPEHNTE B HEFO AaHHW. V3non3ea ce 3a naeHtudmrkaumsa Ha nuueTo npen JoBepsiBalla ce

cTpaHa.
Version V3
Serial number [cepneH Homep]
Signature
_ SHA256RSA
Algorithm
CN= | Evrotrust RSA Operational CA
Issuer OuU= Qualified Operational CA
O=  Evrotrust Technologies JSC
organizationldentifier (2.5.4.97)= NTRBG-203397356
C= BG
Valid from [HavyanHa gaTta n Yac no UTC Ha BannugHOCT Ha yOOCTOBEPEHMETO]
Validit to [kpanHa gaTa n yac no UTC Ha BanuaHOCT Ha YAOCTOBEPEHNETO]
c Obpxasa: [1BybykBeH koA Ha obpXaBaTa cnopes
| 1SO 3166 Ha HaLMOHaIHOCT Ha ON3N4ECKOTO
(countryName)
nvue nNo npeacTtaBeH OKYMEHT 3@ CaMOSNMYHOCT
CN= | MNbnHOo ume: MbnHO MMe 0T PM3NYECKOTO NnLe
(commonName) | Ha naTuHMLUA NO OKYMEHT 32 CaMOSIMYHOCT.
Subject G= | CobcTBEHO UME: VIMe Ha hr3nyeckoTo nuue Ha
(givenName) | naTuHuUa cnopes AOKYMEHT 33 CaMONNYHOCT
S= | damunHo nme: Pamunms Ha puan4eckoTo nuue
(surname) | Ha NaTUHULA cnopea AOKYMEHT 3a CaMOSTIMYHOCT
name= | MbnHO nme: NMbNHO UMe OT PUINYECKOTO NULe
(id-at-name) | Ha kKupunuua nNo AOKYMEHT 3a CaMOJSIUYHOCT.
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For public use

I1ISO 9001:2015, ISO 27001:2013,

ISO 20000-1:2018, ISO 22301:2012,

Regulation (EU) 910/2014,
Regulation (EU) 2016/679

CERTIFICATION PRACTICE STATEMENT
FOR QUALIFIED CERTIFICATION SERVICES

Version — 3.1
24.03.2021

SERIALNUMBER=

(serialNumber)

HaumoHaneH ngeHtudunkaTop Ha rU3NYEeCKOTO
nuue cnopea ETSI EN 319 412-1 1.5.1.3),
Hanpumep: PNOBG-8310257645 3a EIlMH;

dateOfBirth=
(id-pda-dateOfBirth)

Poxpnena gata ¢ ToyHocT go AxHm B ZULU
dopmar,

Hanpumep: 19831231120000Z

placeOfBirth*=
(id-pda-placeOfBirth)

MscTo Ha paxgaHe

gender=

(id-pda-gender)

Non Ha punanyeckoTo nuue:

M nnn F (MBXKU/KEHCKM)

stateOrProvinceName*=
(id-at-
stateOrProvinceName)

Tekyl agpec No MecTOXMNBEEHE:

HaumeHoBaHue Ha o6nacT, WwaTt Unm NpoBUHLMS

localityName*=
(id-at-localityName)

Tekyl agpec No MecTOXMNBEEHE:

HanmeHoBaHWe Ha HaceneHo MACTO

streetAddress*=
(id-at-streetAddress)

TekyLl agpec No MECTOXUBEEHE:

6ynesapa, ynuua, 6ok, Homep, eTax 1 T.H.

telephoneNumber*=

(id-at-telephoneNumber)

MobwuneH TenedoHeH HomMep

emailAddress*

Wmenn agpec

Title*=
_ . 3aHnmMaHve/anbxHocT/npodecns
(id-at-title)
[laHHM OT MaLLNHHO YeTUMUTE YacTn Ha
AOKYyMEHTa 3a CaMONMYHOCT Ha PU3NYHECKOTO
description= | nuue (Machine-readable passport)

(id-at-description)

Mo-
Oobn- | Cum-

3u- 3HaueHue
XUHa | Bonu

ums
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eﬁotru St KBANM®ULMPAHWU YOOCTOBEPUTENHU YCNYTM For public use

NPAKTUKA NPU NPEAOCTABAHE HA elDAS-CPS

I1ISO 9001:2015, ISO 27001:2013,

ISO 20000-1:2018, ISO 22301:2012, CERTIFICATION PRACTICE STATEMENT Version — 3.1
Regulation (EU) 910/2014, FOR QUALIFIED CERTIFICATION SERVICES 24.03.2021
Regulation (EU) 2016/679

1 1 alpha | I,Avm C
Tun: Monbnea ce No npeLleHka Ha
2 1 alpha | uspgaBawara gbpxaBa Uy opraH.
< Han-4yecto ce n3nonaea IP 3a nacnopt
n ID 3a HauuoHanHa nu4Ha KapTa.
Kop Ha cTpaHaTa, nsgasaiia
3.5 3 alpha | gokymeHTa 3a caMONM4HOCT cropes
< (ISO 3166-1 alpha-3 code with
modifications)
alpha
6-14 | 9 num Homep Ha JOKYyMEHT 3a caMONUYHOCT
<
num
15 1 < KoHTponHo 4ncno Ha umdpute 6-14
16 1 : Paspenuten
loguHa, mecey n geH (YYMMDD), no
17 6 num KOATO BaXKW JOKYMEHTa 3a
CaMOSIMYHOCT
Hanpumep: IDBGR6410202234:201013

Public Key
Type/Length

RSA (2048 Bits)

Subject Key
Identifier

[M3uncneHa CTOMHOCT 3a U34aaeHOTOo yaoCcToBepeHe]

Authority Key
N Key ID=7F:3E:
Identifier

64:59:85:2B:DD:23:29:C2:01:E7:CB:C3:69:C0:87:93:2B:08

CRL Distribution

[1]CRL Distribution Point

Distribution Point Name:

Points
Full Name:
URL=http://ca.evrotrust.com/crl/EvrotrustRSAOperationalCA.crl
Authority [1]Authority Info Access

Information Access Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)

Alternative Name:

Print and Edit Evrotrust Technologies Inc..

Page 136 of 169



https://en.wikipedia.org/wiki/ISO_3166-1_alpha-3

MPAKTWKA NPU NPENOCTABSIHE HA elDAS-CPS
c I‘Otru St KBANMOULIMPAHWU YIOCTOBEPUTENHU YCAYI M For public use

I1ISO 9001:2015, ISO 27001:2013,

ISO 20000-1:2018, ISO 22301:2012, CERTIFICATION PRACTICE STATEMENT Version —3.1
Regulation (EU) 910/2014, FOR QUALIFIED CERTIFICATION SERVICES 24.03.2021

Regulation (EU) 2016/679

[2]Authority Info Access

Alternative Name:

Enhanced Key

URL=http://ca.evrotrust.com/aia/EvrotrustRSAOperationalCA.crt

Access Method=0n-line Certificate Status Protocol (1.3.6.1.5.5.7.48.1)

URL=http://ca.evrotrust.com/ocsp

Client Authentication (1.3.6.1.5.5.7.3.2)

Quialifier:

[2]Certificate Policy:

Usage
Secure Email (1.3.6.1.5.5.7.3.4)
[1]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.47272.2.2.1
[1,1]Policy Qualifier Info:
Certificate Policies Policy Qualifier Id=CPS

http://www.evrotrust.com/cps

Policy Identifier=0.4.0.194112.1.2

Key Usage (critical) Non-repudiation (Bit 1), Digital Signature (Bit 0), Key Encipherment (Bit 2)

id-qcs-pkixQCSyntax-v2
(0id=1.3.6.1.5.5.7.11.2)

id-etsi-gcs-semanticsld-Natural (0id=0.4.0.194121.1.1)

id-etsi-qcs-QcCompliance
(0id=0.4.0.1862.1.1)

id-etsi-gcs-QcLimitValue ™
(0.4.0.1862.1.2)

[Cyma B BGN unu EUR]

QCStatements id-etsi-qcs-QcSSCD
(0id=0.4.0.1862.1.4)

id-etsi-qcs-QcType
(0id=0.4.0.1862.1.6)

id-etsi-qct-esign (0id=0.4.0.1862.1.6.1)

id-etsi-qcs-QcPDS
(0id=0.4.0.1862.1.5)

PdsLocations

PdsLocation=https://www.evrotrust.com/pds/pds_en.pdf
language=en

* MapkupaHuTe cbC 3Be3aM4Ka norieta MoXxe fa He NpUCbLCTBAT B y4OCTOBEPEHNETO

7.7 NOPUNOXWMKN BNMUCAHU OAHHU B YOOCTOBEPEHUATA
Mpes nepnoga ot 04.10.2020 go 24.03.2021 atpmnbyTta “Country” Ha noneto “Subject” B usgageHute

yOOCTOBEPEHNSA MOXeE Aa Cbabpka ABYOYKBEH KOAMPaH KO Ha AbpkaBa, KOMTo TpsibBa Aa ce YeTe, KakTo

cnepga:
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KoaupaH Kon Ha KoaupaH Kon Ha KoaupaHn Kon Ha
Kon Ha Kogd Ha Kopn Ha
ObpXxaBa 2 Abpxasa ObpXxaBa 2 Abpxasa ObpxaBa 2 Abpxasa
AL AL FR LO MT BX
AM Pz GB WB NL WM
AT TQ GE HQ NO PF
AU MC GR HT PL DM
BA OX HR TK PT ER
BE MV HU VH RO FW
BG oS IE EW RS HN
BY KY IL oy RU AM
CA GG IT IX SE uu
CH 1B KE OK Sl D
CcYy EQ KZ MC SK XY
Cz GS LT Il TR RW
DE LR LU FY UA Y
DK uu LV 0G us OH
EE EP MD XF XK TB
ES ZC ME G
FI OK MK PA

8 oaut

Opwutute, n3sbpluBaHu B EBpOTpBCT ce oTHacAT Ao obpaboTtkata Ha MHPOPMALNOHHUTE LaHHN U
ynpaBneHune Ha Kno4voBuTe npoueaypu. Te nvart 3a uen ga koHTponupar ,[1pakTtukarta npu npegoctaBsiHe
Ha KBanuduumpaHm yaocToBepuTenHnTe ycnyrn“ 4OKONKO € CbBMECTUMa C BHeApeHaTa MHTerpypaHaTta
cucTemMa 3a ynpaBneHue, KOATO BKITOYBA U3UCKBaAHUATA Ha cTaHgapTtuTte ISO/IEC 27001, ISO 9001, I1ISO
22301, n ISO/IEC 20000-1, PernameHT (EC) N2 910/2014 n BbTpeLLuHMTE YNPaBNEHCKN PELLEHNSA N MEPKM.
M3BbpLluBaHMTe 0auTU Ha EBPOTPBCT Ce OTHACAT 3a BCUYKU YAOCTOBEPUTENHN OpraHun, NpyHaanexaim
KbMm 6asoBua YgoctoBepsBal, opraH, Peructpupalimsa opraH, Kakto W Opyrn efnemMeHTu Ha
WMHpacTpykTypaTa Ha nyénuuHms kntod, Hanpumep OCSP cbpBbp.

EBpOTPBCT exXerogHo M3BbpLUBa Han-Marnko eauH BbTpeLLeH OauT.

EBpOTpbCT € 00eKT Ha oAuT Han-manko BedHbX Ha 24 meceua oT OpraH 3a OUeHsiIBaHe Ha
cboTBeTCTBUETO. LlenTa Ha oguTa e ga ce noTBbpAun, Ye EBPOTPBLCT KaTo AOCTaBYMK Ha KBanuduumpaHm
yOOCTOBEPUTENHM YCNYyrM U NpefocTaBsHUTE OT Hero KsanuduuupaHu yaooCTOBEPUTEMHU YCyrn
OTroBapsAT Ha M3nckBaHuATa, nocodyeHn B PermameHT EC) Ne 910/2014. [ocTtaBYMKbT npeacraBs Ha
OpraHa no Hag30p CbLOTBETHUSA AOKMNa4 3a OLEHsIBaHE HAa CbOTBETCTBMETO B CPOK OT Tpu paboTHM aHU
crnepa KaTo ro nonyuyu.

OpraHbT MO Hag30p MOXe MO BCSAKO BpeMe Aa U3BbpM oauT unu ga noucka ot OpraH 3a

oueHABaHe Ha CbOTBETCTBMETO Aa HarnpaBu oLeHABaHe Ha CbOTBETCTBMETO Ha EBpOTp'bCT.
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8.1 4YECTOTA HA OOUTA

PbkoBOoACTBOTO Ha EBPOTPBLCT Ha3HayaBa NepmoanyHN NPOBEPKM 3a CbOTBETCTBUE HA TeKkyLaTa
OenHoCT ¢ yTBbpaeHuTe lNpakTtuka n Nonutuka npu npegoctaBsHe Ha KBanuuumpaHm yaocTtoBepuTenHn
YCNyrn OTHOCHO AenHOoCTTa Ha EBpoTpbCT.

PbkoBoacTBOTO Ha EBPOTPBCT oOCbLiecTBsiBA MOCTOSIHEH OMepaTUBEH KOHTPOS 3a TOYHOTO

N3NbIIHEHNE HA MHCTPYKUMUTE Npu paboTa oT nepcoHana Ha EBpoTpbCT.

8.2 KBAJIMOGUKALIUA HA NPOBEPABALLUTE JIULIA

BbHLWEH 0anT ce M3BbpLUBa OT akpeauTmMpaH u Hesasucum oT EBpoTpbeT OpraH 3a oueHsBaHe Ha
cboTBeTcTBMETO. CuUcTemMaTta 3a akpeguTauusi M KOMMETEHTHOCT Ha oauTopa ca onpefeneHn B
PernameHT (EO) Ne 765/2008 3a onpeaensaHe Ha U3MCKBaHMATA 3a akpeguTaumsa n Hag3op Ha nasapa BbB
Bpb3Ka C nyckaHe Ha nasapa Ha NnpoaykTu u 3a otMaHa Ha PernameHT (ENO) Ne 339/93 u ce perynupa ot
ISO/IEC 17065:2012: OueHkaTa Ha CbOTBETCTBMETO - U3NCKBAHUS 3a OpraHuTe, yOOCToBepsiBaluTe
NpoayKTu, NpouecnuTe n ycrnyrute.

BbHWHaA npoBepka OT Hag3opeH opraH ce M3BbpLUBAa MO BCAKO BpeMe OT OnpaBOMOLLEHU
cnyxutenun Ha OpraHa no Hagsop — KomucusaTa 3a perynmpaHe Ha cbobLieHusaTa.

BbTpelHNAaT oanT ce n3BbpLUBa OT CIY>KUTeNu Ha EBPOTPBLCT C HYXXHUSA ONUT U KBanudukaums.

3a uenute Ha oguTHata AenHocT, EBpOTPBLCT € Haenm M onpaBOMOLUWI CAYXUTENW, KOUTO
npuTexaBaT He0BX0AMMUTE TEXHUYECKN NO3HAHUS, CBBbP3aHN C MHPPACTPYKTypaTa Ha NyOnmnyHUa Knwou,
C HagexpaHaTa u curypHa paboTa Ha TeXHONorMyHaTa cuctema, MHPOPMaLMOHHA CUTYPHOCT, KaKToO U C

Hann4ymne Ha rondam npakTn4eckn onnt B OgUTUPAHETO.

8.3 OTHOLWEHWUA HA NPOBEPABALLUUTE JIULIA C EBPOTPBCT

npOBepﬂBaLLl,I/lTe nmua Tpﬂ6Ba na 6bvaart HesaBMCcuUMU, aa He ca NPAKO UM KOCBEHO CBbP3aHU C
Hero n aa HAMmaTt KOHCbJ'II/IKT Ha nHTepecun c EBpOTp'bCT.

OTHoweHuATa mexay EBpoTpbCT 1 NpoBepsiBaLLO BbHLUHO NWLE Ce ypexaaTt ¢ 4OroBop.

8.4 OBXBAT HA OUTA

lMpoeepkaTa OT cTpaHa Ha OpraHa no Hags3op obxBawa HOPMATMBHO perfameHTUupaHuTe
N3NCKBaHUS KbM OEWHOCTTa Ha EBPOTPBLCT CbrNacHo NpUNOXMMOTO 3aKOHOOATENCTBO B CEKTOpa Ha

KBanuuLMpaHu yaoCTOBEPUTENHN YCIYTU.
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OgutbT OT cTpaHa Ha OpraHa 3a ougeHsiIBaHe Ha CbOTBETCTBMETO OOXBalla usnocTHaTa 4eNHOCT
Ha EBpOTpBbCT MO NpefocTaBsiHe Ha KBanuduumpaHm yoocTOBEPUTENTHM YCITYTUN U U3NBbITHEHNE HA BCUYKK
cTaHdapTu 1 CTaHAapTU3aLMOHHN OOKYMEHTU, cBbp3aHu ¢ PernameHT (EC) Ne 910/2014: gokymeHTaums;
apxvBu; WHAOOPMALMOHHN [aHHW, CBbP3aHM C uM3gaBaHe W YyhpaefeHne Ha KeanuduumpaHm
yOocToBepeHust; hmsnyecka n nHpopmaUnoHHa CUTYPHOCT U HaAEeXOHOCT Ha TeXHOMOrMyHaTa cuctema
N ynpaeneHue; Y4oCTOBEPUTENHM OpraHu.

O6xBaTbT Ha BbTPELWHWTE OOMTM BKOYBA: MPOBEpPKA Ha [OEWHOCTTa Ha [AOCTaBuMka W
cboTBeTCTBMETO 1 Nonutunkata u MNpakTukaTta npy NnpegocTaBaHe Ha KBanuuumpaHn yaocToBepuTesiHm
yCrnyru; cbnocTaBka Ha NPaKTUKM U npoueaypu NOCOYEeHM B TO3M AOKYMEHT C TAXHaTa MpakTuyecka
peanusaums nNpu U3nbiHEHMEe Ha AeHOCTTa Ha EBpOTpbCT; NnpoBepka Ha AenHocTTa Ha Pernctpupawus
opraH; gpyrm obcrosatencrea, aktTM U AEWHOCTW, CBbp3aHu C MHGpacTpykTypata EBpoTpbCcT, no

npeLeHKka Ha pbKOBOACTBOTO Ha EBpOTPBCT.

8.5 [QOENCTBUA, NPEOANPUETU B PE3YNTAT HA U3BBPLUEHUA OOUT

[oknaguTe OT BbTPELUHU U BBHLUHW OOMTU Ce NpedasaTt Ha EBpoOTpbCT.

HoknagbT ot OpraHa 3a oueHsBaHe Ha CbOTBETCTBMETO ce npedasBa Ha OpraHa no Hag3op B
pamkuTe Ha 3 (TpW) AHM crned BpbYBaHETO My Ha pbKOBOACTBOTO Ha EBpOTPLCT.

Bb3 ocHoBa Ha HanpaBeHUTe OLEHKN OT Aoknaga, PrkoBoacteBo Ha EBpoTpbCT Habensassa Mepku
N CPOKOBE 3a OTCTPaHABaHE Ha KOHCTATUPaHUTE MNPONYCKN U HECbOTBETCTBUS.

MNepcoHanbT Ha EBpPOTPBLCT npegnpuemMa KOHKPETHU OEWCTBUSA 3a TAXHOTO OTCTpaHsiBaHE B

noco4yeHnTe CpoKoBe.

8.6 CDbXPAHEHUE HA PE3YNTATUTE OT OOUTUTE

Peasyntatnte oT u3BbpLleHUTE BbLTPELIHN U BBHLUHU OOUTU Ce CbXpaHsaBaT HaANeXHo B apxmBa
Ha EBpOTpBCT.
CepTunkaunMoHHNAT OOKYMEHT nonydeH ot OpraHa 3a oueHsiBaHe Ha CbOTBETCTBMETO MOXE Aa

Obae nybnukyBaH Ha cTpaHuuaTa Ha EBPOTPBCT B UHTEPHET.

9 APYIr' BU3HEC U NMPABHU BBIPOCH
9.1 UEHU N TAKCHU

EBpoTpbCT Nnogabpxa 4OKyMeHT , Tapuda 3a npeaocTaBaHN yA0CTOBEPUTENHU, MHAOPMALIMOHHN,
KpunTorpadpCkM M KOHCYNTaHTCKM  ycnyrn“ Ha CcTpaHuMuata CuM B MHTEpPHET Ha apgpec:

https://www.evrotrust.com.
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[locTaBYMKBLT MMa NpaBo ga NpoOMeHs eAHOCTpaHHO TapugaTa no BCAKO Bpeme OT 4eNCTBUETO Ha
[oroBopa, kaTto yBegomsiBa 3a ToBa Tutynaps/Cb3garens nocpeacTesoM nNy6rivkyBaHe Ha NPOMEHUTE Ha
WHTEPHET CTpaHuLuaTa Cu.

MpomsiHaTa uma pgencteue cnpamo Tutynaps/Cb3gatensa OT AeHd, crejpall AeHs Ha
nybnunkaumsaTa.

B 5 (neT) oHeBeH CpoK OT gatarta Ha NpoMsiHaTa M SOKOSIKOTO € Hanuue yBennyeHmne Ha LeHuTe,
Tutynapat/Cb3gaTenaT nva npaBo ga MNpekpatyM egHOCTPaHHO OOroBopa C OTNpaBsHE Ha MUCMEHO
n3eectne oo EBpoTpbCT, cuMtaHo OT AaTaTa Ha u3TU4aHe Ha Ccpoka Ha NocrnegHoTo ygocToBepeHne. B
TO3M Cnyyan OOroBopbT Ce cYMTa OTMEHeH OT faTtaTta Ha npomMsHarta, KaTo nnaTeHuTe no JoroBopa
Bb3HarpaxaeHus 3a nona3eaHe Ha yCcrnyru He nognexart Ha Bb3cTaHoBsiBaHe. [pu nunca Ha nssectune 3a
OTMSHa ce cuuTa, Ye Tutynapat/Cb3gaTensT € CbrnaceH ¢ npoMsHara.

npOMFIHaTa Ha Bb3HarpaxgeHndata He MOXe [a 3acerHe BeYe 3annaTteHn Bb3HarpaxgeHus.

9.1.1 BB3HAIPAXAEHWUA

CToliHOCTTa Ha oroBopa MOXe BKIH0YBA €[HO UIN HAKOIKO OT CNeAHUTe Bb3HarpaxaeHus:

> Bb3HarpaxkaeHve 3a usgaBaHe ¥ nogabpkaHe Ha KBanMuumMpaHo yaoCTOBEPEHUE;

> Bb3HarpaxzaeHve 3a NogHoBsiIBaHe Ha KBanuduUMpaHo Y40CTOBEPEHME,;

> Bb3HarpaxkaeHue 3a W3BbpLUEHM MO UckaHe Ha Tutynaps/Cbagatens KoHcynTauuum W
TEXHONOrMYHa NoMoLL;

> LleHa 3a 3aKyneHo unv npefocTaBeHo nog Haem oT EBpoTpbeT oGopyasaHe;
Bb3HarpaxzaeHve 3a nepcoHanmavpaHe Ha U3nNYeckn HOCUTENT;
3a M3BbPLUBAHE Ha OTAaneyYeHu NoanncBaHus;
Bb3HarpaxzaeHvie 3a U3BbpLUBaHe Ha oTAanedyeHa naeHTUUKauus;

Bb3HarpakaeHusi, CBbp3aHun CbC CUrypHO BpbYBaHE Ha €NEKTPOHHM CbOBLLEeHUS;

YV V. V V V

OpYrv Bb3HarpaxaeHus 3a npegoctaBsHun KBanuuumpaHn yogoCcTtoBEpUTENHN YCIyru.

ObmkuMnTe Bb3HarpaxgeHns m cymum ce 3annawaTt Ha EBpoTpbCT B pasmepu, CbrnacHo
TapudhaTta 3a npegoctaBsHUTe OT EBPOTPBLCT kBanuduumpaHu yAOCTOBEPUTENHU, MHAOPMALMNOHHN,
KpnnTorpadCKkmn U KOHCYNTAHTCKN YCyrn 1 B CPOKOBE MO Ha4YUHK, nocoveHu B [loroBopa 1 NpuUnoxeHusita
KbM Hero.

[lOKONKOTO MMa YroBOpeHO aBaHCOBO MM abOHaMEHTHO Bb3HarpaxgeHue 3a M3nons3BaHe Ha
ycryra, CbLUOTO He MOANIEXM Ha Bb3CTaHOBsABaAHe, ako TuTynapat/Cbhb3gatensT He € KoHCcymupan
npegocTaBsHaTa ycnyra npes CbOTBETHUSA CPOK, 3@ KOMTO Ce OTHacs aBaHCOBOTO UM abOHaMEHTHOTO
Bb3HarpaxgeHue.

LleHata He BKMOYBA HauUCrieHUTE OT TENEKOMYHUKALUMOHHUTE KOMMaHMM CyMU BbB Bpb3Kka C

nonseaHu oT TuTynsps/Cb3gaTtens ycrnyru oT TsX 3a LenuTe Ha NpeocTaBsHUTE ycryrn oT EBpoTpbCT.
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Te ce abmkaT msuano ot Tutynsps/Cb3gaTenss HA CbOTBETHATaA TENEKOMYHUKALMOHHA KOMMaHUS.
[loCcTaBUYMKBT HE ObIMKM U HE HOCWU OTFOBOPHOCT 3a 3ansalaHeTo Ha Te3n CyMMu.
Bcuukn pasxoam 1 Takcy 3a npeBexaaHe Ha AbIKUMUTE CyMy Mo cMeTkaTta Ha EBpoTpbCT, ca 3a

cmeTka Ha NMoTpebutens.

9.1.2 BB3HAIPAXAEHWUA 3A YOOCTOBEPUTEINHU, KPUNITOMPA®CKN, UHOPOPMALIMOHHU U
KOHCYNTAHTCKWU YCIIYTH

3a ycnyrute no npegocTaBsHe U U3NonsBaHe Ha KeanuuumpaHn yaoCcToBEpPEHNA U CBbp3aHuTe
C TAX YCIyrn ce 3annawlia gbpKkMma cyma npu 3asBsiBaHe Ha ycrniyrata. B octaHanute cnyyau nnaiwaHeTo
ce n3pbpuea B 10-gHEBEH CPOK OT NofnyyaBaHe Ha ¢hakTypaTta UinM CbrMacHoO CKYEeHUs LOroBop.

Ycnyrnte, CBbp3aHM C OCbLUECTBABaHE Ha TEexXHOMNormyHa mMomol, M NpedocTaBsdHe Ha
KOHCyNnTauumn 3a uarpaxgaHe v nogabpxaHe Ha WMHpacTpykTypa M pelleHus 3a MHOpMaLNoHHa
CUIYPHOCT, ce TapudumpaT Ha 6asa ,4oBekoyac” n ce 3annawaT Bb3 OCHOBa Ha ABYCTPaHHO MoanucaH
NpoTOKON 3a M3BbpLleHa paboTa. LleHnTe Ha YacoBaTa cTaBka B npunoxeHata Tapuda ca BanvaHu B
paMK/MTe Ha yCTaHOBEHOTO paboTHO BpeMe. pn paboTa B M3BHLH YCTAaHOBEHOTO paboTHO BpeMe, LieHuTe
ce yBenun4yaBaT CbC CbOTBETEH MPOLEHT, CbrnacHo Tapudara.

3a ycnyra ,MI3gaBaHe Ha kBanuduumpaHn enekTpoHHN BpeMeBUu nevaTn npy cbrinacyBaHo HUBO
Ha obcnyxBaHe ce 3annalla CbrnacHo 4OroBOPHUTE YCOBUS.

LleHata Ha 3aKkyneHO vnun npegocTtaBeHO noA Haem oT EBpoTpbCT obopyaBaHe ce yroBaps u ce
ObIMKM  CbIMacHO  ycrnoBusiTa Ha  goroBopa. [lpaBooTHoweHuATa Mexay EBpoTpbecT  m
Tutynaps/Cb3gatens ce ypexgaT cbrnacHo oblmuTte npasBuna Ha gorosopa 3a npogaxba, pecn.
AOoroBopa 3a Haewm.

Mpn 3abaBsAHe Ha NnawjaHusATa creq OOroBopeHus cpok [oTpebuTtens abmkm Ha EBpoTpbeT
3aKoHOBaTa NMxBa 3a NeprvoAa A0 OKOHYATENHOTO M3nnallaHe Ha ObHKUMUTE CYyMMU.

lMonaBaHeTo Ha Ny6nMKyBaHM JOKYMEHTU B IHTEepHET cTpaHuuaTa Ha EBpoTpbCeT e 6e3nnatHo. 3a
3anuc 1 NpegocTaBsHe Ha Te3n OKYMEHTU BbpXy oM3Myeckn HOCUTEN ce 3annawa cebectomHocTTa Ha

TO3N HOCUTEN N KYPUEepPCKUTE Pa3HOCKN.

9.1.3 ®AKTYPUPAHE

HocTaBunkbT n3gaea Ha NoTpebutens daktypa 3a NpegocTaBaHUTE YCiyrn.

He nonydaBaHeTO Ha hakTypa He ocBoboxaasa [MoTpebutensa oT 3agbimkKeHWeTo Aa 3annatu
ObIMKMMUTE Bb3HarpaxaeHusi B yroBOPEHUTE CPOKOBE.

Bcuukn abmknmn no goroBopa cymu ce 3annawart oT [Notpebutens B 6pont unu no 6aHKoB NbT.

MnawaHeTo No 6aHKOB MbT Ce CYMTa U3BBPLUEHO ChC 3aBepsiBaHETO Ha 6aHkoBaTa cMeTka Ha EBpoTpbCT
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B MbJTHNA pa3Mep Ha ObJDKUMUTE CYMW.
Bcunukn 6aHKOBM KOMUCUMOHHM, TakCh K pa3HOCK/ BbB BPb3Ka C baHkoBUTE npesBogn ca 3a CMeTKa

Ha lMNoTpebutens.

9.1.4 BPBLIAHE HA YOJOCTOBEPEHUE U Bb3CTAHOBABAHE HA INMJIALLAHE

TuTtynsap/Cb3gaTten Moxe Aa Bb3pasy OTHOCHO HETOYHOCT MIN HEMbIHOTA B CbAbPXXaHMETO Ha
n3gafeHo yaoctoBepeHne B 3-4HEBEH CPOK cnef nybnvkyBaHeTo My B My6nnyHMs permctbp.

AKO NpuYMHaA 3a HEBSIPHOTO CbAbpXaHMEe Ha yOoCToBepeHneTo e B PerucTtpupauy oprad,
EBpOTpbCT npekpaTsiBa yOOCTOBEPEHMETO U M3daBa Ge3nnaTtHO HOBO, C BSIPHO WM Bb3CTaHOBsIBA
HanpaBeHOTO MnallaHe 3a OTMEHEHOTO YOCTOBEPEHNE C HEBSIPHO ChAbpPXaHME.

AKO NpUYMHa 3a HEBSIPHOTO CbAbpPXKaHNe Ha YAOCTOBEPEHMETO € HEBAPHO NpeacTaBsiHe Ha AaHHU
OT cTpaHa Ha Tutynaps/Cb3gatens, EBpoTpbCT npekpaTsiBa yAOCTOBEPEHNETO U He Bb3CTaHOBSsIBA
HanpaBeHOTO nnaiaHe. Tol MOXe Aa U3aaje HoBO, C BAPHO CbabpXKaHWe, 3a cMeTka Ha MoTpebuTtens.

MoTpebuTensT Moxe Aa oTKaxe Aa npueme u3aaneHo KeanuuumpaHo yaoCTOBEPEHNE C BPHO
cbabpxaHue. B To3n cnyyain EBpoTpbCT ro npekpaTsisa He3abasHO, 6e3 1a Bb3CTaHOBSIBA HAaNpaBeHoTo

nnatiaHe.

9.1.5 BE3IMJIATHUAYCINYIU

[ocTtaBunkbT npegoctaBa 6es3nnaTtHO ycnyrMu MO perucrTpaums M UHOPMAaLMOHHWU  YCRyru,
CBbp3aHu ¢ nonasaHe Ha MybnuyHnsa perncTbp/XpaHnnuLLETo, KakTo cnegsa:

» npoBepka Ha NybnuKyBaHO B perncTbpa yaoCTOBEPEHNE Ha eNekTPOHEH NoAmMuC;

» MNpoBepKa 3a BanvaHOCT Ha u3gageHo yaoCTOBEPEHNUE;

» MNpOBepKa Ha CTaTyC Ha Y4OCTOBEPEHME B pearHo BPEME;

» yOOCTOBEpEHWe 3a BpeMe Ha NpeacTaBeHo CbhabpXXaHne/enekTpoHHO n3sBneHne 6e3 HMBO Ha
obcnyxsaHe;

» unaTernsHe Ha aktyaneH Cnncbk CbC cnpeHn un npekpaTeHn ygoctoBeperns (CRL) n goctbn
no CRL apxus;

» un3TernsiHe Ha onepaTMBHUTE YOOCTOBEPEHMSI HA EBPOTPBCT;

» umaTernsHe Ha nybnuyHn oKyMmeHT Ha EBpOTpBLCT;

> Opyru ycnyru.

9.2 ®UHAHCOBU OTIFOBOPHOCTH

EBpOTPBLCT € OTroBOpeH 3a MpeAocTaBsHUTE YAOCTOBEPUTENHW YCnyru npen noTpebutenute,
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KOMTO pa3umTaT Ha yaoCTOBEpsiIBaHUSATA.
EBpOTPBLCT OTroBaps, ako BpeanuTe ca No HeroBa B1HA WUIMM Ha CTPAHUTE, HA KOMTO TOM € Bb3MNOXMI
pa6orTa.
Ako EBpOTPBCT NOTBBLPAM M NpUEME, Ye Ca HACTLNWUMM BPeAW, TOM Ce aHraxupa ga nnatu LweTuTe.

MakcumanHaTa rpaHuiua Ha nnallaHe He MoXe HafBullaBa pa3Mmepa Ha BpeauTe.

9.2.1 3ACTPAXOBKA HA JEAHOCTTA

EBpoTpbCT cKMouBa 3adbiKMTENHa 3acTpaxoBka Ha [OeWHOCTTa CuM KaTo [OCTaBuMK Ha
KBanuUUMpaH1 ya0CTOBEPUTENHN YCIyTU.

3agbmknTenHaTa 3acTpaxoBKka e C HeMpPeKbCBaeM CPOK U Ce NOAHOBSIBa €XXeroaHo.

MpeaMeT Ha 3acTpaxoBKkaTa € OTrOBOPHOCTTA Ha EBpOTpbCT 3a ocbliecTBsiBaHaTa OT HEro
[eMHOCT, CbIMacHO U3UCKBaAHMATA HA HALMOHANHOTO 3aKOHOAATEesNCTBO.

3agbmkuTenHaTa  3acTpaxoBka — MOKpMBa  OTFOBOPHOCTTa  Ha  EBpOTPBCT  KbM
Tutynapw/Cbagatenu, cboTBeTHO [loBepsiBaliM ce CTpaHuM 3a MPUYMHEHW WMYLLECTBEHU U
HEeUMYyLLLeCTBEHN Bpeau 0 rpaHuLuUTe onpeaeneHn B HaLMoHanHoTO 3aKkoHO4aTerNcTBo.

Cnepn HacTbnBaHe Ha CbOWTME, KOETO MOXe [Oa MO3BOMNWU NpeasssiBaHe Ha WUCK MOKPUT OT
3acTpaxoBkaTa, 3acerHaTtoTo nuue Tpsabea aa ysedomu nucMeHo EBpoTpbeT u 3acTpaxosaTens B CPoK

OT 7 AHM crieq KaTo CbOUTUETO My CTaHe U3BECTHO.

9.2.2 3ACTPAXOBATEJIHO NOKPUTUE

3acTpaxoBaTenHOTO MOKPUTME 3a HaAHEeCeHW HeUMyLLEeCTBEeHUM W/UNM UMYLLECTBEHU Bpeau Ha
Tutynsap/Cb3aaTten He HaAXBbPNS pa3Mepa YCTaHOBEH OT HaLMOHANHOTO 3aKOHOAaTENCTRO.

3acTpaxoBkaTta He NokpuBa criy4anTe Nno oTka3 Ha OTFOBOPHOCT, B YACTHOCT 3a Bpean NPUYMHEHN
oT:

> HecnasBaHe Ha 3agbikeHusita Ha Tutynsap/CoagaTern;

> KOMMpoMeTupaHe unu 3aryba Ha YacTeH Kntod Ha Tutynsp/Cb3gaten nopaam He nonaraHe Ha
AbIHKMMaTa rpuka 3a onassaHe Ha KIoda npy U3nonaBaHe;

> HecnasBaHe Ha U3MCKBaHWsITa 3a NPOBepKa Ha BanMOHOCTTA Ha eNEeKTPOHHUS noanuc/neyat um
Ha KBanuUUUpPaHOTO yaocToBepeHue oT [loBepsiBalla ce CTpaHa;

» hopCMaXKopHU 1 Apyrn 06CToATENCTBA, M3BBbH KOHTpPONa Ha EBpoTpbCT.

9.3 KOH®MAEHUMANHOCT HA BU3HEC MUH®OPMALIUA

EBpoTpbCT rapaHTtupa, 4e cbbupaHeTo, 06paboTBAHETO U CbXpPaHABAHETO Ha MHopmaums no
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BpeMe Ha AeHOCTTa CY KaTo JOCTaBYMK Ha KBannuuumpaHu yagocToBepUTENHN YCNyrn € B CbOTBETCTBUE
C HaUMOHaNHOTO 3aKOHOA4aTesCTBO.
EBpoTpbCT rapaHTunpa, Ye [loBepsiBawm ce CTpaHM MMaTt SOCTbN caMO 0 MHpopMauusaTa, KOATO

e obuwecTBeHO gocTbnHa B [y6nuyHmns perncrbp/XpaHnnuwieTo.
9.3.1 OBXBAT HA KOH®UOEHUMWANHATA UHO®OPMALUA

KoHdungeHumanHa wvHdopmauuna 3a Tutynap/Cb3gaten e Tasu MHGopmauusi, KOSTO He e
BKMtOYeHa B u3gageHuTe yaoctoBepeHusa n B Cnncbka Cbe cnpeHn n npekpaTteHu yaooctosepeHns (CRL).
Ta cbeTaBnaBa NMYHM AaHHM NO CMUCHIIAa Ha 3akoHa 3a 3awmTa Ha nuyHuTe aadHm (33J14).

KoHdmaeHumanHaTa nHdopmauns ce cbbupa ot EBpOTpBCT caMo JOKOMKOTO € Heobxoauma 3a
HYXXOuTe Ha nsgasaHe 1 noaabpXKaHe Ha YAOCTOBEPEHUSTA.

KoHdmaeHumanHaTa nidopmaumnsa He moxe Aa 6bae npeaocTaBsHa Ha TpeTu nuua, 6e3 n3puyHo
cbrnacue Ha Tutynapa/Cw3gatens ¢ U3KNIYEHNe Ha criydanTe, Npy KouTo JJoCTaBUYMKLT € 3a4bKeH MNo
cunaTa Ha 3aKOH.

[locTaBunkbT MOXe Oa cbbupa gonbnHUTENHa MHEGOPMaLMS, KOATO CbLLO He ce BKM4YBa B
yOOCTOBEPEHNATa, HO Ce U3MOoM3Ba 3a LenuTe Ha KayeCTBEHOTO noaabpXKaHe Ha KesanuduumpaHuTe
yOOCTOBEPUTENHN YCIYIW.

KoHpmaeHumanHaTa nHdopmaunsa ce CbxpaHsiBa Ha MSACTO, AOCTbNbT 4O KOETO € OrpaHu4eH
caMmo 3a nvua OT nepcoHana Ha EBpoTpbCT, oBnacTeHn ga onepvpaT ¢ AaHHUTE U Ce pasKpuBa camo
cnea n3pu4yHo cbrnacue Ha Tutynapsa/Cb3gaTens ¢ U3KIYeHe Ha criydyauTe, npyu Kouto [JoCTaBYMKbT
€ 3a4bJDKEeH Mo cunaTta Ha 3aKoH.

3anucm B XKypHanute W noroBete OT cuctemute Ha EBpOTpbCT ce pasrnexgar KaTo

KOH(pMAeHUManHa nHopMaLms 1 ca 3aluUTEHN OT HENPaBOMEPEH AOCTbIM U Bb3AENCTBME.
9.3.2 HEKOH®MOEHUMANHA WHOOPMALUUA

HekoHduraeHumanHa e BCSIKa nHdopmauma, cbabpxala ce B My6nnyHmusa
PErMcTbp/XpaHunuLLETO NO OTHOLLEHME Ha u3gadeHuTe KBanuduumpaHu yooCTOBEPEHUs, KaKTo U B
ny6nukyBaHusa aktyaneH CnncbK Cbe CnpeHn n npekpateHun yagoctoBeperns (CRL) n B apxmBHUTE Konus
Ha TO3U CMUCHK.

CnepgHaTta vHdopmaums B XpaHUNULLIETO e JOCTbIMHa 3a obLiecTBeHocTTa:

» [lonutuka u MNpakTruka npu NnpegocTaBsHe Ha KBanuuumpaHn ygocTtoBepUTENHN YCryru;

» ©OnaHka Ha [lorosop mexagy EBpoTpbCT n notpebutenute;

» LeHopasnuc Ha npegoctaBeHUTe oT EBpOTpBLCT yenyru;
>

pbKOBOACTBA 3a NoTpeduTeny;
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» ajpecw 3a KOHTaKT ¢ Peructpupawimsa opraH n YaoctoBepsiBalLmMa opraH;

» noTpebuTenckn ygoctoBepeHus (eQUHCTBEHO crneg ogobpeHne Ha notpebutenurte);

» CnncbKbT CbC cnpeHun u npekpateHn ygoctosepenmns (CRL);

> un3Bagku OT pJoknagm (OOKymMeHT 3a cepTuduumpaHe) ot OpraHa Mo OueHsiBaHe Ha
CbOTBETCTBMETO UMY ApYra YNbHOMOLLEHa UHCTUTYLUS.

My6nnkyBaHMTe goknaanm nHgpopmupaT obLecTBEHOCTTa 3a:

> obxBaTta Ha oguTa;

> obLllaTa oueHka 3a oauTa;

» CTeneHTa Ha U3NbIIHEHNE Ha npenopbKUTE.

9.3.3 3AWUTA HA KOHOPUOEHUMANTHATA UH®OPMALIUA

,D,OCTaB‘-II/IK'bT 7 TI/ITyJ'IFIpFIT/C'b3}J,aTeJ'IFIT HAMAT npaBO Aa pa3npocTpaHdBaT WK Aa O0nycKat
pa3npocTtpaHAaABaHe Ha I/IHC*)OpM&LI,I/IFI, CTaHana UM Un3BeCTHa npu unmM no noBoa W3NbJIHEHUE Ha
3aabJDKeHNnATa UM no ,El,orosopa, BKIMKOYUTENHO OTHOCHO MnawaHnA4a, be3 npeaBapuTeriHo U3pUYHO

NMMCMEHO pa3pelleHne OoT gpyraTta CTpaHa.

9.4 HENPUKOCHOBEHOCT HA JINYHUTE OAHHU

EBpPOTPBCT € perncTpmpaH Kato agMUHUCTPATOP Ha NMUYHWM OaHHM NO peda Ha 3akoHa 3a 3awimTa
Ha NUYHU JAHHW.

B kauectBOoTO CcM Ha AOMMHMCTPATOP Ha NWYHM OaHHKW, [JoCTaBYMKBLT CTpOro cubbrnogaBa
N3NCKBaHNATa 3@ NOBEPUTESTHOCT M HEepasnpoCTpaHEHWe Ha NUYHUTE AaHHu Ha Tutynapwu/Cb3gatenu,
CTaHanu My W3BECTHW NPWU M3NbIHEHWE Ha AerHOCTTa cu Kkato [JocTaBumk Ha KBanuduumpaHu

YOOCTOBEPUTENTHU YCIYTA.

9.4.1 [OEKNAPALUUA 3A NMOBEPUTENHOCT

JInyHuTe gaHHW, NpegocTaBeHn Ha EBPOTPBCT ce cbxpaHsaBaT u 06paboTBaT B CbOTBETCTBME CbC
3akoHa 3a 3awmTta Ha nudHnte gadHn u PEMTTAMEHT (EC) 2016/679 General Data Protection Regulation
(GDPR). EBpoTpbCT Cbbupa KONMYecTBO MHpopMaLMa NPONOpLMOHATHO Ha HEMHOTO NpefHa3HayYeHne
n ynotpeba. Bcekn notpebuten gasa cbrnacue 3a obpaborsaHeTo Ha NIMYHUTE My AaHHW. ToBa cbrnacue
ce 3asiBsiBa C NognucBaHeTo Ha [JoroBop 3a y4OCTOBEPUTENHN YCIYr.

JInyHMTE AaHHM ce M3Non3BaT camMo BbB Bpb3ka C NPegoCTaBAHETO HA YOOCTOBEPUTESTHN YCIyru.

JInyHnTe AaHHM ca 3almTeHn B CbOTBETCTBME C NpaBuriaTa 3a NoBEpUTENHOCT, CbAbpXallm ce B

nonuTMkaTa 3a curypHocT Ha EBpoTpbCT.
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9.4.2 UHO®OPMALMUA TPETUPAHA KATO JINYHA

Bcsika uHdopMauums 3a noTpebutennTte, KoaTo He e NyGNNYHO JOCTbMHA, Ype3 CbAbPKAHNETO Ha
n3gageHnTe yaooCTOBEPEHUs, XPaHWMMLLETO UM oHnanH 4ype3 Cnucbka CbC CMpeHu U npekpaTeHu

yoocTtoBepeHus (CRL) ce TpeTupa kaTto nu4Ha.

9.4.3 WHO®OPMALMNA, KOATO HE CE CHUTA 3A JINYHA

Lisnata unHpopmMaLms, onoBecteHa B YAOCTOBEPEHUSTA, CE€ CYUTA, Ye He € NU4YHA, OCBEH akKo
N3PUYHO He e NpeaBMAEeHO Apyro B 3akoHa 3a 3awumTta Ha nuyHuTe gaddm u PEMNTIAMEHT (EC) 2016/679
General Data Protection Regulation (GDPR).

9.4.4 OTroBOPHOCT 3A 3AWLNTA HA NTMYHUTE OAHHU

EBpoTpbCT 1 Pernctpupalumsa opraH, KOUTO nonyyasaTt noBeputenHa nHdopmauus, rapaHtmpar
3awmTaTa Ha NMYHN AaHHW Ha noTpebutenute. EBpOTPBLCT He Jonycka KOMMPOMETUpPaHe 1 pa3kpuBaHe
Ha NWYHW OaHHW nped TpeTw nuua. NpegocTaBsHe Ha JOCTBLN A0 NNYHA MHOpMaUMsa € eOUHCTBEHO B
CbOTBETCTBME C M3MCKBAHMATA Ha 3akoHa 3a 3awmTa Ha nudHuTe gaHHu u PEMTAMEHT (EC) 2016/679
General Data Protection Regulation (GDPR).

9.4.5 CBIMACHUE 3A N3MNON3BAHE HA IMYH OAHHU

OcBeH, ako He e nocodeHo Apyro B [llpakTukata npu npegocTaBsHe Ha KBanuduumMpaHu
YOOCTOBEPUTENHN YCRyrn®, MpUNoXuMmMTe npaBuna 3a MNOBEepUTENHOCT (OCBEH B cryYauTe Ha
crnopasymMeHue) Mu3NCKBaT JMYHUTE [aHHM [da He ObgaT usnonseaHum 6e3 cbrnacuMeto Ha
Tutynsaps/Cb3nartens, OCBeH B criyvanTe, NpeaBuaeHu B 3aKOH.

9.4.6 [OPYI' OBCTOATEJNICTBA 3A PASKPUBAHE HA NHO®OPMALIUA

MpakTnkaTa Npy npegocTaBsHE Ha KBanuuUUMpaHW yOoOCTOBEPUTESTHM YCIyrn He nocoyBa

HUKaKBU Opyrun obcTosiTencTBa B TOBa OTHOLLEHME.

9.5 NPABA BbPXY MHTENEKTYAJIHA COBCTBEHOCT
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PasnunyHn gaHHW, BKOYEHW B n3gasaHUTe OT EBpOTPBLCT kBanuduumpaHn yooctToBepeHus unm
nyonukysanHn B [lybnuyHma perncrbp/xpaHunuuie ca OOeKT Ha npaBa BbpXy WHTENeKTyanHaTa
COBCTBEHOCT U APYrn UMYLLECTBEHM U HEUMYLLECTBEHM NpaBsa.

OTHOoWweHuATa No MNOBOA4 Ha Te3n npaBa Mexgy EBpOTpbCT M gpyrnte yyacTHMUM B
NH(ppacTpykTypaTa Ha EBpOTPBLCT, KaTo BbHLWHM Pernctpupalum opraHn n ap. ce ypexagart ¢ 4oroBop.

Bcuykn nsgageHn ksanuduumpann yaoctosepeHns oT EBpOTpbCT ca 06eKkT Ha aBTOPCKO nNpaBo
Ha EBpOTpPBLCT.

Bcunukn npaBa Bbpxy M3nona3eBaHu ot EBpoTpbCT 6msHec mapkm (Hanp., EVROTRUST®), kakto n
CbabpXKalum ce B yOoCTOBepeHnsaTa TbProBCKM HaMMeHOBaHUS N3non3BaHn oT
Tutynapute/Cb3gatenuTe, ce 3anas3saTt OT TUTYNApUTE MM/Cb3gaTtenite UM KU ce u3nonseaT camo 3a
HY>XOWTE Ha NpefoCTaBAHMUTE Y4OCTOBEPUTENHM YCIYTU.

[lBornkaTta kno4oBe, KOpecrnoHaMpalln Ha yOOoCTOBEpeHMATa nsgageHu ot EBpPOTPBLCT, KakTo u
CbOTBETHUSA CEKPETEH MaTepmarn, ca 06ekT Ha npaBa Ha EBpOTPBLCT, HE3aBMCMMO OT COOCTBEHOCTTA Ha

m3nyeckns HocuTen Ha Kn4oBeTe.
9.5.1 MNPABO HA COBCTBEHOCT HA JAHHU B KBAITMOULUIMPAHU YOLOCTOBEPEHUA

EBpOprCT 3ana3Ba BCUYKM NpaBa Ha MHTeENeKTyaliHa COOCTBEHOCT Ha BKIMIOYEHUTE OaHHM B

KBanMuuupaHuTe yaoCTOBEPEHMSI.
9.5.2 NMPABO HA COBCTBEHOCT HA MUMEHA U TbPIOBCKU MAPKHA

EBpOTPBLCT NpuTeXaBa permcTtpupaHa mapka, CbCTosilia ce OT rpauyeH 3Hak U Hagnuc, KOMTO

npepncraBnaBa CreaHoTOo J10ro:

e\/i*otrust 5

JNloroto e peructpupaHa TbproBcka Mapka Ha EBpOTpbLCT M He MOXe ga ce u3nonssa OT Apyru
cTpaHu 6e3 npegBapuUTENHOTO NMCMEHO ogobpeHue Ha EBpoTpbCT.

Bcuukn notpebutenn 3anassat nNpaBo Ha MHTenekTyanHa COOCTBEHOCT Ha TbproBcka Mapka,
Mapka 3a ycrnyru, Unm TbpProBCKO HaMMeHOBaHWe, CbAbpXalllo Ce BbB BCAKO U3AaAeHO KBanuduumpaHo
yAOCTOBEPEHNE.

MpaBo Ha wWHTenektyanHa cobCcTBEHOCT e YyHukanHoto ume (DN) B pamkuTe Ha BCSAKO

yOocToBepeHue, nsgageHo Ha Tutynap/Cwagarten.

9.5.3 MNPABO HA COECTBEHOCT HA IBOMKA KITIOYOBE
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[lBovikaTa Kkro4yoBe Ha noTpeduTennte M CBLbP3aAHOTO C NyONMYHMA KoY KBanNnuuupaHo
yaocToBepeHne nsgageHo ot EBpOTPBLCT, KakTo M CbOTBETHUS CekpeTeH matepuan € cobCTBEeHOCT Ha
EBpoTpbCT, HE3aBUCUMO OT COBCTBEHOCTTA Ha hmsmyeckaTa cpeaa, B KOATO KMOYOBETE Ce CbXpaHaBaT
n 3awmTasar.

YpocTtoBepsBaLwmMTE OpraHu ca cobCTBEHOCT Ha EBpOTPBCT.

9.6 OBLLM NONOXEHUA

Tasu yacT ot NpakTuka npu npegocTaBsHe Ha KBanuuumpaHn yagocTtoBepuUTENHM YCryrn onncea
3aQbIPKEHNATa, rapaHuumnTe U OTrOBOPHOCTTa Ha EBpoTpbeT, Pernctpupalusa opraH, notpedbutenute u
AoBepsiBalmnTe ce CTpaHu. YpeaeHu ca npaBarta, 3aabihkeHuaTa U Abiknumara rpyka Ha notpebutenurte
N ooBepsBaLLM ce CTpaHn. 3aabimkeHraTa u OTTOBOPHOCTTa Ha noTpebutenuTte n EBpoTpbCT ce ypexaat
Yype3 JOroBopHM cnopasyMeHus. OTHOLLEHWSTa C 4OBEPSBALLM Ce CTPaHU ce ypexaaTt no pega Ha obLwoTo
OEeNMKTHO Npaso.

[loroBopute 3a npegocTaBsiHe Ha YAOCTOBEPUTENHM ycnyrn cnegBa ga Obaart cknovBaHu B
NMCMeHa Unu enekTpoHHa dopma, nNpu crasBaHe Ha pasnopenodoute Ha PernameHTt (EC) Ne 910/2014,

PEMMAMEHT (EC) 2016/679 n npunoxmnmoTo 3akoHogaTencteo B Penybnuka Bbnrapus.

9.6.1 3AOBIDKEHUA, OTTOBOPHOCT U TAPAHLUUU HA EBPOTPBCT

EBpOTPBCT rapaHTMpa, 4Ye ocbLlecTBABa AENHOCTTA CU KaTo:

» cnasBa TOYHO YCMOBMATA B HACTOAWMSA AOKYMEHT, nsuckBaHusta Ha PernameHTt (EC) Ne
910/2014, PEIMMAMEHT (EC) 2016/679 » HaumMoHanHOTO 3akOHOOATENCTBO MpPU OCbLLECTBABAHE Ha
AenHocTTa cn Ha [locTaBuMK Ha KBanuuumpaHu yaocToBepUTENHU YCIyru;

» npefocTaBeHUTE yCryrM He HapyllaBaT aBTOPCKUTE MnpaBa U NULEH3UPaHU npaBa Ha TpeTu
CcTpaHu;

» u3nonsesa TexHW4ecko obopyaBaHe M TEeXHOSMOrmwW, KOUTO ocurypsiBaT HaOexXOHOCT Ha
CUCTEMUTE U TexXHMYyeckata u Kpuntorpadpcka CUrypHOCT Mpu OCLLLECTBABaHE Ha npouecute, B TOBa
YUCNO M CUTYPEH W 3alLUMTEH MEeXaHU3bM/YCTPOMCTBO 3a reHepuvpaHe Ha KIl4oBe M 33 Cb3[aBaHe Ha
eneKTPoHEeH nognuc/neyaTt B cBOATa MHAPACTPYKTYpa;

» n3gaBa KsanuduumpaHu yagocToBEPEeHUS 3a eNeKTPOHHU Noanucu/nedaTu creq Kato nposepun
C AONyCTUMK OT 3aKOHa CpeAcTBa npeacTaBeHaTa nHopmMauus;

» CUNypHO CbXxpaHsBa U nogabpxa MHopMauus, CBbp3aHa C U3gaBaHUTE yOOCTOBEPEHMUS U
onepartmBHaTa paboTa Ha CUCTEMUTE;

» cnasBa ycTaHOBEeHMTe npoleaypu 3a paboTa 1 npasuna 3a TeXHUYECKN U PU3NYECKN KOHTPOT,
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B CbOTBeTCTBME C YycrnoBusita B [paktuka u [MonuTuka npu npegocTtaBsHe Ha KBanvduumpaHu

YOOCTOBEPUTENHN YCNyru;

> nNpu wnckaHe un3gaBa CbOTBETHUTE TUMOBE YOOCTOBEPEHUS,
npouenypute B TO3M AOKYMEHT, CbOTBETHUTE [NMonntunkm n obLionpmneTn ctaHgapTu:
e ypoctoBeputenHu ycnyrmn - X.509, PKCS # 10, PKCS # 7, PKCS # 12;

e yaoOCTOBepsiBaHe Ha Bpeme - npenopbka RFC 3161;

e [poBepKa cTaTyca Ha yaoctoBepeHue - npenopbka RFC 2560;

» yBepomsBa lMoTpebutenute

3a akpeauTauuaTa cu;

cnasBaMkm ycnosusita W

> Cb3daBa Bb3MOXHOCT 3a He3abaBHO cnvpaHe W npekpaTsiBaHe Ha [OeNCTBMETO Ha

KBanMguunpaHo yaoCTOBEPEHUE;

> npekpatdea " cnupa OEeNCTBNETO Ha yaooCcTtoBepeHuna npu ycnosudatTa M No peda Ha

cboTBeTHaTa Nonntuka;

> yBeOoMmsiBa He3abaBHO 3aMHTEpPEeCcoBaHUTE NLa crief cnnpaHe Ha yaoCTOBEPEHME;

> ocurypsiBa yCnoBusi 3a TOYHO OnpefenisiHe Ha BpeMeTo Ha u3gaBaHe, crvpade,

Bb30OHOBsIBaHE W NpekpaTsiBaHe Ha AeACTBMETO Ha YOCTOBEPEHUSTA;

> U3NbMHsABA npouedypy Mo uaeHTUdMKauMs M ycTaHoBsIBAHE Ha aBTEHTUYHOCT Ha

Tutynaps/Cv3paTens;

> ocurypsiBa Mepku cpeLly NnoanpaBsiHe Ha yAOCTOBEPEHUsITA U NOBEPUTENHOCTTA Ha AaHHUTE,

[0 KOUTO UMa AOCTbM B NpoLieca Ha Cb3gaBaHETO Ha noanuca/neyara;

» N3M0S13Ba HAAEXOHN CUCTEMU 3a CbXpaHaBaHe M ynpaslieHne Ha yaoCToOBEPEHUATA,

» CaMO HaAJ1IeXXHO OBMaCTEHU cnyxutenn mMmat goctbi 3a BHacAHe Ha NpoMeHn B OaHHUTE,

yCTaHOBABaHEe Ha aBTEHTUYHOCTTA U BannMaHOCTTa Ha yaAOCTOBEPEHUATA,

> B3nMa He3abaBHM MEepKn npun Bb3HUKBAHE Ha TEXHU4YEeCKU np06neM|/| BbB Bpb3Ka CbC

CUTYPHOCTTA,

» C WN3TM4aHe Ha CpOKa Ha BannMaHoOCT Ha KBaﬂM(bI/ILlI/IpaHOTO yaooctoBepeHne OTMeHA

BannMaHOCTTa My;

> uHdbopmupa Tutynapute/CbaaaTenvTe 1 4OBEPSBaALLMTE CE CTPaHWU 38 TEXHUTE 3adbIHKEHNS

N AbInKnma rpmxxa Ha noeegeHume npum n3norn3BaHeTo N JoBepABaHETO Ha npeaoctaBAHUTE OT EBpOTp'bCT

YOOCTOBEPUTENTHN YCNYyrn, Kakto M OTHOCHO npaBuUITHOTO U CUTYPHO Wu3norn3saHe Ha wusgageHute

yYAOCTOBEPEHUA N NpenocTtaBeHn yaoCToBepUTEnHn yecnyru, CBbp3aHu C TAX;

> M3Mon3ea U CbxpaHsiBa cbbpaHaTta fnMyHa 1 apyra uHdopmaums camo 3a LienuTe Ha cBosiTa

OenHOoCT no npenocrtaBaHe Ha yOoCTOBEpUTENHWM YCnyrm B CbOTBETCTBME C HAUMOHAIIHOTO

3aKOHOOAaTeNICTBO;

> He CbXpaHdaBa N He Konnpa gaHHW 3a Cb3aBaHe Ha HOTpGGVITeJ'ICKVI YaCTHU KIO4OBE;

> noaabpxa pasnonaraemy CpefctBa, KOMTO OCUrypsiBaT Bb3MOXHOCT 3a M3BbpLUBaHE Ha
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OenHoCTTa My;

» CKIloYBa 3acCTpaxoBKa 3a BPEMETO Ha CBOATA AENHOCT;

» nogabpxa OOBepeH nepcoHan, nputexasall HeobxoaumuTe eKCNepTHU 3HaHWS, OnuUT U
KBanudukauusa 3a u3BbpLiBaHe Ha AeNHOCTTa;

» nopavpxa [NybnnyeH perncrop/xpaHunuile, B KOWTo Nyonnkysa nsgageHnte ksanndmumpaHm
yOoocToBepeHus, aktyaneH CnmcbK CbC CnpeHn wun npekpateHn yapocTtoBepeHns (CRL), gpymm
obcTosTencTaa 1 eNekTPOHHM OKYMEHTU, CbIMacHO TO3U JOKYMEHT Y HaUMOHANHOTO 3aKOHOAATENCTBO;

» ocurypsiea NnoCTosiHEH gocTbn Ao MNyGnnyHusa pernctbp No enekTpoHeH bt (24/7/365);

» ocurypsiea 3awuta cpelly BHacsiHe Ha NpomMeHn B noaabpxaHusa [lybnudeH permctbp oT
HepernameHTMpaH N HenpaBoOMepEeH AOCTbM UM Nopaan CrnyyYyamHo cbouTue;

» nyb6nukyBa He3abasHO B Ny6nuyHMsa pernctbp nsgageHnte n nognucaHy yaoCcTOBEPEHUS;

» Cb3aBa yCroBus Ha BCsKa [oBepsBalla ce cTpaHa Ada npoBepu cTtaTyca Ha M3gadeHo u
ny6nukyBaHO yaocToBepeHne B ny6nmyHma Pernctbp Ha yooCTOBEPEHMS;

» UM3BbPLIBA NEepUOANYHN BBTPELLUHWU OAUTU Ha AEeWHOCTTa Ha YAoCToBepsABaLlMs OpraH u
Pernctpupawims opran;

» U3BbPLUBA BbHLUHM OOMTWN OT HE3aBMCUMW OAUTOPM M NyGnMKyBa Ha canTa cu pesyntaTute oT
nposepkara;

> N3MN0M3Ba B ENHOCTTA CU cepTudunumpaH copTyep u xapayep, Kakto U CUrypHU N HagexaHu
TEXHOSOMMYHN CUCTEMMU;

» nogabpa Ha canTta Ha EBpoTpBbCT cnnckk ¢ Pernctpupalum opraHn, CNUChK NpenopbyYnTeneH
copTyep n xapayep 3a u3anonasaHe oT notpeburtenute, 6naHku, dopmynspu, Tunos [dorosop wn Aap.

AOKYMEHTW B Nnori3a Ha noTpebutenute;

[locTaBUMKBLT HOCK OTFOBOPHOCT nped Tutynsap v [loBepsiBalia ce cTpaHa 3a NpUYNHEHN Bpeam oT
rpyb6a HeBpeXHOCT UM YMUCH:

» OT HeusnbrHeHne Ha nsnckeanusta ot PernameHT (EC) Ne 910/2014 npu ocbLuecTBABaHe Ha
AenHOCTTa cv No NpefocTaBsAHe Ha KBanvduumpaHn yaoCcToBepuTEnHU yenyru;

» OT HEBEPHW UInu NUNCcBaLLM JaHHW B KBanMdpuUUMPaHOTO yOOCTOBEPEHUE KbM MOMEHTa Ha
n3gaBaHeTo My,

» OT Bpeawn, KOUTO ca NPUYUHEHM B Criyyain, Ye Mo Bpeme Ha U3faBaHeTo Ha yooOCTOBEPEHNEeTo
nuueTto, nocoyeHo kato Tutynap/Cb3gaTten, He e pasnonarano C YacTHUSA KN4, CbOTBETCTBALW, Ha
nyonnYHMs KItou;

» OT anropuTMMUYHOTO HECHLOTBETCTBME MEXAY YaCTHUS KIY U NyOnMYHUS KoY, BMMCBaH B
yOOCTOBEPEHNETO.

» OT HecnasBaHe Ha 3adbiDKeHuATa CU NO u3gaBaHe W ynpasfneHue Ha KBanuduumpaHu

yOOCTOBEPEHUA,
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» OT BNUCBaHe Ha HEeBEPHWU Ui nuncealln gaHHM B yaOCTOBEPEHUATA,

» OT NPOMNyCKM B YCTAHOBSIBAHE Ha MAEHTUYHOCTTa Ha TuTynsaps/Cw3gatens.

BbB Bpb3ka C U3NbfHEHWE HA M3MUCKBaHUATaA Ha PSD2, npu nouckBaHe oT cTpaHa Ha NCA Ha
NMHopMaLums, cBbp3aHa C u3gageHn ygocToBepeHns C BNMCaH B TAX HOMEP Ha NuLeH3a Ha nnaTtexHaTa
MHCTUTYUMa Ha Payment service provider (PSP), pernctpupaH ot cbuwmsa NCA, OTrOBOPHOCT Ha
EBpoTpBbCT € Aa ocurypm Tasm nHgopmaums, KoATo ce npegnara cpelly 3annawaHe. Cneg nssbpLuBaHe
Ha 3annawaHeTo, EBpoTpbCcT nogasa mHdopmauma kbM NCA 3a nsgageHuTe yaoCTOBEPEHUHA, KaTo

noco4sa TEXHUAT 6p0|71, Bu1a, cepneH Homep n nepmnon Ha sasingHoOCT.

9.6.2 3AOBINKEHUA, OTTOBOPHOCT U TAPAHUUU HA PETUCTPUPALLUA OPTAH

EBpoTpBbCT rapaHTupa, 4e Peructpmpalumst opraH nsnbHsBa cBoute (OyHKUMM U 3a0bIDKEHUS B
NbMHO CLOTBETCTBME C YCIOBUSATA B TO3M OOKYMEHT, C U3UCKBAHUATA U npouenypute B MNonuTtukata u
n3gageHnTe BbTPELLHM OnepaTUBHU UHCTPYKLMN.

EBpoTpbCT oTroBaps 3a fgeunctBusta Ha Peructpupawma opraH B uHGpacTpykTypaTa Ha
EBpoTpbCT.

EBpoTpbCT rapaHTupa, 4e Peructpupalums opraH:

» UN3MNbJHSABaA CBOSITA AEMHOCT, KaTo M3Mon3Ba HageXaHn 1 CUrypHU YCTPOMCTBA U coqpTyep;

» npenocraBs YCrnyrn, KOMUTO ca B CbOTBETCTBME CbC HALUMOHANHOTO 3aKOHOAATENcTBO U He
HapylLaBa aBTOPCKUTE NpaBa 1 N1LEeH3npaHu npaesa Ha notpeburtenuTe;

» nonara Hy>XHUTe ycunus, 3a a u3BbpluBa NpasBuiHa uMaeHTUdukauusa Ha notpebutenute,
BbBeXAa NpaBuUITHO M TOYHO AaHHWTEe B BasaTa gaHHW Ha EBPOTPBLCT M akTyanuaupa Tasm nHgopmauus
B MOMEHTa Ha NoTBbpXJaBaHe Ha JaHHUTE;

» He npaBu YMULLINEHW rPeLLKUA UM He BHAcCs HETOYHOCTU B MHOpMaUMATa, CbabpXalla ce B
YOOCTOBEPEHUAT];

» HeroBuTe yCryru ca B CbOTBeTCTBME C obwonpuetute ctaHgapty: X.509, PKCS # 10, PKCS
#7, PKCS # 12;

» HeroBuTe ycrnyrm ce npefocTaBsaT Bb3 OCHOBA Ha Mpouedypu, KOUTO ca CcbobpaseHu C
npenopbkuTe Ha ,[1pakTuka npy NnpegocTaBsHe Ha KBanuduumpaHu yaoctoseputennHn ycnyrn®; Tosa ce
oTHac4 Jo:

e pouenypwv 3a NpoBepkKa Ha CaMoNMYHOCTTa Ha noTpebutenuTte,
e Mpouenypwv 3a NpoBepkKa, 3a AokasBaHe Ha YacTeH KoY, CBbp3aH C NyOrnYyeH Krtou;
e rnpouenypu 3a npuemaHe, obpaboTka M NOTBbPKAEHNE UMM OTXBBPIISHE HA UCKAHUSA Ha

noTpebutenu 3a nsgaeaHe, NOAHOBABaHe, CripaHe 1 NpekpaTsiBaHe Ha YAOCTOBEPEHNS;
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e TMpoueaypy 3a UCKaHe Ha NOTBbPXKAEHME OT Y0CTOBepsiBall, opraH, Bb3 OCHOBa Ha Beye
npueTo WckaHe OT MoTpebuTen 3a wusgaBaHe, NOAHOBSIBAHE, CMMpaHe WNW TNnpekpaTsBaHe Ha
YOOCTOBEPEHME;

e TMpoueaypy 3a Cb3faBaHe Ha apxMB Ha CbOpaHUTE MPUMOXKEHWS U OAHHW, MONyYeHU OT
notpeburenure;

e MpoLeaypu 3a reHepupaHe Ha Kro4YoBe 3a NoTpedbuTenu;

e npoueaypy 3a nepcoHanu3auus 1M u3gaBaHe Ha enekTPOHHM KpunTorpadoCcku KapTu, Ha
KOWUTO Ce CbXpaHaBaT YAOCTOBEPEHMsATa 1 ABOVKaTa KIY0BE;

e y4yacTBaT BbB BbHLUHWN U BbTPELWHN OANTU Ha EBpOTp'bCT .

PernctpupalmaT opraH ce aHraxupa ga.

» npencraesi Ha EBpOTpBLCT Nnpenopbky, 0COHGEHO TE3N, KOUTO NMPOM3THUYAT OT OAUTUTE;

> [a ocurypu 3alimta Ha JIMYHUTE OaHHU B CbOTBETCTBME CbC 3aKOHa 3a 3awuTa Ha NUYHUTE
AgaHHn, GDPR n oTHoCMMOTO 3aKOHOOaTESNCTBO;

» [a CbXpaHsiBa Ha CUIYpHO MSICTO YaCTHUTE KIOYOBE Ha OMepaTopuTe B CLOTBETCTBUE C
N3NCKBAHUATA 3a CUTYPHOCT, OMpeaeneHn B HACTOSALLNSA JOKYMEHT;

> [a He u3nosn3ea NNYHUTE ONEepaTopCKM KIIKYOBE 3a LENW, PasfMyHu OT Te3u, MOCOYEHU B

HaCTOALLMSA JOKYMEHT.

9.6.3 3AOBINKEHUA HA MOTPEBUTEJIUTE

Tutynapat/Cou3gaTenaT unu HagnexHo osnacteHoTo oT Ch3gatens pmsmnyecko numue, NOCOYEH B
n30ageHoTo KBanmduumpaHo yaoCcToBEPEHNE, UMa CnegHUTe 3a0bIDKEHUS:

» [a ce 3ano3Hae U fa cnasea ycrnoBuaTa Ha [orosopa, lMonutuknte n lpaktukute npwu
npegocTtaBsHe Ha KBanuUUUpaHu yooCTOBEPUTENHW yCryrn OT EBPOTPBLCT, KakTO U U3NCKBaHMATA B
ocTaHanuTe OOKYMeHTW, NybnukyBaHu B [y6nunyHmsa permctbp Ha EBpOTPLCT;

» 1Npuv NOAaBaHe Ha UCKaHWA 3a M3gaBaHe W yrnpaBfeHve Ha yooCTOBEpeHus fa npegocTaBu
BSIpHA, TOYHA M NbfHA MHGOopMauns, KoaTo EBpOTpPBLCT manckBa cbrinacHo [loroBopa, HOpMaTUBHUTE
n3ncKkBaHuna, npunoxummuTe Monutukn n MNpakTuky;

» [areHepupa KpynTorpadoCku Kno4oBe, M3NOoMn3Bankm CUrypeH Metog 1 anroputbm, CbobpasHo
nancksaHnata Ha PernameHTt (EC) Ne 910/2014 n ga nanonssa ogobpenun ot EBpoTpbCT yCcTponcTea 3a
Cb3JaBaHe Ha eNEKTPOHEH nognuc/neyar,;

» [a npoBepu NbfHOTaTa U BEPHOCTTA Ha CbAbPXKAHMETO Ha npegocTaBeHaTta OT Hero
nHdopmaumsa 3a ygoctosepsisaHe B norne DN (Distinguished Name) Ha nsgaBaHute ygoctoBepeHus. B

criyyal Ha HecbOTBETCTBME Mexady NpeacTaBeHaTa MHMOPMauusi U yOOCTOBEPEHOTO CbAbpXKaHMe,
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notpebutens Tpsibea ga yBeaommn HezabaBHO EBpOTPBLCT;

> [a npeycTaHOBW M3MNOM3BaHETO Ha yOOCTOBEPEHNETO B Cflydal Ha CbMHeHMe 3a 3aryba unm
KOMMNPOMETMpPAaHE Ha YacTHMSA KIHoY U ga nogage 4o EBpoTpbCT 3asBKka 3a HEMOBOTO CNMPaHeE;

> [a npeycTaHOBW M3MOM3BaHETO Ha y4OCTOBEPEHMETO NPU HaANU4UMe Ha octapsifia, MPOMeHeHa,
HeToYHa /M HeBAPHA MHOPMaLMs, BKNIOYEHaA B M30adeHO yOOCTOBEPEHME U Aa Nofade MckaHe 3a
cnvpaHe Ha AeNCTBMETO Ha yOOCTOBEPEHMETO;

» npegu ga ua3nonssa HOBOTO yAOCTOBeEpeHWe, Aa npomeHn gocerawHus MNUH 3a goctsen oo
YCTPOMWCTBOTO 3a Cb3[4aBaHe Ha eNeKTPOHEH nognuc/neyaT, KbAETO Ce CbXpaHsBa YaCTHUAT KoY,

» [a npunoxun Heobxogumarta AbfKMMa rpwxka 1M ga npegnpueme HeobxoaMmmte Mepku 3a
npeaoTBpaTsiBaHe Ha YaCTHUA KNOY OT KOMNpomeTupaHe, 3aryba, paskpmeaHe, Moagndukaumst unu apyro
HepaspeLleHo 4EeNCTBUE;

» [a u3nonsea M3gageHoTo OT EBpOTpbCT yaoCTOBEpPEHME caMO 3a 3aKOHHW Lenn u B
CbOTBETCTBUE C yKaszaHaTa B HEro NonmTrKa U npakTuka;

» pa opobpsiBa ycnosusaTa, nocoveHn B [loroBopa mexay Hero n EBpotpbeT; ToBa ogobpeHue
TpsibBa Aa ce CbCTOM Ha caMOpbYeH Noanuc Bbpxy [orosopa;

» paopobpsiBa M3nageHoTo 3a HEro yA0CTOBEPEHWE;

> [a He paskpuMBa naponarta 3a AOCTbM [a YCTPOMCTBOTO 3a Cb3daBaHE Ha ENeKTPOHEH
nognuc/neyaT Ha HEYMbIHOMOLLEHW NMLA;

> [a He npaBu OOCTbMNEH CBOSI YaCTEeH KoY 3a Apyrv nvua.

9.6.4 OBIDKUMA rPUXA HA NJOBEPABALLA CE CTPAHA

Jlnuata, kouTo ce AoBepsiBaT Ha KBanUMUUMpPaHO yOOCTOBEPEHUE 3a eNeKTPOHEH noanuc/nevar
TpsbBa ga npuTexaBaT OCHOBHM MO3HAHMS OTHOCHO MPUHLUMNUTE HA WU3MOSI3BaHE U MPUITOXKMMOCT Ha
eneKTPOHHUA nognuc/neyat v Ha ycnyrute, CBbp3aHu ¢ ynotpeba Ha kBanuurumpaHo yaoctToBepeHune 3a
eneKTPoHeH nognuc/neyar.

[oBepsBalaTa ce cTpaHa crieaBa Aa NonoXu gbImKuma rpuka, Kkato:

» Cce JjoBepsiBa Ha yOOCTOBEpPEHUsATa caMo ¢ ornep Ha lNonutrukarta 0THOCHO NpeaHasHa4YeHneTo
N Ha OorpaHUYeHnsTa, NPU KOUTO € N3Na[EHO;

> UN3BbPLUM NPOBEpPKa Ha cTaTyca Ha YyO4OCTOBEPEHMETO B nogabpaHus oT EBpoTpbCT
My6nnyeH pernctbp/xpaHunuile. lNMpoeepkaTa Ha eneKkTpoHHaTa aBTEHTUYHOCT U Ha MHTEerputetTa Ha
yOOCTOBEPEHMETO M3BBLH [y6nMyHuA pernctbp unu B HeakTyaneH CnMCbK CbC CPEHM U MpekpaTeHn
yooctoBepeHus (CRL) He ocurypsiBa npoBepka 3a HeroBata BanvMaHOCT M BCUYKM HACTLNUAM Bpeaun oT
npegnpueTn LOEWCTBUs, Cred OCbLUeCTBsSBaHE €AMHCTBEHO HAa TakaBa MpoBepka, ca 3a CMeTKa Ha
[loBepsiBawiarta ce cTpaHa;

> npoeepdaBa BaliMQHOCTTA Ha eNeKTPOHHUA nognuc/neyaTt Ha €J1IeKTPOHHO noanncaHu
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N3SBMNEHMS, KakTO 1 BanuaHOCTTa Ha eNeKTPOHHUS Noanuc Ha EBpOoTpbCT Mo Bepurata oT y40CTOBEPEHWS
[0 6a30BOTO YAOCTOBEPEHME;

> Ce yBepW, Ye MPUNOoXEHUsiTa, C KOUTO Ce W3Mon3sBa YAOCTOBEPEHMETO ca (PYHKLMOHAMHO
MPUIOXUMKN 3a NpeaHa3HayYeHMeTo, 3a KOMTO € M3OadeHO, KakTo M C Orfied HMBOTO Ha CUIypHOCT,
MocoYeHu B cboTBeTHaTa [MNonntuka;

> [a npoBepuv ganu nognucbT/nevyaTsbT, NpUapPYKEH OT YAOCTOBEPEHUETO, HE € MU3MOM3BaH 3a
LIeNnn 1 3a CTOMHOCT Ha TpaH3aKLUun, U3BBbH BNUCAHUTE B YOCTOBEPEHNETO OFPaHNYEHUS U LIENMK;

> [a ce yBepu, Ye AObIDKMHATa Ha W3MON3BaHWUTE KIoYoBe OTroBaps Ha WM3MCKBaHUSATa 3a
CUrypHOCT Ha [loBepsiBallaTta ce CTpaHa;

> [a ce yBepu, Yye YyOOCTOBEpPEeHWeTo e Ouno BanuMaHO KbM MOMEHTa Ha Cb3faBaHe Ha

EJTIEKTPOHHUA nognuc/neyar.

Obrmkuma rpmxa Ha [loBepsiBallata ce CTpaHa € Aa M3non3Ba MexaHU3bM 3a CUrypHa npoBepka
Ha enekTPoHEeH noanuc/neyat, KOWTO rapaHTupa, Je:

> NyOGNUYHUAT KoY, KOWTO Ce 13Mo3Ba 3a NpoBepka Ha noanuca/neyara CbOTBETCTBA Ha TO3M,
KOMTO ce npeacTaBs npen, Hero;

> npoBepkaTa 3a U3Mosi3BaHe Ha YaCTHUS KItoY € HAaAeXaHOo NoTBbpAeHa 1 pe3ynTaTuTe oT Tasn
npoBepKa KOPEKTHO ce NPeACTaBaT;

> npu HeobxoOAMMOCT MOXe [a Ce YCTaHOBM CbObpPXaHMETO Ha MoAnUcaHUS eneKTPOHEH
[AOKYMEHT;

» aBTEHTUYHOCTTa W BanMAHOCTTa Ha YAOCTOBEPEHWETO KbM MOMEHTa Ha MNoAnNUCBaHeTO
HageXaHo ce NpoBepsiBar;

> pesynTatute OT MNpoBepkaTa W enekTpoHHaTa WAEeHTMYHOCT Ha TuTtynaps/Cb3gatens
npaBUSIHO Ce NPeACTaBsT;

> BCSIKakBW MPOMEHW, PENieBaHTHU 3a CUIYpHOCTTa Cca YCTaHOBUMMW.

lMpoBepkaTa 3a npegHasHa4YeHWETO Ha Y4OCTOBEPEHMETO CEe WM3BbPLUBA MO CEAHUTE AaHHM,
cbabpXKalm ce B npoduna Ha yaoCTOBEPEHUNETO:

» [onutuka, B CbOTBETCTBUE HA KOATO Ce n3aasa 1 ynpasrsiBa y4OCTOBEPEHME 3a €NTEeKTPOHEH
noanuc/neyar, nocodeHa B none ,Certificate Policies®;

» npeaHasHa4YeHMEeTo M OrpaHnYeHusiTa Ha OeNCTBMETO Ha y4OCTOBEPEHMETO, ONUCaHN B None
.Key Usage“ n ,ExtendedKey Usage®;

» padHu 3a Tutynapsa/Cbhagatens Ha yaocTOBEPEHMETO, NOCOYEHN B none ,Subject”.

EBpOTPBLCT He HOCKM OTroBOPHOCT 3a HacTbnunM Bpean Ha [loBepsiBawjata ce cTpaHa oOT
HenonaraHe Ha AbpkuUmarta rpwka. Bceknm OOKyMeHT ¢ fedekTeH UM CbMHUTENEH EneKTPOHEH

nognuc/neyat crneaea Aa 6bae OTXBbPIIEH UMM EBEHTyarlHO MOAJIOKEH Ha Apyru npoueaypu, KOUTo
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no3BonsiBaT Aa ce MocovM HeroeaTa BanuaHocT. Bcsiko nuue, koeto ogobpu TakbB OOKYMEHT, HOCU

OTrOBOPHOCT 3a KakBUTO U Aa Gurno nocneguum.

9.6.5 3AOBIDKEHUA HA APYTU CTPAHU
9.6.5.1 3AOBINKEHUA HA KBAJIMGULMPAHUA OPIAH 3A YOOCTOBEPABAHE HA BPEME

KeanudpuumpaHmsaT opraH 3a yaoctoBepsiBaHe Ha Bpeme (,Evrotrust TSA®) wusgasa
KBanuduunpaHu yoocToBepeHus 3a yAOCTOBepsiBaHEe Ha BpeMe, B CbOTBETCTBME C U3MCKBAHUATA,
yctaHoseHn B PernamenT (EC) Ne 910/2014, ctaHgapTv n cTaH4apTU3aUMOHHN JOKYMEHTWN, TEXHNYECKU
N OpraHM3auMoHHM YCrnoBus B EBPOTPBCT, ocurypsaBallm CUrypHu U HagexaHu ycrnoBus 3a Cb3gaBaHe U
NpoBepka Ha enekTPoHHW BpeMeBM nedatu, ygoctoBeputenHu [lonuTukn 3a  KBanuduumpaHo
yOOCTOBEpPEHHUE.

EBpoOTpbCT rapaHTupa, ve:

» U13nonssa TEXHOMoruu, onepaTnMBHM Npoueaypy 1 npoueaypy 3a ynpasreHne Ha CUrypHocTTa,
Yypes KOUTO ce NpegoTBpaTABa BCAKaKkBa Bb3MOXHOCT 3a MaHuNynvpaHe Ha BpemeTo;

» u13nonsea napameTpu Ha kpuntorpadcku anroputmu B cbotBeTcTBUE ¢ PernameHT (EC) Ne
910/2014;

» ocurypsiBa TEeXHUYECKM M OpraHn3auMOHHW YCMOBUSA 3a MpunaraHe Ha Heobxoaumute
MonuTukM 3a n3gaBaHe Ha KBanMUUMPaHO yaOCTOBEPEHNE 3a eNEeKTPOHEH BPEMEBU NeYvaT U TEXHUYECKU
yCIoBWs 3a YCTpOMCTBaTa 3a Cb34aBaHe U NpOBEPKA Ha ENEKTPOHHM BpeMeBn neyaru;

> [OeduvHupa NoHe efHa XeLl (PYHKUUA, KOATO MOXe [a Ce U3MNon3Ba 3a Cb3/jaBaHe Ha XeLl AaHHU
MapKMpaHu C BpeME;

» M3non3Ba KoOpAMHMpaHO yHuBepcanHo Bpeme — UTC ¢ makcumanHo gonyctumo 3abassHe
MeXAy MOMEHTa Ha noslyyaBaHe Ha UCKaHEeTO U n3gaBaHeTo Ha yaoCTOBEpPEeHNETO 3a Bpeme oT 1 (egHa)

cekyHaa.

EBpoTpbCT rapaHTupa, ye:

» npepocTaBs HenpekbcHaT goctbn (24/7/365) Ha nogobpXawm yCcnyru, € U3KIOYEeHue Ha
BpeMeTO 3a TexHn4yecka npodunakTnka, kKato JOCTbNHOCTTa M TOYHOCTTA ca rapaHTUpaHu, 40pU U ako
HSAKOJSTIKO NoTpebutens ca eAHOBPEMEHHO CBbP3aHU C NPUIOXKEHNETO;

» OCHOBaBa CBOsITa TbProBcka AEMHOCT Ha HaAEeXOHN YCTPONCTBA N COPTyep B CbOTBETCTBME C
n3nckesanus, onpegenexnmn B: CAW 14167-1 ,Security Requirements for Trustworthy Systems, Managing
Certificates for Electronic Signatures - Part 1: System Security Requirements” and ETSI TS 102 023
»Policy requirements for time-stamping authorities*;

» npoBexaa cBosiTa AEVHOCT U YCryrn B CbOTBETCTBME C NPUMOXMMOTO 3aKOHOL4ATENCTBO;

» wusgaBa enekTpoHHM BpemeBu nedvatun (Timestamp Tokens) B cbotBeTcTBME ¢ ETSI EN 319
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422 Time-stamping protocol and time-stamp profiles.

9.6.5.2 3AOBINKEHUA HA KBAIIMGULIUPAHUA OPIAH 3A BAITMUAUPAHE

KeanudpuumpaHmat opraH 3a BanugupaHe (,Evrotrust RSA QS Validation®) Ha EBpoTpbeT
ocbluecTBsiBa QYHKUMNTE CM B CbOTBETCTBME C N3NCKBaHKMS, onpeaenenn B PernameHT (EC) Ne 910/2014.
N3nckeaHuaTa onpenenaT TEXHUYECKUTE WM OpraHuM3aumMOHHW YCroBus B AenHocTTa Ha EBpoTpbCT,
NONMUTUKMTE 3a YOOCTOBEPSIBAHE Ha KBanuuuupaHo yaOCTOBEPEHWME, TEXHUYECKUTE WU3MCKBAHWUS 3a
yCTponcTBaTa 3a Cb3[aBaHe M NpoBepKa Ha eneKTPOHHW nognucu/nedaTtun, enekTPoOHHN YAOCTOBEPEHMUS
3a BpeMe U eneKkTpoHHM yOOCTOBEPEHUS 32 aBTEHTUYHOCT Ha yebcanTose.

EBpoTpbCT rapaHTupa, ye:

» 13nonsea onepaTyMBHU NPOLIEAYPU M TakMBa 3a ynpaBrieHe Ha CUrypHOCTTa, KOUTO U3KNIoYBaT
BCSAKaKBa Bb3MOXHOCT 3a MaHUMNynNupaHe Ha CbCTOAHMETO Ha yAOCTOBEPEHUATA UK AaHHUTE;

» npoBepsiBa BannAHOCTTa Ha E€NEeKTPOHHWM nognucu/medaTn, enekTPOHHU YAOCTOBEPEHMS 3a
BpemMe 1 eNeKTPOHHWN YAOCTOBEPEHMS 3@ aBTEHTUYHOCT Ha yebcanToBe, U3Nnon3saHu B CbOTBETCTBUE C
nancksaHusaTa Ha PernameHTt (EC) Ne 910/2014;

> ,Evrotrust RSA QS Validation“ npoBepsiBa CbCTOSSHUETO Ha yAOCTOBEPEHUSATA B CbOTBETCTBME
¢ RFC 2560 Online Certificate Status Protocol (OCSP) recommendation.

9.6.5.3 3AOBINKEHUA HA KBAJIMOULIMPAHUA ONEPATUBEH YOOCTOBEPSABALL OPIrAH 3A
KBAITMOULIMPAHU ENEKTPOHHU NMOAMUCU/NEYATH

3agbmkeHuaTa Ha KBanuduuupaHus onepatvMBeH yOoOCTOBEpsiBall, OpraH 3a KsanuduuupaHu
eneKTPOoHHM noanuncu/nevatn Ha EBpoTpbeT ,Evrotrust RSA Operational CA®, ocbuiecTBsBa QyHKUMAUTE
C/M B CbOTBETCTBUE C M3uckBaHus, onpegenexdn B PernameHTt (EC) Ne 910/2014 3a onpepensiHe Ha
TEXHUYECKM U OpraHM3auMOoHHN YCNOBUS B ENHOCTTa Ha AocTaBumuute. MauckBaHusiTa ca cBbp3aHu C
MonuTtnknte 3a wu3gaBaHe Ha KBaNMMUUMPAHO YAOCTOBEPEHWE U TEeXHUYECKUTe W3NCKBaHUA 3a
yCcTponcTBaTa 3a Cb3[iaBaHe 1 NpoBepKa Ha eneKTPoOHHU noanucu/nedaTu.

EBpOTpBbCT n3non3esa onepaTtvBHM NPOLEAYPM U TakuBa 3a ynpaBfieHMe Ha CUrypHOCTTa, KOUTO

M3KMo4YBaT BCAKAKBa Bb3MOXXHOCT 3a MaHuUnynnMpaHe Ha CbCTOAHNETO Ha yaoCTOBEPEHUATA UIMN OAaHHUTE.

9.6.5.4 3AO0BIDKEHUA HA EBPOTPBLCT MO OTHOWEHWE HA NMYBIWYHUTE PEFUCTPU /
XPAHUNMULLETO

MyGnuyYHMTE perncTpm ce ynpaensiBaTt U KOHTponupaT oT EBPOTPbLCT, kaTo TOM rapaHTupa, ve:

» nybnvkyBa W apxuBuMpa KBanuduumpaHu ypoctoBepeHus Ha KsanuduuumpaHus 6as3oB
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yoocTtoBepsiBaly opraH ,Evrotrust RSA Root CA*, Ksanuduuunpanusa sanngupaul, opraH “Evrotrust RSA
Validation®, Ksanudpwuumnpanunsa opraH 3a ygooctosepsiBaHe Ha Bpeme “Evrotrust TSA®, Ksanuduuympanus
onepaTtmBeH ygoctoBepsBall, opraH “Evrotrust RSA Operational CA®, Ksanuduumpanua Banugupaly
opraH “Evrotrust RSA QS Validation®

» nybnukyea n apxmsupa Monutnkmute n MNpakTuknte npu nNpegoctaBsHe Ha KeanuduumpaHm
yOOCTOBEPUTENHN YCMyrn, OOrOBOPU C KIAWEHTUTE, CNUCBbUM C MNPEMNOPBYUUTENHN MNPUMIOKEHUS 1
YCTPOWCTBA, U CNNUCHK Ha Pernctpupallm opraHu, Kakto u apyrn JOKYMEHTU, CBbpP3aHu € eNHOCTTa My;

» ocurypsiea OOCTbM A0 KBanuduuupaHu yAOCTOBEPEHWsl, caMO B Chydau, Korato Te ca
ny6nnMYHO AOCTBMHU M SOKONKOTO NOTPEOUTENAT HE € N3pasun Hecbrnacue, a Korato yaoCTOBEPEHNETO
cbabpXKa NMYeH naeHTNUKaTop — C HErOBOTO U3PUYHO Cbrnacue;

» [paBa AOCTbN A0 MHGOPMaUuATa OTHOCHO cTaTyca Ha YAOCTOBepeHusiTa, Ypes nybnukyBaHe
Ha Cnncbk CbC CnpeHun 1 npekpaTeHn yaoctoBepeHnst (CRL) nnu ypes npoTokos 3a NpoBepka ctaTyca Ha
yooctoBepeHusaTa B peanHo speme (OCSP);

» ocurypsiBa NnoCTOsIHEH A4OCTbN A0 MHopMaLumaTa B NyGNMYHUS permcTbp 3a Y4ocToBepsiBaLL
opraH, Pernctpupaly opraH, KNMeHTu n JOBEPSBALLM CE CTPaHW;

» nybnukyBa Cnncbk CbC cnpeHn un npekpaTeHun ypoctoBepeHusi (CRL) 6e3 3abaBsHe v B

CbOTBETCTBME CbC CPOKOBETE, ornpeaerieHn B HaCToALNA JOKYMEHT.

9.7 OCBOBOXOABAHE OT OTFTOBOPHOCT

OTroBopHOCTTa Ha EBpOTPBLCT ce OCHOBaBa Ha 0OWMTE npaBuna, MOCOYEHW B HacToswaTta
MpakTvka Npu NpedocTaBsHe Ha KBanUUUMpaHW yoOCTOBEPUTENHW YCRyrM U € B CbOTBETCTBME C
HeobOXxoaMMUTE MNpaBHM akToBe, KOUTO ca B cuna B Penybnuka bwvbnrapus. OcBoboxgaBaHeTo OT
OTrOBOPHOCT CriefBa Aa ce onpeaeny B JOroBopute mexay notpeburtenurte n EBpoTpbCT.

EBpOTPBCT He HOCKM OTrOBOPHOCT B Cry4auTe, KOrato HacTbnunuTe Bpean ca crneactesve oT
HenonaraHe Ha AbIKUMA rpuka, HeU3nbIHEHNE Ha 3a4bIMKEHUsITa UNK NMnca Ha No3HaHus B obnacrtra
Ha PKI TexHonornnte (,MHppacTpyktypa ¢ nybnmyen kntod*/ Public Key Infrastructure) ot ctpaHa Ha
Tutynapute unu [loBepsiBalimMTe Ce CTPaHW.

EBpOTPBCT HE HOCKM OTTOBOPHOCT M B Crlydaun Ha Bpeau NPUYMHEHN OT:

» U13MNon3BaHe Ha y4OCTOBEpeHME M3BLH NpedennuTe Ha BMMCaHWTE B HEro npegHasHavyeHust u
OrpaHMYEeHUsT Ha HEroBOTO AEWCTBME, MO OTHOLUEHME Ha LEenute 3a M3MNof3BaHe U OorpaHnyeHus 3a
CTOMHOCTTa Ha TpaH3aKUM1TE;

» He3aKOHHU OeWCTBUSA OT cTpaHa Ha Tutynapu n [loBepsaBalum ce CTpaHu;

» npedocTaBsHE HaA HauyvHa Ha wuaeHTuduuupaHe Ha YCTPOWCTBOTO 3a Cb3daBaHe Ha
noanuc/neyart v 4OCTbN A0 YACTHUSA KITOY OT CTpaHa Ha TuTynapsa/Cbh3gartens Ha TpeTy nuua;

> CﬂyHaVIHVI cbonTKSA, nmaLLm XapakTtepa Ha Henpeogonmma cuna, BKIMIYUTENHO 3NTOYyMULLNEHN
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AENCTBMA Ha TPeTu nuua (Xakepckn atakn, OTHEMaHe Ha YCTPOMCTBOTO 3a Cb3JdaBaHe Ha nognuc/nevar,
AOCTbIM 0 YaCTHUS KNtoY, y3HaBaHe 6e3 3HaHMEeTO Ha TUTYNAPS Ha HadMHa Ha ngeHTuduuupaHe m ap.)

» W3Non3BaHe Ha YAOCTOBEpeHue, KOeTo He e M3gafeHo MvM U3Mons3BaHoO B CbOTBETCTBUE C
n3nckeaHnaTa u npouenypute Ha lNpaktukata u MNonutnkarta Ha EBPOTPBLCT;

» W3MNOn3BaHe Ha HeBanWAHO YAOCTOBepeHWe (yOoCTOBEpeHMe, KOeTo € ChnpsHO wnun
npekpaTeHo);

» He CBOEBPEMEHHO AeWCTBUE MO MnpekpaTsiBaHe uUnu cnupaHe Ha yaocToBepeHue (cneacreue
OT 3abaBeHO OT cTpaHa Ha Tutynapsa/Cb3gatens uckaHe wnu nopagu NpUYMHU M3BBH KOHTpOMna Ha
EBpoTpbCT);

» KOMMpPOMETMpPaH YacTeH KIlod, KopecrnoHaMpaLl, Ha nyormMyHMs KoYy B YAOCTOBEPEHNETO MO
BUHa Ha Tutynapsa/Cbwagatens;

» Nowo KayecTtBO U QYHKLUMOHAMHOCT Ha COMTyepHUTE NPOAYKTU U XapOyepHu YCTpoucTsBa

nanonasanu ot Tutynapa/Crwagatens n [loBepssalin ce CTpaHu.

EBpOTp'bCT HEe OTroBapsa 3a CbAbpPXaHMETO Ha NpuKkaveHuTe q)alhnose. Bcnukn puckose, KOUTO
Morat Aa BBb3HUKHAT Mpu cBandHe Win Wn3TerndHe Ha MNpuKkadvYeHu CbaIZJ'IOBe Cca OTroBOPHOCT Ha

noTpebuTtennTe, KOUTO M OBMEHSAT.

9.8 OrPAHMUYEHUA HA OTTOBOPHOCTTA

3a un3gaBaHM KBanuduUMpaHW YAOCTOBEPEHMSI 3a enNeKTPOHHW noanucu/nedatu, [ocTaBuvKbT

OTroBaps B paMKUTe Ha BNMMcaHUTe B yaoCToBepeHndATa JIMMUTUN Ha CTOMHOCTTa Ha TpaH3akunnTe.

9.9 OTroBOPHOCT HA TUTYNAPA/CBb3OATENA

Tutynaps/Cov3gaTtensa otroBap4 3a nped EBpoTpBLCT 1 BCUYKK JOBEpSABALLM Ce Nuua, ako:

» Mpuv cb3gaBaHeTo Ha ABoWKaTa YacTeH-NyobiMyeH Koy e u3nonasan anroputbm 1 yCTPONCTBa
3a Cb3gaBaHe Ha eneKkTpOoHEH nognuc/nevar, KOUTO He OTroBapAT Ha nsnckeaHuaTa Ha PernameHT (EC)
Ne 910/2014;

» HEe M3MbIIHABA TOYHO M3MCKBaAHUATA 3a CUTYPHOCT, onpedeneHun oT EBpoTpbCT;

» He noucka ot EBpoTpbCT cnupaHe unu npekpaTtaBaHe Ha OENCTBMETO Ha YAOCTOBEPEHNETO
cnep Kato € y3Har, Ye YacTHUAT KoY € 61N M3non3eBaH HENPaBOMEPHO UMM CbLLECTBYBA ONACHOCT OT
HEeNpaBOMEPHOTO MY M3MON3BaHE;

» € HanpaBun HeBEpHUM wusdaBneHnsa npen EBPOTPBCT, KOUTO UMaAT U OTHOLUEHME KbM
CbObPXAHMETO UNN KbM M30ABAHETO HA KBANMMULMPaHOTO yOOCTOBEPEHME;

» KoraTo yOOCTOBEPEHMETO € u3gaaeHo c BnvcaH Cb3gaten M OBnacTeHo OT Hero nuiue,
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OTroBapsi 3a HEU3MbIIHEHNETO OT CTPaHa Ha OBNACTEHUS HA 3a4bIKEHMATA MY.
KnueHTtbT, TuTynapat/Cb3aatensat Unu ynbiHOMOLWEHUAT NpeacTaBUTeN Ha lopuManMYecko nvue

OTroBaps 3a CbAbpXaHNEeTO Ha NpuKavyeHuTe q)aﬁnoae M nocnencTeBmnAaTa OT TAXHOTO MU3MNoJi3BaHe.

9.9.1 OTrOBOPHOCT HA TUTYNAPA/CB3OATENA KbM EBPOTPBCT

Tutynsapat/CbanaTtenaTt, oTroBaps cnpsiMo EBpOTpBLCT, ako TOM UNK OBNACTEHOTO OT HEro fuvue,
e NpeaoCTaBuI HEBEPHM AaHHW, CbOTBETHO € NpeMbyarn 4aHHW, UMaLLy OTHOLLIEeHNE KbM CbAbpXKaHUeTo
UM KbM U3JaBaHETO Ha YOOCTOBEPEHNETO, KAaKTO M KOraTo He € CbXpaHsiBan NpaBUIHO YaCTHUS KIoM,

CbOTBETCTBALl HA NOCOYEHNA B yOOCTOBEPEHNETO ny6nw4eH KITHOM.

9.10 CPOK U NPEKPATABAHE HA ,,IPAKTUKA MNMPU NPEAOCTABAHE HA KBAJTIMOULIMPAHU
YOOCTOBEPUTEINHWU YCITYTU“
9.10.1 CPOKOBE

Tasun NpakTuka Bnn3a B cuna oT MOMeHTa Ha HEMHOTO oaobpeHne oT CbBeTa Ha ANPEKTOPUTE Ha
EBpoTpbCT U nybnukyeaHeto n B MNybnnyHma My permctbp/XpaHmnuuieTo Ha EBpoTpbeT. JonbiHeHus
KbM TO3W JOKYMEHT BnM3aT B cuna cneg nybnmkyBaHeTo UM B XPaHUMULLETO.

PasnopenbuTe B HacTOALWMNA JOKYMEHT ca BanugHu Ao u3gasaHe u nybnukysaHe Ha crneasalla
Bepcus Ha [MpakTuka npy npegocTaBsHe Ha KBanuduunmpaHm yaoCToBEPUTENHU YCNYrn® B XpaHUMLLETO

Ha canTa Ha EBpOoTpbCT.

9.10.2 NMPEKPATABAHE

C npekpaTtsiBaHe Ha OenHocTTa Ha EBpOTpBLCT, ce mpekpaTsiBa akTyanHocTTa Ha [lpakTukaTta,
KaKTO M Ha CbAbpXKallm ce B TO3M JOKYMEHT pasnopenow.
[ocTaBuUMKBT CbXpaHsBa HaANEXHO U CUIYPHO BCUYKM MPEauLLIHM Bepcuu/pefakumm Ha TOo3u

[AOKYMEHT.

9.10.3 E®EKT HA NPEKPATABAHE U OLIENABAHE

MNpy npekpaTsiBaHe Ha [OroBopa 3a YAOCTOBEPUTENHW ycnyru, Tutynspute/Cb3gaTtenute u
[loBepsiBawnTe ce CTpaHM ocTaBaT 006Bbp3aHM OT TO3W AOKYMEHT, OT rnegHa Toyka Ha usgageHute
noTpebutenckn KeanuuuupaHu yooCTOBEPEHUs, 3a OCTaTbka OT Mepuoda Ha BanuMOHOCT Ha Te3u

yOOCTOBEPEHUA.
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9.11 BENEXKWU U CbOBLUEHUA MEXAOY CTPAHUTE

JIlnuata, nocodeHn B Hactosiwarta [NpakTvka mMoraT ga M3BbpLIBaT M3ABMAEHMS U Aa OBMeHsT
WHopMaums ¢ nomowiTa Ha OOMKHOBEHA MNOLla, €feKTpoHHa nowa, dakc, TenedoH, U MpPExXoBU
npotokonu (Hanpumep TCP / IP, HTTP) n upe3 MoOMAHOTO NpunoxeHne Ha EBPOTPBLCT T.H.

N36opbT Ha cpeactBaTa moxe ga 6bae nsbpaH B 3aBUCMMOCT OT Tuna Ha mHdopmauusaTa m
HayMHa Ha U3non3BaHe Ha ycrnyrute Ha EBpoTpbCT.

MHudbopmauusa 3a Bcekn NpobuB B CUNYpHOCTTA Ha YacTHUTE KMOYOBE Ha YOOCTOBepsiBaLLUTE
opranu TpsibBa na 6bae nybnvkyBaHa Ha canta Ha EBPOTPBCT, KOETO Lie S HanpaBu OCTbMHA OT BCUYKM

3anHTepecoBaH CTpaHW.

9.12 USMEHEHMUA B ,,[MIPAKTUKA MNP NPEAOCTABAHE HA KBAITU®ULIMPUHUN
YOOCTOBEPUTEINHWU YCITYTU“

NameHeHusTa B [MNpakTkaTa Moxe Aa 6baat pesynTar oT HabnogaBaHu rpeLlkuy, aktyanusaunm u
npeanoXeHUs OT 3acerHatute cTpaHu. B cnydan Ha HepgeWcTBMTENHA Krnay3a OT TO3M [OKYMEHT,
BanuAHOCTTa Ha Llenust JOKYMEHT Ce 3anas3Ba UM He ce HapylwaBa gorosopa ¢ Tutynsps/Cb3gaTens.
HegnencTButenHata knaysa ce 3amecTBa CbC 3aKOHOCboOpasHa HopMma.

EBpOTpbCT MOXe na npaBuv pedakuMOHHM MPOMEHM B TO3M [OOKYMEHT, KOMTO He 3acsrat
CbAbpXXaHMETO Ha NpaBaTa U 3a4b/HKeHUATa B HEro.

MpomeHn, KOUTO BOASAT 4O HOBa Bepcusi/penakums Ha OOKyMeHTa ce nybnvkyBaT Ha MHTepHeT

CTpaHuuaTa Ha EBpOTpbCT.

9.13 PEWABAHE HA CNNOPOBE

MpeameT Ha cnopoBe moraT ga 6baaT €ANHCTBEHO HECHLOTBETCTBUSA UMM MPOTUBOPEYUUS MeXay
nuua, cTpaHn no gorosopa ¢ EBpoTpbCT.

CnopoBe wunu xanbu OTHOCHO W3MNON3BaHe Ha YAOCTOBEPEHUS W YAOCTOBEPUTENHU YCRyru,
npegocTaBsHn OT EBpPOTPBLCT wWe 6baaT pelwaBaHu, Ype3 NnocpeaHNYecTBO, Bb3 OCHOBA Ha MUCMEHO
nogageHa uHgopmMaumsa. WckaHuaTta TpsbBa ga Obgat HanpaBeHW B MUCMEH BUL Ha agpeca Ha
EBpoTpbCT:

,EBPOTPBCT TexHonbmpkuc” Al

Codona 1113, 6yn. ,Lapurpagcko Loce® Ne 101
BbusHec ueHTbp ,AKTUB eT. 6

TenedoH, dakc: + 359 2 448 58 58
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9.14 NPUNOXWUMO MNMPABO

3a BCMYKM BbBMNPOCK, HEypedeHU B HaACTOsILUMA [OKYMEHT ce npunaraT pasnopenbute Ha

oBbn rapCKkoTo 3aKoHOOAaTeJ1ICTBO.

9.15 CbOTBETCTBUE C NPUITOXKUMOTO MNMPABO

HactoswusaT gOKyMeHT e pa3paboTeH B CbOTBETCTBME C HALMOHANHOTO 3aKOHOA4ATENCTBO.

9.16 OPYI PA3IMOPEONBU

rlpaKTI/IKaTa He noco4Ba HUKaKBU OpPYyrn pa3nope,1:|,6|/|.
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10 WU3NOJISBAHU TEPMUHU U CbKPALLEHUA
10.1 NMPUNOXEHUE 1: TEPMUHU U CBKPALLEHUA HA BBJITAPCKU E3UK

BanugupaHe e npouec Ha npoBepka M MOTBbpXOaBaHe Ha BanNWAHOCTTA Ha

Vl,quTM(bVIKaLlMﬂ Ha

nuua

BanugupaHe
€MNeKTPOHEH Nognuc nnu nevar
[daHHu 3a [laHHKM 3a BanugupaHe ca [[aHHM, KOMTO Ce W3MNon3eaT 3a BanuaupaHe Ha
BanuaupaHe €MEKTPOHEH NOAMWC NN ENEKTPOHEH nevart
\daHHKM 3a [laHHK 3a noeHTMdKUKaUMa Ha nuua ca Habop OT AaHHM, KOUTO NO3BONSBAaT Aa ce

yCTaHOBM CaMOJIMH4HOCTTa Ha (bI/ISI/I‘-IeCKO mnn Kopungn4ecko nuvue, wuin Ha

CbVI3I/I‘-IeCKO nuue, npencraesnAaBallo opunanyecko mue

[daHHu 3a
Cb34aBaHe Ha

erIeKTPOHeH noanuc

[aHHn 3a cb3gaBaHe Ha €N1eKTpOHeH noAnnc ca YHUKanHWM AaHHWU, KOUTO Ce
n3nons3sart OoT TVITyJ'IFlpFI Ha eneKkTpoHHuA noannc 3a Cb3aaBaHETO Ha eJIEKTPOHEH

noanuc

[oBepsiBaLia ce

cTpaHa

[oBepsiBawa ce ctpaHa (,Relying Parties”) ca dusnyeckm nnu ropmagnyeckm nuua,

KOUTO pa3umTaT Ha eneKkTPOHHa MAeHTUUKaLMS Unn yaocToBepuTenHa ycnyra

KsanudpuumpaH

AOCTaB4YUK Ha

,D,OCTaB‘-II/IK Ha yOooCTOBEPUTENTHU YCnyruy, KONTO npeanocrtasa egHa Wi noBede

KBaJ'IVId)I/ILI,MpaHI/I YAOCTOBEPUTENTHN YyCIyrm U e nony4un KBaJ'IVI(bI/ILl,I/IpaHI/IFI cu

BpemMeBMU neyart

YAOCTOBEPUTESTHU
ctatyT oT OpraHa no Haa3op
ycnyru
ErH
EaOnHeH rpaxgaHcKkn HoMep
EnekTpoHeH BpemMeBM neyaT ca JaHHU B efekTpoHHa ¢opma, KOUTO CBbP3BAT
EnekTpoHeH OpyrM gaHHM B enekTpoHHa d¢opma C KOHKpeTEH MOMEHT BbB BpPEMETO U

npencrasnaBat OoKa3aTesiCTBo, 4e nocnegHunTte AdaHHU Ca CblieCTByBalln B

CbOTBETHNA MOMEHT

EnekTpoHeH

AOKYMEHT

EneKkTpoHeH JOKYMEHT e BCSKO CbAbpKaHWne, CbXpaHsiBaHO B ereKTpoHHa chopma,

no-cneunanHo TeKCToB Ui 3ByKOB, BU3yalieH Unun aygno-smsyarneH 3anumc

EnekTpoHeH nevar

EnekTpoHeH neyaT ca AaHHW B enekTpoHHa dhopMa, KOMTo ce f06aBsAT KbM Apyru
NaHHW B enekTpoHHa ¢opMa WUnM ca NOrMYeckuM CBbp3aHu C TAX, 3a Oa Cce
rapaHTUpaT NPOM3XOAbT M LieNocTTa Ha nocneaHuTe. ENEeKTpoHHMAT neyaT Cryxu
KaToO [0Ka3aTencTBo, Ye AafieH enekTPOHEeH AOKYMEHT € U3gadeH oT puandecko
nvue 1 rapaHTupa HagexXaHUs NPou3xoa U LienocTTa Ha AoKyMeHTa.

OcBeH Npu yOOCTOBEPSIBAHETO Ha aBTEHTUYHOCTTA Ha OOKYMEHT, M3gafeH oT

ropnanyecko nuue, enekTpoHHuTe neyatn wmorat pfga ce uanon3eart 3a

yAoCToBepsABaHe Ha aBTEHTUYHOCTTA Ha LI,VI(*)pOBVITe aKTMBU Ha ropnandecko nuue,
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kaTo codpTyepeH Koa Unm CbpBbpU

[laHHM B eneKTpoHHa chopMa, KOUTO ce A06aBAT KbM APYrv AaHHW B €NeKTPOHHA

BpemMeBU neyvyart

EnekTpoHeH

dopma unu ca Normvyeckn CBbp3aHn C TAX, U KOUTO TUTYNSPAT Ha eNeKTPOHHUS
nognuc

nognuc M3nonasea, 3a ga ce nognuncea

EnekTpoHHa naeHtTndumkaumnsa e npouec Ha 13norsBaHe Ha AaHHW B €NeKTPOHHa
EnekTtpoHHa dopma 3a mgeHTUdMKauma Ha nuua, KOMTo AaHHW npeacTaenssaT no YHUKaneH
naeHTudnkaumsa Ha4YMH [JageHo (puanMyecko wnn pUandecko nuue, unu dusndecko nuue,

npeacTaBnsiBaLlo oPUANYECKO nuue

KBanuduumpaH enekTpoHeH BpeMEBM NneyaTt € eNeKkTPoHEH BPEMEBU nevaT, KOMTo

OTroBaps Ha U3MCKBaHUATA:

a) obBbp3Ba gatata M Yaca C AaHHMTE MO Ha4yuH, KOWTO A0 ronsima cTened
KeanudumumpaH N3KMNo4Ba Bb3MOXHOCTTA 3a He3abensd3aHa NnpoMsaHa Ha AaHHUTe
eJIeKTPOHEH 0) ocHoBaBa Ce Ha M3TOYHUK Ha TOYHO BpPEME, CBbp3aH C KOOPAWHUPAHOTO

YHUBEPCAnHo Bpeme; 1
B) NOANUCAH € C YCbBbPLUEHCTBAH eNeKTPOHEH NMOANUC UM C YCbBbPLUEHCTBaH
eNeKTPOHEH neyaTt Ha AOCTaBYMK Ha KBanuduumMpaHu yaoCTOBEPUTENHN YCRyru

WNK C Apyr paBHOCTOEH MeToz

KsanudpuumpaH

EeJIeKTPOHEeH neyat

KeanuguumpaH enekTpoHeH nevaT € YCbBbpLUEHCTBAH E€NIEKTPOHEH neyaT, KONTo
e Cb3afeH OT YCTPONCTBO 3a Cb3faBaHe Ha KBanuduumpaH enekTpoHeH nevar u

Ce OCHOBaBa Ha KBaJ'II/ICbMLI,MpaHO yYAOCTOBEpPEHNE 3a €N1IeKTPOHEH ne4yar.

Ksanuduumpan

eJIeKTPOHEeH noanuc

YCbBbPLUEHCTBAH €MNeKTPOHEeH MoAnuc, KOMTO € Cb3fdadeH OT YCTPOMCTBO 3a
Cb3flaBaHe Ha KkBanuduuMpaH enekTpoHeH MOoANMC UM Ce OCHOoBaBa Ha

KBaJ'IVICbI/ILI,MpaHO yaoocCTtoBepeHne 3a erneKTpoHH noanmncu

KeanuduumpaHo
yAoCTOoBepeHue 3a
ABTE@HTUYHOCT Ha

yeb6canT

KBanuduumpaHo yaocToBepeHve 3a aBTEHTUYHOCT Ha yebcalT e yaocToBepeHme
33 aBTEHTMYHOCT Ha yebcaWT, KOeTo ce u3gaBa OT AOCTaBYMK Ha KBanuuuupaHm

YAOCTOBEPUTENHN YCIyru

KeanuduumpaHo
yOocToBepeHue 3a

eNIeKTPOHEH nopnuc

KeanuduumpaHo yOoocToBepeHue 3a eNieKTPpoHEeH Moanuc e yaoocToBepeHue 3a
EeNeKTPOHHM MoANuCK, KOeTO ce M3daBa OT OOCTaBYMK Ha KBanuduumpaHu

YOOCTOBEPUTEITHU YCIyrn U OTroBapa Ha U3NCKBAHUATA CblrlaCcHO HOpMaTuUBHaTa

ypenba
KPC Komucus 3a perynmpaHe Ha cbobLueHnsTa
nMnH lMepcoHaneH naeHTudmrKkaumoHeH HoMep

MpakTuka npu npegocTaBsiHe Ha yAOCTOBEPUTENHN YCINYrn € AOKYMEHT, CbAbpiKall
MpakTuka

npasuiia OTHOCHO wu3gaBaHe, ChupaHe, Bb30OHOBSIBAHE U npeKkpatAaBaHe,

Print and Edit Evrotrust Technologies Inc..

Page 164 of 169




eﬁotrust

elDAS-CPS
For public use

NPAKTUKA NPU NPEAOCTABAHE HA
KBANTUOULIUPAHU YOOCTOBEPUTENTHN YCINYTU

I1ISO 9001:2015, ISO 27001:2013,
ISO 20000-1:2018, ISO 22301:2012,

Regulation (EU) 910/2014,
Regulation (EU) 2016/679

Version — 3.1
24.03.2021

CERTIFICATION PRACTICE STATEMENT
FOR QUALIFIED CERTIFICATION SERVICES

NENCTBMETO Ha YAOCTOBEPEHUSATA, YCNOBMATA 3a NPeaoCTaBAHETO Ha AOCTbN A0

yL4,OCTOBEpEHMsITa

MonuTtuka

Monutuka 3a nNpegocTaBsHe Ha yAOCTOBEPUTENHWU YCRyrn € JOKYMEHT, onucBa
nonuTukaTa, KOSiTO AOCTAaBYMKBLT CriefBa Npv u3gaBaHe Ha yY4OCTOBEPEHUS, KaKTO

1 3a BCUYKM NPeaoCTaBsHM yCryru

Peructpupawy opraH

Pernctpupaw, opran (,Registration Authority”, RA) e obocobeHa cTpykTypa Ha
[locTaBuMK, KOSITO OCBLLECTBSIBA HAKOW OT 4EAHOCTUTE UMM BCUYKKU NO: NpuemMaHe,
npoBepka, ofobpsiBaHe UM OTXBbPSIstHE Ha UCKaHMUA M eNEKTPOHHU 3asBKWU 3a
nsgaBaHe W ynpaefeHWe Ha YOOCTOBEpPEHUs, perucTpypaHe Ha nogageHuTe
NUckaHua 00 YOOCToBepsiBalus OpraH 3a mMsgaBaHe U BHaAcsHE Ha MPOMEHU B
cTatyTa Ha YOOCTOBEPEHMs, OCbLUECTBABaHE Ha CbOTBETHW MNPOBEPKM 3a
yYCTaHOBSBaHE Ha CaMOMUYHOCTTa, CbOTBETHO WOEHTMYHOCTTaA Ha TuTynapure,
KakTo M Ha cneumduyHn gaHHM 3a TAX, C AONyCTUMUTE OT 3aKOHa cpencTsBa U B
cboTBeTCTBUE C lMonutukata u NpakTtukata npu npegoctaBsHe Ha CbOTBETHATa

YL4OCTOBEPUTENHA ycryra.

PernameHT (EC) Ne
910/2014

PernameHnT (EC) Ne 910/2014 Ha EBponenickma napnameHT n Ha CbBeTa oT 23 1onu
2014 roguHa OTHOCHO EnekTpoHHaTa uaoeHTUUKauMs M YOOCTOBEPUTENHUTE
YCINyrn MNpu €neKTPOHHM TPaHCAKUUM Ha BBbTPELHUS Na3ap M 3a OTMsiHA Ha
\ovpexkTnea 1999/93/EO

CpencTBo 3a
eJIeKTPOHHa

naeHTudnkaumsa

Cpe}J,CTBO 3a €eJieKTpoHHa I/I,El,eHTI/I(*)I/IKaLI,I/IFI € MaTtepuarnHa n/vinn HemaTepunanHa
€ONHNLIA, KOATO CbAbp’Ka AaHHU 3a VID,eHTI/l(bI/IKaLLI/IFI Ha nuua, KOATO Ce U3NOoJi3Ba

3a yooCTtoBepsAaBaHe Ha aBTEHTUYHOCT 3a OHNauH ycnyra

Cb3garten Ha nevart

Cb3garen Ha neyar e ropnanyecko nmue, KoeTto Cb3aBa EJIEKTPOHEH neyart

Tutynsap

Tutynapsar (,Signature Owner”) e dusmnyecko nuue, KOeTo cb3gasBa enekTPOHEH

noanuc

YpocTtoBepsiBaHe Ha

ABTEHTUYHOCT

YpnocTtoBepsiBaHe Ha aBTEHTUYHOCT € €efeKTPOHEH MpoLec, KOWTO MNo3BoisiBa
eNeKkTpoHHaTa uaeHTUMUKaUMS Ha U3NYECKO WNN  IOPUAMYECKO fuue unu

NOTBbPXKAABAHETO Ha NPOM3xoaa M LeriocTTa Ha JaHHU B eNeKTPOHHa dhopma

YpoctoBepeHue 3a

Bpeme

[laHHM B eneKkTpoHHa ¢hopma, KOMTO CBbP3BAT APYrM E€NeKTPOHHU AAHHU KbM
onpefeneH MOMEHT OT Bpeme, NpeaoCTaBslKM [oKa3aTericTBO, Ye Te3u OaHHU

CbLUeCTBYyBaT KbM OageHNA MOMEHT

YpoctoBepeHue 3a

ereKTPOHEH nevar

N3pnaea ce Ha topuaudecku nuua M CryXu 3a BanuaupaHe Ha WHTErputeT u

opurnHamn Ha ,D,aHHI/ITe/D,OKyMeHTVITe.

YpoctoBepeHue 3a

€JIeKTPOHEeH noanuc

YOoCTOBEpeEHNE 3a eNeKTPOHEH MOAMWC € EeneKTPOHEH aTecTaT, KOWTO CBbp3Ba

daHHUTE 3a BanungupaHe Ha eNieKTpoHeH noannuc ¢ (1.)I/I3I/I‘-I€CKO ovue 1"
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noTBbpXAaaBa Han-Manko UMeTo U NCeBAOHMMA Ha ToBa nuue

YOocToBepuTENHM YCNyrn ca enekTpoOHHWU YCnyru, NpefocTaBsiHU OBUMKHOBEHO

cpelly Bb3HarpaxgeHve oT [locTaBuMKa yOOCTOBEPUTENHM YCIyri, KOUTO Ce|

CbCTOSAT B:
Cb34aBaHETO, NpoBepKaTa 1 BanMaMpaHeTO Ha eNIEKTPOHHU NOAMNNCU, ENTEKTPOHHN
YpocrtoBepuTesiHa
neyaTm UNn enekTpoHHWU BPEMEBM NevaTu, YyCryrn 3a enekTpoHHa npenopbyaHa
yenyra noLla, KakTo 1 yaoCTOBEPEHUS, CBbP3aHn C Te3u YCNyru; unm
Cb3[aBaHeETO, NpoBeEpKaTa M BanuanpaHeTo Ha y4OCTOBEPEHMS 33 aBTEHTUYHOCT]
Ha yebcaWT; WM CbXpaHABaHETO Ha EeneKTPOHHM MOANUCK, nevyatu Wnm
YAOCTOBEPEHUS, CBbP3aHU C Te3N yCnyru
YpocrtoBepuTenHa
ycnyra no Ycnyrata no ynocToBepsiBAHE Ha aBTEHTUYHOCTTAa Ha yebcaWT ocurypsisa
yOoCTOBepsiBBaHe [CPEACTBO, C KOETO NoceTuTen Ha yebcant moxe aa 6bvae yBepeH, ye 3ag yebcanta

Ha aBTEHTUYHOCT Ha

CTOW pearneH u nernTuMeH cybekT

yebcant
YnoctoBepsBauy, opraH (,Certification Authority”, CA) e o6ocobeHa cTpyKkTypa Ha
[locTaBYMK, KOSITO  OCbLUECTBSIBA [OEWHOCTUTE MO  MNpedocTaBsiHE  HA
YpoctoBepsiBaly YAOCTOBEPUTENHN yCIyrn. YOOCTOBEPSIBALWMAT OpraH HsMa CaMOCTOsATENHa
opraH NPaBOCYOEKTHOCT U BCUYKN OCBLLECTBEHN AENCTBUSA N aKTOBE Ha CITYXXUTENUTE MY

C€ M3BbpLUBAT B KA4eCTBOTO UM Ha CnyXutenu Ha EBpOTp'bCT, B pPaMKUTE Ha

npeagocraBeHNTe MM npaBomMoLLnsA

YcTponcTBO 3a
Cb3AaBaHe Ha

eJIeKTPOHEeH neYyart

YCTPOMCTBO 3a Cb3[aBaHe Ha eneKkTpoHeH neyaT e KOHurypupaH codpTyep nnm

Xapayep, KOMTO ce M3Mon3Ba 3a Cb3qaBaHeTo Ha eNeKTPOHEH neyat

YcTponcTBO 3a
Cb3gaBaHe Ha
KBanudpuumpaH

EeJIeKTPOHEeH neyat

YCTPOWCTBO 3a Cb3fdaBaHe Ha KBanvduuupaH enekTpoHEH rneyaT YCTPOWMCTBO 3a
Cb3aBaHe Ha eNneKkTPOHEH MeyvyaT, KOeTo OTroBaps Ha U3MUCKBaHUATa B PernameHT
(EC) Ne 910/2014

YcTponcTBo 3a
Cb3AaBaHe Ha

KBanudpuuympaH

eJIeKTPOHeH noanuc

YCTpPOMCTBO 3a Cb3gaBaHe Ha KBanuduumpaH efieKTPOHEH Noanuc € YyCTPOMUCTBO
3a Cb3JaBaHe Ha eneKkTpOHeH MNoAanuc, KOeTo OTroBaps Ha W3UCKBaHUATA Ha
PernamenT (EC) N2 910/2014

YcTponcTBo 3a

cb3paBaHe Ha

€JIeKTPOHEeH noanuc

YCTPOWCTBO 3a Cb3aBaHe Ha eNneKkTPOHEH Noanuc e KoHdurypmupaH coTtyep nnu

xapayep, KOMTO Ce U3nos3Ba 3a Cb3gaBaHETO Ha €J1eKTpOHeH noanuc
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YCbBbpPLUEHCTBAH €IIeKTPOHEH MneyaT e eNeKTPOHEeH neyaTt, KOWTO OTroBaps Ha
N3NCKBaHUATA:

a) CBbp3aH € No YHUKaneH Ha4yMH CbC Cb3gaTens Ha nevara

0) Mmoxe ga ngeHtTudunumnpa cbagartens Ha neyaTta

YCcbBBbpLEHCTBAH
B) Cb3dadeH € u4pe3 [OaHHM 3a Cb3gaBaHe Ha EeneKkTPOHeH neyaTt, KOMTO
eJIeKTPOHEeH nevar
Cb3gaTenaT Ha enekTPOHHMS neyaT MOXe Oa W3MNon3Ba C BUCOKA CTeneH Ha
\;noBepue 1 eqMHCTBEHO NoAd CBOW KOHTPOJT; U

r) cCBbp3aH € C AaHHUTE, 3a KOMTO Ce OTHAacs, NO Ha4yuH, no3sonsaealy Aa 6vae

OTKPpUTA BCAKa nocrieasailla npomMmsaHa B 14X

YCbBBbPLUEHCTBAH €MEKTPOHEH MOAMUC € eNeKTPOHEH NoANuC, KOMTO OTroBaps Ha
N3ncKBaHUATA:

-e CBbp3aH Mo YHUKaneH HaymH ¢ Tutynaps;

MOXe Aa ngeHtuduumpa Tutynsaps Ha nognuca;

YcbBbpLIEHCTBaH
-e Cb3[afeH Ypes3 JaHHM 3a Cb3aBaHe Ha eNeKTPOHEH NOAMUC, KOUTO TUTYNAPAT
eJIeKTPOHEH noanuc
Ha enekTPOHHMSA MOANUC MOXEe Oa M3NOoNn3Ba C BWCOKaA CTeneH Ha JosBepue u
€[JMHCTBEHO NMop, CBOW KOHTPON, U

-e CBbp3aH C AaHHUTE, KOUTO ca NognucaHyn ¢ Hero, No HavvH, NOo3BonsBally Aa

ObAe oTKpuTa BCsika nocreasalla NpomsiHa B TAX

Opuanyeckn nuvuya, no cmucbna Ha [oroBopa 3a YHKUMOHWPAHETO Ha
Esponenckns cbvio3 (OPEC), o3HauaBa BcuukM OOpasyBaHuss, ydpeaeHu wnm
KOpunanyecku nuua
pernameHTMpaHn CbrnacHo NPaBoTO Ha AbpXXaBa YSieHKa, He3aBMCMMO OT TAXHaTa

npasHa copma

10.2 NPUNOXEHMUE 2: TEPMUHU U CBKPALLEHUA HA AHITIMUCKN E3UK

ASN.1 Abstract Syntax Notation

One IAGCTpaKTEH €3UK 3a OnmncaHne Ha 06eKTU B yOOCTOBEPEHUSATA
BG Bulgaria Bbnrapus

C Country CTpaHa

CA Certification Authority YaoocToBepsaBal, opraH

CC Common Criteria 06w KpuTEpPUU

CN Common Name O6LLoNpPNeETO NME Ha NULETO

CP Certificate Policy MonuTuka 3a npegocTaBsHe Ha yAOCTOBEPUTENHN yCryrn

CSP  Cryptograph  Services

Provider KpunTorpadckun Moayn KbM 4YeTHLLO YCTPOMUCTBO U CMapT KapTta
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CPS Certification Practice

Statement

npaKTVIKa npu npegocrtaBAHe Ha yoOoCTOBEPUTENTHNU YCIyTK

CRL, Certificate Revocation List

CnUCbK CbC CNPEeHn 1 NpekpaTeHN ya0CTOBEPEHNS

DSA, Digital Signature Algorithm

Bua kpuntorpadocku anroputbm 3a Cb3gaBaHe Ha EeNeKTPOHEH

noanuc

DN, Distinguished Name

OTNMYMTENHO MMe Ha Cy6€KT, BN1McaH yaoCcTtoBepeHneTo

E-mail

EnekTpoHHa nowa

Extended key usage

Pa3LlJI/IpeHI/I Lernn 3a n3noJsi3BaHeTO Ha Krllo4a

FIPS, Federal Information

Processing Standard

depnepaneH ctaHaapT 3a obpaboTka Ha nHdopmauus

HSM, Hardware Security Module

XapayepeH kpuntorpadyckm mMoayn

SO, International

Standardization Organization

Mexqquapop,Ha opraHn3auund 3a cCtaHgapTnsauuna

Issuer

N3paTen

IP, Internet Protocol

NHTepHeT npoTokon

L, Location

MecToHaxoxaeHune

N, Number

Homep

NCA, National Competent
Authority

KomneTeHTeH HaunoHaneH opraH

O, Organization

[MbNHOTO HAMMeHOBaHME Ha HOpNanN4ecKoTo numue no perncrpauma

WX aKT Ha BNncBaHe

OU, Organization Unit

OpFaHI/I3aLI,I/IOHHa eanHnua, KbM  KOATO cy6e|<T, BNnMcaH B

yAOCTOBEPEHNETO € CBbP3aH

OID, Object Identifier

WaeHTudukatop Ha obekT

OCSP, Online Certificate Status

Protocol

MpoToKOM 3a OHMalH NPoBepKa Ha cTaTyca Ha ya0CTOBEpeHMe

PKCS, Public Key Cryptography
Standards

Kpuntorpadpcku ctaHgapT 3a NPeHoC Ha NyGnnYeH KoY

PKI, Public Key Infrastructure

NHdpacTpykTypa Ha NyGnuyHms KoY (CbBKYMHOCT OT xapayepa,

codpTyepa, nepcoHana n JoKyMeHTauusTa)

PSD2, Payment Services

Directive 2

PeBunanpaHata [lupekTvBa 3a nnaTtexHuTe ycryru:

LOVPEKTWBA (EC) 2015/2366 HA EBPOMNENCKNA MNAPJTAMEHT
N HA CbBETA ot 25 HoemBpu 2015 roguHa 3a nnaTexHuTe ycnyru
BbB BbTpeLUHMA nasap, 3a nameHeHue Ha ampektneun 2002/65/EO,
2009/110/EO n 2013/36/EC n PernameHT (EC) Ne 1093/2010 1 33
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MPAKTWKA NPU NPENOCTABSIHE HA elDAS-CPS
c I‘Otru St KBANMOULIMPAHWU YIOCTOBEPUTENHU YCAYI M For public use

1ISO 9001:2015, ISO 27001:2013,

ISO 20000-1:2018, ISO 22301:2012, CERTIFICATION PRACTICE STATEMENT Version — 3.1
Regulation (EU) 910/2014, FOR QUALIFIED CERTIFICATION SERVICES 24.03.2021

Regulation (EU) 2016/679

oTMsiHa Ha dupektmnea 2007/64/EQ*.

PSP, Payment Service Provider [locTaBuMK Ha NnaTexHa ycnyra

PSE, Personal Security |HagexgHa cpega 3a reHepupaHe Ha [BOWKa KITOYOBE Mpu
Environment Tutynaps
RA, Registration Authority Peructpupaly, opraH

_ _ Bua acumeTtpudeH kpuntorpadckM anroputbM 3a Cb3daBaHe Ha
RSA, Rivest-Shamir-Adelman
€NeKTPOHEH noanuc

SSCD, Secure Signature .
_ ) YCTpOMCTBO 3a Cb3gaBaHe Ha nognuc/nedaT Cbe 3alunTeH npodoun
Creation Device

SHA, Secure Hash Algorithm CurypeH xeLl anroputbMm 3a U3BnnvaHe Ha Xew naeHtTudukatop
SSL, Secure Socket Layer CurypeH kaHan 3a npegaBaHe Ha JaHHu
S Street Yrnunua

) Tutynap (,Signature Owner”) e dusnyecko nuue, KOETo Cb3gasa
T Title eneKTPOHEeH Noanuc
- ken TokeH, xapa4yepHO YCTPOMUCTBO, CbAbpXKaLlo Kpuntorpadcka kapTta

n yetew,

URL, Uniform Resource Locator |[EOUHEH pecypceH NoKaTop/MHTEPHET Bpb3ka

Hacmosuwusm dokymeHm e nybrnukyeaH Ha yebcaima Ha Eepompbcm 6 uHmepHem Ha 6breapcku u
aHenuulcKu e3uK. B cnyyali Ha Hecbomeemcemeue Mex0y mekcmoseme Ha 6b/i2apCKu U aH2UulCKU e3UK,

npuopumem uma 6b/12apCKUsi mekcm.

' Axo nama enucanu ampubymu 3a organizationName u organizationldentifier, ampuéyma id-etsi-qcs-Semanticsld-Legal xe
ce enucea.

it 4xo ampubyma id-etsi-qcs-QcLimitValue npucvemea, 6 neeo ce énucea MaxcCumMannus pazmep Ha 02PAHUYCHUECTIO HA
CMOUHOCIMA HA COeNKamd, 00 KOAMO Modice 0a ce U3Non36a yOoCmosepeHueno.
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