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1 BBbBEAOEHUE

,EBPOTPBCT TexHonbmkmc” ALl (EBPOTPBCT) € topnanyecko nvue, permctpupaHo B TbproBCKus
perncTbp kKbM AreHumsTa no snuceaHnata ¢ EMK 203397356 cbe ceganuule 1 agpec Ha yrnipaBneHue: rp.
Codums, paroH Uarpes, x.k. ,M3ToK", yn. ,Hukonan Xantos“ 2 Bx. [] eT. 2. TenedoH 3a KOHTaKT: +359 2
448 58 58. NHTepHeT agpec: http://www.evrotrust.com.

[pyxecTBOTO ocbllecTBABa MNy6nmMyHM OYHKUMM MO CMUCBba Ha 3akoHa 3a eNeKTPOHHUS
OOKYMEHT M eNeKTPOHHM yaocTtoBeputenym yenyrm (SBEQEYY).

EBpOTpPBCT € fgocTaBuMK Ha KBanuduumpaHu yooCTOBEPUTENHM ycnyrn. Ton npegoctaBsl Ha
noTpebuTenu cpewly Bb3HarpaxaeHme keanuduvumpaHn yaocToBepUTENHN YCNyrn U NPOAYKTU C BUCOKa
CTeneH Ha cuUrypHocT. [JocTaBYMKbT NpeaocTaBsi CBOMTE YCNyru, KakTo Ha TeputopuaTa Ha Penybnuvka
Bwnrapus, Taka n B gbpXaBuTe-4neHkn Ha EBponenckns cblo3 n octaHanute CTpaHu no ceeTa.

MHoBaTMBEH B cBOSATA AEMHOCT, EBPOTPBLCT NpeaocTaBa Ha cBOMTE NOTpebuTenu cb3gaBaHeTo
Ha enekTPOHHM noanucu/nedatv OT pas3CcTosHWe. B TO3n MKOHOMWYECKM m3rogeH meTon Ha paboTta
cpefjata Ha Cb3aBaHe Ha €enekTpoHeH noanuc/medaT ce ynpaensiBa OT [OCTaByMka OT MMETO Ha
Tutynaps/Cb3gatens  Ha  enekTpoHHMA  noanuc/nedart. EBpPOTPbCT rapaHTupa, 4e npunara
CTaHOapTU3MpaHu Npoueaypy 3a CUrypHOCT Ha ynpaBneHne 1 U3nonssa HagexaHn CUCTEMU 1 NPOJYKTH,
BKITHOUUTENHO CUTYPHWN ENIEKTPOHHU KaHanm Ha KOMyHUKaums, ¢ Luen ga ce rapaHTMpa HagexaHocTTa Ha
cpefata Ha Cb3fiaBaHe Ha enekKTPOHHUA nognuc/nevaT u ga ce rapaHTupa, Ye Tasu cpeaa e uanonssaHa

eaVMHCTBEHO nog KoHTpona Ha Tutynsaps/Cb3aaTtenst Ha enekTpoHHUS nognuc/neyar.

1.1 NPEMNEQ

I IpaKTuKa npu npenoctaBsHe  Ha KBanudpuumpaHn  yooctoBeputenHn - ycnyrun®
(MpaktukatalCertification Practice Statement/CPS) Ha EBpoTpbCT € nybnuyeH AoKyMeHT. Ton moxe Aa
ObOe npoMeHsAH Mo BCAKO BpeMe OoT EBpOTpLCT M BCAKa HOBa pefakunsa ce cbobuaBa Ha
3anHTEepecoBaHWTE N1La, KaTo akTyanuavpaHuaT OKYMEHT ce nyGnukyBa Ha MHTEpPHEeT cTpaHuuaTa Ha
EBpoTpbCT.

MNpakTukaTa Ha EBpOTPBCT onvcBa 06LWMTE M3UCKBAHMA NPU NPeaoCTaBsiHe Ha KBanuduumMpaHu
yaoctoBeputenHu ycnyru. IokyMeHTbT CbAbpiKa Npasuna 1 npoueaypu, KouTo TpsibBa Aa ce nanbnHasaT
npy wu3gaBaHe W ynpaeneHuwe (cnvpaHe, npekpatsaBaHe W Bb30OHOBSIBAHE) [OENCTBMETO Ha
KBanuuuupaHn yaooCcTOBEPEHUS 3a €eneKkTPOHHM noanucu/nmedaty, KBanuuuMpaHn enekTpoHHU
BPeEMeBU neyaTn 1 KkBanuduuupaH yaoctoBepeHus 3a yebcant. B xoga Ha obcnyxBaHe Ha 3asiBkuTe ce
cbbupaTr Heobxoaumu [OOKYMEHTW Npu npuemMaHe W npoBepka Ha 3asBfeHve 3a u3gaBaHe Ha
kBanuduumpansm yaoctoBepenns. B lMNMpaktukata ce onncea peanvsmMpaHeTo Ha MepKUTe 3a CUrypHOCT

npu npenoctaBsHe Ha npepnaraHnTe oT EBpOTpBLCT KBanuduumpaHn yaoctoBeputenHu ycnyru. Toau

Print and Edit Evrotrust Technologies Inc.. Page 8 of 158



http://www.evrotrust.com/

MPAKTUKA MPU NPENOCTABSIHE HA elDAS-CPS
c I‘Otru St KBANIMOULIMPAHW YIOCTOBEPUTENHU YCNYIY For public use

1ISO 9001:2015, ISO 27001:2013,
ISO 20000-1:2018, ISO 22301:2012, CERTIFICATION PRACTICE STATEMENT Version - 03
Regulation (EU) 910/2014, FOR QUALIFIED CERTIFICATION SERVICES 30.01.2019
Regulation (EU) 2016/679

AOKYMEHT onpefens npaBata W 3agb/DKEHUsATA, KakTO Ha yvacTHUUMTE B MH(pacTpykTypaTa Ha
nyonnyHma knod (PKI) Ha gocTaBuMka, Taka M Ha BbHLWHW Nuua (ako MMa TakuBa), ydacTBalim B
JeHoCcTTa no npedocTaBsiHe Ha  KBanudmumpanu  ygoctoBeputenHm ycnyrn. Onuceat  ce
OTrOBOPHOCTUTE, MpaBaTta WU 3agbikeHusTa Ha Tutynaps/Cw3gatens Ha kBanuduvuupaH enekTpoHeH

nognuc/neyat npu non3eaHe Ha yaA0CTOBEPUTENHN YCryrv, NpeaocTaBsiHu OoT EBpoTpbCT.

HacToswusaT oKyMEHT cbabpKa onvMcaHue Ha criegHuTe npegnaraHy ot EBpoTpbCT yenyru:

> W3gaBaHe W ynpaBneHve Ha KBanuguuupaHu YOOCTOBEPEHMSI 3a YCbBbLPLUEHCTBAHU M
KBanuuumupaHu enekTpoHHU nognvcu/nevaTy,;

> W3gaBaHe 1 ynpaBneHue Ha kBanuuumMpaHu yaoctToBepeHns 3a yebcanT;

> W3gaBaHe 1 ynpaeneHue Ha kBanuduumpaH enekTpoHeH BpeMeBy neyar;
» KeanudmumpaHo BanuampaHe 3a KBanvguumpaH enekTpoHeH nognuc/neyar;
>

KeanuduumpaHa ycnyra 3a enekTpoHHa npenopbyaHa notua.

EBpoTpbCcT MOXe ga npepoctaBsi KpunTorpadCku, MHEPOPMALMOHHU MU KOHCYNTAHTCKU YCryru
CBbp3aHM C MPUNOXMMOCTTa Ha yOOCTOBEPUTENHUTE YCMyru, crieABaMku OBLLIONPUEeTUTE NPEnopbKY,
cneundukauum n ctaHgapTu. 3a Tean ycnyru, EBpoTpbCT MOxe Aa nybnvkyBa oTAeNHO obwm ycrnosus.

MpakTukaTa ce OTHacst 3a BCUYKM Y4YaCTHUMUM B WHGPACTPyKTypata Ha NyonuuHUS KoY Ha
EBpOTPBLCT NO uenust CBAT, BKMOYUTENHO, YAOCTOBEPSIBALLM OpPraHu, pPerMcTpupaiwin opraHu, TbproBCKu
areHTU, KIMMEHTU, KpalHM NOTPEOUTENN N BCUYKN OBEPSIBALLMN CE CTPaHW.

YOOoCTOBEPUTENHNUTE YCNYrM Ce NPedoCTaBsAT B CbOTBETCTBME C WHTerpupaHata cucrtema 3a
ynpaBrneHue, npunaraHa oT EBpOTPBLCT, KOATO BKMOYBa M3uUckBaHuaTa Ha 1SO 9001:2015%, 1SO
27001:2013?, ISO 22301:20123, ISO 20000-1:2011%, PernameHT (EC) Ne 910/2014 r.5, PernameHT (EC)
2016/679%(GDPR), AupekTtnea (EC) 2015/2366’ (PSD2) 1 npunoXmmoTo 3akoHofaTencTeo B Penybnuvka
bvnrapus.

Hacrosawmar OOKYMEHT € CTPYKTypupaH B CbOTBETCTBME C paMKaTa, onpenesieHa B npenopbkaTta

11S0 9001:2015 Cucmemu 3a yrnpasneHue Ha Ka4ecmsaomo

2 1SO 27001:2013 UHgpopmauuoHHU mexHonozuu. Memodu 3a cuaypHocm. Cucmemu 3a yripaeneHue Ha cuz2ypHocmma Ha
UHopmayusma

31S0 22301:2012 CueypHocm Ha obwecmeomo. Cucmemu 3a yrpaessieHue Ha HerpekbcHamocmma Ha deliHocmma

4SO 20000-1:2011 Cucmema 3a ynpasneHue Ha kayuecmeomo Ha UT-ycnyaume

5 PeaznameHnm (EC) Ne 910/2014 Ha Esponielickusi napriameHm u Ha Cbeema om 23 ionu 2014 2. OMHOCHO efleKmpoHHama
udeHmucdbukayusi u ydocmosepumesiHume ycryeu fpu efeKmpoHHU mpaH3akyuu Ha 8bMmpewHUs na3ap U 3a OmMsHa Ha
Hupekmuea 1999/93/EO

6 PeznameHm (EC) 2016/679 Ha Eeponetickusi napnamesm u Ha Cbeema om 27 anpun 2016 200uHa 0MHOCHO 3awumama Ha
gusuyeckume nuya 8b8 8pb3Kka ¢ 0bpabomeaHemo Ha Jiu4HU OaHHU U OMHOCHO c80600HOMO d8LKeHUe Ha makuea OaHHU U 3a
omwmsiHa Ha [Jupekmuea 95/46/EO (06w, peacnamMeHm OmMHOCHO 3awumama Ha daHHUme)

7 IMPEKTUBA (EC) 2015/2366 HA EBPOIMENCKUSA MAPIIAMEHT U HA CBBETA 3a nnamexHume ycryau b8 8bmpelHusi
nasap, 3a usameHeHue Ha oupekmusu 2002/65/EO, 2009/110/EO u 2013/36/EC u PeaenameHnm (EC) Ne 1093/2010 u 3a ommMsiHa
Ha [Jupekmusa 2007/64/EO
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IETF RFC 3647 Internet X.509 Public Key Infrastructure Certificate Policy and Certification Practices
Framework.

EBpoTpbCT Nnogabpxa peavua AOKYMEHTU, CBbp3aHu € npunaraHeTo Ha lNpaktukaTa. YacT oT Tax
He ca nybnunyHo 4oCcTbMHKU. Te ca YacT OT CUrypHOCTTa Ha cMcTemaTa 3a yrnpaBneHue Ha nHdopmMaumusaTa

B EBpOTpBCT.

1.2 HOPMATUBHM NO3OBABAHUA

CbAbpXaHMETO Ha HaCTOAWMSA AOKYMEHT € B CbOTBETCTBME CbC CNegHUTe HOPMaTUBHU
OOKYMEHTUW, CTaH4apTH, CTaHA4apTMU3aLUNOHHN AOKYMEHTU U NPENOPbKU:

> RFC 3647: Internet X.509 Public Key Infrastructure Certificate Policy and Certification Practices
Framework;

> RFC 5280: Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List
(CRL) Profile;

> RFC 3739: Internet X.509 Public Key Infrastructure: Qualified Certificates Profile;

> RFC 6960: X.509 Internet Public Key Infrastructure Online Certificate Status Protocol - OCSP;

> RFC 3161: Internet X.509 Public Key Infrastructure: Time-Stamp Protocol (TSP);

> RFC 5816: ESSCertIDv2 Update for RFC 3161,

> RFC 3279: Algorithms and Identifiers for the Internet X.509 Public Key Infrastructure Certificate
and Certificate Revocation List Profile;

> RFC 4055: Additional Algorithms and Identifiers for RSA Cryptography for use in the Internet
X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile;

> ITU-T X.509 | ISO/IEC 9594-8: The Directory: Authentication framework; Public-key and
attribute certificate frameworks;

> ETSI EN 319 401:. Electronic Signatures and Infrastructures (ESI); General Policy
Requirements for Trust Service Providers;

> ETSI EN 319 411-1 Policy and security requirements for Trust Service Providers issuing
certificates: General requirements;

> ETSI EN 319 411-2 Policy and security requirements for Trust Service Providers issuing
certificates Requirements for trust service providers issuing EU qualified certificates;

> EN 319 421 Policy and Security Requirements for Trust Service Providers issuing Electronic
Time-Stamps;

> ETSI EN 319 412-1 Electronic Signatures and Infrastructures (ESI); Certificate Profiles; Part 1:
Overview and common data structures;

> ETSI EN 319 412-2 Electronic Signatures and Infrastructures (ESI); Certificate Profiles; Part 2:

Certificate profile for certificates issued to natural persons;
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> ETSI EN 319 412-3 Electronic Signatures and Infrastructures (ESI); Certificate Profiles; Part 3:
Certificate profile for certificates issued to legal persons;

> ETSI EN 319 412-4 Electronic Signatures and Infrastructures (ESI); Certificate Profiles; Part 4:
Certificate profile for web site certificates;

> ETSI EN 319 412-5 Electronic Signatures and Infrastructures (ESI); Certificate Profiles; Part 5:
QCStatements;

> EN 319 422 Time-stamping protocol and electronic time-stamp profiles;

> TS 119 312 Cryptographic Suites;

> EN 319 521 Policy and Security Requirements for Electronic Registered Delivery Service
Providers;

> EN 319 522 Electronic Registered Delivery Services;

> EN 319531 Policy and Security Requirements for Electronic Registered Electronic Mail Service
Providers;

> EN 319 532 Registered Electronic Mail (REM) Services;

» ETSI TS 119 495 Electronic Signatures and Infrastructures (ESI); Sector Specific
Requirements; Qualified Certificate Profiles and TSP Policy Requirements under the payment services
Directive (EU) 2015/2366.

1.3 WME U WOAEHTUOUKALUA HA OOKYMEHTA

Hactoawmuatr [OKyMEHT € C Mb/IHO HavMeHoBaHue ,llpakTuka npuv nNpedocTaBsHe Ha
KBannuunpaHn yaoctoBepUTENHN yCnyrn“ n e nyernmyHo AOCTBINEH B €NIEKTPOHHA BEPCUSI HA MHTEPHET
cTpaHuuaTta Ha EBpoTpbCT: https://www.evrotrust.com/landing/bg/a/tsp-documents unu ce npegocTass nNo
npegBapuTENIHO NOUCKBAHE, N3NpaTeHO Ha eneKkTpoHeH aapec: office @evrotrust.com.

lMpakTnkaTa € C NpUCBOEH YHUKaneH wuaeHTudukatop Ha obekt (OID — Object Identifier)
1.3.6.1.4.1.47272.3.1.1.

MpakTukaTta e cebp3aHa ¢ MonuTuknTe Npu NpefocTaBsiHe Ha KBaNUULUMpPaHN yA0CTOBEPEHNS 3a
€MNeKTPOHHM noanucu/neyvaTn n KBanuuumpaHy yaocTOBEPUTENHN YCIYTu.
MonuTMKMTE BKIOYBAT:
> OonucaHue Ha ycrnoBusiTa, kouto EBpoTpbCT cnassa v cnegsa npy usgaeBaHe Ha KBanuduumpanm
YOOCTOBEPEHMSI, KaKTO M MPUMOXKMMOCTTa Ha Te3n YOOCTOBEPEHUSI C Orfe[ Ha HMBOTO HA CUFYPHOCT M
orpaHuyYeHusiTa Npu M3non3BaHeTo uUM;
» CbBKYMHOCT OT KOHKPETHW npoLieypu, KOUTO ce cnassaT B NpoLeca Ha u3gaesaHe 1 nogabpxaHe
Ha KBanuUUMpaHN yOoCTOBEPEHUS, U3UCKBaHWSA MpU UOEeHTUdUKALMS, YCroBuaTa M HeobxoaumuTe

HMBa Ha CUTYpPHOCT Npu Cb3aBaHE Ha €JIEKTPOHHUA nognuc/neyart u CbXpaHdaBaHe Ha YaCTHUA KIou,
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> onpegensi NpuUNoXMMOCTTa W CTeneHTa Ha [JoBepve B MpuroxeHata WHdgopmauus B

KBanuuuupaHuTe ya0CTOBEPEHMSI.

MpakTukaTa n3nbrHsBa o6LWKUTE N3NCKBAHNATA 3a YAOCTOBEPUTENHN NONUTUKN, nocoveHn B ETSI
EN 319 411-1: NCP; NCP+; DVCP n OVCP.

MpakTukaTa n3nbrHsBa o6LWKUTE N3NCKBAHNATA 3a YAOCTOBEPUTENHN NONUTUKN, nocoveHn B ETSI
EN 319 411-2: QCP-l ; QCP-l-gscd; QCP-n; QCP-n-gscd, QCP-w.

KBanuduumpaHuTe yoocToBepeHunaTa, usgageHn ot EBpoTpbCT, cbabpXaT ngeHtudmukaTopm Ha
nonutukute nm: Certificate Policies extension.

Ha Bcsika OT NONUTUKMTE, C KOMTO Ce M3gaBaT KBanuuumnpaHnte yoocToBepeHus ce npuceosisa
naoeHtndukatop Ha obekt (OID — Object Identifier), kato EBpoTpbCT cneundmumpa B nonutmkata m
noeHtudukatopute cnopeg EN 319 411-1/ EN 319 411-2. CronHocTuTe Ha EBpoTpbeT

naeHTudmKaTopuTe ca:

KBanundumumpaH oprad/ycnyra M,quTVI(bVIK.aTo.p Ha _0_66”
(OID), Policy identifier

Evrotrust RSA Root CA 1.3.6.1.4.1.47272.1
Evrotrust RSA Validation 1.3.6.1.4.1.47272.1.1
Evrotrust TSA 1.3.6.1.4.1.47272.1.2
Evrotrust Qualified Validation Service 1.3.6.1.4.1.47272.2.9
Evrotrust QERDS CA 1.3.6.1.4.1.47272.2.10.1
Evrotrust QREMS CA 1.3.6.1.4.1.47272.2.10.2
Evrotrust RSA Operational CA 1.3.6.1.4.1.47272.2
Evrotrust RSA QS Validation 1.3.6.1.4.1.47272.2.1
Evrotrust Qualified Natural Person Certificate for QES 1.3.6.1.4.1.47272.2.2
Evrotrust Qualified Natural Person Attribute Certificate for QES 1.3.6.1.4.1.47272.2.2.1
Evrotrust Qualified Legal Person Certificate for QESeal 1.3.6.1.4.1.47272.2.3
Evrotrust SSL Domain Validated Certificate 1.3.6.1.4.1.47272.2.4.1
Evrotrust SSL Organization Validated Certificate 1.3.6.1.4.1.47272.2.4.2
Evrotrust SSL EV Certificate 1.3.6.1.4.1.47272.2.5
Evrotrust SSL PSD2 Certificate 1.3.6.1.4.1.47272.2.5.1
Evrotrust Qualified Natural Person Certificate for AES 1.3.6.1.4.1.47272.2.7
Evrotrust Qualified Legal Person Certificate for AESeal 1.3.6.1.4.1.47272.2.8
Evrotrust Qualified PSD2 Legal Person Certificate for AESeal 1.3.6.1.4.1.47272.2.8.1
Evrotrust QPSES CA 1.3.6.1.4.1.47272.2.13
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EBpoTpbCT cu 3anasBa npaBoTO ga paswupsiBa noaabpxaHute [lonuTukn Ha u3gaBaHu

YLO,OCTOBEPEHMS, Ype3 onepaTMBHUTE YAOCTOBEPSIBALLM OpraHu.

1.4 YYACTHUUU B UHOPACTPYKTYPATA HA EBPOTPBCT

lMpakTukaTa perynupa Han-BaXHWTE OTHOLIEHUS Mexay YyyacTHUUMTe B CTpyKTypaTa Ha
EBpOTPBCT, HEroBUTE KOHCYNTAHTCKM U OAUTOPCKU EKUMWU, KaKTO M OTHOLUEHUSTa Mexay OOCTaByumKa,
noTpebutenute Ha KBanuUUMpaHn yaocToBepuTEenHW YCnyri n goBepssallm ce ctpaHu. MaucksaHuata
n npasunaTta onucaHu B [pakTukarta ce npunarar 3a:

> YpgocTtoBepsiBallyn opraHu;
Peructpupalum opranu;
MoTpebutenu (knueHTW/ TuTtynapu/Cb3gatenu u T.H.);

[oBepsaBalim ce CTpaHu;

YV Vv V V

Apyrn yyactHuum.

EBpoTpbCT NpenoctaBs kBanuduuMpaHu yOoCTOBEPUTENHM YCIYrM Ha BCUYKU (DU3NYECKU W
topuanYeckn nuua, KOMTo Npuemat npaBunaTa Ha To3n AokyMeHT. LlenTa Ha MpakTukaTta e knveHTuTe aa
6baaT ybeneHu B CUrypHOCTTa Ha NPefoCcTaBsHUTE KBanudmumpaHu ya4oCTOBEPUTENHN YCIyTn.

WepapxvnuHnsa Moaen Ha TeXHOMormyHaTa cuctema Ha EBpoTpbCT MMa crnegHvs Bua:

Evrotrust RSA Root CA
Evrotrust RSA
Validation
| | | | | |
Evrotrust Evrotrust Evrotrust Evrotrust RSA Evrotrust Qualified
QPSES CA QERDS CA QREMS CA Operational CA Validation Service

Evrotrust RSA

QS Validation

14.1 YOOCTOBEPABALLU OPIrAHU
1.4.1.1 BA3O0OB YOOCTOBEPABALL OPIAH (,EVROTRUST RSA ROOT CA*)

Evrotrust RSA Root CA wusgaBa kBanuduuupaHu €enekTpoOHHM YOOCTOBEPEHMS, KOUTO ca

epapxM4yHO 3aBUCUMM B UHGPACTPYKTYPHO OTHOLIEHME B pAomeilHa Ha EBpoTpbceT. BasoBoTto
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yoocTtoBepeHve Ha EBpOTpbCT e camousgageHo M camononucaHo ¢ 6a3oBMsi YacTeH K4y Ha
EBpoTpbcT. C 6a30BUSi YacTeH KoY AOCTaBYMKLT MNOANUCBA YAOCTOBEPEHNS 3@ MNYOIIMYHU KIHOYOBE Ha

CBOM ornepaTuBHM Y4OCTOBEPSIBALLM OpPraHu.

1.4.1.2 OMNEPATUBEH YOOCTOBEPSABALL OPIrAH (EVROTRUST RSA OPERATIONAL CA)

Evrotrust RSA Operational CA nsgasa notpebutencku ksanuumumpaHm yaoCcToBepeHusi, CbrnacHoO
MpakTukaTa n MNonuTukaTta 3a NnpegocTaBsaHe Ha KBanUUUMpaHn yaoCTOBEPUTENHU YCIYTN.

MoTpebutenckute kBanuduunpaHn yoocToBepeHus, kouto nagaesa Evrotrust RSA Operational CA
B MH(ppacTpykTypaTta Ha EBpoTpbCT OMBaT :

e Evrotrust Qualified Natural Person Certificate for QES/AES (E-Sign) - nsgasa ce Ha
dusundecko nuue (Tutyndap). Mima xapaktep Ha kBanuduumMpaHO yOOCTOBEpeHue 3a KeanuduumpaH
enekTpoHeH noanuc/ycbBbplUueHcTBaH enektpoHeH noanuc (KEM/YcEN). Moxe ga ce msnonsesa 3a
naeHTnduumpaHe 1 ycTaHoBsIBaHE Ha CaMOJSIMYHOCT NPW AOCTbN A0 MHTEPHET NPUNOXKEHMUS, 3alUTEHN
KOMYHMKaLMN U eNEeKTPOHHO NOANUCBAHE Ha AOKYMEHTM OT BCsiKakbB Tun. B ygoctoBepeHneTo Moxe aa
ce BMMCBAT W JaHHW 3a IOPUAMYECKO NULe, acouMmpaHo C (PM3NYecKoTo nuue, OT MMETO Ha KoeTo
TutynapsaT we nognucea.

e Evrotrust Qualified Legal Person Certificate for QESeal/AESeal (E-Seal) - nsgaBa ce Ha
topnandecko nuue (Cbsgaten). Mma xapakrtep Ha KBanuduumpaHo yoocToBepeHue 3a KsanvduumnpaH
erekTpoHeH neyvat/ycbBbpLUeHCTBaH enekTpoHeH neyat (KElMevat/YcElMNeyar). Moxe aa ce nsnonsea 3a
Aa ce rapaHTupa npou3xond W UHTErpuTeT Ha U3XoddwuM OT PUAMYECKOTO NUuEe OaHHW, HanpuMmep:
€IeKTPOHHN JOKYMEHTU, CHUMKU, apXMTEKTYPHM NPOEKTN, COPTyep 1 APYIW.

e Evrotrust Qualified PSD2 Legal Person Certificate for AESeal (E-Seal) - nsgaea ce Ha
HocTaBunk Ha nnatexHu yenyrn (PSP) cnopeg PSD2. Mima xapakTep Ha kBanndguumpaHo yaoCcToBepeHne
3a YcElleuat. N3nonaea ce 3a n3nbrHeHne Ha nsnckBaHmsTa Ha PSD2.

e Evrotrust SSL Domain Validated/Organization Validated/EV Certificate (Website
authentication) — u3gaBa ce uenuTe Ha YOOCTOBeEpsiBaHETO Ha yebcalT, CBbp3aH C KOHKPETHO
dm3nyeckoTo unm puanyeckoTo nuue. Mma xapakrepa Ha kBanuuumpaHo yaoctoBepeHue 3a yebcant
no cmucbna Ha PernameHT (EC) Ne 910/2014 1 ce n3nonsea 3a Cb3gaBaHe Ha YBEPEHOCT Y NoceTuTen,
ye yebcanTa e Ha peaneH n nermtTumeH cybekT. Ypea TexHonorusita ce obesneyaBa HagexagHa
CBBbP3aHOCT NO CUrypeH NPOTOKON 3a 06MeH Ha nHopMauuaTa.

e Evrotrust SSL PSD2 Certificate (Website authentication) — nsgasa ce 3a uenurte Ha
yaocToBepsBaHeTO Ha yebcanTt, cBbp3aH ¢ [loctaBumk Ha nnatexHu ycnyrn (PSP) cnopepn PSD2.

M3non3ea ce 3a u3NbfiHEHME Ha uW3MUcKBaHuATa Ha PSD2. Mma xapaktepa Ha KBanuduumpaHo
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yooctoBepeHue 3a yebcant no cmucbna Ha PernameHT (EC) Ne 910/2014 1 ce nsnonsea 3a cb3gaBaHe
Ha yBepeHOCT y noceTuTen, 4ye yebcanTta e Ha peaneH u nermtumeH cybekt. YUpes TexHomnoruata ce
obesnevyaBa HagexaHa CBbP3aHOCT MO CUrypeH NPOTOKOS 3a 06MeH Ha nHdopmauunaTa.

e Evrotrust Qualified Natural Person Attribute Certificate for QES - u3gaBa ce ¢ uen
naoeHTuduumpaHe Ha usmnyecko nuue (TUTynsap) ¢ KOHKPETHW, ONMCaHM B yOOCTOBEPEHMETO aTpubyTu.
Mma xapaktep Ha kBanupuumpaHo yooctoBepeHue 3a KEI. Beuyku npouenypu v npasuna 3a HErOBOTO
n3gaBaHe U ynpasrneHue cbBnagaT ¢ Te3u Ha Evrotrust Qualified Natural Person Certificate for QES/AES
(E-Sign. Pasnukata mexagy ABeTe YyAOCTOBEpPEHWs € B Cpoka Ha fdencteue, obema n Buga Ha

yOOCTOBEPEHUTE B TAX AaHHWN.

KBannduumpaHnsaT onepatMBeH yOoCTOBeEpsiBall, OpraH Ha EBpOTpBbCT m3nbnHABa crnegHuTe
crneundunyHN 3aabimKeHUs, BKITOYEHN B pamkmTe Ha lNMonuTtukaTta u MNpaktukata Ha EBpOTpbCT:

» [llpvemaHe Ha eneKkTpOHHO UCKaHe 3a KBanuduumpaHu YOOCTOBEPEHUS UK KBanuduumpaHm
YyAOCTOBEPUTENHN YCIYTW;

» WspaBaHe Ha KBanuduumMpaHo yaoCTOBEPEHUE 3a KBanuduumpaHa yaocToBepuTenHa ycnyra
Bb3 OCHOBA Ha UCKaHWsATa crnef uaeHTugukauusa Ha notpebutenure;

» [ybnukyBaHe n nogabpXaHe Ha U3gageHn KBanuguumpaHn ygocToBepeHUs B CbOTBETCTBME C
npouenypute, onucanu B MNonutuknte u MNpaktukute Ha EBpOTPBLCT;

» [MprvemaHe 1 n3nbrHeHne Ha UCKaHe 3a OTMsIHa Ha KBanuduumpaHa ygocToBepuTenHa ycnyra
B CbOTBETCTBME C npoueaypute, nocoyeHu B MNonutukute n MNpaktuknte Ha EBpOTPBLCT;

» Ws3paBaHe Ha Cnncbk CbC crnpennTe u npekpatenn yagoctoepenus (CRL);

» [ybnukyBaHe Ha usgageHns CRL;

» CobxpaHsiBaHe 3anucuTe (noroBete) nNO nMpoueca Ha wu3gaBaHe Ha KBanuduumpaHu
yAOCTOBEPEHUSA 1 OT ApYruTe yagoCTOBEPUTENHWN YCIyrn, KOUTO NOANEXaT Ha oauT;

» [pyrvn genHocTn n ycnyru, CBbp3aHu ¢ AenHOCTTa Ha EBpPOTPLCT.

EBpoTpbCT 3ana3Ba NnpaBoToO Aa paswwmnpsiBa Ui NpoMeHs MHppacTpykTypaTa cv C Apyra nepapxms

nnn c paswmpeHne Ha Tekyulara.

1.4.1.3 YOOCTOBEPABALl OPrAH 3A WU3OABAHE HA KBAJIM®ULUPAHU EJNEKTPOHHU
BPEMEBW NEYATU (EVROTRUST TSA)

Evrotrust TSA nsgasa notpebutenckun ksanuguumpaHn enekTpoHHN BpeMeBn neyaru.
Evrotrust TSA ocbluecTBsBa cnegHUTe AENHOCTU:
> lpuema wuckaHua 3a y[ooCTOBepsBaHe Ha BpemMe Ha MpeacTaBeHO CbAbpXaHue Ha

eneKTPOHeH AOoKyMeHT oT Tutynapsi/Cb3gaTens unu [loBepsiBalla ce CTpaHa;
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» WManonsea TexHosnorns 3a o6Bbp3BaHe Ha gaTaTa U Yaca ¢ 4aHHUTE N0 HaYMH, KOWTO U3KIMoYBa
Bb3MOXHOCTTa 3a He3abenasaHa NnpomsHa Ha JaHHUTE;

» [enHocTtTa My ce ocHOBaBa Ha aTOMEH W3TOYHMK Ha TOYHO BpeMe, CBbp3aH C
KOOPAMHUPAHOTO YHMBEPCANHO BpeMe;

» [NoanncBa C YCbBBPLUEHCTBAH €MEKTPOHEH MOAMUC UM C YCbBBLPLUEHCTBAH EreKTPOHEH
neyat oT EBPOTPBLCT;

» OcurypsiBa Bb3MOXHOCT 3a JOKa3BaHe B nocriefsall nepnos BbB BpeMeTo (crnea ustudaHe
Ha nepuvoga Ha AeWCTBMEe Ha KBanuduumpaHusa enekTpoHeH BpeMeBU Meyvar) Ha (pakTa Ha noanucBaHe
Ha eneKkTPOHEeH AOKYMEHTU NN Ha ApYr eNeKTPOHEH 06eKT;

» KBanuduuunpaHu enekTpoHHU BpeMeBM nevyaTn ce usgasaT Ha (oM3MYECKU U Ha IOpULNYECKM
nunua, kouto ca Tutynapu/CosgaTtenu. KeanupuumpaHuaT enekTpoHeH BpeMeBM nevaTt ce nonsea oT
npesymMmnumsaTa 3a TOYHOCT Ha yKasaHuUTe OT HEero gaTta W 4ac M 3a USnoCT Ha AaHHUTE, C KOUTO ca
00Bbp3aHK gataTta 1 YachT.

» KBanupuunpaHnat enekTpoHeH BpemMeBun nedat nsgageH ot EBpoTpbCT, ce npusHaBa BbB
BCUYKWN ObpXXaBU-4neHkn Ha EBponencknst coioa.

» KBanupuunpaHuat enekTpoHeH BpeMeBU nevar MOXe [a Ce MHTerpupa B rnpoueca Ha
Cb3gaBaHe, usnpawaHe unv npuemaHe Ha enekTpoHHWUTE nognucu/neyaTu, Ha eneKTPOHHO NognNucaHn
AOKYMEHTU N eNeKTPOHHU TPaH3aKumm1, Npy apxXmMBMpaHe Ha enekTPOHHU AaHHW, B €NEeKTPOHHN HoTapuaTu
n ap.

» EBpoTpbCT paspabotsa n nybnukysa Nonutnka Ha OpraHa 3a usgaBaHe Ha KBanuduumpaHm

€J1eKTPOHHN BpeEMEBU Nne4vaTu.

1.4.1.4 OPrAHU 3A KBAJIN®OULIMPAHO BAITMOAUPAHE

KBanuduumpaHuTe yoocToBepeHus B UHpacTpykTypata Ha EBpoOTpbCT, KOUTO ce u3nonssaT 3a
noanMcBaHe Ha 3asiBkaTa 3a BanugupaHe, bueart:

e Evrotrust RSA Validation — /3non3ea ce 3a BanuaupaHe Ha 6a3oBusa noanuc M ce usgaea
anpekTHo oT basosus yaoctoeepsBaly opraH (Evrotrust RSA Root CA);

e Evrotrust RSA QS Validation — WM3non3sa ce 3a BanuaupaHe Ha noTpedutencku
KBanuduumnpaHn ygoctoBepeHns n e usgageH ot OnepatmeHus ygoctoBepsiBaw, opraH (Evrotrust RSA
Operational CA).

KBanuduumpaHata ycnyra ce u3nonssa 3a BanvMauMpaHeTo Ha eNeKTPOHHW MNOAMUCHU, eNEKTPOHHU
neyaTn, yCnyru 3a enekTpoHHa npernopbyaHa noLla, Kakto 1 yaoCTOBEPEHUS, CBbpP3aHu C Te3u YCIyru.
BanugupaHe ce ocbllecTBsABa U Ha KBanvdpuumpaHu yooCTOBEPEHUSA 3a aBTEHTUYHOCT Ha yebcawnr.

Ycnyrata no keanuduuupaHo BanuaupaHe ce npenoctaBs OoT EBpPOTPLCT, B Ka4ecTBOTO My Ha
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KBanuduumpaH 4OCTaBYMK HA YOOCTOBEPUTENHN YCIYTN.

B npoueca Ha BanuampaHe Ha kBanuduumpaH enekTpoHeH nognuc/nevat OpraHbT 3a BanuaupaHe
Ha EBpOTpBbCT NoTBbPXKAABa BanMAHOCTTa Ha KBanuduumpaHisa enekTpoHeH noanuc/neyar, npu ycrnosme
ye:

> yOOCTOBEpeHMETO, NpuapyxaBawo nognuca/nevata KbM MOMEHTA Ha NOANMCBaHETO € 6uno
KBannuunupaHo yAOCTOBEPEHME 3a EeNEKTPOHEH noAnuc/neyart, OTroBapsillio Ha W3MCKBaHUSATA Ha
Pernament (EC) 910/2014 r.;

> KBanudumumpaHoTo yaocToBepeHue, n3gageHo ot EBpoTpbCeT € 6uno BanMgHO KbM MOMEHTa
Ha NOAMUCBAHETO;

» OaHHUTe 3a BanuaupaHe Ha noanuca/nevata CbOTBETCTBAT Ha AaHHUTE, NpefocTaBeHu OT
AoBepsiBallata ce CTpaHa;

» YHUKanNHUAT Habop OT AaHHKW, npeacTtaBawm Tutynsaps/Cb3gaTens Ha  enekTPOHHMUS
noanuc/neyar B y4OCTOBEPEHMETO, € HaANeXHO NnpeaafeH Ha JoBepsBallaTta ce CTpaHa;

» aKo KbM MOMEHTa Ha NOANMCBaHETO € 61N n3non3saH NCeBAOHMM, TO TOBA € SICHO YKa3aHo Ha
AoBepsiBallata ce CTpaHa;

» eneKkTpOHHMAT nognuc/neyaT € Cb3gageH OT YCTPOMCTBO 3a Cb3JaBaHe Ha enekTPOHEH
nognwuc/neyar;

> UenocTTa Ha NoanMcaHuTe JaHHW HE € 3acTpalleHa;

» W3MCKBAHUSATA HA HACTOSILLMS JOKYMEHT ca 6unu U3nbIHEHN KbM MOMEHTA Ha NOANUCBAHETO.

N3nonsBaHaTa 3a BanuavpaHe Ha KBanuduvuupaHus enekTpoHeH nognuc/mevaT cuctemMa Ha
EBpoTpbCT NpegocTaBsa Ha foBepsiBallaTa ce CTpaHa NpaBuiHUA pes3ynTaTt OT npoLeca Ha BanvaupaHe
1 1 NO3BONSABa Aa OTKPUE €BEHTYamNHN Npobrnemu, CBbp3aHu CbC CUIYPHOCTTA.

Bcsika noBepsiBallata ce cTpaHa, korato npuema ksannuumnpaHo Y40CTOBEPEHME, MOXE Aa 3asiBU
npoBepKa Ha cTaTyca Ha yaocTtoBepeHusita B peanHo Bpeme npe3 OCSP cupebp (On-line Certificate
Status Protocol/lTpoTokon 3a oHNanH NpoBepka Ha cTatyca Ha yAOCTOBEPEHHME).

MpoBepkaTa Ha cTaTyca Ha KBanvduumnpaHo yAOCTOBEPEHNE B peanHo BPEME HE € 3aabihkntenHa
dyHKUMs 3a [loBepsBawmTe ce cTpaHu, HO [locTaBYMKbLT NpenopbyBa Aa ce u3nonsea Tasu ycnyra. 3a
nocturaHe Ha no-roniiMa CUFypHOCT MpuM  U3MON3BaHE Ha enekTpoHHW noanucu/neyatn, e
NpenopbYnTENHO UHTErpMpaHe Ha ycnyraTa B npoueca Ha Cb3gaBaHe WivM NpuemMaHe Ha eneKkTPOHHO

noanncaHn OOKYMEHTH.

1.4.1.5 OPFAH 3A KBANM®ULIMPAHA YCNYFA 3A ENEKTPOHHA MPEMOPBYAHA MOLLA
(EVROTRUST QERDS CA)

OpraHbT 3a kBanudmumpaHa ycnyra 3a enektpoHHa npenopbyaHna nouwa (Evrotrust QERDS CA) ¢

obekteH ngeHtndpukatop (OID): 1.3.6.1.4.1.47272.2.10.1 nognucea C YCbBBLPLUEHCTBAH ENEKTPOHEH
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nevar gokasaTencTea, reHepMpaHu B paMKuUTe Ha ycryraTa 3a eflekTpoHHa npenopbyaHa nowa (QERDS),
KOUTO uMaT 3a uen ga gokaxaT, ye B AafdeH MOMEHT € HacTbNuiio onpeaenieHo cbbutne n Kouto ce
npegoctaBaT Ha notpebutenute (M3npawadn m nonydatrenun) Ha ycnyrata. Evrotrust QERDS CA
N3KINIoYBa BCsikakBa Bb3MOXHOCT 3a He3abensisaaHa npomsiHa Ha gaHHuTe. QERDS npegocTtaesa gaHHM 3a
BCUYKM CbOUTUA, KOMTO Ce CnyyBaT MO BpeMe Ha npefaBaHETO Ha MNOTpebuTencko cbaobpaHue
(cbobLieHnsa, ookymeHTn, dannoBe n gp. 06ekTn) mexay cTpaHuTte. [JokasaTencrearta, nognucaHu ot
EVROTRUST QERDS CA ce npegocTtaBaTt B YeTMM BUA Ha noTpebutenute. Te 3awmMTaBaT npeaaBaHOTo
noTpebuTencko cbabpXXaHne cpeLly puck ot 3aryba, kpakba, noBpena uim HENO3BOSIEHN U3MEHEHMS.
EnHo gokasatencteo 3a QERDS moxe He3abaBHO aa 6bae npefadeHo Ha uanpalada/nonyyarenst unu
MoXe Aa 6bAae cbxpaHsaBaHO 3a cpok OT 10 roanHu B XpaHunuwieTo Ha EBPOTPBCT 3a NO-KbCeH JOCTbN

OT 3anHTepecoBaHNTE CTPaHN.

1.4.1.6 OPIAH 3AKBANU®ULIMPAHA YCNYTA 3A UMEWN NPENOPBYAHA MNOLLA (EVROTRUST
QREMS CA)

YaocTtoBepsaBalwmsa opraH 3a ksanuduvumpaHa ycnyra 3a umenn npenopbyaHa nowa (Evrotrust
QREMS CA) c obekteH ngentundpukatop (OID): 1.3.6.1.4.1.47272.2.10.2 noanucea C YCbBbpPLUEHCTBaH
ereKTPOHEeH nedvar gokasaTerncrearta, KOMTO KBanuvduuupaHaTta ycryra 3a umenn npenopbyaHa nowa
(QREMS) npepoctaesa. [JokasaTencrBata ce OTHACAT 3a CbOMTUS, KOUTO Ce CfydBaT Mo BPEME Ha
npegaBaHeTO Ha MOTPebUTEncko CbAbpXaHue Mexay uanpawad u nonydaten. [lokasaTtencrBoTo 3a
QREMS e ygoctoBepeHue, KOeTO ce NnpedocTaBs B cUCTeMaTa Ha m3npawiada unm nonydatens u Moxe
Aa 6bae n3terneHo oT TAX No BCSKO Bpeme. EBpOTPBCT CbxpaHsBa BCMYKM JOKa3aTeNcTBa B XpaHUnuLe

3a cpok oT 10 roguHu 3a No-KbCeH AO0CTbM OT 3aMHTePeCcoBaHNUTE CTPaHW.

1.4.1.7 OPrAH 3A YCNYIrATA Nno KBAJIM®ULUMPAHO CbXPAHABAHEHA KBAJTMUGULIMPAHU
ENEKTPOHHU NOANMUCU/NEYATU (EVROTRUST QPSES CA)

YpooctoBepsiBaluMs opraH 3a ycryrata no KBanuuuMpaHo CbXpaHsiBaHe Ha enieKTPOHHU
nognucu/nedatu (Evrotrust QPSES CA) ¢ obekteH ngeHtudukartop (OID): 1.3.6.1.4.1.47272.2.13.

Ycnyrata no kBanuduuupaHo CbxpaHsiBaHe Ha KBanuduuMpaHu enekTPoHHW nognucu/nedaTu
(QPSES) ocurypsiBa CMrypHO 1 HageXaHO AbiAroCpPOYHO ChbXpaHsiBaHe Ha BCAKAKbB BUA OKYMEHTHU (6e3
XpaHunuuie) n Ha enekTPOHHO NOoAMUCaHW OOKYMEHTU (C XpaHunuiie) Ha usnpawiadvm v npegocTass
AoKasaTesncTBa 3a npoueca Ha CbxpaHsiBaHe. YgocToBepuTenHaTa ycryra Ha EBpoTpbCT € cbrnacHo uyn.
34 (1) nun. 40 Ha PernameHT (EC) N2 910/2014 r. n B CbOTBETCTBME C MPUITOXKMMOTO 3aKOHOAATESCTBO
B Penybnuka bbnrapus. MNMpu npegoctaBsHe Ha QPSES EBpOTpbCT n3nbnHABA U3NCKBAHUSA, CBbP3aHu C

N3non3BaHUTe npoleaypy U TEXHONOrMK, CNOCOBHN Aa paslMPAT HAAEeXOHOCTTa Ha KBanuUUMpaHus

Print and Edit Evrotrust Technologies Inc.. Page 18 of 158




MPAKTUKA MPU NPENOCTABSIHE HA elDAS-CPS
c I‘Otru St KBANIMOULIMPAHW YIOCTOBEPUTENHU YCNYIY For public use

1ISO 9001:2015, ISO 27001:2013,
ISO 20000-1:2018, ISO 22301:2012, CERTIFICATION PRACTICE STATEMENT Version - 03
Regulation (EU) 910/2014, FOR QUALIFIED CERTIFICATION SERVICES 30.01.2019
Regulation (EU) 2016/679

erekTpoHeH nognuc/neyaT M3BbLH Nepuoaa Ha HeroBaTa TEXHOSOMMYHa BanuAHoCT. EBpOTpBLCT npunara
N3NCKBaHNATa M NpenopbkuTe Ha EBponenckata KOMUCKUS, NPUOXMMW 3a ycryra no KeanvduuupaHo
ObNTOCPOYHO CbXpaHsiBaHe (C xpaHunuuwie) (preservation service with storage) 3a cbxpaHsiBaHe Ha
LMdPOBN NOAMMCU U HA ObIITOCPOYHO CbXPaHsBaHE Ha BCSKAKBM OOKYMEHTW/OaHHWM (6e3 xpaHunuuie)
(preservation service without storage).

EBpoTtpbect QPSES nopgabpxa cnegHute npounm 3a CbxpaHsaBaHe:

e[lpochun 3a ycnyrata 3a kBanuduumpaHo cbxpaHsaBaHe 6e3 XpaHunuwie Ha BCHAKaKBU
aokymeHTu/gaHHM (G2.18) no cxema 3a cCbxpaHsiBaHe 6e3 XxpaHunuuie 6GasvpaHa Ha apxuMBMPaLLO
ypocToBepeHune 3a speme (G2);

¢ [Mpochun 3a ycnyrata 3a kBanudumumpaHo cbxpaHsiBaHe 6e3 xpaHunuuie Ha SHA-512 Ha Bcsikaksum
nokymeHTv/gaHHn (G2.2°) no cxema 3a CbxpaHsBaHe 6e3 xpaHunuuwie 6asvpaHa Ha apxuBupallo
yaocToBepeHune 3a Bpeme (G2);

o [lpodhun 3a ycnyrata 3a KBanuuuupaHo cbxpaHsiBaHe C XpaHUnuLle Ha enekTpoHHO NoAnncaHu
aokymeHT (G3.1'° no cxema 3a cCbxpaHsiBaHe C paswupsiBaHe Ha HaOeXOHOCTTa Ha eneKTPOHEH

nognuc/neyat u ¢ xpannnuuie (G3);

LlennTe no cbxpaHsiBaHe B U3MoN3BaHUTE OT EBPOTPBCT CXxeMM ce nocTuraT Ypes peanuanpaHn B
CbOTBETCTBUE C M3NCKBAHMSATA Ha cTangapTtu ETSI TS 119511 m ETSI TS 119 512 ,G2* n ,G3* cxemw,
nNpounn KbM TAX U NONUTUKA.

O6eKTn OT AaHHN, CbOTBETHUTE AOKa3aTesicTBa 3a CbXpaHsiBaHe M AOMbIIHUTENHA NHdopmauus,
Heobxoauma 3a BanvauMpaHeTo UM, ce AOCTbNBAT Ype3 M3Non3BaHe Ha UHTepdenca Ha ycnyrata unm
ype3s 3asiBsiBaHe Ha KOHKPETHO UCKaHe 3a nNpeaocTaBsaHe Ha AaHHM W/vnu gokasaTtencrea. Te moraT ga ce
npeaocTaBaT OTAENHO UM BbB BXOAHO-U3XOAEH NaKeT, KOWTO € HaAeXaHOo 3alluTeH ¢ kpuntupaHe. MNpu
BCUYKM Crydan Te ce npedaBaT CaMo Ha KMEeHTa Ui Ha YMbAHOMOLLIEH HEroB npeacTtasuten. EBpoTpbeT
nogoabpKa WHdOpPMaLMs 3a BCUYKM M3FOTBEHW BXOOHO-MU3XOOQHM NakeTW, BKAOYUTENHO gata Ha
CbOUTMETO M KPUTEPUN MO KOWTO ca n3bpaHu cbxpaHeHuTe obekTu, BKMOYEeHU B naketa. B mnckaHeTo
3a0bITKUTENTHO Ce NOCoYBa NMLIETO, KOETO N3NCKBA AaHHUTE, MPUYNHUTE NOpaan KOUTO ' N3NCKBA, KaKTO
W Ha4MHa, NO KOMTO Xeflae Aa rv Nonyyun, Hanpumep no enekTpoHHa noLla Unu Ha eneKkTpoHeH HocuTen.
EBpoTpbCT Ccu 3anasBa NpaBoOTO Aa ofobpu mnnM OTKake W3NbiHEHMEeTO Ha uckaHeTo, 6e3 ga e
HeobOxoAMMO Aa MOTMBMpa OTKasa CuM WM ga yBeaoMu 3asBUTENS 3a TOBa, OCBEH B Criy4vauTe,
onpenerneHn c HOpMaTMBEH aKkT. 3a LenuTe Ha NpeaocTaBsHe Ha JaHHUTE U JokasaTencrearta EBpoTpbeT

MOXe Oa C'b6|/lpa TaKCu 3a ocurypsdaBaHe Ha U3NbJIHEHNETO Ha NOAaAEeHOTO UCKaHe.

8 [Ipogpunvm e 6 usnvanenue Ha cxema 3a cvxpanenue 6 coomsemcmeue ¢ ETSI ES 119 512, Appendix G, G2
% [Ipogunvm e 6 usnvanenue Ha cxema 3a cvxpanenue ¢ coomsemcmeue ¢ ETSI ES 119 512, Appendix G, G2
W [Ipogpunom e 6 usnwvanenue na cxema 3a cvxpanenue 6 coomeemcmeue ¢ ETSI ES 119 512, Appendix G, G3
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EBpPOTPBLCT He 13MNon3Ba BbHLUHU OpraHn3aumm, noaabpally ycnyrata 3a CbXxpaHsiBaHe.

B kpas Ha neproa Ha cbXxpaHsiBaHe Ha JaHHWUTe, Te Ce U3TpuBar.

1.4.2 PErMCTPUPALL OPTrAH

dyHKUMNTE Ha Permctpupaly, opraH ce n3sbpLuBaT oT 06ocobeHa CTpykTypa Ha EBpoTpbCT nnn ot
BbHLIHM NMua, Ha KouTo EBpPOTPBLCT Bb3nara OCbLUECTBABAHETO UM, B paMKUTE Ha paspeLleHoTo OT
3akoHa. PyHkumuTE ca:
> [lpnemaHe Ha uckaHe 3a KBanvduuupaHa yaocToBepuTernHa ycnyra;
> [lpoBepsiBaHe 4pe3 nogxogswym cpeactBa M B CbOTBETCTBME C  MPUIOKUMOTO
3aKOHOAATENCTBO HA CAMONMMYHOCTTA/MOEHTUYHOCTTA M @Ko € NPUNOXNMO, HAa BCUYKN CNEeLMdUYHN AaHHN
3a Nn1uUeTo, Ha KoeTo ce u3faBa KesanuguumpaHo ygocToBEpPEHME;
> WpeHTnduumpaHe Ha nuuUeTo nogano WcKaHe CbrnacHO ycTaHoBeHuTe oT EBpoTpbCT
npasuna n npoueaypw;
> YpocToBepsiBaHe Ha BEPHOCTTA M AOMYCTUMOCTTA Ha NOgaLeHO MCKaHe 3a KBanuduumpaHo
YAOCTOBEPEHHUE;
> YBegomsiBaHe Ha noTpebuTtenuTe 3a n3gageHo KBanuuumpaHo yaoCcToBEPEHUE;
> OcurypsBaHe Ha HagexgHa cpeda 3a noryvyaBaHe Ha u3gageHo KeanuduumpaHo
yAOCTOBEPEHNE NN N3NON3BaHE Ha KBanuduumpaHa yagocToBepuTenHa ycnyra;
> VIHMumMmMpaHe n npegaBaHe Ha yaOCTOBEPSBALLMSA OpraH B XapTMeHa Unmn enekTpoHHa dopma
Ha 3as1BKM 3a ynpasreHue (cnvpaHe, Bb30OHOBSABaHe U npekpaTsiBaHe) Ha N3gageHn YAoCTOBEPEHMS;
> V3BbpwBaHe Ha ogobpeHMe Ha 3asaBKU 3a NMpoabihkaBaHe AEUCTBUETO Ha KBannduuupaHo
yAOCTOBEPEHNe OT MMeTO Ha EBpOTpLCT;
>  CkntoyBaHe Ha JOroBopwv 3a npefocTaBsHE Ha YAOCTOBEPUTENHU U APYrn KpunTorpadcku,
NH(POPMALIMOHHN N KOHCYNTaHTCKN yCryrn ¢ notpebutenn ot umeTo Ha EBpoTpbCT;
> Opyru dpyHKUUK, KOUTO ocurypsBaTt PyHKLUUMOHUPaHETO Ha KBanuduumpaHa yaocToBeputenHa
ycrnyra Ha EBpoTpbCT.
PernctpupawmaTt opraH moxe ga 6bae o60co6eHO 3BEHO B paMKUTE Ha HOPUANYECKO Nuue,
pasnuyHo oT EBPOTPBLCT, Ha KOETO ca AenervpaHn npasa Aa OCbLLEeCTBSABA Te3n AEVNHOCTU UMK Ha YacT
OT TAX OT UMeTOo Ha EBpoTpbCT. OTHOWEHMATa Mexay EBpoTpbCT u Pernctpupalums opraH ce ypexaar ¢

[10roBOp.

1.4.3 NOTPEBUTENU

Bcsako dpusmyecko, opuanyecko Unv Apyro nuue, KOeTo UMa CkiodeH aorosop ¢ EBpoTpbeT 3a

yOoocToBepuTesiHa ycnyra e notpebuTen Ha Tasu npegocTaBeHa oT EBpoTpbCT yenyra.
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Korato ToBa € npaKkTU4YecKM OCHLLECTBMMO, MNPenoCTaBAHUTE YOOCTOBEPUTENHUM YCNyrn WU

N3Non3BaHUTe NP NPeLOCTaBSHETO Ha Te3W YCNyrn NPOAYKTU ca AOCTbMHM U 3a Xopa C YBPEXAaHus.

1.4.3.1 TUTYNAP

Tutynapsart (Titular) Ha enekTpoHeH nognuc € U3MYecko nuue, KOETO Cb3daBa E€NeKTPOHHUS
nognuc.

TuTynapAT ocbLUECTBSABA OT CBOE MME U OT UMETO Ha APYro nvue, KOeTo TOW NpeacTaBnsBea,
€NEKTPOHHN U3SABIMEHNsI, KOUTO ENIEKTPOHHO MNoAnMcBa B CbOTBETCTBME C NpedocTaBeHata My
npeacTaBuTeNHa BrnacT. B ygocToBepeHneTo MOXe ce NocoYmn 1 NNLETO, KoeTo TUTynsips npeacTaensiea.

TUTYNApAT Ha ENneKTPOHHWSI NMOAMMC MOXe Aa Bbanara obcnyXBaHeTO Ha ycTponcTBaTa 3a
Cb3gaBaHe Ha KBanuduLuMpaHn enekTpoHHM NoANMCKU Ha TpeTa CTpaHa, Npu yCcrioBue, Ye ca BbBEeAEHU
noaxoasimM MexaHn3Mm n nNpoueaypw, rapaHtupailum, ye TUTynapsTt pasnonara ¢ eqHONUYEH KOHTPON
BbPXY M3MOM3BaHETO Ha AaHHUTE, CBbP3aHN CbC Cb3[4aBaHETO Ha €NEKTPOHHWS My Noanuc, U 4Ye npu
N3MNON3BaHETO Ha YCTPOMCTBOTO Ca W3MbIIHEHWM M3UCKBAHMATA MO OTHOLUEHME Ha KBanuduvumpaHus
eneKTPOHEH noanuc.

EanHcTBeHO TUTyNApST Ha KBanuuUMpaHoTo YAOCTOBEPEHME, MMaA NPaBO Ha AOCTbLN 40 YaCTHUA
KN4 3a MNOAMMCBAHE Ha EeneKTPOHHU U3SBMEHMS, 4Ype3 KOUTO Cb3faBa YCbBbPLUEHCTBAH WNn

KBan I/I(*)VI LnpaH eneKkTpoHeH noanuc.

1.4.3.2 CBb3OATEN HA NMEYAT

Cobspatenat (Creator) Ha nedvar e lopuan4ecko nuue, KOeTo Cb3faBa eNekTpPoHEH neyar.

Cb3patenaT Moxe Aa nognucea eneKkTpoHHM 06EKTI, HE3ABMCUMMO OT TsIXHaTa CbLUHOCT (codpTyep,
CHUMKM, My3uKa, UMW, KHUTU, apXUTEKTYPHU NPOEKTH, 6a3n gaHHW, AM3aniH 1 Op.), C KOeTo ornacsiea,
4ye TON € NEerMTUMHUS U3TOYHWMK Ha TO3M ENEKTPOHEH OOEKT, KakTo M obekTa e C HeHapylleHa usanocTt
(nHTerputeT). ENEKTPOHHMAT neyvaT He rapaHTupa npaBa BbpPXy €NEKTPOHHNUS 06EKT (aBTOPCKU U Opyri).

FOpuanyeckoTo nuue e NocoyYeHo B M3OadeHOTO yAOCTOBEPEHUE 3a ENEKTPOHEH MedvaT kaTo
Cbaparern.

EnvHctBeHo Cb3gaTensaT kato MNoTpebuten Ha kBanuduumpaHo yaoCToBEPEHME, NMa NPaBO Ha
AOCTbM [0 Y4aCTHMA KoY 3a MOAMMCBAHE Ha €eneKTPOHHM U3SABIEHUS, 4Ype3 KOMTO TOW Cb3gasa

YyCbBbPLUEHCTBAH UNnu KBanuuLmMpaH enekTpoHeH neyar.

1.4.3.3 KIUEHT

KnueHt (Subscriber) e nuueTto, koeTo nonssa KeanupuuupaHata yaoctopepuTenHa ycnyra. Ton
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MOXe [la e IopuanYecko, PU3NYECKO UNN APYyro Nuue 1 MoXe Aa cbBrnaga ¢ Tutynsaps/Cbapartens.
KnueHTbT MOXe Aa aencTea OoT UMETO Ha €AVH UMK HAKOMKO pasnuyHu Tutynsapu/Cbagatenu, ¢
KOMTO TOM € CBbp3aH. KNMeHTbT e Hanpumep KOMMaHWsl, KOSTO M3NCKBA yOOCTOBEPEHUS 3a CBOUTE
CNyXUTenu, 3a Aa UM no3Bonuv Aa yyacTBaT B €MeKTPOHHUTE GM3HEC NPOLLECH OT MMETO Ha KOMNaHusATa
N MOXe Oa He MpUCbCTBa B AaHHWUTE, BNWCaHU B U3AaAeHOTO yaoctoBepeHue. KnmeHTbT Moxe Aa e u

nvue, KoeTo HanpyMep nonsea yaoCcToBepUTenHa ycryra Ha EBpoTpbCT 3a yaocToBepsiBaHe Ha BpeMme.

1.4.4 [NOBEPABALLN CE CTPAHU

[lloBepsiBalla ce cTpaHa O3HayaBa (PU3MYECKO WM OPUAMYECKO NWLE, KOETO pasuuTa Ha
yOoOCTOBeEpUTENnHa ycnyra.

[loBepsiBalnTe ce CTpaHW criedBa ga UMaT MO3HAHUS U YMEHUSI OTHOCHO M3MOS3BaHETO Ha
KBanuMguumpaHo yaoCTOBEPEHNE U A ce A0BepsiBaT Ha YAOCTOBEpPEHUTEe OBCTOSTENCTBA B TAX CaMo C
orneq Ha npunoxumarta Monutrka, 0cCOGEHO NO OTHOLLEHWE Ha HMBOTO Ha CUrYpHOCT MpW NpoBepka Ha
camonuMyHocTTa Ha TwuTynspute W uMOEHTUYHOCTTa Ha Cb3gaTenute Ha Te3an KBanuuumpaHu
YOOCTOBEPEHMS!, KaKTO WM MO OTHOWEHWE Ha BNUCaHUTE B YOOCTOBEPEHWETO OrpaHu4eHust 3a
N3NOon3BaHeTo My.

[loBepsiBaluTe Ce CTpaHM MMaT NOCTOSIHEH AOCTbN 40 perncTpute Ha EBpoTpbCT 3a npoBepka Ha
BanuAHOCTTa Ha KBanuduumnpaHuTe YOOCTOBEPEHMS, 3@ YCTAHOBSIBaHE HA eNeKTPOHHaTa UAEHTUYHOCT
Ha TuTynspute/Cb3gatenute unm Ha Apyrin o6CToaTencTea U AaHHW, OTpaseHu B YAOCTOBEPEHUATa Unu
BN1CaAHWN B T€3U PErUCTPM.

[loBepsiBalUTE Ce CTPaHW, yCTaHOBEHM M3BLH TepuTopusita Ha Penybnvka Bbnrapus, moraT ga
pasunTaT Ha HaOEeXAHO, CUIYpPHO, NIeCHO U yAOoOHO KBanuduumpaHo BanuauMpaHe no aBToOMaTM3uMpaH
HauMH Ha KBaNUMULMPaHN eNEeKTPOHHN NOANUCKU N eNEKTPOHHM NnevaTy, YAOCTOBEPEHUsTa 3a KOUTO ca

nsgageHu ot EBpoTpbCT.

1.5 YNOTPEBA HA KBAJIM®OULIMPAHU YOLOCTOBEPEHUA

KeanuduumpaHo yaocToBepeHne 3a enekTpoHeH nognuc/neyat, 3a kBanuduumpaH enekTpoHeH
BpeMEBU nevaT UM 3a aBTEHTMYHOCT Ha yebcanT ce msgasa oT ,EBpoTpbCcT TexHonboxkmc® ALl kato
KBanuuumupaH 4OCTaBYMK Ha KBanuduumpaHn yoocToBepPUTESNHU YCAYrn U OTFOBaps Ha onpegeneHnTe
B PernameHT (EC) 910/2014 r. nsncksaHus.

KeBanuduumpaHnte yaoctoBepeHusTa No3BoONsBaT Ha nuuarta ga ce nonseaTt OT npesymnuus 3a
Hanuuune Ha onpeaeneHun bakTu Npu ydacTue B €NeKTPOHHM TpaH3akumn. Te moraT ga 6baat n3nonssaHu,
KoraTo ce Hanara ga ce npegnasv gageH oOMeH Ha eneKkTpoHHa MHGopMaLUuS.

KBanuduumpaHo ygoctoBepeHve 3a nybrvdeH K4 e nognucaH oT EBPOTPBLCT enekTpoHeH
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AokymeHT B X.509 ctaHgapT, cbabpxaw, npegnucadm ot PernameHT (EC) Ne 910/2014 r. pekBm3uTu,
yaocToBepsiBawmM Bpb3kaTa Mexay Tutynaps/Cb3gatens v nybnuyHMs My KoY, CbOTBETCTBALL, Ha
YyacTHUSE KoY, ¢ KonTo TutynapaTt/Cb3gatenaT e cb3gan enekTPOHHUSA nognuc/nedaTt u Cryxu 3a
npoBepKa Ha noanuca/nevara BbpXy eNeKTPOHHN AOKYMEHTU U APYrA eNeKTPOHHN 06eKTu.
KBanuduumpaHnte ygoctoBepeHusita, nagageHm ot EBpotpbeT, morat ga 6baat nsnonaeaHu 3a
yAOCTOBepsiBaHE U Cb3[laBaHe Ha BMCOKO HMBO Ha LOBepuMe OTHOCHO aBTOPCTBO/U3TOYHUK U UHTErpUTET
Ha onpeaeneH enekTpoHeH obekT. MNoTpebutenuTe TpsibBa Aa ca 3ano3HaTu C U3NCKBaHUATA 3a n3gaBaHe
Ha yaocToBepeHust u ga popmynupat npen EBpoTpbCT Lenute Ha npunoxeHue, 3a ga 6bae M3gageHo
noaxogsawio 3a Te3u uenu ypoctoBepeHue. [lpu npepoctaBAHe Ha HeBApHa WHGopmauus oT

I'IOTpe6I/ITeJ'II/ITe, T€ HOCAT CbOTBETHA OTTOBOPHOCT.

1.5.1 BWMAOBE KBAJIMOULIMPAHU YOOCTOBEPEHUA U NMPENOPBYUTENIEH AUANA3OH HA
NMPUNOXUMOCT

» KBanuduumpaHn yaocToBepeHuss 3a enekTpoHeH noanuc Ha U3NYeckn nuua — Tesun
yAOCTOBEPEHNS NO3BOMNSBAT €MEeKTPOHHO NoAnMcBaHe Ha enekTpoHHu aokymeHtu (PDF (PaDES), XML
(XaDES), TXT (CaDES) u T.H.), BKIHOUMTENTHO NakeTn OT AoKymeHTn (ASIC-E), kakTo n Ha enekTpoHHa
nowa (6asmpaHa Ha S/MIME (Secure/Multipurpose Internet Mail Extensions/[MpoTokon 3a curypHo
npegaBaHe Ha eniekKTpoHHa nowa npe3 WHTepHeT Wnu Kpuntorpadcka cuctema 3a 3awmrta Ha
npeaaBaHNTE NO eNeKTPOHHA NnoLla CbobLLEHNSA N HA CbXPaHABAHUTE BbPXY PasfMyHN HOCUTENN OaHHW));

» KBanudumumpaHn ygocToBepeHus 3a eNeKTPOHEH NneYvarT Ha iopuanyeckn nuua/opraHmsaunm —
Te MO3BONSABaT ENEeKTPOHHO noAMMCBaHe C ENEeKTPOHEH neyvyaT Ha pasnnuyHn  akTMBM  Ha
dupmaTta/opraHnsaumsta, HanpMMep CHUMKKU, copTyep, BUOAEO U T.H.;

» SSL (Secure Socket Layer/CurypeH kaHan 3a npegaBaHe Ha [aHHW) KBanuduvumpaHu
yAOCTOBEPEHNSA 3a MpOBEpKa Ha CbpBbpa - Te€ Ce M3nona3eaTt OT rnobanHy MHTEPHET UMK eKCTpaHeT
ycnyru, onepupaLum no npotokon SSL/TLS;

» KBanudwuumpaHu ygoctoBepeHusi, M3non3saHn 3a NpoBepka Ha aBTEHTUYHOCTTA Ha PU3NYECKM
W ropnanMyeckn nuua — nanonseart ce Hanpumep B SSL/TLS/npoTokon;

» KeanuduumpaHum yaocToBepeHus, MNOTBbpXKAaBalluM cTaTyca Ha YOOCTOBEepeHus - Te ca
nsgageHn 4o cbpBbpuTe, (PyHKUMOHUpaLLmM B cboTBeTcTBre ¢ OCSP npoTokor,

» KBanuduumpaHu enekTpoHHN BpEMEBU NeYaTu - Te ca U3gadeHn Ha CbpBbPU, B OTFOBOP Ha
ncKaHe 3a onpegensiHe Ha TOYHO BpeEME;

» Opyrtm — Hanpumep aTpubyTMBHM  yOOCTOBEPEHMS, YOOCTOBEpPsiBalUM  OMNpeaereHu

XapakrepuctTuku/atpubyTn Ha nuue unm obekT.
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1.5.2 YNOTPEBA

KeanuduumpaHnte ygoctoBepeHna Ha EBPOTPBCT He MOXe Ada ce W3nonssaT Mo HauuH,
HECBLBMECTUM C ODsiBEHaTa 3a THAX LEerl, KakTo U B MPUMOXKEHNS, KOUTO HE OTroBapsT Ha MUHUMAITHUTE
n3nckBaHmna, nocoveHu B lNpaktukata v Nonutukute.

YaocTtoBepeHudaTa, nsgaBaHu 1 npegocTaBsHM OT EBpOTPBLCT moraTt Aa ce M3nonsear 3a:

» YcTaHOBsIBaHE Ha WOEHTUYHOCT N CaMOSIMYHOCT Ha (pmnandecko nuue nnu pusndecko nuue,
CBbP3aHO C OpraHM3auusi, B Ka4yeCTBOTO My Ha HEVMH 3aKOHEH WM OOroBOPEH MnpeactaBuTen, 4ypes
aTpnbYyTUBHM YOOCTOBEPEHNS;

» YpocTtoBepsiBaHe Bpb3ka Mexay aBTop M NyONMYHUS My KIOY 3a NpoBepka Ha aBTOPCTBO U
WHTErpuTeT Ha eNEeKTPOHHO NOAMNNCaHN SOKYMEHTH;

» YpocTtoBepsiBaHe Ha aBTEHTUYHOCT Ha yebcanT, ¢ KOeTo noceTuTen Ha yebcant moxe aa 6vae
yBEpeH, Ye TUTynsap Ha yebcanta € peaneH n nermtuMmeH cybekT, KakTto 1 3a ga ce obesneyum curypHa
KOMYHMKaLMOHHa cecus ¢ yebcanTa no ctaHgapTuanpaH NnpoToKoIT,

» [okasaTencTtBo, Ye JafeH eneKkTPOHEH AOKYMEHT vnun Apyr nHopMaLMoHeH 06eKT nsxoxaa
OT IOPMANYECKO NKLIE, KaTO Ce rapaHTupa HageXXaHUsa NPou3xoa 1 Lenoctta Ha obekTa, Ypes enekTpoHeH
nevar, NPMAPYKEH OT YAOCTOBEPEHME 3a ENEKTPOHEH neyaT, n3ganeHo ot EBpoTpbCT;

» [lognuceBaHe, KpuNTMpaHe W OEKPUNTUPaHEe Ha ENEKTPOHHW [aHHW, KaTo eNeKTPOHHU
OOKyMeHTU, 6a3n gaHHU, NHPOPMALMOHHMN 0DEKTUN, eNTEKTPOHHA MNoLla 1 apyr;

» [lpoBepka Ha NoOANMCaHN JAaHHW, KAaTO AOKYMEHTU, NpenopbYyaHa enekTpoHHa nowa u apyru;

KpunTtupaHe n gekpuntupaHe Ha gaHHU U OOMEH Ha KIo4YoBe, U3MNON3BaHN 3a KpUMNTUPAHE;

>
» CurypHo oTaaneyeHo CbxpaHsiBaHe U U3Mosi3BaHe Ha KIo4YOBE 3@ eNeKTPOHHO MOAMNUCBaHE;
>

Opyru.

1.6 YNPABJIEHUE HA NMPAKTUKATA NPU NPEAOCTABAHE HA KBAJIUOULIUPAHA
YOOCTOBEPUTEJTHA YCIYTA

Bcsaka Bepcus Ha MNpakTykata npy npeaocTaBsHe Ha KBanuduumpaHa yagocToBepuTenHa ycnyra
e B cuna (Mma akTyanHo CbCTOosiHME) A0 MOMEeHTa Ha ofobpeHne n nybnunkyBaHe Ha HoBa Bepcus. Besaka
HOBa Bepcus ce paspaboTBa OT cryxutenu Ha EBpoTpbCT 1 cnep ogobpeHune ot CbBeTa Ha ANpeKTopuTe
ce nybnukysa.

AbBoHaTuTe ca AnbXHW Aa ce cbobpassiBaT caMO C BanugHaTta Bepcust Ha [MpakTukaTa KbMm

MOMEHTa Ha NonaBaHe Ha ycrnyrmte Ha EBpoTpbCT.
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2 OTroBOPHOCT 3A NYBJIMKYBAHE U XPAHWUJTULLIE
2.1 XPAHUJINLWIE

My6nuyHnaT pernctbp Ha EBPOTPBCT npenctaBnsBa XpaHUnuuie, B KOETO ca pasnofioXeHu
aKkTyanHu v npegullHu BEPCUN Ha eneKkTPOHHU AOKYMeHTU. B Hero ce cbabpxaT yaoCTOBEpPEeHUsiTa Ha
MHpacTpykTypata Ha nybnuuHmna kmod (PKI/Public Key Infrastructure) n KnnMeHTCKn yooCTOBEPEHMSI.
XpaHunuiieTo ce ynpasndasa U KoHTponupa oT EBpoTpbCT. 1o Tasm npuynHa EBPOTPBLCT:

» rapaHTupa, 4Ye BCMYKM YOOCTOBEPEHUs, MyOnuKyBaHW B XPaHWMULLETO MpuHagnexaTr Ha
NOCOYEHUTE B TAX NOTPEOUTENN NN HA YMTBITHOMOLLIEHM OT TAX NPEeACTaBUTENN;

» rapaHTuMpa, 4Ye YOOCTOBEpPEeHMsiTa Ha YyOOCTOBEPUTENHUTE OpraHv, MpuHagnexawm Ha
EBpoTpbCT M yagocToBepeHusita Ha noTpebutenuTte (N0 nNpenBapuTENHO TAXHOTO ogobpeHne) ca
ny6nukysaHu;

» nybnukyBa aktyanHu ,llonutuka npy npegocTaBsHe Ha KBanuduumMpaHn yaoCcTOBEPUTENHN
ycnyrn, MMpakTuka npyu npegoctaBsiHe Ha KBanvduuupaHu yOoCTOBEpUTEnHU ycnyrn®, obpasum Ha
OOKYMEHTUW, npefHasHayeHn 3a notpedbutenuTte n cnopasymeHuss Mexay CTpaHWTe, KaKTO U apXUBHU
BEpCUM;

» [aBa AoCTbn A0 MHOpMaLMa OTHOCHO cTaTyca Ha yaoCTOBepeHusaTa, Ype3 nybnvkyBaHe Ha
CRL, no OCSP wnu nocpegctsoMm Bbhpock, nogageHn ypes HTTP/HTTPS npotokon ([MpoTtokon 3a
npeHoc Ha xuneptekct/Hypertext Transfer Protocol);

» ocurypsiBa nocTosiHeH AOCTbM A0 MHGOpMauuATa B XpPaHWNULWLETO 3a yAOCTOBepsABaluuTe
opraHu, permctpupaLimsa opraH, notpeburenure n goBepsBawmnTe ce CTpaHu;

» nybnukysa apyra nHgopmaumnsa 6bp30 1 B CbOTBETCTBUE CbC CPOKOBETE, ONpeaeneHn B TO3u
OOKYMEHT;

» ocurypssa 6e3onaceH 1 KOHTPOnMpaH AOCTbM 40 UHpopMaUmsTa B XpaHUIMLETO.

Bcuykm notpeburtenu, mmat HeorpaHMyeH OOCTbMN A0 uanata MHopMauusa B XPaHWUMULLETO.
OrpaHnyeHus umaT AoBepsaBaLUNTE Ce CTPaHu, HO Te Ca €AMHCTBEHO NO OTHOLLEHME Ha YAOCTOBEpeHMaTa

Ha noTpebutenute.

2.2 WH®OPMALMUA, NYBJIIMKYBAHA OT EBPOTPBLCT

My6nuyHnAT perMctbp € OOCTbMNeH 4Ype3 UWHTepHeT CTpaHuuata Ha EBpoTpbCT:
https://www.evrotrust.com.

[octbn 0o nyénuuHms perucTbp Moxe fa ce ocbluecTssaBa no npotokon HTTP/HTTPS.

NHdbopmauumsaTta, nybnvkysaHa oT EBpOTPBLCT BKNOYBA JOKYMEHTU, KOUTO ONUCBaT:

» YcnosusiTa M pefa 3a u3gaBaHe Ha enekTPpoOHHO yOoCTOBepeHne, BKITYUTENHO 3a npasunarta

3a yCTaHoBABaHE WOEHTUYHOCT Ha TVITyJ'Iﬂp Ha yOooCcToBepeHune;
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» [lpouenypv 3a curypHoCT nNpu nsgasaHe 1 yrnpasfieHne Ha YAOCTOBEepPEHUATa;

» HauuH Ha na3nonssaHe Ha y4OCTOBEPEHUATA,;

> YcnoBus M ped 3a M3MON3BaHe Ha KeanuduuupaHu YOOCTOBEPEHUS, BKIHOYUTENHO
N3NCKBaHWNSA 3a CbXpaHsABaHe Ha YacTeH KIoy;

» YcnoBus 3a OOCTbN OO0 YOOCTOBEPEHME W HayMH Ha MpoBepka Ha KeanuuuupaHo
yAOCTOBEPEHHUE;

» LeHa 3a nonyyaBaHe ¥ u3Non3BaHe Ha YAOCTOBEPEHME, KAaKTO W LEHW Ha ocTaHanute
npeaoCcTaBsHN yCryru;

» OTroBopHOCT Ha EBpoTpbCcT U Ha Tutynap/Cb3gaten Ha KBanuuuupaH enekTpoHeH
noagnuc/neyar;

» Ycnosua un peg, No kouto Tutynapat/CbagatensaT npaBu NcKaHe 3a npekpaTtaBaHe eNCTBUETO
Ha KBanuuumpaH enekTpoHeH noanuc/nevar.

» [oknagu oT oguTu, U3BBbPLUEHM OT YMbIHOMOLLEHA NHCTUTYLUS;

» [JonbnHuTenHa nHdopmMaLms, HanpuMmep cbobLLEHMSA N N3BECTUS.

UacT oT uuTupaHata uHopmauusaTa ce cbabpxa B TO3M JOKYMEHT u B [lpakTukute 3a

npenocrtaBdaHe Ha opyru KBaJ'II/I(bVILl,I/IpaHI/I yOOCTOBEPUTEITHN YCITyTW.

OcBeH nocoyeHaTta JoKyMeHTaums, EBpoTpbCT nybnvkyBa u:

» basoBoTo cu ygoctoBepeHue (Evrotrust RSA Root CA);
OnepaTtuBHUTE CM YOOCTOBEPEHMS HA YOOCTOBEPSABALLUTE OPraHu;
YpocToBepeHusita 3a BpeMe;

N3papeHuTe oT EBPOTPBCT YOAOCTOBEPEHNS;

Y V VYV VY

CnncbKkbT Ha cnpeHnTe n oTMeHeHn yaoctoBepenns (CRL), nsgagexun ot EBpoTpbCT.

2.3 YECTOTA HA NYBJINKYBAHE

EBpoTpbCT Ny6rvkyBa MHopMaunsa CbC cnegHaTa YecTtoTa:

» MNonutnka npu npegocrtaBsHe Ha KBanuduumpaHu ygoctoBeputenHu yenyrn u lpaktuka
npu NpegocTaBsaHe Ha KBanuuumMpaHu yaoCcTOBEPUTENHU YCNyrn“ nognexn Ha HesabasHo NyGnnkyBaHe
npu BCAKa akTyanusauus;

» OnepaTtuBHUTE YOOCTOBEPEHMUS - NPU BCAKO n3gaBaHe Ha HOBO YAOCTOBEPEHNE;

» AxTyanusaums Ha nyonmyHua Pernctbp Ha msgageHuTe yooOCTOBEPEHMS CEe OCbLUECTBSBaA
aBTOMAaTMYHO U He3abaBHO crieq NybriMkyBaHe Ha BCSAKO HOBOM3A4aAEeHO BanngHoO yAOCTOBEPEHUE;

» Axtyanusaums Ha Tekywmss Crnmcbk CbC CnpeHn u npekpateHn ygoctoBepeHust (CRL) ce
OCbLLECTBABA aBTOMATUYHO Ha He noBeye OT 3 (TpM) Yaca wnu He3abaBHO crnea npekpaTsBaHe Unu

cnupaHe/Bb306HOBSIBaHE Ha BanuaHoO yaoctoBepeHne. Bbe Beuykn CnvcbuUm CbC CNIPeHU U npekpaTeHu
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yooctoBepeHus (CRL) EBpoTpbCT yka3Ba BpEMETO 3a CreaBawloTo usgaHue. EdektmBHmMaT nepmog Ha
BanWAHOCT Ha nybnukyBaHws aktyarneH CnMCbK € MOCOYeH B HEro, OCBEH ako He Ce M3BbpLIK
aKkTyanusauus;

»  [HonbnHutenHa nHdopmaums - Npyu BCAKO HACTBbNWIO CbbuTKe.

2.4 [OOCTHLN A0 NYBIIMKAUNA

EBpoTpbCT npegnara AMPEKTOPUAHM YCyrn 3a MHopMaumsTa CbXpaHsBaHa B XPaHWUNULLETO
(enekTpoHHMA perncTbp), kato ocurypsasa HTTP/HTTPS 6asupaH goctbn.

Lisnata nHcdopmauma B xpaHunuwieto, nyénmkysaHa ot EBpoTpbCT, € 06wogoctbnHa. JocTbnbT
00 Tasn MHpopmauua He ce orpaHmMyaBa OT EBPOTPBLCT, OCBEH MO UCKkaHe Ha TuTynapa/Cbh3gatens m
camo No OTHOLLIEHME Ha HErOBO BanuAHO U3gadeHo yooCToBEpeEHME.

NHdopmaunsaTa, nybnukyBaHa B XxpaHnnmeTo Ha EBpOTpbCT, € AoCTbNHA NOCTOSAHHO (24/7/365),
OCBEH B Crny4auTe Ha CbOuTMSA, M3BBH KOHTPOMa Ha EBPOTPBLCT M B Criydamn Ha KpaTKOTPaHW BPEMEHHU
npeKkbCBaHWs 3a NpodunakTuka.

[ocTaBunkbT ocurypsiBa cBob6oaeH A4OCTbN 40 BCUYKM 6a30BM 1 onepaTMBHU YOAOCTOBEPEHNS Ha
CBOUTE aKTUBHW yOOCTOBEPUTENHN OpraHu, Kakto M cBobogeH AOCTbN A0 Te3N Ha BCUYKM HEaKTUBHU
TakMBa 3a CpPOK He MOo-manbk OT 2 (4Be) roauHu crnef U3TMyaHe Ha CpoKa Ha BanuvAHOCT Ha Te3u
YyAOCTOBEPEHWS.

KomyHukaummte mexagy notpebutenute u 3awurteHute yeb cTpaHuum Ha EBpoTpbCT ce
ocbLlecTBsBaT Ype3 nsnonssaHe Ha HTTPS npoTokorn.

EBpoTpbCT € npegnpven Mepku, NOrMyeckn U (U3MYECKM MEeXaHU3MM 3a 3alimTta cpeLty
HeoTOopu3npaHo gobassaHe, NnpemaxsaHe U NPoMsAHa Ha UHdopMaLumaTa nybrnvkyBaHa B XpaHUIULLETO.

Mpn oTKkpuBaHe Ha HapyLleHnsa B MHopMaumndaTa EBpoTpbCT npegnpuemMa noaxoaawm AencTeuns,
3a [Ja Bb3CTaHOBM LenocTtTa Ha umHdbopmauusaTa. MNpu HeobxoammocT EBpOTpbCT Hanara 3akoHOBM

CaHKuuun, yseaomMmsdBa 3acerHatute cy6e|<T|/1 N KOMMNEeHCHpa 3ary6MTe M.

3 WAEHTUPUKALIUA N YOOCTOBEPABAHE HA CAMOJIMYHOCT

Taasun vact ot [lpakTnkata npeacrtaBa obwmTe npaBuna 3a NpPoBepKka Ha CaMOSIMYHOCTTa Ha
notpebutenute, npunaraHn oT EBPOTPBLCT NpyM uM3gaBaHe Ha KBanuuUupaHu YOOCTOBEPEHUSI.
MpaBunarta ca 6a3vpaHn Ha onpeaeneHy BuaoBe NHPOpMaUus, KOATO ce BKIYBa B yAOCTOBEPEHUSTA.
Mo TO3M HaumMH ce rapaHTMpa, Y€ BKIKYeHaTa MHGOopMauna e TodHa U OOCTOBEpHa B MOMEHTa Ha
n3gaBaHe Ha ypocTtoBepeHue. [lpoBepkaTa Ha [OaHHW 3a4bIDKUTENHO Ce M3BbpLUBa B eTana Ha
perncrTpaums Ha noTpedbuTens n No UckaHe Ha EBPOTPBCT 3a BCUYKM KBanMuuupaHi yaocToBEPUTENHN

ycnyru.
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Pernctpupawmnart opraH Ha 4ocTaB4yvKka U3BbpLUBa CregHuTe AencTBMSA No MaeHTUdmKkaumns:

» npvemMa UCKaHWA 3a n3gaBaHe Ha KBanuduumpaHu yaoCTOBEPEHNS;

» OCblUecTBsABa MpOBeEpKa 3a YCTaHOBSBAHE Ha CaMOMMYHOCTTa Ha TuTynsaps, CbOTBETHO
naeHTnYHocTTa Ha Cb3gaTtens u Ha cneumMduYHM JaHHNU 3a TAX ¢ 4oNYCTUMW CPeacTBa;

» yTBbpXAaBa crnep ycrnewHa npoBepka Unmn oTXBbpNSA perMcTpupaHnTe UCKaHUs;

» yBedomMsBa YOoCToBepsBaLlMs opraH ga u3gage UckaHoTo YAOCTOBEpPEHNE.

EBpoOTpbCT, CbOTBETHO PernctpmpalumaT opraH cebupa n nonyyasa HeobxognmaTta MHopmaums
3a ngeHTndmKaumsa 1 npoBepka Ha camonuyHocTTa Ha Tutynaps/Ce3gartens.

EBpoTpbCT € paspaboTtuno cneumanuanpaHa cucteMa 3a otaaneveHa BMAEeO uaeHTudukaums
4ype3 MOOUITHO NPUNOXEHNE, MHCTaNMpPaHO Ha CMapT YCTPOMCTBO Ha noTpebutens. CbLoOTO rapaHTmpa
naeHTndurkaums Ha notpebutens B peanHo BpeMe 4pe3 aBTOMAaTUYHa BMOEO MAEHTUUKALMA Bb3
OCHOBa Ha MOJfly4YeHN AaHHM U CHMMKa OT HauuoHanHa 6a3a gaHHU OT JOKYMEHTM 3a CaMOSIMYHOCT UNn
ype3 BUOEOKOH(PbepeHTHa Bpb3Ka B peaniHO Bpeme OT onepaTtop, Bb3 OCHOBa Ha nNpegocTaBeH Mo
€NeKTPOHEeH NbT JOKYMEHT 3a CaMOMWMYHOCT U No creumanHa metogonornsa. Cuctemarta 3a BUMAEO
naeHTMdurkaumnsa Ha dusndeckn nuua, nsnonssaHa ot EBpoTpbLCT, € cepTudhmumpaHa 3a CboTBETCTBUE C
nauncksaHunata Ha PernameHT (EC) Ne 910/2014 oT opraH 3a npoBepka Ha CbOTBETCTBUE, KOATO AaBa
cbllaTa CTENEH Ha CUIYPHOCT, KaKTo JINYHO SABsIBaHe, Ha OCHOBaHue un. 24, T. 4 ot PernameHT (EC) Ne
910/2014.

ABTOMaTU3MpaHaTa oThanevyeHa umaeHTUrKaumsa Ha opuandeckuTe nuua, KouTo we 6bvaar
BMMCBaHN B N3gaBaHNTe KBanuuuupaHu yaoCTOBEPEHWS, KAKTO U 3aKOHHAaTa npeacTaBuTeNHa BRacT Ha
Tutynapsa cnpsiMo TsX, Ce YCTaHOBSIBa B peanHO Bpeme, Ype3 MNpoBepKka Ha akTyarnHus cTatyc u
BMMCBaHNATa B TbProBCKM U APYr PETNCTPU, B KOUTO Ca BMMUCAHMW.

Korato cnpaBka He MOXe Aa ce M3BbpWW, MAEHTUUKaAUMATA Ha puavdeckuTe nvua v
npoBepKaTta Ha NpeacTaBuTENHa BNacT Ce N3BbpLUBa HA MSACTO, Bb3 OCHOBA Ha NpeAcTaBEeHN JOKYMEHTH
OT Crny>Xuten Ha EBpoTpbCT nnun Pernctpupall opraH.

EBpOTpBCT rapaHTmpa, Ye usndecknTe 1 rpugmyeckuTe nuua ca npaBuiHoO aeHTuduumpaHmn,
TSAXHaTa CaMOSIMYHOCT € NPOBEpPEHa 1 Ye NCKaHuAaTa 3a nsgasaHe Ha kBanudumumpaHn yaocToBepeHns ca
HaNbMHO, aKypaTHO N HaOMEXHO NPOBEPEHN U OA0OPEHN, BKNHOYNTENHO MBAIHOTO MME/HanMeHOBaHNe U
npaBHUS CTaTyC Ha CbOTBETHOTO IM3NYECKO/IOpMANYECKO NMLE N Bpb3kaTa Mexgy yaooCTOBepeHuTe
OaHHU N PU3NYECKOTO/IOPUANYECKOTO NnLe.

MpeHTudukaumaTa n npoBepkata Ha camonuyHocTTa Ha Tutynaps/Cb3gatens ce vM3BbpliBa
npegn ga 6vae usgageHo kBanuduumMpaHO ygocTtoBepeHue. Ta ce M3BbpllBa 4pe3 cucrtemara 3a
oTAanedeHa ngeHTMdmrKaumnsa unm Ypes NMYHo seaBaHe Ha Tutynaps/CosgaTens, unm Ha ynbiHOMOLLEHO

OT Hero nuue npeg cnyxurten Ha EBpoTpbeT, nnu npeg Pernctpupaly, opra.
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3.1 WUMEHA

KeanudpuumpaHute ygoctoBepeHust ca ¢ dopmaTt, CbOTBETCTBaW, Ha cTangapta X.509.
Peructpupawmte opraHn nposepsiBaT W rapaHTupaTt, Y€ MMeHaTa B WCKaHuATa 3a u3gaBaHe Ha
yOOCTOBEpPEHUS OTroBapsT Ha ctaHgapTa X.509.

MoneTto ,Subject" B yaocToBEpPEHNETO ChbabpXXa HAMMEHOBAHNETO Ha Tutynaps/Co3garens.

WmeTto n gpyrute nHamsugyanuavpaium 6enesm Ha Tutynapsa/Cou3gartens B CbOTBETHUTE noneTta
3a Bceku Tmn ygoctoBepeHue ca B cbotBeTcTBue ¢ DN (Distinguished Name), dopmupallo ce cbobpasHo
ctangapta X.500 n X.520.

OnepatuBHUTE yaoctoBepeHus Ha EBpoTpbCT cbabpxaT B noneto ,Subject’ n none ,Issuer”
aTpmnbyT DN, hopmmpall, HErOBOTO YHUKANHOTO UME.

HetannHa cneundukauma Ha wu3gaBaHuTe OT EBpPOTPBLCT yOoOCTOBEpPEHMSI Ce CbabpXka B

nocnenBawinTe 4Yactn Ha HaCToALWNA OOKYMEHT.

3.1.1 BWOOBE MMEHA

M3nckeaHusiTa 3a UMEHa B U3gaBaHNTe YOOCTOBEPEHUS Cca KakTo e noco4veHo B Npenopbka ITU-T
X.509 nnu IETF RFC 5280 n Ha ETSI EN 319 412. Jonycka ce umeHaTta ga 6baaT B CbOTBETCTBME C
Domain Name Service (DNS), onucaH B RFC 2247. o To3M HauMH ce no3Bonsiea Ha aboHaTute ga
n3nonaeat gea Bnga umeHa: DN n DNS egHoBpeMeHHO.

3a ga ce ocurypu nNo-neceH HauvmH 3a enekTpoHHa KOMyHMKauusa ¢ notpebuTens, mMoxe ga ce
n3nonseBa W antepHaTMBHO MMe (nceBgoHWM). [ocTaBuMKbT MOXe Aa wu3gaBa kKBanuduumpaHo
yAOCTOBEPEHNE KaTo 13Non3ea ,NCeBAOHUM" 3a a UMeHyBa nNoTpebutens, camo crnepq KaTo 3a CbLUOTO €
cbbpaHa Heobxoaumarta MHOpMaUnMsa 3a CaMOfMYHOCTTa My M € YCnewHo maeHTuduumpaH. imeto
MOXe Aa CbAbpKa 1 agpec Ha eneKkTpoHHa noLla Ha NnoTpebutens, KOUTO € B CbOTBETCTBME C Npenopbka
RFC 822.

3.1.2 HEOBXOOMWMOCT OT CMUCIIEHU UMEHA

WwmeHata, BkntoveHn B Distinguished Name (DN) Ha noTpebutens Mmart CBOeTO 3HayeHue B
O6bnrapckus unu B Apyr uyxa e3uk. CTtpyktypata DN 3aBucu OT Buaa Ha YAOCTOBEPEHMETO W
notpebutensa. DN ce cbcToM OT crnegHuTe obnactu (onucaHusaTa ca B CboTBeTCTBME C npenopbka RFC
3280 n X.520):

» none C - MexayHapoaHO CbKpalleHne Ha MMeTO Ha cTpaHaTta (BG 3a bbnrapus);

» none CN — nbnHO/4ecTo U3non3BaHe ume Ha prM3n4ecKoTo NULE UM Ha OpraHn3aumaTa;

» none GN — nme Ha pU3N4EeCKoTO NULE;
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» none SN — damunusa Ha prn3n4eckoTo nnue;

» none O - UMe Ha NHCTUTYUMATa, KOSTO NUUETO NpeacTaBnsBea;

» none E - umenn agpec Ha Tutyndaps/Cbhagnartens;

» none SerialNumber — yH1kaneH ngeHTugunkaTop Ha omM3nMyeckoTo nmue,

» [pyrm noneta, KOUTO ce NOApoOHO onucaHuM B MOMUTUKUTE 3a CbOTBETHUTE Npodunm Ha

KBanuuuupaHuTe yaA0CTOBEPEHMSI.

DN T1psabea ga 6bae noTBbpAeHO OT onepaTtop Ha Peructpupalwimsa opraH u ogobpeHo oT

YaocTtoBepsBaLLmsi opraH.

3.1.3 AHOHUMHOCT HA NOTPEBUTEJNIUTE

EBpOTp'bCT He ny6r|V||<yBa yooCToBEpPEeHUA W1 Opyru I/ILl,eHTI/Id)VIKaLI,VIOHHM AaHHW, 3a Oda ce
rapaHTnpa aHOHMMHOCTTa Ha JaHHUTE Ha I'IOTpe6I/1TeJ'II/1Te (Hanpvlmep EFH), OCBEH aKo nnueTo N3PNYHOTO

He 3adBU CBOETO XXeJlaHne 3a ToBa.

3.1.4 TMPABWIA 3A TbJIKYBAHE HA PA3JIUMHUA ®OPMU HA UMEHA

TbnkyBaHeTO Ha nonertaTta, NpeaBWOEHU B YAOCTOBEPEHMATa, u3gageHn ot EBpoTpbCT ca B
CbOTBETCTBME CbC YOOCTOBEPEHMATA HA NOTPEOMTENCKMSA NPOchrI, ONMCaH No-A05y B TO3M JOKYMEHT.

BbB BCUYKM yOOCTOBEPEHMS, B KOUTO ce BNncBa Tutynsaps, noneto 3a nme (Common Name, CN)
cbabpa obLonpreTo nme Ha U3N4ECKOTO JNILE.

B ynoctoBepeHue, B KOETO Ce BMMCBA NMue, OT MMETO Ha KOeTO AencTBa Tutynsips, aTpnbyTbT 3a
yHuKkanHo ume (DN) cbabpxa nHopMauust 1 3a CaMOSNIMYHOCTTA, CbOTBETHO MOEHTMYHOCTTA Ha TOBa
nvue.

3.1.5 YHUKAJNHOCT HA UMEHATA

MoneTo ,Subject” B yaoctoBepeHneTo ce hopmupa ot nHopmauuata 3a Tutynaps/Coragatens,
KOSATO Ce npeaocTaBs OHMaWH WM Ha XapTua OT NMUETO nogano 3asiBka WNu OT YMbfHOMOLUEH
npegcraBvTEN NpU perMcTpaumsa Ha NMbpBOHAYarHO UCKaHe 3a M3gaBaHe Ha YOAOCTOBEPEHUE U KOATO ce
nposepsiBa oT Pernctpupallms opraH Bb3 OCHOBa Ha NpeacTaBeHM OKYMEHTU, BUOEO NaeHTudUuKaumsa n
NPOBEPKM B MbPBUYHWN ObPXKaBHU PErUCTPMU.

EBpoTpbCT rapaHtmpa yHukanHoct Ha ,DN* Ha Tutynsaps/Cb3gaTtens B HEroBust JOMENVH, Ypes
nobaBsiHe Ha PEeKBM3UT, KOMTO rapaHTUpa TakaBa YHUKanHOCT.

Tutynap/Cv3gaten ¢ yHukaneH DN B gomenHa Ha EBpOTpPBLCT MOXe ga uma noBeve OT egHO

n3gageHn AencTBUTENHN KBanuuumMpaHn yaoCTOBEPEHMSI.
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Bcsiko nsgageHo yooctoBepeHne uma yHukaneH cepueH Homep (,SerialNumber®) B gomeriHa Ha
EBpotpber. KombuHauuata Ha noneta ,lssuer® un ,SerialNumber® rapaHTupaT yHWKanHoCTTa Ha

N34afgeHoTo yaoCcToBepeHMe B NyGNNYHUS JOMENH.

3.1.6 TMOBEPKA HA UMEHA U CTTOPOBE MO NoBoA HA TAX

MmeHaTa, kouTo He ca coBCTBEHOCT Ha NuLE Nodano MckaHe He moraTt ga 6baaT U3Non3BaHu B
HerosuTe NpunoxeHus. B cnyyait Ha CbMHEHWE, NMULETO € ASTbXHO Aa NPUMOXN OOKYMEHTU, AOKa3BaLLm
cobCcTBEHOCTTA HA MMeHarTa.

M3BbH abmkumaTta rpuwka Ha EBpOTpbLCT € Aa npoBepsiBa Aanv NoTpedutenaT nma npaso aa
N3non3Ba MMEeTO MOCTaBEHO B UCKAHETO 3a perncrpauusi, HUTO MOXe Oa urpae ponsi Ha apobuTbp 3a
paspellaBaHe Ha crnopose. EBPOTPbCT He HOCKM OTrOBOPHOCT, KOraTo W3Mnon3BaHuTe MMeHa B
YAOCTOBEPEHMNETO, HapyllaBaT 4yXaW MpaBa BbpPXy TbProBCKO MMe, TbproBCcka Mapka, OOMENHM,
aBTOPCKM Npasa u ap.

B cny4yalt Ha Bb3HWKHAM CMOpP MO OTHOLLUEHWE Ha M3Mon3BaHM UMeHa, EBpoTpbCT cu 3anasea
npaBoOTO Aa He u3aage yaoCTOBEPEHNe Unmn eqHOCTpaHHO 1 6e3 Nnpeans3BecTue ga npekpaTy AoroBopa 3a
noaAabpkaHe Ha TakoBa.

EBPOTPBLCT HE HOCKU OTFOBOPHOCT, KOraTo U3Non3saHu oT NoTpebuTenn uMeHa B yooCTOBEPEHUS

HapyLuaBaT YyXau cyGeKkTUBHM npasa.

3.2 NbPBOHAYAIIHA PETUCTPALUA

lMbpBOHa4anHaTa perncrpauus Ha nNoTpebutensa ce u3BbLPLUBA, KOraTo TOM NodaBa MCKaHe 3a
pernctpaumsi 3a nbpBM MbLT B EBPOTPBLCT.

PernctpaumsTa BknoyBa npoueaypu, KOMTo NO3BONSABaT Npeau Aa ce usgaae yaocToBepeHne Ha
notpebuten, ga ce cbbepar gaHHM 3a HeroBaTa CaMOSIMYHOCT/MOEHTMYHOCT U CbLMAT da ce
naeHtTnduumpa. NoTBbPXKAEHNETO Ha Te3n AaHHU U3UCKBaA (PM3MYECKO NMPUCHCTBUE MNpeq Cry>XUTen Ha
EBpoTpBbCT nnun HeroB Pernctpupall, opraH, HOTapuyc unv Apyro onpaBOMOLLEHO fuLe, NOTBbPXKAaBaLLN
HeroBaTta CaMOSIMYHOCT/MAEHTMYHOCT. Tasu npouenypa Moxe Aa Ce OCbLUEeCTBM OTh4anevyeHo U npu
Bb3MOXHOCT W aBTOMATU3MPAHO MO peda, MOCOYEH Mo-rope, 4Ypes3 cuctema 3a oThanevyeHa
naeHTndmrkaums, otTropapsiia Ha usncksaHusata Ha Pernament (EC) Ne 910/2014.

MoTpebutenat, uan4eckoTo nuue € ANbXHO Ja npefoctaByM Mped npeacrtaBuTen Ha
Pernctpupawma opraH crnegHata uHgopmauus 3a egHO3Ha4yHO uaeHTudumumMpaHe M npoBepka Ha
CaMOJSIMYHOCTTa My:

> WwmeHa;

> ,D,OKyMeHT 3a CaMOJIMYHOCT — NNMYHAaTa KapTa, MexayHaponeH nacnopT unu apyr JOKyMEHT 3a
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CaMOJNYHOCT;
» HauwnoHaneH naeHTudukaLmMoHeH HOMepP, ako MMa TaKbB;

» [laHHuK 3a KOHTaKT — MOOMEeH TenedoH, eNeKTpoHHa nowa 1 agpec.

Cnen ycnewHa npoBepka Ha CaMOSIMYHOCTTA Ha TuTynapsi, OTOPU3MPaHMAT onepaTop B
PerucTtpupalyms opraH:

» npegnara AOroBop 3a KeanuduvumpaHu yaoCcTOBEPUTENHM YCNyr NOANUCAH OT MMETO Ha
EBPOTPBLCT M CbXpaHsBa BCUYKM NPEACTaBEHN JOKYMEHTU KbM AOrOBOPA;

» NOTBbpXAaBa WCKAaHETO 3a M3gaBaHe W uM3npalla enekTpoHHa WUCKaHe 3a u3gaBaHe Ha
yAOCTOBEPEHNE A0 onepaTuBHUSA YA0CTOBEpSsIBaLL, opraH Ha EBpoTpbCT;

» 3anuceBa u3gageHoTO YAOCTOBEpPeHME Ha YCTPOWCTBO 3a Cb3AaBaHe Ha eneKTPOHEH Moanuc
(QSCD/Secure Signature Creation Device) v ro npegasa Ha TUTynsps Uiy Ha YMbAHOMOLLEHOTO NuULE.

MNpun n3nonseaHe Ha cuctemara 3a oTAaneveHa uaeHtTudurkaums Ypes cneumanHo paspaboTeHo
MOGBUITHO NpunoXxeHune, TUTYNSAPAT 3asBsBa OTAaNe4YeHo NpeaoCTaBsHETO Ha ycnyraTa, KaTo NpeaocTaBs
AOKYMEHT 3a CaMOSIMYHOCT M AaHHM OT HEro, KakTo M AaHHW 32 MOBUNeH Homep 1 enekTpoHHa nowa. B
TO3N cnyyan, TuTynapsaT 3asiBABa CKlOYBaAHE Ha [AOroBOp M M3gaBaHe Ha KeBanuguumpaHo
YAOCTOBEPEHME 3a KBanuUUMpPaH €EnekTpOHEH nognuc M He3abaBHO aBTOMaTU3MpaHO NoAnucBa
porosopa ¢ EBpoTpbCT.

3a BCAKO NuLe B cucteMute Ha EBpOTPLCT ce noaabpka perncTpaumoHeH npodus.

3.2.1 TMPOBEPKA 3A NMPUTEXXAHUE HA YACTEH KIO4

3a n3gaBaHe unu npoabInkaBaHe Ha AENCTBMETO Ha yOoOCTOBEpeHMe e Heobxoanmo EBpoTpbeT
Aa rnory4n enekTpoHHo nckaHe BbB hopmat PKCS#10. Cneundmkaumsita Ha To3n oopmMaT Ha UCKaHe 3a
n3gaBaHe Ha YyOOCTOBEPEHME W3UCKBA WCKaHeTO Aa O6bae noanucaHo oT Tutynsps/Cb3gaTens,
npuTeXaBall, YaCTHUS KITHou.

EBpOTPBCT M3BbPLLBA NPOBEPKa Ha BanuMaHOCTTa Ha eNEKTPOHHUS nognuc/nevat, npuapyxasaly,
NCKaHeTO. YCTaHOBABAHETO Ha BaNMOHOCT Ha MOCTaBEHUS €NEeKTPOHEeH noanuc/nedat € AoCTaTbyHO
OCHOBaHMe fa ce cumta, vye Tutynapat/Cb3gatensaT e nojan enekTpoHHO MCKaHe M Ye nputexasa
YacTHUS KoY, KOWTO € TEeXHUYECKM TOAEeH W KopecnoHaupa Ha nybnuyHus Krod, CbabpKall ce B
NcKaHeTo.

[Borkata Kno4yoBe, CbLOTBETCTBAlLLA Ha uM3gaBaHOTO OT EBpoTpbCT  KBanuduumpaHo
yAOCTOBEPEHWE, 3a4bIMKUTENHO Ce reHeprpa B YCTPOMCTBO 3a Cb3[aBaHe Ha eNeKTPOHEH nognuc/neyar.

KoraTto ce 3asBsiBa oTganeyvyeHo nsgaBaHe Ha KBanMUUMpPaHO yAOCTOBEPEHWE 3a eNEKTPOHEH
nognuc/neyat, EBpoTpbCT npepoctaBs Ha Tutynaps/Ce3gatena  ycnyrata oOThanedYeHo, 4pes

reHepuMpaHe Ha [BoykaTa K/OYOBE B XapAyepeH KpuntomMogys, OTroBapsil, Ha M3UCKBaHWATa 3a
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YCTPOWCTBO 3a CUrypHO Cb3[aBaHe Ha nognuc. YacTHUAT KoY ce CbXpaHsiBa B KpUNTUPaH BUA, Kato 3a
KpuntupaHe ce nsnonaea NNH kogbT Ha Tutyndaps/Chagatens.

KoHTponbT Ha fOoCTbMa A0 YacTHUS KIHY Ce ocbluecTBsBa caMo oT Tutynaps/Cb3gaTens.

3.2.2 YCTAHOBABAHE HA MAEHTUYHOCT HA FOPUOAUYECKO JIULIE

YcTaHOBsIBAHETO HA WMOEHTUYHOCTTA Ha topugudecko nuue (Cb3garten), ce ocbliecTBsiBa OT
npeacrtasuTen Ha Pernctpmpallus opraH, Ypes npoBepka B CbOTBETHUTE perucTpm no npegocrtaseH EVK,
BYJICTAT unu gpyr ngeHtugukaumoHeH HoMep Ha nuueTo. 3a lpuandeckn nuua, 3a KoMTo He MoXe fa
ce N3BbLPLIM aBTOMaTU3NpaHa npoBepka ce NpeacTaBsT:

» CbaebHo pelueHne nnu apyr AOKYMEHT, yAOCTOBepsiBaln Bb3HUKBAHETO Ha HOPUANYECKOTO
nuue;

» [OKyMeHT, yaocToBepsBaLl, akTyanHOTO CbCTOAHNE Ha NULETO;

» YHuKaneH HauuoHaneH naeHtudukaTop.

Cnien konupaHe Ha BCUYKM N3NCKYEMU AOKYMEHTU, CbC CbIMacneTo Ha NMuUeTo Nogarno UCKaHeTo,
KonusiTa ocTaBaT B apxvBa Ha EBpOTPLCT.

Korato BMeCTO topuamMyecko nuvue ce sBsBa HEroB YMbIHOMOLWEH npeacTaBuTen,
yAOCTOBEPSABAHETO Ha MHApOPMaLUATa, KOSITO Ce CbabpXa B NpeacTaBeHUTe JOKYMEHTU CTaBa vpes:

» 3aBepka ,BApHO ¢ opurnHana“ n camopbyeH NoAnUC BbpXy OOKYMEHTUTE Npes CryXuten Ha
Peructpupawuma opran, B criydam Ha NIMYHO NpeaaBaHe Ha AOKYMEHTUTE;

» HoTapunanHa 3aBepka Ha OOKYMEHTUTe, KOUTO ce uanpawaT no nowa o Perncrpupawimns
opraH;

» [lognucBaHe Ha MPUNOXEHUTE ENEKTPOHHN dopMaTM Ha [OOKYMEHTUTE C BalMgHo
yAOCTOBEpEeHNe 3a kBanuduuupaH enekTpoHeH nognuc/neyar;

» [lperneg n noTBbpXAEHWE, Ype3 M3MNOM3BaHe Ha crneuynanuanpaHo MoGWNHO wunu Apyro
NPUIIOXeHne 1 cred UusBbplleHa HagnexHa uaeHTMduKauua Ha npeacTaBnABalloTO nuue wuunu
IOPULMYECKOTO NMLLE OT CryXuten Ha EBpoTpbCT.

YaocTtoBepsBaHe Ha MOEHTUYHOCTTA Ha topuaudecko nvue uma gse uenwu. lNepeata uen e ga ce
JoKaxe, Ye No BpeMe Ha pasrnexgaHe Ha MCKaHeTOo HpUaMYeckoTo Nnuue cbllectTsyBa. BTopaTa uen e
Ja ce [oKaxe, Yye npeacTaBUTENHOTO fvue, KOeTO KaHOuAaTCTBa 3a YAOCTOBEPEHUE € Monyudun
paspeLleHne OT IpnandecKkoTo Nuue ga ro npeacraensea.

Cnyxutenat Ha Pernctpupalumnsa opraH Moxe ga NpoBepu perncrpaumsita nocpeacTtBOM BCUYKM
OOCTBLMNHU NYGANYHM YCIYT CbINacHO NPUIOXMMOTO 3aKOHOOATENCTRO.

Mpn ngeHTUUUMpaHe Ha nuua, 3a KOUTO Ce M3gaBaT YAOCTOBEPEHNS 3a LeNMTE Ha U3NMbIIHEHUE
Ha nauckeaHuaTa no PSD2, EBpoTpbCT NnpoBepsBa cneunduyHnte atpnbyTn, KOUTO Nofnyvasa OT NiMueTo

N KOUTO BNnCBa B M3gaBaHUTE YyOOCTOBEPEHUA, 4Ype3 M3non3esaHe Ha aBTEHTU4YHa VIH(*)OpMaLI,I/IFI oT
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KomneTteHTeH HaumoHaneH opraH (NCA) (Hanp. nyénudeH pernctobp). B cnyyan, ye NCA e onpegenun

npaBuna 3a NpoBepka Ha Te3un aTpubyTn, EBpOTPBCT r M3NbIHSABa U Npunara.

3.2.3 YCTAHOBABAHE HA CAMOJINYHOCT HA ®U3UNYECKO JIULIE

YcTaHOBSIBAHETO W MNpPOBEpKATa Ha CaMONMYHOCTTA Ha dwmaudeckoTo nuue (Tutynap) ce
ocbluecTBsIBa OT npeactaButen Ha Pernctpupawms opraH. ViaeHTudukaumaTa Moxe ga ce U3BbpLun U
aBTOMaTM3npaHo, Ypes oTAaneyeHa nposepka.

3a ycTaHoBsiBaHe W MpoBepKka Ha CaMOSIMYHOCTTa Ha (U3NYecKo nuue ce M3MCKBa To Jda
npencrtaBy AOKYMEHT 3a CAaMOSIUYHOCT.

dnsnyeckoTo nuue, KoeTo 3asiBABa M3gaBaHe WM ynpaBrieHMe Ha  KBanuduuupaHo
yOoocToBepeHue, nonbnea M npegasa Ha EBPOTPBLCT AOKYMEHTM B CbLOTBETCTBME C MoOnMTMKaTa Ha
JOoCTaB4MKa 3a u3gaBsaHe 1 ynpasreHne Ha KBanuuumpaHm yooctoBepeHus. [laHH1MTe 3a nuueTo moraT
Aa BKMAYBaT HOMep Ha MobuneH TenedoH, MMenn agpec, agpec No MEeCTOXMBEEHE W OpYru.
®dur3mMyeckoTo nrue NOTBbPXKAABa LOCTOBEPHOCTTA Ha AaHHUTE, Ypes:

» CaMopbYHO NOCTaBeH NOANUC BbPXY AOKYMEHTUTE Npes CrnyXuten Ha Peructpmpallums opraH,
B CNy4van Ha NMYHO npefaBaHe Ha JOKYMEHTUTE;

» HoTtapunanHa 3aBepka Ha QOKYMEHTUTE, KOMTO Ce m3npailaT no nowa go Pernctpupawumsa
opraH;

» [lognucBaHe Ha NPUNOXEHWUTE ENEeKTPOHHWM OOKYMEHTUTE C BanugHO YAOCTOBEpeHwe 3a
KBanuduumnpaH enekTpoHeH noanuc no cmmucbna Ha PernameHnT (EC) Ne 910/2014;

EBpOTPBLCT MOXe Aa yCTaHOBM CaMONIMYHOCTTA Ha (OU3NYECKo nuue no peaa, NoCoYeH no-rope,
4ype3 Wu3NOn3BaHe Ha cneuuManuaMpaHo MOOWMHO WNU Apyro NPUOXeHWe W cnej M3BbpLIeHa
aBTOMaTM3npaHa naeHTudukaumsa Ha mM3n4eckoTo Nuue Unn ot cnyxuten Ha EBpoTpbCT.

EBpOTpBCT M3BbpLIBaA NpoOBEpKa Ha AOCTOBEPHOCTTa Ha MHoOpMauusTa C BCUMYKM 3aKOHOBO
NO3BOSIEHN CPEeACTBA B CbOTBETHUTE NyOMNYHU PETUCTPMW.

Cnncbk ¢ uanckyemmte OOKYMEHTU 3a (bM3MYEecKo nvue Mpu M3gaBaHe UM ynpasreHue Ha

KBanuuumMpaHo yaoCcToBEpPEHME Ce Nnoaabpka Ha caiTa Ha EBpOTPBLCT B MHTEPHET.

3.2.4 OCOBEHU ATPUBYTHU

[locTaBunKbLT MOXe Aa BKMoYBa B M30aBaHOTO YAOCTOBepeHue ocobeHn atpubyTu, CBbp3aHu C
Tutynaps, ako yqocToBepeHNeTo ce n3aasa 3a KOHKpeTHa Len no cboTBeTHaTa nonuTuka.

Taaun nHopmaLms nognexn Ha nposepka ot Permctpmpallms opraH.

EBpOTPBLCT M3gaBa MO UCKaHe Ha NUue 3a HYXAWUTe Ha MaeHTMdUKauma npen gosepsisalla ce

CTpaHa aTpubyTMBHO KBanuduumMpaHo yaocToBepeHue 3a kBanuduumpaH enekTpoHeH noanuc ,Evrotrust
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Quialified Natural Person Attribute Certificate for QES* ¢ kpaTbk CpoK Ha BannHOCT, CbObPXKALLO BCUYKM
TEKCTOBM PEKBU3UTU OT JOKYMEHTA 3a CaMOJSIMYHOCT, AOKOSIKOTO CbLUMTE ca NpegocTaBeHU OT NMUETO

KbM MOMEHTa Ha perncrpaumsita My kaTo notpedurten.

3.2.5 HENOTBBLPOEHA UH®OPMALUA

Bcska nHdopmauns U3BbH 3agbimKUTENHO NpoBepsiBaHaTa, € HenoTBbpaeHa NHopmauus.
[locTaBuMKbLT MOXe Aa BKMOYBa B M30aBaHOTO yAOCTOBEPEHME N HENOTBbPAEHA MHOopMauns 3a
Tutynaps/Cb3gaTtens, KOATO He nognexm Ha npoBepka OT Pernctpupawunsa opraH. B To3u cnyyan

EBpOTp'bCT HE HOCWU HMKaKBa OTrOBOPHOCT Ta3u I/IHCbOpMaLl,VIFI.

3.2.6 OEWACTBUA HA YOOCTOBEPSBALLUSA OPIrAH

Cnep ycnewHa ngeHTndukaums n nposepka ot Perncrpmpalumns opraH Ha ycrnosusita 3a n3gaBaHe
UNn ynpaeneHne Ha kBanuduumMpaHo yaocToBepeHue, npeacTaBuTen Ha Pervctpupawms opraH
noTBbpXaaBa [OaHHWTE npen YAOCTOBepsiBalMSA OpraH. YOOCTOBepsiBalWMAT opraH ny6nukysa
He3abaBHO wu3gadeHoOTO yaocTtoBepeHwe B [ly6nuuHuMs perncTbp/XpaHunuuweTo Ha u3gageHuTe
yOOCTOBEPEHMS UIMM CbOTBETHO B CNMCbKa CbC CnpeHun u npekpaterHn ygoctosepenust (CRL).

B EBpoOTpBbCT €eOMHCTBEHO OnepaTtMBHUAT YOOCTOBEpsiBal, oOpraH, usgan KeanuduuupaHo

yOOCTOBEpeHMe 3a enekTpoHeH noanuc/nedar, Moxe Aa npekpati AeiCTBUETO Ha TOBa YAOCTOBEpPEHMeE.

3.2.7 NPOBEPKA HA NPUTEXAHME HA OMEWH

Mpn n3gaBaHe Ha KBanuUUMpaHU YOOCTOBEPEHMS 3a aBTEHTUYHOCT Ha yebcanTt, EBpoTpbCT
M3BbPLLBA NPOBEPKa Aanu perucrpauudtra u nputexaHveTo Ha gomenHa B nybnuyHute Whols 6a3u
OaHHU CbOTBETCTBA Ha NULETO, KOeTo ro e 3asasuno. Npu nunca Ha TakaBa nybnvyHa nHpopmauus,
noTpebuTenaT cam nNpeaoctaBa MHGopmauus, ¢ KOATO JoKasBa NPUTEXaHMETO Ha LOMENHa U KOSATO

EBpoTpbCT NpoBepsBa.

3.2.8 KPUTEPUU 3A CbLOTBETCTBUE

KBanuduvumpaHnte yooctoBepeHus usgageHn ot EBpOTPBLCT OTroBapAT Ha M3UCKBaHUATA Ha
PernameHt (EC) 910/2014 n ce npwusHaBaT B EBponerickus cbio3. [lMpeasug TpaHcrpaHuyHaTta
onepatMBHa CbBMeCTUMOCT Ha BbBegeHute ¢ Pernament (EC) Ne 910/2014 opmatn Ha
KBanuuunpaHnTe enekTpoHHW NOANUCKU U NeYaTn KeanuuumpaHntTe yagocToBepeHus He HaaBuwaBsat

3a0bIDKMTENHUTE M3nckeaHus, npeasnaerHy B PernameHt (EC) Ne 910/2014. Ha HaunoHanHO paBHULLE B
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KBanMuuupaHuTe yOoOCTOBEPEHNUsSI Ca BKIIOMEHW cneunduydHu faHHW, kato Hanpumep EMCH v gpyru
cneunguyHn gaHHU Npu nodageHo uckaHe OT noTpebuten, Ho EBpPOTPLCT rapaHTupa, 4e Te He
Bb3NpPensiTCTBaT TpPaHCrpaHWyHaTa onepaTtMBHa CbBMECTMMOCT M NPU3HaABaHETO Ha KBanuduumpaHute

YLO,OCTOBEPEHMS 1 eNEKTPOHHUTE nognucu/nedaTu B EBponenickaTa obLwHOCT.

3.3 WAEHTU®UKALUUA U NPOBEPKA 3A CAMOJIMMHOCT/MAEHTUYHOCT MNMPU
NnoAHOBABAHE HA KBAJIM®GULMPAHO YOOCTOBEPEHUE

EBpOTpBCT MOXE Ja NOOHOBU BannaHo KBannuumpaHo yaocToBepeHme, KOeTo He € NpeKkpaTeHo
B CpOKa My Ha BanuAHOCT, KaTo reHepupa HoBa ABoKka KroyoBe (Re-key). EBPOTPBLCT He nogabpxa
nogHoBsBaHe CbC 3anasBaHe Ha ChbluecTByBallaTa ABonka krtodoBe (Renewal) nnu cbe 3anassaHe Ha
CepUnHNA Homep.

EBpOTpBCT NOAHOBSABA TEKYLLO yAoCcTOBepeHue Ha Tutynaps/CbhagaTtens ¢ HoBa ABOWKa KNOYoBe
(Re-key), camo ako HAMa HacTbNUAM NPOMEHW B ygocToBepeHata WHGopmaumd. [MogHOBEHOTO
yAOCTOBEPEHNE MMa BNMCaHW B HEro HOB CEPUEH HOMEP, HOB NYGMMYEH KNoY, HOB NEPUOA Ha BanugHOCT
W HOB €enekTpoHeH nognuc/medyaT oOT YOoCTOBepsABalLlMs OpraH, Kato ygocToBepeHata B Hero
MHdopMauma ce 3anasBsa.

Cnep nogHoBsiBaHe TeKyLOTO KBanuduumpaHo yOooOCTOBEpPEHME He Ce npekpaTsBa M ocTaBa
BanuaHo B CpOKa My Ha BanuaHocCT.

3a ngeHTUdMKaLMa U NpoBEpKa Ha CaMONUYHOCT/MOEHTUYHOCT Ha Tutynsaps/Cb3gaTensa Ha
KBanMuunpaHoTo YA4OCTOBEPEHME, KOETO Ce NOAHOBSBA, HE Ce M3MCKBA HErOBOTO fINYHO ABSBaHe npes
PerucTtpupawma opraH Ha EBpoTpBCT.

Mpyn HacTbNUNM NPOMEHM B MHGopMauusTa 3a Tutyndps/Cb3gatenss Ha kBanuduumMpaHo
yAOCTOBEPEHNe, TeKyLWOoTO YAOCTOBEpPEHMe He ce nogHoBsBa. [loCTaBuMKbT M3gaBa HOBO
KBanuduumpaHo yaooCcToBepeHMe, KaTo credBa MbpBOHaYanHa waeHTMdUKaumMss M npoBepka Ha
CaMOJSTMMHOCT/MAEHTUYHOCT M NpekpaTaBa He3abaBHO TEKYLLOTO KBanNnuUMuUunpaHo yaoCcToBepeHue.

[ocTaBunkbT cbbntogaBa creaHUTe BPEMEBM OrpaHUYEHNST U U3NCKBAHUSA 3a uaeHTudmkaumns

npn nogHoBABaHE Ha KBaJ'IVICbI/ILl,I/IpaHO yaocTtoBepeHue:

Mepunop NMogHoBABaHe U3nckBaHuaA
Oo 30 gHM npegn wmsTMYaHe cpoka Ha » Ha Hama npomsiHa B ,DN“ Ha
BanuaHOCT Ha KBannuuupaHoTo yAOCTOBEPEHNETO
yAOCTOBEPEHNE, KOETO HE € NpeKpaTeHo U ype3 Re-key » 3asiBkaTa 3a NogHOBSBAHE MOXE
KOEeTO HsMa NMpoMsiHa B yAOCTOBepeHaTa B na 6baoe n3BbLPLUEHA
Hero MHpopmaums oTAane4vyeHo
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Oo 30 pgHM cneg wsTMyaHe cpoka Ha » [a Hama npomsiHa B ,DN“ Ha
BanNuaHOCT Ha KBannuunpaHoTo yOOCTOBEPEHMETO
yOOCTOBEPEHME, KOETO HE € MPEeKpaTeHO U ypes Re-key » 3asiBkaTa 3a NogHOBsIBaHE Ce
KOETO HAMa NpoMsiHa B ygoCTOBepeHaTa B nogaea Ha MSICTO (B
Hero nHpopmaumsa Pernctpupaly opraH)

MoBeye ot 30 pgHM cneg cpoka Ha
BanuaHoOCT Ha kBanuduuupaHoto | He ce nogHoBsiBa

yaocTtoBepeHune

Mpn oToaneyvyeHo nsgaBaHe M NOAHOBABAHE Ha KBanuduumMpaHn yaoctoBepeHus npes MobunHo
npunoXxeHue, NOAHOBABAHETO € BMHarn ¢ Re-key, KaTo 3agbimKUTENHO ce n3gaBa HOBO yOOCTOBEPEHME.
B 1031 cnyyanm npoBepka 3a CaMOMWYHOCT U MOEHTMdUKAUMA He ce M3BbpLUBA, HO Ce Mpasu
aBTeHTUMKaLMA Ha nuuarta.

BB Bpb3Ka C n3NbfnHeHMe Ha u3nckBaHuaTa Ha PSD2, npu nogHoBsiBaHe Ha yaOCTOBEPEHWE, B
KOeTo nma BnmcaHa nHgopmaums, crnopes nsnckeaHusTa Ha PSD2, EBpOTpBHCT OTHOBO sl NpoBepsiBa, KaTo
npu ToBa TON MOXe Aa s nomncka oTHOBO OT cboTBETHUA NCA. B cnyyan, ye NCA e onpenenun npasuna

3a NpoBepka Ha Te3un atpubyTn, EBpOTPBLCT M1 M3MbIHsABa M npunara.

3.4 WAEHTU®UKALUUA U NPOBEPKA HA CAMOJIMMHOCT/MAEHTUYHOCT MNMPU CINMAPAHE HA
OEUCTBUETO HA KBANTU®ULIMPAHO YOOCTOBEPEHUE

CnupaHe Ha BanugHOCTTa Ha KBanuduumpaHn yOooCTOBEPEHUSI € YCTaHOBEeHa onepaTuBHa
npaktuka Ha EBpOTPBLCT M ce pasnuyaBa OT MpekpaTsaBaHe MO TOBa, 4Ye BOAM A0 BPEMEHHO
npeycTtaHoOBsBaHe Ha YAOCTOBEpUTENHaTa cuna Ha gageHo ygoctosepeHue. OT cbobpaxeHus 3a npasHa
curypHoct EBpoTpbCT BMHarM dAcHo otbenassa crTaTyTa Ha ChnupaHe Ha BanugHOCTTa Ha
yOoocToBepeHusTa.

EBpOTpbCT € AanbXeH, 4pe3 Peructpupawmsi opraH, ga cnpe OencTBMETO Ha BanugHo
yOoCTOBEPEHME NPU NOCTLNUIIO UCKaHe 3a CnnpaHe.

[ocTtaBumkbT, 4vpe3 Peructpupawma opraH, He u3BbPpLUBA WAEHTUDMKALMS W NpoBepka 3a
CaMOJSIMYHOCT/MAEHTNYHOCT Ha Tutyndapsa/Cb3gatens u cnupa HesabaBHO  OEWCTBMETO  Ha
yOOCTOBEPEHMNETO.

Mpun n3gageHo oTganedeHo KkBanuuumpaHo yaqocToBepeHme, CbLOTO MOXe Aa 6bae cnpsaHo oT

MOGMNHOTO NPUNOXeHNe He3abaBHO OT NOTPebuTens, Ypes npeaBuaeHaTa 3a ToBa PYHKLMOHANMHOCT.

3.5 WAEHTU®UKALUA U NPOBEPKA HA CAMOJIMMHOCT/MAEHTUYHOCT MNPU
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NPEKPATABAHE HA AEUCTBUMETO HA KBAJIU®ULIMPAHO YOOCTOBEPEHUE

Korato EBpOTpBCT NpekpaT 4eNCTBMETO Ha KBanuduumpaHo yooCcToBepeHme, TOM OTpassisa ToBa
B nogabp)KaHuTe OT Hero 6a3n gaHHM CBOEBPEMEHHO, HO He MO-KbCHO OT 24 vaca cred kato Obae
nonyyeHo nckaHeto. OTMsaHaTa cTaBa BanngHa BegHara cref kato 6bvae nybnvkyesaHa.

EBpoTpbCT NpekpaTaBa AENCTBMETO HA YAOCTOBEPEHME CaMO Crleq ycrnelwHa ngeHTudmnkaumsa m
npoBepka 3a CaMONIMYHOCT/MOEHTMYHOCT Ha Tutynapsa/Cb3gatend W yTOdHEHa MpuyMHa  3a
npekpartsiBaHe. B npoTuBEH criyyan yaocTOBEPEHNETO Ce Bb30OHOBSIBA.

Mpun npekpaTaBaHe npe3 MOOGUNHOTO NPUNOXEHNE, NPOBEpPKa 3a NOAEHTUYHOCT U CAMOSTIUYHOCT He
ce M3BbpLUBA, NPEeABUA HAaNMYMETO Ha AOCTbM Ha TUTYNSpsa 40 CbOTBETHATa PYHKLMOHAMHOCT.

EBpOTpbCT NpeaocTaBs Ha BCsika JoBepsiBalla ce cTpaHa MHopMaLma OTHOCHO NpekpaTsiBaHe
Ha 4EeNCTBMETO Ha M3gafeHUTe OT Hero kBanuduumpaHn yaoCToBepEHUs], NpY 3asiBEHO XeraHne 3a ToBa.
Tasn nidopmaunsa ce npegocTaBs Ha PasnosIoKeHNe Mo BCAKO BPEME M AOPU Cref CpoKa Ha BanumaHoCT

Ha yOooCToBEPEHUNETO.

3.6 WAEHTUPUKALUA U NMPOBEPKA 3A CAMOJIMMHOCT/MAEHTUYHOCT CIIEQ
NMPEKPATABAHE OEMUCTBUETO HA KBANTU®ULIMPAHO YOOCTOBEPEHUE

MonuTtukata n MNpakTukata Npy NpeaocTaBsHE Ha KBanMuuMpaH yaA0CTOBEPUTENHUN YCIYrn Ha
EBpoTpbCT He AonyckaT NogHOBAIBaHE Ha KBanuduumMpaHo YA0CTOBEPEHME Crief NpeKkpaTsaBaHETO My.

Tutynapat/Cb3gaTenaT Ha npekpaTeHO yoOCTOBEpPEeHME MOXe [a Movcka M3gaBaHe Ha HOBO
YLOOCTOBEpPEHME.

[octaBunkbT, 4Ype3 Perncrtpupalums opraH, M3nbiHsIBa NbpBOHaYanHa WaeHTUdMKaLUS |
npoBepKa 3a CaMONIMYHOCT/MAEHTUYHOCT Ha Tutynaps/Cb3gaTtens, ako TON 3asiBU HOBO Y4OCTOBEPEHUE.
TakaBa npoBepka He ce U3BbLbPLLBA, aKo NOTPEOUTENNAT 3asiBiBa U34aBaHETO Ha HOBO KBanuuUUMpaHo
YOOCTOBEPEHME OT MOBMIMHOTO NPUIMOXKEHNE, B KOETO MMa aKTUBEH Npodous.

4 ONEPATUBHU USNCKBAHUA

EBpoTpbCT, Ypes Peructpupalums opraH, B paMkute Ha ckniodeH [JoroBop 3a kBanuduvumpaHu
yAOCTOBEPUTENHN YCryrM, nNpeaocTaBs CregHUuTe onepaTtMBHU  Npouedypy 3a  KBanuduumpaHu
YAOCTOBEPUTENHN YCNyrK, MNPUNOXUMU KbM KBanuuUMpaHUTE yOOCTOBEPEHUSI 3a ENEeKTPOHHU
nognucu/nevaTu:;

> perucrpaums Ha UckaHe 3a nsgaBaHe Ha kBanuduumpaHo yaoCTOBEPEHUE;

» o00paboTka Ha UCkaHe 3a u3gaBaHe Ha KBannuumpaHo yooCTOBEPEHME;

» uv3gaBaHe Ha kBanuduumpaHo yaocToBepeHue;
>

npefaBaHe Ha M30afeHoTo KBanuuumpaHo yaoCTOBEPEHUE;
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» ynoTtpeba Ha ABovkaTa KIH40BE M Ha KBanMuumMpaHo yooCTOBEPEHME;
NnoAHOBSIBaHE Ha KBanuuumpaHo yaoCcTOBEpPEHME;
cnupaHe/Bb306HOBSABaHe AeNCTBME Ha KBanMUuupaHo yaoCTOBEPEHUE;

npekpaTsiBaHe Ha KBanuuLMpaHo yA0CTOBEPEHNE;

Y V VYV V

cTaTyc Ha kBanuduumpaHo yaocToBepeHue.

[ocTtaBunkbT, upe3 Peructpupawmst opraH, gonycka Tutynapsa/Cb3gatens ga npekpatm
[orosopa 3a kBanuduumpaHn yogocToBepUTENHN YCYrn Mexay TaX.

BpemeTo B cuctemnte, CBbp3aHM CbC ChMpaHe W MpekpaTsaBaHe Ha YyOOCTOBEpPEHMs ce

cuHxpoHusunpa cnpamo UTC noHe BegHBbX Ha 24 yaca.

4.1 NOAABAHE HA UCKAHE 3A U3OABAHE HA KBAJTMUGULIMPAHO YOOCTOBEPEHUE

lMogaBaHe Ha ucKkaHe 3a u3gaBaHe Ha KBanuduumMpaHO yooCTOBEpEeHME € Mnpouec, Nnpu KOUTo
notpebutenat nogaesa go Pernctpupalw, opraH Ha EBpOTpBCT, B MMCMEHaA MnNn enekTpoHHa dopma,
UCKaHe 3a msgaBaHe Ha KBanuuuupaHo yaoCcTOBEpeHME CbIMacHO MonuTUKata Ha u3gaBaHe Ha
CbOTBETHOTO YAOCTOBEPEHNME.

NckaHeTo moxe aa ce Hanpasu oT Tutynaps/Ce3gaTtens unu ynbiHOMOLLEH NpeacTaBuTen Ha
Cb3paTens.

MoTpebutenaT pernctpupa UckaHe 3a M3gaBaHe Ha KBanNMUUUPAHO YOAOCTOBEPEHME B OHMaWH
pexnm nnu 4Ypes onepartop B Pernctpupawima opraH Ha EBpoTpbCT.

B oHnanH pexxum nckaHusita ce nogasaT, Ype3 MpexoBu npotokonu kato HTTP/HTTPS, S/IMIME
unin TCP/IP.

WckaHe 3a n3gaBaHe Ha kBanuumumpaHo ygoctToBepeHne Moxe aa ce nogasa v 4pe3 MoOUITHOTO

npunoxeHne Ha EBpoTpbCT. B TO3M cryyan, ropHuTe U3MCKBaHUA He ce npunarar.

4.1.1 JNUUA, NOAABALLN UCKAHE 3A U3SOABAHE HA KBAJINMOULIMPAHO YOOCTOBEPEHUE

Bcsako nuue, nonagallo KbM efHa OT CnegHuTe Kateropuu nvua, Moxe Aa nogasa MUCKaHe 3a
n3gaBaHe Ha KBanuuumpaHo ygocToBepeHue:
»  (OM3n4eCcKo nmue, KoeTo KaTo noTpedbuten e n3nonssa KeanmpuumpaHo yaoCcTOBEPEHUE;
» YNbAHOMOLLEH NpeAcTaBuTen Ha IpPUANYECKO Nuue;
» crnyxuten Ha EBpoTpbCT, oBNacTeH CbC PYHKUUM KbM Y OOCTOBEPSBALLMSA opraH Ha EBpoTpbCT;
» OBNnacTeHo nuue kbMm Peructpupalum opraH, He3aBMCUMO Jann € BbHLUHA OpraHusauus unu e

OpraHv3auUmMoHHO 060co6GEHO 3BEHO KbM MHApaCTpyKTypaTa Ha EBpOTPBLCT.
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4.1.2 OBPABOTKA HA UCKAHETO 3A U3SOABAHE HA KBAJIMOULUIMPAHO YOOCTOBEPEHUE
4.1.3 NOTPEBUTEJNCKMX YOOCTOBEPEHUA

Bcuykn notpebutenn Ha kBanuduumpaHn yooCTOBEPEHUS CbC CKMOYBAHETO Ha OOroBop 3a
yAOCTOBEpUTENHN ycnyrn Tpsibea Aa npuemaT 3agbiKeHUsTa U rapaHunmMTe, onpegeneHn B Hero, Kakto
n B lNonuTtukata 3a npegocTaBsHe Ha KBanuguumpaHu ycnyrm u tasu lNpaktuka. 3a Bcekn notpebuten Ha
KBanuuumpaHo yAOCTOBEPEHME Ce M3BbpLUBA NPOLEC Ha peructpaums, KOATO BKMKOYBa criegHuTe
CTBIMKK:

» nopaBaHe Ha UCKaHe 3a nsgaBaHe Ha KBanuduuupaHo yaocToOBepeHUe, KOETO CbabpXKa BApHa
N TOYHa nHopmauusa. ckaHeTo MoXe Aa BKIHYBa U AOMbIAHUTENHA, HenpoBepsaema nHopmauusd, yact
OT KOSAITO Ce yOOCTOBEPsIBa, a ApYyra 4YacT yrnecHsiBa KoHTakTa Ha EBpoTpbCeT ¢ Tutynaps/Cow3gatens;

» TreHepupa ce [BOWKa Kpuntorpadckm kniovoBe OT EBpOTpbCT wmnm notpebutenaTt cam
ocbllecTBsABa ToBa. [lBomkata Kpuntorpad)Cku Kr4yoBe 3a keanuduumMpaHu yOOCTOBEpeHus 3a
KETM/KEMNeyaT 3agbimKUTENHO ce reHepupa B YCTPOMCTBO 3a CUNYPHO Cb3aBaHe Ha erleKTPOHEH
nognuc/neyaT, OTroBap4LLO Ha U3UCKBaAHUATA 3a HUBO Ha CUrypHoOCT, onpederneHo B PernameHT (EC) Ne
910/2014;

» eneKkTPoHHMAT bopMaT Ha MCKaHeTO 3a M3gaBaHe Ha KBanuduuupaHo yOoCTOBEpeHue C
NMHOpMaumaTa, KOATO LLie Ce BKIHYM B YAOCTOBEPEHNETO € CTPYKTypa, NOANMCaHa C YaCTHUS KoY OT
reHepvpaHaTta ABOWKa KNo4oBe B YCTPOMCTBO 3a Cb3[aBaHe Ha eNeKTPOHEH nognuc/neyaT, OCBEH ako
3a8BsIBAHETO HEe Ce U3BbpLUBA OTAANeYeHo, npe3 MobUNHOTO NpunoxeHne Ha EBpoTpbCT;

» KoraTo e Heobxoaumo, PernctpupawmaT opraH npegoctasda Ha Tutynaps/Cbh3gatens nnm Ha
YMbSIHOMOLLEHO OT HEero nvue B 3awuTeH Bug umHdopmauus/kog 3a LOCTbM A0 YacTHMSA KIHOY B
YCTPOWCTBO 3a Cb3[iaBaHe Ha efekTpoHeH noanuc/neyar;

> B CIy4yal Ha caMOCTOATENTHO OTAaneyYeHo reHepupaHe Ha OBOWMKA KITH04OBE OT noTpeduTtens,
cbwmaT TpabBa ga npegoctaBy NybnuyHuA KNy Ha EBpOTPBLCT ypes opraHa 3a perucrpauvs u ga
OOoKaxe nputexxaHne Ha CbOTBETHUS YaCTEH KITOY CbOTBETCTBALL, Ha NyBNMYHUS KN,

» Bwb3 ocHOBa Ha ogobpeHUTE UCKaHWA 3a u3gaBaHe M ynpaBreHue Ha KeanuduumpaHo

yaocTtoBepeHne ce oCblleCTBsABa CKNo4YBaHETO Ha Aoroeopa Cc EBpoTpbCT.

4.1.3.1 YOOCTOBEPEHWA HA YOOCTOBEPABALL U PETUCTPUPALL, OPIrAH

Peructpupawmte opraHu, KOWUTO MPEeoCTaBAT KBanuduuMpaHu YCryrn, KOMTO He ca B
opraHusaumoHHaTa CTpykTypa Ha EBpoTpbCT (BBHLWHM Pernctpupalum opraHm), € Heobxogumo npeam ga
OCbLUEeCTBSBAT Ta3n AEWHOCT, Aa CKIYaT CbOTBETEH J0OroBop ¢ EBpoTpbCT. B cnopa3yMeHneTo, OCBEH
npaeaTa 1 3a4bJ/PKEHUATa Ha ABeTe CTpaHu, TpsibBa Aa ce BKNo4YBa M MHGOPMaUUsa 3a CamMoSIMYHOCTTa

Ha nuuaTa yyacTBalwm B Pernctpupaliusi opraH U TSXHOTO paspelleHve fa npeacTaBnsisaT U agBeTe
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CTpaHM Mo BPEME Ha U3MbIHEHNETO Ha AoroBopa. Jlnuarta, ynbNHOMOLLEHW Aa U3BbPLUBAT Tasu AENHOCT,

cnepBa fa onpenensTt BMaa U npeaHasHa4YeHneTo Ha yaoCTOBEPEHUSTa, Mpeaun TSXHOTO M3aaBaHe.
KnioyoBeTe 1 ygoctoBepeHusiTa Ha YO0CTOBepsiBalLMs opraH MoraT Aa 6baaT reHepupaHun camo

Mo BPEME Ha LEPEMOHWS MO FeHepupaHe Ha KM4oBe, B KOATO yyacTBaT eOMHCTBEHO nuua,

OnpaBoOMOLLEHN OT EBPOTPBLCT.

4132 UCKAHE 3A PErMCTPAUMA HA [NOTPEBUTENIN HA KBAJIMOULUUPAHU
YOOCTOBEPUTENHWU YCIYTU

MckaHeTo 3a peructpauus Ha noTpebutenn Ha kBanuduumMpaHu ygoCTOBEPUTENHM YCNyrn ce
nogasa 8o Pernctpupalwima opraH oT dM3nMyecku, lopuandeckm nnm ymbAaHOMOLLEHW nuua U BKNKOYBA
cnegHata nHdopMauus:

» MbIIHO HaMMeHoBaHue Ha Tutynapsa/Ce3gaTens unu Ha ynbAHOMOLLEHO NUUE;

» [okasaTtenctBa 3a nMpeAcTaBuTenHa BracTt Ha Tutyndpsa cnpamo Cb3gatena M Ha
YyMbAHOMOLLEHOTO nuue Ha Cbh3paTens;

» wuaeHtudpukatopun: EUK (nepcoHaneH naeHTngukaumoHeH Homep) 1 ap.;

» TMOLWEHCKN agpec Ha nuueTo (cTpaHa, obnacT, MOLWEHCKM Kog, rpag unu ceno, HoMmep Ha
crpaga, ume Ha ynuua unu KkeapTar, HoMep Ha dakc);

> MMenn agpec;

» BMWA Ha UCKaAHOTO KBanuuuMpaHo yAOCTOBEpeHWe, B3eManku npeasu npegHasHavyeHneTo
My;

» naeHTMduKaTop Ha nonuTMkata 3a yOocToBepsiBaHe, Bb3 OCHOBAa Ha KOATO ce u3gasa
yAOCTOBEPEHNETO;

» Hanuuyme Ha YacTeH KoY, CbOTBETCTBALLY, Ha NyBnuYeH Knwoy;

> nybnuyeH Kkniov;

» ponbhHUTENHa MHOPMaUKMs, 3asBEHa 3a BKIOYBaHE B yOOCTOBEPEHUETO, KAKTO U AoNyCcTMMA
HenoTBbpAEeHa Takaga;

» nognuceaHe Ha [loroBop 3a kBanuduuMpaHu YOOCTOBEPUTENHW YCRAyrM U cbrnacune ¢
ycrnoeuaTa Ha lNMonutukata m lNpaktukata npy npegoctaBsHe Ha kKeanuduumpaHu yOOCTOBEPUTENHM
ycnyrn oT EBpoTpbCT.

B 3aBUCMMOCT OT CbAbpXaHWETO Ha yOOCTOBEPEHMETO M HEroBMS BWUA, HAKOM OT OaHHUTE,
NMOCOYEHN NO-rope, MoXe ga OTChbCTBaT.

AKO gBorkaTa KpunTorpad)Cku  Kr4oBe € reHepupaHa npu  Tutynapsa/Cwagartens,
PernctpupawmaT opraH cnegea a NpoBepu NpefocTaBeHOTO eNEKTPOHHO MCKaHe 3a perncrpaumsi u
N3NCKBaAHNATA 3a HUBOTO Ha CUIYPHOCT Ha YCTPOMCTBOTO 3a Cb3[aBaHe Ha eNEKTPOHEH noanuc/nevar.

Cnep ycnewHa uaeHTMdMKaLuus, NpoBepka Ha CaMOSNIMYHOCT Ha NMUETOo, Nofano UckaHe 3a
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KBanMuuMpaHo YyAOCTOBEPEHME W MpWU MoflyyaBaHe Ha MOTBbpXAeHWe OoT Pervctpupalymsi opraH,

CKaHeTO 3a perncTpaums ce usnpaliia Ha Y4ocToBepsBallMs opraH 3a usgasaHe Ha yaoCToBepeHue.

4.1.3.3 NOAHOBABAHE HA KBAJIM®ULUMPAHO YOOCTOBEPEHUE, TEHEPUPAHE HA HOBA
ABOWKA KIMKOYOBE U NPOMSAHA HA KBAITU®ULMPAHO YOOCTOBEPEHUE

Tutynapat/Ce3gatenat unu  ynbNHOMOLLEHOTO fvue MOXe [fa 3asdBuM MOAHOBSIBAHE Ha
KBanvduumnpaHo ygoctoBepeHue npu cbbnogasaHe Ha BpeMeBUTE OrpaHUYEeHs, U3UCKBAHUS U yCoOBUSA
3a NoAHOBSBaAHe.

MogHoBsiBaHETO Ha  KBanuMUUMpaHO  YOOCTOBEpeHWe 3anassa uHopmauudara  3a
Tutynaps/Cb3gatens unu ynbNHOMOLLEHOTO NMLUE OT TEKYLLOTO yOOCTOBEPEHME, KAaTO B NOOHOBEHOTO
yOoCTOBEPEHME Ce MPOMEHS Nepmnoaa Ha BanngHoCT U CEPUNHUSA MY HOMED.

MogHoBsAABaHe Ha kBanuduuMpaHo yaoCTOBEpPEHME, KOeTo He e BMno nNpekpaTeHo B nepuoga my
Ha BanugHoCT, MOXe Aa Ce U3MbIIHM Ypes reHepupaHe Ha HoBa ABolika kntovose (Re-key). EBpoTpbCT He
noaabpka NoAHOBsIBAaHE CbC 3anasBaHe Ha CbllecTByBallaTa ABoika kntodvoBe (Renewal) vnu cbe
3anasBaHe Ha CepuUnHUS HoMep.

lMogHoBsIBAHETO Ha KBaNUMUUMPaHO yOOCTOBEPEHNE Cce Npeaxoxaa oT pernctpupaHe Ha uckaHe
3a nogHoBsaBaHe nped Pernctpupalymsa opraH unv oHnamH.

Korato kBanuuuupaHoTo yOOCTOBEPEHNETO € C U3TeKb CPOK Ha BanMaHOCT M MUCKaHETO 3a
nogHoOBSABaHE € CbINacHO MOCOYEHUTE BPEMEBU OrPaHUYEHUs U M3UCKBAHUA 3a naeHTudmkauma npu
nogHossABaHe, TuTynapat/Cb3gatensart unm ynbnHOMOLWEHOTO nuue Tpsibea ga nocetn Peructpupalums
opraH Ha EBpoTpbCT Mnn aa ce naeHtuduumpa otaaneyeHo.

Tutynapat/Cbe3gatenaT unu ynbiHOMOLLEHOTO NUUE MOXe Aa MOAHOBM MHOrOKPaTHO CBOE
KBanuuuupaHo yaoCcToBepeHue.

[locTaBunKbT He OOoMycKa W3non3BaHe Ha ABOMKAa KMKYOBE 3a eNeKkTpoHeH nognuc/neyaT 3a
nepvoa, no-ronsm ot 3 (Tpu) roguHu.

Pernctpypauar opraH Lwie nogHoBM €4HO KBanuduumpaHO yOOCTOBEPEHUE 3a eneKTPOHEeH
nognuc/neyat, ype3 Re-key npu cnegHUTE yCrioBUS:

» yOOCTOBEPEHMETO He € NpekpaTeHO B CpoKka My Ha BanuaHOCT;

» Tutynapat/Cb3gaTenart wnu ynbfHOMOLLEHOTO fuvue AeKknapupa, 4Ye HaAMa npoMsiHa B
yaocToBepeHaTa MHopmauns B TEKYLLLOTO My YAOCTOBEPEHUE;

» WCKaHe 3a nogHoBsBaHe € HanpaBeHa Ao 30 gHM npeau wunu cneg u3tTndaHe Ha cpoka Ha
BanMaHOCT Ha YAOCTOBEPEHNETO;

» CTPOro uM3nbfiHABa MAeHTUUKauMsaTa M NpoBEepKa 3a CaMOSIMYHOCT Ha noTpebutens wu

noco4yeHnTe BpemMeBn orpaHn4eHnda npun NnogHoOBABAHE,
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BbB BCMYKM crnyyau, KoraTo MMa TMpoMsiHA B YAOCTOBepeHata WHgopmauus 3a
Tutynaps/Cb3gatens vnM ynbHOMOLLEHOTO fiMUE Ha TEeKyWwoTO YAOCTOBEPEHME, MOCMEQHOTO He
nognexmun Ha NnogHoBsiBaHe, a EBPOTPBCT n3gasa HOBO KBaANMAULMPaHO yOOCTOBEPEHME.

VMckaHeTo 3a nogHoBsIBaHE Ha KBanvduumMpaHo yooCToBeEpeHME, TpsibBa Aa cbabpka Hanl-Marsko
cnegHoTo:

» YHUKaNHOTO nme Ha Tutynaps/Cb3gartensd unu ynbiiHOMOLLEHOTO fnLE;

> BUA Ha KBanNnUdUUMpaHOTO yOOCTOBEpPEHNe/NpegHa3HauYEeHNE;

» wuvpeHTudmKkaTop Ha NoNUTUKaTa 3a YAOCTOBEpPSIBaHE Bb3 OCHOBA Ha KOATO YAOCTOBEPEHNETO
ce nsgasa;

» nybrnuyeH K4, KOMTOo TpsabBa Aa 6bae yaoCToBEpPEH.

EaHa yacT unu usnaTta 4acT Ha AaHHUTE, KOATO Ce CbabpKa No-rope B UCKaHeTO 3a NoAHOBSIBaHE
Ha KBanuduumpaHoO yAOCTOBepeHne Moxe na Obae ygocToBepeHa, Ype3 nonaraHe Ha eneKkTpoHeH
noanuc/neyar npw ycnosue, Ye aboHaTbT NpuTexasa BanvaeH KbM MOMEHTA YacTeH KoY 3a Cb3aBaHe
Ha noanuc/neyar.

[ocTaBunkbT He pJonycka npomsHa B npodmna Ha yOooCToOBEpeHMsTa 3a  eNeKTPOHEH
nognwuc/nevyar.

MogHoBsIBaHE Ha KBanNUMUUMPAHO YOOCTOBEPEHME, 3aSIBEHO OTOANEeYeHo npe3 MOOUITHOTO
npunoxeHne Ha EBpoTpbCT He ce nogHoBsBa. Cnen n3TM4aHeTo My Ce u3gaBa HOBO yAoOCToBepeHue. B
TO3M Crnyyan OOMbISIHUTENHA NOEHTUMUKAUNS HE Ce M3BBPLUBA, @ CaMO MPOBEpPKA Ha akTyarHOCTTa Ha

OJaHHUTE 3a CaMOJIM4YHOCT.

4.1.3.4 WUCKAHE 3A CIMMUPAHE U NPEKPATABAHE HA YOOCTOBEPEHUE

WckaHe 3a npekpaTdBaHe Ha  KBanuduumpaHo YyAOCTOBeEpeHWe ce nogasa  OT
Tutynaps/Ce3gatens unu ynbaHOMOLWEHO nuue Ha MACTO npu Permctpupawims opraH unu no
€MNeKTPOHEH NbT.

B mMomeHTa Ha npekpatsiBaHe Ha KBanuuuupaHo yaocToBepeHue, Perncrpupawunat oprad
yBegomsiBa notpebutens 3a 1o3un akt (Hanpumep No enekTpoHHaTa nowia).

EBpOTpBCT NpekpaTaBa nsgageHo OT HEro yA0CTOBEPEHUE Nput:

» CMBPT uUnM nocTaBsHe nog 3anpeweHne Ha Tutynaps/Cb3gaTtensa € npekpatsaBaHe Ha
npeacTaBuTenHaTta sract Ha Cb3gaTens;

» npekpaTsaBaHe Ha NpeacTaBuTenHaTa BnacT Ha Tutynapsa cnpamo Cbhagatens;
yCTaHOBSIBaHE Ha HEBEPHWN JaHHM NPU U3gaBaHe Ha YAOCTOBEPEHNETO;

CTaHana BMnocneacTBMe HEBSIPHA yOOCTOBEpPeHa MHpopMaums;

npu NpoMsiHa B yAOCTOBEPEHa Beve UHdopmaums Ha Tutynaps/Cb3gatens;

YV V V V

KOMNpomMeTunpaHe Ha YaCTHUA KITHoY;
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» 3abaBsiHe B 3annallaHeTo Ha OAbJPKMMO Bb3HarpaxgeHuve;

» WCKaHe 3a npekpaTtsiBaHe OT cTpaHa Ha Tutynaps/Cvb3gatens, cneg kato [JOCTaBUYMKBLT ce
yBEpU B CaMOSIMYHOCTTa UM W1 B npeacTaButenHaTa Brnact Ha Cbh3gatens. Korato ce 3asBsiBa cnvpaHe
UNn nNpekpaTaBaHe Ha KBanvduuupaHo yaocToBepeHne npe3 MOOUNHOTO npunoxeHwe Ha EBpOTPBLCT,
npoBepKa Ha CaMOSIMYHOCTTa He Ce M3BbPLLBA.

HdocTtaBunkbT npegnpuema He3abaBHO npekpaTsBaHe Ha [OEeUCTBMETO Ha  usgageHo
yAOCTOBEpPEHME MPU BCAKO e4HO OT NOCoYeHuTe no-rope obcrTosTencraa.

[ocTaBunkbT NpekpaTaBa u3gageHn oT Hero yaoCTOBEPEHNS, ako NpekpaTn genHoctTa cv 6e3 aa
S NPEXBBPIMI Ha APYr AOCTaB4YMK. B TO3M cnyyan cblmnaT yBegoMsiBa NoTpedbutenute cn n npekpartsisa
yOoocToBepeHusiTa ¢ eqHOMeCcevHo npeaunssectue. B egHomecedeH Cpok OT yBeaomsiBaHeTo, EBpoTpbCT
Bb3CTaHOBsIBA Ha NOTpebutenute nnateHarta oT TAX CyMa, B pa3mep CboOpaseH C OCTaBallmsi CPOK Ha
JoroBopa 3a KBanuduumpaHa ygoctoBeputenHa ycnyra. KoraTo e 3asiBeHO kBanuduumpaHo
yAOCTOBEPEHNE npe3 MOOMIHOTO npunoxeHve Ha EBpoTpbeT, aboHamMeHTBLT Ha notpebutensa ce
npekpaTtsiBa OT MOMEHTA, B KOMTO HAacTbNU criegsallns Nepuos 3a NoAHOBSBaHeE.

[ocTaBunkbT MOXe [a cnpe W npekpatn YOOCTOBEpeHWe Ha YpocToBepsiBal, opraH oT
WHpacTpyKTypaTa, ako ca Hanuue OCHoOBaTeSIHU CbMHEHMS 3@ KOMMPOMETMPaHE Ha YacTHUS KoY Ha
TO3U OpraH.

Mpn npekpaTaBaHe Ha yOOCTOBEPEHUE Ha onepaTMBHUSA YAOCTOBEPSABALL OpraH 3a usgasaHe n
noaabpXaHe Ha KBanuduuupaHu yaoocToBepeHUs 3a eneKkTpoHeH noanuc/nevar, 4eNCTBUETO Ha BCUYKM
n3gageHn OT Hero 1 BanuaHu yaocTOBEPEHUS Ce NpekpaTHaBa.

Camo onepaTmBHUAT YOocToBepsiBal, oOpraH, usgan KeanuduumpaHo yOoCTOBEpeHue 3a
eneKkTpoHeH noanuc/neyar, MoXe Aa NnpekpaTn 4eNCTBMETO Ha TOBa Y4OCTOBEPEHME.

AKO npekpaTsaBaHETO € cneacTemne OT onepaTopcka rpeLlka unu cneactemMe OT KOMNpoMeTupaHe
Ha onepaTuBEH YacTeH KoY Ha EBpoTpbCT, [JoCcTaBuMKBLT We nsgage 3a CBOS CMETKa eKBUBANeHTHO
noTpebunTencko yqocToBepeHme.

Ycnyrute no ynpasfieHue Ha npekpaTtsBaHe 1 cnupaHe Ha AeNCTBUMETO Ha yoOCTOBEpPEHME ca Ha
pa3nonoxeHue AeHOHOLWHO, 7 AHW B cegmMumuara.

MNpn cpuvs B cuctemara, ycnyrmte unu gpyru ¢aktopu, KOUTO ca W3BbH KOHTpona Ha
YaocTtoBepsaBawmsa opraH, EBpOTpbLCT nonara MakcMmarnHu ycunus, 3a ga rapaHtupa, 4e ycnyrara Le e
AoCTbMHa makcumym go 3 (Tpwu) vaca.

BpemeTo B cuctemmte, CBbp3aHM CbC COMpaHe W MpekpaTsBaHe Ha YOOCTOBEPEHUSA ce
cuHxpoHu3npa cnpsamo UTC noHe BegHbX Ha 24 yaca.

BbB Bpb3Ka C M3NbfHEHME Ha M3UCKBaHUATA Ha PSD2, nckaHe 3a cnupaHe un npekpaTtsaBaHe Ha
yooctoBepeHme Mmoxe ga 6bae nogageHo u ot ctpaHa Ha NCA 3a nsgageHun yaocToBepeHns ¢ BNMcCaH B
TAX WOEHTUMPUKALUMOHHNA KoL Ha nnartexHata uHctuTyuusa (authorisation number of the payment

institution) Ha JocTtaBumnk Ha nnaTtexHu ycnyrmn (Payment service provider/PSP), pernctpmpaH oT cbLyus

Print and Edit Evrotrust Technologies Inc.. Page 44 of 158




MPAKTUKA MPU NPENOCTABSIHE HA elDAS-CPS
c I‘Otru St KBANIMOULIMPAHW YIOCTOBEPUTENHU YCNYIY For public use

1ISO 9001:2015, ISO 27001:2013,
ISO 20000-1:2018, ISO 22301:2012, CERTIFICATION PRACTICE STATEMENT Version - 03
Regulation (EU) 910/2014, FOR QUALIFIED CERTIFICATION SERVICES 30.01.2019
Regulation (EU) 2016/679

NCA. NMpu ToBa NCA cneundmumpa KOHKPETHUSA CEPUEH HOMEP Ha YOOCTOBEPEHME, KaKTo N NpuimnHaTa
3a MCKaHeTO 3a crnunpaHe nnu npekpartsaBaHe. Bb3amMoXXHUTE NpUYNHK 3a NpekpaTaBaHeTo ca:

» TrpeKkpaTeHa e aBTopmsaumnsTa Ha PSP;

» VMa NpoMsHa B MAeHTUMPUKALUMOHHUSA KoL Ha nraTexHarta MHCTUTYUmMa Ha PSP;

»  1Ma npomsiHa B UMETO Unun naeHTtudgukatopa Ha NCA,

» npekpaTeHa e efHa wvnu nosedve OT ponuTe, yOOCTOBEPEHU B M3gafdeHO YOOCTOBEpPEHWeE.
BmeHsiBaHeTO Ha HoBa ponsa Ha PSP He e npuynHa 3a npekpaTsaBaHe Ha usgageHo yaoCcTOBepeHue;

» npeKkpaTaBaHETO € U3NCKBAHO MO 3aKOH;

»  OpYry NpuynHn.

Ako NCA e cobcTBeHMK Ha crneumdpundHa nHgopmaumnsa no PDS2 n cvobwasa Ha EBpoTpbCT, ve
Tasu nHopmauusa e NpoMeHeHa 1 Yye TS MMa OTHOLLEeHME KbM BanuaHOCTTa Ha u3gageHo oT EBpoTpbCT
yooctoBepeHue, EBpoTpbCT npoBepsBa Tasn MHopMaLUns, He3aBUCUMO OT CbAbpPXKaHMETO U dopmarta
n, 6e3 ga nma 3agbIMKEHNETO TOBa Aa Ce CryyYn B paMkuTe Ha 24 yaca.

EBpOTpBCT NpoBepsiBa aBTEHTUYHOCTTA M BEPHOCTTA Ha MHbopMaumsaTa n UCKaHuAaTa, oTnpaBeHn
oT NCA n npu HeobxoguMOCT MOXe Aa M3MbAHW WK OTKaKe TAXHOTO M3nbiHeHue, 6e3 ga uma

3aabJDKEHNETO Aa I/IH(*)OpMI/Ipa 3a npunynHaTa 3a npnemMmaHeTo Unm oTkasa M.

4.2 OBPABOTKA HA UICKAHETO

EBpoTpbCT nprvema wuckaHus 3a KBanuuumpaHu yOOCTOBEPUTENHW YCNyrn, nogageHun
nHanemayanHo. VickaHmata moraT da ce nogasaTt OHNanH npes nybnvyHo JocTbnHO yeb 6asmpaHo
npunoXeHme N Ha MScTo Npu Pernctpupalums opraH. B cnyyan, ye 4OKyMeHTUTe ce nanpawiar no nowaTta
e HeobxoaMma HoTapuanHa 3aBepka Ha nognucute. ckaHus morat ga ce npvemMart n npe3 MOBuIHoOTO
npunoxeHue Ha EBpOTPBLCT.

OnnanH nogasaHe npe3 nybnuyHo AOCTBMHO yeb 6Ga3npaHo npunoXxeHuve ce u3BbpLUBa C
NMOMOLLTa Ha MHTEPHET CTpaHuLaTa Ha A0CTaB4Ynka Ha agpec: https://www.evrotrust.com. MNoTpebutensr,
KOMTO e NoCeTUN NOAXOASLLOTO MSICTO Ha calTa, NonbfBa (B CbOTBETCTBME C MHCTPYKLMUTE HA TO3M CanT)
noaxodsuia oopma 3a kaHauaaTcTBaHe U ro uanpawa Ha Peructpupalumst opraH oHnamH. MickaHuata 3a
KBanuduunpaHn yaoctoBepuTenHu ycnyru ce obpaboTtsaT oT cnyxuTten Ha EBpoTpbCT.

Mpn nogaBaHe Ha uckaHe npu Peructpupaly opraH ce nsuckea npucbersne Tutynap/Cov3gaten
UM ynbriHOMOLLEHo nuue. B cnyyar Ha oBnacTsiBaHe ce U3MCKBaT AOKYMEHTM A0Ka3BaLLM aBTEHTUYHOCT.

Mpu nogaBaHe Ha wckaHe npe3 MOOWMHOTO MNpunoxeHue Ha EBpPOTpBLCT, TO ce reHepupa

aBTOMaTU3MpaHo, B yA00eH 3a NOTpebuTenuTe Ananoros pexvm.
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4.2.1 WAEHTU®UKAUUA U NMPOBEPKA 3A CAMOJIMYHOCT

[enHocTnTe No naeHTndmKaums 1 npoBepka 3a CaMoNIMYHOCT Ha noTpebutenute Ha EBpoTpbCT
ce ocbluecTBaABa OT Peructpupalims opraH B CbOTBETCTBME C YCMOBUATA, NMOCOYEHU B HACTOSALLMS

AOKYMEHT.

4.2.1.1 NMPUEMAHE UJIN OTXBBPIAHE HA NCKAHE
4.2.1.2 OBPABOTKA HA UCKAHE OT PETUCTPUPALLUA OPTAH

Bcsiko uckaHe, nogageHo MO enekTPOHEH MbT MMM Ha XapTus Ha PerucTpupalwiums opraH, ce
obpaboTBa No cnegHUst Ha4YNH:

» PeructpupalumaT opraH nony4aea nckaHeTo Ha Tutynsps/Cb3gaTtenst Unm ynbiHOMOLLEHOTO
nvue (Ha xapTUeH HOCUTEN UIK B eNeKTpoHeH dopmar);

> PeructpupawmaT opraH npoBepsiBa Aanu NULETO € 3annaTuio Takca 3a pasrnexaaHeTo Ha
NUCKaHeTO 3a u3gaBaHe Ha KBanMUUMPaHO YOOCTOBEpEHME, MpU YCroBue, Ye 3annawaHeto e
npeaBuAEHO B LieHoBaTa nucta Ha EBpoTpbeT. Mpy nunca Ha TakaBa Takca, UICKAHETO Ce OTXBbpPIS;

> PeructpupalumaT opraH npoBepsiBa OaHHUTE, MOCOYEHU B WCKAHETO, HamnpuMep NUYHUTE
AaHHWU Ha NULIETO U NPOoBepsiBa 3a NpUTEXaHUe Ha YacTeH KIoY,

> NPV NonoXnTenHa npoesepka PernctpupalumsT opraH NoTBbpXKAaBa UCKAHETO;

> aKo OpUrMHaNHOTO MPUNOXEHME CbAbpXa HEBApHA MHOpMaUWUs, TO Ce OTXBbPNSA UNu
Kopurnpa;

> B pesynTaT Ha NoTBbPXXAABaHETO Ce U3[aBa yaOCTOBEPEHME;

> PeructpupalluumaT opraH MoXe CblLIO Taka Aa NpPoBepu U ApYyr AaHHU, KOUTO HEe ca MOCOYEHU
B MCKaHETO, HO Ce M3ncKBaT OT EBPOTPBLCT.

KoraTto nckaHeTo ce noaaea npe3 MoOUnHO NpunoXeHue, ropHUTe Npoueaypu He ce npunarat. B
TO3M Ccryyal ce MpoBepsiBa HanMyMe Ha MNpOBEpPeHa CaMOSIMYHOCT Ha fMUETO U ocbliecTBeHa
noeHTudmrkaums — aBToMaTUYHO MNKM OT onepartop. [pu HanuuMe Ha TEXHOMNOrM4YyHa Bb3MOXHOCT ce
N3BbpLUBa aBTOMaTM3NpaHa NpoBepka B HaUMOHanHM 6a3n gaHHU OT AOKYMEHTM 3@ CaMOSIMYHOCT Unn B
perucTpy Ha HaceneHueto. AKO NMPOBEpKMTE ca yAOoBMeTBOPUTENHU EBpPOTPLCT reHepupa ABonkaTa
KMoYoBe OTAaneyeHo, B CBOW XapayepeH KpMnToMOAyM, KpUnTMpa YacTHUS KMoy Ha noTpebutens c

Herosus NMNH 1 n3gasa kBanuuuMpaHoOTO yoOCTOBEPEHME.

4.2.1.3 3AsIBKA KbM YOOCTOBEPABALUUA OPIrAH 3A U3OABAHE HA KBAJIMOULIMPAHO
YOAOCTOBEPEHUE

EBpOTpBLCT MOXeE Aa OTKaxe M3aaBaHe Ha kBanuduumpaHo yaAoCToBEpeHMe Ha BCSIKO Nuue 6e3 aa

Print and Edit Evrotrust Technologies Inc.. Page 46 of 158




MPAKTUKA MPU NPENOCTABSIHE HA elDAS-CPS
c I‘Otru St KBANIMOULIMPAHW YIOCTOBEPUTENHU YCNYIY For public use

1ISO 9001:2015, ISO 27001:2013,
ISO 20000-1:2018, ISO 22301:2012, CERTIFICATION PRACTICE STATEMENT Version - 03
Regulation (EU) 910/2014, FOR QUALIFIED CERTIFICATION SERVICES 30.01.2019
Regulation (EU) 2016/679

nMa 3a4bIDKEHUS UM OTTOBOPHOCT, ako NOTpebuTtenat nocovsa HEBEpPHU AaHHU B UCKAHETO 3a n3gaBaHe
Ha yOoCcToBepeHue.

EBpOTPBLCT MOXe Aa HanpaBu OTKa3 3a u3gaBaHe Ha KBanuduumpaHo yaoCTOBepeHue:

» aKo noTpebuTendaT He MOXe [a JoKaxe, CBoUTe npaBa BbpXy npeanoxeHns DN;

» B CNnyyYall Ha CbMHeHWe, 4Ye noTpedbutendar danwuduumpa SaHHU UNKU NOCOYBa HEBEPHU
AaHHY,;

> aKo NoTpebuTENsT aHraxumpa 3HauuMTemnHM pecypcu oT EBpOoTpbCT 3a obpaboTka Ha noseue
NCKaHUSA OTKOMKOTO ca My Heobxoaumu;

» noTpebutensaT He HanpaBu NnawjaHe 3a M3gaBaHe Ha YAOCTOBEPEHME, NP yCrioBue 4e
nnawaHeTo e nNnpeasunaeHo B LieHoBaTa nucta Ha EBpoTpbCT;

» aKo ca Hanuue Opyrn BaXXHW NPUYUHN, KOUTO HE Ca NOCOYEHM No-rope.

Kangnpatnte, YaMTo MCKaHWS ca OTXBbPJIEHW, BMOCIEACTBME MoraT OTHOBO Aa nogadaTt uckaHe

3a n3gaBaHe Ha KBaJ'II/Id)I/IU,I/IpaHO yaoCcTtoBepeHue.

4.2.2 WU3YAKBAHE U3OABAHETO HA KBAJIM®GULUMPAHO YOOCTOBEPEHUE

Pernctpvpawuar opraH Ha EBpoTpbCT Hes3abaBHO, B NPUCBLCTBMETO Ha noTpebutens —
Tutynap/Cb3gaten vnv ynbAaHOMOLLEHO OT HEro nuue, U3NbIHSABa BCUYKM (PYHKUMM MO NpoBepKa Ha
HanpaBEeHOTO UCKaHe 3a u3gaBaHe Ha KBanuguumpaHo yaoCTOBEPEHME.

YpoctoBepsBalWMAT opraH Ha EBpoTpbCT n3gasa He3abaBHO KBanvduUUMpaHO yooCTOBEpPEHME
cnep yTBbpxaaBaHe oT Perncrpmpalumnsa opraH Ha enekTpoHHOTO UCKaHe 3a n3gaBaHe.

EBpOTPBLCT rapaHTupa, 4Ye npu noflydaBaHe Ha WUCKaHe 3a u3gaBaHe WM ynpasrieHWe Ha
yaocToBepeHne, Pernctpupalima opraH we pasrnexga MCKaHeToO M usgaBaHeTo Ha yaoCToBepeHue
He3abaBHO, a Npu No-cneynanHu criydyam B CPOK He MO-AbMbr OT 3 AHW OT AEHSA Ha NO4ABaHETO My.

To3n nepvoa 3aBuCKM MMaBHO OT BMAA Ha KBanuMUMpPaHOTO YAOCTOBEpeHWe, MbrHOoTaTa Ha
nogadeHOTO UCKaHe M 0T TEeXHOMOIMMYHOTO BpeMe 3a KoopAauvHauua B OBCnyXBaHeTO mexay
aAMUHUCTPATMBHU CTPYKTYPU Ha OOCTaBYMKa, KaKTO U OT BPEMETO 3a obllyBaHe mexay EBpoTpbCT m
notpebutens.

KoraTo ce nsgasa ksanuduumpaHo yagocToBepeHme npe3 ModunHOTO npunoxeHme Ha EBpoTpbCT,
ropHUTE Npoueaypu He ce npunarat M nsdyakeaHe He ce npasu. B To3um crnyyan ygoCTOBEPEHMETO ce

n3gaBa He3abaBHO, npu Hann4dne Ha ycnewHn npoBepkn 3a MAEHTUYHOCT U CaMOJTUHHOCT.

4.3 W3AOABAHE HA KBAJIM®ULIMPAHO YOOCTOBEPEHUE
4.3.1 OBPABOTKA

Cnep nonyyaBaHe Ha MCKaHe 3a M3gaBaHe Ha KBanuduuMpaHO yAOCTOBEPEHUE U CbOTBETHO
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HeroBaTa obpaboTkaTta, CbLLOTO Ce n3gaea oT Y4OCTOBEPSBALLMS OpraH.

Bcunukun yooctoBepeHus ce nsgaeat B peanHo Bpeme. Npouenyparta 3a nsgaBaHe € cnegHara:

» BCSKO MCKaHe 3a nsgaBaHe Ha KBanuduumnpaHo yaoCcToOBEPEHUe, Ce 3anMcBa U npoBepsBa oT
Peructpupalyms opran;

» camo nuuaTa, U3BbpLIBaLLM OOBEPEHM PONM MMAT AOCTbMN A0 OnepaTUBHUTE OENCTBUS Ha
Pernctpupawmsa opraH. MIanon3eaHeTo Ha akayHTW 3alumMTaBa ornepaTuBHUTE AENCTBUSA HA MHOIO HMBa U
nossonsBa cuUrypHo obpaboTBaHe Ha MCKaHETO 3a M3gaBaHe Ha KBanuUUMpaHO yOoOCTOBEPEHME,
BKIMIOYMNTENHO 3a Cb3daBaHe Ha Noaxogswo popmaTupaHa 3asiBka 3a u3gaBaHe Ha yooCTOBEpeHuEe OT
YpocToBepsiBalms opraH;

» obpaboTteHaTa 1 hopmaTupaHa 3asBKa 3a yOOCTOBEPEHWE Ce m3npawia Ha CbpBbpa 3a
nsgaBaHe Ha kBanuduumpaHo ygocToBepeHme CbrnacHo n3bpaHusa npodun;

» YpocToBepsBalWMAT opraH reHepupa UckaHoTo ya0CTOBEPEHUe, NOANMUCBA ro C eNIeKTPOHHUSA
noanmc Ha EBpoTpbCT M ro nybnukysa HesabaBHo B [yGnnYHNS cn perncTop;

» YpocToBepsBawMAT opraH NoaroTea OTroBOP, CbAbpKall, M30aneHOTO yOOCTOBEPEHME U 1O
npeaocTaBsa Ha noTpeburens.

Mpu oToaneyeHo 3asiBABaHE Ha YAOCTOBEpeHMe npe3 MOOMMHOTO NpunoXeHne Ha EBpOTpbCT,

CbLLIOTO Ce 13aaBa B peariHo Bpeme He3abaBHO, B paMKUTE Ha CECUsiTa No pernctpaums Ha notpeéuTens.

4.3.2 NPEAOOCTABAHE HA UH®OPMALIUA

OTopusnpaH npeactasuTen Ha Pernctpupawumsa opraH Ha EBpoTpbCT, He3abaBHO M3BecTsBa
Tutynaps/Ce3patens vnn ynbnHomoweHoTo oT Cbh3gaTend nvue 3a vM3gageHoTo u nybnukyBaHo
yAOCTOBEPEHME.

OtopusnpaH npeactasuten Ha Peructpupawms opraH Ha EBpoTpbCcT  um3snpawa go
Tutynaps/Cb3natens enekTpoHHO U3BECTUE MO UMEN ¢ nHopMauusa 3a UMeTo Ha Tutynsaps, Buga Ha
N30adeHoTO  YOOCTOBEPEHME 3a €eNneKTpOHeH nognuc/nedar YHUKaANHWS CepueH HoMmep Ha
KBanuuunpaHoTo yaOCTOBEPEHNETO 1 NEpMoO4a My Ha BanMAHOCT, OCBEH B CryvauTe, Korato nivncea
nmewnn agpec.

[ocTaBunkbT gocTaBa u3ganeHoTo yaoctoBepeHne Ha Tutynapsa/Cb3gatens, pecneKkTMBHO Ha
YMbIHOMOLLEHOTO OT HEro nuue, Ypes Pernctpupalums opraH.

OTopusnpaH onepatop Ha Pernctpupawmsa opraH 3anvcBa yA0OCTOBEPEHNETO Ha YCTPOMCTBO 3a
Cb3JaBaHe Ha eneKkTpoHeH noanuc/nedat, KbAeTo e Ouna reHepupaHa OBoWkaTa KpunTorpadcku
KrnoYyoBe 3a TOBa y4OCTOBEPEHME.

Teswn npaBuna ce npunaraT U Npu oTAanedYeHo m3gaBaHe Ha KBanMduuMpaHo yooCToBepeHue
4ype3 MOBUNHOTO NpunoxeHne Ha EBpoTpbCT. B TO3M cnyyan yBegomsaBaHeTo Ha Tutynaps/Cw3gatens

cTaBa Ypes uanpallaHe Ha CboBLLEHE B CAMOTO MOBMITHO NMPUMOXEHME.
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4.4 NPUEMAHE HA KBAJINMOULNPAHO YOOCTOBEPEHUE
4.41 NOTBBLPXAEHUE 3A NMPUEMAHE HA KBAJTMOULIMPAHO YOOCTOBEPEHUE

Mpn nony4yaBaHe Ha KBanUMUUMPaHO YAOCTOBEpeHWe, NoTpebuTensaT e ONbXeH Aa NpoBepu
CbObpXaAHNETO My, MO OTHOLUEHME Ha TOYHOCTTa Ha AaHHUTE W HanM4YMeTo Ha nyonuyeH Knou
CbOTBETCTBALL, HA YaCTHUS KN4, KOWTO TOW nputexaBa. AKO B YAOCTOBEPEHMETO Ca BNUCAHN HEBEPHM
OaHHK, yaoocToBepeHneTo TpsibBa ga 6bae He3abaBHO NpekpaTeHo.

Ako Tutynsapat/Cb3gaTtensaT Bb3pasu, Ye n3gaaeHoTo KBanudumumpaHo yaqocToBepeHme Cbabpxa
rPELKN MM HenbnHOTM B 3 (TPUAHEBEH) CPOK OT NyGnvKyBaHETO My B peructbpa, EBpOTpbLCT
OTCTpaHsiBa Ype3 nsgaBaHe Ha HOBO yaoCToBepeHne 6e3 3annalwiaHe Ha Bb3HarpaxaeHune, OCBEH ako ce
ObIKaT Ha NpeaocTaBsiHe Ha HeEBepHU AaHHW. Mpy nunca Ha Bb3pakeHne ce CMATa, Ye CbabPXKaHNETO
Ha yOOCTOBEPEHUETO € NPUETO.

lMpaBunaTta B HacTosiLLaTa To4Ka ce npunaraT KakTo Npy usgaBaHe Ha yaoCTOBEPEHME, Taka U Npu
noaHoOBsIBaHE Ha yooOCTOBEPEHME.

Cnep npoueaypa no npMemaHe Ha kBanuduumpaHo yaoCTOBEpPEHME ce Npuema, Yye noTpedutenaT
e 6un 3anos3HaT Cc npoueaypuTe 3a nsgaBaHe Ha yaoCTOBEPEHUE, ONMCaHN B TO3M JOKYMEHT.

C npvemaHe Ha kBanMdUUMPaAHOTO YAOOCTOBepeHue, noTpebutensTt npuema [pakTukaTta u

MonuTtukata Npu NpeaocTaBsiHe Ha KBanuuumMpaH yaoCToBEpPUTENHM YCIYTH.

4.4.2 NYBJIMKYBAHE HA KBAJIMOULIMPAHO YOOCTOBEPEHUE

Bcako wu3pgageHo M npueTo  ygocToBepeHue ce nybnukyBa He3abaBHO B ny6rmyHMA

perncTbp/xpaHunuweTo Ha EBpoTpbCT.

443 WHOPOPMALMUA 3A IPYTU CTPAHU

Cnep I'Iy6J'II/IKyBaHeT0 Ha n3goageHoTo yaoCctoBepeHune B I'Iy6anH|/|9| pernctbp Ha mn3gageHuTe

yAaoCTOBEPEHUA, TO CTaBa AOCTBHIMNHO 3a BCUYKN 3anHTEepeCOBaHU CTPaHW.

4.5 YNOTPEBA HA KBATIMGULMPAHO YOOCTOBEPEHUE U HA ABOMKATA KINOYOBE
4.5.1 OTCTPAHA HA TUTYNAPUTE/CBb3OATEIIUTE

Tutynapute/Cb3gatenuTe TpsabBa Aa M3nonsBaT YacTHUTE KNKYOBE U KBanuduumpaHmTe
YAOCTOBEPEHUS:
» B CbOTBETCTBME C TAXHOTO NpefHa3HaYeHne, NoCoYeHO B HacToswaTta lNpakTtuka n B

CbOTBETCTBME C OrpaHN4eHndTa 1 uennte 3a n3nosisaBaHe, BNMCaHn B CaMOTO NpUrioXxXeHmne, Kakto BbB
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Bpb3ka C aTpubyTuTte Ha CamoTO YAOCTOBEPEHWE;

» B CbOTBETCTBME C AOMbBIHUTENHO Cnopa3ymMmeHue mexay notpebutens n EBpoTpbCT;

» CaMmo B paMKMTe Ha Cpoka Ha TsixHaTa BanvaHoCT;

» KoraTo yOCTOBEPEHUETO € CrpsiHO, MOTpebuTensT He TpsibBa Aa 13Non3Ba YacTHUS KIoY
3a Cb3faBaHe Ha eneKkTPOoHeH nognuc/neyar.

Tutynsapat/Cb3aaTenaT HAMa NpaBo Aa NpaBu AOCTOSIHUE YaCTHUS! CY K04 Ha TpeTu nuua, HATO
Aa npefocTaBs HOCUTENs, BbpXy KOWTO € MepcoHanuMavpaH WM HauuHa Ha WaeHTUdMKauus.

OTroBopHOCTTa 3a OMa3BaHEeTO Ha TanHaTa Ha YacTHUS KoY e Ha Tutynaps/Co3garens.

4.5.2 OT AOBEPABALUUTE CE CTPAHU

[loBepsaBalUTE Ce CTpaHW, BKMOYUTENHO onepaTopuTe B PerucTtpupawms opraH, Tpsbea aa
nonarar gbMmKuMaTta rpmka npv u3nonssaHe Ha ny6rnmyHUTe KNnioYoBe U CbOTBETHUTE UM YOOCTOBEPEHUS:

> B CbOTBETCTBME C THAXHOTO MNpedHasHayeHWe W BNMUCaHW OrpaHUYeHUss 3a W3NOoN3BaHe,
MocoYeHo B HacToswaTa pakTuka, KakTo v ¢ ornes aTpubyTuTe Ha CaMOTO YAOCTOBEPEHWE;

> camo cref MnpoBepka Ha TexHUs cTaTyC M MNpoBepka Ha EeneKkTPOHHMS MoAnuc Ha
YaocToBepsiBalLLMsi OpraH, u3gan yaoCTOBEpPEeHNETO;

> [0 npekpaTsiBaHe Ha ya0CTOBEPEHNE;

> KoraTo YOOCTOBEPEHMETO € CMnpsiHO, OOBepsiBallaTa ce cTpaHa He TpsibBa ga npuema

Ny6rNYHNS KoY.

4.6 NOAHOBABAHE HA KBAJINM®OULUUPAHO YOOCTOBEPEHUE

MogHoBsIBaHe Ha KBanUMUUMPaHO YOOCTOBEpEeHMe O3HayaBa MOAMSIHA Ha  BanuagHo
yOoCToBepeHmue ¢ HoBO, 6e3 Aa ce NMPOMEHs CbllecTBYyBallaTa MHOPMaLIMs B HEro, OCBEH HOB CepueH
HOMEp, HOBa [BOWKa K/OYOBE, HOB CPOK Ha BanuMOHOCT W HOB €neKTPOHeH noanuc/medar Ha
YnocToBepsBalmsa opraH. To TpsaGBa Oa Gbae NpelwecTBaHO OT perucTpupaHe Ha uckaHe 3a
noAHOBsIBaHe B noaxoAsiia dopma, npueta n ogobpeHa ot onepaTtop B Pernctpupall opraH, nposepeHa

MOEHTU4YHOCT N KOPEKTHOCT Ha NogaaeHOoTO NCKaHe.

4.7 W3AOABAHE HA KBAIM®ULIMPAHO YOOCTOBEPEHUE C TEHEPUPAHE HA HOBA
OBOWKA KINOYOBE

HoBa aBoiika knio4oBe ce reHepupa OT EBpOTPLCT, B cryyauTe KoraTo Beye permcrpvpad
noTpebuTen novcka Aa My ce reHepvpa HoBa [BOMKa KIto4OBE UM HOB NoTpebuTen nogase nckaHe 3a

reHepuvpaHe Ha [BOWMKa KnioyoBe. [eHepupaHEeTO Ha HOBa [BOWMKAa KNHOYOBE Ce CbMbTCTBA C M3gaBaHe
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HOBO KBanuuLumMpaHo y4oCTOBepeHWe, NOTBbPXKAABALLO NPUTEXaHWETO Ha HOBOCb34aAeHaTa KryoBa
[BOMKa.

N3naBaHe v nogHoBsBaHe ¢ Re-key TpsibBa Aa ce TbiKyBa No CnegHnsa HauvH:

» un3gaBaHeToO Ha HOBa [ABOWKa KIHOYOBE He Ce CBbP3a C HUKaKBM BanuaHm yaoCTOBEPEHUSA U ce
n3nonsea ot noTpebutenuTe, 3a Aa nony4yaT yAOCTOBEPEHME OT BCAKaKbB BUA;

» OTHacs ce 00 KOHKPEeTHO BanuaHoO yAOCTOBepeHue, NOCOYEeHO B UCKaHeTo. B crneacteue Ha
TOBa, HOBOTO YJOCTOBEPEHME BKIOYBA CbLLIOTO CbAbpXaHue, KaTo pas3riuknTe ca: HOB CepueH HoMep,
HOB MybGnunyeH KN4, HOB CPOK Ha BanUOHOCT M HOB eNieKTPOHEeH nognuc/neyart oT YaocToBepsiBawus
opraH.

EBpoTpbCT MHOpMMpa npeaBapuTenHo noTpebutenute cn Nno umenn Han-manko 14 gHn npeam
n3TU4aHe cpoka Ha BanunaHOCT Ha U3gafdeHo yaoCTOBEPEHME, KOraTo TOBa € Bb3MOXHO.

Mpouenypata no usgasaHe Ha KBanMduuMpaHO YAOCTOBEPEHUE C reHepupaHe Ha HOBa OBoOMKa
KN4oBe MOXe [a ce npunara u KbM Y0CTOBEpPSABaLLMSA OpraH U KbM Permctpupalyms oprat.

Mpouenypute NO Tasn Toyka He ce npunaraT 3a KBanuduumpaHu yooCTOBEPEHUs, U3gadeHu

oTaaneyeHo, Ypes MoOMIHOTO NpUNoXeHne Ha EBpoTpbCT.

4.7.1 OBCTOATENCTBA, NMPU KOUTO CE TMNPUNATA U3OABAHE HA KBAJIIU®GPULIMPAHO
YOOCTOBEPEHUE C FTEHEPUPAHE HA HOBA [IBOMKA KNIOYOBE

EnHo noTpebuTtencko nckaHe 3a nsgaBaHe Ha KBanuduumpaHo yaoCTOBEPEHME C reHepUpaHe Ha
HOBa [BOWKa KNo4oBe, NpegocTaBeHo npea EBpoTpbCT, MoXe Aa ce npunara ako:

» NoTpebuTensT e cblus;

» YOOCTOBEPEHWETO € BanuaHO B MOMEHTa Ha NnojaBa Ha WCKAHETO U HE € OTMEHSIHO Npeau
TOBAQ;

» noTpebuTensT M3NCKBA OOMbIIHUTENHO YAOCTOBEPEHME OT CbLUMS TUM UMK OT Pas3nnYeH Tvm,

HO CaMO B paMKUTE Ha NOJNIMTUKaTa 3a yaoctoBepAaBaHe Ha BannaHoOToO KBaHM(bI/ILlI/IpaHO yoocTtoBepeHue.

4.7.2 KOW MOXE OA MOUCKA AKTYANU3ALMA HA KITIOYOBA IBONKA

MckaHeTo 3a usgaBaHe Ha KBanuuUMpaHo yOOCTOBEpPEHUE C reHepupaHe Ha HoBa ABOMKa

KMHOYOBE Ce M3BbPLUBA €4MHCTBEHO OT TUTynsAp/Cb3aaTten unm ynbiaHOMOLEHO OT HEro nuue.

4.7.3 AKTYANU3ALUA HA KNIOYOBA BOMKA U OBPABEOTKA HA UCKAHETO

M3paBaHe Ha kBanuuuMpaHO YOOCTOBEpPEHUME C reHepupaHe Ha HOBa [BOKMKa KI4yoBe 3a

enekTpoHeH noanuc/nevaT ce npeaxoxaa OT perucTpypaHe Ha WUckaHe 3a MNoAHOBsIBaHe npes
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PerucTtpupawmsa opraH Ha EBpOTpBCT.

WckaHeTo 3a nogHoBsiBaHe Ha KBanuuuMpaHO yOOCTOBEpPEHMe, Ype3 enieKTpoHHa 3asiBka ce
yaoOCTOBEpsiIBa C €NeKTpoHeH noanuc/nedart, CbOTBETCTBAlL, Ha BanuMAHOTO YAOCTOBEpeHVEe Ha
Tutynaps/Cb3gatens unu ynbiaHOMOLLEHO OT HEro nuue.

B cnyyan, 4e ygocToBepeHWeTO, KOeTO Ce MOAHOBSIBA € C W3TeKb/l CPOK Ha BanugHoCT,
Tutynapat/Cbe3gatenaT unu ynbaHOMOLLEHO OT Hero nuue Tpsabsa aa nocetn Pernctpupalyms opraH Ha
EBpoTpbCT unn ga ce ngeHtudmnumpa otganedeHo. YnbiaHOMOLLEH onepaTtop Ha Pernctpupalims opraH
CTPOro cnegpa U3NCKBaHUATa 3a MAEHTUMUKaUNA 1 yCTaHOBABAHE Ha MAEHTUYHOCT M Ha ycroBudATa 3a
nogHoBsABaHe.

Cnep ycnewHa vaeHTudmkaums 1 NpoBepka Ha ycrosusaTa 3a nogHossiBaHe, PeructpupamaT
opraH noTBbpPXKAaBa WUCKAHETO 3a MNOOHOBSABaHe Mpeqd onepaTuMBHUSA YOOCTOBepsiBall, OpraH Ha
EBpoTpbCT.

Cnepn ycnelwHa enekTpoHHa aBTeHTU(MKaums Ha Pernctpupalwinsa opraH, Ypes oTopusmnpaHus
oneparop, onepaTnBH1s YOOCTOBEPSIBALL, OpraH U3nbiiHsBa NOTBbPAEHOTO MCKaHe 3a NOAHOBSIBaHEe Ha
yAOCTOBEPEHUNETO.

Mpn HeycnelwHa naeHTMdUKaLMsa 1 NpoBepka Ha ycnoBusaTa 3a NogHoBsiBaHe, Pernctpupawmnat
opraH OTXBbpJis UCKAHETO 3a NOAHOBSABAHE Ha YAOCTOBEPEHMETO M U3BECTABA NOTpebutens 3a ToBa cBoe
aencrteme. B TakbB cnyyanm notpebuTtens C OTXBbpfieHO MCKaHe 3a MOAHOBSABaHe MOXe [a 3asBu
n3gaBaHe Ha HOBO yOOCTOBEpPEHME.

lMogHoOBSIBAaHE NO Ta3n TOYKAa He ce npunara 3a KBanuduumpaHu yaoCTOBEPEHUs, n3ganeHu

oTAaneyeHo, Ype3 MOBUIHOTO NpuUIoXeHne Ha EBpOTPbLCT.

4.7.4 WHOOPMAUMUA 3A TUTYNAPA/CB3OATENA

OTopusupaH npepctasuten Ha Peructpupawmsa opraH Ha EBpoTpbCcT He3abaBHO u3BecTsBa
Tutynapsa/Cbe3gatens MnM  yNbfHOMOLWEHO OT Hero nvue 3a MNOAHOBEHOTO U nyGruKyBaHO
yAOCTOBEPEHNE.

B cnyyauTte, korato nckaHeTo € NOAaAeHO MO enekTPOHEH MbT npe3 Ny6nnyHo JOCTLNHO yeb
6a3vpaHo npunoxeHve, EBpOTPbCT n3npatla no enekTpoHeH MbT (4pe3 enekTpoHHa nowa) nHopmMauus
3a HOBOTO KBanuduuMpaHO YyAOCTOBEpPEHWe: UMEeTo Ha notpebutensa, Tuvna KBanudpuumpaHo
YAOCTOBEPEHME, YHUKaneH CepueH HOMep M Cpoka Ha BanuaHOCT Ha MOAHOBEHOTO YAOCTOBEPEHME.
WN3npalua ce n enekTpoHHUSA agpec, OT KOUTO MOXe a ce CBarnv HOBOTO KBanuduumnpaHo yaoCcToBEPEHME.

Korato uckaHeTto ce nogasa Ha MACTO, npu Peructpupalwums opraH, Tutynapat/Ce3gatenaT unv
YNbAHOMOLLEHOTO OT Hero nuue noriydasa MNOAHOBEHOTO KBanuduumpaHo yOoCTOBEepeHue, 4pes
oTopuanpaH onepatop Ha Peructpupalums oprad. OnepatopbT ro 3anvMcea Ha yCTPOMCTBO 3a Cb3gaBaHe

Ha eneKTPOHeH noanuc/meyaT, B KOETO € reHepupaHa [BoWkaTa KpuntorpadCcku KrtoyoBe 3a
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KBanMguuMpaHoTO YAOCTOBEPEHME.

4.7.5 NOTBBLPXAEHUE 3A NMPUEMAHE HA HOBO YOOCTOBEPEHUE

Mpy nonyyaBaHe Ha HOBO KBanNUWUUMpaHoO yaocToBepeHune, Tutynsapsat/Cb3gatensit e AnbXeH

Aa cnas3Ba N3NCKBaHUATA NO-rope.

4.7.6 NYBJINKYBAHE HA HOBO KBAJITUPULIMPAHO YO OCTOBEPEHUE

EBpoTpbCT, Ype3 onepaTvBHUA YOOCTOBepsiBally, opraH nyGrvkyBa He3abGaBHO MOAHOBEHOTO

yoocToBepeHue B MyGnuyHusa pernctbp/XpaHunuiueTo.

4.7.7 WHPOPMALINA 3A NOBEPABALLU CE CTPAHU

Cnepn He3abaBHOTO NyGnuKyBaHe Ha M3OafdeHo kBanuduumpaHo yaocToBepeHue B [MyGnuyHus

pernctbp Ha nsganeHuTe yaoctoBepeHud, To CtaBa AOCTbMHO 3a BCUYKN 3anHTEpeCcOoBaHN CTpaHN.

4.8 MNPOMAHA B KBAJIM®OULMPAHO YOOCTOBEPEHUE
4.8.1 OBCTOATENICTBA 3A NPOMAHA B KBAIIMOULIMPAHO YOOCTOBEPEHUE

MNpomMsiHa B KBanUUUMpaHO yaOCTOBEPEHE O3Ha4YaBa MPOMsiHA B CbAbpXKaHMETO Ha AaHHWUTE
BbB Beye u3aageHo n nybrnvkyBaHo kBanuuumpaHo yaocToBepeHue 3a enekTpoHeH nognuc/neyar. Mpu
npomsiHa B KBanuuuMpaHo yOOCTOBEPEHME CE U3UCKBA 3aQbIPKUTENHO reHepupaHe Ha HoBa ABoOMKa
Krto4oBe.

MNpomMsiHaTa ce TpeTMpa MO CblUMS Ha4MH, KaKTO M M3gaBaHeTO Ha HOBO KBanuduumpaHo
YOOCTOBEpPEHME.

EBpoTpbCT He pgonycka npomsiHa B npoduna Ha KBanuuuMpaHUTe YyOOCTOBEpPEeHUs 3a
enNeKTPOHeH noanuc/nevar.

MNpomMsHa He ce Oonycka 3a KBanuUUMpaHW YOOCTOBEPEHWS, M3OafdeHV OTAaneyeHo, Ypes
MOGMIHOTO NpuUnoXeHue Ha EBpoTpbCT. ChlUMTe ce NpekpaTaBaT U Ha TAXHO MSICTO Ce U3aaBaT HOBU.
4.8.2 KOW MOXE OA MOUCKA NPOMSAHA HA KBANTU®ULIMPAHO YOOCTOBEPEHUE?

Tutynap/Cb3agaTen, ynblIHOMOLLIEHO OT HEro nvue, ApYyro CBbP3aHo C TAX N1UE UMK Nnnule, KoeTo
€ W3TOYHMK UNN MMa Bpb3Ka C BMMCAHM B YOOCTOBEPEHMETO OaHHW, MOXe [a Mnoucka MpomsiHa Ha
KBanMguumupaHo yaoCToOBEPEHWE NPU YCNOBUE, Ye Ca U3MbITHEHU U3NCKBaHMATA U YCIOBUSATA, ONUCaHN B

TO3U OOKYMEHT.
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4.8.3 OBPABOTKA HA UCKAHETO

lMpomMsiHaTa Ha KBanuUUMpaHO YAOCTOBEPEHME 3a eNEeKTPOHEH nognuc/neyaT ce npeaxoxaa ot
nogaBaHe Ha WCKaHe 3a npoMsiHa OT TuTynaps/Cb3gatens vnv yNbAHOMOLLEHO OT Hero nviue npu
PerucTtpupawmsa opraH Ha EBpOTpBCT.

VckaHeTo 3a NpoMsiHa, Ypes3 enekTpoHHa 3asiBKa ce y4OoCTOBepsiBa C eNeKTpPOHeH noanuc/neyar
Ha TuTtynaps/Cbh3gatens, CbOTBETCTBALL Ha BannaHO KBanuguumpaHo yaoCTOBEPEHME.

B cnyyan, 4ye yaoocToBepeHMETO, KOETO Ce MPOMEHs € C W3TeKbll CPOK Ha BanuaHoOCT,
Tutynapat/Cb3gatenaT unu ynbiaHOMOLLEHO OT Hero nuue Tpsbea ga nocetn Pernctpmpaiymsa opraH Ha
EBpoTpbCT unu pa ce wugeHTuduumpa otganeyeHo. Peructpupalumst opraH CTporo crnegsa
N3nCKBaHMATa 3a MaeHTMduKauusa 1 ycTaHoBABaHE Ha WOEHTMYHOCT U Ha yCroBusiTa 3a NpoMsHa Ha
KBanuguuupaHo yaocTtoBepeHume.

Cnep ycnelwHa ngeHtTudmrkaums 1 npoBepka Ha ycrnoBusiTa 3a NpomsHa, PermctpmpalymaT opraH
NnoTBbPXKAABa UCKAHETO Npes onepaTtMBHUSA YOocToBepsBaLL opraH Ha EBpOTpBLCT.

Cnen ycnelwHa enekTpoHHa aBTEHTU(DMKaALMS Ha oTopuanpaHus onepatop Ha Peructpupalums
opraH npeg onepaTtMBHUSA YOOCTOBEpsiBall, opraH, NMocCrneaHusaT M3nbiHsBa NOTBLPAEHOTO UCKaHe 3a
NpoMsiHa Ha KBanuuUMpaHOTO yaOCTOBEPEHUE.

Mpun HeycnelwHa naeHTUUKaUMS 1 NpoBepKa Ha ycrnoBusaTa 3a NnpoMsiHa, Pernctpmpalmnar opraH
OTXBbpPNs UCKAHETO 1 He3abaBHO M3BeCTsIBa NoTpebutens 3a npudnHaTa. B TakbB cnyyam notpebutens
C OTXBbpPIIEHO UCKaHE 3a NPOMsIHA, MOXe Aa Noucka n3gaBaHe Ha HOBO KBanuuumpaHo ygoctoBepeHue

3a efleKTpOHEH nognuc/nevyar.

484 WHOPOPMALMUA 3ANOTPEBUTENA

OtopusunpaH cnyxuten Ha Peructpupawms opraH Ha EBpoTpbCT, He3abaBHO u3BecTsBa
Tutynaps/Cbh3gatens wunmM  ynbiHOMOLLEHO OT Hero nuue 3a MPOMEHEHOTO U nybnukyBaHO
KBanuguuupaHo yaoCcToBepeHue.

[ocTtaBunkbT m3npawa go Tutynaps/Cb3gatena enekTpoHHO u3Bectue (MMenn) ¢ MMeTo Ha
Tutynaps/Cbh3gatens, Tuna Ha KBanuuumupaHoTo yOOCTOBEPEHMETO 3a €eneKTPOHeH nognuc/nedyar,
YHUKanHna cepveH HOMEpP M CpoKa Ha BanuAaHOCT Ha NPOMEHEHOTO ygoctoBepeHue. [loTpebutenst
nosly4aBa W enekTpoHHa npenpaTtka, OT KOSATO MOXe Aa CUM CBanu MPOMEHEHOTO  KBanudumumpaHo
yOOCTOBEpPEHME.

Korato Tutynapat/Cbe3gatenaT unv ynbIHOMOLLEHOTO OT Hero nuue nocelasa Pernctpupaiwius
opraH, noTpebuTenaT nofnyyaBa HOBOTO YAOCTOBEpeHWE Ha MaAcTo. OTopuaupaH CryxuTen Ha
Pernctpupalwimns opraH 3anmucea HOBOTO KBanuduumMpaHo yooCTOBEPEHME Ha YCTPOMCTBO 3a Cb3gaBaHe

Ha nognuc/neyar, B KOETO € U reHepupaHa ABorikaTa KpunTorpadCcku Kno4YoBe 3a yA0CTOBEPEHNETO.
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4.8.5 NOTBBLPXAEHUE 3A NMPUEMAHE HA HOBO KBAITUPULIMPAHO YOOCTOBEPEHUE

Mpn nonyyaBaHe Ha NPOMEHEHO KBanMUUMPaHO YAOCTOBEpeHune, NoTpebuTensaT ce aHraxupa
Aa NpoBepu CbabpXaHWETO MYy, 0COBEHO 3a TOYHOCTTa Ha AaHHUTE M HanM4YMeTo Ha NyonuYeH Koy
CbOTBETCTBALL Ha YaCTHUSA KoY, KONTO TOW MpuTexaBa. AKO YAOCTOBEPEHNETO MMa HSIKaKBU MPELLIKM,
KOUTO He moraT ga 6bgaTt npuetn oT noTpedbuTtens, yaocToBepeHneTo TpsibBa ga O6bae HeszabaBHO
npekpaTeHo.

Tutynapat/Cb3gatenaT unm ynbHOMOLLIEHOTO OT HEro nuue, MoXe Aa Bb3pasu, ako 3gageHoTo
YAOCTOBEPEHNE CbAbpXa FPELUKN UM HenmbnHOTU, B 3 (TpMAHEBEH) CPOK OT MNybnukyBaHETO My B
pernctbpa. EBpoTpbCT M oTCTpaHsBa, Ype3 usgaBaHe Ha HOBO KBanuduuupaHo yaoctoBepeHue 6es
3annallaHe Ha Bb3HarpaxaeHne, OCBEH ako Ce ObIKaT Ha NpeaoCcTaBsiHe Ha HEBEPHU AaHHW. [Npu nunca

Ha Bb3paXeHne ce CMATa, 4e CbabpXXaHMeTO Ha yooCTOBEPEHMNETO € NPUeTo.

4.8.6 MYBJINKYBAHE HA HOBO KBAJIM®ULIMPAHO YOOCTOBEPEHUE

EBpoTpbCT, Ypes onepaTvBHMSA YOocToBepsiBall, opraH nybnvkyea He3aGaBHO NPOMEHEHOTO

KBanuduumupaHo ygoctoBepeHue B MNyo6nnyHms permcTbp/XpaHunmLLeTo.

4.8.7 WHOPOPMALMUA 3A NOBEPABALLUTE CE CTPAHU

MyonMYHMAT KN4 B KBanuUUMPaHOTO YAOCTOBEpPEHME, CbOTBETCTBALl, Ha ObpXKaHus OT
TUTyNApSA YacTeH KoY, € NyGnMYHO AOCTBbMNEH 32 BCUYKM IOBEPSABALLN CE CTPaHW.

Bcaka OoBepsiBallla ce CTpaHa, BKIHOYUTENHO onepaTtop B Peructpupall opraH crneisa ga
n3nona3ea nyonMuHMA KoY U yAOCTOBEpeHWeTo Ha Tutynsaps/CbagaTens B CbOTBETCTBUME C
M3NCKBaAHMSATA HA O3HaYeHaTa B y4OCTOBEPEHMETO NONUTMKA.

[oBepsiBawnTe ce cTpaHu TpsibBa Oa u3nonseaTt NyonuyHMSA KoY camo cref NpoBepka Ha
cTaTyca Ha yOOCTOBEPEHUETO U NPOBEpPKa Ha eNnekTPOHHUS NoANuc Ha EBpoTpbCT.

OT ocobeHa BaHOCT € [OOBepsiBalUTe Ce CTPaHW Oa He M3Mon3eaTt NyoenuyHMs Khd cnef

npekpatqaBaHe Ha yaoCToBepeHneTo Ui B MOMEHT, KOoraTto TO € CNpAHO.

4.9 CINWPAHE U NPEKPATABAHE HA KBAJTMU®GULIMPAHO YOOCTOBEPEHUE

CnupaHe 1 npekpaTsiBaHe Ha BanvMaHOCTTa Ha KBanuUUMpaHO YOOCTOBEPEHUE € YCTaHOBEHa
onepaTvMBHa npakTMka Ha EBpoTpbcT. Te ce u3nbhHsBaT caMo Mpe3 nepuoga Ha BanMAHOCT Ha
yooctoBepeHveTo. CnvpaHeTo BoaW A0 BPEMEHHO CnMpaHe Ha [OEeUCTBMETO Ha yOoCTOBEPEHUETO.

MpekpaTasaHeTo Boau 00 6€3BBb3BPATHO CrpaHe Ha AEWCTBMETO Ha YAOCTOBEPEHMETO 1 & HeobpaTum
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npouec.

Ako ypoctoBepeHMeTo Obae npekpaTeHo crnej MbpBOHAYanHOTO akTuBMpaHe, TO rybu
BannaHOCTTa CU OT MOMEHTA Ha NpeKkpaTsaBaHe U HEroBUAT CTaTyC He MOXe Aa 6bae Bb3CTaHOBEH Npwu
HWKaKBM 0BCTOATENCTBA.

Ako EBpoTpbCT Ccripe nnu npekpaTn yaocToBEPEHNE, TOW perncTpmpa Ta3m npomMsiHa B cBodATa 6asa
AaHHW C YOOCTOBEpeHUs 1 NybrvkyBa OTMEHEHUSA CTaTyC Ha y4OCTOBEPEHMETO CBOEBPEMEHHO, HO BbB
BCUYKM CNnyyaun B CPOK A0 24 (oBageceT 1 YeTnpun) Yaca crnef kato 0bae nonyyeHo uckaHeto. CnnpaHeTo
UNn npekpaTaBaHeTO CTaBaT BanuAHW BedHara cnep kato 6baart nybnukyBaHW B XpaHunuwieto. Te
BMHarn ca AcHo otbenssaHn ¢ ToYHa fgaTta M Yyac Ha NpoMsiHa Ha cTaTyca B CbOTBETHMSA CnMCBbK CbC
cnpeHu n npeyctaHoBeHn ygoctoBepeHus (Certificate revocation list/CRL) n B8 OpraHa 3a Banugaums Ha
nspatens Ha ygoctoepeHuneTo (Online Certificate Status Protocol/OCSP).

Mpun npekpaTsaBaHe Ha yAOCTOBEPEHNETO HA onepaTUBHMA YO0CTOBEPSABALL OpraH 3a usgaBaHe U
noaabpXaHe Ha KBanuduuupaHu yooCTOBEPEHUS 3a €NEeKTPOHHW nognucu/meyatn, OEWCTBMETO Ha
BCUYKN M3aaaeHM OT HEro U BannaHm yaoCTOBEPEHUSA ce NpeKkpaTsiBa.

Camo onepaTMBHUAT Y[OocToBepsiBal, opraH, usgan KeanuduumpaHo yaoCTOBEpPEHMe 3a
eneKkTpoHeH noanuc/neyar, Moxe Aa NpekpaTun 4eNCTBMETO Ha TOBa Y4OCTOBEPEHME.

AKO npekpaTsaBaHETO € cneacTene OT onepaTopcka rpeLuka unu cneactemMe OT KOMNpoMeTupaHe
Ha onepaTtMBeH 4acTeH KN4 Ha EBpOTpbCT, OoBenn [0 npekpatsaBaHe Ha [AeWCcTBMEeTO Ha
yAOCTOBEPEHNETO Ha onepaTuUBHMA YOOCTOBepsiBall opraH, [locTaBuvKbT LWe usgage 3a CBOS CMeTka
€eKBMBaNeHTHO KBanuduuupaHo yaoCTOBEPEHUE.

Ycnyrute no ynpaefieHne Ha npekpaTsBaHe U CnvpaHe Ha AeWCTBMETO Ha KBanuduumpaHo
yAOCTOBEPEHNE Ca Ha pas3noriokeHue EHOHOLWHO, 7 AHW B ceamuuaTa.

MNpyu cpuB B cuctemarta, ycnyrute wnuv Apyru pakTopu, KOWTO Ca M3BbH KOHTpoOna Ha
YpoctoBepsiBawwms oprad, EBpoTpbCT nonara makcumanHu ycunus, 3a Aa rapaHTupa, ve ycnyrata He
nvncBea 3a nepuog, No-4bSbr OT MakCMManHusa nepuog OT Bpeme, KOMTo B criyyas e 3 (Tpu) Jaca.

EBpOTpBCT NpefocTaBAT Ha BCUYKM JOBEPSIBALLM CE CTPaHM MHbopMaums OTHOCHO BanuaHocTTa
UNKN He Ha u3gageHnTe OT Hero KBanuduuupaHn yagoctoBepeHus. Tasm nHopmauns ce npeaocTaBs Ha
pasnonoXeHne no BCSAKO BPEME W [OPW Cref Cpoka Ha BanMOHOCT Ha y4OCTOBEPEHMETO Mo
aBTOMaTM3MpPaH HagexXaeH HaumH.

BpemeTo B cuctemnte, CBbp3aHM CbC ChMpaHe W MpekpaTsiBaHe Ha YO4OCTOBEPEHMS ce

cuHxpoHu3npa cnpsamo UTC noHe BegHbX Ha 24 yaca.

49.1 OCHOBAHUA 3A NPEKPATABAHE HA KBAITUGULIMPAHO YOOCTOBEPEHUE

OcHoBHa Mpu4YMHa 3a npekpaTsiBaHe Ha KBanuuuMpaHO YOOCTOBEpPEHMe Ha noTpeduten e

3ary6aTa Ha KOHTPOI BbpXY YaCTHUA KoY UM HOCUTENA, BbpPXY KOMTO e 3anucaH unum Oopun CbMHeHue

Print and Edit Evrotrust Technologies Inc.. Page 56 of 158




MPAKTUKA MPU NPENOCTABSIHE HA elDAS-CPS
c I‘Otru St KBANIMOULIMPAHW YIOCTOBEPUTENHU YCNYIY For public use

1ISO 9001:2015, ISO 27001:2013,
ISO 20000-1:2018, ISO 22301:2012, CERTIFICATION PRACTICE STATEMENT Version - 03
Regulation (EU) 910/2014, FOR QUALIFIED CERTIFICATION SERVICES 30.01.2019
Regulation (EU) 2016/679

3a TakaBa 3aryba. O6cToaTencTea CbLUECTBYBAT, KOraTo NpUTEXaBaHUs OT NOTPEBUTENS YacTeH KoY e
M3BbH HeroBusi obcer Ha CUrypHOCT, KOraTo MMa CbLUEeCTBEHO HapylleHMe Ha 3agb/DKeHWsaTa Ha
Tutynaps/Cb3gartens, onucaHn B JOroBopa Mexay Hero n EBpoTpbCT, Mnm U3nckBaHuATa Ha nonmTukaTa
N npakTukata npu npegoctaBsHe Ha KBanuduumpaHu yOOCTOBEPUTENHW YCryrn He e crnaseHa oT
notpebutens.

EBpOTpbCT npekpaTtaBa mM3gageHo OT Hero KBanuduumpaHo yoocToBepeHue, npy Hanuuve Ha
crnegHuTe obcTosATencTsa:

» KoraTo uHdopmaumsaTa, BnmcaHa B yAOCTOBEPEHMETO Ce € MPOMEHUnNa;

» Korato MMa NOAO3peHue, Ye YaCTHUAT KoY, CBbp3aH C NyOGnvMyHMS KoY, cbabpXal, ce B
YyAOCTOBEPEHNETO € KOMMPOMETMPAH - Bb3HUKHAN € HeoTopM3MpaH AOCTbM 40 YaCTHMA KoY uUnn nva
npuvynHa ga ce nogosvpa 3a TakbB AOCTbM, 3aryba Ha YacTeH KoY UM Hannune Ha npuyvHa ga ce
noaosupa 3a TakaBa 3aryba, kpaxkba Ha YacTeH KoY Unn Hanuyme Ha NpuyMHa aa ce nogo3npa 3a Takasa
Kpaxxba, criy4arHO U3TpMBaHe Ha YacTeH KIHou;

» notpebuTtenaT pewmn aa npekpatu gorosopa ¢ EBpoTpbCT;

» CMbPT UNKU noctaesiHe nof 3anpeweHne Ha Tutynaps/Cb3gatens € npekpatsBaHe Ha
topnandecko nuue Ha Cbagartens;

» npekpaTsiBaHe Ha npeacTaBuTenHaTa Bnact Ha Tutynsapsa cnpamo Cb3agaTens;

» KoraTo noTpebutenaT He OTroBapsi Ha W3NCKBaHWATA Ha npuetata nonuTuka 3a
yAOCTOBEpPSIBAHE;

» aKko Y[OocToBepsiBalLus opraH npekpaTtu AenHOCTTa Cu;

» ako noTpebuTenaT AbfKM  Heu3nnaTteHu TakCu 3a MNpeaocTaBsHW  KBanuduumpaHm
yAOCTOBEPUTENHN YCIYIK;

» KOraTo HagexgHoCTTa U CUrypHOCTTa Ha YacTHUSA KN4 Ha YOOCToBepsABalUMsa opraH e
HapyLleHa;

» KoraTo notpebuTen, KOMTO € CNyXUTen Ha edHa OopraHu3aums npekpatu gorosopa Cu 3a
paboTa 1 He BbpHE M3non3BaHaTa Kpuntorpadcka KapTa, Ha KOATO Ce CbXpaHsiBa y4OCTOBEPEHMETO U
CbOTBETHUSA YaCTEH KIltoY;

» npyrn obCcToATencTBa, CBbP3aHM C HEM3MbIHEHME Ha U3UCKBaHUATA Ha [lpakTukata npu

npeanocrtaBsAHeE Ha KBaJ'II/l(bI/ILI,I/IpaHI/I YOOCTOBEPUTEITHN YCIyru.

YaocTtoBepeHue, KOETO NpUHagnexn Ha Y4oCToBepsiBaLLmMs opraH, Moxe aa 6bae npekpaTeHo ot
HeroBus n3gaeall opraH. lNogo6HO NpekpaTsaBaHe MOXe Aa ce NosIBM B criegHaTa cuTyauus:

» KoraTo Y[oCTOBepsiBalLMAT opraH MMa OCHOBaHMSA 4a CMATa, Ye MHopmaumsiTa B M3ganeHoTo
YyAOCTOBEPEHNE € HEBSIPHA;

» KoraTo YaCTHUAT KN4 Ha YOocToBepsiBaLLMs opraH UnvM HeroBata MHOpMaLMOHHa cucTema

Ca HapyLwleHu no Ha4vuH, 3acdraill JoOBepuneTo Ha yaooCToBEepeEHUATA, n3ganeHn ot TO3U opraH;
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> Korato YOOCTOBepsiBallMsi OpraH CbLLUECTBEHO € Hapywwui 3agbibKeHue, Npousnusallo oT

HacTosilwaTa ,lpakTvka npu npeaocTaBsiHe Ha KBanMuuupaHu yaooCTOBEPUTENHM YCryrin®.

Mpun yoocTtoBepeHus, n3gageHun 3a Lenute Ha usnbiiHeHWe Ha n3nckeaHuaTa no PSD2, nckaHeTo
3a npekpaTsaBaHe Ha OEeNCTBMETO NpW MPOMSHA Ha perncrpaumsTa Ha nuueTo ce oTnpaBs OoT U e
otroBopHoCcT Ha NCA. EBpoTpbCT npoBepsBa aBTEHTUMYHOCTTA Ha ToBa WckaHe. B gonbriHeHue
EBpotpbeT manckea NCA 3a nsnons3sa MMenn agpec: support@evrotrust.com, Ha KOWTO fa m3npauia
ncKaHuATa, CBbpP3aHM C NPOMsHaTa Aa cpoka Ha OEeWCTBME U MpekpaTsaBaHe Ha Te3n yOOCTOBEPEHUS.
HesaBncumo ot wmsnonssaHmst oT NCA c¢opmat Ha umenn cbobuweHneto, EBpOTpbCT BMHaArM ro

nposepsiBa.

49.2 JNWUA, NETMTUMUPAHU OA TOUCKAT TMPEKPATABAHE HA KBAJINM®OULIMPAHO
YOOCTOBEPEHUE?

CnegHute cybektn wmMoraT ga nogagaTl WCKaHe 3a npekpaTaBaHe Ha  kBanuduumpaHo
yAOCTOBEpPEHHUE:

» notpebuten, konto e Tutynap/Cv3gaTten Ha yAOCTOBEPEHMUE;

» yNbIHOMOLWEH NpeacTaBuTeEN Ha YAoCToBepsBalms opraH (B criydyas Ha EBpoTpbCT Tasm
ponsd e 3anaseHa 3a agMUHUCTpaTopa No CUrypHoOCTTa)

» Cb3pgaTen, KONTO kaTo paboTogaTen npekpataBa TPy4OBWUS LOrOBOP Ha CBOW CRyXWTen,
npekpaTtsiBa 1 yoqoOCTOBEPEHMETO Ha TUTYNAPS, KOUTO € HEroB nogyuHeH. B To3u cniyyan, pabotogatens
NHopMMpa He3abaBHO CBOSI NOAYMHEH;

> NCA,

» KoraTo onepartop oT Peructpupawims opraH Mma CbMHEHWE OTHOCHO LAOCTOBEPHOCTTa Ha

AafeHaTa MHopMaums oT noTpedutens.

KoraTo efHO ropuan4ecko nuue noucka npekparsaBaHe Ha yaoCTOBEPEHME Ha YMbHOMOLLEHO OT
Hero nuue (Tutynap), YaoctosepsaBallms opraH Tpsibea ga:

» nposepsiBa fanuv 3asaBuTeNs € ynbIIHOMOLLEH a Noucka npekpaTsiBaHeTo;

» nopgaea yBegomsieHue o Tutynsps;

WckaHe 3a npekpaTaBaHe Ha 4eNCTBMETO Ha KBanuduumpaHo yaocToBepeHe MoxXe Aa ce nojaae
npu Peructpupalums opraH Ha xapTus, no TenedoH 1 oHnarH. Korato notpebutenaT nogasa Ha xapTus
NCKaHeTO 3a npekpaTtsiBaHe TpsbBa Aa ce 8K npu Pernctpupalumsa opraH. B cnyvauTe korato ce novcka
OHIManH npekpaTsiBaHe Ce M3UCKBA WCKaAHeTO [e ce noanvwe C BanvaeH 3a MOMEHTa erleKTPOHEeH
noanuc/neyat. BbB BCEKM OT cnyvauTte, YOOCTOBEPEHMETO Ce CMMpa BPEMEHHO 3a rpaTuCeH Nepuoa.

BnocneactevMe ce uauckBa sBsiBaHe npen PeFVICTpVIpaLLI,I/IFl opraH 3a W3dACHABaHe Ha cny4yaa u
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NoTBbPXKAAaBaHE Ha MCKAHETO 3a NpekpaTaBaHe Ha KBannuuunupaHoTo ya4OCTOBEPEHME.

TuTynap moxe ga uHuuuupa npekpaTtsiBaHe Ha yooCTOBEpPEHME OT MOOWMHOTO MPUNOXEHWEe Ha
EBpoTpbCT, C aKkTuBMpaHe Ha CbOTBETHA (OYHKLMOHAMHOCT, KOraTo yOOCTOBEPEHMETO € M34adeHo
oTaaneyeHo. B To3u criyvai ce cuuta, Ye TUTynapsT e ngeHtuduumpad, npeasug aktmempaHeto Ha NnH

3a J4OCTbN 40 NPUIIOXKEHMETO Unu Ypes Apyr BMomMeTpuyeH naeHTugmkaTop.

4.9.3 NPOLEONYPA 3A NMPEKPATABAHE HA KBAITMPULIMPAHO YO OCTOBEPEHUE
4.9.3.1 NMPOUEAOYPA 3ATPEKPATABAHE HA KBAJTIMOULUPAHO YOOCTOBEPEHMUE HA KPAEH
NOTPEBUTEN

MNpekpaTsiBaHe OENCTBMETO Ha KBanuuuupaHo yaoCTOBEepeHue Ha KpaeH notpebuten ce
npeaxoxga OT NoAaBaHe Ha WCKaHe 3a npekpatsaBaHe npen Peructpupawims opraH Ha EBpoTpbCT.
WckaHeTo 3a npekpaTsiBaHe Ha yOOCTOBEpPEHME MOXe [a Ce peructpupa erekTpoHHO, CamoO Korato
Tutynaps/Cb3gatens nma (opyro) BanuaHo U AOCTBLMNHO 3a NMoni3eBaHe KsanuduumpaHo yaocToBepeHue
3a enekTpoHeH nognuc/neyart. B npoTuBeH cnydan ce npaBu UCKaHe Ha MSCTO npen OTopusMpaH
onepartop npu Peructpupalumsi opraH.

MNpu nckaHe 3a NnpekpaTtaBaHe Pernctpupalums opraH permcrpypa uckaHeTo v 3anoysa npouegypa
no nposepkaTta Mmy.

MNpen Pernctpupalymsi opraH ce NpeacTaBAaAT gOoKasaTencTBa 3a npekparsBaHe Ha OEACTBUETO Ha
kBanuduumpaHo ygoctoBepeHue. Crieg npernexgaHe Ha fokasartencrtearta, Peructpupawus opraH
pelwlasa fanu fa npoabriky npoueaypaTa no npekpaTaBaHe Unu a oTkaxe Ha notpebuTtens nckaHeto
3a npekpaTtaBaHe Ha yaoctoBepeHueTo. Permctpupalumsa opraH nspaborsa n nsnpawa astomatusnpaHa
3asBKa [0 YA0OCTOBEpSABALLMA OpraH 3a paspellaBaHe Ha npoueaypara Mo npekpaTtssBaHe.

Bcako wuckaHe 3a npekpaTsiBaHe Ha YyAoCTOBepeHue TpsibBa [a cbAbpXa Heocrnopumu
JokasaTencTsa 3a NOTBbPXAEHWE Ha npekpaTsaBaHeTo. Beuukn MoTvBM 3a npekpaTtaBaHe TpsibBa Aa ca

3aBepeHun (I'IOLI,I'Il/IcaHI/I NoO eNneKTPOHEH NbT N NnoanncaHn Ha p'bKa).

MpouenypaTta 3a npekpaTaBaHe Ha KBanuuumMpaHo yaoCTOBEPEHNE Ce U3BBPLUBA, KaKTo criefBa:

» OrtopusnpaHuat onepatop B Peructpupawma opraH Hes3abasHo, 6e3 ga waeHTuduumpa
notpeburtens, cnvpa AencTBMETO Ha yAOCTOBEPEHUETO 3a rpaTUCEH Nepuoa.

» Pervctpupawuart opraH CTporo crneasa U3McKBaHUsTa 3a MaeHTUMKaUnsa n ycTaHoBSIBaHE Ha
aBTEeHTUYHOCT Ha Tutynapsa/Cb3gatens wnu  yNbAHOMOLWEHO OT Hero nuue u npuynHuTe 3a
npekpatsiBaHe. BbB Beuukn cnyvau, Tutynapat/Cbu3gatensaTt unm ynbaHOMOLLEHO OT Hero nuue Tpsbsa
Aa nocetn Peructpupawmsa opraH Ha EBpoTpbCT 3a nocnegpawia npoBepka Ha WOEHTUYHOCTTA,
pecneKkTMBHO CaMOSIMYHOCTTa Ha NoTpebutens unu aa ce ngeHtTuduumpa otganeyeHo.

» Cnep ycnelHa npoBepka 3a CaMoNMYHOCTTa Ha TuTynapat/Cb3gatenaT unm ynbinHOMOLLEHO
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OT Hero nuue, Peructpupalumsa opraH, 4pes oTopusMpaHus onepartop nogasa obpaboTeHa 3asiBka OO0
onepaTMBHUA YAOCTOBepsBall, OpraH 3a npekpaTtsBaHe Ha yaocTtoBepeHve. Cried NOTBbPXKAEHUE OT
YpocTtoBepsiBalLms opraH ce U3NblHsBa MCKAaHETO 3a NpekpaTsaBaHe Ha yOOCTOBEPEHMETO.

» [lpn HeycnewHa wuvOeHTUMKAUMA W NpoOBepKka Ha YycnoBusTa 3a MpekpaTsaBaHe,
Peructpypawmar opraH OTXBbpSiS MCKAHETO 3a npekpaTdBaHe Ha yaoCTOBEpeHMeTo U He3abaBHO
nssectaBa Tutynapat/Cb3gatenaT unu ynbiaHOMOLLEHO OT Hero nuue, 3a Npu4MHuTE 3a ToBa.

» [loTpebuTen, ¢ OTXBbP/IEHO UCKAHE 3a MpeKpaTsBaHe Ha KBanvduuMpaHo yooOCTOBEPEHWME,
MOXe [a nogage HOBO UCKaHe 3a NpekpaTaBaHe Ha yOOCTOBEPEHMETO, crief KaTo OTCTPaHN NOCOYEeHUTe
NPUYMHU 3a OTKa3a.

Mpn npekpaTsiBaHe Ha yaoCTOBEpeHue npe3 MOOWUNHOTO MpuroXeHue Ha EBPOTPBLCT, ropHuTe
npouenypv He ce npunarat. B To3n criyyan ce npuema, Ye UCKaHETO € HanpaBeHO C aKTUBMpaHe Ha
CbOTBETHa (YHKUMOHANMHOCT 3a MpeKkpaTsaBaHe B MPUMOXKEHNETO, a TUTYNaApAT e  HaanexHo
naeHTuduumpan, npeasua 3HaHmeTto Ha MAH koabT, ¢ KOMTO € akTMBMpaHo npunoxeHueto. Cnen
npekpaTsiBaHe Ha YOOCTOBepeHueTo, EBpOTpbLCT, ype3 CBOS onepaTvBeH YOOCTOBepsiBaLl, OpraH,
HesabaBHO nybnukyBa npekpaTeHOTO yaoctoBepeHve B Chnucbka CbC CAPEeHW W npekpaTeHu
ypocTtoBepeHus (CRL), kato nsgasa HoB Cnuckk n ysegomsisa Tutynapsi/Cb3gartens Ha npekpaTeHoTo
yAOCTOBEPEHME.

MpekpaTeHo ygocToBepeHMe He NOAMNEXN Ha Bb30OHOBSIBaHE Uy Ha NOAHOBSIBAHE.

[ocTbn OO0 MCKaHeTO 3a npekpaTsaBaHe W AOKYMeHTauuata CbC CUCTEMHUTE W3BadKM OT
M3NbITHEHNETO Ha MpekpaTsBaHe Ha KBanuduumpaHo Yy4OCTOBEPEHME MMaT OTOpuU3npaHuM nuiua ot
nepcoHarna Ha EBpoTpbCT.

AKO yOOCTOBEPEHME, Ce CbXpaHsiBa Ha eNEKTPOHHa KpunTorpadcka kapTa, Npu npekpaTaBaHe Ha
AENCTBMETO Ha KBannuumMpaHoTO yAOCTOBEPEHMNE, KapTaTa MOXe Aa 6bae hrnsnyeckn yHULLOXEHa
UNun curypHo 3anuyeHa. Tasun onepauus Tpsabsa Aa ce n3BbpLUBa OT NpUTEXaTEeNsa Ha kapTaTa.

EBpOTpbCT NpenopbyBa NpUTeXaTenaT Ha kKapTaTa Aa s CbXpaHaBa No HauYvH, KONTO My Npeyn
na 6bae oTkpagHaTa, HeyNbSIHOMOLLEHO M3MOM3BaHa U (OU3NYECcKM YHULLLOXKEHA, a YaCTHUS KoY da

Obae n3Tpur.

4.9.3.2 MPOLUEAOYPA 3A TMNPEKPATABAHE HA KBAJINOULMPAHO YOOCTOBEPEHUE HA
YOOCTOBEPABALL OPIr'AH UMK HA PETUCTPUPALL, OPTAH

YpocTtoBepeHue, KOeTo NpuHaanexun Ha Ya4oCcToBepsBaLll, opraH unu Ha Pernctpupaly opraH moxe
na 6bae npekpaTeHO OT opraHa, KOMTo ro e m3gan. B To3m cnyvaih OoTopu3aMpaHu nuua Ha opraHa
npeacTaBaAT UckaHe AMPEKTHO Ha EBpoTpbCT

EBpOTPBLCT CbLO MOXe Aa NPeAcTaBM MCKaHe 3a MNpekpaTsiBaHe Ha yAOCTOBEPEHUE Ha

YpoctoBepsiBall, opraH unu Ha Pernctpupaly, opraH.
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4.9.4 TPATUCEH NeEPnoA HA NMPEKPATABAHE HA KBAJIM®PULIMPAHO YOOCTOBEPEHUE

Mpeamn ga npekpatn 4ENCTBMETO Ha BanngHo KBanuduumpaHo yaoctosepeHne, EBpoTpbCT cnnpa
OEeNcTBMETO My B rpatuceH nepuog. B pamkmte Ha To3m rpatmceH nepmog EBpoTpbcT obpaboTtea
NCKaHETO 3a npekpaTsBaHe Ha KBanvuunupaHoTo YAOCTOBEpeHME, KaTo:

» WN3BbpLUBA BCUMYKM MPOBEPKM 3a YCTaHOBSABAHE Ha WAEHTMYHOCTTa W NpoBepka 3a
caMOfnMYyHoCTTa Ha noTpebuTens, nogan UcKaHeTo;

» yCTaHOBSiBa NpUYMHUTE NPeAn3BUKBALLN NpeKkpaTsaBaHe Ha yOOCTOBEPEHMETO;

B cnyyan Ha HenoTBbpPAEHW MPUYMHU UNW creq u3TudaHe Ha rpaTucHua nepuon, EBpoTpbCT
Bb300OHOBSABa AENCTBMETO HA YAOCTOBEPEHNETO;

EBpoTpbCT Aonycka A4eNCTBMETO Ha yAOCTOBepeHneTo Aa 6bae Bb30OHOBEHO npean Aa usteye
rpaTUCHUSA Nepuod, eOuMHCTBEHO MO U3PUYHO UckaHe Ha Tutynapa/Cbhagatens unu ynbiHOMOLLEHO OT
Hero nuue.

CnvpaHe Ha ygocToBepeHue He ce onycka KaTo NonuTuka, Korato yaAoCTOBEPEHUETO € u3gageHo
oTAaneyeHo, Ype3 MoBUITHOTO NpunoxeHne Ha EBpoTpbCT. B TO3M cnyyan ygoctoBepeHmeTo He3abaBHO
ce npekpatsaBa, 6e3 rpatuceH nepuof n 6e3 Bb3MOXHOCT 3a Bb30OHOBSIBaHe.

NHdopmaunsaTa OTHOCHO MpekpaTeHuTe YAOCTOBEPEHUsI Ce CbxpaHsBa B 6a3a gaHHW Ha
EBpoTpbcT. lNpekpateHute ypoctoBepeHus ce nybnukyeaT B Cnucbka CbC CNpeHUM WU npekpaTeHu
yoocTtoBepeHus (CRL) B pamknte Ha HEO6XOAMMOTO TEXHOJIOMYHO BPEME, HO 3a HE noBeYe OT 3 Yaca.

OnepatopuTe Ha npekpaTeHu yOOCTOBEPEHMs OT YAOoCToBepsABalMsa oOpraH wnu ot
Pernctpupalumns opraH, KakTo 1 3acerHaTute KpanHn notpeburtenu 6usaTt MHOpMUpaHM aBTOMaTUYHO 3a

TOBa npekpaTsBaHe.

495 CPOK 3A OBPABOTKA HA UCKAHETO 3A NPEKPATABAHE

MckaHe 3a npekpaTaBaHe Ha kBanuduumpaHo yooctoBepeHue ce obpaboTtea ot EBpoTpbeT 6e3

HeonpaeAaHo 3abassHe.

4.9.6 TNPOBEPKA HA CIMMTUCBKA CbC CIMNPEHU U NMPEKPATEHU YOOCTOBEPEHUA (CRL)

Bcaka [oBepsiBawa ce cTpaHa, npy MoriyyaBaHe Ha €nNeKTPOHEH [OOKYMEHT, noanvcaH C
KBanuduumnpaH enekTpoHeH nognuc/neyat oT Tutynap/Cbw3garten, € AnbXHa ga Hanpasu NpoBepka Ha
ctatyca Ha KBanuuuupaHoTO YyOOCTOBEpeHue B akTyanHusi Cnuchbk CbC CAPEHM U npekpaTeHn
yooctoBepeHus (CRL) nnn 4pes npoBepka Ha TeKyLMs CTaTyC Ha YAOCTOBEPEHMETO B peasiHo Bpeme
ype3 OpraHa 3a Banugaums ,Evrotrust RSA QS Validation®.

CnuncbKa CbC CNpeHn 1 NpekpaTeHn yooCTOBEPEHUs!, Ha KOMTO BCsAKa JOBepsiBallia ce cTpaHa
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MOXe [a Hanpasu Crpaeka ce Hamupa Ha MHTepHeT caiTa Ha agpec: https://www.evrotrust.com.
EBpPOTPBCT HE HOCK OTTOBOPHOCT 3@ HACTBLNWUMN BPpeau M NOCNEACTBUSA OT HEU3MbITHEHME Ha

noco4yeHnTe N3NCKBaHUA.

4.9.7 YECTOTA HA W3OABAHE HA CMUCBHKA CbC CMNPEHU W NPEKPATEHU
YOOCTOBEPEHMS (CRL)

EBpoTpbCT, upe3 cBosA onepaTtMBeH YOOCTOBepsBall, oOpraH, nybrivkyBa B XPaHUIMLLETO
He3abaBHO HOB akTyarneH CnucbK CbC cnpenn u npekpaTterHn yaoctoBepernsi (CRL), Bcekn nbT KoraTo ce
npekpaTn 4encTBMETO Ha BanngHoO yAOCTOBEPEHMe, N3gageHo OT TO3M OpraH.

[ocTaBunKkbT, Ypes CBOSA onepaTMBeH YOoCToBepsiBall opraH, aktyanusmpa csosd CrucbK Cbe
cnpeHu u npekpateHun yaooctoeepeHns (CRL) Ha Bcekun 2 cegMuLn, ako HAMa CnupaHe nnun npekpaTaBaHe
Ha YOOCTOBEPEHME Npe3 TO3M Nepuos.

CpOoKbT Ha BanuMaHOCT 2 ceaMULM Baxkn 3a Bcekun nybnukyBaH HOB akTyaneH Cnmcbk CbC CnpeHn

n npekpateHn ygoctosepeHus (CRL) Ha onepaTnBHMSA YOoCTOBEpSBaLL, OpraH.

4.9.8 MAKCUMAJIHO 3ABABAHE HA MNMYBJIMKYBAHETO HA CRL

Bcekn Cnuckk cbe cnpeHn n npekpaTeHn yaooctoepeHnsa (CRL) ce nybnvkyBa 6e3 HeonpaegaHo
3abaBsiHe, BegHara cnep kato TOM € cb3gadeH (0OOMKHOBEHO TOBa CTaBa aBTOMATWYHO B PaMKWUTE Ha

HAKOJTKO MUHYTH).

4.9.9 OHIAMH NPOBEPKA HA CbCTOAHMUETO HA YOOCTOBEPEHME

EBpoTpbCT ocurypsBa kBanuduumpaHa ycriyra 3a npoBepka Ha CbCTOSIHMETO Ha u3gageHuTe
yAOCTOBEPEHNS B pearnHo BpeMe. Tasu ycnyra ce M3BbplUBa Bb3 OCHOBa Ha [1poTokon 3a oHnauH
npoBepka Ha cTaTyca Ha yaoctoBepeHue (OCSP), onucaH B RFC 2560. N3nonasaHeTto Ha OCSP gasa
Bb3MOXHOCT Aa ce npugobue nHpopmaumsa 3a CbCTOSHWETO Ha yAoCToBepeHusaTa, 6e3 aa ce usmckea
npoBepka B CNNCHK CbC crpeHun 1 npekpaTeHn ygoctoseperuns (CRL).

MopensT Ha pabota Ha OCSP e Ha npuHUMna ,3asBka — oTroBop“. N3BbpLUBa ce OHNanH AOCTbN
0o OpraHa 3a Banugaums ,Evrotrust RSA QS Validation® npe3 MHTepHeT. KaTo 0TroBOp 3a BCska 3asBka,
OCSP cbpBbpa, npenocraBa criegHaTa WHGOpMaLMs 3a CbCTOSHMETO Ha €4HO KBanmduumpaHo
YyAOCTOBEPEHWE:

» [ob6po (good) - koeTo 03Ha4YaBa NONOXUTENEH OTFOBOP Ha 3asBkaTa u TpsAbBa a ce TbiKyBa
KaTo NOTBbPXAEHWE Ha BannaHO yOOCTOBEPEHUE;

» npekpaTeHo (revoked) - koeTo 03Ha4aBa, Ye yOOCTOBEPEHMETO € NnpeKkpaTeHo;
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» HenosHaTo (unknown) — KOETO O3Ha4yaBa, Ye YOOCTOBEPEHMETO HE € u3gadeHo oT
YpoctoBepsaBall opraH Ha EBpoTpbCT.

OCSP ycniyrata reHepupa OTroBop, OCHoBaH Ha 6asa gaHHu. OCSP oTroBopa € BanugeH B
npoAabImKeHne Ha 7 AHW. 3a Aa ce noaabpXa nNpaBUITHOTO U3MbIIHEHWE Ha cucTeMara, OTroBoOpuTe Ha

OCSP ca kelumpaHu 3a npeaBapuTENHO onpeaeneHo Bpeme (0OMKHOBEHO He NOBEYE OT HSAKOJSIKO Yyaca).

4.9.10 N3SUCKBAHUSA 3A OHNAWH NPOBEPKA HA CbCTOAHMUETO HA YOOCTOBEPEHMUE

MpoBepka Ha cTaTyc Ha ygoctoBepeHue B peanHo Bpeme (no OCSP npoTtokon) Moxe ga ce
n3nbnHM npes MIHTepHeT Ha cTpaHuuaTa Ha EBpoTpbCT Ha agpec: https://www.evrotrust.com.

HoBepsBawuTe ce cTpaHn Tpabea ga npoeepsBaT NybnukyBaHaTa MHOpMaLUns B XpaHUNULWETO,
CBbp3aHa C U3NON3BaHUTE YOOCTOBEPEHUHA, HAa KOUTO Te MCKaT Aa pasuutar. EBpOTpLCT He Hocwu

OTroBOPHOCT 3a HacTbnuin Bpean n nocneacrtesna OT HeU3nbJIHEHNE Ha NOCOYEHUTE N3NCKBAHUA.

4.9.11 CNEUMNAIIHN USNCKBAHUA NO OTHOLWWEHUE HA HAPYLLEHUE HA CUTYPHOCTTA HA
KIOYA

B cnyvyaihi Ha HapylwaBaHe Ha CWUrypHOCTTa Ha 4acTHMS KoY (HEroBOTO pasKkpuBaHe) Ha
YooctoBepsiBallmMs opraH wnu apyrm cyGektn, onepupawm B pamkute EBpoTpbcT, [JocTaBuMKbT

He3abaBHO MHOPMMPa AOBEPSABALLUTE CE CTPaHM.

4.9.12 OCHOBAHUA 3A CMMTMPAHE HA KBAJTM®OULIMPAHO YOOCTOBEPEHUE

EBpoTpbCT, 4pesa cBOs onepaTuBeH YAOCTOBepsiBall, OpraH, crnvpa OEeACTBMETO Ha BanuaHo
yAOCTOBEPEHNE Npu onpeaeneHn yCnoBus 3a rpaTuceH Nepuoa.

[ocTtaBunkbT Nnpegnpruema HesabaBHM AENCTBUA MO UCKAHETO 3a CnMpaHe Ha yooCTOBEPEHME.

3a BpeMeTo, npe3 KoeTo yOAOCTOBEPEHMETO € CMpsSHO, TO Ce cyMTa 3a HeBanuaHO N BCUYKK
€NeKTPOHHM nognucu/neyaTu, NPOBEPSIBaHN C TOBA YAOCTOBEPEHNE Ca HEAENCTBUTENHMN.

CnvpaHe u Bb30o6HOBSIBaHE Ha YAOCTOBEpPeHVEe, W3JadeHO oTAaneyeHo, 4Ype3 MOOBUITHOTO
npunoxexHme Ha EBpoTpbCT He ce gonycka. HaeBcsikbae B TO3W pasgen u HeroBuTe noapasgenu e

M3KIMKOYEeHO CNMpaHeTo Ha TakmBa yOooOCTOBEPEHUA.

4.9.13 NMNMUA, HNErTMTUMUPAHM OA TNOUCKAT CNUPAHE HA KBAJIMOGULIMPAHO
YOAOCTOBEPEHUE

EBpOTpBLCT cnnpa u3gaaeHo oT Hero BanuaHo KBanuuumMpaHo yaoCTOBEPEHME aKo:
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> MNOCTbNU UckaHe Ha Tutynaps/Cb3gatens Unu yNnbIHOMOLLEHO OT Hero nuue, 6e3 aa e
ANbXEH Aa ce yBepy B CaMONMYHOCTTa Uy B NpeAcTaBuTenHaTta My Bnacr,

> TMOCTBNK UCKaHe OT Nnuue, 3a KOeTo cropep obcTosATencTeata e BUAHO, Ye MOXe Aa 3Hae 3a
HapyLLEHMS Ha CUrYPHOCTTa Ha YaCTHUSA KoY,

» nocTbnu uckaHe ot KomncusaTa 3a perynmpaHe Ha cbobueHusita (KPC).

4.9.14 NPOLEAOYPA 3A CIUPAHE WU Bb3OBHOBABAHE HA KBAJIIU®PULIMPAHO
YOOCTOBEPEHME

CnupaHe OencTBMETO Ha KBanuuUUUpaHo yOoOCTOBEpPEHUEe ce npeaxoxna OT pernctpupaHe Ha
nckaHe 3a cnupaxe npepg Pernctpupaiyms opraH.

» WckaHeTo 3a cnupaHe Ha yOoCTOBEpEeHME MOXe fa ce permctTpmpa rno enekTPoHeH MbT Unm ce
nogaBa Ha xapTusi Npea oTopuaupaH onepaTop B Pernctpupaiims opraH Ha EBpoTpbCT.

» WckaHeTo 3a cnvpaHe Ha YAOCTOBEPEHME, NO EMNEKTPOHEH MbT Ce YO0CTOBEPSIBA C ENTEKTPOHEH
noanuc/neyar, CbOTBETCTBALL Ha BannaHoOTO yaocToBepeHne Ha Tutynaps/Co3gatens.

» OtopusnpaHuaT onepatop B Peructpupawma opraH He3abaBHo, 6e3 ga waeHTMduumpa
notpebuTens, cnupa AencTBMETO Ha yaocToBepeHneTo. CnnpaHeTo Ha yaOCTOBEPEHUETO Ce N3BbPLLBA,
4ypes3 BPEMEHHOTO My BnucBaHe B Cnncbka Ha cnpeHn n npekpateHu yaoctosepernus (CRL).

» Cnep ycnewHo yaocToBepsiBaHE Ha WOEHTUYHOCT Ha OTOpuU3MpaHus onepaTtop B
Pernctpupawmsa opradH npeg onepatMBHUA  YOOCTOBeEpsiBal, OpraH, MoCnegHuaT  Uu3nbiiHaBa
noTBbpAeHaTa 3asBKa 3a cnupaHe Ha Y4OCTOBEPEHMETO.

» Pernctpmpawuar opraH He MOXe Aa OTXBbprs UCKaHe 3a CriMpaHe.

» Cnep cnvpaHe Ha yaocToBepeHneTo, [loCcTaBYMKbT, YUpe3 CBOSI onepaTtnBeH YO0OCTOBEpPSiBALL
opraH HeszabaBHO nybnvkyBa CNpPsSHOTO yaocToBepeHne B Cnucbka Ha CNpeHW W npekpaTeHu
yaocTtoBepeHnsa (CRL), upe3 nsgasaHe Ha HoB CnunCHK.

» Cneg cnupaHe Ha  ygoctoBepeHueTo,  [locTaBumMkbT  HesabaBHO  yBegomsiBa

Tutynaps/Cb3gaTtens Ha cnpsiHOTO KBanuduumupaHo yaocToBepeHume.

4.9.15 TPATUCEH NEPuoA HA CNMMPAHE HA KBAJIMOULIMPAHO YO OCTOBEPEHUE

EBpOTpBCT cnvpa OencTBMETO Ha KBanuduLumMpaHo yaoCTOBEPEHNE 3a eNeKTPOHEH nognuc/neyat
3a rpaTuceH nepuog 4o yTOYHABaHE Ha NPUYNHUTE 3a CNMPaHETo, HO He NOo-AbAro oT 72 yaca.
paTuCceH nepuoa Ha cnupaHe Ha KBanuduumpaHn yaoCcToBepeHus, usgageHn otaaneyeHo, npes

MOGMIHOTO NPUNOXEHUE, HE Ce AoMnycKa.
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4.9.16 Bb3OBHOBABAHE JEUCTBUETO HA CMPAHO YOOCTOBEPEHUE
EBpOTpPbCT Bb30GHOBABA AENCTBMETO HA CNPSIHO YAOCTOBEPEHME:
> crnep kaTo oTnajaHe OCHOBAHMETO 3a CnupaHe, Npeaun Aa nusteye nepuoda Ha CnupaHe;
> MO UckaHe Ha TUTYNsps, cnep ussicCHSBaHe Ha NPUYMHUTE 3a NOMCKaHOTO CMpPaHe;

Cnepn Bb306HOBSIBaHE Ha yOCTOBEPEHUE, NOCNEAHOTO CE CYMTa 3a AENCTBUTEITHO.

4.9.17 NPOLUEAQYPA 3A Bb3OBHOBSABAHE HA [JEACTBUETO HA KBAJIM®ULMPAHO
YOOCTOBEPEHME

PernctpupalumaT opraH Bb30OHOBSIBA CMPSIHO YOOCTOBEPEHME Crieq KaTo MorfydYM UckaHe 3a
Bb30OHOBsIBaHe OT Tutynaps/Cb3gaTens u crnep ycnewHa nposepka 3a aeHTudukaumsa 1 npoBepka 3a
CaMOJITUYHOCT.

Pernctpupalumat opraH He3abaBHO Bb30OHOBSIBA CMPSIHO YAOCTOBEPEHWEe crned kaTo ustede
rpaTUCHUA Nepuoa Ha cnupaHe.

BbB BCuYkM crnyyau, npoueaypata no Bb30OHOBSIBaHE M3BaXda CNPSIHOTO YAOCTOBEPEHuEe OT

Tekywmnst Cnmcbk Cbe cnpeHn n npekpateHn yagoctoseperust (CRL) n ny6nuvkysa HOB CMUCHK.

4.10 NPOBEPKA HA AKTYAJIHOTO CBCTOAHUE (CTATYCA) HA KBAJIMOUUWUPAHWUTE
YOOCTOBEPEHUA
4.10.1 XAPAKTEPUCTUKHN

NHdopmaunsa 3a CbCTOSHMETO Ha yOooCTOBepeHusaTa, u3gageHn ot EBpoTpbCT moxe ga 6bae
nony4yeHa B Cnucbka CbC cnpeHun u npekpateHun ypoctoBepeHusa (CRL), nybnvkyBaH Ha cavTta Ha
EBpoTpbCT B MHTEpPHET, Ypes NpoTokona 3a OHNanH NpoBepKa Ha ctatyca Ha ygoctoBepeHusTa (OCSP).

YpoctoBepuTenHuTe yCrnyrn 3a NpoBepka Ha crtatyca Ha KBanuduumpaHute yaoCcTOBEpPEeHus ca
OOCTBIMHU B pexuM 24/7/365 (HenpekbcHATO AencTBaLLN).

EBpoTpbCT Nnogabpxa ctaTyca Ha Bede usgageHute KsanuduumpaHu yooctoBepeHus no Bpeme

Ha nepunoga Ha TAXHOTO OencTBue, KakTo 1 crie HeroBoTo M3TU4aHe.

4.10.2 AONMBJIHATENHU ®YHKLUUU

Ycnyrata 3a OHflanH NpoBepka Ha akTyanHOTO CbCTOSHUE Ha yaocToBepeHusaTa ypes MpoTtokona
3a OHNaWH npoBepka Ha cTatyca Ha ypoctoBepeHuaTa (OCSP) e gocTbnHa 3a BCUMYKM BUOOBE
KBanuuunpaHn yaocToBEPEHNUS, KaKTO 1 3a BCUYKU JOBEPSIBALLU CE CTPaHMW.

NHTepHeT agpeca (URL) Ha OCSP ycnyraTta e: http://ca.evrotrust.com/ocsp .

Ycnyrata OCSP e 3agbmkutenHa 3a BCUYKM ONepaTMBHU YAOCTOBEpPSBALLM OpraHn u 3a SSL

Print and Edit Evrotrust Technologies Inc.. Page 65 of 158



http://ca.evrotrust.com/ocsp

MPAKTUKA MPU NPENOCTABSIHE HA elDAS-CPS
c I‘Otru St KBANIMOULIMPAHW YIOCTOBEPUTENHU YCNYIY For public use

1ISO 9001:2015, ISO 27001:2013,
ISO 20000-1:2018, ISO 22301:2012, CERTIFICATION PRACTICE STATEMENT Version - 03
Regulation (EU) 910/2014, FOR QUALIFIED CERTIFICATION SERVICES 30.01.2019
Regulation (EU) 2016/679

YAOCTOBEPEHUS, U3aaaeHn ot EBpoTpbCT.

4.11 NPEKPATABAHE HA ONOBOP 3A KBAJIM®PULIUPAHU YOOCTOBEPUTEJTHU YCNYTU OT
NOTPEBUTEN

[loroBopbT 3a KBanUUUMpaHU yOOCTOBEPUTENHM ycryrn mexay EBpoTpbcT n noTpebuten ce
npekparsiBa:

> crnef M3TM4aHe Ha Ccpoka Ha BanuMOHOCT Ha MnocnegHoTo uM3dageHo  KBanuduumpaHo
YLOOCTOBEPEHME M NOTPEOUTENST He e Npeanpuen AecTBYSA, 3a Aa akTyanusnpa CBOeTo Y4OCTOBEPEHME;

> KoraTo KBanvuduUUPaHOTO YAOOCTOBEpPeHMe € Ouno npekpateHo U noTpebutenss He e

npeanpuen AencTems No u3gaesaHe Ha Apyro yaoCTOBEPEHHE.

4.12 AOBEPUTEJIHO CbXPAHEHUE HA YACTEH KI1HOY (ECKPOY)

YacTHuTe KkntoyoBe Ha YaocToBepsBalmnsa opraH Ha EBpOTpbCT Mnu Ha noTpebutenute, KOUTO ca
BKIMIOYEHM B yAOCTOBepuTenHata nepapxua Ha EBpOTPBLCT ca nepcoHanuavpaHu BbpXy NPEHOCUMM
HOCUTENN N HE NOoANnexaT Ha 4OBEpPUTENTHO cbxpaHeHne ot EBpoTpbeT (ECKPOY).

YacTHuTe Kkno4oBEe Ha NOTpeduTenn, KOUTO ca 3asBUIM WM34aBaHE Ha YAOCTOBEPEHWUS
oTAaneyeHo, Ype3 MOOUNHOTO NpuUroxeHne Ha EBPOTPBLCT, ce CbxpaHsaBaT B KPUNTUPAH B HagexaHa
KpunTorpadcka cuctema (Hardware Security Module/HSM), ceptudpmumpana 3a HuBo Ha curypHoct FIPS
140-2 Level 3.

5 KOHTPOJ1 HA ®U3UYECKATA U OPTAHU3ALUMOHHA CUTYPHOCT

B Tasu vacTt Ha ,[lpakTtukata npu npegoctaBsHe Ha KBanuduumMpaHu yaocToBepuTernHm ycnyrmn®
ce onuceat obLMTe M3MUCKBaHMS MO OTHOLLUEHME Ha KOHTposfia Ha dwmandeckata M opraHusaumoHHa
CUrYPHOCT, KaKTO M AENHOCTTa Ha nepcoHana, usnonssaHu B EBpoTpbeT. Pasrnexaart ce nancksaHudata
W npoueaypuTe 3a CUrypHOCT B MOMEHTA Ha reHepupaHe Ha KIoyoBe, Npu naeHTudmkaums n nposepka
3a CaMOSIMYHOCT Ha noTpebutenute, NpuM usgaBaHe Ha KBanUUUUPaHU YOOCTOBEPEHUS U TAXHOTO

ynpaereHue, Npu oguTupaHe Ha EBpOTpbLCT 1 Npu cb3gaBaHe Ha apXuB.
5.1 KOHTPOI HA PUSNYECKATA CUIYPHOCT
Mepkute, npegnpueTn No OTHOLWIEHWE Ha dum3nyeckaTa 3awmuta Ha EBpOTPLCT ca enemeHT oT

paspaboTeHaTa u BHegpeHa B EBpoTpbCcT Cuctema 3a MHGOpMaLNOHHa CUTYPHOCT, CbOTBETCTBALLA Ha
n3nckBaHmaTa Ha ctaHgaptTute ISO/IEC 27001, ISO 9001, 1ISO 22301, n ISO/IEC 20000-1.
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Mepkute cBbp3aHM C dusmyeckata 3alimTa Ha WHMOPMALMOHHUTE LAHHW, TEXHOMOTUYHUTE

cuctemu, nomMmelleHnAaTa n CBbp3aHnTe C TAX NnoaabpXalln CUCTeMU Ca HaCoO4YeHM KbM npenoreBpaTdBaHe

Ha:
» HepaspelleH [OCTbM, HaHACsHe Ha WeTn U HaMeca B ycrnoBusaTa Ha paboTa;
» 3aryba, Bpegu unu KOMnpomMeTupaHe Ha pecypcu;
» KOMMpoMeTMpaHe wunuM Kpaxba Ha wHdopmauma unuM cpeactea 3a obpaboTka Ha
MHgopMaumaTa.

EBpOTpBCT ocurypsiBa onsmnyecka 3alimra u KOHTPOs Ha AOCTbMNa Ha NoOMeLLEeHNsTa, Kb4eTo uma
WMHCTanNupaHu KPUTUYHN KOMNOHEHTW B HEroBaTa MHAPaACTPyKTypa:

» KanudumumpaH 6a3oB ygoctoBepsBall opraH — ,Evrotrust RSA Root CA*;

» KeanuduuunpaH onepatmeeH ygoctoeepsBal opraH — ,Evrotrust RSA Operational CA*;

> YpocToBepsiBall opraH 3a BanuaupaHe Ha 6asosus noanuc ,Evrotrust RSA Validation®

» YpocTtoBepsiBall, opraH 3a BanuaupaHe Ha noTpebuTenckn KkBanuguumpaHn yaooctToBepeHus
»Evrotrust Qualified Validation Service®

» KeanuduuupaH ygoctoBepsiBall opraH Ha Bpeme — ,Evrotrust TSAY;

» KanudmumpaH ygoctoBepsiBall OpraH 3a NpoBepka Ha cTaTyca Ha YAOCTOBEpeHusTa —
,Evrotrust RSA QS Validation®;

» YpoctoBepsBall, opraH 3a KBanuduumpaHa ycryra 3a eriekTpoHHa npenopbYaHa nowa -
,Evrotrust QERDS CA*

> YpoctoBepsiBalMA opraH 3a KBanuduuupaHa ycriyra 3a MMenn rnpenopbvaHa nowa -
.Evrotrust QREMS CA*

> YpocToBepsiBall, OpraH Ha ycriyrata no KsanuuumpaHo CbXpaHsiBaHe Ha KBanuduumnpaHu
€eneKTpOoHHM nognucu/neyaTu - ,Evrotrust QPSES CA*

» Peructpu un xpaHunuiua;

» Peructpupalim opraHu.

MHdpacTpykTypaTa Ha gocTaBunka e pmamdeckm n norndeckn obocobeHa n He ce nsnonasa npu

Opyru genHocTu, konto ,,EBpoTpbCT TexHonbaxnc" ALl ocbLuecTBsBa.
5.1.1 NOMELWLEHWA N KOHCTPYKUUA HA MOMELLEHUATA
EBpoTpbCT pasnonara cbC cneunanHo KOHCTpyMpaHo 1 obopyaBaHO MOMELLEHNE C HaW-BUCOKa

CTeneH Ha KOHTPOJ1 Ha CbVI3I/I‘-IeCKVI OOCTbIM, B KOETO Ce nomMeLllaBaTt yﬂOCTOBepﬂBaLIJ, OopraH Ha goCTtaB4uKa

N BCUYKUTE LIEHTPanHM KOMMNOHEHTM Ha UHpacTpyKTypaTa.
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51.2 OUSNYECKUAT OOCTbI

dusnyeckata CUrypHOCT Ha cucCTemMuTe 3a uM3gaBaHe M yrpaeBfneHWe Ha YOOCTOBEpeHUs e
cbobpaseHa C U3UCKBaHMATA Ha MeXayHapOoAHW CTaH4apTU 1 NPenopbKA.

3a obopygBaHeTO B 3aliMTEHOTO M U30MMpaHO nomeleHne Ha EBpoTpbCT e ocurypeHa
dmsnyecka HENPUKOCHOBEHOCT. YCTaHOBEH € [BY(aKTOpeH KOHTPOS Ha AOoCTbnNa M AeHOHoLWHa
BbOpbXeHa humamyecka oxpaHa. He e nosBoneH duanmdeckm OOCTbM A0 KPUTUYHOTO obopyaBaHe 3a
noseye ot 30 (TpuaeceT) MMHYTK Ha nocelleHne. He e no3BoneH gocTon Ao wkada ¢ obopyaBaHeTo Ha
noseye oT 2 (OBe) oTopu3npaHN TeXHUYECKM nuua Ha EBpoTpbCT. Bcekn JocTbn A0 NOMeLLeHusTa ¢
KpUTUYHa MHGPaCTPYKTypa ce AOKYMEHTUPa B CneuuanHu XXypHanu.

duanyeckaTta 3awmTa Ha MOMELLEHUNATA, B KOUTO Ce Hamumpa obopyaBaHeTo Ha EBpoTpbCT n
Pernctpupawmsa opraH ca usrpageHum OT MacuBHa M cTabunHa KOHCTPYKUMSA CbC 34paBu Bpatu U
Kniovanku. 3awmtata e peanusvMpaHa OT HeBbOpbXeHa 24-yacoBa oxpaHa. B nomelleHnsta Ha
EBpotpbcT uma Cuctema 3a anapmeHa curHanu3aumsa, Cuctema 3a BugeoHabntogeHue, CurHanHo-
n3BectuTenHa cuctema n Cucrtema 3a KOHTPON Ha JocTbna.

Bcuukun cuctemun ce MHCNEKTMpaT NepUoanNYHO.

OsnacTteHuTe nuua OT nepcoHana Ha EBpoOTpbCT cTporo cnassaTt pa3paboTeHuTe BbTpeLuHu
npoueaypv 3a 4OCTbN A0 PasfMYHUTE 30HU C OrpaHMYeH PU3NYEeCKN JOCTbI.

JocTbnbT OO panoHa Ha onepaTopuTe M agMUHUCTPATOPUTE € OrpaHuYeH 1 ce npunara, vpes
N3MoN3BaHeTO Ha cMcTemMa 3a CMapTKapTa U KOHTPOS Ha AocTbna.

B oducute Ha EBpoTpbCT Ha Pernctpupalumte opraHm ca 060cobeHn n oTAeNneHn oT ocTaHanmTe
nometeHns. CbOpbXKEHN ca C TEXHMKA, NO3BoNnsBaLLa 6e30nacHO CbXxpaHeHne Ha AaHHU U OKYMEHTW.
JocTbnbT 4O Te3n 30HU Ce Creamn 1 orpaHnyaBsa 4o OTOPU3MpPaHu nNuua, CBbp3aHn C AENHOCTTa Ha opraHa

no pernctpaumsi (onepaTopu Ha perucTpmpaLLms opraH, CUCTEMHU agMUHUCTPATOPKN) U TEXHUTE KITMEHTM.

5.1.3 EJNEKTPUYECKO 3AXPAHBAHE U KITIMMATU4YHU YCNIOBUA

CbpBbpHUAT WKad C KPUTUYHO obopyaBaHe ce 3axpaHBa OT ABe He3aBucumute UPS cuctemum m
€ eKpaHuWpaH cpelly BbHLUHW MHTepBeHuun. KnumatmsaumaTta B M30NMPaHOTO MOMELLEeHMe nogabpka
NOCTOsIHHA TeMnepaTtypa Ha Bb3gyxa 3a HopmarnHaTa paboTa Ha TexHonormyHaTa cuctema.

Mopabpxa ce BbHLUHO eNnekTpMYecko nofaBaHe OT AM3ENOoB arperaTt, KOeTo e pesepsupaHo. B
crny4an Ha CpUB B rMaBHUS eNeKTPONpPOBOA cMcTeMaTa NPeBKIYBa Ha aBapueH N3TOYHUK Ha 3axpaHBaHe
(UPS w/vnn enekTtpoeHeprus). PaboTHaTa cpeda B obnactrta Ha KOMMIOTbPHUTE CUCTEMU Ce cnegu
HenpeKkbCHaTO N HE3AaBMCUMO OT Apyrute paboTHn obnactw.

BeHTunaumoHHata cuctema e crneumanHo npeaHasHadeHa 3a TakbB Krac NOMELLEHUs], KaTo He

Aonycka komnpomMmeTupaHe Ha cbm3v|quKaTa N eneKkTpoMmardHMTHa 3aliuTa Ha ToBa NoMeLleHne, Kakto U Ha
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HopmanHaTta paboTa Ha MHCTaNMpaHNTE KOMMIOTbPHN KOMMOHEHTMW.
BbTpelwHnat Pernctpupalims oprad Ha EBpOTPBLCT € CBbp3aH C aBapumiHaTa eHeprumHa cuctema

Ha crpagarTa.

5.1.4 HABOAHEHUE

3a cnepgeHe Ha BNaXHOCTTa B MOMELLEHUSATA C KOMMIOTbPHU CUCTEMU, KAKTO U B LUAnaTa crpaga
Ha EBPOTPBLCT ca MOHTMPaHN CEH30pY 3a OTYMTaHe HMBOTO Ha Brara. Tesn CeH30pu ca UHTErpupaHn B
cuctemMaTa 3a CUrypHOCT Ha crpagarta Ha EBpoTpbceT. OxpaHata v cnyxuTtenute Ha EBpoTpbeT ca
WHCTPYKTUPAHU U 3a4bIHKEHWN NpW HAcTbMNBaHe Ha eBeHTyanlHM OMnacHOCTM Aa yBeaomsiBaT He3abaBHO

CbOTBETHUTE CJ'Iy)K6I/1, agMmnHuUCTpaTopa no CUrypHocTtta h CUCTeMHUA aaMMHNUCTPATOP.

5.1.5 NPEAOOTBPATABAHE HA NMOXAP U 3ALLUUTA OT NOXAP

EBpOTpbCT cnasBa BCUYKM HOPMWU 3a MNoxapHa 6e3onacHOCT, KaTo M3BbplUBa [AEVHOCT B
CbOTBETCTBME C BCUYKN HOPMATUBHM U CTaHAaPTM3aLMOHHN M3NCKBaHMSA B Tasn obnacr.

3alWMTHOTO MOMELLEHME C KPUTMYHA WHpPacTPykTypa ce Hamupa B crpaga, B KOSiITO ca
MHCTanMpaHu: 3BYKOBa W CBET/IMHHA MOXapou3BecTUTEeNHa CucTema, akTMBHa MoXapousBecTUTenHa
cucTemMa c ras v cTon ra3 6yTOH Npu yCnoxHeHn obcTonTencTea n eBakyauus. Mpu noxap e npeaBuaeHo
M3KroYBaHe Ha MofaBaHETO Ha EneKTPUYECKOTO 3axpaHBaHE KbM CbOPBXEHMSITa U MNOTyllaBaHe Ha

no’xapa c ras.

5.1.6 CBbXPAHEHMUE HA HOCUTENW HA OAHHWU

Bcuykn HocuTenu cbabpxkawy codTyep, apxXvMBM Ha OaHHU MNU oauTHA WHdopmauus ce
CbXpaHsiBaT B OrHeynopHa Kaca B crneuuanHo apXmuBHO NMOMELLEHNE C BbBedeH KOHTPON Ha AocTbmn. B
NOMELLEHMETO C apxmMBa Ha EBpOTPbCT UMa usrpageHa cuctema Ha pmanyecka 1 fiormdecka sawura.

EBpOTPBLCT € npeanpueno CEepuMo3HU MEpPKM CpeLly CrydarnHO MMM YMULLNIEHO yBpeXaaHe Ha
HOCMTENUTE Ha AaHHMU.

PernctpupalumTe opraHu ca 3agbihKeHW Oa NassT U CbXpaHsBaT akTyanHaTa uHdopmauus,

BKITHOMUTENHO AOKYMEHTUTE Ha NoTpebutenuTe Ha XxapTUeH HocuTen, B cendoBe.

5.1.7 WU3XBBLPIAHE HA OTNAABUUTE

[locTaBUMKbLT € cb3gan npouedypa 3a YHULWOXaBaHe Ha MHdopMauusTa U U3XBbPIsSHE Ha

oTnagbuuTe.
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XapTueHnTe 1 €enekTPOHHU HOCUTENW, CbAbpXaliy eBeHTyarHO 3Hayuma MWHdopmaums 3a
curypHocTtTa Ha EBpoTpbCT, cnea n3tnyaHe Ha onpegerieHns CbrnacHo BbTPELUHWUTE Npasuna nepuos Ha
CbXpaHeHue, Ce YHULLOXaBaT B CneunanHn yCTpouCcTBa 3a Hapsi3aBaHe.

Hocutenute Ha nHdopmaums 3a kpuntorpadckmte kntodose u NMUH/MYK Homepa, nanonsesaHu 3a
TAXHOTO CbXpaHeHue, ce pasgpobsasaT ¢ noaxoadLm ycTponctaa. ToBa ce OTHacs 3a HOCUTENUTE, KOUTO
He NOo3BONSABaT OKOHYaTESTHO 3annyaBaHe Ha CbXPaHEeHU JaHHU U TAXHOTO NMOBTOPHO M3MNON3BaHe.

B onpegenenn cnyyaun, nHpopmaumsaTa OT NPEeHOCMMU HOCUTENN Ce YHULLIOXaBa, Ype3 N3TpusaHe

Unun dhopMaTUpaHe Ha yCTPOMCTBOTO 6e3 Bb3MOXHOCT 3a Bb3CTaHOBSAIBAHE.

5.1.8 CPOK HA YNOTPEBA HA TEXHUYECKUN KOMIMOHEHTH

ExkcnnoataunoHHuAT CPOK Ha d)I/I3VI‘-IeCKVITe efieMeHTN B CbCTaBa Ha BCUYKN KPUTUYHN KOMMOHEHTU
Ha MH(bpaCprKTypaTa Ha EBpOTp'bCT ce C'b6J'II‘OD,aBa CbrnacHo npegnncaHnTe ekcnnoataunoHHU

M3NCKBaAHNA Ha npounu3BoanTena n cnen npeasngeHna nepmnon Ha pa60Ta, T€ Ce n3Bexaart OoT yn0TpeGa.

5.2 OPrAHU3AUMOHEH KOHTPOI

Tasn yact ot ,[lpaktukata npu npegoctaBsiHe Ha KBanuuuMpaHu yooCTOBEPUTENHM ycnyrn®
npeacTaBs CNUCHK Ha LOBEPEHM PONN, KOUTO MoraT Aa 6baaT onpefeneHn ot nepcoHana Ha EBpoTpbCT.
CbLo Taka, Tasn YyacT onMcBa OTFOBOPHOCTUTE U 3a4bJPKEHUATA, CBbP3aHN C BCAKa onpeaeneHa pons.

Bcunykm npoueaypw, kacaelum CUrypHocTTa npy nsgaBaHeTo, agMUHUCTPUMPAHETO U N3MON3BaHETO
Ha KBanvpuuupaH yaqocToBEpPEHMS 3a eNEeKTPOHEH nognuc/neyar, ce U3nbIiHABaT OT AOBEPEH NepcoHan
Ha EBpOTpBLCT.

JocTaBunkbT nogabpka ocTaTbyeH 6pon KBanmduumpaHm CRyxmTenm, KoTo BbB BCEKM MOMEHT
OT OCbLLECTBABAHETO Ha AENHOCTTa My ja OCMrypsiBaT CbOTBETCTBUE C AEMNCTBALLIOTO 3aKOHOA4ATENCTBO

M BbTPELWWHUTE NpaBuiia n HOpMU Ha OPYXEeCTBOTO.

5.2.1 [OOBEPEHW POJIN

MoapobHo pasnpegeneHne Ha PyHKUMUTE M OTFTOBOPHOCTMTE Ha nepcoHana € pasnncaHo BbB
BbTPELLUHUTE JOKYMEHTUN Ha EBPOTPBCT: ANBXXHOCTHM XapakTEPUCTUKK, LLATHO pasnucaHne n CboTBETHMU
BbTPELLHM onepaTUBHM NpoLeaypu.

PasnpenensHeTo Ha QYHKUMUTE Ce OCbLUECTBSABA MO TakbB HauuH, Ye ga O6bae cBedeHa Ao
Bb3MOXEH MUHMMYM ONAaCcHOCTTa OT KOMMNPOMETMpPaHe, M3Tu4aHe Ha KoHduaeHunanHa nHpopmaumsa nnm
Bb3HMKBaAHE Ha KOH(PMMKT HA UHTEPECH.

EBpoTpbCT nopabpa KBanudpuuMpaHu CryXUTEnuM Ha OJTbXKHOCTW, KOUTO ocurypsisat
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N3NBbJIHEHNETO Ha 3adblDKEHUSTAa My BbB BCEKM MOMEHT MPU OCBLUECTBSIBAHETO HA OEWHOCTTa Mo
n3gaBaHe, nogabpKaHe W ynpaBNeHue Ha KBanuduuupaHu yOoOCTOBEPEHUsi, B CbOTBETCTBUE C
HopMaTuBHaTa ypeaba.

[ocTaBuMKbLT ocurypsiea 4EMHOCTTa CU CbC COOCTBEH MEepCoHart, KaTto 3a onpeaeneHn 4enHoCcTu

cbrnacHo PernameHT (EC) Ne 910/2014, EBpOTPBLCT MOXE 4a NPUBMYA U BbHLUHK NMua.

EBpOTpPBLCT € pa3paboTun 4NbXKHOCTHU XapaKTEPUCTUKM 3a BCSika eHa OT JOBEPEHUTE PO Ha
nepcoHana, KakTo crneasa:

» aAMVWHUCTPATOP MO CUrypHOCTTA — LUSANOCTHA OTFTOBOPHOCT MO YNPaBneHneTo U U3NbIHEHNETO
Ha npoueaypuTe No CUrypHOCT Ha cucTemute: paspaboTea NoNMTUKA NO CUTYPHOCTTA; NpeanpvemMa MepKku
3a TeXHM4YecKka 3awuTa Ha JaHHUTe M CUCTeMuTe; onpedens onepauuoHHUTE MEepKM 3a CUrypHOCT;
OCbLLECTBSIBA MPSK KOHTPON MO OTHOLWEHWE Ha Cna3BaHeTO Ha M3UCKBaHMATA 3a CUrypHOCT Ha
NHPOPMALIMOHHUTE CUCTEMM, KaToO CcrneaM 3a cnasBaHeTO Ha npoueaypuTe 3a CUrypHOCT npu
NHCTanupaHeTo, KOHUrypupaHeTo, NOAAPBLXKKATa U NPOMEHUTE B UHAOPMALMOHHUTE CUCTEMU UMK
Mpexara.

» CUCTEMEH agMWHWCTpPaTOp — OTroBaps 3a MHCTanupaHe, KoHdUrypmpaHe u nogabpXaHe Ha
HaAeXOHU CUCTEMW 3a yNpaBrieHWe Ha YCnyruTe: Bb3CTaHOBsIBAHE HA cuctemara npu HeobxoammocT;
N3BbpLUBaAHE Ha NPEKOHMUIypauus Ha YCTPOMCTBA 1 CUCTEMM NO NOBOS, peanusaums Ha HOBW YCIyru unm
pelleHns; cnefeHe 3a TEXHUYECKOTO M COPTYEPHO CbCTOSIHUE HA CbPBBPUTE U CUrHanmMampaHe 3a
HepeaHoCTW;

» CWUCTEMEH ornepartop - OTroBaps NPSKO 3a ekcnnoatauusata Ha HadeXAHUTE TEXHOMOrMYHU
cuctemn Ha EBpOTpbCT M 3a cb3gaBaHe Ha pesepBHO konve (backup) Ha cuctemaTa: cb3gaBaHe U
ynpaBrieHne Ha YAOCTOBEPEHMSA 3a KBannUUMpaH enekTpoHeH Noanuc/neyar, BKIKOYMTENHO Cb3aBaHe
Ha [ABOWKA KIOYOBE - YacTeH M NybnuyeH 3a kBanudunumpaH enekTpoHeH nognuc/neyar; n3non3saHe Ha
ehmKacHM TEeXHOMormM 3a OCcUrypsiBaHe Ha exegHeBHaTa paboTa Ha cucTemarta; MpoBeXaaHe Ha
N3NUTBaHNSA 1 NPOBEpPKM 3a Be3oTkasHa paboTa U CUrypHOCT Ha cucTemara; cna3BaHe Ha TEXHUYECKUTe
n3nckBaHua 3a paboTa ¢ ycTponcTeaTa u Npu yCTaHOBsSIBaHE Ha TEXHUYECKa HEM3NPaBHOCT yBe4OMSABaHe
Ha CbOTBETHUTE AMbXHOCTHU NNUa;

» CuctemeH oauMTop — OTroBaps 3a CbXpaHeHWe Ha [aHHW, apxvMBMpaHe M ynpasrieHve Ha
peructpute Ha cbbuTUS (NO-cneumanHo 3a npoBepkaTa Ha TAXHaTa UANoCT) Npu M3BbPLUBAHE Ha
BbTPELLUHN MPOBEPKU, KaKTO M 3a CbOTBETCTBMETO Ha AenHoctta ¢ PermameHt (EC) Ne 910/2014.
CnCTEMHUAT 0QMTOpP KOHTPONMpa AENHOCTTa Ha BCUYKU perMcTpupalLy opraHu, onepupaiim Bb3 OCHOBa

Ha Bb3naraHe oT EBpoTpbCT.
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5.2.2 U3UNCKBAHUA 3A PA3OENAHE HA OTTOBOPHOCTUTE

[loBepeHnTe 4enHOCTM Ha NepcoHarna Ha EBpoTpBLCT ce M3nbnHABAT OT pasfnnyHn nuua.

5.2.3 WAEHTUPUKALNA U TPOBEPKA 3A CAMOJIMYHOCT 3A BCAKA POJIA

lMepcoHanbT Ha EBPOTPBLCT € NoanoXeH Ha naeHTUuUkaums 1 npoBepka 3a CaMOSIMYHOCT B
cnegHvTe cUTyauuu:

» KoraTo ca BKITHOMEHU B CMNCHK Ha Nuua ¢ orpaHuyeH OOCTbN 4O crpaau Ha EBpoTpbCT;

» KOraTo ca BKIIOMEHM B CMMCHK Ha nuua ¢ omM3nMyeckn AoCTbN A0 TEXHOMNOrM4yHaTa cucrema m
MpPEeXoBU pecypcn Ha EBpOTpPBCT;

» KoraTo ca OBfacCTeHW a U3NbIHABAT KOHKPETHA Bb3NOXeHa pong;

» Cb3aBaHe 1 BbanaraHe Ha akayHT U naposia B MH¢popmaLmoHHaTa cuctema Ha EBpoTpbCT;

Bcsko ynbnHoOMoLLaBaHe 3a U3NbIHEHME Ha onpeaeneHa pons U3nckea:

» ponsaTta TpsbBa Aa 6bae yHUKanHa v Npsko CBbp3aHa C KOHKpeTHaTa JIMYHOCT;

» He Moxe Aa 6bae cnogeneHa ¢ Apyro nuue;

» Tpsbea ga 6bae orpaHMyeHa Ao pyHKuMATa, npomMsTudalla oT ponaTa u Aa ce U3nbrHsBa oT
TOYHO onpeferneH 4Yoeek. PonaTta ce uv3nbrHsBa, 4pe3 npegoctaBsHe Ha codTyep, TEXHONornvHa
cucTeMa M JOocTbn OO onepaumoHHaTa cucteMa Ha EBpoTpbCT. MpaBunNHOTO M3nbiHEHWE Ha ponsTa
N3MNCKBa NPSIK KOHTPOS BbPXY ANMbXHOCTTA.

Onepaunn, n3sbpiBaH B EBPOTPBLCT, KOUTO M3NCKBAT JOCTHM A0 CNOAENEHN MPEXOBU peCcypcu

Ca 3alnTeHn ¢ BbBeeHN MeXaHN3MUN 3a CUIHa aBTeHTI/I(bI/IKaLI,VIFI N KpuntnpaHe Ha npegaBaHnUTe gaHHW.

5.3 KOHTPOI HA NMEPCOHAIJIA

MepcoHanbT Ha EBPOTPBLCT ce CbCToM OT AOCTaTbyeH Bpoit BUCOKO KBANUUUMPaHU CIYXUTENN.
NuuaTa, “3BbPLLBALLM AOBEPEHN PONM UMAT HeobxoamMmaTa npodecrmoHanHa NoAaroToBka U OnuT, KOETO
rapaHTupa crnasBaHe Ha M3WUCKBaHMATa 3a CUTYPHOCT U TEXHUYECKM HOPMU 3a OLleHKa Ha CUrypHoCTTa.
MNpodecnoHanHNTe MNO3HaHUs B obGracTTa Ha WHPOPMALMOHHUTE CUCTEMW, KpunTorpadusita u
NHpPacTpyKTypaTa Ha NybnMyHUTe KNovoBe AaBa Bb3MOXHOCT Ha CNYXUTENUTe C [I0BEepPeHU ponu aa
N3NbIHABAT KA4YE€CTBEHO CBOUTE CIY>XEOHWN 3a0bIMKEHUS.

Cnyxutenute Ha EBpoOTpbCT npemMuHaBaT MepuvoaMyHO Mpe3 KypcoBe 3a Mnocnefsallo
AOMbIHUTENHO OOy4eHne, OTroBapslLO Ha CbBPEMEHHUTE W3UCKBaHUS B obnactra Ha AeMHOCT Ha

EBpoTpbCT.
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5.3.1 KBAJIM®UKALNA HA NMEPCOHAJIA

EBpoTpbCT ce yBepsiBaT, 4Ye NULETO, KOETO M3NblHsBa LOBEpeHa ponsi Ha YaocToBepsiBawms
opraH unu B cuctemata Ha Pernctpupawimns opraH oTroBapsi Ham-Manko Ha criefHuTe M3MCKBaHMS 3a
3aeMaHe Ha AnbXXHOCTTa:

» 3aBbpWWNIO € HaW-manko cpegHo obpas3oBaHMe (OOKONKOTO He ce M3uckea Apyro 3a
CbOTBETHaTa ANMbXHOCT);

> nognucano e rpaxgaHcku unu TPy4oB AOroBOp, ONMWCBAL, Heropata pons B cuctemata u
CbOTBETHUTE OTTOBOPHOCTY;

» npemMuHarno e HeobxogMmaTa NoAroToBka, CBbp3aHa ¢ obxBaTa Ha 3aabIKeHusTa U 3agadunte
3a HeroBaTa Nno3nums;

» 6uno e obyyeHo B obnacTtTa Ha 3awmuTa Ha NIMYHUTE OaHHW;

» noanucano e cnopasyMeHue, CbAbpXKallo Krnaysa, OTHOCHO 3alutaTta Ha YyBcTBUTENHaTa (oT
rmeaHa Tovka Ha curypHocTTa Ha EBpOTpbCT) MHpopMauus M Ha KOHPMAEHUMANHOCT Ha AaHHUTE Ha
notpebutenure;

» He U3NbIHsABa 3agayv, KOUTO MoraT Aa AoBedaTt A0 KOHMUKT Ha MHTEpPecu ¢ AeHOCTTa Ha

EBpoTpbCT.

5.3.2 TMPOUEANYPU 3A NPOBEPKA HA NMEPCOHAIJA

Bcekn HOB cnyxurten Ha EBpOTpPBLCT, KOWTO M3MbMHSABA [JOBEpeHa poris, ce rnposepsiBa OT
EBpoTpbCT:

» 3a ja ce NOTBbPAM NpeaullHa 3aeToCT;

» 3a npoBepka Ha NPenopbKy;

» 3a ja ce noTBbpAM obpasoBaTenHaTa CTeneH;

» 3a [ja ce npoBepu CBUAETENCTBO 3a CbAUMOCT;

» 3a [ja ce nNpoBepu AOKYMEHT 3a CAMOSIMYHOCT.

B cnyyan, koraTto nckaHaTa nHopMaLumsa He e Ha pasnonoXeHue (Hanpumep, nopaau gencreaLy,
3aKkoH), EBpOTpBLCT M3nonasaTt Apyrn No3BOSIEHN OT 3aKOHa MeTOAM, KOMTO No3BonsBaTt Aa ce cbbepe
Hy>XHaTa nHdopmaLms.

EBpOTpBCT MOXe Aa OTXBbPNU KaHAnAaTypaTta, CBbp3aHu C U3MbIHEHMETO Ha AoBepeHaTta pons
unu ga npegnpyemMe OenNcTBUs cpeLly nuue, KOeTo Beye e 3aeTo U U3NbIHSABa AOBepeHa poss, ako ce
YyCTaHOBM, Ye:

» e buno noaeseneHo OT KaHauAaT UM CRYXUTEN NO OTHOLUEHWE Ha UCKaHWUTEe JaHHW, NO-rope;

» NOnyYn CUIHO HeOnaronpusTHU WM HE MHOMO HadeXaHW nNpPenopbkM OT MNpPeanuLlHN

paboTtogarenu;
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> nonyyu nHdopmMaums 3a kaHauaaTa 3a Hannyne Ha KPUMUHANHO MUHANO0 UM HEroB CRYXXUTEN
e Onn ocbAeH C BnsI3NO B cuna u BanuaHo cbaebHo pelueHme.
Mpy HanuuMe Ha HsKoe OT TOPHWUTE XWUMOTEe3W, MO-HaTaTbLUHUTE CTbMNKM Ce M3BbPLIBAT B

CbOTBETCTBUE C NnpoueaypuTe 3a 6e3o0nacHOCT Ha EBPOTPBLCT 1 NPUNOXMMOTO NpaBso.

5.3.3 U3UCKBAHUA 3A OBYYEHUE HA NMEPCOHAIJIA HA EBPOTPBCT

[MepcoHan®bT, KOUTO M3NbIHABA OYHKUMUTE U 3agadvvTe, NpousTuyallm OT HeroBaTa 3aeTocT B
EBpoTpbCT unu 3aeTtocT B Permctpupallmsa opraH (npy Hanvyne Ha BbHLWeH Pernctpupaly opraH), Tpsabsa
Aa npeMuHe npes cnegHnTe obyyeHus:

» lpakTuka npu npegoctaBsiHe Ha KBanuduumpaHn yaoctoBeputenHu ycnyrn“ ot ,EBpoTpbCT
TexHonbmkuc* AL;

» llonuTtuka npu npegocraBsHe Ha KBanuduumpaHm yooctoBepuTenHu yenyrn“ ot ,EBpoTpbCT
TexHonbmkuc* AL,

» pasnopenbu, npoueaypu n AOKYMeHTaLmMs, CBbp3aHa CbC 3aeMaHaTa ponsi;

» TEeXHOMOrmm 3a CUrypHOCT M MpouedypuTe CBbp3aHM CbC CUIYPHOCTTA, W3MNon3saHm oOT
YpaoctoBepsaBalLmna opraH n Peructpupalums opran;

» cuctemMeH codpTyep Ha YAocToBepsBalLns opraH U Permctpupallmsi opran;

» OTrOBOPHOCTW, NPOM3TMYALLM OT PONn N 3afaun, U3NbIHSABaHN B CUCTEMATA,;

» npoueaypuv, M3NbiHABAHM MpU OTKa3 Ha cucTtemaTa MM NpekbCBaHe Ha AEWHOCTUTE Ha

YaoctoBepsBaLLns opraH.

534 YECTOTA HA OBYYEHUATA U U3UCKBAHUA 3A HAAIPAXOAHE HA
KBAJTMOUKALUMATA HA CITYXUTEJIUTE

OO6y4yeHuATa, onucaHu No-rope ce npoBexaaTt perynspHo. Tesn oby4yeHust ce OonmbreaTt npu
NpoMsiHa B HaLMOHANHOTO 3aKOHOAATENICTBO, B CEKTopa WNU MNpu NpoMsiHa B [OKYMeHTauuaTa wu
AenHocTTa Ha EBpoTpbCT.

5.3.5 CMAHA HA PABOTATA

.[1paKkTMkaTa npu npegocrtaBsiHe Ha KBanuduumpaHm ygoctoBeputenHn ycnyrn“ ot ,EBpoTpbeT

TexHonbaxkuc ALl He npegnonara HAKakeuM M3NCKBaHWS B Ta3n obnact.
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5.3.6 CAHKLUMW 3A U3BBPLUBAHE HA HEPA3PELLEHW OEUCTBUA

B cnyvah Ha oOTkpvBaHe WM Ha MOAO3pPEeHMEe 3a HeoTOpuU3MpaH [AOCTbMN, CUCTEMHUAT
agMVHUCTpaTOp 3aefHO C aAMUMHUCTPATOPbT MO CUTYpHOCTTa (CNyxuTenum Ha EBpoTpbCT) umnu
€OVHCTBEHO Ha CUCTEMHWUSI agMUHMCTpaTop (cnyxuten Ha Peructpupalymsi opraH, npy Hanuyve Ha
BbHLWEH Pernctpupaly opraH) mMoxe Aa npekpaTtaT AocTbhna Ha u3BbpwUTEns Ao EBpoTpbeT unu
cuctemaTa Ha Peructpupawmsi opraH. Mo-HaTtaTblWHUTE OUCUMNIIMHAPHU OEACTBUS Ce KOHCYNTMpaT C

pPBKOBOACTBOTO HA EBPOTPBLCT.

5.3.7 [OOroBoOP C NEPCOHANA

Nuua nnm KoHCYNTaHTK (HanpyMep pas3paboTymLm Ha copTyep UMM KOHCYNTaHTCKU YCryr) moraT
[la CKMoYBaT JOroBop 3a M3MbrHsBaHe Ha JoBepeHu ponu B EBpoTpbCT. B Takmnea crnyyaum, Te oTroBapst
Ha CbLUUTE U3UCKBAHUS, MPUINOXUMW 3a CNYXXUTENUTE, Ha3Ha4yeHn B EBpoTpbCT.

CbrnacHo CKroYeH AoroBop nuuaTa Unm KOHCYNTaHTUTE ca NOAMOXKEHW Ha cbllaTa npoueaypa

3a NMpoBepKa, KakKTo CIY>XUTEJTUTE Ha EBpOTp'bCT.

5.3.8 OOKYMEHTAUMWA, NMPEOOCTABEHA HA NMEPCOHAINA

YnpaBneHueTo Ha EBpoTpbCT 1 ynpaBneHneTo Ha Pernctpmpalus opraH (B cryyam Ha BbHLUEH
Peructpupaly opraH) TpsabBa aa npegocTaBsaT Ha CBOUTE CAY>XUTENW JOCTbM A0 CReaHUTe OKYMEHTH:

» yOOCTOBEPUTENHMU NONUTUKY;

» yOOCTOBEPUTENHU NPAKTUKK;

» WabnoHn Ha NCcKaHus, 3asBNeHNs 1 AeKknapaumy;

» W3BIEeYEeHUs OT JOKYMEHTWU, CbOTBETCTBALUM HA U3MbIHABaHaTa poOfis, BKMOYMTENHO U Ha
BCUYKM CMNELLHW NpoLeaypu;

> Ha60p OT OTrTOBOPHOCTU U 3aAbJTKEeHNA, CBbpP3aHU C U3NbJiHABaAaHaTa pond B cucremarta.

5.4 3AMNMUCU HA CBBUTUA U NOAABPXAHE HA XXYPHAJIA

3a egeKTMBHOTO yrnpaBneHne v QYyHKUMOHMpaHe Ha EBpPOTPBLCT, BCUYKM CbOWUTMS, MMaLLm
CbLLUECTBEHO 3HAYEHWE BbPXY CUIYPHOCTTA U HadexXOHOCTTa Ha TexXHoNornyHaTa cuctema, KOHTpona
BbpXy MepcoHana v notpedbutenute, KakTo U Bb3AENCTBMETO BbPXY CUIYPHOCTTA Ha NpenocTaBsiHUTe
KBanuduumnpaHm yaoCcToBepuTenHu ycrnyru, ce 3anucear.

Bcsika cTpaHa, cBbp3aHa MO HsiKakbB HA4YMH C MPEAOCTaBsiHE Ha YOOCTOBEPUTENHWU YCIyru,

3anucea MHdopMauusTa u S ynpaensiea ageksatHo. IHhopMaLUmMoHHUTE 3anncy CbCTaBAT PErMcTpuy Ha
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cbbnTMsiTa U ce cbxpaHsaBaT MO Ha4MH, NO3BOMSIBALL, OTOPM3MpaHM Nvua ga umaTt gocTbn A0 Tasu
MHdopMaums (Hanpumep Npu paspellaBaHe Ha CMOpPOBE MEXAY CTPaHU UMM OTKpMBaHE Ha ONuUTK 3a
HapylaBaHe Ha CUrypHoctTa Ha EBpoTpbcT). 3anucaHunte cbbuUTMA ce KonmpaTr W apxvBupar.
PesepBHUTE KONKUA ce CbXxpaHaBaT B cendoBe.

KoraTo e npunoxmmo, pernctpute Ha cbouTtus ce cb3gasaT aBTOMaTMYHO. AKO He Moxe ga 6bae
Cb3gadeH aBTOMaTUYHO, 3aMMCbT Ce CbXpPaHsiBa Ha XapTus. 3anucute Noanexar Ha OauT.

OagutopckuaT ekun B EBpPOTPBCT M3BbpLUBA PEedoOBHM MPOBEPKM 3a CnasBaHe Ha BbBeOeHUTE
MEXaHN3MK1, KOHTPOMM M npouenypu cbrinacHo ,[lpaktukata npu npegocTaBaAHE Ha KBanuduumpaHu
yoocTtoseputenHu yenyrn®, PernameHT (EC) Ne 910/2014 n gencTBaLLOTO HaUuMOHaNHO 3aKOHOAATENCTBO.

OD,I/ITOpCKVIFIT €Kun oueHdaBa ed)eKTI/IBHOCTTa Ha CbllecTByBaWlnTe npouenypu 3a CUrypHocCrT.

5.4.1 BWOOBE 3ANMUCHU

EBpoTpbCT cb3aaBa 3anucu 3a BCAka AEVHOCT B paMKUTE Ha CBOSiTA MHAPpACTPYKTypa. ApXMBHUTE
3anncu morat ga 6baaTt KpunTupaHu U CbXpaHeHW Ha HOCUTENW, C Len npeanasBaHe OT NPOoMsHa Unu
GanwuduumpaHe.

TakvBa 3anucu ca pasgeneHn B Tpu OTAENHN KaTeropuu:

» 3anucu Ha TEXHONOrMYHaTa cuctema — Npy MHCTanMpaHe Ha HOB UIu AOMbIIHUTENEH COPTYeEp;
npv cTapTMpaHe Ha CUCTEMUTE U MPUITOXKEHUSATA B TAX; NPU YCMNELLHN ONUTU 3a CTapTUpaHe Ha 1 JOCTbN
Ao xapayephu n coptyepHm PKI-komnoHeHTn (Public Key Infrastructure/MHdpacTpykTypa Ha ny6nvyHms
KN4y Ha cuctemuTe); reHepupaHe M ynpaBfeHWe Ha [OBOMKUTE KIHOYOBE W YAOCTOBEpPEHUS 3a
yAoOCTOBEpSABaALMTE OpraHn W KOMMOHEHTU B WHGpacTpykTypata Ha EBpoTpbCT; ynpaBneHve Ha
KpMnTOoMO4ynuTe; CbAbpKaHne Ha n3gageHuTe yaoCcTOBEPEHUS; reHepupaHe v ynpasneHme Ha BOVKUTe
Krno4yoBe 1 yaocToBepeHus Ha MoTpebutenute; ctaptupaHe Ha CUCTEMUTE U NPUITOXEHUATa B TSX; Npu
ONUTK 3a CTapTupaHe 1 JOCTbLN A0 XapAayepHu n codptyepHu PKI-KOMNOHEHTN Ha cucTeMnTe; reHepupaHe
Ha Cnucbk CbC cnpeHn M npekpaTeHun ygoctoBepeHus (CRL); nybnukyBaHe Ha wn3gageHwn BanuaHu
yaocTtoBepeHusa B NyOnnyHus pernctbp; KOHGUrypupaHe Ha npodmnm Ha yaoCTOBEPEHUS; CTaTyCc Ha
yAOCTOBEPEHNE B peanHo BpemMe; yAOCTOBepsBaHe Ha BpemMe Ha NpefCcTaBeHO CbAbpXKaHue;

» TPELLKN - 3annucuTe CbabpXaT MHOPMaLMs 3a MPELLKM HAa HMBOTO Ha MPEXOBMU NMPOTOKONW;
npu cnupaHe Ha CUCTEMUTE N NPUNOXEHMATA B TAX; NPU HEYyCNeLIHW ONUTK 3a cCTapTupaHe 1 AoCTbn Ao
xapgyepHm n codptyepHm PKI-KOMAOHEHTM Ha cUCTEMUTE; MPU CUCTEMHU COPTYEPHU U XapLyepHu
CPMBOBE Ha CMCTEMUTE U ApYrn aHOManun B nnatdopmuTe;

> 0OuUTW - 3anucuTe CbabpxaT MHpopMaLums, CBbp3aHa C KBanuduumpaHuTe yaocToOBEPUTENHN
yCnyru, HanpuMMmep: NOCTbNUNN OOKYMEHTM 3a PerucTpyvpaHe C Len ycTaHOBsiIBaHEe Ha MAEHTUYHOCT U
npoBepka 3a CaMOSIMYHOCT; Ha WCKaHMA 3a u3gaBaHe, MOAHOBsIBaHe, CnupaHe/Bb30OHOBsIBaHE W

npekpaTsiBaHe Ha YAOCTOBEPEHUS!; BbTPELUHU NpoLeaypu 3a aeHTUdUKaLms 1 perucTpauns; nsaaBaHe
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Ha CnncbKk Ha cnpeHnTe n npekpaTteHun yaoctoeperHnsa (CRL) n T.H.

3anncuTe BKMNOYBaT MHOPMaLUMs CBbp3aHa C:

> TN Ha CbOUTUETO;

» unaeHTudmKkaTopu Ha cbouTmeE;

> [aTta u4ac Ha cbobuTneTo;

» uvaeHTudmKkaTop Unu Apyrn aHHKW, NO3BOMLABaLLM onpenensiHe Ha NULETO, KOETO OTroBaps 3a
CbOUTNETO;

> Oanun cbObMTHEeTO e CBBbP3aHo C YCMNeLLEeH UK rpeLleH pesynTar.

CbxpaHsaBart ce 3anucu, Cb3gageHn OT KOMYHUKaLUMOHHUTE KOMMNOHEHTU B MHGpaCTpyKTypara.

CbxpaHsaBaT ce 3anMcu Ha CTapu M akTyanHu Bepcum Ha ,llpakTuka npu npegocTaBsHe Ha
KBanuduumpaHm yaoctoBeputenHu ycnyrm“ u Jllonutvka npu npegocTaBsHe Ha KBanuduuupaHu
yAOCTOBEPUTENHN yCnyrn“; WwabnoHM Ha UcKaHus, 3asiBKU, MHCTPYKUUK 3a paboTa un ap.

Hoctbn go wuHdopMauusiTa Ha 3anucuTe MMaT camMo OBMnacTeHW Nnuua OT nepcoHana Ha

EBpoTpbCT.

5.4.2 YECTOTA HA Cb3AABAHE HA 3ANUCHU

MHdbopmauusaTa 3a enekTpoHHNTE XXypHanu ce reHepupa aBTOMaTUYHO.

C uen ga ce ngeHtudunumpaT Bb3MOXHW HE3AKOHHM OEMHOCTM afMUHUCTPATOPBT NO CUTYPHOCTTA,
CUCTEMHUTE agMUHUCTPATOPU U OAUTOPBT, aHanNM3npaT MHdopMaunsaTa, Han-Manko BeOHbX B paMKUTe
Ha eguH paboTeH aeH.

AOMWHNCTPATOPBT NO CUTYPHOCTTA MMa 3a4bIMKEHNETO Aa NpaBu NPernea u OLeHKa Ha TOYHOCTTa
1 NbHOTaTa Ha perncTpupaHnTe cbonTMA 1 Aa NpoBepsBa CbOTBETCTBMETO C NpoLeaypuTe 3a CUTYPHOCT
Ha EBpOTpbCT.

3anncuTte B permctbpa Ha cbbutmnsaTa ce pasrnexgar B AeTalnvm Han-Manko BedHbX MeCeYHO.
Bcsako cbbuTtue nognexu Ha obsicHeHne 1 ce onncea B AHEBHUK Ha CbouTuATa. [NpouechT no nperneg Ha

OHEBHMKA Ha cbOMTMATa BKOYBA U npoBepkKa 3a HeroBoTo d)anu_lmcbmu,mpaHe nnum npomaHa.

5.4.3 TMNEPUOO HA CbXPAHEHUE HA 3ANUCHU

XXypHanu Ha 3anucu Ha permctTpupaHn cbonTusa ce CbxpaHsiBaT BbB (paninoBe Ha CUCTEMHUS ANCK
3a Han-marnko 6 (wecTt) meceua. Npe3 ToBa Bpeme Te ca AOCTbMNHN OHMAMH UK B MPOLEC Ha TbpCeHe OT
BCEKM OTOpU3MpaH cryxunten Ha EBpoTpbeT. Cnea 1031 nepuoa, 3anucuTe ce CbxpaHaBaT B apxvBuTe.

ApxmBUpaHn XypHanu ce 3anassaT B NpoAbImKeHne Ha rnoHe 20 (gBageceT) roguHu.
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5.4.4 3AWWUTA HA 3AINMUNCUTE

ApXMBBT Ce NOANMCBa C ENIEKTPOHEH MOANUC N ENEKTPOHEH BpemeBn nevaTt. MHdopmaumsta oT
3anucuTte B NIOroBeTe MNEpUogMYHO Ce 3anmcBa Ha U3NYECKNM HOCUTENN, KOUTO CE CbXpaHsiBaT B
cneumaneH cend, Hammpal, ce B NOMeLLeHMEe C BUCOKA CTeMNeH Ha domM3mMyecka 3alumta M KOHTPOon Ha
gocTtbna.

lMpoTokon oOT noroBe Ha cbbutuATa Moxe pa ©Obae npepasrnegaH €OuHCTBEHO OT
aAMUHUCTpaTopa No CUIypHOCTTA, CUCTEMHUSA agMUHUCTPATOP MM ogmutopa. [JocTbn 4o perncrbpa Ha
CcbOuTUATa € KOHUrypupaH rno TakbB HAYMH, Ye:

» Ccamo YMbMAHOMOLLEHN NUua MmaT NpaBo Ha YeTeHe Ha 3anucuTe B PerucTbpa;

» camMO0 agMUWHUCTPaTOPBT MO CUrYPHOCTTa MOXe Ja apxusupa unn ustTpuea (annose (cnen
TAXHOTO apXMBUPaHE), CbabpXKallM perncTpupaHnuTe cbontms;

» € Bb3MOXHO [a ce OTKpME BCAKO HapyLLleHue Ha LienocTTa;

» EBpOTpPBLCT rapaHTupa, Ye 3anncuTe He CbabpPXKaT NPONYCKM UM NoanpaBeHn 3anucu;

» nuua 6e3 NnpaBo Aa NPOMEHAT CbAbPKAHMETO HA XXypHanuTe, HaMaT AOCTbN 0 TAX.

EBpoTpbCT npunara npouenypuTe 3a 3almuta Ha pPerMcTpMpaHuTe CboMTUA MO TakbB HaYMH, Ye
O0pW 1 creq KaTo XypHanute 6baaT apxuBmMpaHn, € HEBL3MOXHO Aa 6baaT U3TpUTK 3anuncu, npean ga

n3teyvye nepmogbT Ha NogaAbpKaHe Ha apXmBa.

545 NnoaAobPXAHE HA PE3EPBHU KOMNMUA HA 3ANMNCU HA CbBUTUA

MooabpkaT ce pe3epBHU KOMMS OT 3anvMcuTe B JIOFOBETE Ha CUCTEMUTE, KOUTO Ce CbXpaHsBat
HagexaHo. Te3n konus ca cb3gasaTt OT OBNacTeHu nvua Ha EBpoTpbCT.

Mpouenypute 3a cUrypHocT Ha EBpOTPBCT M3UCKBAT perncTpute Ha cbbutua ga 6baat
noanoXeHn Ha pesepBHO konupaHe (backup) B CbOTBETCTBME C YTBBbPAEH rpadmk, HO HEe No-marnko ot 4

NbTWU B rognHaTa.

5.4.6 CUCTEMA 3A YBEOOMABAHE CJIEQ AHANUA3 HA 3AIMNUCHU

EBpoTpbCT € paspabotun npoueaypa 3a aHanm3 Ha 3anucuM Ha CbOuTuS, M3MbIAHSBaAHU B
cucTemarta, KosiTo No3BOMsABa Npernes Ha TekyluTe Cbountna n asToMmaTnmyHo yBegoMsBa 3a 3ansiaxv unm
npobus B curypHoctTa. B cniyyan Ha OAEVHOCTWU, UMalM BIIMSIHWE BbPXY CUIYPHOCTTA Ha cucTemara,
aAMUHUCTPATOPBLT MO CUFYPHOCTTA U CUCTEMHUSA agMUHUCTPaATOp OmBaT yBegOMsiIBaHM aBTOMaTU4YHO. B
ocTaHanuTe crnydau, yBegoMSeHNEeTO ce Haco4YBa CaMO KbM CUCTEMHUS adMUHUCTPATOP.

Korato ce npepaBa KpuTuUyHa WHOpMaUMs Ha YNbAHOMOLLEHM fvua, OT rfegHa Tovka Ha

CUI'YpHOCTTa Ha cucTemara, ca npeaBuaeHn cuTyaLmn, Npu KOUTo TpaHcepbT ce M3BbPLLBA YPe3 ApYrn,
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MOAXOAALLO 06e3neyeHn cpeacTBa 3a KOMYHUKaLMS, HanpuMep MobuneH TenedoH, enekTpoHHa noLwa.
KomMneTeHTHUTE oOpraHM wumaTt 3agb/PKeHMETO Aa NpeanpuemMaTt CbOTBETHUTE MEpPKU 3a

npegoTBpaTsaBaHe Ha oTKpuTaTa 3ansnaxa.

5.4.7 YA3BUMOCT U OLIEHKA

EBpoTpbCT knacudwmumpa u noaabpXa perucTpy Ha BCUYKM aKTMBM B CbOTBETCTBUE C
naunckeaHundata Ha ISO/IEC 27001. CwrnacHo ,[lonutukaTta no curypHocTt” Ha EBpoTpbCT ce n3sbpLuBa
aHanu3 3a oueHKaTa Ha YsiI3BUMOCT MO BCUMYKM BbTPELUEH Npoueaypy, NPUNOXKEHUs 1 MHPOPMaLMOHHN
cucteMn. ManckBaHms 3a aHanu3 moraT, CbLLO Taka, Aa 6baaT onpedeneHyn oT BbHLIHA MHCTUTYLUS,
yNbSIHOMOLLIEHA Aa M3BbpLUBA 0aMT Ha EBpoTpbCT.

AHanM3bLT Ha pUcka ce U3BbpLUBA HaAN-Manko BeAHBbX roamHo. PelleHneTo aa ce npucTbnm KbM
aHanus ce n3ebpLuBa oT CbBeTa Ha AnpekTopuTe.

AOMUHUCTPATOPBLT MO CUIYpHOCTTA KOHTPONMpa oOnasBaHe Ha 3anucute Mo CUrypHoctta B
XKypHanuTe, KOPEKTHOTO apxXMBMpaHe Ha pe3epBHUTE KOMus, OENHOCTUTE, M3MbIHEHM B Cryyal Ha

3aninaxm n CboOTBETCTBUETO C HACToALLaTa rlpaKTI/IKa.

5.5 APXUBUPAHE

NHdopmaunsaTta 3a 3HaunmuTe cbbutns ce apxmempa B eNeKTPOHEH BUA NEPUOANYHO.

EBpOTPBLCT apxuBmupa BCUYKM 4aHHU 1 dhalinoBe, CBbp3aHn C. MHpopMauuaTa Npu pernctpauus;
CbC CUIYpHOCTTA Ha cucTemara; BCUYKN UCKaHWS, NoAaaeHn oT noTpebutennte; yanata nHgopmaums 3a
notpebuTenuTe; BCUYKM KNOYOBE, U3MNOM3BaHW OT YAocToBepsiBawmuTe opraHM n ot Pernctpupawms
opraH; u uanaTa KopecnoHgeHunsa mexay EBpoTpbCT u notpebutenure. Ha apxuBmpaHe ca NO4MNOXeH
BCUYKN JOKYMEHTU U Aa@HHW, N3MON3BaHM B NpoLeca Ha NpoBepKa Ha CaMOSTMYHOCTTA.

JocTaBuUMKbLT CbXxpaHsBa apxuBa BbB (popmaT, MO3BOMsBAL, Bb3NpPOM3BEX4aHE WU

Bb3CTaHOBABAHE.

5.5.1 BWOOBE APXUBU

EBpoTpbCT ynpaBnsiBa ABa BuAa apxuBun: XapTUEHN U €NEKTPOHHM.

5.5.2 NEPuOO HA CbXPAHEHUE HA APXUBA

ApX1BUpPaHNTE AaHHW (Ha XapTus U B eNEeKTPOHEH BMA) Ce CbXpaHsiBaT 3a Nepuod oT MuHUMym 10

roavHu. Cnen u3TMyaHe Ha TO3W Mepuod Ha CbXpaHeHue, apXuBuMpaHuTe OaHHM MoraT aa Gbaar
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YHULLOXEHMN.

5.5.3 3AWLUTA HA APXUBHA NHOPOPMALIUA

EBpOTPBCT CbxpaHsBa apxvmBMpaHUTE 3anucy MO HaYUH, KOMTO M3KNOYBa HEOTOPU3MPaHU U
HeJoBepeHn nuua ga umaTt JocTbn Ao Tax. MHopmaumsTa, KOSTo e apxuBmpaHa no enekTpoHeH NbT, €
3alinTeHa cpelly HeOoTOpM3npaHo pasrnexgaHe, moguduuupaHe, ustpusaHe unm danwmdpuumnpaHe,
ypes BHegpsiBaHETO Ha Cuctema 3a KOHTPOI Ha JocTbna (NOCPEeAcTBOM akayHTM 1 naponu). 3a uenurte
Ha apxvMBUPAHETO Ce U3Non3BaT HAAEXAHW eNIeKTPOHHU HOCUTENW, KOUTO He moraTt ga Gbaat necHo
YHULLOXEHN U N3TPUTK Npe3 Nnepmoaa Ha CbXpaHeHue.

3a uennTe Ha CUrypHOTO CbXpaHsiBaHEe Ha apxXuBHWUTE dannoBe B enekTpoHHa dopma Te ce
noanMcBaT C eneKkTPOHEeH NoAnuc.

EneKkTpoHHUTE KOMYHUKaLMM MeXAY NOKanHMTE KOMNOHEHTM Ha MHAPACTPYKTypaTa ca 3almMTeHn
Ha 6a3a ctaHgapTta PKIX.

OTananeyeHnTe enekTpOHHU KOMYHMKaL MM ca 3alimMTeHn n ca 6asmpanun Ha ctaHgapTta PKIX.

JocTaBuMKbT npeueHsBa W3MON3BaHETO Ha MOLEHCKU UM KypuUepcku ycnyrm wm akc ¢

MoTpebutenuTe.

554 BB3CTAHOBABAHE HA APXUBUPAHA NH®OPMALIUA

OT CbLUECTBEHO 3HAYeHME 3a MPaBWUITHOTO (PYHKUMOHMPaAHE Ha EBPOTPBLCT € Bb3MOXHOCTTA
pe3epBHUTE KONus Aa 6baaT HaMbIHO Bb3CTAHOBEHW (HanpuMep crneg cpuB B cuctemara).

MogpobHM npouenypu 3a apxvBupaHe, Cb3faBaHe Ha KOMWs M Bb3CTAHOBSIBAHE Ha cucTemara
cnep aBapuvu, ca ONMUCaHu B TEXHUYECKaTa AOKyMeHTauus Ha EBpoTpbCT cbe cTtaTyT ,BbTpewHa“. Tasn

AOKyMEHTauus € AOCTbMHa eQNHCTBEHO 3a 0TOPM3npaH NepcoHan 1 NpoBepsiBaLLM OpraHu.
5.5.5 WU3UCKBAHUA 3A OTBENA3BAHE HA BPEMETO HA APXUBUPAHE

Apx1BHUTE AaHHU ce obe3nevaBaT C yA0CTOBepsIBaHE HA TOYHOTO BPEME Ha NMOANUCBAHETO UM.
5.5.6 CBXPAHABAHE HA APXUBA

Cucrtemara 3a cbbuMpaHe Ha apXmBHM A4aHHM € BbTpeLlHa cuctema 3a EBpotpbCT. MskntoueHue ot
TOBa MPaBumo ca apxmeBuTe, KOUTO ce cbbupat ot Pernctpupalyms oprax.

ApxuBHaTa MHopMaUMs (Ha XapTus U Ha eneKTPOHHU HOCUTENM) Ce CbXpaHsiBa HaASIEXHO B

crneumaneH cend B NOMELLEHNE C BUCOKa CTeNeH Ha hmnandecka sawmra.
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5.5.7 MPOUEAYPU 3A AOCTHIN N NPOBEPKA HA APXUBUPAHATA NH®OPMALIUA

[ocTbn 4o apxmBa € Bb3MOXEH CaMO 32 OTOPU3NPaHM CRYXUTenu Ha EBpoTpbCT cneq ycnewHo
yaoCcToBepsiBaHE U NOTBbPXAEHME Ha NpasaTa 3a 4OCTbI.

[aHHuTe ce npoBepsiBaT NEpPUOANYHO U Ce CbLMOCTABAT CNPAMO OpPUrMHANHUTE AaHHW, C uen
npoBepKa Ha uenoctTa Ha apxusupaHata uHdopmaumda. Tasnm OernHOCT ce n3BbpluBa Nog Hag3opa Ha
agMUHUCTpaTop MO CUrYpHOCTTA, KaTo ce BOASAT 3anucu 3a BCeKu eTan oT npouegypaTa. Pesyntature ot
npoBepkaTa ce 3anuceBaT B CbOTBETHUTE PErNCTPU Ha cbbuTusTa.

AKO ce yCTaHOBAT NoBpean unmn mogudukauum Ha opurmHanHuTe JaHHK, WeTuTe ce npemaxsart

Bb3MOXHO Hal-6bp30, CbrMacHoO BbTPELLHUTE npoLleaypy 1 npaeuna B EBpoTpbCT.

5.6 TMPOMAHA HA KNnto4 HA OCTABYUKA

[locTaBUMKBLT MOXE [ja MPOMEHM KItoya, CbOTBETCTBALY Ha U34aeH0 yAOCTOBEPEHMEe, CaMo KaTo
n3gane HoBO YAOCTOBEPEHME UMW NOAHOBU TEKYLLIOTO.

YacTHUST KnioY Ha YaocToBepsiBall, opraH Moxe Aa 6bae NPOMEeHeH B criyyai Ha:

» U3TUYaHe Ha cpoka Ha BanvAHOCT Ha CbMbTCTBALLOTO MY YAOCTOBEPEHME;

> BbBexaaHe Ha HOBU ycnyrM oT EBpOTPBbCT, KOUTO HanaraT NPOMEHN B XapaKTePUCTUKUTE Ha
YacTHMS KNtod (Hanpvmep NMPOMEHM CBbP3aHM CbC CUFYPHOCTTA M WM3UCKBaHE 3a HOBM MPUIIOKUMU

KpunTorpadckn koMmbuHauum).

Mpn NnpomMsiHa Ha YaCTHUAT KoY Ha YO0CcToBepsiBaLLmMsA opraH Ha EBpOTpbCT ce cnassar criegHuTe
npasuna:

» Y[OOCTOBEPSABALLUAT OpraH, C YNATO KIoY ce nognuceat notpebuTenckute yaoCToBepeHus, U
4YUATO KNtoY We 6bae NpoMeHeH, cnupa m3gaBaHeTo Ha ygoctoBepeHus 60 (wectaeceT) AHWM npeau
MOMEHTA, B KOWTO OCTaBallMa nepuog Ha BanuAHOCT Ha 4YacTHMS KNKY Ce M3PaBHU C NEPUMOABLT Ha
BaNUAHOCT Ha NOCNeAHOTO U34aaeHo YOAOCTOBEPEHNE;

» YpgocTtoBepsBaWMAT opraH, C YMWATO YacTeH Knod ce nognucea Cnmcbka CbC CApPEHU n
npekpateHu ygoctoBepeHus (CRL) n uninTo yacTeH Kntou e 6bae npoMeHeH, Npoabikasa fa nybnuvkysa
CAMCBbLN, NOANUCAHM CbC CTapus YacTeH KoY 40 MOMEHTA, B KOMTO M3TEYe CPOKLbT Ha BanNUOHOCT Ha

nocnegHoTo ny6n|/|KyBa HO yAoCTOBEepeHNe.

5.7 KOMMNPOMETUPAHE HA KIMFOMOBE U Bb3CTAHOBABAHE CJIE[] ABAPUA

Tasu vact ot ,[lpakTukata npu npegoctaBaHe Ha KBanvduuMpaHu yoocToBepuTeriHu ycnyrn®

onucea npoleaypuTe, U3BbpLUBaHN OT EBpPOTPBLCT, Npy aBapum (BKNHOYMTENHO NpupoaHu 6eacteust) 3a
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Aa ce Bb3cTaHOBM 0bCnyXBaHeTo Ha noTpebutenuTe. Tean npoueaypy ce U3BbpLIBaT B CbOTBETCTBUE C
npuet ,[1naH 3a Bb3cTaHoBsIBaHe npu 6egcrTems’.

3a cnyyauTe Ha HacTbNWMa aBapusa UMK 3annaxa OT HacTbMBaHe Ha aBapus ca paspaboTeHu
npoueaypw 3a crpaBsiHe C Te3n Heobu4arHM cMTyalmn 1 3a Bb3CTaHOBSABaHe Ha HopMarHaTa paboTa Ha
EBpoTpbCT. Mpn eBeHTyanHu 3annaxu 3a HacTbNBaHe Ha aBapun ce NpaBu aHanu3 Ha HanuM4yHoOCTTa Ha
KPUTUYHUTE pecypcu HeobxoaumuM 3a Bb3CTaHOBSABaHe Ha cuctemarta. [MpaBAT ce TeKylM OUEeHKM Ha
pasxoauTe 3a Bb3cTaHoBsBaHe. VImMa npouegypv 3a aBapuu C MHMOPMAaLMOHHUTE TEXHOMorMM 1 3a
aBapum ¢ 6usHec npouecute. Taka Hanpumep, B obnactra Ha MHAOPMAUMOHHUTE TEXHOMOornu, nma
N3UCKBAHWNA 3a CbXPaHEeHWe Ha CUCTEMHW XapayepHU pecypcu, N3NCKBaHUS 3a CbXpaHeHNe Ha CUCTEMHU
OaHHK, KaKTO U 3a CbXpaHeHue Ha cneundunyHm (HectaHaapTHN) XapayepHu pecypcu, pasnpegensiHe Ha
cucTeMHun (paboTHM) CTaHUMW, MHTEPHET, MHTPAHET U T.H.

To3n nnaH ce TecTBa BeOHbX rOAMLIHO 1 € 06eKT Ha obyyeHne oT cnyxutenute Ha EBpoTpbCT.

MnaHbT Ha EBpOTPBCT 3a Bb3CcTaHOBABaHeE crief 6eacTBue e cb3gafeH ¢ Len Aa ocurypuy nbiiHo
Bb3CTaHOBsIBaHEe Ha BCUYKM OYHKUMM HA EBPOTPBCT B paMKuTe Ha edHa ceagmuua crnef Kkpusa, 3acerHana
rmaBHUTE CTPYKTypwu. EBPOTPBLCT n3npobBa cBOETO 0bopyaBaHe B CTpyKTypaTa Cu, 3a Aa nogabpxka
dyHKUMMTE Ha YaocToBepsaBaLmsa opraH U Pernctpupalums opraH cneg 3Haunma kpusa, Kosito 6m cnpsina
YHKUMOHMPAHETO Ha usnaTta CTpykTypa. Pedyntatute OT Te3n NPOBEPKM CryXaT 3a OLEHBbYHWU U
nnaHvpawm genHoctu. Llenta e npyn HeobxoamMmocT, Hanpumep creg 3Hauduma kpusa, OerWHOCTTa Ha

CTpyKTypaTa Ha EBpOTpBLCT Aa ce Bb3CTAHOBM KOMKOTO CE MOXE MO-CKOpO.

5.7.1 OEWACTBUA NPU ABAPUU

ApXvBHUTE [aHHKU, CbObpXawyn MHPOPMaUMSA 3a UCKaHMATa 3a u3gaBaHe, ynpasBfieHne W
npekpaTsiBaHe Ha YAOCTOBEPEHWs, KaKTO U 3anucuTe Ha BCUYKM M3OageHn yooctoBepeHust B BasaTta
OaHHU Ce CbXpaHsiBaT Ha CUIYPHO M HadeXOHO MSICTO M ca Ha pasnonoxeHue Ha EBpoTpbCcT npwu
nouckBaHe OT yNMbMHOMOLLEHUTE NMLa B CNyYan Ha Bb3HMKBaHE Ha aBapus.

3a genctena npu aBapum EBpoTpbCT € paspabotun ,[1naH 3a u3BbHpPeaHN cutyauumn®, KOUTo ce
npoBepsiBa BEOHBX rOAMLLHO.

EBpoTpbCT TpAbBa ga MoOXe Aa OTKpUe BCEKU Bb3MOXEH UHUMAeHT. Cneg aHanms Ha criy4mnoTo
ce, LenTa e ga ce npegoTtepaTtaT Obaewm MHUMOAEHTM, OCHOBAHN Ha CUCTEMHU FPELLKN MU CPUBOBE Ha
ycnyrn n TexHonormn. 3a ga ce u3BbpLUM BCUYKO TOBa, EBPOTPBCT HabnogaBa BCUYKM CUCTEMU N YCAYTN
0e3 npekbcBaHe (24x7), a CbWO MMa Ha pasnornoxeHne TenedoH 3a MHdopMaums u NOMoLY, KbAeTo
noTpebutenute morat ga yBegoMsiBaT 3a UHLUMAEHTU UN HEN3MPABHU YCITYIN.

MnaHbT nocouBa MNPUBNU3NTENHOTO BPEME 3a OTKPMBAHE HA BCAKAKbB BUO WHUWOEHTW.
EBpOTPBCT rapaHTupa, 4e BCEKM MOTEHUManeH WHUMAOEHT MOXe Aa O6bae oTKpuT. [OoCTaBYMKBT € B

CbCTOSIHME [a pasrpaHMyaBa pearieH WHUMAEHT OT dpanwimBa TpeBora. 3a TEXKUTE WHUMOAEHTU ce
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cboblWaBa Ha pbkoBoACTBOTO. [MnaHbT nocoyBa nNpuBNM3NTENHO BpeMe 3a YBEeAOMIIEHME W
noTebpkaaBaHe. Onpenens ponute U OTroBOpHOCTUTE. [laBa OLEeHKa Ha BuAa WMHUMOEHT, NOAXOAsLLO
BpeMe 3a peakuusi 1 nocneaeawm aencteus. Cvbutusita ce 3anuceat. [JokyMeHTMpaT ce NpuYMHNUTE 3a
MHUMOEHTA M MO KakbB HauMH TOW Ce e oTpasun Ha edeKkTMBHOCTTa Ha paboTarta. 3anucsaT ce
npeanpueTutTe Mepku (Bpeme 3a peakuusi 1 BpeMe 3a Bb3CTaHOBSIBAHE Ha ycnyraTta unu cuctemara u
T.H.). MNpegnaraT ce nogobpeHns. To3n NNaH NOCOYBA KakbB TWUM apXMBUPaHe Ce M3BbLPLLBA, HA KakBU

WHTEpBanu, kbAe Aa ce CbxpaHsBa nHdopmaumsita u CTpykTypaTa v T.H.

5.7.2 WHUMOEHTWU, CBBP3AHU CbC CPUBOBE B XAPOAYEPA, CO®TYEPA WU OAHHUTE

Lisnata uwHpopmaumsa npu kpaxba Ha xapayep, codpTyep w/unu [aHHW ce npegaBa Ha
agMuMHUCTpaTopa MO CUrypHOCTTA, KOWTO [AEeWCTBa, B CbOTBETCTBME C BbLTPELLHW Npoueaypw,
pa3paboTeHn ot EBpOTpBLCT.

Tesun npoueaypu ca CBbp3aHu C aHanNu3 Ha cuTyaumaTa, pascneaBaHe Ha MHUMOEHTa, Mepku 3a
MUHUMU3NPAHE Ha NocneguuuTe N HegonyckaHe Ha Nogo6HU MHUMAEHTM B ObaeLe.

B cnyuanm Ha cpuBoBe B xapgyepa, codTyepa unuM B [aHHUTe, [doCTaBYMKbLT yBeaoOMsiBa
notpebutenute, Bb3CTAHOBSBA KOMMOHEHTUTE Ha WHMpPaCTpyKTypaTa U NPUOPUTETHO Bb3OOHOBSBA
poctbna go NyénuyHms permctbp M Cnuckka cbe CnpeHn 1 npekpaTteHn yooctosepernsa (CRL).

3a Takmea cnydan EBpoTpbCT € paspabotun [1naH 3a ynpasneHue Ha MHUMAEHTU . [JoCTaBYMKbT
MMa nnaH 3a ynpaefieHWe Ha BCUYKM MHUMAEHTW, KOUTO 3acsaraT HOPManHOTO (PYyHKUMOHMpaHe Ha
WH(pacTpykTypaTa Ha nybnuyHua kniod. To3n nnaH € B cboTBeTcTBME C [naH 3a 6usHec, naH 3a

HenpekbcHaToCT U NnaH 3a Bb3cTaHOBsIBaHe Npu 6eacTBuS..

5.7.3 KOMMPOMUTUPAHE WUJIN CbMHEHUE 3A KOMMNPOMETUPAHE HA YACTEH KIJllHOM HA
YOOCTOBEPABALLUNA OPIF'AH HA EBPOTPBCT

[ocTaBunkbT nonara AbrkumMara rpuxa, 3a ga nogabpXka HenpekbCBaeMOoCT U LUSNOCTHOCT Ha
yOOCTOBEPUTENHUTE YCYrn, CBbpP3aHn C YAOCTOBEPEHUSATA, KOUTO U3faBa, Nogabpxa v ynpasnssa.

[locTaBunMKbT nonara MakCUManHu rpuwknu B paMKUTE Ha Bb3MOXHOCTUTE U pecypcuTe cu, Ada
MUHMMU3MPA pUCKa OT KOMMPOMETUPAHE Ha KIOYOBETE Ha YOOCTOBEPSBALLUTE CU OpraHn BCneacteue
Ha npupogHu 6e4CTBUS UM aBapuUn.

B cnyyar Ha KoMnNpoMeTMpaHe WM CbMHEHME 3a KOMMPOMETMPAHE Ha 4YacTeH KIY Ha
YpaocTtoBepsBaly, opraH Ha EBpoTpbCT, ce npeanpuemMar CriegHuTe AeNCTBUS:

» npekpaTtsiBa ce He3abaBHO yOOCTOBEPEHNETO Ha ONepaTUBHUS OpraH;

» YpocTtoBepsBalUAT opraH reHepupa HoBa [IBOMKa KIMHOYOBE N HOBO YOCTOBEPEHUE;

> BCWYKM MOTPebuTenn Ha yaoCTOBEepeHUst ce MHopmMpaT 3a Cry4urioto ce HesabaBHO, C
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nomMmoLLUTa Ha cpefcTeata 3a MacoBO OcBefoMsiBaHe (MHopmauus Ha cTpaHuuaTta Ha EBpoTpbCT) m
ereKTpoHHa nowa;

»  VWHopMMpaT ce BCUYKN JOBEPSIBALLM CE CTPaHW;

» yOOCTOBEPEHMETO, CbOTBETCTBALLO HA KOMNPOMETUPaHUA Koy ce Bnucea B Cnvcbka CbC
cnpeHn n npekpaTeHn yagoctoepeHns (CRL), 3aegHo ¢ nogxoasiua npMynHa 3a npekpaTtsiBaHe;

» BCWYKM NOTPeOMTENCKN yOOCTOBEPEHUS U34afdeHn OT YAOCTOBEPEHMETO CbOTBETCTBALLO Ha
KOMMPOMETUPAHNS YacTeH KoY ce npekpataBaTt v 3anuceat B Cnncbka CbC CMPEHU U npekpaTeHu
yAOCTOBEpPEHME, KaTo ce NocoYBa NOAXOASALWA NPUYNHA 3a NpeKkpaTABaHeTo UM;

» n3gaBarT ce HOBW yAOCTOBEPEHUst Ha 3acerHatute notpeburenu;

» HOBUTE yOOCTOBEPEHMS Ha noTpebutenute ce wusgaBaT 3a cMeTka Ha EBpoTpbCcT
(noTpebutennTte He AbrKaT Takca);

» u3BbpLUBa ce He3abaBeH aHanm3 1 U3roTesA AoKNaz 3a npuynMHaTa 3a KOMNpPOMETUPaHETO.

Te3an onepauum ce u3BbLPLIBAT B CbOTBETCTBME C NnaHa, paspaboteH oT EBpoTpbCT, 3a
WHUMOEHTM CbC CUrypHOCTTa. TO3K nnaH ce pa3paboTea OT ekun Ha EBpOTpbCT nog pbKOBOACTBOTO Ha

agMVHUCTpaTopa No CUrypHocTTa 1 ce oaobpsiea oT CbBeTa Ha AMpekTopuTe Ha EBpoTpbCT.

5.7.4 HEMNPEKbCHATOCT HA BU3HECA U Bb3CTAHOBABAHE CJIE[] ABAPUU

EBpoTtpbCT e paspabotun ,[TnaH 3a HeENpeKkbCBAEMOCT Ha AEMHOCTTA® 3a CryvyanTe Ha Bb3HMKBaHE
Ha aBapuu, KaTto Hanpumep rofieMn CUCTEMHM UM MPEXOBU MPEeKbCBaHMA. TO3N OOKYMEHT ypexaa
NMOAroToBKaTa M npouecute, 3a ga ce rapaHTupa 3ana3BaHeTo Ha genHoctTa Ha EBpoTtpber. LenTa e
nocTUraHe Ha NPUEMCTBEHOCT B AEWHOCTTA Ha APY)XeCTBOTO M 3aliMTa Ha OM3Heca, KoraTto ca HanuyHu
rorieMu NpeKkbCBaHNs Ha HOPMarHMTEe TbProBCKM onepaumm.

Monutmkata 3a CUrypHOCT, KOATO u3MbiHaABa EBpPOTPBLCT, B3emMa Nog BHUMMAHWE CriegHuTe
3annaxu, BNusielM BbpXy HEMPEKbCHATOCTTA Ha NPeaoCTaBAHUTE YCIYrn:

» CpuMB B KOMMIOTbpHATa cMcTeMa Ha EBpPOTPBLCT, BKHOYUTENHO CPUB B MPEXOBUTE PECYPCU -
MOXe [a HacTbNK Mo Cny4YaeH NbT;

» CpuvB B copTyepa, HEM3NPaBHOCT UMW CNMpaHe Ha AOCTbMNa A0 AaHHU — MOXe Aa HacTbNu Ypes
HenoaxoasaLWmM NpUNoXeHus wnu 3noepeneH codTyep OT noTpebutenu (Hanpumep BUPYCU, YeEPBEW,
TPOSHCKM KOHE);

» 3aryba Ha BaXXHN MPEXOBW YCMyru, CBbP3aHn C MHTepecuTe Ha EBPOTPBLCT — MOXe Aa HacTbMu
npu CPUB B €MNEKTPONpPEeHOCHaTa Mpexa;

» KOMMpOMETMpaHe Ha 4acT OT MpexaTa, u3non3saHa OT EBpOTpBCT 3a npegocTaBsiHE Ha

cBOUTE YCyru.

3a pace npegoTBpaTAT U orpaHn4aT 3ary6|/|Te OT roOpHUTE 3annaxun, Kato agekBaTHa NONINTUKa
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3a curypHocTt, EBpoTpbCT Npeanpuema cregHoTo:

» Bcuukn Tutynapu/Cbe3gaTenu n goBepsiBalLm ce cTpaHu aa 6baat MHopMmnpaHu, Bb3MOXHO
Han-6bP30 1 MO HAUYMUH, KOUTO € HaN-NOLAXO0AsILL 33 CbLLECTBYBALLOTO MOSIOXKEHNE;

» perynsapHoO ce Cb3gaBaT U apxXmBMpaT KONUSA Ha BCUYKM KOMMOHEHTN OT MH(pacTpyKTypaTa Ha
EBpOTPBCT, KOUTO Ce CbxpaHaBaT Ha Jobpe 3awmTeHo 1 6e3onacHoO MACTO;

» NepuoaMyHO ce Cb3aaBa pe3epBHO Konve Ha 6a3zata gaHHW, KOeTOo BKITHYBa BCUYKM NogaaeHun
NCcKaHus, u3gageHn, NoOAHOBEHU U MpeKkpaTeHn yaocToBepeHus. PesepBHWUTE KONUA ce apxuBupat u
CbXxpaHsaBaT Ha gobpe 3awmTeHo 1 6e3onacHo MSACTO;

» MepuoanyHO ce Cb3aBa pe3epBHO KOMMe Ha BCEKN CbPBBLP;

» YacTHuTe KntovoBe Ha EBPOTPBCT ca pasgeneHn B CbOTBETCTBUE C NpoLeaypuTe 3a CUrypHoCT
W Ypes TanHo cnofgensHe. Te ce gbpxaTt OT AOBEPEHU fMLA HA CUTYPHO U 3aLMTEHO MSCTO;

» noAamsiHaTa Ha pecypcuTe ce oCbLUEeCTBSABA NO HAaYMH, KOMTO MO3BOSIsiIBA Bb3CTaHOBSABAHE Ha
Han-HOBUTE AaHHMW.

MpouenypuTe 3a BbL3CTAHOBSABAHE Ha cucTemata chnej aBapun ca TecTBaT BbpXYy BCEKM
KOMMOHEHT Ha TeXHOMormyHata cuctemMa Ha EBpOTPBLCT Har-Manko BegHbX roauwHo. Tesn TecTtoBe ca
4acT OT BbTPELUHUSA OaUT.

AKTyanusauusa Ha codTyepa e Bb3MOXHa CaMO cref NpoBeXaaHe Ha MHTEH3UBHU TeCTOBE B
TecToBa cpeda M OEeNCTBMS B CTPOro CbOTBETCTBME C OnMcaHuUTe npouenypu Ha EBpoTpbecT. Besika
npoMsiHa B cuctemaTa M3MCKBa Cbriacue 1 npuemaHe ot agMmMHUCTpaTopa no CUrypHOCT.

Mpun BCAKO Bb3CTaHOBSIBaHe Ha cucTtemarta cneq 6eacrteue, agMUHUCTPATOPBLT NO CUrypHOCTTA
NN CUCTEMHUAT aAMUHUCTPATOP U3MbIHABAT CNEAHOTO:

» NPOMEHAT BCUYKN N3MON3BaHW Npean ToBa Naponu;

» npemMaxBaT BCUYKM NpaBa 3a AOCTbN 4O pecypcuTe Ha cuctemaTa;

» MpPOMEHAT Bcu4km kogose 1 NNH Homepa, cBbp3aHu ¢ M3NYeCcKnsa 4OCTb A0 CbOoPbXKEHNATA
N KOMMOHEHTUTE Ha cucTemMaTa;

» aKo Bb3CTaHOBSIBAHETO OT aBapusTa BKMKOYBA NpenHcTanaums Ha onepaumoHHaTa cuctema m
nomoLleH codptyep, BCuukmM IP agpecu oT cuctemaTta U HEMHUTE NOAMPEXN CE NMPOMEHAT;

> npernea Ha aHanu3 Ha nNpuumMHuTe 3a beacTeuaTa.
5.8 NPEKPATABAHE HA D,EI7IHOCTTA HA EBPOTPBCT
3agbmKeHusATa, onucaHu no-Aony, ca paspaboTeHu, 3a Aa MUHMMU3MPAT MNPeKbCBaHuATa B

[AEeNHOCTTa Ha NoTpeduTennTe 1 AOBEPSBALLUTE CE CTPaHW, NPOU3TUYaLLM OT pelleHneTo Ha EBpoTpbeT

Aa npeyctaHoBu paborta.
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5.8.1 WU3UCKBAHMS, CBBLP3AHU C MPEXOOA OO MNMPEKPATABAHE HA JEAHOCTTA HA
OOCTABYUKA

Mpeaun yooctoBepsABaLUns opraH ga npekpaTtu ycnyrute cu, Tou € AnbXeH ga:

» yBegomsaBa OpraHa no Haa30p 3a CBOETO HamepeHue Aa npekpaTtu ycryrute cu, B Criydyan Ha
nck 3a 0bsiBABaHe Ha ApYXeCTBOTO B HECbCTOATENHOCT, 00sBiIBaHe Ha APYXXeCTBOTO 3@ HEAENCTBUTENHO
WNn 3a Jpyro WcKaHe 3a MnpekpaTsBaHe, MMM 3a 3afnoyBaHe Ha npouedypa No NUKBUAAUUS.
YBegomneHneTo crnegBa ga Obae HanpaBeHo 4 (4eTupu) Meceua npegu LOroBopeHaTa gaTta Ha
npekpaTsaBaHe;

» yBeaomu (Han-marnko 4 meceua npeamn Toea) cBomTe NOTpebuTenu 3a peLleHneTo aa npekpaTn
NpeaoCTaBAHUTE OT HEro YCnyru;

» MNpPOMEHM cTaTyca Ha CBOUTE yAOCTOBEPEHUS;

» npekpaTn BCUYKM yOOCTOBEPEHMS Ha MoTpebuTenute B paMkuTe Ha obsBeHWs nepuopg 3a
npekpaTsiBaHe Ha AeWHOCTTa;

» yBEOOMW BCUYKM CBOM NOTpPebuTenu 3a npeycTtaHOBABaHE Ha yCnyruTe;

» npaBu TbProBCKN pa3yMHU yCUnus, 3a Aa cBede A0 MMHUMMYM HapyllaBaHETO Ha MHTepecuTe
Ha noTpebutenure;

> U13BbpLUBA HeobxooMmmnTe OEencTBus, 3a ga moxe OpraHa no Hag3op da nogabpxa Cnucbka
CbC CnpeHun n npekpateHn ygoctoBepeHus (CRL).

Ako Pernctpupaly opraH kaTo BbHLIHA OpraHusauusi, € B3ena pelueHne 3a npekpaTtsBaHe Ha
NpeAcTaBUTENCTBOTO HA EBPOTPBCT NO NOBOA NPeaoCTaBsHU yOOCTOBEPUTENHU YCIyr, TON € ONTbXeH
aa:

> yBegomu EBpOTPBLCT 3a CBOETO HamepeHue Aa rnpekpaTn AenHocTTa. YBeoMITeHUeTo cneasa
Aa 6bae HanpaeeHo 4 (YeTupn) Meceua Npeamn JOroBopeHaTa Aata Ha npekpaTsiBaHe;

» npepjaBa Ha EBpOTpbCT udanocTHata [OKyMeHTauus, cBbp3aHa C obcnyxkBaHeTo Ha

I'IOTpe6I/ITeJ'II/1Te, BKIMIOYUTEJTHO apXxmuBa U JaHHUTE 3a OOUT.

5.8.2 MNPEXBBLPNAHE HA [JEAHOCT KbM AOPYI OOCTABYMK HA KBAJIIMOULIMPAHU
YOOCTOBEPUTEJIHU YCIYTU

3a fga ce ocurypu HENPeKbCHATOCT Ha U3gaBaHe Ha KBanuduuupaH yaoCTOBEPUTENHU YCNyrn 3a
notpebutenute, EBpOTPBLCT MOXE Aa noanuwie crnopasymeHue C pyr keanuduumpaH SOCTaBYMK Ha
yooctoBepuTenHu ycnyrn. B Toau cnydan, EBpoTpbCT:

> yBegomsaBa OpraHa no Hag30p 3a HAMEepPEeHUETO CU, He MO-KbCHO OT 4 Meceua npeau gataTa
Ha npekpaTsaBaHe 1 NPEXBBLPIISHE Ha AENHOCTTa;

> nonara BCUYKM YCUNUS! U TPUXKM, 3a Aa NPOABLIDKM AEVCTBMETO Ha U3nageHuTe noTpebutenckm
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YyAOCTOBEPEHUS;

> yBegomsBa nnucmeHo OpraHa no Hagsop u MNoTpebutenute, Ye genHocTTa My ce noema oT
ApYr peructTpmpaH A0CTaB4YMK, KakTo U1 OTHOCHO HauMeHoBaHMeTo My. YBegoMmeHueTo ce nybnukysa B
NHTepHeT cTpaHuuaTa Ha EBpOTPLCT;

> yBegomsaBa [loTpebutennte OTHOCHO YycrnoBuATa MO NOAAPbBXKKA Ha NpPexBbprieHnTe
yAOCTOBEPEHNS KbM NpreMawuns [JocTtaBuunk,;

» TMpOMeHs cTaTyca Ha onepaTtMBHWUTE YOOCTOBEPEHMS W HaAnexHo npegasa udanata
AOKYMeHTaLms, CBbp3aHa C AeHOCTTa Cu Ha npuemMawmna [loctaBynk, 3aeQHO C BCUYKM apXMBU, KaKTO U
BCUYKM N3aafeHn YyOOCTOBEPEHNS (BanUaHW, NpekpaTeHN U cripeHn);

» u3BbpLIBa HeobxooMMuTe OENCTBUSA 3a NMPEXBbPMAHE Ha 3a4bIDKEHMATA NO NOAAPbBXKKA Ha
MHopMaumsaTa KbM npuemMalimsa [JoctaByuk;

» NpexBbpnis yNpaBreHNETO Ha BeYe n3nageHnTe yaoCTOBEPEHNS 3a KparHn NoTpebutenn kbm
npuemawmsa [JoctaByuk;

Mpremawmnat JoctaBunk noema npaeBata v 3agbibkeHnaTa Ha EBpOTpbCT ¢ npekpaTteHa AenHOCT
W NnpoabirKkasa fAa ynpaBnsBa akTUBHUTE YOOCTOBEPEHUS 0 Kpas Ha TAXHOTO AencTBue.

ApxvmBbT Ha EBpOTpPBLCT € NpekpaTeH cTaTyc TpsbBa na 6bae npeganeH Ha [JoctaBumka, npuen

JenHocTTa.

5.8.3 OTHEMAHE HA KBAJIN®ULIMPAH CTATYT HA EBPOTPBCT UJTIU HA KBAITUOULIMPAHUSA
CTATYT HA CbOTBETHA YCNYTA

Mpy oTMsIHA Ha kBanuduumMpaHus cTaTyT Ha EBPOTPBCT UM Ha HSIKOS OT NPEAOCTaBSAHUTE OT HEro
YLO,OCTOBEPUTENHN YCIyri, TON U3BbPLLBA CeaHOTO:

> yBefomsiBa NoTpebuTenuTe cu 3a NPOMEHEHWS CU CTaTyT UK TO3U, Ha CBOUTE YCIyru;

» MNpOMeEHs cTaTyca Ha CBOUTE YAOCTOBEPEHNS;

> npekpaTsiBa Aa u3gasa HoBM KBanuduumMpaHu yaocToBEPEHMS, HO NpoabikaBa Aa ynpaenssa
aKTUBHWTE YI0CTOBEPEHUS [0 Kpas Ha TAXHOTO AeNCTBuE;

> npaBu TbProBCKM pasyMHW YyCWUnusl, 3a Oa Ce CBede [0 MUWHMMYM HapyllaBaHeTo Ha

WHTepecuTe Ha noTpebutenure.
6 YMNPABINEHUE N KOHTPOJ1 HA TEXHUYECKATA CUT'YPHOCT
Tasu yact ot ,[lpakTukata npy NpeaoctaBaHe Ha KBanuduuMpaHu yoocToBepuTernHu ycnyrmn®

onucBa npoleaypuTe 3a reHepupaHe 1 ynpaeneHne Ha Kpuntorpadckute KrnoyYoBe 1 CBbP3aHUTe C TAX

TEXHNYECKN N3UCKBAHUA.
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6.1 TEHEPUPAHE U UHCTANUPAHE HA IBOMKA KNIOYOBE

Kpuntorpadpckute OBOWMKM KMAKOYOBE 3a OMepaTMBHUTE YAOOCTOBEPEHUS Ha EBpoTpbeT ce
reHepuvpaT M MHCTanupaTt CblrfacHO UHCTPYKUUUTE U NpoueaypuTe B TO3U OOKYMEHT. eHepupaHeTo ce
ocbllecTBsiBa OT oBnacteHun nuua ot EBpoTpbeT. 3a cb3gaBaHe Ha nNoanvc ce M3Mon3Ba 3alluTeH
MEeXaHu3bM, CbC 3awWmTeH npodwun, onpederneH B CbOTBETCTBME CbC TEXHUYECKM crneumdukaumnm,
onpegenswm HMBa Ha CUrypHocTTa.

[ocTaBunKbLT M3NON3Ba CBOMTE YaCTHU KITHOYOBE CaMo 3a Lenute Ha AerHOCTTa CW, KakTo cresa:

» [a noanucea msgaBaHWTE onepaTMBHM YOOCTOBEPEHUs Ha YOocToBepsABaLLlMTEe OpraHu B
CBOSITa MHPPACTPYKTYpPA;

» [anopnucea uagasaHuTe M NybnukyBaHn Cnncbum CbC CNPEHN M NPeKpaTeHN yaOCTOBEPEHUS
(CRL);

» [a noanvceBa BCUYKU M3gagaeHu u nybnvkyBaHu YOAOCTOBEPEHUS 3a eNeKTPOHEH nognuc/neyat

Ha MNoTpebutenuTe.

Kpuntorpadpckata aBonka kntovoBe (Y4acTeH M nybnuyeH) Ha u3gaBaHMTE YAOCTOBEPEHWUs 3a
eneKkTpoHeH noanuc/neyat B UHppacTpykTypaTa Ha EBpOTpBLCT ce reHepupa KakTo cneaBsa:

» ot Tutynapsa/Cbw3gartens, ¢ xapayep U codpTyep, KOUTO € Nnof HEroB KOHTPOJT, HO € 04o0peH
oT EBpoTpbCT;

» OT onepaTtop Ha Peructpupalwums oprad Ha EBpoTpbCT, € xapayep v codpTyep, KOUTO e nog
KOHTpoNna Ha UH(pacTpykTypata Ha EBpOTpbCT;

» Ot EBpoTpbCT, KOrato M3gaBaHETO Ha yOOCTOBEPEHUATa Ce 3asiBsiBa OTAareyeHo, ypes

MOGMIHOTO NpUNoXeHne Ha EBpoTpbCT.

3a reHepupaHeTO Ha [OBOMKA KNIOYOBE Ha KBanuduuMpaHO YOOCTOBEPEHME 3a eneKTPOHEH
noanuc/neyar BMHaruM ce WU3nNonsBa YCTPOWMCTBO 3a Cb3[aBaHe Ha eriekKTpoHeH nognuc/neyaTt, Cbe
3awmteH npodun cernacHo PernameHT (EC) Ne 910/2014.

Camo enekTpoHHU nognucu/neyaTn, Cb3gadeHu C YacTeH KIToY Ha ABOWKA KITH0YOBE reHepupaHu
B YCTPOMCTBO 3a Cb3[aBaHe Ha KBanuduuupaH enekTpoHeH noAanuc/meyar umaT xapakrepa Ha
KBanmduumpaH enekTpoHeH noanuc/neyar.

Tutynapat/Cb3gaTenaT ce 3agbibkaBa ga W3noni3dea nuvueHsumpaH codtyep 3a paboTta C

YCTPOWCTBO 3a Cb3jaBaHe Ha eneKTpoHeH noanuc/neyar.

6.1.1 TEHEPUPAHE HA JBOWKA KNIOYOBE HA YOOCTOBEPSABALL, OPIAH

HocTaBunkbT reHepupa Asouikun kpuntorpadckn (RSA) kniovoBe Ha 6a30BMst U Ha onepaTuBHUSA
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YaocTtoBepsBallm opraHn kaTto uanonaea xapgyepHa kpuntocuctema (HSM/Hardware Security Module) ¢
HMBO Ha curypHocT FIPS 140-2 Level 3 unu no-euncoko, cbotBeTHo CC EAL 4+ nnu no-BMCoKO.

OTtopuanpaHm nuua OT nepcoHana Ha EBpOTPBLCT M3NbhAHABAT CTbMAKUTE MO reHepupaHe,
WHCTanupaHe 1 CbXpaHsiBaHe Ha OBOWKUTE KntovoBe Ha 0a3oBMS M Ha onepaTMBHUA Y4OCTOBepsBaLLU
opraHu, cboTBeTHO ,Evrotrust RSA Root CA* u ,Evrotrust RSA Operational CA" cbrnacHo gokymeHTUpaHa
BbTpeLLHa npoueaypa, cbrracyBaHa v yTBbpAeHa OT pbKOBOACTBOTO Ha EBPOTPBLCT.

MpouenypaTa ce u3nbriHABa B NPUCHCTBUE Ha yrieH Ha CbBeTa Ha AnpekTopute Ha EBpoTpbCT.

Mpean pa ce reHepupa 6a3oBa OBoWKa knodoBe Ha EBpOTPBLCT ce npaBu npouenypa 3a 4ocTbn
00 uHcTanupaH kpuntomoayn (HSM/Hardware Security Module), kato ce reHepupaT caMOCTOATENHO U
He3aBMCMMO €OWH OT ApYr CUMETPWUYHM KITHYOBE, KOMTO Ce€ CbXpaHsABaAT Ha TOKbHW, 3alUMTEHU C
nepcoHaneH naeHtudpukaunoHeH Homep (PIN) 3a goctbn. Bcekn oT onepaTopcKkMTe TOKbHM ChbObpXkKa
4yacT OT KM4yoBeTe 3a AOCTbN A0 KpunToMoayna. 3a ynpaBrieHne Ha CbxpaHsiBaHUTE B KpunToMoayna
YacTHM Kno4oBe Ha EBPOTPBLCT ca HeobxoaumMmM ABa OT YETMPU KOMMIIEKTa C TPUTE POnv OnepaTopcKu
TOKbHU N cboTBeTHUTE PIN 3a gocTtbn.

KogoBeTe 3a 4OCTbN 4O YACTHUA KIOY Ca HE3aBUCUMO NOAENEHM MexXay OTOpuU3MpaHn nuua oT
nepcoHana Ha EBpOTpbCT, C orneg Ha HEBBL3MOXHOCT 3a MepcoHanHa akTMBauusi Ha [ocTbna Ao
CbOTBETHUSA YaCTEH KITtoM.

Cb3gageHuTe YacTHM KNioYoBe Ha YA0CTOBEpSABaLUUTE OpraHy ce CbXpaHsBaT pasgenHo BbpXy
OTOENHN YCTPOWCTBA 3a Cb3[daBaHe Ha KBanuduuupaH eneKkTpoHeH Noanuc, BCAKO OT KOUTO € noA
KOHTpOJia Ha noBeYye OT €4AHO 0TOPM3MPaHO NuLe OT NepcoHana Ha EBpoTpbCT. PasgenHoTo cbxpaHeHue
Ha YaCTHUTE KIYOBE U WHAMBUAYANHUAT KOHTPON Ha AOCTbN OO CbXPaHABaHUTE 4acTWM Ha YacTHU
KrnoyoBe Ha YOOCTOBepsiBalLMSA OpraH B OTAENHWTE YCTPOMCTBA 3a Cb3gaBaHe Ha KBanuduuumpax
erneKkTpoHeH/neyaT He No3BoNsABa Te3n KN4voBe Aa 6baaT KOMNPOMETUPAHU U/MAN HepernameHTMpaHo

penpoayunpany n3BbH EBpoTpbCT.

6.1.2 TEHEPUPAHE HA BOUKA KITIOYOBE HA TUTYNAP/CBH3OATEN

[BownkaTta kntovose Ha Tutynap/Cw3garten Ha KBanMuuMpaHo yOOCTOBEPEHME 3a €NEKTPOHEH
nognuc/neyaT ce reHepupa camo B 0g00peHo oT EBPOTPBLCT YCTPOMCTBO 3a Ch3daBaHe Ha efneKTPOHEH
nognuc/neyaT (BbHLLHO), MPOBEPEHO 3a HMBO Ha CUIYPHOCT M 3a ycnelwHa paboTa npes3 nHrepdencute
Ha MHpacTpyKkTypaTta Ha EBpoTpbCT.

Korato gBoukaTa Knto4oBe ce reHepupa npu EBpOTpBLCT, BMHarM ce msnosnssa YCTPOMCTBO 3a
Cb3aBaHe Ha eneKkTpoHeH nognuc/neyaT. YacTHUAT KoY Ha reHepupaHaTa OBOWKa KITOUYOBE HE MOXEe
na 6bae n3BeneH oT YCTPOMCTBOTO.

KOHTpONBbT Ha YaCTHUA KIOY € Ype3 Kopg 3a AOCTbM. TUTYNApAaT u3nonsea KoabT 3a AOCTbN A0

YCTPOWCTBOTO, C LieN Aa OCbLEeCTBM [OCTbM [0 4YacTHMS KN4 3a Cb3aBaHe Ha KBanupuumpaH
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eneKTPoHEeH nognuc/neyar.

Korato gBorkaTa knodoBe ce reHepupa npu Tutynap/Cbhagaten, [JocTtaBumkbT npenopbuyBa
nocnegHuAT ga uanonssa ogobpeHo YCTPOMCTBO, B MH(PpaACTpyKTypaTa Ha EBpOTpBLCT 3a cb3aaBaHe Ha
KBanuduumpaH enekTpoHeH noanuc/nedart unm eKBMBaneHTHO TakoBa, OTroBapsLLO Ha U3NCKBaHWUSATA Ha
PernameHT (EC) Ne 910/2014 1 cbBMecTUMO € nHdpacTpykTypaTa Ha EBpoTpbCT.

B cnyyaute, Korato reHepupaHeTo Ha ABOWKaTa Kr4oBe Ce OCbLlecTBsBa Npu TUTynsaps wunv
Cb3pgatens, CbLMAT HOCY MbiHaTa OTFTOBOPHOCT MO 3allMTaTa Ha YaCTHUS KoY, € Luen npeaoTBpaTaBaHe
Ha HEroBOTO KOMMPOMETMpaHe, paskpuBaHe, mMoguduumpaHe, 3aryba vnn HepaspelleHO Mon3BaHe.
Tutynapat/Cb3gatenaT HOCUM OTFOBOPHOCT 3a MPOMYCKN UK AEACTBUSA Ha YNBIHOMOLLEHM OT TAX nuua,

KOUTO Ca aenernpadHun ga reHepupart, Na3daT Ui CbXpaHABaT TEXHUTE YaCTHU KIo4OBe.

6.1.2.1 OTRAJNEYEHO FrEHEPUPAHE HA JBOWUKA KNIOYOBE

Cos3paTtenat/TutynapaT M3nonsesa npegoctaBeH oT EBpOTPBCT cneumanuanpaH copryep, ypes
KOWTO ce peanuaupa npoLeca no reHepupaHe n ynpasneHne Ha kpuntorpadckaTta ABoKKa KrtovoBe.

"eHepupaHeTo, NU3NON3BaAHETO M CbXPAaHSABAHETO HA YAaCTHUS KMOY € C MHOrO0 BUCOKO HMBO Ha
CUTYPHOCT, KOETO € rapaHTupaHo OT camMusi HocuTen. ToW e HagexaHo 3aluTeH nocpeacTBOM
nepcoHaneH nageHtndukaumoHeH Homep (PIN), koiTo € nssecteH camo Ha Tutynaps/Co3gatens.

Cob3pgatenat/TutynapaT reHepupa enekTpoHHa 3asiBka 3a KBanuduumpaHo yaoCTOBEpeHue B
PKCS#10 dopmat 1 9 n3npauwia Ha EBpoTtpbceT. ChrnacHo npenopbkute Ha RFC 2314 - PKCS#10, ASN.1
dopmaThT 3a enekTpoHHa 3asBka cbabpxa DN, nybnudeH kntoy n apyrn atpubyTtin, KaTo BCUYKM Te ca
NnoAnMCaHn C YaCTHUS KITHOM.

[iBoKKa Kkrno4yoBe MOXe Aa ce reHepupa oThanedyeHo, npu 3asBsiBaHe Ha oTganevyeHo nsgasaHe
Ha yOoCTOBepeHMe 3a KBanuduumpaH enekTpoHeH noanuc/nedar. B To3n cnyyanm kniovoseTe ce
reHepuvpaT B XapAyepeH KpUnTOMOAYN W YaCTHUAT KoY Ce CbXpaHABaT B KPUMNTMPaH OT noTpebutens

BuAa c HeroBus NMNH koga.

6.1.3 [OOCTABKA HA YACTEH KJ1tO4 HA NMOTPEBUTENA

Korato pBowkaTa kno4oBe ce reHepupa npu EspotpbeT, Tutynapat/Ce3gatenaT wnm
YMbITHOMOLLLEHO OT HEro Nuue noslydaBa YacTHUSA KINOY U M30aaeHOTo KBanvduumnmpaHo yaocToBepeHue
BbPXY YCTPOMCTBO 3a Cb3[aBaHe Ha enekTpoHeH nognuc/neyaTt B Pernctpmpalynsa opraH Ha 4ocTaBymka.

Mpn nbpBOHaA4YanHO W3gaBaHe Ha YAOCTOBEPEHME BbLPXY YCTPOMCTBO 3a Cb3gaBaHe Ha
eneKkTPOoHeH nognuc/nevaT, Npeau reHepupaHe Ha ABOMKa KN4Y0oBe, YCTPOMCTBOTO Ce MHULManuanpa u
ce cb3gaBaTr crnegHuTe Kogose 3a goctbn: [MoTpebutenckn (,User) m AgmunuctpatmeeH (,SO).

Cb3paBar ce CblLUO KOAOBE 3a NepcoHarieH AOCTbI A0 YacTHUS KNtod 1 3a AebnokupaHe Ha BnokMpaHo
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YCTPOWCTBO.

HauvanHumat [lNoTtpebutenckm m AgMMHUCTpaATMBEH Ko 3a [ocTbn M 3a gebnokupaHe Ha
YCTPOWCTBOTO Ce MnpedocTaBAT Ha Tutynaps/Cb3gatens vunm Ha YMbSIHOMOLLEHOTO OT Hero nuue B
3anevaTeH, Henpo3payeH XapTUeH NInK.

Tutynapat/Cb3gatenaT € 3agb/mKeH Ha CMeHU CBOS MbpBOHavaneH [loTtpebutencku koa 3a
OOCTbMN 40 YCTPONCTBOTO NOCPEACTBOM cohTyepa, KOUTO ce NpeaocTass ¢ Hero. EBpOTpbLCT npenopbyBa
Tutynaps/Cbagatens ga cMeHs nepuogmyHo ceos NMotpebutencku kog,.

B cnyyan Ha onpegeneH 6pon HeycnewH ONUTU 3a BbBEXAAHE HAa KOPEKTEH KO4 3a 4OCTbN A0
YacTHMs KNy Ha Tutynapsa/Cb3gaTtensd, [ocTbnbT OO Hero ce Onokvpa. B TakMBa cnyyam
Tutynapat/Cb3gatenaT TpsibBa Aa n3nonssa NpegocTaBeHMAT My CbOTBETEH Ko 3a AebnokupaHe.

lopHUTE npouedypy He ce npunaraT Mpyv oTganeyeHo wusgaBaHe Ha KBanuduumpaHo
yAOCTOBEpEHNe npe3 MobunHoTo npunoxeHne Ha EBpoTpbCT. B TO3W cnyyanm gBorikata KnodoBe ce
reHepupaT B xapayepeH Kpuntomoayn Ha EBpOTpBbCT, a yacTHMAT kntod ce kpunTtupa ¢ NMNH koga Ha
Tutynaps/Cbhagatens. EBpoTpbCT He cbxpaHaBa nHdopmauua 3a NNH koga. Couwnart ce nsnonsea ot
notpebuTtens camo B MOGUNHOTO NPUNOXEHNE.

6.1.4 OOCTABKA HA NYBJIMYEH KNKOY OT NOTPEBUTEN HA AOCTAB4YUK

ManbrnHsBa ce eguHcTBeHO OT Tutyndap/Cb3garten, npu KOMTO Ce reHepupa OBOWKa KMNK4YOoBE ©
KOWTO crneaBa Aa A4ocTaBu cBosA NybnuyeH kniov Ha EBPOTPBCT 3a HyXAUTe Ha npoueca Ha usgaBaHe Ha
KBanmduumpaHo yaoCToBepEHME.

Tutynapat/Ce3gatenaT gocTtass, Ype3 Permctpupaimsa opraH Ha EBpoTpbCT, NyGnmyHMs KoY
OT reHepupaHaTta ABOMKa KIo4oBe, Ype3 3asBka B enekTpoHeH dopma, umito cdopmat e PKCS # 10.
3asBKaTa cbabpxa NybrMyeH KoY 1 e nognucaHa enekTpoHHO C KOPeCNoHAMPaLLUS YacTeH KoY. Ypes
npoBepka Ha AOCTOBEpPHOCTTa Ha nognuca EBpPOTPBCT MOXe [a yCTaHOBM W AOCTOBEPHOCTTA Ha
n3npaTeHns NyernnyeH Kritou.

Tutynapat/Cb3gatenaT Moxe [a NpeaocTaBu efiekTpoHHAaTa 3asiBka Ha HOCUTEN, NIMYHO B
Peructpuvpawma opraH, 3aegHo C Apyrute LOKYMeHTU cbrnacHo [lonutukata Ha EBpoTpbCcT umnu
oTAarneyeHo.

PeructpvpawmaTt opraH Ha EBpOTPBLCT 3agbimKMTENHO MNpaBu MpPOBEpKa Ha ObpXaHeTo Ha
YacTHUs KoY oT Tutynapa/Cbe3gaTensa n NOTBbPXAaBa MCKAHETO 3a KBannuumMpaHo yaoCcToOBEpPEHUe.

[opHUTEe npouedypn He ce npunaraT npu oThaneyeHo wusgasBaHe Ha KBanuduumpaHo

yaocToBepeHue npe3 MoGUHOTO NpuoXkeHne Ha EBpoTpbCT.

6.1.5 OOCTABKA HA NYBJIMYEH KIntOY HA OCTABYUKA HA OOBEPABALUUTE CE CTPAHU

My6nuyHnTe KNtovoBe Ha EBPOTPBLCT ca NnybrnvkyBaHu B yOOCTOBEPEHUSITA HA Y40CTOBEPSBALLUSA
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opraH Ha EBpoTpbCT BbB chopmaTt X.509 v.3.

YpoctoBepeHuaTa ca nybnukyBaHM W OOCTbMHUM B XpaHunuwieto Ha EBpoOTpbCT Ha apgpec:
https://www.evrotrust.com.

Bcaka [loBepsiBalla ce cTpaHa narpaxia gosepue kbM EBpOTPBLCT, KaTo NpuemMe U MHctanupa B

CUCTEMUTE MNOA HEVH KOHTPOI OnepaTUBHUTE yA0CTOBEPEeHNs Ha EBpOTpbCT.

6.1.6 AOBIDKMHA HA KITIOYOBE

ObmknHaTta Ha 6a3oBusa kntod Ha EBpoTpbeT ,Evrotrust RSA Root CA* e 4096 6uTta, ¢ npunoxnma
KOMOMHaLMs Ha acuMeTpu4HK 1 xell anroputmu: sha384-with-RSA.

[ObmkuHata Ha OBoMKaTa KI4oBe Ha onepaTtMBHUA YaocToBepsiBal, opraH ,Evrotrust RSA
Operational CA* e 2048 6uTa, C NpMNoXmMMa KOMOUHAUMS Ha acCUMETPUYHN 1 Xeww anroputmun: sha256-
with-RSA .

[bmkuHaTa Ha gBoKMKaTa KniyoBe Ha onepaTuBHUTE opranu ,Evrotrust TSA", ,Evrotrust RSA QS
Validation" n ,Evrotrust RSA Validation* e 2048 6uTa, ¢ npunoXmma KOMOGMHaLMSt HA aCUMETPUYHN U XeLL
anroputmin: sha256-with-RSA.

ObmkuHata Ha [OBOWKA KNOYOBE 3a KBanuuuupaH W YCbBBbPLUEHCTBAH EMEKTPOHEH
nognuc/neyat Ha Tutynap/Cb3gaTen, reHepupaHa Ypes HdpacTpykTypata Ha EBpoTpbeT e 2048 6uta,
C NpUNoXumMa KOMOMHaLUUSA Ha aCMMETPUYHM 1 XeL anroputmin: sha256-with-RSA.

3a cboTBETHUTE NPOUNM NPUIOXKMMUTE KOMOUHaLMK ca:

Tvn n AbLNXUHA N3non3BaHu
Mpodnn Ha kKBanudnLuMpaHOTO yaoCcTOBEpPEeHUe Ha OBOMKUTE aCUMeTPUYHU U
Kno4oBeTe XeL anropuTtMu
Evrotrust Qualified Natural Person Certificate for QES RSA 2048 sha256-with-RSA
Evrotrust Qualified Natural Person Attribute Certificate for ]
OES RSA 2048 sha256-with-RSA
Evrotrust Qualified Legal Person Certificate for QESeal RSA 2048 sha256-with-RSA
Evrotrust SSL Domain Validated Certificate RSA 2048 sha256-with-RSA
Evrotrust SSL Organization Validated Certificate RSA 2048 sha256-with-RSA
Evrotrust SSL EV Certificate RSA 2048 sha256-with-RSA
Evrotrust SSL PSD2 Certificate RSA 2048 sha256-with-RSA
Evrotrust Qualified Natural Person Certificate for AES RSA 2048 sha256-with-RSA
Evrotrust Qualified Legal Person Certificate for AESeal RSA 2048 sha256-with-RSA
Evrotrust Qualified PSD2 Legal Person Certificate for AESeal RSA 2048 sha256-with-RSA
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Evrotrust QERDS CA RSA 2048 sha256-with-RSA
Evrotrust QREMS CA RSA 2048 sha256-with-RSA
Evrotrust QPSES CA RSA 2048 sha256-with-RSA

HesaBucumo kbae e reHepupaHa ABoKMKaTa KNHYOBe 3a M3gaBaHe Ha yOOCTOBepeHue 3a
enNeKTPOoHeH noanuc/neyaT, KNYbT TpsiOBa Aa € ¢ AbImkMHa Ha-manko 1024 6uta 3a anroputMmu RSA un
DSA, 1 160 6uta 3a anroputmn ECDSA.

6.1.6.1 KPUNTOIPA®CKU AIIFTOPUTMU

Bcumuku nanonssaHu anroputmMu ca cbobpaseHin ¢ TexHudeckaTa cneundpukaums ETSI TS 119 312.
EBpOTpBCT criean perynsipHo 3a CUrypHOCTTa M MPUOKUMOCTTA Ha M3MNON3BaHUSA Xell anropuTbM.
Bcmukn n3nonseaHu anropuTtMy ce NpoBepsiBaT BEOHBX MOAMLUHO WIM KOraTo HacTbNAT npomeHu. B
cnyyan, 4Ye anroputTbMbT Obde KOMNPOMETUPAH UNN CTaHE HEMoOXoAdsl, 3a LenTa ce nNpuctbnea KbM

npereHepnpaHeTo Ha BCUYKN 3acerHaTtn Krno4oBe.

6.1.7 TNMAPAMETPU HA NYBJIMYEH KNiOY

MapameTpute Ha NyGAUYHMA KMOY Ca NOCOYEHM B yOOCTOBEPEHMETO, KOeTo [loCTaBuMKbT n3gasa
3a TO31 Ny6nNuYeH K.

Tutynapat/Cb3gaTenaT Ha Kr4yoBa [BOWKA € OTrOBOPEH 3a MpoOBEpKaTa Ha KayecTBOTO Ha
napameTpuTe Ha reHepupaHusa YacTeH Knod. Ton e ANbXeH Aa NpoBepu CNocoOHOCTTa Ha Ki4va Aa
KpMnTupa n AeKpuntmupa, BKNIOYMTENHO Aa Cb3daBa enekTpoHEeH Noanvuc M Aa M3BbpLuBa NPOBEPKA Ha
TakbB.

M3nonaBaHaTa cpefa 3a reHepypaHe 1 CbXpaHsiBaHe Ha KN4YOBETE HA OCHOBHUTE KOMMOHEHTHU B
MHpacTpykTypata Ha EBpoTpbeT ,Evrotrust RSA Root CA®, ,Evrotrust RSA Operational CA®, ,Evrotrust
TSA* n Evrotrust RSA QS Validation* e kpyuntomogyn (HSM) ¢ yooctoBepeHo HMBO Ha curypHocT FIPS
140-2 Level 3 n CC EAL 4+, koeTo yaoBneTeBopsBa NpuUnoXnmMmTe HoOpMaTMBHU U3NCKBaHUSA.

YcTponcTeaTta 3a cb3gaBaHe Ha KBanuduvumpaH enekTpoHeH nognuc/neyar n ocurypeHaTa cpena
3a reHepvpaHe 1 cbxpaHsiBaHe Ha KrtodoBeTe Ha Tutynaps/Cb3gatens ca ¢ HMBo Ha curypHocT CC EAL
4+ n FIPS 140-2 Level 3.

Bcuukn yctponcTBa n3BbH MHpacTpykTypaTa Ha EBpOTpbCT, KOUTO noTpebutenute morat ga
n3nonseaT, 3a Aa reHepvpaTr [BOWKa KMOYOBE W Oa CbXpaHsiBaT YaCTHUSA KM 3a ereKTPOHEeH
nognuc/neyar, TpsabBa ga ca cepTudumuMpaHn 3a HMBO Ha curypHoct CC EAL 4+ 1 no-BMCOKO

eKBMBari€eHTHO HUBO.
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6.1.8 WU3MNOJISBAHE HA KITFO4A

MapameTpute Ha M3non3BaHe Ha ABOWKATa KrOYOBE, MO-KOHKPETHO Ha Y4aCTHUSA K4, ce
CbAbpXaT B y4OCTOBEPEHNETO, KOETO n3gaea EBpoTpbCT Upes atpubytute ,Key Usage® n ,Extended Key
Usage®, oTroBapsilm Ha ctaHgapTta X.509 v3. YnotpebaTa Ha Bcekn aTpnbyT OT nocoyeHntTe obnactu e
cbobpaseHa ¢ RFC 5280.

6.2 3ALUNTA HAYACTEH KIOY U KOHTPOIJ1 HA KPUNTOMPA®CKUA MOAYIN

Bcekn notpebuten, onepatop Ha YgocTtoBepsiBal, opraH u onepatop Ha Peructpupaly opraH
Cb3JaBa W CbXpaHsABa YacTeH KIoY, KaTo W3nonssBa HagexaHa cuctema 3a HerosBaTa CUIypHOCT.
YOoctoBepsiBalWMAT opraH reHepupa ABorika Krio4oBe Npu NoMcKBaHe OT noTpebutens n My rm npegasa
B 3allMTeH BuA, KaTo ro yBegoMsBa 3a NpaBunaTta Ha CbXpaHeHue 1 3alimTa Ha HEroBUS YacTeH KoY.
KoraTto ypocTtoBepeHMeTO € 3asiBeHO OThaneyvyeHo, 4Ype3 MOOGUNHOTO npunoxeHuwe Ha EBpoTpbCT,
npegaBaHeTo Ha YacTHUS Krtod Ha Tutynaps/Cb3gaTtens He ce npasu.

KoraTo kpuntorpacpckoTo yCTPOMUCTBO, BbPXY KOETO € reHepupaH 1 ce CbXxpaHsiBa YacTHUS KIToM,
He ce npegaeBa NMYHO Ha NoTpebuTens, a ce M3nonsBa MNOCPeAHMK 3a AocTaBkaTta (Hanp. Kypuepcka
dupma), n3gageHoTo yaoCcToBeEpeHUe ce cnupa A0 NOTBbpXOaBaHe Ha Mony4YyaBaHETO OT CTpaHa Ha
notpebutensa. KogoeTte 3a O4OCTbM Ha MOMYYEHOTO KPMMTOrpaddCKOTO YCTPOMCTBO Ce M3npawaT Ha
notTpebuTensa No He3aBMCKMM CUTYPEH kaHan (Hanp. Nnpe3 MOBMIMHOTO NpunoXxeHne Ha EBpoTpbCT).

YacTHMTEe KNYoBe Ha YaoctoBepsaBaluMa opraH Ha EBpPOTPBLCT, KaKTO W KIKOYOBETE Ha
notpebutenute, KOMTO ca 3asBUNN OTAANeYeHO M3gaBaHe Ha KBanuduuupaHu yooCTOBEPEHUS, ce
CbXpaHsABaT B CUIYpPHWU KpunTorpadpcku MOAynu, yAOBMETBOPSiBALLM HOPMATMBHWUTE W3UCKBAHWUS Ha
Pernament (EC) Ne 910/2014.

MHcTanupaHute kpuntorpadcku MoaySfiM ca Han-BUCOKa CTeneH Ha CUrypHOCT, CbrfiacHo

M3NCKBaAHUATA Ha MeXOyHapoaHUTe CTaHOapTwn.

6.2.1 CTAHOAPTU 3A KPUMNTONPA®CKMN Moy

OcCHOBHWTE KOMMOHEHTU B MH(ppacTpykTypaTa Ha EBpoTpbCT ,Evrotrust RSA Root CA*, ,Evrotrust
RSA Operational CA* nanonseat HagexgHa kpuntorpadcka cuctema (Hardware Security Module/HSM),
ceptucdmumpaHa 3a HMBO Ha curypHocT FIPS 140-2 Level 3, koeTo ygoBneTBopsiBa HOpMaTUBHUTE
N3NCKBaHUS.

YCTPOMCTBOTO 3a Cb3gaBaHe Ha kKBanuduumpaH eneKkTpoHEH MOAMUC, B KOETO Ce reHepupa u
CbXpaHsBa YacTHUs KoY Ha Tutynsapsa/Cb3gaTtena e ¢ HMBO Ha curypHocT CC EAL 4+/FIPS 140-1 Level

2 VNN No-BUCOKO.
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Bcuukn  ycTponcTBa 3a Cb3gaBaHe Ha KBanuUUMPaHW enNeKTPOHHM NognMMcu  U3BbLH
WHpacTpykTypata Ha EBpoTpbCT, Kouto [loTpebuTensat Moxe ga nonseBa 3a ga reHepupa OBOWKA
KINHOYOBE N Ja CbXpaHsiBa YacTHUSA KItod, Tpsibea ga ca ceptudmumpann 3a HMBO Ha curypHoct CC EAL

4 v NO-BNCOKO EKBMBAIIEHTHO HMBO, OTTOBapPSILLO Ha n3nckBaHuaTa Ha PernameHT (EC) Ne 910/2014.

6.2.2 KOHTPOIJ1 HA U3MNOJIBBAHE U CbXPAHEHUE HA YACTEH KIHOY4

YacTHuTe KNnoyoBe Ha YaocTtoBepsiBawmTe opraHM Ha EBpOTpPBLCT ce cbxpaHsBaT M usnons3saT
camo B Kpuntocuctemata (HSM/Hardware Security Module) n ca gocTbnHM nocpeacTtsoM KogoBe 3a
OOCTbI, pasaeneHn Ha HAKOMKO YacTu - M3BECTHN Ha OTOpPM3upaHu nuua oT nepcoHana Ha EBpoTpbCrT.
BasoBuaT ygoctosepsiBaly opraH Ha EBpoTpbeT e B pexkum ,Offline”.

EQHoOBpeMeHHO € reHepupaHe Ha ABOMKa KIo4oBe Ha YAOCTOBEpSBaALLUA OpraH ce U3MbIiHABa U
npoueaypara no CbxpaHsiBaHe Ha YaCTHWUS KoM (MY ABOMKaTa KNo4oBeE) B CbOTBETCTBME C YTBbPAEHA
BbTpellHa npouenypa. 3a ynpaBneHWe Ha CbxpaHsaBaHWTE B KPUMNTOMOAYMA YacTHU KIIOYOBE Ha
EBpoTpbCT ca Heob6xoaumMmM aBa OT YETUPW KOMMSIEKTa C TPUTE POSN ONepaTopPCKM TOKbHU U CbOTBETHUTE
nepcoHanHu ngeHTugmkaunoHHn Homepa (PIN) 3a goctbn.

ApXVB Ha Knto4yoBeTe Ce NpaBy MbpBOHAYanHoO — crnej Cb34aBaHETO Ha BCUYKW KIMOYOBE, KaKTO U
B NOCNeACTBME Crief NnpereHepupaHe Ha HAKoU OT TAX. APXMBMPAHETO Ha YaCTHUTE KIoYoBe, HamupaLum
ce B kpuntocuctemata (HSM) ¢ HMBO Ha curypHocT FIPS 140-2 Level 3 ce n3sbpLuBa BbpXy YCTPOMUCTBO
CbC CbLIOTO HMBO Ha curypHoct. 3a Aa 6bae HanpaBeH apxvB Ha KIKOYOBETE Ca HYXHW ABama OT
yeTMpumaTa, pasnonarawy C TOKbHWM 3a AOoCTbn A0 Kpuntocuctemata (HSM). ApxuBupaHeTo ce
M3BbpLIBa B 3awmTeHa cpega. Cnen cb3gaBaHeTo Ha apxmBa (Backup), Tom ce cnara B cend Ha
oTAane4YeHo MeCcTonosIoXKeHne ¢ HeoBXoANMUTE MEPKUN 3a CUTYPHOCT.

YacTtHuart knov Ha Tutynaps/Cb3gatens ce usnons3ea camo B YCTPOWCTBO 3a Cb3gaBaHe Ha
eNeKTpoHeH nognuc/neyaTr MM B YCTPOWCTBO C EKBMBANIEHTHO HMBO Ha CUIYpPHOCT (CbrnacHo
nauncksaHmata Ha PernameHT (EC) Ne 910/2014) n e gocTbneH NocpeacTBOM fMYEH Kog 3a OOCTbI.
EnHoBpeMeHHO C reHepupaHe Ha ABovika KntodoBe Ha Tutynap/Cbhb3gaTten ce M3nbiHABa CbXpaHsiBaHe
Ha YacTeH KoY B YCTPOWCTBO 3a Cb3aBaHe Ha eNeKkTPoOHeH nognuc/neyar.

[oCTaBUYMKBT NO HUKAKbB HAYMH HE CbXpPaHsABa U HEe apXmMBUpa YacTeH KItod Ha Tutynsap/Cb3parten
3a Cb3gaBaHe Ha €enekTpoHeH noanuc/nevart, OCBEH ako YOOCTOBEPEHMETO 3a KBanuduumpaH

€J1eKTpOHeH noAnnc ce 3adaBaBa oTaarnedyeHo, 4Ypes MOBUIHOTO npunoXxeHme Ha EBpOTp'bCT.

6.2.3 [OOBEPUTEIIHO CbXPAHABAHE HA YACTEH KIJ1lO4 (ECKPOY)

MpunaraT ce npasunara, onucaHun no-rope.
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6.2.4 CBbXPAHABAHE HA YACTEH KIO4

YacTHuTe KknyoBe Ha YOOCTOBepsiBalLMS OpraH ce CbXpaHsaBaT Ha 4acTu pasgefniHo BbpXy
OTAENHU TOKbHM CcbC 3awmTeH npodun CC EAL 4+ unm no-BMCOK, KaTO JOCTbNBT 4O BCAKO YCTPOMUCTBO
Ce KOHTponupa 4pes Ko 3a 40CTbMN OT CbOTBETHOTO OTOPU3MPAHO nuLe OT NepcoHana Ha EBpoTpbCT.

Pa3genHoTo cbxpaHeHWe Ha YacTHWUTE KI4YoBe Ha YAOCTOBepsBalUUA OpraH BbpXYy HSKOMKO
TOKbHa W JIMYHWUS KOHTPON Ha AOCTbM A0 Te3n YCTPOMCTBa He MO3BONsBa KhiwyoBeTe Aa 6baaTr
KOMMPOMETUPaHN NN HepernaMmeHTUpaHo penpoayumpaHn n3sbH EBpOTpLCT.

PenpogyumpaHeTo Ha 4acTHM Kr4voBe Ha EBpPOTPBCT BbpXy pesepBeH KpunTtoMoayn cref
aedekTnpaHe Ha onepaTMBHaTa Takaea, Ce U3NbrHABa CaMO B MPUCHCTBUE HA NOHE 2 0TOPM3MpaHu nuua,
BCSIKO OT KOMTO KOHTpOSiMpa A40CTbMNa 40 HErOBOTO YCTPOUCTBO.

EBpPOTPBCT He CbXxpaHsABa KOMUS Ha 4acTHWUTE KNH4YOoBE Ha onepaTopuTe Ha Pernctpupawus
opraH.

[ocTaBYMKBLT HE Cb3aaBa KOMWsi HA YaCTHUTE KIKYOoBE Ha NOTpebuTenuTe, OCBEH B CrlydanTe Ha
OoTAaneyeHo n3gaBaHe Ha KBanuuumpaHm yaocToBepeHnst Ypes MoBUITHOTO NpunoXeHne Ha EBpoTpbCT.
YacTHmnat kntod Ha Tutynapsa/Cb3gatend ce CbxpaHsBa CaMO Ha YCTPOWMCTBO 3a Cb3daBaHe Ha
KBanuduumpaH enekTpoHeH nognuc/neyaT n He MoXe Aa ce Bb3npoussene Ha apyro yctponctso. Mpu
aedektnpaHe Ha noTpPebMTENCKO YCTPOMCTBO 3a Cb3gaBaHe Ha KBanuduvumpaH ernekTPoHeH
noanuc/neyar, MNotpebutenar Tpabea ga ro NoAMEHM U Aa NOUCKa U3gaBaHe Ha HOBO KBanuduumpaHo

yOoocTtoBepeHue.

6.2.5 APXUBUPAHE HA YACTHWUA KIOY

YacTHMAT KoY Ha YOoCToBepsiBalUUs opraH, M3Mnon3BaH 3a Cb3gaBaHe Ha KBanuduumpaHmu
erNeKTPOHHN nognucu/nedyaTn ce apxmeupa, 3a Han-manko 10 roguHu cneg u3TmyaHe Ha cpoka My Ha
BaNUOHOCT UNKM cnep HeroBoTo npekpaTtaBaHe. CbLOTO M3UCKBaAHE BaXkW M 3@ YOOCTOBEPEHUETO Ha
NyGnnYHMS KoY, CbOTBETCTBALLO Ha YaCTHMS KoY, Cred 3Tu4aHe Ha Cpoka My Ha BannaHoCT Unu cneg
npekpaTsiBaHETO My.

YpaocTtoBepeHundaTa Ha EBpOTPBLCT € M3TEKbN CPOK Ha BanuAHOCT Unn npekpateHn Tpsibea ga ca
OOCTBLMHU MO eNEKTPOHEH MbT 3a CPOK OT Har-manko 10 roguHw.

EBpOTPBCT HE Cb3gaBa apXMBHWM KOMNUSA OT YacTHUTE Kro4voBe Ha Peructpupalums opraH n Ha
YacTHMUTE KIOYOBE Ha noTpebuTtenute, OCBEH NpM OTAANevYeHo 3asiBsBaHe Ha KBanmduumpaHo

yaocToBepeHue npe3 MoGUIMHOTO NpunoXkeHne Ha EBpoTpbCT.
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6.2.6 TPAHC®EP HA YACTEH KJ1HOY B KPUINTOMPA®CKU MOAYN

TpaHcdep Ha YacTeH KoY B KpunTorpadgcku Mogysn ce u3BbpLUuBa B CriegHUTe criydau:

» 3a 3awuTa, B Criyyai Ha Cb3aBaHe Ha pe3epBHU KONUSA Ha YacTHU KNIOYOBE, CbXpPaHABaHN B
KpunTorpadckn Mogyn (Hanpumep B criydam Ha KOMNpoMeTUpaHe U Hem3npaBHOCT B KpUnTorpadockus
moayn);

» KoraTo ce Hanara ga ce NpexBbpiin YacTHUSA KoY OT onepaTuBHaTa Kpuntomoayn Ha apyr
Kpuntomogyn (B cny4anM Ha OTka3 Ha onepaTuBHUA KPUATOMOAYN WnM Mpu HeobxoauMmocT OT
YHVLLOXaBaHe).

TpaHcepbT Ha YacTeH KoY B KPUNTOMOAYN € KpUTU4Ha onepauns. TakaBa onepauuns n3ncksa
noaxogswmM Mepku v npouenypu, npegorspaTaBally pasKpMBAHETO Ha YACTHUS KITKOY UKW HerosaTa
npomMsiHa u panwmndunumpaHe No BpeMe Ha U3nbIIHeHNe Ha onepauusaTa.

TpaHcepbT Ha YacTeH KN4 B Kpuntorpadckym Moayn U3ncKBa Bb3CTaHOBSIBAHE Ha Kroya OT
KapTuTe Ha [ABama OT YeTMpuMa OTOPU3NPaHU CNYXUTENU B NPUCHLCTBMETO Ha uYneH Ha CbBeTa Ha

HvpekTopute.

6.2.7 CBbXPAHABAHE HA YACTEH KIOY B KPUNTOIMPA®CKUA MOAYI

B 3aBMCUMOCT OT 13non3BaHns KpunTorpadCkn MOy, YacTHUTE KYoBe Ha Y40CTOBEpSiBaLLNS
opraH Ha EBpoTpbCT ce cbxpaHsiBaT BUHArK B KpMnTupaH Bug. HesaBucrmo oT popMaTta Ha CbXpaHeHue

Ha YacTHMS KItoY, TON He € JOCTbMEH 3a HEOTOPM3MPaHM N N3BBH KpunTorpadCckus Moayn.

6.2.8 METO[ 3A AKTUBUPAHE HA YACTEH KoY

YacTHMAT KN4 Ha JoCTaBYMKa Ce akTuBMpa NOoCcpencTBOM MOAENEeH CUCTEMEH Kof 3a OOCTb,
oTAEenHUTe YacTu Ha KOMTO ca M3BECTHM Ha NoBe4ye OT eOHO oBnacTteHu nuua oT EBpoTpbeT. Camo B
NPUCLCTBME Ha Te3n nuua, cnef BbBeXAaHe Ha BCUYKM YacTM Ha Koda 3a OOCTbM, Ce paspeluasa
OOCTbNBT A0 croTa B kpuntorpadckna mogyn (HSM) u ce aktuBmupa YaCTHUSA KItou.

YacTHuat kntod Ha Tutynap/Cb3garten ce akTMBupa, Ypes BbBexgaHe Ha noTpedbutenckua kog 3a
AOCTbN A0 MSACTOTO, KbAETO 3alMTEHO Ce CbXpaHsdBa KMYa Wnn ce M3nomnseBa gpyr cnocob Ha

I/I,D,eHTVId.)I/IKaLI,I/IFI CbC CbLOTO UMM NO0-BNCOKO HMBO HA CUTYPHOCT.

6.2.9 METO[ 3A DEAKTUBUPAHE HA YACTEH KNOoY

YacTeH knoy Ha YaocToBepsiBall, opraH Ha EBpoTpbCT Hamupaly ce B kpuntorpaddcku moayn

(HSM) ce peaktMBMpa NOCPEACTBOM MpPEYCTAaHOBSABAHE Ha JOTMYECKMA OOCTbM A0 TO3M  KITHOM.
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[leakTMBMpaAHETO M3MCKBA HynUpaHe Ha nameTTa Ha kpunTtorpadckust moayn. Mo To3u HauuH ce
npekpaTtsiBa Bb3MOXHOCTTa 3a AOCTbN U M3NON3BaHe Ha YacTHUA KoY. Besiko fAeakTnBupaHe Ha YacTeH
KoY ce 3anvcBa B AHEBHUK.

YacteH kntod Ha Tutynsp/Cb3pgaten ce AeakTuBMpa MOCPEACTBOM NpeycTaHOBsIBAHE Ha
NOrnYecknst 4OCTbN 4O YCTPOWCTBOTO 3a Cb3[aBaHe Ha kBanuduumpaH enekTpoHeH nognuc/neyat nnm
ype3 U3MYECKO MY YHULLOXaBaHe, Korato e BbHLWHO. M0 TO3M HauMH OKOHYaTenHo ce npekpaTsiBa

Bb3MOXXHOCTTa 3a AOCTbMN U U3noni3BaHe Ha YaCTHUA KIoY.

6.2.10 METO[ 3A YHULLOXABAHE HA YHACTEH K104

YacteH kniod Ha YpaoctosepsiBal, opraH B kpuntorpadckm mogyn (HSM) ce yHuwoxasa
nocpeacTBOM U3TPUBaAHE Ha Krya unu CbOoTBeTHMS cnoT. [lpy HeobxooumocT ce wu3TpusaT U
CbXpaHsABaHUTE B apxXmBa HOCUTENM 3a Bb3CTaHOBSABaHe. BCAKO YHULLIOXXEHMe Ha YaCTeH KoY ce 3anucea
B AHEBHUK.

YacTHuAT Kntov Ha KBanvduuupaHo yaoctoBepeHve Ha Tutynsap/Cb3gaTten ce yHuLWoOXaBa
nocpeacTBOM W3TPMBAHETO My OT YCTPOMCTBOTO 3a Cb3faBaHe Ha KBanuduuupaH enekTpoHeH

nognuc/neyat unm Ypes prUanYeckoTo YHULLOXKaBaHE Ha YCTPOMUCTBOTO, KOraTo € BbHLUHO.

6.2.11 OUEHKA HA KPUTTTOIPA®CKUA MOAYI

EBpoTpbCT u3nonseat HagexgHa kpuntorpadcka cuctema (Hardware Security Module/HSM),
cepTudmumpaHa 3a HMBO Ha curypHocT no FIPS 140-2 Level 3. Ta e ceptuduumpana n kato Qualified
Electronic Signature Creation Device (QSigCD) u Qualified Electronic Seal Creation Device (QSealCD) B
cboTBeTcTBUE C PernameHT (EC) Ne 910/2014. CepTtudpmkauunara e 6asmpaHa Ha Common Criteria (CC)
EAL4+ AVA_VAN.5.

6.3 [OPYIr'Y ACNEKTU HA YNPABINEHUETO HA IBOUKATA KNIOYOBE

MN3nckBaHuATa onvcaHu B Tasn YacT Ha ,llpakTvka npu npenoctaBsHe Ha KBanuduumpaHu
YyOOCTOBEPUTENHM YCnyrn“ ce npunarat B MpoUedypuTe 3a apxuBupaHe Ha NybnuuyHu Kro4voBe W
npoueaypuTe ONUCBaLLM CPOKOBETE HAa BanMAHOCT Ha NOTPeOWUTENCKUTE KIOYOBE U Ha KIoYoBeTe Ha
y[ooCTOBeEpsiBaLLMSA OpraH.

6.3.1 APXUBWUPAHE HA NYBJINYEH KJO4

MyGnuyHMTE KNOYOBE Ha YOO0CTOBEpsiBALLMTE OpraHn ce CbAabpXKaT B U3AafAeHUTe onepaTuBHM
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yaoCToBepeHns Ha EBpPOTPBLCT M Ce CbxpaHaBaT BbB BbTpelleH pernctbp. [ybnuyHute kniovose ca
AOCTbIMHU 3a AOBepsBalLUTE Ce CTpaHu K noTpebutenute, ypes nybnukyBaHe Ha yaoOCTOBEpPEHUNATa B
XpaHUNULEeTOo, AOCTLMHO Ha MHTEPHET canTa Ha EBpoTpBLCT.

My6nuyHuTe KNoyoBe Ha YOOCTOBEpSBALLMTE OpraHu ce apxvMBupaT U CbxpaHaBaT 3a nepuog ot
Han-manko 10 roguMHu cnep u3TnyaHe Ha nepuoda Ha BanvaHOCT UK NpekpaTaBaHeTO Ha CbOTBETHUTE
yaocToBepeHus. Llenta Ha apxuBrpaHe Ha nybnn4HMA KoY € Aa ce Cb3aage Bb3MOXHOCT 3a NMpoBepka
Ha eneKkTpoHHUA nognuc/neyat crned OTCTpaHsiBaHe Ha YAOCTOBEPEHMETO OT My6nnYHMA perncTbp Ha
JencTeawm yoocToBepeHusi. ToBa € MU3KMIYUTENHO BaXHO B Crflydal Ha npoBepka Ha cTaTtyca Ha
YAOCTOBEPEHNETO.

My6nuyHute knoyoBe Ha Tutynapu/Cb3gatenn ce cbabpXkaT B uM3gageHuTe 3a  TsX
yAOCTOBEPEHUS, KOUTO ca NybnukyBaHu B [yGnnyeH pernctbp Ha MHTEPHET-CTpaHuuaTa Ha EBpoTpbCT.

My6nuyHute knodoBe Ha Tutynapu/Cb3gateny ce cbxpaHsiBaT M NEpUOaMYHO apxuBupaT B
XpaHunuuieTo.

Bcekn apxmB Ha ny6nunyeH KoY Unm BCAKO NIOMMYECKO N (OU3NYECKO YHULLOXKEHNE Ha nybnunyeH

KoY ce 3anncBa B AHEBHUK.

6.3.2 MEPUOA HA BANUOAHOCT HA KBAITU®ULIMPAHU YOOCTOBEPEHUA U YINOTPEBA HA
KNOYOBE

Meproga Ha ynotpeba Ha nyGnuMYHM KNOYOBE ce onpefenst oT CTOMHOCTTa Ha Moneto B
YLA,OCTOBEPEHMETO MY, OMMUCBALLO BanuAHOCTTa Ha NyGNMYHMSA Koy, BanmaHocTTa Ha yaocToBepeHusiTa
N CbOTBETHUTE WM YaCTHW KIo4YoBe MoraT fa ObpaT CcbKpaTeHw, B Cllyyal Ha npekpaTtsiBaHe Ha
yL4OCTOBEpPEHMsTA.

MakcrmanHu Nnepuoamn Ha nsnons3saHe Ha KBanMMULUMpPaHN ya0CTOBEPEHNS:

Evrotrust RSA Root CA 20 (oBapeceT) roguHu
Evrotrust RSA Validation 5 (neT) roamHun

Evrotrust RSA Operational CA 15 (neTHageceT) rogmMHn
Evrotrust TSA 5 (neT) roamHun

Evrotrust RSA QS Validation 5 (neT) roamHu

Evrotrust QERDS CA 5 (neT) roamHn

Evrotrust QREMS CA 5 (neT) roamHn

Evrotrust QPSES CA 5 (neT) roamHun

Evrotrust Qualified Validation Service 5 (neT) roamHun
YpoctoBepeHus 3a KpanHu notpebutenn He noseYe oT 3 (TpW) roguHn
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Korato ce wu3nonsea knod 3a noanucBaHe, crieq W3TeKbN MNepuod Ha BanuOHOCT Ha
YAOCTOBEPEHNETO, NOAMNUCHT € HEBaNUAOEH.

LLlecT meceua npean M3TM4aHeTo Ha Nepuoaa Ha BanMAHOCT Ha KBanuduumpaHo yoocToBepeHme
Ha YaoocTtoBepsiBall opraH, [JocTaBuMKbT M3gaBa HOBO KBanMduLMpaHO yaoCTOBEPEHUE U reHepupa HoBa
ABOWKa Kno4yoBe. Y4OCTOBEPEHUETO Ce NpaBu NyGIMYHO AOCTOSIHUE CbINacHO npoueaypute onucaHu B

HaCTOALLMSA JOKYMEHT.

6.4 OAHHU 3A AKTUBUPAHE

Korato notpebutenart nuyHo npucbeTBa npeq Pernctpmpalums opraH, 4aHHUTE 3a akTUBUPaHE Ha
YacTeH KN4 Ce M3Non3BaT OCHOBHO OT onepaTop Ha Pernctpupawums opran. MNMotpebutenunte nanonssat
aBTEHTUMUKALNSA N KOHTPOS Ha AOCTbMNA A0 CBOSA YaCTEH KoY.

B cny4yaunte, B kouTOo Tutynapat/Cb3gatendr reHepupaT OBOWKa KIYoBe 3a KBanuuumpaHo
yOoCTOBEpEHMe, Te caMun Cb3faBaT U ynpaBnsBaT JaHHUTE 3a akTUBMpaHe.

Korato Tutynapat/Cb3gaTtenaT 3asBdBa oOThaneyYeHo uM3gaBaHEeTO Ha  KBanuduumpaHo
yaoCToBepeHne npe3 MobunHoto npunoxeHwe Ha EBpoTpbecT, Ton cb3pasa [MMH ko, ¢ komTo ce
KpMNTUpa reHepvpaHusa YacTHUS KoY B XapayepHusa kpuntomoayn Ha EBpotpbcT. NocnegHuar He
cbXxpaHsaBa gaHHu 3a NMNH koga. CowmaTt ce nsnonassa ot noTpebutens 3a AekpunTupaHe 1 akTUBMpaHe

Ha 4YaCTHUA KIHY Npu noannceaHe otaanedyeHo, OoT MOOWNHOTO npunoxeHme Ha EBpOTp'bCT.

6.4.1 TEHEPUPAHE W UHCTAJIUPAHE HA 1AHHU 3A AKTUBUPAHE

[aHHK 3a akTuBMpaHe ce M3MNon3BaT NpyU MbpBOHAYarHO u3gaBaHe Ha YOOCTOBEPEHME, BbPXY
YCTPOWCTBO 3a Cb3aBaHe Ha nognuc/nedvar, npeau reHepupaHe Ha OBovika Krtoyose. B To3m cnyyan
YCTPOWCTBOTO Ce WHWUManu3vMpa K ce cb3gaBaT KogoBe 3a poctbn: [lotpebutencku (,User) u
AomuHncTtpaTtueeH (,SOY). Tean kogoBe MO3BONsBAT MEPCOHanNeH AOCTbM [0 YaCTHUA KN4 B
YCTPONCTBOTO M NPK HEOBX0ANMMOCT 3a AebrokMpaHe Ha CbLOTO.

KogoseTe 3a gocTbn M 3a gebnokMpaHe Ha YCTPOWCTBOTO 3a Cb3faBaHe Ha KBanuduuupaH
eneKTPoHEeH noanuc/neyat ce NpeaocTaBAaT Ha Tutynapa/Cov3gaTtens nnm Ha YynbiHOMOLLEHOTO OT HEro
nuue B 3anevyaTeH, Henpo3payeH XapTUEH MIKK.

TuTynapsaT e 3agb/PKeH Aa CMEHN NbpBOHavanHus NoTpebuTenckm Kog 3a 4OCTbN NOCPESCTBOM
cobTyepa, KONTO ce npefocTaBs 3aefHO C YCTPOMCTBOTO.

[ocTtaBunkbT npenopbysa TuTynapat/Cb3gatensaTt ga cCMeHsa nepuoanyHo ceos MNoTpebutencku
Ko 3a 4OCTbMN 40 YCTPOMCTBOTO 3a Cbh3[aBaHe Ha KBanuduuupaH enekTpoHeH nognuc/nedyar.

Tutynapat/Ce3gatenat cnegsa Aa u3nonssa npegoctaBeHys AOMUHUCTPATMBEH KOA 3a AOCTbN

Aa aebnokmpa 6roknpaHo yCTPOMCTBO.

Print and Edit Evrotrust Technologies Inc.. Page 100 of 158




MPAKTUKA MPU NPENOCTABSIHE HA elDAS-CPS
c I‘Otru St KBANIMOULIMPAHW YIOCTOBEPUTENHU YCNYIY For public use

1ISO 9001:2015, ISO 27001:2013,
ISO 20000-1:2018, ISO 22301:2012, CERTIFICATION PRACTICE STATEMENT Version - 03
Regulation (EU) 910/2014, FOR QUALIFIED CERTIFICATION SERVICES 30.01.2019
Regulation (EU) 2016/679

Korato ce usnon3sa mMobunHo npunoxeHuve Ha EBpOTPBLCT, kKOOABT 3a JOCTLN Ce reHepupa ot
Tutynaps/Cbagatens. KoobT He ce cbxpaHsiBa OT EBPOTPBLCT 1 € AOCThNEH 3a paboTta oT notpebutens
CaMO [0KaTO € aKTUBMpaHO MOOWIHOTO npunoxeHme. 3a Bb3CTAHOBSABAHE Ha MEPCOHanHWS KoA,
Tutynapat/Ce3gatenaT cb3gaBa cneumaneH KpUnTo Ko, KOWTO Ce reHepmpa OT OTrOBOPY Ha TPy TalHu
BbMNPOCa, 3a4afeHn OT NOTPebUTenNs KbM MOMEHTA Ha perncTpauusita My Yypes MobBUNHOTO NPUIOXKEHNME.

OTroBopuTe Ha BbMNPOCUTE He ce Nas3sT oT EBpOTPbLCT.

6.4.2 3ALWLUTA HA JAHHU 3A AKTUBUPAHE

Tutynapat/Cb3gatenaT € 3agb/PKeH Aa CbXpaHsiBa M Nasu OT KOMNpOMeTMpaHe KogoBeTe 3a
AOCTbIM 4O YCTPOMCTBOTO 3a Cb3gaBaHe Ha KBanuuumpaH enekTpoHeH noanuc/neyar.

MoTpebutenute TpsibBa Aa 3HANAT, Ye NPU HAKOSNKO HEYCMNeLLHM ONUTK 3a AOCTbMN 40 YCTPOWCTBOTO,
TO ce Onokupa (3akntoyBa ce). B Te3n cnyvam notpebutenaT TpsibBa ga uanonsea NpeaocTaBeHus My
AOMUHUCTPATMBEH KOA 3a AOCTbN 3a Aa Aebnokupa yCTponcTBOTO.

[ocTaBunKbT NpenopbyBa AaHHUTE 3a akTUBMPaHE Ha YCTPOMCTBOTO HMKOra ja He Ce CbXpaHsaBaT

3ae[lHO CbC CaMOTO YCTPOMCTBO.

6.4.3 OPYI ACNMEKTU HA QAHHUTE 3A AKTUBUPAHE

[aHHWTe 3a akTuBMpaHe TpsibBa Aga ce CbXxpaHsaBaT BMHArn B €AvH eQUHCTBEH eK3eMnnsp.
MepcoHanHuat uaeHTudpmkaumoHeH Homep (PIN) 3a goctbn TpsibBa nepuoguyHo ga 6bae
NMPOMEHSIH.

[laHHMTe 3a akTUBMpPaHe MoraT Aa 6baaTt apxXMBMPaHW.

6.5 CUIYPHOCT HA KOMMNIOTbLPHUTE CUCTEMU

EBpOTpBCT n3non3sa eANHCTBEHO HAOEXAEH U CUTYPEH Xapayep.

KoMMloTbpHUTE CUCTEMU, HA KOUTO PaboTAT BCUYKM KPUTUYHN KOMMOHEHTM OT MHGIpACTPYyKTypaTa
Ha EBpoTpbCT, ca obopyaBaHn M KOHUIypupaHu CbC CpeacTBa 3a JfiokanHa 3almta Ha goctbna go
copbTyepa 1 MHPOPMALMOHHUTE AAHHMN.

EBpoTpbCT M3nonsea npouedypu 3a ynpaereHne Ha MHOopMaLMOHHATa CUNypHOCT Ha udnaTa
WMHpaCcTpyKTypa Ha EBPOTPBCT B CbOTBETCTBME C 00LLONPMETU B MEXAYHapOoAHaTa NpakTuka CTaH4apTu.

3a no-ronsgMa HagexXOHOCT M CUFYPHOCT Ha W3MNON3BaHUTE CUCTEMM, TEXHMYeckata Wu
KpunTorpadcka CUrypHOCT Ha OCbLUECTBABAHUTE 4pe3 TAX npouecu, EBpOTpbCT m3BbpLlBa peguua
TEeCTOBE M NPOBEPKM HA TEXHNYECKOTO 060pyABaHe M N3MOoNn3BaHUTE TEXHONOrMK. TecToBe 1 NPOBEPKU HA

KOMMKTBbPHUTE CUCTEMU CE€ NPABAT CbINMacHO MeToAMKa 3a OLleHKa Ha CUTypHOCTTa (OTHOCHOI CcTaTtycC Ha
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npouecopuTe - KOHCyMUpaHe, HaToBapBaHe, ynotpeba; ctaTtyc Ha CbXpaHeHue; CbCTOSHUE Ha NnameTTa-
OCHOBHa, padding in-out; cTatyc Ha cbxpaHeHue; Opon Ha mpoTuyawmuTe npouecn; banaHcupaHe Ha
HaToBapBaHeTo). Te ce M3BbpLIBAT KAaKTO MEepUMoauYHO, Taka M NpuU BCAKa MPOMSHA, KOATO 3acsra
CUrypHOCTTa Ha MHdpacTpyKTyparta.

3a ynpaBneHue Ha CUrypHOCTTa Ha KOMMIOTbPHUTE cuctemn B EBpOTPLCT ce B3MMaT B nNpeasung,
nancksanunata Ha ISO/IEC 27001.

B EBpoTpbCT uMa CbBeT 3a MHGPOPMaLMNOHHA CUTYPHOCT, KOWTO € KOHTPOSIEH OpraH rno OTHOLLEHME
Ha MHdopmMaunoHHaTa curypHocT. CbBeTbT yyacTBa B aHanu3a Ha MHPOPMaLMOHHUTE PUCKOBE U ce
CBUKBa 3a 0OCbHXOaHe Ha Bb3HWKHANM BbLMPOCU UMM WHUMAEHTW, CBbP3aHW C MH(OpMauMOHHaTa

CUTYPHOCT.

6.5.1 CTENEH HA KOMNIOTbLPHA CUTYPHOCT

CteneHTa Ha CUTypHOCT Ha n3non3BaHUTe CUCTEMA B I/IH(*)paCprKTypaTa Ha EBpOTp'bCT oTroBap4
Ha HOpMaTuMBHUTE U3NCKBaAHUA 3a U3NbJIHEHUE Ha OEenHOCTTa Ha EBpOTp'bCT n ce onpepend, 4pes

OOKYMeEHTa MNonutnka 3a CUTYPHOCT Ha EBpOTp'bCT.

6.6 CUINYPHOCT HA XU3HEHUA LUNKDBJ1 HA TEXHOJIOTMYHATA CUCTEMA
6.6.1 KOHTPOJIN 3A PASBUTUE HA TEXHOJIOTMYHATA CUCTEMA

CobTyepHUTE NPUNOXEHMS, W3NOM3BaHM B TexHONorM4yHata cuctema Ha EBpoTpbcT ca
pa3paboTeHn M BHEApPEeHM OT BUCOKO KBanudwuumpaHu cneuvanuctu. lNMpean BbBexgaHe Ha HOBU
NPUNOXeHs Te NpeMuHaBaT Mpe3 TeCcToB nepuof. TecTBaHUsiTa ce MPaBsAT Ha OTAENHU CUCTEMMW,
He3aBUCKMMM OT TE3N B pefoBHATa ekcrnoaTauus.

Bcuykn xapayepHu npomeHu ca HabnwopgasaT M peructpupart. [pu 3akynyBaHe Ha HOBO
TexHu4ecko obopyaBaHe, TO ce AoCTaBs ¢ HeobxoaumnUTe NpoLeaypy 3a ekcnroaTauust U UHCTPYKLUMK 3a
nonssaHe.

TexHonornyHaTta cUrypHoCT Ha cucTemara ce rapaHTupa KakTo crnezsa:

> TexHonorn4yHo obopyaBaHe ce OO0CTaBsi MO Ha4yuH, NO3BOMNsABAlL HEroBOTO MpocreasiBaHe.
MpaBu ce oLieHKa Ha TpaceTo OT MbpBOHAYanHaTa To4ka 40 MACTOTO HA HEFOBOTO MHCTaNMpaHe;

> [ocTaBKa U NoaMsiHa Ha TEXHOMNOMMYHO 0b6opyaBaHe ce U3BbPLUBA EAVHCTBEHO C OPUrMHaneH

xapayep. CMsiHaTa ce u3BbpLUBa OT JOBEPEH 1 OBYYEH NEPCOHarn.

6.6.2 KOHTPOIJIN 3A YMNPABJIEHUE HA CUTYPHOCTTA HA TEXHOJIOTMYHATA CUCTEMA

LlenTa Ha KOHTpona 3a ynpaBneHuMe Ha CUrypHOCTTa € [a Ce OCbLUecTBABa Hags3op Ha
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(hYHKLMOHANHOCTTa Ha TEXHOMOrMYHaTa cMcTeMa 1 a ce rapaHTupa, ve Tst PyHKUMOHMpPa NPaBuUiHO U B
CbOTBETCTBME C JOCTaBeHaTa NpoM3BOACTBEHA KOHUrypauus.

TekywiaTta koHUrypaums Ha TexHonornyHaTa cuctema Ha EBpoTpbCT, KakTo M BCUYKM U3MEHEHMS
M aKTyanusauum Ha cuctemara, ce 3anucBaT U M3BbpLUBAT KOHTponupaHo. KoHTponuTe noseonsisat
HenpekbCcHaTa NpoBepKa Ha LieriocTTa Ha TeXHonornyHaTa cucteMa M CBOEBPEMEHHA akTyanusauusi, u

OTCTpaHABaHe Ha HEen3npaBHOCTU.

6.6.3 OLUEHKA HA XXU3HEHUA LUKAKDBIT1 HA CUTYPHOCTTA HA TEXHOJIOTUYHATA CUCTEMA

,,npaKTI/IKaTa npn npenocraBsdHe Ha KBaJ'II/ICbI/lLI,I/IpaHI/I YAOCTOBEPUTEITHN yCJ'IyFI/I“ HEe npeanosara

HUKaKBW M3VNCKBAHWUSA B Ta3n obnacr.

6.7 MPEXOBA CUT'YPHOCT

B nHdpacTpykTypaTa Ha EBpOTPBHCT Ce n3non3saTt CbBPEMEHHN TEXHUYECKN cpeacTBa 3a obMeH
W 3aWuTa Ha MHdopMaums, 3a Aa ce rapaHTMpa MpexoBaTa CUrypHOCT Ha CUCTEMUTE CpeLly BBbHLUHK
WHTEPBEHLMM 1 3annaxu.

CobpBbpuUTE 1 KPUTUYHATaA TEXHONOIMYHA cuctema Ha EBpoTpbCT ca cBbp3aHu ¢ BbTpelwHa LAN
Mpexa.

OTpaneyeHns oocTbn Ao Mpexarta Ha uHdpactpyktypaTa (PKI) Ha EBpoTpbCT ce nssbpLuBa Ypes
cneumanHo wHctanupaH W kKoHdurypupad VPN cbpBbp, KOUTO npuvema aBTeHTUdMKauus, 4pes
creyunanHo nMme 1 napona, usgageHy caMmo 3a Tasu Lien Ha OTopu3npaHun nuua, y4yactealim B usgaBaHeTo
Ha eneKkTpoHeH nognuc/meyar u agMUHUCTpUpaHeTo Ha uHdpacTpykTypata (Public Key Infrastructure/
PKI).

KomntoTbpHaTa cuctema Ha EBpOTPBLCT e 3awuTeHa cpelly OTka3 Ha yCcrnyrute npy Hanudme Ha
aTtaku. KoHTponbT 3a curypHocT e pa3paboTteH Ha 6a3aTta Ha 3awmTtHa cTteHa (firewall) n ountpupaHe Ha
Tpadumka Ha pyTepuTe U nNpokcu ycnyrmte. OnMTM 3a NPOHMKBaAHE B cucTemaTa ce Habnwogasar
nocpeactsom wmarpageHata IDS/IPS cuctema. Bcuukm anapmm BKIOYUNAM C€ NPU NPOHUKBAHE WK
noTeHunanHo NpoHuKBaHe, KakTto M ataku ot Tun ,OTKas oT JOoCTbn“ ce uanpawaT KbM CUCTEMHUTE
aAMUHUCTPATOPM 3a aHanms.

OnutnTe 3a HenpaBOMEPEH LOCTHM A0 cucTemMaTa ce AOKYMeHTupaT 4ypes Intrusion Prevention
System (IPS).

MoapobHO onmncaHue Ha MpexoBaTa KoHdurypauusa Ha EBpOTpbLCT M cpeacTeaTa 3a 3awumra Ha
EBpOTpBCT ca npeacTaBeHn B TEXHUYECKA JOKYMEHTaUUSA Ha MHpacTpykTypaTta. Tasn JOKYMeHTauus

uMa ,BbTpeLLeH” CTaTyT U € AOCTbMHa CaMo 3a OTOpU3upaHu nuua.
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6.8 YOOCTOBEPABAHE HA BPEME

Evrotrust nsgaea yooctoeepeHus 3a BpeMme cbrnacHo PernameHT (EU) Ne 910/2014 n B mbnHO
cboTBeTcTBME ¢ ETSI EN 319 422, ETSI TS 119 421, IETF RFC 3161 n IETF RFC 5816.

OpraHbT 3a M3gaBaHe Ha kBanuduUMpaHu enekTpoHHU BpemeBu nedvatn ,Evrotrust TSA e
obocobeHoO M HegenvMmo 3BEHO KbM YAocToBepsBaluna opraH Ha EBpoOTpbCT B CTpykTypaTa Ha
EBpotpbeT. ,Evrotrust TSS* (Time-stamping service/ycnyra no ygoctoBepsiBaHe Ha Bpeme) usgasa
YoocTtoBepeHne 3a Bpeme B cboTtBeTrcTBMe ¢ ETSI EN 319 422. YUpes BknouBaHETO Ha 0OEKTeH
naoeHtndukatop: 1.3.6.1.4.1.47272.1.2 B wu3gageHuTe yaoctoBepeHua 3a Bpeme, EBpoTpbCT
noTBbpkaaBa CbOTBETCTBME C ,[lonMTMKA M MNpakTUKa Ha opraHa 3a yaoCcToBepsiBaHE Ha Bpeme“.
OGekTHMAT naeHtudukatop e B coboreetctBue ¢ ETSI BTSP (best practices policy for time-stamp)
0OID=0.4.0.2023.1.1, cbrnacHo ETSI EN 319 422.

N3naBaHuTe KBanuduumnpaHm enekTpoHHN BpeMesun nedatu (time-stamp TOkbHM) ca CbBMECTUMM
¢ RFC 3161. Ycnyrata nsgasa RSA 2048 6uToBM KpunTUpaHu yaOCTOBEPEHMS 3a BPEME, KOMTO nNpuemaTt
eadHun oT cnegHute anroputmn: SHA256 n SHA384.

OpraHbT 3a n3gaBaHe Ha KBanuuumnpaHn enekTpoHHn BpeMeBu neyaTn ,Evrotrust TSA npuema
3asBKW 3a M3gaBaHe Ha KBanuduumpaHu enekTpoHHN BpeMeBn neyaTtu Ha NpeacTaBeHo ChabpXKaHue Ha
€NeKTpoOHEH OOKYMeHT oT Tutynapa wnu [JoBepsaBalia ce cTpaHa. Ton u3rotBa Ksanuduumpax
eeKTpOHEeH BpeMEBM nevaTt Ha npeacraBeHaTa Xew-CTOMHOCT Ha enekTPOHEH AOKYMEHT U ocurypsisa
Bb3MOXHOCT 3a Nocrefsallo (cneq nepvoda Ha BanuOHOCT Ha KBanvduuUpaHOTO YAOCTOBEpeEHME 3a
ernekTpoHeH noanuc/nedart) gokasBaHe CrnpsMO npuvemaliaTta cTpaHa Ha dhakta Ha MOoANUCBAHETO Ha
N35IBNIEHNE NN Ha eNEKTPOHEH JOKYMEHT.

KBanuduumpaHn enekTpoHHN BpeMEBM NeYaTn MoraT Aa ce UHTerpupar B npoueca Ha Cb3aaBaHe
UnNu npuemMaHe Ha KeanuduumpaH enekTpoHeH nognuc/neyvar, Ha eneKTPOHHO NOANUCAaHN AOKYMEHTU U
€IeKTPOHHUN TpaH3aKuun, Npu apxmBMpaHe Ha eNeKTPOHHU JAaHHWN, B eNTEeKTPOHHU HoTapuaTun 1 Apyru.

3a nM3nbnHeHneTo Ha cBosATa ycnyra ,Evrotrust TSA“ nanonasa HAKOMKO YacTHU kntoya. EgHaTta
OBOWKa Kno4yoBe (Ha 0as3oBUA yooCTOBEpsBall, OpraH) ce M3MorsBa 3a M34aBaHETO Ha eneKTPOHHO
yooctoBepeHue, usnona3saHo ot TSU (Time-stamping Unit/Habop oT xapayep u codTyep, KOUTO ce
ynpaBnsiBa kaTo €4HO LSNO M MMa akTMBEH €AMH MOoANUCBALL KIY MO BpeMe Ha yAoCToBepuTenHaTa
ycnyra). EgHa unv noseve ABOVIKM KITHOYOBE Ce U3M0S3Ba 3a reHepMpaHeTo Ha yAOCTOBEPEHUS 3a Bpeme
ot TSU.

Becumuku yacTHM kntodoBe ce cbxpaHsaeat B FIPS 140-2 Level 3 xapgyepeH mogyn 3a CUrypHocCT.

MonuTtuka 1 npakTuka Ha opraHa 3a ygocTtoBepsiBaHe Ha Bpeme ,Evrotrust TSA" ce oTHacsa KbM
ETSI EN 319 401 oTHOCHO oOwMTe M3MCKBaHUSA, obudamHM 3a Bcsika efHa ycnyra Ha EBpoTpbCT.
MonuTukata e HacovyeHa KbM M3MbIIHEHWE Ha W3UCKBaHUATA 3a YAOCTOBEpPSABaHE Ha Bpeme C ObNbr

nepuog Ha BanuaHocT (ETSI EN 319 122), HO e npunoxuma KbM Bcsika ynoTpeba ¢ ekBUMBaneHTHU
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N3NCKBaAHNSA KbM Ka4eCTBOTO.

eHepupalWMaT anropuTbM, Ob/MKMHATA Ha MOAMUCBALLMS KNOY M NOAMUCBALLMSA anropuTbMm
N3MNon3BaH 3a NoAnnceaHe Ha yooCTOBEpPEHUsSITA 3a BpeMe € cbobpasHo ETSI TS 119 312.

TSU ypgoctoBepeHneTo ce wu3gaBa OT basosus ygoctoBeputerneH opraH Ha EBpoTpbCr,
otroBapsw, Ha ETSI EN 319 411-1.

Ycnyrata no ygoctoBepsiBaHe Ha Bpeme uanonaea Habop oT Stratum -1 NTP (Network Time
Protocol/npoTokon 3a CMHXPOHM3MPAHE Ha YacOBHMLMTE B KOMMIOTbPHUTE CUCTEMU) CbPBBLPU KaTo
He3aBUCMM M3TOYHWK Ha TOYHO Bpeme. MNocpeactBoM Tasm KoHpurypaumnsa TSS noctura akypaTtHOCT Ha
BPEMETO B paMKkuTe Ha +/- 500ms(nonoBuH cekyHaa) unu no-gobpo cnpsamo UTC.

Evrotrust TSA rapaHTMpa nHterputeta n aBTeHTn4HocTTa Ha TSU nyGnunyeH knod nocpeactsom
TSU ny6nuyHmM KnoyoBe, KOMTO ca AOCTBLMNHM 3a JoBepsiBawmTe ce cTpaHm B TSU yaocToBepeHusaTa Ha
canTta Ha EBpoTpbCT Ha agpec: https://www.evrotrust.com

YpoctoBepeHuaTa 3a BpemMe ce 3anucBaT B PErMCTbp, KOWTO ce NyOGnvkyBa B XpaHUNMLLETO Ha
EBpOTPBCT Ha canTa B MHTEPHET.

MpotmnbT Ha M3g4aBaHOTO YAOCTOBEPEHUETO 3a BpeEMeE €:

Mone ATpnéyrtm 3HaueHune/CTonMHOCT
Version 1
0OI1D=1.3.6.1.4.1.47272.2.1
Policy (cvoTtBeTCcTBa Ha nonutuka ¢ 0.1.D.=0.4.0.2023.1.1)

Message Imprint | Hash Algorithm: | OID Ha xewa SHA-1, SHA-256

Hash Value: Xell CTOMHOCT Ha JaHHuUTe
Serial Number CepueH HoMep Ha yOoCTOBEPEHMETO
Generated Time Bpemeto Ha npeactaBsAHe Ha  €NEKTPOHHMUS

noanuc/neyat (ygoctoepeHo Bpeme no UTC)

Accuracy 500 ms

Ordering He ce nogobpxa

Nonce Camo ako npucbCTBa B 3asABKaTa

TSA DN=[CN=Evrotrust TSA, OU=TSA, O=Evrotrust
Technologies JSC, L=Sofia, S=Sofia, C=BG]

Extensions He ce u3nonsea

Bpb3ka 3a goctbn go Time stamp ycnyrata: http://ts.evrotrust.com/tsa .
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7  MNPO®UNN HA KBAITMOULIMPAHU YOLOCTOBEPEHUA, CRL U HA OCSP
7.1 NPO®UN HA BA30OB YOOCTOBEPABALL OPIr'AH ,,EVROTRUST RSA ROOT*

Version V3
Serial number 6C 6E C9 BF 48 51 72 A5 4B D4 OF 27 78 62 52 45
Signature Algorithm SHA384RSA
CN= | Evrotrust RSA Root CA
OU= | Evrotrust Qualified Root Authority
Issuer :
O= Evrotrust Technologies JSC
organizationldentifier (2.5.4.97)= | NTRBG-203397356
C= | BG
Valid from 20 man 2016 r. 15:39:19 UTC
Validit to 20 man 2036 r. 15:49:19 UTC
CN= | Evrotrust RSA Root CA
OU= | Evrotrust Qualified Root Authority
Subject O= | Evrotrust Technologies JSC
organizationldentifier (2.5.4.97)= | NTRBG-203397356
C=| BG
Public Key )
RSA (4096 Bits)
Type/Length
Subject Key Identifier | 74 5¢c al 40 73 2e 1f e6 f9 3b bc ab a0 a4 a7 54 44 74 4f 70
Key Usage (critical) Certificate Signing, Off-line CRL Signing, CRL Signing (06)
Basic Constrains Subject Type=CA
(critical) Path Length Constraint=None

7.2 TNMPO®UN HA BAINIMOAUPALL OPTAH ,,EVROTRUST RSA VALIDATION“

Version V3
Serial number 38:00:00:00:02:46:4e:fc:a4:9d:94:68:€3:00:00:00:00:00:02
Signature Algorithm SHA256RSA
Valid from 201605201544597
Validit to 202105211554597

CN= | Evrotrust RSA Root CA

OU= | Evrotrust Qualified Root Authority
Issuer O= | Evrotrust Technologies JSC

Organizationldentifier(2.5.4.97)= | NTRBG-203397356
C=| BG
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For public use

I1ISO 9001:2015, ISO 27001:2013,

ISO 20000-1:2018, ISO 22301:2012,
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CERTIFICATION PRACTICE STATEMENT

FOR QUALIFIED CERTIFICATION SERVICES

Version - 03
30.01.2019

Regulation (EU) 2016/679

CN= | Evrotrust RSA Validation
OU= | OCSP Signing
Subject O= | Evrotrust Technologies JSC
Organizationldentifier(2.5.4.97)= | NTRBG-203397356
C=| BG
Public Key RSA(2048 Bits)

Subject Key Identifier

DA:40:9F:0A:F0:65:11:77:52:14:65:5F:AF:00:CA:D5:6E:D9:DC:2C

Key Usage (critical)

OCSP Signing

Extended Key Usage

OCSP Signing (1.3.6.1.5.5.7.3.9)

Authority Key Identifier

74:5C:A1:40:73:2E:1F.:E6:F9:3B:BC:AB:A0:A4:A7:54:44:74.4F:70

OCSP No Revocation
Checking

NULL

Application policies

[1]Application Certificate Policy:
Policy Identifier=OCSP Signing

7.3 TMPO®UIN HA OPI'AH 3A YOOCTOBEPABAHE HA BPEME ,,EVROTRUST TSA*

Version

V3

Serial number

38:00:00:00:03:4€:8e:¢ch:48:09:25:01:bc:00:00:00:00:00:03

Signature Algorithm SHA256RSA
Valid from 1605210040132
Validit to 210521005013z
CN= | Evrotrust RSA Root CA
OU= | Evrotrust Qualified Root Authority
Issuer O= | Evrotrust Technologies JSC
Organizationldentifier(2.5.4.97)= | NTRBG-203397356
C=|BG
CN= | Evrotrust TSA
OU= | Time Stamping Authority TSS/TSU
Subject O= | Evrotrust Technologies JSC
Organizationldentifier(2.5.4.97)= | NTRBG-203397356
C=| BG
Public Key RSA(2048 Bits)

Subject Key Identifier

03:BB:3B:42:27:8E:B8:80:90:1B:51:05:DF:52:C4:4B:0F:34:85:B9

Key Usage (critical)

Digital Signature, Non Repudiation

Extended keyUsage

(critical)

Time Stamping (1.3.6.1.5.5.7.3.8)

Certificate Policies

[1]Certificate Policy:
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Policy Identifier=1.3.6.1.4.1.47272.1.2
[1,1]Policy Qualifier Info:

Policy Qualifier Id=CPS

Quialifier:

http://www.evrotrust.com/cps

Authority Key Identifier

74:5C:A1:40:73:2E:1F.:E6:F9:3B:BC:AB:A0:A4:A7:54:44:74.4F:70

Subject alternative

name (not critical)

URL=http://www.evrotrust.com RFC822 Name=ca@evrotrust.com

CRL Distribution Points

[1]CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://ca.evrotrust.com/crl/EvrotrustRSARootCA.crl

Authority Information

Access

[[1]Authority Info Access
Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.evrotrust.com/aia/EvrotrustRSARo00tCA.crt
[2]Authority Info Access

Access Method=0On-line Certificate Status Protocol (1.3.6.1.5.5.7.48.1)

Alternative Name:

URL=http://ca.evrotrust.com/ocsp

Basic Constraints

(critical)

Subject Type=End Entity
Path Length Constraint=None

7.4 MNPO®UIN HA BANUOUPALL OPIrAH ,,EVROTRUST QUALIFIED VALIDATION SERVICE“

Version V3

Serial number 38 00 00 00 05 f0 08 5a Oa b9 a3 69 64 00 00 00 00 00 05

Signature Algorithm SHA256RSA

CN= | Evrotrust RSA Root CA

OU= | Evrotrust Qualified Root Authority

Issuer
O= | Evrotrust Technologies JSC
organizationldentifier (2.5.4.97)= | NTRBG-203397356
C=| BG
Valid from 14 dpespyapu 2018 r. 12:16:20 UTC
Validit to 14 dpespyapu 2023 1. 12:26:20 UTC
Subject CN= | Evrotrust Qualified Validation Service
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NPAKTUKA NMPU NPEAOCTABAHE HA
KBAJIM®ULIMPAHN YOOCTOBEPUTENTHN YCINYTU

I1ISO 9001:2015, ISO 27001:2013,
ISO 20000-1:2018, ISO 22301:2012,
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Version - 03
30.01.2019

CERTIFICATION PRACTICE STATEMENT
FOR QUALIFIED CERTIFICATION SERVICES

O= | Evrotrust Technologies JSC

organizationldentifier
(2.5.4.97)=(2.5.4.97)

NTRBG-203397356

C=| BG

Public Key
Type/Length

RSA (2048 Bits)

Subject Key Identifier

5d 19 73 73 3560 65 al 62 e7 c2 0d d1 fe 63 e5 4f 90 c8 la

Certificate Policies

[1]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.47272.2.9
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:

http://www.evrotrust.com/cps

Authority Key

Identifier

KeylD=74 5c al 40 73 2e 1f 6 f9 3b bc ab a0 a4 a7 54 44 74 4f 70

CRL Distribution
Points

[1]CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://ca.evrotrust.com/crl/EvrotrustRSARo0tCA.crl

Authority Information

Access

[1]Authority Info Access
Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.evrotrust.com/aia/EvrotrustRSAR0OtCA.crt
[2]Authority Info Access
Access Method=0On-line Certificate Status Protocol (1.3.6.1.5.5.7.48.1)
Alternative Name:

URL=http://ca.evrotrust.com/ocsp

Key Usage (critical)

Digital Signature, Non-Repudiation (c0)

Basic Constrains

(critical)

Subject Type=End Entity
Path Length Constraint=None

7.5 NPO®UN HA YOOCTOBEPABALLUA OPIAH HA KBAJIMOULIMPAHATA YCINYTA 3A
ENEKTPOHHA NPEMNOPBYAHA MNMOLWWA ,,EVROTRUST QERDS CA“

Version

V3

Serial number
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elDAS-CPS
For public use

ISO 9001:2015, ISO 27001:2013,
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Version - 03
30.01.2019

Regulation (EU) 2016/679

Signature Algorithm SHA256RSA
Valid from
Validit to

CN= | Evrotrust RSA Root CA

OU= | Evrotrust Qualified Root Authority
Issuer O= | Evrotrust Technologies JSC

Organizationldentifier(2.5.4.97)= | NTRBG-203397356
C=| BG

CN= | Evrotrust QERDS CA

Subject O= | Evrotrust Technologies JSC

Organizationldentifier(2.5.4.97)= | NTRBG-203397356

C= | BG

Public Key Type/Length

RSA (2048 Bits)

Subject Key Identifier

Certificate Policies

[1]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.47272.2.10.1
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:

http://www.evrotrust.com/cps

Authority Key Identifier

KeylD=74 5c al 40 73 2e 1f e6 f9 3b bc ab a0 a4 a7 54 44 74 4f 70

CRL Distribution Points

[1]CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://ca.evrotrust.com/crl/EvrotrustRSARoo0tCA.crl

Authority Information

Access

[1]Authority Info Access
Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.evrotrust.com/aia/EvrotrustRSAR00tCA.crt
[2]Authority Info Access
Access Method=0On-line Certificate Status Protocol (1.3.6.1.5.5.7.48.1)
Alternative Name:

URL=http://ca.evrotrust.com/ocsp

Key Usage (critical)

Digital Signature, Non-Repudiation (c0)

Basic Constrains (critical)

Subject Type=End Entity
Path Length Constraint=None

QCStatements

id-gcs-pkixQCSyntax-v2
(0id=1.3.6.1.5.5.7.11.2)

id-etsi-qcs-Semanticsld-Legal
(0id=0.4.0.194121.1.2)

id-etsi-gcs-QcCompliance

(0id=0.4.0.1862.1.1)
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Version - 03
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CERTIFICATION PRACTICE STATEMENT
FOR QUALIFIED CERTIFICATION SERVICES

id-etsi-qcs-QcType
(0id=0.4.0.1862.1.6)

id-etsi-qct-eseal (0id=0.4.0.1862.1.6.2)

id-etsi-qcs-QcPDS PdsLocations
(0id=0.4.0.1862.1.5)
PdsLocation=https://www.evrotrust.com/pds/pds_en.

pdf

language=en

7.6 MPO®UN HA YOOCTOBEPABALL OPTAH 3A KBAITU®ULIMPAHA YCIYTA 3A UMENN
NMPEMOPBYAHA MNMOLWA ,,EVROTRUST QREMS CA“

Version V3
Serial number
Signature Algorithm SHA256RSA
Valid from
Validit to
CN= | Evrotrust RSA Root CA
OU= | Evrotrust Qualified Root Authority
Issuer O= | Evrotrust Technologies JSC
Organizationldentifier(2.5.4.97)= | NTRBG-203397356
C=| BG
E= | grems-ca@rem.evrotrust.com
CN= | Evrotrust QREMS CA
Subject O= | Evrotrust Technologies JSC

Organizationldentifier(2.5.4.97)= | NTRBG-203397356

C= | BG

Public Key Type/Length

RSA (2048 Bits)

Subject Key Identifier

Subject Alternative Name

RFC822 Name=qrems-ca@rem.evrotrust.com

Certificate Policies

[1]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.47272.2.10.2
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:

http://www.evrotrust.com/cps

Authority Key Identifier

KeylD=74 5c al 40 73 2e 1f e6 f9 3b bc ab a0 a4 a7 54 44 74 4f 70

CRL Distribution Points

[1]CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://ca.evrotrust.com/crl/EvrotrustRSARoo0tCA.crl

Authority Information

[1]Authority Info Access
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Access

Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.evrotrust.com/aia/EvrotrustRSARo0o0tCA.crt
[2]Authority Info Access
Access Method=0n-line Certificate Status Protocol (1.3.6.1.5.5.7.48.1)
Alternative Name:

URL=http://ca.evrotrust.com/ocsp

Key Usage (critical)

Digital Signature, Non-Repudiation (c0)

Extended Key Usage

Secure Email (1.3.6.1.5.5.7.3.4)

Basic Constrains (critical)

Subject Type=End Entity
Path Length Constraint=None

QCStatements

id-gcs-pkixQCSyntax-v2 | id-etsi-qcs-Semanticsld-Legal
(0id=1.3.6.1.5.5.7.11.2) | (0id=0.4.0.194121.1.2)

id-etsi-qcs-QcCompliance
(0id=0.4.0.1862.1.1)

id-etsi-qcs-QcType id-etsi-qct-eseal (0id=0.4.0.1862.1.6.2)
(0id=0.4.0.1862.1.6)
id-etsi-qcs-QcPDS PdsLocations

(0id=0.4.0.1862.1.5)
PdsLocation=https://www.evrotrust.com/pds/pds_en.
pdf

language=en

7.7 NPO®UN HA YOOCTOBEPSABALL OPIAH HA YCITYTATA NO KBAJIM®ULIMPAHO
CbXPAHABAHE HA KBAITUPULIMPAHU ENNEKTPOHHU NOANMUCU/NMEYATU ,,EVROTRUST

QPSES CA*“
Version V3
Serial number
Signature Algorithm SHA256RSA
Valid from
Validit to
CN= | Evrotrust RSA Root CA
OU= | Evrotrust Qualified Root Authority
Issuer O= | Evrotrust Technologies JSC
Organizationldentifier(2.5.4.97)= | NTRBG-203397356
C= | BG
E= | grems-ca@rem.evrotrust.com
CN= | Evrotrust QPSES CA
Subject O= | Evrotrust Technologies JSC
Organizationldentifier(2.5.4.97)= | NTRBG-203397356
C= | BG
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Public Key Type/Length

RSA (2048 Bits)

Subject Key Identifier

Certificate Policies

[1]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.47272.2.13
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://www.evrotrust.com/cps

Authority Key Identifier

KeylD=74 5c al 40 73 2e 1f €6 f9 3b bc ab a0 a4 a7 54 44 74 4f 70

CRL Distribution Points

[1]CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://ca.evrotrust.com/crl/EvrotrustRSARoo0tCA.crl

Authority Information

Access

[1]Authority Info Access
Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.evrotrust.com/aia/EvrotrustRSAR00tCA.crt
[2]Authority Info Access
Access Method=0On-line Certificate Status Protocol (1.3.6.1.5.5.7.48.1)
Alternative Name:

URL=http://ca.evrotrust.com/ocsp

Key Usage (critical)

Digital Signature, Non-Repudiation (c0)

Basic Constrains (critical)

Subject Type=End Entity
Path Length Constraint=None

QCStatements

id-gcs-pkixQCSyntax-v2
(0id=1.3.6.1.5.5.7.11.2)

id-etsi-qcs-Semanticsld-Legal
(0id=0.4.0.194121.1.2)

id-etsi-qcs-QcCompliance
(0id=0.4.0.1862.1.1)

id-etsi-qcs-QcType
(0id=0.4.0.1862.1.6)

id-etsi-qct-eseal (0id=0.4.0.1862.1.6.2)

id-etsi-qcs-QcPDS PdsLocations
(0id=0.4.0.1862.1.5)
PdsLocation=https://www.evrotrust.com/pds/pds_en.

pdf

language=en

7.8 TMPO®UIN HA ONMEPATUBEH YOOCTOBEPABALL OPIAH ,,EVROTRUST RSA

OPERATIONAL CA*

Version V3

Serial number 38 00 00 00 03 4e 8e cb 48 09 25 01 bc 00 00 00 00 00 03
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Signature Algorithm SHA256RSA
CN= | Evrotrust RSA Root CA
OU= | Evrotrust Qualified Root Authority
Issuer :
O= Evrotrust Technologies JSC
organizationldentifier (2.5.4.97)= | NTRBG-203397356
C= | BG
Valid from 21 maini 2016 r. 00:34:35 UTC
Validit to 21 man 2026 1. 03:44:35 UTC
CN= | Evrotrust RSA Operational CA
OU= | Qualified Operational CA
. O= | Evrotrust Technologies JSC
Subject
organizationldentifier
NTRBG-203397356
(2.5.4.97)= (2.5.4.97)
C=| BG
Public Key )
RSA (2048 Bits)

Type/Length

Subject Key Identifier

Certificate Policies

Enhanced Key

Usage

Subject Alternative

7f 3e 64 59 85 2b dd 23 29 c2 01 e7 cb c3 69 c0 87 93 2b 08

[1]Certificate Policy:
Policy Identifier=All issuance policies
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:

http://www.evrotrust.com/cps

Server Authentication (1.3.6.1.5.5.7.3.1)
Client Authentication (1.3.6.1.5.5.7.3.2)
Code Signing (1.3.6.1.5.5.7.3.3)

Secure Email (1.3.6.1.5.5.7.3.4)

Time Stamping (1.3.6.1.5.5.7.3.8)
OCSP Signing (1.3.6.1.5.5.7.3.9)

URL=http://www.evrotrust.com

CRL Distribution

Points

Authority Information

Name RFC822 Name=ca@evrotrust.com

Authority Key

W KeylD=74 5c al 40 73 2e 1f e6 f9 3b bc ab a0 a4 a7 54 44 74 4f 70
entifier

[1]CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://ca.evrotrust.com/crl/EvrotrustRSARo0o0tCA.crl
[1]Authority Info Access
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Access Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.evrotrust.com/aia/EvrotrustRSAR00OtCA.crt
[2]Authority Info Access
Access Method=0On-line Certificate Status Protocol (1.3.6.1.5.5.7.48.1)
Alternative Name:

URL=http://ca.evrotrust.com/ocsp

Key Usage (critical) Digital Signature, Certificate Signing, Off-line CRL Signing, CRL Signing (86)

Basic Constrains Subject Type=CA
(critical) Path Length Constraint=0

7.9 NPO®UN HA BANTUAWPALL OPIAH ,,EVROTRUST RSA QS VALIDATION“

Version V3
Serial number 2b:00:00:00:03:¢3:3b:19:4b:08:91:37:24:00:00:00:00:00:03
Signature Algorithm SHA256RSA
Valid from 20160521014614Z
Validit to 202105200146147Z

CN= | Evrotrust RSA Operational CA

OU= | Qualified Operational CA
Issuer O= | Evrotrust Technologies JSC

organizationldentifier (2.5.4.97) | NTRBG-203397356
C=| BG

CN= | Evrotrust RSA QS Validation

OU= | OCSP QS Signer
Subject O= | Evrotrust Technologies JSC

Organizationldentifier(2.5.4.97)= | NTRBG-203397356
C=| BG
Public Key RSA(2048 Bits)
Subject Key ldentifier 17:A2:1D:16:B0:BF:89:1F:A2:C5:86:BF:CB:DF:77:9F:35:76:7B:66
Key Usage (critical) OCSP Signing
Extended Key Usage OCSP Signing (1.3.6.1.5.5.7.3.9)
Authority Key Identifier 7F:3E:64:59:85:2B:DD:23:29:C2:01:E7:CB:C3:69:C0:87:93:2B:08
OCSP No Revocation
Checking NULL
o o [1]Application Certificate Policy:
Application policies ) . T
Policy Identifier=OCSP Signing

MpodunmTe Ha noTpebuTenckutTe kBanuduLmMpaH yaocToBepeHns U Ha Cnncbka CbC CNPEeHN U
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npekpateHn ygoctoBepeHusi (CRL) otroBapsaT Ha ¢opmaTta, onucaH B crtaHgapt ITU-T X.509 v.3.
YooctoBepeHne ot Tun X.509 v.3 npeacrtaensiBa Habop OT AaHHW, 4Ype3 KOMTO edHO3Ha4yHO ce
yaocToBepsiBa NPUHAANEXHOCT Ha NyOGMWYHWUS KNIOY KbM aBTOpa Ha KBanuMuuMpaHua enekTpOHEH
nognuc/neyat. lNpocdwuna Ha OCSP otroBaps Ha u3uckBaHusTa Ha RFC 2560, a npodunbT Ha

KBanuuumnpaHoTo yogoCcToBEpEHME 3a BpeMeBM nedvart otroBapsi Ha RFC 3161.

7.10 CbABbPXAHUE HA NMPO®UIT HA KBAJTMOULUNPAHU YOLOCTOBEPEHUA

B cvoTtBeTCcTBME CbC cTaHaapTa X.509 v.3, enekTpoHHOTO yOOCTOBEPEHME € NocnegoBaTENHOCT
OT crnegHWTe nonerta:

» Version: Bepcus Ha yaooctoBepeHneTo (X.509 v.3);

» SerialNumber: yH1kaneH ngeHTUuKaLmoHeH Ko Ha yOOCTOBEPEHUETO;

» SignatureAlgorithm: ngeHTudukaTop Ha anropuTbM 3a Cb34aBaHETO Ha EMEKTPOHHUS NOANKUC;

» Issuer: HaMMmeHoOBaHVe Ha usgaTensT Ha ygoctoBepeHueTo (DN);

» Validity: cpok Ha BanugHOCT, onucaH OT JaTa W 4ac Ha msgaBaHe Ha YAOCTOBEPEHUETO
(notBefore) npo pata n yac Ha u3TudaHe Ha cpoka (notBefore) Ha ygocTtoBepeHueTo (yHuBepcarHo
KOOpOUHUpaHO Bpeme, npeacrtaBeHo BbB opmat Zulu);

» Subject: yHukanHoto ume (DN) Ha Twutynaps/Cb3gatens, nognexal, Ha BnUCBaHe B
yOOCTOBEPEHMNETO;

» SubjectPublicKeyInfo: ngeHTudurkaTop Ha Knio4a;

» Signature: ngeHTudmrkaTop Ha anropMTbM 3a Cb3AaBaHETO Ha eNEKTPOHHWS nognuc/neyart, B

cboTBeTcTBMe ¢ RFC 5280.

7.10.1 BEPCHA

Bcuykn yaoctosepeHusi, kouto nsgasa EBpoTpbCT, ca B cboTBeTCTBME € Bepeus 3 (X.509 v.3).

7.10.2 4ONyCTUMHMN PA3LLUPEHNA BB POPMATA HA KBAJTIMOULIMPAHO YOOCTOBEPEHUE

CTorHOCTMTE Ha paswupeHMsaTa ca Cb3dadeHu B CbOoTBeTCTBME C npenopbkata RFC 5280.
OyHKUMATA Ha BCSAKO paslwimMpeHMe ce onpegensd oT cTaHgapTHata CTOMHOCT Ha CbOTBETHUSA
naoeHtTndukatop Ha obekT (IDENTIFIER):

» Subject Key ldentifier - dhopmmpa ce oT nybnuyHms KoY, yooCTOBEPEH B Y4OCTOBEPEHUETO
KaTo XeL-CTOMHOCT Ha NyBrMYHUA KNou;

» Authority Key Identifier - popmupa ce KaTo XeLl-CTOMHOCT Ha NyGANYHUSA KITHOY Ha onepaTUBHUSA

YnocTtoBepsiBall, opraH Ha EBpoTpbCT;
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> lIssuer Alternative Name - cbabpka URL-CTpuUHr kaTo anTepHaTUBHO nme Ha EBpOTpbLCT;

» Basic Constrains — onuuoHaneH n onpegens Tuna Ha ygoCcTOBEPEHUETO;

» Certificate Policy - onpegmens wugeHtTudwukatopa Ha [lonuTukata 3a keanuduumpaHo
yAOCTOBEPEHME 3a KBanMduUmMpaH eneKkTpaHeH nognuc/neyar;

> Key Usage - atpubyT, KOWTO onpeaensi orpaHnyeHnaTa B ynotpeba Ha yaoCTOBEPEHUETO;

» Extended Key Usage - ponbnea 3HadyeHMeTto Ha artpubyt "Key Usage" wn ykassa
AOMBbIHUTENHUTE U CNEeUNPUYHN NPUINOXKEHUSA HA YOOCTOBEPEHUETO;

» CRL Distribution Point - cbaobpxa Bpb3ka KbM akTyanHusa CRL Ha onepaTuBHUSA

YpnocTtoBepsiBall, opraH Ha EBpoTpbCT;

» Authority Information Access - cbabpxka URL-agpeca Ha OCSP cbpBbpa Ha
yAOCTOBEPEHUNETO;
» Qualified Statements - aTpubyTbT cCbabpXa yKaszaHue, 4e yOOCTOBEPEHMETO €

KBaJ'II/I(*)VILl,VIpaHO M NokKa3Ba Adanun 4acCTHUA KIkoY € reHepupaH un ce CbxXpaHsaBa BbpXY yCTpOIZCTBa 3a

cb3gaBaHe Ha enektpoHeH nognuc (QSCD).

7.10.3 WAEHTU®UKATOPU HA AIIFTOPUTMUTE HA EJNIEKTPOHEH NMOAMUC/MEYAT

ATpnbyTbT ,Signature algorithm" ngeHtuduumpa anropyutmute (kpuntorpadcknTe MexaHn3mmn),

KOUTO Ce Mn3nons3sar.

B EBpOTPBLCT Ce U3non3ea npunoxmma KoMOMHaLUMs Ha aCUMETPUYHM U XeLl anropuTMu:

sha256-with-RSA 1 sha384-with-RSA.

7.10.4 ®OPMU HA UMEHYBAHE

dopmuTe Ha UMeHyBaHe ca onncaHu B YacTTa ,BuaoBe nmeHa“ Ha TO3M JOKYMEHT.

7.10.5 OTPAHUYEHUA HA UMEHATA

Bugosete orpaHn4yeHnsa Ha nMeHata ca ornncaHn B 4acTtTa ,BrnaooBe nmeHa“ Ha To3u OOKYMEHT.

7.10.6 VAEHTU®UKATOP HA NOJIUTUKA

KBanuduumpaHo ygoctoBepeHue ce nagaeaT cbrnacHo MNonutuka Ha EBpoTpbCT, KosTo ce

Bnvcea B atpubyta ,Certificate Policy“ Ha ygocToBepeHueTo.
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7.10.7 VAEHTU®PUKATOP 3A NPOABITXKEHUE

Tosu ngeHtndmkaTop (,Extensions®) gaea cneumdudHa, cBbp3aHa ¢ ycnyrata nHdopmaums. 3a

ynotpebaTta My Ha To3u eTan MpakTukata He NOCTaBs HUKAKBU OrpaHUYEHNS.

7.10.8 O3HAYEHUE HA KBAITUOPULIMPAHOTO YOOCTOBEPEHUE

EBpoTpbCT M3nonsea B keanudumumpaHo ygoctoBepeHue ¢ npodun no craHgapta X.509 v.3

aTpmnbyTa ,Qualified Statements” c ngeHTudukatop: ,esi4-qcStatement-1“ (O1D=0.4.0.1862.1.1).

EBpoTpbCT M3non3ea B kBanuuumpaHo yaoCToBEPEHVe 3a kBanuduumpaH enekTpoHeH Noagnuc ¢

npocun no crangapta X.509 v.3 artpubyta ,Qualified Statements“ c¢ wgeHTudukatopu: ,esi4-
gcStatement-1“ (O1D=0.4.0.1862.1.1) n ,esi4-qcStatement-4“ (0O1D=0.4.0.1862.1.4).

EBpoTpbCT M3nonsea B KeBanuduuupaHo ygooctoBepeHne c¢ npodwun no crtaHgapta X.509 v.3

atpubyta ,Certificate Policy“, Ha konTto ce npuceosiBa ungeHtugukatopa (OID) cbC 3HadeHue, KakTo

cnepnBa:

KsanuduumpaHo YaocroBepeHue

HanmeHoBaHue

Upentucpmnkartop (OID)
BMUCaH B aTpmbyTa

»Certificate Policy“

KBanuguumpaHo yaocToBepeHue 3a
KBanuduumpaH enekTpoHeH noanmc

Ha domM3n4yecko nuue

Evrotrust Qualified Natural

Person Certificate for QES

OID=1.3.6.1.4.1.47272.2.2

KeanudguumpaHo atpubyTnBHO
yAOCTOBEpPEHME 3a KBanupuuupaH
€neKTPOHEH NoANnC Ha PU3NYECKO

niue

Evrotrust Qualified Natural
Person Attribute Certificate
for QES

OID=1.3.6.1.4.1.47272.2.2.1

KeanudguumpaHo yooctoBepeHue 3a
KBanuuumpaH enekTpoHeH neyat

Ha ropngn4ecko J'IVILI,e/OpFaHVI3aL|,I/1$|

Evrotrust  Qualified

Person Certificate for QESeal

Legal

OID=1.3.6.1.4.1.47272.2.3

KBanuduumpaHo ygoctoBepeHue 3a
YCbBbPLUEHCTBAH €MEKTPOHEH

nognuc Ha onandecko nuue

Evrotrust Qualified Natural

Person Certificate for AES

OID=1.3.6.1.4.1.47272.2.7

KBanudguumpaHo yaoctoBepeHue 3a
YCBHbBBPLUEHCTBAH eIeKTPOHEH

neyart Ha vpPUgn4ecko

Evrotrust  Qualified

Person Certificate for AESeal

Legal

OID=1.3.6.1.4.1.47272.2.8
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nuue/opraHmsaums

KeanuguumpaHo yooctoBepeHune 3a
PSD2 ycbBbpLUEHCTBAH €MEKTPOHEH
neyaT Ha puanyecKo

nuue/opraHmsaums

Evrotrust Qualified PSD2
Legal Person Certificate for

AESeal

OID=1.3.6.1.4.1.47272.2.8.1

KBanuguumpaHo yaoctoBepeHue 3a
aBTEHTMYHOCT Ha yebcanT 3a

JOMEeWH

Evrotrust SSL Domain

Validated Certificate

OID=1.3.6.1.4.1.47272.2.4.1

KBanuguumpaHo yaoctoBepeHue 3a
aBTEHTMYHOCT Ha yebcanT 3a

opraHusauus

Evrotrust SSL Organization
Validated Certificate

OID=1.3.6.1.4.1.47272.2.4.2

KsanuguumpaHo yooctoBepeHune 3a
aBTEHTUYHOCT Ha yebcaunT ¢

pasLMpeHo BanuanpaHe

Evrotrust SSL EV Certificate

OID=1.3.6.1.4.1.47272.2.5

KsanuguumpaHo yooctoBepeHune 3a

aBTEHTUYHOCT Ha PSD2 yebcant

Evrotrust SSL PSD2

Certificate

OID=1.3.6.1.4.1.47272.25.1

yOOCTOBEpEeHUs

Opyrm vaeHtudpmkatopm (OID), BnmncaHm B atpubyta “"Certificate Policy“ B kBanuduumpaHute

YpoctoBeputenHa nonutuka 3a
KBanuduumpaHm yaoCcToBepeHus,
nsgageHa 3a nyonmyHn yenyru,
KOSTO M3MCKBa U3Non3BaHe Ha
secure signature-creation device
(SSCD)

gcp-public-with-sscd

OID=0.4.0.1456.1.1

YpoctoBepuTenHa nonutuka 3a
KBanumunpaH yagocToBepeHus,

nsgageHa 3a nybnuuHu ycnyru

gcp-public

OID=0.4.0.1456.1.2

QCP-n: YgocToBepuTenHa nonmtuka
Ha EBponewnckua cbio3 (EC) 3a
KBanuduumpaHn ygoctoBepeHus,

n3gaBaHuM Ha cbm3|/|qe0|<v| nnua

gcp-natural

OID=0.4.0.194112.1.0

QCP-I: YoocToBeputenHa nonuTtuka
Ha EBponewnckusa cbio3 (EC) 3a

KBanuduumpaHn ygoctoBepeHus,

n3gaBaHu Ha ropnan4deckn

gcp-legal

OID=0.4.0.194112.1.1
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nuua/opraHusauum

QCP-n-gscd: YooctoBeputenHa
nonuTnka Ha EBponenckus coios
(EC) 3a Kranudumunpanun
yAOCTOBEPEHUS, U3gaBaHu Ha
PU3NYECKN Nnua C YacTeH KITHou,
CBbp3aH C yA0CTOBEPEHUS
ny6nu4eH KnioY, pas3nosioXkeH B
QSCD

gcp-natural-gscd

OI1D=0.4.0.194112.1.2

QCP-I-gscd: YgooctoBeputenHa
nonuTuka Ha EBponenckms cbio3
(EC) 3a Ksanuduumpaxu
YyAOCTOBEPEHUS, U3gaBaHu Ha
topuanyeckn nuua/opraHnsauum c
YacTeH KoY, CBbP3aH C
YAOCTOBEPEHUS NYONMYEH KItoY,

pasnosioxeH B QSCD

gcp-legal-gscd

0O1D=0.4.0.194112.1.3

QCP-w: YgocTtoBepuTenHa

nonuTnka Ha EBponenckus cotos

102 042

gcp-web 0OID=0.4.0.194112.1.4

(EC) 3a yooctoBepeHus 3a
aBTEHTMYHOCT Ha yebcanT
DVCP (Domain Validated Certificate

_ dvcp OID=0.4.0.2042.1.6
Policy) cnopen ETSI TS 102 042
OVCP (Organizational Validation
Certificate Policy) cnopeg ETSITS |ovep 0ID=0.4.0.2042.1.7

7.10.9 U3MNON3BAHE HA MAEHTU®UKATOP 3A PA3LUMPEHUE HA KINOYA ,,KPUTUYHO“

B lNpakTnkaTta HAMa namckBaHus 3a usnonseaHe Ha ,CRITICAL CERTIFICATE EXTENSIONS®.
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7.11 NPO®UIN HA CMUCBHBKA CbC CNPEHU U NMPEKPATEHN YOOCTOBEPEHUE (CRL)
7.11.1 CRL NMPO®UIT1 HA BA30BUA YOOCTOBEPABALL OPI'AH ,,EVROTRUST RSA ROOT CA*:

Version

Issuer

Effective date

V2

CN= Evrotrust RSA Root CA

Ou= Evrotrust Qualified Root Authority
O= Evrotrust Technologies JSC
organizationldentifier (2.5.4.97)= NTRBG-203397356

C= BG

[HawanHa gata n vyac no UTC Ha BanugHocT Ha n3gageHnst CRL]

Next update

Signature Aagorithm

[pata n yac no UTC Ha nnaHupaHa aktyanmsaumsa Ha CRL]

SHA256RSA

Signature hash algorithm

Authority Key ldentifier

CA Version
CRL Number
Next CRL Publish

SHA256

KeylD=74 5c al 40 73 2e 1f e6 f9 3b bc ab a0 a4 a7 54 44 74 4f 70

V0.0

[nopeneH Homep Ha CRL]

[pata n yac no UTC Ha nnaHmpaHo nybnukyeaHe Ha criegBawy, CRL]

7.11.2 CRL MPO®WUN HA OMNEPATUBHUA YOOCTOBEPABALL OPrAH ,,EVROTRUST RSA
OPERATIONAL CA*:
Version V2
CN= Evrotrust RSA Operational CA
Issuer Oou= Quialified Operational CA
O= Evrotrust Technologies JSC

Effective date

organizationldentifier (2.5.4.97)=

C=

NTRBG-203397356
BG

[HavanHa gaTta n vyac no UTC Ha BanugHocT Ha uagageHust CRL]

Next update

[gaTta nyac no UTC Ha nnaHupaHa aktyanu3aumnsa Ha CRL]

Signature
_ SHA256RSA
Aagorithm
Signature hash
SHA256
algorithm
Authority Key
» KeylD=7f 3e 64 59 85 2b dd 23 29 c2 01 e7 cb c3 69 c0 87 93 2b 08
Identifier
CA Version V0.0
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CRL Number [nopeneH Homep Ha CRL]

Next CRL Publish | [gaTa un 4ac no UTC Ha nnaHupaHo nybnunkyBaHe Ha criegBawy, CRL]

7.11.3 BEPCUA

EBpoTpbCT, Ypes cBoA YaocToBepsBall, opraH m3gaea, nybnukyea u nogabpxa Cnmcbum cbe
cnpexun n npekpateHn ygoctoeepeHus (CRL) BbB popmata X.509 v.2. Bepcusita ce Bnncea B M3gageHus
CRL.

7.11.4 ®OPMAT

EBpoTpbCT n3gaea, nyonukyea n nogobpka CnuChbK CbC CNPEHU U NpeKpaTeHn yaoCTOBEPEHNUS
(CRL), uniito dhopmart € B CbOTBETCTBUE C U3NCKBAHMATA B MeXayHapoaHaTa npenopbka RFC 5280.

YaoocTtoBepsaBawmaT opraH Ha EBpoTpbCT nsgaea, nybnvkyeBa u nogabpika CamoCTOATENHU MbITHU
Cnucbum (CRL-K) kaTo B TAX 3anucBaT caMo CNPEHU YOOCTOBEPEHUS, KOUTO Ca U34adeHN OT CbOTBETHUSA
YaoctoBepsiBall, OpraH.

EBpOTpBbCT He u3gaBa U He nogabpxa cxema Ha ,dactmyeH” (delta) Cnvcbk CbC crnpeHu u

npekpaTteHu ygoctoBepeHust (CRL), HO 3ana3ea npaBo Npy HeOOGXOAMMOCT [a BbBeae TakaBa Cxema.

7.11.5 OCHOBHU ATPUBYTU HA CMIUCHKA CbC CMPEHWU U MPEKPATEHW YOOCTOBEPEHUSA
(CRL)

Version - Bepcusa Ha Cnncbka;

Issuer Name — HaumeHoOBaHUe Ha usgatens Ha Cnuckka (YaoctoBepsBall opraH);

YV V VYV

Effective Date/This update — gata n 4yac Ha nsgasaHe Ha Cnucbka (CRL);

» Next Update - BpemeTo Ha BanmaHocT Ha CRL. Cnen nocoyeHoTO Bpeme, YOOCTOBeEpsiBaLUS
opraH usgasa He3abasHO HOB Cnncbk. [1pes3 neproga Ha BanuaHOCT, B CriyYan Ha npekpaTaBaHe/cnupaHe
Ha yoocToBepeHue, YAoCToBepsBalunsa opraH nsgasa astomatmyHo Hos CRL;

» Signature algorithm — ngeHTndumkatop Ha anropuTbma 3a Cb3aBaHe Ha €NIEKTPOHEH NOANUC
Ha CRL;

» Signature hash algorithm — anropuTbm 3a cb3gaBaHe Ha eneKkTPoHeH NoAnuC.

7.11.6 NOMBMHUTENHU ATPUBYTU B CIMUCBKA CbC CMNPEHM WU NPEKPATEHU
YOOCTOBEPEHUSA (CRL)

»Authority Key Identifier"- ngeHtndukatopa Ha YaocTtoBepsiBalusa opraH, KOWTO u3gaBa U
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nognucea Cnucbka CbC COpeHM WU npekpateHn ypocTtoBepeHna (CRL), cbabpxa 3HAYEHMETO Ha

»SubjectKeyldentifier" ot ygoctoBepeHmeTo Ha YaocToBepsiBalms opraH.

7.11.7 ®OPMAT HA ENEMEHT B CMTIMCBKA CbC CMPEHU U NMPEKPATEHU YOOCTOBEPEHUSA
(CRL)

CnucbkbT CbC cnpeHn m npekpateHun ypoctoBepeHusi (CRL) Ha YpgocTtoBepsiBawmsi opraH
CbObpXXa eneMeHTN 3a BCUYKN CNPEHN yOOCTOBEPEHUS. Te3n eneMeHTu ca NocTosHHU B Cnncbka.

CnncbkbT CcbC cnpeHu u npekpaTeHn ypoctoBepeHus (CRL) Ha YpocTtoBepsiBawusa opraH
CbAbpXa erieMeHT 3a BCAKO CNpsHO yOOCTOBEpPeHMe OT YOOocToBepsiBalmsa opraH. TakbB eneMeHT e

BpeMeHeH B CrnCbKa 4O MOMEHTa Ha Bb300OHOBsIBaHE Ha yAOCTOBEPEHMNETO.

7.11.7.1 ATPUBYTU HA EJNEMEHT B CIUUCBKbT CBC CIPEHU W TPEKPATEHM
YOOCTOBEPEHUA (CRL)

» Serial number - cepneH HoMep Ha CNPSHO yOOCTOBEPEHME;
» Revocation date - BpemMe Ha npekpaTaBaHe/cnvpaHe Ha yaoCTOBEPEHUE;

» CRL Reason Code - kog ngeHtudouuupall, npuymHaTta 3a npekparsisaHe/cnupaHe.

7.11.7.2 O3HAYEHUA HA NPUYUHATA 3A NPEKPATABAHE/CNMAPAHE HA YOOCTOBEPEHUE

» keyCompromise - KOMNpoOMeTMpPaH YacTeH kntod Ha Tutynap/Cbwagaren;

» ACompromise - KOMNPOMETMPaH YacTeH KoY Ha onepaTtMBeH YAOCTOBepsiBall, OpraH Ha
EBpoTpbCT;

» affiliationChange - npomeHeH cTtaTyT Ha TuTynap cnpsmo Apyro nvue - npoMsiHa B
npeacTaBuMTenHaTa BnacT, OTHEMaHe Ha npeacTaBuTenHaTa BRacT, nNpekpaTaBaHe Ha TpyaoBO
NPaBOOTHOLUEHWE U T.H;

» superseded - yqoCcTOBEPEHNETO € 3aMeCTEHO C ApYro;

» certificateHold - gencTBMeTo Ha yAOCTOBEPEHNETO BPEMEHHO € CNPSHO.

7.12 MPO®UN HA OTITOBOP 3A OHJIAH NMPOBEPKA HA CTATYCA HA YOOCTOBEPEHME
(OCSP/ONLINE CERTIFICATE STATUS PROTOCOL)

YpocTtoBepsiBalumTe opraHn 3a Banugauus ,Evrotrust RSA Validation“ Ha 6a3oBus yaoctoBepsBaly,
opraH ,Evrotrust RSA Root CA* u ,Evrotrust RSA QS Validation“ Ha onepaTuBHUA yooCTOBEpPSBaLL, OpraH

.Evrotrust RSA Operational CA*“ Ha EBpoTpbCT paboTaT M NpeaocTaBAaAT KBanuduumpaHata ycnyra
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,OHIMaNH MpoBepKa Ha CTaTyC Ha yOOCTOBEPEHME B peasiHo BpeMe® B CbOTBETCTBME C MEXAYHapOOHO
yTBbpaeHarta npenopbka IETF RFC 6960.

OCSP-noTpebunTenar manpailia MckaHe 3a NpoBepka Ha cTtatyc Ha nognuc/nmedat go OCSP-
CbpBbpa M Mnofy4yaBa OTrOBOP — YAOCTOBEpPEHMe 3a cTaTtyc, nognucaH oT OpraHa 3a Banugauus.
OTroBopbT CcbabpXa MHPOPMaUMsA 3a cTaTyca Ha NPOBEPSIBAHOTO YAOCTOBEPEHME 3a ENEeKTPOHEH
nognuc/neyar, nepMoga Ha BanumaHOCT Ha NONy4YeHUss OTroBOP U MMa JoKal3aTencTBeH xapakrtep. OCSP
CbpBbPbT, KOWTO M3haBa MNOTBLPXKAEHMS 3a CbCTOSHMETO Ha KBanuduuupaHute yaoCTOBEPEHUS

npuTexaea cneuunanHo reHepupaHa ABoika KroyoBe, U3gaaeHy eauHCTBEHO 3a Tasu Lern.

7.12.1 BEPCUA

EBpoTpbCT, Upes cBouTe YOOCTOBEpsBaLUM OpraHy 3a Banuaauus, u3aaBa yAOCTOBEpeHus 3a
cTaTyc Ha M3dageHuTe KBanuduumpaHy yoocToBepeHuss BbB oopmar, onpeaeneH B MexayHapoaHaTa

npenopbka RFC 6960. Bepcudara ce Bnncea B usgageHuTe yaoCToBEPEHUs 3a cTaTyc.

7.12.2 ®OPMAT

EBpoTpbCT M3aaBa yaoCcToBEpeHUs 3a CTaTyc, YNATO hopmaT e B CbOTBETCTBUE C U3NCKBaAHMATA B

MexgyHapogHarta npenopbka RFC 6960.

7.12.3 OCHOBHU ATPUBYTU HA YOIOCTOBEPEHUATA 3A CTATYC

Version - Bepcusi Ha ygOCTOBEPEHMETO 3a CTaTyC;

Response Type — Tvn Ha oTroBopa 3a cTaTyc;

OCSP Response Status — ctaTyc Ha OTroBopa;

Responder Id - aeHTudumkaTop Ha ycnyraTta no sanugauus

Produced At - gaTa 1 Yyac Ha U3aaBaHe Ha yA0CTOBEPEHNETO 3a CTaTyC;

YV V. V V V V

Responses — nHgopmauus, yHUKanHo maeHtudunumpalla kBanmuumpaHoTo ya0CTOBEPEHME,
3a KOeTO € OTMNpaBeHO 3anMuTBaHe M 3a KOETO opraHa 3a Banuaauus usgaeBa HacTOSILLECTO

yOoCToBepeHue 3a CTaTyc;

A\

Cert Status — cTaTyc Ha KBanMUUMPaHOTO yOOCTOBEPEHME, 3a KOETO € OTNPaBEHO 3anuUTBaHE;

» This Update - BpemeTo Ha nsgageH CRL, Ha 6a3aTa Ha KOWTO € n3gageHo yaoCTOBEPEHNETO 3a
cratyc;

» Next Update - Bpemeto Ha BanugHocT Ha CRL, Ha 06asata Ha KOWTO € u3gageHo

YAOCTOBEPEHNETO 3a CTaTyC;

> Response Extensions — AOMbAHUTENHN pa3LIMPEHUs, BKIIOYEHN B OTTOBOPA;
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» OCSP Nonce - cbabpXa cblaTta nHdopmaumd, KoSTO € nogageHa npu 3asiBkata B NoneTo 3a

Nonce;

» Signature Algorithm - nsnonseaH anropMTbM 3a ENEKTPOHHO NOAMNUCBaHE Ha YAOCTOBEPEHNETO

3a cTaTyc;

» Certificate — Cbabpxa KBanudUUMPaAHOTO YOOCTOBEPEHME HA OpraHa 3a Banupaumsl Ha

EBpoTpbCT.

CbabpKaHMeTo Ha YOoCTOBEepPEeHMETO 3a cTaTyc Ha EBpoTpbCT e:

OCSP Response Status

Response Type
Version
Responder Id
Produced At

Responses:

Cert Status

This Update

Next Update
OCSP Nonce:
Signature Algorithm:

Certificate:

successful (0) - BanugeH oTroBop Ha 3anuTBaHeTo;

malformedRequest (1) - 3anuTBaHeTo Ha oTroBaps Ha nauckesaHusTa 3a OCSP
CUHTaKC;

e internalError (2) - BuTpewHa rpewka. Monsa onntanTte NO-KbCHO;

tryLater (3) - Ycnyrata BpemMeHHO e HegocTbnHa. Monsa onntanTe no-KbCHO;

sigRequired (5) - 3anuTBaHeTo TpsibBa Aa € noanucaHo;

unauthorized (6) - KnneHTa He e oTOpM3MpaH Aa U3BbpLUM 3anuUTBaHETO.

Basic OCSP Response

1 (0x0)

[YHukaneH ngeHtndmkatop Ha UHCTaHumsATa Ha ycnyrarta]

[naTa n yac no UTC Ha reHepupaHe Ha 0TroBopa]

Certificate ID:
Hash Algorithm — N3nona3eaH xeLww anropntbum
Issuer Name Hash— Xeww cyma Ha MMeTO Ha usgartens Ha Y4OCTOBEPEHNETO
Issuer Key Hash — Xeww cyma Ha ny6nunyHus ko Ha nsgaTtensi Ha yA0CTOBEPEHNETO

Serial Number — CepueH Homep Ha yooCTOBEPEHUETO

e good - ygoctoBepeHueTo He npucbeTBa B CRL
e unknown — He Moxe aa 6bae OTKPUTO TakoBa yAOCTOBEPEHME

e revoked - ygocToBepeHMETO € CPSIHO UKW MpeKpaTeHo;

[HavanHa gata n vyac no UTC Ha BanuaHocT Ha nsgageHms CRL, Bb3 ocHoBa Ha

KOWTO € reHepupaH OTroBopal]

[pata n yac no UTC Ha nnaHupaHa aktyanusauus Ha CRL]

[mHdOopmaums, koATO e nogageHa npu 3asBkaTta B noneto 3a Nonce]

sha256WithRSAENcryption

[KBanudmumpaHoTO yoocTOBEPEHME HA OpraHa 3a Banugaums]
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7.13 APYTU NMPO®UIN
7.13.1 NMPO®UN HA KBAIIMOULIMPAH ENIEKTPOHEH BPEMEBU NEYAT

YaocTtoBepsiBalWMAT opraH 3a kBanuduuupaHn enekTpoHHUM BpemeBu nedatn ,Evrotrust TSA®
nsgaea keanuduumpaHn enekTpoHHu BpemeBun nedatu (Timestamp Tokens/TST) ¢ eanH unn noeede
YacTHM KNKYOBE 3ana3eHn eguHCTBEHO 3a Tasu uen. Crnopea npenopbka RFC 3280 yooctoBepeHusaTa
3a KBannUUMpaHn enekTpoHHN BPEMEBW NeYaTn B TEXHUTE pasLUMpeHns Ha aTpubyTu, cbabpxaTt none
3a orpaHuyaBaHe Ha ynotpebarta nm (Extended Key Usage), MapkupaHu KaTto KpuTudHW. ToBa 03Ha4vaBa,
Yye yOOCTOBEPEHMETO MOXe Aa ce uanonasa ot ,Evrotrust TSA* eAMHCTBEHO 3a LlenuTe Ha NOANMCBaHETO
Ha KBanuduumpaHuTe enekTPoOHHM BPEMEBM NevaTn, n3gageHn ot TO3n opraH.

7.14 OCHOBHMU NOJETA B NPOPUIIA HA KBAITU®PULIMPAHU ENEKTPOHHU BPEMEBMU
NEYATU:

» Version — Bepcusa (Version 3);

» Serial Number — yH1KaneH ngeHTugukaLumoHeH Ko Ha BpeMeBuUs neyar;

» Signature Algorithm — anropuTsM 3a Cb3gaBaHe Ha  €NeKTPOHHUS  MOAMUC
(shalWithRSAEnNcryption)

» Issuer (Distinguished Name) — HanmeHoBaHWe Ha usgatens Ha Bpemesus neyat (Evrotrust
TSA);

» Not before (validity period/beginning date) — gata v 4ac Ha wusgasaHe (yHMBepcasnHo
KOOpAMHMpPaHO Bpeme, npeacTtaBeHo B Zulu);

> Not after (validity period ending/date) — gata n yac Ha U3TM4aHe Ha cpoka Ha BanuOHOCT;

» Subject (Distinguished Name) — HaumeHoBaHue Ha TuTtynaps/Cb3gaTtens;

» Subject Public Key Info - Kogupana none B cbotBetctBue ¢ RFC 3280, koeTo cbabpxa
nHpopmaumsa 3a RSA ny6nnyHus koY (KniovoB MAEHTUUKATOP U CTOMHOCT Ha NyBIMYHUS KIoY);

» Signature - enekTpoHeH MNoAnuc, reHepupaH U KoguMpaH B CbOTBETCTBME C W3UCKBaHWS,
onucaHu B RFC 3280;

» Basic Constraints — 0CHOBHM OrpaHM4YeHnsa Ha BPEMEBKS Meyar;

» Key Usage — npegHasHavyeHne Ha BpeMeBUS neyar;

» Extended Key Usage - Time Stamping Authority (TSA);

> Certificate Policies — nonuTtuka, Bb3 OCHOBa Ha KOATO € usganeH BpeMeBus neyar;

» Authority Key Identifier — ngeHTucumkaTop Ha kntoya Ha YaocTtoBepsBawms oprad (SHAL

hash of the public key).

YpaocTtoBepsaBawmaT opraH ,Evrotrust TSA npnema 3asiBkM 3a yA0OCTOBepPSIBaHE Ha BpeEME, KOUTO
na otroBapsaT Ha cneundumkaummnte IETF RFC 3161 n ETSI EN 319 422:
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> 3asiBkaTa 3a KBanuduuUMpaH eneKkTpoHEH BPeMEBU nevyaT TpsAbBa Aa CbAabpka anroputbma
Ha xew dyHKkuna SHA256;

> 3agBkaTa 3a kBanuduuMpaH ENeKTPOHEeH BPEMEBM MnevaTt yka3ea uaeHTudukaTopa Ha
nonutukaTta Ha Evrotrust TSA Policy OID.

KBanuduumpaHmaT enekTpoHeH BpemeBM nedar, u3gageH ot Evrotrust TSA* cbabpxa
nHdopmaums 3a nedata (TSTinfo cTpykTypa), pasnonoxeH B SignedData ctpyktypa (B RFC 2630),
nognucad ot Evrotrust TSA n Brpagexun B Contentinfo ctpykrypa (Buk RFC 2630 ).

8 oaunT

Opawntute, n3BbpLluBaHM B EBpOTpBCT ce oTHacAT Ao obpaboTtkarta Ha MHPOPMALNOHHUTE LaHHW U
yrnpaBfeHune Ha KnoyoBuTe npoueaypu. Te nmat 3a Len ga KoHTponupart J1pakTukaTta npy npegoctaBsiHe
Ha KBanuduumpaHu yooctToBepuTenHuTe ycnyrn“ JOKoko € CbBMecTMMa C BHegpeHaTta UHTerpypaHata
cucTemMa 3a ynpasneHue, KOATo BKIYBa U3nckBaHuATa Ha ctaHgaptute ISO/IEC 27001, 1SO 9001, 1ISO
22301, n ISO/IEC 20000-1, PernameHT (EC) Ne 910/2014 1 BbTpeLLHUTE YNpaBrneHCKN peLleHnsa 1 MepKN.
M3BbpluBaHMTEe 0auTU Ha EBPOTPBCT Ce OTHACAT 3a BCUYKU YAOCTOBEPUTENHWN OpraHu, NpuHaanexaim
kbM ©0asoBus YpgoctoBepsiBaw, opraH, Peructpupawims opraH, Kakto W ApyrM eneMeHTu Ha
MHpacTpykTypaTta Ha nyonuyHums krtod, Hanpumep OCSP cbpBbp.

EBpOTPBCT eXXerogHo u3BbpLUBa Ha-Marnko eanH BbTPELLEH OAWT.

EBpoTpbCT € 06EeKT Ha oguT HanW-mManko BeOHbX Ha 24 meceua oT OpraH 3a OueHsIBaHe Ha
cboTBeTCTBMETO. LlenTta Ha oguTa e Aa ce noTBbpan, Ye EBpOTPBLCT KaTo AOCTaBUYMK Ha KBanuduumpaHu
yAOCTOBEPUTENHN YCNYrM WM NpeaocTaBaHUTE OT Hero KeanuduumpaHu yaoCTOBEPUTENHU YCNyru
OTroBapsAT Ha M3nckBaHuATa, nocovyeHn B PermameHt EC) Ne 910/2014. [ocTaBuMKbT nNpeactaBs Ha
OpraHa no Haa3op CbOTBETHUA AOKMA4 3a OUeHsABaHe Ha CbOTBETCTBMETO B CPOK OT TpU paboTHM OHM
crnepg kaTo ro nonyuyu.

OpraHbT N0 Hag30p MOXE MO BCAKO BpeMe [a M3BbpLIKM oauT unm ga nomcka ot OpraH 3a

oLeHABaHe Ha CbOTBETCTBMETO Aa HarnpaBu oueHABaHe Ha CbOTBETCTBUETO Ha EBpOTp'bCT.

8.1 YECTOTA HA OOUTA

PbkoBoacTBOTO Ha EBPOTPBLCT Ha3HayaBa NepnoanyHu NPOBEPKM 3a CbOTBETCTBUE HA TeKkylaTa
AenHocCT ¢ yTBbpaeHuTe MNpakTuka u MNonutrnka npu npegoctaBsHe Ha KBanuduuupaHy yaoCTOBEPUTESTHU
yCnyrm oTHOCHO AeHOCTTa Ha EBpOTpbCT.

PbkoBoacTBOTO Ha EBPOTPBCT oOCbLiecTBsiBA MOCTOSIHEH OMepaTUBEH KOHTPOST 3a TOYHOTO

N3MbIIHEHNE HA MHCTPYKUMUTE Npu paboTa oT nepcoHana Ha EBpoTpbCT.
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8.2 KBAJIN®OUKALIUA HA NMPOBEPABALLUTE JIULIA

BbHLIEH oauT ce n3BbpLuBa OT akpeanTupaH 1 HesaBmucuM OT EBpoTpbCT OpraH 3a oueHsaBaHe Ha
cboTBeTCTBMETO. Cuctemata 3a akpeguTaumss U KOMMETEHTHOCT Ha opuTopa ca onpegeneHn B
PernameHT (EO) Ne 765/2008 3a onpeaensHe Ha M3MCKBaHMATA 3a akpeguTaumsa 1 Hag3op Ha nasapa BbB
Bpb3Ka C NyCckaHe Ha nasapa Ha NpoaykTu u 3a otMaHa Ha PernameHT (ENO) Ne 339/93 u ce perynupa ot
ISO/IEC 17065:2012: OueHkaTa Ha CbOTBETCTBMETO - M3NCKBAHMSI 3a OpraHuTe, yOOCTOBepsiBaluTe
NPOAYKTU, NpoLecuTe n ycnyrute.

BbHWHa npoBepka OT HAA30pEeH OpraH Ce WM3BbpLUBA MO BCAKO BPEME OT ONpaBOMOLLEHU
cnyxutenun Ha OpraHa no Hag3sop — KomucusaTa 3a perynupaHe Ha cbobLieHusaTa.

BbTpelwHnaT oguT ce n3BbpLUBa OT CAYXUTENN Ha EBPOTPBCT C HYXXHUSI ONUT 1 KBanudukaums.

3a uenute Ha oguTHaTa AenHocT, EBpOTPBLCT € Haenm M onpaBOMOLUWI CAYXUTENW, KOUTO
npuTexaBaT HeoBX0AMMUTE TEXHUYECKN NO3HAHUS, CBbP3aHU C MHPpACTPYKTypaTa Ha NyOnnYHUS Ko,
C HagexpgHaTa un curypHa paboTa Ha TeXHOMNorMyHaTa cuctema, MHGPOPMaLMOHHA CUTYPHOCT, KaKTo U C

Harnn4yne Ha ronam npakTtn4eckn onntT B OOUTUPAHETO.

8.3 OTHOLWEHUA HA NMPOBEPABALUUTE JIULA C EBPOTPBCT

MpoBepsiBawmTe nuua Tpsibsa Aa 6baaT He3aBUCUMM, Aa HE ca NPSKO UM KOCBEHO CBbP3aHU C
Hero n ga HamaT KOHSIMKT Ha uHTepecu ¢ EBpoTpbCT.

OTHoLeHMATa Mexay EBpOTPbCT M NpoBepsiBaLLO BLHLUHO NULE Ce ypexaaT ¢ JoroBop.

8.4 OBXBAT HA OOUTA

MpoBepkaTa OT cTpaHa Ha OpraHa no Hag3op o6xBalia HOPMATUMBHO perfnameHTupaHuTe
N3NCKBAHNA KbM AEMHOCTTa Ha EBPOTPBLCT CbrnacHO MPUMOXKUMOTO 3aKOHOAATENCTBO B CEKTOpa Ha
KBanuuumnpaHn ygocTtoBepuUTEnHN yCryriu.

OauTsT OT cTpaHa Ha OpraHa 3a oueHsiBaHe Ha CbOTBETCTBMETO ObOXBalla uanocTHaTa AenHoCT
Ha EBpOTpBLCT N0 NpefocTaBsHe Ha KBanuuumpaH yoocToBEPUTENHM YCIYT U U3NbIIHEHUE HA BCUYKU
cTaH4apTu 1 cTaHAapTU3aLMOHHN OOKYMEHTU, cBbp3aHu ¢ PernameHT (EC) Ne 910/2014: gokymeHTaums;
apxvmeuK; MHGAOPMALMOHHM [aHHW, CBbP3aHM C u3gaBaHe W yhnpaefeHne Ha KeanuduumpaHu
yoocToBepeHust; pmsnyecka n nHpopmaunoHHa CUNYPHOCT U HaAEeXOHOCT Ha TeXHOMOorMyHaTa cuctema
N ynpasneHue; Y40CTOBEPUTENHM OpraHu.

O6xBaTbT Ha BbTPELWHUTE OOUTM BKMOYBA: MPOBEpPKa Ha [OEeWHOCTTa Ha [AOoCTaBuMka W
cboTBeTCTBUETO N MNonuTtukarta u MNMpakTukaTta Npyu NnpegoctaBaHe Ha kKBanuduumpaHu yoocToBepUTenHU

ycnyru; cbnocCTaBka Ha NpPakTuKKM U npoueaypu nocovYeHM B TO3M OOKYMEHT C TAXHATa NpakTun4yecka
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peanusaums npu n3nbiIHEHWE Ha OeNHOCTTa Ha EBpOTPBLCT; NpoBepka Ha AenHOCTTa Ha Permctpupalyms
opraH; gpyrm obctodAtencrea, aktu M OENHOCTW, CBbp3aHM C WHdpacTpykTypata EBpoTpbCT, no

npeLeHKka Ha pbKOBOACTBOTO Ha EBpOTpBCT.

8.5 OEWCTBUA, NPEONPUETU B PE3YNTAT HA U3BBLPLUEHUA OOUT

[loknagmTe OoT BbTPELLHM U BbHLUHU OOWTU ce NpeaaBat Ha EBpoTpbCeT.

NoknagbT oT OpraHa 3a OLeHsiBaHe Ha CbOTBETCTBMETO ce npedaBa Ha OpraHa no Haasop B
pamkuTe Ha 3 (Tpu) OHM cned BpbYBaHETO My Ha PbKOBOACTBOTO Ha EBpPOTPBLCT.

Bb3 ocHOBa Ha HanpaBeHUTe OLeHKM OT Aoknaga, PbkoBoacTBo Ha EBpoTpbCT HabensaBa Mepku
N CPOKOBE 3a OTCTPaHsIBaHe Ha KOHCTaTUpaHMTe NPOMyCcKN U HECLOTBETCTBUS.

MepcoHanbT Ha EBpOTPBLCT NpeanpuemMa KOHKPETHW AENCTBUSI 3a TAXHOTO OTCTpaHsiBaHe B

NOCO4YeHUTE CPOKOBE.

8.6 CBbXPAHEHMUE HA PE3YJITATUTE OT OOUTUTE

PesynTtatute OT M3BbpLUEHUTE BbTPELUHN U BbHLUHWU OAUTU CE CbXPaHsiBaT HAOJEXHO B apxvmBa
Ha EBpOTpBLCT.
CepTndUKaLMOHHUAT AOKYMEHT nonyyeH oT OpraHa 3a oueHsiBaHe Ha CbOTBETCTBMETO MOXe Aa

6bae nyoGnukyBaH Ha cTpaHuLaTa Ha EBpOTPbCT B UHTEPHET.

9 OPYIr'h BU3HEC U NPABHU BBIPOCH
9.1 LUEHW W TAKCH

EBpoTpbCT Nnoagabpxa 4OKYMEHT , Tapuda 3a npeaoCcTaBsaHW YAOCTOBEPUTESTHW, UHGOPMALMOHHN,
KpunTorpadpCkM M KOHCYMTaHTCKM  ycnyrn“ Ha CcTpaHuMuata CcuM B UHTEpPHeT Ha ajpec:
https://www.evrotrust.com.

[locTaBunKBLT MMa NpaBo Aa NPOMEHS eqHOCTpaHHO Tapudarta no BCAKO BpeMe OT AENCTBMETO Ha
[orosopa, kaTo yBegomsiBa 3a ToBa Tutynaps/Cbu3garens nocpeacTsom nybnnkyBaHe Ha NpoMeHuTe Ha
WHTEpPHEeT CTpaHuuara cu.

MpomsHaTa wuma pgencteue cnpamo Tutynaps/Cb3gatensa OT AeHd, crnejpall AeHs Ha
nyénukaumsaTa.

B 5 (neT) AHeBeH cpok OT AaTtata Ha NpoMsHaTa 1 JOKOMKOTO € Hanvue yBenuyeHne Ha ueHuTe,
Tutynapat/Cb3gatenaT MMa npaBo Aa npekpaTtv eQHOCTpPaHHO AOoroBopa C OTMpaBAHE Ha MUCMEHO
n3sectme 0o EBpoTpbCT, cuMTaHo OT gaTaTta Ha M3TUYaHe Ha cpoka Ha MoCneaHOTO yaocTtoBepeHue. B

TO3M CJ'Iy‘-IGVI OOroBopbT Ce CcHMTa OTMEHEH OT AaTaTa Ha MNMpoMAHaTa, KaTto rnnateHuTe no aorosopa
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Bb3HarpaxxaeHus 3a nonsBaHe Ha yCrnyru He nognexaT Ha Bb3cTaHOBsiBaHe. [pu nunca Ha u3secTve 3a
OTMsiHa ce cumnTa, Ye TutynapaT/Cb3gatensT e cbrnaceH ¢ npomsiHaTa.

npOMFIHaTa Ha Bb3HArpaxgeHmdarta He MoXe Aia 3acerHe se4ye 3anjaTteHn Bb3HarpaxgeHus.

9.1.1 BB3HAIrPAXAOEHUA

CToMHOCTTa Ha [OroBopa MOXe BKIOYBA €0HO UIN HSKOJKO OT CNeAHUTE Bb3HarpaxaeHus:

> Bb3HarpaxaeHve 3a usgaBaHe 1 noaabp)kaHe Ha KBanuduumpaHo yooCTOBEPEHUE;

> Bb3HarpaxaeHue 3a NogHoBsIBaHE Ha KBanuuUUMpaHo Y40CTOBEPEHNE;

> Bb3HarpaxgeHue 3a M3BbPLUEHW MO UckaHe Ha TuTynsaps/Cb3gartenss KOHCynTauum u
TEeXHOMOrMYyHa NOMOLLL;

> LeHa 3a 3aKyrneHo Unun npegocTaBeHo nog Haem oT EBpoTpbCT 06opyaBaHe;
Bb3HarpaxaeHne 3a nepcoHanmanpaHe Ha pUn4eckn HoOCUTEN;
3a U3BbpLUBaAHE Ha oTaane4YeHy NoanMCBaHus;
Bb3HarpaxaeHue 3a U3BbplUBaHe Ha oTaanevyeHa MaeHTUUKaLus;

Bb3HarpaxneHus, CBbp3aHn CbC CUTYpHO Bpb4iBaHE Ha €JTIEKTPOHHA C'bO6LL|,eHI/IFI;

YV V V V V

APy Bb3HarpaXxaeHus 3a npegocTaBsiHU KBanvduunpaHi yaoCcToBEPUTENHN YCITyTu.

AbmxyuMmnTe Bb3HarpaxgeHnsa M cymym ce 3annawaTt Ha EBpoTpbCT B pasmepu, CbrnacHo
Tapudpata 3a npegocraBsaHuTe OT EBpPOTPBLCT kBanuuumpaHn yoocToBepuTENHU, UHAOPMaLMOHHN,
KpmnTOrpadoCKn 1 KOHCYNTAHTCKM YCIYrn U B CPOKOBE MO HAYMHKU, NOCOYEHM B [loroBopa v NpunoxeHusaTa
KbM Hero.

[lIOKONKOTO MMa YroBOpeHO aBaHCOBO MM abOHaMEHTHO Bb3HarpaxgeHue 3a M3non3BaHe Ha
ycnyra, CbLOTO He MOAMEXW Ha Bb3CTaHOBABaHe, ako Tutynapsat/Cb3gaTenat He € KOoHcymwupan
npegocTaBsHaTta ycnyra npe3 CbOTBETHUSA CPOK, 3a KOMTO Ce OTHacsi aBaHCOBOTO MM abOHaMEHTHOTO
Bb3HarpaxaeHue.

LleHaTa He BKNHOYBA HAYMCNEHUTE OT TENEKOMYHUKALUUOHHUTE KOMMaHUM CyMW BbB Bpb3Ka C
nonaeaHu ot Tutynaps/Cb3gaTtens ycnyrm oT TaX 3a LenuTe Ha npefoctaBsHuTe ycrnyrn ot EBpoTpbCT.
Te ce gbmkat uayano ot Tutynapa/Cb3gatens Ha cbOTBeTHaTa TeNeKOMYHWKaUMOHHA KOMMaHuA.
[ocTaBUMKBLT HE ObITKU U HE HOCU OTFOBOPHOCT 3a 3ansallaHeTo Ha Te3n CyMMu.

Bcuykn pasxoam n Takeu 3a npeBeXxgaHe Ha Ab/MKUMUTE CyMn No cMmeTkata Ha EBpoTpbCT, ca 3a

cMmeTka Ha NoTpebutens.

9.1.2 BB3HAINPAXAEHWUA 3A YOAOCTOBEPWUTEJIHU, KPUNTOMPA®CKU, UHOOPMALIMOHHU U
KOHCYNTAHTCKWU YCIYTU

3a ycnyrute rno npegocTaBsiHe M M3MON3BaHe Ha KBanuduumMpaHu yooCcTOBEPEHUS U CBbP3aHUTe
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C TAX yCrnyru ce 3annawa AbfmxMMma cyma npu 3asiBsiBaHe Ha ycrniyrata. B octananuTe cnydaum nnaiwiaHeTo
ce n3BbpBa B 10-gHEBEH CPOK OT noslydaBaHe Ha hakTypaTta UM CbrflacHO CKNIYEHUS JOroBop.

Ycnyrute, CBbp3aHM C OCbLUECTBABAHE Ha TEXHOMOrMyHa MoMoLW, W npefoctaBdHE Ha
KOHCYyNnTauum 3a usrpaxgaHe v nogabpxaHe Ha WHPacTpyKTypa U pelleHusa 3a MHAPOPMaunOHHA
CUIYpHOCT, ce TapudupaT Ha 6a3a ,4oBekoyac” n ce 3annawaT Bb3 OCHOBa Ha OBYCTpPaHHO nognucaH
NPOTOKON 3a n3BbplleHa paboTta. LleHnte Ha yacoBaTa cTaBka B npunoxeHata Tapuda ca BanvaHu B
pamK/Te Ha yCcTaHOBEHOTO paboTHo BpeMe. [Npu paboTa B M3BBH YCTAHOBEHOTO paboTHO BpeMe, LieHuTe
ce yBenun4yaBaT CbC CbOTBETEH MPOLEHT, CbracHo Tapudara.

3a ycnyra ,M1spaBaHe Ha kBanuduumMpaHu enekTpoHHN BpeMeBU nevaTtn” npu cbrrnacyBaHo HUMBO
Ha obcnyxBaHe ce 3annatlia CbrnacHo JOrOBOPHUTE YCIOBUS.

LlenaTa Ha 3akyneHO vnv npegoctaBeHo noA Haem oT EBpoTpbCT obopyaBaHe ce yroBaps u ce
ObIDKM  CbrMacHo  ycnosBuata Ha  goroBopa. [MpaBooTHoweHuaATa  mexay EBpoTpbcT  u
Tutynapsa/Cb3gaTtens ce ypexaaT CbrnacHo obwute npaBuna Ha goroBopa 3a npogaxba, pecn.
Aorosopa 3a Haem.

Mpn 3abaBsiHe Ha nnawjaHuaTa cnep goroBopeHus cpok lMotpebutena abmkn Ha EBpoTpbeT
3aKkoHoBaTa NIMXBa 3a nepuofa A0 OKOHYaTENTHOTO U3nsalwaHe Ha ObIDKUMUTE CYMU.

lMon3BaHeTo Ha NyGnvKyBaHu JOKyMeHTU B IHTepHeT cTpaHuuaTta Ha EBpoTpbeT e 6e3nnaTtHo. 3a
3anunc 1 NpegocTaBsiHe Ha Te3n JOKYMEHTU BbpXy (PM3ndeckm HocuTen ce 3annawa cebectomHocTTa Ha

TO3M HOCUTEN U KypUepCKUTE pasHOCKW.

9.1.3 ®AKTYPUPAHE

HocTtaBunkbT n3gasa Ha MNoTpebutens gakTypa 3a NpeaoCTaBaHUTE YCyru.

HenonyyaBaHeTo Ha dakTypa He ocBoboxgasa [MoTpebutensa oT 3agbimkeHMeTo ga 3annatu
AbMHKNMUTE Bb3HarpaXxaeHusi B yroBOpeHUTE CPOKOBeE.

Bcuukun abmkumum no gorosopa cymu ce 3annawiat oT [Notpebutensa B 6pot unm no 6aHKoB MbT.
MnawaHeTo no 6aHKOB MbT Ce CYMTa N3BBPLLUEHO ChC 3aBepsaBaHETO Ha baHkoBaTa cMeTka Ha EBpoTpbCT
B MbIHUS pasMmep Ha ObIMKUMUTE CYMWN.

Bcumykn 6aHKoBM KOMUCUMOHHM, TakCU 1 Ppa3HOCKU BbB Bpb3ka ¢ 6aHKOBUTE NpeBoaun ca 3a CMeTKa

Ha lMNoTpebutens.
9.1.4 BPBWAHE HA YOOCTOBEPEHUE U Bb3CTAHOBABAHE HA MJALLAHE
Tutynap/Cb3gaten moxe ga Bb3pasn OTHOCHO HETOYHOCT WM HEMbLIIHOTA B CbOAbPKAHMETO Ha

n3nafeHo yaocToBepeHue B 3-AHEBEH CPOK cried ny6nvkyBaHeTo My B MNy6nmMyHna peructsbp.

AKO NpuuYMHaA 3a HEBSIPHOTO CbAbpXaHMEe Ha yaocToBepeHWeTo e B PerucTtpupaly oprad,
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EBpoTpbCT npekpatsiBa yoocToBepeHMeTo M m3gasa 6Ge3nnaTtHO HOBO, C BAPHO WM Bb3CTaHOBSABA
HanpaBeHOTO NnallaHe 3a OTMEHEHOTO Y4OCTOBEPEHME C HEBSAPHO ChAbpXaHue.
AKO MpuYMHa 3a HEBSAPHOTO CbAbpXKaHWE Ha YAOCTOBEPEHMNETO € HEBAPHO NpeAcTaBsiHe Ha AaHHU
OT cTpaHa Ha Tutynaps/Cb3patens, EBpOTpbCT npekpaTsBa y4OCTOBEPEHMETO U HE Bb3CTAHOBSABA
HanpaBeHOTO nMnailaHe. Ton Moxe Aa usgage HoBo, C BAPHO CbAabpXaHme, 3a cMeTka Ha lNoTtpebutens.
MoTpebutenat Mmoxe ga oTKaxe Aa npueme usgageHo KsanuduumpaHo yaocToBepeHne ¢ BAPHO
cbabpxaHue. B To3n criyyan EBpoTpbCT ro npekpaTtsiBa He3abaBHO, 6€3 Ja Bb3CTaHOBsIBA HanNpaBeHOTO

nnawjaHe.

9.1.5 BESIIMNATHU YCIYTU

[ocTtaBunkbT npegocTaBsa 6e3nnaTHO ycnyrM MO perucrTpaums M UHOOPMAaLMOHHU  YCRyru,
CBbp3aHu ¢ nonasaHe Ha NMybnnyHnsa perncTbp/XpaHnnnLLETo, KakTo cneasa:

» npoBepka Ha nyGrvkyBaHO B PErMCTbpa yaOCTOBEPEHME HA €NEKTPOHEH NOAMNUC;

» npoBepka 3a BaNnMAHOCT Ha M30aaeHo yaoCTOBEPEHME;

» npoBepKa Ha CcTaTyC Ha YAOCTOBEpPEHME B peariHo BPEME;

> yOOCTOBEpEHMe 3a BpeMe Ha NPeACcTaBeHO CbabpXKaHNe/enekTPOHHO n3saBreHne 6e3 HUBO Ha
obcnyxeaHe;

> n3TernsiHe Ha aktyaneH CnMcbK CbC CnpeHn u npekpateHn ygoctoepeHus (CRL) n goctbn
no CRL apxus;

> W3TernsiHe Ha onepaTuMBHUTE YAOCTOBEpPEeHNs Ha EBpOTPLCT;

> n3TernsiHe Ha nybnuyHU 4OKYMEHTU Ha EBpoTpbCT;

> [Opyru ycnyru.

9.2 ®UHAHCOBU OTFrOBOPHOCTHU

EBpPOTPBLCT € OTroBOpeH 3a MpPeaoCTaBsAHUTE YAOCTOBEPUTENHWU YCryrn npea notpeburtenuTte,
KOWUTO pas3uymTaT Ha yaoCTOBEepsBaHUATA.

EBpOTPbCT OTroBapsi, ako BpeauTe ca Nno HEroBa BUHA UKW Ha CTPaHUTE, Ha KOUTO TOW € Bb3NOXWI
paborTa.

Ako EBpOTPBCT NOTBbPAN U NpUEMe, Ye ca HaCTbNUK Bpeau, TOM Ce aHraxupa ga nnaTtu weTuTe.

MakcumanHaTa rpaHunua Ha nnawaHe He MOXe HaaBullaBa pa3Mepa Ha BpeguTe.

9.2.1 3ACTPAXOBKA HA JEMHOCTTA

EBpOprCT CKIo4YBa 3adbJDKUTESTHa 3acTpaxoBKa Ha OENHOCTTa CWU KaTo [OOoCTaBYMK Ha
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KBanMuumpaHu yooCTOBEPUTENHN YCIyT.

3agbmkutenHaTa 3acTpaxoBka € C HEMPEeKbCBaeM CPOK U ce NMOAHOBABA EXXerofHo.

MNpeameT Ha 3acTpaxoBkaTa € OTFOBOPHOCTTAa Ha EBpPOTPBLCT 3a ocbliecTBsiBaHaTa OT Hero
AENHOCT, CbIMacHO U3NCKBaHNATA HA HALMOHANHOTO 3aKOHOA4ATENCTBO.

3agbmkutenHata — 3acTpaxoBka noKpuBa  OTFrOBOPHOCTTA Ha EBpoTpbCT  KbM
Tutynsapu/Cb3pgatenn, CcboTBETHO [loBepsiBaliM ce CTpaHW 3a MPUYMHEHUM UMYLLECTBEHM W
HenmyLLLeCTBEeHM Bpean 40 rpaHMumUTe onpeaeneHn B HauMoHanHoTo 3akoHo4aTesncTBo.

Cnepn HacTbnBaHe Ha cbOWTWE, KOETO MOXe [Oa MO3BONW NpeasiBsiBaHe Ha WCK MOKPUT OT
3acTpaxoBkaTa, 3acerHaTtoTo nuue Tpsibea Aa yBegomu nucMeHo EBpoTpbCT u 3acTpaxoBaTensi B CPoOK

OT 7 OHM cnepg KaTo cbbutneTo My CTaHe U3BECTHO.

9.2.2 3ACTPAXOBATEJIHO NOKPUTUE

3acTpaxoBaTenHOTO MOKPUTUE 3a HAHECEHUW HEMMYLLECTBEHU W/MN MMYLLECTBEHW Bpean Ha
Tutynap/Cb3gaten He HAOXBbPS pasMepa yCTaHOBEH OT HaLUMOHANHOTO 3aKOHOA4ATENCTBO.

3acTpaxoBkaTa He NOKpuBa criydamTe No 0TKa3 Ha OTFOBOPHOCT, B YACTHOCT 3a Bpeau NpUYNHEHN
oT:

» HecnasBaHe Ha 3agbinkeHusiTa Ha Tutynsp/Co3gaTen;

» KoMnpoMeTupaHe unm 3aryba Ha yacTeH kntod Ha Tutynsap/Cbh3garten nopagum He nonaraHe Ha
AbiKnmara rpuwka 3a ornasBaHe Ha Kroya npuy U3nonsBaHe;

» HecnasBaHe Ha U3NCKBaHWSATa 3a NPOBEPKA Ha BannOHOCTTa Ha eNeKTPOHHNA nognuc/neyat u
Ha KBannunumpaHoTo yaooctoBepeHune oT [loBepsiBalla ce CTpaHa;

» bopcMmaxopHu n apyrn obcToATencTea, M3BbH KOHTpona Ha EBpoTpbCT.

9.3 KOH®UWAEHUWAITHOCT HA BUSHEC UH®OPMALINA

EBpoTpbCT rapaHTupa, Ye cbbupaHeTo, 0bpaboTBaAHETO U CbXpaHSABAHETO Ha MHopmaumsa no
BpemMe Ha AeNHOCTTa CU KaTo JOCTaBYUK Ha KBanuduumpaH yaoCTOBEPUTENHUN YCIYrn € B CbOTBETCTBUE
C HaLMOHaNHOTO 3aKOHOAATesICTBO.

EBpoTpbCT rapaHTupa, 4Ye [JoBepsiBalm ce CTpaHu umaT 4OCTbM caMo 40 MHGopMaundaTa, KOATo

e obLecTBeHo AocTbMHa B [y6nnyHusa pernctbp/XxpaHmnueTo.

9.3.1 OBXBAT HA KOH®PUWOEHLUWANHATA AH®OPMALIUA

KoHdmaeHumanHa uHdopmaumsa 3a Tutynap/Cb3paten e Tasn uHgopmauusi, KOATO He e

BKIIOMEHA B M3gageHuTe ygqoctoBepeHns n B Cnmcbka CbC cnpeHun n npekpateHn ygoctosepeHus (CRL).
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Ta cbeTaBnsiBa NIMYHU JAHHU NO CMUCBA Ha 3akoHa 3a 3awuTa Ha nudHuTe gaHHm (33J10).

KoHdunaeHumanHata nHgopmauns ce cbbmnpa ot EBPOTPBLCT caMo AOKOMKOTO € Heobxogmma 3a
HY>XOUTe Ha nsgaBaHe 1 NogabpXKaHe Ha YOOCTOBEPEHMUSTA.

KoHdunaeHumanHata nigopmauus He moxe ga 6bae npegocraBsHa Ha TpeTu nuua, 6e3 nspnyHo
cbrnacue Ha Tutynaps/Cb3gatens ¢ U3KIMKYEHNE Ha criydanTe, npu KouTo [JocTaBuMKbLT € 3a4bIHKEH MO
cvnaTa Ha 3aKOH.

[ocTaBunkbT Moxe ga cbbupa gonbrHUTENHA MHAOPMAaUMS, KOATO CbLLO He Ce BKIoYBa B
yOOCTOBEpPEHMSATA, HO Ce M3MOM3Ba 3a LEeNuTe Ha KavyeCTBEHOTO MoadbpaHe Ha KBanuduumpaHuite
YAOCTOBEPUTENHN YCIYIW.

KoHdmaeHumanHaTa nHdopmaumnsa ce CbxpaHsiBa Ha MSACTO, AOCTbNbT 4O KOETO € OrpaHu4eH
caMo 3a nuua OT nepcoHana Ha EBpoTpbCT, oBnacTteHn ga onepvpaT ¢ AaHHUTE U Ce pasKkpuBa Camo
cnea u3pu4yHo cbrnacve Ha Tutynapsa/Cb3gaTens ¢ U3KIMKYEHME Ha criydyante, npy Kouto [JocTaBunKbT
€ 3aabJDKEH Mo cunaTta Ha 3aKoH.

3anucn B XKypHanuTe W noroBeTe OT cucTtemmte Ha EBpoOTpbCT ce pasrnexgaTr Karto

KOHCbI/I,EI,eHLl,I/IaJ'IHa MHd)OpMaLl,I/IFI " Cca 3alunTeHn OoT HernpaBoMepeH AOCTbM U Bb3OelncTBume.

9.3.2 HEKOH®WOEHUWAJIIHA UHOOPMALIUA

HekoHduaeHunanHa e BCsika nHdopmaum4, cbabpxawa ce B My6nnyHus
PErnCTbp/XpaHUNULLETO NO OTHOLWIEHWE Ha u3gageHuTe KBanuduumpaHu yaoCcTOBEPEHWS, KakTO U B
ny6nukyBaHmsa aktyaneH CnncbK CbC CnpeHn n npekpateHun ygoctoBeperns (CRL) n B apxvBHUTE konus
Ha TO3M CMUCHK.

CnepgHaTta MHdopmauns B XpaHUNULLIETO € AOCTbIMHA 3a obLecTBeHoCTTa:

MonuTuka n MNpakTuka Npu NpeaocTaBsHe Ha KBanuduuupaHu yaoCcTOBEPUTENHN YCAYIu;
6naHka Ha [JoroBop mexay EBpoTpbCT 1 notpebutenure;

LeHopasnuc Ha npegocTtaBeHnTe oT EBpOTpLCT yenyru;

PbKOBOACTBA 3a noTpedutenu;

afpecu 3a KOHTaKT ¢ Pernctpupalumst opraH n Y4ocToBepsiBalLms OpraH;

noTpebuTenckn yagoctoBepeHust (EAMHCTBEHO cref oao6GpeHne Ha noTpebuTenuTe);

YV V V V V VYV V

CnncbKbT CbC cnpeHun u npekpateHn yaoctoseperus (CRL);

» un3BagkM OT Aoknagn (OOKyMeHT 3a ceptudmumpaHe) ot OpraHa no OueHsiBaHe Ha
CbOTBETCTBMETO UMK ApYra YNb/IHOMOLLEHA UHCTUTYLINS.

My6nvkyBaHuTe goknaanm nHgpopmupaT obLlecTBeHOCTTa 3a:

» obxsarta Ha oguTa;

> obLwarTa oueHka 3a oguTa;

» CTerneHTa Ha U3NbIIHEHNE Ha npenopbKUTeE.
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9.3.3 3AWLUTA HA KOHOUMOAEHUUANTHATA UHOPOPMALIUA

[ocTaBunkbT M TuTynsapat/Cb3gaTenaT HaAMaT NpaBo Aa pas3npocTpaHsaBaT wiv ga gonyckat
pas3npocTpaHsBaHe Ha WHOpMauusi, cTaHana WM M3BecTHa MpU WNM Mo MOBOA W3MbIIHEHWE Ha
3aabikeHusiTa MM no [loroBopa, BKIOYMTENIHO OTHOCHO nnawaHus, 6e3 npeaBapUTENHO U3PUYHO

MUCMEHO paspeLleHne oT apyraTa cTpaHa.

9.4 HENPUKOCHOBEHOCT HA JINYHUTE OAHHU

EBpOTPBLCT € pernctpupaH Kato agMMHUCTPaTOpP Ha NMYHKU AaHHM No peaa Ha 3akoHa 3a 3almTa
Ha NUYHU OAHHW.

B kayectBoTO CcM Ha AOMUHUCTpATOP Ha NWYHM AaHHKW, [1OCTaBYMKBLT CTpOro cubniogasa
N3UCKBaHUSITA 3a MOBEPUTENTHOCT U HepasnpoCTpaHEeHUe Ha NUYHUTE AaHHu Ha TuTynspu/Cbwagarteny,
cTaHanM My W3BECTHW NpU U3MNbIIHEHME Ha [OeVHocTTa cu kKaTo [locTaBuMK Ha KBanuduuupaHu

YOOCTOBEPUTENHM YCIyrn.

9.4.1 AEKNAPALUUA 3A NOBEPUTENTHOCT

JInyHuTe gaHHW, NpegocTaBeHn Ha EBPOTPBCT ce cbxpaHsaBaT M 06paboTBaT B CbOTBETCTBME CbC
3akoHa 3a 3awuTa Ha nu4HuTe aaHHn n PEMMAMEHT (EC) 2016/679 General Data Protection Regulation
(GDPR). EBpoTpbCT CbbMpa KONMMYeCcTBO MHpOpMaLMa NPONOPLMOHATHO Ha HEMHOTO NpefHa3HayYeHne
nynotpeba. Bcekn notpebuten gaBa cbrinacue 3a o6paboTBaHeTo Ha NMYHUTE MY AaHHW. ToBa cbrnacue
ce 3asiBsiBa C NognNncBaHeTo Ha [JoroBop 3a y4OCTOBEPUTESTHN YCIYT.

JInyHMTE AaHHM Cce M3NoMn3BaT cCamMo BbB Bpb3ka C NPegoCTaBAHETO Ha YAOCTOBEPUTENTHU YCITYTU.

JInyHMTE AaHHM ca 3alMTEHM B CbOTBETCTBME C NpaBuiaTa 3a NOBEPUTENHOCT, CbabpPXKaLLM Ce B

nonuTMKaTa 3a CUrypHocCT Ha EBpoTpbCT.
9.4.2 WMWHOPOPMAUUA TPETUPAHA KATO JIMYHA

Bcsika uHdbopmaums 3a notpebutenure, KOATo He € Ny6NnYHO AOCTbMNHA, Ype3 CbabPKaHMETO Ha
n3gageHnTe yooCTOBEPEHUS, XPaHUMULLETO WM OHNanH 4pe3 Crnucbka CbC CNPEHU U MNpekpaTeHu
yoocTtoBepeHus (CRL) ce TpeTupa kaTto nudHa.

9.4.3 WHO®OPMALUA, KOATO HE CE CHUTA 3A JINYHA

Lisanata vHdopmaums, onoBecTeHa B YAOCTOBEPEHMSITA, CE CYMTa, Ye He € NIMYHA, OCBEH aKo
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N3PUYHO HE € NpeaBMAEHO Apyro B 3akoHa 3a 3awmTta Ha nnvHuTe gadim n PEMNAMEHT (EC) 2016/679
General Data Protection Regulation (GDPR).

9.44 OTroBOPHOCT 3A 3ALWUNUTA HA NMYHUTE OAHHU

EBpoTpbCT M Pernctpupawiusa opraH, KoMTo nosnyyaBaT noBeputenHa UHgopmMaums, rapaHtupar
3awmrarta Ha NMYHU AaHHW Ha noTpebutenunte. EBpOTPBCT He Jonycka KoMnNpomMeTUupaHe U paskpuBaHe
Ha NWYHW OaHHW Nped TpeTy nuua. MNpegoctaBsaHe Ha AOCTLN A0 NMYHA MHAOPMaUNSA € eOUHCTBEHO B
CbOTBETCTBUE C U3UCKBaAHUATA Ha 3akoHa 3a 3awmta Ha nnyHuTe aadHn u PETTIAMEHT (EC) 2016/679
General Data Protection Regulation (GDPR).

9.4.5 CBITIACUE 3A U3MNOJN3BAHE HA JINYHU OAHHU

OcBeH, ako He e nocodeHo apyro B [llpakTukata npu npenocTaBsHe Ha KBanuduumMpaHu
YOOCTOBEPUTENHN YCryrn®, MpUnoXuMmMte npaBuna 3a MNOBEpPUTENHOCT (OCBEH B cryYanTe Ha
cropasymMeHue) u3nUCKBaT JIMYHUTE [daHHM [Jda He ObgaT usnonseaHu 6e3 cbrnacuMeto Ha

Tutynsaps/Cb3patens, OCBeH B criyvanTe, NpeasuaeHu B 3aKOH.

9.4.6 OPYI OBCTOATEJNICTBA 3A PASKPUBAHE HA UH®OPMALIUA

MpakTvkata npu npeaocTaBsHe Ha KBanuuuuMpaHu yOoOCTOBEPUTENHM YCNyrM He Mnoco4vea

HUKaKBU Opyru obcTodATENCTBa B TOBA OTHOLLUEHUE.

9.5 NPABA BbPXY UHTEJNIEKTYAJIHA COBCTBEHOCT

PasnunyHn gaHHW, BKIIOYEHW B n3gasaHUTe OT EBPOTPLCT kBanuuumpaHn yoocToBepeHus unm
nyénukyBaHn B [lyGnnyHMs peructbp/xpaHunuie ca obekT Ha rnpaBa BbpXy MWHTenekTyanHarta
COBCTBEHOCT U ApYrn NUMYLLECTBEHM U HEUMYLLLECTBEHM NpaBsa.

OTHoweHnATa no noBoA Ha Te3an npaBa Mexay EBpoTpbcT u Apyrute yvacTHUUM B
NH(ppacTpykTypaTa Ha EBpOTPBLCT, KaTo BbHLWHM Peructpupalum opraHn n ap. ce ypexaaTt ¢ JOroBop.

Bcuukn nsgageHn ksanuduumpann yaoctosepeHns oT EBpoTpbCT ca 06eKkT Ha aBTOPCKO npaBo
Ha EBpoTpbCT.

Bcuykn npaBa Bbpxy usnonssaHun ot EBpoTpbeT 6usHec mapku (Hanp., EVROTRUST®), kakto n
CbAbpXaLum ce B yaocToBepeHusaTa THProBCKU HavMeHOBaHWs n3nons3saHu oT
Tutynapute/Cb3gatenute, ce 3anassaT OT TUTYNsSpuTe nM/cb3gatenuie UM U ce U3NonseaTt camo 3a

HY>XOWUTE Ha NpeaoCcTaBAHUTE yOOCTOBEPUTEITHU YCNYT.
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[lBonkaTa Kkrno4voBe, KopecnoHAMpalwiy Ha yaoCTOBEpPEHUATa u3ganeHn ot EBpOTPBLCT, KakTo 1
CbOTBETHUS CEKPETEH MaTepuman, ca obekT Ha nNpaBa Ha EBpOTPBLCT, HE3aBMCUMO OT COBCTBEHOCTTA Ha

dmsnyecknss HocuTen Ha KroyoseTe.
9.5.1 MNPABO HA COBCTBEHOCT HA JAHHU B KBAJTIM®OULIMPAHU YOLOCTOBEPEHUA

EBpOTp'bCT 3ana3Ba BCUYKWM NpaBa Ha MHTENeKTyaliHa COBCTBEHOCT Ha BKMNIOYEHUTE [aHHM B

KBanuuuupaHuTe yaA0CTOBEPEHMSI.
9.5.2 MNMPABO HA COBCTBEHOCT HA UMEHA U TbPIrOBCKU MAPKU

EBpOTp'bCT nputexansa perncTpupaHa mMmapka, CbCtoslla ce OT rpadwlqu 3HaK N Hagnuc, KOMTO

npeacraendBa ciegHoTO J1oro:

e‘/i*otrust E

JloroTo e pernctpmpaHa TbproBcka Mapka Ha EBpOTPBLCT U He MOXe Aa ce u3nonsea OT ApYru
cTpaHu 6e3 npegBapuUTENHOTO NMCMEHO ogobpeHne Ha EBpoTpbCT.

Bcuukn notpebutenn 3anaseat npaBo Ha MHTENekTyariHa COBGCTBEHOCT Ha TbproBcka Mapka,
Mapka 3a ycrnyru, Unm TbproBCKO HauMeEHOBaHME, CbAbPXKaLLOo Ce BbB BCAKO M34aneHo kBanvduumpaHo
YAOCTOBEpPEHNE.

MpaBo Ha wHTenektyanHa cobCTBEHOCT € YyHukanHoto ume (DN) B pamkuTe Ha BCSAKO

yaoCcToBepeHune, nsgageHo Ha Tutynap/Ceagaten.
9.5.3 MPABO HA COECTBEHOCT HA OBOWUKA KITFOYOBE

[iBonkata kno4oBe Ha notpebutenute M CBBLP3AHOTO C MNyBNMYHMA K4 KBanuduumpaHo
yAoCTOBEpeHne nsgageHo ot EBpOTPBLCT, KakTo 1 CbOTBETHUS CEeKpeTeH maTepuan € cobCTBEHOCT Ha
EBpOTpBCT, HE3aBUCUMO OT COBCTBEHOCTTA Ha dhmamdeckaTa cpefa, B KOATO KNKYOBETE Ce CbhXpaHsaBaT
W 3awwuTaBsar.

YpoctoBepsiBalmTe opraHu ca cobctBeHOCT Ha EBpoTpbCT.
9.6 OBLWU NMONOXEHUA

Ta3su yacT ot NpakTuka Npu NpeaocTaBsiHe Ha KBanUMUUUPaHU YAOCTOBEPUTENHM YCIyrn onucea

3afblKeHunATa, rapaHunmntTe n OTroBOPHOCTTA Ha EBpOTp'bCT, PeFMCTpMpaLLlI/IFI opraH, I'IOTp66I/ITeJ'II/ITe n
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[OBepsiBaLLUTE Ce CTpaHW. YpeaeHu ca npaeara, 3agb/KeHUsaTa 1 AbImkumaTa rpwka Ha notpebutenure
1 [OBepsiBaLLM Ce CTpaHW. 3agbimKeHUsaTa n OTTOBOPHOCTTA Ha NoTpebuTtenuTte n EBpoTpbCT ce ypexaar
Yype3 JoroBopHM cnopasyMeHusi. OTHOLLEHMATA C 4OBEPSBALLM Ce CTPaHU ce ypexaaT no pega Ha obLwoTo
AENVKTHO Npaso.

[loroBopute 3a npegocTaBsHe Ha yOOCTOBEPUTENHM ycnyrn cnegBa ga 6bpaT ckniouvBaHu B
NMCMeEHa Unn enekTpoHHa dopma, nNpu crnasaHe Ha pasnopenodoute Ha PernameHTt (EC) Ne 910/2014,

PEMAMEHT (EC) 2016/679 n npunoxmnmoTo 3akoHogaTtencteo B Penybnuka Bwnrapus.

9.6.1 3AOBITKEHUA, OTTOBOPHOCT U TAPAHLUUU HA EBPOTPBCT

EBpOTpLCT rapaHTupa, Ye ocbLLeCcTBABa 4ENHOCTTa CU KaTo:

» cnasBa TOYHO YCNOBMATA B HacCTOSALWMS OOKYMEHT, uancksaHusta Ha PernameHt (EC) Ne
910/2014, PEMAMEHT (EC) 2016/679 »n HauuoHanHOTO 3aKOHOAATENCTBO MNPM OCbLUECTBSABaHE Ha
AenHocTTa cv Ha [JocTaBuYmMK Ha KBanuduumpaHn yaocToBEPUTENHN YCRYru;

» npefocTaBeHUTe ycriyry He HapyluasaT aBTOPCKUTE Mpasa W NuUueH3MpaHu rnpasa Ha TpeTu
CTpaHu;

> U13nonsBa TexHn4yecko obopyaBaHe M TEXHOMOrnW, KOWUTO OCUrypsiBaT HaaexOHOCT Ha
CMCTEMUTE N TeXHMYecKaTa WU Kpuntorpadcka CUrypHOCT Npu OCbLUeCcTBABaHe Ha npouecuTte, B TOBa
YMUCMO N CUFYPEeH U 3aliMTeH MexaHU3bM/yCTPOMCTBO 3a reHepupaHe Ha Kr4oBe W 3a Cb3faBaHe Ha
eneKkTPoHeH nognuc/nevaT B CBOSATa MHAPACTPYKTYPa;

» u13gaBa kBanuduumpaHn yYAoCTOBEPEHUS 3a eNEKTPOHHW noanucu/neyartu cneg kato nposepu
C AONyCTUMU OT 3aKoHa cpecTBa npeAcTtaBeHaTa UHopmaums;

> CUrypHO CbXpaHsiBa M nogabpxa MHMOpMauuMs, CBbp3aHa C uUsgaBaHUTe YAOCTOBEPEHUSA U
onepaTvBHaTa paboTa Ha cuctemuTe;

» chasBa ycTaHOBEeHUTEe npoueaypwv 3a paboTa n npasuna 3a TeXHUYECKN U (PU3NYECKUN KOHTPOIT,
B CbOTBETCTBME C ycnosuaTa B [lpaktuka u [lonuTuka npu npegoctaBsHe Ha KBanuduuupaHu
YAOCTOBEPUTENHN YCIYIu;

» nNpy uUCKaHe wu3gaBa CbOTBETHUTE TUMNOBE YAOCTOBEPEHWUs, CnasBanky ycrnoBuaTa W
npoueaypute B TO3M AIOKYMEHT, CbOTBETHUTE [1oNUTUKM 1 obLonpreTn cTaHaapTu:

e ynoctoBeputenHu ycnyrm - X.509, PKCS # 10, PKCS # 7, PKCS # 12;
e yaocToBepsiBaHe Ha BpeMe - npenopbka RFC 3161;
e [MpoBepka cTaTyca Ha ygoctoBepeHue - npenopbka RFC 2560;
» yBepomsBa lMoTpebutenuTte 3a akpeauTaumaTa cu;
» Cb3faBa Bb3MOXHOCT 3a He3abaBHO cnvpaHe W npekpaTsBaHe Ha [OenUcTBMeTO Ha

KBanMuunpaHo yaoCTOBEPEHUE;
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» npekpatsiBa U cnupa AeWCTBMEeTO Ha YAOCTOBEPEHMS Mpu YyCrnoBusTa M MO peda Ha
cboTBeTHaTa [lonuTuka;

» yBegomMsBa He3abaBHO 3avHTepecoBaHWUTE Nuua cried cnvpaHe Ha yaoCTOBEPEHHUE;

» ocurypsiea ycrioBus 3a TOYHO oOnpedensHe Ha BpeMeTo Ha WusgaBaHe, Cnuvpade,
Bb30OHOBSABaHE W NpekpaTsiBaHe Ha AeNCTBUETO Ha YAOCTOBEPEHUATA;

» M3NbNHABa npouegypu no uaeHTUUKauMs U yCcTaHOBSIBAHE Ha aBTEHTUMYHOCT Ha
Tutynaps/Cv3gaTens;

» ocurypsisa Mepku cpelly nognpassiHe Ha yooCTOBEPEHUATa N MOBEPUTENHOCTTA Ha JAaHHUTE,
A0 KOMTO Mma AOCTbI B MpoLeca Ha Cb3aBaHeTo Ha nognuca/neyara;

» 13nonsBa HageXOHW CUCTEMU 3a CbXpaHsiBaHe M yrpaBreHue Ha yOOCTOBEPEHUATA;

» CaMO HafieXxHO OBMacTEHU CRAYXWUTENW MMaT SOCTbM 3a BHACsSHE Ha NMPOMEHW B JaHHUTE,
yCTaHOBSABaHE Ha aBTEHTUYHOCTTa U BanugHOCTTa Ha yOOCTOBEPEHUATA;

» B3MMa He3abaBHM MEpPKM MNpUM Bb3HMKBAHE HA TEXHMYECKM MpobrnemMu BbB Bpb3Ka CbC
CUrYPHOCTTA;

» C M3TM4YaHe Ha cpoka Ha BanMOHOCT Ha KBanuUUUPaHOTO YAOCTOBEPEHWE OTMEHS
BanNUOHOCTTA MY;

» wnHopmupa Tutynapute/Cb3gatenuTe n JoBepsBaLLMTe Ce CTPaHU 3a TEXHUTE 3a4bIDKEHUS
N AbIKMMa rpuwka Ha noBefeHne Npy n3non3BaHeTo U AoBEPABaHETO Ha NpeaocTaBsHUTe oT EBpoTpbCT
YAOCTOBEPUTENHN YCMYrn, KakTO U OTHOCHO MPaBWUIHOTO WM CUTYPHO W3MON3BaHe Ha u3gageHuTe
yAOCTOBEPEHNS 1 NpegoCTaBeHN YAOCTOBEPUTENHM YCNYrn, CBbP3aHN C TSX;

» M3Mon3Ba M CbxpaHsiBa cbbpaHaTa NuyHa 1 gpyra MHopmauns camo 3a LenuTte Ha cBodTa
AEVHOCT NO npedocTaBsHE Ha YAOCTOBEPUTENHW YCNyrM B CbOTBETCTBME C  HALMOHANHOTO
3aKOHOAATENCTBO;

» He CbXpaHsiBa M He Konupa AaHHW 3a Cb3aBaHe Ha NOTPebUTEeNcKn YacTHN KIoYOoBE;

» noaabpXa pasnonaraeMu cpeacTtBa, KOMTO OCUrypsiBaT Bb3MOXHOCT 3a M3BbpLUBAHE Ha
OenHocTTa My,

» CKNioYBa 3acTpaxoBKa 3a BpeMeTo Ha CBOsTa AEeVNHOCT;

» nogabpka OOBepeH nepcoHarn, npuTtexasall HeobXoAUMUTE eKCNepTHW 3HaHUS, ONUT U
KBanuukaums 3a n3BbpLUBaHe Ha OENHOCTTA;

» nopavpxa [NybnunyeH pernctbp/xpaHunuile, B KOWTO NyGnnkysa nsgageHnte ksanumumpaHm
yaocToBepeHusa, aktyaneH CnMcbk CbC CrApeHn W npekpateHn ypoctoBepeHus (CRL), apyru
obcTosaTencTsa v eNeKTPOHHM JOKYMEHTU, CbIMacHO TO3U JOKYMEHT Y HaUMOHANHOTO 3aKOHOAATENCTBO;

» ocurypsiea noCTosiHEH AoCTbN A0 MNyGnnyHusa pernctbp No enekTpoHeH bt (24/7/365);

» ocurypsiea 3alimta cpelly BHAcsHe Ha NpoMeHun B nogabpxaHus [ybnunyeH pernctbp oT
HepernameHTMpaH 1 HenpaBoOMEpPEH AOCTBIM UM NOpaan CrnyyYamHo cbouTne;

» ny6nukyBa He3abaBHO B [y6nnYHMS perncTbp nsgageHuTe 1 NoanNMcaHn YaoCTOBEPEHWS;

Print and Edit Evrotrust Technologies Inc.. Page 139 of 158




MPAKTUKA MPU NPENOCTABSIHE HA elDAS-CPS
c I‘Otru St KBANIMOULIMPAHW YIOCTOBEPUTENHU YCNYIY For public use

1ISO 9001:2015, ISO 27001:2013,
ISO 20000-1:2018, ISO 22301:2012, CERTIFICATION PRACTICE STATEMENT Version - 03
Regulation (EU) 910/2014, FOR QUALIFIED CERTIFICATION SERVICES 30.01.2019
Regulation (EU) 2016/679

» Cb3faBa YCMnoBMS Ha BCsKa AoBepsiBalla ce CTpaHa Ja NpoBepu cTtatyca Ha vM3gageHo m
ny6nnkyBaHo yaocTtoBepeHue B ny6nmyHmua Pernctbp Ha yooCcToOBEpPEHUS;

» N3BbpLUBA MEPUOAMYHW BbLTPELIHM OAMTU Ha AeWHOCTTa Ha YAocToBepsiBawus opraH u
Peructpupalyms opran;

» WN3BbPLUBA BLHLUHW OOUTU OT HE3aBMCMMU OAUTOPU 1 NYBNKUKyBa Ha canTa cu pesyntaTture ot
nposepkara;

» N3M0S13Ba B ENHOCTTa CU cepTudunumpaH copTyep u xapayep, Kakto U CUrypHU N HagexaHu
TEXHOSTOMMYHN CUCTEMM;

» noaabpXa Ha cainTa Ha EBpOTPBLCT cnuckk ¢ Pernctpupalim opraHu, CNUChK npenopbynuTeneH
copTyep U xapgyep 3a v3nonasaHe OT notpeburtenute, GnaHkn, dopmynsipu, Tunos [dorosop v Aap.

OOKYMEHTU B NoJ3a Ha n0Tpe6|/|Ter||/|Te;

[ocTaBunKbLT HOCK OTFOBOPHOCT nped Tutynap u [JoBepsiBalla ce cTpaHa 3a NpU4nMHEHV Bpean oT
rpyb6a HeGpeXHOCT NN YMUCH:

» 0T HeusnbrHeHne Ha nsnckeanusita ot PernameHT (EC) Ne 910/2014 npu ochLuecTBABaHe Ha
AenHOCTTa cy No NpefocTaBsAHe Ha KBanvduumnpaHn yaoCToBEPUTENHU YCNyr;

> OT HEBEpHU WNW NUNCBALLM OaHHW B KBANMMUUMPaHOTO yAOCTOBEPEHME KbM MOMEHTa Ha
n3gaBaHeTo My;

> OT Bpeau, KOUTO ca MPUYMHEHU B CryyYain, Yye Nno Bpeme Ha U3faBaHeTo Ha yAOCTOBEPEHNETO
nvueTo, nocoyeHo kato Tutynap/Cb3gaTten, He e pasnonarano C YacTHUSA KoY, CbOTBETCTBAL, Ha
nNy6nnYHMS KNioy;

» OT anropuTMUYHOTO HECLOTBETCTBME MEXAY YaCTHUSA KoY U NyGNUYHUS KoY, BNUCBaH B
YAOCTOBEPEHNETO.

> OT HecnasBaHe Ha 3agblhkeHusdATa Cu MO M3gaBaHe M ynpaBrneHue Ha KBanuduuupaHu
YAOCTOBEPEHNS;

» OT BMMCBaHEe Ha HEBEPHW NN NUNCBALLM JAaHHW B YOOCTOBEPEHUATA;

> oT nponyckn B yCTaHOBABaHE Ha UOEHTUYHOCTTA Ha TI/ITyJ'IFIpﬂ/C'b3}J,aTeJ'IFI.

BbB Bpb3ka C M3MbIIHEHME Ha U3UCkBaHuATa Ha PSD2, npu noucksaHe oT cTpaHa Ha NCA Ha
MHopMaLums, CBbp3aHa C n3ganeHn yaocToBEpPEHNS C BNUCaH B TAX HOMEP Ha NMUeH3a Ha nnatexHarta
MHCTUTYUMA Ha Payment service provider (PSP), pernctpupaH ot cbwma NCA, OTrOBOPHOCT Ha
EBpoTpbCT € Aa ocurypm tasm nHopmaums, KoATo ce npegnara cpelly 3annawaHe. Cneg nssbpLuBaHe
Ha 3annawaHeTto, EBpoTpbeT nogaea mvHdopmauma kbm NCA 3a usgageHute yooCTOBEPEHUs, KaTo

noco4Ba TEXHUAT BpoN, BUA, CEPUEH HOMEP M Nepuoa Ha BanuaHocCT.
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9.6.2 3AOBIIXEHUA, OTTOBOPHOCT U TAPAHUUU HA PETUCTPUPALLNA OPIrAH

EBpoTpbCT rapaHTupa, Yye Pernctpupalums opraH usnbiiHsBa CBOUTE (PYHKLMU N 3a0bIMKEHNS B
MbfHO CbOTBETCTBUE C YCMNOBMATA B TO3N JOKYMEHT, C U3NCKBaHWSATa U npoueaypute B Monutukata u
n3gageHnTe BbTPeLUHW OnepaTUBHN NHCTPYKLMK.

EBpoTpbCT oTroBapsi 3a AeucrtBuata Ha Pernctpupaiwuma opraH B MH(pacTpykTypata Ha
EBpoTpbCT.

EBpoTpbCT rapaHTupa, 4e Peructpupalyms opraH:

» U3NbIIHABA CBOATA AENHOCT, KaTo U3MNoN3Ba HageXaHW U CUTYPHU YCTPOMCTBA U codpTyep;

» npegocTaBs YCryrn, KOUTO ca B CbOTBETCTBUME CbC HALMOHANHOTO 3aKOHOAATENCTBO U He
HapyLLaBa aBTOPCKUTE NpaBa 1 N1LEH3NpaHM npaBa Ha noTpeduTenuTe;

» nonara HyXHUTe yCcunus, 3a Aa U3BbpLUBa NpaBuiHa naeHTudukauma Ha notpeburtenute,
BbBeXAa NPaBUITHO M TOYHO AaHHMTE B 6asaTa faHHW Ha EBPOTPBLCT M akTyanuanpa tasu nHgopmaums
B MOMEHTa Ha NOTBbpXXaBaHe Ha JaHHUTE;

» He npaBu YMULLNEHWN TPELLKN UM HEe BHACs HETOYHOCTU B MHpopMaumsaTa, cCbabpXalla ce B
YAOCTOBEPEHNATE;

> HeroBuTe YCryrn ca B CbOTBETCTBUE C obwionpueTtuTte ctaHgapti: X.509, PKCS # 10, PKCS
#7, PKCS # 12;

» HeroBuTe ycrnyrm ce npegoctaBAT Bb3 OCHOBA Ha npouedypu, KOMTO ca CcbobpaseHun C
npenopbkuTe Ha ,[pakTnka npy npegoctaBsHe Ha KBanuduumpaHu yooctoBeputenHu yenyru®, Toea ce
oTHacs Jo:

e rpouenypu 3a NpoBeEPKa Ha CaMOSNIMYHOCTTa Ha NoTpebutenure,

e rpouenypu 3a NpoBepKa, 3a AoKa3BaHe Ha YacCTeH KoY, CBbpP3aH C NyOrnnyeH Kov;

e pouenypu 3a npuemaHe, ob6paboTka N NOTBLPXKAEHME UNN OTXBBLPSISHE Ha UCKaHWUS Ha
notpebutenu 3a ngaesaHe, NOLHOBSABaAHE, CNMpaHe N NpekpaTsaBaHe Ha yaOCTOBEPEHMS;

e Mpouenypu 3a UckaHe Ha NoTBbpPXAeHUe OT YOOoCTOBepsiBaLl, OpraH, Bb3 OCHOBA Ha Be4e
npueTo wuckaHe oT notpebuten 3a u3gaBaHe, MOAHOBSABaAHE, CrMpaHe WM npekpaTsBaHe Ha
YAOCTOBEPEHHUE;

e rpouenypu 3a Cb3faBaHe Ha apxXuB Ha CbOpaHWUTE NPUNOXEHUS U OAaHHW, NOMYyYeHU OT
noTpebutenure;

e npouenypu 3a reHepupaHe Ha Knio4oBe 3a notpebuteny;

e Mpouenypu 3a nepcoHanmMsauma U U3gaBaHe Ha eriekTPOHHW KpunTorpadcku KapTu, Ha
KOUTO Ce CbXpaHsiBaT YAOCTOBEPEHUATA N OBOWKATA KIOYOBE;

e y4yacTBaT BbB BbHLUHM M BbTPELLUHM OANTU Ha EBpOTPBLCT .

PernctpypalumsT opraH ce aHraxwvpa aa:
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» npencraesi HA EBpOTPBLCT Npenopbky, 0COHGEHO TE3N, KOUTO NPOM3TMYAT OT OAUTUTE;

> [a oCurypu 3alumta Ha JIM4HUTE OaHHU B CbOTBETCTBME CbC 3aKkoHa 3a 3awuTa Ha NUYHUTE
aaHHn, GDPR n oTHOCMMOTO 3aKOHOOaTENCTBO;

» [a CbXpaHsiBa Ha CUTYpHO MSICTO YaCTHUTE KIOYOBE Ha onepaTopuTe B CLOTBETCTBUE C
N3NCKBAHUATA 3a CUTYPHOCT, ONpeAeneHn B HAaCTOSALWNSA OOKYMEHT;

» [a He U3nosi3Ba NIMYHUTE ONEepaTopCKM KIKYOBE 3a LENu, PasfMyHu OT Te3u, MOCOYEHU B

HaCTOALLMSA JOKYMEHT.

9.6.3 3AO0BINKEHUA HA NMOTPEBUTEJIUTE

Tutynapat/Cou3gaTenaT unu HagnexHo osnacteHoTo oT Ch3gatens omsmnyecko nuvue, NOCOYEH B
n30ageHoTo KBanmduumpaHo yaoCcToBeEPEHNe, UMa cnegHuTe 3agbIDKeHUs:

» [a ce 3ano3Hae W fa cnasea ycrnoBuaTa Ha [orosopa, lNMonutuknte n lpaktukute npwu
npegocrtaBsHe Ha KBanuUUUpaHu yooCTOBEPUTENHW yCryrn OT EBPOTPBLCT, KakTO U U3NCKBaHUATA B
ocTaHanuTe JOKYMEHTH, NyonukyBaHu B [yG6nndHma pernctop Ha EBpOTPLCT;

» npuv NogaBaHe Ha MCKaHUS 3a u3fgaBaHe U ynpasfieHMe Ha YOOCTOBEpPEHUs fa npeaocTaBu
BSIpHA, TOYHA M NbfHa WHdoOpMauums, KOoATo EBpOTPBLCT m3nckBa cbrinacHo [loroBopa, HOpMaTUBHUTE
n3nckBaHuna, npunoxummuTe Monutukn n MNpakTukuy;

> [OareHepupa kpuntorpadckm KIo4oBe, 3Non3eankm CUrypeH MeToa 1 anroputbm, CbobpasHo
nancksaHnata Ha PernameHTt (EC) Ne 910/2014 n ga nanonssa ogobpeHun ot EBpoTpbCT yCcTpomncTea 3a
Cb3JaBaHe Ha eNEeKTPOHEH nognuc/nevar;

» [a npoBepu MbfHOTaTa M BEPHOCTTA Ha CbAbPXKaHMETO Ha npegocTaBeHata OT Hero
nHpopmaumsa 3a yaoctosepsasaHe B none DN (Distinguished Name) Ha n3gaBaHuTe ygoctoBepenus. B
crlydanm Ha HeCcbOTBETCTBME MeXAay npeacrtaBeHata MHGoOpMaumss U yaOCTOBEPEHOTO CbAbpXaHue,
notpebutens Tpsbea Aa ysegommn HezabaBHO EBPOTPHLCT;

» [a npeycTaHoBW MU3MOM3BaHETO Ha yOOCTOBEPEHUETO B Clydan Ha CbMHeHMe 3a 3aryba vnm
KOMNPOMETMpPaHE Ha YacTHUA KIoY U Aa nogaae Ao EBpoTpbCT 3asBKka 3a HEMOBOTO CNMpPaHe;

» [anpeycTtaHOBW M3MOM3BaHETO Ha YAOCTOBEPEHMNETO NPU HaANMYne Ha ocTapsna, NpoOMeHeHa,
HeToYHa U/MnNn HeBApHa UHOPMaLMs, BKNIOYEHaA B U30aAeHO yOOCTOBEPEHUe U Aa nogage nckaHe 3a
cnvpaHe Ha AeNCTBMETO Ha y4OCTOBEPEHMUETO;

> npegu ga msnonsea HOBOTO yOOCTOBEPEHME, Aa npoMeHn gocerawHusa NMNH 3a goctun 4o
YCTPONCTBOTO 3a Cb3[aBaHe Ha eNeKTPOHEH nognuc/neyaT, KbAETO Ce CbXpaHsBa YaCTHUAT KoY,

> [a npunoxu Heobxogumata AbibkuMa rpyka u ga npeanpueme HeobxoaumuTe Mepku 3a
npegoTepaTaABaHE Ha YacTHUS KIHOY OT KoMpoMeTupaHe, 3aryba, paskpmeaHe, mogmdukaums nnv gpyro
HepaspeLLeHo OeNCTBUE;

> [a u3nonssa usgageHoTo OT EBPOTPLCT yOooOCTOBEpeHMEe caMO 3a 3aKOHHU Lenu U B
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CbOTBETCTBME C yKaszaHaTa B HEro NonuTuKa U NpakTuka;

> [pOa opobpsiBa ycrosusiTa, nocovyeHn B [JoroBopa mexay Hero n EBpoTpbcT; ToBa ogobpeHne
TpsibBa Aa ce CbCTOM Ha caMopbYeH Noanuc Bbpxy [loroeopa;

» [a opobpssa n3gageHoTo 3a Hero yaoCTOBEpPEHWE;

» [a He paskpvBa naponata 3a JOCTbM Ja YCTPOMCTBOTO 3a Cb3gaBaHE Ha eneKkTPOHeH
nognuc/neyart Ha HeynbHOMOLLEHU NULA;

> [a He npaBu OOCTbMNEH CBOSI YaCTEH KoY 3a Apyru nvua.

9.6.4 OBINKUMA TrPUXA HA OOBEPABALLA CE CTPAHA

JlnuaTta, kouTo ce goBepsiBaT Ha KBanuuunpaHo yaocToBepeHne 3a enekTpoHeH nognuc/nedvar
TpsbBa ga npuTexaBaT OCHOBHWM MO3HAHMS OTHOCHO MPUHUMNUTE Ha M3MONi3BaHE U MPUIIOXMMOCT Ha
eneKkTPOHHUA nognuc/neyat 1 Ha ycnyrute, CBbp3aHu ¢ ynotpeba Ha kBanndumumpaHo yaocToBepeHne 3a
eneKkTpoHeH nognuc/neyar.

[oBepsBallaTa ce cTpaHa crieBa Aa NonoXu gbImKnuma rpuka, Kkato:

» Cce JjoBepsiBa Ha yAOCTOBEpPEeHUsATa caMo c ornep Ha lNonutukarta oTHOCHO NpeAHasHavYeHneTo
N Ha OrpaHnYeHnaTa, Npyu KOUTo € U3JaaeHo;

> W3BbPLUM MpOBEPKa Ha cTaTyca Ha yOoCTOBEPEHMETO B MNoAaAbpXaHusa oT EBpoTpbCT
My6nuyen perncrbp/xpaHunuule. NpoBepkata Ha eneKkTpoHHaTa aBTEHTMYHOCT M Ha MHTerputeTa Ha
yAOCTOBEPEHNETO U3BBLH [ybnnyHmMa pernctbp unu B HeakTyaneH CnNUCbK CbC CMPEHU U NpekpaTeHu
ypocTtoBepeHunsa (CRL) He ocurypsiBa NpoBepKa 3a HeroBaTta BanvAaHOCT U BCUYKM HAacTbNWUAW Bpean OT
npeanpveTn OencTBus, Crned OCbLeCTBABaHE €AWHCTBEHO Ha TakaBa MpoBepka, Cca 3a CMeTKa Ha
[loBepsiBawiarta ce cTpaHa;

» npoBepsiBa BanWAHOCTTa Ha €eneKTPOHHUSA noAanuc/medar Ha enekTPOHHO noAanucaHn
N3SIBNIEHUS, KaKTO M BanmMaHOCTTa Ha eNeKTPOHHMSA nognuc Ha EBpoTpbCT No BepuraTta OT ya0CTOBEPEHNS
A0 6a30BOTO yOOCTOBEPEHUE;

» Cce yBepu, Ye NpUroXeHusiTa, C KOUTO Ce U3Mnon3Ba YAOCTOBEPEHUETO ca (OYHKLMOHAMHO
NPUIOXMMIN 3a NpegHasHayYeHUeTo, 3a KOMTO € WM3OaLeHO, KakTo U C Orfieq HMBOTO Ha CUMYpPHOCT,
NnocoyeHn B cboTBeTHaTa lNonuTuka;

> [a npoBepu ganv nognucbT/nedaTsbT, NPUAPYKEH OT YOAOCTOBEPEHUETO, HE € U3MNOoN3BaH 3a
Lenu 1 3a CTOMHOCT Ha TpaH3aKuun, U3BbH BNNCAHUTE B Y4OCTOBEPEHNETO OrPaHUYEHUS U LEenu;

> [a ce yBepu, 4Ye ObIDKMHaTa Ha M3MOon3BaHUTE KHYOBE OTroBaps Ha W3UCKBAHWATA 3a
curypHocT Ha [loBepsiBawaTa ce cTpaHa;

> [a ce yBepu, Ye ydocToBepeHueTo e 6uno BannaHO KbM MOMEHTa Ha Cb3gaBaHe Ha
eneKkTpOoOHHUA nognuc/nevar.

Obmkuma rpuxa Ha [JoBepsiBallaTa ce cTpaHa € Aa U3nonsBa MexaHu3bM 3a CUrypHa nposepka
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Ha eneKTPOHeH nognuc/neyvar, KOWTO rapaHTupa, Je:

»  NyONUYHMAT KN4, KOWTO Ce U3MNOJ3Ba 3a NPOBEPKa Ha nognuca/neyaTa CbOTBETCTBA HA TO3W,
KONTO ce npeacTaBs npes Hero;

» npoBepKaTa 3a M3Mosi3BaHe Ha YaCTHUS KN4 € HadeXaHO NOoTBbpAEeHa U pe3ynTaTute oT Tasm
NpoBEpKa KOPEKTHO Ce NpeacTaBsT,

> npu HeobxoOMMOCT MOXE fa Ce YCTaHOBM CbAbPXKAHWETO Ha MNOAMNWCaHUS E€NEKTPOHEH
OOKYMEHT;

» QaBTEHTUYHOCTTA W BanMOHOCTTA Ha YAOCTOBEPEHMETO KbM MOMEHTA Ha MOAMMCBAHETO
HageXaHo ce NpoBepsiBaT;

» pesyntatute OT MpoBepkaTa W eriekTpoHHaTa WAEHTUYHOCT Ha Tutynapa/Cw3gatens
npaBuWHO ce NpeacTaBAaT;

> BCHKaKBU npoMeHun, perneBaHTHN 3a CUT'YpHOCTTa Ca yCTaHOBUMMW.

lMpoBepkaTa 3a npegHasHa4YeHWETO Ha Y4OCTOBEPEHMETO Ce WM3BbPLUBA MO CrEAHUTE AaHHM,
cbabpXKalum ce B Nnpoduna Ha yaoCTOBEPEHNETO:

» [onutuka, B CbOTBETCTBUE HA KOATO Ce n3gaea 1 ynpasrsiBa y4OCTOBEPEHME 3a eNTeKTPOHEH
noanuc/neyart, nocoveHa B none ,Certificate Policies”;

» npedHasHa4YeHVeTo U OrpaHNYeHnsTa Ha OEVCTBUETO HA YAOCTOBEPEHNETO, ONMCaHN B None
.Key Usage“ n ,ExtendedKey Usage*;

» OaHHu 3a Tutynapsi/Cb3gaTens Ha yAOCTOBEPEHNETO, NOCOYEHN B none ,Subject”.

EBpPOTPBCT HE HOCWM OTrOBOPHOCT 3a HacTbnunu Bpeau Ha [loBepsiBawata ce cTpaHa oOT
HenonaraHe Ha AbJpkUMarta rpwxka. Bceknm OOKYMEHT C gedeKkTeH UM CbMHUTENEH €eneKTPOHEH
nognuc/neyat cnefBa Aa ObAe OTXBLPIIEH WM E€BEHTYarHO MOANIOXEH Ha ApYru npouedypuw, KOUTO
Mo3BONABAT [a Ce MOCo4YM HeroBaTa BanuaHocT. Bcsko nuue, koeto ogobpu TakbB OOKYMEHT, HOCU

OTFOBOPHOCT 3a KakBMTO 1 Aa Guno nocreguuu.

9.6.5 3AOBINKEHUA HA OPYITU CTPAHU
9.6.5.1 3AAOBIDKEHUA HA KBAITUOULIMPAHUA OPI'AH 3A YOOCTOBEPABAHE HA BPEME

KBanudpuumpaHmaT opraH 3a yAaoctoBepsiBaHe Ha Bpeme (,Evrotrust TSA®) wusgasa
KBanuduumpaHu yaoocToBEpPeHUs 3a yO4OCTOBepsiBaHE Ha BpeMe, B CbOTBETCTBUE C U3MCKBAHUATA,
yctaHoBeHn B PernamenT (EC) Ne 910/2014, ctangapT n cTaH4apTU3aUMOHHN JOKYMEHTWN, TEXHNYECKU
N opraHu3aLMoHHN yCcrnoBusa B EBpOTPBLCT, ocurypsaBaLlm CUrypHU N HagexaHn ycroBus 3a cb3gaBaHe U
npoBepka Ha erekTpOHHWU BpeMeBW nevatn, ygoctoBeputenHu [lonuTukn 3a  KBanuduumpaHo
yAOCTOBEPEHWE.

EBpOTpPBLCT rapaHTmpa, 4e:
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» 13Mnon3Ba TEXHOSOrMK, onepaTUBHM NPOLLEAYPU 1 NPOLIEAypU 3a ynpaBieHNe Ha CUrypHOCTTAa,
4ypes KoUTO ce NpenoTBpaTsiBa BCAKakBa Bb3MOXHOCT 3a MaHUNynMpaHe Ha BPEMETO;

> 13non3ea napamMmeTpu Ha kpuntorpadcku anroputmm B cboteetctene ¢ PernameHTt (EC) Ne
910/2014;

» ocurypsiBa TEXHUYECKM W OpraHM3auMOHHM YCMOBMS 3a NpunaraHe Ha Heobxogumurte
MonuTunkn 3a nsgaBaHe Ha KBanMULMpaHO yaOCTOBEPEHME 3a ENTEKTPOHEH BPEMEBW NeYaT U TEXHUYECKN
YCIOBMS 3a YCTPOWCTBaTa 3a Cb34aBaHe U NpoOBEpKa Ha eNIEKTPOHHN BPEMEBU NevaTu;

» aeduHupa noHe egHa xeL (PyHKLUMSA, KOATO MOXe [a Cce U3MNosi3Ba 3a Cb3aBaHe Ha XeLd AaHHN
MapKupaHu ¢ BpeMme;

» U13nonsea KoopAnHMpaHo yHuBepcanHo Bpeme — UTC ¢ makcumanHo gonyctumo 3abaBsiHe
MeXxay MOMEeHTa Ha noriyyaBaHe Ha UCKaHETO M U3gaBaHEeTO Ha yOOCTOBEPEHUETO 3a Bpeme oT 1 (eaHa)

cekyHaa.

EBpoTpbCT rapaHTupa, ye:

» npepocTaBs HenpekbcHAT goctbn (24/7/365) Ha nogobpXawm ycnyru, ¢ U3KIMYeHue Ha
BPEMETO 3a TexHMYecka npodmnakTuka, Kato 4OCTLMNHOCTTA U TOYHOCTTA Ca rapaHTUpaHu, JOpU U ako
HSAKOSIKO NOTpebutens ca eAHOBPEMEHHO CBbP3aHU C NPUIOXKEHNETO;

» OCHOBaBa CBOATA TbpProBCcKa AENHOCT Ha HaOEeXOHW YCTPOMUCTBA U cOPTyep B CbOTBETCTBME C
naunckeanus, onpegenernn B: CAW 14167-1 ,Security Requirements for Trustworthy Systems, Managing
Certificates for Electronic Signatures - Part 1. System Security Requirements* and ETSI TS 102 023
»Policy requirements for time-stamping authorities*;

» npoBexaa CBosiTa AENHOCT U yCIyrM B CbOTBETCTBME C MPUITOXKMMOTO 3aKOHOAATENCTBO;

» n3gaBa enekTpoHHW Bpemesu neyaTtn (Timestamp Tokens) B cbotBetcTBMe ¢ ETSI EN 319

422 Time-stamping protocol and time-stamp profiles.

9.6.5.2 3AAOBIDKEHUA HA KBATTUOULIMPAHUA OPIAH 3A BAITUAUPAHE

KBanugpuumpaHmat opraH 3a BanugupaHe (,Evrotrust RSA QS Validation®) Ha EBpoTpbeT
ocblUecTBsIBa (PYHKUMNTE CM B CbOTBETCTBME C U3NCKBaHMSA, onpeaenenn B PernameHT (EC) Ne 910/2014.
M3nckBaHmaTa onpegendtr TEeXHUYECKUTEe U OpraHu3auuoHHW YCroBMS B AeNHOCTTa Ha EBpoOTpbCT,
NONUTUKUTE 3a yOOCTOBepsiBaHE Ha KBanuUUUpaHO yOOCTOBEPEHME, TEXHUYECKUTE W3UCKBaHWUA 3a
yCTpPOMCTBATa 3a Cb34aBaHE U MPOBepKa Ha enekTPOHHN nognucu/nevat, eneKkTPOHHN YyOOCTOBEPEHUS
3a BpeEME U eNeKTPOHHM yOOCTOBEPEHUS 3a aBTEHTUYHOCT Ha yebcanToBe.

EBpoTpbCT rapaHTupa, ye:

» U13nons3Ba onepaTyBHU NPOLIEAYypPU U TakuBa 3a ynpasreHne Ha CUrypHOCTTa, KOUTO U3KNIoYBaT

BCAKakBa Bb3MOXXHOCT 3a MaHUNynnpaHe Ha CbCTOAHMETO Ha yOoCTOBEPEHUATA UNN OaHHUTE;
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> npoBepsiBa BanuAHOCTTA Ha ENeKTPOHHU noanucu/nedati, enekTpoHHU YOOCTOBEpeHMS 3a
BpeMe 1 eNEKTPOHHWN YAOCTOBEPEHMSA 3@ aBTEHTUYHOCT Ha yebcanToBe, M3MNon3BaHn B CbOTBETCTBUE C
nanckeaHudata Ha PernameHt (EC) Ne 910/2014;

> ,Evrotrust RSA QS Validation“ npoBepsiBa CbCTOSHMETO Ha YAOCTOBEPEHUSATA B CbOTBETCTBME
¢ RFC 2560 Online Certificate Status Protocol (OCSP) recommendation.

9.6.5.3 3AOB/IXKEHUA HA KBAIIMOUUMNPAHUA OPrAH 3A KBAITMPULIMPAHA YCINYTA 3A
ENNEKTPOHHA NPEMNOPBHYAHA MNMOLLUA

KBanuduumpaHuaT opraH 3a KsanuduumpaHa ycnyra 3a ernekTpoHHa npernopbyaHa nowla
(Electronic registered delivery service/ERDS) ,Evrotrust QERDS CA® Ha EBpoTpbCT, ocbliecTBsiBa
dyHKUMUTE CM B CbLOTBETCTBME C W3WUCKBaHWsATa, onpegeneHn B PernameHt (EC) Ne 910/2014 n
NONUTUKNTE M NPaKTUKNTE 3a yOOCTOBEPSIBaHE Ha CUrypHO BpbYBaHE Ha CbOOLLEHMS, Ypes npenopbyaHa
erieKTpoHHa nowa.

EBpoTpbCT rapaHTupa, ye:

> M3MNon3Ba onepaTuUBHW NpoLEeaypy U TakmBa 3a ynpasrieHne Ha CUrypHoOCTTa, KOUTO U3KIoYBaT
Bb3MOXHOCTTa 3a NogMsHa Ha AaHHUTe, oKa3Bally MOMEHTUTE Ha U3npallaHe 1 nonyyaBaHe Ha rnowa,
nanpatlaya v nosnyyaTens, KakTo 1 KOHTPOMHUTE CyMM 3@ YCTaHOBSIBaHE CbAbpXXaHUEeTOo Ha usnpawiaHiTe
CbOOLLIEeHUs;

> MU3nonsea napameTpy Ha Kpuntorpadckn anropuTMnm B CbOTBETCTBME C W3UCKBAHUATA,
onpegenexu B PernameHTt (EC) Ne 910/2014;

> yOooCToBepsiBa MofnyyaBaHe Ha enekTpoHHa npenopbyaHa Molla, BKMIOYUTENHO reHepupa
odmumanHn gokasaTtencraa 3a nofnyvyaBaHe Ha CbobLLEeHMs, camo crneq NpoBepPKa Ha aBTEHTUYHOCTTA Ha
OaHHUTEe OT MonyvYeHUTe eneKkTpoHHU AOKYMEHTW, TAXHaTa (popmariHa KOPEeKTHOCT M caMo cnep kKaTo
EBpOTPBCT v € 4ocTaBun B HAOEXAHO MSACTO, OT KOeTO Te e 6baaTt 4OCTbMNHM 3a nonyvartens;

> [oKasaTencTBaTa, M3gageHn oT EBpPOTPLCT OTroBapsaT Ha M3UckBaHusTa Ha ISO/IEC 13888-
3:1999 Information technology -- Security techniques -- Non-repudiation -- Part 3: Mechanisms using
asymmetric techniques;

> EBpOTpBCT ocurypsiBa npu MOUCKBaHE BBL3MOXHOCT Ha TpeTute CTpaHu ga MNpoBepsaT U
YyAOCTOBEPEHUTE OT HEro CbOUTUSA, KaTO OCUrypsiBa TECTOBW YAOCTOBEPEHUS U AOCTbIN 40 TECTOBU YCIYrN.

B TecToBUTE yaoCcTtoBepeHna ACHO € NoCOo4YeHo, 4Ye Te Ca n3ganeHun 3a TeCtoBu Lenn.

9.6.5.4 3AOBINKEHUA HA KBAJINMOULIMPAHUA ONEPATUBEH YOOCTOBEPABALL OPFrAH 3A
KBAITU®ULIMPAHU ENEKTPOHHU NOANMUCUITIEYATH

3agbmkeHusaTa Ha KBanuduumpaHus onepaTtMBeH yAOCTOBepsiBall, OpraH 3a KBanuduumpaHu
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eneKTPOoHHM nognucu/nevatn Ha EBpoTpbeT ,Evrotrust RSA Operational CA®, ocbuiecTBsBa QyHKUMNTE
CN B CbLOTBETCTBME C M3NCKBaHus, onpegeneHn B PernameHT (EC) Ne 910/2014 3a onpegensiHe Ha
TEXHUYECKM N OpraHM3aunMOHHN YCNOBUSI B AENHOCTTa Ha AocTaBumuute. M3nuckBaHusiTa ca CBbp3aHu C
MonuTtnknte 3a u3gaBaHe Ha KBaNMMUUMPAHO YOOCTOBEPEHWE U TEXHWYECKUTE W3NCKBAHUA 3a
yCTpOMCTBaTa 3a Cb3faBaHe N NPOBEpPKa Ha €NEKTPOHHU noanucu/nedaTu.

EBpOTPBLCT M3non3ea onepaTtvBHM NPOLEAYPU M TakuBa 3a yrnpaBfieHMe Ha CUrypHOCTTa, KOUTO

M3KMo4YBaT BCAKAaKBa Bb3MOXXHOCT 3a MaHuUNynmpaHe Ha CbCTOAHNETO Ha yaoCToBepeHUdATa Unn gaHHuUTe.

9.6.5.5 3AOBIIKXEHUWA HA EBPOTPBLCT MO OTHOWIEHWUE HA NMYBJIIMYHUTE PETUCTPU /
XPAHUITULLETO

My6nuyHnTe pernctpu ce ynpasnsasaT v KOHTponupaT oT EBpOTPBLCT, KaTo ToW rapaHTupa, ye:

» nybnukyBa W apxuBupa KBanuduumpaHu yaoctoBepeHuss Ha KBanuduumpaHus 6as3oB
yoocTtosepsBaly, opraH ,Evrotrust RSA Root CA*, Ksanuduuunpanua sanugupady, oprad “Evrotrust RSA
Validation®, KsanndvunpaHms opraH 3a ygoctosepsiBaHe Ha Bpeme “Evrotrust TSA®, KsanuduunpaHus
Banuaupau, opraH “Evrotrust Qualified Validation Service®, KsannduumpaHms yaoctoepsaBallms opraH
Ha KBanuduumMpaHata Yycryra 3a enekTpoHHa npenopbyaHa nowa “Evrotrust QERDS CAf,
KBanunduumpaHna yooctoBepsBall, opraH 3a KBanuduumpaHa ycnyra 3a MMenn npenopbyvaHa nowia
“Evrotrust QREMS CA*, KanuduumpaHnsa yoocTtoBepsBall OpraH Ha ycnyrata no ksanuduuupaHo
CbXpaHsABaHe Ha KBanuduuupaHun enekTpoHHM noanucu/nevatn  “Evrotrust QPSES CAY,
KBanuduvumpaHns onepatmBeH ypocTtoBepsiBaw, opraH “Evrotrust RSA  Operational CAf,
KBannduumpanuns sannaunpady opraH “Evrotrust RSA QS Validation®

» nybnukyea n apxusupa Monutukute un MNpakTuknte nNpy nNpeaocTaBsHe Ha KBanuduumpaHm
yAOCTOBEPUTENHN YCMyrn, OOrOBOPU C KIAWEHTUTE, CNUCBbUM C MNPENOPBUUTENHU MNPUIIOKEHUS 1
YCTPOWCTBA, U CNNUCHK Ha Pernctpupallm opraHum, Kakto u apyrn JOKYMEHTU, CBbpP3aHu € eNHOCTTa My;

» ocurypsiBa 0OCTbMN A0 KBanuduuupaHu yOOCTOBEpPEeHWsl, caMO B Chnydau, Korato Te ca
ny6rnMYHO AOCTBMHU U AOKONKOTO NOTPEOUTENAT HE € N3pa3un Hecbrnacue, a korato yaoCTOBEPEHNETO
cbabpXKa NMYeH NaeHTUPUKaTop — C HErOBOTO U3PUYHO Cbrnacue;

» [paBa AOCTbN A0 MHGOPMaUMATa OTHOCHO cTaTyca Ha YAOCTOBepeHusiTa, Ypes nybnukysaHe
Ha CnncbK CbC cnpeHun u npekpaTeHun ygoctosepeHus (CRL) nnun ypes NpoTokon 3a npoBepka cTaTyca Ha
yooctoBepeHusaTa B peanHo speme (OCSP);

> ocurypsiea NoCcTosiHEH AOCTbLN A0 MHOpMaLMATa B NyGNMYHUS permcTbp 3a YaocToBepsiBall
opraH, Perncrpupaly opraH, KNMeHTu n JOBEPSIBALLM CE CTPaHW;

» nybnukyBa CnucbK CbC cripeHn u npekpaTeHu ygoctoBepeHuss (CRL) 6e3 3abaBsHe v B

CbOTBETCTBME CbC CPOKOBETE, onpeaenieHn B HaCToALWLUNA JOKYMEHT.

Print and Edit Evrotrust Technologies Inc.. Page 147 of 158




MPAKTUKA MPU NPENOCTABSIHE HA elDAS-CPS
c I‘Otru St KBANIMOULIMPAHW YIOCTOBEPUTENHU YCNYIY For public use

1ISO 9001:2015, ISO 27001:2013,
ISO 20000-1:2018, ISO 22301:2012, CERTIFICATION PRACTICE STATEMENT Version - 03
Regulation (EU) 910/2014, FOR QUALIFIED CERTIFICATION SERVICES 30.01.2019
Regulation (EU) 2016/679

9.7 OCBOBOXOABAHE OT OTTOBOPHOCT

OTroBopHOCTTa Ha EBpOTpPBLCT ce OCHOBaBa Ha oOWUTe npasBuna, MOCOYEHW B HacToswaTta
MpakTvka Npu NpedocTaBsHe Ha KBanuUUMpaHW yooCTOBEPUTESNHW YCryrM U e B CbOTBETCTBME C
HeobOxoAMMMTE NpaBHM akToBe, KOMTO ca B cuna B Penybnuka bwvbnrapus. OcsoboxgaBaHeTo OT
OTroBOPHOCT creABa fa ce onpeaenu B JOroBopuTe mexay notpebutenunte n EBpoTpbCT.

EBpOTPBCT He HOCKM OTrOBOPHOCT B CrlydauTe, KOraTto HacTbnunuTe Bpeau ca CrneacTeve oT
HenonaraHe Ha AbikKnma rpmxa, Hem3nbrHeHne Ha 3agbiKeHUsaTa Unu nunca Ha nos3HaHusa B obnacrra
Ha PKI TtexHonoruute (,MHdpacTpykTypa ¢ nybnunyeH kntoy/ Public Key Infrastructure) ot ctpaHa Ha
Tutynapute unu [JoBepsiBalimMTe ce CTPaHW.

EBpOTPBCT HE HOCKM OTFOBOPHOCT M B Crlydaun Ha Bpeau NPUYMHEHN OT:

» M3nonsBaHe Ha YOOCTOBEPEHME U3BLH Npefenvte Ha BNucaHuTe B HEro npegHasHaydeHus m
OrpaHMYeHns Ha HeroBoTO AEWCTBME, MO OTHOLUEHWE Ha Lenute 3a U3nons3BaHe M orpaHuveHust 3a
CTOMHOCTTa Ha TpaH3aKuuuTe;

» HEe3aKOHHW OeNCTBUS OT cTpaHa Ha TuTtynsapu n [loBepsiBalimn ce CTpaHu;

» npedocTaBsHe Ha HaynMHa Ha wugeHTMduuMpaHe Ha YCTPOMCTBOTO 3a Cb3daBaHe Ha
nognuc/neyart v 4OCTbN A0 YaCTHUSA KIToY OT cTpaHa Ha Tutynaps/Cbh3gatens Ha TpeTy nuua;

» CriyjanHu cbbuTus, MMaLLm XxapakTepa Ha HenpeogonMMma cuna, BKIIOYUTESNHO 3M1I0YMULLNEHN
AENCTBMA Ha TPeTU nNuua (Xxakepcku ataku, OTHEMaHe Ha YCTPOMCTBOTO 3a Cb3[daBaHe Ha nognuc/nevar,
AOCTbIM 40 YaCTHUS KNoY, y3HaBaHe 6e3 3HaHMETO Ha TUTYNSPSA Ha HadvMHa Ha naeHTuduumpaHe m ap.)

» W3Mon3BaHe Ha yAOCTOBEpeHMEe, KOeTO He e M30afeHOo MY U3Mon3BaHO B CbOTBETCTBUE C
n3nckBaHunaTa u npouenypute Ha lNpaktukarta u MNonutnkata Ha EBpOTPBLCT;

» W3MNOn3BaHe Ha HeBanuAHO YyAOCTOBEpeHWe (yOoCTOBEpPEHME, KOeTO € ChnpsHO wnn
npekpaTeHo);

» He CBOEBPEMEHHO AEWCTBME MO MNpekpaTsiBaHe unu cnvpaHe Ha yaocToBepeHue (cneacreue
OoT 3abaBeHO OT cTpaHa Ha Tutynapa/Cb3gatensd uckaHe wnm nopagu NPUYUHU M3BBH KOHTPOMa Ha
EBpoTpbCT);

» KOMMPOMETUPAH YacTeH KIHoY, KopecnoHaupall Ha nyenuyHus Koy B YAOCTOBEPEHUETO MO
BUHa Ha Tutynapsa/Cbwagatens;

» IOLWO Ka4yecTtBO U (QYHKLUMOHANMHOCT Ha COMTyepHUTE NMPOAYKTU U XapAyepHU YCTpPOMCTBa

n3nonssanu ot Tutynaps/Co3natensa v [loBepasalwm ce CTpaHu.

EBpOTpbCT He OTroBaps 3a CbAbpPXaHMETO Ha npukaveHuTe pannose. Beuukn puckose, KOUTO
MoraT Oa Bb3HMKHAT NpW cBansdHe WM W3TErNsHEe Ha npuKavyeHn dannose ca OTrOBOPHOCT Ha

noTpeduTennTe, KOUTO MM OBMEHST.
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9.8 OrPAHMYEHUA HA OTTOBOPHOCTTA

3a u3gaBaHu KBanuuuMpaHu YOOCTOBEPEHUSI 3a €NEeKTPOHHM noanucu/medatu, [JocTaBuMKbT

OTroBaps B paMKUTe Ha BNMncaHnTe B yaoctoBepeHundaTa JIMMUTUN Ha CTOMHOCTTa Ha TpaH3akunnTe.

9.9 OTroBOPHOCT HA TUTYNAPA/CB3OATENA

Tutynsaps/Cov3gaTensa otroBaps 3a npea EBpoTpbCT 1 BCUYKKM LOBEpPSiBALLM Ce NULa, ako:

» npuv cb3gaBaHETO Ha ABOMKaTa YacTeH-nyonunyeH KN4 e n3nonssan anroputbm 1 YCTPOMCTBaA
3a Cb3gaBaHe Ha eneKkTpOoHEH nognuc/nevar, KOUTO He OTroBapAT Ha nsnckeaHuaTa Ha PernameHT (EC)
Ne 910/2014;

» He MU3NMbJIHABA TOYHO M3MCKBaAHUATA 3a CUTYPHOCT, onpedeneHun oT EBpoTpbLCT;

» He noucka ot EBpoTpbCT cnupaHe unu npekpaTaBaHe Ha OENUCTBMETO Ha YAOCTOBEPEHNETO
crnepa KaTo e y3Har, Ye YacTHUAT KoY € 6un n3nons3eBaH HenpaBoOMEPHO MMM CbLLECTBYBA OMacHOCT OT
HenpaBOMEPHOTO MY U3MON3BaHE;

> e HanpaBun HeBEpHWU wusaBneHuss nped EBPOTPBLCT, KOUTO MMAaT M OTHOLLUEHWE KbM
CbAbPXXAHNETO UM KbM N34aBaHETO Ha KBanNM@ULUMPaHOTO YyOOCTOBEPEHUE;

» KoraTo YyOOCTOBEPEHMETO € m3gageHo ¢ BnmcaH Cb3gaTen v OBMacTeHO OT Hero nuvue,
OTroBaps 3a HEU3MbJSTHEHMETO OT CTPaHa Ha OBMACTEHNSA Ha 3a4bIDKEHUATA MY.

KnneHTtbT, Tutynapat/Cb3garendar unu ymbiHOMOLLEHUST NPeAcTaBUTEN Ha IOpUaMYEecKo nvue

OTroBaps 3a CbabpXaHMEeTO Ha NpukavyeHunTe QDGVIJ'IOBG M nocnencTeBmndaTa OoT TAXHOTO U3MNo3BaHe.

9.9.1 OTroBOPHOCT HA TUTYNAPA/CBH3AATENA KbM EBPOTPBCT

Tutynsapat/CbanaTtenaTt, oTroBaps cnpsiMo EBpOTpbLCT, ako TOM UNK OBNACTEHOTO OT HEro fuvue,
€ NpeaoCTaBuI HEBEPHU AaHHW, CbOTBETHO € NpeMbyarn 4aHHW, UMaLLy OTHOLLEHNE KbM CbAbpXXaHUeTO
UM KbM U3[aBaHETO Ha YAOCTOBEPEHNETO, KaKTO U KOraTo He € CbXpaHsiBan NpaBUIHO YaCTHUS KIoM,

CbOTBETCTBALl HA NOCOYEHNA B yOOCTOBEPEHNETO ny6nmqu KITHOM.

9.10 CPOK U NPEKPATABAHE HA ,,IPAKTUKA MNMPU NPEAOCTABAHE HA KBAJINOULINPAHU
YOOCTOBEPUTEJIHU YCITYTU“
9.10.1 CPOKOBE

Taswn NpakTuka Brv3a B cuna oT MOMeHTa Ha HeMHOTO ogobpeHue oT CbBeTa Ha ANPEKTOpUTE Ha
EBpoTpbCT 1 nybnukysaHeTo n B MNMy6nuyHua my permctbp/xpaHmnuieto Ha EBpoTpbeT. JonbnHeHus

KbM TO3M OOKYMEHT BNnA3aT B CuUNa cnej ny6n|/||<yBaHeTo MM B XpPaHUIMULLIETO.
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Pa3nopen6ute B HacTosALWMSA OOKYMEHT ca BanuaHu 4O M3gaBaHe M nyGnukyBaHe Ha crefpalia
Bepcus Ha [lpakTuka npu npegocTaBsiHe Ha KBanMULMpaHn YAOCTOBEPUTENHM YCNYrn® B XPaHUMULLETO

Ha canTa Ha EBpoTpbCT.

9.10.2 NMPEKPATABAHE

C npekpaTtsiBaHe Ha genHocTTa Ha EBpOTpbLCT, ce mpekpaTtsiBa akTyanHocTTa Ha [lpaktukaTta,
KakTo 1 Ha CbAbpXKallym ce B TO3M AOKYMEHT pasnopenou.
[ocTaBuYMKBT CbXpaHsiBa HaAMNeXHO M CUrypPHO BCUYKM MpeaullHW Bepcuu/pefakumm Ha TO3u

[OKYMEHT.

9.10.3 E®EKT HA NMPEKPATABAHE U OLIENABAHE

MNpy npekpaTsiBaHe Ha OOroBopa 3a YAOCTOBEPUTENHW ycnyru, Tutynspute/Cb3gaTtenute u
[loBepsiBalnTe ce CTpaHM ocTaBaT 0OBbp3aHM OT TO3W AOKYMEHT, OT rfedHa Todka Ha usgageHute
noTpebuTenckn KeanuuumpaHu yooCTOBEPEHUS), 3a OocTaTbka OT Mepuoda Ha BanuMOHOCT Ha Teau

YLO,OCTOBEPEHUSI.

9.11 BENEXKU U CbOBLUEHUA MEXAY CTPAHUTE

Jlnuata, nocodeHn B Hactosiwarta [pakTvka moraT ga M3BbpLIBaT M3ABMAEHMS U Aa OOMeHaT
MHopMauMst ¢ nomouiTa Ha OOMKHOBEHA MOLla, €feKTpOHHa nowa, dakc, TenedoH, U MpEexXoBU
npotokonu (Hanpumep TCP / IP, HTTP) 1 ype3 MobunHoTo npunoxeHve Ha EBpOTPLCT T.H.

N36opbT Ha cpeacteaTa moxe ga O6bae n3bpaH B 3aBUCMMOCT OT Tuna Ha mHdopmauusaTa u
HayMHa Ha M3non3BaHe Ha ycnyrute Ha EBpoTpbCT.

NHdopmauns 3a Bcekn NpobuB B CUrypHOCTTA Ha YaCTHUTE KIYOBE Ha YAoCToBepsiBalluTe
opranHu TpsibBa na 6bae nybnvkyBaHa Ha canta Ha EBpOTPBCT, KOETO Lie S HanpaBu OCTbMHA OT BCUYKM

3anHTepecoBaH CTpaHW.

9.12 KBMEHEHUA B ,MPAKTUKA T1PU NPEOOCTABAHE HA KBAJIM®OULUUPUHU
YOOCTOBEPUTEJIHU YCITYTU“

M3meHeHunATa B MNpakTukaTa Mmoxe ga 6baat pesyntart OT HabnogaBaHu rpeLlkn, aktyanmsaumm n
npeanoXeHnss OT 3acerHaTute cTpaHu. B cnyyan Ha HegencTBuTENHa Kraysa OT TO3U OOKYMEHT,
BanuAHOCTTa Ha Lenus OOKYMEHT ce 3ana3Ba W He ce Hapylwasa goroBopa ¢ Tutynaps/Cwagatens.

HepeicTenTenHara knaysa ce 3aaMecTBa CbC 3aKOHOCbOGpa3Ha Hopma.

Print and Edit Evrotrust Technologies Inc.. Page 150 of 158




MPAKTUKA MPU NPENOCTABSIHE HA elDAS-CPS
c I‘Otru St KBANIMOULIMPAHW YIOCTOBEPUTENHU YCNYIY For public use

1ISO 9001:2015, ISO 27001:2013,

ISO 20000-1:2018, ISO 22301:2012, CERTIFICATION PRACTICE STATEMENT Version - 03
Regulation (EU) 910/2014, FOR QUALIFIED CERTIFICATION SERVICES 30.01.2019

Regulation (EU) 2016/679

EBpoTpbCT MOXe fna npaBu pedakuMOHHM MPOMEHM B TO3M [OKYMEHT, KOMTO He 3acsrat
CbAbpXaHWETO Ha NpaBaTa U 3agbiKeHUsITa B HEro.
MNMpomeHn, KOUTO BOASAT 4O HOBa Bepcus/pefakums Ha JOKyMeHTa ce nybGnuKkyBaT Ha MHTepHeT

CTpaHuuaTa Ha EBpOTpPBLCT.

9.13 PEWABAHE HA CIOPOBE

MpeomeT Ha cnopoBe morat ga 6baaT eAVHCTBEHO HECBLOTBETCTBUS UMW NPOTUBOPEYMS Mexay
nuua, cTpaHu no gorosopa ¢ EBpoTpbCT.

CnopoBe wunu xanbu OTHOCHO W3MON3BaHe Ha YAOCTOBEPEHWS WM YyOOCTOBEPUTENHWU YCyru,
npeaocTaBsHn OT EBpOTPBLCT wWe ObaaT pellaBaHu, Ype3 NocpeaHnyYecTBO, Bb3 OCHOBA Ha MUCMEHO
nogageHa uwHdgopmaums. WckaHuata Tpsbea ga OboaT HanpaBeHM B MUCMEH BUAO Ha agpeca Ha
EBpoTpBCT:

»EBPOTPBLCT TexHonbaxkmnc* ALl

Codomsa 1113, 6yn. ,Llapurpaacko Loce“ Ne 101
busHec ueHTbp ,AKTUB, eT. 6

TenedoH, dakc: + 359 2 448 58 58

XanbwuTte we 6baat pasrnegaHy ot NpaBHUs otAen Ha EBpoTpbeT. XKanbonogatensT we nonyyu
OTroBOp B pamkute Ha 2 (gBa) paboTHU OHKM cned nonyyYyaBaHe Ha xanbata. B cnyyan, ye He ce Hamepu
pelleHne Ha cropa B pamkuTe Ha 30 (TpuaeceT) OHM OT HavarnoTo Ha npouedypaTa no cnopasyMeHuve,
CBLUUSAT Ce OTHacH 3a paspeluaBaHe no cbaebeH pen.

9.14 NPUNOXWUMO NPABO

3a BCUYKM BbNnpocu, HeypeaeHun B HacCToAWMA OOKYMEeHT Ce npunarat pa3nopeJ:|,6MTe Ha

ObNrapckoTo 3aKoHO4AaTENCTBO.

9.15 CbOTBETCTBUE C NMPUNOXMNMOTO NMPABO

Hactoawmar OOKYMEHT e pa3pa60TeH B CbOTBETCTBME C HALLMOHAITHOTO 3aKOHOOATEeJ1CTBO.

9.16 APYI PA3IMOPEANBU

MpakTrkaTa He NocoYBa HUKaKBU Apyrn pasnopenom.
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10 M3NON3BAHU TEPMUHU N CBKPALLUEHUA
10.1 NPUNOXEHUE 1: TEPMUHU U CBbKPALLEHUA HA BBJIFTAPCKU E3UK

BanugupaHe e npouec Ha npoBepka M MOTBbpXOaBaHe Ha BanNWAHOCTTA Ha

Vl,quTM(bVIKaLlMﬂ Ha

nuua

BanugupaHe
€MNeKTPOHEH Nognuc nnu nevar
[daHHu 3a [laHHKM 3a BanugupaHe ca [[aHHM, KOMTO Ce W3MNon3eaT 3a BanuaupaHe Ha
BanuaupaHe €MNEKTPOHEH NOANMWC NN eNIEKTPOHEH NevaT
\daHHKM 3a [laHHK 3a noeHTMdKUKaUMa Ha nuua ca Habop OT AaHHM, KOUTO NO3BONSBAaT Aa ce

YCTaHOBM CaMOJIMYHOCTTa Ha (*)VI3I/I‘-I€CKO nnn Kopungmn4ecko nuue, wuin Ha

CbVI3I/I‘-IeCKO nuue, npencraesnAaBallo opunanyecko mue

[daHHu 3a
Cb34aBaHe Ha

erIeKTPOHeH noanuc

[aHHn 3a cb3gaBaHe Ha €NeKTpOHeH noAnnc ca YHUKanHum AaHHWU, KOUTO Ce
n3nons3sart OoT TVITyJ'IFlpFI Ha eneKkTpoHHnA noannc 3a Cb3aaBaHETO Ha eJIEKTPOHEH

noanuc

[oBepsiBaLia ce

cTpaHa

[loBepsiBawa ce ctpaHa (,Relying Parties”) ca dunsnyeckn nnu ropngnveckn nuua,

KOUTO pa3umTaT Ha eneKkTPOHHa MAEeHTUMUKaLMS Unn yaocToBepuTenHa ycnyra

KsanudpuumpaH

AOCTaB4YUK Ha

,D,OCTaB‘-II/IK Ha yOooCTOBEPUTENHU YCnyruy, KONTO npeanocrtasa egHa Wi noBede

KBaJ'IVId)I/ILI,MpaHI/I yOOCTOBEPUTENTHN yCnyrn U € nonydyun KBaJ'IVI(bI/ILl,I/IpaHI/IFI cu

BpemMeBMU neyart

YAOCTOBEPUTESTHU
ctatyT oT OpraHa no Haa3op
ycnyru
ErH
EaOnHeH rpaxgaHcKkn HoMep
EnekTpoHeH BpemMeBM neyaT ca JaHHU B efekTpoHHa ¢opma, KOUTO CBbP3BAT
EnekTpoHeH OpyrM gaHHM B enekTpoHHa d¢opma C KOHKpeTEH MOMEHT BbB BpPEMETO U

npencrasnaBat OoKa3aTesiCTBo, 4e nocnegHuTte AdaHHU Ca CbliecCTByBalin B

CbOTBETHNA MOMEHT

EnekTpoHeH

AOKYMEHT

EneKkTpoHeH JOKYMEHT e BCSKO CbAbpKaHWne, CbXpaHsiBaHO B ereKTpoHHa chopma,

no-cneunanHo TeKCToB Ui 3BYKOB, BU3yalieH 1Unn aygno-sm3yaneH 3anuc

EnekTpoHeH nevar

EnekTpoHeH neyaT ca AaHHM B enekTpoHHa dhopMa, KoMTo ce f06aBsAT KbM Apyru
NaHHW B enekTpoHHa ¢opMa WUnM ca NOrMYeckum CBbp3aHu C TAX, 3a Oa Cce
rapaHTUpaT NPOM3XOAbT M LiernocTTa Ha nocneaHuTe. ENEeKTpoHHMAT neyaT cryxu
KaToO [0Ka3aTencTBo, Ye AafieH enekTPOHEeH AOKYMEHT € U3gadeH oT puandecko
nvue 1 rapaHTupa HageXaHus Npousxon U LienocTTa Ha AoKyMeHTa.

OcBeH Npu yOOCTOBEPSIBAHETO Ha aBTEHTUYHOCTTA Ha OOKYMEHT, M3aafeH oT

ropnanyecko nuue, enekTpoHHuTe neyatn wmorat pfga ce uanon3eart 3a

yOoocToBepsaBaHe Ha aBTEHTUYHOCTTA Ha LI,VI(*)pOBVITe aKTMBWU Ha ropnandecko nuue,
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KaTo copTyepeH Koa Unm CbpBbpU

[laHHM B eneKTpoHHa chopMa, KOUTO ce A06aBAT KbM APYrM AaHHW B €NeKTPOHHA

BpemMeBU neyvyart

EnekTpoHeH

dopma unu ca Normvyeckn CBbp3aHn C TAX, U KOUTO TUTYNSPAT Ha eNeKTPOHHUS
nognuc

nognuc M3nonasea, 3a ga ce nognuncea

EnekTpoHHa naeHTndumkaumnsa e npouec Ha u3nonssaHe Ha OaHHWM B €fEeKTPOHHa
EnekTtpoHHa dopma 3a mgeHTUdMKauma Ha nuua, KOMTo AaHHWU npeacTaBnssaT Nno yHUKaneH
naeHTudnkaumsa Ha4YMH [JageHo (puanMyecko wnn pUandecko nuue, unu dusndecko nuue,

npeacTaBnsiBaLlo oPUANYECKO nuue

KBanuduumpaH enekTpoHeH BpeMEBM NneyaTt € eNeKkTPoHEH BPEMEBU nevaT, KOMTo

OTroBaps Ha U3MCKBaHUATA:

a) obBbp3Ba gatata M Yaca C AaHHMTE MO Ha4yuH, KOWTO A0 ronsima cTened
KeanudumumpaH N3KMNo4Ba Bb3MOXHOCTTA 3a He3abensd3aHa NnpoMsaHa Ha AaHHUTe
eJIeKTPOHEH 0) ocHoBaBa Ce Ha M3TOYHWK Ha TOYHO BPEME, CBbp3aH C KOOPAWHMPAHOTO

YHUBEpCAarHoO Bpeme; 1
B) NOANUCAH € C YCbBbPLUEHCTBAH ereKTPOHEeH NOANUC UMK C YCbBbPLUEHCTBAH
eNEeKTPOHEH neyaT Ha AOCTaBYMK Ha KBanuduumMpaHu yaOCTOBEPUTENHWU YCryru

WNK C Apyr paBHOCTOEH MeToz

KsanudpuumpaH

€JIeKTPOHEeH nevyart

KBanuguumpaH enekTpoHeH nevaT € YCbBbpLUEHCTBAH E€fIEKTPOHEH neyaT, KONTo
e Cb3JafeH OT YCTPONCTBO 3a Cb3daBaHe Ha KBanuduumpaH enekTpoHeH neyat u

Ce OCHOBaBa Ha KBaJ'II/ICbMLI,MpaHO yYAOCTOBEpPEHNE 3a €N1IeKTPOHEH ne4yar.

Ksanuduumpan

eJIeKTPOHEeH noanuc

YCbBbPLUEHCTBAH €MNeKTPOHEeH MoAnuc, KOMTO € Cb3fdadeH OT YCTPOMCTBO 3a
Cb3flaBaHe Ha KBanuduuMpaH eneKkTPOHeH MNOANUC W Ce OCHOoBaBa Ha

KBaJ'IVICbI/ILI,MpaHO yaoocCTtoBepeHne 3a erneKTpoHH noanmncu

KeanudumuympaHa
ycnyra 3a
eJIeKTPOHHa

npenopbyaHa nowa

KeanudpuumpaHa ycnyra 3a enekTpoHHa npernopbyaHa nowia e ycnyra 3a
eneKkTpoHHa MpenopbyaHa Molla, KoATO Cce MpeaocTaBs OT [AOCTaBYMK Ha

KBanuMuunpaH1 yaocToBEPUTENHN YCIyT.

KsanuduumpaHo
yAoCTOBEpeHue 3a
ABTEHTUYHOCT Ha

ye6cant

KBanuduumpaHo yagocToBepeHre 3a aBTEHTUYHOCT Ha yebcanT e yaocToBepeHune
3a aBTEHTMYHOCT Ha yebcanT, KOeTo ce nsgasa OT JOCTaBYMK Ha KBanmduumpaHm

yOOCTOBEPUTESTHM YCIyru

KsanuduumpaHo
yAocToBepeHue 3a

eJIeKTPOHeH noanuc

KBanuduumpaHo yoocToBEpPEHVE 3a €NEKTPOHEH MOoANUC € yOOoCTOBEepeHue 3a
EeNeKTPOHHM MOoAMUCK, KOeTO Ce M3daBa OT [OCTaBYMK Ha KBanuduumpaHu

YOOCTOBEPUTESTHN YCIyrn 1 OoTroBapsa Ha U3NCKBAHUATA CbrfnaCcHO HOpMaTMBHaTA

ypenba
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KPC Komucus 3a perynmpaHe Ha cbobLueHusiTa
NMAH lNepcoHaneH ngeHTunKaLunoHeH Homep
MpakTrka npu npegocTaBsiHe Ha yAOCTOBEPUTENHN YCIYrn € AOKYMEHT, CbAbpiKall
npaBuna OTHOCHO wu3gaBaHe, cnupaHe, Bb30OHOBSIBAHE W MpeKkpaTaABaHe
MpakTuka .
NEeNCTBMETO Ha yAOCTOBEPEHUSATa, YCrnoBuaTa 3a NpefocTaBaHeTO Ha JOCTbM A0
yAOCTOBEPEHUATa
MonuTuka 3a npegocTaBsiHe Ha YOOCTOBEPUTENHM YCIYrn € JOKYMEHT, Oonucealy,
MonuTtuka nonuTukaTta, KOATo JOCTaBYUKBLT CnefBa Npu nsgaBaHe Ha YAOCTOBEPEHUS, KaKTo

M 3a BCUYKN NpeocTtaBAHU yCIyrmn

Perucrpupaly opraH

Peructpupaw, opran (,Registration Authority”, RA) e obocobeHa cTpykTypa Ha
[loCTaBYMK, KOSTO OCBLUECTBSABA HAKOWM OT AENHOCTUTE UMW BCUYKN MO: NpMemaHe,
npoBepka, o0obpsiBaHE UMM OTXBBPIISIHE HA WCKAHWUSI U ENEKTPOHHWU 3asiBKN 3a
n3gaBaHe W ynpaBfieHWE Ha YAOCTOBEPEHWs, PErMCTpUpaHe Ha nodageHuTe
NCKaHWsi 00 YAOCTOBEpsiBAalLMS OpraH 3a M3gaBaHE W BHACsiHE Ha MPOMEHU B
cTaTyTa Ha YOOCTOBEPEHMSl, OCbLLUECTBABAHE Ha CbOTBETHW MPOBEPKM 3a
YCTaHOBSIBAHE HA CaMOJIMYHOCTTA, CbOTBETHO WAEHTUYHOCTTA Ha TuTynsapuTte,
KaKTO M Ha cneumduyHM AaHHW 3a TSAX, C JOMYCTMMUTE OT 3aKOHa CpeacTBa U B
cboTBeTCTBUE C [lonuTukaTta u NpakTnkata npu NpegocTaBsHE Ha CbOTBETHATA

yOooCToBEpUTENHA ycnyra.

PernameHT (EC) Ne
910/2014

PernamenT (EC) N2 910/2014 Ha EBponenckusa napnameHT n Ha CbBeTta oT 23 tonm
2014 roomHa OTHOCHO EnekTpoHHaTa wuaeHTudmkaums U YOoCTOBEPUTENHUTE
YCNyrn npu enekTpoHHW TpaHCaKUMM Ha BBLTPELUHUA nasap M 3a OTMSHa Ha
oupexkTnea 1999/93/EO

CpencTBo 3a
eneKTPOHHa

naeHTudnKaumsa

CpencTtBo 3a eneKkTpoHHa MAeHTUdUKaLUA e matepuanHa u/unu HemaTtepuanHa
eOVHNLIA, KOATO CbabpyKa AaHHW 3a uaeHTUdrKauma Ha nuua, KosaTo ce U3nonsBea

3a yOoCTOBEpPSIBAHE HA AaBTEHTUYHOCT 3a OHMaWiH ycnyra

Cb3gaTen Ha nevyar

Cb3narten Ha neyaT e 1pUanYecKo Nnuue, KOETO Cb3[laBa eNeKTPOHEH neyat

Tutynsp

Tutynapsar (,Signature Owner”) e dusnyecko nuue, KOeTo Cb3aaBa €neKTPOHEH

noanuc

YpoctoBepsiBaHe Ha

ABTeHTUYHOCT

y}J,OCTOBepFIBaHe Ha aBTEHTUYHOCT € €eJIeKTPpOHEH npouec, KOWTO MO3BOMNsBa
ENTIeKTpOHHaTa I/I,D,eHTVI(bVIKaLU/Iﬂ Ha (*)I/I3I/I‘-IeCKO mnn wpungn4ecko nuue wunn

NnoTBbpXAaBaHETO Ha npon3xona n uenoctta Ha AaHHU B eNIeKTPOHHA (bopma

YpoctoBepeHue 3a

Bpeme

[laHHM B enekTpoHHa dopma, KOUTO CBbp3BaT APYrY €NeKTPOHHU AaHHU KbM
onpefeneH MOMEHT OT Bpeme, NPefoCTaBslKM [0Ka3aTerncTBo, Ye Te3u OaHHU

CbLLUeCTBYyBAT KbM OafeHNA MOMEHT
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YpaoctoBepeHue 3a

€JIeKTPOHEeH neyvyart

MN3paBsa ce Ha ropungndeckm nuua n Ccnyxm 3a BanunanpaHe Ha WUHTerputeTt wu

opurnHamn Ha ﬂ,aHHVITe/,D,OKyMeHTVITe.

YpoctoBepeHue 3a

eJfIeKTPOHeH noanuc

YOOCTOBEPEHNE 3@ €NEKTPOHEH MOAMWUC € ENEeKTPOHEH aTecTaT, KOWTO CBbp3Ba
laHHUTe 3a BanuMaupaHe Ha enekTPoHeH noanuMc C  (U3MYECKO nuue W

noTBbpXAaBa Han-Manko UMeTo U1 NCeBAOHMMA Ha TOBa nuue

y,EI,OCTOBepI/ITeJ'IHI/I ycnyrn ca €erneKkTpoHHU YyCnyru, npenoctaBsAHU OOVKHOBEHO

cpelly Bb3HarpaxgeHue oOT JocTaB4nka yOOCTOBEPUTEITHN YCNyrn, KOUTO Ce|

Ha aBTEHTUYHOCT Ha

CbCTOAT B:
Cb3[aBaHeTO, NpoBepkaTa U BanManpaHeTo Ha eNnekTPOHHN NoANUCK, ENTEKTPOHHN
YpocTtoBeputesiHa
neyat¥ UNU enekTpoHHM BPEMEBU NevaTtu, YCryru 3a enekTPoHHa npenopbyaHa
yenyra noLua, KakTo U YAOCTOBEPEHUS, CBbP3aHW C TE3N YCNyrn; unm
Cb3aBaHeTO, NpoBepKaTa U BanuaupaHeTo Ha YAOCTOBEPEHUSA 3a aBTEHTUYHOCT]
Ha yebcanT; WM CbXpaHABaAHETO HA EfeKTPOHHM noamnucu, nedatu unu
YOOCTOBEPEHUS!, CBbP3aHN C TE3UN YCIyTn
YpoctoBepuTesniHa
ycnyra no Ycnyrata no yAaocToBepsiBaHe Ha aBTEHTUYHOCTTAa Ha yebcauT ocurypsiea
yAOCTOBepsABBaHe [CPEACTBO, C KOETO NOCETUTEN Ha yebcanT moxe Aa 6bae yBepeH, Ye 3ag yebcanta

CTOW pearneH u nernTuMeH cybekT

npenopbYyaHa nowa

yebcant
YpnoctoBepsaBaly, opraH (,Certification Authority”, CA) e o6ocobeHa CTpykTypa Ha
[locTaBuYMK, KOATO  OCbLUECTBABA AEWHOCTMTE MO  NpeaocTaBsHe  Ha
YnoctoBepsiBaly YAOCTOBEPUTENHN yCrnyrn. YOOCTOBEPSIBALWMAT OpraH HsMa CcaMoCTosiTeNnHa
opraH NPaBoOCYOEKTHOCT N BCUYKM OCBHLLECTBEHM LENCTBUS U aKTOBE Ha CIYXUTENUTE My
Ce M3BbPLUBAT B KAYECTBOTO MM Ha CryXuTenn Ha EBpOTpBLCT, B paMkuTe Ha
NpeaoCTaBeHNTE MM MPaBOMOLLMSA
Ycnyra 3a enekTpoHHa npenopbyYaHa mnowa e ycrnyra, KOsTO MO3BOMsABa
y npegaBaHETO Ha OaHHM MeXay TPeTW CTpaHW MO ENEeKTPOHEH MbT, NPeaocTaBs
eryra =a loKa3aTencTBO BbB Bpb3ka ¢ 06paboTkaTa Ha NpegaBaHUTE AAHHMW, BKITFOYUTENHO
eNIeKTPOHHa

loKkasaTencTBo 3a M3npawaHeTo W NosflydyaBaHeTO Ha [aHHWTe, W 3aluTaBa
npefaBaHUTe AaHHM cpelly puck oT 3aryba, kpax6a, noBpena Mnu Heno3BoneHu

N3MeHeHnA

YcTponCcTBO 3a
Cb3AaBaHe Ha

ereKTPOHEH nevar

YCTPOWMCTBO 3a Cb3[aBaHe Ha eNnekTPOHEH neyaT € KOHurypupaH codptyep mnm

xapayep, KOWTO Ce 13Mnon3Ba 3a Cb3aBaHEeTOo Ha EJ1IeKTpPOHEeH ne4art

YcTponcTBo 3a

YCTpoiCTBO 3a Cbh3daBaHe Ha KBanuduuMpaH enekTpoHeH neyaTt yCTPOMCTBO 3a
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Cb3AaBaHe Ha
KBanudpuumpaH

€JIeKTPOHEeH nevyaTt

Cb3aBaHe Ha eJiIeKTPOHEH neYvyaTt, KoeTo OoTroBapa Ha N3SNCKBAHUATA B PernameHnT
(EC) Ne 910/2014

YcTpomncTBo 3a
Cb3AaBaHe Ha
KBanuduumpaH

eNIeKTPOHeH noanunc

YCTPOMCTBO 3a Cb3gaBaHe Ha KBanuduumpaH efiekTPOHEH Noanuc € YCTPOMUCTBO
3a Cb3faBaHe Ha enekTPOHeH MOAMUC, KOeTO OTroBaps Ha W3UCKBaHUATa Ha
Pernament (EC) Ne 910/2014

YcTponcTBo 3a
Cb3faBaHe Ha

eJfIeKTPOHeH noanuc

YCTPOMCTBO 3a Ch3aBaHe Ha efleKTPOHEH NOANMUC € KOHdUrypupaH cogptyep unm

Xapaiyep, KOMTO ce 13Mon3Ba 3a Cb3[4aBaHeTo Ha eneKTPOHeH NOoAMnuc

yc‘bB'prLleHCTBaH

eJIeKTPOHEeH neYyart

YCbBbPLUEHCTBAH €NEKTPOHEH MeYyaT € eneKkTPOHEeH MeyaT, KOMTO OTroBaps Ha
N3NCKBaHUSATA:

a) CBbp3aH € No YHUKaneH Ha4yMH CbC cb3gaTens Ha nevara

0) Mmoxe ga ngeHTudunymnpa cb3garterns Ha neyaTta

B) Cb3dadeH € u4pe3 [OaHHM 3a Cb3gaBaHe Ha EnNeKkTPOHeH neyaTt, KOMTO
Cb3gaTenaT Ha enekTPOHHMS neyaT MOXe Oa WM3Mnon3Ba C BUCOKA CTEeneH Ha
\noBepre U eaUHCTBEHO MO CBOW KOHTPONM; U

r) cBbp3aH € C AaHHUTe, 3a KOMTO Ce OTHacs, Mo HayuH, no3sonsiBaly aAa 6bvae

OTKpUTa BCAKa nocneaBailla npomMdaHa B TAX

YcbBbpLIEHCTBaH

eJIeKTPOHEeH noanuc

YCBHBBbPLUEHCTBAH €MNeKTPOHEH MOAMNNC € eNEKTPOHEH NOANUC, KOWTO OTroBaps Ha
N3NCKBaHUATA:

-e CBbP3aH Mo YHUKAnNeH HauuH ¢ Tutynsaps;

MoXe Aa naeHTuduumpa TUTynspsa Ha noanuca;

-e Cb3[lafeH Ypes AaHHM 3a Cb3aaBaHe Ha enNeKTPOHEH Noanuc, KOUTO TUTYNAPAT
Ha eneKkTPOHHWA MOAMUC MOXe [Aa M3MNOon3Ba C BUCOKa CTEereH Ha [oBepue U
©UHCTBEHO Mo/ CBOW KOHTPOI, U

-e CBbp3aH C [IaHHWUTE, KOMTO ca MOAMUCaHN C HEero, Nno HauuH, No3sBonssall Aa

OGbae oTKpuTa BCska nocrneasalla NpomMsiHa B TAX

KOpuagnyeckmn nuua

lOpuanyeckn nuvua, no cmucbna Ha [oroBopa 3a YHKUMOHMPAHETO Ha
EBponenckns cbio3 (OPEC), o3HauyaBa BcuYkM ObpasdyBaHUSA, yyYpeaeHn wnu
pernamMeHTMpaHu CbrnacHoO NPaBOTO HAa ObpXaBa YreHKa, He3aBMCMMO OT TaxHaTa

npasHa opma
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10.2 MPUNOXEHME 2: TEPMUHU U CBKPALLEHUA HA AHTTIMUCKU E3UK

ASN.1 Abstract Syntax Notation

One

ABCTpaKTeH e3u1K 3a onvucaHne Ha 06eKkTu B yAOCTOBEpPEHUsITa

BG Bulgaria

bvnrapua

C Country

CTpaHa

CA Certification Authority

YaocTtoBepsBaly, opraH

CC Common Criteria

06w KpuTEPUM

CN Common Name

O6LLoNpNeTo NMe Ha NULETO

CP Certificate Policy

MonuTtuka 3a NnpefocTaBsiHe Ha yAOCTOBEPUTESNTHU YCIyTrn

CSP  Cryptograph  Services

Provider

Kpuntorpadpckn mogyn KbM YeTSLWO YCTPOWCTBO U CMapT KapTa

CPS Certification Practice

Statement

I'IpaKTlea npu npegocrtaBAaHe Ha yooCTtoBepuUTenHu ycnyru

CRL, Certificate Revocation List

Cnucbk cbe CnpeHn n npekpaTteHn ygoctoBepeHna

DSA, Digital Signature Algorithm

Bua kpuntorpadocky anroputbm 3a Cb3gaBaHe Ha EeNeKTPOHEH

noanuc

DN, Distinguished Name

OTNMYMTENHO MMe Ha Cy6€KT, BNMcaH yaocTtoBepeHneTo

E-mail

EnekTtpoHHa nowa

Extended key usage

P83LIJI/IpeHI/I uenn 3a n3nos13BaHeTo Ha Kr4a

FIPS, Federal Information

Processing Standard

depnepaneH ctaHgapT 3a obpaboTka Ha nHdopmaums

HSM, Hardware Security Module

XapayepeH kpunTtorpagpcku Moayn

SO, International

Standardization Organization

MexayHapogHa opraHusaums 3a ctaHgapTusaums

Issuer

N3paTen

IP, Internet Protocol

NHTepHeT npoTokon

L, Location

MecToHaxoxgeHune

N, Number

Homep

NCA, National Competent
Authority

KomMmneTeHTeH HaumMoHaneH opraH

O, Organization

MbNHOTO HaMMeHoBaHMe Ha HOpnNaAnN4ecKoTo numue no perncrpauma

M1 aKT Ha BMNUcBaHe

OU, Organization Unit

OpFaHI/I3aLI,I/IOHHa eanHnua, KbM  KOATO cy6e|<T, BNnMcaH B

yAOCTOBEPEHNETO € CBbP3aH
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OID, Object Identifier

MaeHTudukatop Ha obekT

OCSP, Online Certificate Status

Protocol

MpoToKON 3a OHNalH NpoBepKa Ha cTaTyca Ha YA0CTOBepeHue

PKCS, Public Key Cryptography
Standards

Kpuntorpadpckun ctaHgapT 3a NpeHoc Ha nybniMyeH KoY

PKI, Public Key Infrastructure

NHppacTpykTypa Ha nyGnuyHust KnoY (CbBKYMHOCT OT Xapayepa,

cobTyepa, nepcoHana u AoKyMeHTauusaTa)

PSD2, Payment Services

Directive 2

PeBunaunpaHata [upekTvBa 3a nnaTtexHuTe yCcryru:

LOVPEKTWBA (EC) 2015/2366 HA EBPOMENCKNA NAPAMEHT
M HA CBbBETA ot 25 HoemBpu 2015 rognHa 3a nnaTexXHUTE ycnyru
BbB BbTPELUHNA nasap, 3a M3aMeHeHne Ha anpektuen 2002/65/E0,
2009/110/EO n 2013/36/EC n PernameHT (EC) Ne 1093/2010 1 33
oTMsiHa Ha dunpektmnea 2007/64/EQ*.

PSP, Payment Service Provider

[locTaBYMK Ha nnaTexHa ycnyra

PSE, Personal Security

Environment

HapexgHa cpega 3a reHepvpaHe Ha [OBOMKa KOYOBE MNpwU

Tutynaps

RA, Registration Authority

PerncTtpupall opraH

RSA, Rivest-Shamir-Adelman

Bua acumeTpuyeH kpuntorpadCku anropuTbm 3a Cb3gaBaHe Ha

ESJTeKTPOHEH noanuc

SSCD, Secure Signature

Creation Device

YCTpPOMCTBO 3a Cb3aaBaHe Ha nognuc/nedaT Cbe 3alnTeH npodoun

SHA, Secure Hash Algorithm

CurypeH xeL-anroputbM 3a U3BMMYaHe Ha Xell-naeHTudukaTop

SSL, Secure Socket Layer

CvrypeH kaHan 3a npegaBaHe Ha JaHHU

SMIME, Secure Multipurpose

MpoToKOM 3a CUrypHO MpedaBaHe Ha enekTpoHHa mnowia npes

Internet Mail Extensions WHTepHeT

S Street Ynvua

T Title Tutynap (,Signature Owner”) e du3nyecko nuue, KOeTo Cb3aasa
€NeKTPOHEH Noanmc

Token ToKeH, xapAyepHO YCTPOMCTBO, CbAbPXKALLO KpunTorpadcka kapTa

n vetey,

URL, Uniform Resource Locator

EaounHeH pecypceH nokaTop/vHTepHET Bpb3ka
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