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1 BBbBEOEHUE

LEBPOTPBLCT TEXHOTBbOXNC” AL (EBpOoTpbCT) € topuanyecko nuue, perucTpypaHo B
TbproBckust pernctbp KeM AreHumaTa no BnuceBaHuata ¢ EMK 203397356 cbe cepanuue 1 agpec Ha
ynpasnenue: rp. Codwms, parioH M3rpes, xk U3Tok, yn. ,Hukonanm Xantos® 2 Bx. [1 eT. 2. TenecoH 3a
KOHTaKT: +359 2 448 58 58. NHTepHeT agpec: http://www.evrotrust.com.

HpyxecTBOTO ocbliecTBsABa MNy6nuMuHM YHKUMM MO CMUCbIa Ha 3akoHa 3a EeneKTPOHHWUS
AOKYMEHT M eNEeKTPOHHWN yO0CTOBEPUTESTHUN YCIYTN.

EBpOTPBLCT € [QOCTaBuMK Ha KBanuduumpaHu yoocTOBEpPUTENHM ycnyrn. Tow npenocTaBst Ha
noTpebuTenu cpeLly Bb3HarpaxaeHue kBanuduvumpaHn yoocTtoBepuTenHu yeryrm u npogykTun, ¢ BUCOKa
CTeneH Ha curypHocT. [JocTaBuMKbT NpeaocTaBs CBOUTE YCIyru, KakTo Ha TeputopusaTa Ha Penybnvka
Bwnrapus, Taka n B gbpXaBuTe-urieHkn Ha EBponencknst Cblo3 n ocTaHanute CTpaHu no ceeTa.

ViHoBaTMBEH B cBOsITa OENMHOCT, EBpOTPBLCT NpegocTaBsl HAa CBOMUTE MOTPeEOMTENN Cb3gaBaHETo
Ha enekTPOHHM noanucu/nedatn oT pas3cTosHve. B To3n mMKoHOMMYecKM u3rogeH metod Ha pabota
cpefjata Ha Cb3faBaHe Ha erieKTpOHeH noanuc/nedaTt ce ynpasBnsBa OT AOCTaByYMKa OT UMETO Ha
Tutynaps/Cbe3gatens  Ha  enekTpoHHMS  noanuc/medart. EBpOTpbCT rapaHTupa, 4Ye npunara
CTaHOapTu3MpaHu npoueaypuy 3a CUrypHOCT Ha ynpaBneHne 1 n3nonssa HagexaHn CUCTEMWN 1 NPOAYKTY,
BKITHOUUTENHO CUTYPHWN €NEeKTPOHHU KaHann Ha KOMyHUKauums, ¢ Len ga ce rapaHTupa HagexaHocTTa Ha
cpefaTa Ha Cb3fiaBaHe Ha enekTPOHHUA nognuc/neyaT u Aa ce rapaHTupa, Ye Tasu cpega e usnonssaHa

eaVHCTBEHO nopg KoHTpora Ha TuTtynsaps/Cb3gatens Ha enekTpoHHUS Noanumc.

1.1 NPEMMEQ

ol IpaKkTuKa npu npenoctaBsHe  Ha KBanuduuupaHn  ygoctoBeputenHn  ycnyrun®
(MpakTtukata/Certification Practice Statement/CPS) Ha EBpoTpbCT € nybnvyeH gokyMeHT. Ton Moxe ga
6bOe NpPOMEHsH NO BCAKO BpemMe OT [OCTaByMka W BCAKa HOBa pedakums ce cbobwaBa Ha
3anHTepecoBaHNTe Nuua, KaTto Tasu nHopmMaumsa ce Nnybnukysa Ha UHTEpPHET cTpaHuuaTa Ha EBpoTpbCT.

MpakTnkaTa Ha EBpOTPBLCT onucea obwmnTe M3MCKBAHMSA NpU NPeaoCcTaBsaAHe Ha KBanuduvumpanm
yaocToBepuTenHu ycnyrn. [JokyMeHTbT CbabpiKa NpaBunia 1 npouenypu, Kouto Tpsibea Aa ce nsnbnHsasaT
npy wu3gaBaHe W ynpaeneHue (cnvpaHe, npekpaTsBaHe W Bb30OHOBsIBAHE) [OEWCTBMETO Ha
KBanuduumpaHn yaoCTOBEPEHUSA 3a ENeKTPOHHWM noanucu/nedaTtn, KBanuuuupaHu enekTPOHHU
BPEMEBU neyaTtu u ksanudumumpaHn yaoctoBepeHus 3a yeb cant. B xoga Ha obcnyxBaHe Ha 3asBKUTe ce
cbbupaTr HeobOXoaMmMW [OOKYMEHTM NpuM NpPUEMaHe W NpOBEpPKa Ha 3asdBfeHMe 3a wu3gaBaHe Ha
kBanuduumpanHm yaoctoBepenus. B lMNMpakTukata ce onnucea peanvaMpaHeTo Ha MepKUTe 3a CUrypHOCT
npv NpeaocTaBsHe Ha npeanaraHnTe oT EBpOTPBLCT kBanuduumMpaHn yaoCTOBEPUTENHU ycnyrin. Tosu

OOKYMEHT onpenenad npaesata U 3abJDKEeHUA, KaKTo Ha yd4aCTHMUNTE B MH(*)paCprKTypaTa Ha l'Iy6J'IVI‘-IHVIFI
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kntod (PKI) Ha gocTaBumka, Taka U Ha BBHLWHW Nuua (ako MMa Takuea), ydacTBawM B OEMHOCTTa Mo
npeaocTaBsiHe Ha KBanuduumnpaHu ygoctoBeputendm ycnyrn. OnmceaT ce OTrOBOPHOCTUTE, NpaBaTta 1
3agbikeHnsaTa Ha Tutynaps/Cb3gartens Ha KBanuduumnpaH enekTpoHeH nognuc/nevaT npy nNosfsBaHe Ha

YLOOCTOBEPUTENHW yCryru, NpefocTaBsiHu oT EBpoTpbCT.

HacToawmaT AOKYMEHT CbAbpKa OnMcaHne Ha CriegHuTe npeanaraHun yenyru:

> WagaBaHe v ynpaBneHwe Ha KBanuuuMpaHu yOOCTOBEPEHMS 3@ YCbBbPLUEHCTBAHU W
KBanuuumnpaHn enekTpoHHN Noanucy,;

> WagaBaHe v ynpaBneHwe Ha KBanuuuMpaHu yOOCTOBEPEHMS 3@ YCbBbPLUEHCTBAHU W
KBanuduumpaHm enekTpoHHU neyaTw;

> WapgaBaHe u ynpaeneHne Ha kBanuduunpann yooctoBepeHusi 3a yeb canr.

EBpOTpbCT MOXe fa npefocTtaBs Kpuntorpadcku, MHAPOPMALMOHHM U KOHCYNTAHTCKU YCRyru,
CBbp3aHN C MPUMOXMMOCTTa Ha yOOCTOBEPUTENHUTE YCRyrn, crieaBanku obLionpuetute npenopbKy,
crneundmkaummn n ctaHgaptu. 3a Teaun ycnyrn, EBpoTpbCT MoXe Aa nybnvkysa oTAEenHO obLwu ycrnosus.

MpakTnkaTa ce OTHacsa 3a BCUYKM y4aCTHULM B MHAPACTPyKTypata Ha nybrmyHMA KoY Ha
EBpOTPBLCT MO Lenusa CBAT, BKMOYUTENHO, YAOCTOBEPSBALLM OpraHu, perucrTpupall, opraH, TbproBCKu

areHTW, KIMMEeHTK, KpanHu NoTpebuTenn n BCUYKN AOBEPSBALLN CE CTPaHMW.

CbOobpxaHMeTo M CTpyKTypaTa Ha HacToAWMA AOKYMEHT € B CbOTBETCTBME CbC CreaHuTe
CTaHZ4apTU 1 CTaHAAPTU3ALNOHHN JOKYMEHTW:

> RFC 3647: Internet X.509 Public Key Infrastructure Certificate Policy and Certification Practices
Framework ;

> RFC 5280: Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List
(CRL) Prdfile;

> RFC 3739: Internet X.509 Public Key Infrastructure: Qualified Certificates Profile;

> RFC 6960: X.509 Internet Public Key Infrastructure Online Certificate Status Protocol - OCSP;

> RFC 3161: Internet X.509 Public Key Infrastructure: Time-Stamp Protocol (TSP);

> RFC 5816: ESSCertIDv2 Update for RFC 3161,

> RFC 3279: Algorithms and Identifiers for the Internet X.509 Public Key Infrastructure Certificate
and Certificate Revocation List Profile;

> RFC 4055: Additional Algorithms and Identifiers for RSA Cryptography for use in the Internet
X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile;

> ITU-T X.509 | ISO/IEC 9594-8: The Directory: Authentication framework; Public-key and
attribute certificate frameworks

> ETSI EN 319 401: ,Electronic Signatures and Infrastructures (ESI); General Policy

Requirements for Trust Service Providers;
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> ETSI EN 319 411-1 v1.1.1: ,Policy and security requirements for Trust Service Providers
issuing certificates: General requirements®;

> ETSI EN 319 411-2 v2.1.1: ,Policy and security requirements for Trust Service Providers
issuing certificates Requirements for trust service providers issuing EU qualified certificates®;

> EN 319 421 v1.1.1: ,Policy and Security Requirements for Trust Service Providers issuing
Electronic Time-Stamps®;

> ETSI EN 319 412-1: ,Electronic Signatures and Infrastructures (ESI); Certificate Profiles; Part
1: Overview and common data structures®;

> ETSI EN 319 412-2: ,Electronic Signatures and Infrastructures (ESI); Certificate Profiles; Part
2: Certificate profile for certificates issued to natural persons®;

> ETSI EN 319 412-3: ,Electronic Signatures and Infrastructures (ESI); Certificate Profiles;Part
3: Certificate profile for certificates issued to legal persons®;

> ETSI EN 319 412-4: ,Electronic Signatures and Infrastructures (ESI); Certificate Profiles; Part
4: Certificate profile for web site certificates®;

> ETSI EN 319 412-5: ,Electronic Signatures and Infrastructures (ESI); Certificate Profiles; Part
5: QCStatements®;

» ETSI TS 119 495: ,Electronic Signatures and Infrastructures (ESI); Sector Specific
Requirements; Qualified Certificate Profiles and TSP Policy Requirements under the payment services
Directive (EU) 2015/2366%;

> EN 319422 v1.1.1: ,Time-stamping protocol and electronic time-stamp profiles®.

Y[OoCTOBEPUTENHUTE YCNYrM Ce MPeAoCcTaBAT B CbOTBETCTBME C WHTerpupaHata cuctema 3a
ynpaBneHue, npunaraHa OT EBpOTPBLCT, KOATO BKMOYBA M3UCKBaHMATa Ha I1SO 9001:2015, 1SO
27001:2013, 1SO 22301:2012, ISO 20000-1:2018, PernameHTt (EC) Ne 910/20141, OUPEKTWBA (EC)
2015/23662 (PSD2) 1 npunoxumoTo 3akoHogaTtencteo B Peny6nuka Bbnrapus.

HacToswmsaT JOKYMEHT e CTPYKTypypaH B CbOTBETCTBME C pamMKaTa, ornpeaerieHa B npenopbkara
IETF RFC 3647 ,Internet X.509 Public Key Infrastructure Certificate Policy and Certification Practices
Framework®.

EBpoTpbCT Nnogabpka peanua A0KYMEHTU, CBbP3aHu C npunaraHeTo Ha lNMpakTtukaTa. YacT ot Tax
He ca ny6nnyHo 4OoCTbMNHKU. Te ca YacT OT CUrypHOCTTa Ha cucTemaTa 3a ynpaBneHne Ha nHdopmMauusaTa

B EBpoTpBCT.

! Peznamenm (EC) Ne 910/2014 na Eeponeiickus napramenm u na Cveema om 23 1onu 2014 200una ommocno enexmponnama
udenmuuxayusi u yoocmosepumenHume Yciyeu npu eieKmpoHHU MPAHCAKYUU HA 6bIMPEUwiHUs. nas3ap u 3a OmMMAHA Hd
Hupexmuesa 1999/93/EO (Peenamenm (EC) Ne 910/2014)

2 TUPEKTHUBA (EC) 2015/2366 HA EBPOIIEMCKHA ITAPJIAMEHT U HA CBBETA om 25 noemepu 2015 200una 3a
nAAMedICHUme Ycy2u b8 GbmpelwHus nazap, 3a usmenenue na oupexmueu 2002/65/EO, 2009/110/EO u 2013/36/EC u
Peznamenm (EC) Ne 1093/2010 u 3a ommsana na Jupexmusa 2007/64/EO (PSD2)
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1.2 WME U WAEHTUOUKALUNA HA OOKYMEHTA

Hactoawmnar [OKyMEHT e C NbAHO HauMeHoBaHue [lpakTuka npu npegocTaBsHe  Ha
KBanuuumpaHn yooctoBepuTtentm ycnyrn“ ot EBpoTpbCT 1 € NyGrmMyHO AOCTHMNEH B ENEKTPOHHA BEpCUs
Ha UHTEPHET CcTpaHuuaTa Ha EBpOTPbLCT unu ce npegocTaBsa No NpeaBapuUTENHO NOMCKBaHE, N3npaTeHo
Ha enekTpoHeH agpec: office@evrotrust.com.

HacToawmaT JOKYMEHT € C MPUCBOEH YHUKanNeH naeHtudukatop Ha o6ekT (OID — Object Identifier)
1.3.6.1.4.1.47272.3.1.1.

MpakTrkaTa e cBbp3aHa ¢ [NonuTrnkata Ha npeaocTaBsiHe Ha KBanuULMpaHn yaoCTOBEPEHNS 3a

eneKTPOHHU noanucu/neyvaT n kBanupuumpaHn yaoctoBepuTentn yenyru. MNMonutukata BrtoYBa:

> onucaHue Ha ycrnosusitTa, kouto [locTaBUMKLT cnasBa W crneaea npu  M3gaBaHe Ha
KBanuuuupaHn yooCTOBEPEHUS, KAKTO U NPUIOXMMOCTTa Ha Te3n YAOCTOBEPEHUs C orfes Ha HUBOTO
Ha CUIYPHOCT U OrpaHUYeHUsiTa Npy N3NoN3BaHeTo NM;

» CbBKYMHOCT OT KOHKPETHW Npoueaypu, KOUTO ce cnaseaT B NpoLeca Ha nsgasaHe v nogabpxkaHe
Ha KBanMUUMpaHU yOOCTOBEPEHUs, U3UCKBAHMS MPU UAEHTUdMKALMS, YCNoBusaTa U Heobxoammute
HMBAa Ha CUIypHOCT NpY Cb3[aBaHe Ha erNekTPOHHNUS nognuc/neyaT u CbxpaHsiBaHe Ha YacTHUS KITHoY;

> onpegens nNpuUnoXMMocTTa W CTeneHTa Ha [JoBepve B MNpuroxeHata WHdgopmauus B

KBaJ'II/I(bI/ILl,I/I paHnTe yaoCToBEepPEHUA.

MpakTnkaTa n3nbnHaBa obLWMTE N3NCKBAHNSATA 3@ YAOCTOBEPUTENHN NONUTUKK, nocoveHn B ETSI
EN 319 411-1: NCP 3a QCP-l ; NCP+ 3a QCP-I-gscd; NCP 3a QCP-n; NCP+ 3a QCP-n-gscd, DVCP 3a
QCP-w 1 OVCP 3a QCP-w.

KBanudguumpaHuTe yaocTtoBepeHudaTa, nsgageHu ot EBpoTpbCT, cbabpXKaT ngeHTudukaTopm Ha
NONUTUKNTE 3a Wu3gaBaHETO WM, KOMTO Morat ga O6baoat npoBepenHn B Policylnformation n
CertificatePolicies.

Ha Bcsika OT NONUTUKNTE, B CbOTBETCTBME C KOUTO Ce u3gaBat KBanupuuupaHiTe yaoCTOBEPEHMUS
ot EBpoTpbCT, ce npuceosiBa naeHtngpukatop Ha obekt (OID — Object Identifier). CtomHocTUTe Ha

naeHTUdmKaTopuTe Ha obekTu ca:

UpeHTucpmkaTop Ha o6ekT

KBanudwuumpaH opraH/ycnyra
i i P e (OID), Policy identifier

Evrotrust RSA Root CA 1.3.6.1.4.1.47272.1
Evrotrust RSA Validation 1.3.6.1.4.1.47272.1.1
Evrotrust TSA 1.3.6.1.4.1.47272.1.2
Evrotrust RSA Operational CA 1.3.6.1.4.1.47272.2
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Evrotrust RSA QS Validation 1.3.6.1.4.1.47272.2.1
Evrotrust Qualified Natural Person Certificate for QES 1.3.6.1.4.1.47272.2.2
Evrotrust Qualified Natural Person Attribute Certificate for QES 1.3.6.1.4.1.47272.2.2.1
Evrotrust Qualified Legal Person Certificate for QESeal 1.3.6.1.4.1.47272.2.3
Evrotrust SSL Domain Validated Certificate 1.3.6.1.4.1.47272.2.4.1
Evrotrust SSL Organization Validated Certificate 1.3.6.1.4.1.47272.2.4.2
Evrotrust SSL EV Certificate 1.3.6.1.4.1.47272.2.5
Evrotrust SSL PSD2 Certificate 1.3.6.1.4.1.47272.2.5.1
Evrotrust Qualified Natural Person Certificate for AES 1.3.6.1.4.1.47272.2.7
Evrotrust Qualified Legal Person Certificate for AESeal 1.3.6.1.4.1.47272.2.8
Evrotrust Qualified PSD2 Legal Person Certificate for AESeall 1.3.6.1.4.1.47272.2.8.1

EBpoTpbCT cv 3anasBa npaBoTO fAa paswupsiBa nogabpkaHute [MonuTMKM Ha w3gaBaHu

YLO,OCTOBEpPEHMS], Ypes onepaTuBHUTE Y40OCTOBEPSIBALLMN OpraHu.

1.3 YYACTHUUMN B UHOPACTPYKTYPATA HA EBPOTPBCT

MpakTvkaTa perynvpa Han-BakHUTe OTHOLUEHUS MexAay nuvuaTta B CTpykTypata Ha EBpoTpwbCrT,
HEeroBuTe KOHCYNTaHTCKN M OAUTOPCKU EKUMNW, KaKTO M OTHOLLEHMATa MeXAy AoCTaB4vmKa 1 notpebutenute
Ha kBanuduumpaHn yaocToBepsaBalyu ycnyrm (qosepssawm ce cTpaHm u notpebutenn). amcksanumaTa u
npasunaTta onucanu B [pakTukarta ce npunarar 3a:

> YaocToBepsBalLLn OpraHu;

PerucTtpupalum opranu;
Motpebutenn (Knnentu/Tutynapu/Co3gatenn n T.H.);

[loBepsiBawm ce cTpaHu;

vV V V 'V

Opyrn yyactHuum.

EBpOTpbCT npegoctaBsa KBanuuumpaHu yAOCTOBEPUTENHU YCRYrn Ha BCUYKM (DU3NYECKU U
Iopuamyecku nuua, KouTo npuemaT npasunaTa Ha To3u OKyMeHT. LlenTa Ha MNpakTukaTta e knueHTuTe ga
6baaT ybeaeHn B CUrypHoCTTa Ha NpegocTaBsHUTE KBanuuumpaHn y4oCTOBEPUTENHMU YCIYTN.

I7Iepapxw-|HV|;| Moaen Ha TeXHOoNnorm4Hata cCuctema Ha EBpOTp'bCT MMa cnegHua sua.
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Evrotrust RSA Root CA

Evrotrust TSA Evrotrust RSA Evrotrust RSA

Operational CA Validation

Evrotrust RSA QS
Validation

1.3.1 YOOCTOBEPSABALLU OPIrAHU
1.3.1.1 BA30B YOOCTOBEPABALL OPIAH (,EVROTRUST RSA ROOT CA*)

.Evrotrust RSA Root CA® usgaBa kBanuuuupaHu enekTPoHHM YOOCTOBEPEHUS, KOUTO ca
NepapxvyHo 3aBUCUMM B WHAPACTPYKTYPHO OTHOWEHWe B [omMenHa Ha EBpoTpbeT. BasosoTto
yaocToBepeHne Ha EBpoTpbCcT e camousgageHo u camonognucaHo ¢ 6a3oBus YacTeH KoY Ha
EBpoTtpbceT. C 6a30BKst YacTeH KIoY A0CTaBYMKbT NOANMCBA yOOCTOBEPEHUS 3a NyONnYHKU KrtoyoBe Ha

CBOU onepaTtnBHU y}J,OCTOBepFIBaLIJ,M opraHu.

1.3.1.2 ONEPATUBEH YAOCTOBEPSABALL OPIrAH (,EVROTRUST RSA OPERATIONAL CA*)

,Evrotrust RSA Operational CA* usgaBa noTpebutencku keanuduuupaHu yaoocTOBEPEHUS,
cbrnacHo lMpakTukaTa u MNonuTukaTta 3a NnpegocTaBsaHE Ha KBanMuUUmMpaHn YAOCTOBEPUTESHM YCIYTU.

Motpebutencknte kBanuduumpaHn yooCTOBEPEHUS, KOUTO m3gaesa ,Evrotrust RSA Operational
CA* B nHbpacTpykTypaTa Ha EBpoTpbCT GUBaT :

e Evrotrust Qualified Natural Person Certificate for QES/AES (E-Sign) - usgaBa ce Ha
dusnyecko nuue (Tutynsap). Uma xapakrep Ha kBanuduumpaHo ygoctosepeHue 3a KEMN/YCEl. Moxe ga
ce M3non3ea 3a MAeHTMdUUMpaHE M YCTaHOBABaHE HA CaMOSIMYHOCT MpU OOCTbN OO WHTEPHET
NPUINOXEHMUS, 3aLLMTEHN KOMYHUKALUN N €NEKTPOHHO MOAMMCBAHE Ha LOKYMEHTU OT BCsKakbB Tun. B
YyAOCTOBEPEHMETO MOXE Aa Ce BNUCBAT U JaHHM 33 OpUaNYecKo nuue, acoLmmpaHo ¢ (om3nyeckoTo nuue,
OT MMETO Ha KoeTo TUTynapaT we nognucea.

e Evrotrust Qualified Legal Person Certificate for QESeal/AESeal (E-Seal) - nsgaesa ce Ha
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topugmyecko nuue (Cosgaten). WMma xapaktep Ha  KBanuduuMpaHO YAOCTOBEPEHME 3a
KEMeuat/YcElNeuaTt. Moxe fa ce n3nonaea 3a ga ce rapaHTMpa Npousxod U UHTErpuTeT Ha U3xXoadim ot
IOPUANYECKOTO NULE AaHHW, HaMp.: eNeKTPOHHU OKYMEHTWN, CHUMKWN, apXUTEKTYPHU MPOEKTU, copTyep U
Apyrn.

e Evrotrust Qualified PSD2 Legal Person Certificate for AESeal (E-Seal) - n3sgasa ce Ha
HocTtaBunk Ha nnatexHu yenyr (PSP) cnopeg PSD2. ma xapakTep Ha KBannuumnpaHo yaoctToBepeHmne
3a YcElleuaTt. N3nonaea ce 3a n3nbrHeHne Ha nsnckBaHmsta Ha PSD2.

eEvrotrust SSL Domain Validated/Organization Validated/EV Certificate (Website
authentication) — usgaBa ce uUenMTe Ha yOOCTOBEPSIBAHETO Ha yebcalT, CBbp3aH C KOHKPETHO
hU3NYECKOTO UNK topuandeckoTo nuue. Mima xapakrepa Ha kBanvduumMpaHo yaocToBepeHne 3a yebcant
no cmucbna Ha PernameHT (EC) Ne 910/2014 n ce n3nonsea 3a cb3gaBaHe Ha YBEPEHOCT Y NoceTuTern,
ye yebcanTa e Ha peaneH n nermtTumeH cybekT. Ypea TexHomnorusita ce obesneyaBa HagexaHa
CBBbP3aHOCT MO CUrypeH NPOTOKON 3a 06MeH Ha MHopmauumsTa.

e Evrotrust SSL PSD2 Certificate (Website authentication) — usgaBa ce 3a uenute Ha
yaocToBepsiBaHeTO Ha yebcawnT, cBbp3aH ¢ [locTaBumk Ha nnatexuHu ycnyrm (PSP) cnopep PSD2.
M3nonsea ce 3a u3NbMIHEHWE HaA M3UCKBaHUATa Ha PSD2. Mma xapakTepa Ha KBanuduuupaHo
yaocToBepeHune 3a yebcanT no cmucbna Ha PernameHT (EC) Ne 910/2014 n ce nsnonssa 3a cb3gaBaHe
Ha yBEepeHOCT y noceTuTen, Yye yebcanTa e Ha pearneH u nermtumeH cybekr. Upes TexHonorusta ce
obesnevaBa HagexaHa CBbP3aHOCT MO CUIypeH NPOTOKOI 3a 06MeH Ha uHdopmaumaTa.

e Evrotrust Qualified Natural Person Attribute Certificate for QES - usgaBa ce c uen
naeHTnduumpaHe Ha dusmyecko nuue (TUTynsp) ¢ KOHKPETHU, ONMCaHN B yOOCTOBEPEHNETO aTpmbyTy.
Mma xapaktep Ha kBanudpuumnpaHo ygoctosepeHune 3a KEIN. Beuyku npouenypu n npasuna 3a HEroBOTO
n3gaBsaHe 1 ynpasneHue cbBnagaT ¢ Teaun Ha ,Evrotrust Qualified Natural Person Certificate for QES/AES
(E-Sign)“. Pasnukata mexngy ABeTe YOOCTOBEPEHWS € B Cpoka Ha pgenctesme, obema M Buaa Ha

yaooCToBEPEHUTE B TAX AAHHW.

KBanuduumpaHmaT onepaTuBeH yaocToBepsBall, opraH Ha EBpOTpbCT U3NbrHABa criegHuTe
cneunnyHn 3agbImKeHns , BKNKOYEHN B paMknuTe Ha MNonutukaTa u MNpakTtukata Ha EBpOTPLCT:

» [puemaHe Ha eneKkTPOHHO WCKaHe 3a KBanUMUUUPaHW YOOCTOBEPEHUA UMK
KBanuduumpaHn yaoCToBEPUTENHU YCNyru;

»  WspaBaHe Ha kBanudumumpaHO yOOCTOBEpPeEHME 3a KBanuduumpaHa yaoocToBepuTenHa
ycnyra Bb3 OCHOBA Ha UCKaHuaTa crief naeHTuduvkaumnsa Ha notpeburtenure;

» [ybnukyBaHe n noggbp)KaHe Ha u3gageHn KeanuduumpaHn yOooCTOBEPEHUSI B
CbOTBETCTBME C NpoLeaypuTe, onucaHu B NONUTUKNTE U NPaKTUKNUTE Ha EBpOTPBLCT;

»  [lpnemaHe n M3NbIIHEHWE Ha UCKaHe 3a OTMsIHA Ha KBanuduvuupaHa yoocToBepuTenHa

ycrnyra B CbOTBETCTBME C NpoLeaypuTe, NoCOYEHN B NONUTUKUTE N NPaKTUKMTE HA EBPOTPBLCT;
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»  WspaBaHe Ha CnncbK CbC cnpeHnTe n npekpateHn ygoctosepeHus (CRL);

> My6nukyesaHe Ha n3gageHnsa CRL;

»  CobxpaHsBaHe 3anucute (foroBeTte) no npoueca Ha u3gaBaHe Ha KeBanuduumpaHu
YAOCTOBEPEHNS U OT ApYyruTe yagoCTOBEPUTESTHU YCIyrn, KOUTO NOANEXaT Ha oauT;

»  [pyrv gerHoCTu 1 ycnyru, CBbp3aHu ¢ AeHOCTTa Ha EBpOTpbCT.

EBpoTpbCT 3ana3sa NpaBOTO Aa paswmpsiBa UNn NpoMeHst MHdpacTpykTypata cu C apyra

Mepapxusi NN ¢ paswWwMpeHne Ha Tekyllara.

1.3.2 PEFMCTPUPALL OPTAH

dyHKUMNTE Ha Permctpupall, opraH ce n3sbpLuBat ot 06ocobeHa CTpykTypa Ha EBpoTpbCT nnm ot
BBHLUHM NMUa, Ha KouTo EBPOTPBCT Bb3nara OCbLLECTBABAHETO MM, B paMKUTE Ha paspeLleHoTo OT
3akoHa. PyHKuMMTE ca:
> [MprvemaHe Ha uckaHe 3a kBanuduumpaHa yaocToBepuTenHa ycnyra;
> [lpoBepsBaHe 4pe3 noaxogswnM cpeactBa M B CbOTBETCTBME C  MPUMIOKUMOTO
3aKOHOAATENCTBO HA CaMONMYHOCTTa/MAEHTUYHOCTTA U ako € NPUMOXMUMO, Ha BCUYKM cneunduyHn JaHHN
3a n1ueTo, Ha KoeTo ce u3gaBa KBanuguumpaHo ygocToBepeHme;
> WpeHTudpmumnpaHe Ha nuuUeTo nogano WUCKaHe CbracHo YycTaHoBeHWTe OT EBpOTpLCT
npasuna n npoueaypu;
> YpocTtoBepsiBaHe Ha BEPHOCTTa M AOMYCTUMOCTTa Ha NogafeHo UckaHe 3a KBanuduumpaHo
YyAOCTOBEPEHWE;
> YBegomsiBaHe Ha noTpebuTtenuTe 3a U3gageHo KBanvuuupaHo YyaoCTOBEPEHNE;
> OcurypsiBaHe Ha HagexgHa cpeda 3a MonyyYyaBaHe Ha u3gageHo  KBanuduuupaHo
yAOCTOBEPEHME UMW U3NON3BaHe Ha KBanudurumpaHa ygoctToBepuTenHa ycnyra;
> VHnummpaHe n npegaBaHe Ha yOOCTOBEPSBALLMSA OpraH B XapTUeHa Unn enekTpoHHa opma
Ha 3asBKM 3a ynpasrieHue (cnvpaHe, Bb30OHOBSABaHE U NpekpaTsiBaHe) Ha U3gaaeHn YaoCTOBEPEHMS;
> WM3BbpliBaHe Ha ogobpeHue Ha 3asiBKM 3a NpoabinkaBaHe OENCTBMETO Ha KBanndumumpaHo
yAOCTOBEpPEHNE OT MMETO Ha EBpOTpLCT;
>  CknioyBaHe Ha OOroBOpuv 3a NpefocTaBsiHe Ha yOOCTOBEPUTENHU M APYrM KpunTorpadcku,
NHPOPMALIMOHHN N KOHCYNTaHTCKN yCnyrn ¢ notpebutenn ot uMeTo Ha EBpoTpbCT;
> Opyru pyHKUKUK, KOUTO OCcUrypsaBaT PyHKLUOHUPAHETO Ha kBanuduumpaHa yaocToBepuTenHa
ycrnyra Ha EBpoTpbCT.
PeructpupawmaTt opraH moxe ga 6bae o60cobeHO 3BEHO B paMKUTE Ha opuauyvecko nuue,
pasfnuyHo oT EBpOTPBLCT, Ha KOeTo ca AenernpaHu npaea a OCbLUEeCTBSABaA Te3n JeMHOCTU UK Ha YacT
OT T9X OT umeTo Ha EBpoTpbeT. OTHOWeEHMATa Mexay EBpoTpbCT 1 Pernctpupalyms opraH ce ypexaar ¢

[10roBOp.
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1.3.3 MNMOTPEBUTEIN

Bcsiko domanyecko, ropyanyecko nnv apyro nvue, Koeto uma CkrodeH aoroeop ¢ EBpoTpbeT 3a
yLoOCTOBepUTEnHa ycnyra e notpebuten Ha Tasu npegoctaBeHa oT EBpoTpbCT yenyra.
Korato TOBa € MpakTU4Yeckn OCHLLECTBMMO, NPenOCTaBsAHUTE YOOCTOBEPUTENHM YCNyrn WU

n3non3BaHUTe Npu npenocTtaBAHETO Ha Te3n yCnyrn npoaykKTu ca AOCTbMNHU N 3a XOpa C yBpeXxXaaHu4.

1.3.3.1 TUTYNAP

Tutynapat (Titular) Ha enekTpoHeH NoANUC € PU3NYECKO NMLEe, KOETO Cb3fdaBa €feKTPOHHMUS
nognuc.

TuUTynapsT ocbllecTBABa OT CBOE UME UM OT MMETO Ha ApYro nuue, KOeTo Ton nNpeacraensea,
€MEeKTPOHHU U3SBMNEHUSA, KOUTO €EfeKTPOHHO nognuMcBa B CbOTBETCTBME C NpefocTaBeHata My
npegcraesuTenHa Bnact. B ygoctoBepeHMeTo MOXe ce NOCOoYU N NNLETO, KoeTo TUTynaps npeacraensea.

TUTyNApSaT Ha enekTpOHHUSA MOAMMC MOXe Oa Bbanara obcnykBaHeTO Ha ycTpowucTBaTta 3a
Cb3gaBaHe Ha KBanuduumpaHn enekTpoHHM NOAMUCK Ha TpeTa CTpaHa, Npu YCrnoBue, Ye ca BbBeOeHU
noaxogswm MexaHnusMn n npoueaypw, rapaHtupaium, ye TUTynapaT pasnonara ¢ egHONUYEH KOHTPO-
BbPXY M3MON3BaHETO Ha AaHHUTE, CBbP3aHN CbC Cb3[aBaHETO Ha €NEKTPOHHUS My Noanuc, U 4ye npu
N3MON3BaHeTO Ha YCTPOMCTBOTO Ca M3MNbIHEHUM M3UCKBaHUATA MO OTHOLLEHWe Ha KBanuduuupaHus
erieKTpOHEeH noanuc.

EgovHcTBEHO TUTYNAPAT Ha KBANMAULMPaHOTO yOOCTOBEPEHME, MMA NMPABO Ha JOCTHLN 40 YaCTHUSA
KN4 32 MOAMUCBAHE Ha EneKkTPOHHW U3SABMEHUs, 4Ype3 KOUTO Cb3[aBa YCbBbPLIEHCTBAH Wnuv

KBanuduumnpaH enekTpoHeH noanuc.

1.3.3.2 CBb3OATEN HA MEYAT

CovspatenaTt (Creator) Ha ne4vaT e lOpMANYECKO NULE, KOETO Cb3aBa ENEKTPOHEH nevar.

Cb3patenat Moxe fa nogneyarBa €NeKTPOHHW OOEKTW, HE3aBWCMMO OT TsiXHaTa CbLYHOCT
(codpTyep, CHUMKN, My3uka, UMW, KHUTU, apXUTEKTYPHM NPOEKTU, 6a3n AaHHKU, Au3arH 1 Ap.), C KOeTo
ornacsiea, 4e TOM € NEerMTUMHUSA U3TOYHUK Ha TO3U ENEKTPOHEH OBEKT, KAKTO N 06EKTa € C HeHapyLLeHa
UAnocCT (MHTErpuTeT). ENEKTPOHHUAT nevaT He rapaHTMpa npaBa BbpXy €NeKTPOHHUST 00EKT (aBTOPCKU K
Apyrn).

FOpuanyeckoTo nuue e NocoYeHO B M3OaAEHOTO yAOCTOBEPEHUE 3a E€MNEKTPOHEH MedvaT KaTo
Cb3paTen.

EaunHctBeHo Cb3gaTensT kato MNoTpebuten Ha kBanudmumpaHo yaoCcToBepeHne, nMa NpaBo Ha
AOCTbN [0 YaCTHMS KN4 3a nojrneyaTBaHe Ha EneKTPOHHW M3SBMEHMS, Ype3 KOUTO TOW cb3aaBa

YCbBBbPLWEHCTBAH UINKN KBaJ'II/I(bVILI,VIpaH EJ1IEKTPOHEH ne4ar.
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1.3.3.3 KIIUEHT

KnuneHT (Subscriber) e nuueTto, koeTo nonssa kBanudpuuupaHata yaoctoepuTenHa ycnyra. Ton
MOXe Ja e topuanyecko, mM3n4ecko unm gpyro nuue n moxe Aa cbenaga c Tutynaps/Ceagatens.

KnneHTbT MOXe ga genctBa OT MMETO Ha €4UH Ui HAKONKO pasnunyHu Tutynapu/Ce3gatenu, ¢
KOUTO TOM € cBbp3aH. KNMeHTbT e Hanpumep KOMMNaHWus, KOATO M3WUCKBa YOOCTOBEPEHMS 3@ CBOUTE
CNyXXuTenu, 3a Aa MM No3BOSn fa ydacTBaT B €MeKTPOHHUTE BmM3Hec npouecn oT MMETO Ha KOMMaHusaTa
N MOXe Aa He NMpUCbCTBa B AaHHWUTE, BNUCAHM B U30aAeHOTO yaocTtoBepeHue. KnnmeHTbT Moxe a e u

imge, KoeTto HanpuMep nofaea ygoctoBepuTesiHa ycnyra Ha EBpOTp'bCT 3a yooctoBepsaBaHeE Ha BpeMe.

1.3.4 [OOBEPABALLU CE CTPAHU

[loBepsiBalla ce cTpaHa O3Ha4YaBa (HU3NYECKO MNN OPUAMYECKO JuLe, KOEeTO pasyMTa Ha
yLOOCTOBEpUTENHA ycryra.

[loBepsiBalwTe ce CTpaHW crneiBa Aa UMaT NO3HAHUS U YMEHUSI OTHOCHO W3MNON3BaHETO Ha
KBanuuunpaHo yaoCTOBEPEHME U Aa ce [oBepsiBaT Ha yooCTOBEpeHUTe 0b6CToATencTBa B TAX camo C
ornep Ha npunoxumata Monutuka, 0cobeHo No OTHOLLEHUE Ha HMBOTO Ha CUIYpPHOCT NMpu NpoBepka Ha
camonuMyHocTTa Ha TuTynsipute U uaeHTUYHocTTa Ha Cb3gatenute Ha Te3n KBanuuuupaHu
YOOCTOBEPEHMSl, KakTO M MO OTHOLIEHWE Ha BMNWCaHWTE B YAOCTOBEPEHMETO OrpaHuyeHus 3a
N3MNON3BaHETO My.

[loBepsiBaluTe Ce CTpaHM MMaT NOCTOsIHEH AOCTbN 4O perncTpuTte Ha EBpoTpbCT 3a NpoBepka Ha
BanuaHoOCTTa Ha kBanuduumMpaHuTe YOOCTOBEPEHUS, 3a YCTAHOBSIBAHE Ha erekTpoHHaTa UAEHTUYHOCT
Ha TuTynspute/Cb3gatenute Unu Ha Apyru obcTosTencTsa v 4aHHU, OTpa3eHu B YAOCTOBEPEHMSITA UMK
BN1CaHN B T€3W PErUCTPMU.

[loBepsiBalnTE Ce CTpaHW, yCTaHOBEHM M3BLH TepuTtopusita Ha Penybnvka Bbnrapus, moraT aa
pasuntaT Ha HaOEeXAHO, CUrypHO, NecHo M yaobHo kBanuduumMpaHo BanvaupaHe no aBToMaTusupaH
HauMH Ha KBanNUMULMPaHN enNeKkTPOHHM NOANUCKU U eNEKTPOHHM neYyaTtu, YAOCTOBEpPEHMsITa 3a KOUTO ca

nsgagexu ot EBpoTpbCT.

1.3.5 OPYIYM YYACTHULMU
1.3.5.1 YAOCTOBEPSIBALL OPFAH 3A W3OABAHE HA KBANVU®ULMPAHU ENEKTPOHHU
BPEMEBM MNEYATHU (,EVROTRUST TSA%)

,Evrotrust TSA"“ nsgasa notpeduTtenckun ksanndumumpaHm enekTpoHHM BpeMEBU nevaTu.
,Evrotrust TSA" ocbliecTBABa cneaHnUTe JENHOCTHU:
» [llpuema uckaHus 3a yooctoBepsiBaHe Ha BpeMe Ha NpeacTaBeHo CbabpXXaHne Ha enekTpoHeH

AOKYMeHT oT Tutynsaps/Cb3gatens unu [loBepsiealla ce CTpaHa;
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» Wanonaea TexHonorns 3a o6Bbp3BaHe Ha gaTaTa v Yaca ¢ 4aHHUTE MO HauMH, KOUTO A0 ronsma
CTeneH N3kNi4Ba Bb3MOXHOCTTa 3a He3abenasaHa NpoMsiHa Ha AaHHUTE;

» [lenHocTTa My Ce OCHOBaBa Ha aTOMEH U3TOYHWK HAa TOYHO BpeMe, CBbp3aH C KOOPANUHUPAHOTO
YHMBEpPCanHo BpeME;

» [lognucBa C YCbBBLPLUEHCTBAH €MEKTPOHEH MOAMMC WM nogneyaTtBa C YCbBbPLUEHCTBAH
eneKTPOoHeH nevart oT EBpOTpBLCT;

» OcurypsiBa Bb3MOXHOCT 3a [jOKa3BaHe B NOcnenBaLll Nepuos BbB BpeMETO (crneq nstnyaHe Ha
nepuoga Ha [EWCTBME Ha KBanuUUUMPaHUA €enekTpOHEeH BpemMeBM nedyat) Ha akta Ha
nognuceaHe/nognevarsaHe Ha eNeKTPOHEH OOKYMEHTU UNW Ha ApYr eneKkTpoHeH O0eKT;

» KeanuduumpaHn enekTpoHHM BPEMEBU NMeYyaTth ce ngasaT Ha U3NYECKN N HA OpUanUYeCcKn
nuua, kouto ca Tutynapu/Cb3gatenn. KsanudpuumpaHmaT enekTpoHeH BpeMeBW nedvart ce nonssa oT
npesymnumsTa 3a TOYHOCT Ha yKa3aHWTe OT Hero Aata M 4Yac U 3a USanocT Ha AaHHUTe, C KOUTO ca
00Bbp3aHK gaTaTa U vYachbT.

» KBanuuumpaHnat enekTpoHeH BpemMeBM nedvat msganeH oT EBpoOTpbCT, ce npusHaBa 3a
TakbB BbB BCUYKM AbpXKaBU-YNeHKN Ha EBpONenckms cbios.

» KBanuunumpaHmar enekTpoHeEH BPeMEBWU MeyaT MOXe [[a Ce WHTerpupa B npoueca Ha
Cb3gaBaHe, wu3npawaHe unuM npuemMaHe Ha €enekTPoHHWUTE noanucu/nedatu, Ha eneKkTPOHHO
noanucaHu/nogneyaTaH JOKYMEHTU U eNEeKTPOHHU TpaH3aKumuy, Npu apxXmBMpaHe Ha eNekTPOHHU AaHHMU,
B €NEeKTPOHHWN HoTapuaTtu u ap.

» EBpoTpbcT paspabotBa n nybnukyBa otgenHa [Monutuka Ha OpraHa 3a m3gaBaHe Ha

KBanuuunpaHu enekTpoHHN BpeMeBM nevaTtu.

1.3.5.2 OPrAHU 3A BAJIVOUPAHE

KsanuduumpaHute ygoctoBepeHusi B MHpacTpyKTypaTa Ha EBpOTPBLCT, KOUTO Ce MU3nonsear 3a

nognuceBaHe Ha 3asBkaTa 3a BanugupaHe, omeart:

> »Evrotrust RSA Validation“ — Manon3ea ce 3a BanugupaHe Ha 6a3oBus noanuc n ce
nsgaea OMpeKTHO oT 6a30oB ygocToBepsiBall opraH (,Evrotrust RSA Root CA®);

> .Evrotrust RSA QS Validation* — Wsnon3sa ce 3a BanuauMpaHe Ha MNoOTpeduTencku
KBanudunumpaHm yaocToBepeHusa n e n3gageH oT onepatuMBeH yaoctoBepsiBaly opraH (,Evrotrust RSA
Operational CA").

KBanuduumpaHaTta ycnyra ce nsnonasa 3a BanMaMpaHeTo Ha eNeKTPOHHU NOAMNNCK, eNEKTPOHHN
neyaTu, ycrnyru 3a enekTpoHHa npenopbyaHa AoCTaBka, KakTo U YAOCTOBEPEHWMS], CBbP3aHu C TE3N YCIyru.
BanugupaHe ce ocbllecTBABa M Ha KBanuduuMpaHu YAOCTOBEPEHWUS 3a aBTEHTUYHOCT Ha yebcanT.
Ycnyrata no kBanuduvuMpaHo BanuaupaHe ce npepoctaBaA OT EBpPOTPBLCT, B KA4eCcTBOTO My Ha

KBaJ'II/Id)I/ILl,I/IpaH OOCTaB4MK Ha yOOCTOBEPUTEITHN YCIYT.
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B npoueca Ha BanuaupaHe Ha KBanuduuupaH enekTpoHeH noanuc/nedat OpraHbT 3a
BanuampaHe Ha EBpoTpbCT NOTBbpXAaBa BanmaHoCTTa Ha KBanuuumpaHus enekTpoHeH nognuc/neyar,
npwv ycnosue 4e:

> YOOCTOBEPEHMUETO, npvapyxasaLio nognvcal/neyarta KbM MOMeHTa Ha
nognuceaHeTo/nognevarsaHeTo € 6mno kBanumumpaHo yagoCcToBEpPEHME 3a €MEKTPOHEH nognuc/neyar,
OTroBapsLLo Ha nancksaHuaTa Ha PernameHT (EC) 910/2014;

> KBanNMMUUMPaHOTO YAOCTOBEpeEHWE, n3gaaeHo oT EBpoTpbCT € 61no BanuaHo KbM MOMEHTA
Ha nognuceaHeTo/nogneyYaTBaHeTo;

> [AaHHUTe 3a BanuaupaHe Ha nognuca/neyata CbOTBETCTBAT Ha AaHHUTE, NpPeaoCTaBeHu OT
AoBepsiBallaTa ce CTpaHa;

> YHUKanHuaT Habop oT pgaHHwW, npeactaBawm  Tutynapsa/Cb3gatens Ha  enekTpoHHUSA
noanuc/neyart B y4OCTOBEPEHMETO, € HaAMNEeXHOo npeaafeH Ha foBepsBallaTta ce CTpaHa;

> aKo KbM MOMEHTa Ha noanvcBaHeTo/nognevarBaHeTo e 6un 13non3saH NCeBgoHUM, TO TOBA
e SICHO yKa3aHo Ha JosepsBallaTta ce CTpaHa;

> eNeKTPOHHWAT nognuc/nedaTt € cb3gafdeH OT YCTPOWCTBO 3a Cb3faBaHe Ha ernieKTpoHeH
nognuc/neyar;

> UenocTTa Ha nognucaHute/nognevataHn JaHHU He e 3acTpalleHa;

> W3NCKBaAHWATA Ha HacToAWMS [OOKYMEHT ca OunuM  UM3NbfAHEeHW KbM MOMEHTa Ha
noanuceaHeTo/noanevyaTBaHeTo.

M3nona3BaHaTa 3a BanugupaHe Ha KBanvdpuuupaHus eNneKTpoHEeH nognuc/nevaTt cuctemMa Ha
EBpOTPBLCT NpeaocTaBsa Ha JoBepsiBallaTa ce CTpaHa NpaBuUIiHUA pe3ynTaTt OT npoueca Ha BanuaupaHe
1 1 NO3BONSABA Aa OTKPUE eBEeHTyanHu npobnemu, CBbp3aHu CbC CUTYpHOCTTA.

Bcsaka goeepsiBawata ce cTpaHa, KoraTo npvema KBanvduumpaHo yaoCTOBEpeHWe, MoXe na
3asBM MpoBepka Ha cTaTyca Ha yaocTtoBepeHusita B peanHo Bpeme npe3 OCSP cbpebp (On-line
Certificate Status Protocol/llpoTokon 3a oHnanH NnpoBepka Ha cTaTyca Ha y4oCTOBEpPEHME).

lMpoBepkaTa Ha cTaTyca Ha KBanuuumMpaHo yAOCTOBEPEHME B peasiHo BpeEME He € 3aabikntenHa
dyHKUMs 3a [loBepsaBawmTe ce cTpaHu, HO [loCTaBYMKbT NpenopbyBa Aa ce u3nonsea Tasu ycnyra. 3a
nocTuraHe Ha Mno-rofsiMa CUrypHOCT MpPW  U3MON3BaHe Ha €eneKkTPOHHM noanucu/neyatn, e
nNpenopbYMTENHO WHTErpuMpaHe Ha ycnyrata B npoueca Ha Cb3[aBaHe Unu npuemaHe Ha eneKkTPOHHO

nognucaHu/noaneyataHn JOKyMEHTU.
1.4 YNOTPEBA HA KBAJTIMOULUNPAHU YO OCTOBEPEHUA
KBanuduumpaHo yaoctoBepeHne 3a enekTpoHeH noanuc/neyat, 3a keanuduumpaH enekTpoHeH

BpPEMEBU nevaTt Wnn 3a aBTEHTMYHOCT Ha yebcanT ce m3gasa oT ,EBpoTpbeT TexHonbmpxkmc” ALl kato

KBaﬂVI(*)I/ILI,I/IpaH OOCTaB4MK Ha KBaﬂMQ)I/ILI,I/IpaHI/I yOOCTOBEPUTESTHU YCIyrn 1 OTroBapsA Ha ornpenerieHnTe
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B PernameHT (EC) 910/2014 nancksaHus.

KBanuduumpaHuTe yaoctoBepeHusTa Nno3sonsBeart Ha nuuara ga ce rnonssaT OT npes3ymnums 3a
Hanuyne HeonpeaeneHu akTu Npu yyacTtue B eNeKTPoHHU TpaH3akuuni. Te morat Aa 6baat nsnonssaxu,
KoraTo ce Hanara Aa ce npeanasv fageH obMeH Ha enekTpoHHa MHopMauums.

KBanuduvumpaHo ygocTtoBepeHue 3a nyorvyeH ko4 e nognucaH oT EBpPOTPBLCT eneKkTpoHeH
AokymeHT B X.509 ctaHgapT, cbabpxalw, npeanucaHm ot PernameHt (EC) Ne 910/2014 pekBusutwy,
yaocToBepsiBally Bpb3kata mexay Tutynaps/Cv3gatens n nybnuyuHns My Kniodv, CbOTBETCTBALL Ha
YaCTHUS KN4, C KONTO Tutynapsat/Cb3gatenaT e cb3fan enekTpoHHUA nognuc/nedaTt u Cnyxu 3a
npoBepka Ha nognuca/neyata BbpXy €NeKTPOHHU JOKYMEHTU U APYr eNeKTPOHHU 06eKTH.

KBanuduumpaHuTte ygoctoBepeHusaTa, nagageHn ot EBpoTpbeT, morat ga 6baart nsnonssaHu 3a
yAOCTOBEpsiBaHE M Cb3[jJaBaHe Ha BMCOKO HMBO Ha AOBepue OTHOCHO aBTOPCTBO/M3TOYHUK N UHTErpuTeT
Ha onpepgeneH enekTpoHeH obekT. MoTpebutenute Tpabsa Aa ca 3ano3HATU C U3UCKBaHUSATA 3a n3gaBaHe
Ha ygocToBepeHusa u fa dopmynupat nped EBpoTpbCT LenuTe Ha npunoxeHue, 3a Aa 6bae u3gageHo
NOAXOAALWO 3a Te3n uenu ygocToBepeHue. [lpu npefoctaBsHe Ha HeBsipHa WHMopmaums ot

I'IOTpe6VITeJ'IVITe, T€ HOCAT CbOTBE€THAa OTTOBOPHOCT.

1.4.1 BWAOBE KBAIIMGULUUPAHU YOOCTOBEPEHUA U NPENOPBYNTENEH AUAMA3OH HA
NPUNOXUMOCT

» KpanuduumpaHn ynoocTtoBepeHUs 3a eriekTpoHeH MoAnuc Ha duandeckn nvua — Tesu
yAOCTOBEPEHNS NO3BOMNSABAT €MEKTPOHHO NOANMCBaHEe Ha enekTpoHHW aokymeHTn (PDF (PaDES), XML
(XaDES), TXT (CaDES) v T.H.), BKMOYUTENHO NakeTn oT AoKyMeHTU (ASIC-E), KakTo U Ha eneKkTpoHHa
nowa (6asupaHa Ha S/MIME (Secure/Multipurpose Internet Mail Extensions/[poTokon 3a curypHo
npegaBaHe Ha E€neKkTpoHHa nowia npe3 WHTEepPHeT unuM Kpuntorpadpcka cuctemMa 3a 3awuTta Ha
npeaaBaHNTE NO eNeKTPOHHA NoLla CbOobLLEHNSA 1 HA CbXPaHABAHUTE BbPXY Pa3fiMyHv HOCUTENW AaHHW));

» KBanuduvumpaHn ygoctoBepeHus 3a eNeKTPOHEH neYvar Ha iopuanyeckn nuua/opraHmsaunm —
Te NO3BONSABaT EfNeKTPOHHO noAnMCBaHe C  enekTPOHeH neyaT Ha pasnnMyHn  akTUBM  Ha
dupmaTta/opraHnsaumsTta, HanpuMep CHUMKKU, codpTyep, BUOEO U T.H.;

» SSL (Secure Socket Layer/CurypeH kaHan 3a npefaBaHe Ha [aHHW) KBanuduumpaHu
yAOCTOBEPEHNS 3a MPOBEPKA Ha CbpBbpa - T€ Ce M3NON3BaT OT rnobanHu MHTEPHET UNN eKCTpaHeT
ycrnyru, onepupaum no npotokon SSL/TLS;

> KBanuduumpaHn YyLoOCTOBEPEHMS, M3MNON3BaHM 3a MNPOBEpKa Ha aBTEHTMYHOCTTA Ha
notpebutenu (pmsmdeckn n pUaNHECcK nuua, xapayepHu yCTpomcTBa) — M3Non3eBaT ce Hanpumep B
SSL/TLS/npoTokor;

> KBanuduumpaHn ygoCcTOBEPEHMS, MOTBbPKAABALLM CTaTyCca Ha yOOCTOBEpPEHUsA - Te ca

n3gageHn 4o cbpBbpuTe, PyHKUMOHMpPaLM B cboTBeTcTBME ¢ OCSP npoTokon;
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> KBanuduumpaHu enekTpoHHU BpeMeBM nevaTu - Te ca U3gafeHn Ha CbpBbpu, B OTFOBOP Ha
1ckaHe 3a onpegernsiHe Ha TOYHO BPEME;
» Opyrm — Hanpumep aTpubyTMBHM  yOOCTOBEPEHUsi, yAOCTOBEpsiBally  OnpeaerneHu

XapakTeEPUCTUKW/aTpmMOyTN Ha nnue nnmn obekT.

1.4.2 YNOTPEBA

KeanuduumpaHmte yaoctoBepeHuss Ha EBpOTPBLCT He MOXe Ada ce Uu3non3sat no HauuH,
HECbBMECTUM C obsiBeHaTa 3a TAX Len, KakTo U B NPUMOXEHUS, KOUTO He OTroBapsT Ha MUHUMAIHUTE
M3NCKBaHWSA, MocoYyenmn B rmaesa 1.4.1.

YpocTtoBepeHnusiTa, nsgaBsaHu 1 NpeaocTaBaHn oT EBpOTpBLCT moraTt ga ce M3nonsear 3a:

» YcTaHoBsiBaHEe Ha MAEHTUYHOCT N CaMOMMYHOCT Ha (PU3nYecko nuue unu usndecko nuue,
CBbpP3aHO C OpraHvM3auusi, B Ka4eCTBOTO My Ha HEWH 3aKOHEH WIM [OroBOPEH MpeacTaBuTen, 4pes
aTpubYTUBHM YOOCTOBEPEHMS;

» YpocToBepsiBaHe Bpb3ka Mexay aBTop M NyOnMYHUA MY KITHOY 3a NpoBepKa Ha aBTOPCTBO U
WHTErpuTeT Ha eNeKTPOHHO NOANUCAHN OOKYMEHTU;

» YpocToBepsiBaHe Ha aBTEHTUYHOCT Ha yebcalT, ¢ KOeTo noceTuTen Ha yebcanT moxe ga 6bvae
yBEpEH, Ye TUTyNndap Ha yebcarta e peaneH n nermtumMeH cybekT, KakTo 1 3a ga ce obesnedn curypHa
KOMYHMKaLMOHHa cecusl ¢ yebcanTa no ctaHgapTuaMpaH NnpoToKoIT,

» [okasaTencrtBo, Ye JafeH enekTPOHEeH AOKYMEHT Uinn Apyr MHPOPMaLNoHeH 0BeKT n3xoxaa
OT HOPUANYECKO NULE, KaTO Ce rapaHTMpa HageXaHUs NPOU3X0A M LEeNocTTa Ha obekTa, Ypes3 enekTpoHeH
neyaT, NpUMAPYXEH OT yOOCTOBEPEHME 3a ENEKTPOHEH nevart, n3gageHo ot EBpoTpbCT;

» [lognucBaHe, KpuUMTMpaHe W OEKPUNTUPAHE Ha ENEKTPOHHW [OaHHW, KaTo eNEeKTPOHHU
AOKYMeHTU, 6a3un gaHHW, MHOPMALMOHHN 06EKTN, eNEeKTPOHHA noLla 1 Apyru;

» BnusaHe n npoeepka Ha MOAMMWCAHW OAHHW, KaTO AOKYMEHTW, MpernopbyaHa enekTpoHHa
AOoCTaBka u opyru;

» KpuntupaHe n gekpyntMpaHe Ha AaHHU 1 OOMEH Ha KIN4oBe, U3MON3BaHN 3a KpUNTUPAHE;

» CurypHO oTganeyeHo CbXpaHsiBaHe M U3MNOoSi3BaHe Ha KN4YOoBE 3a eNeKTPOHHO NnoanuceaHe,

pecn. noane4vyartBaHe,

> [HOpyru.

1.5 YNPABJIEHUE HA NPAKTUKATA MNMPU NPEAOCTABAHE HA KBAJINOULIMPAHA
YOOCTOBEPUTEJTHA YCIYTA

Bcsaka BepCud Ha npaKTVIKaTa npwu npegocrtaBdHe Ha KBaJ'II/I(bI/IU,VIpaHa yOooCTOBEPUTESTHaA ycnyra

€ B cuna (I/IMa akTtyanHo CbCTOﬂHVIe) A0 MOMEHTa Ha ou,o6peH|/|e n I'Iy6J'IVIKyBaHe Ha HOBa BepcuA. Bcska
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HOBa Bepcus ce paspaboTsa OT cnyxutenu Ha EBpoTpbCT 1 cneq ogobpeHne oT CbBeTa Ha ANpeEKTopuTe,
EBpoTpbCT ce nybnukyea.
AbBoHaTuTe Cca ONbXHM Oa ce cbobpassBaT camMo C BanugHaTta Bepcusi Ha [MpakTukata Kbm

MOMEHTa Ha Nona3BaHe Ha ycnyrute Ha EBpoTpbCT.

2 OTroBOPHOCT 3A NYBJINKYBAHE U XPAHUITULLIE
2.1 XPAHUITULWIE

My6nuyHmAT pernctbp Ha EBpPOTPBLCT npenctaBnsiBa XpaHunuvuie, B KOETO ca pasnofoXeHu
aKkTyanHu v npeguliHu BEpPCUN Ha eNneKTPOHHU AOKYMEHTU. B Hero ce cbabpxaT yAOCTOBEpeHusiTa Ha
WMHpacTpykTypata Ha nyonuuHms kntod (PKI/Public Key Infrastructure) n KnMeHTCKM yooCTOBEPEHUS.
XpaHunuuwieTo ce ynpaensiBa U KoHTponupa ot EBpoTpbCeT. M0 Tasn npuynHa EBpOTPLCT:

» rapaHTupa, 4Ye BCUYKM YOOCTOBEpPeHus, NyOnuKyBaHW B XpPaHWNULLETO MpuHagnexar Ha
NMocoYeHuTe B TAX NoTpedbutennte nnm Ha ynbiaHOMOLLEHUTE OT TAX NpeacTaBuTeny;

» rapaHTupa, 4e YOOCTOBEpPeHMsTa Ha YyOOCTOBEPUTENHUTE OpraHu, npuHagnexawm Ha
EBpoTpbCT M ydocTOBepeHus Ha noTtpebutenute (Mo npegBapuUTeEnHO TAXHOTO ofobpeHne) ca
nyGnnKyBaHu;

» nybnukyBa aktyanHu ,[lonuTuka npy npeaocTaBsHe Ha KBanuuumpaHn yaoCToBepUTenHu
ycnyrn®, lMpakTuka npyv npegoctaBsaHe Ha KBanuduumpaHu yOOCTOBEpUTEnHM ycnyrn®, obpasum Ha
AOKYMEHTUW, NpedHasHadeHn 3a notpebuTenute n crnopasyMeHus Mexay CTpaHuUTe, KakTO U apXMBHU
BEpCUM;

» [aBa OoCTbN A0 MHopMaLmMsa OTHOCHO CcTaTyca Ha yooCTOBepeHusaTa, Ype3 nybnvkyBaHe Ha
CRL, no OCSP wunu 4ypes Bbnpocu, nogageHn ypes HTTP/HTTPS npotokon (IMpoTokon 3a npeHoc Ha
xunepTtekct/ Hypertext Transfer Protocol);

» ocurypsiBa NOCTOSIHEH AOCTbM A0 MHGOpMauusaTa B XpPaHWNULLETO 3a YAOCTOBepsABalumuTe
opraHu, peructpupaiymsa opraH, notpebutenuTe n goBepsBaluTe ce CTpaHu,;

» nybnukyBa gpyra nHgopmaumsa 6bp30 M B CbOTBETCTBME CbC CPOKOBETE, OnpeaerieHn B TO3M
OOKYMEHT;

» ocurypsia 6e3onaceH 1 KOHTPONMpaH JOCTbN 40 MHpopMaUUsTa B XPaHUIMLLETO.

Bcuukn notpebutenun, nmart HeorpaHuMdeH OOCTbMN A0 udnata UHgopMaums B XpaHUULLETO.
OrpaHnyeHns nmat goBepsiBaLLnTe ce CTPaHu, HO Te ca €QUHCTBEHO N0 OTHOLLEHWE Ha YAOCTOBEPEHUATA

Ha noTpebutenuTe.

2.2 WNHO®OPMALUMUA, NYBJIMKYBAHA OT EBPOTPBCT

rly6ﬂVI'~lHVIF|T pernctbp € OOCTbNeH 4Ype3 WHTEPHET CTpaHuuaTta Ha EBpOprCTZ

Print and Edit Evrotrust Technologies Inc.. Page 22 of 147




MPAKTUKA MPU NPEAOCTABSIHE HA elDAS-CPS
(@ rOtru St KBANU®ULIMPAHU YOOCTOBEPUTENHU YCNYIU For public use

Regulation 910/ 2014 CERTIFICATION PRACTICE STATEMENT Version — 2.4
elDAS FOR QUALIFIED CERTIFICATION SERVICES 10.01.2018

https://www.evrotrust.com.

HocTtbn oo nybnuyHmst permcTbp MoXe ga ce ocbllecTBsiBa no npotokon HTTP/HTTPS.

WHdopmauunaTa, nybnnkysaHa oT EBpOTPBLCT BKAOYBA LOKYMEHTW, KOUTO ONUCBAT:

» Ycnosusta v pefa 3a usfaBaHe Ha eNeKTPOHHO YAOCTOBEPEHNe, BKIMIOYUTENHO 3a npasunaTta
3a YCTaHOBSABaHE MAEHTMYHOCT Ha TUTynsp Ha yAOCTOBEPEHUE;

» [lpoueaypu 3a CUrypHoCT Npu nsgasaHe 1 ynpasneHne Ha yagoCTOBEPEHUATA,;

» HaunH Ha nsnonssaHe Ha yoOCTOBEPEHUATA;

> YcnoBus u ped 3a wusnonsBaHe Ha KeBanuduumpaHu YOOCTOBEPEHUS, BKIOYUTEMHO
N3NCKBAHWNSA 3a CbXpaHABaHE Ha YacTeH KIov;

» YcnoBua 3a OOCTbN OO0 YAOCTOBEPEHME W HA4yMH Ha MpoBepka Ha KBanuduuupaHo
YyAOCTOBEPEHNE;

» LUeHa 3a nonyyaBaHe WM u3non3BaHe Ha YOOCTOBEPEHME, KAKTO W LEHW Ha ocTaHanute
nNpeaoCTaBsaHN YCIyru;

» OtroBopHoCcT Ha EBpotpbcT m Ha Tutynap/Cb3gaten Ha KBanuduvumpaH eneKkTpoHEH
nognuc/neyar;

» Ycnosus un peg, no kouto Tutynapat/Cb3gaTensaT npaBu UCKaHe 3a NpekpaTsiBaHe AENCTBUETO
Ha KBanuduumpaH enekTpoHeH nognuc/nevar.

» [oknagwn oT 0AnUTU, U3BBPLLEHWN OT YMbITHOMOLLEHa MHCTUTYLMS;

» [onbnHuTtenHa nHdopmMauus, Hanpumep CbobLLEHUSA 1 U3BECTUSI.

YacTt OT uuTupaHata uHoOpMauuaTa ce CbAbpxa B TO3M OOKYMEHT u B [lpakTukute 3a

npefocTaBsiHe Ha Apyrv KBanuuuupaHy yaoCTOBEPUTENHM YCIyTi.

OcBeH nocoyeHaTta AokyMeHTaums, EBpoTpbCT Ny6rinMkyBa B XpaHUULETO CU U:

» bBbasosoTo cu ygoctoBepeHue (Evrotrust RSA Root CA);

» OnepaTMBHOTO CW yaoctoBepeHue Ha YpgoctoBepsiBawms opraH (Evrotrust RSA Operational
CA);

» YpocToBepeHusiTa 3a BpeEME;

A\

MN3pnageHute ot EBpOTp'bCT yOOCTOBEPEHUA;

» CnuUcbKbT Ha cnpeHnTe n otMmeHeHn yaooctoeepeHus (CRL), usgageHn ot EBpoTpbCT.

2.3 YECTOTA HA NYBJINKYBAHE

EBpoTpbCT NybnukyBa MHpopmaumsi Cbe cnegHarta Yectora:
» MNonutuka npu npegoctaBsHe Ha KBanuduuupaHu yaoctoBeputenHu ycnyrn® un lNpaktuka
npv NpegocTaBsHe Ha KBanuduuupaHi yaoCTOBEPUTENHM YCNyrn“ nognexm Ha HezabasHO nyGnvkyBaHe

Npu BCAKa aKTyanusawusa;
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» OnepaTuBHUTE yOOCTOBEPEHUS - NPU BCSKO U3gaBaHe Ha HOBO yOOCTOBEPEHMUE;

» AxTyanusaums Ha nybnuyHusa Permctbp Ha nsgageHuTe yooCTOBEPEHUS Ce OCbLUecTBsBa
aBTOMAaTMYHO 1 He3abaBHO crieq NybnvkyBaHe Ha BCAKO HOBOM34aAeHO BanvaHO YAOCTOBEPEHNUE;

» Aktyanusauus Ha Tekywmst Cnucbk CbC CnpeHn n npekpateHn ygoctoeepeHus (CRL) ce
ocblUecTBsiBa aBTOMaTUYHO Ha He noseye oOT 3 (TpM) Yaca unu HesabaBHO crned npekpaTsaBaHe Unu
cnupaHe/Bb300HOBSAABaHe Ha BannaHo ygoctoBepeHue. BbB Bcnykn CnncbLUm CbC CPEeHN U NpekpaTeHun
yaoctoBepeHns (CRL) EBpOTpbCT yka3Ba BPEMETO 3a CneaBaloTo nsgaHue. EekTMBHUAT nepuopg Ha
BanMAHOCT Ha nybnukyBaHusi akTyaneH CnuMcbK € MOCOYEH B HEro, OCBEH ako He ce W3BbpLUK
aKkTyanusauus;

» [oknagute OT OAUTW, U3BBbPLUEHN OT OTOPU3UPaH OpraH - BCEKN MbT, Korato EBpPOTPBLCT M
nony4u;

»  [NonbnHutenHa nHdopmMaums - Npu BCSKO HACTbNUIIO CbOUTHE.

2.4 [OOCTHLN AO NYBJIIMKALNU

EBpOTpBLCT npegnara AMPEKTOPUHM YCNyrn 3a MHopMaumsTa CbXpaHsBaHa B XPaHWUNULLETO
(enekTpoHHMS perncTbp), kato ocurypsea HTTP/HTTPS 6asupaH gocton.

LianaTta nHdopmaums B XxpaHunueTo, nyonnkysaHa ot EBpoTpbCT, e obuwogoctbnHa. [JocTbnbT
A0 Tasn nHpopmMauusa He ce orpaHndaBa oT EBpOTPBCT, OCBEH MO mMckaHe Ha Tutynaps/Cv3gatensa u
CaMO Mo OTHOLLEHME Ha HErOBO BanvaHO M30aaeHo yaoCTOBEPEHME.

WHdopmauyuaTta, nybnukyBaHa B XxpaHunuweTo Ha EBpoOTpbCT, € AoCTbNHA NOCTOAHHO (24/7/365),
OCBEH B Crny4auTe Ha CbOuTKSA, M3BBH KOHTPOMa Ha EBPOTPBLCT M B Criydan Ha KpaTKOTpPanHW BPEMEHHU
npeKkbCBaHMA 3a NpomnakTuka.

[ocTaBunkbT ocurypsisa cBoboaeH 4OCTbMN 4O BCUYKM 6a30BM 1 onepaTMBHM YOOCTOBEPEHUS Ha
CBOUTE aKTUBHWU yOOCTOBEPUTENHN OpraHu, Kakto M cBobogeH AOCTbN A0 Te3W Ha BCUYKU HEaKTUBHU
TakMBa 3a CPOK He Mo-manbK OT 2 (OBe) roauvHu crief usTvyaHe Ha cpoka Ha BanuaHOCT Ha Tesu
YAOCTOBEPEHUS.

KomyHukaummnte mexagy notpebutenute n s3awmuteHn WHTepHeT cTpanHvum Ha EBpoTpbCT ce
ocbllecTBaBar 4Ype3 HTTPS npoTokon.

EBpOTpbCT € npegnpuen Mepku, NOrMdeckn n U3MYecKn MexaHusMu, 3a 3awmTa cpeLty
HeoTopu3npaHo fobaBsHe, NpemMaxBaHe U NpoMsiHa Ha MHopMauuaTa, nyénvkyBaHa B XpaHUULLETO.

Mpun oTkpuBaHe Ha HapyLweHnst B nHdopmauuaTa, EBpoTpbCT npeanprvema noaxoasaiwim AencTBus,
3a Aa Bb3CTAHOBM LENocTTa Ha uHdopmaumaTa. MNpn HeobxogumocT EBpPOTPBCT Hanara 3akoHOBM

CaHKuuun, ypeaomMmsBa 3acerHatute Cy66KTI/I M KOMIMeHcunpa 3ary6|/|Te NM.
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3 WAEHTUOUKALUA N YOOCTOBEPABAHE HA CAMOJIMYMHOCT

Tasn yact ot [pakTukata npeacrtaBs obwmTe npasuna 3a MNpoBepka Ha CaMOSIMYHOCTTa Ha
notpebutenute, npunaraHn oT EBPOTPLCT nNpyv u3gaBaHe Ha KBanuuUUMpaHu yOOCTOBEPEHUS.
MpaBunaTta ca 6a3npaHu Ha onpeaeneHy BuaoBe NHOpMauus, KOATO ce BKIYBA B YAOCTOBEPEHUSTA.
Mo TO3M HaumH ce rapaHTMpa, Ye BKMYeHaTa MHOopMaumnsa € ToYHa U AOCTOBEepHa B MOMEHTa Ha
nsgaBaHe Ha yaoctosBepeHue. [lpoBepkaTa Ha AaHHM 3a4bI/DKMTENHO cCe M3BbpliBa B eTana Ha
pernctpaumsi Ha noTpeduTens un No nckaHe Ha EBpOTPBLCT 3a BCUYKM KBanuUUuupaHu yaoCcToOBEPUTENHN
ycnyru.

Pernctpmvpawuar opraH Ha 4oCTaB4yvKka U3BbpLUBA CregHuTe AeUCTBMSA No naeHTudmkaumnsa:

» npvema UCKaHus 3a u3gaBaHe Ha KBanuduumpaHu yaoCTOBEPEHNS;

» OCblUecTBsBa MNpOBepKa 3a YCTaHOBSIBAHE Ha CaMOSfMYHOCTTa Ha TuTynapsi, CbOTBETHO
naeHTnyHocTTa Ha Cb3gaTtens n Ha cneundunyHn JaHHK 3a TAX C JONYCTMMU CPEeACTBa;

» yTBbpXAaBa crief ycrnelwHa npoBepka Unm oTXBbpa perMcTpupaHnTe UCKaHNUS;

» yBedomsiBa YOocCToBepsiBaLLMsA opraH Aa u3gage UckaHoTo YAOCTOBEpPEHNE.

[ocTaBunkbT, CbOTBETHO Peructpupawmsar opraH cbbupa u nonydaBa Heobxogumara
NMHOpMaLmMs 3a naeHTUdUKaLmsa n NpoBepka Ha camonuyHocTTa Ha Tutynaps/Cbh3garens.

EBpoTpbCT e pa3paboTuno cneunanuanpaHa cuctemMa 3a oTaanedyeHa BMAeo MaeHTUdUKaums
ype3 MOOMMHO NPUNOXEHNE, NHCTaNMpPaHo Ha CMapT YCTPOMCTBO Ha noTpebutens. CbLoOTO rapaHTmpa
naeHTndukaums Ha notpebutenss B peanHo BpeMe 4Ype3 aBTOMaTuMyHa BMAEO MAEHTUUKAUUA Bb3
OCHOBAa Ha NOMy4YeHN AaHHM U CHMMKA OT HaumoHanHa 6asa gaHHW OT AOKYMEHTU 3a CaMOfMYHOCT Unun
ype3 BUOEOKOH(EPEHTHA Bpb3Ka B peanHo Bpeme OT ornepaTop, Bb3 OCHOBa Ha NpegocTaBeH Mo
eNeKTPOHEeH MbT OOKYMEHT 3a CaMOSMIMYHOCT M Mo cneuunanHa metogonorus. Cuctemata 3a BUAOeo
noeHTudukaumsa Ha pusmyeckn nuua, nanonssaHa ot EBpOTpLCT, € cepTuduumpaHa 3a CbOTBETCTBUE C
nancksanunsata Ha PernameHTt (EC) Ne 910/2014 ot opraH 3a npoBepka Ha CbOTBETCTBME, KOATO AaBa
cbllaTa CTEMNEH Ha CUTYPHOCT, KaKTO NIMYHO ABSIBaAHE, Ha OCHOBaHue un. 24, T. 4 ot PernameHT (EC) Ne
910/2014.

ABTOMaTM3MpaHaTa oTaanedyeHa uaeHTuduKaums Ha topugudeckuTe nuua, Kouto we 6baaT
BMMCBaHW B n3gaBaHnTe KBanuduumpaHu yagoCcToBepeHUs, KaKTo U 3aKkOoHHaTa npeacraBuTerniHa BnacT Ha
TuTyngaps cnpsaMo TdX, Ce YCTaHOBsiBa B pearniHO Bpeme, 4Ype3 MpoBepka Ha akTyanHua ctaTyc u
BMMCBAHNATA B TbProOBCKU U APYrM PETUCTPU, B KOUTO Ca BNUCAHM.

KoraTto cnpaBka He MoOXe da ce MU3BbPLW, naeHTUUKaUMaTa Ha opugudeckuTe nvua u
npoBepKaTa Ha NpeAcTaBuTeNIHa BNacT ce U3BbpPLLBA HA MACTO, Bb3 OCHOBA Ha NpeacTaBeHU JOKYMEHTH
OT cnyxunten Ha EBpoTpbCT unu Peructpmpalll opraH Ha 4oCTaByMKa.

EBpOTpBLCT rapaHTupa, 4e husndecknte 1 iopugmdecknuTe nuua ca npaBuUiHO naeHTUduLupaHu,

TAXHaTa CaMOJIMYHOCT € npoBepeHa 1 4e UCKaHnATa 3a n3gaBaHe Ha KBaJ'II/I(bI/ILI,I/IpaHI/I yOoCTOBEPEHUA Ca
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HanbHO, aKypaTHO N HaANEXHO NPOBEPEHN N 0J0OPEHN, BKIMOYUTENHO MbIHOTO MME/HauMeHOoBaHME 1
NpaBHMSA CTaTyC Ha CbOTBETHOTO (PU3MYECKO/IOPUOUYECKO NULEe U Bpb3kaTta Mexay YAOCTOBEPEHUTE
AaHHU 1 PU3NYECKOTO/IOPUANYECKOTO NnLe.

MoeHTudukaumsita u npoeepkata Ha caMonuyHocTTa Ha Tutynaps/Cb3gatensd ce M3BbpluBa
npegn ga 6bae u3gageHo KeBanMUUMpaHo yAoCToBepeHue. TS ce M3BbpLUBa 4pe3 cucTemaTa 3a
oTaaneyeHa naeHTudmkaumnsa nnm Ypes NYHo aesBaHe Ha Tutynapsa/Cb3gatens, v Ha YNbiHOMOLLEH

OT HEero nuue npen cnyxuten Ha EBpOTp'bCT, nnun npen PeFMCTpMpaLLI, opraH Ha AoCTtaB4uKa.

3.1 WUMEHA

KeanuguumpaHnute ypoctoBepeHuss ca ¢ opmart, CbOTBETCTBall, Ha cTaHgapTta X.509.
Pernctpuvpawute opraHu nposepsiBaT W rapaHTMpaT, Y€ MMeHaTa B WCKaHuATa 3a u3gaBaHe Ha
yOOCTOBEPEHUS OTroBapAT Ha cTaHgapTta X.509.

MoneTo ,Subject”" B yaocTtoBepeHMETO CbabpKa HaMMeHoBaHNETO Ha TuTtynaps/Cb3gaTens.

WmeTo n gpyrute niamsuayanuanpaiwim 6enesm Ha Tutynaps/Cb3gartens B CbOTBETHUTE noneTa
3a BCceku Tmn ygoctoBepeHue ca B cbotBeTcTBMe ¢ DN (Distinguished Name), dopmupalo ce cbobpasHo
ctaHgapTta X.500 n X.520.

OnepaTtmMBHUTE yAOCTOBEPEHUA Ha EBpOTpbLCT cbabpxat B noneto "Subject” n none "Issuer"
aTpmnbyT DN, hopmmpaly, HErOBOTO YHUKANTHOTO UME.

HetannHa cneundpmkaumsa Ha wusgaBaHUTe OT EBpPOTPBCT yOooOCTOBEpPEHUS Ce CbObpxa B

nocrieaBalLMTe YacTu Ha HACTOSILLMUSI JOKYMEHT.

3.1.1 BWOOBE UMEHA

M3nckeaHusiTa 3a UMeHa B n3gaBaHUTE YOOCTOBEPEHNSA Ca KakTo € nocoyeHo B [penopbka ITU-T
X.509 unmn IETF RFC 5280 n Ha ETSI EN 319 412. [Jonycka ce umeHaTta ga 6baat B CbOTBETCTBME C
Domain Name Service (DNS), onucan B RFC 2247. o 1031 HaunH ce no3BonsiBa Ha aboHaTute ga
na3nonssart Aea suaa umeHa: DN n DNS egHoBpeMeHHO.

3a pga ce ocurypu no-receH HaunH 3a enekTpoHHa KOMyHMKauusa ¢ notpebuTens, mMoxe ga ce
n3nonsBa W anTtepHaTMBHO uMe (nceBdoHuMM). [JOCTaBUMKBLT MOXe [fa u3gaBa  KBanuduumpaHo
yAOCTOBEPEHME KaTo M3NoNn3ea ,NCEBAOHUM" 3a @ UMeHyBa NoTpebutensi, caMo crneja kaTo 3a CbLLOTO €
cbbpaHa HeobxooumaTa MHOpPMaUMs 3a CaMONMYHOCTTa MY U € YCNeLwHo maeHTudgumumpaHo. imeto
MOXe Aa CbAbpKa M agpec Ha eNeKTPoOHHA noLya Ha NoTpebuTens, KOUTO € B CbOTBETCTBUE C NPENOpbKa
RFC 822.
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3.1.2 HEOBXOAMMOCT OT CMUCJIEHU MMEHA

MmenaTta, BkntoveHn B Distinguished Name (DN) Ha noTpeGuTenss uMaT CBOETO 3HaJyeHue B
6bnrapckua unu B Apyr 4dyxg esuk. Ctpyktypata DN 3aBucuM OT BuAa Ha YyAOCTOBEPEHWETO U
notpebutensa. DN ce cbcTom OT crniegHuTe obractu (onucaHusita ca B CboTBETCTBUE C npenopbka RFC
3280 n X.520):

» none C - MmexgyHapoaHO CbKpallieHue Ha umeTo Ha cTpaHaTta (BG 3a bbnrapus);
none CN — nbnHO/4ecTo n3nonssaHe MMe Ha PU3M4ECKOTO NMLUE UK Ha OpraHM3aunaTa;
none GN — nme Ha om3n4eckoTo nuue;
none SN — cdhammnnsa Ha PM3NYECKOTO NULLE;
none O - UMe Ha UHCTUTYLUMATA, KOSTO NMLEeTo NpeacTaBnsBa,;

none E - umenn agpec Ha Tutynaps/Ce3patens;

V V.V V V V

none SerialNumber — yHuKaneH ngeHTndunkaTop Ha n3n4ecKoTo nuue,
» [pyrn noneta, KOUTO ce NoapobHO onucaHuM B MOMUTUKATE 3a CbOTBETHUTE Npodumnu Ha

KBanuuuupaHuTe yaA0CTOBEPEHMSI.

DN T1psbBa ga 6bae noTBbpAEHO OT onepatop Ha Permctpupawmsi opraH u ogobpeHo oT

YpoctoBepsaBalLna opraH.

3.1.3 AHOHWUMHOCT HA NMOTPEBUTEJIUTE

EBpoTpbCT He nybrnvkyBa yOoCTOBEPEHUS M OpPYrM WOEHTUMWUKALMOHHW [OaHHM, 3a da ce
rapaHTupa aHOHMMHOCTTA Ha fJaHHUTe Ha noTpebutenuTte (Hanpumep EMH), ocBeH ako NULETO N3PUYHOTO

He 3a4dBU CBOETO XKeJlaHne 3a ToBa.

3.1.4 TIPABUIIA 3A TbJIKYBAHE HA PA3JIN4YHUN ®OPMU HA UMEHA

TbnKyBaHeTO Ha noneTtaTa, NPeABWAEeHW B YAOCTOBEPEHWsTa, u3ganeHu oT EBpoTpbecT ca B
CbOTBETCTBME CbC YAOCTOBEPEHMSATA Ha NOTPEeBUTENCKMS NPodu, onucaH no-Aosy B TO3u JOKYMEHT.

BbB BCUYKM yOOCTOBEPEHUS], B KOUTO ce Bnucea Tutynsaps, noneto 3a ume (Common Name, CN)
CbAbpxa obLIoNPMeTo UMe Ha PU3NYECKOTO NULLE.

B ynocTtoBepeHue, B KOeTO ce BNMCBa NuLe, OT MMETO Ha KOETo AelcTea TUTynsps, atpubyTsbT 3a
yHukanHo ume (DN) cbabpxa nHgopmaums 1 3a caMONIMYHOCTTA, CbOTBETHO MAEHTUYHOCTTa Ha ToBa

niue.
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3.1.5 YHUKAJNHOCT HA UMEHATA

MoneTo ,Subject” B yaoctoBepeHneTo ce hopmupa ot nHdbopmauusata 3a Tutynaps/Covagatens,
KOSATO Ce NpedocTaBs OHManWH WM Ha XapTua OT NuUUeTO MoAdano WCKaHe WM OT YMbIIHOMOLLEH
npeacTaBuMTEN NMpU perncTpaumst Ha NbpBOHAYanHO UCkaHe 3a u3gaBaHe Ha yAOCTOBEPEHUE U KOATO ce
npoBepsiBa oT Permctpupalyms opraH Bb3 OCHOBa Ha NpeacTaBeHn JOKYMEHTU, BUAEO MAEHTUUKaALUSA 1
NPOBEPKM B MbPBUYHN ObPXXaBHU PErMCTPU.

EBpoTpbCT rapaHtupa yHukanHoct Ha ,DN“ Ha Tutynaps/Cb3gatens B HEroBusi JOMEWH, 4pes
nobaBsiHe Ha PEKBM3UT, KOMTO rapaHTUpa TakaBa YHUKANHOCT.

Tutynap/Cw3garten ¢ yHukaneH DN B gomerniHa Ha EBpoOTpbCT MOXe ga uma noBe4ye OT edHo
n3gageHvn AencTBUTENHN KBanurumpaHn yaoCToBEPEHMS.

Bcsiko nsagageHo yaocToBepeHne nma yHukaneH cepueH Homep (,SerialNumber®) B JomenHa Ha
EBpoTtpbcT. KombuHauusta Ha noneta ,lssuer u ,SerialNumber® rapaHTupaT yHuMKanHoCTTa Ha

N34afAeHoTo yOoCTOBEepPeHUE B NyONNUYHUS JOMEH.

3.1.6 TMOBEPKA HA UMEHA U CMOPOBE MO NoBoA HA TAX

MmeHaTa, kouTo He ca cobCTBEHOCT Ha nuue nogano uckaHe He MoraT Aa 6baaT M3non3saHu B
Herosute NpunoxeHus. B crnyyan Ha CbMHeHWe, NMUETO € ANBXHO Aa NPUNoXM JOKYMEHTU, AOKa3BaLln
cobCcTBEHOCTTa Ha MMeHaTa.

M3BbH ObkumaTa rpwka Ha EBpoTpbCT € ga npoBepsiBa ganv notpebuTtenaT nvma npaeo Aa
N3non3Ba MMeTO MOCTaBEHO B MCKAHETO 3a perucrpauus, HATO MOXe Aa urpae pons Ha apbutbp 3a
paspellaBaHe Ha cnopoBe. EBpOTPLCT HE HOCUM OTrOBOPHOCT, KOrato W3MOM3BaHUTE WMEHa B
yAOCTOBEPEHNETO, HapyllaBaT 4YyXXOW npaBa BbpXy TbProBCKO WMMeE, TbProBCka Mapka, OOMEWNHW,
aBTOPCKW Npasa u ap.

B cnyyain Ha BB3HMKHAM Crnop MO OTHOLWEHME Ha M3Noni3BaHu MMeHa, EBpOTpbCT cu 3anasea
npaBoTO Aa He n3gane yaoctoBepeHne unm egqHocTpaHHo 1 6e3 npegmssectve ga npekpaty Jorosopa 3a
nogabpXkaHe Ha Takosa.

EBpPOTPBLCT HE HOCK OTFOBOPHOCT, KOrato M3nona3saHu OT NoTpedbuTenu nveHa B y4OCTOBEPEHMS

HapyLuaBaT Yyxau cyGekTUBHM npasa.
3.2 MNBbPBOHAYAIIHA PETMCTPALUNA
MbpBOHaYanHaTa perucTpauus Ha noTpebuTens ce M3BbpLUBA, KOraTo TOW noaaBa WCKaHe 3a

perncrpauus 3a nbpeu NbT B EBPOTPBLCT.

PeI'I/ICTpaLl,I/IﬂTa BKMo4YBa npouenypun, KoMto no3sonaeat npean Aa ce n3gage yaqoctoBepeHme Ha
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notpebuten, ga ce cbbepaT daHHM 3a HeroBaTta CaMOMUYHOCT/MOEHTUYHOCT M CbLMAT da ce
naeHtTnduumpa. NoTBbPKAEHNETO HA T€3M AaHHM M3MCKBA (DU3NYECKO MPUCHCTBUE MpPEd CNyXUTen Ha
EBpoTpbCT 1nu HeroB Pernctpupall opraH, HoTapuyc Unm apyro onpaBOMOLLIEHO fnLe, NOTBbPXKAABaLLN
HeroBaTta CaMOJSIMYHOCT/MOEHTMYHOCT. Tasn npouenypa MOXe fga Ce OCbLIEeCTBM OTAaneyeHo u npwu
Bb3MOXHOCT W aBTOMaTM3NpaHO MO peda, MNOCOYEeH Mo-rope, 4pes cucrtemMa 3a oThanedyeHa
naeHTuduKaums, otTroeapsila Ha usncksaHusata Ha PernameHTt (EC) Ne 910/2014.

MoTpebutenaT, uanyeckoTo nuue e ANbXHO Ja npefoctaByM nped npeacrtaBuTen Ha
Pernctpuvpawumsa opraH crnegHata uMHOpPMauusa 3a eOHO3HaYHO uaeHTudumuMpaHe n npoBepka Ha
CaMOJIMYHOCTTa MY:

> WwmeHa;

» [1OKYMEHT 3a CaMOSIMYHOCT — NMIYHaTa kapTa, MexayHapoAaeH NacnopT unun Apyr 4OKYMEHT 3a
CaMOJINYHOCT;

» HauuoHaneH ngeHTugukaLmMoHeH HOMepP, ako MMa TaKbB;

» [aHHW 3a KOHTaKT — MOOuMeH TenedoH, eNeKTpoHHa nowa 1 agpec.

Cneg ycnewHa npoBepka Ha CaMOMMYHOCTTA Ha TuTynspsi, OTOpPU3MpaHMAT onepaTop B
Peructpupawuma opraH:

» npeanara JOroBop 3a KBanuduuvpaHu yaoCTOBEPUTENHW YyCrnyrn nognucaH oT MMETO Ha
EBpOTPBLCT 1 CbXxpaHsBa BCUYKM NpeacTaBeHn AOKYMEHTU KbM A0roBopa;

» nOoTBbpXA4aBa WMCKaHETO 3a M3gaBaHe M M3npalla enekTpoHHa 3asiBka 3a usgaBaHe Ha
yAOCTOBEpPEHMNE A0 onepaTuBHUA YA0OCTOBEPSBALL OpraH Ha EBpOTpbCT;

» 3anucBa 1M3gageHoTo YAOCTOBEpEHWE Ha YCTPOMCTBO 3a Cb3[aBaHE Ha €NeKTPOHEH nognuc
(QSCD/Secure Signature Creation Device) n ro npegasa Ha TUTynaps Uy Ha YNbAHOMOLLEHOTO fuLe.

lMpn n3nonseaHe Ha cuctemaTa 3a oTAaneyvyeHa naeHtTudunkauma Ypes cneumanHo paspaboTeHo
MOBUITHO NPUIOXEHUe, TUTYNAPAT 3aABsBa OTAaNevYeHo NpegoCcTaBsaHETOo Ha ycnyraTta, KaTto NnpegocTaBs
AOKYMEHT 32 CaMOSIMYHOCT U AaHHW OT HEro, KakTo U JaHHW 3a MOBuneH HOMep 1 enekTpoHHa nowia. B
TO3N cnydan, TuTynapaT 3asBsiBa CKAlOMBAHE Ha [OroOBOP W M34aBaHe Ha KBanuduumpaHo
YyAOCTOBEPEHNE 3a KBanuduumMpaH enekTpoHeH noanuc u HesabaBHO aBTOMAaTM3MpaHO MNOAMMCBA
porosopa ¢ EBpOTpbCT.

3a BCSIKO NULEe B CUCTEMUTE Ha EBpOTp'bCT ce nogavpxa pernctpaumMoHeH I'IpOCbVIJ'I.

3.2.1 NPOBEPKA 3A NMPUTEXAHUE HA YACTEH KI1HOY

3a usgaBaHe nnu npoabikaBaHe Ha AENCTBMETO Ha yooCTOBeEpeHMe e Heobxoaumo EBpoTpbCT
Aa rnony4un enekTpoHHo uckaHe BbB hopmat PKCS#10. CneundukaumaTa Ha To3m oopmaT Ha UCKaHe 3a

m3gaBaHe Ha YyAoCToBepeHMe WU3NCKBa WUCKaAHETO [AOa 6'bﬂ,e noaonncaHo oOT TVITyJ'Iﬂpﬂ/C'bSD,aTeJ'Iﬂ,
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npuTeXaBall, YaCTHUS KoY.

EBpOTPBCT U3BBbPLUBA NpOBEPKa Ha BanNnuOHOCTTa Ha eNEKTPOHHWUS nognuc/neyat, npuapyxasaLy,
NCKaHeTO. YCTaHOBABAHETO Ha BanWAHOCT Ha MOCTaBEHWs enekTPOHeH nognuc/nedvaTt e AOoCTaTbyHO
OCHOBaHWe Ja ce cuuTta, Yye Tutynapat/Cb3gatenaT € nofan enekTpoHHO UCKaHe M Ye npuTexasa
YACTHMS KIHOY, KOWTO € TEXHUYECKM FOAEeH M KopecrnoHAupa Ha nybnuuHus Kkrod, cbabpkall, ce B
3asBkKara.

[Bonkata knw4yoBe, CbLOTBETCTBAWlA Ha W3gaBaHOTO OT EBpoOTpLCT KBanNUUUMpaHO
yAOCTOBEpPEHUe, 3a0bIMKUTENHO Ce reHepupa B yCTPOMCTBO 3a Cb3aBaHe Ha eNneKkTpoHeH nognuc/neyar.

Korato ce 3asiBfiBa oTgarneyeHo u3fgaBaHe Ha KBanuduumMpaHo yOOCTOBEpeHUE 3a ereKTPOHEH
nognuc/neyat, EBpoTpbCcT npegoctaBs Ha Tutynaps/Cb3gatens ycnyrata oOTAaneyeHo, 4ypes
reHepvpaHe Ha ABOMWKaTa KMOYOBE B XapAyepeH KpunTomoaysi, OTroBapsil Ha M3UCKBaHUATa 3a
YCTPOWCTBO 3a CUIypHO Cb3haBaHe Ha nognuc. YacTHUAT KoY ce CbXxpaHsiBa B KpUNTMPaH B, KaTo 3a
KpuntupaHe ce nsnonsea NNH koabT Ha Tutynsps/Cv3gaTens.

KoHTponbT Ha AocTbNa A0 YaCTHUS KIHY Cce oCbLuecTBABa caMo oT Tutynaps/Cvanatens.

3.2.2 YCTAHOBABAHE HA MOEHTUYHOCT HA FOPUOUYECKO JIULIE

YcTaHoBsIBAHETO Ha WAEHTUYHOCTTA Ha topuamdecko nuue (CbagaTten), ce ocbliecTBsiBa OT
npegcrasuTen Ha Pernctpupallung opraH, Ypes npoBepka B CbOTBETHUTE pernctpu no npegocraseH EVIK,
BYNCTAT unu gpyr ngeHTnmkaumoHeH Homep Ha nuueTo. 3a 1puanyeckm nuua, 3a KOMTo He MoXe Aa
Ce N3BbLPLUM aBTOMaTM3npaHa NpoBepka ce NpeacTaBsaT:

» CbaebHo pelueHne nnu apyr AOKYMEHT, YAOCTOBEpPSABaLLN Bb3HUKBAHETO HA HOPUANYECKOTO
nuue;

» [OoKyMeHT, yaocToBepsBaLL, akTyarHOTO CbCTOSIHUE Ha NMLETO;

» YHuKaneH HauuoHaneH nageHTngukaTop.

Cnen konupaHe Ha BCUYKM M3UCKYEMMU OOKYMEHTU, CbC CbINAaCMeTO Ha NNLUETO nodano UCKaHEeTo,
KonusiTa ocTaBaT B apxvBa Ha EBpoTpbCT.

Korato BMecTO topuaudecko nuue ce sBABa Heros YNbiHOMOLWEH MpeacTasuTen,
yOocToBepsiBaHETO Ha MHopMauuaTa, KOSTO ce CbabpXKa B NpeAcTaBeHUTe JOKYMEHTU CTaBa Ypes:

» 3aBepka ,BspHo ¢ opurmHana“ n camopbyeH NoANUC BbPXY OOKYMEHTUTE npepn CryXuten Ha
Peructpupalums opraH, B criydan Ha NMYHO npefaBaHe Ha JOKYMEHTUTE;

» HoTapuanHa 3aBepka Ha OOKYMEHTUTEe, KOUTO ce uanpawiaT no nowa o Pernctpupalums
opraH;

» [lloonucBaHe Ha MPUNOXEHUTE EeNeKTPOHHU dopMaTh Ha [JOKYMEHTUTE C  BanuaHo
yAOCTOBEpPEHME 3a KBanuduumpaH enekTpoHeH nognuc/neyar;

> I'Iperne,u, M noTBbpxXaeHue, 4Ype3 unisnosiaBaHe Ha cneunanm3npaHo MOOWNHO nnn apyro
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npunoXeHne W crned M3BbpLEeHa HagnexHa uaeHTudpukauus Ha npeactaBnsABalloTo nuue wu/unu
IOPUANYECKOTO NnLe OT cnyxuten Ha EBpoTpbCT.

YpoocTtoBepsiBaHe Ha MOEHTUYHOCTTA Ha topuanyecko nuue nMa ase uenu. NbpeaTa uen e ga ce
AOKaxe, Ye Mo BpeMe Ha pasrnexgaHe Ha 3asiBkaTa lopuMaMyeckoTo nuue cblectByBa. BToparta uen e ga
ce JoKaxe, Yye NpeacTaBUTENHOTO N1Le, KOeTo KaHAMAATCTBa 3a yAOCTOBEPEHNE e MOoSyyYnn paspeLueHue
OT IOPUANYECKOTO NUUE Aa ro npeacrasnssa.

CnyxutenaT Ha Pernctpmpalumsa opraH MOXe da npoBepu perncrpauuata nocpencTBoM BCUYKK
OOCTBLMNHU NYBANYHM YCIYrU CbrNacHO NPUIOXMMOTO 3aKOHOOATENCTBO.

Mpn ngeHTUUUMpaHe Ha nuua, 3a KOUTO ce U3gaBaT YAOCTOBEPEHNS 3a LeniuTe Ha U3NbIHeHne
Ha nsnckBaHusita no PSD2, EBpOTpbCT NpoBepsiBa cneunduyHnTe aTpubyTh, KOUTO NosydaBa oT NIMLETO
N KOUTO BNUCBA B M3gaBaHUTE yOOCTOBEPEHUS, Ype3 U3Mon3sBaHe Ha aBTEHTUYHa WMHdopMauus oT
KomneTteHTeH HaumoHaneH opraH (NCA) (Hanp. nybnuyen pernctbp). B cnyyan, ye NCA e onpegenun

npaBuna 3a NpoBepka Ha Te3n aTpubyTn, EBPOTPLCT v U3NbHSABa M Npunara.

3.2.3 YCTAHOBABAHE HA CAMOJIMYHOCT HA ®PUSUNYECKO JIULIE

YcTaHOBsIBAHETO U MNpOBeEpKkaTa Ha CaMoSiMyHOCTTa Ha dwmandeckoto nuue (Tutynsap) ce
ochblUecTBsBa OT npeactaButen Ha Peructpupalums opraH. iaeHTudurkaunaTa Moxe ga ce U3BbpLumv u
aBTOMaTM3npaHo, Ypes oTaareyeHa nposepka.

3a ycTaHOBsIBaHe M MpOBEpPKA Ha CaMOMMYHOCTTA Ha (U3NYECKo nuue ce M3MckBa To Aa
npeacTaBu JOKYMEHT 3a CaMOSIMYHOCT.

®dun3nyeckoTo nuue, KOeTo 3asBsiBa M3gaBaHe WM ynpaBrieHne Ha  KBanuduumpaHo
yAOCTOBEpPEHNe, nonbnea M npegaBa Ha EBPOTPBLCT LOKYMEHTM B CbOTBETCTBME C MOMMTMKATa Ha
AOCTaBYMKa 3a n3gaBaHe W ynpasrieHne Ha kBanuduumpaHn ygoctoBepeHus. [laHHuTe 3a nuueto morat
Aa BKMYBAT HOMEp Ha MoOuneH TenedoH, UMenn agpec, agpec MO MECTOXMBEEHe W OpYru.
®dun3nyeckoTo NuUe NOTBbPXKAABa AOCTOBEPHOCTTA Ha AaHHUTE, Ypes:

» CaMopb4HO NOCTaBeH Noanuc BbpXy AOKYMEHTUTE npen cnyxuTten Ha Pernctpmpaluuns opra,
B Criyyarn Ha NNYHO nNpefaBaHe Ha JOKYMEHTUTE;

» HoTapuanHa 3aBepka Ha OOKYMEHTUTEe, KOUTO ce uanpaiwiaT no nowa o Peructpupalums
opraH;

» [llognucBaHe Ha MPUNOXEHUTE EeNeKTPOHHU OOKYMEHTUTe C BanugHo YyOOoCTOBepeHue 3a
KBanuduumpaH enekTpoHeH noanuc no cMmucbna Ha PernameHT (EC) Ne 910/2014;

EBpOTpBCT MOXe [a YCTaHOBM CaMOSIMYHOCTTa Ha (pmn3nyecko nuvue no pena, NocodeH no-rope,
ype3 M3MNon3BaHe Ha chneunanusampaHo MOOBMNHO uNu OpYyro NpUMoXeHue W crej M3BbplueHa
aBTOMaTu3upaHa naeHTudurkaumsa Ha PU3nN4ecKoTo nNuue unu OT Cnyxmnten Ha EBpoTpbCT.

EBpOTp'bCT M3BbpLUBaA MpoBepka Ha OOCTOBEPHOCTTa Ha VIH(.bOpMaLI,I/IFITa C BCUYKM 3aKOHOBO
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NO3BOJIEHN CPeACTBa B CbOTBETHUTE MYONUYHM PErUCTPMU.
Cnucbk C M3UCKyeMuTe [OOKYMEHTW 3a (pM3MYecKo nuue npu u3gaBaHe U ynpaBlieHue Ha

KBanudmumnpaHo ygocToBepeHue ce nogabpxa Ha canta Ha EBpOTPBCT B MHTEPHET.

3.2.4 OCOBEHWU ATPUBYTHU

[ocTaBuMKbLT MOXe Aa BKMOYBa B M30aBAHOTO YAOCTOBEpPeHME 0CoBeHn aTtpubyTu, CBbp3aHu C
Tutynsaps, ako yqoCTOBEPEHNETO Ce M3faBa 3a KOHKpeTHa Lien No CboTBETHATa MONMTUKa.

Tasn nHgopmaumnsa nognexu Ha Nnpoeepka oT Perncrtpupalums opraH.

EBpOTPBLCT u3gaBa No MckaHe Ha nuue 3a HYXXOUTe Ha MAeHTUdUKauus npen AoBepsiBalla ce
cTpaHa aTpubyTMBHO KBanuduumpaHo yaqoCcTOBEPEHNE 3a kBanuduumpaH enekTpoHeH nognuc ,Evrotrust
Qualified Natural Person Attribute Certificate for QES* ¢ kpaTbk CPOK Ha BanngHOCT, CbAbpKaLllo BCUYKM
TEKCTOBW PEKBU3NUTM OT AOKYMEHTa 3@ CaMOJSIMYHOCT, AOKOSIKOTO ChLUMUTE Ca NPEAOCTABEHWU OT NMLETO

KbM MOMEHTa Ha pernctpauusita My kato notpeéuren.

3.2.5 HENOTBBbPOEHA UH®OPMALNA

Bcsaka nHdopmaums n3BbH 3aabimKUTENHO NpoBepsiBaHaTa, € HeNoTBbpAeHa MHAOPpMaLUS.
[ocTaBunKbT MOXe Aa BKIOYBa B U3[4aBaHOTO YAOCTOBEPEHNE N HENOTBbpAEHa NHpopmauus 3a
Tutynaps/Cb3natens, KOATO He MOANEXM Ha npoBepka OT Peructpupawms opraH. B To3u cnyyanm

EBpOTPBCT HE HOCK HMKaKBa OTrOBOPHOCT Ta3n MHpopMaLmsi.

3.2.6 OEWCTBUA HA YOOCTOBEPABALLMA OPIAH

Cnepn ycnewHa naeHTudmkaums u nposepka ot Pernctpupalius opraH Ha ycrioBusiTa 3a usgaBaHe
WNWM ynpaBrieHve Ha KBanuduuMpaHo YyOOCTOBepeHue, npeactaButen Ha Peructpupawims opraH
noTBbpPXKAaBa [aHHUTE npen YAoCcToBepsiBalMsi opraH. YOocToBepsiBalLMAT opraH nyGnukysa
He3abaBHO u3OageHoOTo yaocToBepeHve B [lyonuyHus perucTbp/XpaHunuuwieTo Ha usgageHute
YOOCTOBEPEHMS MU CbOTBETHO B CnMcbKa CbC CNpeHu 1 npekpaTeHn yaoctoBepeHns (CRL).

B EBpOTPBbCT eOMHCTBEHO onepaTUBHMAT YOOCTOBEpsiBally, opraH, u3gan KeanuduumpaHo

yOooCTtoBepeHMe 3a erieKTpoHeH noanuc/neyart, MOXe Aa npekpaTtu OEeNCcTBNETO Ha ToBa yaoocTtoBepeHue.

3.2.7 NPOBEPKA HA NPUTEXXAHUE HA JOMEWH

|_|pI/1 n3gasaHe Ha KBaJ'II/Id)I/ILl,I/IpaHI/I yOooCTOBEPEHUA 3a aBTEHTUYHOCT Ha ye6ca|7|T, EBpOTp'bCT

M3BbPLUBA MPOBEPKA Aanu peructpauusita u nputexxaHumetTo Ha gomenHa B ny6nuyHute Whols 6a3u
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AaHHW CbOTBETCTBA Ha NMLETO, KoeTo ro e 3aseuno. lMpu nunca Ha TakaBa ny6nuyHa MHdopmaums,
noTpebuTensaT cam npegocTaBs MHpOpMaUWs, C KOATO OOKa3Ba MPUTEXaHMETO Ha OOMEWHA U KOSTO

EBpoTpbCT NpoBepsiBa.

3.2.8 KPUTEPUU 3A CbOTBETCTBUE

KeanuduumpaHute yoocToBepeHus nsgageHn OoT EBPOTPBLCT OTroBapAT Ha U3UCKBaHMSATaA Ha
Pernament (EC) 910/2014 n ce npusHasaT B EBponenckus cbto3. [lpensug TpaHcrpaHuyHaTa
onepatMBHa CbBMECTUMOCT Ha BbBedeHuTe ¢ Permament (EC) Ne 910/2014 dopmatn Ha
KBanuduumpaHmTe enekTpoHHU NoanvMcn 1 neyatn KkBanuuumpaHntTe yaoCToBepeHns He HagBuwwasat
3a4bIDKUTENHUTE n3nckeaHus, npeasmaeHn B Pernament (EC) Ne 910/2014. Ha HaumoHanHo paBHuLE B
KBanudmunpaHMTe yOOCTOBEPEHUSA Ca BKOYEHW crneunduyHM gaHHW, KaTo Hanpumep EMH u gpyrm
cneundunyHn AaHHM Npyv nNogageHo MckaHe OT notpebuTen, HO EBPOTPBLCT rapaHTupa, 4Ye Te He
Bb3NPenAaTCTBAT TPaHCrpaHWyYHaTa onepaTtvBHa CbBMECTUMOCT M MPU3HaABaHETO Ha KBanuduumpaHute

YLO,OCTOBEPEHMS U eNEKTPOHHUTE noanucu/nevaTv B EBponeickaTa obLHOCT.

3.3 WAOEHTU®UKAUUA U NPOBEPKA 3A CAMOJINMHOCT/MAEHTUYHOCT MNMPU
NnOAHOBABAHE HA KBAJIM®ULIMPAHO YOOCTOBEPEHUE

EBpOTpbCT MOXe Aa NoAHOBU BanvaHO KBanvduumpaHo yaOCTOBEPEHME, KOETO HE e NpeKkpaTeHo
B CpOKa My Ha BanuaHOCT, KaTo reHepupa HoBa ABoWKa kntoyoBe (Re-key). EBpOTpbCT He noaabpxa
NoAHOBSIBaHE CbC 3ana3BaHe Ha CblyecTByBallaTa ABoKKa knodose (Renewal) nnu cbe 3anasBaHe Ha
CEPUNHMS HOMED.

EBpOTpbCT NnogHOBsIBa TEKYLLO yAoCcToBepeHne Ha Tutynapsa/Cb3aartens ¢ HoBa ABOVIKA KIo4oBe
(Re-key), camoO ako HsMa HacTbLMWAM MPOMEHW B YyAoOCTOBepeHata WHdopmauus. [MogHoBEHOTO
yAOCTOBEPEHMNE MMa BMMCAHM B HEFO HOB CEPUEH HOMEP, HOB NyBIMYeEH KoY, HOB Nepuoa Ha BanugHoCT
N HOB €eneKTPOHeH noanuc/nedatr OT YAOCTOBepsiBalUMs OpraH, Kato yOocToBepeHata B Hero
WHopMaLms ce 3anasBa.

Cnen nogHoBsABaHe TeKyWOTO KBanvduuMpaHO YOOCTOBEPEHWE He ce npekpaTsiBa U OocTaBa
BanuAHO B CpOKa My Ha BanuaHocT.

3a upgeHTMdmMKauma M nNpoBepka Ha CaMOSNMYHOCT/MOEHTMYHOCT Ha Tutynaps/Cbh3gatens Ha
KBanuuumnpaHoTo yooCToBEPEHME, KOETO Ce NOAHOBSABA, HE Ce U3MUCKBA HErOBOTO JIMYHO ABsIBaHe npes
Peructpupalums opraH Ha EBpoTpbCT.

Mpn HacTbNUNM npomeHn B WHopmaumaTa 3a Tutynaps/Cb3gatens Ha KBanuduumpaHo

yaooctoBepeHune, TeKywoTo yaoctoBepeHune He ce noagHoBsABa. [JocTaBunkbT wu3gaBa HOBO
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KBanuuuupaHo YAOCTOBEPEHMEe, KaTo crefBa NbpBOHAYanHa waeHTUdMKauuss 1M npoBepka Ha
CaMOJIMYHOCT/MOEHTUYHOCT U NpekpaTsiBa He3abaBHO TEKYLLOTO KBanMuumMpaHo yaoCTOBEPEHME.
JocTtaBumkbT cbbnogaBa cnegHUTEe BpEMEBU OrpaHUYeHNs 1 3UCKBaHMS 3a MAeHTUMKauus

npu NogHOBABaHe Ha KBanuULMpaHo Y4OCTOBEPEHME:

Mepunopn NMopgHoBABaHe NU3nckBaHusA
Oo 30 gHM npean wm3TU4aHe CpoKa Ha » [Na Hama npomsiHa B ,DN“ Ha
BanuOHoOCT Ha KBannnunpaHoTo yOOCTOBEPEHNETO
yOOCTOBEPEHME, KOETO HE € MPEeKpaTeHo U ypes Re-key » 3asiBkaTa 3a NogHOBSBaHE MOXe
KOETO HsIMa MpoMsiHAa B yOOCTOBEpeHaTa B na oboe M3BbpLUEHA
Hero nHgpopmaums oTAane4vyeHo
Oo 30 pgHn cneg wmsTM4aHe cpoka Ha » Na Hama npomsiHa B ,DN“ Ha
BanuOHoOCT Ha KBanndnunpaHoTo yOOCTOBEPEHMETO
yOOCTOBEPEHME, KOETO He e npeKkpaTeHo U ypes Re-key » 3asBkaTa 3a nogHOBsIBaHe ce
KOeTO HsIMa MpoMsiHa B yoCTOBepeHaTa B nogaea Ha MSICTO (B
Hero uHgopmaums Peructpupaly opraH)
NMoBedye ot 30 OHM cneg cpoka Ha
BanuaHocT Ha kBanuduumnpaHoto | He ce nogHoBsABa
yaooctoBepeHue

Mpun oToaneyeHo usgaesaHe U NOAHOBSIBAHE Ha KBanuduvumpaHu yaooCTOBEPEHUs! Npe3 MOOMUITHO
npunoxeHve, NoAHOBABAHETO e BMHaru ¢ Re-key, kaTo 3aabmKUTENHO Ce M3aaBa HOBO YOCTOBEPEHMUE.
B To3u cny4ait npoBepka 3a caMonNMYHOCT U MOEHTUMKALMUS HE Ce U3BBbPLLBA.

BbB Bpb3ka C U3NMbIHEHUE Ha U3UCKBaHUSTa Ha PSD2, npu nogHOBsIBaHE Ha yAOCTOBEPEHUE, B
KOETO UMa BrnncaHa nHdopmMauus, cnopes nsnckeaHusita Ha PSD2, EBpOTpbCT OTHOBO St NPOBEpPSIBa, KaTo
npu ToBa TOM MOXe Aa s noucka oTHOBO oT cboTBeTHMA NCA. B cnyyaii, ye NCA e onpeaenun npasuna

3a npoBepka Ha Te3un aTpubyTn, EBPOTPBCT v U3NbIHSABA M Npunara.

3.4 WAEHTU®UKAUUA U NMPOBEPKA HA CAMOJIMMHOCT/MAEHTUYHOCT NMPU CMMPAHE HA
OEWUCTBUETO HA KBANTU®ULIMPAHO YOOCTOBEPEHMUE

CnvpaHe Ha BanuMOHOCTTA Ha KBanUWUUUpaHW YOOCTOBEPEHMSI € YCTaHOBEHa onepaTuBHa
npakTMka Ha EBpOTPBLCT M ce pasnuyaBa OT MNpekpaTsBaHe Mo ToBa, Ye BOAM OO BPEMEHHO
npeycTaHOBsIBaHe Ha yOoCTOBEpUTENHaTa cuna Ha gageHo ygoctoseperune. OT cbobpaxeHus 3a npaBHa
curypHocT EBpoTpbcT BMHarM scHo oTbensisBa cTaTyTa Ha ChvpaHe Ha BanugHocTTa  Ha

yOooCTOBEPEHUSITA.

Print and Edit Evrotrust Technologies Inc.. Page 34 of 147




MPAKTUKA MPU NPEAOCTABSIHE HA elDAS-CPS
(@ rOtru St KBANU®ULIMPAHU YOOCTOBEPUTENHU YCNYIU For public use

Regulation 910/ 2014 CERTIFICATION PRACTICE STATEMENT Version — 2.4
elDAS FOR QUALIFIED CERTIFICATION SERVICES 10.01.2018

EBpOTpbCT € AnbXeH, 4pe3 Peructpupawmss opraH, ga cnpe OencTBMeTO Ha BanugHo
yOOCTOBEpPEHME NPU NOCTLNNIIO UCKaHE 3a CnMpaHe.

JoctaBunkbT, 4pe3 Peructpupawima opraH, He uU3BbpLBa MAeHTUdMKaUMS M NpoBepka 3a
CaMOJSIMYHOCT/MAEHTMYHOCT Ha  Tutynaps/Cb3gatens W cnivpa  He3abaBHO OENCTBMETO  Ha
yOOCTOBEPEHUETO.

Mpy nsgageHo otaanedeHo ksanuduumpaHo ygocTtoBepeHme, CbLOTO MOXe Aa Obae CnpsHo oT

MOBMNHOTO npunoxeHne He3abaBHO OT I'IOTpe6I/1TeJ'I$|, ypes npeasnageHaTta 3a ToBa C*)yHKLI,I/IOHaJ'IHOCT.

3.5 WAEHTUO®UKALUUA U NPOBEPKA HA CAMOJIMMHOCT/MOEHTUYHOCT MNMPU
NPEKPATABAHE HA NEACTBUETO HA KBAITM®ULIMPAHO YOOCTOBEPEHUE

Korato EBpOTpBCT NpekpaT AENCTBMETO Ha KBannguumpaHo ygoctoBepeHune, Tom oTpassiBa ToBa
B nogAabpXaHute OT Hero 6a3n gaHHW CBOEBPEMEHHO, HO He MO-KbCHO OT 24 4yaca cneg kato 6bae
nony4eHo uckaHeto. OTMsHaTa cTaBa BanvaHa BegHara cnepj kato 6bae nybnukysaHa.

EBpOTPBCT NpekpaTaBa 4ENCTBMETO Ha YAOCTOBEPEHME CaMO crief ycnewHa naeHTudukaums un
npoBepka 3a CaMOMIMYHOCT/MOEHTUYHOCT Ha Tutynapa/Cb3gatend W yTOYHEHa MpuyMHa  3a
npekpaTtsiBaHe. B npoTuBeH crniyyan ygocToBepeHMeTo ce Bb30OHOBSABA.

Mpun npekpaTaBaHe npe3 MOBUNHOTO NPUNOXEHNE, NPoBepKa 3a NAEHTUYHOCT Y CAMOSTUYHOCT He
ce N3BbPLUBA, NpeaBua HannumMeTo Ha A0CTbN Ha TUTynaps 4o cboTBeTHaTa YHKUMOHANHOCT.

EBpoTpbCT NpegocTaBs Ha BCAka JoBepsiBaLla ce cTpaHa MHopmauusa OTHOCHO npekpaTtaBaHe
Ha 4EeNCTBMETO Ha n3gageHnTe oT Hero kBanuuumpaH yaoCcToBepeHUsi, Mpu 3asiBEHO XenaHne 3a ToBa.
Tasn nHpopmaums ce npegocTaBs Ha pasnonoXeHne No BCAKO BPEME M JOPpU crief cpoka Ha BanuaHocT

Ha yooCToBEPEHNETO.

3.6 WAOEHTU®UKALUA U NPOBEPKA 3A CAMOJIMMHOCT/MAEHTUYHOCT CIEA
NMPEKPATABAHE OEUCTBUETO HA KBAITM®ULIMPAHO YOOCTOBEPEHUE

Monutukarta un npaKTI/IKaTa npn npeaocrtaBAHe Ha KBaJ'II/Id)VILI,VIpaHM yOOCTOBEPUTEITHN YCNYTn Ha
EBpOTp'bCT He oonycKkaTt noaHOBABaHE Ha KBaJ'II/Id)VILI,VIpaHO yaoocCTtoBepeHne cnen npekpataBaHeTo My.

TI/lTyJ'IHpFlT/C'b3D,aTeJ'IF|T Ha npekpaTteHO yaoCToBepeHne MOXe Oa MNMOUCKa m3gaBaHe Ha HOBO
yaoocTtoBepeHue.

,D,OCTaB‘-II/IK'bT, ypes PeFVICTpVIpaLU,I/IFI opraH, wu3nbiiHABa MbpBOHa4YalrHa VID,eHTI/ICbI/lKaLl,I/IH n
npoBepkKa 3a CaMONUYHOCT/MOEHTUYHOCT Ha TVITyJ'IFIpFl/C'b3D,aTeJ'IF|, aKo TOW 3asiBU HOBO yaoocTtoBepeHue.
TakaBa npoBepkKa He Cce N3BbpLUBA, ako I'IOTpGGI/ITGJ'IFlT 3asaBdBa nM3gaBaHETO Ha HOBO KBaJ'II/ICbVILI,VIpaHO

yaoocTtoBepeHue oT MOOWMHOTO npunoxexHume, B KOETO NMa akKTUBEH I'IpO(.bI/IJ'I.
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4 OINEPATUBHU N3UCKBAHUA

EBpoTpbCT, upe3 Pernctpupallima opraH, B paMKUTe Ha ckrtodeH [JoroBop 3a kBanuduumpaHu
yOOCTOBEPUTENHM YCINyrn, MpedocTaBsd crnegHuTe onepaTtMBHM Npoueaypu 3a  KeanuduumpaHm
YAOCTOBEPUTENHN YCNyrK, MNPUNOXUMU KbM KBanuuuMpaHUTE yOOCTOBEPEHUS 3a EeKTPOHHU
noanucu/neyaTu:

» perncrtpaums Ha uckaHe 3a nsgaBaHe Ha kBanuuumpaHo yaoCTOBEPEHUE;
obpaboTka Ha nckaHe 3a n3gaBaHe Ha KBanuuumpaHo yooCcToBEPEHME;
nsgaBaHe Ha kBanuuumpaHo yaoCTOBEPEHME;
npegaeaHe Ha n3gageHoTo KBanuuunpaHo yaoCTOBEPEHME;
ynotpeba Ha gBovKaTa KIo4oBeE 1 Ha KBanvduumpaHo yooCTOBEPEHME;

NnogHOBSABaHE Ha KBANUMUUUPaHO YOOCTOBEPEHNE;
cnvpaHe/Bb306HOBsIBaHE AENCTBME Ha KBANMULMpaHO yOOCTOBEPEHUE;

npekpaTtsiBaHe Ha KBanMduumMpaHo Y4OCTOBEPEHME;

V V V V V V V VY

cTaTyc Ha KBanMduuupaHo yaoCcToBEPEHHME.

JocTtaBunkbT, upe3 Peructpupawmsi opraH, gonycka Tutynsaps/Cbhb3gatenss ga npekpatm
[orosopa 3a kBanuduumpaHy yagocToBepUTESNHN YCryrn Mexay Tax.

BpemeTo B cucTemuTe, CBbp3aHM CbC CNUpaHe W nNpekpaTsaBaHe Ha YOOCTOBEpPEeHus ce

cuHxpoHunsmnpa cnpsimo UTC noHe BegHbX Ha 24 vaca.

4.1 NOAABAHE HA UCKAHE 3A U3OABAHE HA KBAIIUPULINPAHO YO OCTOBEPEHUE

MNogaBaHe Ha vckaHe 3a M3daBaHe Ha KBanuuuMpaHo yooCTOBeEpeHue e npouec, npu KomTo
notpebutenaT nogasa Ao Peructpupall opraH Ha EBpoOTpbCT, B NMMCMEHA UM enekTpoHHa dopma,
UCKaHe 3a u3gaBaHe Ha KBanuuuupaHo YAOCTOBEPEHME CbrNlacHO MONMTUKaTa Ha usgaBaHe Ha
CbOTBETHOTO YAOCTOBEPEHMUE.

MckaHeTo Moxe Aa ce Hanpasu oT Tutynaps/Cbe3gaTtens unu ynbiHOMOLWLEH NpeacTaBuTen Ha
Cb3paTens.

MoTpebutenar permctpupa nckaHe 3a ngaBaHe Ha KBanuuuMpaHo yaOCTOBEPEHWE B OHMANH
pexxum nnu Ypes onepatop B Pernctpupalims opraH Ha EBpoTpbCT.

B oHnanH pexum nckaHusita ce nogasaT, Ype3 Mpexosu npoTokonu kato HTTP/HTTPS, S/IMIME
unu TCP/IP.

VckaHe 3a n3gaBaHe Ha kKBanuuumpaHo ygocToBeEpEHME MOXe Aa ce nogasa U Ype3 MOBUITHOTO

npunoXxeHne Ha EBpOTp'bCT. B To31n cnyqa|7|, rOPHUTE U3NCKBaAHUA HE Ce Mnpunarar.
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4.1.1 JNWUUA, NOAABALLU UCKAHE 3A U3SOABAHE HA KBAJTMOULUMPAHO YOOCTOBEPEHUE

Bcsako nuue, nonagallo KkbM efHa OT CnegHuTe KaTteropuu nuiua, Moxe Aa nogasBa MUCKaHe 3a
n3gaBaHe Ha KBanuuumpaHo yaocToBepeHue:
» mM3MYecKo nuue, KoeTo KaTo NoTpebuten e n3nonssa KeanupuumpaHo yaoCTOBEPEHUE;
» YNbIHOMOLLEH NpeAcTaBUTEN Ha IOPUANYECKO NULIE;
» cnyxuten Ha EBpoTpbCT, oBNacTeH cbeC PYHKUMN KbM YO0OCTOBEPSBALLMA OpraH Ha EBpOTpbLCT;
» OBnacTeHo nuue kbm Peructpupawim opraH, HE3aBUCUMO Aann € BbHLUHA OpraHuM3auus unm e

opraHn3auMoHHO 060co6eH0 3BEHO KbM MHbpacTpyKTypaTa Ha EBpoTpbCT.

4.1.2 OBPABOTKA HA UCKAHETO 3A U3OABAHE HA KBAJIN®OULIMPAHO YOOCTOBEPEHUE
4.1.3 NOTPEBUTEJICKMN YOOCTOBEPEHUA

Bcuukn notpebutenu Ha kBanuduvumpaHn yaoCTOBEPEHUSA CbC CKMOYBAHETO Ha AOroBop 3a
yAOCTOBEPUTENHN ycnyrn TpsibBa Aa npuemaT 3agbikeHusaTa v rapaHummTe, onpeaeneHn B HEro, KakTo
n B lNonuTukata 3a npegocTaBsHe Ha KBanuduumpann ycnyrm n tasm lNpaktuka. 3a Bceku notpeburen Ha
KBanuduumpaHo yOOCTOBEPEHME Ce M3BbpLUBa MNPOLEC Ha perncrpauusi, KOSTO BKMYBA CnegHuTe
CTBIMKK:

» nojaBaHe Ha UCKaHe 3a u3gaBaHe Ha KBanuduumpaHo yaoCTOBEPEHME, KOETO CbAbpXa BApHA
1 ToOuHa nHopmMauus. VickaHeTo MoXe Aa BKNoYBa M AOMbHUTENHA, HENpoBepsieMa nHgopmauus, 4act
OT KOSITO Ce YAOCTOBEpPSBa, a Apyra YacT ynecHsiBa KOHTakTa Ha EBpoTpbCeT ¢ Tutynapsa/Cw3gatens;

» TreHepupa ce [OBolka kpuntorpadckm krtodoBe OT EBpOTpBCT mnm noTpebutensar cam
ocblUecTBsABa ToBa. [lBoMkaTa KpunTorpad)Cku KrioyoBe 3a KBanuvduuuMpaHu yOooCTOBepeHus 3a
KET/KElNeyaT 3agb/mKUTENHO Ce reHepvpa B YCTPOMCTBO 3@ CUIYPHO Cb3[daBaHE Ha €nNeKTPOHEH
noanuc/neyar, OTroBapsiLLO Ha U3NCKBaHWUSTA 3@ HUBO Ha CUrypHOCT, onpeaeneHo B PernameHT (EC) Ne
910/2014;

» eneKTPOHHMAT hopMaT Ha MCKaAHETO 3a M3JaBaHe Ha KBanuduumpaHo YOOCTOBEPEHME C
MHOPMaLMATA, KOSATO e Ce BKIOYN B YAOCTOBEPEHNETO € CTPYKTYpa, NOANMCaHa C YaCTHUS KN4 OT
reHepvpaHarta [BOWKa KINio4oBe B YCTPOMUCTBO 3a Cb3[aBaHe Ha enekTpPoHeH nognuc/neyat, OCBEH ako
3aABsIBAHETO HE Ce M3BbpLUBA OTAANe4YeHo, Npe3 MOOUMHOTO NpuUNoXeHne Ha EBpoTpbCT;

» KoraTto e Heobxoaumo, PermctpupalymaT opraH npegoctass Ha Tutynapsa/Cb3gatens nnm Ha
YMBbAHOMOLLEHO OT Hero nuue B 3awuTeH BuA uHoOpMauusa/kod 3a [OOCTbM OO YaCTHUA KIOY B
YCTPOWCTBO 3a Cb3[laBaHe Ha erieKTpoHeH noanuc/neyar,

» B Cfy4yan Ha CaMOCTOATESNHO OTAarieyeHo reHepupaHe Ha [BOWKa KItodoBe OT noTpebutens,
cblwmaT TpaAbBa ga npegocTtaBy NyonuyHUA Kod Ha EBpPOTPBCT ypes opraHa 3a peructpauusa n ga

OOKaXe nputexxaHne Ha CboOTBETHUA YaCTeH KIoY CbOTBETCTBALL, Ha I'Iy6ﬂVNHVIF| KITHOM;
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» Bb3 ocHOBa Ha ogobpeHuTe MCKaHWs 3a u3gaBaHe M yrpaBreHMe Ha KBanuduumpaHo

yOOCTOBEpeHMe Ce OCbLLEeCTBSIBa CKIOYBAHETO Ha Aorosopa ¢ EBpoTpbeT.

4.1.3.1 YOOCTOBEPEHWUA HA YOOCTOBEPABALL U PETUCTPUPALL, OPIAH

PernctpupalumMte opraHu, KOUTO NPeAOoCTaBAT KBanuduuMpaHu Ycryru, KOUTO He ca B
opraHusauMoHHaTa CTpykTypa Ha EBpoTpbCT (BbHLHM Pernctpupallm opraHun), e Heobxoammo npeau aa
OCbLLECTBSIBAT Ta3n AEMHOCT, Aa CKNoYaT CbOTBETEH A0roBop ¢ EBpoTpbCT. B cnopasyMeHneTo, ocBeH
npaBaTa 1 3aAbIPKEHUSITA Ha [ABETE CTpaHu, TpsibBa Aa ce BKM4YBa U MHpopMaLmMs 3a CaMOSIMYHOCTTa
Ha nuuaTa ydyacTBawm B Peructpvpalimnsi opraH U TSIXHOTO paspelleHue ga npeacTtaensieat U gsete
CTpaHu Mo BpeMe Ha U3MbIHEHMETO Ha AoroBopa. Jlvuarta, ynbnHOMOLLEHM Aa U3BbPLUBAT Tasu AEHOCT,
crieBa Aa onpenensit Buaa v npegHasHavyeHMeTo Ha yaoCTOBEPEHUSTA, NPEeAN TAXHOTO U3JaBaHe.

KntoyoBeTe v yaocTtoBepeHusTa Ha Y40OCTOBeEpsiIBALLMS: OpraH MoraT Aa 6baaT reHepupaHn camo
No BpeMe Ha LEepeMOoHMsI MO reHepupaHe Ha Kr4yoBe, B KOATO yvacTBaT €OUHCTBEHO nvua,

onpaBoOMOLLEHN OT EBPOTPBLCT.

4.1.3.2 UCKAHE 3A PErMCTPAUMA HA NOTPEBUTENMN HA KBAJIMOULUUPAHU
YOOCTOBEPUTENTHU YCIYTU

NckaHeTo 3a peructpauusa Ha notpebutenu Ha kBanuduumpaHu yooCcTOBEPUTENHWU YyCryrn ce
nogaesa Ao Peructpupawmsa opraH OT OU3NYECKU, HOPUOMYECKM UNU YMTBIIHOMOLLEHM NULA U BKIOYBA
cnegHata nHdgopmaums:

» MbIHO HanmeHoBaHue Ha Tutynaps/Cb3gartens unn Ha yNbIHOMOLLEHO NULE;

» [pokasaTenctBa 3a npeAacTaBuTenHa Bnact Ha Tutyngaps cnpamo Cwb3gatens M Ha
YyMbSIHOMOLLLEHOTO Nnuue Ha Cbh3aaTtens;

» wunaeHtndmkatopu: EUK (nepcoHaneH ngeHTndmkaumMoHeH HoMep) 1 Ap.;

» noLleHCKn agpec Ha nuueto (cTpaHa, obnacT, MOLWEHCKM Koh, rpag wunu ceno, Homep Ha
crpaja, umMe Ha ynuua unu KksapTtan, HoMep Ha gakc);

> 1Menn agpec;

» BUO Ha MCKaHOTO KBanuduumMpaHO yOOCTOBEpeHWe, B3eMalku npeasua npegHasHavyeHueTo
my;

» uvaeHTUMKaToOp Ha nonuMTMKaTa 3a yOoCToBepsiBaHe, Bb3 OCHOBA Ha KOATO Ce usgaBa
yOOCTOBEPEHUETO;

» Hanuume Ha YacTeH KoY, CbOTBETCTBALY, Ha NyGNuYeH Knovy;

»  nybnudeH Knwowu;

» [DONbIHUTENHA VIH(*)OpMaU,VIﬂ, 3adBeHa 3a BKIo4YBaHe B yOOCTOBEPEHMNETO, KaKTO U AonyCcTUMa
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HenoTBbpAeHa TakaBa;

» nognuceaHe Ha [loroBop 3a KBanuduumpaHu YOOCTOBEPUTESNTHM YCAYyrM W cbriacue
ycnoeusTa Ha lMNonutukata mn lNpakTukata npu npegocTaBsHe Ha KBanuduumpaHu yaooCTOBEpUTENHM
ycnyrm ot EBpoTpbCT.

B 3aBUCMMOCT OT CbAbpPXaHMETO Ha YOOCTOBEPEHMETO M HEroBUS BWUG, HAKOW OT LAHHUTE,
NMOCOYEHU NO-rope, MOXe [ia OTCbCTBAT.

AKO [gBomkaTa kpunTorpadpckm  kndoBe € reHepupaHa npu  Tutynaps/Cb3patens,
PeructpupalmaT opraH cnefBa a nNpoBepu NpefocTaBeHOTO eNEKTPOHHO MCKaHe 3a perncrpaums u
N3NCKBAHNATA 3@ HUBOTO Ha CUTYPHOCT Ha YCTPOMCTBOTO 3a Cb3jaBaHe Ha eneKkTpoHeH noanuc/neyar.

Cnep ycnewHa unaeHTUdUKaUMs, NpoBEpKa Ha CaMOMMYHOCT Ha NWUETOo, Mogano uckaHe 3a
KBanuduumpaHo yaoCcTOBEpPEeHWEe U Npu nosflydaBaHe Ha MNOTBbpXAeHue OT Peructpupalums opraH,

CKaHEeTO 3a perucTpaums ce uanpaiia Ha Y4ocToBepsBallms opraH 3a usgasaHe Ha yaoCTOBepeHue.

4.1.3.3 NMNOAHOBABAHE HA KBAJIM®UUWPAHO YOOCTOBEPEHUE, TEHEPUPAHE HA HOBA
ABOWKA KITFOYOBE U MPOMSAHA HA KBAITU®ULIMPAHO YOOCTOBEPEHMUE

Tutynapat/Cbe3gatenaT unu  ynbfHOMOLLEHOTO fvue MOXe [fa 3asdBuM MOOHOBSIBAHE Ha
KBanmduumpaHo ygoctoBepeHue npu cbonogaBaHe Ha BpeMeBUTE OrpaHNYeHNs, N3UCKBaHNA U YCNOBUS
3a NogHOBSIBaHe.

lMogHOBSABaAHETO Ha  KBanuduumpaHo  yOOCTOBEpPEeHME  3anasBa  MHdopmaumsita  3a
Tutynaps/Cbv3gatens unu ynbiaHOMOLLEHOTO NuUe OT TEeKYLWOTO YAOCTOBEPEHMNE, KaTO B NOOHOBEHOTO
yAOCTOBEPEHMNE CE MPOMEHS Nepmoaa Ha BanvaHOCT U CEPUNHUSA My HOMED.

lMogHoBSIBaHe Ha kBanudULMpaHO YAOCTOBEPEHME, KOETO HEe e BUo npekpaTeHo B nepuoga My
Ha BanuAHOCT, MOXe Aa Ce U3MbITHM Ype3 reHepupa ce HoBa ABOoWKa kntoyose (Re-key). EBpOTpbCT He
NoAAbpKa NOOHOBSIBAHE CbC 3amnasBaHe Ha CbllecTByBawlaTa ABokka kntoyoe (Renewal) mnu cbe
3anasBaHe Ha CepurHUSA HOMep.

lMogHOBSABaHETO Ha KBanumuMpaHo yaooCTOBEPEHUE Ce Npeaxoxaa oT permcTpupaHe Ha nckaHe
3a nogHoesBaHe nped Pernctpupaluma opraH Uim oHMamH.

Korato kBannuuupaHoTo YAOCTOBEPEHNETO € C U3TEKbST CPOK Ha BanvAHOCT U UCKaHeTO 3a
NOAHOBSIBAHE € CblNacHO MOCOYEHUTE BPEMEBU OrPaHUYEHUs U U3UCKBaAHWUS 3a MOEHTUMUKaUMS npu
nogHossBaHe, Tutynapat/Cb3gatenaT unu ynbiHOMOLLEHOTO nuue Tpabea aa nocetn Pernctpupalms
opraH Ha EBpOTpBCT Unn a ce ugeHTuguumpa otganeyeHo.

Tutynapat/Cbe3gatenaT vnv YynbiHOMOLLEHOTO fvue MOXe Aa NOOHOBM MHOFOKpaTHO CBOe
KBanmduumnpaHo yaocToBepeHue.

JocTaBunKbT He Jonycka M3non3BaHe Ha OBOMKAa KIHYOBE 3a eNeKTpoHeH nognuc/medaT 3a

nepuoa, no-ronam ot 3 (Tpu) roanHMN.
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Pernctpypalnar opraH Lwe nogHoBM efHO KBanuduuupaHo yOOCTOBEPEHWE 3a ereKTPOHeH
nognuc/neyart, ype3 Re-key npu cnegHuTe yCroBus:

» YyOOCTOBEPEHWETO He e NpekpaTeHo B CpoKka My Ha BanuaHOCT;

» Tutynapat/Cb3gatensaT vnu yNbNHOMOLLEHOTO fuvue Aeknapupa, 4Ye HaAma npomsiHa B
yaocToBepeHaTa MHopmMaumsi B TEKYLLOTO MY YAOCTOBEPEHWE;

» UcKaHe 3a nogHoBsiBaHe € HanpaseHa o 30 gHW npeau Uy cnej uU3Tu4aHe Ha cpoka Ha
BanMAHOCT Ha YAOCTOBEPEHMNETO;

» CTPOro M3nbiHaBa MAeHTUMKauuATa U NpoBepka 3a CaMONIMYHOCT Ha noTpebutens wm
NMOCOYEHUTE BPEMEBU OrpaHNYeHNs Npu NnogHoOBsSIBaHe;

BbB BCUYkM cnyyan, KoraTo wMMa MpoOMsHA B ydocToBepeHaTta uHdopmauusa 3a
Tutynaps/Cbe3gatens unu ynbiaHOMOLLEHOTO fNWUe Ha TeKywoTO yAOCTOBEpPEeHWe, MOCNeAHOTO He
noanexun Ha nogHoBsiBaHe, a EBpOTPBLCT n3gasa HOBO KBanNnuULMpaHo yooCTOBEPEHME.

MckaHe 3a nogHoOBsiIBaHe Ha kBanvduuMpaHO yooCcToBepeHue, TpsibBa ga cbAbpka Har-mMarnko
CneaHoTo:

» YHUKanHoTo ume Ha Tutynapsa/Cb3gatens unv ynbHOMOLLEHOTO Nuue;

» BWA Ha KBanuduUMpaHOTO yAOCTOBEpeHne/npegHasHayveHme;

» unpeHTUduMKaTop Ha nonmTukaTa 3a yaocToBepsiBaHe Bb3 OCHOBA Ha KOATO yAOCTOBEPEHUETO
ce n3gasa;

» nybrnudeH kniod, KONTo Tpsabea aa 6bae yAOCTOBEPEH.

EgHa yacT nnm usnaTa YyacT Ha faHHUTe, KOSITO Ce CbAbpXKa NO-rope B UCKAHETO 3a NO4HOBSABAHE
Ha KBanuduuupaHo yOOCTOBepeHWe Moxe Aa Obae yooCcTOBepeHa, Ype3 nonaraHe Ha eneKkTPoHeH
noanuc/neyar npu ycnosue, Ye aboHaTbT NpUTEXaBa BanvaeH KbM MOMEHTa YacTeH KoY 3a Cb3faBaHe
Ha nognuc/neyar.

[ocTaBuMkbT He pJonycka MpoMsHa B Mpodwuna Ha YyOOCTOBEPEHMATA 3a eNeKTPOHEH
noanuc/neyar.

lMogHoBsIBaHE Ha KBanUMUMpaHO yOOCTOBEPEHME, 3asfBEHO OTAanieyeHo npe3 MOOMITHOTO
npunoxexme Ha EBpoTpbCT He ce nogHoBsABa. Cnep M3Tu4aHeTo My ce usgasa HOBO y4OCTOBepeHue. B
TO3W Criyqan JonbIHUTENHA MAEHTUMUKALMA HE Ce M3BbPLUBA, @ CaMO MPOBEPKA HA akTyanHocTTa Ha

OaHHNTE 3a CaMOJTUYHOCT.

4.1.3.4 WUCKAHE 3A CIMMMPAHE U NPEKPATABAHE HA YOOCTOBEPEHUE

WNckaHe 3a npekpataBaHe Ha KBaJ'IIIICbI/ILl,I/IpaHO yaoocTtoBepeHme ce nogasa oT
TVITyJ'IFIpFI/C'b3,EI,aTeJ'IFI nnn ynbJIHOMOWEHO Iuue Ha MACTO Npu PeFI/ICTpI/IpaLLI,VIFI opraH win no
EJ1IEKTPOHEH MbT.

B mMomeHTa Ha npekparaBaHe Ha KBaJ'II/ICbVILI,VIpaHO yaooctoBepeHue, PerI/ICTpI/IpaLLWIﬂT opraH
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yBegomsiBa notpebutens 3a 1o03m pakT (Hanpumep No enekTpoHHaTa nowa).

EBpOTPBLCT NpekpaTsiBa M3gageHo OT HEro yAOCTOBEPEHME NPU:

» CMBPT WM noctaBsHe nof 3anpelwieHne Ha Tutynsaps/Cb3gaTenss ¢ npekpatsBaHe Ha
npencraBuTenHaTa Bnact Ha Cb3gartens;

» npekpaTsBaHe Ha npeAcTaBuTenHaTa BnacTt Ha Tutynsps cnpsamo Cbh3gatens;
yCTaHOBSIBaHe Ha HEBEPHMW AaHHWU NPU M3QaBaHe Ha yOOCTOBEPEHMETO;
CTaHana BnocreacTeMe HeBAPHa yAOCTOBEpPEHa MHpOpMaLUS;
npv NpomMsiHa B YAOCTOBEPEHa BeYve MHpopmaums Ha Tutynaps/CwagaTens;
KOMMpOMETUPaHE Ha YaCTHUS KIOY;

3abaBsiHe B 3annalwaHeTo Ha Ob/MKMMO Bb3HarpaxaeHue;

V V. V V VYV V

ncKaHe 3a npekpartaBaHe OT cTpaHa Ha Tutynapsa/Cbw3gaTtensd, cned kato [JoCTaBuMKbT ce
yBEpKU B CaMONIMYHOCTTa UM W B nNpeacTaButenHaTa Bnact Ha Cb3gartens. Korato ce 3asBsBa cnvpaHe
NN NpekpaTsaBaHe Ha KBanuduumpaHo yaocToBepeHne npe3 MOBUHOTO npunoxeHwe Ha EBpOTPBLCT,
npoBepKa Ha CaMOSIMYHOCTTa He Ce U3BbPLLBA.

[docTaBunkbT npegnpuemMa He3abaBHO npekpaTdABaHe Ha [OeWcTBMeTO Ha  U3gageHo
yAOCTOBEPEHME MPU BCAKO €0HO OT NOCOYeHUTe no-rope obecTosaTencraa.

[ocTaBunKbT NpekpaTaBa n3gageHn oT Hero yaoCToBepeHWst, ako nNpekpaTn gerHocTtTta cu 6e3 aa
S NPEXBBLPUI Ha APYr AOCTaB4yMK. B TO3M cnyyan cbLMAT yBegoMsiBa NOTpebutennte cn n npekparssa
yOoCcTOBepeHusiTa ¢ eqHOMeCcevyHO npeanssecTne. B egHomMeceyveH cpok oT yBegomaBaHeTo, EBpoTpbCT
Bb3CTaHOBSABA Ha NoTpebutenute nnarteHaTta OT TSX Cyma, B pa3mep cbobpaseH ¢ ocTaBalus CPpoK Ha
JoroBopa 3a KBanuduumpaHa yaoocToBeputenHa ycnyra. Korato e 3asBeHO KBanuduumpaHo
yAOCTOBEpPEHNE Mpe3 MOOBUITHOTO npunoxeHne Ha EBpoTpbCT, aboHamMeHTbT Ha noTpebutensa ce
npekpaTsiBa OT MOMEHTA, B KOWTO HACTbNW CreaBallmsi Nepmnoa 3a NogHOBSBaHE.

[ocTaBunkbT MOXe [Ja cnpe W npekpatu YAOCTOBEepeHWe Ha Y[ocToBepsiBaw, opraH oOT
NMH(pacTpykTypaTa, ako ca Hanvue OCHOBAaTENHM CbMHEHUS 3@ KOMMPOMETUPAHE Ha YacTHUSA KoY Ha
TO31 OpraH.

Mpu npekpaTaBaHe Ha yOOCTOBEPEHME Ha onepaTvBHUA YAOCTOBEpPSBALL OpraH 3a usgasaHe u
nogabpXkaHe Ha keanuduumMpaHu yaoCTOBEPEHUS 3@ eNeKTPOHEH noanuc/neyvar, AeNCTBUETO Ha BCUYKN
n3gageHn OT Hero 1 BanuaHu yoocToBEPEHUs ce npekpaTaBsa.

Camo onepaTuBHMAT YOOCTOBepsiBall, oOpraH, wusgan kKeanuuumpaHo yaocToBepeHue 3a
ereKkTpoHeH nognuc/neyat, MoXxe Aa npekpaTu 4eUCTBMETO Ha ToBa YAOCTOBEPEHME.

AKO npekpaTsiBaHeTO € CrieicTBMe OT onepaTopcka rpeLlka unm cneactene OT KOMNpomMeTupaHe
Ha onepaTuBeH YacTeH KNy Ha EBpoTpbeT, JocTaBuMKBLT We nsgane 3a CBOA CMeTKa eKBUBaNEeHTHO
noTpebuTencko yaocToBepeHue.

Ycnyrute no ynpaerieHne Ha npekpaTsiBaHe U cnupaHe Ha OeNCTBUEeTO Ha yOoCTOBepeHMe ca Ha

pasnorioXXeHne AeHOHOLLHO, 7 HM B cegmMuuaTa.
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lMpn cpuB B cuctemara, ycnyrmte unum Opyr @akTopu, KOUTO ca W3BbH KOHTpona Ha
YpocTtoBepsiBalms opraH, EBpOTpbCT nonara MakcMmMmarnHu yeunus, 3a ga rapaHtupa, 4ye ycnyraTa e e
AOCTbMNHa MakcMmyM 4o 3 (Tpu) 4aca.

BpemeTo B cucTemuTe, CBbp3aHM CbC CNUpaHe U MnpekpaTaBaHe Ha YAOCTOBEPEeHus ce
cuHxpoHunsmnpa cnpsamo UTC noHe BegHbX Ha 24 vaca.

BbB Bpb3ka C M3NbiHEHME Ha u3uckBaHuATa Ha PSD2, nckaHe 3a cnvpaHe u npekpaTsaBaHe Ha
yaoctoBepeHne Mmoxe aa 6bae nogageHo u ot ctpaHa Ha NCA 3a nsgageHun yaoCcToBepeHus ¢ BIMCaH B
TSX aBTOpM3aLMoHeH HoMep Ha Payment service provider (PSP), peructpupaH ot cbusa NCA. MNpu ToBa
NCA cneunduumpa KOHKPETHUS CepUeH HOMEpP Ha yOOCTOBEPEHUE, KaKTO M MpUYMHATa 3a MCKaHeTo 3a
crnvpaHe nnu npekpataBaHe. Bb3MOXHMTE NPUYMHK 3@ NpeKkpaTaBaHeTo ca:

» npekpaTeHa e aBTopusaumsita Ha PSP;

» nMa NpoMsiHa B aBTOPU3aLMOHHUAT HOMep Ha PSP;

»  nMa npomsiHa B UMETO nnun ngeHtundukatopa Ha NCA,;

» npekpaTeHa e efHa unu noseye OT ponuTe, yAOCTOBEPEHU B M3OaAEHO yAOCTOBEpPEHWe.
BmeHsaBaHeTO Ha HoBa pons Ha PSP He e npuynHa 3a npekpaTtaBaHe Ha U3gageHo YAoCTOBEepeHUE;

» npekpaTaBaHeTO € U3NCKBaHO MO 3aKOH;

> APYTV NPUYMHW.

Ako NCA e cobcTBeHMK Ha cneumdmnyHa nHgopmaumda no PDS2 n cbobliaBa Ha EBpoTpbCT, Ye
Tasu nHdopmauunsa e NpoMeHeHa 1 Yye TS MMa OTHOLLEeHWEe KbM BanuaHOCTTa Ha usganeHo ot EBpoTpbeT
yaocToBepeHne, EBpOTpbCT npoBepsiBa Tas3m MHPOPMaLUS, HE3aBUCMMO OT CbAbPKaHMETO U hopmaTta
n, 6e3 ga MMa 3agbIPKEHNETO TOBA Aa Ce CNyyn B pamMKkute Ha 24 vaca.

EBpOTpbCT NpoBepsiBa aBTEHTUHHOCTTA M BEPHOCTTA Ha MHApOPMaLMSTA N UCKAHUATA, OTNPaBeHU
oT NCA n npu Heob6xoOUMOCT MOXe Aa W3MbIAHW WM OTKaKe TAXHOTO M3nbrHeHue, 6e3 ga uma

3a4bIKEHNETO Aa UHGOoPMMpPa 3a NpUYMHaTa 3a NpuemMaHeTo Unm oTkasa uM.

4.2 OBPABOTKA HA UICKAHETO

EBpoTpbCT Npvema uckaHus, nogaaeHn nHameuayanHo. MickaHusita moraT ga ce nogaeat OHNanH
npe3 nybrnmMyHo 4ocTbNHO yeb GasmpaHo NpunoXxeHne 1 Ha MAcTo Npu Pernctpupalums opraH. B cnyyai,
Yye [IOKYMEHTUTE ce m3npaLyaT no rnowiata e Heobxoauma HoTapuanHa 3aBepka Ha nognucute. VickaHus
moraT [ia ce npuemart 1 npe3 MoBUIHOTO NpUNoXeHne Ha EBpoTpbCT.

OHnalH nopaBaHe npe3 MyGrMYHO OOCTbMHO yeb GasupaHo NpuIoXeHWe ce WU3BbpLIBA C
nomoLLTa Ha MHTEPHET CTpaHuLaTa Ha JocTaByMKka Ha agpec: https://www.evrotrust.com. MoTpebutensr,
KOWMTO € NoceTunn NoaxXoAsLLIOTO MSICTO Ha caiTa, Nonbriea (B CbOTBETCTBME C UHCTPYKLMUTE HA TO3W CaliT)
noaxoasilia copma 3a kaHaMaaTCTBaHe M ro uanpawa Ha Permctpupalums opraH oHnaiH. VickaHusita 3a

KBanuuumnpaH yagocTtoBepuTenHu ycryri ce obpaboTtsaT oT cnyxuTen Ha EBpoTpbCT.
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Mpn nogaBaHe Ha uckaHe Npu Pernctpupaly opraH ce nsncksa npucbereme Tutynap/Cosgaten
UNKn yNbHOMOLLIEHO nuue. B cnyyan Ha oBnactaBaHe ce U3nckeaT 4OKYMEHTU AoKa3Bally aBTEHTUYHOCT.
Mpn nogaBaHe Ha uWCKaHe Mpe3 MOGUNHOTO npunoxeHwe Ha EBpPOTPLCT, TO ce reHepwupa

aBTOMaTu3upaHo, B yA0oOeH 3a NoTpedbutTenute AnanoroB pexvm.

4.2.1 WAEHTUO®UKALUUA U NMPOBEPKA 3A CAMOJIMYHOCT

ﬂeIZHOCTI/ITe no I/I[J,eHTI/ICbVIKaLl,MFI M npoBepkKka 3a CaMOJIMYHOCT Ha I'IOTpe6I/1TeJ'II/1Te Ha EBpOTp'bCT
ceé ocCbllecTBABa OT PeFI/ICTpI/IpaLLl,I/IFI opraH B CbOTBETCTBME C YCrioBUATa, NMOCOYEHU B HaACTOALLUA

[OKYMEHT.

4.2.1.1 NMPUEMAHE UITIN OTXBBbPJIAHE HA UCKAHE
4.2.1.2 OBPABOTKA HA UCKAHE OT PETMCTPUPALLUA OPIrAH

Bcsako uckaHe, nogageHo No enekTpoHeH MbT UM Ha XapTusa Ha Peructpupawms opraH, ce
obpaboTBa No cnegHUs HaunH:

» PeructpupalumaT opraH nony4aBa UckaHeTo Ha Tutynsapsa/Cb3gaTenst Unum ynbiHOMOLLEHOTO
nuue (Ha xapTUeH HOCUTEN NN B ENEKTPOHEH dopmar);

» Pernctpuvpawuar opraH npoBepsiBa Aanv nNuUETO € 3annaTturo Takca 3a pasrnexgaHeTo Ha
NCKaHETO 3a u3gaBaHe Ha kBanvduuMpaHO yOOCTOBEPEHME, MpWU YCNoBME, Ye 3analwiaHeTo e
npeaBuaeHo B LeHoBaTta nucTta Ha EBpoTpbeT. MNpu nvnca Ha TakaBa Takca, UCKaHETO Ce OTXBbpPIS;

» PeructpmpawimaT opraH npoBepsiBa OaHHUTE, MOCOYEHW B WCKAHETO, HaNpuUMep NUYHUTE
AaHHWU Ha NULETO U NPOBEpPSsiBa 3a NPUTEXAHME Ha YaCTEH KIHOY;

> MpW NONOXWUTENHa NpoBepka PernctpupalmsT opraH NoTBbpPKAaBa UCKAHETO;

» aKo OpPWUIrMHaANHOTO MPUIIOXEHME CbObPXKA HEBSAPHA MHoOpMauusi, TO Ce OTXBLPNSA WUNn
Kopurnpa;

» B pes3ynTaT Ha NOTBbPXOABaHETO Ce n3naBa YOOCTOBEPEHME;

» PernctpmpawuaTt opraH MOXe CbLo Taka Aa NpoBepu 1 ApYrn AaHHWU, KOUTO HE ca NOCOYEHU
B MCKaHeTo, HO ce M3nckeat oT EBpoTpbCT.

KoraTo nckaHeTo ce nogaea npe3 MOOGUNHO NpUNoXeHne, ropHUTe Npoueaypw He ce npunarat. B
TO3N Ccnyyam ce npoBepsiBa HanuuMe Ha nNpoBepeHa CaMOSIMYHOCT Ha NMUETO U OCbLUEeCTBeHa
naeHTnuKaums — aBTomaTMyHO unu ot onepatop. Mpy Hannune Ha TEXHONOrMyHa BBHL3MOXHOCT Ce
N3BbPLLBA aBTOMaTM3npaHa npoBepka B HaUMOHaNHM 6a3n 4aHHU OT JOKYMEHTM 3a CaMOSTIMYHOCT Un B
pPerncTpyM Ha HaceneHmeto. AKO NMPOBEPKUTE Ca yO4OBNeTBOpUTENHW EBPOTPBLCT reHepupa ABoukarta
KrntoyoBe OTAAneyYeHo, B CBOM XapAyepeH KpunTomoayrn, KpUnTMpa YacTHUSA KoY Ha notpebutens c

HeroBug NMNH n nsgasa kanuuuMpaHoOTO yaOCTOBEPEHUE.
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4.2.1.3 3AsIBKA KbM YOOCTOBEPABALLUA OPrAH 3A U3OABAHE HA KBAJIMOUUWPAHO
YOOCTOBEPEHUE

EBpOTpPBCT MOXe Aa OTKaxe usgaBaHe Ha KBanuduumpaHo yaocToBepeHne Ha BCako nuue 6e3 aa
nma 3a4bIPKEHUS UMM OTFTOBOPHOCT, ako NOTPebUTensaT nocoyBa HEBEPHN AaHHU B UICKAHETO 3a U3gaBaHe
Ha yOoCTOBEpEHHUe.

EBpoTpbCT MOXe Aa Hanpasu 0TKa3 3a u3gaBaHe Ha KBanuuumpaHo ygocToBepeHme:

» aKo noTpebuTendaT He MOXe [a JoKaxe, CBOMTe npaBa BbpXy npeanioxeHns DN;

» B CNnyyal Ha CbMHEHMe, 4e noTpeduTensaTt danwnduumpa gaHHU MM NOCOYBA HEBEPHMU
AaHHWY;

» aKko noTpebuTensiT aHraxmpa 3HavuMTesnHn pecypcu oT EBpoTpbCT 3a obpaboTka Ha noseve
NCKaHMSA OTKOMKOTO ca My Heobxoaumu;

» noTpebutensaT He HanpaBu MnawaHe 3a u3gaBaHe Ha YOOCTOBEpPeHWEe, Npu ycrioBue 4e
nnawiaHeTo e npeasuaeHo B LeHoBaTa nucta Ha EBpoTpbCT;

» aKko ca Hanuue Apyrv BaXKHU NPUYNHU, KOUTO HE Ca NOCOYEHUN MO-rope.

Kangugatute, YumTo UckaHUsi ca OTXBbpPSiEHW, BMOCNEACTBME MOraT OTHOBO Aa NodagaT UckaHe

3a u3gaeaHe Ha KBanuduumpaHo yaoCTOBEPEHME.

4.2.2 W3YAKBAHE U3OABAHETO HA KBAITUPULINPAHO YOOCTOBEPEHUE

Pernctpupawmar opraH Ha EBpoTpbCT He3abaBHO, B NPUCBLCTBMETO Ha notpebutena —
Tutynap/Cv3gaten unm ynbiaHOMOLLEHO OT Hero nuue, U3NbiHsaBa BCUMYKM (PYHKLMM MO NpoBepKa Ha
HanpaBeHOTO UCKaHe 3a u3gaBaHe Ha KBanuuumpaHo ygocToBepeHme.

YaoocTtoBepsaABawmaT opraH Ha EBpoTpbCT nsgaea He3abaBHO KBanuduumMpaHO yOOCTOBEpPEHUne
cnep yTebpXKaaBaHe oT Peructpupallms opraH Ha enekTpoOHHOTO UCKaHe 3a u3gaBaHe.

EBpOTpBLCT rapaHtTMpa, 4Ye npu nonyyvyaBaHe Ha WCKaHe 3a M3gaBaHe WNU ynpasrfieHWe Ha
yooctoBepeHue, Peructpupalmsa opraH e pasrnexga UCKaHeTo M U3gaBaHeTO Ha yaocToBepeHue
He3abaBHO, a Npu No-cneunanHn cnyyam B CPOK HE NO-Abbr OT 3 AHM OT AEHS Ha NodaBaHeTo My.

Tosn nepuog 3aBMCKU rMaBHO OT BMAA Ha KBanUUUMPAHOTO yOOCTOBEpeHue, MbfHOoTata Ha
noaageHoTO MCKaHe W OT TEeXHONMOrMYHOTO BpeMe 3a KoopauHaumsi B OOCNyXBaHETO Mexay
agMVHUCTPATUBHM CTPYKTYPM Ha OOCTaBYMKa, KakTO M OT BpemeTo 3a obuiyBaHe mexay EBpoTpbCT m
notpebutens.

KoraTto ce nspgaea KBaJ'IVI(*)I/IU,VIpaHO yaoocTtoBepeHue npeas MOOMWMHOTO npunoxeHme Ha EBpOprCT,
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ropHWTE MpoLeaypu He ce mpwunarat U u3vakBaHe He ce npaBu. B To3u cnyyai ygocToBepeHueTo ce

n3gaea HesabaBHO, npu Hann4mne Ha ycnewHun npoBepkn 3a MAEHTUYHOCT N CaAMOJTMYHOCT.

4.3 W3OABAHE HA KBAJIU®ULIMPAHO YOOCTOBEPEHMUE
4.3.1 OBPABOTKA

Cnepn nonyyaBaHe Ha McKaHe 3a msgaBaHe Ha KBanvduumMpaHO yOOCTOBEPEHME U CbOTBETHO
HeroBaTta obpaboTkaTta, CbLLOTO Ce nsgasa oT Y40CTOBEPSABALLMS OpraH.

Bcunuku yooctoBepeHus ce nsgasat B peanHo Bpeme. lNpouenyparta 3a usgaBsaHe e cnegHara:

» BCSIKO MCKaHe 3a u3gaBaHe Ha KBanuduuupaHo yaoCTOBEPEHUE, Ce 3anvMcBa 1 NpPoBepsiBa OT
PerucTtpupalwuma opran;

» camo nuuarta, U3BbpLUBALLM OOBEPEHMN PONM MMAaT AOCTbMN A0 OnepaTMBHUTE OEWCTBMSA Ha
Peructpupawms opraH. Manon3eaHeTo Ha akayHTU 3alluTaBa ornepaTnBHUTE AENCTBUSA HA MHOIO HMBA U
no3BofsiBa CUrypHo obpaboTBaHe Ha MCKaHETO 3a M3gaBaHe Ha KBanuuUUpaHo yOoCTOBEpPEHME,
BKIIOYMTENHO 3a Cb3daBaHe Ha Nnoaxoaswo hopmaTupaHa 3asiBka 3a usgaBaHe Ha y4oCTOBEpeHue OT
YpoctoBepsaBalLna opraH;

» obpaboteHaTta 1 ¢opmaTupaHa 3asiBka 3a YOOCTOBEPEHME CE M3npalla Ha CbpBbpa 3a
nsgaBaHe Ha KBannduumMpaHo yooCTOBEPEHME ChIMacHo nsbpaHunsa npodun;

» YpocToBepsBalUAT OpraH reHepupa UCKaHOTO yAOCTOBepeHue, NoanMcBa ro ¢ enekTpoHHNA
noanuc Ha EBpoTpbCT 1 ro nybnnkysa He3abaBHO B [y6nnyHMsa cu perncTop;

» YpocToBepsBaWMAT OpraH noaroTBA OTrOBOP, CbAbpXKall, U34ageHOTO YAOCTOBEPEHUNE U O
npegocTaes Ha NnoTpebutens.

Mpn oTaaneyeHo 3asiBABaHe Ha YAOCTOBEpeHWE npe3 MOOUMHOTO NpunoxeHne Ha EBpoTpbCT,

CbLLIOTO Ce M3[aBa B pearnHo Bpeme He3abaBHO, B paMKWTe Ha cecusTa no perucrpauus Ha notpeburens.
4.3.2 NPEOQOCTABAHE HA UH®OPMALUA

OTtopusnpaH npeactasuten Ha Pernctpupawmsa opraH Ha EBpoTpbCT, He3abaBHO M3BecTSABa
Tutynaps/Cb3gatensa vnn ynbnHomolweHoTo oT Cbh3gaTtensa nvue 3a vM3gageHoTo u nybnukyBaHo
yOoocToBepeHue.

OTtopusnpaH npeactasuten Ha Peructpupawms opraH Ha EBpoTpbCT u3npawa o
Tutynaps/Cb3gaTtens enekTpoHHO M3BECTUE NO MMENN C MHopMaLMs 3a UMETO Ha TUTynaps, Buga Ha
N30adeHOTO  YOOCTOBEPEHME 3a EfIeKTPOHEH noanuc/mevar  yHUKanHUS CepueH HOoMep Ha
KBannuumpaHoTo yaoCTOBEPEHMETO M NEpMoga My Ha BanuMOHOCT, OCBEH B Cry4auTe, KoraTto nurcea
nmenn agpec.

[ocTaBunkbT gocTaBa M3gageHoTo ygoctoBepeHme Ha Tutynapsa/Cbhagatensi, peCnekTMBHO Ha

YMbITHOMOLLIEHOTO OT HEero nuue, Ypes Pernctpupaliusi opraH.
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OTopuaupaH ornepartop Ha Peructpupalumsa opraH 3anucea yAoCTOBEPEHMETO Ha YCTPOUCTBO 3a
Cb3flaBaHe Ha erieKTpoHeH noanuc/neyat, kbaeTo e 6buna reHepupaHa ABOWKaTa KpunTorpadcku
KIMoYoBe 3a ToBa yOCTOBEPEHHE.

Tes3n npasuna ce npunaraT u Npu oTAanevYeHo usgasaHe Ha kKBanuduuMpaHo yOooCTOBEpPeHne
ype3 MOBMITHOTO NpunoxeHne Ha EBpoTpbCT. B To3m cnyvan yBegomsasaHeTo Ha Tutynaps/Ce3gatens

CTaBa 4pe3 nsnpailliaHe Ha cboOLLeHme B caMoTo MOBUIHO npunoxeHue.

4.4 MNPUEMAHE HA KBATM®PULIMPAHO YOOCTOBEPEHUE
4.4.1 NOTBBPXAEHUE 3A NPUEMAHE HA KBAITUGULIMPAHO YOOCTOBEPEHUE

Mpy nonyyaBaHe Ha KBanUUUMPaHO YAOCTOBEpeHue, NoTpebuTensaT e ONbXeH ga NpoBepu
CbObpXXaHMETO My, MO OTHOLIEHME Ha TOYHOCTTA Ha [OAHHWUTE M HanUuMeTo Ha nybnuyeH Knwo4
CbOTBETCTBALL HA YAaCTHUS KN4, KOWTO TOWM npuTexaBa. AKO B yOOCTOBEPEHMETO ca BNMCAHW HEBEPHM
OaHHW, YOOCTOBEPEHMETO TpsibBa fa Obae He3abaBHO NpekpaTeHo.

Ako Tutynapat/Cb3gatensT Bb3pasu, Ye U3ganeHoTo kBannduumpaHo yaocToBepeHne cbabpka
rPELKN MM HenbnHOTU B 3 (TpMAHEBEH) CPOK OT NybnvMkyBaHETO My B perncrbpa, EBpoTpbCT m
OTCTpaHsiBa Ype3 n3gaBaHe Ha HOBO YAOCTOBepeHne 6e3 3annaljaHe Ha Bb3HarpaxieHune, OCBEH ako ce
AbrkaTt Ha NpeocTaBsiHe Ha HEeBEPHM AaHHW. [py nunca Ha Bb3paXKeHne ce CMATa, Ye CbabpKaHMeTo
Ha yOOCTOBEPEHUETO € NPUeTO.

MpaBunaTa B HAacTosLLaTa TOYKa ce npunaraT KakTo Npu n3gaBaHe Ha yaAOCTOBEPEHNE, Taka 1 Npu
NOAHOBSIBAHE Ha YOOCTOBEPEHME.

Cnepg npoueaypa no npuemaHe Ha kKBanuuumpaHo yaoCTOBEPEHME ce Npuema, 4e notpebutenar
e 6un 3anosHaT ¢ npouenypute 3a n3gaBaHe Ha yOOCTOBEPEHME, ONUCAHM B TO3U AOKYMEHT.

C npuemaHe Ha KBanuuUMpaHOTO yAOCTOBEPEHWe, noTpedbutenat npuema [lpakTukata u

MonutukaTa Npu NpegocTaBsiHe Ha KBanMuuMpaHy yaoCTOBEPUTENHM YCIYTU.

4.4.2 NYBJIMKYBAHE HA KBAJINM®ONLUUPAHO YOOCTOBEPEHUE

Bcako wuspgageHo M npueTo  yaocToBepeHwe ce nybnukyBa Hes3abaBHO B ny6nuyHua

perncTbp/xpaHmnuweTo Ha EBpoTpbCT.

443 WUHOPOPMALNA 3A OPYTU CTPAHU

Cneg I'Iy6ﬂVIKyBaHeTO Ha n3gaaeHoTo yaoctoBepeHune B nyGJ'IVI‘-IHVIFl pernctbp Ha mn3gageHuTe

yaooCcTtoBepeHusd, ToO CTaBa AOCTbIMNHO 3a BCUYKN 3anHTEpecoBaHN CTpaHW.
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4.5 YMNOTPEBA HA KBAIIM®GULIMPAHO YOOCTOBEPEHUE N HA IBOMKATA KITFOYOBE
45.1 OTCTPAHA HA TUTYNAPUTE/CB3OATEIIUTE

Tutynapute/Cb3aaTenute TpsabBa Aa M3Non3BaT YacTHUTE KMYoBe U KBanuduumpaHute
YOOCTOBEPEHUS:

> B CbOTBETCTBUME C TAXHOTO NpeaHa3HaveHne, NoCoYeHO B HacToswaTa MpakTuka 1 B
CbOTBETCTBME C OrpaHUYeHusITa 1 LennTe 3a 13rnonssaHe, BN1UCaHN B CAMOTO MPUIIOXKEHNEe, KaKTO BbB
Bpb3ka C aTpubyTuTte Ha CamoTOo YAOCTOBEPEHUE;

» B CbOTBETCTBME C AOMbIIHUTENHO Crnopa3yMeHne mexay notpebutens n EBpoTpbCT;

» CcaMo B paMKWTe Ha CpoKa Ha TsixHaTa BarMaHOCT;

» KOraTo yOOCTOBEPEHUETO € CMpsIHO, MOTPebuTensT He TpsibBa Aa 13Mon3Ba YacTHUS KIToY
3a cb3faBaHe Ha eneKkTpPOoHeH nognuc/neyar.

Tutynsapat/Cb3gaTenaT HAMa nNpaBo Aa NpaBu AOCTOSIHWE YaCTHUS CU KIKOY Ha TpeTu nuua, HUTO
Aa nNpefocTaBsi HOCUTENsl, BbpPXy KOMTO € MNepcoHanuavpaH WM HauyvHa Ha uaeHTudukaums.

OTroBopHOCTTa 3a ONa3BaHETO Ha TavHaTa Ha YacTHUSA KN4 e Ha Tutynaps/Cbhagatens.

452 OT AOBEPABALUNTE CE CTPAHU

[loBepsiBalnTe Ce CTpaHW, BKMYMTENHO onepaTopute B Peructpupawms opraH, TpsibBa aa
nonaraT ObIKUMaTa rpmka npu nsnonssaHe Ha ny6rvyHUTE KINOYOBE Y CbOTBETHUTE UM YOOCTOBEPEHUS:

> B CbOTBETCTBME C THAXHOTO NpedHasHayeHWe W BrMCaHM OrpaHUYeHusl 3a M3non3BaHe,
nocoYeHo B HacTosiata NpakTuka, KakTo 1 ¢ ornes aTpubyTutTe Ha camoTo YAOCTOBEPEHNE;

» camMo crej npoBepka Ha TexHUs cTaTyC W MpoBepka Ha EneKkTPOHHWS noAnuc Ha
YpnoctoBepsiBalms opraH, nsgan yaoCTOBEPEHNETO;

> [0 npekpaTtsiBaHe Ha yOOCTOBEPEHUE;

» KoraTo yOOCTOBEPEHWETO € ChnpsiHO, AOBepsiBallaTa ce cTpaHa He TpsibBa ga npuema

NyGNMYHMA KItou.
46 MNOOAHOBABAHE HA KBAITU®ULIMPAHO YOOCTOBEPEHUE
MogHoBABaHe Ha KBanNuUUMpPaHO YAOCTOBEpPEHVWE O3HadyaBa noamMsHa Ha BanuaHo

yaocrtoBepeHune ¢ HOBO, 6e3 pa ce NnpoMeHsA CbulecTByBaLlaTa WHdOpMaLms B HEro, OCBEH HOB CEPUEH

HOMep, HOBa OBOMKa Kn4oBe, HOB CpPpOK Ha BanMaHOCT M HOB €JIeKTpOHEH I'IOD,I'IVIC/FIe‘-IaT Ha
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YaoctoBepsiBawyma opraH. To Tpsi6Ba ga 6bae npedwecTtBaHO OT pernctpupaHe Ha WckaHe 3a

noAHoBsABaHe B noaxoasiua oopma, npueTa u ogobpeHa oT onepaTtop B PervcTpupall opraH, nposepeHa

MOEHTUYHOCT U KOPEKTHOCT Ha NoaafaeHoTo UCKaHe.

4.7 W3AABAHE HA KBAITU®PULIMPAHO YOOCTOBEPEHUE C TEHEPUPAHE HA HOBA
NBOWKA KNOYOBE

Hoea gBowka knwo4yoBe ce reHepupa oT EBpOTpPBLCT, B crydanTe Korato Beye perucrpumpaH
notpebuten novncka ga My ce reHepupa HOBa ABOWKa Knio4oBe UNn HOB NoTpebuten nogage nckaHe 3a
reHepupaHe Ha ABOMKa KrtoyoBe. ['eHepupaHeTo Ha HOBa ABOMKa KIOYOBE Ce CbMbTCTBA C M34aBaHe
HOBO KBanuuumnpaHo yaoCcToBepeHmne, NoTBbpKAAaBaLLO NPUTEXaHMETO HA HOBOCb34aAeHaTa KItoyoBa
[BOMKa.

M3naeaHe n nogHoBsiBaHe ¢ Re-key TpsibBa ga ce ThbiKyBa MO CNegHUST HAuMH;

» 130aBaHETO Ha HOBA JBOWKA KIHOYOBE He Ce CBbp3a C HMKaKBM BanvaHW yOOCTOBEPEHMUS U Ce
n3nonaea oT NoTpebutenute, 3a ga nonyyaT yAOCTOBEPEHNE OT BCAKAKbB BUA;

» OTHacsa ce OO0 KOHKPETHO BanuaHoO yOOCTOBEPEHME, MOCOYEHO B UCKaHeTo. B cnepcrteme Ha
TOBa, HOBOTO Y4OCTOBEPEHME BKITHOYBA CbLLOTO CbAbpXXaHWe, KaTo pasfnunKUTE ca: HOB CEPUEH HOMED,
HOB NyOnMYeH KoY, HOB CPOK Ha BanMAHOCT M HOB eNeKTPOHEeH nognuc/neyaT oT YAocToBepsiBalus
opraH.

EBpoOTpbCT MHGOpMMpPA NpeaBapuUTENHO NOTPeEOUTENNUTE CM NO UMen Han-manko 14 gHu npean
n3TM4YaHe CpoKa Ha BanMaHOCT Ha U34aaeHO YAOCTOBEPEHME, KOraTo TOBa € Bb3MOXHO.

Mpouenypata no usgaBaHe Ha kBanuduUMpaHO YAOCTOBEPEHUE C reHepupaHe Ha HOBa OBOWKa
KNIO4YoBE MOXe [a ce npurara 1 kbM YO0CTOBepsiBaLLMs opraH U KbM Pernctpupaluus opran.

MpoueaypnTe No Tasy TOYKa He ce npunarat 3a KBanuduumpaHu yooCTOBEPEHUS, U3ganeHu

oTAaneyeHo, Ypes MoBMNHOTO NpUoXeHne Ha EBpoTpbCT.

4.7.1 OBCTOATENCTBA, NMPU KOUTO CE TMPWUINTATA U3OABAHE HA KBAJIM®ULIMPAHO
YOOCTOBEPEHUE C TEHEPUPAHE HA HOBA 1BOUKA KITFOYOBE

EQHo noTpebuTencko nckaHe 3a u3gaBaHe Ha KBanvduumMpaHo yaoCTOBEPEHUE C reHepupaHe Ha
HOBa [1BOMKa KIoYoBe, NpeaocTaBeHo npea EBpoTpbLCT, MOXe Aa ce npunara ako:

> NoTpebuTensT e CbLuns;

> yOOCTOBEPEHMETO € BanvMaHO B MOMEHTa Ha noJaBa Ha UCKAHEeTO U He € OTMEHSHO Mpeau
TOBAQ;

> NoTpebuTensaT M3MCKBa AOMbIHUTENHO YAOCTOBEPEHME OT CbLUUS TUM UMK OT PasnuyeH Tun,

HO CaMO B paMKUTE Ha NOJiTUKaTa 3a yaocrtoBepsdaBaHe Ha BalMaHOTO KBaJ'II/ICbVILI,VIpaHO yaoocTtoBepeHue.
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4.7.2 KOW MOXE OA MOUCKA AKTYANTU3ALIUSA HA KNIOYOBA IBOMKA

VickaHeTO 3a M3gaBaHe Ha KBanuduumpaHo yooCTOBEPEHME C reHepupaHe Ha HoBa ABOWKa

KMoYoBe Cce M3BBbPLUBA €QUHCTBEHO OT Tutynsap/Cb3aaten unm ynbiHOMOLLEHO OT HEro Nuue.

4.7.3 AKTYANU3ALUA HA KNIOYOBA JBOUKA U OEPABEOTKA HA UCKAHETO

M3paBaHe Ha kBanuduumpaHO yOOCTOBEpPEHME C reHepupaHe Ha HoBa [BOWKa KNo4oBe 3a
erneKkTpoHeH noanuc/meyar ce npegxoxga OT perncTtpypaHe Ha UckaHe 3a MOAHOBSIBaHe npea
Peructpupaiwima opraH Ha EBpoTpbCT.

VMckaHeTo 3a nogHoOBsiBAHe Ha KBanuuuMpaHO yooOCTOBEpEHMe, Ype3 efieKTpOHHa 3asiBKa ce
yAOCTOBEpsiBa C €NeKTpoOHeH noanuc/nedart, CbOTBETCTBALL, Ha BanuMAHOTO YOOCTOBEPEHME Ha
Tutynaps/Cb3gatens unu ynbiaHOMOLLEHO OT HEro nuue.

B cnyyan, 4e yanocToBepeHMETO, KOeTO Ce MNOOHOBSBA € C WM3TeKbil CPOK Ha BanwaHOCT,
Tutynapat/Cbe3gatenaT unu ynbinHOMOLLEHO OT Hero nuue Tpsabea ga nocetn Pernctpupalumns opraH Ha
EBpoTpbCT MK ga ce ngeHtTuuumpa otganedeHo. YnbiaHOMOLLEH onepaTtop Ha Pernctpupawms opraH
CTPOro crnegBa U3NCKBaHWUATa 3a MOEHTUMUKaAUNSA U yCTaHOBABaHE Ha MOEHTUYHOCT M Ha YCnoBusTa 3a
NoAHOBSBaHe.

Cnep ycnewHa nageHtTudukauma n NnpoBepka Ha ycroBusita 3a nogHossiBaHe, Pernctpupawimart
opraH noOTBbpXAaBa WCKAaHETO 3a MNOAHOBSABaHe nped onepaTtvBHUS YAOCTOBEpsBall, OpraH Ha
EBpoTpbCT.

Cnep ycnewHa enekTpoHHa aBTeHTU(MKauua Ha Permctpupalyms opraH, Ypes OTOpu3npaHus
oneparop, onepaTMBHMA Y40CTOBEPSIBALL OpraH U3nbfiHABa NOTBbPAEHOTO UCKaHe 3a NOAHOBsIBAHE Ha
yAOCTOBEPEHNETO.

Mpu HeycnelwHa naeHTUdUKaLMA 1 NpoOBepKa Ha ycnosusaTa 3a nogHoBsiBaHe, Pernctpupawmat
OpraH OTXBbpJis UICKAHETO 3a NOAHOBSABAaHE Ha YAOCTOBEPEHNETO U n3BecTABa NoTpebutens 3a ToBa cBoe
aencrteme. B TakbB cnyyanm notpebuTtens ¢ OTXBbPfieHO MCKaHe 3a MOA4HOBSIBAHE MOXe [a 3asBu
n3gaBaHe Ha HOBO y4OCTOBEPEHME.

MogHoBsABaHe MO Ta3u Toyka He ce npunara 3a keanuduumpaHu yOOCTOBEPEHUA, U3gadeHu

oTAaneyeHo, Ypes MoBMNHOTO NpUoXeHne Ha EBpoTpbCT.
4.7.4 WHPOPMALUA 3A TUTYNAPA/ICB3OATENA

OTopusmpaH npeacrasuTen Ha Pervctpupawusi opraH Ha EBpoTpbcT HesabaBHO WM3BecCTsIBa
Tutynsaps/Cb3gatenss Mnu  ynbiHOMOLLEHO OT Hero nuue 3a MOoAHOBEHOTO UM nybrnukyBaHo
YLOOCTOBEpPEHME.

B cnyyauTe, Korato uckaHeTo € NoAafeHo Mo enekTPOHEH MbT npe3 MyGnMYHO AOCTLMHO yeb
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6a3npaHo npunoxeHve, EBpOTPBCT n3npatla no enekTpoHeH NbT (Ype3 eneKkTpoHHa notLua) nHpopmaums
3a HOBOTO KBanuduumMpaHo YOOCTOBEPEHWe: uMeTo Ha notpebutensa, Tuna KeanuduumMpaHo
YAOCTOBEPEHWE, YHUKaNeH CepueH HOMEep W Cpoka Ha BanuAHOCT Ha NOAHOBEHOTO YOOCTOBEpPEHME.
M3npalua ce n enekTpoHHWS agpec, OT KOMTO MOXe [ia Ce CBann HOBOTO KBanuduumpaHo ya0CTOBEPEHNE.

Korato nckaHeTto ce nogaesa Ha MACTO, Npu Peructpupaiumsa opran, Tutynapat/Co3gaTendar unm
YyNbMHOMOLLLEHOTO OT Hero nuue mnonyyasa MNOAHOBEHOTO KBanuMUUMPaHO YOOCTOBEPEHWE, 4pes
oTopu3npaH ornepartop Ha Peructpupalums oprad. OnepatopbT ro 3anvcea Ha yCTPOMCTBO 3a Cb3aBaHe
Ha enekTpoHeH nognuc/neyar, B KOETO € reHepupaHa [fBouvKata KpuntorpadckuM Kro4yose 3a

KBanMuunpaHoTO YOOCTOBEPEHME.
4.7.5 NOTBBbPXAEHUE 3A NPUEMAHE HA HOBO YOOCTOBEPEHUE

Mpu nonyyaBaHe Ha HOBO KBanNMMUUMPaHO yaoctoBepeHune, TUTtynsapsat/Cb3natensit e AnbXeH

Oa cna3Ba U3NcCKkBaHuATa Nno-rope.

4.7.6 MNMYBJINKYBAHE HA HOBO KBAJIM®PULIMPAHO YOOCTOBEPEHUE

EBpoTpbCT, Upe3 onepatuBHWUA YOocToBepsiBally opraH nybnukyBa He3abGaBHO MOAHOBEHOTO

yoocTtoBepeHue B MyGnuyHms pernctbp/XpaHnnuuieTo.

4.7.7 WHOOPMALMNUA 3A NOBEPABALLU CE CTPAHU

Cnepn Hes3abaBHOTO nybnukyBaHe Ha M3gageHo KBanuduvumpaHo yaocTtoBepeHuwe B [lyGnuyHua

perncTtbp Ha u3gageHunTe ygoctoBepeHusa, To CtaBa AOCTHLMNHO 3a BCUYKN 3aUHTEpEeCOBaHN CTpaHW.

4.8 MNPOMAHA B KBAJIMGPULIMPAHO YOOCTOBEPEHUE
4.8.1 OBCTOATENCTBA 3A MPOMAHA B KBAJINM®OULIMPAHO YOOCTOBEPEHUE

MpomMsHa B kBanuUUMpaHO yAOCTOBEPEHNE O3HA4YaBa MPOMsiHA B CbAbpPXKaHMETO Ha AaHHUTE
BbB BeYe u3gageHo 1 nybnvkysaHo kBanuduumpaHo yaocToBepeHne 3a enekTpoHeH nognuc/neyar. Mpu
NpoMsiHa B KBanMULUMpaHoO yooCTOBEPEHUE Ce M3NCKBA 3a4bIPKUTENIHO reHepvpaHe Ha HoBa [BOMKa
KrroYoBe.

MpomsHaTa ce TpeTUpa MO CbLUMA HA4YMH, KaKTO UM M3gaBaHETO Ha HOBO KBanuduumpaHo
YLO,OCTOBEpPEHME.

EBpoTpbCT He pgonycka npomsiHa B npoduna Ha KBanuuuMpaHuTe YyOooCTOBEPEHUS 3a
eneKTpoHeH noanuc/nevar.

MpomsiHa He ce gonycka 3a KBanuUUMPaHW YOOCTOBEPEHWS, M3OafeHV OTAaneyeHo, ypes

MOBMNHOTO NpunoXxeHne Ha EBpoTpbCeT. ChLyuTe ce NnpekpaTsaBaT U Ha TAXHO MSICTO Ce U3faBaT HOBMU.

Print and Edit Evrotrust Technologies Inc.. Page 50 of 147




MPAKTUKA MPU NPEAOCTABSIHE HA elDAS-CPS
(@ rOtru St KBANU®ULIMPAHU YOOCTOBEPUTENHU YCNYIU For public use

Regulation 910/ 2014 CERTIFICATION PRACTICE STATEMENT Version — 2.4
elDAS FOR QUALIFIED CERTIFICATION SERVICES 10.01.2018

4.8.2 KOW MOXE OA NMOUCKA NPOMSAHA HA KBAITMGULIMPAHO YOOCTOBEPEHUE?

Tutynsap/Cb3gaTen, ynblIHOMOLLEHO OT Hero nvue, ApYyro CBbP3aHo C TSX NMUE UnKn Nnle, KoeTo
€ W3TOYHWMK UNM MMa Bpb3ka C BMNUCAHU B YAOCTOBEPEHWETO AaHHW, MOXe Oa Mnoucka npomMsiHa Ha
KBanuMuuMpaHo yaoCTOBEPEHUNE NPU YCIOBUE, Ye Ca U3MbITHEHWN U3UCKBAHMSATA U YCIOBUSITA, ONUCaHN B

TO3M JOKYMEHT.
4.8.3 OBPABOTKA HA UCKAHETO

lMpomMsHaTa Ha KBanuuumMpaHo y4OCTOBEPEHME 3a eNEKTPOHEH nognuc/neyar ce npeaxoxaga ot
nogaBaHe Ha MCkaHe 3a npoMsiHa OT Tutynaps/Cb3gatens unyv ynbAHOMOLLEHO OT HEro nvue npuv
Peructpupaiwuma opraH Ha EBpoTpbCT.

VckaHeTo 3a NpoMsiHa, Ypes3 eneKkTpoHHa 3asiBka ce yOoCTOBepsiBa C efleKTpPOHeH nognuc/nevar
Ha TuTtynapsa/Cb3patens, CbOTBETCTBALY HA BanMAHO KBannuumpaHo yaocToBepeHue.

B cnyyan, ye ygocTtoBepeHMETO, KOETO Ce MPOMEHs € C W3TeKbl CPOK Ha BanuaHoCT,
Tutynapat/Ce3gatenat nnu ynbiaHOMOLLEHO OT Hero nuue Tpsabea aa nocetn Pernctpupalums opraH Ha
EBpoTpbCcT unu pa ce wugeHTuduumpa otganeyeHo. Peructpupalimsat opraH CcTporo cnefsa
N3NCKBaHNATa 3a MAOeHTUMKauna M ycTaHOBSIBAHE Ha MAEHTMYHOCT M Ha YCNnoBuATa 3a NpOMsiHa Ha
KBanmduumnpaHo yaoCToBepeHme.

Cnep ycnewHa ngeHTMdunkauma 1 npoBepka Ha ycrnoBusaTa 3a NnpomMsiHa, Pernctpmpawmat oprat
NnoTBbpXXAaBa UCKAHETO Npea onepaTnBHUA YAOCTOBEpPSABALL opraH Ha EBpoTpbCT.

Cnep ycnewHa enekTpoHHa aBTEHTMdUKaUMA Ha OTopuanMpaHusa onepatop Ha Peructpupawums
opraH npeg onepaTtMBHUSA YOOCTOBEPsiBAllL, OpraH, NMOCNeOHUSAT MU3NbrHsBa NOTBbPAEHOTO MCKaHe 3a
NpOMsiHa Ha KBanUuUMpaHOTO yOOCTOBEPEHHME.

Mpun HeycnelwHa naeHTUdUKaUMa 1 NpoBepka Ha ycrnoBusaTa 3a NpoMsiHa, PeructpupawumaT opraH
OTXBbpSsi UCKAHETO 1 He3abaBHO M3BECTSIBa NoTpebuTens 3a npuynHaTa. B TakbB cnyyam notpebutens
C OTXBBPMEHO UCKaHe 3a NPOMsIHA, MOXe [a NoUCKa u3fgaBaHe Ha HOBO KBanuduuupaHo yaoctoBepeHme

3a eNeKTPOoHEH noanuc/nevar.
4.8.4 WHPOPMALUA 3A NOTPEBUTENA

OTopusmpaH cnyxuten Ha Peructpupawms opraH Ha EBpoTpbCcT, He3abaBHO u3BecTsiBa
Tutynsaps/Cb3gatenss MnM  ynbiHOMOLLEHO OT HEero nuue 3a MPOMEHEHOTO U nybnukyBaHO
KBanuuunpaHo yaoCcTOBEPEHME.

[ocTtaBunkbT manpawa go Tutynaps/Co3garensd enekTpoHHO u3BecTue (MMenn) ¢ MMEeTo Ha

Print and Edit Evrotrust Technologies Inc.. Page 51 of 147




MPAKTUKA MPU NPEAOCTABSIHE HA elDAS-CPS
(@ rOtru St KBANU®ULIMPAHU YOOCTOBEPUTENHU YCNYIU For public use

Regulation 910/ 2014 CERTIFICATION PRACTICE STATEMENT Version — 2.4
elDAS FOR QUALIFIED CERTIFICATION SERVICES 10.01.2018

Tutynaps/Cb3gaTtens, TMna Ha KBanuduuMpaHOTO YAOCTOBEPEHUETO 3a E€NEeKTPOHEeH noanuc/nedar,
YHUKanHna cepueH HOMEpP M CpOoKa Ha BanuMAHOCT Ha MPOMEHEHOTO ygoctoBepeHue. [loTpebutensT
nonyyaBa W enNeKTpoHHa MnpenpaTka, OT KOATO MOXe Aa CUM CBanu MPOMEHEHOTO  KBanvduumpaHo
yOOCTOBEPEHME.

Korato Tutynsapat/Cb3gaTtenaT unm ynblIHOMOLLEHOTO OT Hero nuue nocewasa Perncrpupaiiuns
opraH, noTpebuTenaT nonyyaBa HOBOTO YAOCTOBeEpeHMe Ha MscTo. OTopusmpaH Chnyxuten Ha
Peructpupalims opraH 3anucea HOBOTO KBannumumpaHo yaoCTOBEPEHNE HA YCTPOMCTBO 3a Cbhb3gaBaHe

Ha nognuc/neyar, B KOETO € U reHepypaHa fiBovikaTa KpunTorpadgCku Kno4YoBe 3a y10CTOBEPEHNETO.

4.8.5 MNOTBBPXAEHUE 3A NPUEMAHE HA HOBO KBAJITU®ULIMPAHO YOOCTOBEPEHUE

Mpn nonyyaBaHe Ha NPOMEHEHO KBaNMMUUMPAHO YAOCTOBEPEHME, NOTPEOUTENST ce aHraxupa
Aa NpoBepu CbabpXaHUETO My, 0COOEHO 3a TOYHOCTTA Ha AaHHUTE W HanMMUMeTo Ha Nybnu4yeH Koy
CbOTBETCTBALLY Ha YACTHUA KoY, KOUTO TOW nputexasa. AKO YOOCTOBEPEHMETO MMa HAKAKBU PELLIKN,
KOUTO He moraTt ga 6baart npueTtn oT noTpebutens, yaoctoBepeHWeTo TpsibBa ga 6bae He3abaBHO
npekpaTeHo.

Tutynapat/Ce3garenat unm ynbaHOMOLLEHOTO OT HEro NnLe, MOXe Aa Bb3pasu, ako U3gageHoTo
yOOCTOBEPEHME CbAbPXKA TPELUKM UM HEeNbinHOTU, B 3 (TPUOHEBEH) CPOK OT nybnukyBaHeTo My B
pernctbpa. EBpOTPBLCT M OTCTpaHsBa, Ype3 u3gaBaHe Ha HOBO KBanuuuUupaHo yaoctoBepeHune 6e3
3annallaHe Ha Bb3HarpaxaeHue, OCBEH ako Ce AbIhKaT Ha NpeaocTaBsiHe Ha HeBepHu AaHHW. Mpu nunca

Ha Bb3paxeHne ce cMATa, Ye CbAbPXKaHNETO Ha YA0CTOBEPEHNETO € NpueTo.
4.8.6 NYBJINKYBAHE HA HOBO KBAITU®PULIMPAHO YOOCTOBEPEHUE

EBpoTpbCT, Ype3 onepaTuBHUS YaocToBepsiBall, opraH nybnvkyBa He3abGaBHO NPOMEHEHOTO

KBanuduumupaHo ygoctoBepeHue B MNyo6nmnyHms permcTbp/XpaHunumLLeTo.

4.8.7 WHPOPMALMUA 3A NOBEPABALLUUTE CE CTPAHU

MyGnuyHMAT KoY B KBanMUUMPaHOTO YOOCTOBEPEeHME, CbOTBETCTBALL, Ha AbpXaHus OT
TuTynsaps YacTeH KkItod, e NyGrMYHO JOCTBMNEH 3a BCUYKM JOBEPSIBALLM CE CTPAHMU.

Bcsika foBepsiBalla ce cTpaHa, BKMYMTENHO onepatop B Peructpupaly opraH crnegsa a
nsnonsea nNyonuyHWMsS KN4 M yOocToBepeHMeTo Ha Tutynapsi/Cb3gaTens B CbOTBETCTBME C
M3NCKBaHUSITA HA O3Ha4YeHaTa B yOCTOBEPEHNETO NONUTUKA.

[loBepsiBawnTe ce CTpaHU TpsibBa Oa u3nonseaT NyonuyHMS KN4 caMo crep NpoBepka Ha
cTaTyca Ha y4oCTOBEPEHUETO M NPOBepKa Ha eNeKTPOHHMSA noanuc Ha EBpoTpbCT.

OT ocobeHa BaXHOCT € [AoBepsiBalLMTE Ce CTpaHW Aa He u3nonseaT nybrnvyHus Knod creq

npekpataBaHe Ha yaoCToBEPEHUETO UM B MOMEHT, KOraTto TO € Cnp4AHO.
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49 CINWPAHE U NMPEKPATABAHE HA KBAITUPULIMPAHO YOOCTOBEPEHUE

CnupaHe 1 npekpaTsBaHe Ha BanuOHOCTTa Ha KBanuuuupaHo yOOCTOBEpPeHWe e yCTaHOBeHa
onepaTMBHa npakTuka Ha EBpoTpbCcT. Te ce uM3nbnHABaT caMO npe3 nepuoja Ha BanuOHOCT Ha
yaoctoBepeHueTo. CnupaHeTo BoAW OO BPEMEHHO ChupaHe Ha OeNCTBUMEeTO Ha YAOCTOBEPEHMWETO.
MpekpaTsBaHeTo BOAM A0 6e3BBb3BPATHO CNUpaHe Ha OEeNCTBMETO Ha YAOCTOBEPEHMETO U € HeobpaTum
npouec.

Ako ypoctoBepeHveTo Obae MpekpaTeHo cref MbpPBOHAYaNHOTO akTMBMpaHe, TO rybu
BanMaHoOCTTa C OT MOMEHTa Ha NnpekpaTsBaHe U HEroBUSIT CTaTyC He MoXe Aa 6bae Bb3CTaHOBEH Mpu
HVKaKBWM OBCTOATENCTBA.

Ako EBpOTpBCT Ccnpe nnu npekpaTy yaoCcToBepeHune, Ton pernctpmpa Tasm npomsiHa B cBosiTa 6asa
AaHHW C yoocToBepeHus 1 nNybnvkyBa OTMEHEHMS CTaTyC Ha Y4OCTOBEPEHMETO CBOEBPEMEHHO, HO BbB
BCWYKM Crydaum B CPOK A0 24 (ABageceT 1 YeTupwu) yaca cnep kato 6bae nonyy4eHo nckaHeto. CnmpaHeTo
UNn nNpekpaTaBaHeTO CcTaBaT BanuaHu BedHara cried kato 6baaTt nybnukyBaHu B XpaHunuwieto. Te
BMHarM ca fCHO oTbensidaaHu C TOMHA AaTta M Yac Ha NpoMsiHa Ha cTaTyca B CbOTBETHUA CnNUCbK CbC
cnpeHun n npeyctaHoBeHn yaoctoBepeHus (Certificate revocation list CRL) n B OpraHa 3a Banugauus Ha
nsparens Ha ygoctoepeHueTo (Online Certificate Status Protocol/OCSP).

Mpu NpekpaTsABaHe Ha yAOCTOBEPEHNETO Ha onepaTUBHUSA YAOCTOBEPSABALL, OpraH 3a u3gasaHe U
noaabpXaHe Ha KeanuduuMpaHu yAOCTOBEPEHWS 3a enekTPOHHW nognucu/neyvaTtv, AenNCTBMETO Ha
BCUYKWN N3JadeHu OT HEro 1 BanuaHun yaocToBEPEHNs ce npekpaTssa.

Camo onepatTMBHUAT YOocToBepsiBaw, oOpraH, wsgan KeanuduumpaHo YAoCTOBepeHve 3a
erneKkTpoHeH noanuc/nedar, MoXe Aa npekpaTn AeNCTBMETO Ha TOBa yOOCTOBEPEHUE.

AKO npekpaTaBaHeTo e cneacTBue OT ornepaTopcka rpeLuka unn cneacTeme OoT KoMnpomeTupaHe
Ha onepaTtuBeH 4acTeH KNY Ha EBpoTpbeT, goBenu [0 npekpaTsBaHe Ha [OEeWUCTBMETO Ha
yAOCTOBEPEHNETO Ha onepaTuBHMA YOocToBepsBally, opraH, [JocTaBuMKbT LWe n3gage 3a CBOs CMeTKa
eKBMBaNneHTHO KBanuuuupaHo yaoCTOBEPEHHUE.

Ycnyrute no ynpasrieHue Ha npekpaTsBaHe W CrnvpaHe Ha OeWCTBMETO Ha KBanuduuupaHo
YyAOCTOBEPEHME Ca Ha pasnonoXeHne AeHOHOLWHO, 7 AHW B ceamuuaTa.

MNpu cpuB B cuctemara, ycnyrute unu apyru daktopu, KOMTO ca W3BBH KOHTpona Ha
YpocTosepsiBawms oprad, EBpoTpbCT nonara mMakcumarnHu ycunus, 3a ga rapaHtupa, ye ycriyrata He
nuncea 3a nepuoa, No-Abbr OT MakCcUMmarnHusa nepuos oT Bpeme, KOWTo B crnyyas e 3 (Tpu) vaca.

EBpOTPBLCT NpeocTaBAT Ha BCUYKM JOBepsiBaLLM Cce CTpaHU MHAOpMaLmMa OTHOCHO BanuaHoCTTa
WN He Ha n3gafeHnTe oT Hero KeanuuuupaHn ygoctosepeHus. Tasn nHdopmMauus ce npegocTtass Ha

pasnonioXxeHne no BCAKO BpeMe U O0opu cneag Cpoka Ha BanngHOCT Ha yaooCTtoBepeHuneTo no

Print and Edit Evrotrust Technologies Inc.. Page 53 of 147




MPAKTUKA MPU NPEAOCTABSIHE HA elDAS-CPS
(@ rOtru St KBANU®ULIMPAHU YOOCTOBEPUTENHU YCNYIU For public use

Regulation 910/ 2014 CERTIFICATION PRACTICE STATEMENT Version — 2.4
elDAS FOR QUALIFIED CERTIFICATION SERVICES 10.01.2018

aBTOMATU3NPaH HAAEXAEH HaYVH.
BpemeTo B cuctemnte, CBbp3aHM CbC CNUpaHe W MNpekpaTsBaHe Ha yOOCTOBEPEHUS ce

cuHxpoHunsmnpa cnpsamo UTC noHe BegHbX Ha 24 vaca.

49.1 OCHOBAHUA 3A NPEKPATABAHE HA KBAJTIU®GPULIMPAHO YO OCTOBEPEHUE

OcHOBHa MNpuynHa 3a npekpaTsBaHe Ha KBanuduuupaHo yooOCTOBEpPEHME Ha notpebuten e
3arybata Ha KOHTPOM BbPXY YaCTHUS KMNKOY UM HOCUTENS, BbPXY KOMTO € 3anncaH unun gopy CbMHeHue
3a TakaBa 3aryba. ObcToaTencrea CbLLECTBYBAT, KOraTo NpuTexXaBaHusa oT NoTpebutens YacTeH KoY e
M3BbH HeroBusa obcer Ha CUrypHOCT, KOraTo UMMa CbLUECTBEHO HapylleHMe Ha 3agbihKeHusiTa Ha
Tutynaps/Cb3gaTens, onncaHu B 4OroBopa Mexay Hero u EBpoTpbCT, v M3UCKBaHUATA Ha nonMTukarta
W npakTukata npu npegocTaBsHE Ha KBanuduuupaHu yaoocTOBEPUTENHUM YCNyrM He e cnaseHa oT
notpebutens.

EBpOTpBCT NpekpaTtsBa nsgageHo OT Hero KeanuduumpaHo yooCTOBEpPEHMe, NMpu Hanmuyue Ha
cnepgHuUTe obcToATencTea:

» KoraTo UHopmMaumsTa, BNncaHa B YAOCTOBEPEHMETO Ce € NPOMEHUnNa;

» KoraTo MMa MOAO3peHue, Ye YaCTHUAT KoY, CBbp3aH C NyGnnMyHMS KoY, CbabpXal, ce B
YAOCTOBEPEHNETO € KOMMPOMETUPAH - Bb3HUKHAMN € HeoTopM3upaH AOCTbN A0 YaCTHUSA KIY Unn nva
npyynHa ga ce Nogos3mpa 3a TakbB OOCTHM, 3aryba Ha 4YacTeH KIY UM Hanvyne Ha npuyuHa ga ce
nogosvpa 3a Takaea 3aryba, kpaxkba Ha YacTeH KroY Uy Hannyne Ha NpuYnHa ga ce nogosnpa 3a Takasa
Kpaxba, criydanHoO N3TpMBaHe Ha YacTeH KItou;

» noTpeduTensT pewn ga npekpatun gorosopa ¢ EBpoTpbCT;

» CMDBPT uUnM noctaBsHe nog 3anpeweHue Ha Tutynaps/Cb3gaTtensa ¢ npekpatsBaHe Ha
topugmyecko nvue Ha Coagartens;

» npekpaTsdBaHe Ha npefcraBuTenHarta BnacT Ha Tutynapa cnpamo Cb3gaTens;

» Korato noTpebuTtensaT He OTroBapsi Ha W3NCKBaHWATA Ha npuetata nonuTuka 3a
yAOCTOBEpsiIBaHE;

» ako YgocToBepsiBalus opraH npekpaTtu 4enHOCTTa Cu;

» ako notpebutenaT AObiKM  Heu3nnateHu Takcu 3a NpeaocTaBsHW  KBanuduumpaHm
YAOCTOBEPUTENHN YCIyri;

» KoraTo HageXAHOCTTa W CUrypHOCTTa Ha YacTHUSA KN4 Ha YOoCToBepsABalUMsa opraH e
HapyLleHa;

» Korato noTpebuTten, KOWTO e CNyXuTen Ha edHa opraHu3aumsa npekpaTtyv goroBopa Cu 3a
paboTa n He BbpHE U3non3BaHaTa KpunTorpadcka KapTa, Ha KOATO ce CbXpaHsiBa y4OCTOBEPEHUETO U
CbOTBETHUSA YaCTEH KoY,

» Opyrm obCToATEncTBa, CBbp3aHW C HEeU3MbISIHEHWE Ha WM3UCKBaHWSATa Ha [lpakTukata npu

npeagocrtaBAHE Ha KBaJ'IVIQ)VILl,I/IpaHI/I yOOCTOBEPUTESTHU YCITYyTWn.
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YpocToBepeHue, KOeTo NPUHaANEXN Ha YA0CTOBepsiBaLLMSA OpraH, Moxe Aa 6bae npekpaTeHo oT
HeroBus nsgaeauy opraH. [Nogo6GHo NpekpaTsiBaHe MOXe [a ce MosiBM B crieaHaTa cUTyauus:

» Korato Y[OoCTOBepsiBALLUST OpraH MMa OCHOBaHWs fa CMsiTa, Ye MHpopMaumsTa B U3aageHoTo
YAOCTOBEPEHNE € HEBSIPHA;

> KOraTo YacCTHUAT KoY Ha Y40CTOBepsBALLMUS OpraH Unu HeroeaTta MHopMaLMoHHa cuctema
ca HapyLUeHM Mo Ha4uMH, 3acsrally, JOBEPUETO Ha YAOCTOBEPEHUsTA, U3AafAeHM OT TO3M OpraH;

> KoraTo Y[OocToBepsiBalllMs OpraH CbLUECTBEHO € HapyLiun 3adbiDKeHWe, Npousnusallo ot

HacTodwaTta ,,rlpaKTI/IKa npun npeaocrtaBdAaHE Ha KBaﬂM(bVILI,VIpaHVI yOOCTOBEPUTEITHU yCJ'IyFI/I“.

Mpu yaocToBepeHusi, M3gageHn 3a Lennte Ha U3nbiIHeHNe Ha n3nckBaHuaTa no PSD2, nckaHeTo
3a npekpaTsiBaHe Ha OENCTBMETO MpW NPOMSIHA Ha perucTpauusta Ha NUueTo ce OTnpaBs OT U e
otroBopHocT Ha NCA. EBpoTpbCT npoBepsiBa aBTEHTUYHOCTTA Ha TOBa MCkaHe. B ponbnHeHue
EBpoTpbCeT manckea NCA 3a u3nonsea MMenn agpec: support@evrotrust.com, Ha KOMTO fa u3npaila
NcKaHuATa, CBbp3aHM C NpoMsAHaTa Aa CpokKa Ha OEeNCTBME U NpeKkpaTsBaHe Ha Te3n yAOCTOBEPEHWS.
HesaBncumo ot wmsnona3saHus oT NCA copmaT Ha umenn cbobuieHneTto, EBpOTPBLCT BWHarmM ro

nposepsiea.

49.2 JNUUA, NETMTUMUWPAHU LOA T[OUCKAT TMPEKPATABAHE HA KBAJINMOULIMPAHO
YOOCTOBEPEHUE?

CnegHute cybektn wmorat fa nodagaTr WCKaHe 3a npekpaTaBaHe Ha KBanvduumpaHo
yAOCTOBEpPEHNE:

» notpebuten, konto e Tutynap/Cov3gaTten Ha yaoCTOBEPEHUE;

» YNbIHOMOLLEH NpeacTaBuMTEN Ha YOocToBepsiBalms opraH (B crnyyvyas Ha EBpoTpbCcT Tasm
pons e 3anaseHa 3a agMMHMCTpaTopa fno CUrypHocTTa)

» Cb3pgaTen, kKOMTO kaTo paboTogaTen npekpataBa TPyLOBWUS LOrOBOP Ha CBOW CRyXuTen,
npekpaTsiBa U yAOCTOBEPEHNETO Ha TUTYNAps, KOWTO € HeroB noavMHeH. B To3m cnyyan, pabotogartens
NHopMMpa He3abaBHO CBOS NMOAYMHEH;

» NCA,;

» Korato onepaTtop OT Peructpupaiwimsa opraH Mma CbMHEHME OTHOCHO LOCTOBEPHOCTTa Ha

AageHaTa uHdopmaums oT noTpedutens.

KoraTto egHO topMamn4ecko nvue novcka npekpaTsiBaHe Ha yAOCTOBEPEHMNE HA YMbIIHOMOLLEHO OT
Hero nuue (Tutynap), YaoctoeepsBalms opraH Tpsibea ga:

» npoBepsiBa Aanuv 3asBUTENS € YNbHOMOLLEH A NOUCKa NpekpaTsaBaHeTo;

» nopasa yBegoMreHue o Tutynaps;

WckaHe 3a npekpaTsBaHe Ha AeCTBMETO Ha KBanMULMpaHo yaoCTOBEPEHNE MOXe Aa ce noaage
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npu Pernctpupalyms opraH Ha xapTusi, no TenedoH 1 oHnamnH. Korato notpebutensTt nogasa Ha xapTus
NCKaHeTo 3a npekpaTtsiBaHe TpsbBa ga ce siBu npu Pernctpupawms opraH. B cnydante korato ce novcka
OHMaWMH npekpaTsiBaHe Ce WM3NCKBA MCKAHETO Ae ce Mnoanuiie C BanugeH 3a MOMEHTa €efleKTPOHEH
nognuc/neyat. BbB BCekn OT cnyyauTe, yO4OCTOBEPEHMETO CE CnMpa BPEMEHHO 3a rpaTUCEH nepuog.
Bnocnencteue ce wmsnckea dABsBaHe npen Pernctpupawuna opraH 3a u3siCHABaAHE Ha crydas wu
NnoTBbPXKAAaBaHe Ha UCKAHETO 3a NpekpaTaBaHe Ha KBanuguunupaHoTo y4oCTOBEPEHME.

TuTynap Moxe fa WMHUUMKMpa npekpaTsiBaHe Ha ygocToBepeHMe OT MOOMMHOTO MpuioXeHue Ha
EBpOTPBCT, C aKkTMBUpaHe Ha CbOTBETHA (OYHKLUMOHAMHOCT, KOraTo YOOCTOBEPEHMETO € M3dadeHo
oTaanedveHo. B To3u cnyyanm ce cunta, Ye TUtynapsaT e naeHtuduumpaH, npeasus aktmempaHeTto Ha NNH

3a 4OCTbN 40 NPUNIOXKEHMETO Unu Ypes Apyr BuomMeTpuyeH naeHTugmkaTop.

4.9.3 NPOLEONYPA 3A NPEKPATABAHE HA KBAJIM®OULIMPAHO YOOCTOBEPEHUE
4.9.3.1 NMPOUEAOYPA 3ATPEKPATABAHE HA KBAJIU®ULIMPAHO YO OCTOBEPEHUE HA KPAEH
NOTPEBUTEN

MpekpaTsiBaHe OENCTBMETO Ha KBanUUUUPaHO YAOCTOBEPEHME Ha KpaeH noTpebuten ce
npeaxoxna OT MofaBaHe Ha WCKaHe 3a npekpartsaBaHe nped Pernctpupawmsa opraH Ha EBpoTpbCT.
MckaHeTo 3a npekpatsaBaHe Ha yO4OCTOBEPEHME MOXe [a Ce peructpupa erniekKTpoHHO, CaMoO Korato
Tutynaps/Cb3gaTtens nma (gpyro) BanmMgHO U AOCTHMNHO 3a Non3BaHe KBannduuupaHo ygocToBepeHme
3a enekTpoHeH noanuc/nedart. B npoTuBeH cny4var ce npaBu MCKaHe Ha MSACTO npend oTopuaupaH
onepartop npu Pernctpupalumsi opraH.

Mpu nckaHe 3a npekpaTtaBaHe Pernctpupallums opraH permctpmpa nckaHeTo 1 3ano4ysa npoweaypa
no npoBepkaTa My.

Mpen Pernctpupalumsa opraH ce npeacTaBsaT 4okasaTencrBa 3a npekpaTsiBaHe Ha 4eNCTBUETO Ha
kBanuduumpaHo ygocTtoBepeHune. Cnea npernexpgaHe Ha pokasartencrBata, Permctpupawmsa opraH
pellaBa ganu ga npoabiku npoueayparta no npekpartsiBaHe unu ga oTkaxe Ha notpebutensa uckaHeto
3a npekpaTsaBaHe Ha yAoCTOBepeHMeTo. Pernctpupaiymsa opraH n3paboTtsa v nsnpatla asTomatusmpaHa
3asBKa 0O YO0CTOBEpsiBaLLUA OpraH 3a paspellaBaHe Ha npoueayparta no npekparsiBaHe.

Bcako uckaHe 3a npekpatsaBaHe Ha ygocTtoBepeHue TpsAbBa ga cbabpXa HeoCcnopumu
AoKasaTencTea 3a NOTBbPXAEHWE Ha npekpaTaBaHeTo. Bcuykm MoTMBM 3a npekpaTsBaHe Tpsibsa Aa ca

3aBepeHn (MoanucaHu No enekTPoHeH MbT UMK NOAMNMUCaHN Ha pbka).

Mpouenypata 3a npekpaTsiBaHe Ha kBanMduUMpaHo yAOCTOBEPEHUNE Ce U3BbPLUBA, KaKkTo crieasa:

» OTopusnpaHusaT onepatop B PerucTtpupawms opraH HesabaBHo, 6e3 aa vaeHTuduumpa
noTpebuTens, cnupa AencTBUETO Ha YAOCTOBEPEHMETO 3a rpaTUCEH nepuoa,.

> Pervctpupalusit opraH CTporo crieBa U3nckBaHusTa 3a MaeHTUduKauns 1 yctaHoBsiBaHe Ha

aBTEHTUYHOCT Ha TI/ITyJ'Iﬂpﬂ/C'b3D,aTeJ'I$| mnn ynbsIHOMOWEHO OT Hero nuue “n npudnHnTe 3a
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npekpatsiBaHe. BbB Beuuku crnydaun, Tutynapat/Cbu3gatensaT unm ynbinHOMOLLEHO OT Hero nuue Tpsbea
Aa nocetn Peructpupawms opraH Ha EBpoTpbCT 3a nocnedBalla npoBepka Ha WMAEHTUMYHOCTTA,
pecnekTMBHO CaMOfIMYHOCTTa Ha NoTpebuTtens unu ga ce naeHTnduumpa otaaneyeHo.

» Cneg ycnelHa npoBepka 3a caMofnnyHocTTa Ha Tutynapat/Cb3gaTenaT unm ynbiaHOMOLLEHO
OT Hero nuue, Pernctpupawiusa opraH, Ypes oTopuanpaHus onepatop nogasa obpaboTeHa 3asBka [0
onepaTtMBHUA YOOCTOBepsiBaLlL, OpraH 3a npekpatsaBaHe Ha ygocTtoBepeHue. Cref noTBbpXaeHue oT
YaocToBepsBaLlms opraH ce U3nbiiHsBa MCKaAHETO 3a NpekpaTaBaHe Ha yOOCTOBEPEHMETO.

» T[lpu HeycnewHa wuaeHTUdUKAUMA W MpoBepka Ha YCrnoBusTa 3a MpekpaTsBaHe,
PeructpupaliMat opraH OTXBbLbprisi UCKAHETO 3a npekpaTsiBaHe Ha YOOCTOBEepeHWeTo U HesabaBHO
nssectaBa Tutynapat/Ce3gatenaT unm ynbiHOMOLLEHO OT HEro nuvue, 3a NpuYnHUTE 3a ToBa.

» [loTpebuTten, ¢ OTXBbPIIEHO UCKaHEe 3a MpeKpaTsBaHe Ha KBanvuuMpaHO yOOCTOBEPEHME,
MOXe [a nogaje HOBO UCKaHe 3a NpekpaTaBaHe Ha yaOCTOBEPEHUETO, Crnea KaTto OTCTpaHu NOCOYeHUTe
NPUYNHK 3a OTKasa.

Mpu npekpaTsaBaHe Ha ygocToBepeHue npe3 MOOUNHOTO MpuroxeHwe Ha EBPOTPBLCT, ropHuTe
npoueaypu He ce npunaraT. B To3u cnyyan ce npuema, Ye UCKAHETO € HanpaBeHO C aKTUBMpaHe Ha
CbOTBETHA (PYHKUMOHANHOCT 3a MnpekpaTaBaHe B MNPUINOXEHWETO, a TUTynApAT €  HaanexHo
naeHTMduumpaHd, npegsug 3HaHmeto Ha WH kogbT, ¢ KOMTO € akTuBMpaHo npunoxeHuneto. Cnepg
npekpaTsiBaHe Ha ygocTtoBepeHueTo, EBpOTpbLCT, 4pe3 cBOA onepatMBeH YAOCTOBEpsBall, OpraH,
He3abaBHO nyGnvMKkyBa npekpaTeHOTO yaoctoBepeHne B Cnucbka CbC CAPEHU W MNpeKpaTeHu
ypoctoBepenus (CRL), kato nsgaesa HoB Cnucbk n ysegomsasa Tutynaps/Cb3gatens Ha npekpaTteHoTo
YyAOCTOBEPEHNME.

MpekpaTeHo yaocToBepeHnEe He NOANEXN Ha Bb30OHOBSIBaHE UK Ha NOAHOBSBaHE.

Joctbn OO MCKaHeTo 3a npekpaTsBaHe W AOKYMEeHTauusaTa CbC CUCTEMHUTE W3BadKM OT
N3NbIIHEHNETO Ha MNpekpaTaBaHe Ha KBanuuuupaHo yOoOCTOBEpPEHME MMaT OTOpu3MpaHu nuua oT
nepcoHarna Ha EBpoTpbCT.

AKO yOOCTOBEpPEHME, Ce CbXpPaHsBa Ha eNeKTPOHHa Kpuntorpadcka kapTa, Npu npekpaTaBaHe Ha
AENCTBMETO Ha KBannmumpaHoTo YAOCTOBEPEHME, kKapTaTa MOXe Aa 6bae (PM3n4eckn YHULLOXEHA
UNKn CUrypHo 3anunyeHa. Tasu onepaunsa TpsabBa Aa ce M3BbpLUBa OT NpUTeXaTensa Ha KapTaTa.

EBpOTPBCT NpenopbyBa NpUTEXaTENAT Ha KapTaTa Aa s CbXpaHaBa Mo Ha4uH, KOUTO My nNpeyun
Aa 6bae oTKkpagHaTa, HeyMmbITHOMOLLLEHO M3MNOoN3BaHa N omsnyeckn YHULLOXKEHA, a YaCTHUS KN4 Aa

Obae n3Tpur.

4.9.3.2 NPOUEAOYPA 3A TMPEKPATABAHE HA KBAIIMOMUMPAHO YOOCTOBEPEHUE HA
YOOCTOBEPABALL OPI'AH UK HA PETUCTPUPALL, OPTAH

yD,OCTOBepeHVIe, KOeTO NnpuHagnexu Ha ynOCTOBepﬂBaLLI, opraH nnn Ha PerVICTpVIanJ, opraH MoXxe
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na 6bae npekpaTeHO OT opraHa, KOWTO ro e u3gan. B To3m cnyyam oTopusmpaHu nuua Ha opraHa
npeacTaBaT UckaHe OMPEeKTHO Ha EBpoTpbCT
EBpOTpBCT CbLWO MOXe [fa MNpeAcTaBu UCKaHe 3a MnpekpaTsiBaHe Ha YOOCTOBEepeHue Ha

YpaocTtoBepsiBaly, opraH unum Ha Peructpupall oprat.

4.9.4 TPATUCEH NEPuo HA NMPEKPATABAHE HA KBAJINMOULIMPAHO YO OCTOBEPEHUE

Mpeon na npekpaty 4eNCTBUETO Ha BanvMaHo KBanuduumpaHo yaoctosepeHne, EBpoTpbCT cnnpa
AeNCTBMEeTO My B rpatuceH nepvog. B pamkute Ha TO3M rpatuceH nepwvog EBpoTpbcT obpaboTtBa
MCKaHeTO 3a npekpaTsiBaHe Ha KBanuduumpaHoTo yAOCTOBEPEHME, KaTo:

» WN3BbPLUBA BCWUYKM MPOBEPKM 3a YCTAHOBSIBAHE HAa MWAEHTUYHOCTTA W MpoBepka 3a
CaMONIMYHOCTTa Ha NoTpebuTensi, Nogan UCKaHeTo;

» yCTaHOBsiBa NPUYUHUTE Npean3BUKBALLM NpeKpaTaBaHe Ha yAOCTOBEPEHNETO;

B cnyyanm Ha HenoTBbpAEHW NPUYMHM UNWU Cnea U3TUYaHe Ha rpaTucHus nepuod, EBpoTpbeT
Bb300OHOBSABa OENCTBMETO Ha YAOCTOBEPEHUETO;

EBpoTpbCT Aonycka AencTBMeTo Ha yaoctoBepeHueTo fAa 6bae Bb30OHOBEHO npeaun Aa uatede
rpaTUCHWUS nepuoa, eQuUHCTBEHO MO U3PUYHO uckaHe Ha TuTynaps/Cbh3gatens unv ynmbiHOMOLEHO OT
Hero nuue.

CnupaHe Ha yooCTOBEpPEHWEe He ce onycKa KaTo NonunTuka, Korato yaocTOBEPEHMETO € U3aadeHo
oTAaneyeHo, Ype3 MobMNHOTO NpUnoXeHne Ha EBpoTpbCT. B TO3U criyvan yaoctoBepeHneTo He3abaBHO
ce npekpaTaBa, 6e3 rpatuceH nepuo 1 6e3 Bb3MOXHOCT 3a Bb30O6HOBSIBaHE.

MHdopmauusita OTHOCHO NpekpaTeHUTe yAOCTOBEPEHUS Ce CbxpaHsiBa B 6asa gaHHM Ha
EBpoTpbeT. lNMpekpaTeHuTe ygoctoBepeHus ce nybnukyBaT B Cnucbka CbC CMpeHW W npekpaTeHu
ypoctoBepeHust (CRL) B pamknTe Ha HeO6X0AMMOTO TEXHOMOMMYHO BpeMe, HO 3a He noBeYe OT 3 yaca.

OnepaTtopuTe Ha npekpaTeHW yOOCTOBEpPEeHWs OT YOocToBepsiBaWwMs opraH wnu ot
Pernctpupalums opraH, KakTo 1 3acerHatuTe KpanHu notpedbuteny 6usat nHOpMMpaHN aBTOMaTUYHO 3a

TOBa npekpaTaBaHe.
495 CPOK 3A OBPABOTKA HA UCKAHETO 3A NPEKPATABAHE

WckaHe 3a npekpaTtaBaHe Ha KBanuduumMpaHo yooctoBepeHue ce o6paboTea oT EBpoTpbCT 6e3

HeonpasaaHoO 3abassiHe.

4.9.6 TNPOBEPKA HA CITUCBKA CBbC CMNPEHU U NMPEKPATEHN YOOCTOBEPEHUA (CRL)

Bcsaka ,D,OBepﬂBaLLl,a ceé CTpaHa, npun nonyyaBaHe Ha eNekKTpOoHEeH OOKYyMeHT, noanuncaH C

KBaﬂVI(*)I/ILI,I/IpaH EJ1IEKTPOHEH I'IOﬂﬂVIC/ﬂe‘-IaT oT TVITyﬂﬂp/CbS,D,aTeJ'I, € ANnbXHa Oa HanpaBu NnpoBepka Ha

Print and Edit Evrotrust Technologies Inc.. Page 58 of 147




MPAKTUKA MPU NPEAOCTABSIHE HA elDAS-CPS
(@ rOtru St KBANU®ULIMPAHU YOOCTOBEPUTENHU YCNYIU For public use

Regulation 910/ 2014 CERTIFICATION PRACTICE STATEMENT Version — 2.4
elDAS FOR QUALIFIED CERTIFICATION SERVICES 10.01.2018

cTatyca Ha KBanuduuMpaHOTO yaoCToBepeHue B akTyanHus CnuCbK CbC CNPEHU U npeKkpaTeHu
yooctoBepeHus (CRL) nnm 4ypes npoBepka Ha TEKyLMs CTaTyC Ha YOAOCTOBEPEHWETO B peasiHo Bpeme
ypes OpraHa 3a Banugauus ,Evrotrust RSA QS Validation®.
Cnuncbka CbC CNpeHn 1 NpekpaTeHn YAOCTOBEPEHMS, Ha KOWTO BCsKa AOBEpsABaLLa ce CTpaHa
MOXe [a HanpaBu crnpaBka ce Hamypa Ha UHTEepPHeT canTa Ha agpec: https://www.evrotrust.com.
EBpPOTPBLCT HE HOCK OTFOBOPHOCT 3@ HAaCTbNWUW BPeAX U NOCNEACTBUSI OT HEU3MBbIIHEHUE Ha

noco4YeHnTe N3NCKBaHUA.

4.9.7 YECTOTA HA W3OABAHE HA CMUCBLKA CBbC CMPEHU WU MPEKPATEHU
YOOCTOBEPEHMS (CRL)

EBpOTpbCT, 4pe3 CBOS onepaTMBEH YOOCTOBepsiBall, OpraH, MNybriMkyBa B XPaHUULWETO
He3abaBHO HOB akTyarneH CnncbKk Cbe cnpeHn n npekpaTtenn ygoctoBepeHus (CRL), Bcekn NbT koraTo ce
npekpaTu AencTBMETO Ha BannaHo YAOCTOBEpPEHME, N3ageHo oT TO3U opraH.

[ocTaBunKbT, Ype3 CBOS ornepaTuBeH YOoCTOBepsABall, opraH, akTyanuaupa cBosi Cnuchk Cbe
cnpeHu u npekpateHu yaoctoeepeHuns (CRL) Ha Bceku 2 cegMuLn, ako HAMa cnupaHe Unm npekpaTasaHe
Ha yOOCTOBEpPEHME Npe3 TO3M Nepuoa.

CpOKbT Ha BanuaHoOCT 2 CeaAMULN BaxKn 3a BCeKM Ny6nukyBaH HOB akTyaneH Cnncbk CbC CNpeHn

1 npekpaTeHn yaooctoBepeHust (CRL) Ha onepaTuBHMS YOoCcTOBEpsiBaLL, OpraH.
49.8 MAKCUMAITHO 3ABABAHE HA NMYBITMKYBAHETO HA CRL

Bcekn Cnuckk cbe cnpenun u npekpaTenn ygoctoseperust (CRL) ce nybnukysa 6e3 HeonpasaaHo
3abaBsaHe, BegHara cref kaTo ToM e cb3gadeH (0OMKHOBEHO TOBa CTaBa aBTOMATU4YHO B paMKuTe Ha

HAKOJIKO MUHYTW).
4.9.9 OHINAWH NMPOBEPKA HA CbCTOAHUETO HA YOOCTOBEPEHME

EBpOTpbCT ocurypsiBa kBanuduumpaHa ycriyra 3a npoBepka Ha CbCTOSIHMETO Ha u3gageHuTe
yOoCTOBEPEHUs B peanHo BpemMe. Tasum ycrniyra ce M3BbpllBa Bb3 OCHOBa Ha [MpoTokon 3a OHMawH
npoBepka Ha cTaTyca Ha yaocTtoBepeHune (OCSP), onncaH B RFC 2560. M3nonssaHeTo Ha OCSP paea
Bb3MOXHOCT fa ce npuaobue nHdopmaunsa 3a CbCTOSAHMETO Ha yaocToBepeHusTa, 6e3 ga ce M3nckea
npoBepka B CNNCHK CbC cnpeHun 1 npekpateHn ygoctosepeHus (CRL).

MopenbT Ha paboTta Ha OCSP e Ha npuHuMna ,3asiBka — OTroBop“. 3BbplLUBa ce OHMNanH A0CTbN
no OpraHa 3a Banugauus ,Evrotrust RSA QS Validation® npe3 MIHTepHeT. KaTo 0TroBop 3a BCcsAKa 3asBka,
OCSP cbpBbpa, npegoctaBa cregHaTa MHGOPMaUMA 3a CbCTOSIHMETO Ha edHO KBanuduumpaHo
yOoCTOBEpeHue:

» pobpo (good) - koeTo 03Ha4aBa NoMnoXuTeneH OTTOBOP Ha 3asBKkaTta M TpsibBa Aa ce ThiKyBa
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KaTo MOTBBbPXKAEHUE HA BannaHO YAOCTOBEPEHNE;

» npekpaTeHo (revoked) - KOeTo 03Ha4yaBa, Ye yOOCTOBEPEHMETO € NPEKPATEHO;

» HenosHaTo (unknown) — KOETO O3HadaBa, 4Ye YOOCTOBEPEHMETO He € u3gadeHo oT
YpocTtoBepsBaly, opraH Ha EBpoTpbCT.

OCSP ycnyrata reHepupa OTroBop, OCHOBaH Ha 6asa gaHHu. OCSP oTroBopa € BanugeH B
npoAabImkeHne Ha 7 aHW. 3a aa ce NoAabpXKa NPaBUITHOTO U3MbIIHEHWE Ha cMcTeMaTa, OTFOBOPUTE Ha

OCSP ca kelumpaHu 3a npeaBapuTenHo onpeaeneHo Bpeme (0OMKHOBEHO He NoBeYe OT HAKOSKO Yaca).

4.9.10 USUCKBAHUA 3A OHITAMH NPOBEPKA HA CbCTOAHMETO HA YOOCTOBEPEHMUE

MpoBepka Ha crtaTtyc Ha ygocTtoBepeHue B peanHo Bpeme (no OCSP npoTtokon) Moxe ga ce
n3nbnHu npe3 MIHTepHeT Ha cTpaHuuaTta Ha EBpoTpbCT Ha agpec: https://www.evrotrust.com.

HoBepsiBawmTe ce cTpaHu TpsibBa ga nposepsiBat NnybnunkyBaHaTa MHpopmaums B XpaHUIMLLETO,
CBbp3aHa C M3MON3BaHUTE YAOCTOBEPEHWsl, HA KOUTO Te WckaT Aa pas3uuTar. EBpOTpBCT He Hocwu

OTroBOPHOCT 3a HacCcTbnuin Bpean n nocnencrtenda ot Hen3nbjiHEHNE Ha NOCOYEHNTE NSNCKBAHUA.

4.9.11 CNEUMANHUN U3NCKBAHUA MO OTHOLWEHUE HA HAPYWEHUE HA CUTYPHOCTTA HA
KIKOYA

B cnyyaih Ha HapyllaBaHe Ha CWUrypHOCTTa Ha 4YacTHMS KNtod (HEroBoTO pasKpuBaHe) Ha
YpoctoBepsiBalms opraH unuv apyrm cyGektn, onepupawy B pamkute EBpoTpbcT, [docTaBuukbT

He3abaBHO MHOPMMpPa LOBEPSBALLUTE CE CTPAHW.

4.9.12 OCHOBAHUA 3A CMTMPAHE HA KBAITMOULIMPAHO YOOCTOBEPEHUE

EBpOTPBLCT, 4Ype3 cBOA onepaTuBeH YOOCTOBepsiBall, OpraH, crnvpa OEeACTBMETO Ha BanuaHo
yAOCTOBEPEHME NP onpeaeneHun YCnoBums 3a rpatuceH nepuoa.

HocTaBunkbT Npeanpuema HezabaBHM AEUCTBUSA NO MCKAHETO 3a CNupaHe Ha YAOCTOBEPEHME.

3a BpeMeTo, Nnpe3 KOeTo YAOCTOBEPEHMETO € CMNpPSHO, TO Ce cyYMTa 3a HeBarnuaHO U BCUYKK
eneKTPOHHU nognucu/neyaTn, NPoBepsiBaHN C TOBa YAOCTOBEPEHNE Ca HEOENCTBUTEMHN.

CnupaHe 1 Bb306HOBSIBAaHE Ha yOOCTOBEpPEHWe, W34afdeHO OTAanevyeHo, 4pe3 MOOBUNHOTO
npunoxeHve Ha EBpoOTpbCT He ce gonycka. HaBcakbae B TO3W pasgen v HeroBuTe noApasgeny e

M3KIMKYEeHO CNMMpaHEeTO Ha TakmBa yaoOCTOBEPEHUA.

4.9.13 NINUA, TNETMTUMUPAHU OA [NOUCKAT CINUPAHE HA KBAJIM®ULIMPAHO
YOOCTOBEPEHUE
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EBpOTPBLCT cnvpa u3gaaeHo oT Hero BanvaHo KBanuuumMpaHo yaoCTOBEPEHME aKo:

> NOCTbMU UckaHe Ha Tutynaps/Cb3gaTens Unu ynbNHOMOLLEHO OT Hero nuue, 6e3 aa e
ANbXEH Aa ce yBepy B CaMonMYHOCTTa UK B NpeacTaBuTenHaTa My BnacT;

> TNOCTBbMU UCKaHe OT NuLe, 3a KOeTo cropef obcTosATencTearta e BUAHO, Ye MOXe Aa 3Hae 3a
HapyLUEHMs! Ha CUrYPHOCTTa Ha YaCTHUS KoY,

» noctbnu nckaHe ot KomuncusaTa 3a perynmpaHe Ha cbobleHunsita (KPC).

4.9.14 NPOLUEAYPA 3A CIUMPAHE W BbB3OBHOBABAHE HA KBAJIMOULUUPAHO
YOOCTOBEPEHUE

CnvpaHe gencTBMeToO Ha KBanuduumMpaHo yOOCTOBEPeEHME Ce npeaxoxga OT perncrpypaHe Ha
nckaHe 3a cnupaxe npeg Pernctpupalius oprat.

» WckaHeTo 3a cnvpaHe Ha ygoCTOBEpPEHME MOXe Aa Ce pernctpupa rno eneKkTpoHeH NbT Unu ce
nogaBa Ha xapTus npeg otopuaupaH onepartop B Pernctpupaliusa opraH Ha EBpoTpbCT.

» WckaHeTo 3a cnvpaHe Ha yaoCTOBepeHue, No eNEKTPOHEH MbT Ce YAOCTOBEPSiBa C €NEeKTPOHEH
nognuc/neyar, CbOTBETCTBALL Ha BanNnnaHOTO yaocToBepeHune Ha Tutynsapsa/CeagaTtens.

» OtopusnpaHnat onepatop B Pernctpupawmsa opraH HesabaeHo, 6e3 ga uvaeHTuduumpa
notpebuTens, cnupa AeMCTBMETO Ha yaocToBepeHneTo. CnmpaHeTo Ha yaOCTOBEPEHUETO Ce N3BbPLLBA,
ypes3 BpeMEHHOTO My BnuceaHe B Cnvcbka Ha cnpeHn u npekpatenn ygoctoepeHus (CRL).

» Cneg ycnewHo yaocToBepsiBAHE Ha MOEHTUYHOCT Ha OTOpU3MpaHus onepaTtop B
Pernctpuvpawuma opraH npeg onepaTMBHUA  YOOCTOBepsiBal, oOpraH, MOCNeaHUaT U3NbIHABa
noTBbpAeHaTa 3asiBKa 3a cnupaHe Ha YAOCTOBEPEHMETO.

» Pernctpnpawmar opraH He MOXe Aa OTXBbpris UCKaHe 3a CrMpaHe.

» Cnepa cnvpaHe Ha yoocToBepeHueTo, [JoCTaBUMKbT, Upe3 CBOSI onepaTnBeH Y40oCTOBepPsiBaLL,
opraH He3abaBHO nybnukyBa CnpsiIHOTO ygoctoBepeHuMe B Chnucbka Ha CAPeHW WM NpeKkpaTeHu
yooctoBepeHust (CRL), ype3 n3gasaHe Ha HoB CNMCHK.

» Cneg cnupaHe Ha  ypoctoBepeHueTo,  [locTaBuMKbT  He3abaBHO  yBegomsiBa

Tutynaps/Cbh3gaTtens Ha CpsHOTO KBanuguumnpaHo yoocToBepeHme.

4.9.15 TPATUCEH Nepunog HA CNMMPAHE HA KBAJTIMOULIMPAHO YOOCTOBEPEHUE

EBpOTpBLCT cnupa AercTBMETO Ha KBannduumMpaHo yA0CTOBEPEHME 3a ENEKTPOHEH noanuc/nedaT
3a rpaTuceH nepuog Ao YTOYHsIBaHe Ha NPUYMHUTE 3a CNMPaHEeTOo, HO He Mo-AbNro oT 72 yaca.
paTuceH nepuoa Ha cnupaHe Ha KBanuduumpaHu YO4oCTOBEPEHWS, U3aaaeHu oTaaneyeHo, npes

MOOWNHOTO npunoxexHwe, He ce aonycka.
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4.9.16 Bb30BHOBSABAHE JEUCTBUETO HA CNPAHO YOOCTOBEPEHUE

EBpoTpbCT Bb306HOBSABA AENCTBMETO Ha CNPSHO YAOCTOBEPEHNE:
» cnepj kaTo oTrnajaHe OCHOBaHWETO 3a CnupaHe, npeau Aa uateyve nepuoaa Ha cnvpaxe;
» N0 nckaHe Ha Tutynaps, cneq nssiCHaIBaHe Ha NPUYUHUTE 3a NOUCKAHOTO CnnpaHe;

Cnep Bb30OHOBsIBaHE Ha yaocTtoBepeHune, nocnegHoTo ce CH1UTa 3a DEeNCTBUTENHO.

4.9.17 NPOUEAQYPA 3A Bb3OBHOBABAHE HA [OEACTBMETO HA KBAJIIM®ULUPAHO
YOOCTOBEPEHUE

Pernctpupawmsat opraH Bb30OHOBSIBA CMpsiHO yAOCTOBEPEHUE cried KaTo Momnyyu uckaHe 3a
Bb306HOBABaHe OT Tutynsaps/Cb3gatens v crnep ycnewHa npoBepka 3a naeHTudukaums 1 npoeepka 3a
CaMOJIMYHOCT.

Pernctpupawmsat opraH He3abaBHO Bb30OHOBSIBA CMpsSIHO YAOCTOBEPEHME crep kaTto u3tedve
rpaTUCHUSI NEpPUO, Ha cnvpaHe.

BbB BCuYkM crnyyan, npoueaypata no Bb30OHOBsIBaHE M3BaXada CNpsiIHOTO YAOCTOBEpPEHMEe OT

Tekywmns CnmMcbk CbC CNpeHun 1 npekpaTteHn yaoctoseperust (CRL) 1 nyGnukyBa HOB CMIUCHK.

4.10 NMPOBEPKA HA AKTYAJIHOTO CBCTOAHUE (CTATYCA) HA KBAJIMOGULMUPAHUTE
YOOCTOBEPEHUA
4.10.1 XAPAKTEPUCTUKU

MHdopmauusa 3a CbCTOSHMETO Ha YAOCTOBEpPEeHusATa, nsgageHn ot EBpoTpbeT mMoxe ga 6bae
nonyyeHa B CnmMcbka CbC cnpeHn n npekpateHu ygoctoBepenusa (CRL), nybnukyBaH Ha canTa Ha
EBpoTpbCT B MHTEpPHET, Ypes [MpoTokona 3a oHNawmH NpoBepKa Ha cTaTyca Ha yaoctoBepeHudata (OCSP).

YpoctoBepuTenHuTe ycrnyrn 3a npoBepka Ha ctaTyca Ha KBanvduunpaHuTe yYOOCTOBEpPeHUs ca
AOCTBLMNHU B pexunm 24/7/365 (HenpekbCcHATO AencTBaLUN).

EBpoTpbCT Nnogabpxa cratyca Ha Beye nsgageHnte KeanuduuupaHy ygoctoBepeHus no Bpeme

Ha nepuoaa Ha TAXHOTO AENCTBME, KaKTO M crieq HEroBOTO U3TUYaHE.

4.10.2 AOMBJIHATENHU ®YHKUUU

YCnyraTa 3a OHNnawnH NnpoBEpKa Ha akKTyaliHoOTO CbCTOAHNE Ha yOO0CTOBEPEHUATA Ype3 npOTOKOJ'Ia

3a OHMamnH npoBepka Ha cTatyca Ha ygoctoBepeHusita (OCSP) e pocTbnHa 3a BCUMYKM BUAOBE
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KBanuuumnpaHn yaoCcToBEPEHUs], KaKTO 1 3a BCUYKM AOBEPSBALLN Ce CTPaHM.
WHTepHeT agpeca (URL) Ha OCSP ycnyrata e: http://ca.evrotrust.com/ocsp .
Ycnyrata OCSP e 3agb/mkuTenHa 3a BCUMYKM OMepaTUBHU yOOCTOBEpPSsiBALLM OpraHM 1 3a SSL

YAOCTOBEpPEHUS, 3aaaeHu oT EBpoTpbCT.

4.11 NPEKPATABAHE HA OITOBOP 3A KBAIIM®GULIMPAHU YOLOCTOBEPUTEJIHU YCITYTU OT
NOTPEBUTEN

[loroBopbT 3a KBaNUULMPaHN yooCTOBEPUTENHU ycnyrn Mmexay EBpoTpbeT v notpebuten ce
npekparsiBa:

> cneg M3TU4aHe Ha Ccpoka Ha BanMAHOCT Ha MNocneaHoTo uM3dageHo  KBanuduumpaHo
YLOOCTOBEpPEHME M NOTPeBUTENAT He e Npeanpuen AencTBuMs, 3a Aa akTyanvanpa CBOeTO Y40CTOBEPEHUE;

» KoraTto KBanuuuuMpaHOTO YyaocToBepeHue e Ouno npekpaTeHo M noTpebutenss He e

npeanpuen AeNcTBMs No u3gaesaHe Ha Apyro yAOCTOBEPEHNe.

4.12 NOBEPUTEJNIHO CbXPAHEHUE HA YACTEH K04 (ECKPOY)

YacTHuTe KnoyoBe Ha YaocToBepsaBawus opraH Ha EBpoTpbCT unv Ha noTpebutenute, KOUTo ca
BKITIOYEHM B yAoCTOoBepuTenHata nepapxusa Ha EBpOTPBLCT ca nepcoHanusvpaHu Bbpxy MPEeHOCMMU
HOCUTENW N He noanexart Ha AOBEePUTENHO CbXpaHeHNe OT EBPOTPBLCT (eCKpoy).

YacTHuTe knwoyoBe Ha notpebutenu, KOUTO ca 3asBWNW M3gaBaHe Ha yOOCTOBEpPEHUS
oThaneyeHo, 4ype3 MoOUMHOTO NpunoXxeHne Ha EBPOTPBLCT, Cce CbXxpaHsaBaT B KPUNTMPAH B HagexaHa
Kpuntorpadcka cuctema (Hardware Security Module/HSM), cepTtudpmumpara 3a HuBo Ha curypHocTt FIPS
140-2 Level 3.

5 KOHTPOJ1 HA PUNYECKATA U OPTAHU3ALIMOHHA CUTYPHOCT

B Tasu vyact Ha ,[pakTukaTa npu npegocTaBsiHe Ha KBanuuUUUpaHu yOoCTOBEPUTENHU yCryrin'
ce onuceaTt obLMTE M3NUCKBaHMUSA MO OTHOLLEHME HA KOHTpoNa Ha duanyeckata U opraHu3aluoHHa
CUI'YPHOCT, KaKTO 1 AeWHOCTTa Ha nepcoHarna, usnonssaHu B EBpoTpbCT. Pasrnexaar ce M3nckBaHuaTa
1 NpoLeaypuTe 3a CUrypHOCT B MOMEHTa Ha reHepupaHe Ha KI4voBe, Npu naeHTudumkaums 1 npoBepka
3a CaMOSIMYHOCT Ha noTpebuTenuTe, NpU u3gaBaHe Ha KBANUMUUMPAHU YOOCTOBEPEHUS U TAXHOTO

ynpaerneHue, npu oguTupaHe Ha EBpOTpPBLCT 1 Npy cb3gaBaHe Ha apXuB.

5.1 KOHTPOIJ1 HA ®PUSNYHECKATA CUTYPHOCT

Mepkute, npeanpueTn No OTHOLLIEHWe Ha uandeckaTta 3awmta Ha EBpPOTPBLCT ca enemeHT ot
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paspaboTeHaTa n BHeapeHa B EBpoTpbecT Cuctema 3a MHOpMaLMoOHHa CUYPHOCT, CbOTBETCTBALLA Ha
nanckeaHmaTa Ha ctaHgaptute ISO/IEC 27001:2013, ISO 9001:2015, ISO 22301: 2012, n ISO/IEC 20000-
1:2011.

Mepkute cBbp3aHM C pusmdeckata 3awmrta Ha WMHEPOPMALMOHHUTE AaHHWU, TEXHOMOrMYHUTE

cuctemu, noMmelleHndaTa n CBbp3aHuUTe C TAX nogabpXaly cuctemMmm ca HaCod4eHu KbM npeagorepartdBaHe

Ha:

» HepaspelleH AOCTbM, HAHacsHe Ha WeTn 1 HaMmeca B ycrnoBuaTa Ha paboTa;

» 3aryba, Bpean unu KoMmnpomMeTmpaHe Ha pecypcu;

» KoMmnpomeTupaHe wunu kKpaxba Ha wuHdopmauma wunu cpenctBa 3a obpaboTka Ha
WHGopMaumaTa.

EBpoOTpBbCT ocurypsisa chomsmyecka 3alumta u KOHTPOS Ha JOCTbNa Ha NOMELLEHMATA, KbAETO nMa
WHCTanMpaHu KPUTUYHN KOMMOHEHTW B HEroBaTa MHApaCTPyKTypa:

» KeanudumumpaH 6a3oB ygoctoBepsiBall opraH — ,Evrotrust RSA Root CA*,

» KeanudmumpaH onepatmBeH yaoctoBepsBaly, opraH — ,Evrotrust RSA Operational CA®;

» KeanudumumpaH ygocrtoBepsiBall opraH Ha Bpeme — ,Evrotrust TSA,

» KeanuduumpaH ygoctoBepsiBall, opraH 3a MpoBepKa Ha craTyca Ha yaocToBepeHusiTa —
~Evrotrust RSA QS Validation®;

» Peructpu n xpaHmnuuia;

» Pernctpupawum opranm.

NHdppacTpykTypaTa Ha gocTaBynka e msnmyeckun n norndeckm obocobeHa n He ce nsnonsea npu

apyru genHocTu, konto ,EBpoTpbeT TexHonbopkuc" ALl ocbLiecTBsaBa.

5.1.1 MOMELWEHUA N KOHCTPYKUMNA HA NOMELLUEHUATA

EBpOTpBLCT pasnonara cbC cneumanHo KOHCTpyMpaHo M o6opyaBaHO NOMELLEHME C Hal-BMUCOKa
CTeneH Ha KOHTPOI Ha oM3NYEeCKN OOCTHM, B KOETO ce nomMellaBaT YAoCToBepsBaLl, OpraH Ha AoCTaB4YMKa

N BCUYKMTE LLEHTPanHM KOMMNOHEHTM Ha UHAppacTpykTyparTa.

512 ®OUINYECKUAT AOCTHN

dusmyeckaTa CUrypHOCT HA CUCTEMUTE 3a M3daBaHe M ynpaBlieHWe Ha YAOCTOBEPEHUS e
cbobpaseHa C M3UCKBaHUSITA Ha MeXayHapoaHM CTaHa4apTV U NPENOPBbKU.

3a obopyaBaHeTo B 3alMTEHOTO M M30NMpaHO MomelleHne Ha EBpOTpbCT e ocurypeHa
m3anyecka HeENPUKOCHOBEHOCT. YCTaHOBEH € [ABY(aKTOPEH KOHTPON Ha [OCTbMNa M [AEHOHOLHA
BbOpbXeHa (umanyecka oxpaHa. He e nossoneH uaMyeckun OOCTbN OO0 KPUTMYHOTO obopyaBaHe 3a

nose4e ot 30 (TpVI,EI,eCGT) MWHYTW Ha noceLleHune. He e no3BoneH goctbn 4o LLIKa(*)a Cc o6opy,qBaHeTo Ha
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noeseye oT 2 (4Be) OTOPM3UPAHU TEXHWYECKU nuua Ha EBpoTpbCT. Bcekn AocTbn A0 nomelleHusTa ¢
KpUTUYHa MHPACTPYKTYpa ce AOKYMEHTUpA B crieunanHun XypHanu.

dusnyeckaTa 3alimMTa Ha NOMeLeHUATa, B KOUTO ce Hamupa obopyaBaHeTo Ha EBpOTpBLCT U
Pernctpuvpawusa opraH ca usrpageHu OT MacuBHa M cTabunHa KOHCTPYKUMSA CbC 34paBu Bpatu U
Kniodanku. 3awmrtata e peanuavMpaHa OT HEBbLOPbXEeHa 24-yacoBa oxpaHa. B nomeweHuaTa Ha
EBpotpbcT MMa Cuctema 3a anapmeHa curHanusaumsa, Cuctema 3a BugeoHabnwogeHve, CurHanHo-
n3sectuTenHa cuctema n Cucrema 3a KOHTPOI Ha JOCTbNa.

Bcunuku cuctemmn ce MHCNeKTMpaT NePUOANYHO.

OBnacTteHuTe nuua OT nepcoHana Ha EBpoTpbCT CcTporo cnaseaT paspaboTeHuTe BbTPELUHU
npoueaypv 3a 4OCTbMN A0 PasfMYHUTE 30HWU C OrpaHUYeH PU3nYeckn AoCTb.

[ocTbnbT OO panoHa Ha onepaTopuTe U aaMUHUCTPATOpUTE € OrpaHWyeH u ce npunara, yYpes
N3Mon3BaHeTo Ha cucTemMa 3a cMapTKapTa M KOHTPOM Ha AocTbna.

B oducute Ha EBpoTpbCT Ha Pernctpmpalumrte opraHu ca o60cobeHn n oTaenenn ot octaHanute
nomeLLeHns. CbOpbXKEHU Ca C TeXHMKa, No3BosisiBawia 6e30nacHO CbXpaHeHWe Ha AaHHW U AOKYMEHTMW.
JocTbnbT 4O Te3n 30HU Ce Crieav 1 orpaHuyaBsa 4o OTOpU3MpaHn nvua, CBbp3aHn ¢ AeNHOCTTa Ha opraHa

no perncrpaumsi (onepaTopy Ha permcTpupaLLms opraH, CUACTEMHU aAMUHUCTPATOPU) U TEXHUTE KITMEHTMW.

5.1.3 ENEKTPUYECKO 3AXPAHBAHE U KITUMATUYHU YCITIOBUA

CbpBbpHUAT WKag ¢ KpUTMYHO obopyaBaHe ce 3axpaHBa oT ABe He3dasucumnte UPS cuctemn m
€ eKpaHWpaH CpeLly BbHLIHN MHTEpBEHUUN. KnumaTmsaumsita B M30NMPaAHOTO MOMELLEHNE Moaabpxa
NOCTOsIHHA TeMnepaTypa Ha Bb3dyxa 3a HopMmarnHata paboTa Ha TeXHoNorMyHaTa cuctema.

Mopabpa ce BLbHLIHO eNekTpMYEecKko noaaBaHe OT AM3ENIOB arperaT, KOeTo € pesepBupaHo. B
cryyav Ha CpvB B rNaBHUSI €MEKTPONPOBOA CUCTEMATA NPEBKIOYBA HA aBapueH M3TOYHUK Ha 3axpaHBaHe
(UPS w/unn enektpoeHeprus). PabotHaTta cpega B obrnactrta Ha KOMMIOTbPHUTE CUCTEMU Ce creau
HenpeKbCHaTO N HE3aBMCUMO OT Apyrnte paboTHn obnacTw.

BeHTunaumoHHaTta cuctema e crneumnanHo npefHasHaveHa 3a TakbB Krac NMOMELLEHUS, KaTo He
Aornycka KOMNpoMeTMpaHe Ha ouanyeckaTa u efliekTpoMarHMTHa 3alluTa Ha ToBa NOMELLIEHME, KaKTO 1 Ha
HopMmanHaTta paboTa Ha UHCTanNUpPaHUTE KOMMOTHLPHU KOMMNOHEHTMW.

BbTpewHuaT Pernctpmpawms oprad Ha EBpOTpBCT € CBbp3aH C aBapuHaTa eHeprumHa cuctema

Ha crpagara.

5.1.4 HABOOHEHMUE

3a cnegeHe Ha BI1aXHOCTTa B NoMeLWeHNATa C KOMMNIOTbPHU CUCTEMU, KAKTO U B LUANaTa crpaga

Ha EBpOTp'bCT ca MOHTUPaHWN CeH30pun 3a OTYUTaHe HMBOTO Ha Blara. Tesn CEH30pun ca UHTEerpmpaHn B
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cuctemaTta 3a CUrypHOCT Ha crpagata Ha EBpoTpbeT. OxpaHaTta v cnyxutenute Ha EBpoTpbCT ca
WHCTPYKTUPAHU U 3adb/DKEHW MPWU HAcTbNBaHe Ha €BEHTyarlHW ONacHOCTU fa yBedoMsiBaT He3abaBHO
CbOTBETHUTE CNYyX6K, aaMUHUCTPaTOpPa MO CUrYPHOCTTA U CUCTEMHUS aaMUHUCTPaTOP.

5.1.5 NPEOQOTBPATABAHE HA MOXAP U 3ALLUTA OT NOXAP

EBpoTpbCT cnasBa BCUYKM HOPMKM 3a MNoxapHa Ge3onacHoOCT, KaTo M3BbpluBa OEWHOCT B
CbOTBETCTBME C BCUYKN HOPMAaTUBHM U CTAHAAPTM3aLMOHHN U3UCKBaHMSA B Ta3n obnacr.

3alMTHOTO MOMELLEHNE C KPUTUYHA WHpacTpyKTypa ce Hamupa B crpaga, B KOATO ca
MHCTanMpaHu: 3BYKOBa W CBETNMHHA MOXapoW3BECTUTENHa CUCTema, akTMBHa MNoXapowu3BeCcTUTENHa
cucTema c ras v cton ras 6yToH Npu ycroxHeHn obcTosTencTea 1 eBakyauus. MNpu noxap e npeasuaeHo
M3KrYBaHe Ha MofaBaHeTO Ha erleKTPUYECKOTO 3axpaHBaHe KbM CbOPBXEHUSiITA M MOTylaBaHe Ha

no’xapa c ras.

5.1.6 CBbXPAHEHME HA HOCUTEJNN HA OAHHU

Bcuykn HocuTenu cbabpxawmy codTyep, apxvMBM Ha OaHHU MNU oguTHA MHopMauus ce
CbXpaHsiBaT B OrHEynopHa kaca B CreLuanHo apxXMBHO NMoMelleHne C BbBeAeH KOHTPOM Ha AocTbn. B
nomMeLLeHMEeTO C apxmBa Ha EBpOTpbCT MMa usrpageHa cucteMa Ha cusmdecka 1 normyecka 3awumra.

EBpOTPBLCT € npeanpueno Cepyvo3HU MeEpKM CpeLly CrydanHO MM YMULLNIEHO yBpexaaHe Ha
HOCUTENUTE Ha JaHHMW.

PernctpupalumMte opraHv ca 3aab/DKeHW [a NassaT U CbXpaHsiBaT akTyanHata MHdopMaums,

BKIMHOYNUTENHO OOKYMEHTUTE Ha ﬂOTpGGVITeJ'II/ITe Ha XapTueH Hocuten, B CeVI(*)OBe.

5.1.7 WU3XBBPNAHE HA OTNAABLUUTE

[ocTaBunkbT € cb3gan npouegypa 3a YHuLOXaBaHe Ha WHGopmauusTa M U3XBLPHsSiHE Ha
oTnagbuuTe.

XapTneHnte N enekTpoHHW HOCUTENW, CbObPpXally eBeHTyarHO 3Haduma WHopmauusa 3a
CUrypHOCTTa Ha EBpOTPLCT, cres u3TuyaHe Ha onpeenieHns CbrnacHo BbTpeLHNTe npasuna nepuoa Ha
CbXpaHeHue, ce yHULoXaBaT B cneunarnH yCTPONCTBa 3a Hapsa3BaHe.

Hocutenute Ha nHcdopmaumsa 3a kpuntorpadckute kntodose u NMUH/MYK Homepa, nanonssaxu 3a
TAXHOTO CbXpaHeHue, ce pa3gpobsaBaT c NoaxoasaLwm ycTponctaa. ToBa ce OTHacs 3a HOCUTENUTE, KOMTO
He No3BoMsABaT OKOHYATENHO 3annyaBaHe Ha CbXpPaHeHN AaHHU N TAXHOTO NOBTOPHO M3MON3BaHe.

B onpegeneHu cnyvan, MHgopMaumaTa oT NPEHOCUMU HOCUTENN Ce YHULLIOXKAaBa, Ype3 N3TpmBaHe

nnn cbopmaTMpaHe Ha yCTpOVICTBOTO 0e3 Bb3MOXHOCT 3a Bb3CTaHOBSABAHE.
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5.1.8 CPOKHAYMNOTPEBA HA TEXHUYECKUA KOMMOHEHTU

EkcnnoaTauMoHHUAT CPpoK Ha hU3NYECKUTE ENIEMEHTM B CbCTaBa Ha BCUYKM KPUTUYHN KOMIMOHEHTU
Ha WH@pacTpykTypaTa Ha EBpoTpbCT ce cbbniogaBa CbrnacHO NpPeanucaHuTe ekcrroaTauyoHHM

N3UCKBaHUS Ha NPOU3BOAMTENS U crneq NpeaBuaeHNs nepuoa Ha paboTa, Te ce u3Bexaar oT yrnoTtpeba.

5.2 OPrAHU3AUMOHEH KOHTPON

Tasun vact ot ,[lpakTukata npu npegocTaBsHe Ha kBanuduumpaHu yaoCTOBEPUTENHU ycnyrn®
npeacTaBs CNUCHK Ha LOBEPEHM PONN, KOUTO MoraT Aa 6baaT onpeneneHn ot nepcoHana Ha EBpoTpbCT.
CbLwo Taka, Tasu YacT onMcBa OTTOBOPHOCTUTE M 3aQb/MKEHNSATA, CBbP3aHN C BCSKa onpeaerneHa pons.

Bcunykn npoueaypu, Kacaewm curypHocTTa npu nsgasaHeTo, agMUHUCTPUPAHETO U U3NON3BaHETo
Ha KBanvdpuunpaH1 yqocToBepeHns 3a enekTpoHeH nognuc/neyar, ce U3nbiHABaT OT AOBEPEH NepcoHan
Ha EBpOTpBLCT.

[ocTaBunkbT nogabpxa goctarbyeH 6por KBanurumMpaHu Cy>XuTenu, KOMTo BbB BCEKU MOMEHT
OT OCbLLECTBABAHETO Ha AENHOCTTa My a OCUrypsiBaT CbOTBETCTBUE C AEMCTBALLIOTO 3aKOHOA4aTeNCcTBO

1 BbTPELUHUTE NpaBuia u HOpMK Ha APYKEeCTBOTO.

5.2.1 OOBEPEHM POJIN

Moapo6Ho pasnpeneneHe Ha YHKUUUTE U OTTOBOPHOCTMTE Ha NepcoHarna e pasnucaHo BbB
BbTPELHUTE AOKYMEHTM Ha EBPOTPBLCT: ANBKHOCTHU XapaKTEPUCTUKN, LLATHO pasnucaHue U CbOTBETHM
BbTPELUHM onepaTUBHM NpoLeaypw.

PasnpenensiHeTo Ha OyHKUMWTE Ce OCbLLECTBSBA MO TakbB Ha4yuH, Ye Aa Gbae cBegeHa Ao
Bb3MOXEH MMHUMYM OMAacHOCTTa OT KOMMPOMETUPaHe, U3TUYaHe Ha KOH(UAeHUManHa MHpopmauus nnm
Bb3HUKBAHE Ha KOHIMKT Ha MHTEepPECH.

EBpoTpbCT nopabpa KBanupuumMpaHu CRYXUMTENUM Ha OJTbXKHOCTW, KOWUTO ocurypsisat
N3NbIHEHNETO Ha 3aAbIPKEHMATA My BbB BCEKM MOMEHT MPM OCbLUECTBABAHETO Ha AeNHOCTTa no
n3gaBaHe, nogaobpKaHe W ynpaBrieHWe Ha KBanuduuMpaHu YOOCTOBEPEHMS, B CbOTBETCTBME C
HopmaTtMBHaTa ypeaba.

[ocTaBuMKbT ocurypsiBa AeriHOCTTa C CbC COOCTBEH MepcoHarn, KaTo 3a onpeaeneHn efHOCTM

cbrnacHo PernameHT (EC) Ne 910/2014, EBpOTPBLCT MOXe a NpUBNUYa 1 BbHLUHM nNuua.

EBpOTp'bCT e p33p860TVIJ'I ONMBXXHOCTHU XapaKTEPUCTUKN 3a BCAKaA €Ha OT JOBEPEHUTE pPOoJIN Ha
nepcoHara, Kakto criegBa:

> aAMUHNCTPATOP NO CUTYPHOCTTa — UAJNTOCTHA OTrOBOPHOCT MO ynpaBiieHNETO N U3NBbITHEHUNETO
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Ha npoueaypuTe NO CUTYPHOCT Ha cucTemute: paspaboTea NONMTUKA NO CUTYPHOCTTA; Npeanpvema MepKku
3a TEeXHWYecKa 3awmuta Ha JaHHUTE U CUCTeMUTe; onpedens onepaurMoHHUTE MEpPKW 3a CUIypHOCT;
OCbLLEeCTBSIBA MPSK KOHTPON MO OTHOLIEHWE Ha CMa3BaHETO Ha W3WNCKBAHUATA 3a CUNYPHOCT Ha
NHPOPMALIMOHHMUTE CUCTEMW, KaToO CrneauM 3a cnasBaHeTo Ha npoueaypute 3a CUrypHOCT Mpu
WHCTanNMpaHeTo, KOHUrypMpaHeTo, nogapbXkata M NpoOMeHUTe B WMH(OPMALMOHHUTE CUCTEMU WUNK
mMpexaTa.

» CUCTEMEH agMMHUCTpaToOp — OTroBapsi 3a MHCTanupaHe, KoHUrypmpaHe n NogabpXKaHe Ha
HageXaHW cMcTeMu 3a ynpaBlieHWe Ha ycnyrute: Bb3CTaHOBSIBaHE Ha cucTtemara npu HeobGXo4MMOCT;
N3BbPLLBAHE Ha NPeKOH(Urypaunsa Ha yCTPOMCTBa U CUCTEMU MO NOBOJ, peanu3aums Ha HOBU YCyrn nunm
peLleHnsl; crnegeHe 3a TEXHUYECKOTO M COPTYEPHO CBLCTOSIHUE HAa CbPBbPUTE U CUTHaNM3upaHe 3a
HepeaHoCTH;

» CWUCTEMEH orepaTtop - OTroBaps MPSKO 3a eKcnnoatauusata Ha HadeXAHUTE TEXHOMOTUYHU
cuctemm Ha EBpOTPBCT M 3a cb3gaBaHe Ha pesepBHO konme (backup) Ha cuctemaTta: cb3gaBaHe U
ynpaBrieHNe Ha YAOCTOBEPEHMS 3a KBaNMULUMPaH eNeKTPOHEH nognuc/nevar, BKIIOYUTENHO Cb3aaBaHe
Ha [ABOWKA KMOYOBE - YacTeH U NybnnyeH 3a ksanuduumpaH enekTpoHeH nognuc/neyar; n3non3saHe Ha
ecbmkacHM TexHonormm 3a ocurypsiBaHe Ha exedHeBHaTa paboTa Ha cucTemara; npoBexgaHe Ha
N3NUTBaHMA 1 NPOBEPKM 3a 6e3oTkasHa paboTa U CUrypHOCT Ha cucTemarta; cnasBaHe Ha TEXHUYECKUTe
n3nckBaHUs 3a paboTa ¢ ycTponcTBaTta 1 Npy YCTaHOBSIBAHE Ha TEXHUYECKA HEU3NPAaBHOCT YBeAOMsiBaHE
Ha CbOTBETHUTE OJTHXHOCTHM NnLUa;

» CuncrtemeH oguTop — OTroBaps 3a CbXpaHEHWe Ha AaHHW, apxXvMBUpaHe M ynpaBneHue Ha
perucTpute Ha cbOMTUsI (MO-CneuManHo 3a MNpoBepkaTa Ha TsAXHaTa USMOCT) MpU U3BbpPLUBAHE Ha
BbTPELLUHN MPOBEPKM, KAKTO M 3a CbOTBETCTBMETO Ha AeniHoctta ¢ PermameHt (EC) Ne 910/2014.
CHCTEMHUAT 0QUTOP KOHTPONMpa AENHOCTTA Ha BCUYKN PErMCTPUpPALLIM OpraHu, onepupaLim Bb3 OCHOBa

Ha BbanaraHe oT EBpOTPBLCT.

5.2.2 WU3UCKBAHUA 3A PA3AENAHE HA OTTOBOPHOCTUTE

,D,OBepeHI/ITe OENHOCTU Ha nepcoHana Ha EBpOTp'bCT Ce n3nbJiHABAT OT pPa3JyindHK nnua.

5.2.3 WAEHTUO®UKALNA N NMPOBEPKA 3A CAMOJINYHOCT 3A BCAKA POJIA

I'IepCOHaan Ha EBpOTp'bCT € noasfioxXeH Ha I/ILl,eHTI/I(bI/IKaLI,VIFI M MNnpoBepkKka 3a CaMOJIN4YHOCT B
cnegHuTe cutyaumn:

» Korato ca BK/OYEHU B CIMCHK Ha nvua ¢ orpaHmyeH goctbun A0 crpagn Ha EBpOTp'bCT;

» KoraTto ca BKMHYEHM B CMUCHK Ha nuua ¢ (bI/I3VI‘-IeCKI/I OOCTbIl A0 TEXHOJNIOrM4YHaTa CUCTeMa un

MPEXOBU pecypcu Ha EBpOTpBCT;
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» KoraTo ca OBMnacTeHu Aa U3MbfHABAT KOHKPETHA Bb3MN0oXeHa porns;

» Cb3gaBaHe W Bb3faraHe Ha akayHT 1 napona B MHpopmMmauuoHHaTa cucteMma Ha EBpOTpPBCT;

Bcsako ynbrHomMoLwaBaHe 3a U3nbiHeHWe Ha onpegereHa pons U3mnckea:

» pondarta Tpabsa fa 6bae yHUKanHa u Npsiko CBbp3aHa C KOHKpeTHaTa JINYHOCT;

» He Moxe Aa 6bae cnogeneHa ¢ Apyro nuue;

» TpabBa ga 6bae orpaHudeHa oo dyHKUMSTa, NpomsTuyalla OT ponsaTa u Aa ce U3nbiHaBa oT
TOYHO onpegeneH 4oBek. PonaTta ce u3anbnHgABa, 4pes3 MNpedocTaBdHe Ha coTyep, TEXHONorndHa
cuctemMa M OCTbN A0 onepaumoHHaTa cuctema Ha EBpoTpbCT. MpaBuMAHOTO U3NbIHEHWE Ha ponsTa
N3ncKBa NpPsIK KOHTPOS BbPXY AMbXHOCTTA.

Onepaunn, n3sbpliBaH B EBpOTPBLCT, KOMTO M3NCKBAT AOCTHM A0 CMOAENEHN MPEXOBU pPecypcu

Ca 3alunTeHn ¢ BbBeaeHn MexaHn3mMmmn 3a cuiHa aBTeHTVICbVIKaLI,VIFI N KpuntnpaHe Ha npegaBaHnUTe gaHHW.

5.3 KOHTPOIJ1 HA NMEPCOHAIA

MepcoHanbT Ha EBPOTPBCT ce cbCToM OT AoCTaTbyeH OPOM BUCOKO KBANUMUUNPAHWN CIY>XUTENN.
Jlvuata, n3BbpLUBaALLM JOBEPEHN POoNn umMaT HeobxoaumaTa npodpecrmoHanHa NnoaroToBka U ONuUT, KOeTo
rapaHTupa cnasBaHe Ha M3MCKBAHMATA 3a CUTYPHOCT U TEXHUYECKM HOPMW 3a OLEeHKa Ha CUrypHOCTTA.
MpodecnoHanHMTe no3HaHuA B obnactta Ha MWMHAPOPMAUMOHHUTE CUCTEMW, KpunTorpadusaTa wu
NH(pacTpykTypaTa Ha NyGrnMyHUTE KNIOYOBE AaBa Bb3MOXHOCT Ha CyXWUTenuTe C LOBEPEHM ponu fa
N3MbIIHABAT KQYEeCTBEHO CBOUTE CNYXXEOHN 3aabrmKeHs.

Cnyxutenute Ha EBpoOTpbCT npemuHaBaT nepuoaMyHO Mpe3 KypcoBe 3a nocneasallo
AOMbIIHUTENHO OOy4yeHue, OTroBapsiO0 Ha CbBPEMEHHWUTE M3UCKBaHMA B obnactra Ha AEeVWHOCT Ha

EBpoTpbCT.

5.3.1 KBAJIM®UKALNA HA NEPCOHAJIA

EBpOTpBLCT ce yBepsiBaT, Ye NMLETO, KOeTo U3MbIIHABA AOBEepeHa pons Ha YaocToBepsiBalLums
opraH unu B cuctemata Ha Peructpupalums opraH OTroBapsi Hall-Manko Ha criegHuTe M3UCKBaHWS 3a
3aeMaHe Ha AJTbXHOCTTa:

> 3aBbpLMIO € Hal-mManko cpegHo ob6pasoBaHMe (JOKOMKOTO He Ce M3uckBa Apyro 3a
CbOoTBeTHaTa OJTbXHOCT);

> noanucano e rpaxgaHcku unuv TpyooB AOroBop, OMNMCBALL, HeroBaTa porns B cucTtemarta u
CbOTBETHUTE OTITOBOPHOCTMH;

» npeMuHano e HeobxoauMaTa NoAroToBKa, CBbp3aHa ¢ 06XBaTa Ha 3aabiMKeHusTa 1 3agadnTe
3a HeroeaTa nosuuus;

» 6unoe o6y\-|eHo B obnacTtTa Ha 3aWuTa Ha JIMYHUTE OaHHW;
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» nognucano e cnopasymeHune, CbAbpXKallo Krnay3a, OTHOCHO 3alumMTaTta Ha YyBCcTBuTeNnHarta (oT
rmegHa Tovka Ha cuUrypHoctTa Ha EBpoTpbCT) nHdopmMaums M Ha KOHUAEHUMANHOCT Ha OaHHWUTE Ha
notpebutenure;

» He M3nblHsBa 3agayqn, KOMTO MoraTt ga aosefaT A0 KOHMMMKT Ha MHTepecu ¢ AeNHOCTTa Ha

EBpoTpbCT.

5.3.2 NPOUEONYPU 3A NPOBEPKA HA TEPCOHAIA

Bcekn HOB cnyxuTten Ha EBPOTPBLCT, KOWTO M3MbMAHSBA AOBEpeHa posnis, ce npoeepsiBa OT
EBpoTpBCT:

» 3a ja ce NOTBbpAW NpeauLlHa 3aeTocCT;

» 3a npoBepka Ha NpenopbKu;

» 3a fga ce noTBbpAM obpasoBaTtenHaTa CTeneH;

» 3a [da ce NpoBepw CBMAETENCTBO 3a CbAMMOCT;

» 3a [a ce NpoBepw AOKYMEHT 3a CaMOSIMYHOCT.

B cnyuan, koraTo nckaHata nHdopmMaunsa He e Ha pasnonoXeHne (HanpuMmep, nopagu AencTeall
3aKkoH), EBpOTpbCT M3non3saT Apyr NO3BOSMIEHN OT 3akOHa MeToAMu, KOMTO MOo3BoNnsABaT Aa ce cbbepe
Hy>XHaTa MHpopmMauus.

EBpOTPBLCT MOXe Aa OTXBbPNU KaHauAaTypaTa, CBbp3aHn C U3NbIHEHNETO Ha JOBepeHaTa pons
unu ga npeanpvemMe OencTBus cpeLly nuue, KOeTo BeYe € 3aeTO U U3NbIHsBa AOBEPEHa Pons, ako ce
yCTaHOBM, Ye:

» e 6uno noaeseneHo OT KaHaAuAAT UK CAYXXUTEN NO OTHOLLEHME Ha UCKaHWUTE OaHHW, NO-rope;

» NOMNyYn CUITHO HeOBnaronpuATHWU UMM HE MHOFO HadeXaHW NPenopbkM OT MNpPeanLIHn
paboTtogarenu;

» nony4v nHpopmaums 3a kaHgmaaTta 3a Hanmune Ha KPUMUHANHO MUHArNO0 U HEroB CIYXUTEN
e Oun ocbaeH C Bris3no B cuna u BanungHo cbaebHo pelueHue.

Mpn HanuuMe Ha HAKOE OT TOpPHUTE XWUMOTEe3W, MO-HaTaTbLUHUTE CTbMNKA Ce M3BbPLIBAT B

CbOTBETCTBME C NpoLeaypuTe 3a 6esonacHOCT Ha EBPOTPLCT 1 NPUNOXMMOTO NpaBso.

5.3.3 WU3UCKBAHWUA 3A OBYYEHUE HA NMEPCOHAJIA HA EBPOTPBCT

MepcoHanbT, KOWTO U3MbIHABA (PYHKUMUTE M 3adadnTe, NpPousTUYaLlM OT HeroBaTa 3aeToCT B
EBpoTpbCT Mnun 3aeTtocT B Pernctpupalymsa opran (Npy Hanvyune Ha BbHLWeH Pernctpupaly opraH), Tpsabea
Aa npemMuvHe npes cnegHuTe obydeHus:

» lpakTuka npu npegoctaBsaHe Ha KBanuduumMpaHu yaoocToBeputenHun yenyrn® ot ,EBpoTpbCT

TexHonbmxkuc* AL,
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» lonuTtuka npu npegoctaBsiHe Ha kBanudUumpaHn yaoctoBepuTtenHu ycnyrm“ ot ,EBpoTpbeT
TexHonbmxkuc” A,

» pasnopenbu, npoueaypu 1 AOKYMeHTauus, CBbp3aHa CbC 3aeMaHaTa porns;

» TExXHOMNormM 3a CUrypHOCT U npoueaypute CBbp3aHW CbC CUIYPHOCTTa, M3MNOM3BaHU OT
YpocTtoBepsiBawms opraH u Permctpupallms opran;

» cucteMeH copTyep Ha YOocToBepsBalLma opraH u Pernctpupalumns opras;

» OTroOBOPHOCTM, NPOU3TUYALLM OT PONK U 3ada4un, U3NbIIHABAHN B CUCTEMATA;

> npoueaypu, U3NbfHABaHM NpU OTKa3s Ha cucTemaTta unu npekbCcBaHe Ha AEWHOCTUTE Ha

YaocTtoBepsiBalus opraH.

534 YECTOTA HA OBYYEHUATA U U3UCKBAHUA 3A HAONPAXOAHE HA
KBAJTIMOUKALUUATA HA CINYXKUTENUTE

O6y4yeHndaTa, onucaHu MNo-rope ce MNpoBexaaTr perynsapHo. Tean oby4yeHus ce gonbneBaTt npwu
NPOMSIHA B HALMOHANHOTO 3aKOHOAATENCTBO, B CEKTOpa WM MpU NpOMsHA B AOKyMEHTauusta u

penHocTTa Ha EBpoTpbCT.

5.3.5 CMAHA HA PABOTATA

L[ 1paKkTuKkaTa npu npegocrtaBsHe Ha KBanuduumMpaHu yooctoBepuTenHu ycnyrun“ ot ,EBpoTpbCT

TexHonbaxuc” ALl He npeanonara HAKakBM M3NCKBaHMS B Ta3u obnacT.

5.3.6 CAHKLMW 3A U3BBPLUBAHE HA HEPA3PELUEHW OEUCTBUA

B cnyyaihi Ha OTKpMBaHe WnM Ha NOOO3PEHME 3a HEeoTopu3aWpaH [OCTbM, CUCTEMHUST
agMVHUCTpaTOp 3aedHO C agMUMHUCTPATOPbT MO CUrypHOCTTa (Cnyxutenu Ha EBpoTpbeT) wunu
€OVHCTBEHO Ha CUCTEMHUS agMuHUCTpaTop (cnyxuTten Ha Peructpupaliusi opraH, npu Hanumuve Ha
BbHLWIEH Pernctpupall opraH) Moxe Aa NpekpaTaT AocTbhna Ha M3BbpWWUTENs Ao EBpoTpbeT unu
cuctemata Ha Peructpupawms opraH. Mo-HaTaTblHUTE OUCUMNIIMHAPHU OEVACTBUS CE& KOHCYNTMpaT C

PBKOBOACTBOTO Ha EBpOTpPBCT.
5.3.7 AOroBoP C NEPCOHAIIA
JNvua nnu KoHCyNTaHTK (Hanpumep paspaboTymuUm Ha COTYEP UMU KOHCYNTAHTCKN YCryrn) MoraT

da CKIo4YBaT JOoroBsop 3a nanbiiHABaHE Ha AOBEpPEHN POJIN B EBpOTp'bCT. B TakmBa crny4yau, Te oTroBapaTt

Ha CbLUNTE N3NCKBAHUA, MPUNOXKXNUMWU 3a CIyXUTENNUTEe, Ha3sHa4eHn B EBpOTp'bCT.
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CbrnacHo ckryeH A0roBop nvuarta UM KOHCYNTaHTUTE ca NOANOXKEHN Ha cblyaTa npoueaypa

3a NpoBepka, KakTo cnyxuTtenuTe Ha EBpoTpbCT.

5.3.8 OOKYMEHTALUMUA, NPEOOCTABEHA HA NMEPCOHAJA

YnpasneHveTo Ha EBpoTpbCT M ynpaBneHneTo Ha Pernctpupallms opraH (B crnyyai Ha BbHLUEH
Pernctpupall opraH) TpsibBa Aa NnpedoCcTaBAT Ha CBOUTE CrY)XMUTENM AOCTbM A0 CneaHUTe AOKYMEHTU:

> YOOCTOBEPUTENHN NONMUTUKY;

> YOOCTOBEPUTENHU NPaKTUKK;

> WabnoHW Ha uckaHus, 3asiBreHNs U aeknapauuu;

> WN3BMNEYEHUs1 OT AOKYMEHTM, CbOTBETCTBALUM Ha M3MbIIHABAHaTa PONsl, BKIMOYMTENHO U Ha
BCUYKM CMELLHW NpoLleaypu;

> Habop OT OTFTOBOPHOCTU U 3a4bJIKEHUS], CBbP3aHU C U3MbIIHSABaHaTa pons B cuctemara.

5.4 3ANMUNCU HA CBBUTUA U NOOABPXAHE HA XXYPHAIU

3a eMeKTMBHOTO YynpaBrneHue u (yHKUMOHUpaHe Ha EBPOTPBCT, BCUMYKM CbOUTUS, MMaLm
CbLLECTBEHO 3HAYeHWe BbPXY CUFYpHOCTTa U HaAEeXAHOCTTa Ha TexXHOMorMyHata cuctema, KOHTpona
BbpPXy NepcoHana n notpebutennte, KakTo U Bb3OENCTBMETO BbPXY CUrypHOCTTa Ha NpeaocTaBsaHUTE
KBanuduumpaHm yaoCToBepUTENHM YCNyrn, ce 3anicear.

Bcsaka cTpaHa, cBbp3aHa MO HAKAKbB HaYMH C NpegocTaBsiHe Ha yO4OCTOBEPUTESTHU YCRyru,
3anuncea uHopmaumaTa n g ynpaenasa ageksaTHo. MIHOpMaUNOHHMUTE 3anncK CbCTaBAT PErmcTpy Ha
cbOUTUATA N ce CbxpaHsBaT MO Ha4yMH, NO3BOMSBALY OTOPM3MpaHW nuua Aa umaT AOCTbN 4O Tasu
NHopMauma (Hanpymep Npu paspellaBaHe Ha CMOPOBE MEXAY CTpaHu WM OTKpMBAaHE Ha OnMuTKU 3a
HapyllaBaHe Ha cuUrypHoctta Ha EBpoTpbcT). 3anucaHute cbbuTus ce KonuMpaT W apxvBupar.
PesepBHUTE KONKUA ce CbXxpaHaBaT B cendose.

KoraTo e npunoxmnmo, pernctpute Ha CboMTua ce cb3gasaT aBTOMaTUYHO. AKO He MOXe Aa 6bae
Cb3gajeH aBTOMaTUYHO, 3anuUChbT Ce CbXpaHsBa Ha XxapTus. 3anucuTe Nnoanexar Ha oauT.

OputopckuaT ekun B EBPOTPBCT M3BbpLUBA PefoBHU MPOBEPKW 3a Crna3BaHe Ha BbBeAeHuTe
MexaHU3MK, KOHTPONMW W npouenypu cbrracHo [lpaktvkata npu npefocTaBsHe Ha KBanuduuupaHu
ypoctoeputennu ycnyrn®, PernameHt (EC) Ne 910/2014 n genctealoTo HaLMoOHarnHo 3aKoOHOAaTerncTBO.

OD,I/ITOpCKI/IFIT €Kun oueHsaBa ed)eKTVIBHOCTTa Ha CbLlecCTByBallnTe npouenypu 3a CUrypHocCT.

5.4.1 BWOOBE 3ANUCU

EBpoTpbCT cb3faBa 3anucK 3a Besika AeVHOCT B paMKUTE Ha CBOsiTa MHAbpacTpyKTypa. ApXMBHUTE
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3anucu morat Aa 6baaT KpUnTUpaHu U CbXpaHeHu Ha HocuTenwu, C uen npegnassaHe OT NpoMsiHa Unu
GanwmnpuumpaHe.

TakvBa 3anucu ca pasgeneHn B Tpu OTAENHN KaTeropuu:

» 3anucu Ha TeXHONOrMYyHaTa cuctemMa — nNpy MHCTanMpaHe Ha HOB UIu AOMbIIHUTENEH coTyep;
npv cTapTMpaHe Ha CUCTEMUTE U MPUITOXKEHUSTA B TAX; NPU YCNELLHN ONWUTU 3a CTapTMpaHe Ha 1 OOCTbI
Ao xapayephu n coptyepHmn PKI-komnoHeHTH (Public Key Infrastructure/MIHpacTpykTypa Ha ny6nuyHus
KNo4“ Ha cucTeMuTe); reHepupaHe W ynpasBreHue Ha ABOMKUTE KM4YOBE WU yOOCTOBEPEHMS 3a
yOOCTOBEPSIBALLUTE OpPraHnW WM KOMMOHEHTUM B WHpaAcTpyKkTypata Ha EBpPOTPLCT, ynpasneHue Ha
KpunToMoaynute; CbabpXXaHne Ha nsgageHuTte yaoCTOBEPEHWS; reHepupaHe 1 yrnpaereHne Ha ABOMKUTe
KrnoyoBe 1 yaocToBepeHust Ha MoTpebutenute; ctapTupaHe Ha CUCTEMUTE U NPUIOXEHUATa B TSX; Npuy
OnnTK 3a cTapTUpaHe 1 40CTbN 40 XxapayepHn n codoTyepHn PKI-KOMNOHEHTM Ha CUCTEMUTE; FreHepupaHe
Ha CnMcbKk CcbC cripeHuM u npekpateHu ygocTtoBepeHusi (CRL); nybrnvkyBaHe Ha v3gadeHu BanvaHu
yaocTtoBepeHns B [yBnuyHns pernctbp; KOHUrypupaHe Ha npodunm Ha yaoCTOBEPEHUS; CTaTyC Ha
yAOCTOBEPEHME B peanHo Bpeme; y4oCTOBepsiBaHe Ha BpeMe Ha NpeAcTaBeHO CbabpKaHue;

» TPEeLLKn - 3annucute CbabpxKaT UHPOPMaLUMsa 3a rpeLwlkn Ha HUBOTO Ha MPEXOBWU MPOTOKONW;
npv cnnupaHe Ha CUCTEMUTE N NPUMOXEHUATA B TSX; NPU HEYCMNeLLHN ONuTK 3a cTapTupaHe U 4OCTbN 40
xapayepHu n coptyepHn PKI-KOMNOHEHTM Ha cUCTEMUTE; MPU CUCTEMHU COPTYEPHW U XapayepHu
CPVBOBE Ha cuctemMuTe 1 Apyrn aHomanuu B nnatopmuTe;

» 0OQuTW - 3anucuTe CbabpXaT MHpopMaums, CBbp3aHa C KBanuuumpaHuTe yaocToBEPUTENHN
yCnyru, HanpuMmep: noCTbNUAN OOKYMEHTU 3a peructpupaHe C uen yCTaHOBSIBaHe Ha MOAEHTUYHOCT U
npoBepka 3a CaMONIMYHOCT; Ha WCKaHUSA 3a usgaBaHe, NOOHOBSBaHE, CnvpaHe/Bb3obHOBABaHE U
npekpaTsiBaHe Ha yOOCTOBEPEHUS; BbTPELUHN NpoLeaypy 3a MAeHTUUKaLMA U perncTpaums; n3gaBsaHe
Ha Cnucbk Ha cnpeHnTe n npekpaTteHn yaoctoBepeHns (CRL) u T.H.

3anucuTe BKOYBaT MHOPMaLMsA CBbp3aHa C:

> TUN Ha CbOUTUETO;

» unageHTndunkaTtopm Ha cbouTme;

» [aTa u 4ac Ha cbouTUeTo;

»  unaeHTudmKaTop Unu Apyrn gaHHMW, No3BonsiBaLLm onpeaensHe Ha NuuUeTo, KOeTo OTroBaps 3a
CcbOUTNETO;

» [panv cbbuTMeTo e CBbP3aHo C yCreLleH UNu rpeLleH pesynTar.

CbxpaHsaBart ce 3anucu, Cb3gageHn oT KOMyHUKALMOHHUTE KOMNOHEHTU B MHADpACTPyKTypaTa.

CbxpaHaBaT ce 3anMcu Ha CTapu U akTyanHu Bepcum Ha [lpakTuka npu npefocrtaBsHe Ha
KBanuduumpaHm ygoctoBepuTtenHu ycnyrn“ un Jllonutvka npyu npeaocTaBsHe Ha KBanuduuupaHu
yAOCTOBEPUTENHN yCryrn®; WwabnoHn Ha NCKaHUs, 3asBKM, MHCTPYKLMK 3a paboTa u ap.

[doctbn Oo wHdoOpmMauusaTa Ha 3anucuTe uMMaT camMO OBMacTeHu nuua OT nepcoHana Ha

EBpoTpbCT.
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54.2 YECTOTA HA Cb3OABAHE HA 3AMNMUCHU

WHopmauuaTa 3a enekTpoHHUTE XXypHanu ce reHepupa aBTOMaTUYHO.

C uen ga ce ngeHtTuuumnpaT Bb3MOXHM HE3AKOHHM OENHOCTM agMUHUCTPATOPBT NO CUTYPHOCTTA,
CUCTEMHUTE aaMUHUCTPATOPU N OAUTOPBLT, aHanu3npaT UHpopmaumaTa, Han-Manko BEOHbX B paMKuTe
Ha eanH paboTeH OeH.

AOMUHUCTPATOPBT MO CUTYPHOCTTA MMa 3a4bIiHKEHNETO Aa NpaBu Npernen n oueHka Ha TOYHOCTTa
W MbITHOTaTa Ha permcTpupaHuTe cbouTna u ga npoeepsBa CbOTBETCTBUETO C NPOLIEAYPUTE 3@ CUTYPHOCT
Ha EBpOTpBLCT.

3anncuTe B permctbpa Ha cbouTMsTa ce pasrnexgar B AeTaunu Han-Masnko BEAHBX MECEYHO.
Bcsiko cbbuMTre nognexn Ha obsicHEHME 1 ce ONUCBa B AHEBHUK Ha cbbutunaTa. NpouechT no nperneq Ha

AHEBHMKA Ha CbOUTUSITA BKMIOYBA M NPOBEpPKA 3a HEFOBOTO haniumdmumnpaHe unm npomsiHa.

5.4.3 MNEPMOA HA CbXPAHEHMUE HA 3AIMNMUCH

YKypHanu Ha 3anncu Ha permctTpupanmn cbomTus ce cbxpaHsaBaT BbB (haninoBe Ha CUCTEMHUSA ANCK
3a Han-Marnko 6 (wecT) meceua. Npe3 ToBa BpeMe Te ca AOCTbMHM OHManH U B NPOLEC HA TbpPCeHe OT
BCEKM OTOpU3MpaH cryxuTten Ha EBpoTpbeT. Cnea T03m Nneproa, 3annucute ce CbxpaHsiBaT B apXuBUTE.

ApxvBUpaHn XXypHanu ce 3ana3saT B NpoAabImkeHne Ha noHe 20 (gBageceT) roguHun.

5.4.4 3AWLUTA HA 3AMMUCUTE

ApXMBBT Ce MOANUCBa C eNEKTPOHEH NOAMNMUC U enNeKTPOHEH BpemeBu nevat. MiHdopmauusTa ot
3anMcuTe B NOroBeTe NepuvoaMyHO Ce 3anucBa Ha (pU3MYEeCKM HOCUTENWU, KOUTO Ce CbXpaHsiBaT B
cneumaneH ceid, Hamupall ce B NMOMeLLEeHNe C BUCOKA CTeMNeH Ha usmyecka salmuta U KOHTPON Ha
AocTtbna.

MpoTokon oOT noroBe Ha cbOUTUSTA MOXe [a Obae npepasrnegaH eaMHCTBEHO OT
agMVHUCTpaTopa Mo CUrypHOCTTa, CUCTEMHUS agMUHMUCTpaTop Unu oauTopa. [ocTbn A0 perucTbpa Ha
CcbOUTUATA € KOHUIypMpaH No TakbB HAYMH, Ye:

» CcaMO YMb/IHOMOLLEHM LA MMaT NPaBo Ha YeTeHe Ha 3anucuTe B PErmcTbpa;

» caMO aAMMHUCTpATOpPbLT MO CUTYPHOCTTa MOXE Aa apxuBupa unu ustpuea daiinose (cneg
TSIXHOTO apXMBMpaHe), CbabpPXKalln perncTpupaHmTe cbouTtus;

» € Bb3MOXHO Aa ce OTKpue BCAKO HapyLleHNe Ha UeriocTTa,
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> EBpoTpbCT rapaHTUpa, Ye 3anucuTe He CbAabpKaT NPONyCcKu UK NOANPaBEHM 3amnuciy;

> nvua 6e3 npaBo Aa NPOMEHNAT CbAbPXKXaHNETO Ha XXypHanuTe, HAMaT AOCTbM A0 TSX.

EBpoTpbCT Npunara npoueaypute 3a 3aliuMTta Ha permcTpypaHuTe CbOoUTUS MO TakbB HauWH, Ye
AOpU 1 Crnea KaTo XXypHanuTe GbaaTt apxvMBMpaHu, € HEBb3MOXHO Aa 6baaT U3TpUTK 3anucu, npeau aa

n3tedye nepmoabT Ha noaAbpXKaHEe Ha apxuBa.

5.4.5 NoAaAbPXAHE HA PE3EPBHU KOMNMUA HA 3ANMUCU HA CBBUTUA

MogaobpkaT ce pe3epBHU KOMUS OT 3anMcuTe B NIOFOBETE Ha CUCTEMUTE, KOUTO Ce CbXpaHaBaT
HagexaHo. Te3n konus ca cb3gasaTt OT OBfacTeHu nvua Ha EBpoTpbCT.

Mpoueaoypute 3a curypHoCcT Ha EBpOTPBCT M3UCKBaT perncTpute Ha cbbutna ga oGvaat
noasiIoXKeHN Ha pe3epBHO KonmnpaHe (backup) B CbOTBETCTBME C YTBbPAEH rpaduk, HO HEe NO-Marsko oT 4

NbTW B roguHarta.

5.4.6 CUCTEMA 3A YBENOMABAHE CJIE[] AHAITU3 HA 3AMNMUNCU

EBpoTpbCcT € paspaboTun npoueaypa 3a aHanvM3 Ha 3anucu Ha CbOWUTUS, U3MbIHSBAHU B
cucTemara, KOSiTo NO3BoNsiBa Nperne Ha TeKyLwmuTe CbOMTUS 1 aBTOMATMYHO YBE4OMSIBA 3a 3annaxu unm
npobue B curypHocTTa. B cnyyan Ha OAeMHOCTU, UMaly BrUsiHAE BbpPXy CUIypHOCTTa Ha cucTemara,
aAMVHUCTPATOPBLT MO CUIYPHOCTTA U CUCTEMHUS aAMUHUCTpPATOpP GUBAT yBeoOMsIBaHM aBTOMaTU4HO. B
ocTaHanuTe criy4au, yBeJoMIIeHNETO Ce Haco4Ba CamMoO KbM CUCTEMHUS aAMUHUCTPATOP.

Korato ce npemaBa KpuTMYHa MHOPMAaLMS Ha YMbIHOMOLLEHW nvua, OT rnegHa Todyka Ha
CUIYpHOCTTa Ha cuctemara, ca npeaBUaEeHN CUTyaLun, Mpu KOMTO TpaHCKEPHT Ce N3BLPLLBA Ypes ApYrK,
noaxoasilo obesneyeHy cpeacTBa 3a KOMyHUKaUWs, Hanpumep MobuneH TenedoH, eneKkTpoHHa noLua.

KomMneTeHTHUTE opraHM umaT 3agbiPKEHMETO [a NpeanpueMaTt CbOTBETHUTE Mepku 3a

npegoTBpaTsiBaHe Ha oTKpuTaTa 3annaxa.

5.4.7 YA3BUMOCT U OLIEHKA

EBpoTpbCT Knacudmumpa u nogaobpxa pPernctpyM Ha BCUYKM aKTMBM B CbOTBETCTBME C
naucksaHmara Ha ISO/IEC 27001:20013. CwrnacHo ,lMonutukata no curypHocT® Ha EBpoTpbCT ce
M3BbPLUBA aHanu3 3a OueHKaTa Ha YA3BUMMOCT MO BCUYKM BbTPELLUEH Npoueaypu, NpUNOXKEHUs W«
MHOPMAaLIMOHHM cUCTEMU. M3ncKBaHNS 3a aHanu3 MoraT, CbLUO Taka, Aa 0baaTt onpeaeneHn oT BbHLUIHA
WHCTUTYLMSA, yNMbNHOMOLLEHa Aa U3BbpLUBa 0auUT Ha EBpOTPBLCT.

AHanNn3bT Ha pUCKa ce U3BbpLLBA HaN-MarnKo BEAHBX rogmLHO. PelleHneTo ga ce NpUCTbin KbM

aHalnn3 ce n3ebpLuiBa oT CobBeTa Ha ONPEKTOPpUTE.
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ALMUHMCTPATOPBT MO CUFYPHOCTTA KOHTpONMpa oOnasBaHe Ha 3anucute Mo CUrypHoCTTa B
XXYpHanuTe, KOPEKTHOTO apxvMBMpaHe Ha pe3epBHUTE KOMusl, AeNHOCTUTE, M3MbIHEHW B Criydal Ha

3aniaxm n CboOTBEeTCTBMETO C HacTodAlaTa npaKTVIKa.

5.5 APXUBUPAHE

NHdopmauusta 3a 3HaUMMmTE CbOUTUSI Ce apXMBUpa B ENEKTPOHEH BUA NEPUOANYHO.

EBpOTPBLCT apxmBmpa BCUYKM AaHHM U (hbalrnoBe, CBbpP3aHu C: MHopmaumsaTa npu perucTpaums;
CbC CUIypHOCTTa Ha cucTemara; BCUYKM UCKaHUS, NogadeHn oT noTpebuTenute; usnarta nicgpopmauus 3a
noTpebuTennTe; BCUYKM KIOYOBE, M3MON3BaHM OT YOoCToBepsiBalMTe opraHu u oT Pervctpupaims
opraH; u usnarta kopecnoHaeHumus mexay EBpoTpbeT M notpebutenute. Ha apxuBupaHe ca NoanoXeHu
BCUYKM LOKYMEHTM U [JaHHK, U3MOoM3BaHM B NpoLeca Ha NpoBepka Ha caMONMYHOCTTa.

[locTaBuUMKbLT CbXpaHsiBa apxuBa BbB (opmaT, MO3BOMSBALL, Bb3NPOU3BEXAAHE U

Bb3CTaHOBABAHe.

5.5.1 BWOOBE APXUBU

EBpoTpbCT ynpaBnsiBa ABa BUAA apXUBU: XapTUEHM U eNEKTPOHHMN.

5.5.2 TMEPUOA HA CbXPAHEHUE HA APXUBA

ApX1BUpPaHNTE faHHU (Ha XapTus U B €MEeKTPOHEH BUA) CE CbXpaHsiBaT 3a Nepuog ot MuHuMym 10
roguHu. Cnepn vM3TuyaHe Ha TO3M Mepuof Ha CbXpaHeHuwe, apxvMBMpaHUTe OaHHW moraT ga 6baar

YHULLLOXXEHWN.

5.5.3 3AWLUTA HA APXUBHA NHPOPMALIUA

EBpOTPBLCT CbXxpaHsaBa apxMBUpaHUTE 3anvucy MO HAYUH, KOWTO M3KM4YBa HEOTOpPU3NpaHU U
He[l0BepeHn nuua aa umat AocTbn A0 TaX. MHdopmaumaTa, KoATo e apxuBMpaHa Nno enekTpoHeH MbT, e
3alWmUTeHa cpeLly HeoTopusMpaHo pasrnexaaHe, moguduumpaHe, U3TpMBaHe unu danumnpuumpaHe,
ypes BHeapsiBaHeTo Ha CucTeMa 3a KOHTPON Ha AocTbha (MocpeacTBOM akayHTU U naponu). 3a uenure
Ha apXMBMPaHETO ce WU3NOon3BaT HaAeXOHW eNneKTPOHHW HOCUTENM, KOMTO He MoraTt ga 6baaT NecHo
YHULLLOXKEHWN NN U3TPUTK Npe3 Nepuoaa Ha CbXpaHeHue.

3a uenuTe Ha CUIypHOTO CbXpaHsiBaHe Ha apxvMBHUTE halrioBe B enekTpoHHa dopma Te ce
NOANUCBAaT C eNEKTPOHEH NoAnuC.

EﬂeKTpOHHVITe KOMYHUKaUnn Mexay NnokanHnTe KOMNOHEHTU Ha MchpaCprKTypaTa Ca 3alnTeHun
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Ha 6a3a ctaHgapTta PKIX.
OTtganedeHnTe eNeKTpOHHM KOMYHUKaLMK ca 3awmuTeHn u ca 6asmpaHu Ha ctangapta PKIX.
[ocTaBuMKbLT npeueHsiBa M3MNOM3BaHETO Ha MOLWEHCKM W Kypuepcku ycnyrm u dakc c¢

Motpebutenure.

5.5.4 BB3CTAHOBABAHE HA APXUBUPAHA NH®OPMALIUA

OT CbLUECTBEHO 3HAYEHWE 3a MPaBUHOTO (PYHKUMOHMpaHe Ha EBPOTPLCT € BBb3MOXHOCTTA
pes3epBHUTE Konus Aa 6baaT HanbIHO Bb3CTAaHOBEHM (HanpuMmep cnea cpus B cuctemaTa).

Moapo6HM npouenypu 3a apxuBupaHe, Cb3flaBaHe Ha KOMWS M Bb3CTaHOBSIBAHE HA cucTemarta
crieq, aBapum, ca onucaHu B TEXHUYeckaTa AoKyMeHTauust Ha EBpoTpbCT cbe cTaTyT ,BbTpelwHa“. Tasu

AOKYMEHTaLus € AOCTbNHa eANHCTBEHO 3a 0TOPMU3MpaH NepcoHarn U NpoBepsiBaLLy OpraHu.

5.5.5 WU3UCKBAHUA 3A OTBENIA3BAHE HA BPEMETO HA APXUBUPAHE

ApXVIBHVITe AaHHKU ce obesne4vasar C yaocTtoBepsAaBaHe HA TOYHOTO BpeMe Ha noanncBaHETO UM.

5.5.6 CBbXPAHABAHE HA APXUBA

CucrtemaTa 3a cbOupaHe Ha apXMBHW JaHHW e BbTpellHa cucteMa 3a EBpoTpbeT. 3knoyeHme ot
TOBa NMPaBWIIO ca apXnBUTe, KOUTO ce cbbupat oT Pernctpmpallusi opraH.
ApxvBHaTa MHopMaLMs (Ha XapTUsi U Ha eNeKTPOHHW HOCUTENN) ce CbXpaHsiBa HafnexHo B

crneuunaneH ceng B NOMeLLEHNE C BUCOKA CTEMNEH Ha dom3nyecka 3awmTa.

5.5.7 MPOUEAYPU 3A AOCTHIM U NPOBEPKA HA APXUBUPAHATA UH®OPMALIUA

[locTbn 0O apxuBa € Bb3MOXEH CamMo 3a OTOPU3NpPaHu CryxuTenu Ha EBpoTpbCT cnea ycnewHo
yOoOCTOBepsiBaHe 1 NOTBbPXKAEHME Ha NpaBaTa 3a AOCTbI.

[laHHMTe ce npoBepsiBaT NEPUOAMYHO U C€ CbMOCTaBAT CNPSIMO OPWUrMHANHUTE AaHHM, C Len
npoBepka Ha LienocTTa Ha apxuBupaHaTa MHdopMauus. Tasm OeHOCT ce U3BbLbpLUBA Noj Hag3opa Ha
agMVHUCTpATOP MO CUrYpPHOCTTa, KaTo ce BOAST 3anvcu 3a BCekM eTan oT npoueaypaTa. Pesyntatute ot
npoBepkaTta ce 3anucBaT B CbOTBETHUTE PErncTpy Ha cbbuTusTa.

AKO ce yCTaHOBAT noBpeau Unu Mmoaudukauum Ha opurMHanHUTe OaHHW, WeTuTe ce npemMaxsat

Bb3MOXHO Hal-6bp30, CbracHO BbTPELLHUTE Npoueaypv 1 npaeuna B EBpoTpbCT.
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5.6 MNPOMAHA HA K04 HA JOCTABYUKA

[ocTaBuUMKLT MOXe Aa NPOMEHM KIloya, CbOTBETCTBALL, Ha N34afeHo YA0CTOBEPEHME, CaMO KaTo
n3gage HoBO YAOCTOBEPEHUE UMM NOLHOBU TEKYLLOTO.

YacTHmaT Koy Ha YOocToBepsiBall opraH Moxe Aa 6bae NpOMEHeEH B Criyyan Ha:

» M3TMYaHe Ha cpoKa Ha BanngHOCT Ha CbMbTCTBALLOTO MY YOOCTOBEPEHME;

» BbBeXgaHe Ha HOBW ycryrn OT EBPOTPBLCT, KOUTO Hanarat NPOMEHU B XapakTEPUCTUKUTE Ha
YacTHMSA KoY (Hanpymep NPOMEHM CBBbP3aHM CbC CUIYPHOCTTA M U3UCKBAHE 3a HOBU MPUMOXUMU

Kpuntorpadcku kombuHaumn).

Mpy npoMsaHa Ha YaCTHUAT KNoY Ha Y40CTOBepsiBaLLMs opraH Ha EBpOTpbCT ce cnassar criegHuTe
npasuna:

» Y[OOCTOBEpPSABALUMAT OpraH, C YUATO KoY ce nognuceaTt noTpebuTtenckute yaoCToBepeHus,
YMATO KNtoY We 6bae NpoMeHeH, crnvpa nsgasBaHeTo Ha ygoctoBepeHus 60 (wectaeceT) AHWM npeam
MOMEHTa, B KOWTO OCTaBallMs Nepuo Ha BanuWAHOCT Ha YaCTHWUS KNOY Ce U3paBHWM C NepuogbT Ha
BanWAHOCT Ha NOCregHOTO U3AaaeHo YAOCTOBEPEHNE;

» Y[OocToBepsiBaWMAT OpraH, C YMWUTO 4YacTeH KoY ce nognmcBa Crnvcbka CbC CNPEeHU U
npekpateHu ygoctoBepeHus (CRL) n uminTo yacTteH kntod we 6bae npoMeHeH, npoabikasa ga nyénukysa
CNUCbUW, NOAMMUCAHN CbC CTApPUA YaCTeH KoY A0 MOMEHTA, B KOWTO U3TeYe CPOKbT Ha BanUOHOCT Ha

nocnegHoTo Ny6nukyBaHO yAOCTOBEPEHNE.

5.7 KOMIMPOMETUPAHE HA KNtO4YOBE U Bb3CTAHOBABAHE CJIEQl ABAPUU

Tasun vact ot ,[lpakTukata npu npegoctaBaHe Ha KBanvduuMpaHu yoocToBepuTernHu ycnyrn®
onucsa npoueaypute, U3BbpLUBaHN OT EBPOTPBCT, Npu aBapun (BKNIOYUTENHO NpupoaHn 6eacteus) 3a
Aa ce Bb3cTaHOBU 06CrnyXBaHeTo Ha noTpebuTtenute. Tean npouenypu ce 3BbPLUBAT B CbOTBETCTBUE C
npwueTt ,[naH 3a Bb3cTaHOBABaHE npu 6eacTems’.

3a cnyyauTe Ha HacTbNMna aBapus UMM 3annaxa OT HacTbMBaHE Ha aBapusa ca pas3paboTeHu
npoueaypwv 3a cnpassiHe C Te3n Heobu4arHN cuTyauun 1 3a Bb3CTaHOBsIBAHE Ha HOpMmarnHaTta paboTa Ha
EBpoTpbCT. [Npu eBeHTyanHW 3annaxm 3a HacTbMBaHe Ha aBapun ce NpaBu aHanuM3 Ha HanMYyHOCTTa Ha
KPUTUYHUTE pecypcu Heobxoaumu 3a Bb3CTaHOBsIBAHE Ha cucTtemaTta. [paBsaT ce Tekylwm OLEeHKU Ha
pasxoauTe 3a Bb3cTaHoBdABaHe. Vima npoueaypu 3a aBapum € UMH(OPMaLMOHHUTE TEXHONOrMn 1 3a
aBapum ¢ busHec npouecute. Taka Hanpumep, B obnactrta Ha MH(POPMAUMOHHUTE TEXHOMOrMK, Mma
N3NCKBAHNA 32 CbXpaHEHNe Ha CUCTEMHU XapayepHU pecypcu, U3UCKBaAHUS 3a CbXpaHeHWe Ha CUCTEMHHU
AaHHW, KaKTO M 3a CbXpaHeHWe Ha cneundguyHn (HeCTaHgapPTHW) XapayepHU pecypcu, pasnpeaensHe Ha

CUCTEMHMU (PabOTHWN) CTaHLUMK, UHTEPHET, UHTPaHET U T.H.
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Tos3n nnaH ce TecTBa BEAHBLX FOAMLLHO N € 06eKT Ha oby4eHne OT cnyxutenute Ha EBpoTpbCT.

lMnaHbT Ha EBpOTpbCT 3a Bb3cTaHOBsIBaHe crieq 6eAcTBME € Cb3fafeH C Len Aa ocuUrypu nbiHo
Bb3CTaHOBABaHE Ha BCUYKM PyHKLUNM HA EBPOTPBLCT B paMKuTe Ha efHa ceamuua cnep Kpusa, 3acerHana
rmaBHUTE CTPYKTYpu. EBpoTpbCT manpobsa ceBoeTo obopyaBaHe B CTpyKTypata cu, 3a Aa nogabpxa
dyHKUMKTE Ha YaocToBepsaBaLmsa opraH u Peructpupalums opraH crneg sHadmma Kkpusa, Kosto 6u cnpsana
YHKUMOHMPaHETO Ha uanaTta cTpykTypa. Pesyntatute OT Te3n MNpOBEPKM ChnyxaT 3a OUEHbYHU U
nnaHvpawm genHoctu. Llenta e npu HeobxoaAMMOCT, Hanpumep cref 3HadyuMma Kpusa, AerWHOCcTTa Ha

CTPYKTypaTa Ha EBpOTp'bCT Ja ce Bb3CTaHOBWM KOJTIKOTO Ce MOXe MO-CKOpO.

5.7.1 DEWCTBUA NPU ABAPUU

ApPXMBHUTE [OaHHM, CbAbpXalwM MHMOPMaUMA 3a UCKaHUSATA 3a wM3gaBaHe, YnpaBlieHue U
npekpaTsaBaHe Ha YAOCTOBEPEHWS, KAaKTO U 3anMcuMTe Ha BCUYKM U3JafeHn yaocToBepeHust B 6asata
A3HHN Ce CbXpaHsiBaT Ha CUTYpPHO WM HAAEXOHO MSACTO M Ca Ha pasnofiokeHne Ha EBpoTpbCT npwu
MOMCKBaHE OT YMb/IHOMOLLEHNTE NULA B CIlydan Ha Bb3HUKBAHE Ha aBapus.

3a gewncteua npu aBapum EBpoTpbCT € paspabotun ,[1naH 3a u3BbHpeaHN cutyauumn®, KOMTo ce
npoBepsiBa BEAHbX rOANLLHO.

EBpoOTpBbCT TpsibBa Aa MOXe A OTKPUE BCEKM Bb3MOXEH MHUMAEHT. Cnea aHanua Ha Cry4nnoTo
ce, uenTta e ga ce npegoTBpaTAT 6GbAEeLUM NHUMAEHTN, OCHOBAHM HA CUCTEMHM FPELLKM U CPUBOBE Ha
ycnyru n texHonoruun. 3a ga ce usBbpLUM BCUYKO TOBa, EBPOTPBCT HabntogaBa BCUYKM CUCTEMU U YCIYTN
6e3 npekbcBaHe (24x7), a CbLO MMa Ha pasnonoxeHne TenedoH 3a MHopMauns 1 NOMOLL, KbOeTo
noTpebutenute Morat 4a yBeAOMABAT 3@ MHUMAEHTU UMW HEU3MNPABHU YCIYTW.

MnaHbT nocoyBa NPUOMM3NTENHOTO BPEME 3a OTKPMBAHE HAa BCSAKAKbB BUO WHUMOEHTW.
EBpOTPBLCT rapaHTMpa, Ye BCEKM MOTEHUManeH WHUMAEHT Moxe Aa Obae oTKpuT. [JOCTaBYMKBLT € B
CbCTOsIHME [a pasrpaHuvaBa peaneH WHUMAEHT OT danwmBa TpeBora. 3a TEXKUTE WHUMAEHTU ce
cbobwaBa Ha pbKOBOACTBOTO. [MnaHbT nocovBa nNpuONM3UTENHO BPEME 3a YBEAOMSIEHME U
noTebpxaaBsaHe. Onpeaens ponute U OTroBOpHOCTUTE. [JaBa OLEHKa Ha BuAa WHUMAEHT, Noaxoasiio
BpeMe 3a peakuusa u nocneasawm gencremsa. CobbutmaTa ce 3anuceat. [JoOKyMmeHTMpaT ce NpUYnHUTE 3a
WHUMOEHTA M MO KakbB HadMH TOW cCe € OTpa3un Ha edeKTMBHOCTTa Ha pabortaTta. 3anuceaT ce
npeanpueTnuTe Mepku (Bpeme 3a peakuus U Bpeme 3a Bb3CTaHOBSIBAHE Ha ycryrata unu cucremara u
T.H.). MNpegnarat ce nogobpeHus. To3n nNnaH NOCOYBa KakbB TUM apxvMBMpaHE Ce U3BbPLUBA, HA KaKBU

MHTepBalJin, Kbe Aa Ce CbXpaHdBa I/IHd)OpMaLI,I/IFITa N CTPyKTypaTa U T.H.

5.7.2 WHUWAOEHTW, CBbP3AHU CbC CPUBOBE B XAPOYEPA, CO®TYEPA WM OAHHUTE

Lsanata wHdopmauns npu kpaxba Ha xapayep, codTyep W/unu [aHHM ce npedaBa Ha
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agMuHuCTpaTopa MO CUTYpHOCTTA, KOWTO [encTBa, B CbOTBETCTBUME C BbTPELLHU NpoLeaypw,
pa3paboTeHu oT EBpOTPBCT.

Tesn npouedypu ca CBbp3aHu C aHanu3 Ha cuTyauusaTa, pascrnefBaHe Ha MHUMAEeHTa, Mepku 3a
MUHUMU3NPAHE Ha nocneauunTe 1 HegonyckaHe Ha NogobHM nHUMaeHTU B 6baelLle.

B cnyyanm Ha cpuBoBe B xapayepa, codTyepa wunv B AaHHUTe, [JOCTaBYMKBLT yBEOOMsiBa
notpebutenute, Bb3CTAHOBSBA KOMMOHEHTUTE Ha WH(pacTpykTypata U nNpuopuTeTHO Bb30OOHOBSABA
poctbna go MNMybnuyHma pernctbp n Cnuckbka cbe cnpeHn n npekpateHn ygoctosepeHus (CRL).

3a TakmBa cny4dan EBpoTpbCT € paspabotun [naH 3a ynpasneHve Ha MHUMaeHTn . JoCcTaBYnKbT
MMa nnaH 3a ynpasrfieHne Ha BCUYKU MHUMAEHTW, KOUTO 3acsaraT HOPMarHOTO (PyHKUMOHUpaHe Ha
WMHpacTpykTypata Ha nybnuuHmua knod. To3m nnaH e B cboTBeTcTBME C [naH 3a 6usHec, MnaH 3a

HenpekbcHaToCT U NnaH 3a Bb3cTaHOBsIBaHe Npu 6eacTeus..

5.7.3 KOMMPOMUTUPAHE UMW CbMHEHUE 3A KOMIMPOMETUPAHE HA YACTEH KIlO4Y HA
YOOCTOBEPABALLUA OPIAH HA EBPOTPBCT

[ocTaBunkbT nonara AbfhKMMaTa rpuxa, 3a Aa nogabpxa HenpekbCBaeMOCT U LSNOCTHOCT Ha
yAOCTOBEPUTENHUTE YCNYrn, CBbP3aHN C YAOCTOBEPEHUATA, KOUTO n3gasa, Noaabpxa u ynpasnssa.

[ocTaBuMKbT nonara MakCMMarnHu rpuxu B paMKUTe Ha Bb3MOXHOCTUTE W pecypcuTe cu, Aa
MUHUMM3NPA PUCKa OT KOMNPOMETUPaHe Ha KNYoBeTe Ha YOocToBepsBalLMTe CU OpraHu BCreacTeue
Ha npupogHn 6eacTBMS UnNu aBapuu.

B cnyya Ha komMnpomeTMpaHe WM CbMHEHME 3a KOMMNPOMETMpPaHe Ha 4YacTeH KMY Ha
YpnoctoBepsiBall, opraH Ha EBpoTpbCT, ce npegnpuemat cnegHutTe 4encTeus:

» npekpaTsaBa ce He3abaBHO yOOCTOBEPEHMETO Ha ONEpPaTUBHUS OpraH;

» YpocToBepsBalWUAT opraH reHeprpa HoBa [BOKKa KNYOBE Y HOBO Y0OCTOBEPEHUE;

» BCUYKM NOTPebMTENU Ha yooCTOBEPEHMS Ce MHAOpMMpaT 3a Cry4yunoTo ce He3abasHO, C
nMoMoLLTa Ha cpeacTBata 3a MacoBO ocBegoMsiBaHe (MHopMauus Ha cTpaHuuaTta Ha EBpoTpbCT) 1
erieKTpoHHa nowa;

» uMHdOopMUpAT Ce BCUYKM OOBEPSBALLN Ce CTPaHMU;

» yOOCTOBEpPEeHUEeTo, CbOTBETCTBALLO HAa KOMMpOMETUpaHUsa K4 ce Bnucesa B Cnmncbka Cbe
cnpeHu u npekpaTeHn ygoctoeepeHns (CRL), 3aegHo ¢ noagxoasiua npudnHa 3a npekpaTsiBaHe;

» BCWUYKM NOTPEeOMTENCKN YOOCTOBEPEHUSI U34aLeHN OT YAOCTOBEPEHMETO CbOTBETCTBALLO Ha
KOMMNPOMETMPaHUSA YacTeH KIod ce npekpaTseaT U 3anucBaT B Cnucbhka CbC CNPeHU U npekpaTeHn
yOoCTOBEpPEeHUe, KaTo ce NocoYBa NoAXoAsLa NpUYMHa 3a npekpaTaBaHeTo UM;

» un3gaBaT ce HOBM YAOCTOBEPEHUS HA 3acerHaTuTe notTpebutenu;

» HOBUTE yOOCTOBEPEHUA Ha noTpebutennte ce wusgaBaT 3a cMeTka Ha EBpoTpbeT

(noTpebutenuTe He obMxaT Takca);
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> U3BbpLUIBA Ce He3abaBeH aHanM3 U U3roTBs AOKNaA 3a NpuYMHaTa 3a KOMIPOMETUPAHETO.
Te3an onepaumn ce M3BbLPLIBAT B CbOTBETCTBME C MfaHa, paspaboteH oT EBpoTpbeT, 3a
VHUMAEHTUN CbC CUIypHOCTTa. TO3M MNiaH ce pa3paboTBa OT ekun Ha EBpoTpbCT noa pbKOBOACTBOTO Ha

afMUHUCTpaTOpa No cUrypHocTTa u ce ogobpssa oT CbBeTa Ha ANpeKTopuTe Ha EBpOTPBLCT.

5.7.4 HENPEKbCHATOCT HA BU3HECA U Bb3CTAHOBABAHE CJIEQl ABAPUU

EBpoTpbCT e paspabotun ,[1naH 3a HeNnpekbCBaeMOCT Ha AENHOCTTA" 3a criyYanTe Ha Bb3HUKBaHE
Ha aBapuu, KaTo Hanpumep ronemMm CUCTEMHU WUIN MPEXOBM MpeKbCBaHWUS. TO3U OOKYMEHT ypexaa
noAaroToBKaTa M npouecute, 3a Aa Ce rapaHTupa 3anas3BaHeTo Ha AelHocTTa Ha EBpoTpbet. Llenta e
nocTuraHe Ha NPMEMCTBEHOCT B AEMHOCTTa Ha OPYKeCTBOTO M 3alimTa Ha busHeca, Korato ca Hanu4Hu
ronemMm NpeKkbCBaHMs Ha HopMarnHUTe TbProBCKM onepaumnm.

MonuTukaTta 3a CUrypHOCT, KOATO M3nbiHsBa EBPOTPBLCT, B3emMa Mnog BHMMaHue crnegHute
3annaxu, BNusieln BbpXy HENPEKbCHATOCTTa Ha NPeAoCTaBAHUTE YCNyru:

» CpuWB B KOMMIOTbpPHATa cMcteMa Ha EBpOTPLCT, BKNIOYUTENTHO CPUB B MPEXOBUTE PECYPCU -
MOXe [a HacTbNW Mo CNy4aeH NbT;

» CcpuB B codpTyepa, HEeN3npaBHOCT UMK CMpaHe Ha 4OCTbNa 40 AaHHM — MOXe [a HacTbNu Ypes
HENoOAXOoAALWM MPUNOXEHNA WU 3MOBpedeH codpTyep OT noTpedbutenu (Hanpumep BUPYCKU, YEPBEW,
TPOSHCKM KOHE);

» 3aryba Ha BaXXHU MPEXOBU YCyru, CBbP3aHn C MHTepecuTe Ha EBPOTPBLCT — MOXe Aa HacTbMu
npu CpVB B eNeKkTponpeHocHaTa Mpexa;

> KOMMpOMEeTMpaHe Ha 4acT OT MpexaTa, u3nonssaHa OT EBpOTpbCT 3a npegoctaBsHe Ha

cBOWUTE YCMyru.

3a Oa ce NpeaoTBpaTAT UMK OrpaHMYaT 3aryouTte oT ropHUTE 3annaxu, KaTo agekBaTHa NonuTuKka
3a curypHocT, EBpoTpbCT npeanpuema crneaHoTo:

> BcudkM Tutynspu/CbagaTteny v goBepsiBallm ce cTpaHu ga 6baat MHDOPMUPaHWU, Bb3MOXHO
Han-GbP30 M N0 HaYMH, KOWTO € Hal-NoAXoAsiLy 3a CbLLECTBYBALLOTO MOSIOXEHUE;

> PEerynsipHo ce cb3gaBaT U apXMBMpaT KOMUS HAa BCUYKN KOMMOHEHTM OT MHGPaCTPyKTypaTa Ha
EBpOTPBLCT, KOUTO CE CbXpaHaBaT Ha Ao6pe 3aWwmuTeHo 1 6e3onacHo MSCTO;

> Nepuoan4YHO ce Cb3aaBa pe3epBHO Konune Ha 6asaTa gaHHW, KOeTOo BKIYBA BCUYKW NOAAAEHN
UCKaHWS, U3OafeHn, NOAHOBEHM M MpeKkpaTeHu yaocToBepeHus. Pe3epBHUTE KonUsi ce apxvBupat U
CbXpaHsiBaT Ha Ao6pe 3awmuTeHo u 6e3onacHo MSCTO;

> NepUoaMYHO Ce Cb3aaBa Pe3epBHO KOMUE Ha BCEKU CbPBbLP;

» 4aCTHMUTE KIT04YOBE Ha EBpOTp'bCT Ca pasferneHn B CbOTBETCTBUE C npoLeaypuTte 3a CUrypHoCT
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1 ypes TanHo crogernsiHe. Te ce OobpXaT OT JOBEPEHU Nnua Ha CUTYPHO U 3aLLUTEHO MSCTO;

» nogmsiHaTa Ha pecypcuTe ce OCbLLEeCTBSABa MO HayvH, KOMTO NO3BOMsiIBa Bb3CTaHOBSIBAHE Ha
Han-HOBUTE AaHHW.

MpoueaoypuTe 3a Bb3CTAHOBABAHE Ha cucTemaTa cnej aBapuy ca TecTBaT BbpXy BCEKu
KOMMOHEHT Ha TeXHOSOrM4YyHaTa cucTtema Ha EBpOTPBHCT Han-manko BeAHbX roguiuHo. Tesn TecToBe ca
YacT OT BbTPELLHMWS OOMUT.

AKTyanusauma Ha codTyepa € Bb3MOXHa caMO crnef npoBeXpaHe Ha MHTEH3MBHU TecToBe B
TecToBa cpeda U AencTBusd B CTPOro CbLOTBETCTBME C ONUCaHUTe npouenypu Ha EBpoTpbecT. Beska
NpoMsiHa B cucTemaTta U3nckea cbrnacue u npueMaHe ot agMuMHUCTpaTopa no CUrypHoCT.

Mpun BCAKO Bb3CTaHOBSIBaHE Ha cucTtemarta cneg 6eactene, agMUHUCTPATOPBLT MO CUIYpPHOCTTA
NN CUCTEMHUAT aAMUHUCTPATOP U3MbITHABAT CNEeAHOTO:

» NPOMEHSAT BCUYKN N3MON3BaHW Npean ToBa naponu;

» npemaxsBaT BCUYKM NpaBa 3a AOCTbN OO pecypcuTe Ha cuctemaTa;

» NpoMeHaT Bcu4dkm kogose 1 NNH Homepa, cBbp3aHn ¢ M3NYECKNA AOCTBIM OO0 CbOPbXEeHMATa
N KOMMOHEHTUTE Ha cucTemaTa;

» aKo Bb3CTaHOBSIBAHETO OT aBapusTa BKMoYBa NpenHcTanayusa Ha onepawumoHHaTa cucrema u
nomoLLeH coptyep, Beudkn IP agpecn oT cnctemata u HEMHUTE NOAMPEXN Ce MPOMEHAT;

> Mpernea Ha aHanus Ha Npu4MHUTE 3a beacTeuATa.

5.8 MNPEKPATABAHE HA JEMHOCTTA HA EBPOTPBLCT

3agbmKeHusTa, onucaHu no-gony, ca paspaboTeHun, 3a Aa MUHUMWU3MPAT MpeKkbCBaHUSITA B
AEeNHOCTTa Ha noTpebuTenuTe 1 AoBepsiBaLLUTE Ce CTpaHM, NPomn3TUYaLLM OT pelueHneTo Ha EBpoTpbeT

Aa npeycraHosu paboTa.

5.8.1 W3UCKBAHUA, CBbP3AHU C MNPEXOOA OO MPEKPATABAHE HA OEMHOCTTA HA
NOCTABYMKA

Mpeav yoocTtoBepsiBalma opraH aa npekpaTu ycrnyrute cu, Toi e AnbXeH aa:

> yBegomsiea OpraHa rno Haa30p 3a CBOETO HaMepeHue Aa NpekpaTtn ycnyrute cu, B criyyai Ha
NCK 3a 005IBSIBaHE Ha APYXECTBOTO B HECHCTOATENHOCT, 00SIBSIBaHE Ha APYXXECTBOTO 3a HEAENCTBUTENHO
WM 3a Opyro MCkaHe 3a npekpaTsiBaHe, WM 3a 3anodyBaHe Ha npoueaypa Mo NUKBUAALUMUS.
YBegomneHneto criegsa ga Gbae HanpaeBeHo 4 (4eTupu) Meceua npeau OoroBopeHata gata Ha
npekpaTsiBaHe;

> yBedoMMu (Hai-manko 4 meceLa npean ToBa) cBouTe NoTpebuTenm 3a peLleHneTo Aa npekpaTu

npeaoctaBAHUTE OT HEro ycnyru,
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» MNpOMeHU cTaTyca Ha CBOUTE YAOCTOBEPEHUS;

» npekpaTn BCUYKM yOOCTOBEPEHMS Ha noTpebuTenute B pamkuTe Ha obsiBeHus nepuop 3a
npekpaTtsiBaHe Ha OeWHOCTTa;

» yBeJOMW BCUYKM CBOW NOTpebuTenu 3a npeycraHoBsABaHe Ha ycrnyruTe;

» npaBu TbProBCKM pa3yMHW yCunus, 3a ga ceefe 4o MMHMMYM HapyLlaBaHETO Ha MHTepecute
Ha noTpebutenure;

» U13BbpLUBA HeobxooMmuTe OencTBuUs, 3a ga moxe OpraHa no Hagsop Aa nogabpxa Cnucbka
CbC CrpeHn n npekpateHn ygoctosepeHus (CRL).

Ako Perncrtpupall opraH KaTto BbHLUHA OpraHu3auus, € B3efnla pelleHne 3a npekpaTaBaHe Ha
nNpeAcTaBUTENCTBOTO HA EBPOTPBCT NO NOBOA NpeaoCTaBsHU yOOCTOBEPUTENHN YCIyru, TON € ONbXeH
aa:

» yBeaomu EBpOTPBLCT 3a CBOETO HAMepPeHUe fa NpekpaT AenHocTTa. YBeAOMMNEHMETO crneasa
na 6bae HanpaBeHo 4 (YeTnpu) Meceua Npeauy AOroBOpeHaTa garta Ha npekpaTsiBaHe;

» npepaBa Ha EBpOTpbCT udAnocTHata AOKYMeHTauus, CBbp3aHa C obcnyxkBaHeTo Ha

I'IOTpe6VITeJ'IVITe, BKIMKOYUTENTHO apxnBa 1 JaHHUTE 3a OAUT.

5.8.2 MPEXBBLPNAHE HA [OEWHOCT KbM [OPYF OOCTABYMK HA KBAJIUOULIMPAHU
YOOCTOBEPUTENTHU YCIYTU

3a aa ce ocurypu HenpekbCHaTOCT Ha U3faBaHe Ha KBanvduumpaHy ygoCcTOBEPUTENHN YCryru 3a
notpebutenute, EBpOTpbCT MOXe Aa noanuvuwle cnopas3ymMeHve ¢ Apyr KBanuduumpaH OOCTaBYMK Ha
yaoctoBepuTernHu ycnyrn. B Toau cnyvain, EBpoTpbCT:

» yBegomsaBa OpraHa no Hag30p 3a HAMEepPEHMETO CU, He NO-KbCHO OT 4 Meceua npean gaTtata
Ha npekpaTsaBaHe U NPEXBbPIISHE HA AENHOCTTa;

» nonara BCUYKMN YCUITUSA U TPUXKK, 32 Aa NPOABITKM OENCTBNETO Ha n3gageHuTe notpebutenckm
YAOCTOBEPEHWS;

» yBegowmsiBa nucmeHo OpraHa no Hagsop u MNoTpebutenute, Ye genHocTTa My ce noema oT
ApYr perucTpupaH AOCTaBYMK, KakTo M OTHOCHO HauMeHOoBaHWeTO My. YBegomneHueTo ce nybnvkysa B
MHTepHeT cTpaHuuaTa Ha EBpoTpbCT;

» yBegomsiBa [loTpebutenute OTHOCHO YyCroBuATa MO MOAAPBXKA Ha NpexBbpreHuTe
YyAOCTOBEPEHNS KbM npremMawms [loctaByuk;

» TMNpOMeHs cTaTtyca Ha onepaTtMBHUTE YOOCTOBEPEHUA W HAAMEXHO npefasa usanarta
AOKYMeHTaLms, CBbp3aHa ¢ AeHOCTTa cU Ha npuemawums [loctaBynk, 3aeqHO C BCUYKU apXMBU, KaKTo U
BCWYKM U3JadeHn yaocToBepeHns (BanuaHu, npekpaTeHu n CnpeHn);

» W©3BbpLUBA HeOOGXoOuUMUTE AENCTBUSA 3a NPEeXBbPMAHE Ha 3adbIPKEeHMATa Mo nogapbXxKa Ha

nHopMaumaTa kKbM npremMalums [ocTaBumk;
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» NpexBbpnsa ynpaBneHNeTo Ha Beve n3gageHnTe yaocToBepeHns 3a KpanHu notpebutenm KbM
npuemawus [loctaBuuk;

MNpuemawmnaT [loctaBynk noema npaeata n 3agbimkeHusTa Ha EBpOTPBLCT ¢ npekpaTeHa genHoCT
1 NpoAbInKaBa Aa ynpasnsBa akTUBHUTE yOOCTOBEPEHUS A0 Kpasd Ha TAXHOTO AeNCTBUE.

ApxuBbT Ha EBpOTPBLCT C npekpaTeH ctaTtyc Tpsabea ga 6bvae npedaneH Ha [JoctaBunka, npuen
OenHocTTa.
5.8.3 OTHEMAHE HA KBAJIM®ULIUPAH CTATYT HA EBPOTPBCT UM HA KBATTU®GULIUPAHUA

CTATYT HA CbOTBETHA YCNYTA

Mpu oTMsIHA Ha KBanMMUMpaHus cTaTyT Ha EBPOTPBCT Unn Ha HSIKOSt OT NPeAOCTaBsSAHUTE OT HEro
YLO,OCTOBEPUTENHN YCIyri, TON M3BBbPLUIBA CNeaHOTO:

> yBefoMmsiBa NoTpebuTenuTe cv 3a NPOMEHEHMS CU CTaTyT UMK TO3W, Ha CBOUTE YCNyri;

> NpOMEHs cTaTyca Ha CBOWUTE YAOCTOBEPEHNS;

> npekpaTsiBa Aa u3gaBa HoBM KBanuuLMpaHn yaoCToBEpPEeHUs], HO NpoabikaBa Aa ynpaensiea
aKTUBHWTE YOOCTOBEPEHMS [0 Kpasi Ha TAXHOTO AENCTBMIE;

> npaBu TbProBCKM pasyMHW ycunusi, 3a Aa ce CBeAe [0 MUWHUMYM HapyllaBaHeTo Ha

WHTepecuTe Ha noTpebuTenuTe.

6 YMNPABJIEHUE U KOHTPOJ1 HA TEXHUYECKATA CUT'YPHOCT

Tasun vact ot ,[lpakTukata npu npegoctaBaHe Ha KBanvduuMpaHu yoocToBepuTernHu ycnyrn®
OonucBea NpoLueaypuTe 3a reHepupaHe 1 yrnpaseHne Ha KpunTorpadpckuTe KNiovoBe M CBbP3aHUTE C TAX

TEXHUNYECKN N3NCKBAHUA.

6.1 TEHEPUPAHE N NHCTAJNIUPAHE HA 1BOUKA KITFOYOBE

Kpuntorpadhcknte OBOWKW KMOYOBE 3a OMNepaTUBHUTE YAOOCTOBEPEHUS Ha EBpoTpbCT ce
reHepupaT 1 MHCTanupaT CbINacHO MHCTPYKUUUTE 1 NpoueaypuTe B TO3U AOKYMEHT. [eHepupaHeTo ce
ocblUecTBsiBa OT oBnacteHu nuua ot EBpoTpbecT. 3a cb3gaBaHe Ha MoAnvMc ce M3non3ea 3aluTeH
MEXaHn3bM, CbC 3awmTteH npodumn, onpefeneH B CbOTBETCTBUE CbC TEXHUYECKM crneundukaumnm,
onpeaensdwin HMBa Ha CUrypHoOCTTa.

JocTaBunKbLT N3M0Mn3Ba CBOUTE YaCTHU KITOYOBE CaMo 3a LiennTe Ha AeNHOCTTa CU1, KakTo creaBa:

» [a nognucea msgaBaHWTE onepaTMBHU YOOCTOBEPEHUA Ha YAOCTOBepsiBaluTe opraHn B
CBOSITa MHAPPACTPYKTYpPA;

» [panognucea usgasaHuTe u NyénukyBaHn CnncbLmM CbC CNPEHU U NpeKpaTeHn yaoCTOBEPEHNS
(CRL);
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> [a noanvcea BCUYKWU U3gadeHu u nyGrnvkyBaHW YAOCTOBEPEHNS 3a eNEeKTPOHEH noanuc/nevat

Ha MoTpebutenure.

KpunTtorpadckata ABOMKa KrtovoBe (YacTeH M nybnuyeH) Ha m3gaBaHUTE yOOCTOBEPEHMS 3a
eneKTPoHeH nognuc/neyat B MHpacTpykTypaTa Ha EBpPOTPBCT ce reHepupa KakTo cnegsa:

» ot Tutynaps/Cb3gatens, ¢ xapayep v codpTyep, KOUTO € nof HeroB KOHTPOr, HO € ogobpeH
oT EBpOTpBCT;

» OT onepatop Ha Peructpupaiumsa opraH Ha EBpoTpbCT, C xapayep n codptyep, KONTO e nog
KOHTpoOna Ha nHdpacTpykTypaTta Ha EBpoTpbCT;

» Ot EBpOTpbCT, KOrato M3gaBaHeTO Ha yOOCTOBEPEHUATA Ce 3asiBsiBa OTAaneyeHo, ypes

MOGMNHOTO NpUnoXeHne Ha EBpoTpbCT.

3a reHepupaHeTO Ha ABOMKA KMNOYOBE Ha KBanvduUUMpaHO yOOCTOBEPEHWE 3a ereKTPOHEeH
noanuc/neyat BMHarKM Ce W3Mon3Ba YCTPOWCTBO 3a Cb3fgaBaHe Ha eneKkTpoHeH nognuc/medart, Cbe
3awmTeH npodun cbrnacHo PernameHT (EC) Ne 910/2014.

Camo enekTpoHHKU nognucun/nedaT, Cb3gaAeHu C YacTeH KIoY Ha OBOWKa KIHOYOBE reHepupaHin
B YCTPOMCTBO 3a Cb3fdaBaHe Ha kBanuduvuMpaH enekTpoHeH noanuc/nedar mmaT Xxapaktepa Ha
KBanuduumnpaH enekTpoHeH noanuc/neyar.

Tutynapat/Ce3gatenat ce 3agbimkaBa Aa M3MNon3Ba nuvueHanpaH codTyep 3a paboTta C

yCTpOVICTBO 3a Cb34daBaHe Ha eJIeKTpOHEeH nognuc/nevar.

6.1.1 TEHEPUPAHE HA [JBOUKA KITFOYOBE HA YOOCTOBEPSABALL, OPTAH

[ocTaBunkbT reHepupa ABorku kpuntorpadpckm (RSA) knovoBe Ha 6a30BMA U Ha onepaTuBHUA
YpoctoBepsBalLm opraHy KaTto n3nonsesa xapayepHa kpuntocuctema (HSM/Hardware Security Module) ¢
HMBO Ha curypHocT FIPS 140-2 Level 3 unu no-smncoko, cbotBeTHO CC EAL 4+ nnn no-Bucoko.

OTopusanpaHm nuua OT nepcoHana Ha EBpOTPBLCT M3NbnAHABAT CTbLMAKUTE MO reHepupaHe,
WHCTanupaHe 1 CbXpaHsiBaHe Ha OBOWKMTE KrtoyoBe Ha 6a30BMS U Ha onepaTMBHUSA Y4OCTOBEPSiBALLM
opraHu, cboTBeTHO ,Evrotrust RSA Root CA* u ,Evrotrust RSA Operational CA" cbrnacHo 4oKyMeHTUpaHa
BbTpELLHa Npoueaypa, CbrnacyBaHa U yTBbpaeHa OT pbKOBOACTBOTO Ha EBpOTpBCT.

Mpouenypata ce n3nbrHABa B NPUCHCTBUE Ha YneH Ha CbBeTa Ha AnpekTopute Ha EBpoTpbCT.

Mpeon na ce reHepupa 6a3oBa OBOMKa KMO4YOBe Ha EBPOTPBLCT ce npasum npoueaypa 3a 4OCTbN
0o uHctanupaH kpuntomoayn (HSM/Hardware Security Module), kaTo ce reHepupat CaMOCTOATENHO U
He3aBUCMMO €AWH OT OPYr CUMETPUYHWU KIHOYOBE, KOUTO Ce CbXpaHABaT Ha TOKbHW, 3alUTEHU C
nepcoHaneH naeHtugpukaumoHeH Homep (PIN) 3a goctbn. Bcekn OoT onepaTopCcKUTE TOKbHM CbhAbpXKa

4YacT OT Krno4yoBeTe 3a AOCThI A0 KpuntomMoayna. 3a ynpaelieHne Ha CbXpaHABaHUTE B KpunTtomMoayna
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YacTHM KrtoyoBe Ha EBpOTpPBLCT ca HeobxoamMmn aBa OT YeTUPU KOMMMEKTa C TpUTE POsn OnepaTopcKm
TOKbHU U cboTBeTHUTE PIN 3a goctbn.

KogoBeTe 3a 4OCTbM A0 YaCTHUS KoY ca HE3aBUCUMO NOAENEHN MeXay OTOpM3MpaHu nuua ot
nepcoHana Ha EBpoOTpbCT, C ornea Ha HEBBL3MOXHOCT 3a NepcoHanHa akTuMBauus Ha AocTbha Ao
CbOTBETHUSA YaCTEH KoM,

Cb3paneHnTe YacTHM KIoYoBe Ha YO0CTOBEPSBALLUTE OpraHu ce CbXpaHsiBaT pasdefniHo BbpXy
OTAENHU YCTPOMCTBA 3a Cb3daBaHe Ha kBanuduuupaH eneKkTpoHeH MnoAamnuc, BCAKO OT KOMTO € nop
KOHTpOMa Ha noseye OT €4HO OTOPM3MPAHO N1LE OT NepcoHarna Ha EBpoTpbCT. Pa3genHoTo cbxpaHeHue
Ha YacTHUTE KIIOYOBE U WHOMBUAYANHUAT KOHTPOS Ha AOCTbMN [0 CbXpaHABaHUTE 4YacTW Ha 4acTHU
Kno4oBe Ha Y[OOCTOBepsiBalLUMsl OpraH B OTAENHUTE YCTPOWCTBA 3a Cb3daBaHe Ha KBanuduuupax
ereKTpoHeH/nevaT He No3BOoSIABa Te3n K4voBe Aa 6GbaaT KOMAIPOMETUPAHN U/MNN HEPErNaMeHTUPaHO

penpoayumnpann n3BbH EBpoTpbCT.

6.1.2 TEHEPUPAHE HA JBOUKA KITIOYOBE HA TUTYNAP/CBH3OATEN

[BownkaTta kntovoBe Ha Tutynap/Cb3gaten Ha kBanuduuMpaHO yOOCTOBEPEHME 3a ENEKTPOHEH
noanuc/neyar ce reHepupa camo B ogobpeHo oT EBpOTpBCT YCTPOMCTBO 3a Cbhb3aBaHe Ha eNneKTPOHeH
nognuc/neyat (BbHLUHO), MPOBEPEHO 3a HMBO HA CUTYPHOCT M 3a ycrnewHa paboTta npe3 uHtepdencure
Ha UHpacTpykTypaTa Ha EBpOTpBLCT.

KoraTo gBounkata knwo4oBe ce reHepupa npu EBpOTPBLCT, BMHarM ce M3nonssa YCTPOWCTBO 3a
Cb3gaBaHe Ha eneKkTpoHeH nognuc/neyaTt. YacTHUAT KNOY Ha reHepupaHaTa 4BOWKa KIoYOBE HE MOXe
Aa 6bae n3BeageH OT YyCTPOMCTBOTO.

KOHTpONbT Ha YacTHWUS KNOY € Ypes koA 3a AOCTbMN. TUTYNSapAT M3non3sa KOAbT 3a AOCTbN A0
YCTPOWCTBOTO, C Len [a OCbLECTBM OOCTbM A0 YacCTHMA KIOY 3a Cb3gaBaHe Ha KeBanuduvumpaH
€NeKTPOHEH nognuc/neyar.

Korato gBorkaTa kniodoBe ce reHepupa npu Tutynap/Cbhagaten, [JocTaBumkbT npenopbyBa
nocnegHnAaT aa usnonssa ogobpeHo yCTPONCTBO, B MH(ppacTpykTypaTa Ha EBpOTpBLCT 3a cb3gaBaHe Ha
KBanuuumnpaH enekTpoHeH noanuc/neyaT unm ekBUBaneHTHO TakoBa, OTrOBapsLLO Ha N3NCKBaHUATA Ha
PernameHT (EC) Ne 910/2014 1 cbBMeCTUMO C MH(ppacTpyKTypaTa Ha EBpOTPBCT.

B cnyyauTe, koraTo reHepupaHeTo Ha [BOWMKaTa KMo4voBe Ce OCbLLeCTBABaA Npu TUTynsaps nnu
Cob3paTens, CbLUMAT HOCU MbJIHATa OTFOBOPHOCT MO 3allMTaTa Ha YacTHUSA KoY, € Len npegoTepaTsiBaHe
Ha HEeroBOTO KOMMPOMETMpaHe, paskpuBaHe, moguduumpaHe, 3aryba mnm HepaspelleHO Mon3BaHe.
Tutynapat/Cb3gatenaT HOCU OTFOBOPHOCT 3@ NMPOMYCKN U AEACTBUSA Ha YNbHOMOLLEHM OT TAX nuua,

KOWUTO Ca aenernpaHn ga reHepupart, Na3AaT Ui CbXpaHABaT TEXHUTE YaCTHU KITHOYOBeE.

6.1.2.1 OTARAJIEYEHO FrEHEPUPAHE HA 1BOUKA KNIOYOBE
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Cos3gatenat/Tutynapat M3nonseBa nNpeaoctaBeH oT EBpoOTpbCT cneumnanuanpaH codryep, ypes
KOWTO Ce peanusnpa npoueca no reHepupaHe u ynpasneHne Ha Kpuntorpadckarta 4BOWKa KNiovoBe.

"eHepupaHeTO, N3NON3BaHETO M CbXPaHABAHETO Ha YaCTHWUA KMOY € C MHOro BMCOKO HMBO Ha
CUTYPHOCT, KOETO € rapaHTMpaHoO OT camus HocuTen. TouW e HagexaHo 3alwuTeH MNoCpeacTBOM
nepcoHaneH naeHtndukaumoHeH Homep (PIN), koTo € nsBecteH camo Ha Tutynaps/Co3garens.

Co3patenat/Tutynapat reHepupa enekTpoHHa 3asiBka 3a KBanuduumpaHo yaoocToBepeHue B
PKCS#10 hopmaT 1 a nsnpawa Ha EBpoTpbcT. ChrnacHo npenopbkute Ha RFC 2314 - PKCS#10, ASN.1
dopMaTbT 3a eneKkTpoHHa 3asBka cbabpka DN, nybnuyeH knoy n gpyrn atpubyTtu, KaTo BCUYKKU Te ca
NOANMCAHM C YaCTHUS KITHOM.

[iBoKKka knio4oBe MOXe [a ce reHepupa oTaaneyvyeHo, Npu 3asiBaBaHe Ha OTAaneyeHo u3gaBaHe
Ha yOOCTOBEpPeHWe 3a KBanuduuupaH enekTpoHeH nognuc/nedar. B To3m cnydanm kroyoBeTe ce
reHepupaT B XxapAyepeH KpUnTOMOAYN U YaCTHUAT KIY Ce CbXpaHsBaT B KPUMNTUPaH OT noTpebutens

Bug ¢ Herosud MNMNH koga.

6.1.3 AOCTABKA HA YACTEH KItO4 HA NOTPEBUTENA

Korato pBounkaTa kfwo4oBe ce reHepupa npu EBpoTtpbeT, Tutynapart/Cw3gartendar wnm
YMbSIHOMOLLLEHO OT HEro Nuue noslydaBa YacTHUA KoY U U3gafeHoTo KBanuguumpaHo yaocToBepeHmne
BbpPXY YCTPOWCTBO 3a Cb3[aBaHe Ha eNekTPoHeH noanuc/neyart B Perncrpmpalums opraH Ha 4OCTaBYMKa.

Mpn nbpBOHaYanHO w3gaBaHe Ha YAOCTOBEPEHWE BbPXY YCTPOMCTBO 3a Cb3faBaHe Ha
ereKTpoHeH nognuc/neyaT, npean reHepupaHe Ha ABOWMKa Krno4voBe, YCTPOMCTBOTO Ce UHUUManusmpa m
ce cb3gaBaTr crnegHuTe kogose 3a goctbn: [oTpebutenckm (,User’) m AamunHmuctpatmeeH (,SO).
Cb3paBar ce CblUO KOAOBE 3a NepcoHareH OOCTbI 40 YaCTHUS Kov U 3a aebnokmpaHe Ha GrnokMpaHo
YCTPOWCTBO.

HavyanHuat [lNoTpebutenckn n AgMMHUCTpPaATMBEH KOA4 3a AOCTbN U 3a OebrnokMpaHe Ha
YCTPONCTBOTO Ce MpedocTaBAT Ha Tutynaps/Cb3gartensd MM Ha ynbHOMOLLEHOTO OT HEro nuue B
3anevyaTeH, Henpo3payeH XxapTUeH NIKK.

Tutynapat/Cbe3gatenat € 3agb/hKeH Ha CMEeHW CBOsi MbpBOHavaneH [loTtpeburtencku kog 3a
AOCTbN 40 YCTPOMCTBOTO NOCPEeACTBOM codpTyepa, KOWTO ce NpeaocTaBs ¢ Hero. EBpoTpbCT npenopbyBa
Tutynaps/Cb3gartena ga cMeHs nepvogmyHo ceos MNMotpebutenckn kog.

B cny4yan Ha onpegeneH 6pon HeycnewH ONUTK 3a BbBEXAaHe Ha KOPEKTEH KOA 3a AOCTbN A0
yacTHMs Knd Ha Tutynapa/Ce3gaTtens, [ocTbnbT OO Hero ce Onokvpa. B TakmMBa cnyyam
Tutynapat/Cv3gatenat TpsabBa Aa n3nona3sa NpegocTaBeHMAT My CbOTBETEH KOA 3a AebnoknpaHe.

FopHuMTe npouedypu He ce npwnaraT npu OTAAneyYeHO wu3gaBaHe Ha KBanuduuupaHo

yaooctoBepeHune rnpes MOOWHOTO npunoxeHme Ha EBpOTp'bCT. B To3u cnyqa|7| OBoMKaTa Kr4oBe ce
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reHepupaTt B xapayepeH Kpuntomoayn Ha EBpoTpbCT, a yacTHuAT kntod ce kpuntupa ¢ NMAH koga Ha
Tutynaps/Cb3gaTtens. EBpoTpbCT He cbxpaHsaBa nHdopmaums 3a NMUH koga. CewmaT ce uanonaea ot

notpebutens camo B MOBUITHOTO NPUIOXEHNE.

6.1.4 [OOCTABKA HA NYBJIMYEH KINOY OT NOTPEBUTEJ HA AOCTABYMK

M3nbnHgBa ce eguMHCTBEHO OT Tutynap/Cb3garten, npu KOMTO ce reHepupa LBoKKa KIYoBe U
KOWTO crneaBa Aa A4oCTaBu CBOSA Ny6nuyeH knoY Ha EBpPOTPBLCT 3a HyXXAWTe Ha npoueca Ha nsgaBaHe Ha
KBanmuumpaHo yaoCcToBepeHume.

Tutynapat/Ce3gatenaT gocTass, Ype3 Pernctpupawimsa opraH Ha EBpoTpbCT, Ny6nvyHMA KoY
OT reHepvpaHaTta OBOVKa KIO4YOBe, Ype3 3asiBka B enekTpoHeH dopma, umito cdopmat e PKCS # 10.
3asBkaTa cbabpxa NybnunyeH Koy 1 € noagnMcaHa enekTpoHHO C KOpeCcnoHAMpPaLLMS YacTeH Koy, Ypes
npoBepka Ha [OCTOBEPHOCTTa Ha nognuca EBpOTpbCT MOXe Aa YCTaHOBM WM [OCTOBEPHOCTTa Ha
n3npaTeHns NyernmyeH Krou.

Tutynapat/Cb3gatenaT MOXe Oa npegocTaBy eniekTpoHHaTa 3asBka Ha HOCcuTern, NIMYHO B
Pernctpupalwunsa opraH, 3aegHo C Apyrute OOKYMeHTU cbrnacHo [lonutukata Ha EBpoTpbeT unu
oTAane4veHo.

Pernctpypawuar opraH Ha EBpOTPBCT 3agbimKUTENHO MNpaBuM MNpPOBEPKA Ha ObpXaHETO Ha
YacTHus koY oT Tutynaps/Ce3gaTtensa n NOTBbPXKAaBa MCKaHETO 3a KBannuumMpaHo yooCTOBEPEHUE.

FopHuTe npouedypu He ce npwnaraT npu OTAAnNeyYeHO wu3gaBaHe Ha KBanuduuupaHo

yL4OCTOBEpEHMe Npe3 MoBMIMHOTO NpuUnoXeHne Ha EBpoOTpbCT.

6.1.5 OOCTABKA HA NYBJIMYEH K04 HA AOCTABYUKA HA NOBEPABALUUTE CE CTPAHU

My6nnyHuTe KNtovoBe Ha EBpOTPBLCT ca NyGnmMkyBaHM B YOOCTOBEPEHNATA Ha YA0OCTOBEpsiBALUNS
opraH Ha EBpoTpbcT BbB hopmaTt X.509 v.3.

YpoctoBepeHusita ca nybnvkyBaHM M OOCTbMHWM B XpaHWNuUwieTo Ha EBpOTpbCT Ha agpec:
https://www.evrotrust.com.

Bcska [loBepsiBalla ce cTpaHa msrpaxga gosepue kbM EBpPOTPBLCT, KaTo npuemMe n nHctanupa B

cucrtemuTe nog HenH KOHTPOIJ1 onepaTtuBHUTE yaoCTOBEPEHUA Ha EBpOTp'bCT.

6.1.6 OBIDKUHA HA KITFOYOBE

ObmkmHaTa Ha 6a3oBus knov Ha EBpoTpbeT ,Evrotrust RSA Root CA* e 4096 6uta, ¢ npunoxuma
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KOMOMHaLUMs Ha acumeTpuyHn 1 xew anropntmu: sha3g84-with-RSA.

ObmknuHaTa Ha [BoMKata KNYoBe Ha onepatMBHMSA YOocToBepsiBaw, opraH ,Evrotrust RSA
Operational CA* e 2048 6uta, ¢ Nnpunoxmma KOMOGMHaLNA Ha aCUMETPUYHN U Xeww anroputMun: sha256-
with-RSA .

[ObmkMHaTa Ha ABoKkaTa KNn4voBe Ha onepaTtuBHUTe opranu ,Evrotrust TSA", ,Evrotrust RSA QS
Validation" n ,Evrotrust RSA Validation® e 2048 6uTa, ¢ npunoxuma KoMbUHaUMs Ha aCUMETPUYHN U XeLu
anroputmu: sha256-with-RSA.

ObmknHata Ha [OBOMKa KMHOYOBE 3a KBanuuuuMpaH W YCbBbPLUEHCTBAH EreKTPOHEH
nognuc/neyat Ha Tutynap/Cb3naTten, reHepupaHa 4Ypes UHgpacTpykTypata Ha EBpoTpbeT e 2048 6uTa,
C NpUNoXxumMa KoMonHaumnsa Ha acUMeTPUYHKN K xeww anroputMu: sha256-with-RSA.

3a cboTBETHUTE NPOUNM NPUNOXKMMUTE KOMOUHALMK ca:

Tvn n gbLNXUHA N3non3BaHu
Mpodmn Ha KBanuMLUMpaHOTO yaOoCTOBEpEeHMe Ha OBOMKUTE aCUMeTPUYHU U
KnoyoBeTe XeLl anropuTMmu
Evrotrust Qualified Natural Person Certificate for QES RSA 2048 sha256-with-RSA
Evrotrust Qualified Natural Person Attribute Certificate for ]
OES RSA 2048 sha256-with-RSA
Evrotrust Qualified Legal Person Certificate for QESeal RSA 2048 sha256-with-RSA
Evrotrust SSL Domain Validated Certificate RSA 2048 sha256-with-RSA
Evrotrust SSL Organization Validated Certificate RSA 2048 sha256-with-RSA
Evrotrust SSL EV Certificate RSA 2048 sha256-with-RSA
Evrotrust SSL PSD2 Certificate RSA 2048 sha256-with-RSA
Evrotrust Qualified Natural Person Certificate for AES RSA 2048 sha256-with-RSA
Evrotrust Qualified Legal Person Certificate for AESeal RSA 2048 sha256-with-RSA
Evrotrust Qualified PSD2 Legal Person Certificate for AESeal RSA 2048 sha256-with-RSA

HesaBucumo kbae e reHepupaHa ABoKKaTa KniYoBe 3a M3gaBaHe Ha yOooCToBepeHue 3a
eNeKTPOHEeH noanuc/neyar, KNoYbT TpsAbBa Aa e ¢ AbMMKMHA Han-manko 1024 6uta 3a anropntmMn RSA u
DSA, 1 160 6uta 3a anroputmm ECDSA.

6.1.7 TNMAPAMETPWU HA NYBJIMYEH KIOY
MapameTpuTe Ha NyGNMYHMA KoY ca NMOCOYEHN B YOCTOBEPEHUETO, KOeTO [loCTaBUMKbT n3gasa

3a TO3M NyOnnYeH Krtou.

Tutynsapat/Cb3gaTenaT Ha Knio4yoBa [BOMKA € OTrOBOpPEH 3a NpoBepkaTa Ha KayecTBOTO Ha
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napameTpuTe Ha reHepuvpaHusa 4YacTeH Koy, Tor e OnbXeH Aa npoBepu CrocobHOCTTa Ha khwya ada
KpMNTUpa 1 AeKpuntupa, BKYUTENHO Aa Cb3[aBa eNneKkTpoHeH MOANUC M Aa M3BbpLUBa NpoBepka Ha
TakbB.

M3nonaBaHaTa cpefa 3a reHepupaHe 1 CbXxpaHsBaHe Ha KNi4YoBeTe Ha OCHOBHUTE KOMMOHEHTU B
WHpacTpykTypaTta Ha EBpoTpbCT ,Evrotrust RSA Root CAY, ,Evrotrust RSA Operational CA®, ,Evrotrust
TSA* n Evrotrust RSA QS Validation“ e kpuntomogyn (HSM) ¢ ygoctoBepeHo HMBO Ha curypHocT FIPS
140-2 Level 3 u CC EAL 4+, koeTo ygosneTsopsisa NPUNOXNUMUTE HOPMaTUBHU U3UCKBAHWS.

YcTponcTBaTta 3a cb3gaBaHe Ha kBanuduumpaH enekTpoHeH nognuc/nedar n ocurypeHaTta cpena
3a reHepupaHe 1 cbxpaHsiBaHe Ha kntovoseTe Ha Tutynapsa/Cw3gatens ca ¢ HUBO Ha curypHoct CC EAL
4+ n FIPS 140-2 Level 3.

Bcnukmn yctponctBa n3BbH MHpacTpykTypata Ha EBpOTpbLCT, KOUTo notpebutenute moraT ga
n3nonseaTt, 3a Aa reHepvpaT [BOWKa KMNIOYOBE WM Ja CbXpaHsBaT YaCTHUSA KW 3a enekTPOHEH
nognuc/neyat, TpsbBa ga ca cepTuduumpaHm 3a HMBO Ha curypHoct CC EAL 4+ u no-Bucoko

eKB/MBaAli€HTHO HUBO.

6.1.8 W3MNOJISBBAHE HA KITHOYA

MapameTpuTe Ha wu3nNon3BaHe Ha ABOMKATa KrOYOBE, MO-KOHKPETHO Ha YacTHUSA KIoY, ce
CbObpXKaT B YAOCTOBEPEHMETO, KOETO U3aasa EBpoTpbCT Ypes atpubytute ,Key Usage“ u ,,Extended Key
Usage®, otroBapsilum Ha ctaHgapTta X.509 v3. YnoTtpebarta Ha Bcekn aTpubyT OT nocoyeHuTe obnactum e
cbobpaseHa ¢ RFC 5280.

6.2 3ALWUNTA HAYACTEH KIO4Y U KOHTPOJ1 HA KPUMTOIPA®CKUA Moy’

Bcekn notpebuten, onepaTop Ha YOOCTOBepsiBall, opraH v onepaTop Ha Perncrtpupall, opraH
Cb30aBa W CbXpaHsBa YacTeH KIIloY, KaTo WM3Mon3Ba HagexaHa cucTema 3a HeroBaTa CUrypHOCT.
YaocToBepsBalMAT OpraH reHepupa BorikKa KritoyoBe npu NonckBaHe ot notpebutens n My rm npeaasa
B 3alUMTeH BMA, KaTo ro yBe4oMsdABa 3a Npasurarta Ha CbXpaHeHue 1 3alimta Ha HEeroBUsl YacTeH KITou.
Korato ygocToBepeHMETO € 3asBEeHO OTAanedYeHo, 4Ype3 MOOUNHOTO npunoxeHwe Ha EBpoOTpbCT,
npegaBaHeTo Ha YacTHUS KoY Ha Tutynaps/Cbe3gaTtens He ce npasu.

KoraTto kpunTtorpagckoTo yCTPOMCTBO, BbPXY KOETO € reHepupaH 1 ce CbXxpaHsiBa YacTHUS KIToM,
He ce npedaBa NWYHO Ha noTpebutens, a ce M3NOn3Ba NOCPEHUK 3a AOCTaBkaTa (Hanp. Kypuepcka
dwupma), n3gageHoTo yaoCTOBEPEeHWe ce crnvpa A0 NOoTBbpXAaBaHe Ha norlydyaBaHeTo OT CTpaHa Ha
notpebutensa. Kogosete 3a AOCTbN Ha MOMYy4YEHOTO KPUNTOrpacpCKOTO YCTPOWMCTBO Ce um3npaiiaTt Ha
noTpebuTens No He3aBMCKMM CUTyPEH KaHan (Hanp. npe3 MoBUNHOTO NpuoXeHne Ha EBpoTpbCT).

YacTHuUTe Kno4oBe Ha y,D,OCTOBepﬂBaLLI,VIﬂ OpraH Ha EBpOTp'bCT, KaKToO W KIK4YOBETE Ha
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noTpebuTenute, KOMTO ca 3asiBUNM OTAANeYeHO M3gaBaHe Ha KBanuuuupaHu yaoCTOBEPEHWsi, ce
CbXpaHsaBaT B CUIypHU KpunTorpadCkM MOAYyNW, yAOBMETBOPSiBALLM HOPMAaTUBHUTE W3UCKBAHWUS Ha
PernameHnt (EC) Ne 910/2014.

MHcTanupaHute kpuntorpadcku MOAyNM ca HaW-BMCOKA CTENeH Ha CUIypHOCT, CbrnacHo

M3nCKBaHMUATa Ha MexayHapoaHuTe CtaHaapTu.

6.2.1 CTAHOAPTU 3A KPUMNTONrPA®CKMN MOy

OcCHOBHUTE KOMMOHEHTU B MH(ppacTpykTypaTa Ha EBpoTpbCT ,Evrotrust RSA Root CA*, ,Evrotrust
RSA Operational CA* nsnonaeat HagexagHa kpuntorpadcka cuctema (Hardware Security Module/HSM),
ceptndmumpaHa 3a HuMBO Ha curypHocTt FIPS 140-2 Level 3, koeTo ygooBneTBopsiBa HOpMaTUBHUTE
N3NCKBaHUA.

YCTpPOMCTBOTO 3a Cb3faBaHe Ha KBanuduumpaH eneKkTpoHeH Moanuc, B KOETO ce reHepupa u
CbXpaHsiBa YacTHUS Kntov Ha Tutynaps/Cou3gaTens e ¢ HMBo Ha curypHocT CC EAL 4+/FIPS 140-1 Level
2 1Inn no-BM1COKO.

Bcnukn  ycTponctBa 3a cb3gaBaHe Ha  KBanupuuupaHm eneKkTpoOHHWM Noanucn  U3BHBH
WHpacTpykTypata Ha EBpoTpbCT, komuTo [loTpebutenat moxe ga non3ea 3a ga reHepupa nBovka
KNo4YoBE 1 Ja CbXpaHsaBa YacTHUA Kntod, Tpsbea ga ca ceptudumumpaHm 3a HUBO Ha curypHoct CC EAL

4 1 NO-BMCOKO €KBUBAIEHTHO HMBO, OTroOBapsLLO Ha nsnckeaHusaTa Ha PernameHT (EC) Ne 910/2014.

6.2.2 KOHTPOIJ1 HA U3MNON3BAHE U CbXPAHEHUE HA YACTEH KoY

YacTHuTe KIovoBe Ha YaocTtoBepsiBalwmTe opraHn Ha EBpOTPBLCT ce cbxpaHsBaT M M3nonssaT
camo B kpuntocuctemata (HSM/Hardware Security Module) n ca gocTbnHM NOCPEeACTBOM KOAOBE 3a
AOCTbI, pasgeneHn Ha HAKOSTKO YacTu - M3BECTHN Ha OTOpM3upaHu nmua oT nepcoHana Ha EBpoTpbCT.
BasoBuaT ygoctoBepsiBaly opraH Ha EBpoTpbeT e B pexum ,Offline”.

EoHoBpeMeHHO € reHepupaHe Ha ABOKKa KnyoBe Ha Y4oCToBepsiBaLlMs opraH ce N3nbiHsaBa u
npoueaypara no CbxpaHsiBaHe Ha YacTHUS KN4 (MW ABOWKaTa KIto4oBE) B CbOTBETCTBME C YTBbpAEHA
BbTpellHa npouenypa. 3a ynpaBrneHMe Ha CbXxpaHsBaHUTE B KpuMNTOMoAyna 4YacTHWM KI4oBE Ha
EBpOTpbCT ca HeobxoamMMum fBa OT YETUPWU KOMMNJSIEKTa C TPUTE PO ONepaTopCKn TOKbHU U CbOTBETHUTE
nepcoHanHu naeHTudmkaunonHn Homepa (PIN) 3a goctbn.

ApXVMB Ha KMo4OBETE Ce NpaBy MbpPBOHAYAIHO — Crief Cb34aBaHETO Ha BCUYKM KITHOYOBE, KaKTo U
B NOCNeACTBME Crief NpereHepupaHe Ha HAKoU OT TAX. APXMBMPAHETO Ha YaCTHUTE KIoYOBE, HaMUpaLLm
ce B kpuntocuctemata (HSM) ¢ HuBo Ha curypHocT FIPS 140-2 Level 3 ce n3BbpLuBa BbpXy YCTPONCTBO
CbC CbLIOTO HMBO Ha curypHocT. 3a ga 6bae HanpaBeH apxvMB Ha KIHOYOBETE Ca HYXHUW ABama OT

yeTupumara, pasnonarawm C TOKbHM 3a AOCTbN A0 Kpuntocuctemata (HSM). ApxuBupaHeTo ce
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n3BbpLBa B 3awmteHa cpena. Cnen cb3gaBaHeTo Ha apxuBa (Backup), Tom ce cnara B ceid Ha
oTAaneyeHo MecTomnosioKeHne ¢ HeobxoanMUTE MEPKN 3a CUTYPHOCT.

YacTHunat kntod Ha Tutynapsa/Cb3gaTtens ce uanon3ea camo B YCTPOWCTBO 3a Cb3gaBaHe Ha
ernekTpoHeH nognuc/neyaT WnM B YCTPOMCTBO C €KBMBANIEHTHO HMBO Ha CUIYPHOCT (CbrnacHo
naunckesaHnata Ha PernameHT (EC) Ne 910/2014) n e gocTbneH nNocpeacTBOM fMYEH Kog 3a OOCTbN.
EnHOBpPEMEHHO C reHepupaHe Ha fBokka knovoBe Ha Tutynap/Cbh3gaten ce u3nbiiHABa CbXpaHsiBaHe
Ha YacCTeH Knto4 B YCTPONCTBO 3a Cb3[aBaHe Ha eNiekTPOHEeH nognuc/nevar.

[ocTaBunKBT NO HUKAKBbB HAYMH HE CbXPaHsiBa U HE apxmBMpa YacTeH Kntod Ha Tutynap/Co3gaTen
3a Cb3gaBaHe Ha enekTpoHeH noanuc/meyaTt, OCBEH ako YOOCTOBEpPEeHMETO 3a KeanuduumpaH

eNeKTPOHEeH NoAnuc ce 3asiBsiBa OTAane4YeHo, Ype3 MoBUHOTO NpunoXxeHne Ha EBpoTpbCT.

6.2.3 JOOBEPUTEJIHO CbXPAHEHUE HA YACTEH KIJ1HOY (ECKPOY)

MpunaraT ce npasunara, onucaHu no-rope.

6.2.4 CBbXPAHEHME HA YACTEH KJ1O4

YacTHnTe Kno4yoBe Ha YOOCTOBepsBaLLMs OpraH Ce CbXpaHsiBaT Ha 4acTu pasgeriHo BbpXy
OTAENMHM TOKbHU Cbe 3awmTteH npocdun CC EAL 4+ munu no-BMCOK, KAaTO AOCTLMBLT 40 BCSKO YCTPOMCTBO
Ce KOHTpOonuMpa 4Ypes KoA 3a AOCTbIM OT CbOTBETHOTO OTOPU3MPAHO NLEe OT NepcoHana Ha EBpoTpberT.

Pa3genHoTo CbxpaHeHne Ha YacTHUTE KIYoBe Ha YAOCTOBeEpsBALLUA OpraH BbpXYy HSKOMKO
TOKbHa W JNIMYHWS KOHTPOM Ha AOCTbN A0 Te3n YCTPOMCTBA He MO3BONgABa KyoBeTe Aa Gbaat
KOMMPOMETUPaHN NN HepernameHTUpaHo penpoayumpaHm n3sbH EBpoTpbCT.

PenpoayunpaHeTto Ha 4acTHM KnoyoBe Ha EBPOTPBCT BbpXy pe3epBeH KpUNTOMOAYN crea
aedeKkTnpaHe Ha onepaTMBHaTa Takaea, Ce U3MbJIHsIBa CamMo B MPUCHCTBME Ha NOHE 2 0TOpU3upaHun nuua,
BCSIKO OT KOMTO KOHTPONMpa 4OCTbMNa 40 HErOBOTO YCTPOUCTBO.

EBpPOTPBCT HE CbXxpaHsiBa KOMMs Ha YacTHUTE KIYOBE Ha onepaTtopuTe Ha Perncrpupawus
opraH.

[ocTaBuMKbT HE Cb3aaBa KOMUs Ha YaCTHUTE KIOYOBE Ha NOTpebutennte, OCBEH B Criydyante Ha
OoTAaneyeHo n3gaBaHe Ha KBanumumpaHn yaocToBepeHms Ypes MOBUNHOTO NpunoxxeHne Ha EBpoTpbCT.
YacTtHmnat knod Ha Tutynapa/Cb3gatens ce CbxpaHdBa CaMO Ha YCTPOMCTBO 3a Cbhb3faBaHe Ha
KBanuuumupaH enekTpoHeH nognuc/neyaT U He MOXe [a ce Bb3npousseae Ha Apyro yCTporcTBo. MNpu
aedektTnpaHe Ha noTpebuTencko YCTPOWCTBO 3a Cb3faBaHe Ha KBanuuuupaH enekTpoHEeH
noanuc/neyar, Motpebutenar Tpsabea aa ro NOAMEHM U Aa Noucka M3gaBaHe Ha HOBO KBanvuumpaHo

yaoocTtoBepeHue.

Print and Edit Evrotrust Technologies Inc.. Page 92 of 147




MPAKTUKA MPU NPEAOCTABSIHE HA elDAS-CPS
(@ rOtru St KBANU®ULIMPAHU YOOCTOBEPUTENHU YCNYIU For public use

Regulation 910/ 2014 CERTIFICATION PRACTICE STATEMENT Version — 2.4
elDAS FOR QUALIFIED CERTIFICATION SERVICES 10.01.2018

6.2.5 APXUBUPAHE HA YACTHUA KNtOY

HacTHMAT K4 Ha YOOoCTOBeEpSABALLMA OpraH, M3non3BaH 3a Cb3gaBaHe Ha KBanuduuupaHu
€NeKTPOHHK nognucu/nedaTtn ce apxusmpa, 3a Han-manko 10 roguHu crneg u3TudaHe Ha Cpoka My Ha
BaNUOHOCT UNW cnepn HeroBoTo npekpataBaHe. CbLLOTO U3NCKBAHE BaXu U 3a yOOCTOBEPEHMETO Ha
NyGAnYHMS KoY, CbOTBETCTBALLO HA YaCTHUS KoY, Cref u3TuyaHe Ha Cpoka My Ha BanuaHOCT Unu cneg,
npekpaTsiBaHETO My.

YaoctoBepeHusiTa Ha EBpOTPBCT € NM3TEKbN CPOK Ha BanuOHOCT Unn npekpaTeHn Tpsabea aa ca
OOCTBMHN NO €NEKTPOHEH NbT 3a CPOK OT Har-Mmanko 10 rognHuw.

EBpOTPBCT He cb3gaBa apXMBHM KOMUST OT YacTHUTE KO4YOBE Ha Pervctpupalumsi opraH n Ha
YaCTHMTE KIOYOBE Ha NOTpebuTenuTe, OCBEH Mpu OTAanedeHo 3asBsiBaHe Ha KBanuduumpaHo

yLoOCTOBEpEeHMe Npe3 MoBMHOTO NpunoXeHne Ha EBpoTpbCT.

6.2.6 TPAHC®EP HA YACTEH KJ1HO4 B KPUNTOMPA®CKU MOAYI

TpaHcgep Ha YacTeH KoY B KpUNTOrpadpckM Mogysn ce U3BbpLlBa B CriegHUTe criydau:

» 3a 3awuTa, B Criydyain Ha Cb3aBaHe Ha pe3epBHU KOMUSA Ha YacTHU KNIOYOBE, CbXPaHsABaHWN B
KpunTorpadcku Mogyn (Hanpumep B cnydam Ha KOMNpoMeTUpaHe UM HEN3NPaBHOCT B KpUNTOrpadyckns
Moayn);

» KoraTo ce Hanara ga ce NpexBbpfin YacTHUSA KoY OT onepaTuBHaTa KpunTomoayn Ha apyr
Kpuntomogyn (B cnydanM Ha OTKa3 Ha onepaTUBHMSA KPUNTOMOAYN WnM npu HeobxoguMmocT OT
YHULLIOXXaBaHe).

TpaHchepbT Ha YaCTeH KoY B KPUNTOMOAYI € KpUTU4Ha onepauns. TakaBa onepaunsa nsnckea
noaxogswM Mepku M npouenypu, npegoTepaTaBally pasKpUBAHETO Ha YaCTHUA KIOY WKW HerosaTta
npomMsiHa u hanwundguumpaHe no BpemMe Ha U3NbHEHWE Ha onepaumnsaTa.

TpaHcgepbT Ha YacTeH KoY B KpunTorpadckn mMoayn U3McKBa Bb3CTaHOBSIBAHE Ha Krko4va oT
KapTuTe Ha gBama OT 4YeTMpuma OTOPU3NPaHU CRYXUTENU B NPUCBHCTBMETO Ha 4YneH Ha CbBeTa Ha

HvpekTopute.
6.2.7 CBXPAHEHUE HA YACTEH KINIOY B KPUNTTOTPAPCKUA MOLAOYI
B 3aBMCMMOCT OT M3non3saHus KpuntorpadpCckm Moy, YaCcTHUTE KIloYoBe Ha YAoCcToBepsBaLLus

opraH Ha EBpOTpbCT ce cbxpaHsiBaT BUHArK B KpUnTupaH Bua. HesaeBucumo oT popMaTta Ha CbXxpaHeHue

Ha YaCTHWUA KN, TOM He e AOCTbMNEH 3a HEOTOPU3nNpaHn nmua N3BbLH KpI/II'ITOFpaCbCKVIFI MoAayrn.
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6.2.8 METOA 3A AKTUBUPAHE HA YACTEH KoY

YacTHUAT KoY Ha JoCTaB4YMKa ce akTMBMpa NocpeacTBOM ModefneH CMCTeMEH Kog 3a AOCTb,
oTAernHuTe 4acTh Ha KOWTO ca M3BECTHW Ha noBeye OT e4HO oBnacTeHu nuua oT EBpoTpbeT. Camo B
NPUCbCTBUE Ha Te3n nuua, cnej BbBeX[aHe Ha BCUMYKM YacTu Ha Koga 3a AOCTbM, ce paspellaBa
AOCTbNBT A0 croTa B Kpuntorpadckms mogyn (HSM) u ce akTuBmpa YaCcTHUS KoY.

YacTHuat kntod Ha Tutynap/Cbhagarten ce akTMBupa, Ypes BbBexaaHe Ha noTpeduTenckus Ko 3a
AOCTbM A0 MSACTOTO, KbAETO 3allMTEeHO Ce CbXpaHsiBa KIya unu ce u3nonssa Apyr cnocob Ha

I/I,El,eHTI/Id)I/IKaLl,I/Iﬂ CbC CbLOTO UM No0-BUCOKO HMBO HaA CUTYPHOCT.

6.2.9 METOA 3A AEAKTUBUPAHE HA YACTEH KIto4

YacTeH ko4 Ha YgocToBepsiBaw, opraH Ha EBpOTPbCT Hammpall, ce B KpunTorpadyckm moayn
(HSM) ce peaktuBmpa nNOCPEACTBOM MPEYCTAHOBSIBAHE HA JNOIMMYECKUst OOCTbM A0 TO3M KITHOM.
[eakTuBMpaHeTo M3UCKBA HynMpaHe Ha nameTTa Ha Kpuntorpadckmss mogyn. o To3uM HauuH ce
npekpaTsiBa Bb3MOXXHOCTTa 3a JOCTbM M U3NON3BaHe Ha YacTHUA KoY. Besko geakTMBupaHe Ha YacTeH
KMoy ce 3anncea B HEBHUK.

YacteH kntov Ha Tutynap/Cb3gaten ce AeakTmBupa MNoOCpeacTBOM MNpeycTaHOBsSIBaHE Ha
nornyecknss 4oCTbN 4O YCTPOMCTBOTO 3a Cb3[aBaHe Ha KBanuduvumpaH enekTpoHeH noanuc/nedar unm
ype3 (PM3N4ECKO My YHULLIOXKaBaHe, KOraTo € BBbHLUHO. [10 TO3M HauMH OKOHYaTENHO ce npekpaTsaBa

Bb3MOXHOCTTa 3a AOCTbI N N3NOoJiI3BaHe Ha YaCTHUA KITHou.

6.2.10 METOA 3A YHULWLOXABAHE HA YACTEH KJ1lO4

YacteH kniov Ha YaoctoBepsBal, opraH B kpuntorpadpckm mogyn (HSM) ce yHuuwoxaBa
nocpeacTBOM M3TpMBaHe Ha K4va WU CcboTBeTHMS cnoT. [lpu HeobxoguMmocT ce wu3TpusaT U
CbXpaHsABaHUTE B apXmMBa HOCUTENM 3a Bb3CTaHOBSIBaHe. BCAKO yHULLIOXXEHNE Ha YaCTeH KoY ce 3anncea
B AHEBHWK.

YacTHnat knod Ha kBanuduumpaHo ygoctoBepeHue Ha Tutynap/CbsgaTten ce yHULWOXasa
nocpeacTBOM M3TPMBAHETO MYy OT YCTPOMCTBOTO 3a Cb3faBaHe Ha KBanuduumpaH ernekTpoHeH

nognuc/neyat unm ypes3 q)VI3I/I‘-IeCKOTO YHULOXXaBaHe Ha yCTpOIZCTBOTO, KOraTto € BbHLLHO.

6.2.11 OUEHKA HA KPUMTOITPA®CKUA MOAYN

EBpoTpbCT n3nonseaT HagexaHa kpuntorpadcka cuctema (Hardware Security Module/HSM),

cepTudmumnpaHa 3a HMBO Ha curypHocT no FIPS 140-2 Level 3. Ta e ceptudpmumnpana u kato Qualified
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Electronic Signature Creation Device (QSigCD) n Qualified Electronic Seal Creation Device (QSealCD) B
cvoTtBeTcTBUE ¢ PernamenTt (EC) Ne 910/2014. CeptndukaumsaTta e 6asmpanHa Ha Common Criteria (CC)
EAL4+ AVA_VAN.5.

6.3 [OPYIY ACNEKTU HA YNPABJNEHUETO HA ABOUKATA KITIOUYOBE

ManckBaHnaTa onucaHuM B Tasn YacT Ha ,lpakTvka npu npenoctaBsHe Ha KBanuuumpaHu
YOOCTOBEPUTENHN YCNnyru“ ce npunarat B NpouedypuTe 3a apxvBuMpaHe Ha MyGruYHWU Kro4oBe U
npoLeaypuTe onucBalLM CPOKOBETE Ha BanuAHOCT Ha MOTPEOUTENCKUTE KIOYOBE M Ha KIo4oBeTe Ha

YL4,OCTOBEpPSIBALLMS OpraH.

6.3.1 APXUBUPAHE HA NYBJINYEH K04

MyGnnyHuTe KIMIOYOBE Ha YOOCTOBEPSABALLMTE OPraHn ce CbAbpXaT B U3gageHuTe onepaTuBHU
yOocToBepeHust Ha EBpOTPBCT M ce cbXxpaHsiBaT BbB BbTpeweH perncrobp. MNybnmyHute knovoBe ca
AOCTBLMNHU 3a AOoBepsiBalUTE Ce CTpaHu U notpebutenuTte, vypes NybnvkyBaHe Ha yOOCTOBEPEHMsITA B
XpaHUnuLeTo, A0CTbMHO Ha UHTepHEeT canTa Ha EBpoTpbCT.

MyGnnyHuTe KNoYoBE Ha YOOCTOBEPSABALLMTE OpraHu ce apxmBupaT U CbXpaHsBaT 3a nepuog oT
Han-manko 10 roguHu cnea n3TnyaHe Ha Nepuvoda Ha BanvAaHOCT UK NPeKpaTaBaHETO Ha CbOTBETHUTE
yaocToBepeHus. Llenta Ha apxuBmpaHe Ha ny6nuyHua Koy e Aa ce cb3fgaze Bb3MOXHOCT 3a NpoBepka
Ha eneKkTPpOoHHUA nognuc/nedart crnepg OTCTpaHsABaHE Ha y4OCTOBEPEHMETO OT MyOnuyHusA pernctbp Ha
AEeNCTBalLM yooCTOBEPEHMS. TOBa € W3KIIYUTENHO BaXHO B CryYyan Ha MnpoBepka Ha craTyca Ha
yAOCTOBEPEHNETO.

My6bnuunmute «knovoBe Ha Tutynapu/Cb3gatenn ce cbOobpXkaT B uM3gageHuTe 3a  TaX
yOOCTOBEPEHUS, KOUTO ca NybnunkyBaHu B [yGnunyeH permcTbp Ha MHTEPHET-CTpaHuMUaTta Ha EBpoTpbCT.

My6nnyHuTe kniodoBe Ha Tutynapwu/Cb3gatenn ce cbxpaHsiBaT M MEPUOAMYHO apxvmBupaT B
XpaHUnuwieTo.

Bcekn apxmB Ha nyGnuyeH KoY nnm BCAKO NIOMMYECKO M OU3NYECKO YHULLIOXKEHME Ha nyOnnyeH

KoY ce 3anncBa B JHEBHUK.

6.3.2 NEPMOO HA BANMMAHOCT HA KBAJIMPULMPAHU YOOCTOBEPEHUA U YINIOTPEBA HA
KIOYOBE

Mepvoga Ha ynoTpe6a Ha NyGNUYHM KNOYOBE ce onpedenst OT CTOMHOCTTa Ha Moneto B
YOOCTOBEPEHMETO MY, OMMUCBALLO BanMAHOCTTA Ha NyGNMYHMSA Koy, BanvaHocTTa Ha ygocToBepeHusiTa

M CbOTBETHUTE MM YaCTHW KN4yoBe Morat Aa 6'b,£13T CbKpaTeHu, B CJ'Iy‘-IGI?I Ha npeKkpatdaBaHe Ha
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yLoOCTOBEpeHusTa.

MakcrmanHu Nnepuoamn Ha n3non3saHe Ha KBanuULMpaHn ya0CTOBEPEHMS:

Evrotrust RSA Root CA 20 (oBapeceT) roguHu
Evrotrust RSA Validation 5 (neT) roguHn

Evrotrust RSA Operational CA 15 (neTHageceT) roguHn
Evrotrust TSA 5 (neT) rognHm

Evrotrust RSA QS Validation 5 (neT) rognHm
YOocToBepeHnd 3a KparHu notTpebuTtenm He noseye oT 3 (Tpu) roguHun

Korato ce wu3nons3sa Kknwd 3a MNoOANUCBaHe, cnea M3TeKbll Nepuod Ha BanuaHOCT Ha
YOOCTOBEPEHMETO, NOANUCHT € HEBaNUAEH.

LLlecT meceua npean M3TMYaAHETO Ha Nepuoaa Ha BanuaHOCT Ha KBanuduumMpaHo yaocToBepeHue
Ha YpocToBepsiBall opraH, [locTaBYMKbT U3gaBa HOBO KBanuduumnpaHo yA0CTOBEPEHME U reHeprpa HoBa
ABOVKa KIOYOBE. YOOCTOBEPEHNETO Ce NpaBu Ny6rMYHO OOCTOSIHWE CbIMAacHO NPOoLEAypUTe onucaHu B

HacToAWNA OJOKYMEHT.

6.4 [OAHHU 3A AKTUBUPAHE

Korato notpebutendar nn4Ho npucbCTBa Npes Pernctprpalyms opraH, 4aHHUTE 3a akTMBMPaHe Ha
YacTeH KoY ce U3non3BaT OCHOBHO OT onepaTop Ha Pernctpupawus opraH. MNotpebutennte nanonssat
aBTEHTUUKALNA 1 KOHTPOS Ha AOCTbMNA A0 CBOS YaCTEH Koy,

B cnyuvaute, B kouTo Tutynapat/CwagatensTt reHepupaT OBOWKa KNOYoBe 3a kBanuduumpaHo
yOoCTOBEpPEHMe, Te caMmun Cb3gaBaT U ynpaBnsBaT JaHHUTE 3a akTMBMpaHe.

Korato Tutynapat/Cb3gaTenaT 3asBdBa OThaneyYeHo M3gaBaHETO Ha  KeanuduumpaHo
yOoCTOBEpPEHME npe3 MOOWMMHOTO MpunoxeHne Ha EBpoTpbeT, Tonm cb3gaBa NMWH kog, ¢ konTto ce
KpMNTUpa reHepuvpaHusa 4YacTHUS K4 B XapayepHust kpyntomogyn Ha EBpoTpbeT. NMocnegnusTt He
cbXxpaHsaBa faHHu 3a NMNH koga. CewuaTt ce nsnonasa ot NoTpebutens 3a AeKpunTupaHe N akTUBMpaHe

Ha 4YaCTHUA K4 nNpu nogannceaHe otaanedyeHo, ot MOOMMHOTO npunoXxXeHne Ha EBpOTp'bCT.

6.4.1 TEHEPUPAHE W UHCTAJIMPAHE HA JAHHU 3A AKTUBUPAHE

[aHHKn 3a akTuBMpaHe ce M3non3eaT NpyM NbpBOHAYarHO U3gaBaHe Ha YOOCTOBEPEHME, BbPXY
YCTPOMCTBO 3a Cb3daBaHe Ha nognuc/nmedyart, Npean reHepupaHe Ha ABoKka knwodvose. B To3m cniyvan
YCTPOWCTBOTO Ce€ WHMUManuM3mMpa M ce cb3gaBaT kogoBe 3a goctun: [Motpebutenckm (,User) wm

AgmuHuctpatueeH (,SO“). Tean kodoBe MNO3BOMSBAT MEpPCOHanNeH [AOCTbM [0 YacTHUS KoY B
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YCTPONCTBOTO U NpU HEOBXOANMOCT 3a AebrokMpaHe Ha CbLOoTO.

KogoBeTe 3a goctbn U 3a gebrokMpaHe Ha YCTPOMCTBOTO 3a Cb3gaBaHe Ha KBanuduuupaH
erekTpoHeH nognuc/neyart ce npefoctaBaTt Ha Tutynaps/Cbh3gartens Unn Ha YNbiHOMOLLEHOTO OT HEero
nvue B 3aneyaTeH, Henpo3paveH XapTUeH MuK.

TuTynapsT e 3agbiPkeH Aa CMeHN nbpBoHadanHug MNotpebutenckn kog 3a 4OCTLN NOCPEACTBOM
codTyepa, KOUTO ce NpedocTaBs 3aegHO C YCTPONCTBOTO.

HocTtaBunkbT npenopbyBa Tutynapat/Cb3gaTtenat ga cMeHa nepmogundHo ceosi MNMotpebutencku
KOA 3a 4OCTbN A0 YCTPOWCTBOTO 3a Cb3faBaHe Ha KBanuduumpaH enekTpoHeH nognuc/neyar.

Tutynapat/Cb3gatenaT cnegsa Aa M3nonsea npegoctaBeHns ADMUHUCTPATMBEH KOA 3a AOCTbN
na nebnokmpa 6noknpaHo yCcTponCTBO.

Korato ce u3anonssa mMobunHo npunoxeHne Ha EBpOTPBLCT, KOABLT 3@ OOCTHLMN Ce reHepupa oT
Tutynaps/Cb3gaTens. KogbT He ce cbxpaHsiBa OT EBPOTPBCT 1 € AOCTbNEH 3a paboTa OT noTpebuTtens
caMO [OoKaTO € aKTUBMpPaHO MOOWNHOTO npunoxeHve. 3a Bb3CTAHOBSBAHE Ha MNEPCOHanHWUs KoA,
Tutynapat/Cb3gatenaT cb3gaBa cneumaneH KpUTOKITHOY, KOUTO Ce reHepupa OT OTrOBOPM Ha TpU TanHu
BbNpoOCca, 3agafeHun oT noTpebutens KbM MOMeHTa Ha perncTpaumsta My 4pe3 MobUnHOTO NPUNOXeEHKE.

OTroBopuTe Ha BbNPOCKTE He ce NassT oT EBpOTpbCT.

6.4.2 3ALLUTA HA OAHHU 3A AKTUBUPAHE

Tutynapat/Cbe3gatenat e 3agb/keH Ja CbXpaHsBa W nasn OT KOMMpOMeTMpaHe KogoBeTe 3a
AOCTHMN A0 YCTPOWCTBOTO 3a Cb34aBaHe Ha KBanuduumpaH enekTpoHeH noanuc/neyar.

MoTpebuTtenuTte TpsbBa Aa 3HAAT, Ye NPW HAKONKO HeYCNeLLHW ONUTK 3a AOCTbMN 40 YCTPOWCTBOTO,
TO ce 6nokupa (3akntoyBa ce). B Te3n cnyyan notpebutenat Tpsabea Aa nsnonssa NpegocTaBeHUs My
AOMUHUCTPATMBEH KOA 3a JOCTbN 3a Aa Aebnokupa yCcTpoucTBOTO.

[locTaBunKbLT NpenopbYBa aHHUTE 3@ aKTUBUPAHE Ha YCTPOMCTBOTO HUKOra Aa He ce CbXxpaHaBaT

3ae[IHO CbC CaMOTO YCTPOMCTBO.

6.4.3 OPYIrn ACNEKTU HA JAHHUTE 3A AKTUBUPAHE

[aHHUTe 3a akTMBUpaHe TpsibBa a ce CbXpaHsABaT BUHArK B €auH eMHCTBEH eK3eMNisp.
MepcoHanHuat umaeHTudpukaunoHeH Homep (PIN) 3a goctbn TpsbBa nepuoanyHo ga O6bae
NPOMEHSIH.

,D,aHHI/ITe 3a aKTuBupaHe Mmorat ga 6'bD,aT apxmBupaHu.
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6.5 CUIYPHOCT HA KOMMIOTbPHUTE CUCTEMMU

EBpOTPBLCT M3nonssa eaAMHCTBEHO HAAEXAEH U CUTypeH xapayep.

KoMnioTbpHUTE CUCTEMU, HA KOUTO PaBOTAT BCUYKN KPUTUYHM KOMMOHEHTU OT UH(PpacTpyKTypaTa
Ha EBpoTpbCT, ca obopyaBaHn 1 KOHUIypupaHu CbC CPeAcTBa 3a JloKanHa 3awumrta Ha goctbna Ao
codbTyepa 1 MHpOPMALMOHHUTE LaHHMW.

EBpOTpBCT M3nonsea npouenypu 3a ynpaereHne Ha MHpopMaunoHHaTa CUrypHOCT Ha usnarta
WMHpaCcTpyKTypa Ha EBPOTPBCT B CbOTBETCTBME C 00LLONPUETU B MEXAYHapoaHaTa NpakTuka CTaH4apTu.

3a no-ronsiMa  HageXOHOCT UM CUIYPHOCT Ha WU3MOM3BaHUTE CUCTEMM, TexHuyeckata W
KpunTorpadgcka CUrypHOCT Ha OCbLLECTBABaHUTE 4pe3 TAX npouecu, EBpoTpbCT M3BbpliBa peauua
TEeCTOBE M NPOBEPKN Ha TEXHNYECKOTO 06opyABaHe 1 N3NO0S3BaHUTE TEXHONOrMK. TecToBe 1 NPOBEPKN Ha
KOMMIOTBbPHUTE CUCTEMW Ce NPAaBAT CbINAacHO METOAUKA 3a OLeHKa Ha CUNYPHOCTTa (OTHOCHO: CTaTyC Ha
npouecopuTe - KOHCyMupaHe, HaToBapBaHe, ynotpeba; cTaTyC Ha CbXpaHeHne; CbCTOoAHME Ha nameTTa-
OCHOBHa, padding in-out; ctatyc Ha cbxpaHeHue; Opon Ha npoTuyawuTe npouecu; banaHcupaHe Ha
HaToBapBaHeTo). Te ce M3BbPLUBAT KaKTO MEpuoauyHO, Taka U Mpu BCAKa NPOMSAHA, KOATO 3acdra
CUIFYpHOCTTa Ha MHdpaCTpyKTypaTa.

3a ynpaBreHne Ha CUrypHOCTTa Ha KOMMIOTbPHUTE cuctemun B EBpOTPBCT ce B3MMaTt B nNpeasug
n3ncksanusaTa Ha ISO/IEC 27001:2015.

B EBpoTpbCT MMa CbBeT 3a MHPOPMALMOHHA CUTYPHOCT, KOWTO € KOHTPOSEH OpraH no oTHOLLEHWne
Ha MHopMauMoHHaTa curypHocT. CbBETHT yyacTBa B aHanu3a Ha MHOPMALMOHHUTE PUCKOBE U ce
CBUKBa 3a OOCBHXOaHe Ha Bb3HWKHANU BBAPOCU UM WHUMAEHTW, CBbP3aHW C WH(OpMauMOHHaTa

CUrYpHOCT.

6.5.1 CTENEH HA KOMMIOTBLPHA CUTYPHOCT

CTeneHTa Ha CUIrypHOCT Ha U3Nof3BaHUTe cUCTEMU B UHGpaCTpyKTypaTa Ha EBpoTpbCT oTroBaps
Ha HOPMAaTUBHWUTE M3WUCKBAHWS 3a W3MbIHEHME Ha AeWHocTTa Ha EBpoTpbCcT M ce onpegens, ypes

OOKYMEHTa MonuTtuka 3a CUTYPHOCT Ha EBpOTp'bCT.

6.6 CUINYPHOCT HA XU3HEHUA LUKDBJ1 HA TEXHOJNOT'MYHATA CUCTEMA
6.6.1 KOHTPOIJIN 3A PA3SBUTUE HA TEXHOJIOTUYHATA CUCTEMA

CO(*)TyepHI/ITe NpuUNoXxeHnd, wun3non3BaHnM B TEXHOJIOTMYHATaA CUCTEMaA Ha EBpOTp'bCT ca
pa3pa60TeHV| n BHeOpeHn OT BUCOKO KBaJ'II/I(*)I/lU,I/IpaHVI cneunanncTn. I'Ipe/:u/l BbBEXOaHE Ha HOBU
npunoXeHmnAa Te npemMmHaBaT Mnpe3 TeCToB nepuoa. TecTtBaHUuATa ce npaBAT Ha OTAEJSIHU CUCTEMMU,

He3aBNCUMUM OT TE3N B peoBHATA eKcrnrioatauuna.
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Bcuukn xapayepHu npomeHu ca HabnwogasaT u perucTpupat. [lpu 3akynyBaHe Ha HOBO
TEXHUYecko obopyaBaHe, TO ce AoCTaBs ¢ HeobxoaAMMUTE NPoLLeAypPY 3a ekcrnoaTaums U UHCTPYKUMM 3a
nonssaHe.

TexHonormyHaTa CUrypHOCT Ha cUcTeMaTa Ce rapaHTupa KakTo crefea:

> TexHonorM4yHo obopyasaHe ce O0CTaBs MO HauyuH, NO3BOMsABAlL HEroBOTO MpocneasiBaHe.
MpaBwu ce oLieHKa Ha TpaceTo OT MbpBOHaYanHaTa To4ka 40 MACTOTO HAa HEFOBOTO MHCTanNMpaHe;

> [ocTaBKka U NoAMsiHa Ha TEXHOMNOMMYHO 06opyaBaHe ce U3BbLPLUBA EAVHCTBEHO C OPUrMHaneH

xapayep. CwmsaHaTa ce M3BbpLUBa OT OBEPEH U 06yqu nepcoHarn.

6.6.2 KOHTPOJIX 3A YNPABJIEHUE HA CUTYPHOCTTA HA TEXHOJIOTMYHATA CUCTEMA

LlenTa Ha KOHTpona 3a ynpaBrieHMe Ha CUIypHOCTTa € [a Ce OCbLIecTBsiBa Haa3op Ha
(hyHKUMOHANHOCTTa Ha TeXHOMorMyHaTa cMcTeMa 1 Aa ce rapaHTupa, Ye T8 yHKLMOHMPa NPaBuIHO U B
CbOTBETCTBME C JOCTaBeHaTa NPOM3BOACTBEHA KOH(UIypaLmsi.

Tekywata koHUrypaums Ha TeXHOMorMYHaTa cuctema Ha EBpoTpbCT, KaKTO U BCUYKN 3MEHEHUS]
M aKTyanusauum Ha cuctemarta, ce 3anucBaT UM M3BbpLUBAT KOHTponupaHo. KoHTponute nossonsieat
HemnpekbCHaTa NpoBepKa Ha LIeNnocTTa Ha TeXHONorMyHaTa cuctema M CBOEBPEMEHHA akTyanusauus,

OTCTpaHsABaHe Ha HEeNn3npaBHOCTU.

6.6.3 OLUEHKA HA XXU3HEHUA LUKDBIT1 HA CUTYPHOCTTA HA TEXHOJIOTMYHATA CUCTEMA

.l [paKkTMKkaTa npu npegocraBsHe Ha ksanuduumpaHu yoocToBepuTernHu yenyrn“ He npegnonara

HUKaKBU U3UCKBAHUS B Ta3n obnacr.

6.7 MPEXOBA CUT'YPHOCT

B nHdpacTpykTypaTa Ha EBpOTPBLCT ce M3nons3BaT CbBPEMEHHMN TEXHUYECKN CpeacTBa 3a OOMeH
W 3awuTa Ha MHdopMaLums, 3a Aa ce rapaHTupa MpexoBaTa CUrypHOCT Ha CUCTEMUTE CpeLly BbHLUHK
WHTEPBEHLNN N 3annaxu.

CobpBbpUTE N KPUTUYHATA TEXHONOMMYHA cucTeMa Ha EBpOTpBLCT ca cBbp3aHu ¢ BbTpewlHa LAN
Mpexa.

OTtpanedeHns gocTbN 0O MpexaTta Ha nHdpacTpykTypaTa (PKI) Ha EBpOTpBLCT ce M3BbpLLBa Ype3
cneumanHo uHctanupaH u koHdurypupadH VPN cbpBbp, KOMTO MpuvemMa aBTeHTUduKaumd, 4pes
crneumanHo nve 1 napona, u3gageHn camo 3a Tasu Lern Ha oTopusnpaHn nuua, y4acTteallm B U3gaBaHeTo
Ha eneKkTpoHeH nognuc/neyar u agMUHUCTpPUpPaHETO Ha uHdpacTpykTypaTta (Public Key Infrastructure/
PKI).
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KomnioTbpHaTa cuctema Ha EBpOTPBCT e 3awmuTeHa cpelly oTka3 Ha ycrnyrute npu Hanudve Ha
aTakun. KoHTpomnbT 3a curypHocCT e pa3paboTeH Ha basaTta Ha 3awuTHa cteHa (firewall) n duntprupaHe Ha
Tpaduka Ha pyTepuTe M npokcu ycnyrute. OnuMTU 3a NPOHMKBAHE B cucTemata ce Habniopasat
nocpeactsom umarpageHatra IDS/IPS cuctema. Bcuukm anapmm BKIHOUUAKM Ce NPU MPOHUKBAHE WMn
NnoTeHUManHo NpoHMKBaHe, KakTo u ataku ot tvn ,OTka3 oT AoCTbM“ ce uanpawaTl KbM CUCTEMHUTE
agMUHUCTpaTOpW 3a aHanus.

OnuTtute 3a HenpaBOMEpPEH AOCTbLMN A0 CMCTeMarta ce OOKyMeHTupaT 4ypes Intrusion Prevention
System (IPS).

Mogpo6BHo onucaHue Ha MpexoBaTa KoHdurypauua Ha EBpoTpbLCT M cpeacTBaTa 3a 3awmra Ha
EBpOTPBLCT ca npeAcTaBeHU B TEXHUYECKa OOKYMEHTauusi Ha MHpacTpykTypaTa. Tasm goKyMeHTauus

“Ma ,BbTpeELLeH” CTaTyT U e AOoCTbIHA caMo 3a OTOPU3UpPaHK nuua.

6.8 YOOCTOBEPABAHE HA BPEME

Evrotrust nsgaea ygoctoBepeHuns 3a Bpeme cbrnacHo PernameHT (EU) Ne 910/2014 n B nbnHO
cboTBeTcTBMe ¢ ETSI EN 319 422, ETSI TS 119 421, IETF RFC 3161 n IETF RFC 5816.

OpraHbT 3a M3gaBaHe Ha KBanuUUMpPaHW enekTPoHHU BpemeBu nedvatn ,Evrotrust TSA® e
obocobeHoO M HedenvMo 3BEeHO KbM YAocToBepsBalMsa opraH Ha EBpoOTpbCT B CTpykTypaTa Ha
EBpoTpbeT. ,Evrotrust TSS* (Time-stamping service/ycnyra no ygoctoBepsiBaHe Ha BpeMe) usgasa
YpoctoBepeHne 3a Bpeme B cboTtBeTcTBMEe ¢ ETSI EN 319 422, Ypes BknoyBaHETO Ha OOGeEKTeH
naeHtTudukatop: 1.3.6.1.4.1.47272.1.2 B u3gageHuTe yaoctoBepeHWa 3a Bpeme, EBpoTpbCT
noTBbpXAaBa CbOTBETCTBME C [lonuTuka M MNpakTuka Ha OpraHa 3a YOOCTOBepsBaHe Ha Bpeme”.
O6GekTHMAT naeHtudukatop € B cboteeTctBne ¢ ETSI BTSP (best practices policy for time-stamp)
0OID=0.4.0.2023.1.1, cbrnacHo ETSI EN 319 422.

M3paBaHute KBanuuuupaHu enekTpoHHU BpeMesn neyatu (time-stamp TOkbHM) ca CbBMeCTUMM
¢ RFC 3161. YcnyraTta nsgaesa RSA 2048 61ToBM KpunTUpaHn ygoCcTOBEPEHUS 3a BPEME, KOUTO nNpuemat
efHu oT cnegHute anroputMmn: SHA256 n SHA384.

OpraHbT 3a u3gaBaHe Ha kBanuduumpaHn enekTpoHHu Bpemesu nevatn Evrotrust TSA* npnema
3asBKW 3a M3faBaHe Ha KBanuuumpaHu enekTpoHHN BpeMeBM nevaTt Ha NpeacTaBeHo CbabpXKaHme Ha
eNeKTPOHeH AOKYMeHT oT Tutynaps wnu [loBepsiBawia ce cTpaHa. TouW u3roteBsa KBanvduumpaH
eNeKTPOHEeH BpeMeBM neyaTt Ha npeacTtaBeHaTa XeL-CTOMHOCT Ha eNeKTPOHEeH OOKYMEHT U ocurypsisa
Bb3MOXHOCT 3a nocrneagallo (cneg nepvofa Ha BanuAHOCT Ha KBanuuUUUMpaHOTO yAOCTOBEpeHue 3a
eneKkTpPoHeH nognuc/nevaT) AoKa3BaHe CNpsAMO npuemMaliata cTpaHa Ha akta Ha nognucBaHeTo Ha
N3sIBNIEHNE NN Ha ENTEKTPOHEH JOKYMEHT.

KBanuduumpaHn enekTpoHHN BpeMEBM NeYaTn MoraT Aa ce MHTerpupar B npoLieca Ha Cb3faBaHe

nnn npnemMaHe Ha KBaJ'IVICbVILI,VIpaH EJ1IEKTPOHEH nognuc/neyar, Ha €NMEKTPOHHO noanncaHn OOKYMEHTU U
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eIeKTPOHHU TpaH3aKuun, Npu apxmBMpaHe Ha enekTPOHHU JaHHW, B eNTeKTPOHHU HoTapuaT 1 Apyru.

3a n3nbrHEeHMETOo Ha ceosiTa ycnyra ,Evrotrust TSA® n3nonsea HAKOMKO YacTHU kntoda. EgHaTta
OBOWKa KntodoBe (Ha 6as3oBUSA yOOCTOBEPSIBALL, OpPraH) Ce M3Mnori3Ba 3a U3gaBaHETO Ha EerleKTPOHHO
yaoctoBepeHue, usnonssaHo ot TSU (Time-stamping Unit/Habop oT xapayep u codTyep, KOWTO ce
ynpaensiBa kato €4HO USNo M MMa akTUBEH efuH NoanucBaly, KN4 No BPEME Ha yoocToBepuTenHaTa
ycnyra). EaHa nnv noBeye ABOVKM KMOYOBE Ce M3MNOM3Ba 3a reHepupaHeTo Ha yaOCTOBEPEHUS 3a BPEME
ot TSU.

Bcumuku yacTHM kntovoBe ce cbxpaHasat B FIPS 140-2 Level 3 xapaoyepeH mogyn 3a CUrypHocT.

MonnTuka 1 NpakTuUKa Ha opraHa 3a yaocToBepsiBaHe Ha Bpeme ,Evrotrust TSA® ce oTHacs KbM
ETSI EN 319 401 oTHOocHO obwwunTe M3MCKBaHUS, obu4amHM 3a BCsika egHa ycnyra Ha EBpoTpbCT.
MonuTukaTta e HacodeHa KbM M3NbIHEHWE Ha M3UCKBaHMATa 3a yAOCToBepsiBaHe Ha Bpeme C ObSbr
nepuog Ha BanuagHocT (ETSI EN 319 122), HO e npunoxuma KbM Bcsika ynotpeba ¢ ekBUMBaNEHTHU
N3NCKBaHNS KbM Ka4yeCTBOTO.

eHepupalMaT anropuTbM, Ob/MKUMHATA Ha MOAMUCBALLMS KMOY U MOAMMCBALLUS anropuTbM
M3Mnon3eaH 3a NoANMCcBaHe Ha yooCTOBEpPEHMsATa 3a Bpeme e cbobpasHo ETSI TS 119 312.

TSU ypnoctoBepeHneTo ce wu3gaBa oT basoBus ygoctoBeputeneH opraH Ha EBpOTPLCT,
otroeapsw Ha ETSI EN 319 411-1.

Ycnyrata no ygoctoBepsiBaHe Ha Bpeme uanonssa Habop oT Stratum -1 NTP (Network Time
Protocol/npoTokon 3a CUHXPOHM3UpaHE Ha YacCOBHUMLUMTE B KOMMOTbPHUTE CUCTEMU) CbPBBLPU KaTo
He3aBUCUM M3TOYHMK Ha TOYHO BpeMme. NMocpeacTBom Tasm koHurypaumss TSS noctura akypaTHOCT Ha
BPEMEeTO B paMkuTe Ha +/- 500ms(nonoBuH cekyHaa) nnu no-gobpo cnpsmo UTC.

Evrotrust TSA rapaHTupa nHterputeta n aBTeHTn4HocTTa Ha TSU nybnunyeH knod nocpeactsom
TSU ny6nuyHm knoyoBe, KOUTO ca AOCTbMNHM 3a AoBepsaBawmuTe ce ctpaHn B TSU ygocTtoBepeHusTa Ha
canTa Ha EBpoTpbCT Ha agpec: https://www.evrotrust.com

YpocTtoBepeHusiTa 3a Bpeme ce 3anncBaT B PErncTbp, KOWTO ce nybnvkyBa B XpaHUNMLLETO Ha
EBpOTPBLCT Ha canTa B MHTEPHET.

[MNpodunbT Ha 3gaBaHOTO YAOCTOBEPEHNETO 3a BPEME €:

MNMone ATpubyTtun 3HayeHue/CToMHOCT
Version 1
OID=1.3.6.1.4.1.47272.2.1
Policy (cvoTtBeTcTBa Ha nonutuka ¢ 0.1.D.=0.4.0.2023.1.1)
Message Imprint | Hash Algorithm: | OID Ha xewa SHA-1, SHA-256
Hash Value: Xell CTOMHOCT Ha JaHHUTe
Serial Number CepueH Homep Ha yO4OCTOBEPEHNETO
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Generated Time Bpemeto Ha npeactaBsHe Ha  €NEKTPOHHMUS
nognuc/neyat (ygoctoBepeHo Bpeme no UTC)
Accuracy 500ms
Ordering He ce nogabpxa
Nonce Camo ako npucbCTBa B 3asiBKaTa
TSA DN=[CN=Evrotrust TSA, OU=TSA, O=Evrotrust
Technologies JSC, L=Sofia, S=Sofia, C=BG]
Extensions He ce 13norn3ea

Bpb3ka 3a goctbn oo Time stamp ycnyrarta: http://ts.evrotrust.com/tsa .
7 NPO®UINN HA KBATIUGULMPAHU YOOCTOBEPEHUA, CRL U HA OCSP
7.1 NPO®UN HA BA30OB YOOCTOBEPABALL OPIrAH ,,EVROTRUST RSA ROOT“ CA E:

Version V3
Serial number 6C 6E C9 BF 48 51 72 A5 4B D4 OF 27 78 62 52 45
Signature Algorithm SHA384RSA
CN= | Evrotrust RSA Root CA
Issuer OU= | Evrotrust Qualified Root Authority
O= Evrotrust Technologies JSC
organizationldentifier (2.5.4.97)= | NTRBG-203397356
C=  BG
Valid from 20 man 2016 . 15:39:19 UTC
Validit to 20 man 2036 r. 15:49:19 UTC
CN= | Evrotrust RSA Root CA
OU= | Evrotrust Qualified Root Authority
Subject O= | Evrotrust Technologies JSC
organizationldentifier (2.5.4.97)= | NTRBG-203397356
C=| BG
Public Key )
RSA (4096 Bits)
Type/Length
Subject Key Identifier = 74 5c al 40 73 2e 1f e6 f9 3b bc ab a0 a4 a7 54 44 74 4f 70
Key Usage (critical) Certificate Signing, Off-line CRL Signing, CRL Signing (06)
Basic Constrains Subject Type=CA
(critical) Path Length Constraint=None
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7.2 NPO®UIT HA OPIr'AHA 3A YOOCTOBEPABAHE HA BPEME ,,EVROTRUST TSA“ E:

Version V3
Serial number 38:00:00:00:03:4e:8e:ch:48:09:25:01:bc:00:00:00:00:00:03
Signature Algorithm SHA256RSA
Valid from 160521004013Z
Validit to 210521005013z
CN= | Evrotrust RSA Root CA
OU= | Evrotrust Qualified Root Authority
Issuer O= | Evrotrust Technologies JSC
Organizationldentifier(2.5.4.97)= | NTRBG-203397356
C=|BG
CN= | Evrotrust TSA
OU= | Time Stamping Authority TSS/TSU
Subject O= | Evrotrust Technologies JSC
Organizationldentifier(2.5.4.97)= | NTRBG-203397356
C=|BG
Public Key RSA(2048 Bits)

Subject Key Identifier 03:BB:3B:42:27:8E:B8:80:90:1B:51:05:DF:52:C4:4B:0F:34:85:B9

Key Usage (critical) Digital Signature, Non Repudiation

Extended keyUsage _ _
N Time Stamping (1.3.6.1.5.5.7.3.8)
(critical)

[1]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.47272.1.2
[1,1]Policy Qualifier Info:
Policy Qualifier 1d=CPS

Certificate Policies

Quialifier:

http://www.evrotrust.com/cps

Authority Key ldentifier 74:5C:A1:40:73:2E:1F:E6:F9:3B:BC:AB:A0:A4:A7:54:44:74:4F:70

Subject alternative
N URL=http://www.evrotrust.com RFC822 Name=ca@evrotrust.com
name (not critical)

[1]CRL Distribution Point
CRL Distribution Points Distribution Point Name:

Full Name:
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URL=http://ca.evrotrust.com/crl/EvrotrustRSARoo0tCA.crl

Authority Information

Access

[[1]Authority Info Access

Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)

Alternative Name:

URL=http://ca.evrotrust.com/aia/EvrotrustRSARootCA.crt

[2]Authority Info Access

Access Method=0On-line Certificate Status Protocol (1.3.6.1.5.5.7.48.1)

Alternative Name:

URL=http://ca.evrotrust.com/ocsp

Basic Constraints

(critical)

Subject Type=End Entity
Path Length Constraint=None

7.3 MNMPO®UN HA BANMAUPALLUA OPTAH ,,EVROTRUST RSA VALIDATION® E:

Version

V3

Serial number

38:00:00:00:02:46:4e:fc:a4:9d:94:68:€3:00:00:00:00:00:02

Signature Algorithm SHA256RSA
Valid from 201605201544597
Validit to 202105211554597
CN= | Evrotrust RSA Root CA
OU= | Evrotrust Qualified Root Authority
Issuer O= | Evrotrust Technologies JSC
Organizationldentifier(2.5.4.97)= | NTRBG-203397356
C=| BG
CN= | Evrotrust RSA Validation
OU= | OCSP Signing
Subject O= | Evrotrust Technologies JSC
Organizationldentifier(2.5.4.97)= | NTRBG-203397356
C=| BG
Public Key RSA(2048 Bits)

Subject Key Identifier

DA:40:9F.0A:F0:65:11:77:52:14.65:5F:AF:00:CA:D5:6E:D9:DC:2C

Key Usage (critical)

OCSP Signing

Extended Key Usage

OCSP Signing (1.3.6.1.5.5.7.3.9)

Authority Key Identifier

74:5C:A1:40:73:2E:1F:E6:F9:3B:BC:AB:A0:A4:A7:54:44:74:4F:70

OCSP No Revocation

NULL
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Checking

[1]Application Certificate Policy:
Application policies
Policy Identifier=OCSP Signing

7.4 TNPO®UIN HA BANUOUPALLUA OPIAH ,,EVROTRUST RSA QS VALIDATION* E:

Version V3
Serial number 2b:00:00:00:03:¢3:3b:19:4b:08:91:37:24:00:00:00:00:00:03
Signature Algorithm SHA256RSA
Valid from 201605210146147
Validit to 202105200146147

CN= | Evrotrust RSA Operational CA

OuU= | Qualified Operational CA
Issuer O= | Evrotrust Technologies JSC

organizationldentifier (2.5.4.97) | NTRBG-203397356
C=| BG

CN= | Evrotrust RSA QS Validation

OU= | OCSP QS Signer
Subject O= | Evrotrust Technologies JSC

Organizationldentifier(2.5.4.97)= | NTRBG-203397356
C=| BG
Public Key RSA(2048 Bits)
Subject Key Identifier 17:A2:1D:16:B0:BF:89:1F:A2:C5:86:BF:CB:DF:77:9F:35:76:7B:66
Key Usage (critical) OCSP Signing
Extended Key Usage OCSP Signing (1.3.6.1.5.5.7.3.9)
Authority Key Identifier 7F:3E:64:59:85:2B:DD:23:29:C2:01:E7:CB:C3:69:C0:87:93:2B:08
OCSP No Revocation
NULL
Checking
[1]Application Certificate Policy:
Application policies
Policy Identifier=OCSP Signing

MpodunuTe Ha noTpebuTenckute KBanMMUUMpaHn yooctoBepeHus U Ha CnmMcbka CbC CrpeHu u

npekpateHn ygoctoBepeHusi (CRL) oTtroBapsaT Ha dopmaTta, onucaH B crtaHgapt ITU-T X.509 v.3.

YaoocTtoBepeHne ot tun X.509 v.3 npeacrtaensiBa Habop OT AaHHW, 4Ype3 KOMTO efHO3HAaYHO ce

yOoOCTOBepsiBa NPUHAAMNEXHOCT Ha MyOGnUYHMA KIoY KbM aBTopa Ha KBanuUUMpaHusi enekTpoHeH

nognuc/neyat. lNpocdmna Ha OCSP otroBapa Ha wuauckBaHuaTa Ha RFC 2560, a npodunbt Ha
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KBanuuumnpaHoTo yooCToBEPEHME 3a BpeMeBM nevat otroeaps Ha RFC 3161.

7.5 CbAObPXAHUE HA NMPO®UIT HA KBAJTIMOULUNPAHU YOOCTOBEPEHUA

B cvotBeTcTBME CcbC cTaHaapTa X.509 v.3, enekTpoHHOTO yAOCTOBEPEHNE € NocrnenoBaTeNHOCT
OT crneaHuTe nonerta:

» Version: Bepcus Ha ygoctoBepeHneTo (X.509 v.3);

» SerialNumber: yH1kaneH ngeHTugnkaumoHeH Ko4 Ha yooCTOBEPEHUETO;

» SignatureAlgorithm: ngeHTudgunkaTop Ha anropnTbM 3a Cb3gaBaHETO Ha eNEeKTPOHHNSA NOLNUC;

» Issuer: HanmeHoBaHWe Ha nsgaTenaT Ha yaoctoBepeHneTo (DN);

» Validity: cpok Ha BanmMgHOCT, onucaH OT gaTa M 4ac Ha M3gaBaHe Ha yOoOCTOBEPEHUETO
(notBefore) oo gata m 4yac Ha m3TmyaHe Ha cpoka (notBefore) Ha ymocToBepeHMeTO (yHMBEpPCAnHO
KOOpAWHUPaHO Bpeme, NnpeactaBeHo BbB popmart Zulu);

» Subject: yHukanHoto umme (DN) Ha Twutynaps/Cb3gatens, nognexalw, Ha BNUCBaHe B
YyAOCTOBEPEHNETO;

» SubjectPublicKeyInfo: naeHtndmkaTop Ha Kno4a;

» Signature: ngeHTUdKUKaTOP Ha anropuTbM 3a Cb34aBaHETO Ha eNEKTPOHHUS nognuc/neyar, B

cboTtBeTcTBMe ¢ RFC 5280.

7.5.1 BEPCWUA

Bcuukun ygoctoBepeHus, kouto usgasa EBpoTpbCT, ca B cboTBeTcTBME € Bepeua 3 (X.509 v.3).

7.5.2 AonyctumMmu PA3SLLMPEHUA BB POPMATA HA KBAJIM®GNLIMPAHO YOOCTOBEPEHUE

CTonHOCTUTE Ha pasWwupeHusiTa ca Cb3gadeHuM B CbOTBETCTBME C npenopbkata RFC 5280.
®dyHKUMATA Ha BCSAKO paswuMpeHue ce onpegens OT CTaHgapTHata CTOMHOCT Ha CbOTBETHUSA
naeHtudukartop Ha obekt (IDENTIFIER):

» Subject Key Identifier - cdoopmupa ce oT nyGnuyHMs KoY, Y4OCTOBEPEH B yOOCTOBEPEHNETO
KaTo XeLU-CTOMHOCT Ha NyOrnmnYHna KItoy;

» Authority Key Identifier - dpopmmpa ce kaTto XeL-CTOMHOCT Ha Ny6nMYHMA KoY Ha onepaTUBHUSA
YpoctosepsiBaly, opraH Ha EBpoTpbCT;

» Issuer Alternative Name - cbabpka URL-CTpuHr kKaTo anTepHaTUBHO MMe Ha EBPOTPBLCT;

» Basic Constrains — onuuoHarneH n onpeaens Tuna Ha yaoCTOBEPEHUETO;

» Certificate Policy - onpegensa wuaoeHTudukatopa Ha [lonuTukata 3a ksanuduumpaHo

yOocToBepeHMe 3a KBaJ'II/I(.bVILl,I/IpaH eJ1eKTpaHeH HOD,I'II/IC/I'IG‘-IaT;
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» Key Usage - atpubyT, KOWTO onpeaensi orpaHnyeHnsTa B ynotpeba Ha yooCTOBEPEHUNETO;

» Extended Key Usage - ponbnea 3HadyeHMeTto Ha artpubyt "Key Usage" wn ykasea
AOMBbIAHUTENHUTE U CNeUNUYHN NPUNOXKEHUSA HA YOOCTOBEPEHUNETO;

» CRL Distribution Point - cbobpxa Bpb3ka kbM aktyanHuna CRL Ha onepaTuBHus

YnocTtoBepsiBall, opraH Ha EBpoTpbCT;

» Authority Information Access - cbabpka URL-agpeca Ha OCSP cbpBbpa Ha
YAOCTOBEPEHNETO;
» Qualified Statements - aTpubyTbT CbabpXKa YKasaHue, 4Ye YOOCTOBEPEHMETO €

KBaJ'II/ICbI/ILl,I/IpaHO M NoKasBa Aarnn 4acCTHUA KIkod € reHepupaH un ce CbxXpaHsaBa BbpPXY yCTp0I7ICTBa 3a

Cb3daBaHe Ha enekTpoHeH nognuc (QSCD).

7.5.3 WAEHTU®PUKATOPU HA ANNTOPUTMUTE HA ENEKTPOHEH NOANMUC/MEYAT

ATpnbyTHT ,Signature algorithm" nageHtnduumpa anroputmuTe (KpUntorpadCckMTe MeXaHn3mm),
KOWUTO Cce u3nonasar.

B EBpOTpBCT Ce n3nonssa npunoxmma KoMouHaums Ha aCUMETPUYHU N XeLL anropUTMu:
sha256-with-RSA 1 sha384-with-RSA.

754 ®OPMWU HA MMEHYBAHE

CDOpMI/ITe Ha UMeHyBaHe Ca onncaHn B 4acTtTa ,BrnaooBe nmeHa“ Ha To3u OOKYMEHT.

7.5.5 OIrPAHUMYEHUA HA UMEHATA

BupoBeTe orpaHMyeHns Ha UMeHaTa ca onvcaHu B YacTTa ,BuaoBe MMeHa" Ha TO3M JOKYMEHT.

7.5.6 WAEHTUPUKATOP HA NMOJINTUKA

KsanuduumpaHo yaoctoBepeHne ce nsgasar cbrnacHo lonutuka Ha EBpOTPBCT, KOSATO ce

Bnvcea B atpubyra ,Certificate Policy” Ha yaoctoBepeHueTo.

7.5.7 WAEHTU®UKATOP 3A NPOABIIKEHUE

Toaun ngeHtndukaTtop (,Extensions”) gaea cneundunyHa, cBbp3aHa ¢ ycnyrata nHgopmaums. 3a

ynotpebaTa My Ha To3u eTan lNpakTukata He NOCTaBs HUKAKBM OrpaHUYeHusI.

7.5.8 O3HAYEHUE HA KBAJINOULUMNPAHOTO YOOCTOBEPEHUE
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EBpoTpbCT mM3nonsea B kBanuduuMpaHO yAocToBepeHue ¢ npodun no craHgapta X.509 v.3

aTpmnbyTa ,Qualified Statements” c ngeHTncmukartop: ,esi4-qcStatement-1* (OID=0.4.0.1862.1.1).

EBpOTpBLCT M3Non3ea B kKBaNUULUMpaHo yAoCTOBEpPEHME 3a KBannuLmMpaH enekTpoHeH noanumc ¢

npodun no craHgapta X.509 v.3 atpubyta ,Qualified Statements® ¢ wugeHTudukaTopu: ,esid-
gcStatement-1“ (OID=0.4.0.1862.1.1) u ,esi4-qcStatement-4“ (O1D=0.4.0.1862.1.4).

EBpoTpbCT M3nonsea B KBanuduuupaHo yaocTtoBepeHuve ¢ npodun no craHgapta X.509 v.3

atpubyta ,Certificate Policy“, Ha konTo ce npucsosiBa ugeHtudukatopa (OID) cbC 3HaveHue, KakTo

crnepBa:

KeanudmumpaHo YaoctoBepeHue

HanmeHoBaHue

NpeHTndmkarop (OID)
BNMCaH B aTpubyTta

»Certificate Policy“

KsanudguumpaHo yooctoBepeHune 3a
KBanvpuunpaH enekTpoHeH Noanumc

Ha m3nyecko nuue

Evrotrust Qualified Natural
Person Certificate for QES

OID=1.3.6.1.4.1.47272.2.2

KBanuguumpaHo yaoctoBepeHue 3a
aTpnbyTnBeH KBanudpuumnpaH
€neKTPOoHEH noanuc Ha usnyecko

nuue

Evrotrust Qualified Natural
Person Attribute Certificate
for QES

OID=1.3.6.1.4.1.47272.2.2.1

KBanuguumpaHo yaoctoBepeHue 3a
KBanMpuumnpaH enekTpoHeH neyat

Ha ropnan4ecko J'II/ILl,e/OpFaHI/ISGLI,VIFl

Evrotrust  Qualified

Person Certificate for QESeal

Legal

OID=1.3.6.1.4.1.47272.2.3

KBanuduumpaHo ygoctoBepeHue 3a
YCbBbPLUEHCTBAH efeKTPOHEH

nognuc Ha omanyecko nuue

Evrotrust Qualified Natural

Person Certificate for AES

OID=1.3.6.1.4.1.47272.2.7

KeanudguumpaHo yaoctoBepeHue 3a
YCbBBbPLUEHCTBAH eNeKTPOHEH
nevart Ha opnan4ecko

nuue/opraHnsauus

Evrotrust  Qualified

Person Certificate for AESeal

Legal

OID=1.3.6.1.4.1.47272.2.8

KeanudguumpaHo yooctoBepeHune 3a
PSD2 ycbBbpLUIEHCTBAH €NTEKTPOHEH
neyaT Ha opuanMyecko

nuue/opraHnsauus

Evrotrust Qualified PSD2
Legal Person Certificate for

AESeal

OID=1.3.6.1.4.1.47272.2.8.1

KeanudguumpaHo yaooctoBepeHune 3a
aBTEHTMYHOCT Ha yebcanT 3a

JOOMEWH

Evrotrust SSL Domain

Validated Certificate

OID=1.3.6.1.4.1.47272.2.4.1

KBanuguumpaHo yaoctoBepeHue 3a

Evrotrust SSL Organization

OID=1.3.6.1.4.1.47272.2.4.2
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aBTEHTUYHOCT Ha yebcawnT 3a

opraHusaums

Validated Certificate

KeanuguumpaHo yooctoBepeHune 3a
aBTEHTUYHOCT Ha yebcanT ¢

pasLwMpeHo BanuanpaHe

Evrotrust SSL EV Certificate |OID=1.3.6.1.4.1.47272.2.5

KBanudguumpaHo yaoctoBepeHue 3a

aBTEHTMYHOCT Ha PSD2 yebcant

Evrotrust SSL PSD2

Certificate

OID=1.3.6.1.4.1.47272.25.1

Opyrm npeHtudukatopun (OID), BnucaHn B atpubyta “"Certificate Policy® B kBanuduuyupaHute

YOOCTOBEPEHMS

YpocToBepuTenHa NonuTuka 3a
KBanMdpuunpaH yaocToBepeHus,
nsgageHa 3a nyonmyHn ycnyru,
KOSITO M3NCKBaA U3MNon3BaHe Ha
secure signature-creation device
(SSCD)

gcp-public-with-sscd 0OID=0.4.0.1456.1.1

YpoctoBepuTenHa nonutuka 3a
KBanMduumpaHu yaoCcTOBEPEHUS,

nsgageHa 3a nyonuMyHn yenyru

gcp-public OID=0.4.0.1456.1.2

QCP-n: YgocToBepuTenHa nonntuka
Ha EBponeinckua cbto3 (EC) 3a
KeanuduumpaHm yaoctoBepeHus,

n3gaBaHM Ha (*)VI3I/I‘-I€CKI/I nmua

qcp-natural 0O1D=0.4.0.194112.1.0

QCP-I: YoocTtoBeputenHa nonuTtuka
Ha EBponeinckua cbio3 (EC) 3a
KBanuduumpaHn yooctoBepeHus,
n3gaBaHu Ha lopUANYECKN

nuua/opraHusaumm

gcp-legal 0ID=0.4.0.194112.1.1

QCP-n-gscd: YaocTtoBepuTenHa
nonnTuka Ha EBponenckus coios
(EC) 3a Kranndvmumpanm
yOOCTOBEPEHUS, n3gaBaHu Ha
PU3NYECKN NnLA C YacTeH KIoY,
CBbp3aH C yA0CTOBEPEHUS
nyGrnMyeH KoY, pasnosnoxeH B
QSCD

gcp-natural-gscd 0OID=0.4.0.194112.1.2

QCP-l-gscd: YaoocToBeputenHa

gcp-legal-gscd 0OID=0.4.0.194112.1.3
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nonnTuka Ha EBponenckuns colos
(EC) 3a Keanndumumpanum
yOOCTOBEPEHUS, n3gaBaHu Ha
ropnanydeckun nuua/opraHusaumm ¢
YacCTeH KIToY, CBbP3aH C
YAOCTOBEPEHUS NYBUYEH KITHOY,

pasnonoxeH B QSCD

QCP-w: YoocTtoBeputenHa
nonnTuka Ha EBponenckus coios
(EC) 3a yoocToBepeHus 3a

aBTEHTUYHOCT Ha yebcanT

gcp-web 0OID=0.4.0.194112.1.4

DVCP (Domain Validated Certificate

) dvcp 0OID=0.4.0.2042.1.6
Policy) cnopen ETSI TS 102 042
OVCP (Organizational Validation
Certificate Policy) cnopeg ETSITS |ovep 0OID=0.4.0.2042.1.7

102 042

7.5.9 W3NON3BAHE HA MOEHTU®UKATOP 3A PA3LUNPEHUE HA KIHOYA ,,KPUTUHHO

B lMNpakTukaTta HAMa nsnckBaHusa 3a nanonasaHe Ha ,CRITICAL CERTIFICATE EXTENSIONS®.

7.6 TNMPO®UI HA CTIUCBKA CbC CINPEHU U NPEKPATEHU YOOCTOBEPEHUE (CRL)
7.6.1 CRL NMPO®UI HA BA30BUA YOOCTOBEPABALL OPI'AH ,,EVROTRUST RSA ROOT CA*“:

Version

Issuer

V2

CN= Evrotrust RSA Root CA

Ou= Evrotrust Qualified Root Authority
O= Evrotrust Technologies JSC
organizationldentifier (2.5.4.97)= NTRBG-203397356

C= BG

Effective date

Next update

Signature Aagorithm

[HavanHa gaTta u Yac no UTC Ha BanugHocT Ha n3gagenunsa CRL]

[paTa n yac no UTC Ha nnaHupaHa akTyanusaums Ha CRL]

SHA256RSA

Signature hash algorithm

Authority Key Identifier

SHA256

KeylD=74 5c al 40 73 2e 1f e6 f9 3b bc ab a0 a4 a7 54 44 74 4f 70
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CA Version V0.0
CRL Number [nopenen Homep Ha CRL]
Next CRL Publish [naTa u yac no UTC Ha nnaHupaHo nybnukysaHe Ha cnegsaw, CRL]

7.6.2 CRL NPO®UNl HA OMNEPATUBHUA YOOCTOBEPABALL OPrAH ,EVROTRUST RSA
OPERATIONAL CA*:

Version V2
CN= Evrotrust RSA Operational CA
T Oou= Qualified Operational CA
O= Evrotrust Technologies JSC
organizationldentifier (2.5.4.97)= | NTRBG-203397356
C= BG
Effective date [HawanHa gata n vyac no UTC Ha BanugHocT Ha uagageHust CRL]
Next update [pata n yac no UTC Ha nnaHupaHa aktyanm3aumsi Ha CRL]
Signature
_ SHA256RSA
Aagorithm
Signature hash
_ SHA256
algorithm
Authority Key
N KeylD=7f 3e 64 59 85 2b dd 23 29 c2 01 e7 cb c3 69 c0 87 93 2b 08
Identifier
CA Version V0.0
CRL Number [nopeneH Homep Ha CRL]

Next CRL Publish  [gaTa n 4yac no UTC Ha nnaHupaHo nybnukysaHe Ha cneggawy, CRL]

7.6.3 BEPCUA

EBpoTpbCT, Ypes cBos YOocToBepsBall OpraH m3gaBa, nybnukyea u nogabpxka Cnucbum CbC
cnpeHu n npekpateHu yaoctosepeHnd (CRL) BB hopmaTta X.509 v.2. BepcusaTa ce BnvcBa B usganeHus
CRL.

7.6.4 ®OPMAT

EBpoTpbCT nsgasa, nybnukyea n nogabpka CnMcbK CbC CMPEHN U NpeKkpaTeHn YAOCTOBEPEHUS
(CRL), umiito dhopmaTt e B CbOTBETCTBUE C U3UCKBaAHUATA B MexXayHapoaHaTa npenopbka RFC 5280.

YpoctoBepsaBalmAT opraH Ha EBpoTpbCT nsgasa, nybnukysa n nogabpka CaMOCTOSATENTHU MbITHU
Cnucbum (CRL-1) kaTo B TAX 3anmMceaT caMo CrpeHN YAOCTOBEPEHUS, KOUTO Ca U30aLEHN OT CbOTBETHMS

YOocTtoBepsiBall, OpraH.
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EBpOoTpbCT He u3gaBa M He nogabpka cxema Ha ,4actuyeHr” (delta) Cnucbk CbC CNpeHn u

npekpateHu ygoctoBepeHus (CRL), HO 3ana3Ba npaBo nNpu HeO6XO4MMOCT Aa BbBee TakaBa cxema.

7.6.5 OCHOBHMW ATPUBYTU HA CMUCHKA CbC CMPEHWU U NPEKPATEHW YAOCTOBEPEHUS
(CRL)

» Version - Bepcus Ha Cnncobka;

» Issuer Name — HaMmeHoBaHue Ha usgartensi Ha Cnucbka (YaoctoBepsiBall opraH);

» Effective Date/This update — gata u Yac Ha usgaBaHe Ha Cnncbka (CRL);

» Next Update - BpemeTo Ha BanmaHocT Ha CRL. Cnen nocoyeHoTo Bpeme, YOoCToBEpsiBaLLNA
opraH usgasa He3abasHO HOB Cnncbk. [1pes nepuoga Ha BannaHoOCT, B Criyyan Ha npekpaTaBaHe/cnvpaHe
Ha yOoCcToBepeHue, YAocToBepsaBalLng opraH nsgasa asTomaTnyHo HoB CRL,;

» Signature algorithm — ngeHTudmkaTop Ha anropuTbmMa 3a Cb3aBaHe Ha ENIEKTPOHEH NOANUC
Ha CRL;

» Signature hash algorithm — anroputsbMm 3a cb3gaBaHe Ha eNeKTPOHEH Noanuc.

7.6.6 OOMBMHUTENHU ATPUBYTU B CMNUCBKA CbC CMPEHA U TPEKPATEHM
YOOCTOBEPEHMSA (CRL)

JAuthority Key ldentifier"- ngeHtudukatopa Ha YAoctoBepsiBallmsi opraH, KOMTO u3gasBa W
nognucea Cnucbka CbC CrnpeHn u npekpateHn ypoctoBepeHusi (CRL), cbabpxa 3HaA4YeHUeTo Ha

~SubjectKeyldentifier" ot ynoctoBepeHneTo Ha YaocToBepsaBaLLna OpraH.

7.6.7 ®OPMAT HA ENEMEHT B CMMUCBKA CbC CMPEHU N NPEKPATEHU YIOCTOBEPEHUS
(CRL)

CnuncbkbT CcbC cnpeHn M npekpateHn ypoctoBepeHus (CRL) Ha YgocTtoBepsiBawus oprad
CbObpXXa eNEeMEHTN 3a BCUYKN CNPEHN yOOCTOBEPEHUS. Te3n enieMeHTn ca NocTosiHHM B Cnncbka.

CnuncbkbT CcbC cnpeHn u npekpateHn ypoctoBepeHus (CRL) Ha YgocTtoBepsiBawus oprad
CbObpXXa €reMEeHT 3a BCSIKO CNpPsIHO YAOCTOBEPEHME OT YAOCTOBEpsIBALLMA OpraH. TakbB €NeMEHT e

BpeMEHEH B CrnCbKa 4O MOMEHTa Ha Bb300OHOBsSIBAHE Ha yOooCTOBEPEHUNETO.

7.6.7.1 ATPUBYTU HA EJNEMEHT B CIUUCBKbT CbBC CIPEHU WU TPEKPATEHM
YOOCTOBEPEHUA (CRL)

» Serial number - cepneH HoMep Ha CnNpsAHO yOOCTOBEPEHME;

» Revocation date - Bpeme Ha npekpaTsaBaHe/cnMpaHe Ha yaoCTOBEPEHUE;
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» CRL Reason Code - kog ngeHtudmumpall npMynHaTa 3a npekpartsiBaHe/cnupaHe.

7.6.7.2 O3HAYEHWUA HA NMPUYMNHATA 3A NPEKPATABAHE/CNMUPAHE HA YOOCTOBEPEHUE

» keyCompromise - KOMNpoMeTUpaH YacTeH kntod Ha Tutynap/Cbwagaren;

» ACompromise - KOMNpOMeTMpaH YacTeH K4 Ha onepaTvBeH YOoCToBepsiBall, opraH Ha
EBpoTpbCT;

» affiliationChange - npomeHeH cTaTyT Ha TuTynap cnpsmMo Apyro nvue - npoMsiHa B
npeacraBuTenHaTta BnacT, OTHEMaHe Ha npeacTaBuTenHaTta BnacT, npekpaTtsBaHe Ha TPyAoBO
NPaBOOTHOLLUEHUE U T.H;

» superseded - yjoCTOBEPEHNETO € 3aMECTEHO C ApYro;

» certificateHold - gpencTBneTo Ha yooCTOBEPEHMETO BPEMEHHO € CMPSIHO.

7.7 NPO®UN HA OTTOBOP 3A OHNAMH NMPOBEPKA HA CTATYCA HA YOOCTOBEPEHUE
(OCSP/ONLINE CERTIFICATE STATUS PROTOCOL)

YpaocTtoBepsiBawmuTe opraHum 3a Banvgaums ,Evrotrust RSA Validation* Ha 6a3oBus ygoctoBepsiBaly
opraH ,Evrotrust RSA Root CA* u ,Evrotrust RSA QS Validation® Ha onepaTuBHNA yo0oCTOBEpPSIBALL, OpraH
.Evrotrust RSA Operational CA* Ha EBpoTpbCT paboTsaT M npegocTaBAaT KBanudpuuupaHaTta ycnyra
,OHMalVH NpoBepKa Ha CTaTyC Ha y4OCTOBEPEHME B peanHo Bpeme® B CbOTBETCTBME C MeXOYyHapoaHO
yTBbpAaeHata npenopbka IETF RFC 6960.

OCSP-noTpebutensaTt uanpailia MckaHe 3a npoBepka Ha crtaTyc Ha nognuc/neyat go OCSP-
CbpBbpa K nonyyasa OTrOBOP — YAOCTOBEpPEHWe 3a cTaTyc, nognucaH oT OpraHa 3a Banupauus.
OTroBopbT cbabpka MHOpMaLMa 3a cTaTyca Ha MPOBEPSIBAHOTO YAOCTOBEPEHWE 3a EeNeKTPOHEH
noanuc/neyar, nepuoga Ha BanugHoOCT Ha Noy4YeHMs OTroBOP M MMa JokasaTenctseH xapakrep. OCSP
CbpPBbPbLT, KOWTO M3haBa NOTBLPXKOEHUA 3a CbCTOSHWETO Ha KBanuduumpaHuTe yaoCTOBEPEHUS

npuTexasa cneumanHo reHepmpaHa ABoKKa KoyoBe, n3gageHn eAnHCTBEHO 3a Tasn uen.
7.7.1 BEPCUA

EBpoOTpbCT, Ypes cBouTe YAOCTOBEpsBalUM OpraHn 3a Banugauus, u3gaBa yooCTOBEpPeHUs 3a
cTaTyc Ha u3gageHuTe KBanuduumpaHn ygoctoBepeHus BbB hopmaT, onpeaeneH B MexayHapogHaTa
npenopbka RFC 6960. Bepcusta ce BnucBa B n3gageHuTe yaocToBepeHuns 3a cTaTyc.

7.7.2 ®OPMAT

EBpoTpbCT M3aaBa yaoCTOBEPEHUS 3a CTaTyC, YNATO hopmaT € B CbOTBETCTBUE C M3NCKBaHMATA B
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MexayHapoaHaTa npenopbka RFC 6960.

7.7.3 OCHOBHWU ATPUBYTU HA YOOCTOBEPEHUATA 3A CTATYC

Y

Version - Bepcus Ha yaOCTOBEPEHMETO 3a CTaTyC;

Response Type — Tvn Ha OTroBopa 3a CTaTyc;

OCSP Response Status — ctaTyc Ha OTroBopa;

Responder Id - WaeHTudpumkaTtop Ha ycnyraTta no sanugauuns

Produced At - gata u yac Ha n3gaBaHe Ha yOOCTOBEPEHMETO 3a CTaTyc;

Responses — nHgopmaums, YHUKanNHo naeHtudpuymnpalia ksanmmunpaHoto yooCToBEpPEHME,
3a KOeTO e OTMpaBeHO 3anuMTBaHE WM 3a KOEeTO OpraHa 3a Banujauusa nsgasa HacCTOSLLECTO
yAOCTOBEpPEHUE 3a CTaTyC;

Cert Status — cTatyc Ha KBanuuumMpaHoTO yAOCTOBEPEHMNE, 3@ KOETO € OTNPaBeHO 3annTBaHe;

This Update - BpemeTo Ha nsgageH CRL, Ha 6a3aTa Ha KOMTO e n3gageHo yaoCTOBEPEHUETO 3a
cTatyc;

Next Update - Bpemeto Ha BanugHocT Ha CRL, Ha ©6asata Ha KOWTO € u3gageHo
yAOCTOBEPEHNETO 3a CTaTyC;

Response Extensions — 4OMbAHUTENHN pasLWMPEHUs, BKITFOYEHM B OTIOBOPA;

OCSP Nonce - cbabpXa cblLlaTa UHopMaLUms, KOATO e nogageHa npu 3asiBkata B NoneTo 3a
Nonce;

Signature Algorithm - n3nonseaH anropMTbM 3a €NEKTPOHHO NOAMNMUCBAHE Ha yOOCTOBEPEHNETO
3a cTaTyc;

Certificate — Cbabpxa KBanuuuMpaHOTO yOOCTOBEpPEHME Ha OpraHa 3a Banujaums Ha

EBpoTpbCT.

CbabpxaHMeTo Ha YAoCTOBEepPEeHMETO 3a cTaTyc Ha EBpoTpbCT e:

e successful (0) - BanuaeH oTroBop Ha 3annTBaHETO;

malformedRequest (1) - 3anuTBaHeTo Ha OTroBaps Ha u3ucksaHusTa 3a OCSP

CUHTAKC;

OCSP Response Status = e internalError (2) - BbTpeluHa rpeiuka. Monsa onurtaiite no-KbCHo;,

tryLater (3) - Ycnyrata BpeMeHHO € HegocTbnHa. Mons onutante no-KbCHo;

sigRequired (5) - 3anutBaHeTo TpsAbBa Aa e NoaNMUCaHo;

unauthorized (6) - KnueHTa He € oTOpM3npaH ga U3BbpLUM 3anMTBaHETO.

Response Type Basic OCSP Response

Version 1 (0x0)

Print and Edit Evrotrust Technologies Inc.. Page 114 of 147




MPAKTUKA MPU NPEAOCTABSIHE HA elDAS-CPS
(@ rOtru St KBANU®ULIMPAHU YOOCTOBEPUTENHU YCNYIU For public use

Regulation 910/ 2014 CERTIFICATION PRACTICE STATEMENT Version — 2.4
elDAS FOR QUALIFIED CERTIFICATION SERVICES 10.01.2018
Responder Id [YHVKaneH ngeHTnMkaTop Ha MHCTaHUMATa Ha ycnyraTal
Produced At [paTta n yac no UTC Ha reHepupaHe Ha OTroBopa]

Certificate ID:
Hash Algorithm — N3anons3BaH xeww anropuTbm
Responses: Issuer Name Hash— Xeww cyma Ha MMeTo Ha n3gaTens Ha yooCTOBEPEHMETO
Issuer Key Hash — Xeww cyma Ha nybnunyHus knioyv Ha n3gatensi Ha yO4oCTOBEPEHNETO

Serial Number — CepreH HomMep Ha yooCTOBEPEHUETO

e good - ygocTtoBepeHMeTo He npucbeTBa B CRL
Cert Status e unknown — He Moxe Aa 6bae OTKPUTO TakoBa yAOCTOBEPEHME

e revoked - yqoCTOBEPEHMETO € CMNPSIHO UK NPEKpPaTEeHo;

[HavanHa gata n yac no UTC Ha BanuaHocT Ha n3gageHus CRL, Bb3 ocHoBa Ha

This Update
KOWTO € reHepmpaH oTroBopal
Next Update [gaTa u yac no UTC Ha nnaHupaHa aktyanum3aumsa Ha CRL]
OCSP Nonce: [MHdbopMaLums, KoSATO € noJaneHa npu 3asiBkata B noneTo 3a Nonce]
Signature Algorithm: sha256WithRSAEnNcryption
Certificate: [KBanudurumpaHoTo yoocToBepeHMe Ha opraHa 3a Banugauus]

7.8 OPYIU NMPOOUIN
7.8.1 NPO®PUN HA KBAIIM®ULIMPAH ENEKTPOHEH BPEMEBMU MNMEYAT

YOocToBepsiBaWMNAT OpraH 3a KBanuduuupaHu enekTpoHHM BpemeBu nedatm ,Evrotrust TSA®
n3gaesa KsanuduumpaHn enekTpoHHW Bpemesu neyatun (Timestamp Tokens/TST) ¢ eanH unu noseve
YacTHM KITHOYOBE 3ana3eHn eguMHCTBEHO 3a Tasu uen. Crnopea npenopbka RFC 3280 yaoctoBepeHusita
3a KBanuuuupaHu enekTpoHHN BPEMEBM NeYaTn B TEXHUTE pasLUMpeHnsa Ha aTpubyTu, cbabpkar none
3a orpaHuyaBaHe Ha ynotpebata um (Extended Key Usage), mapkupaHu kato KputuyHu. ToBa 03HavaBa,
Yye yOOCTOBEPEHMNETO MOXE Aa ce M3nonsea oT ,Evrotrust TSA" eQUHCTBEHO 3a LienuTe Ha NOANMCBAHETO

Ha KBanMuUUpaHUTe enekTpoHHM BpEMEBW NeYaTu, U3gageHn oT To3m opraH.

7.9 OCHOBHU NONETA B NPO®UITA HA KBAITU®PULIUPAHU ENIEKTPOHHU BPEMEBMU
NEYATU:

» Version — Bepcus (Version 3);

» Serial Number — yH1kaneH ngeHTugunkaumoHeH ko4 Ha BpEMEBMS Neyar;

» Signature Algorithm — anropyt®M 3a Cb3gaBaHe Ha  ENEKTPOHHUS  nognuc
(shalWithRSAENcryption)

» Issuer (Distinguished Name) — HaMmeHoBaHVe Ha n3gartens Ha Bpemesus nedart (Evrotrust
TSA);
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» Not before (validity period/beginning date) — gata m 4yac Ha u3gaBaHe (yHMBepcarHo
KOOpAUHUPaHO Bpeme, npeacraBeHo B Zulu);

» Not after (validity period ending/date) — gata n 4yac Ha U3TM4aHe Ha cpoka Ha BanugHoOCT;

» Subject (Distinguished Name) — HaunmeHoBaHue Ha Tutynapsa/Cw3gartens;

» Subject Public Key Info - KogupaHa none B cbotBetctBue ¢ RFC 3280, koeTo cbabpxa
nHpopmMaumsa 3a RSA ny6nmnyHus knioY (KNio4voB MAEHTUUKATOP U CTOMHOCT Ha NyBITMYHUS KIoY);

» Signature - eneKkTpoOHeH MoAanuc, reHepupaH U KoaupaH B CbOTBETCTBME C WU3UCKBAHWS,
onucaHn B RFC 3280;

» Basic Constraints — OCHOBHM OrpaHU4YeHnsi Ha BpeEMEBUS neyar;

» Key Usage — npegHasHa4yeHne Ha BpemMeBus neyar;

» Extended Key Usage - Time Stamping Authority (TSA);

» Certificate Policies — nonuTtuka, Bb3 OCHOBa Ha KOSAATO € n3ganeH BpeMeBUusl neyar;

» Authority Key ldentifier — ngeHtTudmnkatop Ha knto4ya Ha YgoctoBepsiBawms opraH (SHAL

hash of the public key).

YpaocTtoBepsBawmaT opraH ,Evrotrust TSA npnema 3asiBku 3a yaoCcToBepsBaHE Ha BpeEME, KOUTO
aa otroBapsT Ha cneundmkaummTte IETF RFC 3161 n ETSI EN 319 422:

» 3asfBkaTa 3a KBanuduumpaH enekTpoHeH BpeMeBn rnedvat Tpsabsa Aa cbabpka anroputbma
Ha xew yHKkuna SHA256;

» 3agBkaTa 3a kBanuduuMpaH €neKTPOHEeH BPEMEBM nevaTt yka3ea uaeHTudukaTopa Ha
nonutukata Ha Evrotrust TSA Policy OID.

KBanupuumpaHUaT enekTpoHeH BpemeBW rneyart, usgageH ot L Evrotrust TSA® cbabpxa
nHdpopmauma 3a nevata (TSTinfo cTpykTypa), pasnonoxeH B SignedData ctpyktypa (Bux RFC 2630),
noanucaH ot Evrotrust TSA n BrpageHn B Contentinfo ctpykrypa (B RFC 2630 ).

8 oauT

Opautute, n3sbpLuBaHu B EBpOTpBCT ce oTHacAT 4o obpaboTkata Ha MHAPOPMALMOHHUTE AaHHU U
yrnpasneHue Ha KntoyosuTe npouenypu. Te umar 3a uen ga koHtponupart ,[pakTukaTta npu npegocTaBsHe
Ha KBanuduumpaHn yaocToBepuUTENHUTE yCryrn“ JOKOMKO € CbBMeCTMMa C BHeApeHaTa UHTerpmpaHarta
cuctemMa 3a ynpasfeHue, KOATO BKIKYBA M3UCKBaHUATA Ha ctaHgaptute ISO/IEC 27001:2013, ISO
9001:2015, ISO 22301: 2012, n ISO/IEC 20000-1:2011, PernamenT (EC) N2 910/2014 n BbTpelwHuTe
yrpaBneHckn peweHus u Mepkn. M3BbpluBaHute oauTM Ha EBpPOTPBLCT ce OTHAcAT 3a BCUYKK
YpocToBepuTenHun opraHn, NpuHaanexalum kbm 6a3oBust YaoctoBepsBaly, opraH, Permctpupalums opraH,
KaKTo 1 Apyrn enemMeHTn Ha HpacTpykTypaTta Ha nybnuyHus knod, Hanpumep OCSP cbpBbp.

EBpOTp'bCT €XXerogHo n3BbpLuBa Han-Marnko eauH BbTpeLleH oaunT.
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EBpoTpbCT € 00ekT Ha oguT Hanl-Manko BedHbX Ha 24 meceua oT OpraH 3a OueHsiBaHe Ha
CcboTBeTCTBMETO. LlenTa Ha oguTa € aa ce noTBbpau, Ye EBpOTPBLCT KaTo A4OCTaBYMK Ha KBanuduumpaHu
YOOCTOBEPUTENHN YCNYTM U NPEAOCTaBAHUTE OT HEero KeanuduuupaHn YLOOCTOBEPUTENHU YChyrn
OTroBapsT Ha M3uckBaHusaTa, nocoveHn B PernameHt EC) Ne 910/2014. [JocTtaBunkbT nNpeacTaBsa Ha
OpraHa no Hag3op CbOTBETHUS 4OKNaA 3a OLEHsiBaHe Ha CbOTBETCTBMETO B CPOK OT TpU paboTHU AHU
crnepa KaTo ro nosyuyu.

OpraHbT N0 Hag30p MOXe MO BCAKO BpemMe Aa M3BbpLUM oauT unm ga noucka oT OpraH 3a

oLueHABaHe Ha CbOTBETCTBMETO Aa HanpaBu OoUueHABaHE Ha CbOTBETCTBMETO HaA EBpOTp'bCT.

8.1 YECTOTA HA OOUTA

PbkoBOoACTBOTO Ha EBpOTPBLCT Ha3HayaBa NepnoanyHn NPOBEPKM 3a CbOTBETCTBUE Ha TekyLlaTa
DenHoCT ¢ yTBbpaeHuTe lNpakTtuka n Nonntuka npu npegocTaBsHe Ha KBanuuuympaHm yaocTtoBepUTENHN
ycnyrm OTHOCHO AenHocTTa Ha EBpOTpBCT.

PbkoBoACTBOTO Ha EBpOTPBLCT oCbLiecTBABa MOCTOSIHEH OMepaTUBEH KOHTPOST 3a TOYHOTO

N3NbITHEHNE HA MHCTPYKLMUTE Npu paboTa OT nepcoHana Ha EBpoTpbCT.

8.2 KBAJIM®OUKALUA HA NMPOBEPABALLUTE JILA

BbHLWEH 0QuT ce M3BbpLUBA OT akpeanTMpaH 1 He3aBucum oT EBpoTpbeT OpraH 3a oueHsBaHe Ha
cboTBeTCcTBMETO. Cunctemata 3a akpegutaumsi M KOMMNETEHTHOCT Ha oguTopa ca onpeaeneHu B
PernamenT (EO) Ne 765/2008 3a onpegensiHe Ha U3NCKBaHUATA 3a akpeauMTauusa n Haa3op Ha nasapa BbB
Bpb3Ka C NyckaHe Ha Nasapa Ha NpoAayKTu u 3a oTMsaHa Ha PernameHT (EMO) Ne 339/93 u ce perynupa ot
ISO/IEC 17065:2012: OueHkaTa Ha CbOTBETCTBMETO - M3UCKBAHUSA 3a OpraHuTe, y4OCTOBepsiBaluMTe
NPOAYKTK, NpoLiecuTe u ycnyrute.

BbHWHaA npoBepka OT HaA30peH oOpraH ce M3BbpLUBA MO BCAKO BpPeEME OT ONpaBOMOLLEHMU
cnyxutenun Ha OpraHa no Hag3op — Komucusata 3a perynupaHe Ha cbobLieHusaTa.

BbTpeLlHmaT oguT ce n3BbpLUBa OT CAYXUTENU HA EBPOTPBCT € HYXKHUSA ONUT U KBanudukaums.

3a uenute Ha oguTHaTa AeWHOCT, EBpPOTPBLCT € Haen M OonpaBOMOLLM CRYXUTENW, KOUTO
npuTexaBaT HeobBX04MMUTE TEXHNYECKN NO3HAHWS, CBbP3aHN C MHppacTpykTypaTa Ha NyGnMYHNS KoY,
C HagexpaHaTa un curypHa paboTa Ha TexHosnormyHara cucrema, MHOpMaLMOHHa CUIYPHOCT, KakTo U C

Halrim4yme Ha rosfiaMm npakTn4eckmn ornnTt B oANTUPAHETO.

8.3 OTHOLWEHUA HA NPOBEPABALLUUTE JIULUA C EBPOTPBCT

npOBepﬂBaLLI,VITe inda Tpﬂ6Ba aa 6'bﬂ,aT He3aBMCUMU, Oa He Ca NPAKO Ui KOCBEHO CBbP3aHu C
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Hero n ga HaMmaT KOHQUSIMKT Ha uHTepecn ¢ EBpoTpbCT.

OTHoLeHusATa Mexay EBpoTpbCT 1 NpoBepsiBaLLO BLHLUHO NULLE Ce ypexaaT ¢ AoroBop.

8.4 OBXBAT HA OAIUTA

MpoBepkata oT cTpaHa Ha OpraHa no Hagsop obxBala HOPMaTMBHO perfameHTUpaHuTe
N3NCKBAHNA KbM OEMHOCTTa Ha EBPOTPBLCT CbriacHo MpUIOXMMOTO 3aKOHOOATENCTBO B CeKTopa Ha
KBanuuumnpaHn ygoctoBepuTenHn yecnyru.

OautbT OT cTpaHa Ha OpraHa 3a oueHsiBaHe Ha CbOTBETCTBMETO 06XBalla UsifiocTHaTa AENHOCT
Ha EBpOTpBbCT N0 NpegocTaBsiHe Ha kKBanuduumpaHi yaoCcTOBEPUTENHN YCIYTN U U3MbIIHEHWE HA BCUYKM
cTaHAapTV 1 CTaHAAPTU3aLNOHHN OOKYMEHTU, cBbp3aHu ¢ PernameHT (EC) Ne 910/2014: gokymeHTaums;
apxXuBK; MHPOPMAUMOHHM [aHHW, CBbP3aHM C uU3gaBaHe W ynpaBfeHuMe Ha KeanuduuupaHu
YyAOCTOBEPEHNS; hrnsmyecka n MHPOPMaLMOHHaA CUTYPHOCT U HaAEXAHOCT Ha TeXHosormyHaTa cucrema
1 ynpasreHue; Y40CTOBEPUTENHU OPraHu.

O6xBaTbT Ha BbLTPEWHUTE OOUTU BKMKOYBA: MpPOBEpKa Ha [AeWHOCTTa Ha [docTaByuka W
cboTBeTCTBMETO 1 Nonutukata n MNpakTukaTta npu npegocrtaBsHe Ha KBanuuuupaHm yooCToBEPUTESNHN
yCnyru; cbnocTaBka Ha MNPaKTUKX U Npouedypu NoCOYEeHU B TO3W AOKYMEHT C TAXHaTa npakTuyecka
peanusauus Npu n3nbrnHeHne Ha AenHoCcTTa Ha EBpOTPBLCT; NpoBepka Ha AenHocTTa Ha Pernctpupalyus
opraH; gpyrn obcTosiTenctsa, aktM M OENHOCTW, CBbpP3aHM C MHApPACTpykTypata EBpoTpbCT, no

npeLeHka Ha pbKOBOACTBOTO HAa EBPOTPBLCT.

8.5 [OEWCTBUA, NPEANPUETU B PE3YNTAT HA U3BBPLUEHUA OOUT

[loknaguTe oT BbTPELLUHM U BbHLUHU OOUTU ce Npeaasat Ha EBpoTpbCT.

HoknagbT oT OpraHa 3a oueHsiBaHe Ha CbOTBETCTBMETO ce npefdaBa Ha OpraHa no Hagsop B
pamkuTe Ha 3 (Tpw) OHM crnef BpbYBaHETO My Ha PbKOBOACTBOTO HAa EBpOTpPBCT.

Bb3 ocHOBa Ha HanpaBeHUTe OLEeHKMN OT Aoknaaa, PbkoBoacTBo Ha EBpOTPbCT HabensisaBa MepKu
N CPOKOBE 3a OTCTPaHsIBaHe Ha KOHCTaTUpaHMTE NPOMYyCKN U HECLOTBETCTBUS.

MepcoHanbT Ha EBpPOTPBLCT npeanpuvema KOHKPEeTHM OEeWCTBMS 3a TSXHOTO OTCTpaHsiBaHe B

NOCO4YeHNTE CPOKOBE.

8.6 CBbXPAHEHME HA PE3YJNTATUTE OT OAUTUTE

P83yJ'ITaTI/ITe OT U3BbpPLWEHNTE BbTPELLHN N BbHWHN OOUTU CE CbXpaHABaAT HaAOJIEXHO B apxXmBa

Ha EBpoOTpBCT.
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CepTUMKaLMOHHNUAT AOKYMEHT nony4veH oT OpraHa 3a oLeHsiBaHe Ha CbOTBETCTBMETO MOXe Aa

O6bae nybnukyBaH Ha cTpaHuuaTa Ha EBpOTpLCT B UHTEPHET.

9 OPYIr'h bBU3HEC U NPABHU BBIPOCH
9.1 LUEHW WU TAKCHU

EBpoTpbCT Nnogabpxa OKYMEHT ,, Tapuda 3a npeaocTaBsiHU yOOCTOBEPUTENHN, UHPOPMALMOHHM,
KpyntorpadoCkM U KOHCYNTAHTCKM  ycryrM“ Ha CTpaHuMuata Ccu B UMHTEPHET Ha agpec:
https://www.evrotrust.com.

JocTaB4nKbT MMa NpaBo Aa NPOMEHS eaHOCTpaHHO TapudaTa no BCAKO Bpeme OT 4ENCTBUETO Ha
[orosopa, kaTo yBegomsiBa 3a ToBa Tutynaps/Cb3gartens nocpeacTtBoM nybrnvkyBaHe Ha NPOMEHUTE Ha
WHTEpHEeT CTpaHuuaTa cu.

MpomsiHaTa uma pgenctBue cnpsamo Tutynsaps/Cb3gaTtensa OT AeHd, cnejpall OeHs Ha
nyonukaumsTa.

B 5 (neT) AHeBeH CpoOK OT AaTaTta Ha NpoMsHaTa M JOKOSMKOTO € Hanvue yBenuyeHne Ha LeHuTe,
Tutynapat/Cbe3gatenaT MMa npaBo fa npekpaTtv eQHOCTPaHHO AOoroBopa C OTMpaBsAHE Ha MUCMEHO
n3sectme Ao EBpoTpbCT, cHMTaAHO OT AaTaTa Ha u3TMyaHe Ha Cpoka Ha nocregHoTo yaoctoBepeHue. B
TO3WU Criyyan OOroBopbT Ce CYMTa OTMEHEH OT AaTtaTa Ha npomsiHaTta, KaTto nnaTeHuTe no Jorosopa
Bb3HarpaxaeHus 3a nonssaHe Ha ycnyru He noanexar Ha Bb3cTaHoBsABaHe. [pu nunca Ha ussecTtue 3a
OTMsIHa ce cunTa, Ye Tutynapat/Cbe3gatenaT e cbrnaceH ¢ npomMsaHara.

npOMﬂHaTa Ha Bb3HarpaxgeHmdata He MoXe aia 3acerHe se4ye 3annaTteHn Bb3HarpaxaeHus.

9.1.1 BB3HAIPAXAOEHUA

CTOMHOCTTa Ha 4OroBopa MoXe BKI0UBA €HO UM HSAKOJKO OT CreAHUTE Bb3HarpaxaeHus:

> Bb3HarpaxaeHue 3a usgaBaHe v nogabpXkaHe Ha KBanuuumnpaHo yaoCToOBEpeHUE;

> Bb3HarpaxjeHue 3a NogHoOBsIBAHE Ha KBanMduUMpaHo yaOCTOBEPEHUE;

> Bb3HarpaXaeHue 3a M3BbPLUEHM MO WUckaHe Ha Tutynaps/Cb3gaTens KOHCynTauuum u
TEXHOMOrMYHa NOMOLL;

> LeHa 3a 3aKyneHo Mnu npegocTaBeHo nod Haem oT EBpoTpbeT obopyaBaHe;
Bb3HarpaxaeHve 3a nepcoHanunsnpaHe Ha uU3nN4eckn HOCUTETT,
3a M3BbPLLUBAHE Ha OTAane4YeHn NoAnnCBaHuS;
Bb3HarpaxaeHve 3a U3BbpLUBaHe Ha oTAaneYeHa naeHTUUKaLmus;

Bb3HarpaxneHusa, CBbp3aHn CbC CUr'ypHO BpbYBaHe HA €J1IeKTPOHHU C'bO6LL|,eHI/IFI;

YV V VYV V V

APYyrn Bb3HarpaxneHua 3a npegocrtaBsAaHU KBaJ'II/ld)I/ILl,I/IpaHI/I YOOCTOBEPUTEITHN YCITyTrn.

,D,'b]'l)KVIMVITe Bb3HarpaxgeHna m cymun ce 3annawiaTt Ha EBpOTp'bCT B pasmMepun, CbrnacHo
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Tapudpata 3a npegocrtaBsHUTe OT EBPOTPBLCT KBanuMduuupaHu yaoCcTOBEPUTESTHN, MH(OPMaLNOHHM,
KpMNTOrpadoCkn 1 KOHCYNTAHTCKM YCNYrn 1 B CPOKOBE MO HAYUHK, NOCOYeHM B [loroBopa v NpunoXxXeHnaTa
KbM Hero.

[lOKONMKOTO MMa YroBOpeHO aBaHCOBO WM aboHaMeHTHO Bb3HarpaxgeHue 3a M3nonsBaHe Ha
ycrnyra, CbLUOTO He MOANEXM Ha Bb3CTaHOBABaHE, ako Tutynapsat/Cb3gaTenaT He € KOHcymwupan
npegocTaBaHaTta ycnyra npe3 CboTBETHUSA CPOK, 3@ KOWTO Ce OTHacs aBaHCOBOTO MUY abOHaMEHTHOTO
Bb3HarpaxgeHue.

LleHaTta He BknioYBa Ha4MCNEHUTE OT TEMNEKOMYHWKALMOHHUTE KOMMaHWM CyMU BbB BPb3Ka C
nonasaHu ot Tutynaps/Ce3gaTtens ycnyrn oT TaX 3a UenuTe Ha NpeaocTaBaHuTe ycnyriu ot EBpoTpbCT.
Te ce gbmxkaTt u3yano ot Tutynsapsa/Cb3gaTend Ha CbOTBETHATa TeNEeKOMYHWKaLMOHHA KOMMaHus.
[ocTaBUMKBLT HE AbIDKM U HE HOCWM OTFTOBOPHOCT 3a 3annawaHeTo Ha Te3n Cymu.

Bcuukun pasxoaun u Takcu 3a npesexgaHe Ha AbIDKMMUTE CYMMU MO cMeTKaTa Ha EBpoTpbCT, ca 3a

cmeTka Ha [MoTpeburtens.

9.1.2 BB3HAINPAXAEHUA 3A YOOCTOBEPUTEJIHU, KPUITTOIrPA®CKU, UHOOPMALIMOHHU U
KOHCYNTAHTCKW YCIYTHU

3a ycnyrute no npegocTtaBsiHe M M3non3BaHe Ha KBanuduumpaHy yaqocTOBEPEHUS U CBbp3aHuTe
C TAX YCNyru ce 3annawa ob/hkMMma cyMa npu 3agessiBaHe Ha ycnyrata. B octaHanute cnyyau nnawiaHeTo
ce n3pbpLluBa B 10-gHEBEH CPOK OT NonyvyaBaHe Ha dpakTypaTa Urv CbrnacHO CKIMHOYEHUS JOroBop.

Ycnyrute, CBbp3aHM C OCbLUECTBSBAaHE Ha TEXHOMOrM4yHa MNoMOLW, W nNpeaocTaBsHe Ha
KOHCyNnTauum 3a usrpaxgaHe M NoAAbpXaHe Ha WMHAPACTPYKTypa W pelleHus 3a MHPOPMaLUOHHA
CUrypHOCT, ce TapudumpaT Ha 6asa ,4oBekoyac” u ce 3annawiat Bb3 OCHOBa Ha ABYCTPaHHO noanucaH
NPOTOKON 3a M3BbplUeHa paboTta. LleHnTe Ha yacoBaTa cTaBka B npunoxeHarta Tapuda ca BanugHu B
paMK/Te Ha yCTaHOBEHOTO paboTHO Bpeme. [NMpu paboTa B U3BBHH yCTAaHOBEHOTO paboOTHO Bpeme, LeHnTe
ce yBenun4yaBaT CbC CbOTBETEH MPOLEHT, CbriacHo Tapudara.

3a ycnyra ,MIsgaBaHe Ha kBanuduumpaHn enekTpoHHN BpeMeBUu nevyaTn® npy cbrinacyBaHo HUBO
Ha obcnyxBaHe ce 3annaiia CbrnacHo AOrOBOPHUTE YCIOBUS.

LleHaTa Ha 3akyneHO vnu npegocTaBeHoO nod Haem oT EBpoTpbCT obopyaBaHe ce yroBaps u ce
ObMKM  CbfMacHo ycnosmdata Ha  goroBopa. [lpaBooTHoweHusTa Mexay EBpotpbCcT n
Tutynapsa/Cb3gaTtens ce ypexaaT cbrnacHo obwute npaBuna Ha goroBopa 3a npogaxba, pecn.
Aorosopa 3a Haewm.

lMpu 3abaBsiHe Ha NnawaHuATa cnep OOroBopeHusa cpok MoTpebutenss abmkm Ha EBpoTpbCT
3aKoHoBaTa NuxBea 3a nepuoja A0 OKOHYATENHOTO U3nNnallaHe Ha ObIPKUMUTE CYyMN.

lMon3BaHeTO Ha NyGnMKyBaH JOKYMEHTU B VIHTEpHET cTpaHuuaTa Ha EBpoTpbeT e 6esnnaTHo. 3a

3annc n npegoctaBAaHE Ha Te€3U AOKYMEHTU BbPXY CbVISI/I‘-IeCKI/I HOCUTEN ce 3annawia cebecTorHOCTTa Ha
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TO3M HOCUTEN U KypUEePCKUTE PasHOCKW.

9.1.3 ®AKTYPUPAHE

[ocTtaBunkbT n3gasa Ha MNoTpebutensa dakTtypa 3a NpegocTaBAaHUTE YCyrn.

Henony4yaBaHeTo Ha dhakTypa He ocBoboxaaBa [loTpebuTens OT 3agb/PKeHMETO Aa 3annatu
ObIMKUMNUTE Bb3HarpaxaeHus B yroBOPEHNTE CPOKOBE.

Bcuukn obmkumMm no gorosopa cymu ce 3annawiat oT [Notpebutens B 6poi unm no 6aHKoB MbT.
MnawaHeTo no 6aHKOB NbT Ce CYMTa N3BBLPLUEHO ChC 3aBepsBaHEeTO Ha HaHkoBaTa cMeTka Ha EBpoTpbCT
B MbJIHUSI pasMep Ha ObIDKUMUTE CYyMU.

Bcunukn 6aHKOBM KOMUCMOHHM, TakCU 1 pa3HOCKM BbB Bpb3ka ¢ ODaHKOBUTE NPeBOAN ca 3a CMeTKa

Ha MoTpebutens.

9.1.4 BPBWAHE HA YOOCTOBEPEHUE U Bb3CTAHOBABAHE HA INMJIALLAHE

Tutynap/Cb3gaten Moxe Aa Bb3pa3n OTHOCHO HETOYHOCT WM HENBIIHOTA B CbAbPXaHWETO Ha
n3gageHo yaoctoBepeHune B 3-AHEBEH Cpok cneq nybnukysaHeTo my B [My6nuyHusa peructobp.

AKO npuyMHa 3a HEBSAPHOTO CbAbpXaHWe Ha YyAoCToBepeHWeTo € B Peructpupall opraH,
EBpOTpPBLCT npekpaTsiBa yooCTOBEPEHMETO M m3gaBa Ge3nnaTtHO HOBO, C BAPHO WM Bb3CTaAHOBSBA
HanpaBeHOTO NnallaHe 3a OTMEHEHOTO yAOCTOBEPEHNE C HEBSIPHO CbAbpPXKaHMe.

AKO Npu4MHa 3a HEBAPHOTO CbAbpXXaHMe Ha yOOCTOBEPEHNETO € HEBAPHO NPeACTaBsHe Ha AaHHU
OT cTpaHa Ha Tutynaps/Cv3gatens, EBpOTpbCT npekpaTaBa y4OCTOBEPEHMETO M HE Bb3CTaHOBSBA
HanpaBeHOTO nnawaHe. Ton MoXe Aa nsgane HoOBO, C BAPHO CbAbpXaHue, 3a cmeTka Ha [NoTpebuTens.

MoTpebutenat Moxe ga oTKaxe Aa npueme usgageHo KBanuuumpaHo yaoCToBepeHME C BAPHO
cbabpxaHue. B To3n criyyan EBpoTpbCT ro npekpartsiBa HedabaBHo, 6€3 Ja Bb3CTaHOBSIBA HAanpaBeHOTO

nnatiaHe.

9.1.5 BEIIMJATHU YCIIYTU

HocTtaBunkbT npegoctaBs 6e3nnaTtHO ycnyrn No perucrtpaums M UHEPOPMALMOHHWU  YCRyru,
CBbp3aHu ¢ nonasaHe Ha NyonnyHna perncTbp/XpaHMnueTo, KakTo cneaBsa:

» npoBepkKa Ha NyGnnKyBaHO B perucTbpa yaoCTOBEPEHNE Ha eNeKTPOHEH NoAmNuC;

» MpoBepKa 3a BannaHOCT Ha U3gadeHo yooCTOBEepEHUE;

» MnpoBepKa Ha CTaTyC Ha yAOCTOBEPEHWNE B peanHo BpeMe;

» yOOCTOBEPEHME 3a BpeME Ha NPeACTaBEHO CbAbpXKaHNE/eNeKTPOHHO n3sBneHne 6e3 HUBO Ha

obcnyxBaHe;
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» usternsiHe Ha aktyaneH CnmMcbk CbC CnpeHn u npekpateHn ygoctoepeHus (CRL) n goctbn
0o CRL apxus;

» U3TernsiHe Ha onepaTMBHUTE yAOCTOBEpPEeHUs Ha EBpoTpbCT;

» unsternsiHe Ha NyGnn4HM JOKYMEHTU Ha EBpOTpPBLCT;

> Opyrv ycnyru.

9.2 ®UHAHCOBU OTTrOBOPHOCTHU

EBpOTPLCT € OTroBOpeH 3a NpefocTaBAHWUTE YAOCTOBEPUTENHW ycnyrn npepg notpebutenure,
KOMTO pas3unTaT Ha yAOCTOBEPsSIBAHUSATA.

EBpOTpBLCT 0OTroBaps, ako BpeanTe ca Mo HEroBa BMHa NN Ha CTPaHUTE, Ha KOUTO TOWN € Bb3IOXWI
pa6orTa.

Ako EBPOTPBCT NOTBBLPAM M NPUEME, Y€ Ca HACTBLMNUIM BPEAW, TOM CE aHraxupa Aa nnaTtu WweTuTe.

MakcumanHaTa rpaHiua Ha nnallaHe He MoXe HadBullaBa pasmepa Ha BpeauTe.

9.2.1 3ACTPAXOBKA HA JEMHOCTTA

EBpoTpbCT cknioyBa 3adblhKMTENHa 3acTpaxoBka Ha [AeMHOCTTa CUM KaTo [OCTaBYMK Ha
KBanuMuunpaH1 yagocToBEPUTENHM YCITYTH.

3agbkuTenHaTa 3acTpaxoBKa € C HEMpekbCBaeM CPOK U ce NMOAHOBSABA eXXeroaHo.

MpeomeT Ha 3acTpaxoBKaTa € OTrOBOPHOCTTA Ha EBPOTPBLCT 3a ocbliecTBABaHaTa OT Hero
[ENHOCT, CbIMacHO U3NCKBaAHMSATA HA HaLMOHANHOTO 3aKOHOAATENCTBO.

3agbkuTenHaTa — 3acTpaxoBka — MOKpMBa  OTIOBOPHOCTTA  Ha EBpOTPBLCT  KbM
Tutynapw/CbapaTtenu, CcboTBeTHO [loBepsiBallM ce CTpaHuM 3a MPUYMHEHW WMYLLECTBEHU U
HEeUMYLLLECTBEHUN Bpean 0 rpaHuLuUTe onpeaenieHn B HaUMoHanHOTO 3aKoHOA4aTesNCTBO.

Cnen HacTbnBaHe Ha CbOMTME, KOETO MOXe [a MNO3BONM MnpeasiBABaHe Ha WCK MOKPUT OT
3acTpaxoBKaTa, 3acerHaTtoTo nuue Tpsbea aa yeBeaomun nucmeHo EBpoTpbeT 1 3acTpaxoBaTens B CPok

OT 7 OHU cnepg KaTto cboutneTo MYy CTaHe N3BECTHO.

9.2.2 3ACTPAXOBATEJIHO NOKPUTUE

3aCTanOBaTeJ'IHOTO NnoKpnuTne 3a HaHeCeHU HeunmyLleCTBEeHU n/vnu nuvyuieCctseHn Bpenn Ha
TVITyJ'IFIp/C'b3LI,aTeJ'I HE HaOXBbpJiAd padMepa yCTaHOBEH OT HAUMOHAITHOTO 3aKOHOOAaTEN1ICTBO.

3aCTanOBKaTa He NoKpuBa cltydanTe Nno OTKa3 Ha OTrOBOPHOCT, B YaCTHOCT 3a Bpean npuvnHeHu
OT:

> HecnasBaHe Ha 3aabikeHusiTa Ha Tutynap/Coanaren;
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» KoMmnpomeTumpaHe nnm 3aryba Ha yacTeH krtod Ha Tutynsap/Cbhagarten nopagm He nonaraHe Ha
AbIDKMMaTa rpuxa 3a onasBaHe Ha KIo4a npuy U3nonaBaHe;

» HecnasBaHe Ha M3NCKBaHMATa 3a NPOBEpKa Ha BanunaHOCTTa Ha eNEKTPOHHWS noanuc/neyar u
Ha KBanuuunpaHoTo ygoctoBepeHue oT [loBepsiBalla ce CTpaHa;

» hopCMaKopHU 1 opyrn ob6CToATENCTBA, M3BBbH KOHTpora Ha EBpoTpbCT.

9.3 KOH®WMAEHUMWAIIHOCT HA BU3HEC UH®OPMALIUA

EBpoTpbCT rapaHTupa, 4e cbbmpaHeTo, 06paboTBaAHETO U CbXpaHsiBAHETO Ha MHopmaumsa no
BpeMe Ha AeMHOCTTa CY KaTo JOCTaBYMK Ha KBannduumpaHn yaoCTOBEPUTENHW YCIYrn € B CbOTBETCTBUE
C HaUMOHaNHOTO 3aKOHO4ATENCTBO.

EBpoTpbCT rapaHTupa, Ye [loBepsiBawy ce CTpaHu nmat JOCTbM camo Ao MHdopmaunaTa, KosaTo

e obuwecTBeHO gocTbnHa B [yOnunyHus perncTbp/XpaHunnLeTo.

9.3.1 OBXBAT HA KOH®MOEHUWAJIHATA NH®OPMALIUA

KoHdungeHumanHa uHdopmaumsa 3a Tutynap/Ch3gaten € Tasu mHdopmauus, KosaTo He e
BKIOYEHa B U3gafeHnTe yaoctosepeHus n B Cnncbka CbC CnpeHn n npekpaTteHun ygoctoseperus (CRL).
Ta cbcTaBnsBa NMYHM AaHHM NO CMUCHIIA Ha 3akoHa 3a 3awuTa Ha nyHuTe aanHm (33J14).

KoHdunaeHumanHata nHgopmaumnsa ce cbbmnpa ot EBpOTPBLCT caMo AOKOKOTO € Heobxoauma 3a
HYy>XOMTEe Ha n3gaBaHe v nogabpXkaHe Ha yooCTOBepeHusaTa.

KoHdumaeHumanHaTta nidopmaumnsa He moxe Aa 6bae npeaocTaBsHa Ha TpeTu nuua, 6e3 n3puyHo
cbrnacue Ha Tutynapsa/Cb3gatens ¢ U3KNYeHMe Ha cnyyanTte, Nnpym KoMTo [JJoCTaBYNKBLT € 3a4bIDKEH MO
cunarta Ha 3aKOH.

[ocTaBunkbT MOXe ga cbbupa ponbnHUTENHa MHEOPMAaLMS, KOATO CbLLUO He ce BKMo4YBa B
YyAOCTOBEPEHNSATA, HO Ce U3MOM3Ba 3a LenuTe Ha KayeCTBEHOTO MoadbpXaHe Ha KBanuduumpaHute
YAOCTOBEPUTESHN YCIyrn.

KoHdbunaeHumanHata nHdopMaumnsa ce cbxpaHsBa Ha MSCTO, OOCTbMBbT 4O KOETO € OrpaHuyeH
camMmo 3a nvua oT nepcoHana Ha EBpoTpbCT, oBNacTeHn aa onepupart ¢ JaHHUTE U ce pas3KkpumsBa camo
cnep n3pu4Ho cbrnacme Ha Tutynaps/Cbh3gaTtens ¢ UsKnYeHue Ha cnyyauTe, npy Kouto JocTaByunKbT
e 3a4blMKeH Mo curaTa Ha 3aKoH.

3anncu B KypHanuTe KW rnoroBete OT cuctemute Ha EBpoTpbCT ce pasrmexgaT KaTo

KOHCbI/Iﬂ,eHLI,I/IaJ'IHa VIHCbOpMaU,VIFI M ca 3alluTeHn OT HenpaBoMeEpPEH AOCTbIM U Bb3OelncTBume.
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9.3.2 HEKOH®WOEHUWAJITHA AHO®OPMALUA

HekoHduaeHunanHa e BCsKa MHopMaLms, cbabpxala ce B My6nnyHna
pPerncTbp/XpaHMnmLeTo No OTHOLWIEHWE Ha u3fgageHuTe KBanuduuupaHn yooCTOBEPEHUSs!, KakTto U B
ny6nukyBaHusa aktyaneH CnncbK CbC cripeHn 1 npekpateHn ygoctosepeHus (CRL) u B apxvBHUTE KOoNus
Ha TO3U CMUCHK.

CnepgHata nHgopMaums B XpaHUNULLETO € JOCTbMNHA 3a 06LecTBEHOCTTA:!

Monutuka n MNMpakTuka Npy NpeaocTaBsaHe Ha KBanMduumpaHm yoocTOBEPUTENTHM YCIyTu;
6naHka Ha [Jorosop mexay EBpoTpbCT M noTpebuTtenuTe;

LeHopa3nuc Ha NnpegocTaBeHnTe OT EBPOTPLCT yenyru;

PBbKOBOACTBA 3a NoTpebuTenu;

agpecu 3a KOHTaKT ¢ Pernctpupalius opraH n YOoCcTOBepsiBaLLMS OpraH;

noTpebuTenckm ygoctoBepeHus (eANHCTBEHO cried ogobpeHne Ha noTpebutenure);

V V V V VYV V V

CnncbKbT Cbe cnpeHu u npekpateHn ygoctoBepeHus (CRL);

» un3Bagku OT Aoknagn (OOKyMeHT 3a ceptuduumpaHe) ot OpraHa Mo OueHsiBaHe Ha
CbOTBETCTBMETO UMW Apyra yNnbIHOMOLLEHA UHCTUTYLNS.

My6nnkyBaHMTe goknaam nHopmmpaT obLecTBeHOCTTa 3a:

> obxBaTta Ha oguTa;

» obuwara oueHka 3a oanTa;

» CTerneHTa Ha U3NbJIHEHNE Ha npenopbKuUTe.

9.3.3 3AWLUTA HA KOH®OUOEHUUAITHATA UH®OPMALIUA

HocTtaBumkbT U Tutynsapat/CbagaTenaT HaAmaT NpaBo Aa pasnpocTpaHsBaT wiv ga gonyckat
pasnpocTpaHsBaHe Ha WHGOpPMauWsi, CTaHana MM M3BEeCTHa MpW MM MO MOBOA WU3MbJIHEHWE Ha
3aabikeHusita MM no [loroBopa, BKIOYUTENIHO OTHOCHO NnalaHusi, 6e3 npeaBapuUTEeNHO M3PUYHO

MUCMEHO paspeLleHne oT apyraTa cTpaHa.

9.4 HENPUKOCHOBEHOCT HA JINHHUTE OAHHU

EBpOTpBLCT € peructpmpaH KaTo aAMUHUCTPATOP Ha NUYHM [IaHHW MO peaa Ha 3akoHa 3a 3awuTta
Ha NWYHU OaHHMU.

B kayecTBOTO cM Ha AOMMHMCTPATOP HA NWYHU AaHHKW, [ocTaBuyuKbT CTporo cbbnioaasa
N3UCKBaHUSITA 3a MOBEPUTENTHOCT U HepasnpoCTPaHEHNe Ha NMYHUTE AaHHU Ha TuTynspwu/CbagaTtenu,
cTaHanu My W3BECTHW NpWU W3MbIIHEHWE Ha [eVHOCTTa cu kaTo [locTaBYMK Ha KBanuduumpaHm

yOOCTOBEPUTEITHN YCITyTWn.
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9.4.1 QAEKNAPALUA 3A NOBEPUTENTHOCT

JInynuTe gaHHKn, npegoctaBeHn Ha EBpOTPBLCT ce cbxpaHsaBaTt 1 06paboTBaT B CbOTBETCTBME CbC
3akoHa 3a 3awmTta Ha nuyHuTe gaHum u PEMMAMEHT (EC) 2016/679 General Data Protection Regulation
(GDPR). EBpoTpbCT Cbbupa konmyecTBo MHopMauusa NponopLUMOHaniHoO Ha HEMHOTO NpegHasHadYeHune
nynotpeba. Bcekn notpebuten gasa corracue 3a 06paboTBaHETO Ha NMNYHUTE MY AaHHU. ToBa cbrnacue
ce 3asBsaBa C NOANMCBaHETO Ha [JoroBop 3a y4OCTOBEPUTESTHUN YCIYTN.

JInyHWTE gaHHKM ce u3nonseaT camo BbB Bpb3ka C NPeaoCTaBsAHETO Ha YAOCTOBEPUTENHN YCIyru.

JInyHWTE faHHK ca 3aWwmTeHn B CbOTBETCTBUE C NpaBunaTa 3a NoBEpUTENHOCT, CbAbpXalin ce B

nonuTMKaTa 3a CUrypHocT Ha EBpoTpbCT.

9.4.2 WUHO®OPMALUUA TPETUPAHA KATO JINYHA

Bcsika uHdopmaums 3a notpebutenuTe, KoATo He € NyGNMYHO AOCTbNHA, Ype3 CbAbpPKaHMETO Ha
n3gafeHnTe yaoCTOBEPEHUs, XPaHUMULLETO WM OHNaviH 4Ype3 Cnucbka CbC CMPEHU U MpekpaTeHu

yoocTtoBepeHus (CRL) ce TpeTupa kato nuyHa.

9.4.3 WUH®OPMALUA, KOATO HE CE CHUTA 3A JINYHA

Lisnata uHdopmaums, onoBecTeHa B yOAOCTOBEPEHUSTA, CE CUMTA, Y€ HE € JINYHA, OCBEH aKo
N3PUYHO HEe e NpeaBuaeHo Apyro B 3akoHa 3a 3awimTta Ha nudHuTe aanHm n PETMTIAMEHT (EC) 2016/679
General Data Protection Regulation (GDPR).

9.44 OTroBOPHOCT 3A 3AWWUTA HA INYHUTE OAHHU

EBpoTpbCT 1 Pernctpupalyusa opraH, KOuto nonyvasaT NoBepuUTenHa MHopMauus, rapaHTmpaT
3alimTarta Ha NMYHU AaHHW Ha noTpebuTtenute. EBpOTPBCT He Aonycka KOMNPOMETUpaHe 1 paskpuBaHe
Ha NUYHW OaHHW nped TpeTu nuua. MNpefgocrtaBsaHe Ha AOCTbN A0 NUYHA MHGOpMaUnda € eANHCTBEHO B
CbOTBETCTBUE C U3UCKBAHUATA Ha 3akoHa 3a 3almTa Ha nuyHuTe gaHHn n PEMMAMEHT (EC) 2016/679
General Data Protection Regulation (GDPR).

9.45 CBITIACUE 3A U3NON3BAHE HA JINYHU OAHHU

OcBeH, ako He e nocoveHo apyro B llpakTukata npu npefocTaBsiHe Ha KBanuduumpaHu

yOOCTOBEPUTEITHN yCﬂyI'VI“, npunoxXmMMmnTe npasuna 3a NOBEepUTENIHOCT (OCBeH B cClny4YyauTte Ha
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cnopasymMeHue) Wu3ucKBaT JMYHUTE daHHM da He 6bgar wuanona3eaHm 6e3 cbrnacMeto Ha

Tutynaps/Cb3naTens, OCBeH B criyyanTe, NpeaBuaeHN B 3aKOH.
9.4.6 OPYIr'h OBCTOATENCTBA 3A PA3KPUBAHE HA UH®OPMALUA

MpakTvkaTa npu npenocTaBsHe Ha KBanuduumMpaHu yOOCTOBEPUTENHMU YCryrM He noco4sa

HMKaKBK Opyrn oBCTOATENCTBa B TOBA OTHOLLIEHME.
9.5 NPABA BbPXY UHTENEKTYAJIHA COBCTBEHOCT

PasnunyHun gaHHuW, BKIOYEHW B n3gaBaHuTe OoT EBpOTPBCT KBanuduumpaHn yaoCToBEPEHNUS Unu
nyonukysaHn B [lyGnnyHua peructbp/XpaHnnuiie ca o6ekT Ha npaBa BbPXy WHTEnNekTyanHarta
COBCTBEHOCT 1 APYrn NUMYLLLECTBEHN U HEMMYLLIECTBEHW NpaBa.

OTHOoweHuATa NO NOBOA4 Ha Te3anm npaBa Mexay EBpoTpbCT ¥ Apyrute y4acTHMUM B
NHpacTpykTypaTa Ha EBpOTPBLCT, KaTo BbHLHM Pernctpupallym opraHu 1 Ap. ce ypexaar ¢ 40rosop.

Bcuukn nspgageHy ksanvdpuumnpaHy yooctosepeHus ot EBpoTpbCT ca 06ekT Ha aBTOPCKO NpaBo
Ha EBpOTpBLCT.

Bcuukn npaBa Bbpxy nanonaeaHu ot EBpoTpbCT 6msHec mapku (Hanp., EVROTRUST®), kakto 1
CbObpXKallum ce B yAOCTOBEpEeHuaTa TbProBCKU HaNMeHOBaHUS N3non3BaHu oT
Tutynapute/Cb3gatenuTe, ce 3ana3BaTt OT TUTYNApuUTe MM/Cb3gatenute UM U ce u3nonseaT camo 3a
HY>KOMTE Ha NpegoCTaBsHUTE yOOCTOBEPUTESTHN YCIYTN.

[lBorikaTa Knio4oBe, KOpPeCcnoHAMpaLn Ha YOOCTOBEpPeHUATa n3gageHn ot EBpOTPBLCT, KakTo u
CbOTBETHUA CEKpPeTEH MaTepumar, ca 06eKkT Ha npaBa Ha EBpOTPLCT, HE3aBMCMMO OT COBCTBEHOCTTA Ha

dmsnyecknss Hocutern Ha Kro4oBeTe.
9.5.1 MNPABO HA COBCTBEHOCT HA JAHHU B KBAJIN®ULIUPAHU YOOCTOBEPEHUA

EBpOTp'bCT 3ana3Ba BCUYKM NpaBa Ha UHTENEeKTyaliHa COBCTBEHOCT Ha BKMNIOYEHUTE OaHHN B

KBanuguunpaHuTe yaoCTOBEPEHUS.
9.5.2 TMNPABO HA COBCTBEHOCT HA UMEHA U TbPIOBCKU MAPKH

EBpOTp'bCT npuTeXaBa perncTtpmnpaHa mMmapka, CbCtosdlla ce OT rpacbvlqu 3HaK N Hagnuc, KOMTo

npeacraendBa cnegHoTo J10ro:

es/fotrust E
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JloroTo e pernctpuvpaHa TbproBcka Mapka Ha EBpOTPBCT M He MoXe [a ce M3nonasa oT Apyru
cTpaHu 6e3 NnpeaBapuUTENHOTO NMCMEHO ogobpeHne Ha EBpoTpbCT.

Bcuukn notpebutenn 3anasBat npaBO Ha MHTenekTyarnHa cobCTBEHOCT Ha TbproBCKa Mapka,
Mapka 3a ycrnyru, unm TbproBCKO HauMeHOBaHWe, CbObpXaLlo ce BbB BCSAKO M3gageHo KBanvpuumnpaHo
yAOCTOBEpPEHME.

MpaBo Ha wuHTenekTyanHa cobCTBEHOCT € YyHukanHoTo ume (DN) B pamkuTe Ha BCSIKO

yaoctoBepeHue, ngageHo Ha Tutynap/Cwagaren.

9.5.3 NPABO HA COECTBEHOCT HA 1IBOMKA KNIOYOBE

[lBoikaTa Kkrn4yoBe Ha MOTpPeGuTenuTe M CBbP3aHOTO C MyGRUYHMS KoY KBanuduumpaHo
yOooCToBepeHue n3aaneHo oT EBpOTPBLCT, KakTo M CbOTBETHUS CEKPETEH MaTtepuarn e COGCTBEHOCT Ha
EBpoTpbCT, HE3aBMCHMO OT COBCTBEHOCTTA Ha mnsnyeckaTta cpeaa, B KOATO KIOYOBETE Ce CbhXpaHsBaT
“ 3aWuTaBar.

YagocTtoBepsBaLMTe OpraHn ca cobcTBEHOCT Ha EBpOTpbCT.

9.6 OBLUA NONTOXEHUA

Tasu vacT ot NpakTuka Npu npegocTaBsHe Ha KBanuuumpaHn yaqocTtoBepuTenHn ycryru onncsea
3a0bIDKEHNATa, rapaHuumMTe U OTrOBOPHOCTTa Ha EBpoTpbCT, Pernctpmpalusa opraH, notpedbutenute u
AoBepsiBaluTe ce CTpaHu. YpeaeHu ca npasarta, 3aabiKeHnsaTa u AbiKknuMmara rpyxa Ha notpeburtenure
1 ooBepsABaLLM Ce CTpaHWu. 3aabimKeHmaTa U OTTOBOPHOCTTa Ha noTpebutenuTe n EBpoTpbCT ce ypexaat
ypes JoroBOpHM cnopasymeHunsi. OTHOLLEHMSITa C AOBEPSABALLM Ce CTpaHu ce ypexaaT no pega Ha obwoTo
AENUKTHO NpaBo.

[orosopute 3a npegoctaBsiHe Ha YAOCTOBEPUTENHM YyCnyrn cnegBa ga 6baart CknovBaHu B
NMCMeHa Unu enekTpoHHa dopma, Npu crna3eaHe Ha pasnopenodute Ha PernameHT (EC) Ne 910/2014,

PEMMAMEHT (EC) 2016/679 v npunoXxmnmoTo 3akoHogatencteo B Penybnuka Bbnrapus.

9.6.1 3AOBITKEHUA, OTTOBOPHOCT U TAPAHLUUN HA EBPOTPBCT

EBpOTpbCT rapaHTnpa, Ye ocbLyecTBsiBa JENHOCTTa CU KaTo:

» cnasBa TOYHO YCMNOBMATA B HaCTOAWMA AOKYMEHT, n3uckBaHusaTa Ha PermameHTt (EC) Ne
910/2014, PEMAMEHT (EC) 2016/679 1 HauMOHANHOTO 3aKOHOOATENCTBO MPU OCbLLECTBABAHE Ha
AevHocTTa cv Ha [loctaByuK Ha KBanuuuupaHu yaoCTOBEPUTENHN YCIyru;

» npefocTaBeHUTe YCryry He HapyluaBaT aBTOPCKWUTE NpasBa M NUUEH3NpaHu npasa Ha TpeTu

CTpaHu;
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» M3nonseBa TexXHW4Yecko obopyaBaHe M TEXHOMOMMKW, KOUTO OcUrypsBaT HagexgHOCT Ha
CUCTEMUTE M TEeXHMYEeckaTa M KpunTorpadycka CUrypHOCT Mpu OCbLUECTBsIBAHE Ha MpouecuTe, B TOBa
YMCIO M CUTYPEH W 3alUTEH MEXaHU3bM/YCTPONCTBO 3a FEHEpMpaHe Ha KIo4YoBE M 3a Cb3faBaHe Ha
eneKTPoHEeH nognuc/neyat B CBOSATa MHAPACTPYKTYpPa;

» usgaBa KBanvduumMpaHu yooCTOBEPEHMS 3a eNEeKTPOHHU Noanucu/nevaTu cneg Kato npoesepum
C AonycTMMKM OT 3aKOHa CpeACcTBa NpeacTaBeHaTa MHopMaLns;

» CUIypHO CbXpaHsiBa M noaabpxa nHdopmauusi, CBbp3aHa C usgaBaHUTE YOOCTOBEPEHUS U
onepartvBHaTa paboTa Ha CUCTEMUTE;

» cnasBa yCTaHOBEHWUTE npoueaypu 3a paboTa 1 npasuna 3a TeEXHUYECKM N PUINYECKN KOHTPOTT,
B CcboTBeTcTBME C ycnoBusitTa B [lpaktuka u [lNonuTuka npu npegoctaBsHe Ha KBanuduumpaHu
yOOCTOBEPUTENTHU YCYTN;

» TMpu WUCKaHe u3gaBa CbOTBETHUTE TUMOBE YOOCTOBEPEHWS, CMa3BaMky YcroBusitTa W
npouenypvte B TO3M OOKYMEHT, CbOTBETHUTE [MONNTMKM 1 0OLLONpPMETU CTaHaapTH:

e yaocrtoBeputenHu ycnyrm - X.509, PKCS # 10, PKCS # 7, PKCS # 12,
e yOocToBepsiBaHe Ha Bpeme - npenopbka RFC 3161;
e [poBepKa cTaTyca Ha yaocToBepeHue - npenopbka RFC 2560;

» yBegowmsBa [loTpebutenute 3a akpegutaumaTa cu;

» Cb3gaBa Bb3MOXHOCT 3a He3abaBHO cnuvpaHe W nMpekpaTsaBaHe Ha [OEeNUCTBMETO Ha
KBanmduumnpaHo yaoCToBEPEHNE;

» npekpaTtsBa W cnvpa AOeWCTBMETO Ha YAOCTOBEPEHMS MNpU YCroBMATa U NO peda Ha
cboTBeTHaTa [onuTuka;

» yBegomsiBa He3abaBHO 3aMHTEpPeCcOoBaHWTE N1La Cred CcnMpaHe Ha yaoCTOBEPEHUE;

» ocurypsiBa YCroBusi 3a TOYHO oOnpedensiHe Ha BPEMETO Ha wu3gaBaHe, CrivpaHe,
Bb30OHOBsAIBaHE U NpekpaTsiBaHe Ha A4EeNCTBMETO Ha Y4OCTOBEPEHUATA;

» U3NbMHABaA npoueaypu nNo uaeHTMdukaums M ycTaHOBABaHE Ha aBTEHTMYHOCT Ha
Tutynaps/Co3gaTens;

» ocurypsiea MEpKM cpeLly nognpaBsHe Ha yooCTOBEPEHMATA U MOBEPUTENHOCTTA Ha LaHHUTE,
A0 KOMTO MMa AO0CTbN B Npoueca Ha Cb3laBaHETO Ha noanuca/neyara;

» U13Non3Ba HageXaHW CUCTEMU 3a CbXpaHsBaHE U ynpaBreHne Ha yaOCTOBEPEHUATA;

» CaMO HaanexHo OBMAaCTEHM CIYXWUTENu MmaTt OOCTbM 3a BHACAHE HA NPOMEHW B LaHHUTE,
yCTaHOBSIBaHE Ha aBTEHTMYHOCTTA M BannAHOCTTa Ha YAOCTOBEPEHUATA;

» B3uMa He3abaBHM MeEpKM MNPV Bb3HUMKBAHE Ha TEXHWYECKM MpobnemMu BbB Bpb3ka CbC
CUI'YPHOCTTA;

» C M3TM4YaHe Ha cpoka Ha BanMOHOCT Ha KBannUUMPaHOTO YOOCTOBEPEHWE OTMEHS
BanuOHoOCTTa MY;

» uHdopmupa Tutynapute/Cb3garenute n 4OBEPSBALLNTE CE CTPAHM 3a TEXHUTE 3a4biHKEeHUs
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N AbIKMMa rpuka Ha noBefeHune npu n3nonsBaHeTo n AoBepsBaHeTo Ha NpedocTaBsHnTe oT EBpoTpbCT
YAOCTOBEPUTENHN YCMYrK, KakTO U OTHOCHO MPaBUIHOTO W CUTYPHO W3MOM3BaHe Ha Wu3gageHuTe
YyAOCTOBEPEHNS U NPeaoCTaBEHN YOOCTOBEPUTENHUN YCIYrn, CBbP3aHu C TAX;

» U3nonsBa U CbxpaHsBa cbbpaHaTa nuyHa 1 gpyra nHopmauus camo 3a LenuTte Ha cBosTa
OENHOCT NO npeaocTaBssHE Ha  yOOCTOBEPUTENHW YCRyrM B CbOTBETCTBME C  HAUMOHAMNHOTO
3aKOHOAATErCTBO;

» He CbXpaHsBa 1 He Konupa JaHHKU 3a Cb3faBaHe Ha NoTPeBUTENCKM YacTHM KITOYOBE;

» noaabpXka pasnonaraemMu CpencrtBa, KOMTO OCUrypsiBaT Bb3MOXHOCT 3a M3BbpLUBaHE Ha
OenHocTTa My,

» CKIo4YBa 3acTpaxoBka 3a BPEMETO Ha CBOATA OEVNHOCT;

» noagbpxa [OBepeH nepcoHan, nputexasall HeobxoaumuTe eKCNepTHU 3HaHWS, OnUT U
kBanudurkaumnsa 3a M3BbpLIBaHe Ha AENHOCTTa;

» noagavbpxa [NybnuueH pernctbp/xpaHunuile, B KOUTO Nyonnkysa nsgageHnTe KsannduumpaHm
yOocToBepeHusi, akTtyaneH ChOMCbK CbC ChnpeHn wu npekpateHn ypocTtoBepeHnss (CRL), gpyrm
obcToaTencTea U eNekTPOHHU JOKYMEHTW, CbrMacHO TO3N AOKYMEHT M HaUMOHANHOTO 3aKOHOA4aTeNCcTBo;

» ocurypsiea NOCTOAHEH AocTbN o [NyGnnyHusa permctbp No enekTpoHeH NbT (24/7/365);

» ocurypsisa 3almta cpelly BHacsiHe Ha NpomeHu B nogabpxaHusa [MybnuyeH pernctbp oT
HepernameHTupaH 1 HenpaBoMepeH AOCTbIM UM Nopaan CrnyyYyamHo cbouTue;

» nybnukyBa He3abaBHO B [MyOnunyHuA pernctbp nsgageHuTe n NOANMcaHn yagocToOBEPEHMS;

» Cb3gaBa YCNoOBMS Ha BCsika JOBepsiBalla ce CTpaHa Aa NpoBepu cTtatyca Ha M3gageHo wm
ny6nukyBaHo ygoctoBepeHue B Ny6nuyHma Pernctbp Ha yooCcTOBEPEHUS;

» U3BbpLUBA NEPUOAMYHN BBTPELIHM OAMTU Ha LEeWHOCTTa Ha YAocToBepsiBalwus opraH u
PerucTtpupalwuma opran;

» U3BbPLUBA BbHLUHM OOUTU OT HE3AaBMCMMW OAUTOPU N NyBNUKyBa Ha canTa cu pesyntatuTe ot
npoBepkara;

» MN3MnonsBa B AENHOCTTa ey cepTudunumpad copTyep 1 xapayep, Kakto U CUrypHU 1 HagexaoHu
TEXHOSTOMMYHN CUCTEMM;

» noaabpXka Ha carTa Ha EBpOTPBLCT cnuchkK ¢ Pernctpupallim opraHu, CNUChHK NpenopbymuTeneH
copTyep U xapgyep 3a v3nonasaHe OT notpebutenute, 6naHku, dopmynspu, Tunos [oroBop un ap.

OOKYMEHTU B Norsi3a Ha I'IOTpe6I/ITeJ'IVITe;

[locTaBunKbLT HOCK OTrOBOPHOCT Nped Tutynsap v [loBepsBalya ce cTpaHa 3a npuyYnHeHn Bpeam ot
rpyb6a HeGpPEeXHOCT UM YMUCHI:

» OT HensnbriHeHVe Ha uancksaHuaTa ot PernameHT (EC) Ne 910/2014 npu ocbLyecTBABaHe Ha
AeHOCTTa C1 No NpefoCTaBsHE Ha KBanuduumpaHn yaqoCTOBEPUTENTHN YCIYTu;

> oT HEBEPHU UK nuncealln gaHHW B KBaJ’II/IQ)VIU,VIpaHOTO yooctoBepeHne KbM MOMEHTa Ha
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n3gaBaHeTo My;

» OT Bpeaun, KOMTO ca NPUYMHEHM B Crny4van, Ye no Bpeme Ha M3gaBaHeTo Ha yaOCTOBEPEHNETO
nuueTo, nocoyeHo kato Tutynap/Cb3gaten, He e pasnonarano C YacTHUSA KN4, CbOTBETCTBALL, Ha
NyGANYHMA KINHoY;

» OT anropuTMMYHOTO HECBHOTBETCTBME MEXOY YaCTHUS KN4 U NyOGnNMYHUS KoY, BNUCBaH B
YAOCTOBEPEHNETO.

» OT HecnasBaHe Ha 3aabllKeHusTa CM NO M3gaBaHe W ynpaBneHue Ha KeanuduuupaHu
YAOCTOBEPEHWS;

» OT BNUCBaHE Ha HEBEPHU UNN NUNCBALLN JAaHHW B yOOCTOBEPEHUATA;

> OT NPONyCKM B YyCTAHOBAIBAHE Ha MOEHTUYHOCTTa Ha TuTynsps/Cbwanatens.

BbB Bpb3ka C U3NbSIHEHME Ha u3MckBaHMATa Ha PSD2, npun nouckeaHe oT cTpaHa Ha NCA Ha
NMHopMaLms, CBbp3aHa C U3gageHn yaocToBEPEHUS C BMMCaH B TSX HOMEpP Ha NMLUEeH3a Ha nnaTtexHarta
MHCTMTYUMA Ha Payment service provider (PSP), peructpmpaH oT cbwus NCA, OTroBOPHOCT Ha
EBpOTpBCT € Aa ocurypu Tasm nHdopmauums, KoATo ce npegnara cpelly 3annawaHe. Cneg nssbpluBaHe
Ha 3annawaHeto, EBpoTpbCcT nogasa uHdgopmaumsa kbM NCA 3a usgageHute yooCTOBEpeHusi, KaTo

nocoYBa TEXHUAT GpoW, BUA, CEPUEH HOMEP M NepUo Ha BanvaHOCT.

9.6.2 3AOBINKEHUA, OTTOBOPHOCT U TAPAHUWU HA PETUCTPUPALLINA OPIrAH

EBpOTpBCT rapaHTupa, Ye Pernctpupallimsg opraH nMsnbrHsaBa cBouTe (OYHKUMU U 3a0bIDKEHUS B
MbMNHO CLOTBETCTBUE C YCNOBUATA B TO3U JOKYMEHT, C U3UCKBAHUATA U npouenypute B MNonutukata m
nsgageHnTe BbTPELLHU onepaTUBHU UHCTPYKLUW.

EBpoTpbCT oTroBaps 3a [feunctBuaTa Ha Peructpupawma opraH B MH@pacTpykTypata Ha
EBpoTpbCT.

EBpOTpBbCT rapaHTupa, 4Ye Pernctpupalums opraH:

» N3NbJIHABA CBOSATA OEMHOCT, KaTo M3MoN3Ba HaZEeXaHN U CUTYPHU YCTPOMCTBA U COPTYEP;

» npegocTaBs YCryrn, KOUTO ca B CbOTBETCTBME CbC HALUMOHANHOTO 3aKOHOL4ATENCTBO U He
HapyLLaBa aBTOPCKUTE NpaBa 1 NULEH3NpaHn npaea Ha noTpebutenure;

» nonara HyXHUTe ycunus, 3a a U3BbpLUBa NpaBuiHa maeHTudmkauna Ha notpebutenute,
BbBeXJa NPaBUITHO M TOYHO AaHHWUTE B 6asaTa JaHHW Ha EBPOTPBLCT M akTyanuanpa tasu nHgopmauns
B MOMEHTa Ha NoTBbpXJaBaHe Ha AaHHUTE;

» He npaBv YMULLINEHN rPEeLLIKA UK He BHACs HETOYHOCTU B MHGOpPMaUMATa, CbabpXalla ce B
YyOOCTOBEPEHUATA;

» HeroBuTe ycnyru ca B CbOTBeTCTBME C obwonpuetute ctaHgaptu: X.509, PKCS # 10, PKCS
#7,PKCS # 12;
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> HeroBWTe YCRyr ce NpefocTaBAT Bb3 OCHOBa Ha npouedypu, KOMTO ca cbobpaseHun c
npenopbkuTe Ha ,lMpakTuka npy NpeaocTaBsHe Ha KBanuduumMpaHn yaoctoBepuTenHu yenyru®; Toea ce
oTHacs Jo:

e npoueaypy 3a NpoBepKa Ha CaMONMYHOCTTa Ha NoTpedutenuTe,

e npoueaypy 3a NPoBeEpPKa, 3a AOoKa3BaHe Ha YacTeH KoY, CBbp3aH C NyGnMYeH Ktou;

e Mpoueaypu 3a npuemaHe, obpaboTka U NOTBbPXKAEHNE UNN OTXBBLPIISAHE Ha UCKaHWUA Ha
noTpebutenu 3a usgaesaHe, NogHOBSABAHE, CNpPaHe U NpekpaTsBaHe Ha YOOCTOBEPEHUS;

e TMpoLeaypy 3a KCkaHe Ha NOTBbPXAEHUE OT YA0CTOBEPSBALL OpraH, Bb3 OCHOBA Ha Beye
NpueTo WckaHe OT MOTpeGuTen 3a wu3gaBaHe, MOAHOBSIBAaHe, ChMpaHe WNM MpekpaTsBaHe Ha
YOOCTOBEPEHVE;

e npoueaypy 3a Cb3faBaHe Ha apXuB Ha CbOPaHWUTE MPUIOXKEHWS M OaHHM, MONyYEHU OT
noTpebutenure;

e npoLeaypyv 3a reHepupaHe Ha Kro4voBe 3a noTpebuteny;

e [Mpoueaypw 3a nepcoHanusauus U n3gaeBaHe Ha eneKkTPOHHM KpunTorpadCcku KapTu, Ha
KOUTO Ce CbXpaHsiBaT y4OCTOBEPEHUSITA U ABOMNKATa KMOYOBE;

e y4yacCTBaT BbB BbHLIHU N BbTPELIHN OOUTU Ha EBpOTp'bCT .

PernctpupalmaT opraH ce aHraxupa ga:

» npeacTaest Ha EBpOTPBLCT npenopbky, 0COBEHO TE3N, KOUTO NPOM3THUYAT OT OAUTUTE;

» [a ocurypu 3alimta Ha fMYHUTE JaHHU B CbOTBETCTBME CbC 3aKkoHa 3a 3aluTa Ha NU4HuUTe
gaHHn, GDPR 1 0oTHOCMMOTO 3aKOHO4AaTENCTBO;

» [a CbXpaHsiBa Ha CUIYpHO MSICTO YacCTHUTE KMYOBE Ha onepaTtopuTe B CLOTBETCTBUE C
N3NCKBAHNATA 3@ CUTYPHOCT, OnpeaeneHn B HacTOALLNS AOKYMEHT;

» [Oa He M3MNon3Ba JNIMYHUTE OMEepaToOpPCKM KITHOYOBE 3a LENW, PasfMyHU OT Te3u, NMOCOYEHU B

HaCTOALLMSA JOKYMEHT.

9.6.3 3AOBINKEHUA HA NOTPEBUTEJIUTE

Tutynapat/Cbe3gatenaT nnu HagnexHo osnacteHoTo oT Cbh3gatens u3nyecko nuue, NOCoYeEH B
n3aafeHoTo KBanuuuupaHo yaoCTOBEPEHNE, Ma CneaHnTe 3a0bIMKeHNs:

» [pa ce 3ano3Hae W ga cnassa ycnosuaTta Ha [orosopa, lNonutukute mn lNpakTtukute npu
npeaocTaBsHe Ha KBanuduumpaHu yaooCToBEepUTENHU yCrnyrm oT EBpOTPBCT, KakTo U U3NCKBaHUATa B
ocTaHanuTe JOKYMEHTU, ny6nukysaHu B [y6nuyHmsa pernctbp Ha EBpOTpBLCT;

» npu nogaBaHe Ha MUCKaHUSA 3a u3fgaBaHe U ynpaBneHue Ha yooCTOBepeHus Aa npefocTasu
BApPHA, TOMHA M MbhHa MHGOPMaUUA, KOATO EBPOTPBLCT uanckeBa cbrnacHo [orosopa, HOpMaTUBHUTE

N3nNCKBaHUA, NPpUNoOXnNMmnTe MNonutnkn n npaKTVIKVI;
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» [areHepupa KpunTorpadCku KIouoBe, M3Nosi3Bankm CUrypeH MeTod 1 anroputbm, CbobpasHo
nanckeaHunaTa Ha PernameHT (EC) Ne 910/2014 n ga nanonaea ogodpeHn oT EBpOTpBLCT yCTponcTBa 3a
Cb3JaBaHe Ha eNneKkTPoHeH nognuc/neyar;

» [0a npoBepu MNbfHOTaTa M BEPHOCTTA Ha CbAbPXKaHMETO Ha npegocTaBeHaTa OT Hero
nHopmaums 3a ygoctosepsiaHe B none DN (Distinguished Name) Ha nsgaBaHuTe ygoctosepeHus. B
cnyyam Ha HEeCbOTBETCTBME Mexay npedctaBeHaTa WMHGopMaumss U yOOCTOBEPEHOTO CbAbpXKaHue,
notpebutens Tpabea ga ysegomm HesabaBHO EBPOTPBLCT;

» [a npeycTaHoBW M3MOM3BaHETO Ha yOOCTOBEPEHUETO B Crydal Ha CbMHeHWe 3a 3aryba vnm
KOMNpoOMETMpaHe Ha YacTHUSA KoY 1 aa nogane Ao EBpoTpbCT 3asiBka 3a HEFOBOTO CNMpPaHE;

» [a npeycTaHOBU U3MON3BaHETO Ha YAOCTOBEPEHMETO NPU HaNU4Me Ha octapsna, NpoMeHeHa,
HeTOYHa W/Unn HeBApHa MHAOPMaUNS, BKOYEHa B U3aadeHO YAOCTOBEepeHVe U Aa NofAafe VCKaHe 3a
crnvpaHe Ha 4eNCTBMETO Ha YOOCTOBEPEHMETO;

» npegu ga uanonssa HOBOTO YAOCTOBeEpeHWe, aa npomeHn gocerawnus MNUH 3a goctsbn oo
YCTPOWCTBOTO 3a Cb3[aBaHe Ha efleKTPOHEeH noanuc/nevar, KbAEeTO Ce CbXpaHsiBa YaCTHUAT KITOv;

» [a npunoxun Heobxogmmarta AbIDKMMa rpwxka u ga npegnpveme HeobxoaMmuTe Mepku 3a
npegoTBpaTsiBaHe Ha YaCTHUSA KNOY OT KOMNpomeTupaHe, 3aryba, paskpvsaHe, MoAMMUKaLMS UNn Apyro
HepaspeLLeHo OencTBue;

» [0a u3nonssa u3gageHoTo OT EBPOTpbCT ydoCTOoBeEpeHWe camMo 3a 3aKOHHW uenu u B
CbOTBETCTBUE C YKasaHaTa B Hero nonuTuka 1 NpakTuka;

» pa opobpsiBa ycnosusita, nocoyvenn B [loroBopa mexay Hero u EBpoTtpbeT; ToBa ogobpeHne
TpsibBa Aa ce CbCTOM Ha caMopbyeH noanuc Bbpxy [Jorosopa;

» paopobpsBa n3gageHoTo 3a HEro YyA0CTOBEPEHWE;

» [a He paskpumBa naponata 3a [OCTbM Ja YCTPOWCTBOTO 3a Cb3gaBaHE Ha ereKkTPOHeH
noanuc/neyart Ha HeynbiHOMOLLEHN NULA;

> [a He NpaBu OOCTbINEH CBOS YaCTeH KoY 3a Apyru nvua.

9.6.4 OBINDKUMA rPUXA HA OOBEPABALLA CE CTPAHA

Jlnyarta, kouto ce nosepsAaBaTt Ha KBaJ'II/I(*)VIU,I/IpaHO yoocTtoBepeHune 3a eneKkTpoHeH nognuc/nevat
TpFl6Ba da nputexasat OCHOBHW MO3HaAHUA OTHOCHO NMPUHUUNUTE Ha MU3NOoJi3BaHE U MPUIoOXnMOCT Ha
EJ1IEKTPOHHUA noanuc/nedat n Ha ycnyrute, CBbp3aHu C yn0Tpe6a Ha KBaJ'IVICbI/ILl,I/IpaHO yAaoCTOBEPEHME 3a
€J1IEKTPOHEH nognuc/neyar.

,D,OBepFIBaLLI,aTa Ce CTpaHa cnegpa aa nonoxXxu AbimkKnuMa rpuxa, KaTto:

> ce AoBepsABa Ha yaoCTtoBepeHunAaTa camMo C orre Ha MonuTtmnkata OTHOCHO npeagHa3sHa4eHneTo
M Ha orpaHn4vYeHundTa, npm KOnMTo € n3ganeHo,

> M3BBPLLUM MpoOBeEpKa Ha CTaTtyca Ha YyAOCTOBEPEHMETO B nNoaabpXaHuAa OoT EBpOprCT
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My6nuueH pernctbp/xpaHunuuie. NpoBepkaTa Ha enekTpoHHaTa aBTEHTMYHOCT U Ha MHTErpuTeTa Ha
yAOCTOBEPEHNETO M3BbH [MybnuyHMA pernctbp unu B HeakTyaneH CnMCbK CbC CMNPEeHn U npekpaTeHn
ypocTtoBepeHuss (CRL) He ocurypsiBa npoBepka 3a HeroeaTa BanuOHOCT M BCUYKM HACTbNUMM Bpean oT
npeanpveTn OencTBusi, cred OCbLecTBsIBAaHE €AMHCTBEHO Ha TakaBa MpoBepka, ca 3a CMeTka Ha
[oBepsBaliaTa ce CTpaHa;

» npoBepsiBa BanMOHOCTTAa Ha €eneKTPOHHMA noanuc/nmedaTr Ha enekTPOHHO noamnucaHu
N3SIBNIEHUS, KaKTO M BanvaHOCTTa Ha eNekTPOHHMA nognnuc Ha EBpoTpbCT No BepuraTta oT yA0CTOBEPEHUS
A0 6a30BOTO yAOCTOBEPEHNE;

» Cce yBepu, Ye NPUNoXeHusiTa, C KOUTO Ce M3MNon3Ba yaoCTOBEPEHMETO ca (PYHKLMOHAMNHO
NPUNoOXMMN 3a NpedHa3Ha4YeHUeTo, 3a KOMTO € U3dadeHo, KakTo M C orned HMBOTO Ha CUIYpHOCT,
noco4YeHn B cboTBeTHaTa MonuTuka;

» [a nposepu ganu noanucbT/medatbT, NPUAPYKEH OT yOOCTOBEPEHMETO, HE € U3MON3BaH 3a
Lenun 1 3a CTOMHOCT Ha TpaH3aKuuW, U3BbH BNMCAHUTE B YAOCTOBEPEHNETO OrpaHNYeHns 1 Lenu;

» [a ce yBepw, Ye Obl/hKMHaATa Ha M3NON3BaHMTE KOYOBE OTroBapsl Ha M3UCKBaHMATa 3a
curypHocT Ha [loBepsiBallaTa ce CTpaHa;

» [a ce yBepu, Ye ydocToBepeHMeTo e 6uno BanMaHO KbM MOMEHTa Ha Cb3gaBaHe Ha

€1eKTPOHHNA nognuc/nevar.

Obmknma rpmxa Ha [loBepsiBallata ce cTpaHa € Aa M3non3Ba MexaHU3bM 3a curypHa nposepka
Ha enekTPoHeH noanuc/neyat, KOWTO rapaHTupa, Ye:

> NyOonuYHUSAT KoY, KOWTO Ce M3MOo3Ba 3a NpoBepKa Ha noanuca/neyara CboTBETCTBA Ha TO3M,
KOMTO ce NpeacTaBs npepn Hero;

> npoBepKaTa 3a M3MoN3BaHe Ha YaCTHUS KIoY € HafeXXQHO NOTBbpAEeHa U pe3ynTaTuTe oT Tasn
npoBepka KOPEKTHO ce NpeacTaBsT;

> Mpu HeobXOAMMOCT MOXe [a Ce YCTAHOBW CbAbPXaHMETO Ha MoAMNMCaHUs eneKTPOHEeH
[AOKYMEHT;

> aBTEHTUYHOCTTA W BanMAHOCTTa HA YAOCTOBEPEHMETO KbM MOMEHTa Ha NoAMNMCBAHETO
HageXaHo ce NpoBepsiBaT;

> pesyntatuTe OT MpoBepkata W enekTpoHHaTa WAEeHTMYHOCT Ha TuTtynsaps/Cb3patens
npaBUIIHO Ce NpeaCcTaBsT;

> BCsIKakBU npomMeHu, perneBaHTHN 3a CUT'ypHOCTTa Ca yCTaHOBUMMW.

MNMpoBepkaTa 3a npegHasHAa4YeHMETO Ha YAOCTOBEPEHMETO CE M3BbPLUBA MO CreAHWUTE OaHHM,
CbAbpXallyM ce B Npoduna Ha yaoCTOBEPEHUETO:
> [lonuTuka, B CbOTBETCTBUE HA KOSITO Ce U3[aBa U ynpaensiBa y4oCTOBEPEHME 3a eNEKTPOHEH

noanuc/neyart, nocodeHa B none ,Certificate Policies”;
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» npegHasHa4YeHeTo U OrpaHnYeHnsTa Ha OENCTBUETO Ha YAOCTOBEPEHMETO, ONUCaHN B norne
.Key Usage“ n ,ExtendedKey Usage®;

» padHu 3a Tutynaps/Cb3gaTtens Ha yaoCcTOBEpPEHNETO, NocodeHn B none ,Subject”.

EBpOTPBCT HE HOCKM OTrOBOPHOCT 3a HacTbnunu Bpeau Ha [loBepsiBawata ce cTpaHa oT
HenonaraHe Ha AObipkumaTa rpwka. Bceknm [OKyMEHT ¢ aedekTeH WM CbMHUTENEH eneKTPOHeH
noanuc/neyat cnegsa Aa 6bae OTXBbpREH UM €BeHTyanHo MOANOXKEH Ha ApyrvM npouenypu, KOUTo
no3BonsiBaT f4a Ce MOCOoYM HeroBaTa BanuaHoCT. Bcsiko nuue, koeto ogobpu TakbB AOKYMEHT, HOCU

OTrOBOPHOCT 3a KakBWUTO U Aia Guno nocrneauuu.

9.6.5 3AOBINKEHUA HA APYIU CTPAHU
9.6.5.1 3AOBIIKEHUA HA KBAITUOULIMPAHUA OPIAH 3A YOOCTOBEPABAHE HA BPEME

KeanuduumpaHmaT opraH 3a ygoctoBepsiBaHe Ha Bpeme (,Evrotrust TSA®) wnspaBa
KBanuduumpaHm yaocToBEpPEHUA 3a yooCTOBepsiBaHe Ha Bpeme, B CbOTBETCTBME C M3UCKBAHUATA,
yctaHoBeHn B PernameHT (EC) Ne 910/2014, ctaHgapT U CTaH4APTU3ALNOHHN OOKYMEHTU, TEXHUYECKM
N OpraHM3aLMoHHN yCrnoBuSA B EBpOTPBLCT, ocurypsBaLlm CUrypHu 1 HagexaHu ycrnoBus 3a cb3gaBaHe U
npoBepka Ha enekTPOHHU BpemeBW nedyaTtn, ygoctoBepuTenHu [lonuTukn 3a kBanuduuupaHo
yAOCTOBEPEHNE.

EBpOTpBbCT rapaHTmpa, 4e:

» N3non3Ba TEXHOMOrun, onepaTMBHU NpoLeaypu 1 npouenypu 3a ynpaBneHne Ha CUrypHoCTTa,
ypes3 KOUTO ce NpeaoTBpaTABa BCAKaKkBa Bb3MOXHOCT 3@ MaHMNynMpaHe Ha BPEMETO;

» u13nonsea napameTpu Ha KpunTtorpadcku anroputmy B cboTBeTcTBUE ¢ PernameHT (EC) Ne
910/2014;

» ocurypsiBa TEeXHUYECKM M OpraHmsauMOHHW YCMOBUSA 3a MpunaraHe Ha HeobxoaumuTte
MonuTukn 3a n3gasaHe Ha KBanuULUMpaHO yOOCTOBEPEHME 3a eNIEKTPOHEH BPEMEBW NeYvaT N TEXHUYECKN
YCroBMS 3a YCTpoWcTBaTa 3a Cb3jaBaHe 1 NpoBepKa Ha eNekTPOHHN BpeMeBU nNeyaTu;

» [OeuHnpa noHe egHa xeL PyHKUUSA, KOATO MOXe [ja Ce U3MNos3Ba 3a Cb3jaBaHe Ha XeLl AaHHU
MapKupaHu ¢ BpeME;

» U13nonsBa KoopAMHUpaHO yHuBepcanHo Bpeme — UTC ¢ makcumanHo gonyctumo 3abaBsiHe
MeXAy MOMEeHTa Ha nonyvyaBaHe Ha MCKaHeTOo U n3gaBaHeTo Ha YAOCTOBEPEHNETO 3a Bpeme oT 1 (egHa)

cekyHaa.

EBpoTpbCT rapaHTupa, Ye:
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» npepgocTaBs HenpekbcHaT gocTbn (24/7/365) Ha noggbplKawin ycriyrn, C U3KMNYeHWe Ha
BPEMETO 3a TexHuyecka npodunakTnka, Kato JOCTLMNHOCTTA M TOYHOCTTa ca rapaHTMpaHu, 4OpU U ako
HSKOSIKO NoTpebutens ca eAHOBPEMEHHO CBbP3aHU C NPUNOXEHNETO;

» O0CHOBaBa CBOsiTa TbProBcka AEMHOCT Ha HaAEeXOHN YCTPOMUCTBa U cOpTyep B CbOTBETCTBME C
n3nckesanus, onpegenexn B: CAW 14167-1 ,Security Requirements for Trustworthy Systems, Managing
Certificates for Electronic Signatures - Part 1: System Security Requirements” and ETSI TS 102 023
»Policy requirements for time-stamping authorities®;

» npoBexaa cBoATa AENHOCT U YCIyrn B CbOTBETCTBME C NPUIIOKMMOTO 3aKOHOAATENCTBO;

» uv3gaBa enekTpoHHM BpemMeBu nevaTu (Timestamp Tokens) B cbotBeTcTBNE ¢ ETSI EN 319

422 Time-stamping protocol and time-stamp profiles.

9.6.5.2 3AOBIIKEHUA HA KBAITUOULIMPAHUA OPIAH 3A BAJIMOAUPAHE

KeanuduumpaHmaT opraH 3a BanugupaHe (,Evrotrust RSA QS Validation*) Ha EBpoTpbCT
ocbLuecTBsiBa QYHKUMUTE CU B CbOTBETCTBME C M3MCKBaHUS, onpeaeneHn B PernameHTt (EC) Ne 910/2014.
M3unckBaHusaTa onpeaenst TeXHUYECKUTE W OpraHM3auuoHHM YCroBMS B AenHocTTa Ha EBpoTpbCT,
NONUTUKUTE 3a yOOCTOBEPSIBAHE Ha KBanuuuupaHo YAOCTOBEpeHue, TEXHUYECKUTE U3UCKBAHUSA 3a
yCTpOWCTBaTa 3a Cb3[aBaHe U NpoBepKka Ha eNeKTPOHHM Noanucu/nedaTt, eNeKTPOHHU yO0CTOBEPEHUS
3a BpEME 1 eNEeKTPOHHM YOOCTOBEPEHMS 3a aBTEHTUYHOCT Ha yeb cantose.

EBpOTpBbCT rapaHTmpa, 4e:

» 13non3Ba onepaTyBHM NpoLeAypv U TaknBa 3a ynpaBrieHne Ha CUrypHOCTTa, KOMTO U3KroyBaT
BCHAKaKBa Bb3MOXHOCT 3a MaHUMNyNMpaHe Ha CbCTOAHUETO Ha yOOCTOBEPEHUATA UMW AaHHUTE;

» npoBepsiBa BanMAHOCTTA Ha E€NEeKTPOHHWU nognucu/meyaTn, enekTpOHHU YOOCTOBEPEHMS 3a
BPEME W erieKTPOHHU YAOCTOBEPEHNS 3a aBTEHTUYHOCT Ha yeb canToBe, M3NON3BaHN B CbOTBETCTBUE C
nanckeaHunata Ha PernameHT (EC) Ne 910/2014;

» ,Evrotrust RSA QS Validation“ npoBepsiBa CbCTOSIHUETO Ha yOOCTOBEPEHUSAATA B CbOTBETCTBUE
¢ RFC 2560 Online Certificate Status Protocol (OCSP) recommendation.

9.6.5.3 3AOBIIXEHUA HA KBAJIMOULIMPAHUA ONEPATUBEH YOOCTOBEPABALL OPIAH 3A
KBAITU®ULIMPAHU ENEKTPOHHU NOANMUCUITIEYATH

3agbmkeHuaTa Ha KBanuduuupaHus onepaTtvBeH yoOCTOBEpPsiBaLl, OpraH 3a KBanuduuupaHu
eneKkTpoHHU nognucu/neyatn Ha EBpoTpbeT ,Evrotrust RSA Operational CA®, ocbLyiecTBABa pyHKUUUTE
C/M B CbOTBETCTBUE C M3UcKBaHuA, onpeaeneHn B PernameHT (EC) Ne 910/2014 3a onpegensHe Ha

TEXHUYECKN N OpraHn3aumoHHN yCroBu4d B AenHoCTTa Ha gocTtaBuumumTte. M3nckeaHusTa ca CBBbpP3aHn C
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MonutukMTe 3a u3gaBaHe Ha KBanMUUUPaAHO YAOCTOBEPEHME W TEXHUYECKUTE W3UCKBaHWUS 3a
yCTpoKcTBaTa 3a Cb3[laBaHe M NpPoBepKa Ha eNeKTPOHHU nognucu/nevaTu.
EBpoTpbCT M3nona3sa onepaTvBHM NPOLEAYPU U TakMBa 3a ynpaBlieHWEe Ha CUrypHOCTTa, KOMTO

M3KIMo4YBaT BCAKaKBa Bb3MOXXHOCT 3a MaHUNynmpaHe Ha CbCTOAHUETO Ha yAOCTOBEPEHUATa U AaHHUTE.

9.6.5.4 3AOBIXEHUA HA EBPOTPBLCT NO OTHOWEHME HA NYBJIIMMHUTE PEMUCTPU /
XPAHUIULLETO

My6nnyHUTE perncTpu ce ynpasnasaT U KOHTPoONMpaT OT EBPOTPLCT, KaTo TOM rapaHTmpa, Ye:

» nybnukyBa M apxuBumpa KeanuduumpaHu ygoctoBepeHust Ha KeanuduumpaHuss 6asoB
yaocTtoBepsieall opraH ,Evrotrust RSA Root CA®, KsanuduumpaHmsi onepaTMBeH yAoCTOBeEpPSIBALL, OpraH
3a enekTpoHeH nognuc/neyar ,Evrotrust RSA Operational CA*, KsanuduuupaHus yogoctoBepsiBall, opraH
3a Bpeme (Evrotrust TSA), KeanunduvumpaHusi yooCTOBepsiBall, OpraH 3a MpOBepKa craTtyca Ha
yoocTtoBepeHusiTa ,Evrotrust RSA QS Validation®;

» nybnukyea n apxmeupa lNMonutuknte u MNpakTuknte npu NpegoctaBsHe Ha KeanuduumpaHu
YAOCTOBEPUTENHN YCMyrn, OOrOBOPU C KIIMEHTUTE, CAUCbLUM C MNPEnoOPbUYUTENHU MPUITOXKEHUA W
YCTPOWCTBA, U CNNCBK Ha Pernctprpalyn opraHu, Kakto n Apyrn AOKYMEHTU, CBbpP3aHu € AeNHOCTTa My;

» ocurypsiea OCTbM A0 KBanvduuupaHu yAOCTOBEPEHWsl, caMO B Cly4dau, Korato Te ca
ny6nMYHO AOCTBNHN U LOKONKOTO NOTPEOUTENAT HE € U3pasun Hecbrnacue, a Korato yaoCTOBEPEHNETO
CbObpXKa NUYeH NaeHTUPUKaTop — C HErOBOTO M3PUYHO Cbracue;

» [paBa OOCTbN A0 MHAOpMaUMsaTa OTHOCHO cTaTyca Ha y4oCTOBeEpeHusaTa, Ype3 nybnvkysaHe
Ha CnncbK CbC CnpeHn 1 npekpaTeHn yagoctoBeperus (CRL) nnm ypes npoTokon 3a NpoBepka cTatyca Ha
yaocToBepeHusaTta B peanHo speme (OCSP);

» ocurypsia NoCTosIHEH A4OCTbN A0 MHOpMaLmaTa B NyGNMYHUS perncTbp 3a YOocToBepsiBall
opraH, Peructpupall opraH, KMMeHTU n AoBepsBaLLyn ce CTpaHu;

» nybnukyBa CnmcbKk CbC CripeHM U npekpateHu ygocTtoBepeHnsa (CRL) 6e3 3abaeBsiHe u B

CbOTBETCTBME CbC CpOKOBETE, onpeaernieHn B HaCcToAWNA JOKYMEHT.

9.7 OCBOBOXOABAHE OT OTTOBOPHOCT

OTroBopHoCTTa Ha EBpOTPbLCT ce OcHoBaBa Ha 06LLMTE MnpaBuna, NOCOYMEHW B HacTodllaTta
MpakTuka Npu NpedocTaBsAHe Ha KBanuUUMpPaHU yOOCTOBEPUTENHU YCIyrM U € B CbOTBETCTBUE C
HeobxoOMMUTE NpaBHM aKToBe, KOMTO ca B cuna B Penybnuka Bwbnrapua. OcBoboxaaBaHeTo OT
OTroBOPHOCT crefBa [a ce onpenenu B OroBopuTe Mexay notpebutenute n EBpoTpbCT.

EBPOTPBLCT HE HOCKM OTFOBOPHOCT B CrlyyauWTe, KOraTo HacTbNuUNUTe Bpeau ca Creacteve OoT

HenomnaraHe Ha gbInkKnMa rpuxa, HemsnbJiHeHe Ha 3agbJDKeHuATa unm nmnca Ha no3HaHuA B obnactTa
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Ha PKI TexHonornnte (,MHdpacTpykTypa ¢ nybnudeH kmod*/ Public Key Infrastructure) ot cTpaHa Ha
Tutynapute unu [loBepssawmTte ce CTpaHu.
EBpPOTPBCT HE HOCK OTFOBOPHOCT U B CryYyaun Ha Bpeau NpUYUHEHU OT:

» U3nonsBaHe Ha yOOCTOBEpPeHVEe U3BBLH NpedenvTe Ha BNucaHuTe B HEro npegHasHavyeHus v
OrpaHMYeHust Ha HEroBoTO OEWCTBME, MO OTHOLIEHME Ha LenuTe 3a M3MOoSf3BaHe W OorpaHuyeHus 3a
CTOMHOCTTA Ha TpaH3aKumuTe;

» HE3aKOHHW OeNCTBMA OT cTpaHa Ha Tutynspu un [loBepsiBallm ce CTpaHu;

» npefocTaBsHE Ha HaynMHa Ha wuaeHTMduuMpaHe Ha YCTPOMCTBOTO 3a Cb3fdaBaHe Ha
nognuc/neyaT n JOCTHLN A0 YAaCTHUSA KNKOY OT CTpaHa Ha Tutynapsa/Cbw3gatens Ha TpeTy nuua;

» CcrnyyYyanHu cbbuUTUSA, UMaLLM XxapakTepa Ha HeNpeoaonMMa cuna, BKIIOYUTENHO 3M10YyMULLNEHN
AEVNCTBMSA Ha TpeTu nuua (Xakepcku atakm, OTHEMaHe Ha YCTPOMCTBOTO 3a Cb3[aBaHe Ha nognuc/nevar,
AOCTbMN 0 YaCTHUA KNtoY, y3HaBaHe 6e3 3HaHMEeTO Ha TUTYNAPSA Ha HavyMHa Ha naeHTuduumpaHe n ap.)

» U3non3BaHe Ha yAOCTOBEpeHue, KOeTo He e M3gafeHO MMM U3Mon3BaHoO B CbOTBETCTBUE C
n3nckeaHmnaTa u npouenypute Ha lNpaktukata u MNonutukata Ha EBPOTPBLCT;

» U3NOon3BaHe Ha HeBanMAHO YyAoOCToBepeHwe (yOoCTOBEpeHue, KOeTo € CrpsHO  Wnu
npekpaTeHo);

» He CBOEBPEMEHHO AeWCTBME MO npekpaTsiBaHe Unu cnupaHe Ha yaocToBepeHue (cneacreue
oT 3abaBeHO OT cTpaHa Ha Tutynapsa/Cb3gaTens uckaHe vnuv nopagu NPUYMHU M3BBH KOHTpOra Ha
EBpoTpbCT);

» KOMMpPOMETMPaH YacTeH KoY, KOpecnoHAaMpaLl, Ha nybnmyHMa KoY B YAOCTOBEPEHMNETO MO
BMHa Ha Tutynaps/Cb3garens;

» TIOLWO KayecTBO U (PYHKUMOHAITHOCT Ha coTyepHUTE NPOAYKTU U XapAyepHu YyCTpoucTBa

nsnonssaHu ot Tutynapsa/Cv3gatens n [loBepsBalimn ce CTpaHw.

EBpPOTPBLCT He OTroBaps 3a CbAbpPXaHMETO Ha npukadeHuTe dannose. Beuyku puckoBe, KOMTO
MoraT Oa Bb3HMKHAT NpW CBandHe WM W3TErNsiHE Ha npuKavyeHn dannoBe ca OTrOBOPHOCT Ha
notpebutennre, KOUTO M oBMEHSAT.

9.8 OrPAHUYEHUA HA OTTOBOPHOCTTA

3a u3gaBaHu KBaJ'IVIq)VILI,MpaHI/I yOOCTOBEPEHNA 3a EJIEKTPOHHU nognucu/neyaTw, ,D,OCTaB‘-WIK'bT

OTroBaps B paMKUTE Ha BNMUCaHUTE B yAOCTOBEPEHUATA NIMMNUTU Ha CTOMHOCTTa Ha TpaH3akuununTe.

9.9 OTroBOPHOCT HA TUTYNAPA/CBIAATENA

Tutynsaps/Cb3natens otroBaps 3a npen EBpoTpbCT M BCUYKKM foBepsiBaLLM ce nuua, ako:
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> Npu Cb3aaBaHETO Ha [BOMKaTa YacTeH-MybnMyeH KNy e n3nonssan anropuTbM U YCTPONCTBA
3a Cb3aBaHe Ha efIeKTPOHEH nognnc/neyar, KOUTO He OTroBapsT Ha u3nuckeaHuaTa Ha PernameHT (EC)
Ne 910/2014;

» He U3NbJHABA TOYHO M3UCKBAHMATA 3a CUIYPHOCT, onpeaeneHn ot EBpoTpbCT;

» He nouvcka oT EBpOTpbCT cnnpaHe unu npekpaTaBaHe Ha OEWCTBMETO Ha yAOCTOBEPEHUETO
cnep kaTo e y3Han, Ye YaCcTHUAT Koy e 6un nsnonssaH HeNpPaBOMEPHO UMK CbLLECTBYBA OMAacHOCT OT
HenpaBOMEPHOTO My MU3MNOM3BaHe;

» € HanpaBun HeBepHW wussaBneHns npen EBPOTPLCT, KOMTO MMaT M OTHOLLEHWE KbM
CbObPXKAHMETO NN KbM U30aBaHETO Ha KBaNUmUMpaHOTO yaOCTOBEPEHUE;

» KOrato yO4OCTOBEPEHMETO € m3gageHo ¢ BnucaH Cb3gaten M OBMacTEHO OT HEro nuvue,
OTroBapsi 3a HEU3Mb/IHEHNETO OT CTPaHa Ha OBMNACTEHUS HA 3a4bIHKEHUATa My.

KnueHTtbT, TUTynapsat/Cb3gatensat unu ynbiIHOMOLLEHUAT NpeacTaBuUTeN Ha topuManNYecko nuue

OTroBaps 3a CbAbpXaHNEeTO Ha NpUKavYeHnTe (paVIHOBe n nocnencTBunATa oT TAXHOTO U3MNOJ13BAHE.

9.9.1 OTroBOPHOCT HA TUTYNAPA/CB3OAATENA KbM EBPOTPBCT

Tutynsapat/Cb3gaTtenaTt, oTroBapsi crpsiMo EBpOTpbCT, ako TOM MK OBNACTEHOTO OT HEro nuvue,
e NpeJoCTaBuI HEBEPHU AaHHW, CbOTBETHO € NpemMbiyan 4aHHU, MMaLLy OTHOLEHME KbM CbAbpXXaHUETO
UM KbM M34aBaHETO Ha YAOCTOBEPEHMETO, KAKTO U KOraTo He € CbXpaHsiBan NpaBUiTHO YacTHMUS KoY,

CbOTBETCTBaALl Ha NOCOYEeHUA B yaOCTOBEPEHNETO I'Iy61'IVI‘-IeH KITHou.

9.10 CPOK U NPEKPATABAHE HA ,,[TIPAKTUKA MNMPU NPEAOCTABAHE HA KBAJIMOULINPAHU
YOOCTOBEPUTENHWU YCNYTN*
9.10.1 CPOKOBE

Tasu NpakTrka BNu3a B cuna oT MOMEHTa Ha HEMHOTO ogo6peHue oT CbBeTa Ha ANPEKTOPUTE Ha
EBpoTpbCT 1 nybnukyBaHeTo n B [y0nnyHmMa My permcrbp/XpaHmnuwieTto Ha EBpoTpbceT. JonmbrHeHus
KbM TO3W JOKYMEHT BnM3aT B cuna cneg nyonmkyBaHETO UM B XPaHUULLETO.

Pasnopenburte B HacTosLWMA AOKYMEHT ca BanuaHu A0 u3gaBaHe u nybnukyBaHe Ha crnegBalla
Bepcus Ha [pakTuka npu npegocTaBaHe Ha KBanuuumpaHn yagocTtoBepuUTeNHU yCryrn® B XpaHUnuweTo

Ha caiTa Ha EBpoTpbCT.

9.10.2 NPEKPATABAHE

C npekpaTsiBaHe Ha OeliHocTTa Ha EBpOTpbCT, ce npekpaTsiBa akTyanHocTTa Ha [lpaktukara,

KakToO 1 Ha CbAbpXKalln ce B TO3N JOKYMEHT pa3nope,u,6|/1.
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[loCTaBUMKBLT CbXxpaHsiBa HAANeXHO M CUTYPHO BCUYKU MpeaullHW Bepcuu/pefdakumn Ha To3u

[AOKYMEHT.

9.10.3 E®EKT HA NMPEKPATABAHE U OLIENABAHE

Mpu npekpaTsBaHe Ha AOroBopa 3a YAOCTOBEpPUTENHWU ycnyru, Tutynspute/Cb3gatenute u
[loBepsiBalTEe ce CTpaHW ocTaBaT 0OBBbP3aHM OT TO3W AOKYMEHT, OT rnedHa Todka Ha usgadeHuTe
noTpebuTenckn keanuduumpaHu yaooCTOBEPEHUsi, 3a ocTaTbka OT Mepvoda Ha BanuOHOCT Ha Tesu

yaooCcTtoBepeHus.

9.11 BENEXKWU U CbOBLUEHUA MEXAQY CTPAHUTE

JlnuaTa, nocoveHn B HacTtoswata [lpakTuka morat ga U3BbpLUBaT U3SABMEHUA U ga OBMeHAT
WHopMaumMst C MomoLlTa Ha OOMKHOBEHA MOLla, €MeKTPOHHA nowa, akc, TenedoH, U MPEXOBU
npotokonu (Hanpumep TCP / IP, HTTP) n ype3 mobunHOTO npunoxeHne Ha EBpOTpBLCT T.H.

M36opbT Ha cpeacteaTa moxe ga 6bae usbpaH B 3aBUCMMOCT OT Tuna Ha mHdopmauusaTa m
HayMHa Ha M3non3BaHe Ha ycrnyrute Ha EBpoTpbCT.

MHdopmauuna 3a Bcekn nNpobuB B CUrypHOCTTA Ha YaCTHUTE KMOYOBE Ha YAoCToBepsiBaliute
opranHu TpsibBa ga 6bae nybnvkyBaHa Ha canta Ha EBPOTPBLCT, KOETO Le S Hanpasu OCTbMHA OT BCUYKM

3aMHTEepecoBaHn CTPaHW.

9.12 UBMEHEHUA B ,MPAKTUKA T1PU NPEAOCTABAHE HA KBAJIM®OULUUPUHA
YOOCTOBEPUTENHWU YCNYTU*

N3ameHeHusiTa B [NpakTukaTa Moxe Aa 6baat pesyntaT oT HabnogaBaHW rpeLlku, akTyanmsaumm um
NpeanoXxeHust OT 3acerHatute cTpaHu. B cnyyall Ha HepgelcTBMTENHA Knay3a OT TO3M [OKYMEHT,
BanMOHOCTTa Ha Lenus OOKYMEHT ce 3anasBa M He ce Hapylasa goroeopa ¢ Tutynsaps/Cbagartens.
HepevictBMTENHaTa Knaysa ce 3aMecTBa CbC 3aKOHOCbobpasHa Hopma.

EBpoTpbCT MOXe Oa npaBu pedakuMOHHM MPOMEHM B TO3M [OOKYMEHT, KOMTO He 3acsrat
CbAbpPXXaHWETO Ha NpaBaTa U 3aQbiHKEeHUATa B HETO.

MNMpomMeHn, KoUTO BOAST 4O HOBa Bepcusi/peaakumst Ha AOKyMeHTa ce MyGruKyBaT Ha WUHTEpPHET

cTpaHuuaTa Ha EBpoTpbCT.
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9.13 PEWABAHE HA CIOPOBE

MpeomeT Ha crnopoBe moraTt ga 6bAaT eAUHCTBEHO HECHLOTBETCTBUS UMM MPOTUBOPEYUMS MEXDY
nuua, cTpaHu no goroesopa ¢ EBpoTpbCrT.

CnopoBe wunu xanbwu OTHOCHO W3MNON3BaHE Ha YOOCTOBEPEHUST U YOOCTOBEPUTENHWU YCNyru,
npegoctaBsHn oT EBpoTpbCT We 6baart pellaBaHun, Ype3 nocpeaHn4ecTBO, Bb3 OCHOBA Ha MUCMEHO
nogageHa uHdopmaums. MckaHuata TpsibBa ga 6boaT HanpaBeHM B NMUCMEH BWA Ha agpeca Ha
EBpoOTpBCT:

~EBPOTPBLCT TexHonbmxknc" Al
Codomga, 6yn. ,Llapurpagcko Loce® 101
busHec ueHTbp ,AKTUBY, eT. 6
TenedoH, gakc: + 359 2 448 58 58

Xanbute we 6vaaT pasrnegaHun ot npaBHUA oTaen Ha EBpoTpbeT. XKanbonogatenar we nonyyn
OTroBOp B pamkuTe Ha 2 paboTHW OHW creq nofiydyaBaHe Ha xanbarta. B cnyyai, 4ye He ce Hamepu
pelleHne Ha cnopa B pamkute Ha 30 AHM OT HaA4anoTo Ha npoueayparta no cnopasyMeHue, CbLUAT ce
OTHacs 3a paspeluaBaHe no cbaebeH pea.

9.14 NPUNOXWUMO NPABO

3a BCUMYKM BBMPOCU, HEYpedeHU B HaACTOSILUMS [OKYMEHT ce npurnaraT pasnopenbute Ha

obn rapCKoTo 3aKoHOOAaTes1ICTBO.

9.15 CbOTBETCTBUE C NPUNOXUMOTO NMPABO

HacTtosawusaTt gokyMeHT e pa3paboTeH B CbOTBETCTBME C HALMOHANHOTO 3aKOHOAAaTENCTBO.

9.16 OPYI PA3IMNOPEABU

npaKTMKaTa HE Noco4YBa HNUKaKBU OpYyrn pa3nope,u,6m.
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10

n3noN3BAHU TEPMUHU U CbKPALLEHUA

10.1 NPUNOXEHUE 1: TEPMUHU U CBKPALLEHUA HA BBJITAPCKU E3UK

BanuanpaHe e npouec Ha npoBepka M MOTBbpXAaBaHe Ha BanuMaHOCTTa Ha

naeHTUdUuKauma Ha

nuua

BanugupaHe
€MNeKTPOHEH NogNUC nnn neyat
\[daHHK 3a [laHHKM 3a BanugupaHe ca [OaHHW, KOUTO Ce W3MNon3eaT 3a BanuaupaHe Ha
BanuaupaHe E€MNeKTPOHEH NOANUC UM ENEKTPOHEH neyaT
\[daHHK 3a [laHHM 3a naeHTumnkauma Ha nuua ca Habop OT AaHHU, KOMTO NO3BONSABAT Aa ce

yCTaHOBM CaMOJIMYHOCTTA Ha d)I/I3I/ILIeCKO nnn opungn4ecko nuvue, wuin Ha

dbusmyecko nuue, NpeacTaBnaBallo PUONYECKO nuue

[daHHuM 3a
Cb34aBaHe Ha

eJIeKTPOHeH noanuc

[laHHn 3a cb3gaBaHe Ha €N1IeKTpoHeH noannc ca YHuUKanHWm AgaHHWU, KOUTO Ce
n3non3eart oT TVITyJ'IﬂpFI Ha eJieKTpOHHUA noannc 3a Cb3gaBaHETO Ha €JIEKTPOHEH

noanuc

[JoBepsiBawa ce

cTpaHa

[oBepsBawa ce ctpaHa (,Relying Parties”) ca dpusnyeckn nnu ropugnyeckm nuua,

KOUTO pa3ymTaT Ha enekTpoHHa MaeHTUdUKaLMsa Unn yaocToBepuTerHa ycnyra

KeanuduumpaH

MOCTaB4YUK Ha

[locTaBuMK Ha yOOCTOBEPUTENHM YCMyri, KOMTO MpeaocTaBs efHa Wnu noseve

KBanMuuupaHu yLOCTOBEPUTENHM YCRyrn U e MOoNyyYun KeanuduumpaHus cu

BpemMeBM neyvyart

YAOCTOBEPUTESTHU
ctatyT oT OpraHa no Hag3op
ycnyru
ErH
EauvHeH rpaxpaHckn Homep
EnektpoHeH BpeMeBM neyaT ca AaHHM B eNneKkTpoHHa ¢opma, KOMTO CBbpP3BaT
EnekTpoHeH APYrM OaHHM B eNneKTpoHHa dopma C KOHKPEeTEH MOMEHT BbB BpemMeTo U

npencrtaBnAaBat AoKa3aTesnicTtBo, 4e nocnegHute AaHHU Ca CbliecTByBalrin B

CbOTBETHUA MOMEHT

EnekTpoHeH

NOKYMEHT

EJ'IeKTpOHeH OOKYMEHT € BCAKO CbAbpPXKaHue, CbXpaHABaHO B €1EKTPOHHa d)opma,

no-crneyunarniHo TeKCTOB Ui 3BYKOB, BU3yalieH Ui ayano-smn3yarieH 3anumc

EnekTpoHeH nevar

EnekTpoHeH neyat ca AaHHW B eNeKTpoHHa hopMa, KOUTO ce A0GaBAT KbM APYru
NaHHNW B enekTpoHHa ¢opMa WnM ca NOrM4yeckn CBbp3aHM C THX, 3a da ce
rapaHTMpaT NPOU3XOA4bT U LIenocTTa Ha nocneaHuTe. ENekTpoHHNST neyat crnyxu
KaTo [OKa3aTencTBO, Ye AafeH eNeKTPOHEH AOKYMEHT € n3ganeH oT lpuanyecko
nvue 1 rapaHTupa HagexaHust TPOU3X0A M LEenocTTa Ha AOoKyMeHTa.

OcBeH Npu yOoOCTOBEPSIBAHETO Ha aBTEHTUYHOCTTA Ha OOKYMEHT, vM3gafdeH oT
lopUAMYECKO fuUe, €EneKTPOHHWTe neyaTu MoraT fa ce u3nonseat 3a
yAOCTOBEpPsiBAHE HA aBTEHTUYHOCTTA Ha LIMPPOBUTE aKTMBY Ha lOpUaMYECKo nuue,

kaTo copTyepeH koa Unn CbpBbpU
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[laHHM B enekTpoHHa dopma, KoMTo ce 40B6aBAT KbM APYrM OaHHW B €NeKTPOHHA
EnekTpoHeH
cbopma unu ca Normyeckn CBbP3aHU C TAX, U KOUTO TUTYNAPAT Ha eNeKTPOHHUSA
noanuc
noanuc n3nonaea, 3a ga ce noanvcea
EnekTpoHHa ngeHTMdUKaums e npouec Ha M3nonsBaHe Ha JaHHW B enekTpoHHa
EnekTpoHHa cbopma 3a naeHTUdMKaunMs Ha nuua, KOMTO JaHHW NPeACTaBnsBaT Mo yHUKaneH
naeHTUdUKaums Ha4yMH OdageHo U3NYeCcKo WM puandecko nuue, wunu dusmdecko nuue,
npeAacTaBnsiBaLLO PUaNYECKO nuue
3YYy 3BEHO 3a yAOCTOBEPUTENHN YCIyrn
KBanunduumpaH enekTpoHeH BpeEMEBU NeyaT € efleKTPOHEH BPEMEBU NeYat, KOUTO
OTroBaps Ha U3MCKBaHUATA:
a) ob6Bbp3Ba gatata M 4aca C AaHHUTE MO HaYuH, KOWTO OO ronsma cTeneH
KsBanuduumpaH M3KMYBa Bb3MOXHOCTTa 3a He3abenssaHa npoMsHa Ha 4aHHUTe
eJIeKTPOHEH 6) ocHOoBaBa Ce Ha M3TOYHMK Ha TOYHO BpPEME, CBbP3aH C KOOPAWHMPAHOTO

yHUBEpPCarHo BpemMe; n
B) noanmcaH € C yCbBbpLIEHCTBaAH €NiIeKTPpOHeH noannuc unn e noanedartaH C
YCbBbPLUEHCTBAH €JIeKTPOHEH neYatr Ha [[OOCTaB4uK

Ha KkBanuduLmpaHm

YOOCTOBEPUTEITHN YCITyrn unn ¢ opyr paBHOCTOEH MEeTO

KsanuduumnpaH

ereKTPOHeH nevar

KeanuduumpaH enekTpoHeH nevyar € yCbBbPLUIEHCTBAH eNEKTPOHEH NeyaT, KOWTo
e Cb3[laleH OT YCTPOMCTBO 3a Cb3aaBaHe Ha KBanuuumpaH enekTpoHeH neyar u

ce OCHOBaBa Ha KBanMduuMpaHo yaoCTOBEPEHME 3a eNIEKTPOHEH nevar.

KesanuduumpaH

eJIeKTPOHeH noanuc

YCbBbPLIEHCTBAH €MEeKTPOHEH MNOAMWC, KOWTO € Cb3aadeH OT YCTPOWCTBO 3a
Cb3faBaHe Ha kBanuduumMpaH enekTpoHeH MoAnMC M Ce OcHOBaBa Ha

KBanMduuMpaHo yaoCTOBEPEHME 3a ENEeKTPOHHU Noanucu

KeanudpuuympaHo
yAoCTOBepeHue 3a
ABTE@HTUYHOCT Ha

yebcant

KBanuduumpaHo yaocToBepeHWe 3a aBTEHTMYHOCT Ha yebcalT e yocToBEpeHmE
3a aBTEHTUYHOCT Ha yebcaiT, KOeTo ce 13daBa OT AOCTaBYMK Ha KBaNMULUMpPaHW

YA,OCTOBEPUTENHN YCNyTU

KeanuduumpaHo
yAocToBepeHue 3a

eJfIeKTPOHeH noanuc

KsanuguumpaHo yoocToBepeHne 3a enekTPpoHeH MOANUC e yaooCToBepeHue 3a
ENEeKTPOHHM MNOANUCK, KOeTO Ce u3gasBa OT [OOCTaBYMK Ha KBanuduuupaHu

YAOOCTOBEPUTENTHN YyCIyrn U OoTroBapa Ha U3NCKBAHUATA Cbl1aCHO HOpMAaTMBHATA

ypenba
KPC Komucus 3a perynupaHe Ha cboOLieHnaTa
MOn MaTepuranHo OTroBOpPHO Nnuue
NMnH lMepcoHaneH naeHTMdMKaUMOHEH HOMEP
NpakTika MpakTuka npu NnpeaocTaBaHe Ha yOOCTOBEPUTENHM YCNYrn € JOKYMEHT, ChabpKalL,

npasuna OTHOCHO wW3aaBaHe, ChnpaHe, Bb300OHOBSIBAHE U npekpardaBaHe
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NEeCTBMETO Ha yOOCTOBEPEHUSITA, YCMoBUATA 3a NPeaoCTaBAHETO Ha AOCTbM A0

YOOCTOBEpPEHUATa

Monutuka

MonuTtuka 3a NpegocTaBsHe Ha yAOCTOBEPUTENHN YCNyrn € AOKYMEHT, OonucBaLy
nonuTMKaTa, KOSiTO A0CTaBYMKbT CrefBa Npy u3gaBaHe Ha YOOCTOBEPEHUS], KAKTO

N 32 BCUYKM NPEAOCTaBSAHN YCNyrn

Perucrpupaly opraH

Pernctpupaw opraH (,Registration Authority”, ,RA”) e ob6ocobeHa cTpykTypa Ha
[loCcTaB4MK, KOSTO OCbLUECTBSIBA HAKOM OT AENHOCTUTE UMM BCUYKM MO: NMPUEMaHe,
npoBepka, ogobpsiBaHe WM OTXBbPMISHE Ha WCKaAHUSA U ENEeKTPOHHWN 3asiBKM 3a
n3gaBaHe W ynpaBrieHMe Ha yOOCTOBEPEHUsi, pPermcTpupaHe Ha nogageHuTe
nckaHus 0O YOocToBepsiBalMsl OpraH 3a u3gaBaHe M BHacsHE Ha MPOMEHU B
cTaTyTa Ha YyOOCTOBEPEHWs, OCblLLeCTBABaHE Ha CbOTBETHM MpOBEPKM 3a
yCTaHOBSIBaHE Ha CaMOJIMYHOCTTA, CbOTBETHO WMAEHTMYHOCTTa Ha TutynspuTe,
KakTo M Ha cneunduyHM JaHHU 3a T9X, C AOMYCTUMWUTE OT 3aKkoHa CPeacTsa M B
cboTBeTCcTBME C [NlonuTukaTta u lNpakTukata npu npegocTaBsHe Ha CbOTBETHaTa

YOOCTOBEPUTENHA ycnyra.

PernameHT (EC) Ne
910/2014

PernameHT (EC) Ne 910/2014 Ha EBponenckusa napnameHT n Ha CbBeTa oT 23 1onu
2014 rogmMHa OTHOCHO EnekTpoHHaTta wmaeHTUdMKauua u YOOCTOBEPUTENHUTE
YCryrn rpu enekTPoOHHW TpaHCaKuMM Ha BbTPELUHUA nasap M 3a OTMSHa Ha
anpektnea 1999/93/EO

CpencTBo 3a

CpeacTBO 3a enekTpoHHa uaeHTUdUKaUMSA e matepuandHa u/vnu HemaTepuanHa

eNIeKTPOHHa eOuHMLA, KOSITO CbabpKa AaHHM 3a naeHTudmKaumsa Ha nuua, KosTo ce U3nonsBea
maeHTUUKaums 3a y10CTOBEpPSsIBaHE Ha aBTEHTUYHOCT 3a OHMNaiiH ycnyra

Cxema 3a Cxema 3a enekTpoHHa WAeHTUdMKAUMS e cucTema, Mnpu KoATo cpeacTBa 3a
eNeKTPOHHa eNeKTPoHHA UAeHTMdMKaUUS ce nsgaBaT Ha OU3NYECKU UNKN PUaMYEeCcKU nuua,
naeHTUdukauma nUnn ousndeckn nuua, NpeacTaBnaBally PUANYECKN nNuLa

Cb3aaTen Ha nevar

Cb3gaTten Ha neyaT e 1pUaNYecKo nuue, KOETO Cb3[laBa eNeKTPOHEH neyat

Tutynsp

Tutynapsar (,Signature Owner”) e dusmnyecko nuue, KOeTo Cb3aaBa €NeKTPOHEH

nognuc

YpoctoBepsiBaHe Ha

ABTEHTUYHOCT

YnoocToBepsiBaHe Ha aBTEHTUYHOCT € EneKTPOHEH MNpouec, KOWTO MNo3BosisiBa
eneKkTpoHHaTa WAeHTUUKAUUS Ha PU3MYECKO UMM PUAMYECKO Nuue wunu

NOTBbPXKAABAHETO Ha NPoU3xoaa M LenocTTa Ha AaHHU B eNeKTpoHHa chopma

YaocTtoBepeHue 3a

Bpeme

,D,aHHVI B €JIEKTPOHHa cbopma, KOUTO CBbp3BaT ApPYyrn e€nekTpoHHWM OaHHU KbM
onpegeneH MOMEHT OT BpemMe, Hpe,D,OCTaBFIVIKM O0OKa3aTesiCTBO, 4e Te3n OaHHU

CbLleCTByBaT KbM AaAeHUA MOMEHT

YpoctoBepeHue 3a

eJIeKTPOHeH neyvyart

M3paBa ce Ha ropnandeckn nuuda n CriyxXm 3a BalimgupaHe Ha UHTerputeTt u

OpUrnHan Ha D,aHHVITe/D,OKyMeHTI/ITe.
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YpoctoBepeHue 3a

eJiIeKTPOHeH noanuc

YOocToBepeHne 3a eneKTPOHEH MOAMUC € eNEeKTPOHEH aTecTaT, KOMTO CBbp3Ba
[aHHUTE 3a BanuaMpaHe Ha EeNeKTPOHEH MoAnuc € (U3NYECKO INuue U

NnoTBbpXAaBa Han-Manko MMeTo UNKn NCeBAOHMMA Ha ToBa nuue

YOOCTOBEPUTENHN YCIYr ca eneKTPOHHW YCryru, npeaocTtaBsiHM OOWKHOBEHO

cpelly Bb3HarpaxgeHue oT [JoCcTaBuYMKHA yOOCTOBEPUTENHWU YCRyrn, KOUTO ce

Ha aBTEHTUYHOCT Ha

CbCTOSAT B:
Cb34aBaHETO, NPOBEPKATa U BanNnuaMpaHEeTO Ha eNEKTPOHHN MOANWUCH, ENEKTPOHHM
YpocTtoBepuTenHa
neyaTn UM enekTpPoOHHW BPEMEBM MevaTw, YCryrn 3a eneKkTpoHHa npenopbyaHa
yenyra \nocTaBka, KakTo U YAOCTOBEPEHNS, CBbP3aHM C Te3U YCIYyrn; UIn
Cb34aBaHETO, NPOBeEpKaTa 1 BanuaupaHeTo Ha YOOCTOBEPEHUS 3a aBTEHTUYHOCT
Ha yebcanlT; WM CbXpaHABaHETO HA ENeKTPOHHM noAMnucu, nedatu unu
YOOCTOBEPEHMS, CBbP3aHN C TE3M YCIyTrn
YpocTtoBepuTersnHa
ycnyra no Ycnyrata no ygoctoBepsiBaHE Ha aBTEHTMYHOCTTA Ha yebcanmT ocurypsiea
yAOCTOBEepSAIBBaHe [CPEACTBO, C KOETO noceTuten Ha yebcanT moxe aa 6bae yBepeH, ve 3aa yebcavta

CTOWM pearneH n nermtTmMmeH Cy6eKT

yeb cant

YooctoBepsiBawy opraH (,Certification Authority”, ,CA”) e o6ocobeHa CTpykTypa Ha|

[loCTaBYMK, KOSITO  OCbLUECTBSBA [OEWHOCTUTE MO  NPedoCTaBsHE  Ha
YpocTtoBepsiBal,  |yOAOCTOBEPUTENHM YCnyru. Y[OCTOBEpPSBALMAT OpraH HsaMa CaMOCTOsiITENHa
opraH NpaBoCyBEKTHOCT U BCUYKM OCBLLECTBEHN AENCTBUS N aKTOBE Ha CIYXXUTENUTE MY

Ce M3BbPLUBAT B KAYECTBOTO MM Ha CNyXuTenu Ha EBpPOTPLCT, B pamkuTe Ha

npefnocTaBeHUTe UM NPaBOMOLLMS

Ycnyra 3a enekTpoHHa npenopbyYaHa AOCTaBka € Ycryra, KOsiToO NO3BOMsiBa
Ycnyra 3a npegaBaHETO Ha OaHHM MeXady TPeTu CTpaHu MO eneKTPOHEH MbT, NpeaocTaBs
eNIeKTPOHHa loKa3aTencTBO BbB Bpb3ka ¢ 0bpaboTkaTa Ha NpegaBaHUTE OaHHMW, BKITHOYUTENHO)
npenopbyaHa loKa3aTencTBo 3a M3npallaHeTo W nonyvYaBaHeTO Ha AaHHUTe, WM 3aluTaBa
jocTaBKa npenaBaHUTE JaHHM CPeLLy pUCK OT 3aryba, kpaxba, noBpeaa nnv HEMNO3BOSEHM

M3MEeHEHNA

YcTponcTBo 3a
Cb3faBaHe Ha

€JIeKTPOHEeH neyvyaTt

YCTPOWMCTBO 3a Cb3[laBaHe Ha eNEKTPOHEH MeyaT e KOHUrypupaH codtyep munm

xapayenp, KOMTO Ce M3non3Ba 3a Cb3gaBaHETO Ha eNeKTPOHEH neyar

YcTponcTBo 3a
Cb3AaBaHe Ha
KBanuduumpaH

eJIeKTPOHEeH neyvyaTt

YCTPOMCTBO 3a Cb3faBaHe Ha KBanuduuupaH ernekTpoHeH nedart yCTPOMCTBO 3a
Cb3daBaHe Ha eNeKTPOHEH MeyvaT, KOeTo OTroBapsi Ha M3MUCKBaHUNATa B PernamenT
(EC) Ne 910/2014
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YcTponcTBo 3a
Cb3AaBaHe Ha
KBanudgpuumpaH

€eJIeKTPOHeH noanuc

YCTPOMCTBO 3a Cb3fjaBaHe Ha KBanuuumpaH enekTpoHeH NoAnuc € YCTPOUCTBO
3a Cb3[aBaHe Ha €eneKTPOHeH MOAMUC, KOeTO OTroBaps Ha W3WCKBaHWSATa Ha|
PernameHt (EC) Ne 910/2014

YcTponcTBo 3a
Cb3faBaHe Ha

eJIeKTPOHeH noanuc

YCTPOMCTBO 3a Cb3faBaHe Ha eneKkTPOHEH MOANUC € KoHdUrypupaH codtyep unu

xapayenp, KOWTO Ce M3Mnon3Ba 3a Cb3gaBaHeTo Ha eNeKTpOoHeH noannc

YCBB'prJEHCTBaH

eJIeKTPOHEeH neYar

YCbBbPLUEHCTBAH ENEKTPOHEH MevaT € enekTPOHEeH nevart, KOMTO OTroBapsi Ha
N3NCKBaHUATA:

a) CBbp3aH € Mo YHWKaneH Ha4yuH CbC Cb3aaTensi Ha neyaTta

0) MOXe ga ngeHTuduumpa cb3gartens Ha neyaTta

B) Cb3OadeH e 4pe3 [OaHHM 3a Cb3gaBaHe Ha EeneKkTPOHeH neyaTt, KOUTO
Ccb3gaTensaAT Ha €enekTPOHHMS MneyaT MOXe Oa W3MNon3Ba C BUCOKA CTEneH Ha
lnoBepue 1 eaUHCTBEHO Mo CBOM KOHTPOJT; U

r) CBbp3aH € C AaHHUTe, 3a KOMTO Ce OTHacs, NO HayuH, nossonsaealw, Aa 6vae

OTKPpWUTAa BCAKa nocniegsalla npomMmdaHa B 14X

yc‘bB'prLleHCTBaH

eNIeKTPOHeH noanuc

YCbBbPLUEHCTBAH €fIEKTPOHEH MOAMNUC € EeNEKTPOHEH NOAMNNC, KOMTO OTroBaps Ha
M3nCcKBaHUATA:

-e CBbp3aH Mo YHWKaneH HauuH ¢ Tutynaps;

MOXe Aa ngeHtuduumpa Tutynapsa Ha nognuca;

-e Cb3ajeH Ypes JaHHM 3a Cb3aBaHe Ha eNeKTPOHEH MOAMNUC, KOUTO TUTYNSAPST
Ha enekTPOHHWA MOAMMC MOXE [a M3MNoNi3Ba C BMUCOKA CTeneH Ha AOoBepue U
€NHCTBEHO MO CBOW KOHTPOI, U

-e CBbpP3aH C JaHHMTE, KOUTO ca MOAMMCAaHW C HEero, N0 HayuH, No3BonsABaLly Aa

obae OTKpUTA BCAKa nocnensailla rpomMmaHa B 14X

KOpugnyeckn nuua

KOpungudeckn nuua, no cmucbna Ha [oroBopa 3a (PYHKUMOHMPAHETO Ha
Esponenckna couio3 (OPEC), o3HavyaBa Bcuuku obpasyBaHWs, ydpedeHu unu

pernaMmeHTnpaHn CbriacHo NnpaBoTO Ha AbpXaBa YieHKa, HE3aBUCUMO OT TAXHATA

npaeHa opma
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10.2 MPUNOXEHME 2: TEPMUHU U CBKPALLEHUSA HA AHTTIMUCKU E3UK

ASN.1 Abstract Syntax Notation

ABCTpaKTeH e3uK 3a onucaHne Ha 06eKkTu B yA0CTOBEpPEHUsTa

One

A Actuality AKTyanHocT
BG Bulgaria Bvnrapus
C Country CtpaHa

CA Certification Authority

YaocTtoBepsiBall, opraH

CC Common Criteria

OGN KpUTEPUM

CN Common Name

O6LLIoNpMeTo MMe Ha NUUETO

CP Certificate Policy

MNonuTtuka 3a npenocrtaBAHe Ha yaoOCTOBEPUTEITHU YCIyTU

CSP  Cryptograph  Services .
_ KpunTtorpadpckun Moayn Kbm 4eTsaLWOo YCTPONCTBO U CMapT KapTta
Provider
CPS Certification Practice
MpakTrka npu NpegocTaBsHe Ha yOOCTOBEPUTENHN YCIYTK
Statement

CRL, Certificate Revocation List

CnncbK CbC CNPEHN 1 NpeKpaTeHN YA0CTOBEPEHUS

DSA, Digital Signature Algorithm

Bua kpuntorpadckn anroputbMm 3a Chb3gaBaHe Ha erieKTPOHEH

nognuc

DN, Distinguished Name

OTnnuMTEenHO nme Ha cybekT, BnucaH yaoCTOBEPEHNETO

E-mail

EnekTpoHHa nowua

e-1D

EneKkTpoHHa nageHTudunkaums

Extended key usage

Pa3LIJVIpeHVI Luenn 3a U3nosi3BaHeTo Ha Kr4a

FIPS,

Processing Standard

Federal Information

depnepaneH ctaHaapT 3a obpaboTka Ha nHdopmauns

HSM, Hardware Security Module

XapayepeH kpunTtorpadckvu moayn

SO, International

Standardization Organization

MexayHapoaHa opraHusauus 3a ctaHgapTM3aums

Issuer

MN3pgaTen

IP, Internet Protocol

MHTepHeT NpoTOoKON

L, Location MecToHaxoxaeHne
N, Number Homep
NCA, National Competent
_ KomneTeHTeH HaumoHaneH opraH
Authority

0O, Organization

[MbNHOTO HaMMeHOBaHME Ha HOPUANYECKOTO JTNLUE MO perncrtpaumnd

N1 aKkT Ha BrnnceaHe

OU, Organization Unit

OpraHM3aumMoHHa eguHuua, KbM  KOATO CyOekT, BNucaH B
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yOOCTOBEPEHMETO € CBbp3aH

OID, Object Identifier

MoeHTudpumkatop Ha obekT

OCSP, Online Certificate Status

Protocol

MpoToKon 3a OHNalH NpoBepKa Ha cTaTyca Ha YA0CTOBEepeHue

PKCS, Public Key Cryptography
Standards

Kpuntorpadpcku ctaHaapT 3a NpeHoc Ha NyGnuyeH KoY

PKI, Public Key Infrastructure

NHppacTpykTypa Ha nyGnunyHust KnoY (CbBKYMHOCT OT Xapayepa,

codbTyepa, nepcoHana n AoKyMeHTauusTa)

PSD2,
Directive 2

Payment Services

PeBusnpaHaTa dupektnea 3a nnaTexxHUTe yCcnyru:

LJVPEKTWBA (EC) 2015/2366 HA EBPOMNENCKNA MAPNIAMEHT
N HA CbBETA ot 25 HoemBpu 2015 roguHa 3a nnaTexHuTe ycnyru
BbB BbTPELLUHMS Nasap, 3a uameHeHue Ha gupektusn 2002/65/E0,
2009/110/EO n 2013/36/EC n PernameHT (EC) Ne 1093/2010 1 33
oTMsiHa Ha [Oupektmuea 2007/64/EO”.

PSP, Payment Service Provider

,D,OCTaB‘-II/IK Ha nnaTtexHa ycnyra

JSC, Joint Stock Company

AKLIMOHEPHO OpYKECTBO

PSE, Personal

Environment

Security

HapexgHa cpega 3a reHepvpaHe Ha [BOMKa KOYOBE MNpw

Tutynaps

RA, Registration Authority

Pernctpupauy opraH

RSA, Rivest-Shamir-Adelman

Bua acvmeTpuyeH kpuntorpadCckum anropuTbm 3a Cb3gaBaHe Ha

ENTIeEKTPOHEH noanuc

SSCD,

Creation Device

Secure Signature

YCTpoMCTBO 3a Cb3AaBaHe Ha nognuc/neyaT CbC 3almnTeH npodoun

SHA, Secure Hash Algorithm

CurypeH xeL-anropuTbM 3a U3BNMYaHe Ha Xell-naeHTndukaTop

SSL, Secure Socket Layer

CvlrypeH KaHan 3a npeagaBaHe Ha AaHHU

SMIME, Secure Multipurpose

MNpoTokon 3a CUrypHO npegaBaHe Ha €enekTpOoHHa nouwla npeas3

Internet Mail Extensions WHTEPHET
S Street Ynuua
) Tutynsp (,Signature Owner”) e dmsmnyecko nuue, KOeTo cb3gaea
T Tite eNeKTPOHEH noanuc
oken TokeH, Xap4yepHO YCTPOUCTBO, CbAbPXKaLLo Kpuntorpadcka kapTta

N yeTel,

URL, Uniform Resource Locator

EavHeH pecypceH nokaTop/MHTEpHET Bpb3ka
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