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1 BBbBEOEHUE

LEBPOTPBLCT TEXHONBIXUNC” AL (EBpoTpbcT/EBPOTPBCT) e opugudecko nuue,
perncTpupaHo B TbproBckusi permctbp KbM AreHumsata no BnucBaHusTa ¢ EMK 203397356 cbe
ceganve n agpec Ha ynpasnenue: rp. Codums, paroH Marpes, xk N3Tok, yn. ,Hukonan XanTtos” 2 Bx. [
eT. 2. TenedoH 3a koHTakKT: + 359 2 448 58 58. NHTepHeT agpec: http://www.evrotrust.com.

AdpyxecTBOTO ocbliecTBABa MNy6nuyHM yHKUMM MO CMUCBLIIA Ha 3akoHa 3a eNneKTPOHHWS
AOKYMEHT 1 YAOCTOBEPUTENHN YCIyrI.

EBpOTPBCT € [OoCTaBYMK Ha KBanuduumpaHu yaocToBepuUTernHU ycnyrn. Ton npefocTtaBs Ha
noTpebutenu cpeLly Bb3HarpaxgeHue KksannuumpaHn yaoctoBepuTeNHM YCyrn U NPOAYKTH, C BUCOKA
cTerneH Ha curypHocT. [locTaBUMKbT NpedocTaBs CBOUTE YCNYru, KakTo Ha TepuTtopuaTa Ha Penybnuka
Bbnrapus, Taka 1 BbB BCUYKU ObPXKaBU-YreHKU Ha EBponenckus cbioa.

MHoBaTtBeH B cBosita pgenHoct, EBPOTPBLCT npepoctaBs Ha cBouTe noTpedutenn
Cb30aBaHETO Ha ENEKTPOHHM MNOANUCK OT pascTosiHue. B To3n nkoHoMMYeckn M3rogeH meTtoq Ha pabota
cpefaTa Ha cb3jaBaHe Ha efeKTPOHEH NOANUC ce ynpasnsaBa oT AOCTaByYMKa OT MMETO Ha TUTYNAPS Ha
enektpoHHusa nognuc. EBPOTPBLCT rapaHTupa, Ye npunara cneunguyHm npouenypu 3a CUrypHOCT Ha
yrnpaBneHne 1 n3nonasa HageXxXaHn CUCTEMU U NPOAYKTU, BKITHOUUTETHO CUTYPHU €MNEKTPOHHU KaHanu Ha
KOMyHMKaUMs, C LUen ga ce rapaHTupa HagexOoHOCTTa Ha cpefaTa Ha Ccb3faBaHe Ha eneKTPOHHUSA
noanuc/neyar v aa ce rapaHTupa, Ye Tasu cpefa € U3nona3saHa egUHCTBEHO NoA KOHTposia Ha TUTYNSpS

Ha enekTpoHHUA noanuc.

1.1 NPEMNEQ

JJlpakTMka  npu  npegocTaBsHe Ha  kBanudUUMpaHW  YOOCTOBEpUTENHUM  ycnyrn®
(MpakTtukarta/Certification Practice Statement/CPS) Ha ,EBpoTpbcT TexHonbmxuc” Al e nybnvyeH
AOKYMeHT. Ton Mmoxe Aa 6bae NpoMeHsiH MO BCSKO BPeEME OT AOCTaBYMKa M BCsika HOBa pefakums ce
cbobLuaBa Ha 3aMHTepecoBaHUTe nNuua, kaTo ce NybnukyBa Ha MHTEPHET CTpaHuuaTa Ha EBpoTpbCT.

MpakTukaTa Ha EBpOTPBLCT onmcBa 06LWNTE M3UCKBaHWS NMpU NPEAOCTaBsiHE Ha KBanuduUmMpaHu
yOOCTOBEPUTENHM ycnyrn. [JOKYMEHTBT CbObpXa MnpaBuna W npoueaypw, kouto TpsibBa Oda ce
N3NbIHABAT NPU U34aBaHe M ynpaereHne (cnvpaHe, npekpaTsiBaHe u Bb30OHOBSBaAHE) AECTBMETO Ha
KBanMUUMpaHn YOOCTOBEPEHMSA 3a ENEeKTPOHHM MOAMMCU U NeyvaTh, KakTo M 3a KBanuguuupaHu
eNeKTPOHHN BpemeBU neyatn. B xoga Ha ynpaBneHve ce cbbupaT HeobxoaumuTe AOKYMEHTU Mpu
npvemaHe 1 NpoBepKa Ha 3asiBfieHne 3a u3gaBaHe Ha KBanuuumnpaHn yOOCTOBEPEHMUS 3a €NEKTPOHHM
NOANUCKU N NeYaTu, eNeKTPOHHN BPEMEBM NeYaTh, KaKTO U Te3u, KOUTO Ce CbXpaHsABaT OT JOCTaBYMKa B
3aBMCMMOCT OT 3asiBeHata ycnyra. B lNpaktukaTta ce onvcBa peanuampaHeTo Ha MEepKUTE 3a CUrypHOCT

npu npegocTtassiHe Ha npegnaraHnte oT EBPOTPBCT kBanuduunpann yaoCcToBEPUTENHN yCrnyrn. Toau
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AOKYMEHT onpefens npasaTa W 3afblKeHWs, KakTO Ha YyyacTHMUMTE B UHAPACTpyKTypata Ha
ny6nuyHma kntod (PKI) Ha gocTaBymka, Taka 1 Ha BCUYKM BBHLUHM 1A (ako nma Takuea), yqacTBalum B
AerHoCcTTa Mo npedocTaBaHe Ha  KBanuduumpaHu yaoctoBepuTenHu ycnyrn. OnuceaT ce
OTrOBOPHOCTUTE, NpaBaTa M 3adbIDKEHUATa Ha TUTYNAPSA, CbOTBETHO Cb3faTens Ha KeBanuduvumpax
ereKTpoHeH noanuc unu neyaT nNpwW Mon3BaHe Ha yOOCTOBEPUTENTHU YCNyrn, npeaocTaBsHU OT
EBPOTPBCT.

HacToawmaT 4OKyMeHT CbAbpKa OnncaHne Ha crieaHuTe npeanaraHm yenyru:

> WVsgaBaHe u ynpaBneHue Ha KBanvuuupaHu yOOCTOBEPEHUSA 3a YCbBbLPLUEHCTBAHU W
KBanmduumpaHm enekTpoHHU Noanucy;

> WsgaBaHe u ynpaBneHue Ha KBanvduuupaHu yOOCTOBEPEHUS 3@ YCbBBLPLUEHCTBAHU W
KBanmduumpaHu enekTpoHHU neyaTu;

EBPOTPBLCT moxe ga npegoctaBsa Kpuntorpadycku, MHOPMaLNOHHN N KOHCYNTAHTCKN YCyru,
CBbp3aHM C MPUNOXMMOCTTa Ha yAOCTOBEpUTENHUTE YCnyru, cneaBaviku obLonpueTute NpenopbKy,
cneundukauum n craHgapti. 3a Te3n ycnyrn, EBPOTPBCT moxe ga nybnukyBa otaenHo obuim
yCnoBus.

lMpakTukaTa ce OTHACs 3a BCUYKM YYaCTHULM B UHGPACTPyKTypata Ha NyonuuHus Ky Ha
EBPOTPBLCT no uenus ceAT, BKNIOYUTENHO, YOOCTOBEPABALLM OpraHu, perncTpupaly, opraH, TbproBCKU

areHTu, NnoTpebuTenu, KpamHn NOTPedUTENN N BCUYKM JOBEPSBALLM CE CTPAHMU.

CbobpaHMeTo U CTpyKTypaTa Ha Hactoawma OOKYMEHT € B CbOTBETCTBME CbC CregHuTe
CTaHOapTU N CTaHAAPTU3AUMOHHU LOKYMEHTH:

> RFC 3647: Internet X.509 Public Key Infrastructure Certificate Policy and Certification
Practices Framework ;

> RFC 5280: Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List
(CRL) Profile;

> RFC 3739: Internet X.509 Public Key Infrastructure: Qualified Certificates Profile;

> RFC 6960: X.509 Internet Public Key Infrastructure Online Certificate Status Protocol -
OCSP;

> RFC 3161: Internet X.509 Public Key Infrastructure: Time-Stamp Protocol (TSP);

> RFC 5816: ESSCertIDv2 Update for RFC 3161,

> RFC 3279: Algorithms and Identifiers for the Internet X.509 Public Key Infrastructure
Certificate and Certificate Revocation List Profile;

> RFC 4055: Additional Algorithms and Identifiers for RSA Cryptography for use in the Internet
X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile;

> ITU-T X.509 | ISO/IEC 9594-8: The Directory: Authentication framework; Public-key and
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attribute certificate frameworks

> ETSI EN 319 401: ,Electronic Signatures and Infrastructures (ESI); General Policy
Requirements for Trust Service Providers;

> ETSI EN 319 411-1 v1.1.1: Policy and security requirements for Trust Service Providers
issuing certificates General requirements;

> ETSI EN 319 411-2 v2.1.1: Policy and security requirements for Trust Service Providers
issuing certificates Requirements for trust service providers issuing EU qualified certificates;

> EN 319 421 v1.1.1: Policy and Security Requirements for Trust Service Providers issuing
Electronic Time-Stamps;

> 319 412-1v1.1.1: Certificate Profiles Overview and common data structures;

> 319 412-2 v2.1.1: Certificate Profiles Certificate profile for certificates issued to natural
persons;

> 319 412-3 v1.1.1: Certificate Profiles Certificate profile for certificates issued to legal persons;

> 319 412-4 v1.1.1: Certificate Profiles Certificate profile for web site certificates issued to
organisations;

> 319 412-5v2.1.1: Certificate Profiles QCStatements;

> EN 319 422 v1.1.1 Time-stamping protocol and electronic time-stamp profiles.

YpocTtoBepuTenHute ycnyru ce npeaoctaBAaT B CbOTBeTCTBME C WHTerpmpaHata cuctema 3a

ynpaeneHue, npunaraHa oT EBPOTPBLCT, kosaTo BkntouBa usnckeaHundata Ha I1ISO: 9001: 2009 mn ISO/IEC
27001:2013, PernameHT (EC) Ne 910/2014! 1 npunoxummoTo 3akoHoaaTencTeo B Peny6nuka Bbnrapus.

EBPOTPDBLCT nogaobpxa peguua AOKYyMEHTU, CBbp3aHu C NpunaraHeTo Ha [paktukarta. Yact ot
TAX He ca nybnuyHo AocTbnHU. Te ca 4YacT OT CUrypHOCTTa Ha cucTemarta 3a ynpaereHue Ha
nHpopmaumaTa B EBPOTPBCT.

1.2 WME U WAEHTUO®UKALUNA HA JOKYMEHTA

Hactoawmar [OOKyMEHT e C NbfIHO HaumeHoBaHue llpakTuka npu npegocTaBsHE Ha
KBanuduumnpaHn ygoctoBepuTtenHn yenyrn® ot ,EBpoTpbeT TexHonbmpkmc” ALl 1 e NnyGnMyHo OOCTbNEH
B €NneKTpoHHa Bepcusi Ha WHTepHeT cTpanuuata Ha EBPOTPBCT wnmu ce npemocTtaBsas Mo
npegsapuTeNHO NOUCKBaHe, N3NpaTeHO Ha enekTpoHeH agpec: office@evrotrust.com.

HacToawmar OOKYMEHT € C MPUCBOEH YHUKaneH wugeHTudwmkatop Ha obekt (OID — Object
Identifier) 1.3.6.1.4.1.47272.3.1.1.

! Peznamenm (EC) Ne 910/2014 na Esponeiickus napramenm u na Cveema om 23 1onu 2014 200una omHocHo ereKmpouHama
udeHmupurayus u yOocmosepumennume yciyeu npu eieKmpoHHY MPAHCaKyuu Ha bMpeunus na3ap u 3a OMMsIHA Ha
Jupexmuesa 1999/93/EO (Peenamenma)
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npaKTVIKaTa € CBbp3aHa C Monutnkata Ha npeaocrtaBAHE Ha KBaJ'II/ICbVILl,I/IpaHI/l yOooCTOBEPEHUA 3a

EJ1IEKTPOHHU NnoannucuM n nevdaTtn n KBaJ'IVI(bI/ILI,I/lpaHVI yOOCTOBEPUTEITHN YCINYTWU. MNonutnkata BKNIOYBA:

» onucaHne Ha ycnoBudaTta, KOUTO [ocTtaBuMkbT cnasea W crenea npn w3gaBaHe Ha

KBaJ'II/ICbVILI,VIpaHI/l yOOCTOBEPEHUA, KaKTO 1N MNMPUITOXNMOCTTa Ha Te3n yaoCTtoBepeHua C ornen

Ha HMBOTO Ha CUTYPHOCT U orpaHn4eHnAaTa npu n3non3BaHeTo UM,

> CbBKYMHOCT OT KOHKpPEeTHW npoueaypun, KOUTO ce cna3BaT B npoueca Ha wu3gaBaHe U

nogaobpXaHe Ha kBanuduuMpaHu YOOCTOBEPEHUS, WU3UCKBAHWS NpU  MaeHTUdUKauums,

ycnoBudaTa u HeobxoanmMmuTe HUBa Ha CUTYpHOCT Npu Cb3faBaHe Ha enekKTpOoOHHUA noanuc un

ne4vyaT N CbXpaHABaHE Ha YaCTHUA KIOY;
> onpegena npunoxXmMMocttTa W CTteneHta Ha gosepue B

KBan Md)MUMpaHMTe yAoCTOBEPEHUA.

npunoxeHaTta WHdopMaums B

MpakTnkaTa n3nbrHABa OOWMTE M3MCKBAHMATA 3a YOOCTOBEPUTENTHWU MOSIUTMKKU, MOCOYEHU B
ETSI EN 411-1: NCP 3a QCP-l ; NCP+ 3a QCP-l-gscd; NCP 3a QCP-n; EVCP 3a QCP-w n NCP+ 3a

QCP-n-gscd.

KeanudguumpaHute ygoctoesepeHusaTa, udgageHn ot EBPOTPBCT, cbabpxat ngeHtudukaTopm

Ha NONMUTMKUTE 3a M3gaBaHETO MM, KOMTO MoraT ga Obaat nposepeHn B Policylnformation u

CertificatePolicies.

Ha Bcaka oOT nonutuknte, B CbOTBETCTBME C KOUTO Ce u3gasaT KBaJ'IVIC*)VILI,VIpaHVITe

yooctoBepeHus ot EBPOTPBCT ce npucsosiBa naeHtudpukatop Ha obekt (OID — Object Identifier).

CTtonHocTuTe Ha ngeHTudgukaTopute Ha obektu ca:

KesanuduumpaH opran/ycnyra

MoeHTndmnkartop Ha 06eKT
(OID), Policy identifier

Evrotrust RSA Root CA

1.3.6.1.4.1.47272.1

Evrotrust RSA Validation

1.3.6.1.4.1.47272.1.1

Evrotrust TSA

1.3.6.1.4.1.47272.1.2

Evrotrust RSA Operational CA

1.3.6.1.4.1.47272.2

Evrotrust RSA QS Validation

1.3.6.1.4.1.47272.2.1

Evrotrust Qualified Natural Person Certificate for QES

1.3.6.1.4.1.47272.2.2

Evrotrust Qualified Natural Person Attribute Certificate for QES

1.3.6.1.4.1.47272.2.2.1

Evrotrust Qualified Legal Person Certificate for QESeal

1.3.6.1.4.1.47272.2.3

Evrotrust SSL Domain Validated Certificate

1.3.6.1.4.1.47272.2.4.1

Evrotrust SSL Organization Validated Certificate

1.3.6.1.4.1.47272.2.4.2

Evrotrust SSL EV Certificate

1.3.6.1.4.1.47272.2.5

Print and Edit Evrotrust Technologies Inc..
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Evrotrust Server Certificate 1.3.6.1.4.1.47272.2.6

Evrotrust Qualified Natural Person Certificate for AES 1.3.6.1.4.1.47272.2.7

Evrotrust Qualified Legal Person Certificate for AESeal 1.3.6.1.4.1.47272.2.8

EBPOTPBLCT cu 3anasea npaBoTo Aa paswupsaBa nogabpxaHute [lonvTuku Ha uv3gaBaHu
YyAOCTOBEPEHUS, Ype3 OnepaTMBHNTE Y40OCTOBEPSIBALLM OpPraHu.

1.3 YYACTHUUUN B UHOPACTPYKTYPATA HA EBPOTPBCT

MpakTukaTa perynmpa Han-BaxHUTe OTHOLLEHMS MexXay nuuaTa B cTpyktypaTa Ha EBPOTPBCT,
HEroBUTE KOHCYNTAHTCKM W OAWUTOPCKU EKUMKW, KakTO W OTHOLUEHUATA Mexay [OOCTaByMka U
notpebuTtenute Ha kBanuduLMpaHn ygqocToBepsiBaLLm ycnyr (QoBepsBaLlm ce CTpaHu 1 notpedurenmu).
MaunckBaHnsaTa v npasunarta onucanu B [paktukarta ce npunarar 3a:

> YaocToBepsBalLLn OpraHu;

PerucTtpupalum opranm;
Motpebutenu;

[oBepsiBalu ce CTpaHy;

v Vv V VY

Opyru yyactHmun.

EBPOTPBLCT npegoctaesa ksanudumumpaHn YOOCTOBEPUTENHU YCIYIMN Ha BCUYKU OU3NYECKN U
tOpUAMYECKN NnLA, KOUTO Npuemar npasunarta Ha To3u AOoKyMeHT. Llenta Ha MNpakTukaTta € KnueHTtute
Aa 6baat ybeneHu B CUrypHocTTa Ha NpeaocTaBsHUTE KBanuduumpaH y4oCTOBEPUTENHN YCIyTu.

WepapxvuHns mopen Ha TexHonmornyHaTta cuctema Ha EBPOTPBCT wma cnegHata
rnocnenoBaTeriHocCT:

Evrotrust RSA Root CA

Evrotrust TSA Evrotrust RSA Evrotrust RSA
Operational CA Validation

Evrotrust RSA QS
Validation
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1.3.1 YAOOCTOBEPABALLU OPIrAHU

1.3.1.1 BA30B YOOCTOBEPABALL OPIr'AH (,EVROTRUST RSA ROOT CA®)

.Evrotrust RSA Root CA" usgaBa kBanuduuupaHu enekTPpoHHU YOOCTOBEPEeHus, KOUTO ca
NepapxvyHO 3aBUCMMWU B WH(PACTPYKTYypHO OTHoweHne B gomenHa Ha EBPOTPBLCT. BasosoTto
ypocTtoBepeHne Ha EBPOTPBCT e camomsgageHo m camonognucaHo ¢ 6a3oBuSA YacTeH KoY Ha
EBPOTPBCT. C 6a3oBusa yacTteH kniod [JocTaBuMKbT NOANMCBA yOOCTOBEPEHUSA 3a NyONnYHKU KnoyoBe
Ha CBOM onepaTuBHM Y4OCTOBEPSIBALLM OpraHu.

MpocmnnsTt Ha 6asoBus yaoctoeepsBaly opraH Evrotrust RSA Root CA e:

Version V3

Serial number 6C 6E C9 BF 48 51 72 A5 4B D4 OF 27 78 62 52 45

Signature Algorithm SHA384RSA

CN= | Evrotrust RSA Root CA
B OU= | Evrotrust Qualified Root Authority
O= Evrotrust Technologies JSC
organizationldentifier (2.5.4.97)= | NTRBG-203397356
C= BG
Valid from 20 man 2016 1. 15:39:19 UTC
Validit to 20 man 2036 r. 15:49:19 UTC
CN= | Evrotrust RSA Root CA
OU= | Evrotrust Qualified Root Authority
Subject O= | Evrotrust Technologies JSC
organizationldentifier (2.5.4.97)= | NTRBG-203397356
C=| BG
Public Key )
RSA (4096 Bits)
Type/Length

Subject Key Identifier | 74 5¢c al 40 73 2e 1f e6 f9 3b bc ab a0 a4 a7 54 44 74 4f 70

Key Usage (critical) Certificate Signing, Off-line CRL Signing, CRL Signing (06)

Basic Constrains Subject Type=CA

(critical) Path Length Constraint=None

1.3.1.2 ONEPATUBEH YOOCTOBEPSBALL OPIrAH (,,EVROTRUST RSA OPERATIONAL CA*)
.Evrotrust RSA Operational CA* wnsgaBa notpebutenckn ksanuduumpaHn yaoCTOBEPEHUS,

cbrnacHo lMpaktukata n MonutrkaTa 3a NpefocTaBsiHe Ha KBanuumMpaH yaoCTOBEPUTENHM YCIYTH.
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MoTpebutenckute keanuuumpaHn yooctoBepeHns, Kouto nsgaesa ,Evrotrust RSA Operational
CA* B uHdppacTtpyktypata Ha EBPOTPBCT 6uBar :

o Evrotrust Qualified Natural Person Certificate for QES/AES (E-Sign) - usgaBa ce Ha
dumsnyecko nuue (Tutynap). Mma xapakrep Ha kBanuduumpaHo yaoctoepeHue 3a KEI/YCEN. Moxe
Aa ce M3nonsea 3a uaeHTUuuMpaHe M yCTaHOBSIBAHE Ha CaMOMMYHOCT MpU OOCTbM OO WHTEpPHET
NPUNOXeHUs, 3alUTEHN KOMYHUKALMN N €NEeKTPOHHO MOAMUCBAHE Ha AOKYMEHTM OT BCSKakbB Tun. B
yAOCTOBEPEHNETO MOXE [a Ce BMMCBaT M AaHHU 3a PUAMYECKO Nvue, acoummpaHo C (PrM3nM4ecKoTo
nvue, oT MMETOo Ha koeTo TUTynaApAaT we noanucea.

e Evrotrust Qualified Legal Person Certificate for QESeal/AESeal (E-Seal) - nsgaBa ce Ha
topugmdyecko  nuue (Cosgaten). WMma xapaktep Ha  KBanuduumpaHo YAOCTOBEPEHMe 3a
KEMeuat/YcEleuyat. Moxe oa ce nsnonsea 3a ga ce rapaHtMpa Npousxod U UHTErpuTeT Ha U3XOAsLLUN
OT HOPMAMYECKOTO NUUE [aHHW, Hanp.. €NeKTPOHHW LOKYMEHTW, CHUMKMW, apXUTEKTYPHU MNPOEKTH,
cobTyep v opyru.

e Evrotrust SSL Domain Validated/Organization Validated/EV Certificate (Website
authentication) — usgaBa ce uenute Ha yaocToBepsiBaHETO Ha yebcanT, CBbp3aH C KOHKPETHO
PM3NYECKOTO UMM KOPUONYECKOTO Nuue. Mma xapakTepa Ha KBanuduumpaHo YOOCTOBEpPEHWE 3a
yebcanT no cmucbna Ha PernameHTa u ce u3nonssa 3a Cb3[aBaHe Ha YBEPEHOCT Yy MoceTuTer, ye
TMTYNsap Ha yebcanTa e peaneH u nermtumeH cybekrt. YUpes TexHonorusita ce obeanevaBa HagexgHa
CBBbP3aHOCT MO CUrypeH NPOTOKOS 3a 06MeH Ha MHopmauumsTa.

e Evrotrust Qualified Natural Person Attribute Certificate for QES - usgaBa ce c uen
naeHTnduumpaHe Ha dguandecko nuue (TUTynap) ¢ KOHKPETHM, ONWCaHN B yOOCTOBEPEHMETO aTpnbyTu.

Mma xapakTep Ha kBanuduumpaHo ygoctosepeHue 3a KErT.

KBanuduumpanmat onepatveBeH yaoctoBepsBaw, opraH Ha EBPOTPBCT wu3nbnHaBa
cnegHuTe cneumduyHM 3adbIDKEHUs, BKAOYEHW B pamkmte Ha [Monutmkata u [Npaktukata Ha
EBPOTPBCT:

> [puemaHe Ha eneKkTPOHHO WCKaHe 3a KBanNUMUUUPaHW YOOCTOBEPEHUA UMK
KBanuduumpaHn yaoCToBEPUTENHU YCNYTu;

»  WspaBaHe Ha kBanuduuMpaHO yOOCTOBEPEHME W KBanuduumpaHa yOoCToBepuTerHa
ycriyra Bb3 OCHOBa Ha UCKaHuATa cneg naeHTudukauusa Ha 3aasutennTe;

» [lybnukyBaHe n nopaobpXaHe Ha wu3gageHn KBanuduumMpaHu yOoOCTOBEPEHMS B
CbOTBETCTBUE C npoueaypute, onnucanu B Monutukata n NMpaktukata Ha EBPOTPBCT;

»  [puemaHe M U3NbMHEHWE Ha MUCKaHe 3a OTMSHAa Ha KBanuduuuMpaHa ygoctoBepuTesniHa
ycnyra B CbOTBETCTBME C Npoueaypute, nocodenu B MNMonutukarta u MNpaktukata Ha EBPOTPBCT,;

»  WspaBaHe Ha CriMCbK CbC cnpeHnTe n npekpateHn yaoctosepeHus (CRL);

> I'Iy6nvn<yBaHe Ha n3gageHn CnnceLK cbe cnpeHunTe n npekpaTteHn yaoCctoBepeHnd,;
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»  CbxpaHsBa 3anucute (rnoroeBete) No npoueca Ha u3fgaBaHe Ha KsanvduuupaHu
yAOCTOBEPABALLM YCIYr1, KOUTO MOANEXaT Ha oamT;

»  [pyrv genHocTu 1 ycnyru, cebp3anu ¢ aeviHoctta Ha EBPOTPBCT.

EBPOTPDBCT 3anassa npaBoTO Aa pasumpsaBa uUnn NpoMeHs nHdpacTpykTypata cu ¢ gpyra

nepapxusi oT KeanuguumnpaHus onepaTMBeH yA0CTOBEPsiBaLL, OpraH.

1.3.2 PEMMCTPUPALL OPIrAH

®dyHkunnTe Ha Peructpupaly opraH ce u3BbpLluBat oT obocobeHa cTpyktypa Ha EBPOTPBCT
UM OT BbHWHKM nuua, Ha komto EBPOTPBLCT Bbanara ocbLECcTBABAaHETO MM, B paMKkuTe Ha
pas3peLleHoTOo OT 3akoHa. PyHKLMUTE ca:

> [Npuema Ha nckaHe 3a kBanuduvumpaHa ygocToBepuTenHa ycnyra;

> [lpoBepsiBa 4pe3 NOAXOAsWM CpeactBa U B CbOTBETCTBME C  HaUMOHANHOTO
3aKOHOAATENCTBO Ha CaMOSIMYHOCTTA/MOEHTUYHOCTTA M, aKo € MPUMIOXKMMO, Ha BCUYKM cneunduyHn
AaHHW 3a (hM3MYECKOTO UNK IPUANYECKOTO NN, Ha KOETO Ce M3faBa KBannuumpaHo yaoCTOBEPEHUE;

>  WpeHTuduumpa nuueTto nogano uckaHe cbrnacHo yctaHoseHute ot EBPOTPBLCT npasuna
n npoueaypu;

> YpoctoBepsiBa BEPHOCTTA M [JONYCTUMOCTTA Ha MOA4ajdeHa €enekTPOHHO WCKaHe 3a
KBanmduumnpaHo yaoCToBEPEHNE;

> YBegowmsBa notpeburtenuTe 3a u3gageHo KsanvduumnpaHo yaoCTOBEpPEHNE;

> OcurypsBa HagexaHa cpefa 3a nosnyyaBaHe Ha u3gageHo KsanvduunpaHo yaocToBepeHune
UN1 N3MNon3BaHe Ha KBanuduuupaHa yaocToBepuTenHa ycnyra;

>  WHnummpa v npegaea Ha yooCTOBEpPsiBALLMA OpraH 3asBku (MOXe B eNleKTpoHHa dhopma) 3a
ynpasneHue (cnupaHe, Bb30OHOBsIBAHE UM OTMSIHA) HA U34aaeHN YAOCTOBEPEHNS;

> W3BbpwBa ogobpeHne Ha 3asiBKM 3a npogblikaBaHe OeNCTBMETO Ha KBanuduuupaHo
yooctoBepeHue ot umeto Ha EBPOTPBCT;

> CKMYBa [OroBOpM 3a NpefoCTaBAHE Ha YOOCTOBEPUTENTHUM W ApYrn Kpuntorpadcku,
NHPOPMAaLIMOHHN N KOHCYNTaHTCKN ycryrn cbe Tutynapute ot umeto Ha EBPOTPBCT;

> Opyrn  dyHKUMK,  KOUTO  ocurypsaBaT  OYHKUMOHMPAHETO Ha  KBanuduumpaHa
yaocTtoBepuTenHa ycnyra Ha EBPOTPDBCT.

PeructpupawmaTt opraH moxe ga 6bae 060cobeHO 3BEHO B paMKUTE Ha HOPUANYECKO Ivue,
pasnuyHo ot EBPOTPBCT, Ha koeTo ca genernpaHu npaBa ga OCbLLECTBSBa T€3M AENHOCTU MUIN Ha
yacT oT Tsx oT umeto Ha EBPOTPBLCT. OTHoweHuaTa mexgy EBPOTPBCT u Pernctpupaiumsa opraH

ce ypexaarT C oroBop.

1.3.3 NOTPEBUTEIN

Bcsiko domamyecko mnm opuguyecko nvue, Koeto uma ckniodeH gorosop ¢ EBPOTPBLCT e
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notpebuTen Ha kBanuduumpaHa ygoctoBepuTenHa ycnyra npegoctaseHa ot EBPOTPBCT.
Korato TOBa € MpakTU4Yeckn OCbLLIEeCTBUMO, MpedoCTaBaHUTE YOOCTOBEPUTESNTHU YCryrn wu

n3non3saHuUTe nNpu npegoctaBAHETO Ha Te3n yCinyrn npoAykKTu ca AOCTbMNHU 1N 3a XOpa C yBpexXaaHUA.

1.3.3.1 TUTYNAP

TUTYNApAT Ha eNeKTPOHEH NoANUC e U3NYECKO NKLLE, KOETO Cb3aaBa eNeKTPOHHUS NOANUC.

TuTynsapsaT ocblecTBsiBa OT CBOE MMe MIN OT UMETO Ha ApYro fuue, KoeTo TOW npeacTaBnsiea,
€NeKTPOHHN U3SIBMEHUs, KOUTO ErleKTPOHHO MoAMnucBa B CbOTBETCTBME C MpedocTaBeHaTa My
npeacrtaBuTenHa Bnact. B kBanuduumMpaHoTO yOOCTOBEPEHWE MOXe Ce MOCOYM U NMLUETO, KOeTo
TuTtynsps npeacrasnsiea.

TUTYNApAT Ha enekTPOHHMS MoAMUC MOXe Oa Bbanara obCnyXBaHeTO Ha ycTpoulcTeBaTa 3a
cb3faBaHe Ha kBanuduumMpaHu eneKkTPoHHM NoANMUCU Ha TpeTa CTpaHa, Nnpu ycrioBue, Ye ca BbBeAeHU
noaxoAsilyM MexaHU3MKU U npoueaypw, rapaHTMpalun, Ye TUTYNAPAT pasnonara ¢ eQHONUYEH KOHTPON
BbPXY M3MNON3BaHETO HA AaHHWUTE, CBbP3aHN CbC Cb3[aBaHETO Ha €NeKTPOHHWUS MY MOAMNUC, M Ye Npu
N3MNON3BaHETO Ha YCTPOWCTBOTO Ca W3MbIIHEHW M3UCKBaHMATA MO OTHOLUEHME Ha KBanuduumpaHus
eneKTPOHEH noanuc.

EavHcTBeHO TUTYnApAT Ha KBanuUUMPAHOTO YAOCTOBEPEHME, MMa MpaBo Ha AOCTbMN A0
YacCTHMA KoY 3a NOANUCBaHe Ha eNEKTPOHHU U3SIBIEHUS, Ype3 KOUTO Cb3faBa YCbBbPLUEHCTBAH UMK

KBanuuumupaH enekTpoHeH noanuc.

1.3.3.2 CDB3OATEN HA NEYAT

Cb3partenaTt Ha neyart e puanvecko nuue, KoeTo Cb3asa enekTPoOHEH neyar.

Cb3gatenaT Moxe noanevatBa enekTPoHHW OOeKkTW, He3aBUCMMO OT TAXHaTa CbLHOCT
(codpTyep, CHUMKM, My3uKa, PUNMN, KHAMM, apxXUTEKTYPHN NPOEKTN, B6a3n AaHHW, AU3anH 1 Ap.), C KOeTo
MaHudecTpa, Ye TOM € NErMTUMHUSA MU3TOYHMK Ha TO3W enieKTpOHeH OOeKT, KakTo u obekta e C
HeHapyLleHa UsnocT MHTerpuTeT). ENeKTpoHHUAT nevat He rapaHTupa npasa BbpXy eNeKTPOHHUA 06eKT
(aBTOpCKM M Opyrn). .

Cb3patenaT e nocoyYeH B U34afeHOTO KBanvduuMpaHo yooOCTOBEPEHUE 3a eNeKTPOHEeH neyart
kaTto Cb3garten.

EanHcTtBeHo Cb3pgaTensaT kato NoTpebuten Ha kBanuduuupaHo yaocToBepeHve, nMa npaBo Ha
AOCTBLM [0 YaCTHWUS KoY 3a nognevaTBaHe Ha EneKkTPOHHW U3SABIeHWs, Ype3 KOUTO TOW Ccb3fasa

YCbBBbPLUEHCTBAH Unu KBanuduumpaH enekTpoHeH nevar.

1.3.4 [OOBEPABALLU CE CTPAHU

[oBepsiBalla ce cTpaHa O3HayaBa (U3NYECKO WM HOPUAMYECKO NULe, KOeTo pasuuta Ha
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yOooctoBepuTenHa ycnyra.

[oBepsaBaluTe ce CTpaHu criegBa ga UMaT MO3HAHUA U YMEHWA OTHOCHO M3MNOoSi3BaHeTo Ha
KBanuduumpaHo yaocToBEPEHME N fa ce A0BepsiBaT Ha YAOCTOBEpPEHUTE OOCTOATENCTBaA B TSX CaMo C
orneg Ha npunoxumata NonuTtnka, ocobeHo No OTHOLEHME Ha HUBOTO Ha CUIYPHOCT MpuU NpOBepKa Ha
caMOfMyHoCTTa Ha Twutynapute M ugeHTuyHocTTa Ha Cb3gatenute Ha Te3u  kBanuduuupaHu
YAOCTOBEPEHNSA, KAKTO M MO OTHOLWIEHWE Ha BNUCaHUTE B YAOCTOBEPEHMETO OrpaHuWYeHus 3a
N3MON3BaHETO My.

[oBepsBawuTe ce CTpaHM MmaT NOCTOSIHEH OOCTbLN OO PEerucTpute Ha EBpOTpLCT 3a npoBepka
Ha BanMgHOCTTa Ha KBanMuUMpaHUTE YOOCTOBEPEHMSl, 3a YCTaHOBSIBAHE Ha €efleKTpOHHaTa
MOeHTUYHOCT Ha Twutynapute/Cb3gatenute unv Ha Opyrn obctoaTencrsa W [aHHW, OTpaseHn B
yOOCTOBEPEHUATA UMM BNNCaHW B T€3U PETUCTPM.

[oBepsBawuTe ce CTpaHu, yCTaHOBEHU U3BLH Teputopmudata Ha Penybnuka bbunrapua, morat ga
pasynTat Ha HagexgHo, CUrypHO, NMecHO M yaobHO KBanuduuupaHo BanuaupaHe no aBTOMaTu3upaH
Ha4MH Ha KBanuMUUMpaHn enekTpoHHM NOANUCU U ENEKTPOHHU neYvaTu, YOOCTOBEpPEHUsTa 3a KOUTO ca
n3gapenn ot EBPOTPBLCT.

1.3.5 OPYIr'Y4YACTHUUMN

1.3.5.1 YOOCTOBEPABALL OPrAH 3A WU3OABAHE HA KBAJIMOULMUPAHWU ENEKTPOHHU
BPEMEBW NEYATU (EVROTRUST TSA)

Evrotrust TSA nsgasa notpebuTtencku ksanuduumpaHn enekTpoHHN BpeMeBN neyaTtw.

Evrotrust TSA ocblyecTBsaABa cnegHuUTe AeNHOCTH:

» [llpuema wuckaHua 3a YOOCTOBEpPsIBAaHE Ha BpeMe Ha MpeacTaBeHO CbAabpXaHue Ha
eneKkTPoHeH JOKyMeHT oT Tutynaps/Cbhagatens unm [loBepsiBalia ce CTpaHa;

» Wanonsea TexHomnorns 3a obBbp3BaHe Ha gatata M 4Yaca C AaHHWUTE MO HayuH, KOWTO A0
ronisiMa CTeneH U3K4YBa Bb3MOXHOCTTA 3a He3abernssaHa NpoMsiHa Ha JaHHUTE;

» [enHocTTa My ce oOcHOBaBa Ha aTOMEH MW3TOYHMK Ha TOYHO BpPEME, CBbp3aH C
KOOPAMHUPAHOTO YHMBEPCANHO BpeME;

» [lognuceBa C yCbBbPLUEHCTBAH €eKTPOHEeH MOAMUC MUnu nogneyaTBa C YCbBbPLUEHCTBAH
enekTpoHeH ne4vat ot EBPOTPBCT,;

» OcurypsiBa Bb3MOXHOCT 3a AOKa3BaHe B Mocreasall nepuog BbB BPeMeTo (cneq ustnyaHe
Ha nepuvoga Ha [OEWCTBME Ha KBanMMUUUPaHUS EeneKTPOHEeH BpeMeBM nevaT) Ha dakrta Ha
noanvuceBaHe/noanedyaTBaHe Ha enekTPOHEH JOKYMEHTU UMW Ha ApYr eneKTpoHeH 06eKT;

» KBanuuumpaHn enekTpoHHW BpeMeBU neyvatn ce usgasaTt Ha (pPU3ndeckn 1 Ha tpuanyeckm

nvua, kouto ca Tutynspu/Cb3gatenu. KBanugpuumnpaHnaT enekTpoHeH BpeMeBU nevaT ce nossea oT
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npesymnumsiTa 3a TOYHOCT Ha yKasaHWTe OT Hero Aata M 4Yac U 3a USanocT Ha AaHHUTe, C KOUTO ca
00Bbp3aHK gaTaTa U YachbT.

» KBanuduvumpaHuat enektpoHeH Bpemesn nevat usgageH ot EBPOTPBCT, ce npusHasa 3a
TaKbB BbB BCUYKM AbpPXKaBU-YNeHKN Ha EBponenckms cbios.

» KBanudvumpaHuat enekTpoHEeH BpEMEBM MevaT MOoXe Ada Ce MHTerpypa B npoueca Ha
Cb3gaBaHe, Wu3npawaHe unvM npuemMaHe Ha €eneKkTPpoHHWTEe nognucu/nmeyaTtn, Ha EeneKTPOHHO
nognucaHu/nogneyaTaHn LOOKYMEHTU W €NEeKTPOHHW TpaH3akuuu, Npu apxXuBMpaHe Ha enekTPOHHU
AaHHW, B €NEKTPOHHW HOTapuaTtu u ap.

» EBPOTPBCT paspaboTtBa u nybnukyea otaenHa [Monutmka Ha OpraHa 3a msgaBaHe Ha

KBaJ'II/ICbI/ILl,I/lpaHVI €NeKTPOHHN BpeMeEBK nevaTu.

1.3.5.2 OPrAHU 3A BAJINOUPAHE

KeanudguumpaHuTte yaoctoBepeHus B nHgpactpykrypata Ha EBPOTPBCT, kouTo ce nsnonseart

3a noanuMceBaHe Ha 3asiBkaTa 3a BanugupaHe, buear:
> Evrotrust RSA Validation — M3nons3ea ce 3a BanuaupaHe Ha 6as3oBusi NoAnuc M ce
nspgaBa AupektHo oOT 6asoB ypocTtoBepsiBaw, opraH (Evrotrust RSA Root CA). [MpodwmnbT Ha

Banuaupawums opraH ,Evrotrust RSA Validation® e:

Version V3
Serial number 38:00:00:00:02:46:4e:fc:a4:9d:94:68:€3:00:00:00:00:00:02
Signature Algorithm SHA256RSA
Valid from 201605201544597
Validit to 202105211554597
CN= | Evrotrust RSA Root CA
OU= | Evrotrust Qualified Root Authority
Issuer O= | Evrotrust Technologies JSC
Organizationldentifier(2.5.4.97)= | NTRBG-203397356
C=| BG
CN= | Evrotrust RSA Validation
OU= | OCSP Signing
Subject O= | Evrotrust Technologies JSC
Organizationldentifier(2.5.4.97)= | NTRBG-203397356
C=| BG
Public Key RSA(2048 Bits)
Subject Key Identifier DA:40:9F:0A:F0:65:11:77:52:14:65:5F:AF:00:CA:D5:6E:D9:DC:2C
Key Usage (critical) OCSP Signing
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Extended Key Usage OCSP Signing (1.3.6.1.5.5.7.3.9)

Authority Key Identifier 74:5C:A1:40:73:2E:1F:E6:F9:3B:BC:AB:A0:A4:A7:54:44:74:4F:70

OCSP No Revocation
Checking

NULL

[1]Application Certificate Policy:
Application policies
Policy Identifier=OCSP Signing

> Evrotrust RSA QS Validation — M3non3ea ce 3a BanuaupaHe Ha noTpebutencku
KBanuuumnpaHn yoocToBepeHns U e u3gageH oT onepaTtmBeH yaoctoBepsBaly opraH (Evrotrust RSA

Operational CA). MpodunbT Ha Banugupawms opraH ,Evrotrust RSA QS Validation® e:

Version

V3

Serial number

2b:00:00:00:03:¢3:3b:19:4b:08:91:37:24:00:00:00:00:00:03

Signature Algorithm SHA256RSA
Valid from 201605210146147
Validit to 202105200146147
CN= | Evrotrust RSA Operational CA
OU= | Qualified Operational CA
Issuer O= | Evrotrust Technologies JSC
organizationldentifier (2.5.4.97) | NTRBG-203397356
C=| BG
CN= | Evrotrust RSA QS Validation
OU= | OCSP QS Signer
Subject O= | Evrotrust Technologies JSC
Organizationldentifier(2.5.4.97)= | NTRBG-203397356
C=| BG
Public Key RSA(2048 Bits)

Subject Key Identifier

17:A2:1D:16:B0:BF:89:1F:A2:C5:86:BF:CB:DF:77:9F:35:76:7B:66

Key Usage (critical)

OCSP Signing

Extended Key Usage

OCSP Signing (1.3.6.1.5.5.7.3.9)

Authority Key Identifier

7F:3E:64:59:85:2B:DD:23:29:C2:01:E7:CB:C3:69:C0:87:93:2B:08

OCSP No Revocation
Checking

NULL

Application policies

[1]Application Certificate Policy:
Policy Identifier=OCSP Signing
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KeanuduumpaHaTa ycrnyra ce n3nonssa 3a BannaupaHeTo Ha eNeKTPOHHU NOAMNNCKU, €NEKTPOHHM
neyvaTtu, yCnyru 3a enekTpoHHa npenopbYaHa nowia, Kakto U yooCTOBEPEHUS, CBBbP3aHN C Te3n YCryri.
BanugupaHe ce ocbliecTBABa M Ha KBanuduuMpaHu YAOCTOBEPEHWUS 3a aBTEHTUYHOCT Ha yebcauT.
Ycnyrata no kBanudpuumpaHo BanugupaHe ce npepoctaBa ot EBPOTPBCT, B kad4ectBOTO My Ha
KBanuuumpaH 4OCTaBYMK Ha YOOCTOBEPUTENHU YCNYIW.

B npoueca Ha BanuanpaHe Ha KBanuduumpaH enekTpoHeH noanuc/nedart, OpraHbT 3a
BanuampaHe Ha EBPOTPBLCT noTteBbpkgaBa BanuMaHOCTTA Ha KBanMUUMpPaHUS eNeKTPOHEH
noanuc/neyar, npu ycrnosue ye:

> YOOCTOBEPEHUETO, npuapyxasatlo nognuca/nevara KbM MOMEHTa Ha
nognuceaHeTo/nognevarsaHeTo € 6mno kBanudnumpaHo yagocToBepeHne 3a efNeKTPOHEH nognuc/neyar,
OTroBapsLLo Ha nancksaHuaTa Ha PernameHT (EC) 910/2014;

> KkBanuduumpaHoTo ypoctoBepeHue, u3gageHo ot EBPOTPBLCT e 6uno BanugHoO KbM
MOMEHTAa Ha noanuceaHeTo/noaneyYyaTBaHeTo;

> [aHHWUTe 3a BanuaupaHe Ha noanuca/nevata CbOTBETCTBAT Ha AaHHWUTE, NpefocTaBeHu oOT
JoBepsdBallaTa ce CTpaHa;

> YHUKanHuaT Habop OT pfaHHwW, npeactaBsawm Tutynapsa/Cb3gatenss Ha  enekTpOHHUSA
nognuc/neyaT B yOOCTOBEPEHUETO, € HaAMNEeXHO NpefafeH Ha JoBepsABaLlaTa ce CTpaHa;

> aKoO KbM MOMEHTa Ha noanucBaHeTo/nognevarBaHeTo € 6un 13non3saH NCeBgoOHUM, TO TOBA
€ SICHO yKa3aHO Ha JoBepsiBallaTta ce CTpaHa;

> ENEeKTPOHHMAT noanuc/nmedyaT € cb3gageH OT YCTPOMCTBO 3a Cb3gaBaHe Ha eNeKTPOHEH
nognuc/neyar;

> LenocTTa Ha nognucaHuTe/nogneyaTaHn JaHHU He e 3acTpalleHa;

> W3UCKBaHUATA Ha HaCTOAWMS [OOKYMEHT ca ©Owmnu  UM3NbNHEHM KbM MOMEHTa Ha
nognuceaHeTo/nognevyaTBaHeTo.

M3non3seaHata 3a BanuauMpaHe Ha KBanuuuupaHus ernekTpoHeH nognuc/meyaT cuctema Ha
EBPOTPBLCT npenoctaBa Ha [foBepsiBallata ce cTpaHa MpaBunHUMS pesynTtat oT npoueca Ha

BanunaunpaHe un M no3BonsiBa ga OTKpne eBeHTyarnHu I'IpO6J'IeMI/1, CBbpP3aHN CbC CUTYPHOCTTA.

Bcsaka poBepsiBawaTta ce CTpaHa, korato npvema KsanuduumpaHo YLOCTOBEpPEHME, MOXE Aa
3asBN MPOBEpPKA Ha cTaTyca Ha ygocTtoBepeHusiTa B peanHo Bpeme npe3 OCSP cupebp (On-line
Certificate Status Protocol/[TpoTokon 3a oHnanH NpoBepka Ha cTaTyca Ha ygoCTOBEPEHME).

MNMpoBepkaTa Ha cTaTyca Ha KBanuUUMpPaHO YOOCTOBEPEHME B peariHo BpPEME He e
3agbimkuMTeNnHa yHKUMA 3a [loBepsBawmTe ce CTpaHn, HO [JoCcTaBYMKbT NpenopbyBa Aa ce M3nonasa
Tasn ycnyra. 3a NoCTUraHe Ha no-rofisiMa CUrypHoCT Npu U3MON3BaHe Ha eNeKTPOHHU nognucu/neyary,
€ NpenopbYMTENHO MHTErpupaHe Ha ycnyraTta B npoueca Ha Cb3gaBaHe U NpueMaHe Ha eNneKkTPOHHO

noanucaHu/noanevyaTaHn JOKYMEHTH.
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1.3.5.3 OPrAH 3A KBAIIUPULINPAHA YCITYTA 3A ENIEKTPOHHA NPEMOPBYAHA MNMOLLA

OpraHbT 3a KBanudmuupaHa ycnyra 3a enekTpoHHa npenopbyaHa nolla npegocTass ycnyra 3a
erieKTpoHHa npenopbyaHa nolua, KOSATO Mo3BoMsBa NpefaBaHeTO Ha AaHHUM Mexay TPeTu CTpaHu Mo
eNeKkTPoOHeH NbT, NpefocTaBa AoKasaTencTBO BbB Bpb3ka C obpaboTkata Ha npefaBaHUTe OaHHM,
BKIIOYMTENHO [0Ka3aTencTBO 3a U3npallaHeTo v nonyvYaBaHeTo Ha AaHHWUTe, U 3awuTaBa npegasaHuTe
AaHHK cpeLly puck oT 3aryba, kpaxba, noBpeaa nnm Heno3BoNeHn N3MEeHEHUs.

KBanuduvumpaHata ycnyra 3a enekTpoHHa npenopbyaHa nowa Ha EBPOTPBLCT otroBaps Ha
criefHNTe U3NCKBaHUS:

» npepoctaBa ce or EBPOTPBLCT, B kayectBoTO My Ha KBanuduumpaH [OCTaBYMK Ha
KBanmduumpaHn yaoCcToBepuTenHu ycnyru,

» rapaHTupa C BUCOKO HMBO Ha JoBepue naeHTudmkaumsaTa Ha nsnpawlaya;

» rapaHTupa ngeHtudukaumaTa Ha nonyyatens npeau JOCTaBsHETO Ha AaHHUTE;

» n3npawaHeTo 1 noryyYyaBaHeTo Ha AaHHM e 06e3neYveHo, Ypes3 yCbBbPLUEHCTBAH €NeKTPOHEH
NOAMUC UMY YCbBBPLUEHCTBAH €MNeKTPOHEH neYyaT Ha AOCTaBYMK Ha KBanuduumpaHu yaoCTOBEPUTENHU
yCrnyru No HayvH, KOMTO U3KIYBa BCSKakBa Bb3MOXHOCT 3a He3abenssaHa NpomMsiHa Ha JaHHUTE;

» BCsIKa NpoMsiHa Ha JaHHMTe, Heobxoanma 3a uenuTe Ha U3npalaHeTo UM Nory4YyaBaHeTo Ha
AaHHUTe, ce obo3HaYaBa ACHO 3a nogaTtens v 3a nonyyartens Ha aHHUTe;

» [partaTa U YyacbT Ha u3npawaHe W norlydyaBaHe, KakTo U BCAKa NPOMsiHA Ha [AaHHWUTe ce

ykasBaT, Ype3 kBanuduumpaH enekTpoHeH BpeMeBm neyar.

1.4 YNOTPEBA HA KBAJIM®ULIMPAHU YOLOCTOBEPEHUA

KBanudguumpaHo yaoCcToOBEPEHNE 3a eNeKTPOHEH nognuc/neyat, 3a KBanuduumpaH enekTpoHeH
BpeEMEBW nevaT uUinM 3a aBTEHTMYHOCT Ha yebcanT ce msgasa oT “EBpoTpbCT TexHonbaxuc” ALl kato
KBanuuumpaH 4OCTaBYMK Ha KBanvduumpaHu yooCTOBEPUTENHN YCIyrn U OTroBapsa Ha onpegeneHuTe
B PernameHT (EC) 910/2014 nancksaHus.

KBanugpuumpaHuTe yooCTOBEPEHNATA NO3BONSBAT HA NMuaTa ga ce nonseaT oT npe3ymnuus 3a
HanuMune HeonpegeneHn akTM Npu yyacTMe B €ENEKTPOHHWM TpaH3akumn. Te mMoraT ga ObaaTr
N3MNon3BaHN, KOraTto ce Hanara ga ce npeanasu gageH ooMeH Ha efnekTpoHHa MHdopMauus.

KeanudguumpaHo ygoctoBepeHue 3a nybonuyeH knod € nognucan oT EBPOTPBLCT enektpoHeH
AokymeHT B X.509 cTtaHgapT, cbabpxal, npegnucaHn oT PernameHTa pekBu3uTK, yOOCTOBEpPSiBALLN
Bpb3kaTa mexagy Tutynapsa/Cb3gatend v nydonuyHuMst My KoY, CbOTBETCTBALL Ha YaCTHUSA KoY, C
Konto TuTynapat/Cbhb3gatensaT € Cb3gan enekTpoHHWSA nognuc/medar M ChyXu 3a MpoBepka Ha
nognuca/neyata BbpXy eNEKTPOHHN JOKYMEHTU U APYrn eNEeKTPOHHN 06eKTu.

KeanudguumpaHuTte ygocrtoBepeHusita, nsgageHn ot EBPOTPBLCT, morat ga 6baat nsnonassaHu
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3a yOocToBepsiBaHE W Cb3[aBaHe Ha BWCOKO HMBO Ha [OBepue OTHOCHO aBTOPCTBO/ WU3TOYHMK W
WHTErpuUTeT Ha onpederneH enekTpoHeH ob6ekT . [MoTpeGutenute TpsAbBa Oa ca 3ano3Hatu C
M3UCKBaHUSITA 3a W3[aBaHe Ha yOOCTOBEepeHWss U aa dopmynupaT nped EBpoTpbcT uenute Ha
npunoxexuve, 3a ga 6bae n3gageHo Noaxoasilo 3a Tesun uenu ygoctoBepeHue. Mpu npegoctaBsHe Ha

HeBdApHa MH(bOpMaLlMﬂ oT l'IOTpe6I/ITeJ'IVITe, T€ HOCAT CbOTBETHA OTTOBOPHOCT.

1.4.1 BWAOBE KBAJIMOULIMPAHU YOOCTOBEPEHUA U NMPENOPBYUTENIEH ANAMA3OH HA
NMPUNOXUMOCT

» KBanuduvumpaHn yaocToBepeHUss 3a enekTpoHeH MOAMMC Ha (u3nYecku nuua — Te
Nno3BoONSABaT €ENeKTPOHHO MoAMNMCBaHe Ha enekTPoHHU aokymeHTn (PDF(PaDES), XML(XaDES),
TXT(CaDES) # T.H.), BKIOUMTENHO nakeTu oT AokymeHTu (ASIiC-E), kakto M Ha enekTpoHHa nowia
(6asmpaHa Ha S/MIME (Secure/Multipurpose Internet Mail Extensions/lMpoTokon 3a curypHo npegaBaHe
Ha enekTpoHHa nowa npe3 MHTepHeT unu kpuntorpadpcka cuctema 3a 3awura Ha npegaBaHUTE Mo
eIeKTpOHHa nowa CbOoOLLEHNSA N HA CbXPaHABAHUTE BbPXY PasfUYHM HOCUTENWN OAHHW));

» KBanudvumpaHun ygqoctoBepeHus 3a efeKTPOHEH neyvar Ha ipuandeckn nuua/opraHmsaunm —
Te no3BONSABaT ENEeKTPOHHO noANMCBaHe C  EfieKTPOHEH neyaT Ha pasinMyHU  akTUBM  Ha
dupmaTta/opraHnsaumsTa, HanpumMep CHUMKKU, codpTyep, BUOEO U T.H.;

» SSL (Secure Socket Layer/CurypeH kaHan 3a npegaBaHe Ha gaHHu) m EV SSL (SSL
yaoctoBepeHue ¢ paswmpeHa Banungauus/Extended Validation SSL) kBanuduumpaHm yooctoBepeHns
3a npoBepka Ha CbpBbpa - Te Ce U3Nons3eaT OT rnobanHn MHTEPHET UMM eKCTpaHeT yCnyru, onepupaLim
no npotokon SSL/TLS;

> KBanMpuunupaHm YLOOCTOBEPEHMS, W3MON3BaHW 3a MNpoBepka Ha aBTEHTUYHOCTTa Ha
notpebutenu (pmsmdeckn n puanHeckn nuua, xapayepHu yCcTponucTea) — M3nonseaT ce HanpuMmep B
SSL/TLS /npoTokor;

> KBanvdpuunpaHm yaoctToBepeHusl, NoTBbpKaaBallyM ctaTyca Ha YOOCTOBEPEHMS - Te ca
n3gageHn o CbpBbpuTe, PYHKLMOHMpaLmM B cboTBeTcTBUE ¢ OCSP npoTokon ;

> KBanuduumpaHn enekTpoHHM BPEMEBU NevaTun - Te ca u3gageHn Ha CbpBbLPU, B OTFOBOP
Ha MckaHe 3a onpegensHe Ha TOYHO BPEME;

> Opyrm — Hanpumep aTpubyTUBHM YAOCTOBEPEHUs, YAOCTOBEpsBalUM onpeaerieHn

XapaKTEPUCTUKW/AaTpmMOyTN Ha Nnnue uin obekT.

1.4.2 YNOTPEBA

Keanuguumpanmte ygoctoBepeHuss Ha EBPOTPBCT He mMoxe ga ce v3nomnssBaT MO HauWH,

HECHbBMECTUM C ODsiBeHaTa 3a THX Lerl, KakTo U B NPUNOXeHnA, KOUToO He OTroBapAT Ha MUHUMANHUTE
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N3nCcKBaHmA, nocovyeHn B rnaea 1.4.1.

YpoctoBepeHusTa, nsgasanu n npegoctaesaHn ot EBPOTPBCT moraT ga ce usnonsear 3a:

» YcTaHoBsIBaHEe Ha UOEHTUYHOCT U CaMOSIMYHOCT Ha PU3NYECKO NuLe nnn uandecko nuue,
CBbpP3aHO C OpraHuMsauus, B KayeCTBOTO MYy Ha HEWH 3aKOHEH Wnv [OroBOpeH npeacTtaButen, 4vpes
aTpnbyTUBHN YOOCTOBEPEHWS;

» YpocTtoBepsiBaHe Bpb3ka MeXAy aBTop M NyGNMYHWUS My KITHOY 3@ NpoOBepKa Ha aBTOPCTBO U
WHTErpuTeT Ha eNeKTPOHHO NOANUCAaHN LOKYMEHTH;

» YpocToBepsiBaHe Ha aBTEHTMYHOCT Ha yebcawT, ¢ KoeTo noceTuten Ha yebcanT Moxe fa
ObOe yBepeH, Ye TUTYnsAp Ha yebcanta e pearneH U fnermtumeH cybekT, KakTo n 3a ga ce obesneun
CUrypHa KOMyHMKaLMOHHa cecusa ¢ yebcanTa no cTaHgapTMamMpaH NpoToKon,

» [lokasaTencTBo, Ye AafeH eneKTPOHEeH AOKYMEHT unu Apyr MHgopMauoHeH obeKT nsxoxaa
OT HOPUAMYECKO Inuue, KaTo Ce rapaHTMpa HagexaHusa npousxod W uenoctta Ha obekta, 4pes
eNeKTPOHEH nevar, NPUAPYXKEH OT YAOCTOBEPEHME 3a eNeKTPOHEH nevyaT, nsgageHo ot EBPOTPBLCT;

» [lognuceBaHe, KpunTMpaHe W OEeKpUNTUpPaHe Ha ENeKTPOHHW [aHHM, KaTo eNeKTPOHHU
AOKYMeHTU, 6a3un AaHHW, MHOPMALMOHHN 06EKTN, eNEKTPOHHA noLla 1 Apyru;

» BnusaHe n nposepka Ha MOAMUWCAHW OaHHW, KaTO OOKYMEHTW, npernopbyaHa enekTpoHHa
nowia v gpyru;

» KpuntnpaHe n gekpuntupaHe Ha AaHHM 1 OOMEH Ha KMo4oBe, M3MNOMN3BaHN 3a KPUNTUPaHE;

» CurypHO oTgane4yeHo CbXpaHsiBaHe M U3MNOSI3BaHE Ha KIHYOBE 3a eNEKTPOHHO NoANUCBaHe,

pecn. noaneyaTBaHe;

> [HOpyru.

1.5 YNPABJIEHUE HA NMPAKTUKATA NMPU NPEAOCTABAHE HA KBAJIMOULIMPAHA
YOOCTOBEPUTENHA YCNYTA

Bcaka Bepcusa Ha [MpakTukata npu npefoctaBsiHe Ha kBanuduvumpaHa yaocToBepuTenHa
ycrnyra e B cuna (MMa akTyarHO CbCTOSHME) A0 MOMeEHTa Ha opgobpeHve n nybnvkyBaHe Ha HoBa
Bepcusi. Bcska HoBa Bepcusi ce paspaborBa ot cnyxutenm Ha EBPOTPBCT u cnen ogobpenne ot
CovBeTta Ha anpektopute, EBPOTPBCT ce nybnukyea.

AbBoHaTuTe Ca ONbXHM Oa ce cbobpassBaT camMo C BanugHaTta Bepcust Ha [MpakTmkata Kbm

MOMEHTAa Ha nonssBaHe Ha ycnyrute Ha EBPOTPBCT.
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2 OTroBOPHOCT 3A NMYBJINKYBAHE U XPAHUJTULLIE

2.1 XPAHUIIULUIE

My6nuunmat permctbp Ha EBPOTPBCT npeacTtaBnsiBa xpaHunuiie, B KOETO ca pa3nofiokeHu
aKTyarnHu n npeguliHu BEPCUN Ha eNeKTPOHHU AOKYMEHTU. B Hero ce cbabpxaT yAOCTOBEpEHUsITA Ha
nHppacTpykTypata Ha nybnudHmsa kntod (PKI/Public Key Infrastructure) n KnMeHTCKM yooCTOBEPEHUS.
XpaHnnuiieTo ce ynpaensea u kKoHTponupa ot EBPOTPDBCT. No Tasu npuumHa EBPOTPBCT:

» rapaHTupa, Ye BCUYKM YOOCTOBEpPEeHWs, MyONuKyBaHW B XpPaHWNULLETO MpuHagnexar Ha
NMOCOYEeHUTE B TAX NOTPEOUTENNTE NN HA YNBIIHOMOLLEHUTE OT TAX NPeacTaBUTENM;

» rapaHTuMpa, 4e YOOCTOBEpPEHMsiITAa Ha YOOCTOBEPUTENHUTE OpraHu, npuHagnexawm Ha
EBPOTPBLCT wun ygoctoBepeHuss Ha notpebutenute (MO npeaBapuUTeEnHO TSAXHOTO ofobpeHue) ca
nybnukyBaHu;

» nybnukyBa aktyanHu ,llonuTuka npy npeaocTaBsHe Ha KBanuduumMpaHn yaoCTOBEPUTENHU
ycnyrn®, lMpakTuka npyv npegoctaBsaHe Ha KBanuduumpaHu yOoCTOBepuUTenHu ycnyrun®, obpasum Ha
AOKYMEHTMW, NpedHasHadeHn 3a notpebuTenute n crnopasyMeHus Mexay CTpaHuUTe, KakTO M apXMBHU
BEpPCUM;

» [paBa 4oCTbN A0 MHopMaLmMsa OTHOCHO cTaTyca Ha y4oCTOBEpeHusaTa, Ype3 nybnvkyBaHe Ha
CRL, no OCSP unu 4ypes Bbnpocu, nogagenun ypes HTTP/HTTPS npotokon (IMpoTtokon 3a npeHoc Ha
xuneptekct/ Hypertext Transfer Protocol);

» ocurypsiBa MOCTOSIHEH OOCTbM A0 MHOpMauuaTa B XpaHWNULWLETO 3a yAoCToBepsBaluute
OopraHu, perucTpupaiymsa opraH, noTpedutenuTe n JoBepsBaLnTEe ce CTpaHu;

» nybnukyBa gpyra nHdopmaumsa 6bp30 M B CbOTBETCTBME CbC CPOKOBETE, OnpeaerieHn B TO3M
OOKYMEHT;

» ocurypsisa 6e3onaceH 1 KOHTPONMpaH AOCTbN 40 MHpOopMaUMsTa B XPaHUIULLETO.

Bcuukm  notpebutenu, wumMaT  HeorpaHuMdeH AOOCTbN OO usaAnata  uHopmauus B
XpaHunuweto.OrpaHmyeHns mMmaT AoBepsiBalLUTE Ce CTpPaHW, HO Te ca 0bMYyamHO M eAWHCTBEHO Mo

OTHOLLEHME Ha YAOCTOBEpPEeHMsTa Ha noTpedutenure.

2.2 WNHO®OPMALUMUA, NYBIIMKYBAHA OT EBPOTPBCT

MyGnnyHMAT pernctbp € [OOCTbNEeH 4pe3 UHTepHeT-cTpaHuuata Ha EBPOTPDBCT:
https://www.evrotrust.com.

Hoctbn oo nybnuyHms permctbp MoXe ga ce ocbllecTBsiBa no npotokon HTTP/HTTPS.

WHdopmauunaTa, nydnukysaHa oT EBPOTPBCT BknoyBa JOKYMEHTU, KOMTO ONUCBAT:

> YcnoBusita M peda 3a u3gaBaHe Ha EnNekTPOHHO YAOCTOBEPEHWE, BKIIOYMTENHO 3a
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npasunaTa 3a ycTaHOBsIBaHEe WOEHTUYHOCT Ha TUTynsap Ha yoocTOBepeHue;

» [lpoueoypu 3a CUrypHOCT nMpuM wM3gaBaHe W YynpaBrneHWe Ha YyOoCTOBepeHus 3a
KBanuduumnpaH enekTpoHeH noanuc/neyar;

» HauuH Ha n3nonssaHe Ha kBanuduLMpaH enekTpoHeH nognuc/neyar,

» Ycnosus n peq 3a M3nonsBaHe Ha KBanuuumpaH enekTpoHeH noanvc/neyar, BKIYNUTENHO
N3NCKBaHNS 3a CbXpPaHABaHE Ha YaCTEH KIToY;

» YcnoBua 3a [O0CTbN OO0 YOOCTOBEPEHWE M HayuMH Ha npoBepka Ha KeanuduumpaHo
YyAOCTOBEPEHWE;

» LUeHa 3a nonyyaBaHe M u3non3BaHe Ha YAOCTOBEPEHME, KaKTO U LEHW Ha OocTaHanute
npegocTaBsHU YCNYru;

» OtrosopHocT Ha EBPOTPBCT u Ha Tutynap/Cw3gaten Ha kBanuduuupaH enekTpoHeH
nognuc/neyar;

» Ycnosua n pea, no kouto Tutynapat/Ce3gartendr npaBu UCKaHe 3a OTMsHA OEACTBUETO Ha
KBanuuumnpaH enekTpoHeH nognuc/nevar.

» [oknagu oT oguTun, U3BbPLUEHU OT YNbITHOMOLLEHA MHCTUTYLUS;

» [NonbnHuTtenHa nHdopmauus, Hanpumep CbobLLEHNSA N U3BECTUSI.

YacT oT umtmpaHata WHopmauusaTa ce cbObpxa B TO3M JOKyMeHT u B [pakTukuTe 3a

npenocrtaBdaHe Ha Opyru KBaJ'IVIdJI/IU,I/IpaHI/I YOOCTOBEPUTEITHN YCIyrn

OcBeH noco4veHaTta gokymeHTauusi, EBPOTPBCT nybnvkyBa B XpaHUIMULLETO CU U:

» basoBoTto cu ygoctoepeHue (Evrotrust RSA Root CA);

» OnepatnBHuTe ygocToBepeHust Ha YaocTtoBepsBawmTte opraHn (Evrotrust RSA Operational
CA);

> YpocToBepeHusiTa 3a BpEME;

\4

UspapeHute oTr EBPOTPBLCT ygoctoBepeHus;

» CnucbKbT Ha cnpeHnTe n oTMeHeHn ygoctoBepenuns (CRL), usgagedm ot EBPOTPBCT.

2.3 YECTOTA HA NYBJINKYBAHE

EBPOTPBLCT nybnmkyBa nHdopmMaumsi CbC criegHaTa YyecTtoTa:

» MNonutuka npu npegocrtaBsHe Ha KBanuMUUMpaHW ygoctoBepuTenHu ycnyrn“ n [paktuka
npy npegoctaBsHe Ha KBanuuuMpaHu yOooOCTOBEPUTENHM ycnyrn“ nognexum Ha HesabaBHO
nybnukyBaHe nNpu BCsKa akTyanuaaums;

» OnepaTuBHUTE yOOCTOBEPEHUS - NPU BCSKO M3aaBaHe Ha HOBO yOOCTOBEPEHMUE;

» AxTyanusaums Ha nybnuyHua Permctbp Ha usgageHuTe yooCTOBEPEHMS Ce OCblUecTBsBa

aBTOMATWMYHO M He3abaBHO cre NyGrMKyBaHe Ha BCSIKO HOBOM3AaAeHO BannaHo yooCTOBEPEHME;
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» Aktyanusauus Ha Tekywmst Cnuckbk CbC CnpeHn n npekpateHu ypnoctosepeHus (CRL) ce
ocblUecTBsiBA aBTOMatM4HO Ha He noseye OT 3 (Tpy) Yaca wnum He3abaBHO cneg OTMsSIHA WK
cnupaHe/Bb300HOBABaHE Ha BannaHo ygoctoBepeHue. BbB Bcnykn Cnncbum CbC CPEeHN U NnpekpaTeHn
ypoctoBepeHns (CRL) EBPOTPBCT ykasBa BpemeTo 3a cneapawoTo nsgaHue. EdpektnBHnaT nepunon
Ha BanuAHOCT Ha nybnukyBaHus aktyaneH CrnucbK € NOoCOYeH B HEro, OCBEH ako He Ce U3BbpLUM
aKkTyanusauus;

» [NoknaguTte OT 0QuTH, U3BBbPLLUEHM OT OTOPU3UPaH opraH - Bcekn nbT, korato EBPOTPBCT
r nonyuu;

» [donbnHutenHa nHdopmMaums - Npu BCSKO HACTbNWIIO CbOUTHE.

2.4 [OOCTHLN A0 NYBIIMKALNU

EBPOTPBLCT npeanara QUPEKTOPUNHKU YCIYrn 3a MHpOpMaLMATa CbXpaHsiBaHa B XpaHUIULLETO
(enekTpoHHMA perncTbp), kaTo ocurypsisa HTTP/HTTPS 6a3npaHn goctosn.

Lianata wnHdpopmauua B xpaHunuwieto, nybnukyBaHa ot EBPOTPBCT, e obuwogocTtbrnHa.
HOoctbnbT Ao TasuM uHdopmauma He ce orpaHumyaBa oT EBPOTPBLCT, ocBeH nNo uUckaHe Ha
Tutynaps/Cb3gaTens u camo no OTHOLLEHME Ha HeroBo BannaHo U3gageHo yaocToBepeHue.

WudopmauusaTa, nybnukysaHa B xpaHunuweto Ha EBPOTPBCT, e goctbnHa nocTtossHHO (24/7),
OCBEH B cnyyamte Ha cbbutus, m3ebH KoHTpona Ha EBPOTPBLCT u B cnydyam Ha KpaTKoTpanHu
BPEMEHHU NPeKbCBaHMS 3a NPOdUNaKkTUKa.

[ocTaBunkbT ocurypsisa cBobogeH AOCTbMN A0 BCUYKM Ba30BM 1 onepaTMBHU YOOCTOBEPEHUS Ha
CBOMTE aKTUBHW YOOCTOBEPUTENHU OpraHu, KakTo U CBOOOAEH SOCTBbM 4O TE€3U Ha BCUYKM HEAKTUBHMU
TakmBa 3a CpPOK He MO-ManbK OT 2 (OBE) rogvHW cried M3TMyaHe Ha Cpoka Ha BanuAHOCT Ha Teau
yOOCTOBEPEHMS.

KomyHukauunte mexgy notpebutenunte u sawmteHn MHTepHet ctpaHnum Ha EBPOTPBLCT ce
ocbllecTBaBar Ype3 HTTPS npoTokon.

EBPOTPBLCT e npegnpvien Mepku, normdecks u (pusmyeckn MexaHu3mu, 3a 3alimrta cpeluy
HeoTOpu3npaHo fobaBsHe, NnpemaxBaHe U NpoMsiHa Ha nHopMauuaTa, nybrnvkyBaHa B XpaHUULLETO.

Mpn oTkpmBaHe Ha HapyweHuss B mHdopmaumatra, EBPOTPBLCT npeanpvema nogxogsiim
AENcTBus, 3a Aa Bb3CTAHOBW LieNiocTTa Ha uHdopmaumaTa. MNpun Heobxogmmoct EBPOTPBLCT Hanara

3aKOHOBM CaHKLWM, yBeOMsIBa 3acerHaTute cybekTn n KoMneHcumpa 3aryoute nm.

3 WAEHTUPUKALUNA N YOOCTOBEPABAHE HA CAMOJIMYHOCT

Ta3n vact ot [MpakTukata npeactaes obLWMTe MpaBuia 3a NpoBepka Ha CaMONMYHOCTTa Ha

notpebutenute, npunarain ot EBPOTPBCT npu usgaBaHe Ha KBanuduuMpaHu yOoOCTOBEPEHUS.

Print and Edit Evrotrust Technologies Inc.. Page 26 of 147




MPAKTUKA MPU NPEAOCTABSIHE HA elDAS-CPS
c I‘Otru St KBANU®ULIMPAHWU YAOCTOBEPUTESNTHU YCNYTU For public use

Regulation 910/ 2014 CERTIFICATION PRACTICE STATEMENT Version —2.1
elDAS FOR QUALIFIED CERTIFICATION SERVICES 13.04.2017

MpaBunata ca 6a3npaHn Ha onpeaeneHy BMOoBe NHPOpMauus, KOATO ce BKOYBa B yAOCTOBEPEHUSTA.
Mo TO3M HaumH ce rapaHTMpa, Ye BKMYeHaTa MHOpMauMa e TOYHa U JOCTOBepHa B MOMEHTa Ha
usgaBaHe Ha ypoctoBepeHue. [MpoBepkaTa Ha OdaHHUM 3aObIDKUMTENHO Ce U3BbPLIBA B eTana Ha
permctpaumMsi Ha notpedbutena M no wuckaHe Ha EBPOTPBLCT 3a BcudkM KBanuduumpaHu
yOOCTOBEPUTENHU YCIYTr.

JocTaBYMKBbT CaMOCTOSITENHO UK Ypes cBOM Permctpupall, opraH:

» npvemMa UCKaHus 3a u3gaBaHe Ha KBanuduumpaHm yaoCTOBEPEHWS;

» OCblUecTBABa MNpOBEpKa 3a YCTaHOBSIBAHE HA CaMOMMYHOCTTa Ha TuTynapsi, CbOTBETHO
naeHTMYHocTTa Ha Cb3garens n Ha cneundndHN gaHHKM 3a TIX C AOMNYCTMMN CPEACTBa;

» yTBbpXAaBa cnepf ycneluHa npoBepka Unmn oTXBbpis PErmcTpupaHnuTe UCKaHus;

» yBegomsiBa YOOCTOBepsBaLLMS OpraH Aa u3gage UCKaHOTO YAOCTOBEPEHMUE.

[ocTaBunkbT, CbLOTBETHO Peructpupawmatr opraH cbbupa u nonydyaBa HeobxoaumaTta
WHopMaums 3a naeHTudmrKaumsa u
NpoBepKa Ha camMosiMYHOCTTa Ha Tutynaps/Ce3gareng.

VoeHTuukaumsata u npoeepkata Ha camonuyHocTTa Ha Tutynaps/Cb3gaTtens ce mM3BbpLUBa
npeav aa 6bae nsgageHo kBanuduvumMpaHo ygoctoBepeHme. Ta namcksa HEroBo JIMYHO NPUCHCTBUE UMK
NPUCHCTBUE Ha YNBMHOMOLWEH npeacTaBuTen Ha nuMUeTo Modano WcKaHe npeq CryxuTen Ha
EBPOTPBLCT mnu Ha HeroB Pernctpupall, opraH.

EBPOTPDBLCT e paspaboTtuno cneumanmsnpaHa cuctema 3a othanedeHa BMaeongeHTudmkaums
ype3 MOOWIHO NMPUMOXEHNE, MHCTaANUPaHO Ha CMapT-yCTPOMCTBO Ha noTpebutens. CuLwoTo rapaHTupa
noeHTMdukauna Ha notpebutens B peanHo BpeMe 4Ype3 aBToOMaTuMyHa BuaeouaeHTUdMKaums Bb3
OCHOBA Ha MOMTYYEHN OAHHU N CHUMKA OT HauuMoHarnHa 6asa JaHHU OT AOKYMEHTU 3a CaMOSIMYHOCT Min
ype3 BWOEOKOH(EpPEHTHa Bpb3ka B pearniHO Bpeme OT onepaTop, Bb3 OCHOBa Ha MpeaocTaBeH Mo
€NeKTPOHEeH MbT [OKYMEHT 3a CaMOSIMYHOCT WM N0 chneumanHa wmetogonormsa. Cuctemata 3a
BuogeongeHtudmkauua Ha dusndeckn nuua, msnonssaHa oTr EBPOTPBLCT, e ceptudumumpaHa 3a
CbOTBETCTBME C M3nckBaHuATa Ha PernameHT 910/2014 EC ot opraH 3a npoBepka Ha CbOTBETCTBUE,
KaTo gaBalia cbllata CTeneH Ha CUrypHOCT, KakTo NIMYHO sBABaHE, Ha OCHoBaHue 4n. 24, T. 4 oT
PernameHTa.

ABTOMaTM3NpaHa oTaanedeHa MaeHTUUKaumMsl Ha HPUONYECKUTE Nuua, OT UMETO Ha KOWUTO
TuTynapsT 3asBsiBa M3gaBaHE Ha YOOCTOBEPEHWE OTAANevYeHo, Ype3 UHCTANMPaAHOTO MPUSTOXKEHME Ha
CMapT-yCTPOMCTBO U KOUTO We 6baaT BNMCBaHM B N3gaBaHUTE KBaANUUUUPaHN yOOCTOBEPEHUS, KAKTO
N 3aKoHHaTa NpeAacTaBUTENHa BNacT Ha TUTynspst CNPsIMO THX, CE YCTaHOBSBa B peariHO BpeMe, 4vpe3
NpoBEpPKa Ha aKTyasrHWsa CcTaTyC U BNUCBaHUSTA B TbProBCKM U APYrM PErnctpu, B KOUTO ca BNUCaHMW.
KoraTto cnpaBka He MOXe Aa ce U3BbpLUKN, NAEeHTUDMKALMATA Ha HPMANYECKMTE NULA N NPOBEpPKaTa Ha
npegcraBMTENHA BNAcCT Ce M3BbPLUBA HA MSACTO, Bb3 OCHOBA Ha NpeacTaBeHW AOKYMEHTU OT CIyXUTen

Ha EBPOTPBLCT, nnun Pernctpupaly, opraH.
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EBPOTPBLCT rapaHTupa, 4e U3MYECKATE U LOpUOAMYECKNTE nuua ca  NpaBUITHO
naoeHTuduumMpaHn, TaxHaTa CaMOfIMYHOCT € TMpoBepeHa W 4Ye WUCKaHMATa 3a u3gaBaHe Ha
KBanuduumpaHm yaoCTOBEPEHUA Ca HaMbfHO, aKypaTHO W HaANeXHO NpoBepeHn Wu opobperw,
BKITHOYUTENHO MbIHOTO MME/HAaMMEHOBAHME N NPaBHUS CTaTyC HA CbOTBETHOTO YN3NYECKO/IOPUANYECKO

nvue 1 Bpb3kaTta Mexzay YAOCTOBEPEeHNTE AaHHM 1 (PU3NYECKOTO/IOPUANYECKOTO NULLE.

3.1 WUMEHA

KeBanuduumpaHmte ygoctoBepeHus ca ¢ dopmaT, CbOTBETCTBaW, Ha crtaHgapta X.509.
Pernctpuvpawute opraHun npoBepsiBaT U rapaHtTMpaT, Y€ MMeHaTa B WCKaHuATa 3a u3gaBaHe Ha
yOoCTOBEPEHUS OTroBapsT Ha ctaHgapTa X.509.

MoneTo ,Subject" B yaocTtoBepeHMETO CbabpKa HanMeHoBaHNETO Ha TuTtynaps/CbhagaTens.

NmeTo n apyrute nHgmeuayanuanpaiwm 6enesm Ha Tutynaps/Cb3gartens B CbOTBETHUTE noneTa
3a Bcekn TN ygoctoBepeHune ca B cboTtBeTcTBMEe ¢ DN (Distinguished Name), cdopmupaito ce
cbobpasHo ctaHgapTa X.500 u X.520.

OnepatueHute ygoctosepeHuss Ha EBPOTPBCT cbabpxat B noneto "Subject” n none "Issuer”
aTpmnbyT DN, hopmmpaly, HEroBOTO YHUKANTHOTO UME.

HetannHa cneundukauna Ha usgaBaHuTe ot EBPOTPBLCT ygoctoBepeHus ce cbabpxa B

nocrefBalmTe YacT Ha HaCTOSLMUS [OKYMEHT.

3.1.1 BMWOOBE UMEHA

M3nckBaHMsTa 3a MMeHa B U3gaBaHUTE YOOCTOBEPEHUS Ca KakTo € nocoyeHo B lNMpenopbka ITU-
T X.509 nnn IETF RFC 5280 n Ha ETSI EN 319 412. [onycka ce umeHaTta ga 6baat B CbOTBETCTBUE C
Domain Name Service (DNS), onucan B RFC 2247. Mo 1031 HayuMH ce no3BonsBa Ha aboHatuTe ga
nanonaeart gsa suga nmeHa: DN n DNS egHoBpeMeHHO.

3a ga ce ocurypu no-nieceH HauuH 3a efieKTPOHHA KOMYyHMKauus ¢ noTpebuTtend, Moxe da ce
n3non3ea M antepHaTMBHO uMe (NceBooHUM). [OCTaBYMKBT MOXE ga wusgaBa KBanuduumpaHo
yOOCTOBEpPEHME KaTO U3nonaea ,NceBgoHMM" 3a Aa MMeHyBa NoTpebuTens, camo cnepf Kato 3a CbLUOoTO
e cbbpaHa HeobxogumaTa nHdopMauns 3a CaMOSTIMYHOCTTA My M € YCMELHO ngeHtndnumnpaHo. Mmeto
MOXe Oda CbAbpXa M agpec Ha enekTpoHHa nowia Ha noTpebuTtensi, KOWToO € B CbOTBETCTBUE C

npenopbka RFC 822.
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3.1.2 HEOBXOAMMOCT OT OTTPAHU4YUMU MUMEHA

Wmenata, BknoyeHn B Distinguished Name (DN) Ha noTpebutens umart cBOETO 3HayeHue B
6bnrapckua unu B Apyr yyxg e3uk. Ctpyktypata DN 3aBucuM OT BuMAa Ha yOOCTOBEPEHUETO U
notpebutensa. DN ce cbcTom oT crnegHuTe obnacTtu (onnucaHuaTa ca B CbOTBETCTBME C npenopbka RFC
3280 n X.520):

» none C - mexagyHapoaHO CbKpalleHre Ha uMeTo Ha cTpaHaTta (BG 3a bbnrapus),
norne CN — NbnHO/4ecTo n3nonssaHe nMe Ha PU3M4ecKoTOo Nnue NNy Ha opraHM3aumaTa,
none GN — nme Ha cmsnyeckoTo nuue,
none SN — dpamunusa Ha pusanyeckoTo nuue,
none O - Me Ha MHCTUTYLMATa, KOATO NULEeTO NpeacTaBnsBea,

none E - umenn agpec Ha aboHara,

YV V V V V V

none SerialNumber — yHukaneH nageHTudumkaTop Ha Ha PU3NYECKOTO nunLe,
» [pyrn noneta, KOUTO ce NOAPOGHO ONUCaHW B MOMUTUMKUTE 3@ CbOTBETHMUTE Npodunu Ha

KBaJ'II/I(bI/ILl,I/I paHnTe yaoCTtoBepeHUs.

CwrnacHo “Guidelines for the Issuance and Management of Extended Validation Certificates” ca
BKNIOYeHW gonbnHutenHute atpmbytn B DN Ha EV SSL ygoctoBepeHus.
DN T1psbBa ga 6bae noTBbpAEHO OT onepartop Ha Permctpupawmsi opraH u ogobpeHo oT

YpoctoBepsaBalLna opraH.

3.1.3 AHOHWUMHOCT HA NMOTPEBUTEJIUTE

EBPOTPBLCT He nybnukyBa yaoCTOBEPEHWS U ApPYrY UAEHTUMUKALMOHHW AaHHKW, 3a Oa ce
rapaHTupa aHOHMMHOCTTa Ha AdaHHuTe Ha notpebutenute (Hanpumep EMH), ocsBeH ako nuueto

M3PUNYHOTO HE 3adABU CBOETO XeJjaHue 3a TOBa.

3.1.4 NPABWIA 3A TbJIKYBAHE HA PA3JIN4YHU ®OPMU HA UMEHA

TbnkyBaHeTO Ha noneTtarta, NpeaBuMaeHN B yaocToBepeHusita, nsgageHn ot EBPOTPBCT ca B

CbOTBETCTBME CbC YAOCTOBEPEHMSITA Ha NOTpebuTenckms Npodwur, onucaH no-4osy B TO3u JOKYMEHT.

BbB BCMYKM yOOCTOBEPEHUS, B KOUTO CE BNUCBaA TUTyNAps, noneTto 3a obmnyanHo nme (Common
Name, CN) cbaobpka ume Ha (br3MYeckoTo Nnmue, C KOeTo To € obnyanHo obo3HavYaBaHO B geMHOCTTa
my.

B ynoctoBepeHue, B KOETO ce BMMCBA nvue, OT MMETO Ha KOeTo AencTtBa Tutynsps, aTpubytbT
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3ad YHUKariHo unme (DN) CbAbpXa I/IH(*)OpMaLl,I/IFI M 3a CaMOJIM4HOCTTa, CbOTBETHO UOEHTUYHOCTTA Ha

TOBa J1mge.

3.1.5 YHUKANHOCT HA UMEHATA

Moneto "Subject" B ynoctoBepeHneTo ce popmmpa oT nHpopmaumsta 3a Tutynaps/Ceagartens,
KOATO Ce NpeaocTaBs OHManWH WM Ha XapTua OT NuMUeTO NoAano WMCKaHe WM OT YMbIIHOMOLLEH
npeacTaBuTeN NpU perncTpaums Ha MbpPBOHAYanHO UCKaHe 3a u3gaBaHe Ha yOOCTOBEPEHUE M KOATO ce
nposepsBa oT Pernctpupalyusa opraH Bb3 OCHOBa Ha NpeAcTaBeHW AOKYMEHTU, BuaeonaeHTudmkaums
N NPOBEPKM B MbPBUYHN ObPXKABHWU PETNCTPU.

EBPOTPBLCT rapaHtupa yHukanHoct Ha ,DN" Ha Tutynaps/Cb3gaTtens B HEroBem JOMENVH, Ypes
nobaBsHe Ha PEKBU3UT, KOUTO rapaHTMpa TakaBa yYHUKAHOCT.

Tutynap/Cw3agaten ¢ yHukaneH DN B gomenHa Ha EBPOTPBCT moxe ga uma nosevye oT e4Ho
n3gageHyn AencTBUTENHU KBanuuumnpaHn yaoCcToBepeHus.

Bcsiko usgageHo yaoctosepeHue nma yHukaneH cepueH Homep ("SerialNumber") B fomenHa Ha
EBPOTPBLCT. KombuHaumsita Ha noneta ,lssuer" n "SerialNumber" rapaHTupat yHMKanHOCTTa Ha

130a4eHOTO yAOCTOBEPEHUNE B NYGNNYHUSA LOMENH.

3.1.6 NOBEPKA HA UMEHA 1 CITNOPOBE MO NoBOA4 HA TAX

MmeHaTa, KouTo He ca coOCTBEHOCT Ha nuue nogarno uckaHe He moraTt ga ObaaT MU3non3BaHu B
HeroBuTe NpunoxeHus. B cnyyan Ha CbMHeHWe, NMUETO e ANBXKHO Aa NPUNOXU JOKYMEHTWU, oKa3BaLlm
cobCTBEHOCTTa Ha UMeHaTa.

M3BbH abmkmmara rpuwka Ha EBPOTPBCT e ga nposepsiBa ganu notpedbutendar nma npaso ga
N3non3Ba MMeTO MOCTaBEHO B MCKAHETO 3a perucrpauusi, HATO MOXe Aa urpae pons Ha apbutbp 3a
paspewaBaHe Ha crnopoBe. EBPOTPBLCT He HOCM OTFOBOPHOCT, KOraTto W3nos3BaHUTe MMeHa B
YyAOCTOBEPEHNETO, HapyllaBaT 4yXOu npaBa BbpXy TbProBCKO MMeE, TbProBCka Mapka, OOMENHW,
aBTOPCKW Npasa u ap.

B cny4danm Ha Bb3HMKHaM cnop no OTHOWEHWe Ha m3nonssaHu umeHa, EBPOTPBCT cu 3anasea
npaBoTO Aa He u3gage yaoCTOBEpeHVE NN eaAHOCTPaHHO 1 6e3 nNpeam3BecTve ga npekpaTty 4oroBopa
3a nogabpXaHe Ha TakoBsa.

EBPOTPBLCT He HOCM OTrOBOPHOCT, KOrato W3Mon3BaHM OT noTpebutenn wumeHa B

YLOOCTOBEPEHMST HapyLlaBaT Yyxau npaea cybeKkTUBHM npaga.
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3.2 NbPBOHAYAIIHA PETUCTPALMUA

lMbpBOHaYanHaTa perucrpaumsa Ha noTpedbuTtensa ce M3BbpLIBa, KOrato TOWM noJaBa MCKaHe 3a
pernctpaums 3a nbpeu NbT B EBPOTPBCT.

Peructpaumnsara Bknioysa npoueaypu, Kouto no3songasar npeauv aa ce usgage yaoocroBepeHme Ha
notpebuten, ga ce cvbepaT AaHHM 3a HeroBata CaMOJSIMYHOCT U CbLWMAT Aa ce uaeHTuduumpa.
[MoTBbPXKAEHMETO Ha Te3n AaHHM M3UCKBa Pu3nyecko npucbcteue npeq cnyxumten Ha EBPOTPBLCT
nnun HeroB Pernctpupaly, opraH, HOTapuyc unu Apyro onpaBoMOLLEHO NuLe, NOTBbpXAaBalln HeroBata
CaMOSMYHOCT/MOEHTMYHOCT. Tasu npouegypa Moxe Aa ce OCbLeCTBM OTAaneyYeHo U Npu Bb3MOXHOCT
W aBTOMaTM3NpaHO NO peda, MOCOYEH Mo-rope, 4Ype3 cuctemMa 3a oTaanedeHa uaeHtTudukaums,
OTroBapsilia Ha nsnckeaHusTa Ha PernameHTa.

MoTpebutenaT e pnbXeH fa npedoctaBu nped npegcrasvten Ha Peructpupawums opraH
cnegHaTa UHopMaums 3a eAHO3HAYHO naeHTUdnUMpaHe n NPoBepka Ha CamMoSIMYHOCTTa My:

> WmeHa;

» [OKYMEeHT 3a CaMOSIMYHOCT — NYHaTa KapTa, MexayHapoaeH nacnopTt unu apyr JOKYMEHT 3a
CaMOJSIMYHOCT;

» HaumoHaneH ngeHTngunkaumoHeH Homep, ako nma TaKbB;

» [aHHW 3a KOHTaKT — MOOMNeH TenedoH, eNeKTpoHHa noLla 1 aapec.

Cneg ycnewHa npoBepka Ha CaMOMMYHOCTTa Ha TuTynspsi, OTOpPU3MpaHUAT onepaTop B
Pernctpupawyms opraH:

» npegnara OOroBop 3a KBanuUUMpaHU yooCTOBEPUTENHM YCNyrn nognucaH oT MMeTOo Ha
EBPOTPDBCT 1 cbxpaHsiBa BCUYKU NPeACTaBeHN AOKYMEHTU KbM JOroBOpa;

» noTBbpXdaBa WCKaHETO 3a M3gaBaHe M u3npalla ernekTpoHHa 3asiBka 3a usgaBaHe Ha
yOocTOBepeHue 4o onepatuBHua Yaoctosepssaly opradH Ha EBPOTPBCT;

» 3anucea u3gageHoTo YAOCTOBEpeHWe Ha YCTPOMCTBO 3a Cb3[aBaHe Ha eneKkTPoHeH rnoanuc
(QSCD/Secure Signature Creation Device) n ga ro npegage Ha Tutynaps vnu Ha ynbiHOMOLLEHOTO
nuue.

lMpn n3nonseaHe Ha cuctemaTa 3a oTAaneyvyeHa naeHTudukauma Ypes cneumanHo paspaboTeHo
MOBUITHO MpUMOXeHue, TUTYNAPAT 3asBsBa OTAaneyYeHO MpefoCcTaBsHETO Ha ycnyrata, KaTto
npegocTaBa AOKYMEHT 3@ CaMOSIMYHOCT U AaHHU OT Hero, KakTo WU AaHHM 3a MobuneH Homep u
enekTpoHHa nowa. B To3n cnydanm TuTynapaTr 3asBsiBa CKAloYMBaHe Ha [0roBopa M 3adBsiBaHe
n3gaBaHeTo Ha KBanuuuMpaHo yAOCTOBepeHue 3a kBanuduumpaH enekTpoHeH NoAnuc U HesabaBHO
aBTOMaTM3MpaHo nognuceaHe ¢ Hero Ha gorosopa ¢ EBPOTPDBCT cnep nsgasaHeTo my.

3a Bcsko nuue B cuctemnte Ha EBPOTPBCT ce nogabpka pernctpaumoHeH npodoun.
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3.2.1 TPOBEPKA 3A NMPUTEXXAHUE HA YACTEH KIHOY4

3a u3gaBaHe wnu npogb/hkaBaHE Ha [AEWCTBMETO Ha yOocToBepeHue e Heobxoommo
EBPOTPBCT pa nonyun enekTpoHHO uckaHe BbB dopmat PKCS#10. Cneuudmkaunsata Ha TO3um
dopmaTt Ha uckaHe 3a mM3gaBaHe Ha YAOCTOBEPEHME M3UCKBA MCKaHeTO Aa O6bae noanucaHo ot
Tutynaps/Cb3gartens, npytexasall, YaCTHUS KIHOY.

EBPOTPBLCT wu3BbplIBa MpoBepka Ha BanMAHOCTTA Ha ENeKTPOHHUSA noanuc/neyar,
npuapyxaBall, UCKaHEeTO. YCTaHOBABaAHETO Ha BanNMOHOCT Ha MOCTaBEHUS eNEeKTPOHeH noanuc/nedvar e
AOCTaTb4yHO OCHOBaHWe Aa ce cuuta, Ye Tutynapat/Cb3gaTtensat € nogan enekTpoHHO UCKaHe U ye
nputexxaea YaCTHUSA KItoY, KOUTO € TEXHUYECKN rogeH 1 KOpecrnoHAnpa Ha NnyOnnyHms Koy, Cbabpikally
ce B 3asBKarTa.

[BorikaTa kno4oBe, CbOTBeTCTBaWla Ha wusgaBaHoto oT EBPOTPBLCT «keanuduuyumpaHo
yOOCTOBEPEHUE, 3aab/DKUTENHO Ce TreHepupa B YCTPOWCTBO 3a Cb3daBaHe Ha eneKkTpoHeH
noanuc/nevar.

KoraTo ce 3asdBsiBa oTAanevyeHoO msgaBaHe Ha KBanuguuupaHo yAOCTOBEPEHWE 3a eNeKTPOHEH
nognuc/neyat, EBPOTPBCT npepoctaBa Ha Tutynapa/Cb3gatensa ycnyrata oTaanedyeHo, upes
reHepupaHe Ha [BoKMKaTa KNOYOBE B XapAyepeH KpurnTomMoAdyrn, OTroBapsily, Ha W3MUCKBaHUATA 3a
YCTPONCTBO 3a CUrYypHO Cb3aBaHe Ha nognuc. YacTHUAT KIoY ce CbXpaHsiBa B KpUNTUPaH BUA, KaTo 3a

KpuntupaHe ce nsnonasa NMMNH-kogbT Ha Tutynaps.

KOHTpOJTbT Ha AoCTtbna A0 4YaCTHUA KIoY Ce oCbLlecTBABa CaMo OT TVITyJ'IFIpFI .

3.2.2 YCTAHOBABAHE HA MOEHTUYHOCT HA FOPUOUYECKO JIULIE

YcTaHoBsIBAaHETO Ha WAEHTUYHOCTTa Ha Obnrapcko topugudecko nuue (Cwsgarten), ce
ocblUecTBsiBa OT npeacTaBuTen Ha Pernctpupawmnsa opraH, Ypes npoBepka B CbOTBETHUTE perncTpu no
npepoctaseH EUK, cbotBeTHO BYJICTAT no pega Ha 3EY. 3a 6bnrapckute opyandeckm nuua, Kouto
He ca TbproBUM, KAKTO N 3a Yy>KOAECTPaHHUTE HpUOUYECKM NULA, 3a KOUTO HE MOXe da Ce M3BbLPLUK
aBTOMaTM3MpaHa NpPoBeEpKa ce NpeacTaBsT:

» CbaebHo pelleHne unu apyr AOKYMEHT, yOOCTOBEPSBALLM Bb3HMKBAHETO Ha HOPUANYECKOTO
nuue;

» [1OKyMEeHT, yaoCToBepsBaLl, akTyanHOTO CbCTOSIHNE Ha NULETO;

» YHuKaneH HauuoHaneH ngeHtTndgukaTop.

Cnuncbk ¢ nsanckyemm OOKYMEHTU ce nogabpxa Ha canmta Ha EBPOTPBLCT B uHTepHeT. Cneg
KonMpaHe Ha BCUYKM U3NCKYEMWU OOKYMEHTM, CbC CbINlacMeTo Ha NMUETO nogarno uckaHe, konusiTa

octaBar B apxmea Ha EBPOTPBLCT.
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Korato BMecTO topuaudecko nuue ce sBfBa Heros YNbAHOMOLWEH MpeacTasuTen,
yOocToBepsiIBaHETO Ha MHGOpMaLUATa, KOSTO ce CbabpXKa B NpeAcTaBeHUTe JOKYMEHTU CTaBa ypes:

» 3aBepka ,BApHO ¢ opurnHana“ n camopbyeH NoANUC BbpXy OOKYMEHTUTE Npes CryXuUTen Ha
Peructpupallums opraH, B criydyar Ha NMYHO nNnpejaBaHe Ha JOKYMEHTUTE;

» HoTapuanHa 3aBepka Ha OOKYMEHTUTE, KOUTO ce uanpawiaT no nowa o Pernctpupalums
opraH;

» [lloonucBaHe Ha MPUNOXEHUTe EereKkTPOHHU dopMaTh Ha [JOKYMEHTUTe C BanuaHo
yAOCTOBEpPEHMe 3a kKBanuduumpaH enekTpoHeH nognuc/neyar;

» [perneq v noTBbpXAeHVe, Ype3 M3MNoM3BaHe Ha creunanu3npaHo MoOGWNHO unu Apyro
NPpUIOXeHMe W Cre M3BbplleHa HagnexHa wuaeHTUdMKaumsa Ha npencraBnsiBawoTo nvue wu/nnu
topuamyeckoTo nuue ot cnyxuten Ha EBPOTPDBCT.

YaocToBepsiBaHe Ha CaMOMMYHOCTTa Ha topuamyecko nvue nma ase uenu. lNbpeata uen e ga ce
AoKaxe, Yye No Bpeme Ha pasrnexgaHe Ha 3asiBkata lopuandeckoTo nuue cbliectByBa. BToparta uen e
Ja ce [oKaxe, 4ye MNpeacTtaBUTESNHOTO fivue, KOeTo KaHauOaTcTBa 3a YOOCTOBEPEHWE € MOomyuun
paspeLlleHne oT IpUaN4ecKoTo nNuue a ro npeacraBngasa.

CnyxutenaT Ha Pernctpmpallma opraH MOXe a npoBepu perncrpauuata nocpeacTBoOM BCUYKK

OOCTbIMHA I'Iy6J'II/I‘-IHI/I ycnyru cbrinacHo 6'bJ'IFapCKOTO 3aKoHOOaTer1CTBO.

3.2.3 YCTAHOBABAHE HA CAMOJINYHOCT HA ®U3SUNYECKO JIMLE

YcTaHOBsIBAHETO W MNpoOBepkaTa Ha CaMoSfiMdHOCTTa Ha dwmandeckoto nuue (Tutynap) ce
ocblUecTBsBa OT npeactasuten Ha Peructpupawms opraH. oeHTudurkaumaTa Moxe ga ce M3BbpLIn U
aBTOMaTM3npaHo, Ypes oTharneyeHa nposepka.

3a ycTaHoBsIBaHe W MpoBepka Ha CaMOSIMYHOCTTa Ha (U3MYECKo nuue ce u3uckea To Aa
npeacTaBu JOKYMEHT 3a CaMOSNYHOCT.

®dun3n4eckoTo nuuUe, KOeTo 3asBsfBa M3[gaBaHe WNW  ynpasreHne Ha KBanuduumpaHo
yaocToBepeHune, nonbriea U npegasa Ha EBPOTPBbCT gokymMeHTH B CbOTBETCTBME C MOnuTMKaTa Ha
AOCTaBYMKa 3a n3gaBaHe W ynpasrieHne Ha kBanuduumpann ygoctosepeHus. [laHHuTe 3a nuueto morat
Aa BKMAOYBAT HOMeEp Ha MoOuneH TenedoH, UMenn agpec, agpec MO MEeCTOXMBEEHe W OpYru.
®dun3nyeckoTo NuUUe NOTBbPXKAABa AOCTOBEPHOCTTA Ha AaHHUTE, Ypes:

» CaMopbyHO MOCTaBeH NoanuC BbPXYy OOKYMEHTUTE nped cnyxuten Ha Pernctpupawus
opraH, B criy4an Ha NM4YHO NpeaaBaHe Ha AOKYMEHTUTE;

» HoTtapuanHa 3aBepka Ha OOKYMEHTUTEe, KOUTO ce m3npawiaTt no nowa go Perncrpupaiums
opraH;

» [lognuceBaHe Ha NPUNOXEHWUTE eNneKTPOHHU AOKYMEHTUTe C BanuaHo YAOCTOBEpeHue 3a

KBanuduunpaH enekTpoHeH NoAnuc No cMncbkna Ha PernameHTa;

Print and Edit Evrotrust Technologies Inc.. Page 33 of 147




MPAKTUKA MPU NPEAOCTABSIHE HA elDAS-CPS
c I‘Otru St KBANU®ULIMPAHWU YAOCTOBEPUTESNTHU YCNYTU For public use

Regulation 910/ 2014 CERTIFICATION PRACTICE STATEMENT Version —2.1
elDAS FOR QUALIFIED CERTIFICATION SERVICES 13.04.2017

EBPOTPBLCT MOXe fa yCTaHOBM CaMOSIMYHOCTTa Ha pn3anyecko nuue no pena, NoCcoveH no-rope, vpes
n3non3eaHe Ha cneunanuaMpaHo Mo6WNHO wNW Apyro MpunoXeHuwe W cnej U3BbpLUEHa
aBTOMaTM3npaHa naeHTugukaumsa Ha uandeckoTo nuue nnm ot cnyxuten Ha EBPOTPBCT.
EBPOTPBLCT m3BbpliBa NpoBepka Ha AOCTOBEPHOCTTA Ha MHAOPMAUMUSTA C BCUYKM 3aKOHOBO
MO3BOJSIEHN CPEACTBA B CbOTBETHUTE NYGNMYHM PErUCTPU.
CnnMcbK C mM3nCKyemnte AOKYMEHTU 3a (PU3NYEeCKo Nuue Npu usgaBaHe W ynpasrieHne Ha

KBanudunumpaHo yaocToBepeHne ce nogabpxa Ha cavta Ha EBPOTPBCT B uHTepHer.

3.24 OCOBEHWU ATPUBYTHU

[ocTaBunkbT MOXe Oa BKMAOYBA B M34aBaHOTO ygocTtoBepeHue ocobeHn atpmbyTun, cBbp3aHn C
TuTynaps, ako YAOCTOBEPEHNETO Ce U3faBa 3a KOHKpeTHa Len No CboTBeTHaTa nonuTuka.

Tas3n nHdopmauus NoAneXxn Ha npoeepka ot Pernctpupalwums opraH.

EBpOTpBLCT M3daBa MO UCKaHe Ha Nuue 3a HyXauTe Ha naeHTudukauma npen gosepssalla ce
CTpaHa aTpubyTMBHO KBanMUUUPAHO YAOCTOBEPEHME 3a KBanuduumpaH enekTPOHEeH MoAnuC
“Evrotrust Qualified Natural Person Attribute Certificate for QES” ¢ kpaTbk CpPOK Ha BanugHoOCT,
CbObpPXKallO0 BCUYKUM TEKCTOBW PEKBM3UTUM OT AOKYMEHTa 3a CaMOSIUYHOCT, [OKOSIKOTO ChluuTe ca

npenocrtaBeHu OoT NNMUEeTo KbM MOMEHTa Ha perncrpaumdaTa My Kato n0Tpe6|/|Ter|.

3.2.5 HENOTBBbPOEHA UH®OPMALINA

Bcsika uHdopMaumsa n3BbH 3aabIKUTENHO NPOBeEpsiBaHaTa, € HenoTBbpaeHa UHdopmaLmsi.
JocTaBuMKbT MOXe [a BKMOYBA B M34aBaHOTO yOOCTOBEPEHME U HEMOTBbpAEHA MHOpMaLKUs
3a Tutynsaps/Cb3naTtens, KOATO He MOANEeXu Ha npoBepka oT Pernctpupaiyms opraH. B 1o3m cnyvai

EBPOTPBLCT He HOCKU H1KakBa OTFOBOPHOCT Tasn MHopmaums.

3.2.6 OEWCTBUA HA YOOCTOBEPABALLMA OPIAH

Cnepg ycnewHa wuaeHTUdMKaUMa W npoBepka oOT Perucrtpupawimsi opraH Ha ycnosusitTa 3a
n3gaBaHe Wnu ynpaeneHve Ha KBanuduuupaHo yAoCToBepeHue, npeactasuTen Ha Pernctpupawus
opraH noTBbpXAaBa AaHHUTE nped YAocToBepsBalusa opraH. YOoctoBepsiBawMAT opraH nybnukysa
He3abaBHO wu3gageHOTO yaocTtoBepeHve B [y6nuuHMa perncTbp/XpaHunuuieTo Ha wusgageHute
yOOCTOBEPEHUS UM CbOTBETHO B CriMcbKka CbC CNpeHn n npekpateHn ygoctoseperns (CRL).

B EBPOTPBCT eauHCcTBEHO OnepaTtMBHUMAT YAOCTOBEpsiBAL, OpraH, m3gan kKsanuduuupaHo

yOOCTOBepeHMe 3a enekTpoHeH noanuc/neyarT, Moxe Aa npekpatu 4eNCTBMETO Ha TOBA YAOCTOBEPEHME.
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3.2.7 MPOBEPKA HA NPUTEXXAHUE HA JOMEWH

lMpu ns3gaBaHe Ha KBanMUUUpPaHW yooCTOBEPEHUSA 3a aBTEHTMYHOCT Ha yebcanTt, EBPOTPBCT
M3BbPLUBA MPOBEPKA [anu perncrpaumsata u nputexaHneto Ha gomerHa B nybnuyHute Whols 6asu

OaHHWN CbOTBETCTBA Ha JIMUETO - 3adABUTES.

3.2.8 KPUTEPUU 3A CbOTBETCTBUE

Keanuduumpannte yaoctoepenusa nsgageHn ot EBPOTPBHCT oTroBapaT Ha nanckBaHusITa Ha
Pernament (EC) 910/2014 wn ce npusHaBaT B EBponerickua cbto3. [lMpeasug TpaHcrpaHuyHaTta
onepaTtMBHA CbBMECTUMOCT Ha BbBeAeHuTe ¢ PernameHTa hopMaTt Ha KBanuuumpaHuTe enekTpoHHU
noanucKn 1 nevyaTn KBanuuuupaHuTe yooCTOBEPEHUA He HaOBuLaBaT 3afbIDKUTENHUTE U3NCKBaAHUS,
npeasuaeHn B PernameHta. Ha HaumoHanHo paBHuWe B KBanuduumpaHuTe yOooCTOBEPEHUSA ca
BKITHOYEHU cneumndunyHM AaHHK, KaTto Hanpumep EMH v gpyrn cneunduynn gaHHy npy nogageHo nckaHe
oT notpebuten, Ho EBPOTPBCT rapaHTupa, Ye Te He Bb3NpenaTCcTBaT TpaHCrpaHU4yHaTa onepaTuBHa
CbBMECTUMOCT M MNpPU3HaBaHETO Ha KBanuduumpaHuTe YOOCTOBEPEHUS U ereKTPOHHUTE

noanucu/neyaTtn B EBponerickata obLIHOCT.

3.3 WAEHTUOUKALUUA U TIPOBEPKA 3A CAMOJIMYMHOCT MNPU NOAHOBABAHE HA
KBAJTMOULIMPAHO YOOCTOBEPEHUE

EBPOTPBLCT moxe ga nogHOBM BanngHo KBannuumpaHo yOAOCTOBEPEHME, YAaCTHUAT KoY 3a
KONTO € nepcoHanusvpaH BbpXy YCTPOMCTBO 3a CUrypHOCT Cb3[daBaHe Ha Nnoanuc U KOeTo He e
npekpaTeHo B Cpoka My Ha BanuaHoCT, NO ABa HayuHa:

» KaTo 3anasuv reHepvipaHaTa ABOMKa KIo4oBe 3a TekyLoTo yaoctoBepeHue (“Renewal’);

» KaTo reHepvipa HoBa ABoika kniovose (“Re-key”).

YOoCTOBEPEHNETO Ce MNOOHOBSABA 3a Cbluata [BoKMKka acumMeTpuyHu knodoBe (Renewal) Ha
TEKyWOTO ygocToBepeHne Ha Tutynaps/Cbh3gatens, ako MHdopMaumsta 3a Tutynaps/Cb3pgaTtens B
yAOCTOBEPEHNETO, KOETO Ce MOAHOBSBA, € WAEHTMYHa C Tasn B Tekywoto. Camo nepvoabT Ha
BanuAaHOCT B NOAHOBEHOTO YAOCTOBEPEHMNE € Pas3fNINYeH OT TO3M B TEKYLLOTO.

EBPOTPBLCT pgonycka MHOrokpaTHO NMogHOBSIBAHE Ha KBannuUMpaHOTO YOOCTOBEPEHME KATo
3anasBa TekyllaTta ABoMnka Krtoyose (Renewal), HO npenopbYBa Ta3wm NpakTuka Aa ce orpaHuyasa C uen
Aa ce Hamanu pycka oT KOMNPOMETUPAHE Ha YaCTHUS KoY.

EBPOTPBLCT nogHoBsiBa Tekywo ygocToBepeHuMe Ha Tutynapsa/Cbhb3gatenss ¢ HOBa [OBOVKA
kntodoBe (Re-key), camo ako CbLUMAT Nogage uckaHe npu Pernctpupalumsi opraH 1 geknapupa, ye Hama

HacTbNUIM NPOMEHU B YOOCTOBEpeHaTa MHGOopMauMs B TEKYLLOTO KBanuduumMpaHo yOoOCTOBEpPEHUE.
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MOAHOBEHOTO yOOCTOBEPEHME UMa pas3nuyeH nybnuyeH KN4 M HOB Mepuog Ha BanugHoOCT, KaTo
yooctoBepeHaTa uHdopmarms 3a Tutynapa/Coe3gartens ce 3anassa.

Cnen nogHoBsiBaHe TEKyWOTO KBanuduuMpaHO yAOCTOBEPEHWE He ce npekpaTsiBa M ocTaBa
BanunaHO B CpOKa My Ha BarnuvaHOCT.

3a wmgeHTMdUKauMss M nNpoBepka Ha CaMOMMYHOCT Ha  Tutynaps/Cb3gatend  Ha
KBanmduumpaHoTo y4OCTOBEPEHME, KOETO Ce NOAHOBSBA, HE CEe M3UCKBA HEroBOTO JIMYHO NPUCHCTBME
npen Pernctpupawms oprad Ha EBPOTPBCT.

Mpn HacTbNUNM npomeHn B WHpopmaumaTa 3a Tutynaps/Cb3gatens Ha KBanuduumpaHo
yAOCTOBEpPEHMNE, TeKyLWOoTO YAOCTOBEpEeHWe He ce noaHoBsABa. [JOoCTaBuMKbT M3gaBa HOBO
KBanuduumpaHo yaocTOBEpPEHMe, KaTo crnedBa MbpBOHaYanHa waeHTUdUKauMs M NpoBepka Ha
CaMOJIMYHOCT N NpekpaTsiBa He3abaBHO TEKYLLOTO KBanMuuupaHo yaoCTOBEPEHME.

lMogHoBsiBaHe Ha yaocToBepeHue Ha YpoctoBepsBal, opraH Ha EBPOTPBCT He ce ponycka.
npy BCUYKN 0BCTOATENCTBA, KOMTO HanaraT nogMsiHa Ha yaocToBepeHueTo. NMpakTukata Hanara BUHaru

[la ce n3faBa HOBO KBanMULUMpaHO yA0CTOBEPEHME HA YA0CTOBEPABALLMS OpraH.

,D,OCTaB‘-II/IK'bT c1:.6mo;:|,aBa cnegHunTe BpemMeBn OrpaHn4YeHnAa N UBNCKBaHuA 3a VI,EI,eHTVIdJMKaU,I/IFI

npn nogHoB4ABaHE Ha KBaJ'II/ICbVILI,VIpaHO yOoocTtoBepeHne 3a erieKTpoHeH nognuc/nevyar:

Mepuvop NMopgHoBAABaHe U3ncksaHus

» [Na Hama npomsaHa B ,DN" Ha

Oo 30 pgHM npegon wu3TM4aHe cpoka Ha yOOCTOBEPEHNETO
BanuMaHocCT Ha KBannmumpaHoTo » YpoctoBepeHneto pa e 6wuno
» ype3 Renewal
yOOCTOBEPEHME, KOETO He € MnpekpaTeHo U nsgageHo Ha SSCD
» upe3 Re-key
KOETO HsiMa npomsiHa B YAOCTOBepeHaTa B » 3asiBkata 3a NogHoOBsIBaHE MOXe
Hero nHdopmaums aa 6bvae n3BbpLUEHa
oThaneyeHo

» [Na Hama npomsiHa B ,DN" Ha

Oo 30 gHn cneg wu3TMYaHe cpoka Ha yOOCTOBEPEHMETO
BanuMgHocCT Ha KBanuuumnpaHoTo » YpoctoBepeHneto ga e 6uno
» ypes Renewal
yOOCTOBEPEHME, KOETO HEe € MNpekpaTeHo U nsgageHo Ha SSCD
» upes Re-key
KOeTO HsMa nNpoMmsHa B YyAOCTOBepeHaTa B » 3asBKata 3a nogHoBsiBaHe ce
Hero uHgopmaums nogasa Ha MSICTO (B

Peructpupaly opraH)

lMNoBe4e ot 30 oHKM cnen cpoka Ha BannagHoCT
He ce nogHoBsABa
Ha KBannnumpaHoTo yaoCTOBEPEHUNE
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lMpn oToaneyeHo n3gaesaHe M NOAHOBSABaHE Ha KBanuduumMpaHn yaocToBepeHns npes MobunHo
npunoxeHue, NonNUTUKaTa 3a nNogHoBsABaHe € BuMHarM “re-key”, KaTo 3adbimKUTENHO Ce u3gaBa HOBO

yaoocTtoBepeHue. B To31 cnyqa|7| npoBepka 3a CaMOJIN4HOCT U VID,eHTVICbI/IKaLI,VIFl HE Ce n3BbpLuBa.

3.4 WAEHTUOUKALUA N NPOBEPKA HA CAMOJIMYHOCT NMPU CMMUPAHE HA OEACTBUETO
HA KBAIIM®ULIMPAHO YOOCTOBEPEHUE

CnvpaHe Ha BanuaHOCTTa Ha KBanuuuMpaHu yOOCTOBEPEHMSI € YCTaHOBEHa onepaTuBHa
npaktnka Ha EBPOTPBCT u ce pasnuuaBa OT NpekpaTsiBaHe Mo ToBa, Y€ BOAM OO0 BPEMEHHO
npeyctaHoOBsIBAHe Ha YyAOCTOBepuTenHaTa cuna Ha pageHo ypoctoBepeHue. OT cbobpaxeHus 3a
npasHa curypHoct EBPOTPDBLCT BuHarm scHo oTbensisaBa ctaTyTa Ha cnvpaHe Ha BanugHocTTa Ha
yOocToBepeHusTa.

EBPOTPBLCT e anbxeH, 4ype3 Peructpupawma opraH, ga crnpe OeNCTBMETO Ha BanugHo
yOocToBepeHue Npu NOCTbLNUIO UCKaHe 3a cnvpaHe.

HocTtaBunkbT, ypes Peructpupawiusa opraH, He u3BbplBa MOoeHTUdUKAUMA M NpoBepka 3a
caMonunyHocT Ha Tutynaps/Cb3natens u cnupa He3abaBHO A4ENCTBUETO HA YAOCTOBEPEHMETO.

Mpun n3gageHo oTganevyeHo KBanuuupaHo yaocToBepeHme, CbLOTO MOXe Aa 6bae cnpsHo OT

MOOUMNHOTO npunoxexHume He3abaBHO OT I'IOTpe6I/1TeJ'IFI, ypes3 npeasngeHata 3a ToBa (*)yHKLI,I/IOHaJ'IHOCT.

3.5 WAEHTU®UKALUA U NPOBEPKA HA CAMOJIMYHOCT MNPU NMPEKPATABAHE HA
OEUCTBUETO HA KBANTU®ULMPAHO YOOCTOBEPEHUE

Korato EBPOTPBCT, upes Peructpupawimsa opraH wunum cam npekpatm LEWCTBMETO Ha
KBanuuumpaHo yaoctoBepeHne, TOW OTpassiBa TOBa B nNogobpKaHuTe OT Hero ©6asuv  AaHHu
CBOEBPEMEHHO, HO He MO-KbCHO OT 24 4aca cnef kato 6bae nonyvyeHo mckaHeto. OTMsiHaTa cTaBa
BanuaHa BegHara cneg kato 6bae nybnukysaHa.

EBPOTPBLCT npekpatsiBa OencTBMeTO Ha YOOCTOBEpeHWEe camMo  crnepj  ychelwlHa
naeHTMduKaums 1M npoBepka 3a CamMoONMYHOCT Ha Tutynaps/Cb3gaTens u yTouyHeHa npuynHa 3a
npekpaTtsiBaHe. B npoTuBeH crnyyan ygocToBepeHMeTo ce Bb30OHOBSABA.

Mpun npekpaTaBaHe Npe3 MOBUMHOTO NPUNOXEHKE, NPoBepKa 3a NAEHTUYHOCT U CaAMOSTMYHOCT He
ce U3BbpLUBA, NpeaABua HanNMYMeTo Ha AOCTbN Ha TUTYNAPSA A0 CbOTBETHATa PYHKUMOHASTHOCT.

EBPOTPBLCT npemoctaBas Ha BCAka [oBepsiBalla ce cTpaHa uHdopMauus OTHOCHO
npekpaTsiBaHe Ha AeWCTBMETO Ha u3gadeHuTe OT Hero KeanuduumpaHu ygocToBepeHus, Npu 3asiBEHO
XenaHuve 3a ToBa. Tasn uHgopmaums ce NpeaocTaBsa Ha pasnonoXeHue No BCAKO BpeMe W Jopw cneq

CPOKa Ha BanuaHOCT Ha yA0CTOBEPEHUNETO.
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3.6 WAEHTU®UKALUA U NPOBEPKA 3A CAMOJIMYHOCT CJIEAQ NPEKPATABAHE
OEUCTBUMETO HA KBANTU®ULIMPAHO YOOCTOBEPEHMUE

MonuTukata 1 npakTukata npu nNpegoctaBsHe Ha KBanuuuMpaHu yaOoCTOBEPUTENHU yCNyrn Ha
EBPOTPBCT He gonyckaT nogHOBsIBAaHe Ha KBanvduuupaHO YAOCTOBEpPEHWE crneq npekpaTtsiBaHeTo
my.

Tutynapat/Cb3gatenaT Ha npekpaTeHO yAOCTOBEPEHWEe MOXe [a Noucka msgaBaHe Ha HOBO
yAOCTOBEPEHNME.

JocTtaBunkbT, 4pe3 Peructpupawms opraH, MW3NbfHABaA MbpBOHA4YanHa uaeHTudukaums u
npoBepka 3a caMoNnUYHOCT Ha Tutyndaps/Cb3gaTens, ako TOW 3asBM HOBO yAoCTOBepeHue. TakaBa
npoBepka He Cce W3BbLPLUBA, aKo NOTPeduTenaT 3asBsiBa M34aBaHETO Ha HOBO KBanuduumpaHo

yaoocTtoBepeHue ot MOBUIHOTO npunoxexHume, B KOETO Ma aKTUBEH |'|p0¢)|/|r|.

4 OINEPATUBHU N3NCKBAHUA

EBPOTPDBLCT, upes Pernctpmpalluns opraH, B paMKUTE Ha CKniodeH [JoroBop 3a ksanuduumpaHu
yAOCTOBEPUTENHN YCNyru, NpeaocTaBa CrnegHuTe onepaTtMBHU Npouedypyu 3a  KBanuduumpaHu
YAOCTOBEPUTENHN YCNYrK, MNPUNOKUMU KbM KBanuuuMpaHUTe yOOCTOBEPEHUS 3a EeKTPOHHU
nognucu/neyvaTu:

» peructpaums Ha nckaHe 3a nsgasaHe Ha kBanmduumMpaHo yooCTOBEPEHUE;
obpaboTka Ha nckaHe 3a n3gaBaHe Ha KBannduumpaHo yooCTOBEPEHME;
n3gaBaHe Ha kBanuduumMpaHo yaoCTOBEPEHME;
npegasaHe Ha M3gageHoTo KBanuuunpaHo yaoCcToBEPEHME;
ynoTpeba Ha ABoKkaTta Knio4oBe 1 Ha KBanuuumpaHo yaoCTOBEPEHUE;
nogHoBsABaHE Ha KBanuduuupaHo yaoctoepeHue ypes “Renewal’;
nogHoBsABaHe Ha KBanuduuupaHo yagoctosepeHue ypes “Re-key”;
cnvpaHe/Bb30bHOBsIBaHE AENCTBME Ha KBaNMULMpaHO yoOCTOBEPEHUE;

npekpaTtsiBaHe Ha KBanMduumpaHo Y40CTOBEPEHME;

V V V V V V V V V

cTaTyc Ha KBanMduuupaHo yaoCcTOBEPEHHUE.

JocTtaBunkbT, u4pe3 Peructpupawmsi opraH, gonycka Tutynaps/Cb3gatenss ga npekpatm
[orosopa 3a kBanuduumpaHy yaoocToBEPUTENHN YCIyrn Mexay TaX.

BpemeTo B cucTtemuTe, CBbp3aHM CbC CNUpaHe U npekpaTaBaHe Ha YAOCTOBEpEeHus ce

cuHxpoHunsmnpa cnpsamo UTC noHe BegHbX Ha 24 vaca.
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4.1 NOAABAHE HA UCKAHE 3A U3OABAHE HA KBAITUPULINPAHO YO OCTOBEPEHUE

MNogaBaHe Ha MckaHe 3a M3daBaHe Ha KBanuuUMpaHO yOoCTOBEpeHWEe € Mnpouec, npu KOMTo
notpebutenat nogasa oo Pernctpupaw, opraH Ha EBPOTPBCT, B nucmeHa unu enekTpoHHa ¢opma,
UCKaHe 3a usgaBaHe Ha KBanuuUMpaHo yOOCTOBEPeHWe CbrfacHO NonuvTMkaTa Ha u3gaBaHe Ha
CbOTBETHOTO YAOCTOBEPEHMUE.

MckaHeTo Moxe pfa ce HanpaBu nu4HO OT Tutynsapsa/Cw3gatenda wnv ynbiHOMOLLEH
npeactasuTen Ha Cb3gartens.

MoTpebutenaT pernctpupa MckaHe 3a M3gaBaHe Ha KBanNnUUUMPaHO YOAOCTOBEPEHME B OHMAWMH
pexum unu 4pes onepatop B Pernctpupawmsa opraH Ha EBPOTPBCT.

B oHnarH pexmm nckaHuaTa ce nogaear, Ypes3 MpexoBu npoTtokonu kato HTTP/HTTPS, S/IMIME
unn TCP/IP.

MckaHe 3a usgaBaHe Ha KBanuduumpaHo yOOCTOBEpeHME MOXe Ada ce nojaBa U 4pes

MOOUMNHOTO npunoXxeHme Ha EBpOTp'bCT. B To31n Cﬂy‘-lﬁVI, rOpHUTE U3NCKBAHNA HE Ce Mnpunarar.

4.1.1 JNWUUA, NOAABALLU UCKAHE 3A U3SOABAHE HA KBAJIMOULIMPAHO YOOCTOBEPEHUE

Bcsako nuue, nonagallo KbM efHa OT crefHuTe KaTeropuu nuua, MoXxe da nojaBa MUcKaHe 3a
n3gaBaHe Ha KBannduumpaHo yooCTOBEPEHME:
» M3MYeCKo nmue, KOeTo KaTo NoTpebuten e n3nonssa KeanuuumpaHo yaoCTOBEPEHUE;
» YMbIHOMOLLEH NpeacTaBuUTeN Ha LPUANYECKO NULE;
» cnyxuten Ha EBPOTPBCT, oBnacteH cbC yHKUMM KbM  YOOCTOBepsiBalMs OpraH Ha
EBPOTPbBLCT;
» OBnacTeHo nuue KbM Perncrpupawin opraH, He3aBMCUMO Januv € BbHLUHA opraHmsauus unm e

opraHmsaumoHHoO 060cobeHo 3BeHO kKbM MHGpacTpykTypaTta Ha EBPOTPDBCT.

4.1.2 OBPABOTKA HA UCKAHETO 3A U3OABAHE HA KBAJIN®OULIMPAHO YOOCTOBEPEHUE

4.1.3 TMOTPEBUTEJICKA YOOCTOBEPEHUA

Bcuukn notpebutenu Ha kBanuduumMpaHuM yOOCTOBEPEHWUsI CbC CKMYBAHETO Ha [OOroBop 3a
YLOOCTOBEPUTENHM yCryr TpsibBa Aa npuemaT 3agbikeHusTa U rapaHuumMTe, onpeaeneHn B Hero, Kakto
n B MonutrkaTa 3a nNpegocTaBsHe Ha kBanuduumpanu ycnyrm u tasm MNMpakTtuka. 3a Bcekn notpebuten
Ha KBanuuLMpaHo yAOCTOBEPEHME Ce M3BbPLUBA MPOLIEC HA PErncTpauusi, KoSTo BKIOYBA CreaHuTe
CTbIKK:

» nogaBaHe Ha MCKaHe 3a u3gaBaHe Ha KBanuduuupaHo yOOCTOBEPEHWE, KOEeTO CbAbpKa
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BApHa M TovHa WHQoOpmauuMs. VickaHeTo MoOXe [a BKMYBa WM OOMbIIHUTENHA, HenpoBepsema
WMHopMaLMs, YacT OT KOSTO ce YOOCTOBepsiBa, a Apyra YacT ynecHsasa kKoHTakta Ha EBPOTPBCT c
Tutynaps/Cv3natens;

» reHepupa ce aBorka kpuntorpadcku kntodoBe oT EBPOTPBLCT unu noTpebutensaTt cam
ocbllecTBABa ToBa. [lBoMkaTa KpunTorpaddCku KroyoBe 3a KBanuvduuMpaHu yOooCTOBepeHus 3a
KETM/KEMNeyaT 3agb/mKUTENHO Ce reHepvpa B YCTPOMCTBO 3@ CUMYPHO Cb3[daBaHE Ha €neKTPOHEH
noanuc/neyar, OTroBapsiLLO Ha U3NCKBAHUATA 3a HMBO Ha CUTYPHOCT, onpeaernieHo B PernameHTa ;

» eneKTPOHHMAT hopMaT Ha MCKaAHETO 3a M3gaBaHe Ha KBanuduumpaHo YOOCTOBEPEHME C
MHOPMaLMSATA, KOSTO e Ce BKITOYN B YOOCTOBEPEHNETO € CTPYKTYpa, NognMcaHa C YacTHUS KoY OT
reHepupaHaTa OBOWKa KIl0MOBE B YCTPONCTBO 3a Cbhb3[aBaHe Ha enekTpoHeH nognuc/nevart, OCBEH ako
3asBsIBAHETO He Ce M3BbpLLUBA OTAane4YeHo, npe3 MobunHoto npunoxeHme Ha EBPOTPBCT;

» koraTo e Heobxogmmo, PernctpupalmaT opraH npegocTtasa Ha Tutynaps/Cw3gartensa unum Ha
YMbAHOMOLLEHO OT Hero nuue B 3awuTeH Bua MHGOpMaUMA/KO4 3a LOCTbM OO YacTHUA KIY B
YCTPONCTBO 3a Cb3[aBaHe Ha eNekTPoHeH nognuc/neyar;

» B Cry4yal Ha CaMOCTOATESNHO OTAarieyeHo reHepupaHe Ha [BOWKa KrodoBe OT noTpebutens,
cblwmaT Tpsbea ga npegoctasu nyonuyHmua knod Ha EBPOTPBCT upes opraHa 3a peructpauusa n ga
AOKaXKe NPUTEXaHNEe Ha CbOTBETHMSA YAaCTEH KMNtoY CbOTBETCTBALL HAa NYGNIMYHKS KINOY;

» Bb3 ocHoBa Ha opobpeHUTe UCKaHWS 3a M3gaBaHe W yrpaefeHue Ha KBanvduuupaHo

yOOCTOBEpPEHME CE OCBLLECTBSIBA CKMOYBaHETO Ha gorosopa ¢ EBPOTPBLCT.

4.1.3.1 YOAOCTOBEPEHWA HA YOOCTOBEPABALL OPIF'AH U PETUCTPUPALL OPIAH

Pernctpypawute opraHn, KOUTO MNPedoCTaBAT KBanuuumpaHu ycryr, KOMTO He ca B
opraHusauuoHHaTta cTpyktypa Ha EBPOTPBCT (BbHWHM Pernctpupalum opranu), € Heobxogumo npeam
Aa OCbLUeCcTBSBaAT Tasn AEeNHOCT, Aa ckrtoyaT cboTBeTeH gorosop ¢ EBPOTPBLCT. B cnopasymeHueTo,
OCBEH npaBaTa W 3agbikeHuATa Ha OBeTe CTpaHu, TpsabBa Oa ce BkMw4YBa UM MHpoOpmaums 3a
caMofnuMyHoCTTa Ha nuuarta yyactBawm B Peructpypawusa opraH U TAXHOTO paspelleHne faa
npeacTaBnaBaT v ABeTe CTpaHu No BpeMe Ha U3NbIHEHWETO Ha Agorosopa. Jluuarta, ynbnHOMOLLEeHn aa
n3BbpLUBaT Ta3n OEeNHOCT, cnefBa Aa onpedensaT BuAaa M nNpeaHa3HayeHUeTo Ha YAOCTOBEpeHuATa,
npeau TAXHOTO n3gaBaHe.

KntoyoBeTe 1 ygoctoBepeHusta Ha YaocToBepsaBalLma opraH Morat Aa 6baaTt reHepypaHu camo
MO BpeMe Ha LepeMOHVs MO reHepupaHe Ha KI4voBe, B KOATO yyacTBaT €OMHCTBEHO nuua,
onpaeomoLleHn ot EBPOTPBCT.
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4.1.3.2 UCKAHE 3A PErMCTPAUMA HA NOTPEBUTENMN HA KBAJIMOULUUPAHU
YOOCTOBEPUTENTHU YCIYTU

WckaHeTo 3a peructpaumsi Ha noTpebutenn Ha KBanuduuupaHu yoocTOBEPUTENHU YCNyrn ce
nogasa Ao Peructpupawma opraH oT OU3NYECKU, IOPUOMYECKA UNWU YIMbITHOMOLLEHM NULUA U BKITHOYBA
cnegHata nHdgopmaums:

» MbIHO HanmeHoBaHue Ha Tutynaps/Cb3gartens unn Ha yNbIIHOMOLLEHO NULE;

» [pokasaTenctBa 3a npeAacTaBuTenHa Bnact Ha Tutyngaps cnpsamo Cwb3gatens v Ha
yMbSIHOMOLLLEHOTO Nnuue Ha Cb3aaTtens;

» wnpeHtndukatopu: EVK (nepcoHaneH ngeHtudukaumoHeH Homep) n ap.;

» MOLleHCKN agpec Ha nuvueTto (cTpaHa, obnacT, MOLWEHCKW KoA, rpag wunu ceno, Homep Ha
crpaga, ume Ha ynuua unm KkeapTtarn, HoMep Ha akc);

> 1Mewnn agpec;

» BW[ Ha UCKaAHOTO KBanuuumMpaHo yaoCcToBepeHue, B3eManku npeasus npegHasHavyeHneTo
my;

» unpeHTUdUKATOpP Ha nonutMkaTa 3a yOocToBepsiBaHe, Bb3 OCHOBAa Ha KOATO ce u3gaea
YAOCTOBEPEHNETO;

» Hanu4yve Ha YacCTeH KoY, CbOTBETCTBALLY, Ha NyBrnYeH Krov;

»  nybnu4yeH Knowu;

» [ponbrHUTENHa WHMoOpMauMs, 3asBeHa 3a BKIOYBaHe B YOOCTOBEPEHMETO, KakTo W
AonycTnuma HenoTBbpAeHa Takasa;

» nognuceaHe Ha [loroBop 3a KBanuduumpaHu yOoOCTOBEPUTENHW YCNyrM U cbrnacue c
ycnosusTa Ha lNonutukata mn lNpakTukata npu npegocTaBsHe Ha KBanuuumupaHu yaoCTOBEPUTENHU
ycnyrm ot EBPOTPBCT.

B 3aBMCMMOCT OT CbAbpXaHWETO Ha YyOOCTOBEPEHMETO W HEroBust BUA, HAKOM OT AaHHUTE,
NMOCOYEHN NO-rope, MOXe [ia OTCbCTBAT.

AKO [gBoMKkaTa KpunTorpadpckm  kndoBe € reHepupaHa npu  Tutynaps/Cbsgatens,
Pernctpyvpawuar oprad cneasa ga nNpoBepu NpefoCTaBeHOTO ENEKTPOHHO UCKaHe 3a perucrpauus u
N3NCKBaHWSATA 3a HMBOTO Ha CUIYpHOCT Ha YCTPOMCTBOTO 3a Cb34aBaHe Ha enekTPoHeH nognuc/neyar.

Cnep ycnewHa unaeHTUdUKaUMs, NpoBEpPKa Ha CaMOMMYHOCT Ha NMLETOo, Mogano uckaHe 3a
KBanuduumpaHo yaoCTOBEpPEHWEe U Npwu noflydaBaHe Ha MNOTBbpXAeHuMe OT Permctpupalums opraH,

CKaHEeTO 3a perucTpaums ce uanpaiia Ha Y4ocToBepsBallms opraH 3a usgasaHe Ha yaoCTOBepEHNe.
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4.1.3.3 NOAHOBABAHE HA KBAJIM®ULMUPAHO YOOCTOBEPEHUE (RENEWAL), TEHEPUPAHE
HA HOBA [OBOWKA KIIOYOBE (REKEY) U NPOMSAHA HA KBAIUO®OULMUPAHO
YOOCTOBEPEHUE

Tutynapat/Ce3gatenaT wnyM  yNbNHOMOLLEHOTO fuue MOoXe [fa 3asBuM NOAHOBSABaHe Ha
KBanuduumpaHo yaoocToBepeHuMe npu cbbriogaBaHe Ha BpeMEeBUTE OrPaHUYEHUsl, U3UCKBAHUA U
YyCNOBMWS 3a NOAHOBSABAHE.

MogHoBABaHETO Ha  KBanuuMuUMpaHO YOOCTOBEPEeHMe 3anasBa WHdopmauusaTa  3a
Tutynaps/Cb3gatens unu ynbiaHOMOLLEHOTO Nuue OT TEeKYLWOTO YAOCTOBEPEHWe, KaTo B NOOHOBEHOTO
yAOCTOBEPEHNE ce MPOMEHS nepuoga Ha BanuaHoCT.

lNogHoBsIBaHe Ha kBanudULMpaHoO YAOCTOBEPEHME, KOETO He e BUno npekpaTeHo B nepuoga My
Ha BanuaHOCT, MOXe Aa Ce U3MbITHU MO ABa Ha4YuHa:

» 3anasBa ce reHepupaHaTa BOWKa Kro4oBe 3a TeKyLoTo yaoctoBepeHme (Renewal);

» TreHepuvpa ce HoBa [BoWka kniovose (Re-key).

lMogHoBsIBAHETO Ha KBanUUUWPaHO YOOCTOBEpPEHME Cce Mpeaxoxaa OT perucTpupaHe Ha
nckaHe 3a NogHoBsiBaHe npepn Pernctpupalumsi opraH unv oOHNawH.

Korato kBanuuuupaHoTo YOOCTOBEPEHWETO € C U3TEKbNT CPOK Ha BanuaHOCT U UCKaHEeToO 3a
NOAHOBSIBAHE € CbIMAacHO MOCOYEHUTE BPEMEBU OrpaHMYEHUs U U3UCKBAHUSA 3a MAEHTUdUKaLUS Npu
nogHossiBaHe, Tutynapat/Cb3gatenat unu  ynbAHOMOLLEHOTO nuvue TpsbsBa nMYHO da nocetu
Peructpupawms oprad Ha EBPOTPBCT.

Tutynapat/Cbe3gatenaT vnv ynbiHOMOLLEHOTO fvue MOXe Aa NOAHOBM MHOFOKpaTHO CBOe
KBanuduumpaHo ygoctoBepeHue 3a enektpoHeH noanuc/nedatr. EBPOTPBCT He npenopbyBa
MHOrOKpaTHOTO MOAHOBSABaHe Ha KBanuduumpaHo yaoctoBepeHue, ypes Renewal, ¢ uen ga ce Hamanu
pycKa OT KOMMPOMETMPAHE Ha YaCTHUS KITHOM.

[ocTaBunkbT He Jonycka u3nonsBaHe Ha OBOMKa KI4YOBE 3a eneKkTpoHeH nognuc/nmeyar 3a
nepvog, No-ronsam ot 3 (Tpu) roguHu.

EBPOTPDBLCT npenopbyBa Ha Tutynsaps/Cb3gaTtens unu ynbiHOMOLLEHOTO Nvue Aa NOgHOBU
CBOEe KBanuuumpaHo ygoctoBepeHue 4Ypes Re-key.

Pernctpypawnar opraH e nogHoBM efHO KBanvduuupaHo yaoCTOBEpPEHWEe 3a eneKTPOHEH
nognuc/neyart 4ype3 Renewal npu cbbniogaBaHe Ha crnegHUTE yCNoOBUS:

»  YAOCTOBEpPEHWETO He e NMpeKkpaTeHo B nepuoga My Ha BanuaHoCT;

»  Tutynapat/Cb3gatenat vnv ynbfHOMOLLEHOTO Nuue Aeknapvpa, 4e HAma npoMsiHa B
yaocToBepeHaTa MHopMauns B TEKYLLOTO MY YAOCTOBEPEHWUE;

» UCKaHe 3a NOAHOBSABaHe Ha KBanuduuupaHo ygoctoBepeHue e HanpaseHo Ao 30 gHu npeau
Unu cneg u3Tn4aHe Ha nepuoga Ha BanuOHoOCT Ha yOOCTOBEPEHUETO;

» CTpPOro U3NbliHsBa MAeHTUdUKaUMATa U NpoBepka 3a CaMOMMYHOCT Ha noTpebutens u
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NMOCOYEHUTE BPEMEBU OrpaHNYEeHNs Npu NogHoBsSBaHe.

Pernctpmpawmnar opraH e nogHoBM €4HO KBanuduuupaHo yOoOCTOBEPEHWE 3a efleKTPOHEH
nognuc/neyart, ype3 Re-key npu crnegHuTe ycrnosus:

» YOOCTOBEPEHMETO HE € NpeKpaTeHO B CpoKa My Ha BanuaHOCT;

» Twutynapat/Cb3gatenaTt vnu ynbAHOMOLLEHOTO Nvue Aeknapupa, 4Ye HaAma npomsiHa B
yaocToBepeHaTa MHopmMaums B TEKYLLOTO MY YAOCTOBEPEHWE;

» NcKaHe 3a nogHoBsBaHe € HanpaBeHa Ao 30 gHW npean vnu creg u3TtudaHe Ha cpoka Ha
BanMAaHOCT Ha YAOCTOBEPEHMWETO;

» CTpOro m3mbiiHABa WOEHTUUKaUMATa M NPOBEpKa 3a CaMOJIMYHOCT Ha notpebutens wu
NMOCOYEeHNTE BPEMEBW OrpaHNYeHNs Npu NnogHoOBsIBaHe;

BbB BCUUkM cnyvan, KoraTo wMMa MpoOMsiHA B yAocToBepeHaTta MHdopmauus 3a
Tutynaps/Cb3gatens unu ynbiaHOMOLLEHOTO NULE Ha TeKyLWoTO YyAOCTOBEPEHWEe, MOCNeAHOTO He
nognexu Ha nogHoeseaHe, a EBPOTPBLCT nsgasa HOBO kBanuduumpaHo yaoCTOBEPEHHME.

WckaHe 3a nogHoBsiBaHe Ha KBanuduumpaHo ypoctoBepeHue, 4vpe3 Renewal wnun Re-key,
TpsbBa Aa cbabpXKa Hal-Marnko CregHoTo:

» YHUKanHoTO ume Ha Tutynapsa/Cb3gatens unm ynbiHOMOLLEHOTO NNLE;

» BWA Ha KBanuuMLUMpPaHOTO YAOCTOBEepeHne/npeaHasHayveHume;

» unaeHTnduMKaTop Ha nonmTukaTa 3a yaoCToBepsiBaHe Bb3 OCHOBA HA KOATO yAOCTOBEPEHNETO
ce nsgaea;

» nybnudeH ko4 (KOMTO e n3non3saH Npean ToBa, B Cilydan Ha NogHOBSIBaHE MUin NpoMsiHa Ha
yOOCTOBEPEHME MMM HOBUS NyONUYeH Krtod, B criydan Ha Re-key), konTo Tpsbsa ga 6bae yaoCTOBEPEH.

EoHa vacTt unu usanata 4acT Ha [aHHWUTEe, KOSTO Ce CbabpXa MNo-rope B MCKaAHeTo 3a
NnoaHoBsIBaHE Ha kBanuduvuMpaHO ygocToBepeHue moxe ga 6bae yaocToBepeHa, ype3 nonaraHe Ha
eneKkTPoHeH nognuc/neyaTt nNpu ycnosue, Ye aboHaTbT NpuTexasa BanuaeH KbM MOMEHTA YacTeH KIlou
3a cb3gaBaHe Ha nognuc/nevar.

[ocTaBuMkbT He [Jonycka MnpoMsiHa B Mpodwna Ha YOOCTOBEPEHMATA 3a €NEeKTPOHEH
noanuc/nevar.

MogHoBsABaHE Ha KBanMdUUMpPaAHO YOOCTOBEPEHME, 3asiBEHO OTAaNeyeHo npe3 MOOWIHOTO
npunoxeHne Ha EBPOTPBCT He ce nogHoBsiBa. Cneq n3atn4yaHeTo My ce n3gaBa HOBO YAOCTOBEPEHNME.
B TO3K cnyyan gonbiHMTENHA naeHTUdKnKaunsa He ce N3BbPLLBA, a CaMO NPOBEpKa Ha akTyanHOCTTa Ha

AJaHHUTE 3a CaMOJIM4YHOCT.

4.1.3.4 WUCKAHE 3A CINMMPAHE U NPEKPATABAHE HA YOOCTOBEPEHUE

WckaHe 3a npekpaTsaBaHe Ha KBanuduuuMpaHo yOooCToBepeHuMe ce nodasa  OT

Tutynsaps/Cb3gatenss wnuM ynbiHOMOLLEHO fvuUe Ha MscTo npu Peructpupawms opraH unu no
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€MNeKTPOHEH NbT.

B mMomeHTa Ha npekpaTsiBaHe Ha KBanuduumpaHo yaoocToBepeHue, PeructpupallmsaTt opraH
yBeoMsiBa NOTpebutens 3a 1o3n akT (HanpMMep No enekTpoHHaTa nowya).

EBPOTPBCT npekpaTtasa nsgageHo OT HEro yaoCTOBEPEHUE Mpu:

» CMBbPT WnNn noctaBsiHe nopg 3anpeweHne Ha Tutynaps/Cb3gatens € npekpaTsBaHe Ha
npeacTtaBuTenHarta Bnact Ha Cb3gaTens;

» npekpaTsaBaHe Ha npeacTaBuTenHaTa BnacTt Ha Tutynspsa cnpamo Cbh3gatens;
yCTaHOBSIBaHE Ha HEBEPHMW AaHHWU NpU M3[aBaHe Ha yOOCTOBEPEHMNETO;
CTaHana BMnocCneAcTBMe HEBAPHA yaoCToBepeHa NHopMaums;
npu NpomsiHa B yaocToBepeHa Beve nHhopmauusa Ha Tutynapsa/Coagartens;
KOMMNPOMETMPAHE Ha YaCTHUS KK,

3abaBsAHe B 3annaljaHeTo Ha OAbIMKMMO Bb3HarpaxaeHue;

YV V V V V V

NCKaHe 3a npekpaTsBaHe OT cTpaHa Ha Tutynapa/Cw3gatensd, cneq kato [JocTaBYMKBLT ce
yBepu B CaMOnMYHOCTTa UM 1 B NpeacTaButenHarta Bsract Ha Cb3gaTens. Korato ce 3asBsaBa cnvpaHe
WNU npekpataBaHe Ha KBanMdUUMpaHO yOOCTOBEpPEHME Mpe3 MOOWUMHOTO MpUMOXeHue Ha
EBPOTPDBLCT, nposepka Ha CaMONUYHOCTTa He Ce U3BbpLUBa.

HdocTtaBunkbT npegnpuemMa He3abaBHO npekpaTsABaHe Ha [OEeNcTBMeTO Ha  U34afdeHo
YyAOCTOBEPEHME NPU BCAKO €4HO OT NOCOYEHUTE No-rope obcToATencTaa.

[ocTaBunkbT NpekpaTsaBa u3gageHn oT Hero yaoCTOBEPEHUS, ako npekpaTtu gerHocTtta cu 6e3
Aa A Npexsbpnun Ha Apyr AocTaByuk. B TO3n cnyyan cbwmaTt yBegomsiBa noTtpebutenvte cu u
npekpaTsiBa yOooOCTOBEpeHusTa C edHOMecevyHo npegmssectue. B egHomeceveH cpok  oOT
yBegomsaBaHeTo, EBPOTPDBCT Bb3cTaHoBsiBa Ha notpebutenute nnateHata OT TsX Cyma, B pa3mep
cbobpaseH C OocTaBaliMa CpPOK Ha [Oorosopa 3a KBanuduuupaHa ygoctoBepuTenHa ycnyra. Korato e
3asBeHO KBanuuumpaHo yOocTtoBepeHue npe3  MoOunHoTo npunoxeHne Ha EBPOTPDBLCT,
aboHaMeHTBbT Ha noTpebuTens ce NpekpaTsaBa OT MOMEHTa, B KOMTO HaACTbMu criedBallims Nepuos 3a
nogHoBSBaHe.

[ocTaBunKbT MOXe [[a chnpe W npekpatu yooCToBepeHMe Ha YAocToBepsBal, opraH oT
NMH(pacTpyKkTypaTa, ako ca Hanvue OCHOBATEeNHM CbMHEHWUSI 32 KOMMPOMETUPAHE Ha YacTHUSA KoY Ha
TO31 OpraH.

Mpu npekpaTaBaHe Ha yOOCTOBEPEHME Ha onepaTvBHUSA YAOCTOBEpPSBALL, OpraH 3a usgasaHe u
noaabpKaHe Ha KBanvduuupaHu yaocToBepeHUs 3a enekTpoHeH nognuc/nevar, 4ENCTBUETO Ha BCUYKM
n3gageHn OT Hero U BanuaHm ygocToBepeHus ce npekpaTtssa.

Camo onepatMBHUAT YOocToBepsiBaw, oOpraH, wsgan KeanuduumpaHo YAOCTOBepeHve 3a
erekKTpoHeH noanuc/nedar, Moxe Aa npekpaTn 4eNCTBMETO Ha TOBa y4OCTOBEPEHME.

AKO npekpaTsaBaHeTo e cneacTene OT ornepaTopcKa rpeLlka unn cneacTeme OT KoMnpomeTupaHe

Ha onepaTuBeH YacTteH krnov Ha EBPOTPDBCT, [JocTaBumKkbT We u3fgage 3a CBoS CMEeTKa EKBUBANEHTHO
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noTpebunTencko yaqocToBepeEHME.

Ycnyrute no ynpaereHue Ha npekpaTsiBaHe U CnupaHe Ha AencTBMEeTO Ha yOoCTOBEpeHMe ca Ha
pasnonoxeHue AeHOHOLHO, 7 AHU B cegmuuaTa.

Mpn cpuvB B cuctemara, ycnyrmte wunu apyrm daxktopu, KOUTO Ca W3BbH KOHTpona Ha
YpoctoeepsaBawms opraH, EBPOTPBCT nonara makcMmanHu ycunus, 3a ga rapaHtvpa, ye ycnyrata
LLle e AoCTbMNHa MakcuMym go 3 (Tpu) vaca.

BpemeTo B cuctemuTe, CBbp3aHM CbC CNUpaHe U NpekpaTaABaHe Ha YAOCTOBEPEHus ce

cuHxpoHusmnpa cnpsmo UTC noHe BegHbX Ha 24 vaca.

4.2 OBPABOTKA HA UICKAHETO

EBPOTPBLCT npuema mnckaHud, nogageHn uHaueugyanHo. WckaHuaTta moraT ga ce nogasart
OHNamnH npe3 nybnu4yHo JOCTBLNHO yeb-6a3npaHo NpunoXxeHne n Ha MACTo Npu Pernctpupaiymsa opran.
B cnyyan, 4e pokymeHTUTE ce wm3npawart no nowiata e Heobxoguma HoTapuanHa 3aBepka Ha
noanucuTe. VickaHma morat ga ce npvemMat u npe3 MobunHoTo npunoxeHne Ha EBPOTPBCT.

OnnanH nogaBaHe npe3 nNybnuyHo [OCTLNHO Yyeb-6a3npaHo MpUNOXeHWe ce M3BbpLIBA C
nomMoLlTa Ha WHTEPHET cCcTpaHuuaTta Ha [ocTaBuvMka Ha appec: https://www.evrotrust.com.
MoTpebutenar, KOWTO € noceTuMn noaxogswoTo MSACTO Ha canTa, nonbfBa (B CbOTBETCTBME C
WHCTPYKUMUTE Ha TO3K CauT) noaxosiia popma 3a KaHAMaaTcTBaHe 1 ro uanpawa Ha Peructpupalums
opraH oHnawvH. AckaHusita 3a KBanuduuupaHu yaocToBepuTenHu ycnyrm ce obpaboTsaTt OT crnyxuten
Ha EBPOTPBCT.

lMpn nopgaBaHe Ha uckaHe npwu Peructpupall opraH ce usmckea npucbcreme Tutynap/Cvagaten
UM ynbrHoMoweHo nuue. B cnyyam Ha oBnactsBaHe Ce W3MCKBaT [OKYMEHTU [oKasBaliu
ABTEHTUYHOCT.

Mpn nogaBaHe Ha wuckaHe npe3 MobunHoTo npunoxeHne Ha EBPOTPBLCT, 1o ce reHepupa

aBTOMaTM3npaHo, B ygobeH 3a noTpebutennte gManoroB pexum.
4.2.1 WAEHTUDPUKALUA N NMPOBEPKA 3A CAMOJIMYHOCT
[enHocTMTe no wungeHTUdMKaAUMA WM MpoBepka 3a CaMOMMYHOCT Ha MnoTpebuTenute Ha

EBPOTPBLCT ce ocbliecTtBsiBa oT Pernctpupawus opraH B CbOTBETCTBME C YCIOBMSTA, MOCOYEHN B

HaCTOSALLMSA [OKYMEHT.
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4.2.1.1 NMPUEMAHE UJIN OTXBBbPJIAHE HA UCKAHE

4.2.1.2 OBPABOTKA HA UCKAHE OT PETMCTPUPALLUA OPIrAH

Bcsako nckaHe, nogafeHoO NO enekTpoHeH MbT UMM Ha xapTua Ha Pernctpupawiunsa opraH, ce
obpaboTBa No cnegHUst HaunH:

» Pernctpupawuart opraH nony4asa uckaHeto Ha Tutynsapsa/Cbw3gaTensa unm ynbiHOMOLEHOTO
nuue (Ha xapTUeH HOCUTEN UNKU B eNEeKTPOHEH hopmar);

» Pernctpuvpawuar opraH npoBepsiBa Aanv nNuUeTo e 3annaTturio Takca 3a pasrnexgaHeTo Ha
UCKaHeTO 3a u3fgaBaHe Ha KBanuuUuupaHo YOOCTOBEpPEHWE, MpWU yCroBMe, 4Ye 3annawaHeTo e
npeaBnaeHo B LeHoBaTa nucta Ha EBPOTPBCT. MNMpu nunca Ha TakaBa Takca, UCKaHEeTO Ce OTXBbPNS;

» Peructpupallmar opraH npoeepsiBa AaHHWUTE, MOCOYEHU B UCKAHETO, Hanpumep nu4yHuUTE
OaHHU Ha NMLETO UM NpoBepsBa 3a NpUTEXaHWe Ha YacTeH KIHou;

»  Npuv NonoXuTenHa npoeepka PernctpypalimaT opraH noTBbpXKaaBa UCKAHETO;

» aKko OpUrMHaNHOTO NPUMOXEHWe CbAabpXa HeBApHa MHGOPMaUUs, TO Ce OTXBbPRSa uUnu
Kopurunpa;

» B pesynTaTt Ha NOTBbpXJaBaHeTo ce u3fgaBsa YAOCTOBEPEHUE;

» Pernctpupallmar opraH MoXe CbLLO Taka ga npoBepu U Apyru AaHHWU, KOUTO He ca NOCOYEeHU
B UCKaHeTo, Ho ce namckeaTt oT EBPOTPBLCT.

Korato nckaHeTo ce nogasa npe3 MOOGUNHO NPUIOXXeHUe, ropHUTE Npoueaypu He ce npunarat. B
TO3N Cnyyam ce npoBepsiBa HanuuvMe Ha npoBepeHa CaMOSIMYHOCT Ha IMUETO U OCblUecTBeHa
naeHTMdukauna — aBToMaTtMyHO MM OT onepaTtop. pu HanMyme Ha TEXHOMNOrM4yHa Bb3MOXHOCT Ce
N3BbpLUBA aBTOMATU3UpPaHa NpoBepka B HaLMOHANHW 6asn aHHW OT AOKYMEHTU 3@ CaMOMMYHOCT UNu B
pernctpu Ha HaceneHmeto. Ako nposepkute ca ygosnetsoputenHn EBPOTPBCT reHepupa gsonkarta
KnovoBe OTAanevyeHo, B CBOW XapAyepeH KpunToMoAyr, KpUMTMpa YacTHUS KoY Ha notpebutens ¢

Herous NMNH n nsgasa kBanumuMpaHoOTO yAOCTOBEPEHUE.

4.2.1.3 3AfIBKA KbM YOOCTOBEPABALLUA OPIrAH 3A U3OABAHE HA KBAJIMOULIMPAHO
YOOCTOBEPEHUE

EBPOTPBLCT moxe ga oTkake usgaBaHe Ha KBanuduumpaHo yOOCTOBEPEHME Ha BCAKO nuue
0e3 na uma 3agbImKEHNs] UM OTFTOBOPHOCT, ako NOTPebUTenaT nocoduBa HEBEPHU AaHHU B UCKAHETO 3a
n3gaBaHe Ha yOoCTOBEPEHME.

EBPOTPDBCT moxe Aa Hanpasu OTKa3 3a usgasaHe Ha ksanvduumpaHo yaocToBepeHue :

» aKo noTpedbuTendart He MoXe [a AOKaxe, CBOUTE NpaBa Bbpxy npeanoxeHus DN;

» B CNnyyan Ha CbMHEHMe, 4Ye noTpeduTensaTt danwnduumpa gaHHU MAM NOCOYBA HEBEPHMU
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AaHHW;

» aKko noTpebutensaT aHraxumpa 3HaumTenHu pecypcu oTr EBPOTPBLCT 3a obpabotka Ha
noBeYve MCKaHUSA OTKONKOTO ca My Heobxoanmu;

» noTpebutensaT He HanpaBu MnawjaHe 3a uM3gaBaHe Ha YAOCTOBEPEHME, NMpW yCrioBuE Ye
nnawaHeTo e npedenaeHo B LeHoearta nucta Ha EBPOTPBLCT;

» aKko ca Hanuue Apyrv BaXKHU NPUYNHK, KOUTO HE Ca NOCOYEHUN NO-rope.

Kangmngatnte, Ynnto MCKaHMs ca OTXBbPIIEHN, BNOCNEACTBME MOraT OTHOBO Aa nogadaTt UCKaHe

3a u3gaBaHe Ha kBanuduumpaHo yaoCToBEPEHUE.

4.2.2 W3YAKBAHE U3OABAHETO HA KBAJITUPULINPAHO YOOCTOBEPEHUE

Peructpupawmat opraH Ha EBPOTPBLCT HesabaBHO, B NpUCHCTBMETO Ha noTpebutens —
Tutynap/Cb3gaten vnym ynbAHOMOLLEHO OT HEero nuue, U3nbiHsaBa BCUYKM OYHKLMM NO MpoBepKa Ha
HanpaBeHOTO MCKaHe 3a U3gaBaHe Ha KBanuguumupaHo yaoCcToBepeHue.

YpoctoBepsiBawmaTt opraH EBPOTPBCT usgaBa He3abaBHO kBanuduumpaHo yooCTOBEPEHUE
cnep yTebpKaaBaHe oT Pernctpupallms opraH Ha eNekTpoHHOTO UCKaHe 3a u3gaBaHe.

EBPOTPDBLCT rapaHTupa, 4e npu nonyyaBaHe Ha UCKaHe 3a mM3gaBaHe WUnu yrpasreHue Ha
yooctoBepeHue, Peructpupalima opraH e pasrnexga WUCKaHeTO M M3gaBaHeTO Ha yaocToBepeHue
He3abaBHO, a Npu No-cneynanHyn cnyyam B CPOK He No-Abbr OT 3 AHM OT AeHS Ha nogaBaHeTo My.

To3n nepuvoa 3aBuCK MaBHO OT BMAA Ha KBanuUUMpPaHOTO yAOCTOBEpeHue, MbrHoTaTa Ha
nogadeHoTo MWCKaHe W OT TEeXHOMOMMYHOTO BpeMe 3a KoopauHaumss B OBCNyXBaHeTO Mexay
agMUHUCTPaTUBHM CTPYKTYPU Ha AOCTaB4MKa, KakTo MU OT BpemeTo 3a obuwysaHe mexay EBPOTPBLCT u
notpebutens.

Korato ce wu3gaBa KkBanuuuupaHo yOoOCTOBEpPEHME nMpe3 MOOWUNMHOTO MPUNOXEHUEe Ha
EBPOTPBLCT, ropHute npouenypu He ce npunaraT M mM34yakBaHe He ce npasu. B To3m cnyyan
yAOCTOBEPEHNETO Cce u3gaBa He3abaBHO, MPU HanMUuMe Ha YCMNeELHW NPOBEpKM 3a WOEHTUYHOCT W

CaMOJINYHOCT.

4.3 W3OABAHE HA KBAJIM®ULUMPAHO YOOCTOBEPEHUE

4.3.1 OBPABOTKA

Cneqn nonydyaBaHe Ha UCKaHe 3a M3[aBaHe Ha KBanuMUUMPaHO yOOCTOBEPEHME U CbOTBETHO
HerosaTta o6paboTkaTa, CbLLOTO Ce M3aaBa OT YA0CTOBEPSBALLUSA OpraH.

Bcuuku ygoctoBepeHusi ce nsnasat B peanHo Bpeme. MNpoueaypaTa 3a u3gasaHe e criegHaTta:

> BCSIKO UCKaHe 3a 13gaBaHe Ha KBanuduumpaHo yaoCcToBepeHue, ce 3anucea 1 nposepsisa oT

PerucTtpupawuma opran;
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» camo nuuata, u3BbpLUBaLLM OOBEPEHU PONM MMAaT AOCTbM A0 OonepaTUBHUTE OENCTBUS Ha
Peructpupalums opraH. anonssaHeTo Ha akayHTU 3aluMTaBa onepaTuBHuUTe AeNCTBUS HA MHOMO HMBA U
nossonsiBa curypHo obpaboTBaHe Ha MCKAHETO 3a u3gaBaHe Ha KBanuuumMpaHo yAOCTOBEpEHME,
BKMIOYMTENHO 3a Cb3aBaHe Ha noaxoswo opmaTupaHa 3asdBka 3a usgaBaHe Ha yooCToBepeHue OT
YpoctoBepsBaLLmsa oprah;

» obpaboteHaTa 1M bopMaTupaHa 3asiBKa 3a YAOCTOBEpPEHME Ce u3npalia Ha CbpBbpa 3a
n3gaBaHe Ha kBanuuumpaHo ygocToBepeHme CbrnacHo nsbpaHuna npodwn;

» Y[OocToBepsiBaWUAT OpraH reHepupa UCKaHOTO YAOCTOBEPEHUE, NOAMMCBA O C eNIEKTPOHHNSA
nognuc Ha EBPOTPBCT u ro nybnunkyBa He3abaBHO B [MyGnnyYHUSA CU perncTsbp;

» YpocToBepsiBaWUAT opraH NogrotBa OTroBOpP, CbhAbpKall, M3gafeHOTO YOOCTOBEPEHME U O
npegocTtaBs Ha noTpebutens.

Mpn oThoanedyeHo 3asBsiBaHe Ha YOOCTOBEpPeHWe npe3  MOOMWMAHOTO MPUMOoXeHWe Ha
EBPOTPDBLCT, cbWwoTo ce M3aaBa B peanHo BpeMe He3abaBHO, B paMKUTE Ha cecusiTa No perncrpauus

Ha noTpebutens.

4.3.2 MNMPEAOCTABAHE HA UH®OPMALIUA

OTtopusnpaH npeactasuten Ha Pernctpupawma opran Ha EBPOTPBCT, He3abaBHO M3BecTsiBa
Tutynaps/Cb3gatens unum ynbrHoMoweHoTo oT Cbh3gartens nvue 3a M3gadeHoTo u nybnukyBaHoO
yAOCTOBEpPEHHUE.

OtopusmnpaH npeactasuten Ha Peructpupawma opraH Ha EBPOTPBLCT wusnpawa pfo
Tutynaps/Cb3gatens enekTpoHHO M3BECTUE MO UMENN C MHopMauusa 3a MMeTo Ha TUTynaps, Buaa Ha
n30ageHoTo  yaoCTOBEpeHWe 3a EenekTPpoHeH noanuc/nedar YHUKanNHUA CcepueH HoMep Ha
KBanmduumnpaHoTo yaOCTOBEPEHMETO N Nepuoga My Ha BanuAaHOCT, OCBEH B CryvauTe, KoraTo nuncea
nmewnn agpec.

[ocTaBunkbT AOCTaBsA M3gageHOTo yaocToBepeHne Ha Tutynapsi/Cb3gartens, pecnekTMBHO Ha
YyNbJTHOMOLLLEHOTO OT HEro nuue, Ype3 Pernctpmpalyus oprax.

OTopusnpaH onepatop Ha Pernctpupawimsa opraH 3anucea yaoCTOBEPEHMETO Ha YCTPOMCTBO 3a
Cb3JaBaHe Ha €eneKkTpoHeH noanuc/nedvar, KbaeTo e 6Guna reHepupaHa ABovikaTta Kpuntorpadgcku
KrntoYyoBe 3a TOBa yAOCTOBEPEHMUE.

Te3n npasuna ce npunarat u Npyu oTaanevyeHo u3gaBaHe Ha KBanMUUUPaHO yooCTOBEpeHMe
ypes MobunHoto npunoxeHme Ha EBPOTPBCT. B T0o3M cnyyam yBegoOMsIBaHETO Ha

Tutynaps/Cb3gaTtens ctaBa ypes usnpatlaHe Ha CbobLLeHNe B CaMOTO MOOUMHO NPUNOXEHME.
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4.4 NPUEMAHE HA KBAJINMOULUMUPAHO YOOCTOBEPEHUE

4.41 NOTBBLPXAEHUE 3A NMPUEMAHE HA KBAJINMONLNPAHO YOOCTOBEPEHUE

lMpn nonyyaBaHe Ha KBanUMUUMPaHO YAOCTOBEpPEHWE, NOTPEeOUTENAT € ANbXeH Aa NpoBepu
CbObPXAHMETO My, MO OTHOLIEHWE Ha TOYHOCTTA Ha [OAHHUTE M HanMUYMeTo Ha nybnuueH KoY
CbOTBETCTBALL HA YACTHUS KINKOY, KOUTO TOM npuTexasa. AKO B yOOCTOBEPEHMETO Ca BNMCAHU HEBEPHM
AaHHW, YOOCTOBEPEHMETO TpsibBa Aa Obae He3abaBHO NpekpaTeHo.

Ako Tutynapat/Cb3gatenar Bb3pasn, 4Ye Wu3gageHoTo KeanmduumpaHO YAOCTOBEPEHUE
CbAbpXa rpewkn Wunm HenbnHOTM B 3 (TPMOHEBEH) CPOK OT NybnvMKyBaHETO My B PEerucrbpa,
EBPOTPBLCT rmm oTcTpaHaBa u4pe3 u3gaBaHe Ha HOBO yaocToBepeHve 6e3 3annawiaHe Ha
Bb3HarpaxgeHne, OCBEH ako ce AOb/KaT Ha npefoctaBsHe Ha HeBepHUM AaHHuW. [pu nunca Ha
Bb3paXeHne ce CMATa, Ye CbAbPXKaHMETO Ha YA0CTOBEPEHNETO € NPUETO.

lMpaBunata B HacTosWaTa Todka ce npunarat Kakto npu usgaBaHe Ha yOooCTOBepeHue, Taka u
npu NogHOBSIBaHE Ha YOOCTOBEPEHNME.

Cneg npouegypa Mo rnpuvemMaHe Ha KBanuduuupaHo yOOCTOBEpPEeHWe ce npuema, 4e
noTpebutenat e 6un 3anosHaT C npouedypuTe 3a M3gaBaHe Ha YAOCTOBEPEHMEe, OMUMCaHW B TO3M
OOKYMEHT.

C npvemaHe Ha KBanuduuMpaHOTO yAoOCTOBepeHue, notpebutenat npuema [lpaktukata u

MonutukaTa Npu NpegocTaBsiHe Ha KBanMuunpaH yaoCTOBEPUTENHM YCIYTU.

4.4.2 NYBJIMKYBAHE HA KBAJIM®OULMPAHO YOOCTOBEPEHUE

Bcsko wu3pageHo M NpueTto  ygooctoBepeHue ce  nybnukyBa HesabaBHO B Ny6nMyHMA

pernctbp/xpaHunuueto Ha EBPOTPBLCT.

4.4.3 WHOOPMALMNUA 3A APYITU CTPAHU

Cnep nybnukyBaHeTO Ha M3gadeHoTo yaocToBepeHue B [MyGnuyHua permctbp Ha usgageHuTe

yaoocToBepeHusa, To CtaBa AOCTBIMHO 3a BCUYKN 3aUHTEepeCOBaAHN CTpPaHW.

4.5 YNOTPEBA HA KBATIMGULIMPAHO YOOCTOBEPEHUE U HA IBOMKATA KIIOYOBE

451 OTCTPAHA HA TUTYNAPUTE/CBb3OATENUTE

Tutynsapute/Cb3naTtenute TpsabBa Aa M3Non3BaT YacTHUTE KMYOBE U kKBanudpuumpaHute

Print and Edit Evrotrust Technologies Inc.. Page 49 of 147




MPAKTUKA MPU NPEAOCTABSIHE HA elDAS-CPS
c I‘Otru St KBANU®ULIMPAHWU YAOCTOBEPUTESNTHU YCNYTU For public use

Regulation 910/ 2014 CERTIFICATION PRACTICE STATEMENT Version —2.1
elDAS FOR QUALIFIED CERTIFICATION SERVICES 13.04.2017
yOooCTOBEPEHUA:

» B CbOTBETCTBME C TAXHOTO nNpeaHasHayYyeHue, NocodYeHo B HacTodwara Npaktnka n B
CbOTBETCTBUE C OrpaHMYeHndTa 1 LenuTe 3a u3nona3saHe, BNUcaHN B CamMOTO NPUNOXKEHUE, KaKTO BbB
Bpb3Ka C aTpubyTuTe Ha CaMOTO YAOCTOBEPEHNE;

» B CbOTBETCTBME C AOMBIHUTENHO cnopasymeHune mexay notpeburtena n EBPOTPDBCT,;

» CaMO B paMK1TE Ha CPOKa Ha TsiXxHaTa BanuaHOCT;

» KoraTo y4OCTOBEPEHMETO € CMpsiHO, NOTpebuTenaTt He TpsbBa Aa n3nons3Ba YacTHUSA KoY
3a Cb3aBaHe Ha enekTpPoHeH nognuc/neyart.

Tutynapat/Ce3gatenaT HaMa npaBo Aa NpaBu 4OCTOSIHUE YaCTHUSA CU KITKOY Ha TpeTu nuua,
HUTO a NpefocTaBs HOCUTENS, BbPXY KOWTO € NepcoHanmnanpaH Unn HadmHa Ha ngeHTuukaums.

OTroBopHOCTTa 3a ONa3BaHETO Ha TaMHaTa Ha YacTHUA KN4 e Ha Tutyndaps/Cbhagatens.

452 OT AOBEPABALUMNTE CE CTPAHU

[oBepsBaluTe ce CTpaHW, BKIOYMTENHO onepaTtopuTe B Permctpupalyms opraH, Tpsibea aa
nonarar gbJbKumMaTa rpmxa npu nsnonssaHe Ha nybnnmyHuTe KntovyoBe M CbOTBETHUTE UM
yOOCTOBEPEHUS:

» B CbOTBETCTBME C TAXHOTO NpeAHa3Ha4vyeHne 1 BNMCaHn orpaHMyeHuns 3a N3non3Baxe,
Nnoco4eHo B HacTodwara pakTunka, KakTo 1 ¢ orneg atpubytute Ha camoTO YOOCTOBEPEHME;

» camo cnepf npoBepka Ha TEXHUSI CTaTyC M NPOBEpKa Ha eNeKTPOHHNSA NOANUC Ha
YpaocTtoBepsiBalms opraH, nsgan yaocToBepeHUETO;

» [0 OTMsSAHA BanuaHOCTTa Ha AadeH KIov;

» KoraTo YAOCTOBEPEHUETO € CNpSHO, AoBepsiBaLlaTa ce cTpaHa He Tpsibea ga npvema

Ny6INYHMA KoY.

4.6 NOAHOBABAHE HA KBAJINM®ULMUPAHO YOOCTOBEPEHUE (RENEWAL)

MogHoBsiBaHe Ha kBanuduumpaHo yaoctoBepeHne ¢ Renewal o3HavyaBa nogmsiHa Ha BanuMgHo

yOocToBepeHue ¢ HoBO, 6e3 Ja ce NPOMeHs! CbliecTByBallaTa MHOPMaLUs B HEr0, OCBEH HOB CEpUEH
HOMEp 1 HOB CPOK Ha BanuaHOCT.
MNMogHoBsIBAHE ce M3BbPLIBA CaMO B pPaMKUTE Ha CpoKa Ha BanuMOHOCT Ha akTyasnHo

yoocToBepeHue. To TpsiGBa Aa Gbae npenwecTBaHO OT perMcTpupaHe Ha UcKaHe 3a MoAHOBABaHe B

noaxodsawa dopma, npveta u ogobpeHa oT onepaTop B Permctpupall, opraH, npoepeHa UaeHTUHHOCT

M KOPEKTHOCT Ha NnoaaaeHOTO NCKaHe.

MoaHoBsiIBaHe Ha KBanMMULMPaAHO YOOCTOBEPEHME, KOETO € 3asiBeHO OTaariedeHo, 4pes

n3nonaeaHe Ha MobunHoTo npunoxeHne Ha EBPOTPBCT, e HegonycTumo.
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4.7 W3OABAHE HA KBAIIM®ULIMPAHO YOOCTOBEPEHUE C FTEHEPUPAHE HA HOBA
OBOWKA KINKOYOBE (RE-KEY)

HoBa gBovika kntoyoBe ce reHepupa ot EBPOTPBLCT, B cnyyauTe korato Bede permctpupaH
notpebuTten noucka ga My ce reHepvpa HoBa ABOWMKa KMo4oBe UNn HOB NoTpebuTten nogage uckaHe 3a
reHepupaHe Ha [ABOWKa Knto4doBe. ['eHepnpaHeTo Ha HOBa ABOWMKa KIOYOBE Ce CbMbTCTBA C M34aBaHe
HOBO KBanuduLMpaHo y4OoCTOBEPEHME, NOTBBbPXKAABALLO NPUTEXaHMETO Ha HOBOCH34ageHaTa KroyoBa
JBOlKa.

WM3paBaHe n nogHoBsiBaHe ¢ Re-key TpsibBa ga ce TbiKyBa No CrnegHnsa HauvH:

» u134aBaHETO Ha HOBa ABOMKa KIHOYOBE He Ce CBbp3a C HUKAKBU BanuvaHu yOOCTOBEPEHMUS U
ce n3nonsea oT nNoTpebuTtenuTe, 3a Aa nony4dat yooCTOBEPEHME OT BCSKaKbB BUA,

> Re-key ce oOTHaca OO0 KOHKPETHO BanuaHO YAOCTOBEpPeHWe, MOCOYEeHO B UCKaHeTo. B
cneacTBMe Ha TOBa, HOBOTO YAOCTOBEPEHME BKIOYBA CbLOTO CbAbpXaHME, KaTo eOMHCTBEHUTE
pasnukn ca: HOB CEpPUEH HOMep, HOB Mybnu4YeH KoY, HOB CPOK Ha BanMAHOCT M HOB €NEeKTPOHEH
noanuc/nevar.

EBPOTPBLCT wuHcbopmupa npegsaputenHo notpebutenute cu no MMmenn Hanm-manko 14 gHu
npeau n3tTudaHe cpoka Ha BannaHoOCT Ha U3gafeHo yaoCToBepeHMeE, Korato ToBa € Bb3MOXHO.

Mpouenypata no usgaBaHe Ha kBanuduUMpaHO YAOCTOBEPEHUE C reHepupaHe Ha HOBa OBoMKa
KMoYoBe MOXe Aa ce npunara v kbM YaocToBepsBallnsa opraH u kbM Pernctpupaiyms oprax.

MpoueaypvTe No Tasy TOYKa He ce npunaraT 3a KBanuuumpaHu yooCTOBEPEeHUs, u3ganeHun

oTaanedeHo, ypes MobunHoTo npunoxeHmne Ha EBPOTPBLCT.

4.7.1 OBCTOATENCTBA, NPU KOUTO CE TMPWUINATA U3OABAHE HA KBAJIM®GULIMPAHO
YOOCTOBEPEHWUE C FTEHEPUPAHE HA HOBA 1BOUKA KITKOYOBE (RE-KEY)

EnHo notpebutencko uckaHe 3a nogHoBsiBaHe, npeaoctaBeHo npea EBPOTPBLCT, moxe aa ce
npunara camo ako:

» noTpeduTensT e Cblms;

» YOOCTOBEPEHMETO € BannaHO B MOMEHTa Ha MnofdaBa Ha MCKAHETO U He € OTMEHSIHO npeawu
TOBAQ;

» NoTpeduTensaT u3nckea AOMbIIHUTENHO YOOCTOBEPEHME OT CbLUMS TUM UK OT pasnuyeH Tum,
HO camMO B paMKuTe Ha nonuTMKata 3a YOOCTOBepsiBaHe Ha BanuaHoOTO kBanuduumpaHo
YAOCTOBEPEHWE;

» HAMa HUKaKBO BanuaHO YAOCTOBEpEeHWe, u3gageHo B paMKuMTe Ha nonuTukata 3a
yAocToBepsiBaHe, onpeaeneHa B Hactoswara [NpakTuka;

> YOOCTOBEpPEHMeTO He € u3dafeHO OTAaneyvyeHo, 4Ype3 MOBWUMHOTO MPUMOoXeHWe Ha

Print and Edit Evrotrust Technologies Inc.. Page 51 of 147




MPAKTUKA MPU NPEAOCTABSIHE HA elDAS-CPS
c I‘Otru St KBANU®ULIMPAHWU YAOCTOBEPUTESNTHU YCNYTU For public use

Regulation 910 / 2014 CERTIFICATION PRACTICE STATEMENT Version - 2.1
elDAS FOR QUALIFIED CERTIFICATION SERVICES 13.04.2017
EBPOTPBLCT

4.7.2 KOW MOXE OA MOUCKA AKTYANU3ALIUA HA KIIIOYOBA IBOMKA?

VickaHeTo 3a u3gaBaHe Ha KBaJ'II/I(bVILI,VIpaHO yOoocToBepeHne C reHepmnpaHe Ha HoBa ABoKKa

kntoyoBe (Re-key) ce ussbpluBa eanHCTBEHO OT TuTynap/Cb3gaTten Unm ynbiHOMOLLEHO OT Hero nuue.

4.7.3 RE-KEY W OBPABOTKA HA UICKAHETO

MogHoBsiBaHE Ha yOoOCTOBEpPEHME 3a eNniekTpPoHeH noanuc/medat ¢ Re-key ce npegxoxaa oT
permctpmpaHe Ha uckaHe 3a nogHosBaHe npeg Pernctpupawumsa opradH Ha EBPOTPBCT.

MckaHeTo 3a nogHoBsiBaHe Ha KBanuvduuMpaHO yOoOCTOBEpeHue, Ype3 enekTpoHHa 3asBKa ce
yOocToBepsiBa C €NeKTpoHeH noanuc/nedar, CbOTBETCTBALL Ha BanWOHOTO YOOCTOBEPEHWE Ha
Tutynaps/Cb3gaTtens unm ynmbinHOMOLLEHO OT Hero nuue.

B cnyyan, 4e yOoocTOBEepeHMETO, KOETO Ce MOAHOBSIBA € C U3TeKbN CPOK Ha BanugHocCT,
Tutynapat/Cbe3gatenaTt unu ynbiiHOMOLLEHO OT Hero nuue TpsibBa ga nocetn nuyHo Pernctpupams
opraHn Ha EBPOTPBCT. YnbnHomoweH onepatop Ha Peructpupawmsa opraH cTporo cneasa
U3NCKBaHMATA 3a MAEHTUPUKaLUMS 1 YCTaHOBABaHE Ha MOEHTUYHOCT M Ha YCoBUATa 3a NOAHOBSIBAHE.

Cnep ycnewHa nageHtTudukaLuma n NnpoBepka Ha ycroBusiTa 3a nogHossiBaHe, Pernctpupawimart
opraH noTBbpXdaBa WCKaHEeTO 3a MNOAHOBSIBAHE Mpend onepaTmBHUSA YOOCTOBepsiBaW, OpraH Ha
EBPOTPBCT.

Cnepn ycnelwHa enekTpoHHa aBTeHTUdMKauma Ha Pervctpupalumsi opraH, 4ypes3 OTopu3MpaHus
onepatop, onepaTnBHMs YO0CTOBEPSBALL, OpraH U3nbiiHsBa NOTBbPAEHOTO MCKaHe 3a NOAHOBsIBaHe Ha
yOOCTOBEPEHUNETO.

Mpn HeycnewHa naeHTMdMKaLma 1 NpoBepka Ha ycnoBusaTa 3a NogHoBsBaHe, Pernctpupawmnart
OpraH OTXBbPJiI UCKAHETO 3a NOAHOBSABAHE Ha YAOCTOBEPEHNETO M He3abaBHO M3BECTsIBa NoTpedbuTens
3a npuymnHaTa. B TakbB criydan notpebutensa ¢ OTXBbPrEHO UCKaHe 3a NoLHOBSABaHE, MOXE Aa 3asBu
n3gaBaHe Ha HOBO yOOCTOBEPEHUE 3a eNeKTPOHeH nognuc/neyar.

lMogHoBSAIBaHEe NO Ta3n TOYKa He ce npunara 3a KBanuuumpaHu yaoCTOBEpPEHUs, u3gageHu

oTaaneyveHo, Ype3 MobunHoto npunoxeHne Ha EBPOTPBCT.
4.7.4 WUHPOPMALMUA 3A TUTYNAPA/CB3OATENA

OTtopusnpaH npegctasuten Ha Pernctpupawumsa opraH Ha EBPOTPBCT He3abaBHO m3BecTsiBa
Tutynaps/Cbe3gatens wnM ynbfHOMOLLEHO OT Hero nvue 3a MO4HOBEHOTO W NyGnuKyBaHO
YAOCTOBEPEHHUE.

B cny4vyaunTe, Korato UCKaHeTO € nogadeHo Nno erieKTpoOHEeH MbT Nnpes I'Iy6]'IVI‘-IHO OOCTBbIMHO ye6-
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6asupaHo npunoxeHne, EBPOTPBCT wu3npawa no enekTpoHeH NbT (Ype3 eneKkTpoHHa noLya)
WHopMaLma 3a HOBOTO KBanuduuMpaHO yOOCTOBEPEHME: WMETO Ha notpebutensa, Tuna
KBanuuumnpaHo yaoCToBEpPEHWME, YHUKANeH CepueH HOMep U Cpoka Ha BanuOHOCT Ha MOAHOBEHOTO
yaocToBepeHune. WM3npawa ce u enekTpoHHWs ajpec, OT KOWTO MOXe [a Ce CBanu HOBOTO
KBanuuumnpaHo yaoctoBepeHue.

Korato nckaHeTo ce nogaBsa Ha MACTO, Npu Peructpupaiumsa opran, Tutynapat/Cbw3gaTenart unm
YMbSIHOMOLLEHOTO OT HEro nuue noflyvyaBa MOLHOBEHOTO KBanuuUMpaHO yOOCTOBEPEHME, 4pes
oTopusnpaH onepatop Ha Peructpupawwmsa opraH. OnepaTopbT ro 3anucBa Ha YCTPOMCTBO 3a
Cb3JaBaHe Ha enekTPOHEH nognuc/neyaT, B KOETO € reHepupaHa ABonkaTta Kpuntorpadckm KrnoyoBe 3a

KBanMuunpaHoTO YAOCTOBEPEHME.
4.7.5 NOTBBbPXAEHUE 3A NPUEMAHE HA HOBO YOOCTOBEPEHUE

Mpu nonyyaBaHe Ha HOBO KBanNMUUMpaHO yaoctoBepeHune, Tutynsapsat/Cb3natensit e AnbXeH

Aa cna3Ba N3NCKBAHUATA NO-rope.

4.7.6 MNMYBJINKYBAHE HA HOBO KBAJIM®PULIMPAHO YOOCTOBEPEHUE

EBPOTPDBLCT, upes onepaTuBHna YOoCTOBEpPSsiBaLL OpraH nybrnvkyBa He3abaBHO NMOLHOBEHOTO

yaocTtoBepeHue B MNyGnmnyHusa pernctbp/XpaHunumLLeTo.

4.7.7 WHOOPMALMUA 3A NOBEPABALLU CE CTPAHU

Cnepn HesabaBHOTO nybnukyBaHe Ha u3gafeHo KBanuduumpaHo yaocTtoBepeHue B [1y6nuyHus

pernctbp Ha uspgageHnTe yooctoBepeHund, To cCtaBa AOCTbMNHO 3a BCUYKN 3anHTEepeCOoBaHU CTPaHWU.

4.8 MNPOMAHA B KBAJIMOPULIMPAHO YOOCTOBEPEHUE
4.8.1 OBCTOATENCTBA 3A MPOMAHA B KBAJINMOULIMPAHO YOOCTOBEPEHUE

lMpomsiHa B KBanumuMpaHo y4OCTOBEPEHME O3HA4YaBa NPOMsiHA B CbAbPXaHMETO Ha AaHHUTE
BbB BeYye usgageHo n nybnukyBaHo KBanuduuupaHO yOOCTOBEPEHME 3a eNEeKTPOHEeH noanuc/nedar.
Mpn npomsaHa B kBanuUdULMpPaHO YAOCTOBEPEHWE Ce U3UCKBA 3aObIPKUTENHO reHepupaHe Ha HoBa
OBOWKa KIto4oBe.

MpomsiHaTa ce TpeTupa MO CbLMSA HA4YMH, KaKTO M U3JaBaHETO Ha HOBO KBanuuuupaHo
yOooCTOBEpEeHMe.

EBPOTPBLCT He pgonycka npomsaHa B npoduna Ha keBanuduuupaHuTe YOOCTOBEPEHUd 3a

EJ1EKTPOHEH I'IO[J,I'IVIC/I'Iel-IaT.
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MpomsiHa He ce gonycka 3a kBanuduuMpaHu yOOCTOBEpPEeHUus, u3fjafdeHun oTthanedeHo, 4vpes
MoOunHoTo npunoxeHne Ha EBPOTPBCT. CobwmnTe ce npekpatsiBaT M Ha TSAXHO MSICTO ce u3gaBaT

HOBMW.

4.8.2 KOW MOXE OA MOUCKA NMPOMSAHA HA KBATTMGULIMPAHO YOOCTOBEPEHUE?

Tutynap/Cb3gaTten wnvM ynbfHOMOLLEHO OT Hero nuue MoXe [fa noucka npoMsiHa Ha
KBanMuuMpaHo yOoOCTOBEPEHWE MpU YCrOBME, Ye ca M3MbIHEeHW W3UCKBaHUSITA U ycrioBusTa 3a

NoAHOBSIBAHE OMUCAaHN B TO3U JOKYMEHT.
4.8.3 OBPABOTKA HA UCKAHETO

lMpomMsaHaTa Ha KBanuuuMpaHo yAOCTOBEPEHME 3a eNeKTPOHEH noanuc/neyar ce npeaxoxaa ot
nogaBaHe Ha WCkaHe 3a npomMsHa oT Tutynaps/Cb3gatens unv ynbiaHOMOLLEHO OT HEro nviue npuv
Peructpupawmsa opraH Ha EBPOTPBCT.

VickaHeTo 3a NpoMsiHa, Ype3 erekKTpoHHa 3asiBKa Ce yOoCTOBepsiBa C erleKTpoHeH nognuc/nevar
Ha Tutynaps/Cb3aartens, CbOTBETCTBALY HA BanvaHO KBannuumpaHo yaocToBEpPEHUe.

B cnyyan, 4ye ynocTtoBepeHMETO, KOETO Ce MPOMEHA € C W3TeKbll CPOK Ha BalMaHOCT,
Tutynapat/Cb3gatenat unu ynbiHOMOLLEHO OT Hero nuue TpsibBa ga nocetn nuyHO Pernctpupawius
opraH Ha EBPOTPBLCT. Perncrpupalumar opraH CTporo crnefsa ManckBaHusiTa 3a ungeHtudukauusa um
yCTaHOBSIBaHE Ha MAEHTUYHOCT M Ha YCroBUATa 3a NPOMSAHA Ha KBanuguumpaHo ygocToBepeHme.

Cnep ycnewHa ngeHTMdunkauma 1 npoBepka Ha ycrnosusaTa 3a NnpomsHa, Pernctpupawmat opraH
NoTBbpXAaBa UCKAHETO npep onepaTnsHusa Yaoctosepssaly opraH Ha EBPOTPBCT.

Cnep ycnewHa enekTpoHHa aBTeHTMdUKaLMA Ha oTopu3npaHusa onepatop Ha Peructpupawms
opraH npea onepaTtvBHUSA YAOCTOBepsiBall, OopraH, NocnegHusT U3NbrHsaBa MNOTBbPAEHOTO MCKaHe 3a
NpoMsiHa Ha KBanuuUMpaHOTO yOOCTOBEPEHNE.

Mpn HeycnelwHa uaeHTMdMKaUMA M NPOBepka Ha ycnosusTa 3a NpomsaHa, Peructpupawmst
opraH OTXBbPSi MCKaHeTO W He3abaBHO M3BecTsABa MNoTpebutens 3a npuunHata. B TakbB cnydan
noTpebuTens ¢ OTXBbPSIEHO UCKaHe 3a MPOMSHA, MOXe [a NoucKka u3gaBaHe Ha HOBO KBanvduuupaHo

yOOCTOBEpeHMe 3a enekTpoHeH noanuc/neyar.
4.8.4 WHPOPMALUA 3A NOTPEBUTENA

OTtopusnpaH cnyxuten Ha Peructpupawms opraH Ha EBPOTPBLCT, He3zabaBHO u3BecTsiBa
Tutynaps/Cbe3gatens wnM  yNbiHOMOLLEHO OT Hero nuue 3a MPOMEHEeHOTO W nybnukyBaHO
KBanuuumnpaHo yagoctoBepeHue.

JocTtaBunkbT m3npawa go Tutynaps/Cb3garend enekTpoHHO u3Bectue (MMeinn) ¢ MMeTo Ha

Tutynsaps/Cb3gatens, Tuna Ha KBanuuUMPaHOTO YOOCTOBEPEHMETO 3a ENEeKTPOHEH noAnuc/nevart,
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YHVKamnHUA CepueH HOMep M Cpoka Ha BanuOHOCT Ha MPOMEHEHOTO yaocToBepeHue. MoTpebutenaT
nonyyaBa U eneKkTpoHHa npenpaTka, OT KOATO MOXe [da CW CBanv NPOMEHEHOTO  KBanuduumupaHo
yOOCTOBEpEeHMeE.

Korato Tutynapat/CbagaTtensaTt unm ynbinHOMOLLEHOTO OT Hero nuue nocewaesa Permctpupalyms
opraH, noTpebuTenaT nonyyaBa HOBOTO YAOCTOBEpeHMe Ha MsAcTo. OTopuavpaH CrnyxuTen Ha
Peructpupallis opraH 3anucea HOBOTO KBanuduMLUMpaHo yOoOCTOBEPeHME Ha YCTPOICTBO 3a Cb3gaBaHe

Ha nognuc/neyar, B KOETO € M reHepypaHa fBovikaTa KpuntorpadgCcku KIntoHoBe 3a yA0CTOBEPEHNETO.

4.8.5 MNOTBBPXAEHUE 3A NPUEMAHE HA HOBO KBAITU®ULIMPAHO YOOCTOBEPEHUE

Mpn nonyyaBaHe Ha NMPOMEHEHO KBaNMUUMPaAHO YAOCTOBEpEHWe, NOTPebUTensaT ce aHraxupa
Aa NpoBepu CbAbpXaHWETO My, 0COBEHO 3a TOYHOCTTA Ha AaHHUTE W HanMuMeTo Ha NybnuueH Koy
CbOTBETCTBALL Ha YAaCTHWUA K4, KOWTO TOM nputexasa. AKO YOOCTOBEPEHMETO UMa HAKAKBWU TPELLKY,
KOUTO He moraT ga G6baaT npueTu oT noTpebuTensi, ygoctoBepeHmeTo TpsaAbea ga 6bae HesabaBHO
npekpaTeHo.

Tutynapat/Cbes3gaTenaT wnu  YNbAHOMOLLEHOTO OT Hero nuue, MoXe Jfa Bb3pasu, ako
N30afeHoTO yOOCTOBEPEHUE CbabpXa rPELKM WM  HEenbiHOTM, B 3 (TpUOHEBEH) CpPOK OT
nybnukysaHeto My B peructbpa. EBPOTPBLCT M OTCTpaHsBa, 4pe3 wu3gaBaHe Ha HOBO
kBanuduumnpaHo yagoctoBepeHve 6e3 3annawjaHe Ha Bb3HarpaxaeHue, OCBEeH ako Ce ObfxaT Ha
npegoctaBsHe Ha HeBepHW AaHHW. [lpuM nunca Ha Bb3paXeHue ce CMATa, Ye CbObpXaHWeTo Ha

yOooCToBEPEHNETO e NpueTo.
4.8.6 MYBJINKYBAHE HA HOBO KBAJIM®ULIMPAHO YOOCTOBEPEHUE

EBPOTPDBLCT, 4pes3 onepatnBHus YaocToBepsBall, opraH nybnvkyBa He3abaBHO MPOMEHEHOTO

KBanuduumupaHo ygoctoBepeHue B MNyGnmnyHms permcTbp/XpaHnnumLLeTo.

4.8.7 WHPOPMALMUA 3A NOBEPABALLUUTE CE CTPAHU

My6nuyHMAT KN4 B KBanMUUMPAHOTO YOOCTOBEPEHME, CbOTBETCTBALL, Ha AbpXaHWs OT
TuTynaps YacTeH KoY, € Ny6rMYHO AOCTbMNEH 3a BCUYKM LOBEPSIBALLM CE CTPaHMU.

Bcaka poBepsiBawa ce cTpaHa, BKNIOYMTENHO onepatop B Peructpupaw, opraH cnegBsa aa
n3nonsega nyonuyHMSa KN4 U yaocToBepeHneTo Ha Tutynaps/Cb3patens B CbOTBETCTBUE C
N3NCKBaHNATa Ha O3Ha4YeHaTa B y4OCTOBEPEHNETO MOMMTUKA.

[oBepsBawuTte ce cTpaHn TpsaAbBa ga uanonaeart nybnuuHMs KNKOY camo crieq npoBepka Ha
cTaTyca Ha YAOCTOBEPEHNETO N MPOBEpPKA Ha enekTpoHHUA nognnc Ha EBPOTPBLCT.

Ot ocobeHa BaHOCT e AoBepsiBaluTe Ce CTpaHW da He u3nonaeBaTt NyonuyHus Khod creg

npekpaTsiBaHe Ha y4OCTOBEPEHNETO UM B MOMEHT, KOraTo TO € CMpsiHO.
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4.9 CINWPAHE U NPEKPATABAHE HA KBAITU®ULIMPAHO YOOCTOBEPEHUE

CnvpaHe 1 npekpaTsaBaHe Ha BanuMAHOCTTa Ha KBanuduumpaHo y4OCTOBEpPEHME € YyCTaHOBEHa
onepatmBHa npaktuka Ha EBPOTPDBLCT. Te ce u3nbnHaABaT camo npe3 nepuvoga Ha BanuAHOCT Ha
yooctoBepeHueTo. CnupaHeTo BOAM OO BPEMEHHO ChNMpaHe Ha AEWCTBMETO Ha YOOCTOBEPEHMETO.
MpekpaTtsBaHeTo BoAgM A0 6e3Bb3BPATHO CNUpaHe Ha OEeNCTBUETO Ha yOOCTOBEPEHMETO N € HeobpaTum
npouec.

AKO ypgocToBepeHueTo 6bAe NpekpaTeHo cred MbpPBOHAYANHOTO akTuBMpaHe, TO rybu
BanuOHOCTTa CM OT MOMEHTA Ha npekpaTaBaHe N HEroBUAT CTaTyc He MoXe Aa O6bae Bb3CTaHOBEH Npwu
HUKaKBW obCcTOsATENCTBA.

Ako EBPOTPBLCT cnpe vnn npekpatn yaoCcToBepeHne, TON peructpmpa tasm npomMsiHa B CBOsiTa
6asa gaHHM ¢ yaocToBepeHnsa n nybnmkyBa OTMEHEHUS CTATyC Ha y4OCTOBEPEHMETO CBOEBPEMEHHO, HO
BbB BCUYKM Clydanm B CpPOK A0 24 (OoBageceT M 4eTvpu) vaca cnep kato Obae MofyydeHO UCKaAHETO.
CnupaHeTo wnn npekpaTsBaHETO CTaBaT BanugHW BedHara crneg kato O6bgar nybnukyBaHu B
XpaHunuwieTto. Te BuMHarM ca SICHO OTGens3aHnM C ToYHa gaTa M 4Yac Ha MpoMsiHa Ha cTaTyca B
cboTBeTHUSA CNMCBbK CbC CNpeHn 1 npeyctaHoBeHn yaoctoBepeHus (Certificate revocation list/ CRL) v B
OpraHa 3a Banuagauus Ha nsgatens Ha yaoctoepeHneTo (Online Certificate Status Protocol/OCSP).

Mpn npekpaTaBaHe Ha y4OCTOBEPEHMETO Ha onepaTuBHUS YOOCTOBEpPSsiBaLL, OpraH 3a nsgasaHe
N nogobpxaHe Ha kKBanudumumpaHn yooCTOBEPEHMS 3a €NEeKTPOHHW nognucu/nedatn, AEeNCTBMETO Ha
BCUYKM M34a0EHU OT HEro 1 BanngHu yaoCTOBEPEHNS Ce nNpekpaTsiea.

Camo onepaTtuBHMAT YZOCTOBEpsiBalW, OpraH, wusgan keanuduumpaHo yOocTOBEpeHue 3a
enekTpoHeH noanuc/nedar, MOXe Aa npekpaTn AENCTBMETO Ha TOBa yOOCTOBEPEHUE.

AKO npekpaTsiBaHETO € CIeACTBME OT OMepaTopcKa rpeLlka Unn cneagcTeme oT KOMNPoMeTMpaHe
Ha onepaTuBeH 4acteH kniod Ha EBPOTPBCT, poBenuM Qo0 npekpaTsiBaHe Ha AEWCTBMETO Ha
yOOCTOBEPEHMETO Ha onepaTtuBHUS YOOCTOBepsiBaL, opraH, [JOCTaBUYMKbLT Lie M3gade 3a CBOS CMETKa
€KBMBaNEeHTHO KBanuuunupaHo yaoCTOBEPEHHUE.

Ycnyrute no ynpaeneHue Ha npekpaTsBaHe U CcnvpaHe Ha AeWCTBMETO Ha KBanuduuupaHo
yOOCTOBEPEHME Ca Ha pas3nosioXKXeHNe AEeHOHOLWHO, 7 AHN B cegMmuuara.

Mpn cpuB B cuctemarta, ycnyrute wunu apyrm ¢akTtopu, KOMTO Ca W3BbH KOHTpona Ha
YpocTtoBepsaBawmsa opraH, EBPOTPBCT nonara makcumarnHu ycunus, 3a Aa rapaHtmpa, Ye ycrnyrata He
nuncea 3a nepuog, No-AbSTbr OT MakCMMarnHus Nnepuog OT BpeMe, KOMTO B cryyas e 3 (Tpwu) Yaca.

EBPOTPBLCT npenoctaBAT Ha BCUMYKM [OBepsiBallM ce CTpaHu WHdopmMaumsi OTHOCHO
BanMAHOCTTa UIM HE Ha U3gageHuTe OT HEro KeanuduumpaHu ygoctoBepeHus. Tasm nHgopmaumsa ce
npegocTaBs Ha PasnorioXeHne No BCAKO BpeMe U J0opUY Criedl cpoka Ha BanuaHOCT Ha YAOCTOBEPEHNETO
no aBTOMaTU3MpPaH HaaEeXaeH HaumH.

BpemeTo B CUCTeEMUTE, CBbp3aHM CbC CrnupaHe W TMpeKkpaTtdBaHe Ha YyOoCToBepeHua ce
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cuHxpoHnsunpa cnpsamo UTC noHe BeaHBbX Ha 24 vaca.
49.1 OCHOBAHUA 3A NPEKPATABAHE HA KBAJIMOULMPAHO YOOCTOBEPEHUE

OcHoBHa npuyMHa 3a MNpekpaTsBaHe Ha KBanudULMpaHO yOoCTOBEpeHue Ha notpebuten e
3arybata Ha KOHTPOM BbPXY YaCTHUS KINKOY UM HOCUTENS, BbPXY KOMTO € 3anncaH unn gopy CbMHeHue
3a TakaBa 3aryba. O6cToaTencrea CbLLECTBYBAT, KOraTo NpuTexXaBaHusa oT NoTpebutens YacTeH KoY e
M3BbH HeroBusa obcer Ha CUrypHOCT, KOraTo MMa CbLUECTBEHO HapylleHMe Ha 3agbihKeHusiTa Ha
Tutynaps/Cow3gaTtens, onucaHn B gorosBopa mexay Hero u EBPOTPDBCT, wvnu uaucksaHuata Ha
nonuTukata M npakTukaTa npyv npefoctaBsiHe Ha KBanuduumpaHn yOOCTOBEPUTENHU YCRyrn He e
cnaseHa oT noTpebuTens.

EBPOTPBLCT npekpaTtsiBa nsgageHo oT Hero ksannumumpaHo yaocToBepeHne, Npu Hannime Ha
crnepHuUTe obcToaTencTea:

» KoraTo uHdopmMaumsaTa, BNncaHa B YAOCTOBEPEHMETO Ce € NMPOMEHUNa;

» KoraTo MMa MOAO3peHue, Ye YaCTHUAT KoY, CBbp3aH C NyGrMyHMS KoY, CbabpXal, ce B
YAOCTOBEPEHNETO € KOMMPOMETUPAH - Bb3HUKHAMN € HeoTopu3aupaH AOCTbN A0 YaCTHUSA KY Unn nMa
npuvynHa ga ce Nogo3vpa 3a TakbB AOCTbM, 3aryba Ha 4aCTeH KIY Unu Hanuume Ha npuymnHa ga ce
nogosvpa 3a Takasa 3aryba, kpaxba Ha YacTeH KIoY UM Hanuyme Ha npuvyuHa da ce nogosupa 3a
TakaBa Kpaxba, cry4anHo U3TpMBaHe Ha YacCTeH KIoY;

» noTtpebutensT pewwn ga npekpatu gorosopa ¢ EBPOTPBLCT;

» CMBPT UnNu noctaeBsiHe nog 3anpeweHne Ha Tutynaps/Cb3gatens € npekpaTaBaHe Ha
topnanyecko nuue Ha Cb3gartens;

» npekpaTsaBaHe Ha npeAcTaBuTenHaTa BnacTt Ha Tutynapsa cnpamo CbagaTens;

» KoraTto noTpebuTtensaT He OTroBapsi Ha W3WCKBaHWATA Ha npuetata nonuTuka 3a
yAOCTOBEpPSIBaHE;

» ako YgocToBepsiBalms opraH npekpaTtu 4enHOCTTa Cu;

» aKko notpebutenaT AObiKM  Heu3nnateHu TakCu 3a NpeaocTaBsHW  KBanuduumpaHm
YAOCTOBEPUTENHN YCIyri;

» KoraTo HageXOHOCTTa WU CUrypHOCTTa Ha YacTHUSA KN4 Ha YAOCToBepsABalUMsa opraH e
HapyLleHa;

» Korato noTpebuten, KOMTO € CNyXMTen Ha edHa opraHu3aums npekpaTtyv 4oroBopa Cu 3a
paboTa n He BbpHE U3non3BaHaTa KpunTorpadcka KapTa, Ha KOATO Ce CbXpaHsiBa y4OCTOBEPEHMETO U
CbOTBETHUSA YaCTEH KoY,

» pOpyrn obCToATEncTBa, CBbp3aHM C HEU3MNbISIHEHWE Ha U3NCKBaHWATa Ha [lpakTukata npwm

npeanocrtaBAHE Ha KBaJ'IVI(*)VILl,I/IpaHI/I yOOCTOBEPUTEITHN YCNYTA.

YpocTtoBepeHue, KOeTo NpuHagnexun Ha YaocTtoBepsaABalUuMa opraH, Moxe aa obaoe npekpaTteHo
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OT Heroeus n3aaeauy opraH. NogoGHO NpekpaTsiBaHE MOXE Aa Ce NosIBU B crieaHaTa cutyauus:

> Korato YOOCTOBEpSABALUMAT OpraH MMa OCHOBaHWA [fOa CMATa, 4Ye UWHdopmauusaTa B
130aaeHOTO YyOOCTOBEPEHUNE € HEBSAPHA;

> KOraTo Y4aCTHUSAT KMoy Ha YoocToBepsiBalUs opraH Unu Heropata MHOpMaLMOHHa cuctema
ca HapyLUEeHM Mo Ha4uMH, 3acsraly, JOBEPUETO Ha yAOCTOBEPEHUSTA, U3AaAEHN OT TO3U OpraH;

» KoraTo YOoCToBepsiBalMs OpraH CbLUECTBEHO € HapyLuun 3aablhKeHue, Npousnusallo ot

HacToswarTa ,[MpakTuka npu npegocTaBsHe Ha KBanuduumpaHu yaocToBepuTenHn ycnyrm®.

49.2 NWUUA, NETMTUMUPAHU [OA TOUCKAT TMPEKPATABAHE HA KBAJIM®ULIMPAHO
YOOCTOBEPEHUE?

CnegHute cybektn wmoraT ga nodagaT WCKaHe 3a npekpaTaABaHe Ha KBanvduumpaHo
yAOCTOBEpPEHNE:

» notpebuten, konto e Tutynap/Cov3gaTten Ha yaoCTOBEPEHMUE;

» yNbIHOMOLLEH nNpeacTaBuTen Ha YOocToBepsiBawms opraH (B cnydad Ha EBPOTPDBCT Tasm
pons e 3anaseHa 3a agMUHUCTpaTopa No CUrypHOCTTa)

» Cwb3paTen, KONTo kaTto paboTogarten npekpaTsdBa TPyAoOBUs LOrOBOP Ha CBOW CryXuTen,
npekpaTtsiBa 1 ygoCTOBEPEHMETO Ha TUTYNSAPS, KOWTO € Heroe nogunHeH. B Toau cnyyan, pabotogarens
NHopMMpa He3abaBHO CBOSI NOOYMHEH;

» KoraTo onepartop OT Peructpupalwima opraH Mma CbMHEHWEe OTHOCHO AOCTOBEPHOCTTa Ha

AaneHata nHdopmauums ot notpeburtens.

Korato egHo 1opnanyecko nuue novcka npekpaTaBaHe Ha yaoCTOBEPEHUE Ha YMbITHOMOLLLEHO OT
Hero nuue (TuTtynsap), YooctoBepsiBawms opraH Tpsibsa aa:

» npoBepsiBa fanu 3adBuTeNs € yMbSIHOMOLLEH Aa Noucka npekpaTsiBaHeTo;

» nopasa yBefomrieHne Oo Tutynaps;

VMckaHe 3a npekpaTsBaHe Ha OeNCTBMETO Ha KBanuvduumpaHo yOOCTOBEpeHue MOXe [a ce
nogage npu Pernctpupalumsi opraH Ha xapTtusi, no TenedoH 1 oHnanH. Korato notpebuTtensTt nogasa
Ha XapTus UCKAHEeTO 3a NpekpaTsaBaHe TpsibBa NUYHO Aa ce siBu npu Peructpupaiums opraH. B cnyyante
KoraTto ce Nnoucka OHSlarH npekpaTsBaHe ce M3NCKBa UCKaHeTo e ce nognuiie ¢ BanvaeH 3a MOMeHTa
enekTpoHeH nognuc/neyaT. BbB BCekn OT criydyauTe, yaOCTOBEPEHMETO Ce Cnupa BPEMEHHO 3a rpaTuceH
nepuog. Bnocneacteme ce msanckea NUYHO siBBaHe npwu Permctpupallms opraH 3a U3siCHsIBaHe Ha
cnyyas v NOTBbPKAaBaHe Ha UCKaHEeTo 3a NpekpaTsaBaHe Ha KBanuduumMpaHOTO YAOCTOBEPEHUE.

Tutynap mMoxe Aa MHUUMKMPA NpekpaTsaBaHe Ha yaoCTOBEpPEHUE OT MOOMMHOTO NpUNoXeHue
Ha EBPOTPBCT, ¢ akTnuBMpaHe Ha cbOoTBETHA OYHKLUMOHAIHOCT, KOrato yAOCTOBEPEHNETO € U3dadeHo

otaaneyeHo. B To3n cnyqa|7| ceé c4uTa, 4e TVITyJ'IFIpFIT e VID,eHTI/leI/IU,VIpaH, npeasung akTMBupaHeEeTO Ha
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MWH 3a gocTbn 40 NPUMOXEHNETO UNKN Ype3 ApYyr BUOMETPUYEH naeHTUdUKaTop.

4.9.3 NPOLUEAOYPA 3A NPEKPATABAHE HA KBAJIMOULUMPAHO YOOCTOBEPEHUE

4.9.3.1 MNMPOUEAOYPA 3A MNPEKPATABAHE HA KBAIW®ULMPAHO YOOCTOBEPEHME HA
KPAEH NMOTPEBUTEN

MpekpaTsiBaHe AENCTBMETO Ha KBanUUUUpPaHO YAOCTOBEPEHWe Ha KpaeH notpebuten ce
npeaxoxaa oT NogaBaHe Ha MUCKaHe 3a npekpartsBaHe npen Pernctpupawmsa oprad Ha EBPOTPBLCT.
MckaHeTo 3a npekpataBaHe Ha yO4OCTOBEPEHME MOXe [a Ce peructpupa erniekKTpoHHO, CaMoO Korato
Tutynaps/Cb3gatens nma (apyro) BanvaHO M OCTBLIHO 3a Nons3saHe KBanuguumMpaHo yaocToBepeHne
3a enekTpoHeH noanuc/nevat. B npoTuBeH cryyan ce npaBM UCKaHE Ha MACTO npen OoTopusMpaH
onepatop npu Pernctpupalums opraH.

Mpn wnckaHe 3a npekpaTsBaHe Pernctpupawms opraH peructpupa MCKaHeTo W 3anoysa
npoueaypa no nposepkara my.

Mpen Pernctpupallims opraH ce NpeacTaBAT Aoka3aTesncTBa 3a npekpatsiBaHe Ha OeNCTBUETO Ha
kBanuduumpaHo ygocTtoBepeHune. Cnea npernexpgaHe Ha pokasartencrsata, Peructpupawmsa opraH
pelaBa ganu ga npoabiku npoueayparta no npekpaTtsaBaHe unu aa oTkaxe Ha noTpebutens nckaHeTo
3a npekpaTaBaHe Ha yaoCcToBepeHueTo. Pernctpupalimsa opraH nspaboTtsa v nsnpatila asTomatusmpaHa
3asBKka 0O YO0oCToBepsiBalLMA OpraH 3a paspellaBaHe Ha npoueaypara no npekparsBaHe.

Bcako uckaHe 3a npekpatsBaHe Ha yaocToBepeHue TpsaAbBa ga cbabpXa HeoCcrnopumu
AokasaTencrea 3a NOTBbPXAEHME Ha npekpaTaBaHeTo. Beuykn MOTMBM 3a npekpaTtaBaHe Tpsbea Aa ca

3aBepeHn (MoanucaHu No enekTPoHeH MbT UK NoAMNMUCaHN Ha pbka).

Mpoueaypata 3a npekpaTsaBaHe Ha KBanuduUMpaHO YyAOCTOBEPEHWE Ce W3BbPLUBA, KaKTO
cnengea:

» OtopusnpaHnatr onepatop B Pernctpupawms opraH HesabaBHO, 6e3 ga uvageHTuduumpa
notpebuTens, cnupa 4ENCTBMETO Ha yOOCTOBEPEHMETO 3a rpaTUCEH nepuog.

» Pernctpupalumar opraH CTporo criegea M3MCKBaHUATA 3a MOEHTUMUKAUNA U yCTaHOBSIBaAHE
Ha aBTEHTUYHOCT Ha TuTynapsa/Cb3gatens unM ynbJIHOMOLWIEHO OT HEro nvue M NpuydMHuTE 3a
npekpaTtsiBaHe. BbB Bcuukn cnydaun, Tutynapat/Cb3gatensT unm ynbiaHOMOLLEHO OT Hero nuue Tpsabea
pa nocetn numyHo Peructpupawms opraH Ha EBPOTPBCT 3a nocnegBawa npoBepka Ha
NMOEHTUYHOCTTA, PECMEKTMBHO CaMOSIMYHOCTTa Ha noTpebuTens.

» Cnen ycnewHa npoBepka 3a CaMOSIMYHOCTTA Ha  Tutyngapat/CbsgaTtenaTt  vnu
YMbAHOMOLLEHO OT Hero nuue, Pernctpupawima opraH, 4pes3 oTopusuMpaHus onepaTop nodasa
obpaboTeHa 3asiBka OO0 onepaTMBHUA YOOCTOBEpsiBALL, OpraH 3a npekpaTsiBaHe Ha yOoOCTOBEPEHUE.

Cneg noTBbpPXAOEHNE OT yﬂ,OCTOBepFIBaLLI,VIFI OopraH ce u3nbJ/iHABa WCKaHEeTO 3a npeKkpatdBaHe Ha
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yOooCTOBEPEHMETO.

» [lpn HeycnewHa waeHTUdUKaALMA U NpoOBEpKa Ha YycnoBusTa 3a MpekpaTsBaHe,
PernctpupalumaT opraH OTXBbPMA UCKAaHETO 3a MpekpaTsiBaHe Ha YOOCTOBepeHueTo U HesabaBHO
n3sectsiBa Tutynapat/Cb3gatenaT unm ynbiHOMOLLEHO OT Hero nvue, 3a NpuinHuTe 3a ToBa.

» [loTpebuten, ¢ OTXBBLPMEHO UCKaHe 3a NpekpaTsaBaHe Ha KBanuduuupaHo yaocToBepeHue,
MOXe [a nogaje HOBO UCKaHe 3a NpekpaTaBaHe Ha yaOCTOBEPEHUETO, Crnea KaTto OTCTpPaHu NOCOYEeHUTE
NMPUYNHK 3a OTKa3a.

Mpu npekpaTtsiBaHe Ha ygocToBepeHue npe3 MobunHoto npunoxeHne Ha EBPOTPBLCT, ropHute
npoueaypu He ce npunaraT. B To3n cnyvyanm ce npuema, 4e UCKAHETO € HanpaBeHO C akTUBMpaHe Ha
CbOTBETHA (PYHKLUMOHANHOCT 3a MpekpaTaABaHe B MNPUNOXEHUETO, a TUTynaApaAT €  HaanexHo
naeHTuduumpaH, npeasug 3HaHueto Ha [MMH-koabT, ¢ KOMTO € aKkTMBMpaHO npunoxeHneto. Cnen
npekpatsiBaHe Ha ygoctoBepeHueTo, EBPOTPDBCT, 4pe3 cBos onepatMBeH YOOCTOBepsiBall, OpraH,
HesabaBHO nybnukyBa npekpaTeHOTO yaocToBepeHne B Cnucbka CbC CMAPEHUM U MpeKpaTeHu
ypoctoBepeHust (CRL), kaTo nsgasa HoB Cnucuk 1 ysegomasa Tutynaps/Cb3gatensa Ha npekpaTteHoTo
YyAOCTOBEpPEHHUE.

lMpekpaTeHO ygocToBEpeHUE He NOAMNEXMN Ha Bb30OHOBSIBaHE NN Ha NOAHOBSBaHeE.

[octbn Oo wWckaHeTo 3a npekpatsaBaHe W [AOKYMEHTauusATa CbC CUCTEMHUTE W3BadKW OT
M3MbITHEHNETO Ha MpekpaTaBaHe Ha KBanuduuupaHo yOOCTOBEpPEHME MMaT OTOopu3NpaHu nuua oT
nepcoHana Ha EBPOTPBCT.

AKO yOOCTOBEpPEHME, Ce CbXpaHsaBa Ha eNeKkTPoHHa Kpuntorpadcka kapTa, Npu npekpaTaBaHe Ha
AEeNCTBMETO Ha KBannuumpaHoTO yAOCTOBEPEHME, KapTaTa MoxXe Aa 6bae pmsmyeckn yHULWoxXeHa
UNKn cUrypHo 3anuyeHa. Tasn onepauus Tpsbea Aa ce U3BbpLUBA OT NpuUTexXaTens Ha KapTaTa.

EBPOTPBCT npenopbyBa nputexaTenaTt Ha KapTaTa 4a 9 CbXpaHsBa No HAYUH, KOUTO My
npeyn ga 6bae oTkpagHaTa, HeynmbAHOMOLLEHO U3NoN3BaHa U PUsnyeckn YHULLoXEHa, a YaCTHUS

Koy ga 6bae n3tpur.

4.9.3.2 NMPOUEAOYPA 3A MNPEKPATABAHE HA KBAIWU®ULUMPAHO YOOCTOBEPEHME HA
YOOCTOBEPABALL OPIrAH U1K HA PETUCTPUPALL OPTAH

YOocToBeEpPEHUE, KOETO NpUHaAnexun Ha YgocTtoBepsiBaw, opraH unu Ha Peructpupaly opraH
MOXe ga 6bae NpekpaTeHo OT opraHa, KOWTO ro e nsgan. B To3m cnyyan otopuampaHu nuua Ha opraHa
npencraBaT uckaHe gmpektHo Ha EBPOTPBLCT

EBPOTPBLCT cbwo mMoxe ga npeacrtaByM UCKaHe 3a MpekpaTsBaHe Ha yOoOCTOBEPEHME Ha

YpoctoBepsaBall, opraH unm Ha Pernctpupall, opraH.
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4.9.4 TPATUCEH NEPUOA HA NMPEKPATABAHE HA KBAIIM®ULIMPAHO YOLOCTOBEPEHUE

Mpeon poa npekpatv AENCTBMETO Ha BanuaHO KBanuduuupaHo ygoctosepeHne, EBPOTPBCT
cnvpa QenctBuMeTo My rpatuceH nepuwog. B pamkmte Ha TO3m rpatuceH nepuog EBPOTPBLCT
obpaboTBa nckaHeTO 3a npekpaTsaBaHe Ha kBanMULMPaHOTO YAOCTOBEPEHME, KaTO:

» WU3BbPLUBA BCUMYKM MPOBEPKM 3a YCTaHOBSIBAaHE Ha WOEHTUYHOCTTa U NpoBepka 3a
CaMOfMYHOCTTa Ha noTpebuTens, nogan NckaHeTo;

» yCTaHOBsIBa NPUYUHUTE NPEAN3BUKBALLM NpeKpaTsaBaHe Ha yOOCTOBEPEHMETO;

B cny4danm Ha HeMnOTBbpPAEHWN MPUYMHU UK cneq u3tndaHe Ha rpatucHua nepuod, EBPOTPBCT
Bb30OHOBSABA AEMCTBMETO Ha YAOCTOBEPEHUETO;

EBPOTPBCT ponycka genctBMeTo Ha yaocToBepeHneTo Aa 6bae Bb30OHOBEHO npean na
n3teye rpaTUCHUA nepuod, €eOUMHCTBEHO MO M3PUYHO WUckaHe Ha Tutynapa/Ce3gatena  wnum
YMbSTHOMOLLLEHO OT HEro nuue.

CnupaHe Ha yOoCTOBEpeHWe He ce [Jonycka KaTto MnonuTuKa, Korato yOoOCTOBEPEHMETO €
n3gageHo oTaanedvyeHo, 4pe3 mobunHoto npunoxeHne Ha EBPOTPBLCT. B To3m cnydan
yoocToBepeHneTo HesabaBHO ce npekpatsBa, 6e3 rpatuceH nepvog M 6e3 Bb3MOXHOCT 3a
Bb30OHOBsAIBAHE.

MHdopmauuaTa OTHOCHO NpekpaTeHuTe YAOCTOBEpPEHUsI Cce CbxpaHsiBa B 6asa gaHHM Ha
EBPOTPBCT. lNpekpateHnte ygoctoBepeHus ce nybnukyBat B CnMcCbka CbC CMpPEHU M NpeKpaTeHu
yooctoBepeHus (CRL) B pamkute Ha Heob6XoaNMMOTO TEXHOSOMMYHO BPEME, HO 3a He noseye oT 3 4aca.

OnepatopuTe Ha npekpaTeHn yOoCTOBEPEHUA OT Y[OCTOBepsiBalWMS OpraH wnmM  oT
Pernctpupaliusa opraH, Kakto 1 3acerHaTute KpavHu notpeburtenu 6usat nHpoOpMMpaHn aBTOMaTU4HO

3a ToBa npekpaTaBaHe.
495 CPOK 3A OBPABOTKA HA UCKAHETO 3A NPEKPATABAHE

VMckaHe 3a npekpaTtaBaHe Ha kBanuduumpaHo ygoctoBepeHue ce obpaboresa ot EBPOTPBCT

0e3 HeonpasgaHo 3abaBsHe.

4.9.6 TNPOBEPKA HA CITUCBHKA CBbC CMNPEHU U NMPEKPATEHN YOOCTOBEPEHUA (CRL)

Bcsaka [oBepsiBawla ce CTpaHa, NMpu noryyYaBaHe Ha ENeKTPOHEH [OOKYMEHT, MOAMUcaH C
KBanuduunpaH enekTpoHeH nognuc/nevat ot Tutynap/Cbw3garten, e AnbXHa ga Hanpasu NpoBepka Ha
cTatyca Ha KBanuduuMpaHOTO yOoCTOoBepeHue B akTyanHus CnUCbK CbC CNPEHU U npekpaTeHu
yooctoBepeHus (CRL) nnm 4ypes npoeepka Ha TEKyLMs CTaTyC Ha YOAOCTOBEPEHMETO B peasiHo Bpeme
ypes OpraHa 3a Banugauus ,Evrotrust RSA QS Validation".

CnucbKa CbC CNpeHn 1 NpekpaTeHn yaoCTOBEepeHUsl, Ha KOMTO BCsAKa JOBepsiBallia ce cTpaHa
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MOXe [a Hanpasu crpaBka ce HaMmmpa Ha MHTepHeT canTa Ha agpec: https://www.evrotrust.com.
EBPOTPBLCT He HOCK OTrOBOPHOCT 3a HAacTLNUMAM Bpeaun 1 NocneacTBus OT HEU3MbiHEHNE Ha

Nnoco4YeHnTE N3NCKBaHUA.

4.9.7 YECTOTA HA W3OABAHE HA CIMUCBLKA CBbC CMPEHU WU NPEKPATEHU
YOOCTOBEPEHMS (CRL)

EBPOTPBLCT, upe3 cBos onepaTMBeH YAOCTOBEpsiBalL, OpraH, nybnvkyBa B XpaHWUNULLETO
He3abaBHO HOB akTyaneH CnuckK CbC CnpeHn n npekpaTeHn yagoctosepeHnsa (CRL), Bcekn nbT korato
ce npekpaTu ENCTBMETO Ha BanvaHO yaoCTOBEPEHUE, 30aAeHO OT TO3M OpraH.

[ocTaBunKbLT, Ype3 CBOsI onepaTuMBeH YOOCTOBepsBall, opraH, aktyanuaupa cBost Cnuchk Cbe
cnpeHn u npekpateHn ypoctoBepeHnss (CRL) Ha Bceknm 2 cegmuum, ako HaAMa CivpaHe unu
npekpaTsiBaHe Ha YAOCTOBEpPEHME Npe3 TO3M nepuos.

CpOKbT Ha BanuaHoOCT 2 ceaAMULN BaXKn 3a BCekn Ny6nukyBaH HOB akTyarneH CnncbK CbC CNpeHn

n npekpateHn ygoctoBepeHus (CRL) Ha onepaTMBHUSA YO0OCTOBEpPSiBALL, OpraH.
4.9.8 MAKCUMAITHO 3ABABAHE HA NYBJIMKYBAHETO HA CRL

Bcekn Cnucbk cbc cnpeHu w npekpateHu ypoctoBepeHus (CRL) ce nyb6nukyBa 6e3
HeonpasaaHo 3abaBsiHe, BeAHara crief kKato Tou e cb3fadeH (0bMKHOBEHO TOBa CTaBa aBTOMaTUYHO B

paMKUTE Ha HAKOMKO MUHYTK).
4.9.9 OHNAMH NPOBEPKA HA CbCTOAHMETO HA YOOCTOBEPEHMUE

EBPOTPBLCT ocurypsiBa kBanuduumpaHa ycriyra 3a npoBepka Ha CbCTOSHUETO Ha U3fjageHuTe
YyOOCTOBEPEHMS B peanHo Bpeme. Tasu ycnyra ce u3BbpliBa Bb3 OCHOBa Ha [lpoTokon 3a OHnanH
npoBepka Ha cTaTyca Ha ygocTtoBepeHne (OCSP), onncaH B RFC 2560. M3nonssaHeTto Ha OCSP paea
Bb3MOXHOCT Aa ce npuaobue nHdopmMaumusa 3a CbCTOSHMETO Ha yaocToBepeHusTa, 6e3 ga ce nsmuckea
nposepka B CnnCbK CbC cnpeHun u npekpateHn ygoctoseperus (CRL).

MopgensT Ha paboTta Ha OCSP e Ha npuHUMna ,3asBka — OTroBop“. 3BbpLUBa ce OHMNanH AOCTbN
po OpraHa 3a Banugauusa ,Evrotrust RSA QS Validation" npe3 WHTepHeT. KaTto oTroBop 3a Bcsika
3asBka, OCSP cbpBbpa, npedoctaBa crnegHata WHdopmauuss 3a CbCTOSHMETO Ha €dHo
KBanmduumnpaHo yaoCcToBepeHue:

» pobpo (good) - koeTo 03Ha4YaBa NONOXKMTENEH OTFOBOP Ha 3asBKaTa M TpsAbBa ga ce TbiKyBa
KaTo NoTBbpPXAEHWE Ha BannaHO YyAOCTOBEPEHWE;

» npekpaTeHo (revoked) - KOeTo 03Ha4yaBa, Ye yOOCTOBEPEHMETO € NPEKPATEHO;

» HenosHaTo (unknown) — KOETO O3HadaBa, 4e YOOCTOBEPEHMETO He € u3dadeHo oT

YpaoctoBepsiBaw, opraH Ha EBPOTPDBCT.
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OCSP ycnyrata reHepupa OTroBop, OCHoBaH Ha 6a3a gaHHu. OCSP oTroBopa e BanvaeH B
npoAabImKeHne Ha 7 aHW. 3a Aa ce NoaAbpXa NPaBUITHOTO U3MbIIHEHME Ha cucTeMaTa, OTFOBOPUTE Ha

OCSP ca kelwwmpaHu 3a npeaBapuTeNHo onpeaeneHo BpemMe (0OMKHOBEHO He MOBeYE OT HAKOSKO Yaca).

4.9.10 USUCKBAHUA 3A OHNAMH NPOBEPKA HA CbCTOAHMETO HA YOOCTOBEPEHUE

lMpoBepka Ha cTaTyc Ha ygoctoBepeHue B peanHo Bpeme (no OCSP npoTtokon) moxe ga ce
n3nbnHyM npes3 NHTepHeT Ha cTpaHuuata Ha EBPOTPBCT Ha agpec: https://www.evrotrust.com.

HoBepsBawnte ce cTpaHn Tpsbea p[a npoBepsiBaT nybnukyBaHata WHgopMaums B
XPaHUIMULLETO, CBbp3aHa C W3NON3BaHWTE YAOCTOBEPEHUs, Ha KOUTO Te uWCcKaT ga pasuyuTart.
EBPOTPBLCT He HOCM OTrOBOPHOCT 3a HacTbnuMAM Bpean W NOCAeACTBUA OT HeusmnbiHeHue Ha

NnoCco4YeHnTE N3NCKBaHUA.

4.9.11 CNEUMANHUN U3NCKBAHUA MO OTHOWEHUE HA HAPYWEHUE HA CUTYPHOCTTA HA
KIKOYA

B cnyyan Ha HapywaBaHe Ha CUrypHOCTTa Ha 4YacTHUSA KMod (HEroBOTO paskpuBaHe) Ha
YpoctoBepsaBawms opraH unu gpyru cybektu, onepupawm B pamkmte EBPOTPBCT, [docTaBunkbT

He3abaBHO MH(OPMMpPa AOBEPSBALLMTE CE CTPAaHW.

4.9.12 OCHOBAHUA 3A CMMTUPAHE HA KBAJTMOULIMPAHO YOOCTOBEPEHUE

EBPOTPDBLCT, 4pes cBos onepaTMBeH YO4OCTOBEpsBALL, OpraH, cnvpa OerWCTBMETO Ha BanuaHo
yOOCTOBEPEHME NpU onpeneneHn yCrnoBms 3a rpaTuceH nepuos.

[ocTtaBunkbT NnpegnpuemMa He3abaBHM SENCTBUS MO UCKAHETO 3a CNMpaHe Ha yaoOCTOBEPEHME.

3a BpeMeTOo, Npe3 KOeTO YAOCTOBEPEHMETO € CMPSAHO, TO Ce CYMTa 3a HeBanugHO N BCUYKM
eNeKTPOHHKU nognucu/neyaTun, NPOBEPsIBaHN C TOBA YAOCTOBEPEHNE Ca HELENCTBUTENHN.

CnupaHe u Bb30OHOBAIBaHEe Ha YOOCTOBEPEHWE, M3OaOEHO oTAanedeHo, 4Ype3 MOOUITHOTO
npunoxeHne Ha EBPOTPBCT He ce gonycka. HaBcsikbae B TO3M pasgen v HeroBuTe nogpasgenu e

M3KIMKYEeHO CNMpaHeTo Ha TakmBa yaOCTOBEPEHUA.

4.9.13 NNUUA, JNErTMTUMUPAHMN OA T[NOUCKAT CMNUPAHE HA KBAJIMOULIMPAHO
YOOCTOBEPEHUE

EBPOTPBLCT cnupa nsgageHo OT Hero BanuaHo KBanuduumpaHo yaoCcTOBEPEHMNE aKo:

» MOCTbNU NcKaHe Ha Tutynsaps/Cb3aatens Unv ynbiHOMOLLEHO OT Hero nuue, 6e3 aa e
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ONbXXeH Aa ce yBepu B CaMOJTMYHOCTTa Uinn B npencraBuTeriHata My BrnacT,
» MOCTbMNM UCKaHe OT Nnue, 3a KOeTo cnopepn obcTodATencTeaTa e BUAHO, Ye MOXe [a 3Hae 3a
HapyLweHNA Ha CUT'YpPHOCTTa Ha YaCTHUA KITHOY,

» nocTbnu nckaHe ot KomncusTa 3a perynupaHe Ha cbobuweHusaTta (KPC);

4.9.14 NPOLUEAYPA 3A CIWMPAHE W BbB3OBHOBABAHE HA KBAJIMOULUUPAHO
YOOCTOBEPEHUE

CnvpaHe gencTBMeTo Ha KBanuduumpaHo yOOCTOBEpPEHME Ce npeaxoxga OT perncrpypaHe Ha
nckaHe 3a cnupade npepg Pernctpupaliusa opraH.

» WckaHeTo 3a cnvpaHe Ha yooCTOBEpPEHUE MOoXe [a ce perncrpvpa no eneKkTpoHeH MbT unm
ce nogasa Ha xapTug nped otopusnpaH onepatop B Peructpupawms oprad Ha EBPOTPBCT.

» WckaHeTo 3a cnupaHe Ha yOoCTOBEpeHMe, MO eniekKTPOHeH MbT Ce YAoCToBepsiBa C
ereKTpoHeH noanuc/nevar, CbOTBETCTBALL HAa BanuAHOTO yAocToBepeHue Ha Tutynsapsa/Ce3naTtens.

» OtopusnpaHuaT onepatop B Peructpupawusa opraH HesabasHo, 6e3 ga vaeHTMdwMUMpa
noTpebuTtens, cnmpa AencTBMeTO Ha yaoctoBepeHneTo. CnvpaHeTo Ha yAOCTOBEPEHMETO Ce U3BBbPLLBA,
ype3 BpeMeHHOTO My BnuceaHe B CriMcbka Ha cnpeHu 1 npekpatenn ygoctosepeHus (CRL).

» Cnep ycnewHo yaocToBepsiBaHE Ha MAEHTUYHOCT Ha OTOpuU3MpaHus onepatop B
Pernctpuvpawua opraH npeg onepatMBHUA  YOOCTOBepsiBal, opraH, MOCNeHUaT U3MbIiHABa
noTBbpAeHaTa 3asiBka 3a crnupaHe Ha yAOCTOBEPEHUETO.

» Pernctpunpawuar opraH He MOXe a OTXBbpris UCKaHe 3a CrivpaHe.

» Cnep cnvpaHe Ha ygocToBepeHneTo, [locTaBunKbT, Ypes CBOS onepaTvBeH YO0oCToBepsiBaLl,
opraH HesabaBHO nybnukyBa CnpsiHOTO yAaocToBepeHne B Cnucbka Ha CNpeHu W npekpaTeHu
ypoctoBepeHus (CRL), ypes nsgasaHe Ha HoB CnmUCHK.

» Cnepg cnvpaHe Ha  ygoctoBepeHueTo,  [locTaBuMKbT  HesabaBHO  yBegoMsBa

Tutynaps/Cbh3gaTtens Ha CnpsHOTO KBanuguumnpaHo yoocTtoBepeHme.

4.9.15 TPATUCEH NepPunog HA CNMMPAHE HA KBAJTIMOULIMPAHO YOOCTOBEPEHUE

EBPOTPBLCT cnupa penctBueto Ha KBanuduuvpaHO YOOCTOBEPEHME 33 ENIEKTPOHEH
noanuc/neyar 3a rpatMceH Nnepuod 40 YTOYHABaHE Ha MpUYMHUTE 3@ CNMPAHETO, HO He NO-AbAro OT 72
yaca.

paTuceH nepuoa Ha cnvpaHe Ha KBanuuuMpaHu yOOCTOBEPEHWS, u3gafeHn OoTAaneyeHo,

npe3 MoGUMHOTO NpPUNoXeHWe, He ce Jomnycka.
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4.9.16 Bb30BHOBSABAHE JEUCTBUETO HA CNPAHO YOOCTOBEPEHUE

EBPOTPBCT Bb306HOBABA AENCTBMETO Ha CMPSIHO YyOOCTOBEPEHUE:
» cnepj kaTto oTnajaHe OCHOBaHWETO 3a CnupaHe, Npeau Aa usteve nepuoga Ha Cnvpaxe;
» N0 nckaHe Ha TuTynaps, cneg nussiCHIBaHe Ha NPUYUHUTE 3a NOUCKAHOTO CnnpaHe;

Cnep Bb306HOBAIBaHE Ha Y4OCTOBEPEHME, NOCINEAHOTO Ce CYMTa 3a AEACTBUTESNHO.

4.9.17 NPOUEAQYPA 3A Bb3OBHOBABAHE HA [OEACTBMETO HA KBAJIIM®ULUPAHO
YOOCTOBEPEHUE

PernctpupalumsatT opraH Bb30OHOBSIBA CMpPsIHO YAOCTOBEPEHUE crnen KaTo Momnyyu UckaHe 3a
Bb306HOBABaHe oT Tutynaps/Cb3gaTens v cnep ycnewHa npoBepka 3a naeHTudukaums 1 nposepka 3a
CaMOJTUYHOCT.

Pernctpupalumsat opraH He3abGaBHO Bb30OHOBSIBa CMpSIHO YAOCTOBEPEHME cren KaTo uateve
rpaTUCHWUSA Nepuo Ha cripaHe.

BbB BCuYkM cnyyan, npoueaypata no Bb30OHOBsIBaHE M3BaXada CNpPSIHOTO YAOCTOBEPEHME OT

Tekywmns CnmMcbk CbC CNpeHun 1 npekpaTteHn yaoctoseperust (CRL) 1 nyGnukyBa HOB CIUCHK.

4.10 NPOBEPKA HA AKTYAJIHOTO CbCTOAHUE (CTATYCA) HA KBAIIUOPULIUPAHUTE
YOOCTOBEPEHUA

4.10.1 XAPAKTEPUCTUKU

MHdopmauusa 3a CbCTOAHMETO Ha yaocToBepeHusaTa, nsgagedm ot EBPOTPBCT moxe aa 6bae
nonyyeHa B Cnmcbka CbC cnpeHn n npekpateHu ypoctosepeHua (CRL), nybnukyBaH Ha canTa Ha
EBPOTPBLCT B mHTepHeT, 4ypes [NpoTokona 3a OHMamH NpoBepka Ha cTaTyca Ha yOoCcToBepeHusTa
(OCSP).

YpoctoBepuTenHuTe ycnyrn 3a npoBepka Ha ctaTyca Ha KBanvduumupaHuTe YOOCTOBEPEHMS ca

AOCTBIMHU B pexxuM 24/7 (HenpekbCcHaTO AenCTBaLLN).

4.10.2 AONMBJIHUTENHU ®YHKLUUN

Ycnyrata 3a OHnarH NpoBepKa Ha akTyanHOTO CbCTOSIHME Ha yaocToBepeHusaTa ypes NpoTtokona
3a OHMaWH npoBepka Ha cTatyca Ha ypgoctoBepeHuaTa (OCSP) e goctbnHa 3a BCUYKM BMAOBE
KBanuuumnpaHn yaocToBEPEHUs], KaKTO 1 3a BCUYKM AOBEPSBALLN Ce CTPaHM.

MHTepHeT agpeca (URL) Ha OCSP ycnyrata e: http://ca.evrotrust.com/ocsp .

Ycnyrata OCSP e 3agbrmkutenHa 3a BCUMYKM onepaTMBHM ygocToBepsBallim opraHmn, SSL n EV
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SSL ypooctoBepeHus, nugageHn ot EBPOTPBCT.

4.11 NPEKPATABAHE HA OIrOBOP 3A KBAJINOULIMPAHU YOLOCTOBEPUTENHU YCNYTU OT
NOTPEBUTEN

[orosopbT 3a kBanuduumpanu yaooctoseputenHu yenyrn mexagy EBPOTPBCT u notpebuten ce
npekparsisa:

» cnej wM3TMHaHe Ha Cpoka Ha BanuAHOCT Ha MOCMeAHOTO M3OadeHo KBanuduumpaHo
yAOCTOBEPEHNe U1 noTpebutenat He e npeanpuen [OencTBus, 3a [[a akryanuaupa CBOEeTO
YAOCTOBEpPEHNE;

» Korato KsanuduuupaHoTO yaocToBepeHue e Ouno npekpateHo U notpebutena He e

npeanpuen AencTBMs No u3gaesaHe Ha Apyro yA0CTOBEPEHNe.

4.12 NOBEPUTEJIHO CbXPAHEHUE HA YACTEH K04 (ECKPOY)

YacTHuTe kntovose Ha YgoctoBepsiBawms opradH Ha EBPOTPBCT mnn Ha noTpebutenute, KOUTO
ca BKM4YeHu B ygoctoBeputenHata nepapxms Ha EBPOTPBCT n knovoBeTe ca NepcoHanvavMpaHm
BbPXy NPEHOCMMWN HOCUTENW, HE MOANEXAT Ha foBepuTerniHo cbxpaHeHne ot EBPOTPDBCT (eckpoy).

YacTHuTe knwyoBe Ha notpebutenu, KOUTO ca 3asBWNW M3gaBaHe Ha YyOOCTOBEpPEeHUS
oTaaneyveHo, ypes mobunHoto npunoxeHne Ha EBPOTPBLCT, ce cbxpaHsaBaTt B KpuntupaH dpes MNNH-
Koga Ha notpebutensa Bug B HagexgHa kpuntorpadcka cuctema (Hardware Security Module/HSM),

ceptudmumpaHa 3a HMBo Ha curypHocTt FIPS 140-2 Level 3.

5 KOHTPOJ1 HA PUSNYECKATA N OPTAHU3ALIMOHHA CUTYPHOCT

B Tasu yacTt Ha ,[paktukaTa npy npegocTaBsiHE Ha KBanMuumMpaHu yAOCTOBEPUTENHU ycryrn®
ce onuceaTt OOLWINTE M3UCKBAHMSA MO OTHOLLEHWE Ha KOHTpona Ha duanyeckata M OpraHu3auMoHHa
CUTYPHOCT, KakTO M [enHocTTa Ha nepcoHana, wusnonssaHn B EBPOTPBCT. Pasrnexgat ce
N3NCKBaHWATA W npouedypute 3a CUrypHOCT B MOMEHTa Ha reHepupaHe Ha Kr4yoBe, npu
naeHTMduKaumMs n NpoBepka 3a CamMONIMYHOCT Ha noTtpebutenute, Npu M3gaBaHe Ha KBanudUUUpaHu

yOOCTOBEPEHUS U TAXHOTO ynpasneHue, npu ogutupaHe Ha EBPOTPBCT u npu cb3gaBaHe Ha apxuB.

5.1 KOHTPOIJ1 HA PUSNYHECKATA CUTYPHOCT

MepkunTe, NnpeanpueT No OoTHoLWEeHNe Ha dmandeckaTa 3awmuTta Ha EBPOTPDBCT ca enemeHT oT
paspaboTteHata n BHegpeHa B EBPOTPBCT Cucrema 3a MHpopMaumMOHHa CUTYPHOCT, CbOTBETCTBALLA
Ha nsnckBaHusTa Ha ctaHgapTa ISO/IEC 27001:2013 n ISO/IEC 19011:2011.
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MepkuTe cBbp3aHu C dm3anveckata 3awmuta Ha WMHGOPMAUVOHHUTE AaHHWU, TEXHOMOrnMYHUTE
cucTtemMu, nomelleHuMsTa W CBbp3aHUTe C TAX nNoaabpXawy CUCTeMUM Cca HaCOYEHUM KbM
npegoTBpaTsaBaHe Ha:

» HepaspelleH [OCTbM, HAHACSHe Ha LWeTn 1 HaMeca B ycroBusaTa Ha paboTa;

» 3aryba, Bpegu unm KOMnpoMeTuMpaHe Ha pecypcu;

» KOMMpoMeTupaHe wunuM Kpaxba Ha wHdopmauusa unm cpeactea 3a oOpaboTka Ha
WHdopMaumaTa.

EBPOTPDBCT ocurypsea cmanyecka 3alimMta u KOHTPON Ha AOCTbNa Ha MOMELEHNSaTa, KbAeTo
MMa MHCTanNupaHu KpUTUYHM KOMMOHEHTX B HEroBaTa MHpacTpykTypa:

» KeanudumumpaH 6a3oB ygoctoeepsBall opraH — Evrotrust RSA Root CA;

» KeanudumumpaH onepatmBeH yaoctoBepsBaly, opraH — Evrotrust RSA Operational CA,

» KeanudumumpaH ygoctoBepsBall, opraH Ha BpeMme — Evrotrust TSA;

» KeanudumumpaH ygocToBepsiBall, opraH 3a fnpoBepka Ha cTaTyca Ha YAOCTOBepeHuaTa —
Evrotrust RSA QS Validation;

» Perncrtpu n xpaHmnuiia;

» Peructpupallu opraHu.

WHdpacTpykTypaTta Ha goctaBumka € hmandeckn u norndeckn obocobeHa n He ce M3nonssa npu

Apyru genHocTu, konto ,EBpoTpbeT TexHonbmpkmuc" ALl ocbLuecTBsBa.

5.1.1 MOMELWEHUA N KOHCTPYKUMNA HA NOMELLUEHUATA

EBPOTPBLCT pasnonara cbC crneumanHo KOHCTpyMpaHO M obopyaBaHO MOMELLEHME C Han-
BMCOKa CTEMNeH Ha KOHTPON Ha u3nyecKkn OOCTHI, B KOETO Ce nomellasaTt YAocToBepsiBall, opraH Ha

OOCTaB4yMKa N BCUYKUTE LEeHTPaNH1U KOMMNOHEHTU Ha MchpaCprKTypaTa.

51.2 ®UINYECKUAT OOCTbBIN

dusnyeckata CUrypHOCT Ha cuCTemMuTe 3a M3gaBaHe M ynpaBreHWe Ha YOOCTOBEPEHMS €
cbobpaseHa C M3UCKBaHMATA Ha MeXayHapOAHW CTaH4apTU 1 NPenopbKA.

3a obopyaBaHeTo B 3alMUTEHOTO M m3onupaHo nomeweHne Ha EBPOTPBLCT e ocurypeHa
dm3nyecka HENPUKOCHOBEHOCT. YCTaHOBEH € [ABY(aKTOpeH KOHTPOS Ha [OoCTbNa W AEeHOHOLHa
BbOpbXeHa dumamyecka oxpaHa. He e nossoneH duanyeckn JocTbn OO0 KPUTUYHOTO obopyaBaHe 3a
noseye ot 30 (TpugeceT) MMHYTU Ha noceleHne. He e No3BoneH 4OCTbN 40 Wwkadga ¢ obopyaBaHeTo Ha
noseye oT 2 (aBe) oTopmampaHn TexHmdeckn nuua Ha EBPOTPBCT. Becekn goctbn Ao NOMeLLeHnsiTa ¢
KpUTUYHA MHPACTPYKTYpa ce AOKYMEHTUpA B crieunanHun XypHanu.

dunsmyeckaTa 3almnTa Ha NOMELLEHNSATA, B KOUTO ce Hamupa obopyasaHeTto Ha EBPOTPBCT wu
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Pernctpuvpawusa opraH ca usrpageHuM OT MacuBHa M cTabunHa KOHCTPYKUMSA CbC 34paBu Bpatu U
Knoyanku. 3awmtata e peanuavpaHa OT HeBbOpbXeHa 24-yacoBa oxpaHa. B nomelwieHusaATa Ha
EBPOTPBLCT nma Cuctema 3a anapMmeHa curHanusauusi, Cuctema 3a BuaeoHabniogeHne, CurHanHo-
n3BectuTenHa cuctema n Cncrema 3a KOHTPOS Ha JOCTbNa.

Bcuykm cuctemun ce nHcnekTupaTt NnepuoanyHo.

OnacteHute nuua ot nepcoHana Ha EBPOTPBCT cTtporo cnaseaT pa3paboTeHUTe BbTPELUHN
npoueaypv 3a 4OCTbN A0 Pa3NMYHUTE 30HU C OrpaHnyeH U3NYECKN JOCTbI.

[ocTbnbT 4O parioHa Ha onepaTopuTe U aaMWHUCTPATOPUTE € OrpaHMYeH M ce npunara, ypes
N3NON3BaHETO Ha CMCTEMA 3@ CMapTKapTa U KOHTPOI Ha AOCTbNa.

B odwucnte Ha EBPOTPBCT Ha Peructpupawmte opraHm ca obocobeHn un oTaeneHn ot
ocTaHanuTe nomelleHms. CbopbXeHM ca C TEXHMKA, NO3BoONsiBalLla 6e30nacHO CbXxpaHeHWe Ha AaHHU U
AOKYMeHTU. [OCTbNbT OO Te3n 30HM Ce Crneau M orpaHuyaBa OO OTOPU3MPaHW Nuua, CBbp3aHu C
AENHOCTTa Ha opraHa no peructpauusa (onepatopy Ha perucTpypawims  opraH, CUCTEMHM

a,EI,MMHI/ICTpaTOpI/I) N TEXHUTE KIMTNMEHTW.

5.1.3 ENEKTPUYECKO 3AXPAHBAHE U KIIUMATUYHU YCIIOBUA

CbpBbpHUAT WKag ¢ KpUTMYHO obopyaBaHe ce 3axpaHBa OT ABe He3daBucumute UPS cuctemun m
€ eKpaHuWpaH cpelly BbHLHW MHTepBeHuun. Knumatmsauusara B M30NMPaHOTO MOMeLeHne nogabpxa
NMOCTOsIHHA TemnepaTypa Ha Bb3ayxa 3a HopmanHaTta paboTa Ha TexHonornyHaTa cuctema.

Mopabpxa ce BBLHLIHO eNeKkTpuyecKko nogaBaHe OT AM3eNioB arperaT, KOeTo e pesepsupaHo. B
crlydal Ha CpvB B [NaBHWUS €NeKTPONpoOBOA CUCTEMAaTta MpPEeBKMNOYBA Ha aBapuveH W3TOYHMK Ha
3axpaHBaHe (UPS mn/unu enektpoeHeprus). PaboTHaTa cpefa B obnactta Ha KOMMTbPHUTE CUCTEMU
ce creau HenpekbCHaTO M HE3aBUCKMMO OT ApyruTte paboTHu obnacTtu.

BeHTMnaumoHHaTa cuctema e crneuumanHo npegHasHavyeHa 3a TakbB Knac NOMELLEHUs, KaTo He
Aornycka KomnpomeTupaHe Ha uanyeckaTta U enekTpoMarHuTHa 3alimta Ha ToBa NOMELLEHUE, KaKTo U
Ha HopManHaTa paboTa Ha MHCTanMpaHUTe KOMMTbPHM KOMNOHEHTH.

BbTpewHusaTt Pernctpupawmsa opraH Ha EBPOTPBLCT e cBbp3aH C aBapuiHata eHeprumHa

cuctema Ha crpagarta.

5.1.4 HABOOHEHMUE

3a crnefeHe Ha BNaXHOCTTa B NMOMELLEHNATA C KOMMTBbPHU CUCTEMU, KaKTo U B uanaTa crpaga
Ha EBPOTPBCT ca MOHTMpaHu CEeH30pK 3a OTYMTaHe HMBOTO Ha Brara. Tesu CeH30pu ca UHTerpmpaHmn
B cuctemarta 3a curypHocT Ha crpagata Ha EBPOTPBCT. OxpaHata u cnyxutenute Ha EBPOTPBCT

Ca WHCTPYKTUpaHM W 3aabiiKeHU npu HactbhnBaHe Ha e€eBeHTyallHM OonacHOCTU Ada yBeaomMsaABat
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He3abaBHO CbOTBETHUTE CJ'Iy)K6I/I, agMUHUCTpaTopa no CUrypHoCcTtta h CUCTEMHUA aAMUHNUCTPATOP.

5.1.5 TMPEAOOTBPATABAHE HA NOXAP U 3ALLUTA OT NMOXAP

EBPOTPBCT cnassa BCMYKM HOpMM 3a noxapHa 6e30nacHOCT, KaTo U3BbpLlUBa LENHOCT B
CbOTBETCTBMUE C BCUYKN HOPMATMBHU U CTaHOAPTU3aUMOHHN M3NCKBaHWS B Ta3n obGnact.

3aWmMTHOTO MOMELLEHNEe C KpuUTMYHa WHAPACTPyKTypa Ce Hamupa B crpaga, B KOATO ca
WHCTanupaHu: 3BYKOBa M CBETIIMHHA MOXapowu3BecTUTENHa CucTema, akTUBHa MNoXapou3BecTUTenHa
cuctemMa Cc ra3 u cton ra3 OyTOH npu ycnoxHeHu obcTosiTenctBsa M eBakyauus. [pu noxap e
npeagBnaeHo M3KNKYBaHE Ha MNOAAaBaHETO Ha ENEeKTPUYECKOTO 3axpaHBaHE KbM CbOPBXEHMATA U

noTylwlaBaHe Ha noXapa C ras.

5.1.6 CBXPAHEHME HA HOCUTEJIU HA OAHHU

Beumukn HocuTenu cbabpXawu codTyep, apxvBU Ha AaHHW WNWU OAUTHaA WHopmauusa ce
CbXpaHsBaT B OrHeyrnopHa kaca B creunanHo apxvBHO MOMeLLeHNe C BbBeAEeH KOHTPOM Ha JocTbn. B
nometleHuneTo ¢ apxuea Ha EBPOTPBCT mnma narpageHa cuctema Ha omsndecka 1 normdecka sawmra.

EBPOTPBCT e npeanpueno CeprMo3Hn MepKu CpeLly CriyYanHO Unn yMULLNEHO yBpexaaHe Ha
HOCUTENUTE Ha AaHHW.

Pernctpupawmte opraHu ca 3agbibkeHn ga nassaT M CbXpaHdABaT akTyanHata MHdopMauums,

BKITIOYUTENHO AOKYMEHTUTE Ha NOTpebuTenuTe Ha XxapTueH Hocuten, B cerdoBe.

5.1.7 WU3XBBPNAHE HA OTNAABLUUTE

[ocTaBunkbT € cb3gan npoueaypa 3a YHuLOXaBaHe Ha WHopmauusTa M MU3XBbprsHE Ha
oTnagbuuTe.

XapTneHnte N enekTpPoHHW HOCUTENW, CbObPXally €eBeHTyarnHO 3Hauyuma uHdopmauusa 3a
curypHoctta Ha EBPOTPDBLCT, cneg v3TMyaHe Ha onpedeneHusi CbrNacHO BbTPELUHMTE npaBuna
nepuog Ha CbXpaHeHue, ce YHULLOXaBaT B creumanHm YyCTpOMCTBa 3a Hapsa3BaHe.

Hocutenute Ha nHdopmaumsa 3a kpuntorpadckmte kntodoee u NMAH/MYK Homepa, nanonasaHu
3a TAXHOTO CbXpaHeHue, ce pasgpobsasBaT ¢ NoaxXo4ALM yCTponcTea. ToBa ce OTHAcs 3a HocuTenuTe,
KOUTO He Mo3BONsABaT OKOHYaTESHO 3annyaBaHe Ha CbXPaHeHU JaHHU N TAXHOTO MOBTOPHO M3MOM3BaHe.

B onpegenenn cnydaun, wuHdopmauuaTa OT NPEHOCUMW HOCUTENU Ce YHULWoXaBa, 4pes3

N3TpMBaHe Unu oopMaTMpaHe Ha yCTpoONCTBOTO 63 Bb3MOXXHOCT 3a Bb3CTaHOBSIBAHE.
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5.1.8 CPOKHAYMNOTPEBA HA TEXHUYECKUA KOMMOHEHTU

EkcnnoaTauMoHHUAT CPOK Ha (U3NYecKUTE €eNneMeHTM B CbCTaBa Ha BCUYKU KPUTUYHWU
KOMMOHEHTN Ha uHdpacTpyktypata Ha EBPOTPBCT ce cvbniogaBa cbrnacHo npegnucaHute
eKCnroaTtaumoHHN M3WUCKBaAHUS Ha MpOM3BOOAMTENS W crneg npedpuaeHus nepuog Ha paborta, Te ce

n3eexgar oT ynotpeba.

5.2 OPrAHU3AUMOHEH KOHTPON

Tasun vact otT ,[lpakTukata npu npegocTaBsHe Ha KBanuduuMpaHu yaoCTOBEPUTENHU ycnyrn®
npeacrtaBs CNUCbK Ha [JOBEpPeHu ponu, KouMTo MmoraT ga Obaar onpegeneHn OT MepcoHana Ha
EBPOTPDBLCT. Cbwo Taka, Tasn 4YacT OonucBa OTrOBOPHOCTUTE U 3aObITKEHUNATa, CBbP3aHM C BCsKa
onpeaeneHa pons.

Becnukn  npouenypn, kacaewm CUrypHoOCcTTa nMNpu  u3gaBaHeTo, agMUHUCTPUPAHETOo W
N3non3BaHeTo Ha KeanuduumMpaHu yOOCTOBEPEHUS 3a eNnekTPOHeH noanuc/nedar, ce u3nbhnHaBaT OT
nosepeH nepcoHan Ha EBPOTPBLCT.

[docTaBunkbT nogabpxa AgoctatbyeH Opor kBanuuUMpaHu CRyXUTenu, KOMTO BbB BCEKU
MOMEHT OT OCBbLLECTBABAHETO Ha [AenHOCTTa My [a ocurypsisaT CbOTBETCTBME C [eWCTBaLoTO

3aKOHOOATENICTBO U BbTPELUHWUTE NpaBuia u HOPMMU Ha OPYKECTBOTO.

5.2.1 OOBEPEHM POJIM

MoapobHo pasnpeneneHve Ha YHKUMUTE N OTTOBOPHOCTUTE HA NepcoHana e pasnucaHo BbB
BbTpewHute JokymeHTn Ha EBPOTPBLCT: ANBXHOCTHM XapakTepuCTUKW, LWaTHO pasnucaHve u
CbOTBETHWN BLTPELLHN OnepaTUBHM NpoLeaypw.

PasnpenensaHeTo Ha yHKUMUTE Ce OCbLUECTBSIBA MO TakbB HaudvH, Ye Aa 6bae cBegeHa a0
Bb3MOXEH MWHUMYM OMaCHOCTTa OT KOMMpPOMETUpaHe, u3TnyaHe Ha KoHuaeHuumanHa nHgpopmaums

Mnn Bb3HMKBAHE Ha KOH(*)J'II/IKT Ha NHTEepecCu.

5.2.1.1 OOBEPEHU POJIN B EBPOTPBCT

EBPOTPBLCT nogabpxka KkBanuduumpaHu CRYXUTENW Ha AONBbXHOCTU, KOUTO ocurypsieaT
M3MNbIIHEHNETO Ha 3adbllKeHMsTa My BbB BCEKM MOMEHT MpM OCbLLUECTBABAHETO Ha AenHOoCcTTa Mo
nsgaBaHe, nogabpKaHe W ynpaBfeHune Ha KBanuduuvpaHu YOOCTOBEpPEeHWsi, B CbOTBETCTBME C
HopMaTuBHaTa ypeaba.

[locTaBunKbT ocurypsiea 4eMHOCTTa CUM CbC COOCTBEH MepCcoHan, kKato 3a onpegeneHn 4enHOCTU
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cbrnacHo PernameHta, EBPOTPBLCT Moxe ga npuBnuya U BbHLHU Nnua.

EBPOTPDBCT e paspaboTnn AnbXHOCTHM XapaKTEPUCTUKM 3a BCSKa eAHa OT JOBEPEHUTE ponu
Ha nepcoHarna, KakTo crefBa:

» agMuUHUCTpaTop MO CUFypHOCTTAa — UANOCTHA OTrOBOPHOCT MO  YyrNpaBfeHneTo wu
N3MNbIIHEHNETO Ha NpoueaypuTe No CUIYPHOCT Ha cuctemuTe: paspaboTBa NONUTMKA MO CUTYPHOCTTA;
npeanprvemMa Mepku 3a TEXHMYECKa 3allmTa Ha JaHHUTE U CUCTEMUTE; onpeaens onepauMoHHNUTE MEPKM
3a CWUIrypHOCT; OCbLUeCTBSIBA NPSK KOHTPOM MO OTHOLWEHME Ha Cha3BaHeTO Ha M3UCKBaHMATa 3a
CUTFYPHOCT Ha WH(POPMAaLMOHHUTE CUCTEMMU, KaTO Crneam 3a CnasBaHeTo Ha npoueaypute 3a CUrypHocCT
NPy MHCTanMpaHeTo, KOHPUrypmpaHeTo, NoAApPBXKKaTa U NPOMEHUTE B MH(POPMALIMOHHUTE CUCTEMUN UK
Mpexara.

» CcuUcTeMeH agMUHUCTPATOp — OTroBaps 3a MHCTanupaHe, KOHUrypupaHe v nogabpxaHe Ha
HaOeXaHW CUCTEMM 3a ynpaBfieHne Ha ycrnyruTe: Bb3CTaHOBSABaHE Ha cucTemaTa npu HeobxoamMmocT;
N3BbpLUBAHE Ha MpeKkoHUrypaumsi Ha YCTPOMCTBa M CUCTEMU MO MOBOA peanusaums Ha HOBWU YCryrn
UNn pelleHns; cnefeHe 3a TEXHNYECKOTO U COPTYEPHO CbCTOSIHME Ha CbPBBbPUTE M CUrHanmMsMpaHe 3a
HepeaHOCTY;

» CcuUcTeMeH orepaTtop - OTroBaps MPsSKo 3a ekcnnoaTtauusita Ha HageXaHUTEe TEXHONOrUYHU
cuctemn Ha EBPOTPBCT u 3a cb3gaBaHe Ha pe3epBHO konue (backup) Ha cucTtemara: cb3faBaHe U
ynpaBrneHne Ha YOOCTOBEPEHUA 3a KBanuduuupaH enekTpoHeH noanuc/neyaT, BKAYMTENHO
Cb3JaBaHe Ha [ABOMKa KIYOBE - YacTeH M nybnuyeH 3a kBanuduumpaH enekTpoHeH nognuc/neyar;
n3nonsBaHe Ha e@WKacHW TEeXHONOrMM 3a OCUrypsiBaHe Ha exedHeBHaTa paboTa Ha cucTemara;
npoBexgaHe Ha M3NUTBaHWSA U NPOBEpPKN 3a Be3oTkasHa paboTa U CUrypHOCT Ha cucTemaTa; crnasBaHe
Ha TEeXHUYECKUTE WU3NCKBaHMA 3a paboTta C ycTpoumcTBata U MNpu yCTaHOBSIBAHE Ha TexHuMYecka
Hen3npaBHOCT yBeJOMsIBAaHE HAa CbOTBETHUTE OSTHXHOCTHM NULA;

» CuctemeH ogmTop — OTroBapsi 3a CbXpaHEHWEe Ha AaHHW, apxMBMpaHe U ynpasfieHue Ha
pernctpute Ha cbbuTusa (nNo-cneumanHo 3a MnpoBepkaTa Ha TsaxHaTa UAMOCT) NpyU U3BbPLUBAHE Ha
BbTPELUHN NPOBEPKU, KAaKTO M 3a CbOTBETCTBMETO Ha AenHoctTta ¢ PernmameHT (EC) Ne 910/2014.
CUCTEMHNAT OQUTOP KOHTPONMPA AENHOCTTA Ha BCUYKN permcTpupaLlm opraHu, onepmpaiim Bb3 OCHOBa
Ha Bb3naraHe oT EBPOTPBCT.

5.2.2 WU3UCKBAHWUA 3A PASOENAHE HA OTTOBOPHOCTUTE

[oBepeHnte genHoctn Ha nepcoHana Ha EBPOTPBCT ce nanbnHseaT oT pasnuyHn nuua.

5.2.3 WAEHTU®UKALNA U NMPOBEPKA 3A CAMOJINYHOCT 3A BCAKA POIJIA

MepcoHantT Ha EBPOTPBCT e nognoxeH Ha naeHTugukaums n nposepka 3a camoSIMYHOCT B
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cnegHuUTe cuTyauuu:

» KoraTo ca BKMHOYEeHM B CMMCHK Ha Nnua ¢ orpaHnMyeH goctbn ao crpagn Ha EBPOTPBCT,;

» Korato ca BKMHYEHM B CMUCHK Ha nuua ¢ punsndeckn oCTbn A0 TEXHOMOMMYHaTa cMctema m
mpexosu pecypcn Ha EBPOTPBCT;

» Korato ca OBNacTeHM [a U3MbMHABAT KOHKPETHa Bb3roXeHa pons;

» Cb3haBaHe W Bb3faraHe Ha akayHT M napora B WHPOPMaUWOHHAaTa cuctemMa Ha
EBPOTPBLCT;

Bcsako ynbnHoMoLWaBaHe 3a U3nbiiHEHWE Ha onpeaerneHa pons U3nckea:

» ponsarta TpsibBa ga 0bae yHUKanHa u Npsako CBbp3aHa C KOHKpeTHaTa NIMYHOCT;

» He Moxe ga 6bge cnogeneHa ¢ apyro nuue;

» TpabBa ga 6bae orpaHudeHa oo dyHKUMSTa, NpomsTuyalla OT pongaTa u Aa ce U3nbiHABa oT
TOYHO onpedeneH 4oBek. PonaTta ce u3anbnHgABa, Ype3 MNpedocTaBdHe Ha coTyep, TEXHONornvHa
cuctema n gocTbn A0 onepaunoHHaTta cuctema Ha EBPOTPBCT. MNMpaBunHOTO M3NbnNHEHME Ha pondra
N3ncKBa NPSK KOHTPOS BbPXY AMbXHOCTTA.

Onepauun, nssbpwBaHn B EBPOTPBLCT, kouTO M3uMckBaT AOCTbN A0 CNOAENEHW MPEXOBU
pecypcu ca 3aWuTeHUn C BbBeOEeHM MexaHM3MW 3a CUNHa aBTeHTUMUKAUMA W KpunTupaHe Ha

npegaBaHnTe gaHHW.

5.3 KOHTPOIJ1 HA NMEPCOHAIA

MepcoHanbT Ha EBPOTPBLCT Cce CbCTOM OT f[ocTatbyeH Opon BUCOKO KBanudumumpaHu
cnyxutenu. Jlnuyata, n3sbpLUBaLLM AOBEPEHM PO MMaT HeobxoammaTa npodyecrmoHanHa NoAroToBka 1
ONUT, KOETO rapaHTUpa cnasBaHe Ha WM3WUCKBaHWUSITA 3@ CUTYPHOCT M TEXHUYECKM HOPMU 3a OLleHKa Ha
curypHoctTa. [lpodhecnoHanHuTe no3HaHMsa B obnactta Ha  MHMOPMAUMOHHUTE  CUCTEMMW,
KpunTorpaduaTa n nHdpacTpykTypata Ha nybnuyHuTe KnoyYoBe AaBa Bb3MOXHOCT Ha CRyXUTenute ¢
AOBEPEHN POnn Aa U3NbIHSABAT Ka4eCTBEHO CBOUTE CMYXEeOHW 3aabImKeHUS.

Cnyxutenute Ha EBPOTPBCT npemuHaBaT nepvogudHO Mpes3 KypcoBe 3a NocnenBallo
AOMbIIHUTENHO OOy4yeHue, OTroBapsO Ha CbBPEMEHHWUTE M3UCKBaHMA B obnactta Ha AeVHOCT Ha
EBPOTPBCT.

5.3.1 KBAJIMOUKALNA HA MEPCOHAIA

EBpOTpBLCT ce yBepsiBaT, Ye NMLETO, KOeTO MU3MbJIHABA AOBEpPeHa pons Ha YaocToBepsiBalLums
opraH unu B cuctemata Ha Peructpupalynsi opraH OTroBapsi Hail-Manko Ha crefHuTe U3UCKBaHWA 3a
3aeMaHe Ha ATbXHoCTTa:

» 3aBbPLUMIIO € Han-mManko cpegHo obpasoBaHue;
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» noanucano e rpaxgaHcku unv TpyAoB AOroBOp, OMMCBALL HeroBaTa pons B cuctemata wu
CbOTBETHUTE OTFTOBOPHOCTU;

» npeMunHano e HeobxoaumaTa noAroToBkKa, CBbp3aHa C obxBaTa Ha 3adbilKeHudaTa u
3agaunTe 3a HerosaTa No3nuus;

» 6uno e oby4eHo B obnactTa Ha 3alimTa Ha NMUYHUTE OaHHMU;

» nognucano e crnopasyMeHue, CbObpXKallo Knaysa, OTHOCHO 3aliMTata Ha JyBCTBUTENHaTa
(oT rmegHa To4ka Ha curypHoctTa Ha EBPOTPBCT) nidopmauns n Ha KOHPUAEHLMANHOCT Ha AaHHUTE
Ha noTpebutenure;

> He M3nblHsBa 3a4a4vn, KOMTO MoraTt ga AoBedaT A0 KOHMMMKT Ha MHTepecu ¢ AeNHOCTTa Ha
EBPOTPBLCT.

5.3.2 MPOUEAQYPU 3A NPOBEPKA HA NMEPCOHAJA

Bcekn HoB cnyxuten Ha EBPOTPBCT, konTo u3nbnHABa AOBEpPEHa pons, ce nposepsiBa OT
EBPOTPBCT:

» 3ada ce nNoTBbpAM NpeauvilHa 3aeTocT;

» 3a npoBepka Ha NpenopbKu;

» 3a fda ce noTBbpAM obpasoBaTtenHaTa CTeneH;

» 3a [da ce npoBepu CBNOETENICTBO 3@ CbANMOCT;

» 3ada ce npoBepu AOKYMEHT 3a CaMOJSIMYHOCT.

B cnyyan, koraTo nckaHata nHdopmMmaunsa He e Ha pasnonoXeHne (Hanpumep, nopagu AencTeall
3akoH), EBPOTPBLCT unanonssat gpyrv1 no3BosieHM OT 3aKkoHa MeToaum, KOMTO No3BonsiBaT Aa ce cbbepe
Hy>KHaTa nHopmauus.

EBPOTPBLCT moxe ga oTxBbpnu kaHauaaTypaTta, CBbp3aHU C U3MbIIHEHWETO Ha JoBepeHaTa
pons unu ga npeanpueme OEnNCTBUS CpeLly fuue, KOeTo Beve € 3aeTo U M3NbIHABa JOBEepeHa pons,
ako ce yCTaHOBU, Ye:

» e 6uno nogBeneHo OT KaHANOAT UIK CNYXUTEN MO OTHOLLEHWE Ha UCKaHWUTE AaHHU, NO-rope;

» MonyYn CWUMNHO HeONaronpusiTHA WM He MHOro HaAeXAHW Mpenopbkn OT NpeguLlHn
paboTtogarenu;

» nonyuu uHdopMauMsi 3a kaHaugata 3a Hanuume Ha KpUMUHAIHO MWHAanIoO WIM HEros
cnyxuten e 6un ocbAeH € BNA3M0 B CUMla U BanuaHO CcbaebHo pelueHne.

Mpn Hanuume Ha HAKOE OT TFOPHUTE XWUMNOTE3W, MO-HaTaTbLUHMTE CTbLMNKM Ce M3BbPLUBAT B

CbOTBETCTBUE C npoueaypute 3a 6esonacHoct Ha EBPOTPBCT 1 npunoxmmoTo npaso.
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5.3.3 U3UCKBAHUA 3A OBYYEHUE HA NMEPCOHAJIA HA EBPOTPBCT

MepcoHanbT, KOWTO U3MbIHABA (PYHKUMUTE U 3adadnTe, NpousTUyaLlM OT HeroBaTa 3aeToCT B
EBPOTPBCT wnun 3aetoct B Permctpupaiimsa opraH (Npy Hanvyine Ha BbHWeEH Pernctpupaly, opra),
TpsbBa Aa npemMuHe npea crnegHuTe obyveHus:

» Jlpaktvka npu npegoctaBsHe Ha KBanuduumpaHu yaoocToBepuTenHu ycnyrn“ ot
,LEBPOTPBCT TEXHONBIXNC* AL;

» Jllonutuka npu npegocTtaBaHe Ha KBanuduuMpaHu YOOCTOBEPUTENHW ycnyrn“ ot
L,LEBPOTPBCT TEXHONBIXNC* AL;

» pasnopenbu, npoueaypu 1 AOKYMeHTaumus, CBbp3aHa CbC 3aeMaHaTa pons;

» TEeXHOMNOrMn 3a CUrypHOCT M npoueaypuTe CBbp3aHU CbC CUTYPHOCTTA, W3MNON3BaHW OT
YaocTtoBepsBalwms opraH u Permctpupallms opran;

» cucTteMeH copTyep Ha YaocToBepsBalLma opraH u Pernctpupalumns opram;

» OTroOBOPHOCTM, NPOU3TUYALLM OT PONN N 3ada4un, U3NbITHABAHN B CUCTEMATA;

» npoueaypu, U3NbfHABaHM NpU OTKa3 Ha cucTemaTa uUnuM npekbcBaHe Ha AeWHOCTUTE Ha

YpocToBepsABaLLms OpraH.

534 YECTOTA HA OBYYEHUATA U U3UNCKBAHUA 3A HAONPAXOAHE HA
KBATTUOUKALIUATA HA CITYXKXUTEIIUTE

O6y4yeHndaTa, onnucaHu Mo-rope ce nposexagar perynsapHo. Te3an oby4vyeHus ce gonbnsaTt npwu
nNpoMsiHa B HaLUMOHANHOTO 3aKOHOAATENCTBO, B CEKTOpa WNM Mpu MpoMsiHA B AOKyMeHTauuaTa u
pgenHoctTa Ha EBPOTPBCT.

5.3.5 CMAHA HA PABOTATA

.flpakTMkata npu npegoctaBasHe Ha KBanMUUUpaHW YOOCTOBEPUTENHM  ycnyrn“  oT
LEBPOTPBCT TEXHOJTbOXKNC* ALl He npegnonara HUKakBu M3MCKBaHUS B Ta3n obnacr.

5.3.6 CAHKLMW 3A U3BBPLUBAHE HA HEPA3PELLEHW OEUCTBUA

B cnyyahr Ha oOTKpMBaHe wWNnM Ha MNOAO3PEHME 3a HEeOTOpPU3MpaH [AOCTbM, CUCTEMHUST
aAMUHUCTPATOP 3aedHO C aAMMHUCTpPATOPbT MO curypHocTTa (cnyxutenn Ha EBPOTPBCT) wnu
€OWHCTBEHO Ha CUCTEMHUS agMuHMcTpaTtop (cnyxuten Ha Peructpupawms opraH, npu Hanuyive Ha
BbHLWeEH Pernctpupaly opraH) Moxe ga npekpatar goctbna Ha uasbpwutens go EBPOTPBLCT wnu

cuctemata Ha Peructpupawms opraH. Mo-HaTtaTblHUTE OUCUMNIIMHAPHU OEACTBUS Ce KOHCYNTMpaT C
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pbkosoacTeoTo Ha EBPOTPBCT.

5.3.7 AOroBoP C NEPCOHAINA

Jlvua vnn koHcynTaHTu (Hanpumep paspaboTunum Ha codpTyep WM KOHCYNTaHTCKU YCRyrn)
MoraT [a CKMYBaT AOroBoOp 3a M3nbHaABaHe Ha aosepeHn ponu B EBPOTPBCT. B TakmBa cny4vam, Te
OTroBapsAT Ha CbLUUTE U3NCKBAHWS, MPUIIOXKUMN 3a cnyxuTenute, HasHavyeHn B EBPOTPBCT.

CbrnacHo CknoYeH AOroBOp nuuata Unn KOHCYNTaHTUTE ca NOANOXKEHM Ha cbLuaTa npoueaypa

3a npoBepka, kakto cnyxutenute Ha EBPOTPBCT.

5.3.8 OOKYMEHTAUMUA, NPEOOCTABEHA HA NMEPCOHAJA

Ynpaenenneto Ha EBPOTPBLCT u ynpasneHneto Ha Peructpupawusa opraH (B cnyyam Ha
BbHWeEH Peructpupaly opraH) TpsbBa ga NpefocTaBAT Ha CBOMTE CNYXXMTENW AOCTbMN A0 CneaHuTe
OOKYMEHTMU:

» yOOCTOBEpPUTESTHU MOMUTUKY,

» yOOCTOBEpPUTESTHU NPaKTUKK;

» WabnoHM Ha NcKaHus, 3asBNeHNs 1 geknapaunm;

» U3BreYeHns OT OOKYMEHTW, CbOTBETCTBALUM Ha U3MbIIHABaHaTa pPofs, BKMOYMTENHO U Ha
BCWYKW CNELLUHU Npoueaypu;

» Habop OT OTFTOBOPHOCTU U 3a4bJIKEHUS], CBBbP3aHU C U3MbIIHSABaHATa pons B cuctemara.

54 3AMNMNCU HA CBBUTUA U NOOABPXAHE HA XXYPHAIU

3a edeKkTUBHOTO ynpasneHue n dyHkumoHmpaHe Ha EBPOTPDBLCT, BCUYkM CbOMTMSA, nmalim
CbLLECTBEHO 3HAYEeHWEe BbPXY CUIYPHOCTTa U HAOEXOHOCTTa Ha TeXHOMormyHata cuctema, KOHTporna
BbpXy MepcoHana u notpebutenute, KakTo U Bb3LENCTBMETO BbPXY CUTYPHOCTTA Ha NpeoCcTaBsHUTE
KBanuduumpaHm yaoCToBepUTENHW YCyru, ce 3anicear.

Bcsaka cTpaHa, cBbp3aHa MO HAKAKbB HayvH C NpefocTaBsiHe Ha yOOCTOBEPUTESTHU YCRyru,
3anuncea UHgopmaumaTa n g ynpasenssa ageksaTHo. MIHopMaunoHHMUTE 3annucK CbCTaBAT PermcTpu Ha
cbOUTUATA N Ce CbxpaHsBaT MO Ha4yMH, NO3BOMSBALY OTOPM3MpaHW nuua Aa umaT AOCTbn 4O Tasu
NHopMaumsa (Hanpymep Npu paspellaBaHe Ha CMOpoBe MeXAy CTpaHu WM OTKpMBaHe Ha OnuTU 3a
HapywaBaHe Ha curypHoctta Ha EBPOTPBCT). 3anucaHute cbbutusi ce konupaTr v apxveupar.
PesepBHUTE KONKUA ce CbXxpaHABaT B cendose.

Korato e mpunoXxummo, permctpute Ha cbbutua ce cb3gaBaT aBTOMaTUYHO. AKO HE MOXe Ada

O6bAe cb3daeH aBTOMATMYHO, 3anNUCHT Ce CbXpaHsiBa Ha XxapTusi. 3anucuTe NoanexaTt Ha OauT.
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Oputopckuat ekmn B8 EBPOTPBCT um3BbpLUBa peJoBHU NPOBEPKM 3a Cna3BaHe Ha BbBeAeHUTe
MEeXaHU3MK, KOHTPONM U npouenypu cbrnacHo ,[paktvkata npy nNpeaocTaBsHe Ha kBanuduumpaHu
ypoctoBeputenHn ycnyrn®, PernameHt (EC) Ne 910/2014 w» [encTBawoTo  HauMOHasHO
3akoHopatencTtBo. OAUTOPCKMAT eKun oueHsiBa ePEKTMBHOCTTA Ha CbLUECTBYBALLUTE npoueaypu 3a

CUTYpPHOCT.

5.4.1 BWOOBE 3ANUCU

EBPOTPBLCT cb3gaBa 3anucu 3a BCsika OEWMHOCT B paMKUTE Ha CBOATa MHQPACTPYKTypa.
ApxuBHUTE 3anmMcu moraT fa Obaar KpUnTUpaHM U CbXPaHEeHW Ha HOCUTENW, C uen npegnassaHe oT
npomMsiHa unu danwuduunpaHe.

TakuBa 3anucu ca pasgeneHn B TpU OTAENHN KaTeropuu:

» 3anucyM Ha TexHomnornMyHata cuctemMa — MNpu UHCTanMpaHe Ha HOB WNW AOMbIIHUTENEH
cobTyep; Npu CTapTUpaHe Ha CUCTEMUTE U NPUNOKEHUATA B TAX; NPU YCMELLHU ONUTK 3a CTapTuMpaHe Ha
K goctbn Ao xapayepHu u coptyepHu PKI-komnoHeHTH (Public Key Infrastructure/MHdpacTpykTypa Ha
ny6nuyHMA KoYy Ha CUCTEMUTE); reHepupaHe 1 ynpaBneHne Ha ABOMKUTE KIIOYOBE U YAOCTOBEPEHUS
3a ygocToBepsiBalluTe opraHuM M KOMMNoHeHTU B uHdpacTpyktypata Ha EBPOTPBCT; ynpaBneHue Ha
KpuntomMoaynute; CbAbpXaHue Ha wusgageHuTe YOOCTOBEPEHUS; reHepupaHe W yhpasfeHue Ha
ABOVKUTE KIHoYoBe U yaocTtoBepeHus Ha [NoTpebutenuTe; cTapTupaHe Ha cucteMuTe 1 NPUNoXeHnsaTa B
TSX; NPM ONUTW 3a cTapTUpaHe N JOCTbN 0 xapayepHu n codptyepHu PKI-KOMMOHEHTU Ha cUCTEMUTE;
reHepupaHe Ha CnucbK CbC crnpeHn n npekpateHn ygoctosepeHus (CRL); nybnukyBaHe Ha v3gageHu
BanuaHuW ygoctoBepeHus B [yBGnvyHua pernctbp; KOHUrypupaHe Ha npodunu Ha yaoCTOBEPEHUS;
cTaTyC Ha YAOCTOBEPEHMNE B pearHo BpeMe; YAOCTOBEPSIBAHE Ha BPEME Ha NPeACTaBEHO CbAbPXKaHMWE;

> TPEeLUKn - 3anucute cbaobpaT MHAOPMaLMS 3a FPELLKM HA HMBOTO Ha MPEXOBU MPOTOKOSMU;
npu cnMpaHe Ha cUCTeEMUTE U NPUNOXKEHUATA B TAX; NP HEYCMNELLHM ONUTK 3a cTapTMpaHe 1 OCTbN A0
xapayepHu un coptyepHn PKI-KOMMOHEHTM Ha CUCTEMUTE; MPU CUCTEMHU CODTYEPHU U XapOyepHu
CpVBOBE Ha CUCTEMUTE U APYrK aHOoManuu B nnatopmuTe;

» ogutm - 3anucuTe  CbabpXaT  MHopMauusi, CcBbp3aHa C  KBanuduumpaHute
YAOCTOBEPUTENHN YCNYrK, Hanpumep: NOCTbNUM JOKYMEHTU 3a pernctpmpaHe c Luen ycTaHoBsIBaHe Ha
WOEHTUYHOCT W MpoBepka 3a CaMOMMYHOCT, Ha WUCKaHMa 3a wu3gaBaHe, NOOHOBSBaHe,
crnupaHe/Bb30OHOBSABaHE W MNpekpaTsaBaHe Ha  yAOCTOBEPEHUs; BbTpelHu npoueaypu  3a
naeHTuduKaums n peructpauns; n3gasaHe Ha CnMCbK Ha CNpeHUTe U npekpaTeHn yaoCTOBEpeHus
(CRL) n T.H.

3anucuTe BKOYBAT UHPOPMaLMA CBbp3aHa C:

> TUn Ha cbOUTMETO;

» ungeHTudukatopm Ha cbbuTtme;
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» [paTa u yac Ha cbbuTmeTo;

» uvaeHTumkaTop nnu Apyru AaHHW, No3BonsBallM onpefenisHe Ha fMuUeTo, KOeTo oTroBaps
3a cbOUTHNETO;

» [panu cbbutrMeTo e CBbP3aHo C yCrneLleH Unu rpeLleH pesynrar.

CbxpaHsaBart ce 3anucu, Cb3gageHn OT KOMyHUKALMOHHUTE KOMNOHEHTU B MHADPACTPyKTypaTa.

CbxpaHsBaT ce 3anMcu Ha CTapu M akTyanHu Bepcum Ha [lpakTvka npu nNpeaocTtaBsiHE Ha
KBanuduumnpaHn ypoctoBeputenHu ycnyru® un Monntnka npu npefoctaBsHe Ha KeBanuduuupaHu
yAOCTOBEPUTENHN yCryrn®; wabnoHn Ha NCKaHUs, 3asBKM, MHCTPYKUMK 3a paboTa u ap.

Hdoctbn go wHdoOpmMauuatTa Ha 3anucuTe MMaT camMO OBMacTeHM nvua OT nepcoHana Ha
EBPOTPBLCT.

54.2 YECTOTA HA Cb3OABAHE HA 3AMNMUCH

WHpopmauusaTa 3a enekTpoHHUTE XXypHanu ce reHepupa aBTOMaTUYHO.

C uen pa ce wvgeHTMdMUMPAT BB3MOXHM HE3aKOHHM OEeNHOCTU agMWHUCTPATOPBLT Mo
CUrYpPHOCTTA, CUCTEMHUTE agMWHUCTPATOPU M OOUTOPBT, aHanuaupaTt WHgopmauuaTa, Han-Marnko
BEOHBbX B paMKUTE Ha eanH paboTeH OeH.

AOMVHUCTPATOPBT MO CUTYPHOCTTa UMa 3agbiPKEeHWEeTO Aa npaBu nperneg M oueHka Ha
TOYHOCTTa M MbIHOTATa Ha perncTpmpaHnTe cbouTUA 1 ga NpoBepsiBa CbOTBETCTBMETO C NpoueaypuTte
3a curypHoct Ha EBPOTPBCT.

3anncute B pernctbpa Ha cbbuTusiTa ce pasrnexgart B AeTaunu Han-Manko BEAHBX MECEYHO.
Bcsiko cbbuTMe nognexn Ha obsiCHeEHME M ce OnucBa B AHEBHUK Ha cbbuTuATa. lNMpouechT no nperneg

Ha AHEBHUKA Ha CbOUTUATA BKIOYBA U npoBepKa 3a HeroBoTo d.)aJ'ILLII/I(*)I/ILI,MpaHe nnn npomMmdHa.

5.4.3 TMNEPMOA HA CbXPAHEHME HA 3AIMNMUCH

>KypHanu Ha 3anucu Ha peructpupaHy CcbOMTUS ce CbxpaHsBaT BbB (painoBe Ha CUCTEMHUS
ANCK 3a Han-manko 6 (wect) meceua. lMpe3 ToBa Bpeme Te ca AOCTbMNHW OHMAWH UNU B Npouec Ha
TbpCeEHE OT BCekn oTopusmpaH cnyxuten Ha EBPOTPBCT. Crneg T103n nepuog, 3anucurte ce
CbXpaHsiBaT B apXuBUTE.

ApxuBupaHu XXypHanu ce 3anasear B NpoabiikeHne Ha noHe 20 (oBageceT) roguHu.

5.4.4 3AWLNTA HA 3ANMUCUTE

ApXUBbBT Ce NOAMMUCBA C eNIEKTPOHEH NMOANUC U eNEKTPOHEH BpemMeBM neyart. MiHgopmauusta ot

3anmcute B Jioroeete nepnogunvHo ce 3anncBa Ha qawsmqecm HOCUTEeJI1, KOUTO Ce CbXpaHdABaT B
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crneumaneH cend, Hamupaly, ce B NMOMELLEHNE C BUCOKA CTEMEH Ha duanyecka 3aliuTta M KOHTPOM Ha
JocTtbna.

lMpoTokon oOT noroBe Ha cbbUTMATa Moxe pada Obae npepasrnefaH €aAVHCTBEHO OT
aZlMUHUCTpaTopa N0 CUrypPHOCTTa, CUCTEMHUSA afiMUHUCTPaTOp unu oautopa. JocTsbn 4O perncrbpa Ha
CcbOUTUATa € KOHPUTypUpaH no TakbB HAYMH, Ye:

» CaMO YMbJSIHOMOLLIEHM NMLAa MMaT NPaBo Ha YeTEHEe Ha 3anucuTe B PErMcTbpa;

» CaMO agMUHUCTPATOPBLT MO CUrYpHOCTTa MOXE [a apxvBupa unu ustpusa davinose (cneg
TAXHOTO apxvMBUpPaHe), CbObpXaln permcTpupaHnTe cuounTtus;

» € Bb3MOXHO [a Ce OTKpUe BCSKO HapyLLeHWe Ha LenocTTa;

» EBPOTPDBCT rapaHtupa, 4e 3annucute He cbabpxaTt NPonyCcky Uy nognpaBeHn 3anucu,;

» nuua 6e3 nNpaBo Aa NPOMEHAT CbObPKAHMETO Ha XKXypHanuTe, HAMaT JOCTbN 4O TAX.

EBPOTPBLCT npunara npouegypute 3a 3alimMta Ha peructpmpaHmte CbouTusa No TakbB HauYuH,
ye JOpM M cref KaTto XypHanute 6baaTt apxmBMpaHn, € HEBb3MOXHO Aa 6baaT U3TpUTK 3anucu, Nnpeam

Oa natede nepunogbT Ha nogabpKaHe Ha apxXmBa.

5.4.5 NoAAbLPXAHE HA PE3EPBHU KOMNUA HA 3ANMNCU HA CbBUTUA

MopabpxaT ce pe3epBHU KOMUSA OT 3anMCcUTE B JIOFOBETE Ha CUCTEMUTE, KOUTO Ce CbXpaHsBat
HagexaHo. Te3n konus ca cb3gasaT oT oBrnacTeHn nuua Ha EBPOTPBCT.

Mpouenypute 3a curypHoct Ha EBPOTPBCT wusncksat perumctpute Ha cbbutms ga 6vaar
noafoXeHN Ha pe3epBHO KonnpaHe (backup) B CbOTBETCTBUE C YTBbPAEH rpaduk, HO He NO-Marnko oT 4

NbTU B roanHaTa.

546 CUCTEMA 3A YBEOOMABAHE CNE[Q AHAJNTNA3 HA 3AIMNMUCH

EBPOTPBLCT e paspabotun npouenypa 3a aHanmM3 Ha 3anucy Ha CcbOuTus, M3NbrHsBaHW B
cucTemara, KosTo MOo3BOMsBa npernes Ha TekylwmTe CbOMTMA M aBTOMaTMYHO YBEOOMSsIBa 3a 3annaxu
nnn npobme B cUrypHocTTa. B cnyyan Ha 4eNHOCTU, uMalum BNMSIHAE BbPXY CUIYPHOCTTa Ha cuctemarTa,
aQMUHUCTPATOPBT MO CUTYPHOCTTA M CUCTEMHUS agMUHUCTPaTop GuBaT yBeaoOMsiBaHM aBTOMATUM4HO. B
OoCTaHanuTe crny4vaun, yBe4oOMITEHNETO Ce Haco4Ba CaMo KbM CUCTEMHUSI adMUHUCTPATOP.

Korato ce npegaBa KpuTMYHA MHOpPMauMsi Ha YMbIIHOMOLLEHM NMua, OT rfefHa Todka Ha
CUIypHOCTTa Ha cucTemarta, ca NpeaBuAEeHM CUTyauun, Npyu KOUTO TpaHCchepbT ce M3BbpLIBa Ypes
Apyru, nogxoasawo obesnevyeHn cpeacTsa 3a KOMyHUKaUUs, Hanpumep MobuneH TenedoH, enekTpoHHa
nowia.

KomneTeHTHUTE oOpraHM wumaT 3agb/DKEHMETO Aa npeanpuemMar CbOTBETHUTE MeEpKM 3a

npefoTBpaTsBaHe Ha oTkpuTaTa 3annaxa.
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5.4.7 YA3BUMOCT U OLIEHKA

EBPOTPBCT knacuduumpa n nogabpa PeEruMcTtpyM Ha BCUYKM aKTMBUM B CbOTBETCTBME C
nanckeanmata Ha ISO/IEC 27001:20013. CwrnacHo [lonutmnkata no curypHoct® Ha EBOTPBCT ce
M3BbPLUBA aHanM3 3a OUEHKaTa Ha YS3BMMOCT MO BCUYKM BbTPELUEH NPOLEeAypu, MNPUMOXKEHUA U
NHOPMaLMOHHN cucTemn. M3nckBaHus 3a aHanmM3 moraTt, CbLWO Taka, Aa O6baaTt onpegeneHu ot
BbHLUHA UHCTUTYUUS, yTbITHOMOLLEHa Aa u3BbpluBa oguT Ha EBPOTPBCT.

AHanM3bT Ha puUcka Ce U3BbPLLBA HaW-Manko BeAHbX roauwHo. PelweHneto ga ce npuctbnu
KbM aHanua ce n3bpLuBa oT CbBeTa Ha AnpeKkTopuTe.

AOMUHUCTPATOPBT MO CUIYPHOCTTa € OTrOBOPEH 3a M3BbPLUBAHE Ha BbTPELHUTEe oauTu. Tomn
KOHTpONupa onasBaHe Ha 3anMcuTe MO CUrypHOCTTa B XKypHanuTe, KOPEKTHOTO apxmBuMpaHe Ha
pe3epBHUTE KOMNUS, OENHOCTUTE, U3NBIIHEHU B CyyYan Ha 3annaxyv U CbOTBETCTBMETO C HacTosilwaTa

MpakTtuka.

5.5 APXUBWUPAHE

MHdopmauusaTa 3a 3HaunmmnTe cbbutnsa ce apxmBmpa B eNeKTPOHEH B1A NepUoanNYHO.

EBPOTPBLCT apxvmBupa BCUYKM JdaHHW U pannoBe, CBbp3aHM C. MHOpMaumdatTa npwu
perncTpaums; CbC CUrypHOCTTa Ha cucTeMarta; BCUYKN UCKaHWS, NodafeHn oT notpebutenute; uanarta
nHopmMauma 3a noTpebutenuTe; BCUYKN KITIOYOBE, M3MOM3BaHU OT YOoCToBepsiBaUTe OpraHn u ot
Pernctpupawuma opraH; n udanata kopecnoHgeHuua mexgy EBPOTPBLCT u noTtpebutenute. Ha
apxuBvpaHe ca NoAJSIOKEHN BCUYKM OOKYMEHTM M [aHHW, U3MOM3BaHW B npoueca Ha npoBepka Ha
caMOrMyHocCTTa.

[JocTaBunkbT CbxpaHsBa apxuBa BbB dopmaT, MNO3BOMABaLl, Bb3NPOU3BEXOAHE WU

Bb3CTaHOBABaHe.

5.5.1 BWUOOBE APXUBU

EBPOTPBLCT ynpaBnsaBa ABa Buaa apXmBu: XapTUEHN N eNTEKTPOHHN.

5.5.2 NEPuOO HA CbXPAHEHUE HA APXUBA

ApXuBUpaHUTE faHHM (Ha XapTusi U B €NIEKTPOHEH BWA) Ce CbXpaHsiBaT 3a Nepuos oT MUHUMYM

10 roguHun. Crieq M3TUYaHe Ha TO3W Nepuop Ha CbXpaHeHWe, apxXMBUPaHUTE AaHHM MmoraT ga Gbaar

YHULLLOXXEHMN.
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5.5.3 3AWLUTA HA APXUBHA NHOPOPMALIUA

EBPOTPBCT cbxpaHaBa apxvBMpaHUTE 3anvcy NO HaYUH, KOWTO M3KMNOYBa HEOTOPM3UPAHU U
HeJoBepeHn Nuua aa umat JocTbn Ao TaxX. MHpopMaumaTa, KoATo € apxmBupaHa no eneKTPOHEH NbT, €
3allMTeHa cpelly HeoTopuaupaHo pasrnexaaHe, MoauduuupaHe, nstpusaHe unu danwmduumpaHe,
ypes BHeApsBaHeTo Ha CncTtema 3a KOHTpOs Ha gocTtbna (MOCPEeACTBOM akayHTU u naponu). 3a uenute
Ha apxvMBMPAHETO Ce WU3MOon3BaT HAAEXOHW €NEKTPOHHW HOCUTENMW, KOUTO He moraTt ga 6baart necHo
YHULLOXEHN NN U3TPUTU Npe3 nepmoaa Ha CbXpaHeHue.

3a uenuTe Ha CUrypHOTO CbXpaHsiBaHE Ha apXMBHUTE anrioBe B eNfeKTpOHHa ¢hopma Te ce
noAanucBaT C eNleKTPOHEH NoAnuC.

ENeKkTpoHHUTE KOMyHMKaUUW MeXQy HOoKanHUTE KOMMOHEHTM Ha WHGpacTpykTypaTta ca
3almMTeHn Ha 6asa craHgapTta PKIX.

OTpaneyeHnTe enekTpoOHHU KOMYHMKaLMKN ca 3almTeHn n ca 6asmpanun Ha ctaHgapTta PKIX.

[ocTaBuMKbT npeueHsBa M3NON3BaHETO Ha MOLWEHCKM W Kypuepcku ycnyrm u dakc ¢

Motpebutenure.

55.4 BB3CTAHOBABAHE HA APXUBUPAHA NUH®OPMALINA

OT cbllecTBEHO 3HaYeHWe 3a npaBunHoTo dyHkumoHnpaHe Ha EBPOTPBCT e Bb3aMOXHOCTTa
pe3epBHUTE KONKUS ga ObaaTt HanbSIHO Bb3CTAaHOBEHM (HanpuMep cnepg cpye B cuctemarta).

MoapoOHKM npouenypu 3a apxvMBMpaHe, Cb3faBaHe Ha KOMUSA U Bb3CTaHOBsIBAHE Ha cuctemaTta
cnep aBapun, ca onucaHun B TexHudeckata gokymeHTaums Ha EBPOTPDBCT cbkc cratyt ,BbTpeluHa“.

Ta3n gokyMeHTauusi e AOCTbMNHA EAMHCTBEHO 32 OTOPU3NpPaH NePCOHarn 1 NpoBepsiBaLLy OpraHu.
5.5.5 WU3UCKBAHUA 3A OTBENA3BAHE HA BPEMETO HA APXUBUPAHE

ApxvBHUTE AaHHU ce obe3neyaBaT C yAOCTOBEPSIBAHE Ha TOYHOTO BPEME Ha MOANUCBAHETO UM.
5.5.6 CBXPAHABAHE HA APXUBA

Cuctemata 3a cbbupaHe Ha apxvMBHM faHHM € BbTpewHa cuctema 3a EBPOTPDBLCT.
W3kntoyeHre oT ToBa NpaBurio ca apxmBuUTe, KOUTO ce cbbupaT oT Pernctpupalums opraH.

ApxvBHaTa MHopMaLMs (Ha XapTUsi U Ha eNeKTPOHHW HOCUTENN) Cce CbXpaHsiBa HafnexHo B

cheuunaneH ceng B NomMeLLeHne ¢ BUCOKa CTEMNEH Ha dom3nyecka 3awmTa.
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5.5.7 MPOUEAYPU 3A AOCTHIN U NPOBEPKA HA APXUBUPAHATA UH®OPMALIUA

JdocTbn OO apxvBa e Bb3MOXEH camo 3a oTopuaupaHu cnyxutenu Ha EBPOTPBCT cnen
yCnewHo yaocToBepsiBaHe 1 NOTBbPXKAEHME Ha npaBaTa 3a JOCTbN.

[aHHuTe ce nposepsBaT NEPUOANYHO U Ce CbNOCTaBAT CrPSAMO OPUrMHANHUTE OaHHWU, C uen
npoBepka Ha LenocTTa Ha apxuBupaHata uHdgopmauma. Tasn OenHOCT ce M3BbpLUBa Mo Hag3opa Ha
agMUHUCTpaToOp MO CUrYpHOCTTA, KaTo Ce BOOAT 3anucy 3a BCeKu eTan oT npouenypata. Pesyntatute
OT NpoBepKaTa ce 3anMcBaT B CbOTBETHUTE PErUCTPU Ha CbbuTmsaTa.

AKO ce yCTaHOBAT noBpeaun nn Moandukaumm Ha oOpurMHanHuTe AaHHK, WeTuTe ce npemaxsart

Bb3MOXHO Ha-6bP30, CbrnacHo BbTpeLHUTe npouenypu n npasuna 8 EBPOTPBCT.

5.6 MNPOMAHA HA KIiOY HA JOCTABYUKA

[ocTaBunMKLT MOXe a NPOMEHM KItoYa, CbOTBETCTBALL Ha N3afeHo yaoCTOBEepPEeHUe, caMo KaTo
n3gage HOBO YAOCTOBEPEHME UM NOAHOBU TekywwoTo ¢ ,Re-Key”.

YacTHuAT Koy Ha YoocToBepsiBaly, opraH Moxe Aa 6bae NpoOMEHeH B Cryyan Ha:

» M3TMYaHe Ha cpoKa Ha BannaHOCT Ha CbMbTCTBALLOTO MY YOOCTOBEPEHME;

» BbBeXxaaHe Ha Hosu ycnyrn oT EBPOTPBCT, koMTo HanaraT npoMeHU B XapaKTepUCTUKUTE
Ha YacTHMA KoY  (HanpuMmep MPOMEHU CBbP3aHU CbC CUIYPHOCTTa U U3UCKBAHE 3a HOBW MPUIIOXMUMU

Kpuntorpadckn kombuHaumn).

lMpn npomMsiHa Ha YacTHUAT KMy Ha YpoctosepsiBawms opraH Ha EBPOTPBCT ce cnassaTt
cnegHuTe npaswna:

» YpocToBepsiBalWUAT OpraH, C YUATO KN4 ce NoAanucBaTt NoTpebuTenckuTe yaqocToBepeHus, n
YUNTO KNKOY e ©bae NPOMEHEH, cnupa msgaBaHETO Ha yaoctoBepeHusa 60 (wectaeceT) AHWM npeaun
MOMEHTa, B KOWTO OCTaBalluMsi nepuoj Ha BanuOHOCT Ha YacCTHWUSI K4 Ce M3PaBHW C NepuoabT Ha
BanMaHOCT Ha NOCNeQHOTO U3AaAeHo yaOCTOBEPEHME;

» Y[OocToBepsiBaWMAT OpraH, C YMWUTO 4YacTeH KIod ce nognmcBa Crvcbka CbC CMPEHU U
npekpateHn ygoctoBepeHus (CRL) u 4mnTo 4acTeH kniod wWe Obae NpoMeEHeH, npoabihkaBa Aa
nybnukyBa cnMcbuUM, MOANUCAHU CbC CTapusa YacTeH K4 OO MOMEHTa, B KOWTO M3Teye CPOKbT Ha

BanMAHOCT Ha MNOCNeAHOTO Ny6rMKyBaHO ya0CTOBEPEHNE.

5.7 KOMIMNPOMETUPAHE HA KNOYOBE U Bb3CTAHOBABAHE CJIE[] ABAPUN

Tasn yact ot ,[Mpaktukata npu NpefocTaBsiHe Ha KBaNUMUUMPaHW YOAOCTOBEPUTENHWU yCryrn®

onucea npoueaypute, nssbpwsaHm oT EBPOTPBLCT, npu aBapun (BKNIOYUTENHO NpUpoaHn 6encteuns)
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3a Ja ce Bb3CTaHOBM 0OcnyxBaHeTo Ha noTpebutenute. Tean npouenypu ce Wu3BbpLUBAT B
CbOTBETCTBUE C NpueT ,[1naH 3a Bb3cTaHOBABaHe nNpu 6eacrteus’.

3a cnyyauTe Ha HacTbNMna aBapus UMM 3annaxa OT HacTbMBaHE Ha aBapusa ca paspaboTeHu
npoueaypu 3a cnpaBsiHe C Te3n Heobu4arHu cMTyauumn 1M 3a Bb3CTaHOBSIBAHE Ha HOopManHaTta paboTta
Ha EBPOTPBCT. lNpu eBeHTyanHW 3annaxu 3a HacTbMBaHe Ha aBapun ce MnpaBuM aHanu3 Ha
HaNMYHOCTTa Ha KPUTUYHUTE pecypcu Heobxoammm 3a Bb3CTaHOBSIBaHe Ha cuctemarta. [lpaBart ce
TeKyLLUM OLEHKM Ha pasxoguTe 3a Bb3CTaHOBABaHe. Mima npouenypu 3a aBapun ¢ MHPOPMaUMOHHUTE
TEXHOMNOrMM 1 3a aBapum ¢ BusHec npouecute. Taka Hanpumep, B obnactta Ha MHPOPMALUUOHHUTE
TEXHOMOIMNKN, MMa W3NCKBAHMSI 33 CbXPaHEHME Ha CUCTEMHM XapOyepHU PEeCYpCH, W3UCKBAHWUSA 3a
CbXpaHeHNE Ha CUCTEMHMU [aHHW, KaKTO M 3@ CbXpaHeHWe Ha cneununyHn (HecTaHgapTHN) XapayepHu
pecypcu, pasnpenensiHe Ha cucteMHu (paboTHU) CTaHUUKW, UHTEPHET, UHTPAHET U T.H.

To3an nnaH ce TecTBa BeAHBX rOOMWHO M e 00ekT Ha obydyeHuMe OT CnyxuTenute Ha
EBPOTPDBLCT.

MnavbT Ha EBPOTPBLCT 3a Bb3cTaHoBABaHe cnep 6eAcTBMe e Cb3dadeH C uen ga ocurypu
MbMHO Bb3CTaHOBABaHe Ha Bcu4dku pyHkumm Ha EBPOTPBCT B pamkuTe Ha eHa cegmuua cnep kpusa,
3acerHana rnaesHute ctpyktypu. EBPOTPBCT manpobea cBoeTto obopyaBaHe B CTpyKTypaTta cu, 3a Aa
nogabpxa (yHKuuuTe Ha YOocToBepsiBallMa opraH n Peructpupallms opraH crnepj 3HadMma Kpuaa,
KoATO 6K cnpsina YHKUMOHMPAHETO Ha uanaTta CTpykTypa. Pesyntatute oT Te3n NpoBeEpPKM cryxaT 3a
OLUEHBYHU M MnaHMpawm genHocTu. Llenta e npu HeoGxoAMMOCT, HanpuMep crneg 3Hadmma Kpusa,

AenHocTTa Ha cTpykTypaTta Ha EBPOTPDBCT ga ce Bb3CTaHOBM KOMKOTO CE MOXE MO-CKOpO.

5.7.1 DEWCTBUA NPU ABAPUU

ApXMBHUTE [aHHW, CbAbPXAWM MHpOPMaUMs 3a WUCKaHMATa 3a wu3gaBaHe, ynpaBreHue u
npekpaTsiBaHe Ha YOOCTOBEPEHMWS, KaKTO M 3anucuTte Ha BCUYKM U3gadeHun yaoctoBepeHus B Gasarta
OaHHU ce CbXpaHaBaT Ha CUIYPHO N HaZEeXOHO MSICTO M ca Ha pasnonoxeHne Ha EBPOTPBCT npu
NMOMCKBaHe OT YNbSIHOMOLLIEHMTE NULa B Clyvan Ha Bb3HUKBaHe Ha aBapusi.

3a pgencteud npu aeapum EBPOTPBCT e paspabotun ,[naH 3a nsBbHpegHu cutyauun®, KOUTo
ce npoBepsiBa BeOHbX roA4MLLIHO.

EBPOTPBLCT TpsibBa ga Moxe ga OTKpue BCEKM Bb3MOXEH uHumgeHT. Crneg aHanms Ha
Cry4unoTo ce, uenTta e ga ce npegoTtspataT 6baewmn NHUMAEHTN, OCHOBAHU Ha CUCTEMHM FPELLKA Unu
CpVBOBE Ha YCrnyrn n TexHonorun. 3a ga ce nssbpn Bcudko toea, EBPOTPBCT Habntogasa BCUYKM
cuctemun n ycnyrn 6e3 npekbcBaHe (24x7), a CbLLO MMa Ha pasnosioxeHne TenedoH 3a nHdopmauns 1
NMOMOLL, KbAeTO noTpebutenuTte MoraT Aa yBeAoMsBaT 32 MHLUUOEHTU UM HEU3NPaBHW YCITyru.

MnaHbT nocoyBa NpuUBAM3MTENHOTO BpeMe 3a OTKPMBAHE Ha BCSKAKbB BUA WHUMOEHTW.

EBPOTPBLCT rapaHTupa, 4e BCekM MOTEHUMANEH MHUMAEHT MOxXe ga 6bae oTkpuT. [oCTaBYMKbT € B
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CbCTOSIHME Oa pasrpaHMyaBa pearieH MHUMAEHT oT chanwmea TpeBora. 3a TEXKATE WHUMOEHTU ce
cboblaBa Ha pbKoBOACTBOTO. [MnaHbT nocoyBa NpPUGNM3UTENHO BpemMe 3a YyBegoOMIIEHME W
noTebpkaaBaHe. Onpeaenst ponutTe u oTroBopHocTUTe. [laBa oLeHka Ha BMAa WUHUMAOEHT, NOAXOAALLO
BpeMe 3a peakuusi 1 nocneaeawm gencteus. Cvoutusita ce sannceat. [JokyMeHTMpaT ce NpuYnMHUTE 3a
MHUMOEHTA M MO KakbB HauMH TOM ce e oTpasun Ha edeKkTMBHocTTa Ha paboTtaTa. 3anuceaTt ce
npeanpueTnutTe Mepku (Bpeme 3a peakuus 1 BpeMe 3a Bb3CTaHOBsIBAHE Ha ycryraTa unm cuctemaTa u
T.H.). MNpegnaraT ce nogobpeHns. To3n nnaH NocoYBa KakbB TWUM apXMBUPaHe ce U3BbLPLUBA, HA KaKBU

WHTEpBanu, kbae a ce CbxpaHsiBa MHpopMaumusiTa U CTpyKTypaTa U T.H.

5.7.2 WHUMWAOEHTW, CBbP3AHU CbC CPUBOBE B XAPOYEPA, CO®TYEPA UWWINXA OAHHUTE

Lanata uHdopmaums npu kpaxba Ha xapayep, copTyep Wunn OaHHW ce npegasBa Ha
agMUHMCTpaTopa MO CUrypHOCTTa, KOWTO [AeNcTBa, B CbOTBETCTBME C BbBLTPELUHW npoueaypu,
paspaboTeHn oT EBPOTPDBLCT.

Tes3un npoueaypu ca CBbp3aHu C aHanu3 Ha cuTyaumsTa, pascrneaBaHe Ha MHUMOEHTa, Mepku 3a
MWUHMMU3NPaHe Ha nocneauumTe 1 HegornyckaHe Ha NogobHW MHUMAEHTN B 6baelle.

B cnyyan Ha cpuBoBe B xapayepa, codTyepa unv B AaHHUTE, [oCTaBYMKbT yBeAOMsiBa
noTpebutenute, Bb3CTAHOBSIBA KOMMOHEHTUTE Ha WH(pacTpykTypata M NpUOPUTETHO Bb3OOHOBSABA
poctbna go MNybnuyHms permctbp n Cnncbka cbe cnpeHn 1 npekpaTeHn ygoctosepernst (CRL).

3a TakmBa cnydyam EBPOTPBCT e paspabotmn ,llnaH 3a ynpaBneHMe Ha WHUMOEHTU .
[JocTaBuMkbT MMa nnaH 3a ynpaBfeHuWe Ha BCUYKM WHUMAEHTW, KOWUTO 3acdaraT HOPMariHoTo
yHKUMOHMPaHe Ha MHMPACTPyKTypata Ha nyobnuyHus kntod. To3u nnaH e B cboTBeTCcTBME C [naH 3a

6usHec, MnaH 3a HenpekbcHaToOCT U MNnNaH 3a Bb3CcTaHOBsIBaHe Npu 6eacTBuS..

5.7.3 KOMMPOMUTUPAHE UMW CbMHEHUE 3A KOMIMPOMETUPAHE HA YACTEH KIO4Y HA
YOOCTOBEPABALLUA OPIAH HA EBPOTPBCT

JocTaBunKbT nonara AbikuMara rpmka, 3a ga nogabpka HeENpekbCBaeMOCT U LUSINMOCTHOCT Ha
yOOCTOBEPUTESTHUTE YCIYIn, CBbP3aHn C YOOCTOBEPEHUSITA, KOUTO U3fgaBa, NogobpKa 1 yrnpasnsiea.

[ocTaBunMKbT nonara MakCUMarHu rpuwku B paMKUTE Ha Bb3MOXHOCTUTE U pecypcuTe cu, Aa
MUHMMM3NPA pUCKa OT KOMMNPOMETMPAHE Ha KINIYOBETE Ha YOOCTOBEpPSIBALLMTE CU OpraHu BCreACTBUE
Ha NnpupogHu 6e4CTBMS MU aBapuMn.

B cnyyar Ha KOMNpoOMETMpaHe WNNU CbMHEHME 3a KOMMPOMETUPAHEe Ha YacTeH KoY Ha
YpaoctoBepsiBaw, opraH Ha EBPOTPBLCT, ce npegnpuemaT cnegHuTe ENCTBUS:

» npekpaTsiBa ce He3abaBHO yOOCTOBEPEHMETO Ha OnepaTUBHUS OpraH;

» Y[pocToBepsiBalUUAT OpraH reHepupa HoBa ABoMKa KITHoHOBE N HOBO YAOCTOBEPEHMUE;
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» BCUYKM NOTPEOMTENN Ha yOOCTOBEPEHMS Ce MHAOPMMpAT 3a Cry4yuMnoTo ce He3abaBHO, C
nomoLLTa Ha cpefcTBaTa 3a MacoBO ocBefoMsiBaHe (MHdopmauusa Ha ctpaHuuata Ha EBPOTPBCT) u
eNeKTPOoHHa NoLua;

» uvHdOopMUpaT ce BCUYKM JOBEPSBALLN Ce CTPaHMU;

» yOOCTOBEPEHMETO, CbOTBETCTBALLO HA KOMMPOMETUPaHMA KoY ce Bnucea B Cnmvcbka CbC
cnpeHn n npekpateHn ygoctoepenuns (CRL), 3aeaHo ¢ noaxoasiia npuynHa 3a npekpaTsaBaHe;

» BCWUYKM NOTPeOMTENCKN yOOCTOBEPEHUS U34adeHN OT YAOCTOBEPEHMETO CbOTBETCTBALLO Ha
KOMMPOMETUPaHNS YacTeH KoY ce npekpataBaTt v 3anuceat B Cnmncbka CbC CMPEHU M NpekpaTeHu
yAOCTOBEpPEHME, KAaTO Ce NOCOYBa NOAXOAsLA NpMYMHa 3a NpekpaTaBaHETO UM;

» u13gaBaT ce HOBM YOOCTOBEPEHUS Ha 3acerHaTuTe notpebutenu;

» HOBUTE YOOCTOBEPEHUA Ha noTpebutenute ce u3gaBaT 3a cmeTtka Ha EBPOTPBLCT
(noTpebutennte He abrKaT Takca);

» u3BbpLUBA Cce He3abaBeH aHanv3 u U3roTes AokKag 3a npMynHaTta 3a KOMNPoMeTUPaHETO.

Te3n onepaumm ce M3BbLPLIBAT B CbLOTBETCTBME C NnaHa, paspaboteH ot EBPOTPBLCT, 3a
WHUMOEHTM CbC CcUrypHocTTa. To3u nnaH ce paspabotsa ot ekun Ha EBPOTPBCT noa pbkoBoaCTBOTO

Ha agMUHUCTpaTopa Mo CUrypHoCTTa K ce ogobpsiea oT CbBeTa Ha aupektopute Ha EBPOTPBCT.

5.7.4 HEMNPEKbCHATOCT HA BU3HECA U Bb3CTAHOBABAHE CJE[] ABAPUU

EBPOTPBLCT e paspabotun ,[lnaH 3a HenpekbCBAaeMOCT Ha AeEWHOCTTA® 3a cnyyaute Ha
Bb3HUKBaHe Ha aBapuu, KaTo HaNpMMep rofieMm CUCTEMHU UM MPEXOBU NpeKkbCBaHUA. To3n JOKYMEHT
ypexaa nogrotoekarta v npouecute, 3a Aa ce rapaHTMpa 3anasBaHeTo Ha genHocTtta Ha EBPOTPBLCT.
LlenTa e nocturaHe Ha NpMeMCTBEHOCT B AENHOCTTA Ha APY>KECTBOTO U 3awmTa Ha BmusHeca, koraTo ca
HanNU4yHW ronemMmn NPeKbCBaHNA Ha HopMarnH1UTe TbProBCKM onepaumu.

MonuTtukata 3a curypHocTt, kosato manbnHsaea EBPOTPBCT, B3ema nog BHUMaHue criegHute
3annaxu, BNuUsieln BbpXy HENPEKbCHATOCTTa Ha NPEeAOCTaBAHUTE YCNYrn:

» cpwuB B KomntoTbpHaTa cuctema Ha EBPOTPBCT, BKNIOUYNTENHO CPUB B MPEXKOBUTE pPeCypcu
- MOXe Aa HacTbNu Mo Cry4yaeH NbT;

» CcpuB B copTyepa, HEM3NPaBHOCT WK CNUpaHe Ha AOCTbNa A0 AaHHM — MOXe [a HacTbnu
ypes3 HenoaxXo4sALM NPUITOXKEHNSA UK 3noBpedeH codTyep OT noTpebutenu (HanpuMmep BUPYCHU, YepBen,
TPOSIHCKM KOHE);

» 3aryba Ha BaXXHW MPEXOBW yCryrn, cBbp3aHn ¢ uHTepecute Ha EBPOTPBCT — moxe ga
HaCTbNU NPY CPUB B €MNEeKTPOoNpeHocHaTa Mpexa;

» KOMMpOMETMpaHe Ha YacT OT Mpexara, usnonassaHa oT EBPOTPBCT 3a npegocrtaBsHe Ha

CBOMTE YyCrnyru.
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3a pa ce npepoTBpaTAT UNKM orpaHuMyaTt 3arybute OT ropHUTE 3annaxu, KaTto ajekBaTHa
nonutuka 3a curypHoct, EBPOTPBCT npeanpuema crnegHoTo:

» Bcuukun Tutynsapu/Cw3gaTtenu n 4oBepsiBallm ce cTpaHu aa 6baat nHopMmmnpaHm, Bb3MOXHO
Han-6BbP30 M NO HAYUH, KOMTO € Har-NOAXO0ASAL, 3a CbLLECTBYBALLOTO NOSIOXKEHME;

» perynsipHo ce cb3gaBaTt M apxMBMpaT KOMUS Ha BCUMYKM KOMMOHEHTUM OT MHQpPACTpyKTypaTta
Ha EBPOTPBLCT, kouTo ce cbxpaHsiBaT Ha Aobpe 3alumnTteHo n 6e3onacHo MSCTO;

» MNepuvoAMYHO Ce Cb3daBa pe3epBHO Konve Ha 0Gasata [aHHW, KOETO BKIYBaA BCUYKM
nogageHu WCKaHus, v3gafeHun, NOAHOBEHW W MpekpaTeHn yaoctoBepeHusi. PesepBHute konus ce
apxmBuMpaT M CbXpaHaBaT Ha gobpe 3awmTeHo 1 6e30MnacHo MSCTO;

» MNepuoanyHO ce Cb3aBa Pe3epBHO KOMME Ha BCEKM CbPBbLP;

» vacTtHute knoyoBe Ha EBPOTPBLCT ca pasgeneHn B CbOTBETCTBUE C Mpouenypute 3a
CUFYPHOCT 1 Ypes TanHo cnogensHe. Te ce AbpxaT OT LOBEPEHU NMua Ha CUTYPHO M 3alUTEHO MSACTO;

» noamsHaTa Ha pecypcuTe ce OCbLUEeCcTBSABA MO HaYMH, KOMTO MO3BOSISIBA Bb3CTaHOBSABAHE Ha
Han-HOBUTE OaHHW.

Mpouenypute 3a Bb3CTAaHOBSIBAHE Ha cucTemaTa Crnef aBapuu ca TecTBaT BbpXYy BCeEKU
KOMMOHEHT Ha TexHonorm4yHata cuctema Ha EBPOTPBCT Haln-manko BeAHbX roguilHo. Te3n TectoBe
Ca 4yacT OT BbTPELLHUS OOMT.

AKTyanusaumsa Ha codTyepa € Bb3MOXHa caMoO crnef npoBexpaHe Ha WHTEH3MBHU TecToBe B
TecToBa cpefa u OEWCTBMS B CTPOro CbOTBeTCTBME C onmncaHuTe npoueaypu Ha EBPOTPDBLCT. Beska
npoMsiHa B cucTemaTa U3MckBa Cbrinacue v npuemaHe ot agMuMHUCTpaTopa No CUrypHoCT.

Mpu BCAKO Bb3CTaHOBSAIBaHe Ha cucTtemarta cneq 6encteue, agMUHUCTPATOPBLT MO CUIypHOCTTA
UM CUCTEMHUAT aAMUHUCTPATOP M3NbIHABAT CrEegHOTO:

» MPOMEHST BCUYKN U3NON3BaHM Npean ToBa Naposnu;

» npemaxsaTt BCUYKM NpaBa 3a AOCTbMN 4O pecypcuTe Ha cuctemara;

» npomMmeHsaT Bcuukm kogoBe M [MMH Homepa, cBbp3aHM C  U3MYECKMa [OCTbN A0
CbOPBXKEHMATA U KOMMNOHEHTUTE Ha cucTemaTa;

» aKo Bb3CTaHOBSIBAHETO OT aBapudTa BKIOYBA NpeuHcTanaums Ha onepauMoHHaTa cucrtema
M nomoLleH codTyep, Bcudkn IP agpecn oT cuctemaTa u HEMHUTE NOAMPEXN Ce MPOMEHAT;

> npernea Ha aHanu3 Ha NpuYMHUTE 3a GeacTeuaTa.

5.8 MNPEKPATABAHE HA JEMHOCTTA HA EBPOTPBLCT

3agbikeHusiTa, onMcaHu No-f4ony, ca paspaboTeHu, 3a Aa MUHUMU3MPAT MPEeKbCBaHWSTa B
AeiHoCcTTa Ha noTpebutennte W [OoBepsiBallMTE Ce CTPaHW, MpoM3TMYalUM OT peLUeHneTo Ha

EBPOTPBLCT ga npeyctaHoBu paboTa.
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5.8.1 WU3UCKBAHMA, CBbLP3AHW C MPEXOOA OO NMPEKPATABAHE HA OEMHOCTTA HA
AOCTABYMKA

Mpenu yooctoBepsBallmsa opraH ga npekpatn ycnyrute cu, TOM € AnbXeH aa:

» yBegomsaBa OpraHa no Haa30p 3a CBOETO HaMepeHue Aa npekpaTtu ycnyrute cu, B Criydam Ha
ncKk 3a obsBaABaHe Ha ApPYXKECTBOTO B HECBbCTOATENHOCT, ob6gaBfABaHe Ha OPYXKeCcTBOTO 3a
HeOJencTBUTENHO WNKU 3a OPYro MCKaHe 3a npekpaTsiBaHe, WM 3a 3anoyBaHe Ha npouedypa no
nukBngauunsa. YsegomneHveTto criegBa ga 6bae HanpaBeHo 4 (4eTvpu) Meceua npeau AoroBopeHaTa
AaTta Ha npekpaTsBaHe;

» yBedomu (Har-manko 4 meceua npegn ToBa) CBOMTE nOTpebuTenu 3a pelleHneTo Ada
npekpaTu NpeaocTaBaHUTE OT HEro YCIyru;

» TMpPOMEHN cTaTyca Ha CBOUTE yOOCTOBEPEHMS,;

» npekpaTh BCUYKM yOOCTOBEPEHMSI HA NOTpebuTenute B paMkuTe Ha obsiBeHWUs nepuog 3a
npekpaTtsiBaHe Ha OEeNHOCTTa;

» yBEOOMW BCUYKM CBOM NOTpebuTenu 3a npeyctaHoBSABaHE Ha yCnyruTe;

» npaBu TbProBCKN pasyMHW ycunus, 3a ga ceefe 40 MUHUMYM HapyLlaBaHeTO Ha MHTepecute
Ha noTpebutenure;

» U13BbpLLBA HeobxoaMmmuTe AencTBus, 3a ga moxe OpraHa no Haasop Aa nogabpxa Cnucbka
CbC CNpeHn n npekpateHn ygoctoseperuns (CRL).

Ako Pernctpupaly, opraH KaTto BbHLUHA OpraHu3auusi, € B3ena pelleHwe 3a npekpaTaBaHe Ha
npegctasmtencteoto Ha EBPOTPBLCT no noBog npenoctaBsHM YAOCTOBEPUTENHU YCNyru, TOW €
ONbXeH ga:

» yBegomn EBPOTPBLCT 3a cBoeTo HamepeHue ga npekpatu erHOocTTa. YBeOOMIEHUETO
cnepnBa fa 6bae HanpaBeHo 4 (4eTupun) Mecela Npean oroBopeHarTa gata Ha npekpaTsBaHe;

» npegasa Ha EBPOTPBCT uganoctHata OoKyMeHTauusi, cBbp3aHa ¢ 0OCnyXBaHETO Ha

I'IOTpe6I/ITeJ'II/ITe, BKIMKOYUTENTHO apXuBa U AaHHUTE 3a OOUT.

5.8.2 MPEXBBLPNAHE HA [JEAHOCT KbM [OPYI OOCTABYMK HA KBANMU®ULIMPAHU
YOOCTOBEPUTEJIHU YCITIYTU

3a pga ce ocurypm HenpeKbCHATOCT Ha M3gaBaHe Ha KBanuuuupaHn yaoCTOBEPUTENHU YCNyrn
3a notpebutenute, EBPOTPBCT moxe ga nognuiwe cnopasyMmeHue ¢ gpyr KBanuduuvpaH ocTaBumK
Ha ygocTtoBeputenHu yenyru. B to3m cnyyan, EBPOTPBCT:

» yBepomsiea OpraHa no Hag30p 3a HaMepeHMETO CK, HE NO-KbCHO OT 4 Meceua nNpeau gatara

Ha npekpaTsiBaHe U NPexBbpIIsiHE Ha AeNHOCTTa;
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» nonara BCUYKM YyCUNUA W TPWKK, 3a [a Npoabiku OencTBUMEeTO Ha wusgageHuTe
noTpebuTenckn ygqocToBepeHus:;

» yBegomsiBa nucmeHo OpraHa no Haasop u MoTpebutennTte, Ye genHoCcTTa My ce noema oT
ApYr peructTpupaH A40CTaB4YMK, KakTo U OTHOCHO HaMMEHOBAHNETO My. YBEeOOMIIEHMETO ce nybrnvkyBa B
WHTepHeT cTpaHuuaTta Ha EBPOTPBCT;

» yBegomsiBa [loTpebutennte OTHOCHO YycrnoBuATa MO NOAAPbBXKKA Ha NpexBbprieHnTe
yAOCTOBEPEHNS KbM NpremMawmns [JocTaByuK;

» TMNpOMEHsi cTaTyca Ha onepaTtvBHUTE YOOCTOBEPEHMS W HaAMeXHO npejasa udnarta
AOKyMEHTauusi, CBbp3aHa C AeNHOCTTa CM Ha npuemawms [JocTaBymK, 3aeQHO C BCUYKM apXUBW, KaKTO U
BCUYKM M3Ja0EHN YOOCTOBEPEHUS (BanNuaHW, NpekpaTeHn n CnpeHn);

» UM3BbpLUBA HeobxooMMmnTe OEWCTBUS 3a NPEXBbPIAHE Ha 3a4bIDKeHUsaTa No NogapbXka Ha
NMHopMaumaTa KbM npuemaiyma [JocTaBymk;

» NpexBbpns ynpaBneHWETO Ha Beve usgageHuTe yaoCTOBEpPEeHUs 3a KpanHu noTpebutenmu
KbM npuemaiums [JoctaBymk;

MpuemawuaTt JoctaBumMk noema npasata U 3agbiikeHusaTa Ha EBPOTPBCT c npekpaTeHa
OEeNHOCT 1 NpoabiikaBa Aa ynpasnaBa akTUBHUTE yOOCTOBEPEHUS A0 Kpas Ha TAXHOTO OeNCTBMIE.

ApxvebT Ha EBPOTPBCT c npekpateH ctatyc TpsibBa ga 6bae npepageH Ha [JocTaBuuka,

npunen AenHocTTa.

5.8.3 OTHEMAHE HA KBAJIM®ULUPAH CTATYT HA EBPOTPBCT WIN HA
KBAJTIMOULIMPAHUA CTATYT HA CbOTBETHA YCNYTA

Mpn oTmMsHa Ha kBanuduumpanus ctatyt Ha EBPOTPBCT unu Ha Hsakos OT NpeaocTaBsaHUTE OT
Hero yaoCTOBEPUTENHN YCNyri, TOM U3BbPLUBA CNEOHOTO:

» yBegomsiBa notpebutenute cu 3a NPOMEHEHUS CU CTaTYT UMW TO3U, Ha CBOUTE YCNyru;

» TMpOMeHs cTaTyca Ha CBOUTE YAOCTOBEPEHUS;

» npekpaTsaBa BCUMYKM KBanuduumpaHu yYOOCTOBEPEHUSI HA NoTpebutenute cu B MOMEHTa OT
BMNM3aHe B cuna Ha NpoOMEeHeHWs CTaTyT;

» npaBu TbProBCKM pasyMHU YyCunud, 3a ga ce cBede OO0 MWHMMYM HapyllaBaHeTO Ha
WHTEepecuTe Ha noTpebutenuTe;

» usnnawa KomneHcauumum Ha notpebuTtenuTe, NPONoOpUMOHarHM Ha OcCTaBalusa nepuos Ha

BaNMMAHOCT Ha yaoCTOoBepeHudTa.

6 YNPABJIEHUE U KOHTPOJ1 HA TEXHUYECKATA CUT'YPHOCT
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Tasu vact ot ,,npaKTI/IKaTa npn npegocrtaBdaHe Ha KBaJ'II/Id)I/ILI,I/lpaHI/I yOOCTOBEPUTEITHU yCJ'IyFI/I“
onucea npouenypute 3a reHepupaHe 1 ynpasieHne Ha KpI/II'ITOFpa(*)CKVITe KIKo40oBE N CBbP3aHUTE C TAX

TEXHNYECKN U3NCKBAHWUA.

6.1 TEHEPUPAHE N UHCTANUPAHE HA JBOVKA KITIOYOBE

Kpuntorpadpckute OBOVKM KnoyoBe 3a onepatvBHuTe yaocTtoBepeHus Ha EBPOTPBCT ce
reHepupaTt U MHCTanupart CbIfacHO UHCTPYKUMMTE U npoueaypuTe B TO3W AOKYMEHT. [[eHepupaHeTo ce
ocblecTBABa oT oBnacTteHn nuua ot EBPOTPBCT. 3a cb3gaBaHe Ha nognuc ce ManorsBa 3aljuTeH
MEXaHn3bM, CbC 3aluTteH npodun, onpedeneH B CbOTBETCTBME CbC TEXHMYECKU cneumdmkauuu,
onpeaenswim HMBa Ha CUrypHoCTTa.

[ocTaBuUMKLT M3MOn3Ba CBOUTE YaCTHW KIHOYOBE CaMoO 3a Lenute Ha OerHOCTTa CU, KaKTo
cnepga:

» [a nognvicea msgaBaHWTE onepaTMBHU YOOCTOBEPEHUA Ha YAOCTOBepsiBallUTe OpraHn B
CBOSATA MHAPPACTPYKTYPA;

» pa noanucBa wusgaBaHuTe W nybnukyBaHn Cnucbuu CbC CNpeHM U NpekpaTeHu
yooctoBepeHus (CRL);

» p[a nognuceBa BCUYKM  M3gageHn W nyOnukyBaHW YOOCTOBEPEHWUS 3@  E€NEKTPOHEH

nognuc/neyat Ha lNoTpebutenute.

KpunTtorpadckata ABOMKa KrtovoBe (YacTeH m nybnuyeH) Ha mM3gaBaHUTE yOoOCTOBEPEHMS 3a
enekTpoHeH nognuc/neyat B nHdpactpyktypata Ha EBPOTPBCT ce reHepupa KakTo cnegsa:

» ot Tutynaps/Cb3gatens, ¢ xapayep v codpTyep, KOUTO e nof HeroB KOHTPOr, HO € ogobpeH
ot EBPOTPBCT;

» Ot onepatop Ha Peructpupawms oprad Ha EBPOTPBCT, ¢ xapayep v codbTyep, KOUTO € nog
KOHTpona Ha uHippacTtpyktypata Ha EBPOTPBCT,;

» Ot EBPOTPDBCT, korato nsgaBaHeTO Ha YAOCTOBEPEHUATA Ce 3asBsiBa OTAanevyeHo, vpes

MOOMNHoTo NpunoxeHne Ha EBPOTPBLCT.

3a reHepupaHeTO Ha [ABOWKa K/YOBE Ha KBannUUMpPaHO yOOCTOBEPEHUE 3a eneKTPOHEH
nognuc/neyaTt BUHaruM ce M3non3Ba YCTPOWCTBO 3a Cb3gaBaHE Ha EnekTPOHeH nognuc/mevaT, CbC
3awmteH npodun cbrnacHo PernameHT (EC) Ne 910/2014.

Camo enekTpoHHM nognucu/neyaT, Cb3gadeHn C YacTeH K4 Ha ABOVKA KIMYOBE reHepupaHu
B YCTPOWCTBO 3a Cb3faBaHe Ha KBanuduvuupaH enekTpoHeH nognuc/mevaT uMMmaT XxapakTepa Ha
KBanuduumnpaH enekTpoHeH noanuc/neyar.

Tutynapsat/Cbu3gaTenaT ce 3agbihkaBa Aa W3MNon3ea nuueHaupaH codTyep 3a pabota ¢
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YCTPOWCTBO 3a Cb3aBaHe Ha eNeKTPOHEH noanuc/neyar.

6.1.1 TEHEPUPAHE HA OJBOWKA KNIOYOBE HA YOOCTOBEPSIBALL, OPTAH

HocTaBunkbT reHepupa ABoukn kpuntorpadckm (RSA) knovoBe Ha 6a30BMA U Ha onepaTuBHUA
YpoctoBepsaBalLm opraHy KaTto u3nonssa xapayepHa kpuntocuctema (HSM/Hardware Security Module)
C HMBO Ha curypHocT FIPS 140-2 Level 3 nnn no-Bucoko, cbotBeTHO CC EAL 4+ nnuv no-B1coKo.

Otopusmpann nuua ot nepcoHana Ha EBPOTPBCT uanbnHABaAT CTBLMKUTE MO FEHeEpupaHe,
WHCTanupaHe 1 CbXpaHsiBaHe Ha [ABOWKUTE KrtoyoBe Ha 6a3oBMS M Ha onepaTMBHUSA YOOCTOBeEpsiBALLM
opraHu, cbotBeTHO ,Evrotrust RSA Root CA* u ,Evrotrust RSA Operational CA" cbrnacHo
AOKyMeHTMpaHa BbTpeLLHa npoueaypa, cbrnacysaHa n yTBbpAaeHa ot pbkoBoactsoto Ha EBPOTPBLCT.

Mpouenypata ce wu3NbNHABA B NPUCBLCTBME Ha 4neH Ha CbBeTa Ha AWPEKTOpUTE Ha
EBPOTPBCT.

Mpeon pa ce reHepupa 6asoBa gBovika kntoyoBe Ha EBPOTPBLCT ce npaBu npouegypa 3a
Joctbn Ao uHcTanupaH kpuntomogyn (HSM/Hardware Security Module), kaTto ce reHepupart
CaMOCTOSITENTHO U HE3AaBUCMMO €AMH OT APYr CUMETPUYHWN KIOYOBE, KOMTO Ce CbXPaHSABAT Ha TOKbHW,
3almMTeHn ¢ nepcoHaneH naeHtudukaumoHeH Homep (PIN) 3a goctbn. Bceku oT onepaTopcknte TOKbHU
CbabpXKa YacT OT KI4YoBeTe 3a AOCTbN A0 Kpuntomoayna. 3a ynpaBfeHue Ha CbXpaHsiBaHWUTE B
Kpuntomogyna 4actHu kntodoBe Ha EBPOTPBLCT ca HeobxogMmm gBa OT YeTUpPU KOMMSEKTa € TpuTe
ponn onepaTtopckn TOKbHU U cboTBeTHUTE PIN 3a gocTbn.

KogoBeTe 3a 4OCTBHMN A0 YaCTHUSA KITHOY Ca HE3aBUCMMO MNOAeNeHn Mexay OTopusnpaHu nuua ot
nepcoHana Ha EBPOTPBCT, ¢ orneg Ha HEBL3MOXHOCT 3a MepcoHanHa akTuBaumsa Ha goctbhna Ao
CbOTBETHUSA YaCTEH KIItou.

Cb3gageHuTe YacTHU KNioYoBe Ha YA0CTOBEpsiBaLLUTE OpraHy Ce CbXpaHsBaT pasgenHo BbpXy
OTAENHM YCTPOWCTBa 3a Cb3daBaHe Ha kBanuduumpaH enekTpoHeH Noanuc, BCAKO OT KOUTO € MnoA
KOHTpONa Ha noBeye OT €A4HO OoTopu3MpaHo nuue oT nepcoHana Ha EBPOTPBLCT. PasgenHoto
CbXpaHEeHMe Ha YacTHUTE KIHYOBE U UHOANBMAYANHUAT KOHTPOM Ha AOCTbMN 40 CbXPaHsiBAHUTE YacTu Ha
YacTHW KMKYOBE Ha Y[OocToBepsiBalMs OpraH B OTAENHUTE YCTPOWCTBa 3a Cb3haBaHe Ha
KBanuduumpaH enekTpoHeH/neyaT He NO3BOMsiBa Te3n KNo4voBe Aa 6baoaT KOMNpoOMeTupaHu w/vnu

HepernameHTMpaHo penpoayuunpanun n3svH EBPOTPBCT.

6.1.2 TEHEPUPAHE HA JBOUKA KITIOYOBE HA TUTYNAP/CBH3OATEN

[BownkaTta kntovoBe Ha Tutynap/Cv3gaten Ha kBanuduuMpaHO yoOCTOBEPEHME 3a ENEKTPOHEH
nognuc/neyaTt ce reHepupa camo B opobpeHo ot EBPOTPDBLCT ycTponcTtBo 3a cb3gaBaHe Ha

eneKkTpoHeH nognuc/nedat (BbHLUHO), MPOBEPEHO 3a HMBO Ha CUIYpPHOCT M 3a ycnelwHa paboTta npes

Print and Edit Evrotrust Technologies Inc.. Page 89 of 147




MPAKTUKA MPU NPEAOCTABSIHE HA elDAS-CPS
c I‘Otru St KBANU®ULIMPAHWU YAOCTOBEPUTESNTHU YCNYTU For public use

Regulation 910/ 2014 CERTIFICATION PRACTICE STATEMENT Version —2.1
elDAS FOR QUALIFIED CERTIFICATION SERVICES 13.04.2017

UHTepdencuTe Ha UHdpacTpykTypata Ha EBPOTPBCT.

KoraTo gBownkata krntodoBe ce reHepupa npu EBPOTPBCT, BMHaru ce M3nonasea ycTpOMUCTBO 3a
Cb30aBaHe Ha eneKkTpoHeH nognuc/neyaT. YacTHUAT KNOY Ha reHepupaHaTa 4BOWKa KIo4YOBE HE MOXe
Aa 6bae n3BeadeH OT YyCTPOMCTBOTO.

KOHTpONbT Ha YacTHUA KoY € Ypes Ko 3a JOCTbN. TUTYNapaT ua3nonsea KoagbT 3a AOCTbN 0
YCTPOWCTBOTO, C Len [a OCbLIEeCTBM OOCTbM A0 4YacCTHMA KIOY 3a Cb3gaBaHe Ha KeBanuduvumpaH
€NeKTPOHEH nognuc/neyar.

Korato gBonkarta kniovoBe ce reHepupa npu Tutynsap/Ce3gaten, [ocTaBuvkbT npenopbysBa
NnocneaHundaT ga uanona3ea o4obpeHo YCTPONCTBO, B MHpacTpykTypata Ha EBPOTPBCT 3a cb3gaBaHe
Ha KeBanudumumpaH €enekTPoHeH nognuc/nedar WM  EeKBUBANIEHTHO TakOBa, OTroBapsWo Ha
n3ncksanunsaTa Ha PernameHT (EC) Ne 910/2014 1 cbBMecTuMo ¢ nHdpacTpyktypata Ha EBPOTPBCT.

B cnyyauTe, koraTo reHepupaHeTo Ha JBOWMKaTa Kro4voBe Ce OCbLLEeCTBABA Npu TUTynsaps mnu
Cobs3paTens, CbWMAT HOCUM MbfHATa OTFOBOPHOCT MO 3awMTata Ha 4YacTHUS KoY, ¢ uen
npegoTBpaTsiBaHe Ha HEroBOTO KOMMpoOMEeTUpaHe, paskpuBaHe, MoauduumpaHe, 3aryba unu
HepaspelleHO nonssaHe. Tutynapat/Cb3gaTensaT HOCU OTFOBOPHOCT 3a MPOMYCKM UMM AeNCTBUA Ha
YMBbAHOMOLLEHN OT TAX Nnuua, KOUTO ca AenervpaHu ga reHepupart, NassaT UM cbxpaHsBaT TexHuTe

4YaCTHW KIto4oBe.

6.1.2.1 OTRAJIEYEHO FrEHEPUPAHE HA [1IBOUKA KITHOYOBE

Cospatenat/Tutynapat msnonssa npegoctaseH oT EBPOTPDBCT cneumanusmnpaH codtyep,
ype3 KOWTO Ce peanuaupa npoueca NO reHepupaHe W ynpasfeHuMe Ha KpunTorpadckata OBOWKa
Knto4oBe.

'eHepupaHeTo, N3NON3BaHETO M CbXpPaHABAHETO Ha YaCTHWUS KoY € C MHOro BMCOKO HMBO Ha
CUrYPHOCT, KOETO € rapaHTupaHo OT camumda HocuTen. Ton e HagexaHo 3aluTeH MNoCcpeacTBOM
nepcoHaneH naeHtngukaumoHeH Homep (PIN), koMTO € nsBecteH camo Ha Tutynaps/Cw3gatens.

Co3patenat/Tutynapat reHepupa efekTpoHHa 3asiBka 3a KBanuduumpaHo yOoCcTOBEpeHue B
PKCS#10 dopmart 1 s usnpawa Ha EBPOTPBCT. CbwrnacHo npenopbkute Ha RFC 2314 - PKCS#10,
ASN.1 dpopmaTbT 3a enekTpoHHa 3asiBka cbabpxa DN, nybnuueH ko4 n gpyrn atpubyTn, KaTto BCUYKK
Te ca NoAnucaHn C YaCTHUSA KITHoM.

[iBoKKa Kno4yoBe MOXe [a ce reHepupa oTganevyeHo, nNpu 3asiBaHe Ha oTA4anevyeHo u3gaBaHe Ha
yAOCTOBEpPEHME 3a KBanuuumpaH enekTpoHeH nognuc/neyat. B To3m cniyyai kntovoBeTe ce reHepupaT
B XapAyepeH KpunToMoaysl U YaCTHUAT KIHOY Ce CbXpaHsaBaT B KpUNTUPaH OT noTpebuTens ¢ HeroBus

MNH-koa 3a gocTbn BUA.

6.1.3 OOCTABKA HA YACTEH KIJ1tO4 HA NMOTPEBUTENA
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Korato paBorikaTa kntoyoBe ce reHepupa npu EBPOTPDBCT, Tutynapat/Cbhb3gatensat vnm
YMbSIHOMOLLLEHO OT HEro Nuue noslydaBa YacTHUA KoY U U30afeHoTO KBanuumumpaHo yaocToBepeHmne
BbpXy YCTPOWCTBO 3a Cb3[daBaHe Ha enekTpoHeH noanuc/nedat B Peructpupawmsa opraH Ha
AOCTaBYMKa.

Mpyn nbpBOHaAYanHO wu3gaBaHe Ha YOOCTOBEPEHWE BbPXY YCTPOMCTBO 3a Cb3faBaHe Ha
eNeKTpOoHeH nognuc/neyaT, npean reHepupaHe Ha ABOWMKa Krno4voBe, YCTPOMCTBOTO Ce UHUUManusvpa m
ce cb3gaBaT crnegHuTe kogose 3a poctbn: [lotpebutenckn ("User") n AgmuHuctpaTtuseH ("SO").
Cob3paBar ce CblLUO KOAOBE 3a NepcoHaneH OOCTbM A0 YacTHMSA KoY 1 3a AebriokupaHe Ha 6riokupaHo
YCTPOWNCTBO.

Hauannuat [loTtpebutencku mn AOMUMHMCTpPaATMBEH KOO 3a OOCTbM W 3a AebnokupaHe Ha
YCTPOWCTBOTO Ce MnpeaocTaBaAT Ha Tutynaps/Cb3gartenss unn Ha ynmbiIHOMOLLEHOTO OT HEro nuue B
3anevyaTeH, Henpo3payeH XxapTUeH NIKK.

Tutynapat/Cb3gatenat € 3agb/KeH Ha CMeHW CBOsi MbpBOHauvaneH [loTtpeburtencku kog 3a
AOCTbN A0 YCTPOMCTBOTO nocpeactsoM codptyepa, KOMTo ce npepoctaBsa ¢ Hero. EBPOTPBLCT
npenopbyBa Tutynaps/Cov3parens na cMeHs NepMoanyHo cBos Motpebutenckn koa.

B cnydan Ha onpegeneH 6pon HeycnewHu oNMTU 3a BbBEXAaHe Ha KOPEKTEH KOA 3a A4OCTbN A0
yacTHMs Knd Ha Tutynapa/Ce3gatens, [ocTbnbT O Hero ce Onokvpa. B TakMBa cnyyam
Tutynapsat/Cov3gaTtenaT Tpabea ga n3nonasea NpeaocTaBeHUAT My CbOTBETEH Ko 3a AebrnokmpaHe.

FopHUTE npouedypu He ce npunarat nNpyM oThaneyeHo wusgaBaHe Ha KeanuduumpaHo
yaoctoBepeHue npes MmobunHoto npunoxenne Ha EBPOTPBCT. B To3m crnyyan gsownkaTta Kni4doBe ce
reHepupaT B xapayepeH kpuntomoayn Ha EBPOTPBCT, a yactHuat kntod ce kpuntupa ¢ NNH-koga Ha
Tutynaps/Covsgatensa. EBPOTPBLCT He cbxpaHaBa nHdopmaumsa 3a NMNH-koga. Chwndar ce nsnonssa

oT I'IOTpe6I/1TeJ'I$I camo B MOBMMHOTO npunoxeHme n camMmo 3a BpemMmeTo, npe3 KoeTo ce n3nosns3ea.

6.1.4 [OOCTABKA HA NYBJIMYEH KIOY OT MOTPEBUTEN HA JOCTABYMUK

M3nbnHsBa ce eguMHCTBEHO OT Tutynap/Cb3garten, npu KOMTO Ce reHepupa OBOMKa KITHYOoBE U
KOWTO crnedpa ga gocTtaeu cBos nyonunyeH knod Ha EBPOTPBLCT 3a HyxxanTe Ha npoueca Ha usgaBaHe
Ha KBanuuumpaHo ygocToBepeHme.

Tutynapsat/Cv3gaTtenaT goctass, 4dpe3 Peructpupawma opraH Ha EBPOTPBCT, nybnuuHmns
KN4 OT reHepupaHaTta [BoMKa KITlo4oBe, Ypes 3asiBKa B eNeKTpoHeH dopma, uminto hopmat e PKCS #
10. 3aaBkaTa cbabpxa NyGrvyeH KoY 1 e nognucaHa enekTpoHHO C KOpecnoHAUpaLLMsa YacTeH KIHou.
Upes npoBepka Ha goctoBepHocTTa Ha nognuca EBPOTPBHCT moxe ycTaHOBM M OOCTOBEPHOCTTA Ha
n3npaTeHns NyernmyeH Krou.

Tutynapat/Cb3natenaT MoXe Oa NPeaocTaBM enekTpoHHaTa 3asiBka Ha HOCUTEnN, NUYHO B
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Peructpupalums opraH, 3aeiHO ¢ ApyruTe JOKYMeHTU cbrriacHo Monutukata Ha EBPOTPBCT unu upes
ctpaHuuata Ha EBPOTPBLCT B UHTEpPHET.
PeructpupawmaTt opraH Ha EBPOTPBLCT 3agbimkMTenHO NpaBu MpoBepka Ha AbpXaHETO Ha
YyacTHus kntod oT Tutynaps/Ce3gaTtensa n NOTBbPXKAaBa MCKaHETO 3a KBannuumMpaHo yaoCTOBEPEHME.
FopHUTE npouedypu He ce npunaraT nNpy oThaneyvyeHo wusgaBaHe Ha KBanuduumpaHo

yaocToBepeHune npe3 mobunHoto npunoxenne Ha EBPOTPBCT.

6.1.5 HOOCTABKA HA NYBJIMYEH KIntOY HA 1OCTABYUKA HA OOBEPABALUUTE CE CTPAHU

My6bnuynmute «kmoyoBe Ha EBPOTPBCT ca nybnukyBaHW B YAOCTOBEpeHWUsiTa Ha
YpoctoBepsBawums oprad Ha EBPOTPBCT BbB chopmat X.509 v.3.

YpocTtoBepeHusitTa ca nybnukysaHn u SOCTbMHM B xpaHunuweTto Ha EBPOTPBCT Ha apgpec:
https://www.evrotrust.com .

Bcsaka [oepsiBawa ce cTpaHa wusrpaxga posepue kbm EBPOTPDBLCT, kato npueme w

WHCTanmpa B CUCTeMUTE NOL HEVMH KOHTPOS onepaTusHute ygoctosepeHus Ha EBPOTPBCT.

6.1.6 AOBIDKMHA HA KITFOYOBE

ObmknHata Ha 6asoBusa kniod Ha EBPOTPBLCT ,Evrotrust RSA Root CA“ e 4096 6uta, c
NpUNoXmnma KOMBUHaLMS Ha aCUMETPUYHM M XeLw anroputMin: sha384-with-RSA.

[ObmkMHaTa Ha ABOKMKaTa KIYOBE Ha onepaTMBHUS YaOocToBepsiBalw, opraH ,Evrotrust RSA
Operational CA" e 2048 6uTa, C Npunoxmma KOMObUHaUNs Ha aCUMeTPUYHU U XeLw anroputMn: sha256-
with-RSA .

[bmkMHaTa Ha ABoKKaTa KN4voBe Ha onepaTtuBHUTe opranu ,Evrotrust TSA", ,Evrotrust RSA QS
Validation" n ,Evrotrust RSA Validation" e 2048 GuTa, ¢ NpunoXxuma KoOMOMHaLUMs HA aCUMETPUYHU U
xewl anroputmun: sha256-with-RSA.

[ObmkMHaTa Ha [BOMKA KIOYOBE 3a €enekTpoHeH nognuc/nedar Ha Tutynap/Cwagarten,
reHepupaHa 4dpe3 uHdpactpyktypata Ha EBPOTPBCT e 2048 Guta, ¢ npunoxuma koMOGuHauus Ha
acUMeTPUYHM 1 xel anroputmu: sha256-with-RSA.

HesaBncnmo KbOe e reHepupaHa [BouvKaTa KIlYoBE 3a wM3gaBaHe Ha yaoCTOBepeHue 3a
eNeKTPOHEH nognuc/neyar, KNioYbT TpsbBa Aa € ¢ Ab/MkMHa Han-manko 1024 6uta 3a anropntmn RSA v
DSA, n 160 6uta 3a anroputmn ECDSA.

6.1.7 NAPAMETPU HA NMYBJIMYEH KITlO4

MapameTpute Ha NyGRMUYHWMA KMOY Ca MOCOYEHM B YAOCTOBEPEHWETO, KoeTo [1oCTaBuMKbT
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n3gaBa 3a T03M NyGRMYEH KITHou.

Tutynapat/Cb3gaTenaT Ha KrwyoBa OBOWKA € OTFOBOPEH 3a MnpoBepkaTa Ha KayecTBOTO Ha
napameTpuTe Ha reHepupaHus YacTteH Knod. Tor e gnbXeH Aa npoBepu CrocobHOCTTa Ha Kroya aa
KpMNTUpa 1 AEKpUNTMpa, BKIOYUTENHO Aa Cb3[daBa eNeKTPOHEH MOAMUC M Aa M3BbpLUBa NpoBepKa Ha
TaKbB.

M3nonaBaHaTa cpefa 3a reHepupaHe U CbxpaHsiBaHe Ha KNto4oBETE HA OCHOBHUTE KOMMOHEHTH
B MH(pactpyktypata Ha EBPOTPBLCT ,Evrotrust RSA Root CA", ,Evrotrust RSA Operational CA",
.evrotrust TSA" wn ,Evrotrust RSA QS Validation" e kpuntomogyn (HSM) ¢ yaoctoBepeHO HMBO Ha
curypHocT FIPS 140-2 Level 3 n CC EAL 4+, koeTo yOoBneTBopsiBa MNPUINOXMMUTE HOPMATUBHU
N3NCKBaHUS.

YcTponcTBata 3a Cb3gaBaHe Ha KBanudumumpaH enekTpoHeH nognuc/neyaT M ocurypeHaTta
cpefa 3a reHepupaHe N cbxpaHsiBaHe Ha krtoyoBeTe Ha Tutynaps/Cb3gartensa ca ¢ HABO Ha CUMYPHOCT
CC EAL 4+ n FIPS 140-2 Level 3.

Bcuukm yctponctea ns3BbH nHgpacTpyktypata Ha EBPOTPBCT, konto notpebutenute morat ga
n3nonseaTt, 3a Aa reHepupaT [BOWKa KMIOYOBE WM A CbXpaHsiBaT YaCTHUA KW 3a eneKTPOHEH
noanuc/neyart, TpsbBa ga ca ceptuduumpaHn 3a HMBO Ha curypHoct CC EAL 4+ un no-Bucoko

eKBMBalri€eHTHO HUBO.

6.1.8 WUSMNOJI3BAHE HA KJTIOYA

MapameTpuTe Ha wu3nNon3BaHe Ha [ABOMKATa KrOYOBE, MO-KOHKPETHO Ha YacTHUSA KIoY, ce
cbabpXaT B ygoctoBepeHueTo, koeTto usgasa EBPOTPBCT upes atpnbytute "Key Usage" u ,Extended
Key Usage", oTroBapswu Ha ctaHgapta X.509 v3. YnoTtpebarta Ha Bceku aTtpubyT OT MOcCoYeHuTe

obnacTtu e cbobpaseHa ¢ RFC 5280.

6.2 3ALWUNTA HAYACTEH KIOY U KOHTPOJ1 HA KPUIMTOIPA®CKNUA MmOoaYIl

Bcekn notpebuten, onepatop Ha YOOCTOBepsiBall, OopraH M onepaTop Ha Pernctpupall, opraH
Cb3daBa N CbxpaHsiBa YacTeH K4, KaTto M3MOoNi3Ba HagexaHa CUCTEMa 3a HeroBaTta CUIypHOCT.
YpocToBepsiBaWMAT OpraH reHepupa ABOoKKa KIH4YoBe Npy NOMCKBaHE OT NOTpedutensa n My i npegaesa
B 3alUMTEH BMA, KaTo ro yBe4OMsBa 3a NpaBuriiata Ha CbXpaHeHne 1 3alumMta Ha HEeroBUsl YacTeH KITHoY.
KoraTto yOocToBepeHMETO € 3asdBEeHO oThaneyeHo, vpe3 MobunHoTto npunoxeHne Ha EBPOTPBCT,
npegaBaHeTo Ha YacTHUs KoY Ha Tutynaps/Cb3gartens He ce npasu.

YacTtHute knoyoBe Ha YpgoctoBepsiBawms opraH Ha EBPOTPBCT, kakto m krnoyoBeTe Ha
notpebutennte, KOMTO ca 3asiBUNIN OTAANEYeHO u3gaBaHe Ha KBanuUUUpaHW YOOCTOBEPEHUS, Ce

CbXpaHsiBaT B CUIypHU KpunTorpadpckyu MOAYNM, yOOBMEeTBOpsiBALLM HOPMATUBHUTE W3WUCKBAHUS Ha
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Pernament (EC) Ne 910/2014.
WHcTanupaHute kpuntorpadcku MOAYNM Ca Haw-BMCOKA CTENeH Ha CUrypHOCT, CbrNacHo

M3NCKBaHNATaA Ha MeXAyHapOoaAHUTE CTaHO4apTU.

6.2.1 CTAHOAPTU 3A KPUMNTOMPA®CKN MOy

OcHOBHUTE KOMMOHEHTN B WHdpacTpyktypata Ha EBPOTPBLCT ,Evrotrust RSA Root CA",
.Evrotrust RSA Operational CA" n3anonssaT HagexaHa kpunTtorpadcka cuctema (Hardware Security
Module/HSM), cepTuduumpaHa 3a HuMBO Ha curypHocT FIPS 140-2 Level 3, koeto ygoBneTtBopsiBa
HOPMAaTMBHUTE U3NCKBAHUS.

YCTPONCTBOTO 3a Cb3daBaHe Ha KBanuduuupaH enekTpoHEeH MoAnucC, B KOETO ce reHepupa wu
CbXpaHsiBa YacTHMs Krtod Ha Tutynaps/Cbsgatens e ¢ HMBoO Ha curypHoct CC EAL 4+/FIPS 140-1
Level 2 nnun no-eucoko.

Bcuukn  ycTtponctBa 3a cb3gaBaHe Ha  KBanUUUMPaHW  €NEeKTPOHHM  MOAMUCU  M3BBH
nHoppacTpyktypata Ha EBPOTPBCT, kouto MNMoTpebutensat moxe fa nonsea 3a Aa reHepupa [BOWKa
Krno4oBe 1 Ja CbXpaHsABa YacTHWUSA Kntod, TpAbBa Aa ca cepTudmumpanmn 3a HMBo Ha curypHoct CC EAL

4 v NO-BUCOKO eKBMBAIIEHTHO HMBO, OTrOBapsLo Ha u3nckeaHuaTa Ha PernamenT (EC) Ne 910/2014.

6.2.2 KOHTPOIJ HA U3MNMON3BAHE U CbXPAHEHUE HA YACTEH K104

YacTHute knovoBe Ha Ygoctosepsiawmte opraHn Ha EBPOTPBCT ce cbxpaHsiBaT wn
n3nonseat camo B kpuntocuctemata (HSM/Hardware Security Module) n ca goCTbMHM NOCPEACTBOM
KOQOBE 3a AOCTbM, pa3genieHn Ha HSAKOMKO YacTu - M3BECTHM Ha OTOPM3MPaAHM Nuua OT nepcoHana Ha
EBPOTPBCT. basosuat ygoctoBepsBaly, opraH Ha EBPOTPBCT e B pexum ,Offline”.

EQHOBpEMEHHO C reHeprpaHe Ha ABOWKa Kro4YoBe Ha Y40CTOBEpPSABaLLMSA OpraH ce U3NbIHSBa U
npoueaypara no CbxpaHsiBaHe Ha YaCTHUA KoY (MK ABoKiKaTa KroyoBe) B CbOTBETCTBME C YTBbpAEHA
BbTpelwHa npoueaypa. 3a ynpaBneHne Ha CbXpaHsBaHUTE B KPMNTOMOAYNa YacTHW KroYoBe Ha
EBPOTPBLCT ca HeobGxoanmu OBa OT YETUPU KOMMSIEKTA C TPUTE PONM OMEpPaTOPCKM TOKbHU W
CbOTBETHUTE NepcoHarnHn nageHTndmnkaumoHHm Homepa (PIN) 3a goctbn.

ApXVB Ha Kro4oBeTE Ce NpaBu NbpBOHAYarHoO — crief Cb34aBaHETO Ha BCUYKM KITHOYOBE, KaKTo U
B MNOCMeACTBME cneq npereHepypaHe Ha HAKOM OT TAX. ApXMBMpPaAHETO Ha YacTHUTE KIYOBE,
Hamupalm ce B kpuntocuctemaTta (HSM) ¢ HnBo Ha curypHocT FIPS 140-2 Level 3 ce ussbpliBa Bbpxy
YCTPOWCTBO CbC CbLLOTO HMBO Ha curypHocT. 3a Aa 6bae HanpaBeH apXuB Ha KMOYOBETE Ca HYXHWU
ABamMa oT YyeTupumara, pasnonarawim ¢ TOKbHU 3a AOCTbN A0 Kpuntocucremarta (HSM). ApxmBnpaHeTo
ce u3BbpLUBa B 3awimTeHa cpega. Cneq cb3gaBaHeTo Ha apxmBa (Backup), Tom ce cnara B cend Ha

oTAanevYeHo MecTonosioXXeHNe ¢ HeobxoanmmTe MepPKK 3a CUTYPHOCT.
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YacTHnat kntod Ha Tutynapsa/Cb3gaTtens ce usnon3ea camo B YCTPOWCTBO 3a Cb3faBaHe Ha
eNeKTpoHeH nognuc/nedaT WM B YCTPOMCTBO C €KBMBANIEHTHO HMBO Ha CUTYPHOCT (CbrnacHo
nancksaHnata Ha PernameHTt (EC) Ne 910/2014) n e goctbneH nocpeacTBOM NMYEH KOA4 3a OOCTbI.
EnHoBpeMeHHO C reHepupaHe Ha ABovika KnoyoBe Ha Tutynap/Cbh3gaTen ce M3nbiHABa CbXpaHsiBaHe
Ha YacTeH KoY B YCTPOMUCTBO 3a Cb3aBaHe Ha enekTpoHEH noanuc/neyar.

[ocTaBuMKBbT MO HUKAKbB HAYMH HE CbXpaHsiBa W HEe apxmBuMpa 4YacTeH KIoY Ha
Tutynap/Cb3gaten 3a Cb3gaBaHe Ha €nNeKTPOHEH noanuc/nedart, OCBEH ako yOOCTOBEPEHMETO 3a
KBanuduumpaH enekTpoHeH MNoAMNUC ce 3asBsiBa OTAalneyeHo, 4Ype3 MOOUITHOTO MNPUIIOXEHME Ha
EBPOTPBLCT.

6.2.3 JOOBEPUTEJIHO CbXPAHEHUE HA YACTEH KIJ1HOY (ECKPOY)

I'IpvmaraT ce npasunarta, onncaHun no-rope.

6.2.4 CBbXPAHEHME HA YACTEH KJ1O4

YacTHuTe KknoyoBe Ha YOOCTOBEpSBALLMA OpraH Ce CbXpaHABaT Ha 4YacTu pasfernHo BbpXy
OTAENHU TOKbHU CcbC 3awwmTeH npodpun CC EAL 4+ unu no-BMCOK, KaTO AOCTLNBT 4O BCAKO YCTPOMUCTBO
ce KOHTponupa 4pe3 Ko 3a AOCTbM OT CbOTBETHOTO OTOPM3MPaHO nuue OT MepcoHana Ha
EBPOTPBCT.

Pa3genHoTo CbxpaHeHue Ha YacTHUTE KI4YoBe Ha YAOoCToBepsBalUSA OpraH BbpXY HSKOMKO
TOKbHa W JIMYHWUS KOHTPON Ha AOCTbN A0 Te3n YCTPOMCTBA He MO3BOMsABa Krw4yoBeTe Aa 6baat
KOMMpPOMETUPaHu Unu HepernameHTupaHo penpogyumpanu n3sbH EBPOTPBCT.

PenpogyunpaHeTto Ha 4acTHu kntodoBe Ha EBPOTPBCT Bbpxy pesepBeH KpuntomMogyn crea
AedekTnpaHe Ha onepaTuBHaTa TakaBa, Ce U3MbJIHABA CaMO B MPUCHCTBUE Ha MOHE 2 OTOPU3MpPaHU
nuua, BCAKO OT KOUTO KOHTPOSMpa JOCTbMNa A0 HErOBOTO YCTPONCTBO.

EBPOTPBC He cbxpaHsiBa KOMUs HA YacTHUTE KNHOYOBE Ha onepatopuTe Ha Perncrtpupawiuna
opraH.

[ocTaBunKbT He Cb3aBa KOMUs Ha YaCTHUTE KINYOBE Ha NoTpebutennte, OCBEH B Criydyante Ha
oTOoaneyeHoO wu3daBaHe Ha KBanuduuMpaHu yOOCTOBEPEHUA 4pe3 MOOWMAHOTO NPUOXeHWe Ha
EBpoTpbCT. HacTHuaT knod Ha Tutynapsa/CbhagaTtenst ce CbxpaHsiBa caMo Ha YCTPOMCTBO 3a Cb3gaBaHe
Ha KBanuduumpaH enekTpoHeH noanuc/nevaTt U He MoXe [a Cce Bb3npou3Bede Ha ApYyro YCTPOWCTBO.
Mpn pedekTnpaHe Ha NOTPeEOUTENCKO YCTPOWCTBO 3a Cb3gaBaHe Ha KBanuuuUupaH enekTPoHeH
nognuc/neyar, MoTpebutenat Tpsbsa ga ro NOAMEHM U Aa noucka n3gaBaHe Ha HOBO KBanvuumpaHo

yOoocToBepeHue.
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6.2.5 APXUBUPAHE HA YACTHUA KNtOY

UacTHMAaT KoM Ha YaocToBepdABallMsa opraH, M3nonseBaH 3a Cb3fjaBaHe Ha KsBanuduumpaHu
eNeKTPOHHU nognucu/neyaTn ce apxvmeupa, 3a Han-manko 10 roguHu cnep u3tvyaHe Ha cpoka My Ha
BanWAHOCT UMW crnep HeroBoTo npekpaTsaBaHe. CbLOTO M3UCKBAHE BaXu W 3a yOOCTOBEPEHMETO Ha
ny6nnMYHMA KoY, CbOTBETCTBALLO Ha YaCTHUSA KoY, cneq M3TudaHe Ha cpoka My Ha BanugHoOCT unuv
cnepa npekpaTsaBaHeTo My.

YpoctoBepenusata Ha EBPOTPBCT ¢ n3tekbn cpok Ha BanuaHOCT UK NpekpaTeHn Tpsibea ga
ca JOCTbMHU NO ENEKTPOHEH NBbT 3a CPOK OT Han-manko 10 roguHun.

EBPOTPDBLCT He cb3gaBa apXMBHU KOMUS OT YaCTHUTE KITOYOBE Ha Pernctpupalumnsa opraH un Ha
YacTHMUTE KMYOBE Ha noTpebuTenuTe, OCBEH MNpu oOTAanedeHo 3asdBsiBaHe Ha KBanuduumpaHo

yaocToBepeHue npe3 MoodunHoTo npunoxeHne Ha EBPOTPBLCT.

6.2.6 TPAHC®EP HA YACTEH KJ1HO4 B KPUNTOMPA®CKU MOAYI

TpaHcdep Ha YacTeH KoY B KpunTorpadcku Moayn ce U3BbpLUBa B CreaHUTe cny4vau:

» 3a 3awuTa, B Cryyai Ha Cb3gaBaHe Ha pe3epBHM KOMUSA Ha YaCTHU KIYOoBe, CbXpaHABaHW B
KpunTorpadyckn Moayn (Hanpumep B criyvan Ha KOMMPOMETUPaHe UM HEU3NPaBHOCT B KpMNTOrpadyckus
Moayn);

» KoraTo ce Hanara Aa ce MpexBbprin YaCTHUS KoY OT ornepaTuBHaTa KpUnToMoayn Ha apyr
KpunTomoayn (B cnyyam Ha OTKa3 Ha OMepaTUBHWS KPUMTOMOAYN WNM nNpu HeobxoAMMOCT OT
YHULLOXaBaHe).

TpaHchepbT Ha YacTeH KIoY B KPUNTOMOAYN € KpUTUYHA onepauus. TakaBa onepauus nsmckea
NOAXOAALLM MepKM M npoueaypu, npefoTBpaTsiBally paskpyMBaHETO Ha YaCTHUSA KO MMM Herosata
npomMsiHa 1 chanwmdunumpaHe no Bpeme Ha U3NbAHEeHNe Ha onepaumsTa.

TpaHchepbT Ha YacTeH KoY B KpunTorpadckM MOAyn M3MCKBa Bb3CTAHOBSIBAHE Ha Kroya oT
KapTUTe Ha OBaMa OT YeTupyMMa OTOPU3NPaHU CRYXMTENW B NPUCHLCTBMETO Ha uneH Ha CbBeTa Ha

HOvpekTopute.

6.2.7 CBXPAHEHUWE HA YACTEH KIOY B KPUMNTONPA®CKUA MOAYN

B 3aBucumocT OT  M3nNon3BaHus  KpunTorpadpckM  MoAyrn, YacTHUTE  KN4voBe  Ha
YaoctoBepsisawums opraH Ha EBPOTPBCT ce cbxpaHsiBaT BUHaArn B KpuntupaH Bug. HesaBucumo ot
dopmaTta Ha CbXpaHEeHMe Ha 4YaCTHUSA K4, TOW He e JOCTbMEeH 3a HeoTOpu3MpaHu nuua WM3BBbH

KpunTtorpadckua mogyin.
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6.2.8 METOA 3A AKTUBUPAHE HA YACTEH KoY

YacTHMAT KnioY Ha JOCTaByuKa ce akTMBMpa MocpeacTBOM MnoernieH CUCTEMEH Ko 3a A0CTb,
oTAenHUTe YacTu Ha KOMTO ca U3BECTHM Ha noBeYe OT eaHo oBnacTeHu nuua ot EBPOTPBCT. Camo B
NpPUCHCTBUE Ha Te3n nuua, cnej BbBexXOaHe Ha BCUMYKM 4YacTuU Ha Koda 3a OOCTbM, ce paspellaBa
AOCTBNBbT A0 cnoTta B KpunTtorpadckusa mogyn (HSM) n ce akTuBmMpa YacTHUS KoY.

YacTHuat knoy Ha Tutynap/Cbw3gaTten ce aktmBupa, Ype3 BbBexaaHe Ha notpebutenckus koa
3a OOCTbN A0 MSCTOTO, KbAETO 3alUUTEHO Ce CbXpaHsiBa Kiya MM ce uanonaea apyr crnocob Ha

VI,D,eHTVI(bVIKaLI,I/Iﬂ CbC CbLOTO Ui No-BUCOKO HNBO HA CUTYPHOCT.

6.2.9 METOA 3A AEAKTUBUPAHE HA YACTEH KItoY

YacTteH kntoy Ha YaoocTtoBepsasal, opraH Ha EBPOTPBCT Hamupaly ce B kpyntorpadyckm moayn
(HSM) ce peaktuBMpa nNOCPEeACTBOM MpPEYCTAHOBSBAHE Ha NOrMYecknss OOCTbN A0 TO3U  KIIHOM.
[eakTuBMpaHeTo M3UCKBA HynMpaHe Ha nametTta Ha Kpuntorpadckmst mogyn. o To3uM HauyuH ce
npekpaTsiBa Bb3MOXXHOCTTA 3a JOCTbMN U M3NOM3BaHe Ha YacTHUS KNiod. Besko geaktuBupaHe Ha YacTeH
KN4 ce 3annucea B JHEBHUIK.

YacteH kntov Ha Tutynap/Cb3gaten ce peakTMBupa NOCPEACTBOM MNpPeyCcTaHOBSBaHE Ha
Nnornyecknsa 4oCTbn 4O YCTPOMCTBOTO 3a Cb3daBaHe Ha KBanudumumpaH enekTpoHeH nognuc/nedart mim
ype3 PU3NMYECKO MY YHULLOXaBaHe, KoraTo € BbHLIHO. 10 TO3M HayMH OKOHYaTEeNHO ce MpekpaTsBa

BBb3MOXXHOCTTaA 3a AOCTbIN N N3Nofi3BaHe Ha YaCTHUA KIToY.

6.2.10 METOA 3A YHULWWOXABAHE HA YACTEH KJO4

YacteH knio4 Ha YpaoctosepsiBal, opraH B kpunrtorpadpcku mogyn (HSM) ce yHuwoxaBa
nocpeacTBOM U3TpUBaHE Ha Krya UM CbOoTBeTHMS cnoT. [lpy HeobGxooumocT ce wu3TpuBat U
CbXpaHsiBaHUTE B apxvMBa HOCWUTENW 3a Bb3CTaHOBsIBaHe. BCAKO yHULIOXEHVWEe Ha 4YacTeH KN4 ce
3anvcBea B HEBHUIK.

YacTHuAT knod Ha KBanuduuupaHo yaoctoBepeHve Ha Tutynap/Cb3gaTen ce yHULOXaBa
nocpeacTBOM M3TPMBAHETO My OT YCTPOMCTBOTO 3a Cb3faBaHe Ha KBanuduumpaH erneKkTpoHeH

nognuc/neyat unu Ypes pranyYeckoTo yHULLIOXKaBaHe Ha YCTPOMCTBOTO, KOraTo € BbHLLHO.

6.2.11 OUEHKA HA KPUMTOITPA®CKUA MOAYI
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EBPOTPBLCT uanonasat HagexaHa kpuntorpadcka cuctema (Hardware Security Module/HSM),

cepTucmumnpaHa 3a H1Bo Ha curypHocTt FIPS 140-2 Level 3.

6.3 [OPYI'YM ACMNEKTU HA YNPABJIEHUETO HA IBOUKATA KINIOYOBE

ManckBaHnaTa onmcaHu B Tasn YacT Ha ,llpakTvka npv npegoctaBsHe Ha KBanuuumpaHu
YOOCTOBEPUTENHM YyCnyrn“ ce npunarat B NpouedypuTe 3a apxvBuMpaHe Ha MyOGruyHWM Krio4voBe U
npoLeaypuTe onucBaLLM CPOKOBETE Ha BariMAHOCT Ha MOTPEeOUTENICKMTE KIOYOBE M Ha KIo4YoBeTe Ha

YL4,OCTOBEpPSiIBALLMS OpraH.

6.3.1 APXUBUPAHE HA NYBJINYEH K04

My6nuyHnTe KntoyoBe Ha YOOCTOBEPSBALLMUTE OpraHn ce CbabpXKaT B U3gadeHuTe onepaTtuBHU
ypoctoBepeHns Ha EBPOTPBCT u ce cbxpaHaBaT BbB BbTpeLleH pernctup. MNybnuyHute knodoBse ca
AOCTBIMHU 3a AOBEpsSBALLMTE Ce CTpaHW U noTpebutenuTe, Ypes3 nybnukyBaHe Ha yAOCTOBEpEHMsTa B
XpaHUNULLETO, 4OCTBNHO Ha MHTepHeT-canTa Ha EBPOTPDBCT.

My6nuyHnTe KNtoYoBE Ha Y40CTOBEPSIBALLMTE OpPraHu Ce apxmBupaTt U CbXpaHaBaT 3a nepunog ot
Han-manko 10 roguHu cnep nstnyaHe Ha nepuoga Ha BanuaHoOCT UNKU npekpaTaBaHeTO Ha CbOTBETHUTE
yaocToBepeHus. Llenta Ha apxuBmpaHe Ha nybnu4HMs KoY e Aa ce Cb3faae Bb3MOXHOCT 3a NpoBepka
Ha eneKkTPOoHHUA nognuc/neyart cred oTCTpaHsBaHe Ha y4OCTOBEPEHMETO OT MybnuyHusa pernctbp Ha
AencTBalmn yoocTtoBepeHusi. ToBa € W3KMIYUTENHO BaXHO B Criyd4al Ha npoBepka Ha cTraTyca Ha
yOOCTOBEPEHUNETO.

My6nnyHute knoyoBe Ha Tutynapu/Cb3gatenn ce cbabpXaT B M3gageHuTe 3a 14X
yOOCTOBEPEHUS, KOUTO ca nybnukyBaHn B [lyGnuyeH peructbp Ha WHTEPHET-CTpaHuuaTta Ha
EBPOTPBLCT.

My6nuyHuTe kntoyoBe Ha Tutynapwu/Cb3gateny ce CbxpaHsiBaT M NEpUoOaMYHO apxuBupaT B
XpaHunuuieTo.

Bcekn apxmB Ha ny6nuyeH Koy Unm BCAKO JIOMMYECKO M OU3NYECKO YHULLIOXKEHME Ha nybnnyeH

KoY ce 3anncea B JHEBHUK.

6.3.2 MNEPMOO HA BANMMAHOCT HA KBAIIMPULMPAHU YOOCTOBEPEHUA U YINOTPEBA HA
KIOYOBE

Mepuopa Ha ynotpeba Ha nyGnuyHM KnoyYoBe ce onpenens oT CTOMHOCTTa Ha Moneto B
YAOCTOBEPEHMETO My, OMNUCBALLO BanuaHocTTa Ha nybnuyHms knod. BanugHoctta Ha

yoocTtoBepeHuaTa U CbOTBETHUTE MM YHYaCTHU Krno4yoBe Morat Aa oboar CbKpaTeHu, B cnyqaﬁ Ha
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npekpartqaBaHe Ha yaoCTOBEPEHUATA.

MakcmmanHm nepmnoan Ha n3nosfi3aBaHe Ha KBaJ'IVI(*)VILI,VIpaHI/I yOOCTOBEPEHUA:

Evrotrust RSA Root CA 20 (nBapgeceT) rogmHm
Evrotrust RSA Validation 5 (neT) roguHu

Evrotrust RSA Operational CA 15 (neTHageceT) roguHun
Evrotrust TSA 5 (neT) rognHu

Evrotrust RSA QS Validation 5 (neT) roguHn
Tutynap/Cbwagaten He noseye oT 3 (TpW) rogmHm

Korato ce wusnonsea kno4 3a noanuceBaHe, cried M3TeKbl Mepuos Ha BanuMaHOCT Ha
YLO,OCTOBEPEHMETO, MOAMUCHT € HEBaNUAEH.

llect meceua npeguM W3TUHAHETO Ha nNepuoda Ha BalMAHOCT Ha  KBanuduumpaHo
yLooCTOBepeHve Ha YaocToBepsiBaly, opraH, [JocTaBuMKbT U3gaBa HOBO KBanMduLumMpaHo yaocToBepeHme
W reHepvpa HoOBa [BOWMKa KIto4yoBe. YOOCTOBEPEHMETO ce MnpaBu MyOGrUMYHO [OCTOSIHUE CbINacHo

npoueaypuTe onucaHn B HACTOSALLMS JOKYMEHT.

6.4 [OAHHU 3A AKTUBUPAHE

Korato notpebutenar nM4yHo NnpucbecTBa Npu Pernctpupalumsa opraH, JaHHUTE 3a akTUBUpaHe Ha
YacTeH K4 Ce M3MNon3BaT OCHOBHO OT onepatop Ha Peructpupawmsa opraH. [loTpebutenute
N3non3BaT aBTEHTUUKALMS N KOHTPOS Ha AOCTbNA 4O CBOSA YaCTEH KoM,

B cnyvaute, B kouto Tutynapat/Cb3patensaT reHepupaTt OBOWKA KYOBE 3a KBanvduuupaHo
yAOCTOBEpPEHNe, Te CaMy Cb3faBaT M ynpaBnaBaT JaHHUTE 3a akTMBUPaHE.

Korato Tutynapat/Cbe3gatenaT 3agBsBa OTAaneyYeHO Wu3gaBaHETO Ha  KBanuduuupaHo
yaocToBepeHne npes3 mobunHoto npunoxenne Ha EBPOTPBLCT, Ton cb3gaea NMUNH-koa, ¢ konTo ce
KpMNTUpa reHepupaHns YacTHUS KoY B xapayepHusa kpuntomogyn Ha EBPOTPBCT. MNocnegHuat He
cbXxpaHsaBa faHHu 3a NNH-koga. ChwmaT ce usnonsea ot noTpebutens 3a AekpunTupaHe N akTuBMpaHe

Ha YacTHUSA KoY Npu noagnucBaHe oTaaneyvyeHo, ot MobunHoTo npunoxeHne Ha EBPOTPBCT.

6.4.1 TEHEPUPAHE W UHCTAJIMPAHE HA JAHHU 3A AKTUBUPAHE

[aHHKn 3a akTuBMpaHe ce K3noni3BaT Npu MbpBOHaYanHoO usgaBaHe Ha YOOCTOBEpPEHUE, BbpXY
YCTPOWCTBO 3a Cb3faBaHe Ha nognuc/neyaT, Npean reHepypaHe Ha ABOKMKa Kno4vose. B To3u cnyyan
YCTPOMCTBOTO CE€ WHUUManuaumpa M ce cb3gaBaT kogoBe 3a pgoctbn: [lMotpebutenckm (,User) un

AomuHucTtpatueeH (,SOY). Tean kogoBe MO3BoOMsBaT MNepcoHarieH [OCTbM OO0 YacTHMS K4y B
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YCTPOWCTBOTO U Npu HEOBXoaANMOCT 3a AebnokMpaHe Ha CbLoTO.

KogoBeTe 3a goctbn m 3a gebnokupaHe Ha YCTPOMCTBOTO 3a Cb3faBaHe Ha kBanuduvumpaH
eneKkTpoHeH nognuc/neyart ce npefoctasaTt Ha Tutynapsa/Cbh3gatens Unm Ha YNbAHOMOLLLEHOTO OT HEro
nuue B 3aneyaTeH, Henpo3payeH XapTUEH MIuK.

TuTynapaT e 3agbipkeH Aa CMeHU MbpBOHaYanHua MNoTtpebuTencku koA 3a 4OCTbN NOCPeaCTBOM
copTyepa, KOUTO ce NpefocTaBsa 3aeQHO C YCTPOUCTBOTO.

JocTtaBunkbT npenopbysa TuTtynapat/Cb3gatensaTt ga CMeHsa nepuoanyHo ceos NoTpebuTtencku
KOA 3a 4OCTbN A0 YCTPOWCTBOTO 3a Cb3[aBaHe Ha kBanuduumpaH enekTpoHeH nognuc/neyar.

Tutynapat/Cb3gatenaT cnegsa Aa M3nonssa npegoctaBeHs AOMUHUCTPATMBEH KOA 3a AOCTbN
Aa gebnokvpa 610KMpaHo yCTPONCTBO.

Korato ce uanonssa mobunHo npunoxenme Ha EBPOTPBCT, koabT 3a 4oCTbN ce reHepupa oT
Tutynaps/Coh3gatens. KogbT He ce cbxpaHaBa ot EBPOTPBLCT u e pgoctbhneH 3a pabota oOT
notpebutensas camo [AOKaTO € akTMBMpPaHO MOOMMHOTO npunoxeHne. 3a Bb3CTaAHOBSIBAHE Ha
nepcoHanHus kod, Tutynapat/Cbhb3gaTenaT cb3faBa crneumnaneH KpuUTO-KNY, KOWTO ce reHepupa oT
OTroBOpPM Ha TpW TalHW BbNpoca, 3afafdeHn OT NoTpebuTena KbM MOMEHTa Ha perncTpaumsita My 4pes

MOBUITHOTO NpunoxeHune. OTroBopuTe Ha BbNpocute He ce nas3at ot EBPOTPBLCT.

6.4.2 3ALWLUTA HA OAHHU 3A AKTUBUPAHE

Tutynapat/Cb3gatenaT € 3agb/keH Aa CbXpaHsaBa U Masn OT KOMMpOMeTUMpaHe KOoAoBeTe 3a
AOCTbMN OO YCTPOMCTBOTO 3a Cb3aBaHe Ha KBanuduumpaH enekTpoHeH nognuc/nevar.

MoTtpebutenute TpsaAbBa Oa 3HAAT, Y€ NPU HHAKOMKO HEeyCcnewHu OonuTM 3a AOCTbh A0
YCTPONCTBOTO, TO ce Gnokupa (3aknoyBa ce). B Te3m cnyyam notpebutenart Tpsabea ga uanonaea
npegocTaBeHns My AOMUHUCTPaTUBEH KOA 3a AOCTbN 3a Aa Aebrnokmpa ycTpoNCTBOTO.

[ocTaBuMkbT npenopbyBa [aHHUTE 3a aKTMBMpPaHe Ha YCTPOWCTBOTO HMKOra ga He ce

CbXpaHdaBaT 3aeHO CbC CaMOTO yCTDOIZCTBO.

6.4.3 OPYIrn ACNEKTU HA JAHHUTE 3A AKTUBUPAHE

HaHHuTe 3a akTMBMpaHe TpsibBa Aa ce CbXxpaHaBaT BMHArM B €4VMH €AVHCTBEH EK3EMMNSAP.
MepcoHanHuaT ungeHtTudmnkaumoHeH Homep (PIN) 3a goctbn TpsibBa nepuogmMyHo ga 6bae
NMPOMEHSIH.

[aHHWTe 3a akTMBMpaHe MoraT Aa 6baaT apxXuBMpaHu.

6.5 CUIYPHOCT HA KOMNIOTBLPHUTE CUCTEMMU

Print and Edit Evrotrust Technologies Inc.. Page 100 of 147




MPAKTUKA MPU NPEAOCTABSIHE HA elDAS-CPS
c I‘Otru St KBANU®ULIMPAHWU YAOCTOBEPUTESNTHU YCNYTU For public use

Regulation 910/ 2014 CERTIFICATION PRACTICE STATEMENT Version —2.1
elDAS FOR QUALIFIED CERTIFICATION SERVICES 13.04.2017

EBPOTPBLC nanonassa eqUHCTBEHO HAOEXOEH N CUTYPEH Xapayep.

KomnioTbpHUTE  CUCTEMWU, HA KOUTO pabOTAT BCUYKM  KPUTMYHM  KOMMOHEHTU  OT
nHoppacTpyktypata Ha EBPOTPBCT, ca obopyasaHu u KOHUrypvpaHun CbC CpeacTBa 3a JlokanHa
3alMTa Ha gocTbrna Ao codpryepa U MHPOPMaALNOHHUTE AaHHWN.

EBPOTPBCT n3nonsea npoueaypwv 3a ynpasneHve Ha MHpopMaLMoOHHaTa CUrypHOCT Ha udanarta
nHoppactpyktypa Ha EBPOTPDBCT B cboTBETCTBME C OOLWONpPMETM B MeXAyHapoaHaTta npakTuka
cTaHgapTw.

3a no-ronfiMa HageXOHOCT W CUTYPHOCT Ha W3NON3BaHUTE CUCTEMU, TexHuM4eckata W
Kpuntorpadcka CUrypHOCT Ha OcblUecTBsiBaHUTe ype3 Tax npouecu, EBPOTPBCT m3sbpluBa peguua
TECTOBE M NMPOBEPKN Ha TEXHNYECKOTO obopyaBaHe M M3MNOoN3BaHUTE TEXHOMNOMMN. TECTOBE U MPOBEPKN
Ha KOMMIOTbPHUTE CUCTEMU CEe NPAaBAT CbINACHO MeToAMKa 3a OLEHKa Ha CUrypHOCTTa (OTHOCHO: cTaTyC
Ha npouecopuTe - KOHCYMUpaHe, HaToBapBaHe, ynotpeba; cTtaTyCc Ha CbXpaHeHWe; CbCTOsIHME Ha
nameTTa-oCHOBHa, padding in-out; crtaTtyc Ha cbxpaHeHue; Opon Ha npoTMYaWMTE NpPOLECH;
GanaHcuMpaHe Ha HaToBapBaHETO). Te ce M3BbPLUBAT KAKTO NepuoauyvHo, Taka U Npu BCsSKa NpoMsiHa,
KOSITO 3acdra cUrypHocTTa Ha uHgpacTpykTypara.

3a ynpaBsrneHve Ha cUrypHoctTa Ha KomnioTbpHuTe cuctemun B EBPOTPBLCT ce B3umar B
npeasug nanckeaHuaTa Ha ISO/IEC 27001:2015.

B EBPOTPBCT mma CobBeT 3a WUHGOPMaLMOHHA CUTYPHOCT, KOWTO € KOHTPOSieH opraH no
OTHOLLEHWe Ha WHpopMaumoHHaTa curypHocT. CbBeTbT yyacTBa B aHanu3a Ha MH(OpPMaUMOHHUTE
puckoBe M Cce CBMKBA 3a OOCHXOaHe Ha Bb3HUKHANM BBMNPOCU UMM WHUMAEHTW, CBbP3aHM C

MHOpMaLIMOHHATa CUFYPHOCT.

6.5.1 CTENEH HA KOMMIOTBLPHA CUTYPHOCT

CTeneHTa Ha CUIypHOCT Ha M3Mon3BaHUTe cuctemun B MHpacTpyktypata Ha EBPOTPBCT
OTroBaps Ha HOPMaATUBHUTE M3UCKBAHUSA 3a u3NbIHeHWe Ha pgenHoctta Ha EBPOTPBLCT u ce

onpeaend, ypes gokymeHTa lNonutuka 3a curypHoct Ha EBPOTPBCT.
6.6 CUIYPHOCT HA XXU3HEHUA LUMKBI HA TEXHONOMrMYHATA CUCTEMA
6.6.1 KOHTPOIIU 3A PASBBUTUE HA TEXHOJTIOTMYHATA CUCTEMA
CobTyepHuTEe MNpUMoOXeHUsd, W3Non3BaHM B TexHonornyHata cuctema Ha EBPOTPDBLCT ca
pa3paboTeHn W BHEAPEHW OT BUCOKO KBanuduvumpaHu cneumanuctu. Npean BbBexgaHe Ha HOBU

NnpunoXeHna Te npemMmHaBaTt npe3 TeCToB nepuoa. TecTBaHuATa ce npaBAaT Ha OTAENTHN CUCTEMMU,

He3aBMCUMKM OT TE3U B peaoBHATa eKcrniioatauua.
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Bcuukn XapayepHu rnpomMmeHun ca HabnogaBat u perncrtpupar. |_|pVI 3aKynyBaHe Ha HOBO
TEXHNYECKO o6opy,u,BaHe, TO ce OocTaBsi C HeobxoanmuTe npouenypun 3a ekcnmnoaraumda n MHCTPYKUUn
3a noJsi3BaHe.

TexHonornyHata CUTYPHOCT Ha cucTeMaTta Ce rapaHTupa Kakto cnensa:

» TEXHONOrM4YHoO o6opyp,BaHe ce [ocCTaBd No Ha4yuMH, NO3BOJi4dBaAlLl, HEroBOTO MpocrnegdBaHe.
I'IpaBM Ce OLUEeHKa Ha TpaceTo OT NbpBOHA4YariHaTa To4ka 40 MACTOTO Ha HErOBOTO UHCTAlIMpaHe;

» [pocTaBKa U NoaMsiHa Ha TEXHOMOMMYHO 060py,qaaHe Cce n3BbpLuBa eANHCTBEHO C OpUrMHaneH

xapayep. CMaHaTa ce n3BbpLUBa OT JOBEPEH M 0bydeH nepcoHan.

6.6.2 KOHTPOJIX 3A YNPABJIEHUE HA CUTYPHOCTTA HA TEXHOJIOTMYHATA CUCTEMA

Llenta Ha KOHTpomna 3a ynpasneHWe Ha CUIypHOCTTa € [a Ce OCbliecTBsABa Haa3op Ha
dyHKLMOHANHOCTTa Ha TEXHOMOrMYHaTa cucTema n a ce rapaHtupa, 4e T yHKUMOHMpPa NpaBuIiHoO 1 B
CbLOTBETCTBME C JOCTaBeHaTa NPOM3BOACTBEHA KOHUIypaLmS.

Tekywarta koHdwurypauus Ha TexHonornyHata cuctema Ha EBPOTPBCT, kakto M BCUYKM
N3MEHEHMA U akTyanusauuum Ha cucTtemara, Cce 3anvcBaT U U3BbpLUBAT KOHTporuvpaHo. KoHTponute
no3BoNnsABaT HenpekbcHaTa MNpoBepKa Ha LenoctTa Ha TexHororM4yHata cuctemMa u CBOEBpPEMEHHa

aKTyanunsauua, n oTCTpaHABaHE Ha HENU3MNPaBHOCTU.

6.6.3 OLUEHKA HA XXU3HEHUA LK1 HA CUTYPHOCTTA HA TEXHOJIOTMYHATA CUCTEMA

,FpakTMkaTa npv npegocTaBsHe Ha KBanuduumMpaHu yoocToBepuTenHU yecnyru“ He npeanonara

HUKaKBWN U3NCKBaHNA B Ta3n obnacrt.

6.7 MPEXOBA CUT'YPHOCT

B wuHdppacTpyktypata Ha EBPOTPBCT ce m3anonsBaT CbBpEeMEHHU TEXHUYECKN CpeacTBa 3a
obMeH M 3awmTa Ha MHopMaums, 3a Aa ce rapaHTupa MpexoBaTa CUIyPHOCT Ha cucTemMuTe cpeLy
BBHLUHM UHTEPBEHLUN 1 3anniaxu.

CobpBbpuTE 1N KpUTUYHATaA TexHonornyHa cuctema Ha EBPOTPBLCT ca cBbp3aHu C BbTpeLLHa
LAN mpexa.

OtganedeHns goctbn 40 MpexaTa Ha nHgpacTpyktypata (PKI) Ha EBPOTPBLCT ce m3BbpLuBa
ypes crneumanHo uHctanupaH u koHdurypmpad VPN cbpBbp, KONTO npuema aBTeHTUduKauus, ypes
crneuynanHo ume W napona, usgageHu camo 3a Tasu uen Ha OoTopu3MpaHu nuua, yyacTBawu B
n3gaBaHeTO Ha eneKkTpOHEH nognuc/nedar U agMUHUCTPUpPaAHETO Ha uHdpacTpykTypata (Public Key

Infrastructure/ PKI).
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KomniotbpHaTa cuctema Ha EBPOTPBLCT e 3awuTeHa cpelly 0Tkas Ha ycnyrute npu Hanudme
Ha atakun. KOHTponbT 3a CUrypHOCT e pa3paboTeH Ha 6asaTta Ha 3awmTtHa cteHa (firewall) n puntpupaHe
Ha Tpadmka Ha pyTepuTe M npokcu ycnyrute. OnuTu 3a NPOHUKBaHe B cucTemaTta ce HabniogasaT
nocpeactsoMm umarpageHata IDS/IPS cuctema. Bcuuku anapmy BKAOYUNM Ce NPU MPOHWKBAHE WIK
noTEeHUManHoO NPOHMKBaHe, KakTo u ataku ot tun ,OTka3 oT AocTbn“ ce m3npawat KbM CUCTEMHUTE
agMUHUCTpPaTOpY 3a aHanus.

OnuTtute 3a HenpaBOMepeH AOCTbMN A0 cMcTeMarta ce OOKyMeHTupaT 4ypes Intrusion Prevention
System (IPS).

Mogpo6Ho onucaHme Ha mpexoaTta koHdurypaums Ha EBPOTPBCT u cpeacteaTa 3a 3awumTta
Ha EBPOTPDBCT ca npeactaBeHM B TexHuMYyecka [AOKYMeHTauusi Ha uHdpacTpykTypata. Tasu

OOKyMeHTauna nma ,,B'preLLIeH“ CTaTyT U € A0CTblMNHa CaMo 3a OTopu3snpaHu nuua.

6.8 YOOCTOBEPABAHE HA BPEME

Evrotrust nsgaesa ynoctosepeHuna 3a BpeMme cbrnacHo PernameHT (EU) Ne 910/2014 n B nbnHO
cboTtBeTcTBUE ¢ ETSI EN 319 422, ETSI TS 119421, IETF RFC 3161 n IETF RFC 5816.

OpraHbT 3a M3gaBaHe Ha KBanuduuupaHu ernekTpoHHU BpemeBu nedatu ,Evrotrust TSA® e
ob6ocobeHo M Hegenumo 3BeHO KbM YaoctosepsiBawms opraH Ha EBPOTPDBCT B cTpykTypaTta Ha
EBpotpbcT. ,Evrotrust TSS* (Time-stamping service/lycnyra no ygoctoBepsiBaHe Ha Bpeme) msgaea
YpocTtoBepeHne 3a Bpeme B cboTtBeTcTBMe ¢ ETSI EN 319 422. Ypes BknouBaHeTo Ha o06GeKTeH
naeHtndukaTtop: 1.3.6.1.4.1.47272.1.2 B wu3gageHuTe yaoctoBepeHusd 3a Bpeme, EBpoTpbeT
noTBbpKAaBa CbOTBETCTBME C ,[lonuTuka M NpakTuka Ha OpraHa 3a YOOCTOBepsiBaHEe Ha Bpeme”.
O6ekTHMAT ngeHtudukatop € B coboteetctBue ¢ ETSI BTSP (best practices policy for time-stamp)
0I1D=0.4.0.2023.1.1, cbrnacHo ETSI EN 319 422.

M3paBaHnte kBanuduuMpaHu enekTpOHHM BpemeBM nedatn (time-stamp TOkbHKM) ca
cbBMmecTuMuM ¢ RFC 3161. Ycnyrata nsgasa RSA 2048 6uToBu KpunTuUpaHu yOOCTOBEPEHUS 3a BpeME,
KOUTO npuemat egHu oT cnegHute anroputmu: SHA256 n SHA384.

OpraHbT 3a u3gaBaHe Ha kBanuduuMpaHu €enekTpoHHW BpemeBu nedatm ,Evrotrust TSA®
npvemMa 3asiBKM 3a u3gaBaHe Ha KBanuduuupaHu enekTpOHHU BpemMeBW nevatu Ha npeacraBeHo
CbObpXaHWe Ha eneKkTPOHeH AOKYMeHT oT Tutynapsa wnu [oBepsBalwla ce cTpaHa. TOW M3roTes
KBanuduumpaH enekTpoHeH BpPEeMeBW MevyaT Ha MnpeAacTaBeHaTa Xew-CTOMHOCT Ha eneKTPOHeH
AOKYMEHT W ocurypsiBa Bb3MOXHOCT 3a nocrnegsawo (cnej nepuoga  Ha  BanuOHOCT  Ha
KBanmduumnmpaHoTo YAOCTOBEPEHME 3a eNeKTPOHEeH noanuc/nedart) oka3BaHe ChnpsMOo npuemailarta
CTpaHa Ha grakTa Ha NOANUCBAHETO Ha U3SABIIEHUE UMW Ha eNTEeKTPOHEH JOKYMEHT.

KBanuduvumpaHn enekTpoHHW BpemMeBWM Medatu MoraT Ja ce WHTerpupaTt B npoueca Ha

Cb3gaBaHe U npuemMaHe Ha KBaJ'IVIq.')VILI,VIpaH €J1eKTPOHEH nognuc/neyar, Ha €J1eKTPOHHO MnoAanncaHun
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OOKYMEHTU W €eneKTPOHHM TpaH3akuuu, nNpu apxumBupaHe Ha EerieKTPOHHU [aHHU, B eSIeKTPOHHMU
HOTapuaTn 1 apyru.

3a 13nbrHeHNEeTo Ha cBosiTa ycnyra ,Evrotrust TSA® n3nonsea HSAKONKO YacTHW krntoda. EgHaTa
ABOMKa Kknio4voBe (Ha Gas3oBuA yaoCToBepsiBally, OpraH) ce M3nons3ea 3a u3gaBaHEeTO Ha eneKTPOHHO
yaocTtoBepeHune, nanonssaHo ot TSU (Time-stamping Unit/Habop oT xapayep v codTyep, KOWTO ce
yrnpaBnsBa KaTo €4HO LSO U MMa akTUBEH e4MH NoanucBaLy, KN4 Mo BpeEME Ha yoocToBepuTenHaTa
ycnyra). EQHa unu noseye OBOVIKM KMOYOBE Ce WM3MOM3Ba 3a reHepupaHeTo Ha yaoCTOBEpPEHUs 3a
Bpeme ot TSU.

Bcumukm yacTHM kntovoBe ce cbxpaHsaeat B FIPS 140-2 Level 3 xapoyepeH mogyn 3a CUrypHocT.

MonuTuka n NpakTuKa Ha opraHa 3a ygocTtoBepsiBaHe Ha Bpeme ,Evrotrust TSA" ce oTHacsa KbM
ETSI EN 319 401 oTHOCHO obwmTe M3ncKBaHus, obudamHM 3a Bcsika efHa ycnyra Ha EBpoTpbCT.
Monutukata e HacodeHa KbM M3NbJIHEHWE Ha U3UCKBAHWATA 3a yOOCTOBEpPsiBAHE Ha Bpeme C Abibr
nepvog Ha BanugHocT (ETSI EN 319 122), HO e npunoxmma kbM Bcsika ynoTpeba ¢ ekBMBaneHTHU
N3NCKBAHNA KbM KayeCcTBOTO.

eHepupallMaT anropuTbMm, ObSDKMHATaA Ha Nognucealusa KoY M NoAnMcBalLnSa anroputbm
N3non3BaH 3a NognncBaHe Ha yaoCTOBEpPeHMATa 3a Bpeme e cbobpasHo ETSI TS 119 312.

TSU ypoctoBepeHueTo ce wusgaBa oT basoBua ypoctoBepuTerneH opraH Ha EBpoTpbCT,
otroBapsu Ha ETSI EN 319 411-1.

Ycnyrata no ygoctoBepsiBaHe Ha Bpeme uanonssa Habop ot Stratum -1 NTP (Network Time
Protocol/npoTokon 3a CUHXPOHM3UpaHe Ha YacoBHUUMTE B KOMMOTbPHUTE CUCTEMU) CbPBBLPU KaTo
He3aBMCUM U3TOYHMK Ha TOYHO Bpeme. [locpeacteom Tasm KoHurypaums TSS nocTtura akypaTHOCT Ha
BpeMETO B pamkute Ha +/- 500ms(nonosuH cekyHaa) nnu no-gobpo cnpamo UTC.

Evrotrust TSA rapaHTupa nHTerputeTa n aBTeHTu4YHoCTTa Ha TSU ny6nnyeH ko4 nocpencTesom
TSU ny6nuyHm knovoBe, KOUTO ca AOCTbLMNHM 3a goBepsiBawmuTe ce ctpaHn B TSU yaooctoBepeHmnaTa Ha
canta Ha EBPOTPBCT Ha agpec: https://www.evrotrust.com

YOocToBepeHnsaTa 3a BpeMe ce 3anuceaT B PermcTbp, KOMTo ce nybnukysa B XpaHUNULLETO Ha
EBPOTPBCT Ha canTa B MHTEPHET.

Bpb3ka 3a goctbn go Time stamp ycnyrara: http://ts.evrotrust.com/tsa .

7 NPO®UIIN HA KBAITU®ULIMPAHU YOLOCTOBEPEHUA, CRL U HA OCSP

Mpodmnute Ha notpebutenckmute kanubuunpaHm yooctoBepeHnsa n Ha Cnuckka CbC CNpeHn 1
npekpateHn ygoctoBepeHusi (CRL) oTtroBapsaT Ha dopmaTta, onucaH B crtaHgapt ITU-T X.509 v.3.
YpooctoBepeHne ot tun X.509 v.3 npeacrtaensiBa Habop OT AaHHW, 4Ype3 KOMTO €eOHO3HAYHO ce
yOoCTOBepsiBa MPUHAANEXHOCT Ha MNybnvMyHMSA KoY KbM aBTopa Ha KBannduumpaHus eneKkTpoHEH

nognuc/neyat. lNpocdwmna Ha OCSP otroBapa Ha wusuckBaHuaTa Ha RFC 2560, a npodunbT Ha
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KBanuuumnpaHoTo yoocToBepeHme 3a BpeMeBu nevat otroeaps Ha RFC 3161.

7.1 NPO®UIN HA KBANTU®PULIMPAHN YOLOCTOBEPEHUA

B cbotBeTcTBME Ccbe cTaHaapTa X.509 v.3, enekTpoHHOTO yAOCTOBEPEHUe e nocrneaoBaTenHocT
OT crnegHuTe nonerta:

» Version: Bepcusa Ha ygoctoBepeHueTto (X.509 v.3);

» SerialNumber: yH1kaneH ngeHTudnkaumMoHeH ko4 Ha yaoCTOBEPEHUETO;

» SignatureAlgorithm: wngeHTUdMkaTtop Ha anropuTbM 3a Cb34aBaHETO Ha ENEKTPOHHUS
noanuc;

» Issuer: HaMMmeHoBaHWe Ha usgatensT Ha ygoctoBepeHneTo (DN);

» Validity: cpok Ha BanugHOCT, onucaH OT JaTa M 4Yac Ha u3gaBaHe Ha yO4OCTOBEPEHUETO
(notBefore) po gata n yac Ha m3TMyaHe Ha cpoka (notBefore) Ha ygocTtoBepeHueTo (yHMBepcanHo
KOOpAMHUpaHO Bpeme, NpeacTaBeHo BbB opmat Zulu);

» Subject: yHukanHoto ume (DN) Ha Tutynaps/Cb3gatend, noanexalw, Ha BnMCBaHe B
yOOCTOBEPEHUETO;

» SubjectPublicKeyInfo: ngeHtudukatop Ha Kroua;

» Signature: naeHTUMKaTOp Ha anropMTbM 3a Cb3AaBaHETO Ha eNeKTPOHHMA nognuc/neyart, B

cboTtBeTcTBMe ¢ RFC 5280.

7.1.1 BEPCWUA

Becuukn yooctoBepeHus, kouto nsgasa EBPOTPBCT, ca B chotBeTcTBUE C Bepcus 3 (X.509
v.3).

7.1.2 AonyctumMmu PASLLMPEHUA BB POPMATA HA KBAJIMONLIMPAHO YOOCTOBEPEHUE

CTonHOCTUTE Ha pasWMpeHusiTa ca Cb3dadeHuM B CbOTBETCTBME C npenopbkata RFC 5280.
®PyHKUMATA Ha BCAKO paswMpeHne ce onpegens OT cTaHgapTHaTa CTOMHOCT Ha CbOTBETHUSA
naeHtTndgukatop Ha o6ekT (IDENTIFIERY):

» Subject Key Identifier - doopmmpa ce oT nybnuyHMs koY, yAOCTOBEPEH B YAOCTOBEPEHNETO
KaTO XeLl-CTOMHOCT Ha NyGrnYHUS KoY,

» Authority Key Identifier - dopmupa ce kaTo Xew-CTOMHOCT Ha NyOonuyHMs K4y Ha
onepaTtuBHUA Ygoctoeepssaly opraH Ha EBPOTPBCT;

» Issuer Alternative Name - cbabpxa URL-cTpuHr kaTo antepHaTueHo nme Ha EBPOTPBCT;

» Basic Constrains - onpegens Tuna Ha ygoCTOBEpPEHMETO M uma ctomHocT ,End entity" B
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yaoctoBepeHueTo Ha lNMoTpebutens;

» Certificate Policy - onpegens wuwaoeHTudukatopa Ha [lonuTukata 3a kBanuduumpaHo
yAOCTOBEPEHME 3a KBanuduuupaH enekTpaHeH nognuc/neyar;

» Key Usage - atpunbyT, KONTO onpefens orpaHudeHmsaTa B ynotpeba Ha ya0CTOBEPEHUETO;

» Extended Key Usage - ponbnBa 3HayeHneto Ha atpubyt "Key Usage" un ykasBa
AOMbIIHUTENHNUTE U CNEeUNUYHN NPUNOXKEHNA HA YAOCTOBEPEHUETO;

» CRL Distribution Point - cbabpxa Bpb3ka kbM aktyanHusa CRL Ha onepatvBHUS
YpoctoBepsiBau, opraH Ha EBPOTPBCT;

» Authority Information Access - cbabpxa URL-agpeca Ha OCSP cbpBbpa Ha
YAOCTOBEPEHNETO;
» Qualified Statements - aTpubyTbT CbabpXKa YKasaHue, 4Ye YOOCTOBEPEHMETO €

KBaJ'II/ICbI/ILl,I/IpaHO M NoKasBa Aarnn 4acCTHUA KIkod e reHepupaH un ce CbxXpaHdBa BbpXy yCTp0I7ICTBa 3a

cb3gaBaHe Ha enektpoHeH nognuc (QSCD).

7.1.3 WAEHTU®PUKATOPU HA ANNTOPUTMUTE HA ENNEKTPOHEH NOANMUC/MEYAT

ATpnbyTbT ,Signature algorithm" ngentudunumnpa anroputmmte (KpuntorpadCckMtTe MexaHmamm),
KOWTO Ce u3nonssear.

B EBPOTPBCT ce n3nonaea npunoxmma KOMOUHaUus Ha acCMMETPUYHM 1 XeLl anropuTMu:
sha256-with-RSA 1 sha384-with-RSA.
7.1.4 ®OPMU HA MUMEHYBAHE

dopmuTe Ha MMeHyBaHe ca onucaHu B YyacTTa ,Buaose umeHa" Ha TO31 JOKYMEHT.
7.1.5 OrPAHUYEHUA HA UMEHATA

BupoBeTe orpaHMyeHns Ha MMeHaTa ca OnucaHn B YacTTa ,BuaoBe nmeHa“ Ha TO31 AOKYMEHT.

7.1.6 WAEHTU®PUKATOP HA NMOJIUTUKA

KeanudguumpaHo yaoctoBepeHue ce nsgasat cbrnacHo MNMonutuka Ha EBPOTPBCT, koqaTto ce

BnucBea B atpubyta ,Certificate Policy" Ha ygocTtoBepeHueTo.

7.1.7 WAEHTU®UKATOP 3A NPOABITXKEHUE
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Toaun ngeHtndukatop (,Extensions”) nasa cneundunyHa, cBbp3aHa ¢ ycnyrata nHgopmaums. 3a

yn0Tpe6aTa MY Ha TO3M eTan npaKTMKaTa HE NoCTaBA HMKaKBU OrpaHN4YeHnA.

7.1.8 O3HAYEHUE HA KBAIIMOPULIMPAHOTO YOOCTOBEPEHUE

EBPOTPBCT m3nonssa B kBanuguumpaHo yaoctoBepeHne ¢ npodwmn no craHgapta X.509 v.3
aTpmbyTa ,Qualified Statements" c ngeHTudpukaTtop: ,esi4-qcStatement-1 (O1D=0.4.0.1862.1.1).

EBPOTPBCT u3nonssa B kBanuduuMpaHO YOOCTOBEpPEHME 3a KBanuuuMpaH enekTpoHeH
noanuc ¢ npocmn no craHgapta X.509 v.3 atpubyta ,Qualified Statements" ¢ ngeHTndukaropu: ,esi4-
gcStatement-1“ (OID=0.4.0.1862.1.1) u ,esi4-qcStatement-4*“ (OID=0.4.0.1862.1.4).

EBPOTPBCT m3nonssa B kBanuuumpaHo yaoctoBepeHune ¢ npocun no craHgapta X.509 v.3
atpubyTta "Certificate Policy", Ha konTo ce npucsosBa uaeHTudukaTopa (OID) cbC 3HaveHue, KakTo

cnepnBa:

UpeHntndmkarop (OID)
KBanudumumpaHo YoocroBepeHue HanmeHoBaHue BNMcaH B aTpubyTta

"Certificate Policy"

KBanunuumpaHo yooctoBepeHue 3a -~
Evrotrust Qualified Natural
KBanuduumnpaH enekTpoHeH nognmc - OID=1.3.6.1.4.1.47272.2.2
Person Certificate for QES
Ha dom3nyecko nuue

KeanuduumpaHo yooctoBepeHue 3a
Evrotrust Qualified Natural

Person Attribute Certificate|OID=1.3.6.1.4.1.47272.2.2.1
for QES

aTpnbyTnBeH keanuduumpaH
eneKTPOHEeH noanuc Ha pman4ecko

nvue

KBanuduumpaHo yaooctoBepeHue 3a »
Evrotrust Qualified Legal
KBanudmumnpaH enekTpoHeH neyart - 0O1D=1.3.6.1.4.1.47272.2.3
Person Certificate for QESeal
Ha IopMAMYECKO NnLe/opraHn3aums

KBanunduumpaHo yooctoBepeHue 3a »
Evrotrust Server Certificate |0O1D=1.3.6.1.4.1.47272.2.6
CbpBBP

KsanuduumpaHo yooctoBepeHue 3a -
Evrotrust Qualified Natural
YCBbBBbPLUEHCTBAH €NTEKTPOHEH . OID=1.3.6.1.4.1.47272.2.7
Person Certificate for AES
nognuc Ha omanyecko nuue

KBanuduumpaHo yaoctoBepeHue 3a

YCbBBbPLUEHCTBAH EJIEKTPOHEH Evrotrust Qualified Legal

B OID=1.3.6.1.4.1.47272.2.8
nevaT Ha OPUONYECKO Person Certificate for AESeal
nuue/opraHmsaums
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KBanuduumpaHo yooctoBepeHue 3a
aBTEHTUYHOCT Ha yebcanT 3a

JOMENH

Evrotrust SSL Domain
Validated Certificate

OID=1.3.6.1.4.1.47272.2.4.1

KBanuduumpaHo yaoctoBepeHue 3a
aBTEHTUYHOCT Ha yebcanT 3a

opraHusaums

Evrotrust SSL Organization
Validated Certificate

OID=1.3.6.1.4.1.47272.2.4.2

KBanuduuupaHo ygoctoBepeHune 3a
aBTEHTUYHOCT Ha yebcalT ¢

paswmnpeHo sannanpaHe

Evrotrust SSL EV Certificate [OID=1.3.6.1.4.1.47272.2.5

yaocTtoBepeHund

Opyrm voeHtudukatopm (OID), BnucaHm B atpubyta “"Certificate Policy® B kBanuduumnpaHuTe

YpocTtoBepuTenHa nonuntuka 3a
KBannuunpaHn yaocToBepPEHuns,
ns3gageHa 3a nyonuyHm ycnyru,
KOATO M3WNCKBA M3MOn3BaHe Ha
secure sighature-creation device
(SSCD)

gcp-public-with-sscd

O1D=0.4.0.1456.1.1

YpooctoBepuTenHa nonuTuka 3a
KBanuuumpaH1 yagocToBepeHUs,

nsgageHa 3a nyornmyHu ycnyru

gcp-public

O1D=0.4.0.1456.1.2

QCP-n: YgocToBepuTenHa nonntuka
Ha EBponewckus cbio3 (EC) 3a
KBanuduuunpaHu yooctoBepeHus,

n3gaBaHu Ha PU3NYECKU Nuua

gcp-natural

OID=0.4.0.194112.1.0

QCP-I: YoocToBeputenHa nonuTtuka
Ha EBponewnckusa cbio3 (EC) 3a
KBanuduuupaHv yaoctoBepeHuns,
n3gaBaHu Ha PUaNYECKM

nuua/opraHmsaumnm

gcp-legal 0OID=0.4.0.194112.1.1

QCP-n-gscd: YooctoBeputenHa
nonuTtuka Ha EBponenckms cbio3
(EC) 3a Keanudmumpanm
yAOCTOBEPEHNs, u3gaBaHu Ha
du3nyeckn nuua ¢ YacTeH Ko,
CBbp3aH C YAOCTOBEPEHWS

nyGrnyYeH KoY, pasnosioxeH B

gcp-natural-gscd

OI1D=0.4.0.194112.1.2
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QSCD
QCP-l-gscd: YgoctoBeputernHa

nonuTuka Ha EBponenckus cbio3
(EC) 3a KeanuduumpaHu
YAOCTOBEPEHWS, U3A4aBaHn Ha
gcp-legal-gscd OID=0.4.0.194112.1.3
topuanyeckun nuua/opraHmsauum c
YacTeH KoY, CBbP3aH C
yOooCTOBEPEHMS NyOnnyeH Ko,

pasnonoxeH B QSCD

QCP-w: YgocToBepuTenHa

nonuTtuka Ha EBponenckms cbio3
gcp-web 0OID=0.4.0.194112.1.4
(EC) 3a ynocTtoBepeHus 3a

aBTEHTUYHOCT Ha yebcawnT

Extended Validation Certificate
Policy (EVCP)

DVCP (Domain Validated Certificate
Policy) cnopeg ETSI TS 102 042

evep OID=0.4.0.2042.1.4

dvcp 0ID=0.4.0.2042.1.6

OVCP (Organizational Validation
Certificate Policy) cnopeg ETSITS |ovcp 0OID=0.4.0.2042.1.7
102 042

7.1.9 W3NON3BAHE HA MOEHTU®UKATOP 3A PA3LUMPEHUE HA KNKOYA , KPUTUYHO

B lNpakTnkaTta Hama nanckeaHus 3a nanonaeaHe Ha ,CRITICAL CERTIFICATE EXTENSIONS®.

7.2 NPO®UN HA CMIUCBHKA CbC CINPEHUN U NMPEKBCHATU YOOCTOBEPEHMUE (CRL)

CRL npocmnbT Ha 6a3oBus yaoctoBepsBaLy, opraH Evrotrust RSA Root CA e:

Version V2
CN= Evrotrust RSA Root CA

e OuU= Evrotrust Qualified Root Authority
O= Evrotrust Technologies JSC
organizationldentifier (2.5.4.97)= NTRBG-203397356
C= BG

Effective date [HavanHa gaTta u Yac no UTC Ha BanugHocT Ha nsgageHusa CRL]
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Next update [nata 1 yac no UTC Ha nnaHupaHa akTyanusaums Ha CRL]
Signature Aagorithm SHA256RSA

Signature hash algorithm | SHA256

Authority Key Identifier KeylD=74 5c al 40 73 2e 1f €6 f9 3b bc ab a0 a4 a7 54 44 74 4f 70
CA Version V0.0

CRL Number [nopeneH Homep Ha CRL]

Next CRL Publish [paTta n yac no UTC Ha nnaHnpaHo nybnukyBaHe Ha criegsaly CRL]

CRL npocunbT Ha onepatneBHUA yaoctoBepsBaly, opraH Evrotrust RSA operational CA e:

Version V2
CN= Evrotrust RSA Operational CA
Issuer Oou= Quialified Operational CA
O= Evrotrust Technologies JSC
organizationldentifier (2.5.4.97)= NTRBG-203397356
C= BG
Effective date [HawanHa gata n vyac no UTC Ha BanugHocT Ha usgageHust CRL]
Next update [paTa nyac no UTC Ha nnaHupaHa aktyanm3aumsi Ha CRL]
Signature
_ SHA256RSA
Aagorithm
Signature hash
_ SHA256
algorithm
Authority Key
N KeylD=7f 3e 64 59 85 2b dd 23 29 c2 01 e7 cb c3 69 c0 87 93 2b 08
Identifier
CA Version V0.0
CRL Number [nopeneH Homep Ha CRL]
Next CRL Publish | [gaTa n yac no UTC Ha nnaHupaHo ny6nvkyBaHe Ha crnegpaily CRL]

7.2.1 BEPCUA
EBPOTPDBCT, upes cBosa YooctoBepsiBaly, opraH n3gasa, nybnvkyea u nogabpxa Cnmcbum CcbC

cnpeHn un npekpateHn ypoctosepeHna (CRL) BbB popmaTta X.509 v.2. Bepcusata ce Bnucea B

n3pagennsa CRL.

7.2.2 ©®OPMAT

Print and Edit Evrotrust Technologies Inc.. Page 110 of 147




MPAKTUKA MPU NPEAOCTABSIHE HA elDAS-CPS
c I‘Otru St KBANU®ULIMPAHWU YAOCTOBEPUTESNTHU YCNYTU For public use

Regulation 910/ 2014 CERTIFICATION PRACTICE STATEMENT Version —2.1
elDAS FOR QUALIFIED CERTIFICATION SERVICES 13.04.2017

EBPOTPBCT wu3gaBa, nybnukyBa u nogabpxka CnMCbK CbC CNpPeHW W MNpeKkpaTeHu
ypoctoBepeHns (CRL), yunto cdopmMaTt € B CbOTBETCTBUME C MU3UCKBAHUATA B MexayHapopHaTa
npenopbka RFC 5280.

YpoctoeepsaBawmsaTt opraH Ha EBPOTPBCT usgasa, nybnukyBa v nogabpka CamMOCTOATENHU
nbnHm Cnmcbum (CRL-n) kaTto B TAX 3anMcBaT camMO CNpeHU YAOCTOBEPEHWs, KOUTO ca U3gadeHu oT
CbOTBETHUA YAOCTOBEPSABALL, OpraH.

EBPOTPBCT He mnsgaBa u He nogabpxa cxema Ha ,yactudeH" (delta) Cnmcbk cbC cnpeHn u

npekpateHu ygoctoBepeHus (CRL), HoO 3ana3Ba npaeo nNpu HeobxoaMMOCT Aa BbBede TakaBa cxema.

7.2.3 OCHOBHWM ATPUBYTU HA CINMUCBKA CbC CNPEHU U NMPEKPATEHN YOOCTOBEPEHUA

(CRL)

» Version - Bepcus Ha Cnuckbka;

» Issuer Name — HaMMmeHoBaHve Ha usgartens Ha Cnucbka (YgoctoBepsiBall opraH);

» Effective Date/This update — gata u 4ac Ha usgaBaHe Ha Cnncbka (CRL);

» Next Update - BpemeTo Ha BanuaHocT Ha CRL. Cnep nocoyeHoTO Bpeme, YOocToBepsBalLng

opraH wu3gaBa HeszabaBHo HoB Cnucbk. [lpe3 nepuoga Ha BanUOHOCT, B Cnyyal Ha
npekpaTaBaHe/cnupaHe Ha yooCcToBepeHne, YO0CToBepsBaLLMSA opraH n3gasa aBTomatuyHo Hos CRL;

» Signature algorithm — ngeHTudumkaTop Ha anropuTbmMa 3a Cb3aBaHe Ha efIEKTPOHEH Nognuc
Ha CRL;

» Signature hash algorithm — anropuTeMm 3a cb3gaBaHe Ha eNeKTPOHeH nognuc.

7.2.4 DNOMBMHUTENHU ATPUBYTU B CMUCBHKA CBbC CMPEHU W MPEKPATEHU
YOOCTOBEPEHMS (CRL)

JAuthority Key ldentifier"- ngeHtudukatopa Ha YpoctoBepsiBallmMsi opraH, KOMTO u3gasa W
nognucea Cnucbka CbC CrnpeHn u npekpateHn ypoctoBepeHusi (CRL), cbabpxa 3Ha4YeHMeTo Ha

»SubjectKeyldentifier" ot ygoctoBepeHneTo Ha Y4oCTOBEPSBaALLNA OpraH.

7.2.5 ®OPMAT HA ENMEMEHT B CTUCBKA CbC CMPEHU U NPEKPATEHU YAOCTOBEPEHUSA
(CRL)

CnuncbkbT CbC cnpeHn U npekpateHnm ypoctoBepeHus (CRL) Ha YgocTtoBepsiBawus oprad
CbObpXXa eNeMEHTU 3a BCUYKN CNPEHN yOOCTOBEPEHUS. Te3n eneMeHTn ca NocTosiHHM B Cnncbka.

CnucbkbT CbC cnpeHn n npekpateHn ypoctoepeHus (CRL) Ha YpoctoBepsiBalwmsi oprad
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CbAbpXa enemMeHT 3a BCAKO CrNpAHO yaocTtoBepeHune OT yD,OCTOBepFlBaLLl,I/IFI opraH. TakbB enemMeHT e

BpeMEHEH B CrncbKa A0 MOMEHTa Ha Bb300OHOBsSIBAHE Ha yOooCTOBEPEHUNETO.

7.251 ATPUBYTM HA ENEMEHT B CMUCBKbT CbC CMPEHW W MPEKPATEHU
YOOCTOBEPEHUSA (CRL)

» Serial number - cepveH HoMep Ha CMPSHO YOOCTOBEPEHUE;
» Revocation date - Bpeme Ha npekpaTsaBaHe/cnMpaHe Ha yaoCTOBEPEHUE;

» CRL Reason Code - koa naeHtudmumpall npyyunHaTa 3a npekpartsiBaHe/cnupaHe.

7.2.5.2 O3HAYEHUA HA NPUYUNHATA 3A NPEKPATABAHE/CNMUPAHE HA YOOCTOBEPEHUE

» keyCompromise - KOMNpoOMEeTUpPaH YacTeH Kntod Ha Tutynap/Cbwagaren;

» ACompromise - KOMNpPOMETMPaH YacTEH KIHOY Ha onepaTMBEH YOOCTOBEpsiBall, OpraH Ha
EBPOTPBCT;

» affiliationChange - npomeHeH cTaTyT Ha TuTynap cnpsmo Apyro nvue - npoMsiHa B
npeacTaBuTenHaTta BNacT, OTHEMaHe Ha npeAacTaBuTenHaTa BrRacT, MNpekpaTaBaHe Ha TpyaoBO
NPaBOOTHOLUEHNE U T.H;

» superseded - yqocTOBEPEHNETO € 3aMeCTEHO C ApYro;

» certificateHold - gpencTBneTo Ha yooCToBEPEHMETO BPEMEHHO € CMPSHO.

7.3 MNPO®UN HA OTFOBOP 3A OHNAIH NMPOBEPKA HA CTATYCA HA YOOCTOBEPEHUE
(OCSP/ONLINE CERTIFICATE STATUS PROTOCOL)

YpoctoBepsiBawmte opraHnm 3a Banugauus LEvrotrust RSA Validation” Ha 6a3soBus
yoocToBepsieally, opraH ,Evrotrust RSA Root CA* n ,Evrotrust RSA QS Validation® Ha onepaTuBHus
ypocToBepsiBaw, opraH ,Evrotrust RSA Operational CA* na EBPOTPBCT pabotat u npegoctaBaT
KBanuduumpaHata ycnyra ,OHNavH MpoBepKka Ha cTaTyC Ha yOoCTOBEpeHWe B peanHo Bpeme" B
CLOTBETCTBME C MeXAyHapoaHo yTBbpaeHaTta npenopbka IETF RFC 6960.

OCSP-notpebutensat usnpawia MckaHe 3a npoBepka Ha ctaTyc Ha nognuc/nedat o OCSP-
CbpBbpa W MnonyyaBa OTFOBOpP — YAOCTOBepeHue 3a craTtyc, nognucaH oT OpraHa 3a Banupauus.
OTroBopbT CbAbpxXa MHAOPMaLMA 3a cTaTyca Ha MPOBEpPSABaAHOTO YOOCTOBEPEHME 3a eneKTPOHEH
noanuc/neyar, nepvoga Ha BanuAHOCT Ha NOMy4YeHUst OTrOBOP M MMa JokasaTencreeH xapakrep. OCSP
CbpBbPBLT, KOWTO M34aBa MOTBbPXKAEHUA 3@ CbCTOSHMETO Ha KBanuuuupaHute yAOCTOBEpEeHWUs

npuTexXxasa crieynasjiHo reHepunpaHa ABOMKa KIo4oBe, N3gageHn eANHCTBEHO 3a Tasu uen.

7.3.1 BEPCUA
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EBPOTPDBLCT, 4pes cBoute YOocToBEepsiBalLKM OpraHu 3a Banugauus, nsgasa yaocToBepeHus 3a

CTaTyC Ha u3gageHuTte KBaJ'IVI(bI/lU,VIpaHI/I yAooCTOBEPEHUA BbB (bopmaT, onpegerneH B MexayHapoaHarta

npenopbka RFC 6960. Bepcudara ce Bnncea B usgageHuTe yaoCcToBEpPEHUs 3a cTaTyc.

7.3.2 ®OPMAT

EBPOTPBCT wu3gaBa ygocToBepeHus 3a CcTatyc, 4viTo dopmar € B CbOTBETCTBUE C

M3nNCKBaHNATa B MexayHapoaHaTa npenopbka RFC 6960.

7.3.3 OCHOBHWU ATPUBYTU HA YOLOCTOBEPEHUATA 3A CTATYC

V V. V V VYV V

A\

Version - Bepcus Ha yaqOCTOBEPEHMETO 3a CTaTyC;

Response Type — T1n Ha oTroBopa 3a cTaTyc;

OCSP Response Status — ctaTyc Ha OTroBopa;

Responder Id - WaeHTudpmkaTtop Ha ycnyrata no sanugauuns

Produced At - gata u Yac Ha usgaBaHe Ha y4OCTOBEPEHMETO 3a CTaTyC;

Responses — nHopmaums, yHMKanHo naeHtuduumpalla KsanupmumpaHoTo y4oCTOBEPEHME,
3a KOeTO e OTMpaBeHO 3anuMTBaHe WM 3a KOETO OpraHa 3a Banugauus usgasa HacTOSALWECTO
yAoCTOBEpEHNe 3a CTaTyc;

Cert Status — cTaTyc Ha KBanuuumMpaHoTO yAOCTOBEPEHNE, 38 KOETO € OTNPaBeHO 3annTBaHe;

This Update - BpemeTo Ha nsgageH CRL, Ha 6a3aTa Ha KONTO e nsganeHo yaoCcToBEPEHUETO 3a
cTatyc;

Next Update - Bpemeto Ha BanugHocT Ha CRL, Ha 6asata Ha KOWTO € u3gageHo
yAOCTOBEPEHNETO 3a CTaTyC;

Response Extensions — 4OMbAHUTENHN pa3LWUMPEHUS, BKITKOYEHM B OTIOBOPA;

OCSP Nonce - cbabpka cbluata nHdpopmMaLms, KOATO e nogafeHa npu 3asiBkata B NONETO 3a
Nonce;

Signature Algorithm - nanonseaH anropuTbm 3a €/1EKTPOHHO NMOANMCBAHE Ha yOOCTOBEPEHMNETO
3a cTaTyc;

Certificate — Cbabpxa KBanuduumpaHoTOo YAOCTOBEPEHME Ha opraHa 3a Banugauus Ha
EBPOTPBCT.

CobobpxaHneTo Ha ygoctoBepeHneTo 3a ctatyc Ha EBPOTPBCT e:
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OCSP Response Status

Response Type
Version
Responder Id

Produced At

Responses:

Cert Status

successful (0) - BanngeH oTroBop Ha 3annTBaHeTo;

malformedRequest (1) - 3anuTBaHeTo Ha oTroBaps Ha uanckeaHusaTa 3a OCSP

CUHTAKC;

internalError (2) - BbTpeluHa rpewwka. Mons onMtanTe no-KbCHO;

tryLater (3) - Ycnyrata BpeMeHHO e HegocTbnHa. Mons onMtanTe nNo-KbCHO;

sigRequired (5) - 3anutBaHeTo TpsAbBa fa € NnognncaHo;

unauthorized (6) - KnneHTta He e oTOpu3upaH ga n3BbpLUM 3anUTBaHETO.

Basic OCSP Response

1 (0x0)

[YHuKaneH ngeHtndukaTop Ha MHCTaHUUATa Ha ycnyraTal

[naTa n yac no UTC Ha reHepupaHe Ha 0TroBopa]

Certificate ID:
Hash Algorithm — N3non3BaH xeLw anropMTbm
Issuer Name Hash— Xeww cyma Ha nmeTo Ha usgartens Ha yaoCTOBEPEHUETO
Issuer Key Hash — Xew cyma Ha nybnuyHMs KMAlYd Ha wu3gaTtens Ha
YAOCTOBEPEHUETO

Serial Number — CepureH HomMep Ha ygoCTOBEPEHMETO

e good - yagocTtoBepeHueTo He npucbeTBa B CRL
e unknown — He MoXe ga 6bae OTKPUTO TakoBa YAOCTOBEPEHUE

e revoked - yaoCTOBEPEHUETO € CNPSIHO UITK NPEKPATEHO;

This Update

Next Update
OCSP Nonce:
Signature Algorithm:

Certificate:

[HavanHa gaTta u vyac no UTC Ha BanuaHocT Ha u3gageHus CRL, Bb3 OCHOBa Ha

KOWTO e reHepupaH oTroBopal

[naTa n yac no UTC Ha nnaHupaHa aktyanusaumsa Ha CRL]

[MHdopMaums, kKoATO e nogageHa npw 3asskaTta B noneto 3a Nonce]

sha256WithRSAEnNcryption

[KBanundpurumpaHoTO yaoocTOBEPEHME Ha opraHa 3a Banuaauus]

7.4 [OPYITU NMPO®UIUN

7.4.1 TMPO®UN HA KBAJIMOULUNPAH ENNIEKTPOHEH BPEMEBU MNMEYAT

YnocTtoBepsiBalMAT opraH 3a KBanuduumpaHu enekTpoHHM BpemeBu nedaTu ,Evrotrust TSA®

nsgaesa KeanuduumpaHn enektTpoHHn Bpemesu nedvaTtn (Timestamp Tokens/TST) ¢ eauH unu noseve

YacTHM KIKYOBE 3ana3eHn eguMHCTBEHO 3a Tasu uen. Crnopean npenopbka RFC 3280 yooctoBepeHudaTta

3a kBanuduumpaHn enekTPoOHHN BPeMEBM NevaTy B TEXHWUTE paslUMpeHust Ha aTpubyTu, cbabpxart none
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3a orpaHuyaBaHe Ha ynotpebata umm (Extended Key Usage), MapkmpaHu KaTo KpWUTUYHW. ToBa
O3Ha4yaBa, Ye yooCTOBEpPEHMETO MOXe Aa ce m3nonsea ot ,Evrotrust TSA® eanHcTBeHO 3a LenuTe Ha

noanncBaHETO Ha KBaJ'IVICbVILI,VIpaHI/ITe EJ1IEKTPOHHU BpeMeBU nevaTtun, u3gageHm oT ToO31 OpraH.

7.5 OCHOBHM NONETA B MNPO®PUITIA HA KBAJTUOPULIMPAHU ENEKTPOHHU BPEMEBU
NEYATMU:

» Version — Bepcus (Version 3);

» Serial Number — yH1KkaneH ngeHTugunkaumoHeH ko4 Ha BpEMEBMS Neyar;

» Signature Algorithm — anroputeM 3a Ccb3gaBaHe Ha  ENEKTPOHHUS  nognuc
(shalWithRSAEnNcryption)

» Issuer (Distinguished Name) — HaMmeHOBaHWe Ha n3gartens Ha BpemeBus nedat (Evrotrust
TSA);

» Not before (validity period/beginning date) — pata M 4yac Ha wu3sgaBaHe (yHUBepcariHO
KOOpAUHUpaHo Bpeme, npeacraseHo B Zulu);

» Not after (validity period ending/date) — gata n yac Ha U3TM4YaHe Ha cpoka Ha BanuaHocCT;

» Subject (Distinguished Name) — HaumeHoBaHUe Ha Tutynapa/Co3gatens;

» Subject Public Key Info - KogupaHa none B cbotBetcTBMe ¢ RFC 3280, koeTo cbabpxa
nHdpopmaumsa 3a RSA nybnuyHus knoy (KNio4voB MAEHTUMUKATOP U CTONHOCT Ha NYyBNMYHMSA KIToY);

» Signature - eneKkTpoHeH NoAnuc, reHepupaH U KoAuMpaH B CbOTBETCTBME C W3WCKBaHWS,
onucanu B RFC 3280;

» Basic Constraints — 0OCHOBHM OrpaHuUyYeHns Ha BpeEMEBMS nevar;

» Key Usage — npegHasHa4yeHne Ha BpemMeBus neyar;

» Extended Key Usage - Time Stamping Authority (TSA);

» Certificate Policies — nonuTuka, Bb3 OCHOBa Ha KOATO € nsganeH BpeMeBus neyar;

» Authority Key ldentifier — ngeHtTudmnkatop Ha knto4da Ha YgocTtoBepsiBawma oprad (SHAL

hash of the public key).

YpocTtoBepsiBawmaT opraH ,Evrotrust TSA npvema 3asiBkv 3a yaoCToBepsiBaHe Ha BpeMe, KOUTO
na otroBapaTt Ha cneundukaummte IETF RFC 3161 n ETSI EN 319 422:

» 3aaBkaTa 3a kBanuduumpaH enekTpoHeH BpeMeBU nevart Tpsabea Aa cbabpka anroputbma
Ha xew dyHkuna SHA256;

» 3asBkaTa 3a kBanuduuMpaH EeneKTPOHEeH BpPEMEBM MnevyaTr ykasea uaeHTudukaTopa Ha
nonutukata Ha Evrotrust TSA Policy OID.

KBanupuumpaHMsaT enekTpoHeH BpemeBM nedar, u3gageH ot Evrotrust TSA® cbabpxa
nHdopmaums 3a nedyata (TSTinfo cTpykTypa), pasnonoxeH B SignedData ctpyktypa (Bux RFC 2630),

nognucad ot Evrotrust TSA u srpagenun B Contentinfo ctpyktypa (B RFC 2630 ).

Print and Edit Evrotrust Technologies Inc.. Page 115 of 147




MPAKTUKA MPU NPEAOCTABSIHE HA elDAS-CPS
c I‘Otru St KBANU®ULIMPAHWU YAOCTOBEPUTESNTHU YCNYTU For public use

Regulation 910/ 2014 CERTIFICATION PRACTICE STATEMENT Version —2.1
elDAS FOR QUALIFIED CERTIFICATION SERVICES 13.04.2017

8 oauT

Opwntute, mnsbpweaHn B EBPOTPBCT ce oTHacat go obpaboTkata Ha MHOPMaUVNOHHUTE
OaHHW 1 ynpaBneHne Ha KroyoBUTe npouedypu. Te mmaTt 3a uen ga KoHTponupart [lpaktukata npwu
npeaocTaBsiHe Ha KBanuuumMpaHn yaocToBepUTENHUTE yCnyrn“ OKOMKO € CbBMeCcTMMa C BHegpeHaTa
WHTEerpupaHaTta cuctema 3a ynpasrieHue, KOATO BKINOYBa M3NCcKBaHuATa Ha ctangapta IEC 27001:2013,
PernamenTt (EC) N2 910/2014 n BbTpeLluHMTE yYNpaBrieHCKN pelleHns n Mepku. N3BbpLluBaHUTe oantu Ha
EBPOTPBLCT ce oTHacaT 3a BCUYKM YOOCTOBEPUTESNHW OpraHu, npuvHagnexawu KbM ©0a30oBus
YpocTtoBepsBaly, opraH, Pernctpupalumsi opraH, Kakto v Opyrn enemMeHTU Ha WMHpacTpykTypaTa Ha
nyGnn4Hma kntod, Hanpumep OCSP cbpBbP.

EBPOTPBLCT exerogHo M3BbpLUBa Han-Marnko eanH BbTPeLleH OanT.

EBPOTPBLCT e 0bekT Ha oauT Hal-mMarnko BedHbX Ha 24 meceua oT OpraH 3a OLeHsiBaHe Ha
cboTBeTcTBMETO. Llenta Ha oguta e pga ce notBbpau, Ye EBPOTPBLCT kato OoCTaBYMK Ha
KBanupuumpaHn  yaoocToBepUTENHM  yCriyru U NpefocTaBsHUTEe OT  Hero  keBanuduumpaHu
YAOCTOBEPUTENHN YCMyrn OTroBapsAT Ha u3nckBaHusTa, nocodeHn B PernmameHt EC) Ne 910/2014.
JocTtaBunkbT NpeactaBa Ha OpraHa no Haa30p CbOTBETHUS OOKNad 3a OueHsBaHe Ha CbOTBETCTBUETO
B CPOK OT Tpy paboTHM AHW cnea KaTo ro nonyudu.

OpraHbT N0 HaA30p MOXe MO BCAKO BpemMe Aa M3BbPpLIM oauT mnum ga noucka oT OpraH 3a

OLIEHsIBaHe Ha CbOTBETCTBMETO a Hanpasu OLEeHsiIBaHe Ha cboTBeTcTBMEeTOo HA EBPOTPDBLCT.

8.1 YECTOTA HA OOUTA

PvkoBoactBoto Ha EBPOTPBLCT HasHauyaBa nepuoguMyHU MNPOBEPKM 3a CbOTBETCTBUE HA
Tekywata AenHocT ¢ yTBbpaeHuTe [paktuka u Monutuka npu NpefoctaBsiHe Ha KBanvduumpaHu
yOOCTOBEPUTENTHM YCIYrn OTHOCHO AenHocTTa Ha EBPOTPBCT.

PbtkoBoactBoto Ha EBPOTPBCT ocblyiecTBsiBa NOCTOSHEH OMNepaTMBEH KOHTPOM 3a TOYHOTO

N3MbIIHEHNE HA MHCTPYKUUUTE Npu paboTa oT nepcoHana Ha EBPOTPBCT.

8.2 KBAJIIMOUKALUUA HA NPOBEPABALLUUTE JIULIA

BbHWeEH oanT ce m3BbpwBa OT akpegutupaH u HeszaBucum ot EBPOTPBCT Opran 3a
oueHsiBaHe Ha cboTBeTcTBMEeTO. Cuctemata 3a akpegutTaumss U KOMMNETEHTHOCT Ha opuTtopa ca
onpegenenn B PernamenT (EO) Ne 765/2008 3a onpegensiHe Ha M3UCKBaHMSTA 3a akpeautTaumsa u
Hag30p Ha Nasapa BbB BpPb3Ka C MyckaHe Ha nasapa Ha NpoAaykTu 1 3a oTMsiHa Ha PernameHT (ENO) Ne

339/93 un ce perynupa ot ISO/IEC 17065:2012: OueHkata Ha CbOTBETCTBMETO - W3NCKBAHWS 3a
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opraHuTe, yaoCcToBepsaBalUnTe NpoayKTun, npouecuTe u ycnyrure.

BbHWHa npoBepka OT HaA3opeH OpraH ce M3BbpLUBa MO BCHAKO BpemMe OT YNpaBOMOLLEHU
cnyxuTtenun Ha OpraHa no Haasop — KomucusaTta 3a perynupaHe Ha cbobLieHuaTa.

BbTpewHnat ogut ce wu3Bbpwea oT cnyxutenn Ha EBPOTPBCT c HyxHWs onut u
KBanuukaums.

3a uenute Ha oguTtHaTa gewnHoct, EBPOTPBCT e Haen v onpaBOMOLWUIT CAY>XUTENWN, KOUTO
npuTexasaT HeobBXOOUMWUTE TEXHUYECKU MO3HAHWSA, CBbp3aHu C MHpacTpykTypaTa Ha nybnuyHus
KMoY, C HagexgHata U curypHa paboTa Ha TexHonornyHarta cuctema, MH(OpMauMOHHA CUIYPHOCT,

KaKTO U C Hann4yme Ha ronsam npaktn4eckn onnut B O.ANTUPAHETO.

8.3 OTHOLWEHWUA HA NMPOBEPABALUUTE JIULIA C EBPOTPBCT

MpoBepsiBawmTe nuua TpsidbBa aa 6GbaaT He3aBUCUMMM, A HE ca NPSIKO UM KOCBEHO CBbP3aHN C
Hero u ga HaAMaT KOHNUKT Ha nHtepecu ¢ EBPOTPBCT.

OtHoweHuaTa mexay EBPTOTPBCT 1 npoBepsaBalLLo BLHLLHO fuLe ce ypexaaT ¢ 4oroBop.

8.4 OBXBAT HA OJUTA

lMpoBepkata oT cTpaHa Ha OpraHa no Hags3op ob6xBalia HOPMATUMBHO perfameHTUpaHuTe
naunckeaHna koM gerHoctta Ha EBPOTPBCTEBPOTPBCT cbrinacHo npunioXxmmoTo 3akoHoOaTeNCcTBO
B CEKTOpa Ha kBanuduuupaHu yaocToBEPUTENHN YCIyru.

OautbT OT cTpaHa Ha OpraHa 3a oueHsBaHe Ha CbOTBETCTBMETO 0OXBaLla LsiniocTHaTa AENHOCT
Ha EBPOTPBCT no npepoctaBsdHe Ha kBanuduumpaHu yOOCTOBEPUTESNHM YCAYrM U U3NbIHEHWE Ha
BCWYKN CTaHOapTU M CTaHOapTM3auMOHHW OOKyMeHTW, cBbp3aHum ¢ PermameHTt (EC) Ne 910/2014:
OOKYMEHTauus; apxvBu; WH(POPMALMOHHM [aHHKW, CBbp3aHM C u3gaBaHe W ynpaeBneHwe Ha
KBanuuumnpaHn ypoctoBepeHusi; duamdecka U MHOPMaUMOHHA CUTYPHOCT W HaOeXAHOCT Ha
TEXHOoMNornyHaTa cuctema u ynpasneHune; Y4oCcToOBEPUTESTHMN OpraHu.

O6xBaTbT Ha BbTPELHUTE OOUTU BKMKOYBA: MNPOBEPKA Ha [AEeVHOCTTa Ha [AOoCTaBYMKa U
CbOTBETCTBMETO 1 NonuTukata n MNpakTukaTta npu npegocrtaBsHe Ha KBanuduunpaHm yooCTOBEPUTESTHN
YCNyru; cbnocTaBka Ha MNPaKTUKM U Npoueaypu NocovYeHu B TO3W AOKYMEHT C TAXHaTa npakTunyecka
peanu3auusi npu u3nbiiHeHMe Ha pgenHoctTa Ha EBPOTPDBCT; npoBepka Ha [genHocTTa Ha
Peructpupawms opraH; gpyrm obcrtodtencrea, daktm u LEWHOCTWU, CBbp3aHn C MHApacTpyKTyparta
EBPOTPDBLCT, no npeueHka Ha pbkoBoacTeoTo Ha EBPOTPBCT.

8.5 [OENCTBUA, NPEANPUETU B PE3YNTAT HA U3BBPLUEHUA OOUT
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[JoknaguTte oT BbTPELLHM N BbHLUHM 0anTh ce npeaaeaT Ha EBPOTPBCT.

HoknaabT oT OpraHa 3a oueHsiBaHe Ha CbOTBETCTBMETO ce npefasa Ha OpraHa no Hagsop B
pamkuTe Ha 3 (Tpu) OHW crned BpbYBaHETO My Ha pbkoBoacTBoTO HA EBPOTPBCT.

Bb3 ocHoBa Ha HanpaBeHWUTe OLEHKM OT Aokrnaga, PvkoBoactBo Ha EBPOTPBLCT Habensasea
MEPKM 1 CPOKOBE 3a OTCTpaHsBaHE Ha KOHCTaTUpaHUTE NPOMYCKM U HECHOTBETCTBUS.

MepcoHanbT Ha EBPOTPBCT npegonpuemMa KOHKPETHUM OENCTBUA 3a TSAXHOTO OTCTpaHsiBaHe B

noco4yeHnTe CpoOKoBeE.

8.6 CBbXPAHEHUE HA PE3YNTATUTE OT OOUTUTE

Pesyntatte oT U3BbpLUEHUTE BLTPELLHM U BbHLUHW OOUTU CE CbXpaHsABaT HAAMIEXHO B apXuBa
Ha EBPOTPBCT.
CepTnprKaLNMOHHUAT OOKYMEHT nony4yeH ot OpraHa 3a oLeHsiBaHe Ha CbOTBETCTBUETO MOXe Aa

6bae nybnukyBaH Ha cTpaHuuata Ha EBPOTPBCT B MHTEpHET.

9 OPYIr'hn bU3HEC U NPABHU BBIPOCH

9.1 UEHU U TAKCHU

EBPOTPBLCT nopgabpxka [OOKymMeHT ,Tapucda 3a NpesoctaBsdAHM — YOAOCTOBEPUTESTHM,
NHPOPMAaLIMOHHN, KpUNTOrpaddCKM U KOHCYNTAHTCKU YCryru“ Ha cTpaHuuaTa cv B MHTEpPHeT Ha ajpec:
https://www.evrotrust.com.

[ocTaBunkbT MMa NpaBo Aa NPOMEHs eAHOCTPaHHO TapudaTta no BCAKO BpeMe OT AENCTBUETO
Ha [oroBopa, kaTo yBegomsiBa 3a ToBa Tutynapa/Cb3gatend nocpenctsBoM nybnukysaHe Ha
NpoMeHuTe Ha VIHTEpHET CTpaHuuaTa Cu.

MpomaHaTa uma pgencteue cnpsamo Tutynapa/CbsgaTtens OT AeHd, crejpal, OeHs Ha
nyénukaumsTa.

B 5 (neT) AHeBeH CpoOK OT Aatarta Ha NpoMsHaTa M JOKOSMKOTO € Hanvue yBenuvyeHne Ha ueHuTe,
Tutynapat/Ce3gatenaT uMma npaBo Aa npekpaTtv eQHOCTPaHHO AO0roBopa C OTMpaBsaHE Ha MUCMEHO
n3eectne go EBPOTPBCT, cuMtaHo oT gatata Ha u3TudaHe Ha Cpoka Ha MocnegHoOToO yaoCTOBEPEHME.
B TO3M cnyyan OoroBopbT Ce cuMTa OTMEHEH OT fJaTaTa Ha npomsiHaTta, KaTto nraTeHuTe no gorosopa
Bb3HarpaxaeHus 3a nonssaHe Ha ycryrn He NoAnexar Ha Bb3cTaHoBsiBaHe. [1pu nvnca Ha n3sectue 3a
OTMSHa ce cunTa, Ye Tutynapat/Cb3gaTtensaT e CbrnaceH ¢ npoMsHaTa.

npOMﬂHaTa Ha Bb3HarpaxgeHudata He MOXe Aa 3acerHe se4ye 3anjiateHn Bb3HarpaxageHus.
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9.1.1 BB3HAIrPAXOEHUA

CTOMHOCTTa Ha JOroBOpa MOXe BKIIOUBA €HO UMM HAKOIMKO OT CreAHUTe Bb3HarpaxaeHus:

> Bb3HarpaxzaeHve 3a u3gaBaHe U NoaabpXXaHe Ha KBanuduumpaHo yooCTOBEPEHUE;

> Bb3HarpaxzaeHve 3a NogHOBsIBaHe Ha KBanuduUMpaHo yaoCTOBEPEHME,;

> Bb3HarpaxaeHve 3a W3BbPLUEHM MO UckaHe Ha Tutynaps/Cbagatens KoOHCynTauum W
TEXHOMOrMYHa NnomoLL;

> LeHa 3a 3aKyneHo unv npefocTaBeHo nof Haem oT EBpoTpbCcT o6opyaBaHe;
Bb3HarpaxaeHue 3a nepcoHanuavpaHe Ha (U3NYecKn HOCUTEN;
3a U3BbPLUBAHE Ha oTAaneYeHn NoanucBaHuns;
Bb3HarpaxaeHue 3a M3BbpLUBaHe Ha oTaanevyeHa naeHTUdMKaums;

Bb3HarpaxneHumsa, CBbp3aHN CbC CUr'ypHO BpbYBaHe Ha €N1eKTPOHHU CbobLLEHNS;

YV V. V V V

APpYrv Bb3HarpaxgeHus 3a npegoctaBsaHn KsanuuumpaHn yoocToBepUTENHN yCryru.

Obmkumnte Bb3HarpaxageHuss u cymu ce 3annawat Ha EBPOTPBLCT B pasmepu, cbrnacHo
TapudbaTa 3a npegoctaaHuTe oT EBPOTPBLCT kBanuduumnpaHn yogoctoBepuTenHi, UHPOPMaLMOHHM,
KpuntorpadoCkM M KOHCYNTaAHTCKU YCNYrM M B CPOKOBE MO HadvHW, nocoveHn B [oroBopa wu
NPUNOXEHUSATA KbM Hero.

[lOKONKOTO MMa YroBOpeHO aBaHCOBO WM abOHaMEHTHO Bb3HarpaxaeHue 3a M3nonsBaHe Ha
ycrnyra, CbLUOTO He MOANEXM Ha Bb3CTaHOBsABaHE, ako Tutynapsat/Cb3gaTenaT He € KOHcymupan
npegocTaBsHaTa ycnyra npes3 CbOTBETHUSI CPOK, 3a KOWTO Ce OTHACcH aBaHCOBOTO MM abOHAMEHTHOTO
Bb3HarpaxgeHue.

LleHaTta He BknioYBa Ha4MCNEHUTE OT TEMNEKOMYHWKALMOHHUTE KOMMaHUM CyMU BbB BPb3Ka C
nonssaHn ot Tutynaps/Cb3gatend ycnyrm OT TAX 3a UenuTe Ha npefocTaBsHUMTE ycnyru oT
EBPOTPBLCT. Te ce gbmkaTt uauano ot Tutynaps/Cbh3gatens Ha cCboTBETHATa TeNeKOMyHMKaLuWMOoHHa
KomnaHua. [JocTaBUMKLT HE ObITKU N HE HOCU OTTOBOPHOCT 3a 3anfallaHeTo Ha Te3n CyMMu.

Bcurukn pasxoam n Takeu 3a npeBexgaHe Ha AbmkuMnuTe cymmn no cmeTkata Ha EBPOTPBCT, ca

3a cMmeTka Ha NoTpebutens.

9.1.2 BB3HAIPAXAEHUA 3A YOOCTOBEPWUTENHWU, KPUNTOITPA®CKHU, NTHOPOPMALIMOHHU
N KOHCYNTAHTCKU YCINYTU

3a ycnyrute no npefocTaBsiHe U M3MON3BaHe Ha KBanuduumMpaHm yooCTOBEPEHUS U CBbP3aHNUTe
C TsX yCnyru ce 3annawia gbimkuma cyma npu 3asiBsiBaHe Ha ycnyrata. B octaHanute cnyyam
nnawiaHeTo ce M3BbplBa B 10-OHEBEH CPOK OT MonydaBaHe Ha dhakTypaTta WM CbIMacHO CKIOYEHUs
[0roBOp.

ycnerTe, CBbp3aHMN C oOCblleCTBABaHE Ha TexHOoNorm4Ha nomMmow, un npenocrtaBdHE Ha
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KOHCynTaumMm 3a uarpakgaHe n nogaobpkaHe Ha WHGPacTpyKTypa M pelleHus 3a MHOopMauMOHHA
CUrypHOCT, ce Tapudumpat Ha 6a3a "JyoBekoyac" u ce 3annaiiaT Bb3 OCHOBA Ha ABYCTPaHHO noanucaH
NpOTOKON 3a M3BbpLleHa paboTa. LieHnTe Ha 4yacoBaTa cTaBka B npunoxeHarta Tapuda ca BanugHu B
paMKMTe Ha YCTaHOBEHOTO paboTHo Bpeme. [Mpu paboTa B U3BBLH YCTAaHOBEHOTO pPabOTHO Bpeme,
LeHuTe ce yBenuyaeaT CbC CbOTBETEH NPOLEHT, cbrracHo TapudarTa.

3a ycnyra ,MI3agaBaHe Ha kBanvdpuuupaHu enekTpoHHM BpeMeBn neyaTn” npu cbrnacyBaHo HUBO
Ha obcnyxBaHe ce 3annalla CbrnacHo 4OroBOPHUTE YCNOBUS.

LleHaTta Ha 3akyneHO unu npegoctaseHo nog Haem ot EBPOTPBCT obopyasaHe ce yroBaps v
Ce [ObMKM CbrnacHo ycrnoBusiTa Ha pgoroeopa. [lpaBooTHoweHusTa Mexgy EBPOTPBCT wu
Tutynaps/Cb3gatena ce ypexaaT cbrnacHo obwwute npasura Ha goroBopa 3a npopaxba, pecn.
Aorosopa 3a Haewm.

Mpn 3abaBsHe Ha NnawaHusaTa cnepn goroBopeHusa cpok MNMotpebutena abvmku Ha EBPOTPBCT
3aKkoHoBaTa NIMxBa 3a nepuoga A0 OKOHYATENHOTO U3nnallaHe Ha ObPKUMUTE CYMN.

lMon3BaHeTO Ha nybnukyBaHM [OKyMeHTM B WHTepHeT cTpanuuata Ha EBPOTPBLCT e
6e3nnatHo. 3a 3anuc 1M nNpefocTaBsiHE Ha Te3n OOKYMEHTUM BbPXYy (PUINYECKM HOCUTEN ce 3annaiia

cebecToMHOCTTa Ha TO3W HOCUTEN U KYpUEepPCKUTE PasHOCKMU.

9.1.3 ®AKTYPUPAHE

[ocTtaBunkbT n3gaea Ha MNoTpebutensa dakTtypa 3a NpefgocTaBaHUTE YCyru.

Henony4yaBaHeTo Ha dhakTypa He ocBoboxaaBa [loTpebuTens OT 3agb/PKEHMETO Aa 3annatu
ObIMKUMNUTE Bb3HarpaxaeHust B yroBOPEHNTE CPOKOBE.

Bcuukn abmkumm no gorosopa cymu ce 3annawiat oT [otpebutens B 6pon unm no 6aHKoB MbT.
MnawaHeTo no 6GaHKOB MbT Ce CyYMTa M3BLPLUEHO CbC 3aBepsBaHETO Ha 6GaHKoBaTa CMeTKa Ha
EBPOTPDBLCT B nbfiHMA pasMep Ha AbIHKUMUTE CyMMU.

Bcunykn 6aHKOBM KOMUCMOHHM, TakCy N pasHOCKN BbB Bpb3ka ¢ BaHKOBUTE NPEBOAN Ca 3a CMeTKa

Ha MoTpebutens.

9.1.4 BPBLWAHE HA YOOCTOBEPEHUE U Bb3CTAHOBABAHE HA MJNALLAHE

Tutynsap/Cb3gaten moxe Aa Bb3pa3n OTHOCHO HETOYHOCT MITM HEMbBITHOTA B CbObPXAHNETO Ha
n3gafeHo yaocToBepeHne B 3-OHEBEH CPOK crnef nybnukyBaHeTo My B [yGnuyHust perncrbp.

AKO MpuyYMHa 3a HEBSIPHOTO CbAbpXaHWe Ha ygocToBepeHneTo e B Peructpupaly opraH,
EBPOTPBLCT npekpaTaBa ygoCTOBEPEHMETO M M3gaBa ©es3nnaTtHO HOBO, C BSPHO WIM Bb3CTaHOBSBA
HanpaBeHOTO NnallaHe 3a OTMEHEHOTO YAOCTOBEPEHME C HEBSAPHO ChAbpXaHMe.

AKO MpuyMHa 3a HEBSIPHOTO CbAbpXKaHWe Ha YAOCTOBEPEHWETO € HEBSIPHO MpeacTaBsHe Ha
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OaHHW OT cTpaHa Ha Tutynapsa/Cw3gatenda, EBPOTPBCT npekpatdBa yOOCTOBEPEHMETO U He
Bb3CTaHOBsIBa HanpaBeHOTO NnallaHe. Ton Moxe Aa usgaze HOBO, C BAPHO CbAbpXKaHue, 3a CMeTka Ha
Motpebutens.

MoTpebutenat Mmoxe ga oTKaxe Aa npueme usgageHo KBanuumumpaHo yaoCToBepEHME C BAPHO
cbaobpkaHve. B To3m cnydan EBPOTPBCT ro npekpatsaBa He3abaBHO, 6e3 Oa Bb3CcTaHOBsBa

HanpaBeHOTO nnatjaHe.
9.1.5 BEIIMJIATHU YCNYTU

HocTtaBunkbT npegoctaBs 6e3nnaTtHO ycnyrM nNo perucrtpaums M UHAPOPMAaLMOHHU  YCRyri,
CBbp3aHu ¢ nonasaHe Ha NyonnyHna perncTbp/XpaHMnueTo, KakTo cneaga:

» npoBepka Ha NyGnnKyBaHO B perMcTbpa yaoCTOBEPEHNE Ha eNeKTPOHEH NoAmnuC;

» npoBepKa 3a BanMaHOCT Ha U3gafeHo yaoCTOBEPEHUE;

» npoBepKa Ha CcTaTyC Ha YAOCTOBEpPEHME B peariHo BPEME;

» yOOCTOBEPEHME 3a BPEME Ha NPeAcTaBeHO CbAbpXKaHWE/eNneKTPOHHO M3siBNneHne 6e3 HMBO
Ha obcnyxBaHe;

» usternsHe Ha aktyaneH Cnucbk CbC CnpeHn u npekpateHn ygoctoepenus (CRL) n goctbn
no CRL apxus;

» un3TernsiHe Ha onepaTtuBHuTe ygoctoBepeHns Ha EBPOTPBLCT;

» un3TernsiHe Ha nybnuyHn gokymeHTtn Ha EBPOTPBCT;

> [pyrv ycnyru.
9.2 ®UHAHCOBU OTFTOBOPHOCTU

EBPOTPDBLCT e oTroBopeH 3a npeaocTaBsHUTE YAOCTOBEPUTENHN YCryrn nped notpebutenure,
KOUTO pasuymTaT Ha YOOoCToBepsABaHMATA.

EBPOTPBLCTEBPOTPBCT otroBaps, ako BpeauMte ca No HeroBa BMHA WM Ha CTpaHUTE, Ha
KOWUTO TOW € Bb3noxun pabora.

Ako EBPOTPBCT notBbpau n npuveme, Ye ca HacTbNUNKU Bpeau, TOW Ce aHraxupa ga nnatu

obe3Bpepara. MakcMmanHaTa rpaHula Ha nnawaHe He MOXe HadBuLLaBa pa3mMepa Ha BpeguTe.
9.2.1 3ACTPAXOBKA HA OEMHOCTTA
EBPOTPDBLCT ckntouBa 3agbimKUTENHA 3acTpaxoBKa Ha OENHOCTTAa CUM KaTo K OOCTaBYMK Ha

KBanuuuupaH1 yagoCcToBEPUTENHM YCITYTH.

3agbmkutenHarta 3aCTpaxoBKa € C HenpekKkbCBaeM CpOK U ce NoaHOBABaA eXerogHo.
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MpeaomeT Ha 3acTpaxoBkaTa € otroBopHocTTa Ha EBPOTPBCT 3a ocbliecTBsABaHaTa OT HEro
OEeNHOCT, CbrMacHO U3NCKBaAHNATa Ha HaUMOHaNHOTO 3aKOHOAATENCTBO.

3agbmkutenHata  3acTpaxoBka — nokpuBa — otroBopHocTtTa Ha  EBPOTPBLCT  kbMm
Tutynapn/Cbv3gatenn, cboTBeTHO [loBepsBawn ce CTpaHW 3a NPUYUHEHW WUMYLLECTBEHM U
HEeMMyLLLeCTBEHN Bpean A0 rpaHnunTe onpeaeneHy B HaUMOHaNHOTO 3aKoOHOA4ATENCTBO.

Cneg HacTbnBaHe Ha CbbuTME, KOETO MOXe Aa MNOo3BONU npeasdBsiBaHe Ha WCK MOKPUT OT
3acTpaxoBkaTa, 3acerHatoto nvue Tpabesa ga ysegomu nucmeHo EBPOTPBCT u 3actpaxoBatens B

CPOK OT 7 AAHW cref KaTo CbOMTNeTo My cTaHe U3BECTHO.

9.2.2 3ACTPAXOBATEJIHO NOKPUTUE

3acTpaxoBaTenHOTO NOKPUTUE 3@ HaHECEHW HEUMMYLLECTBEHW W/MNKU UMYLLECTBEHW Bpean Ha
Tutynap/Cb3gaten He HaaXBbPNA pasmepa yCTaHOBEH OT HaLMOHAaNHOTO 3aKOHO4AaTENCTBO.

3acTpaxoBkaTa He MOKpMBa cClnyyauTe NO OTKa3 Ha OTrOBOPHOCT, B 4acTHOCT 3a Bpeau
NPUYNHEHM OT:

» HecnasBaHe Ha 3agbiikeHusaTta Ha Tutynap/CbhagaTen;

» KoMmnpomeTupaHe unu 3aryba Ha vacteH kniod Ha Tutynap/Cb3gaten nopagu He nonaraHe
Ha ObIoKMMaTa rpyka 3a onasBaHe Ha Kritoya npu nsnonssaHe;

» HecnasBaHe Ha U3NCKBaHMSITA 3a NPOBEPKa Ha BanMOHOCTTA Ha eNeKTPOHHUSA nognuc/nevar
W Ha KBanuguumpaHoTo yaocToBepeHue oT [loBepsiBawla ce CTpaHa;

> dopcmakopHu 1 gpyrn obcToaTencTea, n3BbH koHTpona Ha EBPOTPDBCT.

9.3 KOH®UAEHUWAJTHOCT HA BUSHEC WH®OPMALIUA

EBPOTPBLCT rapaHTtupa, 4e cbbupaHeTo, 06paboTBaHETO U CbXpaHABAHETO Ha WMHdOpMaUMs
no BpemMe Ha AeNHOCTTa CWU KaTo [OCTaBYMK Ha KBanuuuupaHu yOOCTOBEPUTENHU YyCryrm e B
CbOTBETCTBUE C HALMOHAMNHOTO 3aKOHO4ATENCTBO.

EBPOTPDBLCT rapaHTtupa, 4e [JoBepsBawu ce CTpaHW mmaT OOCTbM caMoO A0 WMHOopMauusaTa,

KOATO € obLiecTBeEHO AocTbNHA B [My6nuuHns perncTbp/XpaHnnuueTo.

9.3.1 OBXBAT HA KOH®UAEHUWANHATA NIH®OOPMALIUA

KoHdungeHumanHa wuHdgopmaums 3a Tutynap/Cb3garten, € Tasum mHopMauus, KOATO He e
BKIMOYEHa B m3gageHuTe ygoctoBepeHus M B CrnvMcbka CbC CNpeHUM M NpekpaTeHu YAOCTOBEpeEHUS
(CRL). Ta cbcTaBnsiza NMMYHU gaHHM NO CMUCHIIA Ha 3akoHa 3a 3awuTa Ha NndHuTe gaHHun (33J14).

KoHdunaeHumanHata nHgopmauusa ce cobupa ot EBPOTPBCT camo AoKonkoTo € HeobGxoauma
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3a HYXOuTe Ha u3gaBaHe U nogabpXKaHe Ha yaoCcTOBepeHusTa.

KoHduaeHumanHata uHdopmauus He Moxe ga Obae npegoctaBsHa Ha TpeTu nuua, 6es
N3pMYHO cbrnacuve Ha Tutynaps/Cb3gatens ¢ M3KNIOYEHME Ha criydyamte, npu Kouto [JOCTaBYMKbT €
3abiMKEH MO curaTta Ha 3aKoH.

JocTaBunkbT MOXe fa cbbupa gonbnHUTENHa WHEMOPMAaUKMs, KOATO CbLIO HE Ce BKMH4YBa B
yAOCTOBEPEHUSATA, HO Ce U3MNOM3Ba 3a LennTe Ha KayeCcTBEHOTO MoadbpXaHe Ha KBanuduumpaHute
YAOCTOBEPUTENHN YCIyrn.

KoHdunaeHumanHata nHdopmMaumus ce cbxpaHsiBa Ha MSICTO, OOCTbMbT A0 KOETO € OrpaHuyeH
camo 3a nuua oT nepcoHana Ha EBPOTPBCT, oBnacteHu ga onepupaTt ¢ AaHHUTE U Ce pas3KkpuBa camo
cnepn n3pun4Ho cbrnacme Ha Tutynaps/Cbh3gaTtens ¢ U3KnYeHne Ha cnyyaute, npu Kouto JocTaBunKbT
€ 3aQbIKEH MO cunaTa Ha 3aKoH.

3anucu B XKypHanute u norosete oT cuctemute Ha EBPOTPBLCT ce pasrnexgar kaTo

KOHC*)I/I,EI,eHLl,I/IaJ'IHa VIHC*)OpMaU,VIFI 1 ca 3allnTeHn OoT HenpaBoMepPEH AOCTbM U Bb3OelncTBme.

9.3.2 HEKOH®MWOEHUUWAJITHA UH®OPMALUA

HekoHduaeHumanHa e BCSKa NMHopmaLms, cbabpxawa ce B My6nunyHuna
PErNCTbP/XPaHUNULLETO MO OTHOLUEHME Ha U3gadeHuTe KBanuduumpaHu yaoCTOBEPEHUS, KakTo U B
ny6nnkyBaHust aktyaneH Cnmcbk CbC CNpeHn u npekpateHn ygoctosepeHus (CRL) n B apxuBHuUTE KONUS
Ha TO3M CNUCHK.

CnepgHata nHdopMaums B XpaHUNULLETO € JOCTbMNHA 3a 06LecTBEHOCTTA:!

MonuTtuka n MNpakTrka Npu NpeaocTaBsHe Ha KBanuumpaHn yaoCcTOBEPUTENHN YCIYTu;
6naHka Ha [lorosop mexgy EBPOTPBCT u notpebutenure;

LeHopasnuc Ha npegoctaBenute ot EBPOTPBCT yenyru;

PbKOBOACTBA 3a NoTpebutenu;

afpecu 3a KOHTaKT ¢ Pernctpupalums opraH n Y4octoBepsiBalLmsi OpraH;

noTpebutenckn yaoctoBepeHus (eANHCTBEHO cred ogobpeHne Ha noTpebutenure);

V V V V V V V

CnncbKbT CbC cnpeHun n npekpateHn yaoctoseperus (CRL);

» un3Bagku OT Aoknagn (OOKyMeHT 3a ceptuduumpaHe) ot OpraHa no OueHsiBaHE Ha
CbOTBETCTBMETO UMW Apyra yNmbJIHOMOLLEHA UHCTUTYLUMS (BB3MOXHO Han-nogpobHo).

My6nnkyBaHWMTe goknagn nHopmmpaT obLecTBeHOCTTa 3a:

> obxBaTta Ha oguTa;

> obLaTta oueHka 3a oguTa;

» CTerneHTa Ha U3NbIIHEHNE Ha npenopbKUTe.

9.3.3 3ALLUUTA HA KOHPUOEHUUAINTHATA NUHOOPMALUA
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,D,OCTaB‘-II/IK'bT n TVITyJ'IFIpFIT/C'b3D,aTeJ'IFIT HAMAT npaBO Aa pasnpocTpaHdaBaT UK Oa O0nyCcKaT
pa3npoctpaHAaABaHE Ha VIH(*)OpMaLI,I/IFI, CTaHana MM Wun3BeCTHa MNpu WM no nosod W3NbJIHEHME Ha
3adbJKeHnATa UM no ,Elorosopa, BKIMKOYUTENTHO OTHOCHO nMnawaHnA, Oes npeaBapuTesiHo U3PpUYHO

NMMCMEHO pa3pelleHne OoT gpyraTta CTpaHa.

9.4 HENPUKOCHOBEHOCT HA JINYHUTE AAHHU

EBPOTPBLCT e peructpmpaH kaTto agMUHUCTPATOP Ha JIMYHM AaHHW NOo peda Ha 3akoHa 3a
3alMTa Ha NIMYHK SaHHW.

B kauyectBOTO cu Ha AOQMMHMCTpPATOP HA NUYHM AaHHKW, [OCTaBYMKbT CTporo cvbnioaasa
N3NCKBaHNATa 3@ NOBEPUTENHOCT U HepasnpoCTpPaHEHWEe Ha NUYHUTE AaHHM Ha Tutynapw/Cb3gartenu,
CTaHanu My M3BECTHM NPW U3NbIIHEHME Ha AeWHOCTTa cu KaTto [ocTaBumMK Ha KBanuduuupaHu

YOOCTOBEPUTESNTHMN YCIyTH.

9.4.1 AEKNAPALUA 3A NOBEPUTEJNTHOCT

JInynnte ganHn, npegoctaBeHn Ha EBPOTPBCT ce cbxpaHsaBaT n 00paboTBaTt B CbOTBETCTBUE
cbC 3akoHa 3a 3awmta Ha nndHute paHHn. EBPOTPBCT cbbupa konmyectBo uHdopMaums
NpoMopLUNOHaNHO Ha HEWHOTO MnpedHas3HaveHne u ynoTtpeba. Bceknm notpebuten gasa cbrinacue 3a
obpaboTBaHETO Ha NMYHUTE MYy OaHHW. ToBa cbrnacue ce 3asBsBa C nNoanuceBaHeTo Ha [oroBop 3a
YAOCTOBEPUTENHN YCIyTL.

JIn4HWTE gaHHKM ce n3nonseaTt camo BbB Bpb3ka C NPeaoCTaBsAHETO Ha YAOCTOBEPUTENHM YCIYru.

JInyHWTE gaHHK ca 3awWwmTeHn B CbOTBETCTBUE C NpaBunaTa 3a NoOBEPUTENHOCT, CbAbpXallun ce B

nonutukata 3a curypHoct Ha EBPOTPBCT.

9.4.2 WUH®OPMALUUA TPETUPAHA KATO JINYHA

Bcsika MHbopmauust 3a notpebutenute, KOSTo He e Ny6rnM4yHO OOCTbMHA, Ype3 CbAbPXKAHMETO
Ha u3gafeHuTe yOOCTOBEPEHUS, XPaHWUMLLETO UMK OHManH Ype3 Cnucbka CbC CMPEHU U NpekpaTeHn

yoocTtoBepeHust (CRL) ce TpeTupa kato nuyHa.

9.4.3 WHO®OPMALUA, KOATO HE CE CHUTA 3A JINYHA

LisnaTta uHdopmaums, onoBecTeHa B yAOCTOBEPEHUSITA, CE CYMTA, Ye He € NNYHA, OCBEH aKo

N3pUYHO He e NpeaBuaeHo Apyro B 3akoHa 3a 3allMTa Ha NIMYHUTE AaHHW.
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9.44 OTroBOPHOCT 3A 3AWLUTA HA INMHUTE OAHHU

EBPOTPBCT u Peructpupawma opraH, KOUTO Mony4YyaBaT MoBepuTenHa WHgopmaums,
rapaHTupar 3awmuTata Ha Nn4Hn gaHHu Ha notpebutennte. EBPOTPBCT He gonycka komnpomMeTupaHe
N pasKkpvBaHe Ha NMYHW OaHHW npeq TpeTu nuua. MNpegoctaBaHe Ha AOCTBN A0 NMYHA MHAdOpMauUns e

€dVHCTBEHO B CbOTBETCTBUE C M3NCKBaAHUATA HA 3aKoHa 3a 3alumMTa Ha NMUYHUTE OaHHW.

9.45 CBITACUE 3A U3NON3BAHE HA JINYHU OAHHU

OcBeH, ako He e nocoveHo apyro B [llpakTukata npu nNpeaocTaBsiHe Ha KBanuduumpaHu
YOOCTOBEPUTENHN YCryrn“, NpUNoOXWMMTE NpaBuna 3a MNOBEPUTENHOCT (OCBEH B cryyYauTe Ha
cropasyMeHue) W3nUCKBaT NUYHWTE [aHHM [a He 6baatT wu3nonseaHu 6e3  cbrnacueTo  Ha

TVITyHFIpFI/C'b&EI,aTeJ'IFI, OCBE€H B Crny4dauTe, npeasngeHn B 3aKOH.

9.4.6 OPYI' OBCTOATENICTBA 3A PASKPUBAHE HA UH®OPMALINA

npaKTVIKaTa npn npeagocraBAHE Ha KBaJ'II/I(bVILI,I/IpaHI/I yOoOCTOBEPUTEITHMN YyCInyrn He noco4Ba

HUKaKBU Opyrun obcTodATencTea B TOBa OTHOLLUEHME.

9.5 NPABA BbPXY UHTENEKTYAJIHA COBCTBEHOCT

PasnunyHn gaHHuW, BkrodeHn B nsgasaHute ot EBPOTPBLCT kBanudwuumpaHm yooctoBepeHus
nnn nyénukysaHn B [y6nuyHuA pernctbp/xpaHunuule ca obekT Ha npaBa BbpXy MHTenekTyanHarta
COBCTBEHOCT U APYrN UMYLLECTBEHN N HEUMYLLIECTBEHUN NpaBa.

OTHoweHuATa no nosod Ha Te3an npaBa mexay EBPOTPBLCT u pgpyrute yyacTHuumM B
nHoppacTpyktypata Ha EBPOTPBCT, kaTo BLHLWHN Pernctpupalum opraHn 1 ap. ce ypexaart ¢ A0roBop.

Beuukn nspageHn keanudmnumpanu yooctoepeHns ot EBPOTPBCT ca obekt Ha aBTOpcKko
npaso Ha EBPOTPBCT.

Bcunukn npaea Bbpxy nsnonseadn ot EBPOTPBLCT 6usHec mapku (Hanp., EVROTRUST®), kakto
MW CbabpXalWwm ce B  yOOCTOBEpPEeHWsTa  TbProBCKM  HauMMEHOBaHWS  WU3Mon3BaHu  OT
Tutynapute/Cb3gatenute, ce 3anassaT OT TUTYNApuUTEe UM/Cb3gatenute UM U ce U3MnonseaTt camo 3a
HYXOWTe Ha NpefoCcTaBsaHUTE YAOCTOBEPUTENTHN YCINYrn.

[lBonkaTta knto4oBe, kopecnoHampalum Ha yagoctosepeHusita nsgageHm ot EBPOTPDBCT, kakto u
CbOTBETHUSA CEKpeTeH maTtepumarn, ca 06ekT Ha npaBa Ha EBPOTPBCT, He3aBncumMo oT cobcTBEHOCTTa

Ha q3VI3VI'~IeCKVIFI HOCUTEeJ1 Ha KInK4yoBeTe.

Print and Edit Evrotrust Technologies Inc.. Page 125 of 147




MPAKTUKA MPU NPEAOCTABSIHE HA elDAS-CPS
c I‘Otru St KBANU®ULIMPAHWU YAOCTOBEPUTESNTHU YCNYTU For public use

Regulation 910/ 2014 CERTIFICATION PRACTICE STATEMENT Version —2.1
elDAS FOR QUALIFIED CERTIFICATION SERVICES 13.04.2017

9.5.1 MNPABO HA COBCTBEHOCT HA JAHHU B KBAJIN®ULIUPAHU YOOCTOBEPEHUA

EBPOTPDBCT 3anasBa BCUYKM NMpaBa Ha MHTENeKTyanHa cOOCTBEHOCT Ha BKIHOYEHUTE OaHHW B

KBanuuuupaHuTe yaoCTOBEPEHUS.
9.5.2 TMNPABO HA COBCTBEHOCT HA UMEHA U TbPITOBCKU MAPKH

EBPOTPBLCT npuTtexaBa pernctpupaHa mapka, CbCTosila ce OT rpadudeH 3HaK M Haanuc,

KONTO npencrasnaesa CcrneagHoTo J10ro:

e‘/i*otrust E

Jloroto e peructpupaHa Tbproscka mapka Ha EBPOTPBCT u He moxe Aa ce nsnonsesa ot gpyru
cTpaHu 6e3 NnpeaBapuUTENHOTO NMCMeHo ogodpeHne Ha EBPOTPBCT.

Bcuukn notpebutenn 3anasBat npaBO Ha MHTEnNekTyanHa cob6CTBEHOCT Ha TbProBCKa Mapka,
Mapka 3a ycrnyru, unm TbproBCKO HaMMeHOBaHMe, CbabpXKalLlo ce BbB BCAKO U3JaAeHOo KBanuduuupaHo
yOoocToBepeHue.

MpaBo Ha wWHTenektyanHa cobcTBeHOCT € yHukanHoto ume (DN) B pamkute Ha BCAKO

yAoCTOBepeHune, nsgageHo Ha Tutynap/CwagaTen.
9.5.3 MPABO HA COBCTBEHOCT HA BOMKA KITHOUYOBE

[Bonkata kno4yoBe Ha noTpebutennte M CBLP3AHOTO C NYONMYHWUA KN4 KBanuuuupaHo
yooctoBepeHue mnsgageHo ot EBPOTPBLCT, kakto U CbOTBETHUA CEeKpeTeH maTepuan € cobCTBEeHOCT
Ha EBPOTPBCT, HesaBucMmMO OT COOCTBEHOCTTa Ha dm3ndeckata cpefa, B KOSTO KNHYoBeETE ce
CbXpaHsiBaT 1 3aliuTaBsar.

YpaocTtoBepsBawmTe opraHu ca cobeteeHocT Ha EBPOTPBCT.
9.6 OBLWWX NMNONOXEHUA

Tasu yvact ot [lpakTuka npu npegocTaBsHE Ha KBanvduumpaHu yOOCTOBEPUTENHM YCyrn
onucBa 3aabihKeHusATa, rapaHummte un otroBopHoctta Ha EBPOTPDBLCT, Peructpupalwmsa oprat,
notpebutenuTte 1 goBepsiBalnTe ce CTpaHn. YpedeHu ca npaeaTa, 3agbIDKEHUsITa 1 AblkuMara rpymxa
Ha noTpebutenute M goBepsiBalM ce CTpaHu. 3agbibKeHusTa U OTrOBOPHOCTTa Ha noTpebutenurte u
EBPOTPDBLCT ce ypexgaT upe3 AOroBOpHM cnopadyMeHusi. OTHOLWEHUsATa C JOBEPSBALLN CE CTPaHu ce

ypexaart rno pefa Ha o6LLOTO AeNUKTHO Npaso.
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[oroBopute 3a npegoctaBsiHe Ha YAOCTOBEPUTENHW YyCnyrn cnegBa ga O6baart CKYBaHU B
nMCMEHa WUnu enekTpoHHa doopma, Npu cnaseaHe Ha pasnopendbute Ha PernamenTt (EC) Ne 910/2014 n

NPUNOXMMMOTO 3aKOHOOATESICTBO B Peny6nvn<a 5bnrapv|9|.

9.6.1 3AOBITKEHUA, OTTOBOPHOCT U TAPAHLUUN HA EBPOTPBCT

EBPOTPDBLCT rapaHTtupa, 4Ye ocblLlEeCTBABA AENHOCTTA CU KaTo:

» cnasBa TOYHO YCNOBMATA B HACTOSALWMA AOKYMEHT, usnckBaHusita Ha PernameHTt (EC) Ne
910/2014 » HaUMOHaANHOTO 3aKOHOAATENCTBO NPU OCbLLUECTBABAHE Ha OEWHOCTTa cuM Ha [JocTaB4uMK Ha
KBanuuumnpaHn ygoctoBepUTENHN yCnyru;

» npeaocTaBeHUTE YCRyrn He HapyllaBaT aBTOPCKUTE MpaBa M NUUEH3UpaHn npasa Ha TpeTu
CTpaHu;

» u3nonseBa TexHu4yecko obopyaBaHe M TEXHOMOMMW, KOUTO OcurypsBaT HagexXaHOCT Ha
CUCTEMUTE M TexHuyeckaTa M KpunTorpadcka CUrypHOCT MpU OCbLLECTBSBaHe Ha npolecuTe, B TOBa
4YUCMO M CUrypeH N 3aluTeH MexaHU3bM/YCTPONCTBO 3a reHepupaHe Ha Kr4voBe U 3a Cb3daBaHe Ha
enekTpoHeH nognuc/neyat B cBOATa MHAPACTPYKTYpa;

» uv3gaBa KBanuduuupaHu YOOCTOBEPEHUs 3a enekTPoHHW noanucu/nedatn cneq  Kato
npoBepu ¢ JONYCTUMUM OT 3aKOHa cpeacTBa npeacTaBeHaTa MHopmauus;

» CUIypHO CbXpaHsiBa M nogabpxa uHopmMauus, cBbp3aHa C usgaBaHuUTe YAOCTOBEPEHUS U
onepartvBHaTa paboTa Ha CUCTEMUTE;

» cnasBa YyCTaHOBeHWUTe npouedypu 3a paboTa ¥ npaBuna 3a TEXHUYECKU U (PU3MYecKu
KOHTpO, B CbOTBETCTBME C ycrnoBuaTa B lNpaktuka v MNonuTtuka npu npegocraBsiHe Ha KBanuduumpaHm
YAOCTOBEPUTENHN YCIyri,;

> nMNpu WUCKaHe u3gaBa CbOTBETHUTE TUMNOBE YOOCTOBEPEHWSs, CMa3Bamky YCnosuata WU
npouenypute B TO3M JOKYMEHT, CbOoTBETHUTE [MonnThkK 1 obLLonpmeT ctaHaapTu:

e yaoctoBeputenHu ycnyrn - X.509, PKCS # 10, PKCS # 7, PKCS # 12;
e yaocToBepsiBaHe Ha BpeMe - npenopbka RFC 3161;
e [poOBepKa cTaTyca Ha yaocToBepeHue - npenopbka RFC 2560;

» yBegomsBa [loTpebutenuTe 3a akpegutTaumsita cu, ako MMa TakaBakwm;

» Cb3gaBa Bb3MOXHOCT 3a He3abaBHO cnuvpaHe W npekpaTsBaHe Ha [EeNCTBMETO Ha
KBanuduumnpaHo yoocTtoBepeHue;

» npekpaTdBa M cnvpa OeWCTBMETO Ha YOOCTOBEpPeHus npu ycrosBusTa M MO peda Ha
cboTBeTHaTa Nonutuka;

» yBegomsiBa He3abaBHO 3auHTepecoBaHWTE Nuua crej cnupaHe Ha yaoCcTOBEpPEHUE;

» ocurypsiea YycrioBusl 3a TOYHO oOnpefensHe Ha BpeMeTo Ha usgaBaHe, Crvpade,

Bb300OHOBSIBAHE " npeKkpaTtdaBaHe Ha DEenCcTBNETO Ha yOOCTOBEPEHUATA;
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» uM3NbMHABa npoueoypy No  UAEHTUpMKaUMss W YyCTaHOBsIBAHE Ha aBTEHTUMYHOCT Ha
Tutynaps/Cv3gaTens;

» ocurypsiea MepKu cpeLly noanpasaHe Ha YOOCTOBEPEHUSTa N NOBEPUTENHOCTTA Ha JaHHUTE,
A0 KOMTO MMa AO0CTbIN B NpoLeca Ha Cb3AaBaHETO Ha nognuca/nedvara;

» M3nonsBa HafeXOHW CUCTEMU 3a CbXpaHsBaHe U ynpasneHue Ha YAOCTOBEPEHUATA;

» CaMO HaanexHo OBMAaCTEHM CIYXWUTENnu MmaTt OOCTbM 3a BHACAHE Ha NMPOMEHU B LaHHUTE,
yCTaHOBSIBaHE Ha aBTEHTMYHOCTTA M BannAHOCTTa Ha YAOCTOBEPEHUATA;

» B3MMa He3abaBHM MepKM MpUM Bb3HUKBAHE Ha TeXHUYecku npobnemum BbLB Bpb3Ka CbC
CUTYpPHOCTTa;

» C M3TM4YaHe Ha cpoka Ha BanMOHOCT Ha KBanUUUMPaHOTO YOOCTOBEPEHWE OTMEHS
BanNuOHoOCTTa MY;

» uHdopmupa Tutynapute/Cb3garenuTe U AoBepsBALLNTE Ce CTPAHM 3a TEXHUTE 3a4biHKeHUs
M ObKMMA rpyka Ha noBedeHue npu M3Non3BaHeTO M [OBepsBaHETO Ha npefocTtaBsHUTe OT
EBPOTPBLCT yaocToBEpUTENHU YCAYrK, KakTO M OTHOCHO MPaBUMHOTO WU CUTYpPHO W3MNOM3BaHe Ha
nsgageHnTe yaocToBepeHUs u npegocTaBeHn yaoCTOBEPUTENHU YCNYIU, CBbP3aHU C TSX;

» U3Non3Ba M CbxpaHsBa cbbpaHaTa NuyHa 1 gpyra nHopmauus camo 3a LenuTe Ha cBosTa
OEeNHOCT no npefdocTaBsgHE Ha yOOCTOBEPUTENHW YCnyrm B CbOTBETCTBME C  HAUMOHANHOTO
3aKOHOAATErCTBO;

» He CbXpaHsiBa M He Konuvpa aHHM 3a Cb3aBaHe Ha NoTpebUTenckn YacTHN KroYoBeE;

» noagbpxa pasnonaraeMmy cpeicrtsa, KOMTO ocurypsiBaT Bb3MOXHOCT 3a M3BbpLUBaHE Ha
OenHoCTTa My;

» CKNioYBa 3acTpaxoBka 3a BpeMeTo Ha CBosiTa AEWNHOCT;

» nogabpXa OOBEpeH nepcoHarn, nputexasal, HeOOXOAMMUTE EKCMEepPTHU 3HaHWA, ONUT U
KBanuukaums 3a n3BbpLUBaHE Ha OENHOCTTA;

> nogabpxka ybnunyeH  perucTbp/XpaHunuuwie, B  KOWTO  nybnukyBa  u3gageHuTe
KBanuuumnpaHn ygoctosepeHusi, aktyaneH CnMcbK CbC cripeHn u npekpateHn ygoctosepenus (CRL),
apyrm obctosiTenicTBa M €NEKTPOHHU  OOKYMEHTM, CbIMaCHO TO3M [LOKYMEHT W HauWMOHanHOTO
3aKOHOAATENCTBO;

» ocurypsiea NOCTOAAHEH AocTbn o [NyGnnyHusa pernctbp No enekTpoHeH NbT (24/7);

» ocurypsiea 3awmta cpelly BHacsiHe Ha NpomMeHn B nogabpxaHusa [MybnuueH pernctbp oT
HepernameHTupaH 1 HenpaBoOMeEpPEeH AOCTbIM UM Nopaan CrnyyamHo cbouTue;

» nybnukyea HesabasHO B [y6nnyHUA pernctbp nsgageHuTe n NoAnMcaHn yaocToBepeHus:;

» Cb3gaBa YCNoBMS Ha BCsKa JoBepsiBalla ce CTpaHa da npoBepu ctaTyca Ha u3gageHo u
ny6nukyBaHo ygoctoBepeHue B Ny6nuyHma Pernctbp Ha yoocToBepeHus;

» U3BbpLUBA NEPUOAMYHN BBTPELIHM OAMTU Ha AeWHOCTTa Ha YOocToBepsiBawms opraH u

PerucTtpupawuma opran;
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» U3BbPLUBA BbHLUHM OAWUTU OT HE3aBMCMMK OAUTOPU K NYGRMKyBa Ha camTa cu pesynrtaTtute
OT NpoBepKaTa;

» u13nonsea B AeNHOCTTa cun cepTudmumpaH coTyep 1 xapayep, Kakto U CUrypHU U HaaexXaHu
TEXHOMOMMYHN CUCTEMU;

» nopaaobpxa Ha canmta Ha EBPOTPBCT cnucbk ¢ Peructpupawim oOpraHm, Cnucbk
npenopbynTeneH cotyep U xapayep 3a u3nona3saHe OT notpeburtenure, GnaHkn, dopmMynsapu, TUNOB

[loroBop 1 Ap. AOKYMEHTU B Mon3a Ha notpedurenure;

[locTaBUMKBLT HOCU OTrOBOPHOCT nped Tutynap u [loBepsiBawia ce cTpaHa 3a NpUYMHEHN Bpeau
OT rpy6a HeBPEXHOCT NN YMUCHIT:

» OT HeusnbrHeHne Ha nsmcksaHusTa ot PernameHT (EC) Ne 910/2014 npu ocbLiecTBsABaHe Ha
AeHOCTTa c1 No NpefocTaBsHE Ha KBanuduumpaHn yaqoCTOBEPUTENTHN YCIYTu;

» OT HEBEPHW UInu NUNCcBaLLM JaHHW B KBanMduUUMPaHOTO yOOCTOBEPEHUE KbM MOMEHTa Ha
n3gaBaHeTo My;

» OT Bpeau, KOUTO ca NPUYUHEHM B Cnyyan, Ye rno Bpeme Ha U3faBaHeTo Ha yAOCTOBEPEHNETO
nuueTto, nocoyeHo kato Tutynap/Cb3gaten, He e pasnonarano C YacTHUSA KoY, CbOTBETCTBALL Ha
ny6nu4HMA Kntovy;

» OT anropyuTMUYHOTO HECLOTBETCTBUE MeXAY YaCTHUSA KoY U NyOGNUYHUS KoY, BNUCBaH B
yAOCTOBEPEHUETO.

» OT HecnassaHe Ha 3afblDKeHuaATa Cu MO Wu3gaBaHe M ynpaBreHue Ha KsanuduumnpaHu
YAOCTOBEPEHNS;

» OT BNUCBaHE Ha HEBEPHU UNWN NUNCBALLN JAHHW B yOOCTOBEPEHUATA;

> OT MPOMYCKM B yCTAHOBSIBAHE HA MOEHTUYHOCTTa Ha TuTynsps/Cb3patens.

9.6.2 3AOBINKEHUA, OTTOBOPHOCT U TAPAHUUU HA PETUCTPUPALLINA OPIrAH

EBPOPTDBCT rapaHTupa, 4ye Perncrpmpalunsa opraH n3nbriHaBa CBOUTE PYHKUMU U 3a4bIDKEHUSA
B MbJ/IHO CbOTBETCTBUE C YCNOBUATA B TO3M AOKYMEHT, C U3NCKBaHUATa 1 npoueaypute B NonuTtukara u
n3gageHnTe BbTPELUHM OnepaTUBHU MHCTPYKLUN.

EBPOTPBLCT otroBapss 3a gencteusita Ha Peructpupawmsi opraH B WHpacTpykTypata Ha
EBPOTPBCT.

EBPOTPbBLCT rapaHtupa, ye Permctpmpalyms opraH:

» N3NbJIHABA CBOSATA OEMHOCT, KaTo M3MoN3Ba HageXaHN 1 CUTYPHU YCTPOMUCTBA U COPTYEp;

» npepocTaBs ycryru, KOUTO ca B CbOTBETCTBME CbC HALMOHANHOTO 3aKOHOAATENCTBO U He
HapyLLaBa aBTOPCKUTE NpaBa U NUUEeH3NpaHn npasa Ha noTpebutenure;

» nonara HyXHUTe ycunus, 3a a M3BbpLUBA NpaBuiiHa uaeHTUdUKaLMSA Ha noTpebutenute,
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BbBeX4a MpaBWHO W TOYHO AaHHuTe B 6asata gaHHn Ha EBPOTPDBCT wn aktyanusunpa Tasu
WHOpMaLMs B MOMEHTA Ha NOTBbPXKAaBaHe Ha JaHHUTE;

» He npaBv YMULLINEHN rPELLIKA UMK He BHAcCs HETOYHOCTU B MHOpPMaUmATa, Cbabpxalla ce B
yOOCTOBEPEHUATA;

» HerosuTe ycnyru ca B CboTBeTCTBME C obwonpuetute ctaHgaptu: X.509, PKCS # 10, PKCS
#7, PKCS # 12;

» HeroBuTe ycnyrm ce npegocTtaBAT Bb3 OCHOBA Ha npoueaypu, KOUTO ca CcbobpaseHu C
npenopbkuTe Ha ,[pakTvka npu NnpegoctaBaHe Ha KBanuduumpaHu ygoctosepuTtenHu yenyru®; Toea ce
oTHac4 Jo:

e [pouenypv 3a NpoBepka Ha CaMONMYHOCTTa Ha noTpeduTenuTe,

e [pouenypv 3a NpoBepka, 3a AoKa3BaHe Ha YacTeH K4, CBbp3aH C NyOrnYeH KItou;

e Mpouenypv 3a npuemaHe, obpaboTka 1 NOTBbPXKAEHME UMM OTXBBbPMSHE Ha UCKaHMSA Ha
notpebuTtenu 3a n3gaeaHe, NOOHOBSIBAHE, CMPaHe M NpekpaTsBaHe Ha yaOCTOBEPEHMS;

e [pouenypv 3a UCKaHe Ha NoTBbpXAeHWe OT YOoCcToBepsiBall, opraH, Bb3 OCHOBa Ha Be4e
npueTo wuckaHe oOT noTpebuten 3a u3gaBaHe, NOOHOBABAHE, CMMpaHe WM npekpaTsBaHe Ha
yOOCTOBEPEHMUE,

e npouenypu 3a Cb3faBaHe Ha apxmB Ha CbbpaHUTe NPUNOXEHUS U OAHHW, MOMYYeHN OT
notpebutenure;

e npouenypu 3a reHepupaHe Ha Knio4voBe 3a noTpeburtenu;

e [pouenypv 3a nepcoHanunsauma U M3gaBaHe Ha enekTPOHHW KpunTorpadiCku KapTu, Ha
KOUTO Cce CbXpaHsBaT YAOCTOBEPEHNATA U ABOMKAaTA KITHOUYOBE;

e y4yacTBaT BbB BbLHLWHU M BbTpeLluHn oantn Ha EBPOTPDBCT .

Bcekun Pernctpupall opraH ce aHraxupa ga:

» npeactaed Ha EBPOTPBLCT npenopbky, 0COGEHO Te3un, KOUTO NponsTUYaT oT OanTuTe;

» [a ocurypu 3alimta Ha fMYHUTE JaHHU B CbOTBETCTBME CbC 3aKkoHa 3a 3aluTa Ha NU4HUTE
AaHHU N OTHOCMMOTO 3aKOHOLATENCTBO;

» [a CbXpaHsiBa Ha CUIYpHO MSCTO YacCTHUTE KMYOBE Ha onepaTtopuTe B CbLOTBETCTBUE C
N3NCKBAHNATA 3@ CUTYPHOCT, ONpeaeneHn B HacTOALLNS AOKYMEHT;

» [a He M3Non3Ba NUYHUTE ONepaTopCKM KIHYOBE 3a LEenu, pasfvyHu OT Te3u, NOCOYEeHU B

HacToAWNA OOKYMEHT.

9.6.3 3AOBITKEHUA HA NMOTPEBUTEJIUTE

Tutynapat/Cb3naTtenaT UM HaanexHo oBnacTteHoTo oT Cbh3gaTens U3MYecko nuue, NoCoYeH

B M30a4eHOTO KBanMduumpaHo yaoCcToBEpPEHME, UMa CeQHUTE 3a4bIMKEeHNS:
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» [a ce 3ano3Hae W fa crasBa ycrnosudata Ha [dorosopa, Monutukute u lNpakTukite npu
npegocTaBsiHe Ha kBanuduumpanu ygoctoseputenHu yenyrn ot EBPOTPBCT, kakTo 1 nsMcksaHusiTa B
oCTaHanuTe AOKyMeHTU, nybnukysaHu B [y6nuyHuns pernctbp Ha EBPOTPBCT;

» npu nogaBaHe Ha MUCKaHUSA 3a u3gaBaHe U ynpaBneHue Ha yooCTOBepeHus Aa npefocTaBu
BSIpHa, TOYHA M NbnHa nHgopmaumus, koato EBPOTPBCT umauckea cbrnacHo [loroBopa, HOpMaTUBHUTE
N3nCKBaHWSA, NpunoxummuTe Monutukn n NpakTuku;

» [Oa reHepupa kKpuntorpadckm KniovoBe, W3NON3BaMkM CUrypeH MeTod W anropuTb,
cbobpasHo usncksaHuata Ha PernameHnT (EC) Ne 910/2014 n pga uwanonssa ogobpexn ot EBPOTPBCT
YCTPOWCTBA 3a Cb3[aBaHe Ha erfekTpoHeH noanuc/neyar;

» [Oa npoBepu MbfHOTaTa M BEPHOCTTA Ha CbAbPXKAHWETO Ha npegocTaBeHaTa OT Hero
nHpopmaumsa 3a yanoctosepsBaHe B none DN (Distinguished Name) Ha usgaBaHuTe ygoctoBepeHus. B
cnyyam Ha HeCbOTBETCTBME MexXay npeactaBeHaTa WHOpMauMs U yOOCTOBEPEHOTO CbAbpXKaHue,
notpebutens Tpsabea Aa ysegomu HeszabasHo EBPOTPBCT;

» [a nNpeycTaHOBW M3MNON3BaHETO Ha yOOCTOBEPEHNETO B Clyvan Ha CbMHeHMe 3a 3aryba nnm
KoMrpomeTupaHe Ha YacTHuA kntod 1 ga nogage o EBPOTPBCT 3asBka 3a HEroBOoTO CrnivpaHe;

» [Oa npeyctaHOBM W3MOMN3BaHETO Ha YOOCTOBEPEHWETO MNpU Hanuume Ha ocTapsana,
NpoMeHeHa, HeToYHa N/MnNu HeBsapHa NHOPMaLUUA, BKOYEHa B U3gaZeHo yaocToBepeHue 1 aa nogage
NCKaHe 3a crnvpaHe Ha OEeWCTBMETO Ha YAOCTOBEPEHNETO;

» npeguv ga uanonssa HOBOTO YAOCTOBepeHue, aa npomeHn gocerawHus MNUH 3a goctsn oo
YCTPOWCTBOTO 3a Cb3[aBaHe Ha efieKTpOHeH noanuc/nevart, KbAEeTO Ce CbXpaHsiBa YaCTHUAT KITHOY;

» [0a npunoxun Heobxoaumarta AbImKMMa rpwxka u ga npegnpveme HeobxoaMMmuTe Mepku 3a
npegoTepaTsaBaHE Ha YacTHMSA KIKOY OT KOMMNpomeTupaHe, 3aryba, paskpvBaHe, moaudmkaumnsa mnu
OPYro HepaspeLleHo JencTBuE;

» p[a nsnonssa usgageHoto ot EBPOTPBCT ygoctoBepeHue camo 3a 3aKOHHM Lenn n B
CbOTBETCTBUE C YKaszaHaTa B HEro NonuTuka 1 NpakTuka;

» pa opobpsiea ycnosusita, nocodeHn B [oroBopa mexay Hero u EBPOTPDBCT,; Tosa
opobpeHune Tpsabsa Aa ce CbCTOM Ha caMopbYeH NOANUC Bbpxy [Joroeopa;

» paopobpsiBa n3gageHoTo 3a HEro yaA0CTOBEPEHWE;

» [a He paskpvmBa naponata 3a [OCTbM Ja YCTPOWCTBOTO 3a Cb3gaBaHe Ha ereKkTPOHeH
noanuc/neyart Ha HeynbiAHOMOLLEHN Nnua;

> [a He NpaBu OOCTbMNEH CBOSI YAaCTEH KoY 3a Apyru nvua.

9.6.4 OBIKUMA I'PUXA HA NOBEPABALLA CE CTPAHA

INwuata, KouTo ce ooBepsiBaT Ha KBanNMUUMPAHO YOOCTOBEPEHUE 3a ENEKTPOHEH nognuc/neyar

TpFI6Ba Aa nputexaBat OCHOBHW MO3HAHUA OTHOCHO NMpUHUUNUTE Ha M3non3BaHE U NPUNOXMMOCT Ha

Print and Edit Evrotrust Technologies Inc.. Page 131 of 147




MPAKTUKA MPU NPEAOCTABSIHE HA elDAS-CPS
c I‘Otru St KBANU®ULIMPAHWU YAOCTOBEPUTESNTHU YCNYTU For public use

Regulation 910/ 2014 CERTIFICATION PRACTICE STATEMENT Version —2.1
elDAS FOR QUALIFIED CERTIFICATION SERVICES 13.04.2017

eneKTPOHHUA nognuc/neyaT n Ha ycnyrute, CBbp3aHu ¢ ynotpeba Ha kBanuduumMpaHo yaocToBEpEeHne
3a eNneKTPoHEH noanuc/nevar.

[oBepaBallaTa ce cTpaHa crnefBa Aa Nonoxu ObImKnuma rpuka, KkaTo:

» ce [oBepsiBA Ha YyOocTtoBepeHusTa camMo C orned  Ha [lonuTukata  OTHOCHO
npegHasHa4YeHNeTo U Ha OrpaHuyYeHnaTa, nNpy KoUTo e U3naaeHo;

» W3BbPLUM NpOBeEpKa Ha cTaTyca Ha yAocToBepeHveTo B nogabpxaHus oT EBPOTPBCT
My6nuueH pernctbp/xpaHunuuie. NpoBepkata Ha enekTpoHHaTa aBTEHTUYHOCT M Ha MHTErpuTeTa Ha
yAOCTOBEPEHNETO U3BBH [ybnndHmMa pernctbp unu B HeakTyaneH CnNMCbK CbC CMPEeHN M npekpaTeHn
yoocTtoBepeHust (CRL) He ocurypsiBa npoBepka 3a HerosaTta BanvAHOCT M BCUYKU HACTbNWUAKM Bpean OT
npegnpueTn LOEWCTBUS, Chneq OCblLieCcTBsIBaHE eAMHCTBEHO Ha TakaBa NpoBepKa, ca 3a CMeTKa Ha
[oBepsaBaliaTa ce CTpaHa;

> npoBepsiBa BanuOHOCTTA Ha enekTPOHHWA noanuc/nedaTr Ha enekTPOHHO MOoAMMCaHu
N3SIBMEHNS, KaKTO W BanMaHOCTTa Ha enekTpoHHus nognuc Ha EBPOTPBLCT no Bepurata oT
yAoCToBepeHns 4o 6a30BOTO YAOCTOBEPEHWE;

» Cce yBepu, Ye NPUNoXeHuUsiTa, C KOUTO Ce M3MNoM3Ba YOOCTOBEPEHUETO ca OYHKLMOHAMHO
NPUNOXMMKN 3a NpefHasHayeHWeTo, 3a KOUTO e M3JafeHOo, KakTO M C Oorfied HMBOTO Ha CUrypHOCT,
NnocoyeHn B cboTBeTHaTa lNonuTuka;

» [a nposepu ganu nognucbt/meyaTsbT, NpUapYyKeH OT YAOCTOBEPEHUETO, He e U3MNon3BaH 3a
Lenn 1 3a CTOMHOCT Ha TpaH3aKuun, N3BbH BAMCAHUTE B yOOCTOBEPEHMETO OrPaHUYEHNS 1 Lienu;

» [a ce yBepu, Ye ObIDKMHaATa Ha M3MOon3BaHUTE KNHYOBE OTroBaps Ha WM3UCKBaHWUSATaA 3a
CUrypHoCT Ha [loBepsiBallaTa ce CTpaHa;

» [a ce yBepu, Ye yOoCTOBEpPEHMETO € 6uno BanuMoHO KbM MOMEHTa Ha Cb3gaBaHe Ha

€NeKTPOHHUA noan nc/nevar.

Obmknma rpmxa Ha [loBepsiBallata ce CTpaHa € Aa M3non3Ba MexaHu3bM 3a curypHa npoBsepka
Ha enekTPoHeH noanuc/neyat, KOWTO rapaHTupa, Ye:

> NyOonuYHUAT KN, KOWTO Ce WU3MNon3Ba 3a MpoBepka Ha nognuca/nedyata CbOTBETCTBA Ha
TO3U, KOMTO Ce NpPeAcTaBs Npes Hero;

> npoBepkaTa 3a WU3Mon3BaHe Ha YacTHUS KoY € HafeXOHO MOTBbpAeHa M pesyntaTtute oT
Tasun NpoBepKa KOPEKTHO Ce NpeaCcTaBsT,;

> npu HeobGXOAMMOCT MOXe [a Ce YCTaHOBM CbAbPXXAHMETO Ha MOAMUCaHMS EneKTPOHEH
[OKYMEHT;

> aBTEHTUYHOCTTA W BanMOHOCTTa Ha YAOCTOBEPEHMETO KbM MOMEHTa Ha MOAMUCBAHETO
HaOeXaHo ce NpoBepsiBaT;

> pesyntatute OT MpoBepkaTta W eneKkTpoHHaTa WAEHTUMYHOCT Ha TuTynaps/CbagaTens

npaBuUiHO ce NpeacTaBsT;
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> BCSIKakBU npoMeHU, perneBaHTHN 3a CUrypHOCTTa Ca yCTaHOBUMMW.

lMpoBepkaTa 3a npegHasHayYeHWETO Ha y4OCTOBEPEHMETO Ce M3BbPLUBA MO CAEAHUTE AaHHM,
CcbabpXKallm ce B npoduna Ha yaoCcTOBEPEHNETO:

» [Monutuka, B CbOTBETCTBUE HA KOATO Ce n3gasa 1 ynpasnsiBa yqOCTOBEPEHNE 3a €TIEKTPOHEH
noanuc/neyart, nocodeHa B none ,Certificate Policies”;

» npeAHasHa4yeHMeTo M OrpaHNYeHnaTa Ha OeNCTBMETO Ha yOOCTOBEPEHMETO, ONUCaHW B None
,Key Usage” n ,ExtendedKey Usage”;

» OaHHu 3a Tutynaps/Cb3gaTtenst Ha yAoCTOBEPEHNETO, NOCOYEHN B none ,Subject”.

EBPOTPBLCT He HOCWM OTFrOBOPHOCT 3a HacTbnunu Bpeau Ha [oBepsBallata ce cTpaHa oT
HenonaraHe Ha AObipkumaTa rpwka. Bceknm [OKyMEHT ¢ gedekTeH WM CbMHUTENEH €eneKTPOHEH
noanuc/neyat cnegsa ga 6bae OTXBbpREH UM €BEHTyanHo MOANOXKEH Ha ApyrvM npouenypu, KOUTo
no3BonsiBaT 4a Ce MOCOoYM HeroBaTa BanuaHoCT. Bcsko nuue, koeto ogobpu TakbB AOKYMEHT, HOCU

OTrOBOPHOCT 3a KakBUTO U a GUno nocrneauuu.

9.6.5 3AOBINKEHUA HA APYIU CTPAHU

9.6.5.1 3AOBIIKEHUA HA KBAITUOULIMPAHUA OPTAH 3A YOOCTOBEPABAHE HA BPEME

KeanuduumpaHmaTt opraH 3a ygocTtoBepsiBaHe Ha Bpeme (Evrotrust TSA) wmsgaBa
KBanuduumpaHm yaocToBEPEHUA 3a yooCTOBepsiBaHe Ha Bpeme, B CbOTBETCTBME C M3UCKBAHUATA,
yctaHoBeHn B PernameHT (EC) Ne 910/2014, ctangapTv n cTaH4apTU3aLNOHHN JOKYMEHTU, TEXHNYECKN
n opraHusaumoHHn ycnosusa B EBPOTPBCT, ocurypsBawy CUrypHM W HagexgHu Ycrnosusi 3a
Cb3gaBaHe W T[MpoBepka Ha EereKkTPOHHM BPeMeBU neyaTwn, ygpocTtoBeputenHu [lonuTtnkn 3a
KBanmduumnpaHo yaoCcToBepeHue.

EBPOTPbBLCT rapaHTtupa, ye:

» u3nonseBa TexHomnoruu, onepaTtuBHWM npouedypy W npouedypu 3a ynpasreHve Ha
CUIYpHOCTTA, Ype3 KOMTO Ce NpeaoTBpaTsiBa BCSKakBa Bb3MOXHOCT 3a MaHWUMynupaHe Ha BPEMETO;

» 13nonsea napameTpu Ha Kpuntorpadcku anroputmmn B cboteetctene ¢ PernameHT (EC) Ne
910/2014;

» ocurypsiBa TEeXHUYECKM M OpraHm3auMOHHW YCrOBUSA 3a MpunaraHe Ha HeobxoaumuTte
Monntukn 3a um3gaBaHe Ha KBanMUUMPaHO YOOCTOBEPEHME 3a eNeKkTpOHeH BpeMeBW nevat u
TEeXHUYeCKM YCNOBMKS 3a yCTPOMCTBATa 3a Cb3JaBaHe 1 NPOBEPKa Ha eNeKTPOHHW BpeMeBUW nevatu;

» pedvHunpa noHe efHa xew IYHKUUA, KOATO MOXE Oa Ce U3MOS3Ba 3a Cb3aBaHe Ha Xell
AaHHW MapKnpaHu ¢ BpeMe;

» 13nonsBa KoopAaMHMpaHO yHuBepcanHo Bpeme — UTC ¢ makcumanHo gonyctumo 3abassiHe
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MeXay MOMeHTa Ha nosriydaBaHe Ha UCKaHEeTO U U3gaBaHETO Ha yAOCTOBEpPEHNETO 3a BpeMe OT 1 (eﬂ,Ha)

cekyHaa.

EBPOTPBLCT rapaHTtupa, ye:

» npepocTaBs HenpekbcHaT AocTbn (24/7/365) Ha nooabpXKaliy YCnyrn, C U3KNIOYEHME Ha
BPEMETO 3a TexHMYecka npodmnakTuka, Kato JOCTBMNHOCTTA M TOYHOCTTa Ca rapaHTMpaHn, AOPU U ako
HSKOSKO NoTpebutens ca e4HOBPEMEHHO CBbP3aHWN C NPUNOXEHNETO;

» O0OCHOBaBa CBOATA TbProBCcKa OEeMHOCT Ha HagexaHu YCTponcTBa N copTyep B CbOTBETCTBME
C nsncksaHus, onpeagenenn B: CAW 14167-1 Security Requirements for Trustworthy Systems, Managing
Certificates for Electronic Signatures - Part 1. System Security Requirements and ETSI TS 102 023
Policy requirements for time-stamping authorities;

» npoBexaa cBoATa AEeNHOCT U YCryrn B CbOTBETCTBUE C NPUINOXMMOTO 3aKOHOAATENCTRO;

» un3gaBa enekTpoHHM BpemeBu nevaTu (Timestamp Tokens) B cbotBeTcTBNE ¢ ETSI EN 319

422 Time-stamping protocol and time-stamp profiles.

9.6.5.2 3AOBIIKEHUA HA KBAITMOULIMPAHUA OPIAH 3A BAJIMOAUPAHE

KBanuduumpaHmaT opraH 3a BanuampaHe (,Evrotrust RSA QS Validation*) Ha EBPOTPBCT
OCbLUECTBsIBA (PYHKUUUTE CM B CbLOTBETCTBUE C u3NCKBaHWsA, onpegeneHn B PernameHt (EC) Ne
910/2014. WN3uckBaHuATa onpenensit TEXHUYECKATE W OpraHM3auMOHHM YCRoBMS B AENHOCTTa Ha
EBPOTPBLCT, nonutukite 3a yaocToBepsiBaHE Ha KBanuuumpaHo YOOCTOBEPEHUE, TEXHUYECKUTE
N3NCKBaHWNS 3a YCTPOMCTBATa 3a Cb3JaBaHe W NMPOBEPKA HA ENEKTPOHHW nognucu/neyvaTun, enekTPOHHU
YAOCTOBEPEHNS 32 BPEME M €NEKTPOHHU YAOCTOBEPEHMS 3a aBTEHTUYHOCT Ha yeb cantose.

EBPOTPbBLCT rapaHtupa, ve:

» un3nonsBa onepatvBHW MNpoOLEdypU W TakMBa 3a YNpaBlieHWE Ha CUrypHOCTTa, KOWUTO
N3KMYBAT BCsIKAaKBa Bb3MOXHOCT 3a MaHUNynupaHe Ha CbCTOSIHMETO Ha YAOCTOBEpeHusiTa unu
AaHHUTE;

» npoBepsiBa BanuAHOCTTa Ha E€NEeKTPOHHWU nognucu/meyaTn, enekTpoOHHU YOOCTOBEPEHUS 3a
BpPeEMEe W1 eneKTPOHHU YAOCTOBEPEHNS 3a aBTEHTUYHOCT Ha yeb canToBe, M3NOoN3BaHN B CbOTBETCTBUE C
naunckeaHunata Ha PernameHT (EC) Ne 910/2014;

» LEvrotrust RSA QS Validation* npoBepsiBa CbCTOSSHUETO HaA YOOCTOBEPEHMSTA B

cvotBeTcTBUE ¢ RFC 2560 Online Certificate Status Protocol (OCSP) recommendation.

9.6.5.3 3AOBIIXEHUA HA KBAJIMOULUUPAHUA OPrAH 3A KBAJIMOULUMUPAHA YCIYTA 3A

Print and Edit Evrotrust Technologies Inc.. Page 134 of 147




MPAKTUKA MPU NPEAOCTABSIHE HA elDAS-CPS
c I‘Otru St KBANU®ULIMPAHWU YAOCTOBEPUTESNTHU YCNYTU For public use

Regulation 910/ 2014 CERTIFICATION PRACTICE STATEMENT Version —2.1
elDAS FOR QUALIFIED CERTIFICATION SERVICES 13.04.2017

ENIEKTPOHHA MNMPEMOPBYAHA MNMOLLUA

KBanuduumpaHmat opraH 3a kBanuduumMpaHa ycnyra 3a efnekTpoHHa npenopbyaHa mnoLua
,Evrotrust Qualified ERDS* (Electronic registered delivery service) Ha EBPOTPBCT, ocbLiecTBaBa
dyHKUMNTE CN B CBLOTBETCTBME C M3UCKBaHuATa, onpegeneHn B PernameHTt (EC) Ne 910/2014 un
NONUTUKUTE W MPaKTUKUTE 3a YAOCTOBEpsiIBaHE Ha CUrypHO BpbYBaHe Ha CboOLiEeHUs, 4ypes
npenopbyaHa enekTpoHHa noLua.

EBPOTPbBLCT rapaHTtupa, ye:

» un3nonsBa onepatvBHW Mpouedypy W TakvMBa 3a YyNpaBfieHWE Ha CUrypHOCTTa, KOWUTO
M3KNIOYBAT Bb3MOXHOCTTA 3a NOAMSAHA HA AaHHWTE, [OKa3BallM MOMEHTUTE Ha u3npawaHe wu
nonyyaBaHe Ha Molla, u3npailiada u nonyyartens, KakTo M KOHTPOMHUTE CyMW 3a YCTaHOBsIBaHe
CbObpXaHMETO Ha nsnpalaHuTe CbobLLeHNs;

» n3nonseBa napameTpu Ha Kpuntorpad)CkM anropuTMum B CbOTBETCTBUME C W3UCKBAHUATA,
onpegenexHn B PernameHT (EC) Ne 910/2014;

» un3gaBa KBanuuuupaHo YAOOCTOBEpeHue 3a MnoflydaBaHe Ha ernekTpoHHa npenopbyaHa
nowia, BKMIOYMTENHO oduLmManHn gokasaTencrsa 3a noryyaBaHe Ha CboOLleHWs, caMo crieq npoBepka
Ha aBTEHTMYHOCTTA Ha [JaHHUTE OT MONy4YeHUTEe eneKkTPOHHU [OOKYMEeHTU, TAxHaTa dopmanHa
KopekTHocT 1 camo cneg kato EBPOTPBLCT rn e goctaBun B HadeXaHO MSICTO, OT KOeTo Te We b6baar
AOCTBIMHU 3a nonyyatens;

» pokasatencrtearta, m3gageHn ot EBPOTPDBCT otroBapsatT Ha wuauckeaHusita Ha ISO/IEC
13888-3:1999 Information technology -- Security techniques -- Non-repudiation -- Part 3: Mechanisms
using asymmetric techniques;

» EBPOTPBCT ocurypsea npu nouckBaHe Bb3MOXHOCT Ha TpeTuTe CTpaHu fa NpoBepsAT U
TecTBa u3gaBaHUTE OT HeEro ygoCTOBEPEHMSI U YAOCTOBEPUTENHM YCMyru, KaTto ocurypsisa TeCTOBU
yaoctoBepeHus, Hanpumep BbB ¢dopmat PKCS#12 Ha cBos caWT v JocTebn A0 TectoBu ycnyru. B

TecToBUTE yOAOCTOBEPEHUA ACHO € NOCOYEeHO, Ye Te Ca n3gaaeHn 3a TeCtoBu Lernn.

9.6.5.4 3AOBINXEHUA HA KBAJIMOULIMPAHUA ONEPATUBEH YOOCTOBEPABALL OPIAH 3A
KBAITU®ULIMPAHU ENEKTPOHHU NOANMUCUITIEYATH

3agbmkeHusaTa Ha KeanudumuupaHusa onepaTtvMBeH yaooCTOBEPsiBALY, OpraH 3a KBanuduumpaHm
enekTpoHHn nognucu/nevatnh Ha EBPOTPBLCT ,Evrotrust RSA Operational CA®, ocbulecTesiBa
YHKUMUTE CU B CbOTBETCTBME C W3NCKBaHWs, onpegeneHn B Pernament (EC) Ne 910/2014 3a
onpefernsiHe Ha TEXHUYECKM M OpPraHM3auMOHHM YCNOBMSA B AEVHOCTTA Ha AOoCTaBynumTe. MamckBaHusTa
ca cBbp3aHn c [llonuTukMTe 3a M3gaBaHe Ha KBanMUUMpaHO YOOCTOBEPEHUE M TEXHUYECKUTE

M3UCKBaHWUS 3a YCTPOMCTBATA 3a Cb3[aBaHe M NpoBepka Ha eneKkTPOoHHW nognucu/nevaTw.
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EBPOTPBLCT wusnonssa onepaTtuBHW MNpoLeaypy M TakmBa 3a yrpaBrieHMe Ha CUrypHOCTTa, KOUTO
W3KNIOYBaT BCAKakBa BBb3MOXHOCT 3a MaHuUNynMpaHe Ha CbCTOAHMETO Ha YOOCTOBEpEeHusTa Wnu

OaHHUTE.

9.6.5.5 3AOBIXKXEHUA HA EBPOTPBLCT NO OTHOWEHMWE HA NYBJIIMMHUTE PEMUCTPU /
XPAHUIULLETO

My6nuyHuTe permctpu ce ynpasnsasaTt n koHTponupaT oT EBPOTPBCT, kato Ton rapaHTupa, ye:

» nybnukyBa M apxuBumpa KeanuduumpaHu ygoctoBepeHust Ha KeanuduumpaHuss 6a3oB
yaocTtoBepsBal opraH ,Evrotrust RSA Root CA*, KsanuduumpaHms onepaTtMBeH yaocToBepsBaLl, opraH
3a enekTpoHeH nognuc/nedat ,Evrotrust RSA Operational CA®, KsanuduuupaHua ygoctoBepsBally
opraH 3a Bpeme (Evrotrust TSA), KsanuduumpaHusa yooctoBepsBall, opraH 3a npoBepka crtaTtyca Ha
yooctoBepeHusaTa ,Evrotrust RSA QS Validation®;

» nybnukyBa n apxmsupa lMNMonutukute un MNpakTuknte nNpyu NpeaocTaBsHe Ha KBanuduuupaHu
yOOCTOBEPUTENHU  YCNyrK, AOrOBOPU C KAWEHTUTE, CNUCHLUM C MPENnOPBUYUTENHU MNPUIOXKEHUS W
YCTPOWCTBA, MU CMUCBK Ha Pernctpupallm opraHu, Kakto U opyrn AOKYMEHTU, CBbp3aHu e eHOCTTa MY,

» ocurypsiea OocTbi [0 KBanuduumpaHu yaooCTOBEPEHUs, caMO B ciyyau, Korato Te ca
ny6nnMYHO AOCTBNHN U LOKONKOTO NOTPEOUTENAT HE € U3pasu Hecbracue, a Korato yaoCTOBEPEHNETO
CbObpXa NMYeH NaeHTUPUKaToOp — C HErOBOTO M3PUYHO Cbrracue;

» [pJaBa OOCTbN A0 MHAOpMaumsiTa OTHOCHO cTaTyca Ha y4oCTOBepeHusaTa, Ypes nybnvkysaHe
Ha CnMCbK CbC CNpeHn 1 npekpaTteHn ygoctoBepeHns (CRL) nnm ypes NpoTokon 3a NpoBepka craTtyca
Ha ygocToBepeHusiTa B peanHo sBpeme (OCSP);

» ocurypsiea NnoCTosiHEH JOCTHN 40 MHdopMauudaTa B nybnmyHna pernctop 3a Y4ocToBepsBall,
opraH, Pernctpupall opraH, KnMeHTu 1 4oBepsiBalLn Ce CTpaHu;

» nybnukysa CnucbK CbC cripeHu u npekpateHu ygoctoBepeHusa (CRL) 6e3 3abaBsHe u B

CbOTBETCTBME CbC CPpOKOBETE, onpenerieHn B HacToAWNA JOKYMEHT.

9.7 OCBOBOXOABAHE OT OTTOBOPHOCT

OtrosopHoctta Ha EBPOTPBCT ce ocHoBaBa Ha oOwuTe npaBuna, MNOCOYEHN B
HacTosiwaTa [lpakTuka npu npegocTtaBsHe Ha KBanudUUMpaHW YOOCTOBEPUTENHU YCIyru U € B
CbOTBETCTBME C HeoOXoAMMMTE MpaBHM aKToBe, KOUTO ca B cuna B Penybnuka Bbnrapus.
OcBoboxgaBaHeTo OT OTrOBOPHOCT cfiedBa da ce Oofnpedeny B AOroBopuTe Mexagy notpebutenure u
EBPOTPBLCT.

EBPOTPBLCT He HOCK OTrOBOPHOCT B CryvauTe, KoraTo HacTbnNunuTe Bpeau ca crieacteue

OT HenonaraHe Ha ObJDKUMa rpuxa, HeundnbJIHeHMe Ha 3aablDKeHuATa unn nunca Ha no3HaHuA B
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obnactta Ha PKI TtexHonoruute (,MHpacTpyktypa ¢ nybnuyeH knoy‘/ Public Key Infrastructure) ot
cTpaHa Ha TutyngapuTte unun JosepgasalimTte ce CTpaHu.
EBPOTPBCT He HOCK OTrOBOPHOCT M B Clydan Ha BpeAw NPUYMHEHMN OT:

» UM3nonseBaHe Ha yOOCTOBepeHWe U3BLH NpedenuTe Ha BNMCaHUTE B HEro npegHasHadeHus u
OrpaHuMyeHusa Ha HeroBOTO OEeWCTBME, MO OTHOLIeHWe Ha uenuTe 3a WU3Mon3BaHe U orpaHuyeHus 3a
CTOMHOCTTa Ha TPaH3aKUUNTE;

» He3aKOHHW OeNCTBMA OT cTpaHa Ha Tutynspu v [loBepsiBalln ce cTpaHu;

» TnpedocTaBgHE Ha HauuHa Ha wuaeHTMdUuUMpaHe Ha YCTPOMCTBOTO 3a Cb3[daBaHe Ha
noanuc/neyart v 4OCTbMN A0 YaCTHUSA KITKOY OT cTpaHa Ha Tutynapsa/Cbh3gartens Ha TpeTy nvua;

» ChnyYanHu cbbuTus, MMaLLM XapakTepa Ha HenpeoaonumMa cuna, BKIOYUTENHO 3N0YMULLIFIEHN
OENCTBUA Ha TPeTU Nuua (Xakepckn aTakm, OTHEMaHe Ha YCTPOMCTBOTO 3a Cb3aBaHe Ha nognuc/nevyar,
AOCTbN 0 YaCTHUSA KNioY, y3HaBaHe 6e3 3HaHMETO Ha TUTYNAPS Ha HauyuHa Ha ngeHTuduunpaHe n ap.)

» M3nonsBaHe Ha yOoCTOBepeHue, KOeTO He € U3gadeHO Unv U3MNofi3BaHoO B CbOTBETCTBME C
nsnckeaHmdaTa un npouenypute Ha lNpaktukaTta u MNonutukata Ha EBPOTPBCT;

» M3nonsBaHe Ha HeBanWAHO yOoocToBepeHue (yOoCToBepeHue, KOeTo € CrpaHO  unu
npekpaTeHo);

» He CBOEBPEeMEHHO OeNCTBUe MNo npekpaTdaBaHe unu cnupaHe Ha yaoctoBepeHue (cnencreve
OoT 3abaBeHO OT cTpaHa Ha Tutynsapsa/Cb3gatena uckaHe unyv nopagu NPUYMHU M3BBH KOHTpOMa Ha
EBPOTPBCT);

» KOMMpOMETMpPaH YacTeH KoY, KopecrnoHAaMpaLl, Ha nybrvyHMS KoY B YAOCTOBEPEHUETO MO
BUHa Ha Tutynaps/Cbhagartens;

» IOLWO KayecTBO UM (PYHKLMOHANTHOCT Ha COTyepHUTE NPOAYKTM U XapAyepHu yCTpoucTBa

nanonasaHu ot Tutynaps/Cbhagatens un [loBepsiBallm ce CTpaHw.

9.8 OrPAHMYEHUA HA OTTOBOPHOCTTA

3a wusgaBaHu KBaJ'II/Id)I/ILI,VIpaHI/I yaooCToBepeHnAa 3a  eJIeKTPOHHU noanucu/neyaTtw,
[ocTtaBumKkbT oTroBapsa B paMKuUTeE Ha BMNMCaHUTE B YyAOOCTOBEpeHUATa JIMMUTU Ha CTOMHOCTTa Ha

TpaH3akunnTe.

9.9 OTroBOPHOCT HA TUTYNAPA/CB3OATENA

Tutynaps/Cbhagatens otroaps 3a npeg EBPOTPDBCT 1 Bcnuku goBepsBalm ce nuua, ako:

» nNpu Cb3gaBaHETO Ha [ABoOMWKATa 4acTeH-nybnuueH Kno4v e wusnonsean anroputbm W
YCTPOWCTBa 3a Cb3faBaHe Ha eneKkTPOoHeH nognuc/medaTt, KOUTO He OTroBapsiT Ha WM3WUCKBaHMSITA Ha
PernameHnt (EC) Ne 910/2014;
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» He MU3NbIIHABA TOYHO M3UCKBAHUATA 3a cUrypHocT, onpeaenedn ot EBPOTPBLCT;

» He noucka ot EBPOTPBCT cnupaHe wunn npekpaTsiBaHe Ha OEWCTBMETO Ha
YAOCTOBEPEHNETO Cned KaTto € y3Han, Ye 4YacTHUAT Koy e Ovn 1M3nonsBaH HenpaBOMEPHO WNn
CbLLECTBYBa OMacHOCT OT HEMPaBOMEPHOTO MY MU3MNOM3BaHe;

» e HanpaBun HeBepHu wusasnenua npeg EBPOTPBLCT, kouto Mmat M OTHOLWIEHME KbM
CbObPXKAHMETO NN KbM M30ABAHETO HA KBANUUUMpPaHOTO yOOCTOBEPEHHUE;

» KoraTo yOOCTOBEPEHMETO € m3gageHo ¢ BnucaH Cb3gaTen u OBMacTeHO OT Hero nuue,

OoTroBaps 3a Hen3nbJIHEHNETO OT CTpaHa Ha OBJTaCTEHUA Ha 3aQbIKEHUATA MY.

9.9.1 OTroBOPHOCT HA TUTYNAPA/CB3OATENA KbM EBPOTPBLCT

Tutynapat/Cow3gaTtenat, otroBapsa cnpsmo EBPOTPBCT, ako TOM Mnu OBMacTeHOTO OT Hero
nuue, e npenocTtaBuil HEBEPHW AaHHW, CbLOTBETHO € Mpembinyan AaHHW, UMallyM OTHOLUEHME KbM
CbAbPXAHNETO UMM KbM U30aBaHeTO Ha yOOCTOBEPEHMETO, KaKTO 1 KOraTo He € CbXpaHsiBasn NpaBuiHO

YaCTHUA KINKoY, CbOTBETCTBALL, HAa NOCOYEHUA B yOOCTOBEPEHUNETO I'Iy6J'II/I‘-IeH KITHOM.

9.10 CPOK U NPEKPATABAHE HA ,,[TPAKTUKA MNMPU NPEAOCTABAHE HA KBAJTMOULINPAHU
YOOCTOBEPUTENHWU YCNYTK*

9.10.1 CPOKOBE

Taswn lNpakTuka Brv3a B cuna OT MOMeHTa Ha HenHoTo odobpeHue oT CbBeTa Ha ANpeKTopuTe
Ha EBPOTPBCT wn nybnukysaHeTo 1 B [ly6nuyHusa my peructbp/xpaHunuweto Ha EBPOTPBCT.
JonbnHeHnss KbM TO3M OKYMEHT BNU3aT B cuna crief nyornvkyBaHeTO UM B XPaHWUIULLETO.

Pasnopenbure B HacTosWMA AOKYMEHT ca BanugHu Ao u3gasaHe n nybnukysaHe Ha criefBalua
Bepcuss Ha [llpaktuka npu npefoctaBAHE Ha KBanuuumvpaHu YyaoCTOBEpUTENHW ycnyrn“ B

XpaHunuuieTo Ha canta Ha EBPOTPBCT.

9.10.2 NPEKPATABAHE

C npekpatsaBaHe Ha genHoctta Ha EBPOTPBLCT, ce npekpaTsaBa aktyanHoctTa Ha [paktukaTta,
KaKTO M Ha CbObpXKaLLM ce B TO3M LOKYMEHT pasnopenom.
[OCTaBUYMKBT CbXpaHsiBa HaOJIEXHO M CUIYPHO BCUYKM MPEOULLIHU Bepcuu/pedakumm Ha To3n

[AOKYMEHT.

9.10.3 E®EKT HA NMPEKPATABAHE U OLIENIABAHE
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I'IpM npeKkpartdaBaHe Ha [Oorosopa 3a yaOoCToBEepUTEeriHU YCnyru, TI/ITJ'IFIpI/ITe/C'b3D,aTeJ'IVITe n
,D,OBepFlBaLLI,VITe ce CTpaHun ocCTtaBaT O6B'bp3aHI/I OT TO3M OOKYMEHT, OT rfiegHa TOYKa Ha usfgageHuTte
I'IOTpe6VITeJ'ICKVI KBaJ'II/ICbI/ILI,I/IpaHI/I YOOCTOBEPEHUA, 3a OCTaTbKa OT nepuoda Ha BalmlMoHOCT Ha Te3u

yaooCToBEPEHUA.

9.11 BENEXKWU N CbOBLUEHUA MEXOY CTPAHUTE

Jlnuarta, nocoyeHn B Hactoswarta [lpakTuka morat ga M3BbPLUBAT U3SBIEHMS U Oa OOMeHAT
WHopMaLmMss C nomollTa Ha OBMKHOBEHA Molla, €neKTPOoHHa nowa, gakc, TenedoH, U MPEXOBU
npotokonu (Hanpumep TCP / IP, HTTP) n ype3 mobunHoTto npunoxerHne Ha EBPOPTBCT T.H.

MN36opbT Ha cpeactBata Moxe Aa Obae u3bpaH B 3aBUCMMOCT OT TuMNa Ha uHdopmaumara u
HayuHa Ha uanonssaHe Ha ycnyrute Ha EBPOTPBCT.

MHdopmaumna 3a Bcekn NpobuB B CUrypHOCTTA Ha YaCTHUTE KIOYOBE Ha YAoCToBepsiBalute
opraHu TpsibBa na 6bae nybnukyBaHa Ha canta Ha EBPOTPBCT, koeTo we s HanpaBu AOCTbMNHA OT

BCUYKN 3anHTEepeCOoBaHN CTpaHW.

9.12 U3MEHEHWA B ,,MIPAKTUKA MNMPU NPEAOCTABAHE HA KBAJIMOULIMPUHU
YOOCTOBEPUTEJIHU YCITYTU“

N3meHeHusaTa B lNpaktukata moxe ga 6bgart pesyntaTt oT HabnogaBaHu rpeLlkn, akTyanmsaumm
N NPeanoXxeHus oT 3acerHatute cTpaHu. B cnyyanm Ha HepewncTBMTENHa Kraysa OT TO3U LOKYMEHT,
BanuOHOCTTa Ha Uennsa OOKYMEHT ce 3anas3Ba M He ce HapylaBa gorosopa ¢ Tutynaps/Cbhagatens.
HepencteutenHaTa knaysa ce 3amecTBa CbC 3aKOHOCHOOpasHa Hopma.

EBTPOTPBCT moxe ga npaBu pefakuMoOHHW NPOMEHW B TO3M OOKYMEHT, KOUTO He 3acsaraT
CbAbPXKAHNETO Ha NpaBaTa 1 3agbJPKEHUATA B HErO.

lMpomeHKn, KOMTO BOAAT 4O HOBA Bepcus/pefakums Ha OokymeHTa ce nybnukyeaT Ha WHTepHeT
cTpaHuuarta Ha EBPOTPBCT.

9.13 PEWABAHE HA CINMOPOBE

lMpeomeT Ha cnopoBe morat ga 6baaT eaAMHCTBEHO HECHLOTBETCTBUSI UM NMPOTUMBOPEYUNS MEXay
nuua, ctpaxu no gorosopa ¢ EBPOTPBCT.

CnopoBe unu >xanbv OTHOCHO M3MNONn3BaHe Ha YAOCTOBEPEHWS W YOOCTOBEPUTENHW YCIyru,
npegoctaesaHn ot EBPOTPBCT we 6baat pewasaHu, Ype3 NoCpeaHNYeCcTBO, Bb3 OCHOBA Ha MUCMEHO

nogageHa WHdopmauus. VickaHusita TpsibBa ga O6baaT HanpaBeHW B MUCMEH BWAO Ha agpeca Ha
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EBPOTPBLCT:

“EBpoTpbCT TexHonbmpxkuc” AL
Codous, 6yn. Llapurpaacko Loce 101
BusHec ueHTBLp "AKTUB", eT. 6
TenedoH, dakc: + 359 2 448 58 58

YKanbute we 6baart pasrnegaHn ot npaeHus otaen Ha EBPOTPBCT. Xanbonogatenart we

nony4y OTroBOp B pamkuTe Ha 2 paboTHuM OHM crneq nonydaBaHe Ha xanbata. B cnydyan, 4ye He ce

HamMepu pelleHne Ha cnopa B pamkuTe Ha 30 OHM OT HayanoTo Ha npoledyparta fno cropasymeHue,

CbLlMAT Ce OTHaCH 3a pa3pellaBaHe no cbaebeH pea.

9.14 NPUNOXWUMO NPABO

3a BCUYKM BbMNPOCU, HeypeaeHU B HacCToAWwMnA AOOKYMEeHT Ce npunarart paanope,u,6|/|Te Ha

61BN rapckoToO 3aKOHOOAaTEes1ICTBO.

9.15 CbOTBETCTBUE C NPUNOXUMOTO NMPABO

HacTtoswmsaTt gokyMeHT e pa3paboTeH B CbOTBETCTBME C HALMOHANHOTO 3aKOHOAATENCTBO.

9.16 APYIY PA3MNOPEABU

MpakTukaTa He NOcoYBa HUKaKBM Apyr pasnopendu.
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10

M3NoJN3BAHU TEPMUHU U CBKPALLEHUA

10.1 NPUNOXEHUE 1: TEPMUHU U CBKPALLEHUA HA BBJITAPCKU E3UK

Banw:wlpaHe € rnpouec Ha npoBepka W MNoTBbpXAaBaHEe Ha BalIMAHOCTTa Ha

I/IFI,GHTM(*)VI Kauusa Ha

nuua

BannaupaHe
E€NeKTPOHEH NoANuc nnu neyat
[laHHu 3a [laHHKM 3a BanuaupaHe ca [OaHHW, KOMTO Ce W3MNon3eaT 3a BanvaupaHe Ha
BanuaupaHe €MNEeKTPOHEH NOANUC UM ENEKTPOHEH neyaT
[aHHu 3a [laHHK 3a ngeHTUdUKaUMAa Ha nuua ca Habop OT AaHHM, KOUTO NO3BONSABaT Aa ce

yCTaHOBW CaMOJIM4YHOCTTa Ha (bVI3I/I‘-IeCKO nnn ropunagnyecko nuue, UM Ha

Cbl/l3|/|‘-leCKO nvuge, npeacrtaendasallo vpan4ecko nuue

[aHHM 3a
Cb3a4aBaHe Ha

eNeKTPoOHeH noanuc

[laHHM 3a cb3gaBaHe Ha €NEeKTpoHeH noAnnc ca YHUKanHum AaHHWU, KOUTO Ce
n3non3eart oT TI/ITyJ'IFIpFI Ha eNneKTpoHHUA noannc 3a Cb3aaBaHETO Ha eJIEKTPOHEH

noanuc

JoBepsiBawa ce

cTpaHa

[loBepsBawa ce ctpaHa (,Relying Parties”) ca dousnyeckn nnu ropugnyeckm nuua,

KOUTO pa3yvynTaT Ha eNiekKTpoHHa I/I)J,eHTI/l(bI/IKaLl,I/IFI nnn yaocrtoseputernHa ycnyra

KsanudunumpaH

MOCTaB4YUK Ha

,D,OCTaB‘-IVIK Ha yOoCTOoBEepUTENHU YCnyru, KONTO npeanocrtaBsda €Ha Wi noBede

KBaJ'II/I(bVILI,VIpaHI/I YOOCTOBEPUTEITHKN YyCnyrn n € nonydun KBaHVId)I/ILlI/IpaHVIFI Ccu

BpeMeBU nevyart

YAOCTOBEPUTENTHU
ctatyT oT OpraHa no Haasop
ycnyru
ErH EQuHeH rpaxxgaHckn Homep
EnekTpoHeH BpeMeBM neyaT ca AaHHM B eNeKTpOHHa ¢hopma, KOMTO CBbP3BaT
EnekTpoHeH APYrM OaHHU B €NneKTpoHHa (opMa C KOHKPETEH MOMEHT BbB BPEMETO MU

npencraBnAaABaT AoKa3aTesicTtBo, 4e nocnegHute AdaHHU Ca CblieCTByBalin B

CbOTBETHUA MOMEHT

EnekTpoHeH

MOKYMEHT

EJ'IeKTpOHeH OOKYMEHT € BCAKO CbAbpXXaHue, CbXpaHABaAHO B €JIeKTPOHHA
d)opMa, no-cneunanHo TEeKCTOB WM 3BYKOB, BU3yalleH WU ayauno-Bu3yarieH

3annc

EnekTpoHeH neyar

EnekTpoHeH neyaTt ca AaHHM B eNeKTpoHHa hopMa, KOUTo ce fo06aBsaT KbM ApYru
NaHHMW B enekTpoHHa dopMa WnM ca NOorM4yeckn CBbp3aHM C THAX, 3a Oa ce
rapaHTUpaT NPOM3XoAbT U LernocTTa Ha nocneaHuTe. ENEKTpoHHUAT nedaT Cnyxmu
KaTO AoKas3aTencTBo, Ye AafeH ernekTPoOHEeH AOKYMEHT € U3gadeH oT puanyecko
nuue v rapaHTupa HagexaHust Npomnsxoa U LernocTTa Ha AOKyMeHTa.
OcBeH Npu yooOCTOBEPSIBAHETO Ha aBTEHTUYHOCTTA Ha OOKYMEHT, vM3gafdeH oT

ropnan4ecko nuue, enekTpoHHuTe neyvyatn wmorat pfga ce ua3non3eBart 34
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YOOCTOBEPSIBAHE HA aBTEHTMYHOCTTA Ha UMPOBUTE aKTMBU Ha HOPUOUYECKO
nvue, kKaTo copTyepeH Koa nnm CbpBbpu
[laHHM B enekTpoHHa dopma, KOMTO ce A400aBAT KbM APYrM OAHHWU B €NEeKTPOHHA

EnekTpoHeH
cbopma unu ca Norm4yeckn CBbP3aHU C TAX, U KOUTO TUTYNSAPAT Ha E€NeKTPOHHUSA

noanuc
noanuc n3nosnaea, 3a ga ce noanucea
EnekTpoHHa naeHTMduKaums € npouec Ha M3nons3BaHe Ha OaHHW B €fIeKTPOHHA

EnekTpoHHa cbopma 3a naeHTUdMKaUMs Ha nuua, KOMTO OaHHW NPeACTaBnsBaT Mo yHUKaneH

noeHTUdnKauma Ha4yMH OdageHo U3NYEeCKO WK PUANYECKO nuue, MM uandecko nuue,
npeAacTaBnsiBaLLo pUaNYECcKo nuue

3YYy 3BEHO 3a YyOOCTOBEPUTESTHM YCIyTn
KeanuduumpaH €enekTpoHeH BpPEMEBM MevaT € EfIeKTPOHEH BpPEeMeBM Mevar,
KOWTO OTroBapsi Ha U3UCKBAHUATA:

a) obBbp3Ba gaTaTa M 4Yaca C OAHHWUTE MO Ha4vMH, KOMTO OO0 ronsiMa cTeneH

Keanuduumpax M3KIN4YBa Bb3MOXHOCTTA 3a He3abens3aHa NpoMsaHa Ha AaHHUTe

eJIeKTPOHEH ©) ocHoBaBa Cce Ha W3TOYHUK Ha TOYHO BpPEME, CBbp3aH C KOOPAMHMPAHOTO

YHUBEPCArHO BpeMme; 1
B) MOAMWCaH € C YCbBbPLUEHCTBAH €feKTPOHEH MoAnMUC UNM e nognevaTaH ¢
YCbBbPLUEHCTBAH ErIeKTPOHEeH MNeyaT Ha [JOoCTaBuMK

Ha KBanudpuumpaHu

YAOCTOBEPUTENHN YCIYrn UMK C ApYr PaBHOCTOEH MeTOoS

Keanuduumpax

eJNIeKTPOHEeH neYyart

KBanuduumpaH enekTpoHeH nevyar € YCbBbPLUEHCTBaH eNeKTPOHEH neyat, KOWTo
e Cb3[afleH OT YCTPOMCTBO 3a Cb3aaBaHe Ha KBanuuumpaH enekTpoHeH neyar u

Ce OCHOBaBa Ha KBanvuuMpaHo yaoCTOBEPEHME 3a ENEKTPOHEH Mneyar.

KsanudunumpaH

eNeKTpoHeH noanuc

YCbBBbPLIEHCTBAH €reKTPOHeH MOAMUC, KOWTO € Cb3fdadeH OT YCTPOWCTBO 3a
Cb3JaBaHe Ha KeBanuuuupaH enekTPpoHeH MOAMMC W Ce OCHOBaBa Ha

KBanMguuMpaHo yaoCTOBEPEHME 3a eNEeKTPOHHU Noanucu

KsanudpumumpaHa
ycnyra 3a
eNneKTPOHHa

npenopbYaHa nowa

KeanuduumpaHa ycnyra 3a enekTpoHHa MperopbyaHa nowa e ycnyra 3a
eneKkTpOHHa MpenopbyaHa nolla, KOATO Cce MPedocTaBsA OT [AO0CTaBYMK Ha

KBas I/I(bVILI,VI paHn yaooCToBEPUTESTHN yCIyrun.

KsanudpuumpaHo
yAocToBepeHue 3a
aBTEHTUYHOCT Ha

yeb6canT

KBanudguumpaHo yaoCTOBEPEHNE 38 aBTEHTUYHOCT Ha yebcalT e yaoCTOBEpPEHME
32 aBTEHTMYHOCT Ha yebcaiiT, KoeTo ce u3agasa OT A0CTaBUYMK Ha KBanuduumupaHu

YAOCTOBEPUTENHN YCNyru

KeanuduumpaHo
yAocToBepeHue 3a

eJfIeKTPpoOHeH noanuc

KsanudpuumpaHo yoocToBepeHne 3a enekTPpoHeH MOANUC e yOooCTOBepeHue 33
eNEeKTPOHHM MNOANUCK, KOeTO Ce u3gasa OT [OOCTaBYMK Ha KBanuduuupaHu

YAOCTOBEPUTENTHN YyCIyrn U OTroBapa Ha U3UCKBAHUATA CbraCHO HOpMaTMBHATA
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ypenba
KPC Komucus 3a perynupaHe Ha cboOLieHnaTa
Mon MaTepuranHo OTroBOpPHO Nnuue
NMVH lMepcoHaneH naeHTudmrKkaumoHeH HoOMep
MpakTka npu nNpegocTaBAHE Ha YAOCTOBEPUTENHW YCRyrn € [OOKYMEHT,
CbAbpKall npaBuna OTHOCHO W3daBaHe, CnupaHe, Bb30OHOBSIBAaHE U OTMsIHA
MpakTuka .
NENCTBMETO Ha yAOCTOBEPEHUsITA, YCNoBuMATa 3a NPeaoCTaBAHETO Ha AOCTbN A0
yAOCTOBEpEHNsTa
MonuTuka 3a nNpefocTaBsHE Ha YAOCTOBEPUTENHM YCNYrn € 4OKYMEHT, Onucaaly
Monutuka nonuTMkaTa, KOSTO JOCTaBYMKbLT CriedBa npu u3gaBaHe Ha yoOCTOBEPEHUS, KaKTo

N 3a BCUYKK NpenocTtaBAHU YCIyrn

Peruncrtpupall opraH

Pernctpupaw, opran (,Registration Authority”, ,RA”) e obocobeHa cTpykTypa Ha
[10CTaBUMK, KOSITO OCBLUECTBSABA HAKOWN OT ENHOCTUTE UM BCUYKM MO: NpUeMaHe,
npoBepka, 04obpsiBAHE UMM OTXBBPIIIHE HA WCKAHWSI U ENEKTPOHHWU 3asiBKU 33
n3gaBaHe W ynpaBfeHWe Ha YOOCTOBEPEHWUsi, PErncTpupaHe Ha noaaaeHuTe
MCKaHus 0O YOOCTOBEpsiBalLMsl OpraH 3a M3gaBaHe W BHACsiHE Ha MPOMEHW B
cTaTyTa Ha YAOOCTOBEPEHUsl, OCbLUECTBSIBAHE Ha CbOTBETHM MPOBEPKM 3a
YCTaHOBSIBaHE Ha CaMOMMYHOCTTA, CbOTBETHO MAEHTUYHOCTTA Ha TuTynsipuTe,
KakTo U Ha cneunduyHn gaHHM 3a TaX, C JONYyCTUMUTE OT 3aKOoHa cpencTBa U B
cboTBeTCTBME C lMonuTukata m lNMpakTukata npu npegoctaBsiHe Ha CbOTBETHATA

YOOCTOBEpPUTENHA ycnyra.

PernameHT

PernameHTt (EC) Ne 910/2014 Ha EBponelickusi napnameHT n Ha CbBeTta oT 23
2014

YoocToBepuUTENHUTE YCNYrn NPU eNeKTPOHHN TpaHCaKUMM Ha BbTPELUHKS nasap u

Honu roouHa  OTHOCHO EnekTpoHHaTa naeHTudmrkaums n

3a oTMsiHa Ha aupektmea 1999/93/EO

CpencTBo 3a

CpeacTBO 3a eneKkTpoHHa MaeHTUdMKaUMA e MaTepuanHa u/unm Hematepuanda

eNIeKTPOHHA eanHULA, KOAITO CbAbpXKa AaHHW 3a UAEeHTUdMKALUUS Ha Nuua, KOSITO Ce M3Mon3ea
naeHTUMKaumn 3a yOCTOBEpsiBaHE Ha aBTEHTUYHOCT 3a OHMaWH ycnyra

Cxema 3a Cxema 3a ernekTpoHHa WAeHTUdMKAUMS e cucTema, Mnpu KoATo cpeacTBa 34
eJNIeKTPOHHA eNeKTPoOHHA UAeHTMdVKaUUS ce n3gasaT Ha OU3MYECKU UNKU PUaMYEecKkU nuua,
naeHTUdUnKaums nnun ousnyeckn nuua, NpeacTaBnsBally pUaNYEcKn nuua

Cv3paTen Ha nevyart

Cb3naTten Ha neyaT e puanYecko nuue, KOETO Cb3[laBa efeKTPOHEH neyat

Tutynap

Tutynapsat (,Signature Owner”) e dmanyecko nuue, KOETO Cb3daBa ereKTPOHEH

nognuc

YaocTtoBepsiBaHe Ha

AdBTeHTUYHOCT

yﬂ,OCTOBepﬂBaHe Ha aBTEHTUYHOCT € €EJIEKTPOHEH nMnpoLuec, KOMTO no3BONsBa

ESJIEKTPOHHAaTa VID,eHTI/leI/IKaLl,I/IFI Ha (bVI3I/I‘-IeCKO nnnm Lpunan4ecko nuvue wuin
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NOTBbPXAaBaHETO Ha Nnpon3xoaa n Uerioctta Ha aHHU B €eNNEKTPOHHA d)opma

YpnocTtoBepeHue 3a

Bpeme

,D,aHHVI B €JIEKTPOHHA cbopma, KOUTO CBbp3BaT APYyrn enekrpoHHU AOaHHU KbM
onpeageneH MOMEHT OT BpewmMe, Hpe,D,OCTaBFlVIKM OO0Ka3aTesiCTBoO, 4e Te3n OaHHU

CbLleCTByBaT KbM AaAeHUA MOMEHT

YpoctoBepeHue 3a

eNIeKTPOHEeH neyvyaTt

N3pnaBa ce Ha wopuaudecku nvua U CryXu 3a BanuaMpaHe Ha WHTErputeT u

opuUrnHan Ha Ll,aHHI/ITe/,EI,OKyMeHTI/ITe.

YpaocroBepeHue 3a

eJfIeKTPpOHeH noanuc

y,EI,OCTOBepeHVIe 3a €eNIeKTPOHEeH noAnnc € erieKTpoHeH aTecTar, KONTO CBBbpP3Ba
JaHHUTE 3a BanungupaHe Ha eJlieKTpoHeH noanuc cC Cbl/l3|/|‘-leCKO avue "

noTBbpXOaBa Han-Marnko MMeTo UNN NCeBAOHMMA Ha TOBa nuue

YOCTOBEPUTENHN YCMYrM Ca eNeKTPOHHW YCNyru, NpefocTaBsiHM OGUKHOBEHO

cpelly Bb3HarpaxgeHue oT [locTaByMKHa YOOCTOBEPUTENHU YCIyrh, KOUTO Ce

Ha aBTEHTUYHOCT Ha

CbCTOSAT B:
Cb3daBaHETO, MNpoBepkaTta W BanMAMPAHETO Ha EfeKTPOHHM  MNoanucy,
YaoctoBepuTernHa
€MNEKTPOHHM MeYaTun WM eNieKTPOHHU BPEeMEBM MevaTu, YCryrn 3a eneKkTpoHHA
yenyra npenopbyaHa noLla, KakTo U YAOCTOBEPEHUS, CBbP3aHu C Te3N YCNyru; unm
Cb34aBaHETO, NpPoBepKaTa 1 BanuaupaHeTo Ha YOOCTOBEPEHUS 3@ aBTEHTUYHOCT
Ha yebcanlT; WM CbXpaHABAHETO Ha ENEeKTPOHHM NogMnNucu, nedatm unu
YOOCTOBEPEHMS, CBBbP3aHN C TE3M YCIyrn
YpaoctoBepuTesnHa
ycnyra no Ycnyrata no ygocToBepsiBAaHE Ha aBTEHTMYHOCTTa Ha yebcanmT ocurypsiBa
yAocToBepsiBBaHe |CPeACTBO, C KOeTo nocetuTen Ha yebcanmt moxe ga O6bae yBepeH, Ye 3af

yebcanTa CTom peaneH n nerutumeH cybekt

npenopbYaHa nowa

yeb canut
YooctoBepsiBawy opraH (,Certification Authority”, ,CA”) e o6ocobeHa CTpykTypa Ha|
[locTaBunK, KOATO  OCbLUECTBABA AeVWHOCTUTE MO  MNpedocTaBsHE  Ha
YaocToBepsBaly, YOOCTOBEPUTENHM yCryrn. YOOCTOBEpsIBALLMAT OpraH HsMa CaMOCTOsTEmNHa
opraH NPaBoCYOEKTHOCT N BCUYKN OCHLLECTBEHN AEUCTBUS U aKTOBE Ha CRYXUTENUTE My
Ce U3BbpLBaT B KA4YeCTBOTO UM Ha cnyxutenn Ha EBPOTPBCT, B pamkuTe Ha
npegocTaBeHUTe UM MPaBoOMOLLMS
Ycnyra 3a enekTpoHHa npenopbyaHa nowa e ycnyra, KoATo MNo3BoSsiBa
y npegaBaHeTo Ha AaHHW MeXOy TPeTU CTpaHW MO eNeKTPOHEeH MbT, NpefocTaBs
enyra=a lOKasaTencTtBO BbB Bpb3ka C o0OpaboTkaTa Ha npedaBaHUTE  OaHHW,
efIeKTPOHHa

BKIIOMUTENHO [0Ka3aTesiCTBO 3a M3NpallaHeTo M NonyvyaBaHETO Ha AaHHUTe, U
3allMTaBa npedaBaHUTe OaHHM cpelly puck oT 3aryba, kpaxkba, noBpega unu

HEeNno3BONTEHN N3SMEHEHUA

YcTponcTBO 3a

YCTPOMCTBO 3a Cb3aBaHe Ha eNeKTPOHEH MneyvaTt e KOHurypupaH codptyep nnm
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Ccb3aaBaHe Ha

eJNIeKTPOHEeH nevyaTt

xapayenp, KOMTO Ce 13non3Ba 3a Cb3gaBaHETO Ha eNeKTPOHEH neyar

YcTponcTBo 3a
Cb3AaBaHe Ha
KBanuduumpaH

eJIeKTPOHEeH neyaTt

YCTPOMCTBO 3a Cb3faBaHe Ha KBanuuumpaH enekTPoOHEH neyaT YCTPOMUCTBO 3a
Cb3[aBaHe Ha eNeKkTPOHEH rneyaT, KOeTo OTroBaps Ha U3NCKBaHUATa B PernameHT
(EC) Ne 910/2014

YcTponcTBo 3a
Cb3AaBaHe Ha
KBanudpuumpaH

erNeKTPOHeH noanuc

YCTPOWCTBO 3a Cb3gaBaHe Ha KBanMUUMPaH enekTpoHEeH NMOANUC € YCTPONCTBO
3a Cb3[laBaHe Ha eneKkTPOHEH NoAMuC, KOeTO OTroBapsi Ha W3WCKBaHUSITA HA
PernameHT (EC) Ne 910/2014

YcTponcTtBo 3a
Cb3faBaHe Ha

efIeKTPpoHeH noanuc

YCTPOWCTBO 3a Cb3daBaHe Ha eNeKTPOHEH NoAnNucC € KOHurypmpaH codtyep nnm

xapayenp, KOMTO Ce 13nomns3Ba 3a Cb3gaBaHETO Ha enekTPOHEH noanuc

YcbBbpLIEeHCTBaH

eJIeKTPOHEeH nevyaTt

YCbBbPLUEHCTBAH ENEKTPOHEH MeYaT € enekTPOHEeH nevart, KOMTO OTroBapsi Ha
N3NCKBaHUATA:

a) CBbp3aH € Mo YHWKaneH Ha4yuH CbC Cb3aaTensi Ha neyaTta

0) MOXe ga ngeHtuduumpa cb3gartens Ha neyaTta

B) Cb3OadeH e 4pe3 [OaHHM 3a Cb3gaBaHe Ha eneKkTPOHeH neyaTt, KOMTO
Ccb3gaTensaAT Ha €enekTPOHHMS MneyaT MOXe Oa WM3MNon3Ba C BUCOKA CTeneH Ha
\lnoBepune 1 eaUHCTBEHO Mo CBOM KOHTPOIT; U

r) CBbp3aH € C AaHHUTe, 3a KOUTO Ce OTHacs, Mo HadvH, No3BonsiBall Aa 6bae

OTKPUTA BCAKa nocriegBaila npomMaHa B 14X

YcbBbpLIEHCTBaH

efIeKTPpOHeH noanuc

YCBbBbPLUEHCTBAH €MEKTPOHEH NOAMNNC € eNEKTPOHEH NOANMUC, KOWTO OTroBaps Ha
N3NCKBaHWATA:

-e CBbp3aH Mo YHUKaneH HauvH ¢ Tutynaps;

MOXXe da ngeHtunduumpa Tutynsps Ha nognuca;

-e Cb3ajeH Ype3 JaHHM 3a Cb3haBaHe Ha enekTPOHEH NoAMNuUC, KOUTO TUTYNAPAT
Ha enekTPOHHWA MOAMUC MOXE [a M3MNoNfi3Ba C BUCOKa CTeneH Ha AoBepue U
eNHCTBEHO MO CBOW KOHTPON, U

-e CBbp3aH C AaHHUTE, KOUTO ca MOAMMCAHW C Hero, MO HayuH, NO3BONsBaLl A3

Obae OTKpUTA BCAKa nocsieaBaila rpomMmdaHa B 14X

I‘OPMDM‘-IeCKVI nuua

KOpungudeckn nuua, no cmucbna Ha [JoroBopa 3a (PYyHKUMOHUPAHETO Ha
Esponenckua cuio3 (OPEC), o3HavyaBa Bcuuku obpasyBaHWs, ydpedeHu unu

pernaMmeHTnpaHn CbrflaCHO MpaBOTO Ha AObpXaBa 4eHKa, He3aBUCUMO OT|

TAXHaTa npaBHa hopma
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10.2 MPUNOXEHME 2: TEPMUHU U CBKPALLEHUSA HA AHTTIMUCKU E3UK

ASN.1 Abstract Syntax Notation

One

ABCTpaKTeH e3uK 3a onucaHne Ha obeKkTn B yAOCTOBEPEHUATA

A Actuality AKTYyanHocT
BG Bulgaria Bvnrapus
C Country CtpaHa

CA Certification Authority

YaocTtoBepsiBall, opraH

CC Common Criteria

O6wu KpuTepun

CN Common Name

My6nuyHo nme

CP Certificate Policy

MonuTtuka 3a NpeaocTaBsiHe Ha yAOCTOBEPUTENHUN YCIyTy

CSP  Cryptograph  Services
Provider

KpI/II'ITOFpaq)CKVI MoAayn KbM 4eTALlo yCTpOIZCTBO M CMapT KapTa

CPS Certification Practice

Statement

MpakTrka Npy NpefocTaBsiHe Ha yaOCTOBEPUTENHM YCIyrn

CRL, Certificate Revocation List

CnucbK cbe cnpeHun un npekpaTteHn yaoctosepeHunsa

DSA, Digital Signature
Algorithm

Bua kpuntorpadpcku anroputbm 3a Cb3gaBaHe Ha EeNekTPOHeH

noanuc

DN, Distinguished Name

OTnnYMTENHO NMe Ha cybekT, BnucaH yaoCTOBEPEHNETO

E E-mail

EnekTpoHHa nowia

e-1D

EnekTtpoHHa ngeHtudukaums

Extended key usage

Pa3LLIVIpeHVI Luenn 3a n3non3aBaHeTo Ha Krko4a

FIPS, Federal Information

Processing Standard

denepaneH ctaHaapT 3a obpaboTka Ha nHdopmauns

HSM, Hardware Security Module

XapayepeH kpuntorpadyckm Mmoayn

SO, International

Standardization Organization

Mem,quapoaHa opraHn3auund 3a cCtaHgapTnsauuna

Issuer

MN3paTen

IP, Internet Protocol

WNHTepHeT npoTokon

L, Location MecToHaxoxaeHue
N, Number Homep
NMbnHOTO HauMmeHoBaHWe Ha OPUONYECKOTO nuue no

0O, Organization

perncrtpauuna nnnm akt Ha BnmceaHe

OU, Organization Unit

OpraHu3auMoHHa eauHuua, KbM  KOSITO cyOekT, BnucaH B

yOOCTOBEPEHMETO € CBbp3aH
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OID, Object Identifier

WapeHTndukatop Ha obekT

OCSP, Online Certificate Status

Protocol

MpoToKom 3a OHMaliH NPoBepKa Ha cTaTyca Ha yA0oCTOBEpEHE

PKCS, Public Key Cryptography
Standards

KpunTtorpadpcku ctaHgapT 3a NpeHoc Ha NybrinyeH KoY

PKI, Public Key Infrastructure

MHdpacTpykTypa Ha nybnuyHua knod (CbBKYNHOCT OT xapayepa,

codpTyepa, nepcoHarna u JoKyMeHTauusTa)

JSC, Joint Stock Company

AKLIMOHEPHO OPYKECTBO

PSE, Personal

Environment

Security

HapexnHa cpeda 3a reHepupaHe Ha [BOiika Kro4oBe Mpw

TuTtynsps

RA, Registration Authority

PerucTtpupall opraH

RSA, Rivest-Shamir-Adelman

Bua acvmeTpuyeH kpuntorpadCcku anropuTbm 3a Cb3gaBaHe Ha

eJ1eKTpOHeH noanuc

SSCD,

Creation Device

Secure Signature

YCTpOMCTBO 3a Cb3daBaHe Ha noanuc/medar CbC 3alUUTEH

npocun

SHA, Secure Hash Algorithm

CVIpreH Xew-anropntbM 3a n3srim4aHe Ha XeLIJ-I/lLI,eHTI/ICbVIKaTop

SSL, Secure Socket Layer

CMrypeH KaHas 3a npegaBsaHe Ha AaHHU

SMIME, Secure Multipurpose

MNpoTokon 3a CUrypHO rnpegaBaHe Ha €NnekKTpOHHa nouwla npeas

Internet Mail Extensions NHTEepHeT

S Street Ynuua

T Title Tutynsp (,Signature Owner”) e u3N4eCKO NuLEe, KOETO Cb3aasa
EenNeKTPOHEH noanuc

Token ToKeH, xapAyepHO YCTPOWCTBO, CbAbpXallo KkpunTorpaccka

kapTa u YyeTeL

URL, Uniform Resource Locator

EaQvHeH pecypceH nokaTop/MHTEpHET Bpb3ka

PerMCTpMpaHe Ha U3MEeHeHuATa

CrtpaHuua

BanugHo nsameHeHune
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