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1 BBBEAEHUE

JJToAUTUKa NpU NpeaoCTaBaAHe Ha KBaAUPUUMPAHO YAOCTOBepeHue 3a KBaaubuumpar
enekTpoHeH noanuc/neyat” (Moantuka/CP/Certificate Policy) e ookyMeHT, KolTo onmcea obwmTe
npaBuAa U HOPMK npuAaraHu ot ,EBpoTpbcT TexHoabaknc” AA (EBpoTpbCT) Npu n3saBaHe U
yrnpaBAeHMEe Ha  KBaAMOUUMPaHW  YAOCTOBEPEHWs 33  KBaAMOULMPAHW  eAEKTPOHHMU
noanucu/nedat, BUAOBETE KBAAUPULMPAHU YAOCTOBEPUTEAHW YCAYTU MPUAOXKUMMK 33 Te3un
YAOCTOBEPEHMUA, KAaKTO N TEXHNA 06XBaT Ha MPUAO>KNUMOCT.

Mpu un3paBaHe Ha KBaAMGUUMPAHO YAOCTOBEpPEHWE 3a KBaAUdUUMpPaAH eAeKTPOHEeH
noanunc/neyat ot EBpoTpbCT ce npuaaraT npoleAypm, ocUrypaBally BUCOKO HUBO Ha HAAEKAHOCT
N CUTYPHOCT Ha yAOCTOBepeHaTa nHbopmauma, uaeHtnbnumpaiia MNotpebuteante. Mpuaarat ce
NPOLEAYPU, FapaHTUPALLM HAAEXKAHOCT U CUTYPHOCT NPU n3paBaHe, NybAMKYBaHe U yrnpaBAeHWe
(cnupaHe, Bb306HOBABAHE, NPeKpaTABaHe N NOAHOBABaHE) Ha KBaAMPULIMPaHN YAOCTOBEPEHMA,
NpPW Cb3paBaHe Ha Moanuc/neyaTt, CbXpaHeHMe Ha YacTeH KAIOY WM ynoTpebaTa My B PasAnYHMU
NPUAOXKEHUA.

3ano3HaBaHeToO C UuUeAMTe U poaATa Ha ,lloAMTukata npu  nNpeaocTaBAHe Ha
KBaAMOUUMPAHO yAOCTOBEpPEHME 3a KBaAMbUUMpPaH eAeKTpOoHeH noanuc/mevat” e ocobeHo
Ba>kKHO 3a [MoTpebuteaunte (Tutyaapun/Co3patean) n AoBepaBallym ce CTpaHU OT FAeAHa TOYKa Ha
MPUAOXKMMOCTTa Ha TE3WN YCAYTU.

OtHoweHnATa ™Mexpay EBpotpber u [loTpebutens ce ypexkaaT C AOroBOp 3a
KBaAUOULMPAHU YAOCTOBEPUTEAHU YCAYTU.

LeHnTe Ha yAOCTOBEpeHMATa W Ha YCAYrUTE MO U3AaBaHe U yrNpaBAeHWE Ha
KBaAMULIMpPaAHU YAOCTOBEPEHMS Ce CbAbP»KaT B TapudaTa Ha EBpoTpbCT, AOCTBNHA Ha HerosaTa

MHTEPHET CTpaHuMLua.

1.1 NPEFAEA

AoKyMeHTbT ,[loAMTMKA NpW NpeapoCTaBAHE Ha KBaAMMUMPAHO YAOCTOBepeHue 3a
KBaAMdULMpPaAH eAeKTPOHEeH noanuc/nedaT” ce oTHacA 3a KBaAndUUMpPaHU YAOCTOBEPEHMS,
n3paseHn ot EBpotpbet, cbraacHo PeraamenT (EC) N2 910/2014 Ha EBponenckua napAamMeHT m

Ha Cveeta or 23 toam 2014 roauMHa OTHOCHO eAeKTPOHHATa WAeHTUdUMKaumMa u
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YAOCTOBEPUTEAHUTE YCAYTU MPU EAEKTPOHHU TPaHCaKLUMKM Ha BbTPELLHMA Nasap W 3a OTMAHA Ha
AvpektuBa 1999/93/EO (Peranament (EC) N2 910/2014) u B CbOTBETCTBME C MPUAOXMKMMOTO
3aKkoHopaTeAcTBo B Penybanka Bbvarapua.

HacToAlWwnAT AOKYMEHT e CTPyKTypupaH B CbOTBETCTBME C paMKaTa, OnpepeAeHa C
npenopbkata I[ETF RFC 3647 ,Internet X.509 Public Key Infrastructure Certificate Policy and

Certification Practices Framework".

1.2 HOPMATUBHU NO3OBABAHUA

MoAnTMKaTa e cbobpaseHa CbC CAGAHUTE AOKYMEHTMU:

» ETSIEN 319 411-2 Policy and security requirements for Trust Service Providers issuing
certificates. Requirements for trust service providers issuing EU qualified certificates;

» ETSI EN 319 401 Electronic Signatures and Infrastructures (ESI); General Policy
Requirements for Trust Service Providers;

» ETSIEN 319 412-5 Electronic Signatures and Infrastructures (ESI); Certificate Profiles;
Part 5: QCStatements;

» ETSITS 101 456 Electronic Signatures and Infrastructures (ESI); Policy requirements for

certification authorities issuing qualified certificates.

N3paBaHeTo Ha KBaAMOUUMPAHM YAOCTOBEPEHUA 3a KBaAUDUUMPAHU EAEKTPOHHMU
noanuncu/nevaTu ce cBbp3Ba C:

> Wn3paBaHe Ha KBaAMGUUMPaAHO yAOCTOBepeHWe Ha dusmvecko auue (Tutyaap) - nma
XapaKTep Ha KBaAMOULMPAHO YAOCTOBEPEHME 3a KBaAUDULMPAH EAEKTPOHEH MOAMNC;

> KBaAMOUUMPaAH eAeKTPOHEH MneyvaT Ha topuandecko anue (Cb3paTen Ha nevar) - nma

XapaKkTep Ha KBaAMOULMPAHO YAOCTOBEPEHME 3a KBaAUbULMPaH eAeKTPOHEH nevar.

L TOAUTUKa NpU NpeaoCTaBAHE Ha KBaAUOUUMPAHO YAOCTOBepeHue 3a KBaaubuumpaH
eneKTpoHeH noanuc/nedat” Ha ,EBpoTpbeT TexHoAabaXKUC” AA e nybAnYeH AOKYMeHT. Tol Moxke
Aa O6bae NPOMeHAH No BCAKO BpeMe OT EBpoOTpbCT 1 BCAKa HOBa peaakumAa ce cbobliaBa Ha

3aMHTEepeCcoBaHWTE AL, KaTo ce NyBANKYBa Ha caiTa Ha EBpoTpbeT: https://www.evrotrust.com.

B  <IDAS-CP-QES | Bepcua: 6.2/ 17.08.2022 r. | Obwo0a0CTbNeH AOKYMEHT |



MOAUTUKA MPU MPEAOCTABAHE HA KBAAVNONLIMPAHO YAOCTOBEPEHME 3A
KBAAVIOVLIMIPAH EAEKTPOHEH NMOAMC/MEYAT

1.3 HAMMEHOBAHUE N UAEHTUDOUKOP HA MOAUTUKATA

HacToawmar AOKYMEHT e C MbAHO HauMeHoBaHue ,lloAnTuKa npu NpeaoCTaBAHe Ha
KBaAMGUUMPAHO YAOCTOBEPEHME 33 KBAaAMPUUMPAH eAeKTpoHeH noanuc/nedat” ot ,EspoTpbeT
TexHoabaxuc” AA.

YAOCTOBEPEHMATA CbAbPKAT MAEHTUOUKATOP Ha MOAUTMKA, KOMTO MOXKE Ad Ce U3MOA3BA
ot AoBepnABawmTe ce CTpaHu NMpu ONPEAEASHE Ha NMPUAOXKMMOCTTa UM KbM AGAEHO MPUAOXKEHWE,
KaKTo e onncaHo B npenopbkata IETF RFC 3647.

NaeHTrdurKaTopuTe 38 NOAUTUKUTE Ha KBaAUGULMpPAHUTE YAOCTOBEPEHMA, MOCOYEHN B
HaCTOALMA AOKYMEHT, ca:

QCP-n-gscd:

ltu-t(0) identified-organization(4) etsi(0) qualified-certificate-policies(194112)

policy-identifiers(1) gcp-natural-gscd (2)

QCP-l-qscd:

itu-t(0) identified-organization(4) etsi(0) qualified-certificate-policies(194112)

policy-identifiers(1) qcp-legal-gscd (3)

EBpoTpbeT noaabprka 1 npuaara lMoantrka 3a KBaANPULMPAHN YAOCTOBEPEHMA, KOATO ce
OCHOBaBa Ha npasuAa, onpeaenern B ETSI EN 319 411-1, ¢ obekTeH mnaeHtudmkatop (OID -

Object Identifier), kakTo creaga:

Tun yaocTroBepeHue NaeHTudpukaTop Ha 06eKT
Evrotrust Qualified Natural Person Certificate for 1.3.6.1.4.1.47272.2.2
QES (cvoTBeTCcTBa Ha noantmuka c O.1.D. =
QCP-n-gscd 0.4.0.194112.1.2)
Evrotrust Qualified Legal Person Certificate for 1.3.6.1.4.1.47272.2.3
QESeal (cvoTBeTcTBa Ha noantnka ¢ O.1.D. =
QCP-l-gscd 0.4.0.194112.1.3)
Evrotrust Qualified Natural Person Attribute 1.3.6.1.4.1.47272.2.2.1
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Certificate for QES (cvoTBeTcTBa Ha noantuka ¢ O.1.D. =

QCP-n-gscd 0.4.0.194112.1.2)

EBpoTpbcT rapaHTupa, 4e He NPOMeHA NpW HUKaKBW ObCTOoATeACTBaTa OOEKTHWA
NAEHTUOUKATOP Ha HACTOALLMA AOKYMEHT, KaKTO U OBEKTHUTE MAEHTUOUKATOPU Ha MOAUTUKUTE,
NpakTUKUTE U ApyrnTe pedepupalum AOKYMeHTU. EBPOTPBCT careaBa BbTpellHa npoueaypa 3a

ynpaeaeHue Ha OID.

1.4 YYACTHMUUN B UHOPACTPYKTYPATA

EBpoTpbCT KaTo KBaAMdUUMPAH AOCTaBUYMK Ha KBaAUOULMPAHN YAOCTOBEPUTEAHM YCAYTU
NpPeAOCTaBA YCAYrM MO reHepupaHe 1 ynpaBAeHue (cnvpaHe, Bb30OHOBABAHE W NpeKkpaTaBaHe)
Ha KBaAMbULMpPaHN yaOoCTOBepeHus, Yypes YaocTtoBeputeaeH opraH ,Evrotrust RSA Operational
CA” n ycayrn no vaeHTMGUKaLMA U yAOCTOBEPABAHE Ha UMAEHTUYHOCT Ha [oTpebuteaun, ypes
Pernctpupaly opran. Apyru yyacTHUumM B MHGpacTpyKTypaTa Ha EBpoTpbeT ca MoTpebutean m

AoBepABallum ce cTpaHu.

> YaocroeepsaBau, opraH - ,Evrotrust RSA Operational CA” e yaocToBepsBaLy, opraH,
KOWTO M3AaBa KBaAMOULMPaHN YAOCTOBEPEHUA 33 KBAaAUDULIMPaHWN EAEKTPOHHM

I'IO,A,I'II/ICI/I/I'Ie‘-IaTI/I, KOUTO Ce ynpaBAABaT CbrAaCHO HacCTOALWaTa NOAUTUKA.

> Perucrpupaw, opraH - Peructpupawmar opraH e obocobeHa CTpyKTypa Ha
EBpoTpbcT, HO MOXe aa O6bae M BBHLHO OPMAMYECKO AMLE, Ha KoeTo EBpoTpbCT Bb3Aara
OCbLUECTBABAHE Ha YCAYrM MO pPerucTpaumsa, UAEHTUOUKaALMA U YAOCTOBEpPABaHe Ha
MAEHTUYHOCTTa Ha [ToTpebutean Ha EBpoTpbCT.
NHpopmauma 3a KoHTaKT ¢ Peructpupatuma opraH Ha EBpOTPBCT e Ha pa3noAokeHue Ha

canTa Ha EBpoTpbCT.

1.4.1 NOTPEBUTEAU

Bcako c|>v|3|/|~4e<:|<o AN IOPUNANYHECKO AMLE, KOEeTO MMa CKAKOYEeH NMMCMEeH AOroBop C
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EBpoTpber e lNoTpebuten Ha KBaaMbuuMpaHa yAOCTOBEPUTEAHA YCAyra, npepocTaBeHa OT
EBpoTpncrT.

MNoTpebuteanTe buBaT:

> dusmyecko anue (TUTyAsap), KOETO Cb3paBa KBaAMOULMPAH EAEKTPOHEH MOAMNC;

»  odusmyecko anue (TUTyAAp), KOETO € YMbAHOMOLLEH MPEACTaBUTEA Ha IOPUANYECKO
AVILLE U Cb3AABa KBaAUGULIMPAH EAEKTPOHEH MOAMMC;

> topuanyecko anue (Cb3paTen Ha neyaT), KOeTo Cb3paBa KBaAMdULMPaH EAeKTPOHEH
neyar.

KoraTo ToBa e npakTu4yeckn OCbLLECTBMMO, NPEAOCTaBAHNTE YAOCTOBEPUTEAHU YCAYTU U
M3MNOA3BaHUTE MPU MNPEAOCTaBAHETO Ha Te3W YCAYrM MPOAYKTM Ca AOCTbMHM M 3a Xopa C

yBpexAaHuA.

1.4.2 AOBEPABALLUU CE CTPAHU

AoBepnABalla ce cTpaHa e OU3MYECKO WAM OPUAMYECKO AWML, KOETO npuema
KBaAMGULMPaAHO yAOCTOBEPEHME, 3AAAEHO OT MHbpacTpyKTypaTa Ha EBpoTpbCT, crea npoBepka
Ha KBaAMdUUMpaHua noanmnc/neyat Ha MNoTpebuTea Ha KBaANPULMPaHN YAOCTOBEPUTEAHN YCAYTU

Ha EBpoTpbCT.

1.5 YNOTPEBA U MPUAOKMNMOCT HA KBAAMOULIMPAHU YAOCTOBEPEHUA
1.5.1 YNOTPEBA

KBaAnduUMpaHO yAOCTOBEPEHME 3a EAEKTPOHEH noanuc/neyar, 3a KBaAnduumpaH
eAeKTPOHEeH BpeMeBM MneyvaT WAM 3a aBTEHTUYHOCT Ha yebcanT ce wmspaBa ot ,EBpoTpber
TexHoabaKMUC" AA KaTo KBaANdULMPaH AOCTaBUMK Ha KBaAUDULIMPAHM YAOCTOBEPUTEAHU YCAYTU
n oTroBaps Ha onpeaeaeHnte B PernamenT (EC) 910/2014 r. nsnckeaHms.

KBaanduumpaHite yAOCTOBEpPEHMATa MO3BOAABAT Ha AMLaTa Aa Ce MOA3BaT OT
Npe3yMnuma 3a HaAMdne Ha onpeaseneHn GaKkTn NPU y4acTne B eAeKTPOHHM TpaH3akLumu. Te morat
A2 ObAAT M3MOA3BaHW, KOrato ce Hanara apa ce npeanasm pAapeH ObMeH Ha eAeKTPOHHa
nHpopMauums.

KBaanduumpaHo yaocToBepeHue 3a NybAMYeH KAY e noanucaH oT EepoTtpber
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eneKTpoHeH A0KYyMeHT B X.509 ctaHaapT, cbabprKall, npeanncanm ot Pernament (EC) N2 910/2014
r. PEKBU3UTU, YAOCTOBEPABALLUM Bpb3KaTa Mexkay TuTyaapa/Cb3paTend n NyOAUYHUA My KAIOY,
CbOTBETCTBALL, Ha YaCTHMA KAIOY, C KOUTO TutyAapaT/Cb3paTeAdaT e Cb3pan eAeKTPOHHMUA
NnoAnMc/nedaT n CAY»KW 3a NpoBepKa Ha noanmca/nevara Bbpxy eAeKTPOHHN AOKYMEHTU U APYTU
eAeKTPOHHU 0BEKTU.

KBaAanduumpaHute yaocToBepeHusaTa, wu3paseHM oT EBpoTpbcT, MoraT aa 6baat
M3MOA3BaHM 3@ YAOCTOBEPABaHE U Cb3paBaHe Ha BUCOKO HWMBO Ha AOBepMe OTHOCHO
aBTOPCTBO/U3TOYHUK U MHTETPUTET Ha OMPEAEAEH EAEKTPOHEH 06eKT. [loTpebuteanTe TpAbBa Aa
Ca 3aMo3HaTh C U3MCKBaHUWATA 3a U3AaBaHe Ha YAOCTOBEPEHUA U Aa opMyAmpaT npea EBpoTpbeT
LeAnTe Ha MPUAOXKEHMe, 3a Aa ObAe M3A3AEHO MOAXOAALLO 3a Te3un LeAn yaoctoBepeHnue. [pn
npeAOCTaBAHEe Ha HeBAPHa MHPOPMaLMA OT NOTPEeObUTEANTE, T€ HOCAT CbOTBETHA OTTOBOPHOCT.

YaocToBepeHuATa, U3paBaHM U NPeAOCTaBAHM OT EBPOTPBLCT MoraT Aa ce M3MOA3BaT 3a:

» YcTaHoBABaHe Ha MAEHTUYHOCT M CaMOAMYHOCT Ha GU3NYECKO AMLE UAKM GU3MYEeCKO
AMLLe, CBbP3aHO C OpraHmMsaLma, B Ka4eCTBOTO MY Ha HEWH 3aKOHEH MAM AOTOBOPEH MPEACTaBUTEA,
4ypes3 aTpUOYTUBHWN YAOCTOBEPEHNA;

» YpocToBepABaHe BpPb3Ka MexAy aBTOp M MyDAUYHMA MYy KAOY 3a MpOBepKa Ha
aBTOPCTBO W MHTErPUTET Ha EAEKTPOHHO MOAMUCaHU AOKYMEHTU;

» YpocToBepABaHe Ha aBTEHTUYHOCT Ha yebCcanT, C KOETO MOCETUTEA Ha yebcalT Moxe
Aa Obae yBepeH, Ye TUTYAAP Ha yebcalTa e peaAeH U AernTUMeH CybeKT, KakTo W 3a pa ce
obesneyn curypHa KOMyHMKaLMOHHa cecua ¢ yebcalTa No CTaHAAPTU3MPaH NPOTOKOA;

> /OKa3aTeACTBO, Ye AAAEH EAEKTPOHEH AOKYMEHT WAWU APYr MHOPMaLMOHEH OBeKT
N3XOKAa OT IOPUANYECKO AMLLE, KaTO Ce rapaHTpa HaAeXKAHMA MPOU3X0A U LEAOCTTa Ha obeKTa,
4Ype3 eAeKTPOHEH MnevaT, MPUAPY>KEH OT YAOCTOBEPEHME 3a eAEKTPOHEH ne4aTt, M3AaAseHO OT
EBpoTpbeT;

> [loanunceaHe, KpUNTUPaHE N AEKPUMNTUPAHE Ha EAEKTPOHHWN AaHHW, KaTO eAEeKTPOHHMN
AOKYMeHTU, 6a3n AaHHU, MHPOPMALIMOHHN 0BEKTU U APYTY;

> [lpoBepkKa Ha NOAMMCAHU A@HHU, KaTO AOKYMEHTUN U APYTH;

> KpuntupaHe n AeKpUNTUPaHe Ha AaHHM M OBMEeH Ha KAIOYOBE, W3MOA3BaHW 3a
Kpuntupaxe;

> CurypHo OTAaAEYEHO CbxpaHABaHe U M3MOA3BaHE Ha KAIOHOBE 3a EAEKTPOHHO

noaAnuceaHe;
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> Apyrw.

1.5.2 NPENOPBYUTEAEH AUANA3OH HA MPUAOKMNMOCT HA BUAOBETE
KBAAMOULUNPAHN YAOCTOBEPEHUA

KeaanduumpaHo yaoctoBepeHue Ha ousmdecko anue (TUTyaap)/topuamyecko Aunue
(Cb3paTen) MAM YMBAHOMOLLEH MPEACTaBUTEA Ha IOPUAMYECKO AMLLE, MOCOYEH KaTo TUTYAAp B
YAOCTOBEPEHUETO, MOXKE Aa Ce W3MOA3Ba MPW Cb3paBaHe Ha KBaAMOULMPAH eAeKTPOHEH
noanuc/neyar B €AEKTPOHHU AOKYMEHTWU U MPUAOKEHWA/TPaHCaKLMKM, KOUTO M3UCKBAT Hau-
BMCOKO HMBO Ha MHGOPMaLMOHHA CUTYPHOCT.

MPUAOXKUMOCT Ha Pa3ANYHUTE BUAOBE KBaAMPULIMPAHN YAOCTOBEPEHUA:

> KeaanduumpaHu yAOCTOBEPEHNA 3@ EAEKTPOHEH MOAMUC Ha GUBNYECKM AMLE - TE3N
YAOCTOBEPEHMA MO3BOAABAT EAEKTPOHHO NMOAMUCBaHE Ha eAneKTPOHHN pAokyMeHTun (PDF (PaDES),
XML (XaDES), TXT (CaDES) v 1.H.), BKAOUMTEAHO NakeTn oT pokymMeHTU (ASIC-E);

» KBaanduumpaHu yAOCTOBEpPEHUA 33 EAeKTPOHEeH nevyaT Ha  OPUAMYECKH
AMUa/opraHmMsaumnm - Te NO3BOAABAT EAEKTPOHHO MOAMUCBaHE C @eAeKTPOHEH MNeyaT Ha PasAnYHU
aKTMBW Ha dupmMaTa/opraHnsaumaATa, HanpuMep CHUMKK, codTyep, BUAEO U T.H.;

» SSL (Secure Socket Layer/CurypeH kaHaa 3a npeasaBaHe Ha AaHHW) KBaAMGULMpPaHU
YAOCTOBEpPEHMA 3a NPOBEPKa Ha CbPBbPa - Te CE U3MOA3BAT OT TAODAAHWN MHTEPHET AWM eKCTpaHeT
YCAYru, onepupaLum no npotokoa SSL/TLS;

> KBaanduumpaHn yaOCTOBEPEHMA, M3MOA3BaHM 3a MPOBEPKa Ha aBTEHTUYHOCTTa Ha
dU3MYECKN 1 IOPUAMYECKN AMLA - U3MOA3BAT ce Hanpumep B SSL/TLS/npoTokona;

> KBaanduumpaHn yaoCTOBEPEHMA, MOTBbPKAABALLM CTaTyca Ha YAOCTOBEPEHUA - Te Ca
N3AAAEHU AO CbpBBPUTE, PyHKUMOHMpPaLLm B cboTBeTcTBME ¢ OCSP NpoTOKOA;

» KeaandbunumpaHu eAeKTPOHHW BpeMEeBHM neyaTw - Te Ca U3AaAEHM Ha CbPBbPU, B OTFOBOP
Ha UCKaHe 3a onpeaeAAaHe Ha TOYHO BpeMe;

» Apyrn - Hanpumep aTpubYTUMBHM YAOCTOBEPEHMUA, YAOCTOBEpPABALLM OMpeAeAeHU

XapaKTepPUCTUKN/aTpUbyTN Ha AMLe AN ODEKT.
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1.5.3 3ABPAHA 3A YNOTPEBA HA KBAAMOULINPAHN YAOCTOBEPEHUA

KBa/\VId)l/ILI,VIpaHVI YAOCTOBEPEHNA Ha EBpOTp'bCT He TpF|6Ba Aa Ce N3MOA3BaT NO Ha4duH,
HeCcbBMeCTUM c obsABeHaTa 3a Tax LeA N TAXHOTO NMPUAOKHO noae/loAnTuKka.
KBa/\VId)l/ILI,VIpaHVI YAOCTOBEpPEHUA, M3AAAEHN B CbOTBETCTBMNE C HACTOALLATa MoAnTUKa He

Tpﬂ6Ba Aa 6'b,A,aT M3MOA3BaHW 3a He3aKOHOC'bO6pa3HI/I LeAn.

1.6 YMNPABAEHUE HA MOAUTUKATA
1.6.1 OPTAHU3ALINA, YIIPABAABALLA NOAUTUKATA

EBpoTpbCT oTroBapAa 3a ynpaBAeHMeTO Ha Tasn [NoAnTunka.

Bcaka Bepcna Ha [ToAnTMKaTa € B C1Aa AO MOMEHTa Ha 0p00peHMe 1 NybArKyBaHe Ha HOBa
BepcuA. BcAka HoBa BepcmA ce pa3paboTBa OT CAY»KUTeAN Ha EBpoTpbCeT 1 carep op0bpeHme ot
CoBeTa Ha aAMpeKkTopuTe Ha EBpoTpbCT ce nybamKyBa.

[NoTpebuTeAnTe Cca AABXKHU Ad Ce CbObpasABaT caMo C BaAnaHaTa Bepcua Ha [loanTrKaTa

KbM MOMEHTa Ha NOA3BaHe Ha ycAyrmTe Ha EBpoTpberT.

1.6.2 AULE 3A KOHTAKT

KOHTaKTHOTO AMUe 3a ynpaBAeHMe Ha AOKyMeHTa ,[loAMTMKa npwu npeasocTaBAHE Ha
KBaAMOULMPaAHO YAOCTOBEPEHME 3a KBaAMPULIMPaH eAeKTPOHEH noanuc/nedat” ot ,EBpoTpbeT
TexHoAbAKNC" AA € N3MBAHUTEAHUA AMPEKTOP Ha EBpOTpPBCT.

AOMbAHUTEAHA MHPOPMaLMA MOXKe Aa BbAE MOAYYEHA Ha CAEAHMA aapec:

+EBpOTPBCT TexHoabaxMC” AA

Coodus, 1766

6yA. ,OkonoBpbereH nut” N2 251 T, ,MM B3HEC LEHTBP”, eT. 5
TenedoH, dakc: + 359 2 448 58 58

Nmena: office@evrotrust.com
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1.6.3 BPB3KA MEXAY MNOAUTUKATA U NMPAKTUKATA

LTOAUTMKa NpU NpeAoCTaBsHE Ha KBaAMGUUMPAHO YAOCTOBEpeHue 3a KBaAnduumpaH
enekTpoHeH noanuc/nedat” (CP/Moantuka) n ,MpakTrka npm npeaocTaBsaHe Ha KBaAubuumpaHn
yaocTtoBeputeAHu yeayrn” (CPS/MpakTuka) pasraexkaaT eAMH U Cbly Habop OT TeMu, KOUTO
obcayxBaT [oTpebuteante 1 ca B MHTepec Ha AoBepdABalLnTe ce CTpaHW, 3a Aa MoraT Te aAa
Pa3YUTaT Ha CUIYPHOTO N HAAEXKAHO MPUAOXKEHME Ha KBaAUdUUMpPaHU YAOCTOBEPEHMA 3a
KBaAMULMPAH EAEKTPOHEH Nnoanuc/neyar nspaaeHn ot EBpoTtpber.

OcHoBHaTa pasAMKaTa MexxAy ABaTa AOKYMeHTa e BbB GOKyca Ha TEXHUTE pa3nopesdn 1 B
TAXHOTO LLeAeBO NpeaHasHaveHue. [oAnTrkaTta npaBmn Nperaea Ha U3MCKBaHWATA U N3MbAHEHMETO
Ha CTaHAAPTWUTE, HaAOXKeHU OT Cb3paseHaTa WMHOpacTpykTypa Ha EBpoTpbcT 1 onpeaeas
YyYaCTHULMTE B AEMHOCTUTE MO NPEAOCTaBAHE Ha YAOCTOBEPUTEAHU YCAyTU. [paKkTnkaTa, oT Apyra
CTpaHa, NocoYBa Kak YAOCTOBepsBalLMA OpraH U APYrMTe yyacTHUUM B UHpacTpyKTypaTa
npuAarat NpoLeAypuTe M KOHTPOAUTE, 3@ Ad U3MBAHAT M3UCKBaHUATa Ha [loAnTukata. C apyru
AYMU, LEeATa Ha ABaTa AOKYMEHTa € Aa OCUTYpU E€AMHCTBO 3a MpaBuAa M MNpouesypu 3a
yyacTHUUMTE B MHOpacTpyKTypaTa Ha EBpPOTPBCT, MOCPEACTBOM KOWUTO Aa M3MbAHABAT CBOMUTE
3aABAXKEHUA U OTTOBOPHOCTH.

OcHoBHaTa pa3auka Mexay [oantukata n [MNpakTukaTta e, Ye YaocToBepABaLLMA OpraH ¢
eAHa [NpakTnka Moke A2 NoOAAbPXA HAKOAKO [MOAUTUKK, N3NOA3BaHU 3a PAa3AUYHU NPUAOKEHUA

VAN C Pa3AUYHHO MPUAOXKHO NMOAE 3a Pa3AnUYHN ,A,OBepFlBaLLI,VI ce CTpaHwu.

1.7 OMNPEAEAEHUA N CbKPALLLEHUA
1.7.1 ONPEAEAEHUA

Ceptudukauma - AoCTaBUMK Ha YAOCTOBEPUTEAHW YCAYTM MOXEe Aa MOAYyYM CTaTyc
JKBaanduumpan” 3a onpeaeneH nepunoa B cboteetcteme ¢ Peraament (EC) N2 910/2014, caep
npPeMnHaBaHe Ha yCrelleH OAUT 3a MPOBepPKa Ha CbOTBETCTBME OT aKPeANTUPaHN NPOBEPABALLN
AVILLE;

AaHHuM 3a BaAMAMPpaHe - AaHHU, KOUTO Ce N3MOA3BAT 38 BAAUAMPAHE Ha EAEKTPOHEH MOAMUC AU
eAEeKTPOHEH MeyaT;

BaI\VIAVIpaHe - ﬂpoueca Ha NpoBepKa N NOTBbpPKAABaHE Ha BAAMAHOCTTA Ha EAEKTPOHEH NOoANNC
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WAM Mevar;
AaHHM 3a npeHTUPUMKaLuUA Ha AMUa - Habop OT AaHHU, KOMTO MO3BOAABAT AQ C€ YCTaHOBMU
MAEHTUYHOCTTA M CAMOAMYHOCTTA Ha GU3NYECKO NAN IOPUANYECKO AMLLE, AU Ha GU3NYECKO AMLLE,
NPeACTaBAABALLO IOPUANYECKO AULE;

AaHHM 3a cb3paBaHe Ha €@AEKTPOHEH MOANMUC - YHUKAAHM AAHHW, KOUTO Ce M3MOA3BaT OT
TUTyAApA Ha eAEKTPOHHMA MOAMWNC 3a Cb3AABAHETO Ha EAEKTPOHEH MOAMUC;

AoBepaBawmn ce crtpaHm (Relying Parties) - Ousnyeckn nan topuamyeckn Avua, KOUTo ca
aApecaTy Ha eAeKTPOHHU U3ABAEHWA MAN APYTM UHOOPMALMOHHU OBEKTU N ce AO0BepABaT Ha
YAOCTOBEPUTEAHUTE YCAYTU Ha EBpoTpbCT;

AocTaBUMK Ha KBaAMPULIMPAHU YAOCTOBEPUTEAHM YCAYTU - AOCTaBYMK Ha YAOCTOBEPUTEAHM
YCAYrM, KOWUTO MPEAOCTaBA eAHa VAWM noBeye KBaAubULMPaHW YAOCTOBEPUTEAHU YCAYTU U €
NOAYYUA KBaAMdULMpaHua cu cTaTyT oT OpraHa no HaA30p;

EAneKkTpoHEH BpeMeBM nevar - AaHHU B eAeKTpoHHa GopMa, KOUTO CBbP3BAT APYrM AaHHU B
eAeKTpOHHa dopMa C KOHKPETEH MOMEHT BbB BPEMETO W MPEACTAaBAABaT AOKAa3aTeACTBO, 4e
NMOCAEAHNTE AAHHW Ca CbLLECTBYBaAM B CbOTBETHMA MOMEHT W € U3AAAEH B CbOTBETCTBME C
PeranamenT (EC) N2 910/2014;

EAeKTpOHEH nevar - AaHHW B eAeKTpPOHHa GopMa, KOUTO ce A0DaBAT KbM APYrM AAHHW B
eAeKTpOoHHa GopMa MAM Ca AOTUHECKM CBBP3aHM C TAX, 3a Aa CEe rapaHTUpaT NpPou3xoaa U LLeAoCTTa
Ha MOCAeAHUTE. EAEKTPOHHUAT MmeyaT CAY»KM KaTo AOKAa3aTEeACTBO, Ye AAAEH EAEeKTPOHEH
AOKYMEHT € N3AAAEH OT IOPUAMYECKO AMLE W rapaHTUpPa HaAEXKAHWA MPOU3XOA U LLeAOCTTa Ha
AAHHUTE;

EAnekTpoHeH noanuc - AaHHU B eAeKTpoHHa dopMa, KOUTO ce A0DABAT KbM APYrUM AQHHW B
eneKTpoHHa GOopMa MAM Ca AOTUYECKWM CBbP3aHU C TAX, U KOUTO TUTYAAPAT Ha EAeKTPOHHMA
MOAMMUC U3MOA3Ba, 3a Aa CE MOAMNCBA;

KeaannpuumupaHa yaoCTOBepUTEAHA YCAYra - YAOCTOBEPUTEAHA YCAYra, KOSITO OTroBaps Ha
NPUAOXKUMUTE N3NCKBaHMA, onpeaeneHn B Peraament (EC) N2910/2014;

KBanndpuumpaHo yaocTtoBepeHUue 3a eAeKTPOHEH NOANMUC - YAOCTOBEPEHME 3a EAEKTPOHEH
MOAMUC, KOETO Ce U3AaBa OT AOCTaBYMK Ha KBAaAMPULMPAHN YAOCTOBEPUTEAHM YCAYTU U OTFOBapA
Ha n3nckBaHuATa, npeaBuaeHn B Pernament (EC) N2 910/2014;

KeaannpuuupaH BpemeBM nevar - ErekTpoHeH BpeMeBM Mevyat, KOWUTO OTroBaps Ha

n3nckBaHuATa, npeasnaeHn B Pernament (EC) N2 910/2014;
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KeBaAnnduumpaH eneKTpoHeH nevar - KBaAanduumpaH eAeKTPOHEH MeyaT € yCbBbPLUEHCTBaH
EeAEKTPOHEH MnevyaT, KOWUTO € Cb3A3AEH OT YCTPOWCTBO 3a Cb3paBaHe Ha KBaAubuumpaH
E€AEKTPOHEH NnevaT 1 Cce OCHOBaBa Ha KBaAMOULMPAHO YAOCTOBEPEHME 38 EAEKTPOHEH nevar;
KBaandpuumpaH eAeKTPOHEH MOANMMUC - YCbBbPLUEHCTBAH EAEKTPOHEH MOAMWUC, KOWTO e
Cb3A3AEH OT YCTPOWCTBO 3a Cb3paBaHe Ha KBaAUULIMPaH EAEKTPOHEH MOAMMC N Ce OCHOBaBa Ha
KBaAMGULMPAHO YAOCTOBEPEHME 33 EAEKTPOHHM NOAMUCH;

KoopauHupaHo yHuBepcanHo BpeMe (Coordinated Universal Time/UTC) - Yacoeo Bpeme,
CNPAMO KOETO Ce M3YMCAABa BPEMETO B pPasAnYHUTE YacoBW 30HW. [Tpn Hero 3a ocHoBa ce
N3MOA3Ba MEXAYHapPOAHOTO aToMHO BpemMme (TAl);

OpraH 3a opo6peHue Ha Moautuka (Policy Approval Authority/PAA) - OpraH, ynbAHOMOLLEH
Aa 0A00pPK, HabAOAaBa U MOAABPXKA YAOCTOBEPUTEAHATA MNOAUTUKA;

OpraH 3a oueHABaHe Ha cboTBeTCTBMETO - OpraH, KONTO € akpeAUTUPaH B CbOTBETCTBME CbC
PernamenT (EO) N2 765/2008 kaTO KOMNETEHTEH Aa U3BbPLUBA OLLEHABAHE Ha CbOTBETCTBMETO Ha
AOCTaBYMK Ha KBaAMPULMPaHW YAOCTOBEPUTEAHM YCAYTU 1 Ha MPEAOCTaBAHUTE OT TO3M AOCTaBUYMK
KBaAMGULMPaHN YAOCTOBEPUTEAHU YCAYTU C U3NUCKBaHWATa Ha PeraamenT (EC) N2 910/2014;
MpakTuka (CPS) - MNMpakTrka Npun npeaocTaBsHe Ha KBaAMULMPAHU YAOCTOBEPUTEAHWN YCAYTU €
AOKYMEHT, Cbabp»Kall, MpaBWAa OTHOCHO U3AaBaHe, crnvpaHe, Bb3obHOBABaHe W OTMAHa
AEVICTBMETO Ha YAOCTOBEPEHUATa, KaKTO U YCAOBMATa 3a MNPEAOCTaBAHETO Ha AOCTbM AO
YAOCTOBEPEHUATA;

CnucbK cbec cnpeHu U npekpateHn yaoctoBepeHua (CRL/Certificate Revocation List) -
CnucbKbT CbAbPXKa YAOCTOBEPEHMA, KOMTO BeYe He MoXke Aa ce cuuTaT 3a BaaaHu. CRL e
UMPPOBO MOAMMCAH OT U3AATEAA HA YAOCTOBEPEHMNATa - YAOCTOBEPABALLMA OpraH;

Cob3paTen Ha nevar - FOpnamMyecko AnLe, KOETO Cb3aaBa EAEKTPOHEH Meyar;

YacteH KAlOY - HW3 OT CMMBOAM, KOWTO Ce WM3MOA3Ba B aAropuTbM 3a npeobpasyBaHe Ha
nHbopmauma ot pasbupaem B wndpmpaH BUA (KpUNTUpaH) MAM obpaTHO - OT wudbpupaH B
pasbupaeM BuA (AeKpunTupaHe);

My6AnyeH KAIOU - EAVHMAT OT ABOMKa KAIOYOBE, M3MOA3BaH B acMMeETPUYHa KPUMNTOCUCTEMA,
KOWTO € AOCTBIMEH N MOXKE Ad Ce M3MOA3Ba 3a MPOBEPKa Ha EAEKTPOHEH noanuc/neyart;
TuTyAsap Ha eneKTpPOHeH noanuc - Pr3nyecko AnLe, KOETO Cb3AaBa EAEKTPOHEH MOAMUC;
YaocroBeputeAHa Ycayra - EaekTpoHHa ycAyra, OOMKHOBEHO MpeAOoCTaBAHa CpeLly

Bb3Harpa>xapaeHme, KOATO Ce CbCTOUM BbBB: Cb3AdBAHETO, MNpPOBepKaTa UM BaAVMAMPAHETO Ha
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EAEKTPOHHU TMOAMUCKU, EAEKTPOHHW MeyaTu WMAM EAEKTPOHHU BPEMEBM MeyaTu, YCAyrn 3a
eAeKTPOHHa npenopbyaHa MNoLWa, KakTO WU YAOCTOBEPEHMA, CBbP3aHW C TE3M YCAYrU; UAW
Cb3AaBaHETO, NPOBepKaTa N BaAUAMPAHETO Ha YAOCTOBEPEHMUA 3@ aBTEHTUYHOCT Ha yebcaunT; UAn
CbXPaHABAHETO Ha EAEKTPOHHM NMOAMUCK, NedaTh AN YAOCTOBEPEHWNA, CBbP3aHM C TE3WN YCAYTH;
YaocToBepeHUue 3a eAeKTPOHEH nevaTt- YAOCTOBEPEHME 33 IOPUANYECKO AMLLE MO CUAATa Ha
Peranament (EC) N2 910/2014;

YaocTtoBepeHue 3a BpeMe - AaHHU B eAeKTPpOHHa GOpMa, KOMTO CBBP3BAT APYTM EAeKTPOHHM
AAHHW KbM OMpPEeAeAeH MOMEHT OT BpPeMe, MPeAOCTaBANKM AOKAa3aTeACTBO, Y€ Te3N AAHHU
CbLLLECTBYBAT KbM AAAEHNA MOMEHT;

YaocToBepeHUue 3a eAeKTPOHEH NoANMUC - EAeKTpOHEH aTecTaT, KOUTO CBbpP3Ba AaHHWTE 3a
BaAMAMPAHE Ha eAEKTPOHEH MOAMMUC C GU3MYECKO AMLE U MOTBbPXHKAABA HAM-MAaAKO MMETO NAK
NceBAOHMMA Ha TOBa AULLE;

YcTponcTBO 3a cCb3paBaHe Ha KBaAuMUMPaAH eAEKTPOHEH neyar - YCTPOoWCTBO 3a Cb3paBaHe
Ha KBaAMbULMPAH eAEKTPOHEH MNevaT e YCTPOMCTBO 3a Cb3AaBaHe Ha eAeKTPOHEH neyar, KoeTo
oTroBaps Ha nsnckeaHmaATa B Pernament (EC) N2 910/2014;

YcTponcTBo 3a cb3paBaHe Ha KBaAuPMUMpPaAH EAEKTPOHEH MNOoANUC - YCTPOWCTBO 3a
Cb3paBaHe Ha KBaAMUUMPAH EAEKTPOHEH MOAMUC € YCTPOMCTBO 3a Cb3AaBaHE Ha EAEKTPOHEH
NMOAMUC, KOETO OTroBaps Ha nanckeaHmATa Ha Peraament (EC) N2 910/2014;

YcTponcTeo 3a cb3aaBaHe Ha @AeKTPOHEH NOANMUC - YCTPOMCTBO 3a Cb3paBaHe Ha EAEKTPOHEH
MOAMUC € KOoHPUrypupaH codTyep WAM Xapayep, KOWTO Ce U3MNOA3Ba 3a Cb3AABaHETO Ha

EAeKTPOHEH NnoAnnmc.

1.7.2 CbKPALLUEHUWA

QCP-l-gscd - MoanTrKa Ha KBaAMULMPAHO YAOCTOBEPEHMNE, N3AGAEHO Ha IOPUAMYECKO AULE,
KOraTo 4aCTHUA KAIOY Ha CBbP3aHOTO C HEro yaoctoBepeHue e reHepupaH Ha QSCD;
QCP-n-gscd - [MoAnTUKa Ha KBaAMOULMPAHO YAOCTOBEPEHME, U3AAAEHO Ha GU3MYECKO AnLE,
KOraTo YaCTHUA KAIOY Ha CBBP3aHOTO C HEro yaoCToBepeHue e reHepupan Ha QSCD;

QSCD - YcTpoNicTBO 3a Cb3paBaHe Ha KBaAMULIMPaH eAeKTPOHEH noanuc/nevar;

NCP+ - 3acuaeHa HoOpMaAM3npaHa YAOCTOBEPUTEAHA MOAUTUKAE, KOATO BKAKOYBA AOMbAHUTEAHMU

N3MCKBaHMA 3a KBaAnduULMpaHn yaocToBepeHuna B cboteeTcTBue ¢ Peraament (EC) N2 910/2014
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CA Certification Authority - YaocTtoeepsisaly opraH;

CN Common Name - O6uionpmeto nMe Ha AULETO;

CP Certificate Policy - [oAnTuka 3a npeaoctaBsHe Ha KBaAMOUUMPAHO YAOCTOBEpEHMe 3a
KBaAMGUUMpPaH eAeKTPOHEH noanuc/neyar;

CPS Certification Practice Statement - [lpaxkTuka npu npeaocTaBaAHE Ha YAOCTOBEPUTEAHM
YCAYTH;

CRL, Certificate Revocation List - Cnvcbk cbC cnipeHmn 1 npekpaTeHu yAOCTOBEPEHMS;

DN, Distinguished Name - OtanunteaHo nme Ha cybeKT, BNncaH yAOCTOBEPEHMETO;

Enhanced key usage - PaswnpeHn LeAr 3a M3NOA3BaHETO Ha KAKOYa;

FIPS, Federal Information Processing Standard - ®eaepanrer craHpapT 3a obpaboTka Ha
nHdopMaums;

HSM, Hardware Security Module - XapayepeH kpuntorpadckun Moaya;

Issuer - 3paTen;

LDAP, Lightweight Directory Access Protocol [1poTokoA 3a onpocTeH AOCTbM A0 PErUCTbP;
OID, Object Identifier - ViaeHTndurkaTop Ha 06eKT;

PKCS, Public Key Cryptography Standards - Kpuntorpadcku ctaHaapT 3a npeHoc Ha ny6AnyeH
KAIOY;

PKIl, Public Key Infrastructure - ViHdpacTpykTypa Ha nyBAMYHUA KAKOY - CbBKYMHOCTTa OT
xapayepa, copTyepa, nepcoHara, AOKyMeHTaumATa B EBpoTpbCT 3a cb3paBaHe, M3MOA3BaHe,
ynpaBAeHME 1 NPOBEPKa Ha N3AaBaHN YAOCTOBEPEHNA 38 EAEKTPOHHU Noanncu/neyaTy;

RA, Registration Authority - Pernctpupaly opra;

RSA, Rivest-Shamir-Adelman - Bua acumeTpuueH Kpuntorpadcki aAropuTsM 3a Cb3paBaHe Ha
E€AEKTPOHEH MOAMUC;

SHA, Secure Hash Algorithm - CurypeH xelu-aAropntsM 3a M3BAMYAHE Ha XelU-UAEHTUUKATOP;
SSL, Secure Socket Layer - CurypeH kaHaa 3a npeaaBaHe Ha AaHHW;

SMIME, Secure Multipurpose Internet Mail Extensions - [[poTokoA 3a curypHo npeaasaHe Ha

eAeKTpOHHa nouwa npe3s VIHTepHerT;
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2 OTroBOPHOCT 3A NYBAUKYBAHE U XPAHUAULLLE
2.1 XPAHUAULLE

EBpOTPBCT noapabprKa XpaHWAMLLE, B KOETO Ca Pa3fNOAOMKEHW aKTyaAHWU WU NpPeAULLHW
BEPCUN Ha EAEKTPOHHW AOKYMEHTM (B TOBa 4YMCAO aKTyaAHW Bepcuu Ha ,[loAnTuka npu
NpeAoOCTaBAHEe Ha  KBaAMOUUMPAHO  YAOCTOBEpPeHMEe 3a  KBaAMdUUMpPaH eAeKTPOHEH
noanuc/nedat” n MpakTnka npu NnpeasocTaBaHe Ha KBaAUPULMPAHU YAOCTOBEPUTEAHN YCAYTI").
EBpoOTpbCT ynpaBAABa M KOHTPOAMPa yeb calTa Ha APY>KECTBOTO, KbAETO MyOAMKYBa BCUYKU
aKTyaAHU BEPCUU Ha EAEKTPOHHUTE AOKYMEHTWN N OCUTYpPABa CUIYPEH U HEMPEKbCHAT AOCTbM AO
TAX Ha 3aMHTepecoBaHUTe CTPaHW. PerncTbpbT Ha yaOCTOBeEpeHUATa € 6Hasa AaHHW, B KOATO ce
nyB6AMKYBaT BCUYKU M3AAEHU YAOCTOBEPEHWA, KOUTO EBPOTPBCT M3NoA3Ba B AEMHOCTTa cW,
NOTPEOUTEACKUN YAOCTOBEPEHWNA U CMUCHLM Ha NMPEKPATEHN YAOCTOBEPEHUA.

Bcuukn notpebutean n apoBepABalM ce CTpPaHW MMaT MOCTOAHEH AOCTbM AO LAAaTa

nHGOPMaLMA B XPaHNAULLETO Ha aapec: https://www.evrotrust.com.

2.2 NYBAUKYBAHA MHOOPMALINA

Yeb canta Ha EBpoTpbCT e A0CTbneH Ha aapec: https://www.evrotrust.com.

N3paseHUTe KBaAMDULIMpPAHU YAOCTOBEPEHMA Ce CbXpaHsaBaT B 6a3a aaHHM Ha EBpoTpbeT.
AocTbn A0 Te3M yAOCTOBEPEHMA MOXKE A Ce OocbluecTBABa No online NPoTOKOA 3a NpoBepKa Ha
ctaTyca Ha u3paaeHuTe yaoctoBeperus B peanHo sBpeme OCSP (Online Certificate Status
Protocol).

3a online npoBepka Ha AaHHU OT PerMcTbpa € HeOOXOAMMO M3MOA3BAHETO Ha MOAXOASLL
coodTyep (OCSP-KAMEHT AN AOCTBN NPE3 MHTEPHET CTpaHuLaTa Ha AOCTaBYMKaA.

MpoBepKa Ha M3AaAEHU KBaADULMPAHM YAOCTOBEPEHUA MOXKe Aa Obae HanpaBeHa v B
CnncbKka cbe cnpeHu n npekpateHu yaoctoBepenusa (CRL), konTo ce nybavKkyBa Ha canTa Ha

EBpoTpbCT 1 ce ocbBpeMeHABa Ha Bceku 3 (Tpwu) Yaca.

2.3 4ECTOTA HA NYBAUKYBAHE

,A,OKyMeHTaLI,VIFlTa, BKAKOYBallla MoAnTnka U HpaKTl/lKa npn npepocrtaBAHE Ha
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KBaAMGULMpPaHN YAOCTOBEPUTEAHUN YCAYTM, CriopasyMeHua, obpasum, PbKOBOACTBa 3a paboTa ¢
eAEKTPOHEH noanuc/nevat, AOKAAAM OT OAUTU U AP., M3paAEHa oT EBpoTpbCT, ce nybAnKyBa Ha
cTpaHuLuaTta Ha EBpoTpbCeT B MHTEPHET He3abaBHO NPU BCAKA akTyaAU3aLmA.

OnepaTnBHUTE YAOCTOBEPEHMA Ha YAOCTOBEPABALLMA OpraH ce nybAMKyBaT He3abaBHO
NpPW BCAKO M3AaBaHe Ha HOBU YAOCTOBEPEHUA.

AKkTyaamsauma Ha Permctbpa C  M3p3AE€HUTE  NOTPEBUTEACKM  KBaAMULMPaHU
YAOCTOBEPEHMA Ce OCbLLecTBABA aBTOMATUYHO W He3abaBHO cAep MNyOAMKyBaHe Ha BCAKO
HOBOMW3A3AEHO BaAMAHO YAOCTOBEPEHME.

AkTyaAmsauma Ha Tekywma CnncbKk cbec cnpeHu 1 npekpateHn yaoctoBepenmsa (CRL) ce
OCblLLEeCTBABa aBTOMATMYHO Ha He noeeye oT 3 (TpPW) Yaca MAM He3abaBHO CAeA OTMAHA WAU

CI'IVIpaHe/B'b306HOBHBaHe Ha BAaAMAHO YAOCTOBepeEHMeE.

24 AOCTHI AO NYBAUKALUU

EBpoTpbCcT npearara AMPEKTOPUNHWM  YCAYrM 3a WHOOpPMauMATa CbxpaHABaHa B
XpaHuaneTo, kato ocurypasa HTTP/HTTPS n OCSP 6a3npaH aoctbn.

AoCTbMbT A0 MHGOPMaLMATA B XPAaHUAULLETO HEe Ce orpaHmMyaBa oT EBpOTPbCT, OcBeH no
nckaHe Ha Tutyaapa/Cb3paTens U caMO MO OTHOLIEHME Ha HEeroBO BAaAUMAHO UW3AAAEHO
KBaAMPULMPaAHO YyAOCTOBEPEHME.

NHpopmaumaTa, nybarKyBaHa B XpaHUAMLLETO Ha EBpOTpBCT, € AOCTbMHA NMOCTOAHHO

(24/7/365), ocBeH B cAydauTe Ha CbbUTUA, U3BBH KOHTPOAA Ha EBpoTpbCT.

3 WAEHTUOUKAUNA N NPOBEPKA HA CAMOAUYHOCT/MAEHTUYHOCT
3.1 UMEHA

VIsnckBaHuWATa 3a MMeHaTa B yaOCTOBepeHuATa ca B cboTBeTctBmne ¢ ETSIEN 319 411-1, 1.
6.2.11nT.6.6.1oTETSIEN 319 411-2. EBpoTpBCT € Ccnasua pasnopeabute onvcanu B [Tpenopbka
ITU-T X.509 van IETF RFC 5280 u Ha ETSI EN 319 412. Aonycka ce MMeHaTa aa 6baaTt B

cboTteeTcTBMe ¢ Domain Name Service (DNS), onucan 8 RFC 2247.

AeTaﬁAHO ornncaHme Ha M3NCKBaHWMATa 3a MMeHartTa B KBaAM¢VILlMpaHVITe YAOCTOBEPEHNA Ma B
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AOKyMeHTa [paKTrKa npu npesoCcTaBAHe Ha KBaAMPULMPAHU YAOCTOBEPUTEAHN yCAYTH.

3.2 NMbPBOHAYAAHA PETMCTPALUNA

lpoueaypata no npoBepka Ha CaMOAMYHOCT € onucaHa B AOKyMeHTa [lpakTuka npu

npeAocrtaBAaHe Ha KBaAM¢)ML[MpaHM YAOCTOBEPUTEAHUN YCAYTH.

3.2.1 NPOBEPKA 3A NPUTEXXAHUE HA YACTEH KAIOY

[lpoueasypata no npoBepka Ha CaMOAMYHOCT e onucaHa B AOKyMeHTa [lpakTuka mpu

npeAocTaBAHe Ha KBaAMPUUNPAHN YAOCTOBEPUTEAHU YCAYTH.

3.3 MNPOBEPKA HA UMAEHTUYHOCT HA KOPUANYHECKO AULIE

EBpoTpbCT npuAara n3nckBaHmATa, mocoyeHu B Touka 6.2.2 Ha ETSIEN 319 411-1.

lpoueaypata no npoBepka Ha CaMOAMYHOCT € onucaHa B AOKyMeHTa [lpakTuka npu

npeAocTaBsaHe Ha KBaAUPULMPaH yAOCTOBEPUTEAHU YCAYTH.

3.4 YCTAHOBABAHE HA CAMOAUYHOCT HA OU3NYECKO AULE, YMTBAHOMOLLEH
NPEACTABUTEA HA FOPUANYECKO AULIE

EBpoTpbcT npuaara nsnckBaHmATa, NnocoyeHu B Todka 6.2.2 Ha ETSIEN 319 411-1.

lpoueaypata no npoBepka Ha CaMOAMYHOCT € onuvcaHa B AOKyMeHTa [lpakTuka mnpwu

npeAocTaBsaHe Ha KBaAUPULUMPaH yAOCTOBEPUTEAHU YCAYTH.

3.5 YCTAHOBABAHE HA CAMOAMUYHOCT HA ®U3NYECKO AULIE

EBpoTpbcT npuaara nsnckBaHmATa, nocoyeHu B Todka 6.2.2 Ha ETSIEN 319 411-1.
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[lpoueasypata no npoBepKa Ha CaMOAWYHOCT € OnucaHa B AOKyMeHTa [lpakTuka npwu

rnpeAocraBAaHe Ha KBaAMd)ML{MpaHM YAOCTOBEPUTEAHUN YCAYTH.

3.6 TMPOBEPKA OT YAOCTOBEPABALLUA OPrAH

Chea ycnelwHa naeHTMdMKaumsa n npoeepka oT Perncrpupatumsa opraH Ha YyCAOBMATa 3a
M3AaBaHE WAM  yNpaBAEHWE Ha  KBaAMGUUMPAHO YAOCTOBEpPEHWe, MNpPeACTaBUTeA  Ha
Pernctpupawma opraH  MNOTBbPXKAABa  AaHHUTE  Mpep  YAOCTOBepABalMA  OpraH.
YAOCTOBEPABALLUMAT OpraH NybAnMKyBa He3abaBHO M3AAAEHOTO KBaAMPULMPAHO YAOCTOBEPEHME
B Peructbp (6a3a paHHW) Ha M3AAAEHUTE YAOCTOBEPEHUNA NAK CbOTBETHO B CNMCbKa CbC CNpeHn 1
npekpateHu yaoctoBepeHna (CRL).

B EBpOTPBCT €AMHCTBEHO OMepaTUBHUAT YAOCTOBEpPABALL, OPraH, M3aan KBaAndULMpaHo
YAOCTOBEPEHME 3a EAeKTPOHEH mnoanuc/neyaT, MOXKe Aa NpeKkpaTu AeWCTBMEeTO Ha ToBa

YAOCTOBEpEeHMe.

3.7 MAEHTUOUKAUMA U NPOBEPKA HA CAMOAUYHOCT/MAEHTUYHOCT NPU
NOAHOBABAHE HA KBAAMOULIMPAHO YAOCTOBEPEHUE

ﬂpoue,A,ypaTa rnpun rnopAHoBABaHe Ha KBa/\M¢I/ILLMpaHO YAOCTOBEPEHNE € ONnncaHa B AOKYMeEHTa

[MpakTuKa npu npeasocTaBAHEe Ha KBaAUPULMPAHN YAOCTOBEPUTEAHU YCAYTH.

3.8 UWAEHTUOUKALUMA N NPOBEPKA HA CAMOAUYHOCT/MAEHTUYHOCT MPU
CMUPAHE HA AENCTBUETO HA KBAAUOULIMPAHO YAOCTOBEPEHUE

*MMpoueaypata npu NoAHOBABaHe Ha KBaAMPULMPAEHO yAOCTOBEPEHUE € OnucaHa B AOKyMeHTa

[MpaKkTuka npu npeasocTaBsaHe Ha KBaAMPUUMPAHU YAOCTOBEPUTEAHU YCAYTH.

3.9 MAEHTUOUKAUMA U NPOBEPKA HA CAMOAUYHOCT/MAEHTUYHOCT nNPU
NMPEKPATABAHE HA AEVNCTBUETO HA KBAAUODULIMPAHO YAOCTOBEPEHUE

Korato EBpoTpbct, upes Peructpupalima opraH VAWM caM MNpekpaTn AEUCTBMETO Ha
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KBaAMOULMPAHO YAOCTOBEpPEHME, TOW OTpa3ABa TOBa B MOAAbPXKAHUTE OT Hero 6asu AaHHU C
KBaAMOUUMPAHN YAOCTOBEPEHMA W NyOAMKYBa OTMEHEHMA CTaTyT Ha YAOCTOBEPEHMETO
CBOEBPEMEHHO, HO He MO-KbCHO OT 24 Yyaca cAep KaTo 6bae noaydeHo nckaHeTo. OTMAHaTa cTaBa
BaAMAHa BepHara CAeA Kato bbae NybAnKyBaHa.

lNpn npekpaTABaHe npe3 MOOUAHOTO MpPUAOKeHWe Ha EBpoTpbcT, nposepka 3a
MAEHTUYHOCT He Ce M3BBbPLUBA, NMPEABWA HAaAMYMETO Ha AOCTBIM Ha TUTYAApPA A0 CbOTBETHaTa

GYHKLMOHAAHOCT.

3.10 MAEHTUOUKALUMNA U NPOBEPKA HA CAMOAUYHOCT/MAEHTUYHOCT CAEA
NMPEKPATABAHE AEMCTBUETO HA KBAAUOULIMPAHO YAOCTOBEPEHUE

MNoAMTMKaTa U NpakTUKaTa Npu NPeAoCTaBAHE Ha KBaAMGUULMPAHW YAOCTOBEPUTEAHM
ycAyrn Ha EBpoOTpbCT He aonyckaT mopHOBABaHe Ha KBaAMPUUMPAHO YAOCTOBEPEHME CAEA
npeKpaTABaHETO My.

TutyAapaT/Cb3aaTeAdT Ha NpeKkpaTeHo KBaAMDULIMPAHO YAOCTOBEPEHME MOXKE Aa MOUCKa
n3paBaHe Ha HOBO YAOCTOBEpPEHME.

EBpoTpbeT, upes Perncrtpupaluma opraH, M3nbAHABa MbpBOHAYaAHa MAEHTUUKALMA U
NpoBepKa Ha CaMOANMYHOCT Ha TuTyaAapa/Cb3aaTens, ako TOM 3aABM HOBO YAOCTOBEpeHMe. TakaBa
NpoBepKa He ce M3BbPLUBA, aKO NOTPEOUTEAAT 3aABABA M3AABAHETO Ha HOBO KBaAMGUUMPAHO

YAOCTOBEpEeHME OT MOBUMAHOTO NMPUAOXKEHME, B KOETO MMa akTUBEH NPOGUA.
4 ONEPATUBHU U3NCKBAHUA

EBpoTpbcT, ype3 Peructpupawma opraH, B paMKuTe Ha cKkatodeH Aorosop 3a
KBaAMOUUMPAHN YAOCTOBEPUTEAHU YCAYTW, NMPEAOCTaBA CAEAHUTE OMepaTUBHU MPOoLeAypwn 3a
KBaAMGUUMpPaHN yAOCTOBEpPUTEAHM YCAyTI, B cboTBeTcTBre ¢ ETSI EN 319 411-1 1 npuaoxunmn
KbM KBaAMbULMPaHNTE YAOCTOBEPEHMA 38 EAEKTPOHHM Noanucu/nevaTu:

» perncrpaums Ha NcKaHe 3a nspaBaHe Ha KBaAMbULMPaHO YAOCTOBEPEHME;

» 0bpaboTka Ha MCKaHe 3a n3paBaHe Ha KBaAMbULMPaHO YAOCTOBEPEHME;

» Un3paBaHe Ha KBaAMPULMPaHO YAOCTOBEPEHME;
>

npepaBaHe Ha HOTpe6l/ITeA Ha N3AaAEHOTO KBa/\VI(I)VILI,VIpaHO YAOCTOBeEpPEHWE;
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» TMNOAHOBABaHe Ha KBaAMDULMPAHO YAOCTOBEPEHMUE;
» cnupaHe/Bb30bHOBABaHE AENCTBME Ha KBaAMDULIMPAHO YAOCTOBEPEHUE;

» npekpaTtABaHe Ha KBaAMPULMPAHO YAOCTOBEPEHME;

Ol'lepaTI/lBHl/lTe rnpoueAsAypwn 3a KBa/\I/l(;bVIL(MpaHM YAOCTOBEPUTEAHN YCAYyrnn Ca OlncaHu B

AOKYyMeEHTa npaKTMKa rnpu ripeAoCTaBAHe Ha KBa/\I/I(i)I/IL{MpaHI/I YAOCTOBEPUTEAHUN YCAYTH.

41 YNOTPEBA HA KBAAMDULIMPAHO YAOCTOBEPEHUE U ABOMKA KAIOYOBE
4.1.1 OT NOTPEBUTEAU

MNoTpebuteanTe TPAGBa A@ N3MOA3BAT YaCTHNUTE KAIOYOBE U CbOTBETHUTE UM
KBaAMOULMPAHU YAOCTOBEPEHMNS:

» B CbOTBETCTBME C TAXHOTO NPeAHa3HavYeHue;

> CaMO B paMKl/ITe Ha cpor«a Ha TAXHAaTa BaAMAHOCT,

» KOrato yAOCTOBEPEHMETO € CNPAHO, NOTPEOBUTEAAT He TPADOBA Aa M3MOA3BA YaCTHUA
KAIOY, OCODEHO 3a Cb3aaBaHe Ha eAEKTPOHEH noanuc/neyar.

OTroBopHOCTTa 3a N3MOA3BAHETO Ha YaCTHUA KAIOY € Ha TUTyAapA.

4.1.2 OT AOBEPABALLUU CE CTPAHU

AoBepsaABalluTe ce CTPaHW, BKAIOYMTEAHO onepaTtopuTe B Pervctpupaluma opraH, Tpabsa
Aa V3MOA3BAT NyOAUYHNTE KAIOHOBE U CbOTBETHUTE UM YAOCTOBEPEHUA:

» B CbOTBETCTBME C TAXHOTO NpeasHasHayYeHue;

» CaMo cAep NpoBepKa Ha TEXHUA CTaTyC U NPOBEPKa Ha EAEKTPOHHWNA NMOAMMUC Ha
YA0CTOBeEpABaLLMA OpraH, U3paA YAOCTOBEPEHUETO;

» A0 OTMAHA BaAMAHOCTTa Ha AAAEH KAIOY;

» KOraTo yAOCTOBEPEHMETO € CNPAHO, AOBEpPABaLLAaTa ce CTpaHa He TpAbBa pa npuemMa

NyOANYHNA KAIOM.
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4.2 NOAHOBABAHE HA KBAAMUOULIMUPAHO YAOCTOBEPEHUE

MNoaHOBABaHe Ha KBaAMOULMPAHO YAOCTOBEpPEHME O3HaYaBa MOAMAHA Ha BaAMAHO
YAOCTOBEpEHMEe C HOBO, 6e3 Aa ce MpOMeHs CbliecTByBallaTa MHGopMaLma B HEro, OCBEH HOB
cepmreH HOMep 1 HOB CPOK Ha BaAMAHOCT.

lNoaHOBsABaHe ce M3BbPLUBA CaMO B PaMKWUTE Ha CPOKa Ha BAAMAHOCT Ha aKTyaAHO
yAOCTOBepeHMe. To TpsbBa Aa ObAe NPEALLIECTBAHO OT PErMCTPUPAHE Ha UCKaHe 3a MOAHOBABaHE
B noaxoadAwa popMa, npreta n opobpeHa ot onepatop B Pernctpupall, opraH, aBTeHTUdMKaLmA
N KOPEKTHOCT Ha MOAAAEHOTO NCKaHe.

MNoaHOBABaHE Ha N3AAAEHO OTAAAEYEHO, MPE3 MOBUAHOTO MPUAOKEHME YAOCTOBEPEHME,

He Ce AOMyCKa.

4.3 W3SAABAHE HA KBAAMOULIMPAHO YAOCTOBEPEHUE C FTEHEPUPAHE HA HOBA
ABOWMKA KAIOYOBE(RE-KEY)

HoBa aBOWKa KAtOHOBE ce reHepupa oT EBPOTPBCT, B CAydaunTe KoraTto Bede perucrpupan
noTpebuTeA MouCKa Aa My Ce reHepupa HOBa ABOMKA KAIOHYOBE MAM HOB MOTPebUTEeA nopase
NCKaHe 3a reHepupaHe Ha ABOMKa KAlo4oBe. [eHepupaHeTo Ha HOBa ABOMKa KAIOHOBE ce
CbMbTCTBA C M3AABaHE HOBO KBaAMOULMPAHO YAOCTOBEPEHME, MOTBBbPXKAABALLO MPUTEIKAHNETO

Ha HOBOCb3AaAEHATa KAKOHOBaA ABOVIKa.

*OnepatuBHata npouesypa e onucaHa B AOKyMeHTa [lpakTuka npu npesocTaBAHe Ha

KBaAMPUUMPAHUN YAOCTOBEPUTEAHM YCAYTH.

4.4 nNPOMAHA B KBAAMOULIMPAHO YAOCTOBEPEHUE

MpoMAHa B KBaAMOULMPAHO YAOCTOBEpPEHME O3HavaBa MPOMAHa B CbABPXKAHMETO Ha
AAHHUTE BbB BeYe M3AAAEHO N NMyBAMKYBaHO KBaAMOULMPAHO YAOCTOBEPEHME 3a EAEKTPOHEH
noanuc/neyar. MNpu nNpoMaAHa B KBaAMOULMPAHO YAOCTOBEPEHME Ce WM3WUCKBA 33ABAMKUTEAHO
reHepunpaHe Ha HOBa ABOMKa KAIO4OBeE.

ﬂpOMHHaTa ce TpeTnpa no CbwnAa Ha4nH, KakTo N N3AaBaHETO Ha HOBO KBa/\I/ICbI/ILI,VIpaHO
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YAOCTOBEpPEHME.

4.5 CNWUPAHE N NPEKPATABAHE HA KBAAMOULIMPAHO YAOCTOBEPEHUE

CnmpaHe M npexkpardaBaHe Ha BaAMAHOCTTa Ha KBaAI/ICI)I/ILI,I/IpaHO YAOCTOBepeHMe ce

M3MbAHABaA CaMO MNnpe3 nepnopsa Ha BAaAMAHOCT Ha YAOCTOBEpPEHWUETO. Cl'll/lpaHeTO BOAUM AO

BpeéMeHHO CrnpaHe Ha AePICTBVIeTO Ha YAOCTOBEPEHUETO. HperaTﬂBaHeTO BOAN AO

6e3Bb3BpPaTHO CNMpPaHe Ha AENCTBMETO Ha YAOCTOBEPEHUETO.

AKO yaocTOoBepeHMe Obae MPeKpaTeHO CAes MbPBOHAYaAHOTO aKTMBMpPaHe, TO rybwu

BaAMAHOCTTa CM OT MOMEHTAa Ha NpeKpaTtABaHe N HETOBUAT CTaTyC HE MOXXe Aa 6'b,A,e Bb3CTaHOBEH

npv HNMKakBn obcToATeACTBa.

Ako EBpoTpbCT cnipe mAM nNpekpaTy KBaAMdULMPAHO YAOCTOBEPEHWNE, TOW perncTpmpa

Ta3n NPoMsAHa B CBOATa 6a3a AaHHW C KBaAMPULMPaHM YAOCTOBEPEHMA U NYBANKYBaA OTMEHEHWS

CTaTyC Ha yAOCTOBepeHNeTo cBoeBpeMeHHO. CnnpaHeTo UAM NpeKpaTABaHETO CTaBaT BaAUAHM

BeAHara caep KaTo YAOCTOBEPEHUETO bbae NYOANKYBAHO B XPaHUANLLETO.

YcayruTe no ynpaBAeHue Ha npekpaTsaBaHe U CMpaHe Ha AeNCTBUETO Ha KBaAMbULMpaHo

YAOCTOBEpPEHME Ca Ha Pa3NOAOXKEHNE AEHOHOLWHO, 7 AHW B ceaMuLaTa.

CnmnpaHe Ha yAOCTOBEPEHMUA, U3AAAEHN OTAAAEYEHO, NMPe3 MOBUAHOTO MPUAOXKEHME Ha

EBpoTpnCT, He ce ponycka.

4.5.1 OBCTOATEACTBA 3A MPEKPATABAHE HA KBAAMOULIMPAHO YAOCTOBEPEHUE

EBpoTpbCT NpekpaTtABa M3A3AEHO OT HETO KBaAUPULMPAHO YAOCTOBEPEHNE, MPU HaAUYne

Ha CAeAHNTE XNNOoTe3n:

» Korato nHbopMaumATa, BNMcaHa B YyAOCTOBEPEHMETO Ce € NMPOMEHUA];

» KoraTto uMa NoAO3pPeHNMe, He HaCTHUMAT KAKOY, CBbP3aH C I'Iy6/\l/l‘-{HI/IFI KAKOY, CbAbPXKall,

ce B YAOCTOBEPEHMETO € KOMMNPOMeTUPaH;

>

>
>
>

NoTPEebUTEAAT peLun Aa NpeKkpaTn psoroBopa ¢ EBpoTpbeT;
CMDBPT UAM NMOCTaBAHE NMOA 3anpelleHne Ha Tutyaapa/Co3psatens;
npekpaTABaHe Ha NPeACTaBUTEAHaTa BAACT Ha TuTyaapa cnpamo CbapaTens;

KOorato HOTpe6MTe/\HT He OTroBapAa Ha W3NCKBaHWATa Ha rMnpuetata MoAnTUKa 3a
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yAOCTOBEpPABaHE;

» aKo YpocToBepABalLMA OpraH NpekpaTn AeMHOCTTa cu;

» ako [oTpebuUTeAaT AbAMKWM HEU3NAATeHU TaKCU 3a MPEAOCTaBsHU KBaAMULMpPaHU
YAOCTOBEPUTEAHWN YCAYTH;

» KOraTo HapAeXAHOCTTa U CUIYPHOCTTa Ha YaCTHUA KAIOY Ha YAOCTOBepABaLLMA OpraH e
HapyLueHa;

» KoraTo [loTpebuTen, KOUTO e CAY»KUTEA Ha epAHa OpraHn3auma NpeKkpaTn AorosBopa cu
3a paboTa M He BbpHE W3MNOA3BaHaTa KpunTtorpadcka KapTa, Ha KOATO ce CbxpaHABa

YAOCTOBEPEHNETO N CbOTBETHMA HaCTEeH KAIOY.

4.5.2 NMPOLEAYPA 3A NMPEKPATABAHE HA KBAAMOULIMPAHO YAOCTOBEPEHUE
4.5.2.1 NPOLEEAYPA 3A NPEKPATABAHE HA KBAAMOULUNPAHO YAOCTOBEPEHUE HA
KPAEH NOTPEBUTEA

MpekpaTaBaHe AENCTBMETO Ha KBaAMPULMPAHO YAOCTOBEPEHMNE Ha KpaeH noTpebuTea ce

NpeAxo»aa OT MoAaBaHe Ha MCKaHe 3a npekpaTtaBaHe npea Pervctpupalyma opraH Ha EBpoTpbcr.

OnepatrBHaTa npoueaypa 3a npeKkpaTaBaHe Ha KBaAuPULUMpPaHo yAOCTOBEpeHME e OnricaHa B

AOKyMeHTa [paKTrKa npu npeAoCTaBAHe Ha KBaAUPULMPaHU YAOCTOBEPUTEAHN yCAYTH.

[Npn n3noasBaHe Ha MOBUAHO MPUAOXKEHWE, CE MPUEMA, Ye MCKAHETO 3a NpeKpaTABaHe e
Haanue, koraTo [loTpebuTenaT e aKkTMBMpaA CboTBeTHaTa QYHKUMOHAAHOCT, yCTaHOBEHa B
npuAoXxeHmeTo. B To3n cayyan ropHuTe npoLesypu He ce npuaarart.

HperaTeHo YAOCTOBEPEHNE HE MOANEXHN Ha Bb30OHOBABaHE UAM Ha nopaHOBABaHe.

4.5.3 TPATUCEH NEPUOA HA NPEKPATABAHE HA KBAAVOULIUPAHO
YAOCTOBEPEHUE

Mpean aa cnpe AeNCTBMETO Ha BaAMAHO KBaAnduUMpaHO yaocToBepeHue EBpoTpbeT,
4ypes cBoA PerncTpupall, opraH, cnnpa AEMCTBMETO Ha YAOCTOBEPEHNETO 3a FpaTUCEH MEPUOA AO

YTO4YHABAHE Ha NPUYNHNTE 3a CMNPAaHETO, HO HE NMO-AbAITO OT 72 vaca.
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B pamkute Ha TO3M nepumop EBpoTpbcT obpaboTBa MCKaHETO 3a NpekpaTABaHe Ha
KBaAMGULMPAHOTO YyAOCTOBEPEHME.
[paTuceH nepuoa He ce AOMyCKa MpPW OTAAAEYEHO M3A3AEHU yaOoCToBepeHua. Te ce

npekpartaBaT He3abaBHO.

4.5.4 OHAAWH NPOBEPKA HA CbCTOAHMETO HA YAOCTOBEPEHUE

EBpoTpbcT ocurypsaBa KBaaMduMuMpaHa YCAyra 3a MpoOBepKa Ha CbCTOAHMETO Ha
N3AAEHNTE YAOCTOBEPEHUA B peaAHo BpeMe. Tasn ycAyra ce M3BbpLUBa Bb3 OCHOBa Ha [poToKOA
3a OHAaWH NpoBepkKa Ha cTaTyca Ha yaoctoepeHne (OCSP), onncan B RFC 2560. ManoAseaHeTo
Ha OCSP aaBa Bb3MO>KHOCT Aa ce Npuaobue nHdopMaums 3a CbCTOAHMETO Ha YAOCTOBEPEHUATA,
6e3 pa ce n3nckeBa npoeepka B CNUCbK CbC CpeHn 1 npekpaTtenn yaoctoseperms (CRL).

OCSP ycayrata reHepupa oTroBop, OCHOBaH Ha 6a3a pAaHHU. OCSP otroBopa e BaavaeH
AO 7 AHW. 3a Aa ce MOAABPXKA NMPABUAHOTO U3MbAHEHME Ha cucTeMaTa, otroBopute Ha OCSP ca
KellMpaHu 3a NPeABapUTEAHO ONpeaeAeHo BpeMe (0OMKHOBEHO He NoBeYe OT HAKOAKO Yaca).

lNpoBepKa Ha cTaTyc Ha yaocToBepeHue B peaaHo BpeMe no OCSP npoTtokoa Moxke aa ce

n3nbAHM Npes VIHTepHeT, Ha cTpaHuuaTa Ha EBpoTpbeT: https://www.evrotrust.com.

4.5.5 OBCTOATEACTBA 3A CMUPAHE HA KBAAUOULIMPAHO YAOCTOBEPEHUE

EBpoTpbeT, Ypes cBoA onepatneeH YaocToBepsaaly opraH (,Evrotrust RSA Operational
CA"), cnnpa AenCcTBMETO Ha BAAUAHO YAOCTOBEPEHME NPU ONPEAEAEHU YCAOBUA.

EBpoTpbcT npeanpuemMa HeszabaBHM AEWCTBMA MO  WCKaHETO 3a CnuvpaHe Ha
yAOCTOBEpEHMe.

3a BpeMeTo, Npe3 KOeTo yAOCTOBEPEHMNETO € CMPAHO, TO Ce CYMUTa 3a HEBAAMAHO N BCUYKN

eAEKTPOHHU noanucu/nedaT, NpoBepABaHM C TOBA YAOCTOBEPEHMNE Ca HEAEUCTBUTEAHU.

4.5.6 NMPOLIEAYPA 3A CNMMUPAHE N Bb3OBHOBABAHE HA KBAAMOULIMUPAHO
YAOCTOBEPEHUE

CnupaHe AENCTBMETO Ha KBaAMGUUMPAHO YAOCTOBEPEHME Ce MPeAXxoXxAa OT
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perncTpupaHe Ha UCKaHe 3a cnvpaHe npea, Pernctpupaluma opran.

OnepatueHata npoueaypa 3a crvpaHe v Bb306HOBABaHE Ha KBaAUPULMPAHO yAOCTOBEPEHUE
e onucaHa B AOKyMeHTa [lpakTuka npu npeAocTaBaHe Ha KBaAUPUUMPAHU YAOCTOBEPUTEAHM

ycayru.

Chep  cnmpaHe  Ha  yaocToBepeHuwe,  EBpoTpbcT  HesabaBHO  yBeaOMABa
TuTyaapa/CbapaTens Ha CNPAHOTO KBaAnduumMpaHo yaoctoBepeHune. CnupaHe 1 Bb3obHoBABaHe
Ha KBaAMbULMPaHN YAOCTOBEPEHUA, N3AGAEHN OTAAAEYEHO, NPEe3 MOOMAHOTO MPUAOXKEHUE, He

Cce AOnycCKa.

4.5.7 TPATUCEH NEPUOA, HA CMUPAHE HA KBAAUOULIMPAHO YAOCTOBEPEHUE

EBpoTpbcT cnuvpa AENCTBMETO Ha KBaAMOUUMPAHO YAOCTOBEPEHME 3a EAeKTPOHEH
noAnmc/nean 3a rpaTmceH nepmoA AO yTO‘-IHﬂBaHe Ha I'Ipl/l‘-H/IHI/ITe 3a cnmpaHeTo, HO He NO-ADbATO
oT 72 vaca.

lpaTnceH nepuoas Ha CrnvpaHe Ha KBaAMOULMPaHW YAOCTOBEPEHUA, U3AAEHM

OTA@AEYEHO, NPe3 MOBUAHOTO MPUAOIKEHME, HE Ce AOMYCKa.

4.5.8 Bb3OBHOBABAHE AEUCTBMETO HA CIMPAHO YAOCTOBEPEHUE

EBpoTpbcT Bb30H6HOBABA AEMCTBMETO Ha CMPAHO YAOCTOBEPEHME:!

» CAep KaTo OTMapaHe OCHOBAHWMETO 3a CNupaHe, MPeAn Aa U3Teye Nnepuroaa Ha
cnupate;

» Mo uUCKaHe Ha TUTYAApA, cAep U3ACHABAHE Ha MPUYMHUTE 3a MONCKAHOTO CrupaHe;

Chea Bb30OHOBABaHE Ha YAOCTOBEPEHME, MOCAEAHOTO CE CYMTa 3a AEUCTBUTEAHO.

4.6 TNMPOBEPKA HA AKTYAAHOTO CbCTOAHUE (CTATYC) HA KBAAUOULINPAHO
YAOCTOBEPEHUE

NHdbopmMauma 3a CbCTOAHMETO Ha YAOCTOBEPEHUS, N3paseHn OoT EBpoTpbeT Moxke pa Bbae
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noaydyeHa B CnuvcbKka cbC cnpeHun 1 npekpateHn yaoctoepenma (CRL), nybankyBaH Ha canTa Ha
EBpoTpbeT B HTEPHET 1 Ypes [poToKOoAa 3a OHAAMH NPOBEPKa Ha CTaTyca Ha yAOCTOBEPEHNATA
(OCSP).

YAOCTOBEPUTEAHUTE  YCAYTM 3@ MNpoBepKa Ha craTyca Ha KBaAubuumMpaHute

YAOCTOBEPEHMUA Ca AOCTbMHU B pexknm 24/7/365 (HenpekbcHaTO AeNcTBaLLM).

4.7 MNPEKPATABAHE HA AOroBop 3A KBAAMOULUUPAHN YAOCTOBEPUTEAHU
YCAYTU OT NOTPEBUTEA

AOroBopbT 3a KBaAMOUUMPAHW YAOCTOBEPUTEAHU YCAYTM Mexkay EBpoTpbeT m
MNoTpebuTen ce npekpartaga:

» CAeA M3TMYaHe Ha CpoKa Ha BAaAMAHOCT Ha MOCAEAHOTO M3AAAEHO KBaAMbULMpPaAHO
YAOCTOBEPEHME W MNOTPEOUTEAAT He e MNpeAnpueAn AEeNCTBMA, 3a Aa aKTyaAM3vpa CBOETO
KBaAMGULMPAHO YAOCTOBEpPEHME;

» Korato KBaAMdULMPAHOTO YAOCTOBEpPEHME e BUAO MpeKpaTeHo 1 NoTpebuTead He e
npeAnpueA AeNCTBMA NO U3paBaHe Ha APYrO YAOCTOBEPEHME.

» npw 3akpuBaHe Ha NPodUA Ha NoTpebuTea oT MOBUAHOTO NPUAO>KeHMe Ha EBpoTpbCT.

B TO31 cAydalt BCUYKM U3paAEHW KBaAUDULMPAHN YAOCTOBEPEHUA Ce NpeKpaTaABarT.

5 KOHTPOA HA OU3SUNYECKATA U OPTAHU3ALIMOHHA CUTYPHOCT
51 KOHTPOA HA ®U3NYECKATA CUTYPHOCT

MepkuTte npeanpreTn No oTHOLWeHne Ha dusnyeckaTa 3awmTa Ha EBpoTpbeT ca eneMeHT
OT paspaboreHaTa u BHeapeHa B EBpotpbct Cuctema 3a MHPOPMALMOHHA CUMYPHOCT,
CbOTBETCTBALLA Ha n3nckBaHmaATa Ha ISO cranpapTtu: 9001, ISO 22301, ISO/IEC 27001 wn ISO/IEC
20000-1.

MepKl/ITe CBbP3aHN C ¢M3VILIGCKaTa 3aujnTta Ha MH(;bOpMaL{MOHHMTe AAHHW, TEXHOAOIMYHUTE
CcncremMu, rnomMeljeHnAaTa M CBbP3aHNTE C TAX MoAAbPXKalyn CUCTeMU Ca ONnncaHn B AOKyMeHTa

[MpaKkTuka npu npeasocTaBAHE Ha KBaAMPUUMPAEHU YAOCTOBEPUTEAHU YCAYTH.
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5.1.1 NOMELWEHUNA N KOHCTPYKLUNA HA NMOMELLEHUATA

EBpoOTpbCT pasnosara cbC CneunmasHO KOHCTPYMpPaHO U 060pyABaHO MOMeLLEeHne C Haul-
BMCOKa CTEeMNeH Ha KOHTPOA Ha GU3NYECKU AOCTbI, B KOETO Ce NoMeLLaBaT YAOCTOBEPSABaLL, OpraH

Ha AOCTaB4YMKa N BCUYHKUTE LEHTPAAHN KOMIMOHEHTU Ha MchpaCprKTypaTa.

5.1.2 OUSNYECKUAT AOCTDBIN

®usnyeckara CUTYPHOCT Ha cucteMmnTe 3a n3paBaHe U ynpaBAeHUWE Ha YAOCTOBeEpPeEHNA e

Cbo6pa3eHa C M3NCKBaHWATa Ha MEXXAYHaPOAHU CTaHAQPTU U NPenoOpPbKN.

Ousnyeckara CUTYPHOCT Ha cucreMunTe e orncaHa B AOKyMeHTa npaKTMKa npu rnpeAoCTaBdaHe

Ha KBaAMPUUMPaHN YAOCTOBEPUTEAHU YCAYTH.

5.1.3 CbXPAHEHUE HA HOCUTEAU HA AAHHUA

Bcuukm HocuTean cbabprkalum codTyep, apxmBm Ha AaHHU MAM OAMTHA MHGOPMaLMA ce
CbXpaHABaT B OrHeynopHa Kaca B CneLyaAHO apXMBHO MOMeELLEHNE C BbBEAEH KOHTPOA Ha AOCTbI.
B nomeweHneto ¢ apxvBa Ha EBpoOTpbCT MMa M3rpaseHa cucteMa Ha dusnyecka U Aormyecka

3awuTa.

5.1.4 U3XBBPAAHE HA OTNAABLUMUTE

XapTneHuTe N eAeKTPOHHN HOCUTEAM, CbABPKALLM €BEHTYaAHO 3HaYMMa MHPopMaLms 3a
CUIypPHOCTTa Ha EBpOTPBCT, caep M3TUMYaHE Ha OMpPeAeAeHUs CbrAACHO BbTPELUHUTE MpaBuMAa
nepuoa Ha CbXpaHeHre, ce YHULLOXKaBaT B CNeLnaAHn YCTPOKMCTBA 3a HapA3BaHe.

Hocuteante Ha wuHbopmauma 3a Kpuntorpadpckute katowose u [TUH/MYK Homepa,
N3MOA3BaHM 3a TAXHOTO CbXPaHeHNe, ce pa3papobABaT C MOAXOAALLM YCTPOMCTBA. | OBa ce OTHacA
3a HOCUTEANTE, KOUTO HE MO3BOAABAT OKOHYATEAHO 3aAMYaBaHe Ha CbXPaHEHW AQHHW U TAXHOTO

NMOBTOPHO M3MNMOA3BaHe.
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B onpeaeneHun cayvan, nHpopMaumATa OT MPEHOCUMU HOCUTEAW CE YHULLOXABa, Yypes

n3TpuBaHe nAn dopMatmpaHe Ha yCTPOMCTBOTO 6€3 Bb3MOXHOCT 3a Bb3CTaHOBABaHeE.

5.2 OPrAHM3ALUUNOHEH KOHTPOA

Bcnukn npoueaypw, Kacaewm CUrypHocTTa Npu  U3paBaHe, aAMUHUCTPUpPaHe W
M3NOA3BaHe Ha KBaAUOULMPAHN YAOCTOBEPEHUA 3a KBaAUDULMPaH EAEKTPOHEH noanuc/nevar,
Ce N3MbAHABAT OT AOBEpPeH NepcoHaA Ha EBpoTpbCT.

EBpoTpbCT NMoaabprKa AOCTaTbyeH OpPON KBaAMPULIMPAHU CAY>KUTEAW, KOUTO BbB BCEKMU
MOMEHT OT OCbLUEeCTBABaHE Ha AEMHOCTTa My Aa OCUrypABaT CbOTBETCTBME C AEMUCTBALLOTO

3aKOHOAATEACTBO M BbTPELWHUTE NMpaBnAa M HOPMU Ha APYKXeCTBOTO.

5.2.1 AOBEPEHU POAU

MoapobHo pasnpeasereHme Ha GYHKLMNTE 1 OTTOBOPHOCTUTE Ha NepCOoHaAa € pas3nmcaHo
BbB BbTPELIHUTE AOKYMEHTU Ha EBPOTPBCT: AABXKHOCTHU XapaKTepPUCTUKMN, WATHO pasnucaHue u
CbOTBETHW BbTPELUHW ONEepPaTUBHU NPOLEAYPU.

PasnpeaeAdHeTo Ha GyHKLMUTE Ce OCbLLECTBABA NO TaKbB HauYMH, Ye Aa B6bae CBeAeHa A0
Bb3MOMEH MMWHMMYM OMacHOCTTa OT KOMMpoMeTMpaHe, Wu3TM4YaHe Ha KoHbMAeHLMaAHa

VIHd)OpMaLI,l/IFl NAN Bb3HWKBaHe Ha KOH(I)/\VIKT Ha NHTepecn.

5.2.2 USNCKBAHUA 3A PASAEAAHE HA OTTOBOPHOCTUTE

,A,OBepeHl/lTe AeVIHOCTVI Ha nepcoHaAa Ha EBpOTp'bCT Ce N3MbAHABAT OT Pa3AUYHU AUNLa.

5.3 KOHTPOA HA NMEPCOHAAA

MepcoHanbT Ha EBpOTPBCT ce cbCTOM OT AOCTaTbyeH OpPOWM BUCOKO KBaAndUUMpaHu
CAyXUTeAn. AnuaTa, M3BbPLUBALLM AOBEPEHW POAM MMaT HeobxoaMMaTta npodecroHanHa
MOAFOTOBKa WM OMNWUT, KOETO rapaHTupa crnasBaHe Ha WU3NCKBaHWATa 3@ CUIYPHOCT N TEXHUYECKN

HOPpMW 3a OueHKa Ha CUrypHocCTTa. ﬂpOd)eCI/IOHa/\HVITe nosHaHmAa B obaacTTta Ha
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NHPOPMALMOHHUTE CUCTEeMU, KpunTorpadmaTa n MHOpPACTPyKTypaTa Ha NyBAMYHUTE KAOYOBE
A@Ba BbB3MOXHOCT Ha CAYXKWUTEAUTE C AOBEPEHU POAU A3 U3MbAHABAT KayeCTBEHO CBOWUTE
CAYXEOHW 3aAbAXKEHNA.

Cay>knteanTte Ha EBpoOTpbCT npemMuHaBaT NepmoaMHYHO Mpe3 KypcoBe 3a MOCAEABALLO
AOMBAHUTEAHO ObYyYeHMe, OTroBapALLO Ha CbBPEMEHHUTE U3UCKBaAHUA B 0OAACTUTE Ha AEMHOCT

Ha EBpoTpbCT.

5.3.1 USUCKBAHWA 3A OBYYEHUE HA NEPCOHAAA HA EBPOTPBCT

MepCcoHaAbT, KOMTO U3MbAHABA GYHKLMUTE U 33Aa4NTE, MPOMU3TUYALLM OT HEroBaTa 3aeToCT
B EBpoTpbCT nAn 3aetoct B Pernctpupaluma opraH (npu Haanymne Ha BbHLWeH Pernctpupaly opran)
TpAbBa Aa NPEMUHE NPe3 CAAHUTE ObyYeHUA:

» lpakTuka npu npeaocTaBaHe Ha KBaAMOUUMPAHW YAOCTOBEPUTEAHU YCAYrn” oT
+EBpOTPBCT TexHoabaXMC" AA;

» NoanTuKa npu NnpeaocTaBaAHe Ha KBaAMdULMPaHO YAOCTOBEPEHeE 3a KBaAnduLmpaH
eAeKTpoHeH noanuc/nedat” ot ,EBpoTpbeT TexHoabaKnc” AA,;

> pasnopeabu, npoLeasypu U AOKYMeHTaLMA, CBbp3aHa CbC 3aeMaHaTa POAS;

» TEXHOAOTMM 3@ CUTYPHOCT 1 NPOLLEAYPU CBbP3aHW CbC CUIYPHOCTTA, M3MOA3BaHWU OT
YaocToBepaBaluma opraH n Pernctpupalumna opran;

> cucteMeH codpTyep Ha YaocToBepsABalyma opraH n Pernctpupalyma opran;

» OTrOBOPHOCTU, MPOM3TUYALLM OT POAWM 1 3aAa4M, M3MbAHABAHU B CUCTEMaATa;

> npoleAypw, N3MbAHABAHM NPU OTKa3 Ha cMCTeMaTa MAM NPeKbCBaHe Ha AEMHOCTUTE Ha

y,A,OCTOBepHBaLLI,VIH OopraH.

54 3AMNMUNCU HA CBBEUTUA N NOAADBPXKAHE HA XXYPHAAU

3a edeKkTMBHO ynpaBAeHne 1 dyHKLMOHMpPaHe Ha EBpOTpPBCT, BCUMYKKM CbOUTMA, MMaLLm
CbLLECTBEHO 3HAYeHMe BbPXY CUTYPHOCTTa W HAAEMXAHOCTTa Ha TEXHOAOTMYHaTa CUCTeMa,
KOHTPOAa BbPXy MNepcoHaAa W NOTPebuTeAuTe, M BbL3AENCTBMETO BbPXY CUIYPHOCTTa Ha
NpPeAOCTaBAHUTE KBaANPULIMPAHN YAOCTOBEPUTEAHU YCAYTU CE 3amnnCBaT.

NHpopMaLmaTa 3a eAEKTPOHHUTE XKYPHaAM Ce reHepurpa aBTOMaTUYHO.
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ypHaAn Ha 3anmMcM Ha perncTpMpaHmM cbbuTUA ce CbxpaHABaT BbB ¢alinoBe Ha
CUCTEMHUA ANCK 3a Hal-ManKo 6 (wecT) Meceua. [Tpe3 ToBa BpeMe Te ca AOCTbMHU OHAAWH UAK B
npouec Ha TbpPCeHE OT BCEKU OTOPU3UPAH CAY>KUTeA Ha EBpoTpbeT. Caep TO3M nepuroa, 3anmcuTe
ce CbXpaHABaT B apxmBuTe.

ApXMBBT Ce TMOAMMCBA C EAEKTPOHEH MOAMUC/EAeKTPOHEH BpeMeBM Meuar.
NHdbopmaumaTta ot 3anmcKTe B AOrOBETE MEPUOANYHO Ce 3anncBa Ha GU3NYECKM HOCUTEAN, KOUTO
ce CbxpaHsBaT B crieymaneH cend, HaMmupall ce B NMOMeLLeHMe C BUCOKa CTeneH Ha dusnyecka

3auinTa N KOHTPOA Ha AOCTbMa.

5.4.1 YA3BUMOCT N OLIEHKA

EBpoTpbCcT KAacuduumpa 1 Nopabp»Ka PerncTtpm Ha BCUYKW aKTUMBWM B CbOTBETCTBME C
navckBaHuAata Ha ISO/IEC 27001. CovraacHo ,[loantmkaTta no curypHoct” Ha EBpoTpbCcT ce
M3BbPLUBA aHAaAM3 3a OLLEHKaTa Ha YA3BMMOCT MO BCUYKU BbTPELUHU NPOLEAYPU, MPUAOKEHUA U
nHGOpPMaLMOHHU cncTeMu. I3nckBaHWA 3a aHaAM3 MoraT, CbLLO Taka, Aa 6bAaT OMpeAeAeHn oT
BbHLUHA MHCTUTYLMA, YMTbAHOMOLLEHA Aa M3BBPLLBA OANT Ha EBpoTpbCT.

AHaAM3bT Ha pWUCKa Ce W3BbPLIBA HaW-MaAKO BeAHbX ropmwHo. PeweHueto apa ce

NPUCTBMNN KbM aHaAn3 ce n3BbpLiBa oT CbBeT Ha AnpeKkTopuTe.

5.5 APXUBUPAHE

NHpopMaumaTa 3a 3HaUMMUTE CbOUTUA Ce apXMBUPA B EAEKTPOHEH BUA NMEPUOAUYHO.

EBpoTpbCcT apxvBMpa BCUYKM AaHHW U dalinoBe, CBbp3aHW C: MHGOpPMaumATa npu
perucTpauma; CbC CUrypHOCTTa Ha cUcTeMaTta; BCUYKM UCKaHWA, MOAAAEHM OT noTpebuteanTe;
uAraTa nHbopMauma 3a NoTpebuTeAmTe; BCUYKN KAIOYOBE, M3MOA3BaHM OT YAOCTOBEpABaLLMTE
opraHu wn oT Peructpupalwma opraH; W LUAAaTa KOPECNOoHAeHUMA Mexkay EBpoTpbcT m
notpebuteanTe. Ha apxvBupaHe ca MOAAOXKEHU BCUYKU AOKYMEHTU W AAHHW, M3MOA3BaHU B

npoueca Ha NPoBepKa Ha CaMOAUYHOCTTa/MAEHTUYHOCTTA.
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5.6 TMPEKPATABAHE HA AEMHOCTTA HA EBPOTPBCT
5.6.1 USUCKBAHUA, CBbP3AHU C MPEXOAA AO NMPEKPATABAHE HA AEMHOCTTA HA
AOCTABYUNKA

MNpeak yaOCTOBEPABALLMA OPraH Aa NPeKpaTu YCAYTUTE CK, TON € AABXKEH Aa:

> yBepomu OpraHa No Hap30p 3a CBOETO HaMepPeHMe Aa NPeKpaTh YCAYTUTe CU, B CAyHamn
Ha WCK 3a obABABaHE Ha APY»KECTBOTO B HECbCTOATEAHOCT, obABABaHE Ha APY>KeCTBOTO 3a
HEAENCTBUTEAHO UAM 3a APYrO MCKaHe 3a NpeKkpaTABaHe, WAM 3a 3amno4yBaHe Ha npoueaypa no
AVKBUAALMA. YBEAOMAEHMETO cAepBa aAa bObae HanpaBeHo 4 (4eTupu) Meceua npeam
AOroBOpeHaTa AaTa Ha NpeKkpaTtABaHe;

» yBeAOMM (Han-MaAko 4 Mecela Npean TOBa) CBOUTE MOTPebUTEAN 3a pPeLUeHMETO Aa
npeKpaTu NPeAOCTaBAHNTE OT HErO YCAYTH;

» MpPOMEHWU cTaTyca Ha CBOUTE YAOCTOBEPEHMUSA;

» MNpeKpaT BCUYKM YAOCTOBEPEHUA Ha MOTPEOUTEANTE B PaMKUTE Ha OOABEHNA MEPUOA,
3a NpekpaTABaHe Ha AEMHOCTTa;

» YBEAOMMU BCUYKM CBOU MNOTPEOUTEAN 3@ NPEYCTaHOBABAHE Ha YCAYTUTE;

» npaBu TbProBCKW PasyMHW YCUAMA, 3a A CBEAE AO MWHMMYM HapyllaBaHeETO Ha
NHTepecuTe Ha noTpebuteanTe;

» W3nNAalla KOMMeHcauuu Ha notpebuteante (KoMneHcaummte TpabBa aAa ObaaT
NPOMNOPLMOHAAHN Ha OCTaBaLLMA NEPUOA Ha BAAUAHOCT Ha YAOCTOBEpPEHMATA);

» W3BbpLUBA HEODOXOAMMUTE AENCTBUA, 3a Aa Moxe OpraHa No Haa30p Aa MOAABPXKA
CnucbKa cbe cnpeHn n npekpateHn yaoctoseperua (CRL).

AKO pelLeHMeTO 3a npekpaTABaHe Ha YAOCTOBEPUTEAHUTE YCAYTM Ce OTHacA caMO AO
Pernctpupaluma opraH, TOM € AAbXEH Ad:

» yBepOMU EBpPOTPBCT 3a CBOETO HaMepeHMe Aa NPeKpaTy AEMHOCTTa Mo perncrpaums.
YBEAOMAEHMETO CAepBa pAa Obae HanpaBeHo 4 (4eTupu) Mecela Npeam AOroBopeHaTa AaTa Ha
npekpaTtABaHe;

» npepaBa Ha npueMawma AOCTaBYMK LAAOCTHaTa AOKYMEHTauumdA, CBbp3aHa C
noTpebuTeAnTe, BKAIOYUTEAHO apXMBa N AGHHUTE 33 OANT;

> VHhdopmaumata noua. 24, naparpad 2, 6ykea ,3” or Pernament (EC) N°

910/2014 (uAraTa MMaLLa OTHOLEHNE MHPOPMaLMSA BbB BPb3Ka C AAHHUTE, U3AAAEHU U MOAYYEHMN
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oT EBpoOTpBCT, M nNo-cneunanHO C OrAes MNPeAoCTaBAHE Ha AOKa3aTeACTBO MPW CbAEOHM
NMPOW3BOACTBA W OCUTypsABaHe Ha MPUEMCTBEHOCT MPW MPeAOCTaBAHETO Ha YCAyraTa) ce
cbXpaHAaBa 3a cpok 10 roaMHW, BKAIOYMTEAHO U CAep MNPeycTaHOBABAHE Ha AEMHOCTTa Ha

EBpoTpncrT.

5.6.2 MPEXBbPAAHE HA AEMHOCT KbM APYI AOCTABYMK HA KBAAMDULIMPAHU
YAOCTOBEPUTEAHU YCAYTU

3a pa ce ocurypu HenpPeKbCHaTOCT Ha M3AaBaHe Ha KBaAMbULMpPaHN YAOCTOBEPUTEAHM
YyCAYru 3a notpebuteante EBpOTpbCT MOXe Aa NoAMMLIE CNOpasyMeHune C APYr KBaanduumpaH
AOCTaBYMK Ha YAOCTOBEPUTEAHM YCAYTU. B TO31 cayyanm, EBpoTpbeT TpAabBa aa:

» yBepomu OpraHa No Hap30p 3a HAMEPEHMETO CU, HE MO-KbCHO OT 4 Mecelia Npean
AaTaTa Ha NpeKkpaTABaHe 1 NPexXBbPAAHE Ha AENHOCTTa;

» roAara BCUYKU YCUAMA W TPUXKK, 338 A3 MPOABAMKWU AENCTBMETO Ha W3A3AEHUTE
NOTPEOUTEACKU YAOCTOBEPEHMNS;

» yBeaoMu nucmeHo OpraHa no Haa3op u NoTpebuTteanTe, Ye AeMHOCTTa My ce noema
OT APYF PerncTpmpaH AOCTaBYMK, KaKTO M OTHOCHO MMeTO My. YBEAOMAEHMETO ce nybAnKyBa B
VIHTepHeT cTpaHuuaTta Ha EBpoTpbcT;

» yBepaoMu [loTpebuteante OTHOCHO YCAOBMATA MO MOAAPBMKA Ha MPEXBbPAEHUTE
YAOCTOBEPEHNA KbM NpremMama AoCTaBYMK;

» MNPOMEHWN cTaTyca Ha OnepaTMBHUTE YAOCTOBEPEHMA N HAAAEXKHO MpeAaAe LAsaTa
AOKYMEHTaLMA, CBbp3aHa C AEMHOCTTa C1 Ha npuemMama AOCTaBYMK, 3a€AHO C BCUYKM apXMBY,
KaKTO U BCUYKWN N3A3AEHU YAOCTOBEPEHUA (BaAMAHWN, MPEKPATEHWN N CNIPEHN);

» WN3BbPLUM HEOOXOAMMUTE AEUCTBMA 3@ MPEXBBPAAHE Ha 3aABAMKEHMATA MO MOAAPDBXKKA
Ha MHbOopMaumMATa KbM Npuemalma AOCTaBUYMK;

» MNPEexBbpAM YNPaBAEHMETO Ha BeYe WU3AAAEHUTE YAOCTOBEPEHUA 3a KpaurHu
noTpebuTeAn KbM npmemaluma AoCTaByMK;

MNpnemawmar AoctaBynk noema npasaTta M 3aabAKeHUATa Ha EBpoTpbCcT ¢ npekpaTteHa
AEVHOCT U NMPOAbAXKABa Aa YMPaBAABa aKTUBHUTE KBaAMOULMPAHW YyAOCTOBEPEHMUA A0 Kpasa Ha
TAXHOTO AeNCTBME.

ApxmBbT Ha EBpOTpBbCT € NnpekpaTeH ctaTyc TpAbBa aa bbae NpepaseH Ha AocTaBuuvKa
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npueA AeMHOCTTa.

5.6.3 OTHEMAHE HA KBAAMOULINPAH CTATYT HA AOCTABYUK UAN HA
KBAAMOULIMPAH CTATYT HA CbOTBETHA YCAYTA

Mpw oTMAHa Ha KBaAMPUUMpPaHNA cTaTyT Ha EBPOTPBCT MAM Ha HAKOA OT NPEAOCTaBAHNUTE
OT HEro YAOCTOBEPUTEAHU YCAYTU, TON N3BbPLUBA CAEAHOTO:

> yBeAOMABa NoTpebuTeAnTe CU 3a MPOMEHEHWNA CTaTyT Ha CBOUTE YCAYTHY;

» MpOMeHA cTaTyca Ha CBOUTE YAOCTOBEpPEHUS;

> npekpaTtABa Aa M3AaBa HOBU KBaAMPULMPaAHW YAOCTOBEPEHWUA, HO MPOAbAXKAaBa Ad
ynpaBAABa akTUBHUTE YAOCTOBEPEHMA A0 KPaA Ha TAXHOTO AENCTBUE;

» npaBu TbProBCKM PasyMHW YCUAMA, 3a A@ CE CBEAE AO MUHMMYM HapyllaBaHeTo Ha

WHTepecuTe Ha NnoTpebuteanTe.

6 YNPABAEHUE N KOHTPOA HA TEXHUYECKATA CUTYPHOCT
6.1 TEHEPUPAHE U MHCTAAUPAHE HA ABOMKA KAIOYOBE HA YAOCTOBEPABALL,
OPrAH

EBpoTpbcT reHepupa aBonku kpuntorpadckm (RSA) kaoyoBe Ha 6azoBuA M Ha
onepaTMBHWA YAOCTOBEpPABALUM OpraHM KaTo W3MOA3Ba XapAyepHa KpunTocucTeMa
(HSM/Hardware Security Module) ¢ HuBo Ha curypHoct FIPS 140-2 Level 3 nan no-Bucoko,
cboTtBeTHO CC EAL 4+ 1Am no-Bmcoko.

EBpPOTPBCT M3NOA3Ba CBOMTE HACTHU KAKOHOBE CaMO 3a LeAMTe Ha AEMHOCTTa CU, KaKTo
crepBa:

» AaMOANMCBaA M3AaBaHWUTE OMepaTUBHM YAOCTOBEPEHNA Ha YAOCTOBEPABALLMTE OpPraHu
B CBOATa MHOPACTPYKTYpa;

» A MNoAMMcBa u3paBaHWTE W NybAMkyBaHM CnmMcCbUM CbC CMPEHW W MpeKkpaTeHu
yaoctoeperus (CRL);

> Aa MOAMMCBA BCUYKM M3AAAEHW W NYOAMKYBaHW KBaAMOULMPAHN YAOCTOBEpPEHUA 3a

eAeKTpOoHeH noanuc/nedat Ha [oTpebuteanTe.
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6.1.1 TEHEPUPAHE HA ABOVMKA KAIOYOBE HA TUTYAAP/Cb3AATEA

Aponkata kaoyoBe Ha Tutyaap/Cb3paTen Ha KBaAMPUUMPAHO YAOCTOBEpeHWe 3a
eAeKTPOHeH noanuc/neyat ce reHepmpa caMo B 0A0bOpeHo oT EBpoTpbCT ycTponcTBo 3a
Ccb3paBaHe Ha KBaAMduuMpaH eaekTpoHeH noanuc/nedatr (QSCD), npoeepeHo 3a HWMBO Ha
CUTYPHOCT 1 3a ycneluHa paboTta npes nHrepdencute Ha MHPpacTpykTypaTa Ha EBpoTpbCT.

KoraTo aBoMKaTa KAIOHOBE ce reHepupa npun EBpoTpbCT, BUHArn ce n3noA3Ba yCTPOMUCTBO
3a Cb3paBaHe Ha KBaaubuuMpaH eAekTpoHeH noanuc/medar (QSCD). YacTHMAT KAoY Ha
reHepmpaHaTa ABOMKa KAIOHYOBE He MOXKe Aa Obae M3BEAEH OT YCTPOMCTBOTO.

KOHTPOABT Ha 4aCTHUMA KAIOY € Ype3 KOA 3@ AOCTbM. TUTYAAPAT M3MOA3Ba HaCTHUA KAIOY A
Cb3A3AE MOAMMC/MEeYaT KaTo BbBEXKAA KOAA 3a AOCTbM Ha YCTPOMCTBOTO 3a Cb3AaBaHe Ha
KBaAMpuUMpaH ereKTpoHeH noanuc/nedat (QSCD).

Korato pBolikaTa katoyoBe ce reHepupa npu Tutyaap/CbapaTen, EBpoTpbeT npenopbyBa
MOCAEAHUAT Aa M3MOA3Ba OAODBPEHO YCTPOMCTBO, B WHbpacTpykTypaTa Ha EBpoTpbeT, 3a
Cb3paBaHe Ha KBaAMbULMPAH EAEKTPOHEH NoANMC/NedaT MAM eKBUBAAEHTHO TakOBa, OTroBapALLO
Ha m3uckBaHuATa Ha Peraament (EC) N2 910/2014 v cbBMecTMMO C WHPpacTpyKTypaTa Ha
EBpoTtpbcr.

B caydaunTe, KoraTto reHepupaHeTo Ha ABOMKaTa KAIOYOBE Ce OCbLLEeCTBABA Npu TUTYAApPHA
nan Cb3paTens, CbLMAT HOCW MbAHATaA OTrOBOPHOCT MO 3aluMTaTa Ha YaCTHUA KAKOY, C LeA
npeAOTBpaTsBaHe Ha HEroBOTO KOMMpOMeTUpaHe, paskpueaHe, MoamMduumpaHe, 3aryba mam
HepaspelleHo noAsBaHe. TUTyAapAT/Cb3aaTEAAT HOCU OTFTOBOPHOCT 3@ MPOMYCKM MAU AENCTBUA
Ha YNMbAHOMOLLEHU OT TAX AMLA, KOUTO Ca YMbAHOMOLLEHWN Aa reHepupaT, NasAaT UAW CbxpaHABaT
TEXHUTE YaCTHU KAIOYOBeE.

TuTyaapaT/Cb3paTeAqaT ce 3apabAXKaBa Aa M3MOA3BA AMLEH3WpaH codTyep 3a paboTa ¢

YCTPOWCTBO 3a Cb3paBaHe Ha KBaAMdUUMpaH erekTpoHeH noanuc/nedat (QSCD).

6.1.1.1 NSUCKBAHUA KbM YCTPOMCTBATA 3A Cb3AABAHE HA KBAAMOULUPAH
EAEKTPOHEH NOANMUC/NEYAT (QSCD)

yCTpODICTBaTa 3a Cb3AaBaHeE Ha KBa/\VICI)l/ILI,VIpaH EAEeKTPOHEH I'IO,A,I'IMC/I'Ie‘-IaT rapaHTnpar,

4pe3 NOAXOAALLUN TEXHNHECKU N NPOLUEAYPHN COEACTBA, HaW-MaAKO 4e:
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> TMOBEPUTEAHOCTTa Ha AAHHUTE 3a Cb3paBaHE Ha EAEeKTPOHEeH mnoanuc/mevar,
N3MOA3BaHU 3a Cb3AABaHETO Ha EAEKTPOHHUA NoANuc/neyaT, € pa3yMHO rapaHTUpaHa;

» AQHHWUTE 3a Cb3AABaHE Ha eAeKTPOHEH MoAnmMc/nedaT Ha npakTUKa ce cpelaTt caMo
BEAHDBX;

» A@HHWUTE 3a Cb3paBaHe Ha EAEKTPOHEH noanmc/medaT ca obesnevyeHn B AOCTaTbyHa
CTeNeH 1 He MoraTt Aa 6bAaT M3BAEYEHU, @ EAEKTPOHHUAT NoANMUC/NeYaT € HaAEKAHO 3almTeH
cpelly noanpaBaHe, Ype3 U3NOA3BaHE Ha HAaAMYHATa KbM MOMEHTa TEXHOAOTUA;

» AAHHUTE 33 Cb3paBaHE Ha EAEKTPOHEH NMOAMUC MoraT pa 6bAAT HAAEXKAHO 3aLLUUTEHN OT
3akoHHUA Tutyaap/Cb3paTen Ha eAEKTPOHHUA Noanuc/neyvaT cpeLLy N3NoA3BaHe OT APYTU AMLA.

YcTponcTBaTta 3a Cb3paBaHe Ha KBaAMdUUMpPaAH AEKTPOHEH moanuc/nedaT He WU3MeHAT
AAHHUTE, KOWTO e 6bAaT MNOAMWCBaHW, W He nNpenATcTBaT MPEACTaBAHETO WM  Ha
Tutyaapa/Cb3paTens Ha EAEKTPOHHUA noanuc/nevaT NpeAr NoANMCBaHe.

[[eHepupaHeTO UAM YNPaBAEHNETO Ha AAHHM 3@ Cb3AaBaHE Ha eAEKTPOHEH noanuc/nedar
OT MMETO Ha TUTYAAPA Ha eAeKTPOHHWMA noanmMc/nevaT MOXKe Aa Ce U3BbPLUM €ANHCTBEHO OT

EBpoTtpbcr.

6.1.1.2 OTAAAEYEHO rEHEPUPAHE HA ABOMKA KAKOYOBE

Cob3aaTenat/TUTyAApAT N3NOA3Ba NpeaocTaBeH OT EBpoTpbCT cneumnaamanpaH codryep,
Ype3 KOMTO ce peaansmpa npoLeca No reHepupaHe 1 ynpaBAeHWe Ha KpunTorpapckmTe ABOMKa
KAIOY4OBE.

[eHepMpPaHeTO, N3MOA3BaAHETO N CbXPaHABAHETO Ha YaCTHUA KAIOY € C MHOTO BUCOKO HUBO
Ha CUTYPHOCT, KOETO € rapaHTUPaHO OT CaMUA HOCUTEA. TOM € HAAEXAHO 3alLMTEeH MOCPEACTBOM
nepcoHaneH naeHTndurKkaumoneH Homep (PIN), koTo e n3BecteH camo Ha Tutyaapa/Cb3paTend
VAW YMTbAHOMOLLLEH NPEACTaBUTEA Ha IOPUANYECKOTO AMLLE.

Cob3aatenat/TUTyAapAT AN YMBAHOMOLLEHWAT NPEACTaBUTEA Ha IOPUANYECKOTO AULe
reHepuvpa eAeKTpOHHa 3aABKa 3a KBaanduumpaHo yaoctoBeperue B PKCS#10 dopmat mn a
nsnpawa Ha EBpotpbet. CoraacHo npenopbkute Ha RFC 2314 - PKCS#10, ASN.1 dopmaTsT 3a
eAeKTpOHHa 3aABKa cbabprka DN, nybanuveH Kalo4 n Apyrn aTpubyTh, KaTo BCUYKW Te ca
NOAMMCAHM C HaCTHUA KAIOY.

Korato ce M3BbpLBa OTAAAEHEHO reHepurpaHe Ha ,A,BOVIKaTa KAOHOBE MpKn 3aABEHO
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M3paBaHe Ha YAOCTOBEPEHWe OT MOOWMAHOTO MpUAOXKeHMe Ha EBpoTpbCcT, TO ce reHepupa B
XapAyepeH KpunToMoayA Ha EBpoTpbcT, oTroBapAl, Ha M3UCKBaHWATa Ha PeranameHTa 3a

YCTPOWCTBO 3a CUIYPHO Cb3aaBaHe Ha noanuc.

6.1.1.3 AOCTABKA/NPUEMAHE HA YACTEH KAIOY HA NOTPEBUTEA

Korato aBowKaTa KatodoBe ce reHepupa npu EBpotpber, Tutyaapat/Co3paTenar vam
YMBAHOMOLLEHWAT NPEACTAaBUTEA Ha IOPUAMHECKOTO AMLLE MOAYYaBa YaCTHNA KAIOY N U3A3AEHOTO
KBaAMOULIMPAHO YAOCTOBEPEHME BbPXY YCTPONCTBO 3a Cb3aaBaHe Ha KBaAMdULIMPaH EAEKTPOHEH
noanunc/nevat (QSCD) B Pernctpupaluma opraH Ha AOCTaBYMKa.

HavaAHuAT [oTpebutenckn 1 AAMUHNCTPATUBEH KOA 3a AOCTbM M 3a AeDOAOKMpaHe Ha
YCTPOWCTBOTO Ce NPeAOCTaBAT Ha TuTyaapa/Cb3aaTeAsd AN Ha YMTBAHOMOLLLEHWA MPEACTAaBUTEA Ha
IOPUAMYECKOTO AMLE B 3aMedaTeH, Henpo3padyeH XapTUeEH NAKK.

Tutyrapat/Co3paTenaT MAM YMBAHOMOLLEHUAT NPEACTABUTEA Ha IOPUANYECKOTO AMLE €
3aABAXKEH Ha CMeHW CcBOA MbpBOHavaAeH [loTpebuTeackn Kop 3a AOCTbM AO YCTPOWCTBOTO
nocpeacTBoM codTyepa, KOWTO ce nNpeaocTaBas C  Hero. EBpoTpbcT npenopbysa
Tutyrapa/Cov3paTtens AU YMBAHOMOLLEHWUA MPEACTAaBUTEA Ha IOPUAMYECKOTO AMLE Ad CMEHA
nepruoanyHoO cBoA oTpebuUTeacku Koa.

Korato ce n3BbpLUBa OTAAAEYEHO reHepMpaHe Ha ABOMKAaTa KAKOYOBE, YaCTHUAT KAKOY ce
reHepupa W CbxpaHABa B KPWUMNTUMPaH BUA B XapAyepHUA KpUNTOMOAYA Ha EBpoTpbcT.
KpunTupaHeTo Ha KAtoYa e Ypes Ccb3paaseH oT Tutyaapa/Coaasatens MNMNH koa, koeTo obesnevaBa

Bb3MOXHOCTTa eAVHCTBEHO TOW Aa NUMa AOCTbMN 3a aKTMBUMpPaHE Ha KAKO4a.

6.1.2 AOCTABKA HA NMYBAUYEH KAIOY OT NOTPEBUTEA HA AOCTABYUK

VIanbAHABa ce eamHcTBEHO OT TuTyAAap/Cb3paTen MAM YMbAHOMOLLEH MPEACTaBUTEA Ha
IOPUAMYECKO AMLLE, MPU KOUTO Ce reHepmnpa ABOMKa KAIOHOBE M KOMTO CAeABa A AOCTaBUM CBOA
nybAnyeH KAy Ha EBpOTpbBCT 3a Hy)AMTE Ha npoueca Ha M3paBaHe Ha KBaAnduumpaHo
YyAOCTOBEpPEHME.

TutyAapaT/Ch3aaTEAAT VAW YMBAHOMOLLEHUAT MPEACTABUTEA Ha OPUAMYECKOTO AMLE

AocTaBa, ypes Peructpupaluma oprad Ha EBpoTpbCT, NyBAMYHNA KAIOY OT reHepupaHaTta ABOMKa
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KAIOYOBE, Ype3 3asABKa B eneKTpoHeH dopma, unito dopmat e PKCS # 10. 3aaBkaTa cbabprKa
NYOANYEH KAIOY W € MOAMMCaHa EAEKTPOHHO C KOPECMOHAMPALLMA HaCTEeH KAIOY.

MoTpebuTendaT MoXKe Aa NPEeAOCTaBM EAEKTPOHHaTa 3adABKa Ha HOCUTEA, AWYHO B
Pervctpupaluma opraH, 3aeAHO C APYrUTe AOKYMEHTU cbraacHo [MoanTukata Ha EBpoTpbCT MAK
ypes cTpaHuLuaTta Ha EBpoTpbCT B MHTEpPHET.

PervctpupalmaT opraH Ha EBPOTPBCT 3aABAXKUTEAHO MPaBKM NPOBEPKA Ha AbP>KAHETO Ha
4acTHUA KAOY OT TUTyAdpa/Cb3aaTeAd AM Ha YMTbAHOMOLLEHMA MPEACTAaBUTEA Ha IOPUAMYECKOTO
AVILLE 1 MOTBBPXAABA MCKAHETO 33 KBaAMPULIMPAHO YAOCTOBEPEHME.

MocoueHaTa NpoleAypa He ce U3MbAHABA NPU OTAAAEYEHO 3aABABaHE Ha YAOCTOBEPEHUA

npe3 MOOUAHOTO NpUAOKeHMe Ha EBpoTpbeT.

6.1.3 ABAXMNHA HA KAIOYOBE

AbAKMHATa Ha ABOMKa KAOYOBE 3a KBaAMdULMpPaH eAeKTpOHeH noanuc/medar Ha
MoTpebuten, reHepupaHa ypes nHbpacTpyktypata Ha EBpoTtpber e 2048 6uTta, ¢ npuaoKmMMa
KOMBMHaLMA Ha acUMeTpUYHN 1 xew aaroputMu: sha256-with-RSA.

HeszaBncrMMO Kbae € reHepmpaHa ABOMKaTa KAIOYOBE 3a M3AaBaHe Ha YAOCTOBEpPEHMe 3a
KBaAMGULUMpPaH EAEKTPOHEH NoAnNnc/neyar, KAIoYbT TPAGBa Aa € C AbAXKWHa Hali-MaAko 1024 6uTa

3a anropnt™u RSA n DSA n 160 6uta 3a arroputmu ECDSA.

6.1.4 NAPAMETPU HA NYBAUYEH KAIOY

TutyaapaT/Cb3paTeAAT MAN YMTBAHOMOLLEHUAT NPEACTABUTEA Ha IOPUANHECKOTO AMLE Ha
KAIO4YOBa ABOMKa € OTTOBOPEH 3a NpOBepKaTa Ha KayeCTBOTO Ha MapaMeTpuTe Ha reHepupaHua
4acTeH KAloY. TOoM e AAbXKEH pa MPOBEPU CMOCODHOCTTa Ha KAIOYa Aa KPUMTUPa U AeKPUNTUPA,
BKAIOYMTEAHO Aa Cb3AABa EAEKTPOHEH MOAMUC U A2 M3BbPLLIBA NPOBEPKa.

YcTporicTBata 3a cb3paBaHe Ha KBaambuumpaH esekTpoHeH noanuc/medat (QSCD) wm
ocurypeHaTta cpeaa 3a reHepupaHe 1 CbxpaHABaHe Ha KAtoyoBeTe Ha TuTyaapa/Cb3paTens nan
Ha YMbAHOMOLLEHUA NPEACTaBUTEA Ha IOPUANYECKOTO AMLe ca € HMBO Ha curypHocT CC EAL 4+ un
FIPS 140-2 Level 3.

Bcuukm ycTpolicTBa 3a Cb3paBaHe Ha KBaAMduMUMpaH eneKkTpoHeH noanuc/nedat (QSCD),
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M3BbH UHbpPacTpyKTypaTa Ha EBpoTpbCT, KOMTO noTpebuteaMTe MOXKe Aa MOA3BaT, 3a Ad
reHepmpaTt ABOMKa KAIOYOBE M A3 CbXPaHABAT YaCTHUA KAKOY 3a €AeKTPOHEH noanuc/nedart,
Tpabea aa ca ceptudbuumpann 3a HMBoO Ha curypHoct CC EAL 4+ 1 No-BMCOKO €KBMBAAEHTHO

HWBO.

6.1.5 N3MNOA3BAHE HA KPUNTOTPA®CKU AATOPUTBM

Korato kpuntorpadckaTa ABOMKa KAOYOBE (4acTeH W nNybAMYEH) Ha U3paBaHUTe
YAOCTOBEPEHUA 3a EAeKTPOHEH noanuc/medatr ce reHepupa oT  Tutyadpa/Cob3patensd,
noTpebuTesa cnasBa CAEAHNUTE N3NCKBAHWA:

> 3a reHepupaHe Ha KAIOHOBETE Ce U3MOA3BaT Xel aAropuTMM W acUMETPUYHU
aATOPUTMMK, KOUTO OTroBapAT Ha M3NCKBaHMATa Ha nocodeH B ETSI TS 119 312;

»  MPUAOKMMUTE KOMOUHALUMW Ha aCUMETPUYHU N XeLl aATOPUTMU CNPAMO CUTYPHOCTTA
Ha KBaAMbULMPaHUA EAEKTPOHEH MOAMUC MO BpeMeTpaeHe e KakTo e nocoyeHo B ETSI TS 119
312;

» WN3MOA3Ba Ce AbAXKMHA Ha KAIOYA, KOATO OTroBapA Ha U3nckBaHmATa Ha ETSITS 119 312.

6.2 3ALWLUTA HAYACTEH KAIOY N KOHTPOA HA KPUNTOIPAOCKUA MOAYA

Bceku |_|OTp66l/ITe/\ Cb3AaBa M CbXpPaHABa HaCTeH KAIOY, KaTO N3MOA3Ba HapeXAHa CUCTeMa
3a HeroBsaTa CUTYpPHOCT. y,A,OCTOBepFlBaLLI,VIFIT OpraH reHepupa ,A,BOPIKa KAKOHOBE MpKn NONCKBaHe
oT HOTpe6l/ITe/\F| n My m npeapaBa B 3allNTeH BUWA, KaTo ro yBepAOMABa 3a NpaBUAaTa Ha

CbXpaHeHne 1 3alllinTa Ha HeroBemA 4aCTteH KAIOY.

6.2.1 KOHTPOA HA N3MNMOA3BAHE U CbXPAHEHUE HA YACTEH KAIOY

HYacTHuAT KAloY Ha Tutyadapa/Cb3paTend MAM Ha YMbAHOMOLLEHUA MPEACTaBUTEA Ha
IOPMAMYECKOTO AMLE Ce M3MOA3Ba CaMO B YCTPOWCTBO 3a Cb3paBaHe Ha KBaAmbuumpax
enekTpoHeH noanuc/nedat (QSCD) mAn B yCTPOWCTBO C €KBMBAAEHTHO HMBO Ha CUrypHOCT
(cbraacHo nsunckBaHuaTa Ha PernameHT (EC) N2 910/2014) 1 e AOCTbNEH MOCPEACTBOM AUYEH KOA,

3a AOCTDIM. EAHOBpeMeHHO C reHepupaHe Ha ABOVIKa KAKOHOBE Ha Tl/ITy/\Flp/C'bBAaTe/\ NAW Ha
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YMBAHOMOLLEH MPEACTAaBUTEA Ha IOPUANYECKO AMLLE CE M3MbAHABA CbXPaHABAHE Ha YaCTeH KAIOY
B YCTPOWCTBO 3a Cb3AaBaHe Ha KBaAMduULUMpPaH eneKTpoHeH noanuc/neyat (QSCD).

EBpOTPBCT MO HMKAKBbB HAaYMH HE CbXPaHABa W He apXMBUPa YacTeH KAloY Ha [NoTpebuTtea
3a Cb3AaaBaHe Ha eAeKTPOHEH noanuc/nedyaT, OCBEH B CAyYamTe Ha OTAAAEYEHO 3aABABaHe Ha
KBaAMDULMPAHO YAOCTOBEPEHME NPe3 MOBUAHOTO NMpuAoKeHne Ha EBpoTpbeT. B To3u cayyan
YaCTHUAT KAIOY Ce reHepupa U CbXpaHABa B KPUMNTUPAH BUA B XaPAYEPHWA KPUMNTOMOAYA Ha
EBpoTpbeT. KpuntnpaHeTo Ha Katoda e ypes cb3paaeH oT Tutyaapa/Co3aatend MMVIH-koa, KoeTo

obesneyaBa Bb3MOXKHOCTTa SANHCTBEHO TON Aa MMMa AOCTbIN 3a akTMBUPaHeE Ha KAtO4a.

6.2.2 CbXPAHEHUE HA YACTEH KAIOM

EBpOTPBCT He Cb3aaBa KOMUA Ha YaCTHUTE KAIOYOBE Ha NOTPebUTeAnTe, OCBEH B CAyHauTe
no npeaxopHaTa Touyka. YacTHUAT KAY Ha TuTyaapa/Cb3paTena WMAM Ha YMbAHOMOLLEHWA
NPeACTaBUTEA Ha IOPUAMYECKOTO AMLE Ce CbXpaHABa CaMO Ha YCTPOWCTBO 3a Cb3paBaHe Ha
KBaAMduuMpaH enekTpoHeH noanuc/nedat (QSCD) 1 He MoXke Aa ce Bb3NPOM3BEAE Ha APYro
ycTpomnctso. lNpu pedekTrpaHe Ha yCTPOMCTBOTO 3a Cb3aaBaHe Ha KBaAMULMpPaH EAEKTPOHEH
noanuc/nedat (QSCD), MoTpebuteaar TpabBa Aa ro NOAMEHU U Aa MOWCKA M3AaBaHE Ha HOBO

KBaAMGULMPaAHO yAOCTOBEPEHME.

6.2.3 METOA 3A AKTUBUPAHE HA YACTEH KAIOY

HacTHUAT KAKOY Ha TVITyAFIp/C'b3,A,aTeA MAN Ha YMNbAHOMOLWEH MNPEeACTaBUTEA Ha
IOPUANHECKOTO AMLE Ce aKTuMBUPpa, 4pe3 BbBeXAaHe Ha I'IOTpe6VITe/\CKl/IF| KOA 3a AOCTbM AO
MACTOTO, KbAETO 3alnTeHO Cce CbXpaHABa KAKOHa UWAM Ceé U3MNOA3Ba ApPyr cnocob Ha

l/IAeHTl/ICIDI/IKaLI,VIFI CbC CbLLOTO AN MO-BNCOKO HMBO Ha CUTYPHOCT.

6.2.4 METOA, 3A AEAKTUBUPAHE HA YACTEH KAIOY

HacteH Kalod Ha Tutyaap/Cb3paTen WAM Ha  YMBAHOMOLLEH MNPEACTaBUTEA Ha
IOPMANYECKOTO ANLLE Ce AEaKTUBMPAa NOCPEACTBOM MPEYCTaHOBABAHE Ha AOTMYECKMA AOCTbM AO

YCTPOMCTBOTO 3a Cb3paBaHe Ha KBaAMduuUMpaH enekTpoHeH noanuc/nedat (QSCD) mam upes
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dusmyecko My yHuulo>xKaBaHe. [To TO3M HaYMH OKOHYaTEAHO Ce MpeKpaTABa Bb3MOXHOCTTa 3a

AOCTDBIM N N3MNOA3BaHE Ha YaCTHNA KAKOY.

6.2.5 METOA, 3A YHULLOXABAHE HA YACTEH KAIOY

HacTHMAT KAOY Ha KBaAMGUUMPAHO yaocToBepeHue Ha [loTpebuTtea ce yHuLLOXKaBa
NMOCPEACTBOM U3TPUBAHETO My OT YCTPOMCTBOTO 3a Cb3paBaHe Ha KBaAMbULMPaH eAeKTPOHEH

noanuc/nedat (QSCD) nam ypes dr3n4eckoTo yHULLOMXKaBaHe Ha YCTPONCTBOTO.

6.3 APYIU ACMEKTU HA YITPABAEHUE HA ABOUKA KAIOYOBE
6.3.1 APXUBUPAHE HA NYBAUYEH KAIOY

[y6AnYHNTE KAtoYoBe Ha TUTyAapu/Cb3aaTeAn NAM Ha YMTBAHOMOLLIEHU NPEACTaBUTEAN Ha
IOPUANYECKNTE AMLLA CE CbABPXKAT B M3AAAEHUTE 3a TAX KBaAMbULMPAHN YAOCTOBEPEHMA, KOUTO
ca nybankyBaHu B Perncrbpa Ha n3papeHUTe yaocToBepeHma Ha EBpoTpbCT 1 ce cbxpaHABaT BbB

XPaHuAnLLE.

6.3.2 NEPNOA HA BAAMAHOCT HA KBAAUOULIMPAHO YAOCTOBEPEHUE U
YMNOTPEBA HA KAIOYMOBE

lNepnoaa Ha ynoTpeba Ha NyBAMYHU KAIOHOBE Ce OMpPeAeAd OT CTOMHOCTTa Ha MOAETO B
YAOCTOBEPEHMETO My, OMNMCBALLO BAAMAHOCTTa Ha nNybAMYHUA KAoY. EBpoTpbcT uM3paBa
KBaAMOULMpPAHM YAOCTOBEPEHMA CbC CPOK Ha BaAMAHOCT 1, 2 nan 3 roamHun. BaamaHocTTa Ha
YAOCTOBEPEHMATA N CbOTBETHUTE MM YaCTHU KAKOHYOBE MoraT Aa 6baaT CbKpaTeHU, B CAyYal Ha

npekpaTABaHe Ha yAOCTOBEpPEHUNATA.

6.4 AAHHW 3A AKTUBUPAHE

Korato [loTpebutenaT An4HO npucbcTBa npwu Perncrpupalwima opraH, AaHHWUTE 3a
aKTVBMpPaHe Ha YaCTeH KAIOY Ce M3MOA3BaT OCHOBHO OT onepaTtop Ha Peructpupawma opraH.

HOTpe6l/ITe/\VITe MN3MNOA3BaT aBTeHTMd)MKaLI,I/IFI M KOHTPOA Ha AOCTbIMa AO CBOA HaCTE€H KAKOM.
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B cayuvaute, B kKouto Tutyaapat/Cb3paTeAdT MAM YMbAHOMOLLEHUAT MNPEACTaBUTEA Ha
IOPUANYECKO AMLE TEHEPUPAT ABOWMKA KAIOYOBE 3a KBaAMOULMPAHO YAOCTOBEPEHME, Te caMu

Cb3AaBaT U yNnpaBAABaT AdHHNTE 3a akKTBUNPaHe.

6.4.1 TEHEPUPAHE N UHCTAAUPAHE HA AAHHU 3A AKTUBUPAHE

AaHHW 3a aKTMBMpPaHe Cce M3MNOA3BaT NPU MbPBOHAYaAHO M3paBaHE Ha YAOCTOBEPEHMUE,
BbPXY YCTPOWCTBO 3a Cb3paBaHe Ha KBaAMdUUMpaH eneKTpoHeH noanuc/nedat (QSCD), npeam
reHepmpaHe Ha ABOMKa KAloHOBe. B TO31 cAydanm yCTPOMCTBOTO Ce MHULMaAM3MpPa U Ce Cb3paBaT
KoaoBe 3a pocTbn: [Totpebutenckn (,User”) m Aamununctpatumee (,SO"). Tean kopoBe no3sBoaABaTt
NMepCOHaAEH AOCTBIM A0 HaCTHUA KAKOY B YCTPOMCTBOTO M MPU HEODXOAMMOCT 3a AeOAOKMPaHe Ha
CbLLOTO.

KoaoBeTe 3a AOCTbMN 1 3a A€BAOKMpPAHE Ha YCTPOMCTBOTO 3a Cb3AaBaHe Ha KBaAndpuumpaH
enekTpoHeH noanuc/nedatr (QSCD) ce npepoctaBaT Ha Tutyaapa/Cb3patens MAM  Ha
YMbAHOMOLLIEHUA MPEACTaBUTEA Ha IOPUAMYECKOTO AMLE B 3anevaTeH, HemnpospayeH xapTueH
NAWK.

TutyAapaT/Cb3paTeAAT AW Ha YMTBAHOMOLLEHUAT NPEACTaBUTEA Ha IOPUAMYECKOTO AMLLE €
3aAbAXKEH AQ CMEeHU MbpBOHaYaAHWUA [ToTpebuTeackn Koa 3a AOCTbM NMOCPeACTBOM codTyepa,
KOWTO Ce NMpeAOCTaBA 3aeAHO C YCTPOWCTBOTO.

EBpoTtpbeT npenopbvuBa Tutyaapat/Cb3paTeAAaT AN YTBAHOMOLLEHUAT NPEACTaBUTEA Ha
IOPUANYECKOTO AMLE Ad CMEHA MEPUOAMYHO cBOA [loTpebuTenckn Koa 3a AOCTbM AO
YCTPOWCTBOTO 3a Cb3AaBaHe Ha KBaAUdULMpPaH eAneKTpoHeH noanuc/nedat (QSCD).

MNoTpebuteAaT caeaBa Aa M3MOA3Ba NpepoCTaBeHas AAMUHNCTPATUBEH KOA 3a AOCTBIM A3
AeONOKMPa BAOKMPAHO YCTPOMCTBO.

KoraTto ce nsnoasea MOBMAHO NpUAOXKEHWE Ha EBpPOTPBCT, KOABT 3a AOCTBN Ce reHepupa
oT Tutyaapa/Co3paTtend. KoabT He ce cbxpaHaBa oT EBpoTpbcT M e pAocTbneH 3a paboTta oT
noTpebuTend CaMO AOKAaTO € aKTUBMPaAHO MOOUAHOTO MPUAOXKEHWe. 3a Bb3CTaHOBABAHE Ha
nepcoHaAHUA Koa, TUTYAApAT/Cb3aaTeAAT Cb3aaBa CNeLManeH KPUNTOKAIOY, KOUTO ce reHepupa
OT OTFOBOPU Ha TPW TaMHM BbMPOCA, 3aAaAEHM OT NOTPEbUTEAR KbM MOMEHTa Ha perncrpaunaTa

MYy rnpes3 MOBUAHOTO NPEUAOXKeHNeE. OTFOBOpl/ITe Ha BbMNpPOCUTE HE Ce€ Na3AT OT EBpOTp'bCT.
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6.4.2 3ALULUNTA HA AAHHU 3A AKTUBUPAHE

Tutyaapat/Cob3paTendT NAM YMBAHOMOLLEHUAT NPEACTABUTEA Ha IOPUANYECKOTO AMLE €
3aABAXKEH Ad CbXpaHABa W Nasm OT KOMMNPOMETUPaHe KOAOBETE 3a AOCTbIM A0 YCTPOWCTBOTO 3a
Cb3paBaHe Ha KBaanbuumpaH eaekTpoHeH noanuc/nedat (QSCD).

MNoTpebuteante TpAbGBa Aa 3HAAT, Ye MPU HAKOAKO HeyCMewHW ONMuUTK 3a AOCTbM AO
YCTPOWCTBOTO, TO ce BAOKMpa (3akAtouBa ce). B Tean cayyam notpebutenat Tpabea Aa U3MNOA3Ba
npeaocTaBeHnAa My AAMUHNCTPATUBEH KOA 3a AOCTBIM 3a Aa A€OAOKMPaA YCTPOMUCTBOTO.

EBpoTpbCcT npenopbyBa AaHHWUTE 3a aKTMBMpPaAHE Ha YCTPOWCTBOTO HWKOra Aa He ce

CbXpaHABaT 3a€AHO CbC CaMOTO yCTpOVICTBO.

6.5 CUTYPHOCT HA KOMMIOTbLPHUTE CUCTEMU

EBpPOTPBCT M3MOA3Ba EAMHCTBEHO HAAEMKAEH U CUTYPEH XapAyep 1 codTyep, KOUTO ca YacT
OT KOMMIOTbPHAaTa cucTeMa Ha EBpoTpbeT.

KoMnioTbpHUTE CUCTEMU, Ha KOUTO pPaboTAT BCUYKWU KPUTUYHM KOMMOHEHTU OT
nHdpacTpykTypaTta Ha EBpoTpbeT, ca o6opyaBaHM U KOHOUIYpPUPaHU CbC CPEACTBa 3a AOKaAHa
3allMTa Ha AOCTbMNa A0 codTyepa v MHGOPMALMOHHUTE AaHHU.

EBpoTpbCT M3NoOA3Ba Npoueaypu 3a yrnpaBA€HWE Ha UHPOPMALMOHHATa CUMYPHOCT Ha
uAAaTa MHPpacTpyKTypa Ha EBpOTpbCT B CbOTBETCTBME C OOLWONPUETU B MeXKAyHapoaHaTa

NPaKTNKa CTaHAQPTK.

6.6 CUTYPHOCT HA XXUSHEHMA LUNKDBA HA TEXHOAOIN'NMYHATA CUCTEMA

Bcunuku xapayepHu npoMeHun ce HabAloaaBaT 1 PerncTpmpaT OT OTOPU3UPAHU CAYXKUTEAN
Ha EBpoTtpbct. [lpy 3akynyBaHe Ha HOBO TexXHWMYECKO obopyaBaHe, TO ce aAOCTaBA C
HeobXOoAMMUTE MPOLLeAYPU 3a EKCMAOATaLMA N MHCTPYKLIMKW 33 MOA3BaHe.

OcbliecTBABa ce Hap30p Ha QGYHKLMOHAAHOCTTa Ha TEXHOAOTMYHATa cCUCTEMa W ce
rapaHTMpa, 4e Ta GYyHKUMOHMPa NPaBUMAHO W B CbOTBETCTBME C AOCTaBeHaTa MpPOM3BOACTBEHA

KOHUrypaums.
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6.7 MPEXOBA CUTYPHOCT

B nHdpacTpykTypata Ha EBPOTPBLCT Cce M3NOA3BaT CbBPEMEHHN TEXHUYECKU CPEACTBa 3a
obMeH 1 3almTa Ha MHGOPMaLMA, 3a Aa Ce rapaHTMpa MpeKoBaTa CUrYPHOCT Ha CUCTEMUTE

cpelwy BbHWHW NMHTEePBEHUNN U 3alNAaxn.

7 NPOOUAUN HA KBAAMOULUMNPAHU YAOCTOBEPEHMUA 3A KBAAMOULMUPAHU
EAEKTPOHHU NOANMUCU/NEYATA

MpodunAante Ha noOTpebUTeACKUTE KBaAMPULMPAHU YAOCTOBEPEHUA OTroOBapAT Ha
dopmaTa, onucan B ctanaapt ITU-T X.509 v.3. YaoctoBepenue ot Tvn X.509 v.3 npeactaBaABa
Habop OT A@HHW, YPE3 KOWTO EAHO3HAYHO Ce YAOCTOBEPABA MPUHAAAEXKHOCT Ha MyOAUYHUA KAKOY

KbM aBTOpa Ha KBaAMbULMPAHUA EAEKTPOHEH NoAnuc/nevar.

[Mpogurnte Ha KBaAMPUUMPAHUTE EAEKTPOHHU NoANMCKU/IedaT ca NPeACTaBeHU B AOKyMEeHTa

[MpaKkTuKka npu npeasocTaBaHe Ha KBaAMPUUMPAHU YAOCTOBEPUTEAHU YCAYTH.

8 TMNPOBEPKA M KOHTPOA HA AEMHOCTTA HA AOCTABYUKA

MpoBepkute (oanTuTe), M3BbPLIBaHM B EBpOTpbCT ce oTHacAaT A0 obpaboTkaTta Ha
MHGOPMALMOHHUTE AGHHW U YNIPABAEHWE Ha KAKOYOBUTE MPOLLEAYPM.

EBpOTPBLCT eXKeroaHO N3BBbPLLUBA HAN-MAAKO €AVH BbTPELLEH OAMUT.

EBpoTpbcT M3BbPLIBa Ha BCEKM TPWU roanHK oamT no ctaHaapTtute ISO/IEC 27001:2013,
ISO 9001:2015, 1ISO 22301: 2012, n ISO/IEC 20000-1:2011 1 exxeroaHn 4aCTUYHW NPOBEPKN MO
Te3n CTaHAaPTW.

EBpoTpbCT € 06eKT Ha OANT Hali-MaAKO BeAHBXK Ha 24 Meceua oT OpraH 3a oueHABaHe Ha
cboTBeTcTBMETO. LleaTa Ha oamTa e pa ce noTBbpaM, Ye AocTaBuvKa Ha KBaAMdULMpPaHK
YAOCTOBEPUTEAHWN YCAYTU N NPEAOCTaBAHUTE OT HEro KBaAMOULIMPaHU YAOCTOBEPUTEAHWN YCAYTU

OTroBapAT Ha N3ncKkBaHnATa, nocoveHun B Pernament EC) N2 910/2014.
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8.1 AEWCTBUA, NPEATNPUETU B PESYATAT HA U3BBPLUEH OAUT

AOKAaAMTE OT BbTPELUHWN W BBHLUHW OAUTU Cce NpeaaBaT Ha EBpoTpbeT.

AoknaaabT or OpraHa 3a oueHABaHe Ha CbOTBETCTBMETO ce npeaasa Ha OpraHa no Haa3op
B paMKuTe Ha 3 (TpW) AHW CAep BPBYBAHETO MYy Ha PbKOBOACTBOTO Ha EBpoTpbet. OpraHa no
HaAA30p, Pas3rAekAa AOKA3AA W peLlaBa AaAn AQ OCTaBU MAM B3eMe KBaAubuuMpaHua CTaTyT Ha
EBpoTpncrT.

Bb3 ocHOBa Ha HanpaBeHUTe OLEHKN OT AO0KAaAa, PbkoBOACTBO Ha EBpoTpbCT HabeaAsBa
MEPKU 1 CPOKOBE 3a OTCTPaHABAHE Ha KOHCTaTUPAHNTE NMPOMYCKN U HECbOTBETCTBUA.

MNepcoHanbT Ha EBpOTpBCT NpeanpreMa KOHKPETHU AEMCTBUA 3a TAXHOTO OTCTPaHABaHe

B NMoco4YeHnTe CpoKoBe.

9 APYI'NBUSHEC U TNMPABHU BbINPOCU
9.1 LUEHU N TAKCU

EBpoTpbcT noaabprka AOKyMeHT ,LleHoBa Tapuda 3a npeasOCTaBAHU YAOCTOBEPUTEAHM,
MHOOPMALMOHHU, KPUNTOrPadCKM U KOHCYATAHTCKM YCAYrM” Ha cTpaHuuata Cv B WHTEPHET:

https://www.evrotrust.com/blanki/tarifa.pdf.

9.1.1 BPBWAHE HA YAOCTOBEPEHUE N Bb3SCTAHOBABAHE HA MNAALLLAHE

Tutyaap/Cb3paTen MAM YyMBAHOMOLLEH MPEACTaBUTEA Ha IOPUAMYECKO AMLE MOXKE A
Bb3Pa3n OTHOCHO HETOYHOCT MAW HEMbAHOTa B CbABPXAHUETO Ha M3AAAEHO KBaAMdULMpPaHO
YAOCTOBEpPEHME B 3-AHEBEH CPOK CAeA NMYBANKYBaAHETO My B PErMCTbPa Ha YAOCTOBEPEHMATA.

AKO npuyMHa 3a HEBAPHOTO CbAbPKaHWE Ha KBaAMOUUMPAHO YAOCTOBEpeHVE e B
Perncrtpupaly, opraH, EBpoTpbCcT npekpartABa yAOCTOBEPEHMETO W M3paBa HOBO C BAPHO
CbAbPXaHME 3a CBOA CMeTKa WAM Bb3CTAaHOBABA HaMNpPaBeHOTO MAalllaHe 3a OTMEHEHOTO
YAOCTOBEPEHME C HEBAPHO CbAbPXKaHMe.

AKO NpUYMHa 3a HEBAPHOTO CbAbPXKaHWE Ha KBaAMOULIMPAHO YAOCTOBEPEHME € MO BUHA
Ha Tutyaapa/Co3paTenn MAM Ha YTbAHOMOLLEHWA NPEACTaBUTEA Ha lopuamdecko amue, EBpoTpbeT

npexKkparAaBa YAOCTOBEPEHNETO N HE Bb3CTaHOBABA HaMNpaBeHOTO MAadLlaHe. EBpOTp'bCT MO>Xe Aa
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N3AaA€ HOBO C BAPHO CbAbp»KaHMe 3a cMeTKa Ha [loTpebutens.
MoTpebuteaaT MoXKe Aa OTKa)Ke W3AAAEHO KBAaAMPUUMPAHO YAOCTOBEpPEHME C BSPHO
CbAbpPKaHWe, KoeTo EBpoTpbCT We npekpaTn HeszabaBHO, 6e3 Aa Bb3CTAHOBM HaMpaBeHOTO

NAalaHe 3a OTMEHEHOTO YAOCTOBepEeHMe.

9.2 OUHAHCOBU OTTOBOPHOCTU

EBpoTpbcT e oOTroBopeH 3a MNpPeAOCTaBAHUTE YAOCTOBEPUTEAHM YCAYTM  Mpea
noTpebuteAnTe, KOUTO pasynTaT Ha YAOCTOBepABaHMATA.

EBpoTpbcT oTroBapsa, ako BpeAanTe ca Mo Herosa BMHa WAM MO BMHA Ha AMLATa, Ha KOUTO
TOW € Bb3AOXKWUA paborTa.

Ako EBpOTPbBCT MOTBbPAM M NPUEME, Ye Ca HaCTbMUAM BPEAU, TOM Ce aHraknpa Aa nAatu

o6e3|3peAaTa. MakcmnmanHaTta rPaHnUa Ha NAalllaHe HEe MOXXe Aa HaABMLLaBa pa3Mepa Ha BpeauTe.

9.2.1 3ACTPAXOBKA HA AEMHOCTTA

EBpOTp'bCT CKAKOYBa 3aAbAXUTEAHA 3acCTpaxXOBKa Ha ,A,ePIHOCTTa C1 KaTo perncrpumpaH

AocCTaBurK Ha KBaAMPULMPAHN YAOCTOBEPUTEAHU YCAYTU.

9.3 HENPUKOCHOBEHOCT HA AMMHUTE AAHHU

EBpoTpbCT e pernctpmpaH Kato aaAMUHUCTPATOP Ha AMYHW AQHHW MO peaa Ha 3akoHa 3a
3alMTa Ha AUYHU AGHHN.

B kayectBoTO €1 Ha AAMMHUCTPATOP Ha AMYHWU AaHHW, EBpoTpbCT cTporo chbaopasa
M3NCKBaHWATA 3a [MOBEPUTEAHOCT U  HepasnpoCTpaHeHMe Ha AUYHUTE  AaHHU  Ha
Tutyrapn/Cob3paTeAn AN Ha YMTBAHOMOLLEHN NMPEACTaBUTEAN Ha IOPUANYECKU AMLA, CTaHaAU My
M3BECTHW TNPW WU3MbAHEHWE Ha AeMHOCTTa cu  Kato AOCTaBYMK Ha KBaAnduLMpaHu

YAOCTOBEPUTEAHU YCAYTU.

B  <IDAS-CP-QES | Bepcua: 6.2/ 17.08.2022 r. | Obwo0a0CTbNeH AOKYMEHT | 48



NOAUTUKA NP NPEAOCTABAHE HA KBAAMONUMPAHO YAOCTOBEPEHNE 3A IS
KBAAVIOVLIMIPAH EAEKTPOHEH NMOAMC/MEYAT

9.4 TMPABA BbPXY UHTEAEKTYAAHA COBCTBEHOCT

PasAnuyHu AaHHU, BKAIOYEHW B M3AaBaHWUTE OT EBPOTPBCT KBaAMbULMpPaHN YAOCTOBEPEHMA
ca o0bOeKT Ha npaBa BbpPXy WHTEAEKTyaAHaTa COOCTBEHOCT W APYrM UMYLLECTBEHU W

HeENMYyLLEeCTBEHW MpaBa.

9.4.1 NPABO HA COBCTBEHOCT HA ABOUKA KAIOYOBE

ABoWKaTa KAIO4YOBE Ha MOTPebUTEAUTE N CBBP3AHOTO C MNYBAUYHMA KAIOY KBaANGULMpPaHO
YAOCTOBEpPEHME N3AAAEHO OT EBPOTPBCT, KaKTo M CbOTBETHNA CEKPETEH MaTepuan e CO6CTBEHOCT
Ha EBpoTpbCT, He3aBMCMMO OT COOGCTBEHOCTTa Ha ¢M3MYecKaTa Cpeaa, B KOATO KAIOYOBETE ce

CbXpaHABaT 1 3allMTaBaT.

9.5 3AADBAXKEHUA, OTTOBOPHOCT UTAPAHLUUU HA EBPOTPBCT

EBpoTpbCT rapaHTupa, Ye ocbLLecTBABA AEMHOCTTa CU KaTo:

» CrnasBa TOYHO YCAOBMATA B HACTOALLMA AOKYMEHT, U3nckBaHmATa Ha PernamenT (EC) N2
910/2014 » HaUMOHAAHOTO 3aKOHOAATEACTBO MPW OCHLLECTBABAHE Ha AEMHOCTTa CUM Ha
AocTaBumnk Ha KBaAMDULMpPAHU YAOCTOBEPUTEAHU YCAYTH;

» NpPeAOCTaBEHUTE YCAYTM HE HapyllaBaT aBTOPCKUTE MpaBa W AMLEH3MPaHW npaBa Ha
TPETU CTPaHu;

» W3MOA3Ba TEXHUYECKO 0BOpPYyABaHE M TEXHOAOTMU, KOUTO OCUTYPABAT HAAEXKAHOCT Ha
CUCTEMUTE U TexHMYeckaTa U Kpuntorpadcka CUrypHOCT Mpu OCbLLECTBABaHE Ha npouecute, B
TOBa YMCAO U CUTYPEH U 3alUMTEH MEXaHW3bM/YCTPOWMCTBO 3a reHepupaHe Ha KAlO4YOBeE U 3a
Cb3paBaHe Ha KBaAMdULMPaAH eAeKTPOHEH noanunc/neyar B CBOATa MHGPACTPYKTYpPa;

» un3paBa KBaAMGULMPaHW YAOCTOBEPEHUS 33 @AeKTPOHHM MOAMMCK/MevaTn CAeA KaTo
nNpoBepu C AOMYCTMMK OT 3aKOHa CPEACTBa NpeAcTaBeHaTa nHbopMaumsa;

» CUTYpPHO CbxpaHABa W MNOAAbPXKa WHPOPMaumA, CBbp3aHa C  UW3AaBaHUTE
YAOCTOBEPEHUA 1 onepaTmMBHaTa paboTa Ha cUcTeMUTE;

» cnasBa yCTaHOBEHWTE NpoLeAypu 3a paboTa 1 NpaBmuAa 3a TEXHUYECKN 1 GU3NYecKn

KOHTPOA, B CbOTBETCTBME C YCAOBMNATA B HACTOALLATa [MoAnTnKa U ,,HpaKTl/IKa npev nNnpeaocCtaBAHe
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Ha KBaAUbULMPAHN YAOCTOBEPUTEAHWN YCAYTK";

> Cb3paBa Bb3MOMHOCT 3a He3abaBHO CnuvpaHe W npekpaTABaHe Ha AeNCTBMETO Ha
KBaAMGULMPAHO YAOCTOBEPEHME;

» npekpaTtABa U Cnnpa AeNCTBMETO Ha YAOCTOBEPEHMUA MpPW YCAOBMATA U MO peapa Ha
cboTBeTHaTa [loAnTuKa;

» yBeAOMABa He3abaBHO 3aMHTEPECOBAHUTE AMLA CAEA CMMpaHe Ha KBaAnduLMpaHo
yAOCTOBEpeHue;

> ocurypsaBa YCAOBWA 3a TOYHO ONPeAEeAAHe Ha BPEeMeTO Ha M3paBaHe, Crnmpaxe,
Bb30OHOBABaHE N NpeKpaTABaHe Ha AEUCTBMETO Ha KBaAMGULMPAHWN YAOCTOBEPEHUA;

» WN3MbAHABA MPOLEAYPWU MO MAEHTUOUMKAUMA WM YCTaHOBABAHE Ha aBTEHTUYHOCT Ha
Tutyaapa/Cb3aaTend MAKM Ha YMTbAHOMOLLEHUA MPEACTAaBUTEA Ha IOPUAMYECKO AMLLE;

> ocurypABa MepKW cpelly MnoaANpaBAHE Ha KBaAMGUUMPaAHW YAOCTOBEpPEHWATa W
NMOBEPUTEAHOCT Ha AAHHUTE, AO KOUTO MMa AOCTbM B MNpoueca Ha Cb3paBaHETO Ha
KBaAI/I(i)I/ILI,l/IpaHI/IFI eAeKTPOHeH noanuc/neyar;

»  UV3MNOA3Ba HAAEXKAHW CUCTEMMW 3@ CbXPaHABaHE M yNpPaBAEHNE Ha YAOCTOBEPEHUA;

» caMo HaAAEXHO OBAACTEHWN CAYXUTEAUM UMaT AOCTbMN 3a BHacAHE Ha NpoMeHun B
AdHHUTE, YCTaHOBABaHE Ha aBTEHTUYHOCTTa N BaAMAHOCTTaA Ha YAOCTOBEPEHUATa;

> B3MMa He3abaBHU MEePKN NMNPn Bb3HMKBaAHE Ha TEXHUYECKN npo6/\eM|/| BbB BpPb3Ka CbC
CUTYPHOCTTa;

» C M3TMYaHe Ha CPOKa Ha BAAMAHOCT Ha KBaAMPUUMPAHO YAOCTOBEPEHME OTMEHA
BaAMAHOCTTa My;

> wnHdopmupa Tutyaapute/Chb3paTeArTe WMAW YMbAHOMOLLEHWUTE MPEACTaBUTEAM Ha
IOPUAMYECKMN AMLLA, KAKTO U AOBEPABALLNTE CE CTPAHWN 38 TEXHNTE 3aABAXKEHWNA N AbAXKMMA FpUKa
Ha nNoBeapeHWe Mnpu M3MNOA3BAHETO U AOBEpPABaHETO Ha npeapocTaBAHMTe oOT EBpoTpbeT
KBa/\I/Id)I/ILI,VIpaHI/I YAOCTOBEPUTEAHUN YCAYTM, TakKa CbWO OTHOCHO TMNpPaBUAHOTO U CUTYPHO
N3MNOA3BaHe Ha n3papeHnTe KBa/\I/ICi)I/ILI,I/IpaHI/I YAOCTOBEpPEHNA n npeaAoCTtaBeHNTE
YAOCTOBEPUTEAHN YCAYTU, CBbP3aHU C TAX;

» U3MNOA3Ba M CbXpaHABa CbbpaHaTa AMYHa U Apyra MHbopMaLMA caMo 3a LeAuTe Ha
CBOATa Aer/’IHOCT no npeAocCrtaBAHe Ha KBa/\l/ICI)l/ILI,l/IpaHI/I YAOCTOBEPUTEAHU YCAYTN B CbOTBETCTBUE
C HaLMOHAAHOTO 3aKOHOAATEACTBO;

> He CbXpaHABa N HE KOrMnpa AaHHWM 3a Cb3AaBaHE Ha I'IOTpe6l/ITeACKl/I H4aCTHM KAKOHOBE,
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OCBEH MpW OTAAAEYEHO 3aABABaHe Ha KBaAMbULMPaAHW YAOCTOBEpPEHWA npe3 MOBUAHOTO
npuAoxeHue Ha EBpoTpber;

> NOAAbP’Ka pasfnoAaraeMum CPeaCTBa, KOUTO OCUrypABaT Bb3MOXKHOCT 3a U3BbPLUBAHE
Ha AeNHOCTTa My;

» CKAIOYBa 3aCTpaxoOBKa 3a BPeMeTO Ha CBOATa AEMHOCT;

> MOAAbP’Ka AOBEPEH NEPCOHAA, NpUTeXKaBall, HEOOXOAMMINTE eKCNEePTHU 3HaHUA, ONUT
1 KBaAMdUKaLMA 3a N3BbPLUBaHE Ha AEHOCTTa;

» TMOAABPXKA  XpaHUAWLLE, B KOWTO NyBAMKYBa U3A3AEHUTE  KBaAUdUUMpPaHU
yaocToBepeHus, aktyaneH CnmncbK cbc cnpeHu U npekpateHu yaoctoBepenua (CRL), apyru
obCTOATEACTBA W  EAEKTPOHHM AOKYMEHTU, CbrAacHo Ta3u [loAUTMKa W HauWMOHAAHOTO
3aKOHOAATEACTBO;

» ocurypAaBa NMOCTOAHEH AOCTbM A0 Perncrbpa Ha yAOCTOBEPEHMA MO EAEKTPOHEH MbT
(24/7/365);

» ocurypsaBa 3aliMTa Cpelly BHacAHE Ha MPOMEHU B MOAABPKAHOTO XPaHWAMLLE OT
HeperaaMeHTUpPaH 1 HenpaBoOMepPEH AOCTbIM MAM NOPaAU CAYHaMHO CbbUTHeE;

» nybamkyBa HezabaBHO B Perncrbpa Ha ypaOCTOBepeHMATa U3AAEHUTE N MOAMMUCAHM
YAOCTOBEPEHUSA,;

» Cb3paBa YCAOBMA Ha BCAKa AOBepABaLla Ce CTpaHa Aa NPOBEPU CTaTyca Ha U3AAEHO M
ny6AnKyBaHO KBaAndULMpPaHO yaocToBepeHune B Pernctbpa Ha yaocToBEepeHus;

» WN3BbPLUBA NEPUOANYHN BbTPELLHN OAUTU Ha AEMHOCTTa Ha YAOCTOBEpABaLLMA OpraH
n Peructpupaluma opran;

» W3BbpPLBa BbHLWHW OAUTU OT HE3aBUCUMW OAUTOPU W NyOAMKYBa Ha camTa cw
pe3yATaTuTe OT NPOBEpPKaTa;

» U13MN0A3Ba B AEMHOCTTa cu cepTuduLmpaH codTyep 1 XapAyep, KakTo U CUTYPHU W
HaAEXAHWN TEXHOAOTUYHU CUCTEMMU;

» noapAbp»Ka Ha canTa Ha EBpoTpbcT cnmcbk ¢ Pernctpupalum opraHu, Cnucbk ¢
npenopbymTereH cOTyep M XapAyep 3a U3MNOA3BaHe OT NoTpebuteante, BaaHKK, bopMyAapH,

TMnoB AOroBop n Ap. AOKYMEHTU B MOA3a Ha NOTpebuUTeAuTe;

EBpoTpbcT HOcK oTroBopHOCT npea [loTpebutean wn AosepsABawm ce CTpaHW 3a

NPUYNHEHWN BPEeAU OT rpyba HeBPEXKHOCT AN YMUCDHA!
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» OT HeusmnbAHeHWe Ha usnckBaHuATa ot Peraament (EC) N® 910/2014 npwm
ocCblecTBABaHe Ha AEWHOCTTa CU MO MPEeAOCTaBsHEe Ha KBaAMOULMPAHU YAOCTOBEPUTEAHMU
YCAYTH;

» OT HEBEPHU AN AUMCBALLM AQHHU B KBAaANPULMPAHOTO YAOCTOBEPEHNE KbM MOMEHTA
Ha N3AABaHETO My;

» OT BpeAM, KOUTO ca MPWYMHEHW B CAyYaW, 4e MO BpeMe Ha W3AaBaHeTO Ha
KBaAMDULMPAHOTO YAOCTOBEPEHME  AULETO, MOCOoYeHO KaTto  TuTyaap/Cb3paTen  uAn
YMbAHOMOLLEH MPEACTaBUTEA Ha IOPUAMYECKO AMLE, He € pPasnoAarand C YacTHUA KAKOY,
CbOTBETCTBALL Ha MYBAUYHMA KAIOY;

» OT aATOPUTMUYHOTO HECbOTBETCTBME MEXKAY YACTHUA KAOY U MYyBANYHMA KAKOY,
BMUCBaH B KBaAMOULIMPAHOTO YAOCTOBEPEHME;

» OT HecnasBaHe Ha 3aAbAXKEHWATa CY MO M3AaBaHe U ynpaBAeHWe Ha KBaAubuumpaHu
YAOCTOBEPEHMS;

» OT NPOMYyCKM B YCTaHOBABAHE Ha WAEHTWYHOCTTa Ha TutyAaapa/Cb3paTena MAM Ha

YMbAHOMOLEHNA NMPEACTaBUTEA Ha OPUNANYECKO ANLLE.

9.5.1 3AABAXEHUA, OTTOBOPHOCT U TAPAHLUUN HA PETUCTPUPALLNA OPTAH

EBpoTpbcT rapaHtTupa, 4e PerucTpupawma opraH M3MbAHABa cBoUTE OYHKUMWM W
3aAbAXKEHUA B MbAHO CbOTBETCTBME C YCAOBMATaA B TO3U AOKYMEHT, C WU3UCKBaHWATa U
npoueaypute B [loAnTnKaTa 1 N3paseHUTE BbTPELLHW ONepaTUBHU MHCTPYKLMN.

EBpoTpbcT oTroBapA 3a AevicTBUATa Ha Permctpupaluma opraH B MHGpacTpyKTypaTa Ha
EBpoTtpbcr.

EBpoTpbeT rapaHTupa, Ye Pernctpupaluma oprax:

» WN3NbAHABA CBOATA AEUHOCT, KaTO WM3MOA3Ba HAAEXAHU W CUTYPHU YCTPOWCTBa W
cobtyep;

» NpeaoCTaBA YCAYrM, KOUTO Ca B CbOTBETCTBME CbC HALMOHAAHOTO 3aKOHOAATEACTBO U
He HapyllaBa aBTOPCKUTE NpaBa U AULEeH3VpaHn Nnpasa Ha [loTpebuTteaunTe;

» noAara HyXHWUTe YCUAMA, 33 Aa U3BbPLWBA MpPaBUAHA WAEHTUOMKAUMA Ha
[NoTpebuteAnTe, BbBEXAA MPABUAHO U TOYHO AaHHWTe B 6asaTa AaHHM Ha EBpoTpbeT

aAKTYyaAU3npa Ta3n l/IHd)OpMaLI,l/Iﬂ B MOMEHTa Ha NOTBbpKAABaHE Ha AaHHUTE;
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» He NpaBu YMULLAEHW rPeLLKU MAN He BHACA HETOYHOCTU B MHbOPMaLMATa, CbAbpXKaLla
ce B KBaAMbULMpPaHUTE YAOCTOBEPEHMS;
» HeroBuTE YCAYrM ca B CbOTBeTCTBME C obwonpuetute ctaHaapTtu: X.509, PKCS # 10,

PKCS #7,PKCS #12.

9.6 3AABAXKEHUA HA NOTPEBUTEAUTE

TutyaapaT/Cb3paTeAdT UAM YMBAHOMOLLEHWAT MPEACTaBUTEA Ha IOPUAMYECKO ANLE,
MOCOYEH B W3AAAEHOTO KBaAMOUUMPAHO YAOCTOBEPEHME KaTO TUTYAAP, WMa CAEAHUTE
3aAbAXKEHUA:

» Aa ce 3amno3Hae 1 Aa crnasBa ycAoBUATa Ha Aorosopa, [Noantukute n lNpakTukute npm
NpeAOCTaBAHE Ha KBaAMPUUMPAHN YAOCTOBEPUTEAHW YCAyrM oOT EBpoTpbCT, KakTo ¥
M3NCKBaHWATa B OCTaHaAUTE AOKYMEHTH, NybANKYyBaHU Ha yebcalTa Ha EBpoTpbCT;

» npu nopaBaHe Ha WCKaHUA 3a M3paBaHe W ynpaBAeHMe Ha KBaAnduuMpaHu
YAOCTOBEpPEHUNA Aa NPEAOCTaBWN BAPHA, TOYHA W MbAHa MHPOPMaLMa, KoaTo EBpoTpbCT M3ncKkBa
cbraacHo AoroBopa, HOPMaTUBHUTE U3UCKBaHWA, NpUAoKnMUTE [ToAnTrKK 1 [pakTuKy;

> Aa reHepupa Kpuntorpadckm KAIOUOBE, M3MOA3BANKM CUTYPEH METOA UM aArOpPUTHM,
cbobpasHo wmsnckBaHumATa Ha Peraament (EC) N° 910/2014 wn pa wn3noasBa opo0bpeHn oOT
EBpoTpbCT ycTponicTBa 3a Cb3paBaHe Ha KBaAMdULMpaH eAeKTpoHeH noanuc/neyat (QSCD);

» Aa NpoOBepu MbAHOTATa M BEPHOCTTa Ha CbAbPXaHMETO Ha NpeAoCTaBeHaTa OT Hero
nHpopmauma 3a yaoctoeepsasaHe B noae DN (Distinguished Name) Ha wuspaBaHuTe
KBaAMOUUMpPaHN yaOCTOBepeHunAa. B cayyail Ha HecbOTBETCTBME MexKAy MpeAcTaBeHaTa
MHGOPMaLMA N YAOCTOBEPEHOTO CbAbPXKAHWE, NMoTpebuTead TpAbOBa Aa YBEAOMU He3abaBHO
EBpoTpbeT;

» Aa MpeycTaHOBM WM3MOA3BAHETO Ha KBaAMOUUMPAHO YAOCTOBEpPEHWE B CAyYyall Ha
CbMHeHMe 3a 3aryba MAM KOMMNPOMETUPaHe Ha YaCTHUA KAIOY U Aa Noaase A0 EBpoTpbCT 3adABKa
3a HEroBOTO CrMpaHe;

» Aa NPeyCcTaHOBW M3MOA3BAHETO Ha KBaAMOULMPAHO yAOCTOBEPEHWE MPU HaAUYMe B
Hero Ha ocTapAAa, NPOMEeHeHa, HeTOYHa U/UAM HeBAPHa MHGOPMaLMA N Aa MOAAAE MCKaHe 3a
cnupaHe Ha AENCTBMETO Ha YAOCTOBEPEHMNETO;

> npean Aa nN3rnoA3Ba HOBO KBa/\l/Id)l/ILI,MpaHO YAOCTOBEpEHUE, Aa MPOMEHN AOCEeralHnA
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MWH 3a A0OCTbN A0 YCTPOMCTBOTO 3a Cb3aaBaHe Ha eneKTpoHeH noanuc/nedat (QSCD), kbaeTo ce
CbXpaHABa YaCTHUAT KAIOY;

>  Ad NMPUAOXKWN HEOBXOAMMATa AbAXKUMA FPUXKa U A3 NPeANpUeEMe HEOOXOAUMUTE MePKN
3a NPeAOTBpPaTABaHE Ha YaCTHUA KAKOY OT KOMNpPOMeTUpaHe, 3aryba, paskprBaHe, MoaMbuKauma
AU APYTO HepaspeLleHo AeNCTBUE;

> Aa WM3MNOA3Ba M3AaAEHOTO OT EBpOTpBCT KBaanduLMpaHO yAOCTOBEpPEHME caMo 3a
3aKOHHM LLeAM U B CbOTBETCTBME C yKasaHaTa B HEro NOAUTMKA U NPaKTUKa;

> A2 opobpABa ycAoBMATa, MocoyeHn B AoroBopa Mexkay Hero n EBpoTtpbeT (ToBa
oAObpeHMe TpAbBa Aa Ce CbCTOWM Ha CaMOpPBYEH NOANUC Bbpxy Aorosopa);

> Aa 0A06pPABa U3AAAEHOTO 3a HEro KBaAMPULIMPaHO YAOCTOBEPEHME;

> Aa He paskpuBa NapoAaTa 3a AOCTbMN AO YCTPOMWCTBOTO 3a Cb3AaBaHe Ha KBaAnpuLMpaH
eAeKTPOHEH noannc/nevaT Ha HeYMbAHOMOLLIEHN AULL3;

> Aa He MNpaBun AOCTbIMEH CBOA YaCTEH KAIKOY 3a APYrn AnUa.

9.7 OCBOBOXAABAHE OT OTTOBOPHOCT

EBpOTPBCT He HOCK OTFOBOPHOCT B CAyHaWn Ha BpeAn MPUYMHEHU OT:

» WN3MNOA3BaHe Ha KBaAMULMPAHO YAOCTOBEPEHUE U3BbH MPEAEAUTE Ha BNUCAHUTE B
Hero NpeAHa3Ha4YeHWA 1 OrpaHNYeHNA Ha HEroBOTO AENCTBUIE;

> He3aKOHHW AENCTBMA OT CTpaHa Ha [loTpebutean n AoBepsaBalun ce CTpaHuy;

» npeaAoCTaBAHE Ha HayMHa Ha MAeHTUdUUMpPaHe Ha YCTPOWCTBOTO 3a Cb3paBaHe Ha
KBaAMPULMpPaH EAEKTPOHEH MoANMC/MeYaT M AOCTbMN AO YaCTHUA KAIOY OT cTpaHa Ha [oTpebutean
Ha TPeTW AMLa;

> CAyYalHM CbOUTWA, MMalM XapakTepa Ha HeNpPeoAOAMMa CUAA, BKAIOYUTEAHO
3AOYMULLAEHU AEWNCTBMA Ha TpeTu AMua (XakepcCku aTaku, OTHEMaHe Ha YCTPOWCTBOTO 3a
Cb3paBaHe Ha kBaanduumpaH eaekTpoHeH noanuc/nedat (QSCD), AOCTbN A0 YaCTHUA KAOM,
y3HaBaHe 6e3 3HaHneTo Ha Tutyaapa/Cb3paTend Ha HauyMHa Ha MAEHTUULIMPaHe 1 Ap.)

» V3MNOA3BaHe Ha KBaAMOULMPAHO YAOCTOBEPEHME, KOETO He € W3A3AEHO WAM
N3MOA3BaHO B CbOTBETCTBME C U3UCKBaHMATA W npoueaypute Ha [paktnkaTta 1 lMoAntmkaTta Ha
EBpoTpbeT;

> U3MOA3BaHe Ha HEBAAMAHO YAOCTOBeEpEHNne (yAOCTOBepeHVIe, KOETO € CnpAHO UNAnM
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npeKkpaTeHo);

> He CBOEBPEMEHHO AENCTBME MO npeKkpaTABaHe WAM CMUpaHe Ha yAOCTOBEpeHue
(creacTBME OT 3abaBeHO OT cTpaHa Ha TuTyAaapa/Cb3aaTens CKaHe AN MOPaAN NMPUYMHU U3BBH
KOHTpOAa Ha EBpoTpbCT);

> KOMMPOMETMPaH YaCTeH KAIOY, KOpecCrnoHaMpall, Ha nybAnYHMA  KAOY B
KBaAMGULMPAHOTO yAOCTOBEPEHME MO BMHA Ha TuTyaapa/CbaasaTtensn;

» AOWO KayecTBO W PYHKUMOHAAHOCT Ha COPTyEepHUTE MPOAYKTU U XapAyepHU

yCTpoOWCTBa 13noA3BaHu oT Tutyaapa/Ce3paTtenn n AoBepABallm ce CTpaHu.

EBpoTpbcT He oTroBapa 3a M3MOA3BaHe Ha YAOCTOBEPEHMETO W3BbH pPaMKuUTe Ha
BMMCaHUTE B HErO AUMUTWN Ha CTOMHOCTTa Ha TPaH3aKuM1Te U LleAn 3a N3NOA3BaHe.

EBpoTpbCT He OTroBapA 3a CbAbP)KAHMETO Ha NpuKadeHuTe danaose. Becuukn purckose,
KOWTO MOraT Aa Bb3HWKHAT NPU CBaASHE MAM U3TEMAAHE Ha NpuKadeHu pariaoBe ca OTTOBOPHOCT

Ha NOTPebuTeAnTe, KOUTO MM OBMEHAT.

9.8 OTroOoBOPHOCT HA TUTYAAPA/Cb3AATEAA

OtroBopHoctta Ha Tutyaapa/Cb3paTena UAM  YMBAHOMOLLEHWA MPEACTaBUTEA Ha
IOPUAMYECKO AMLE € B PEe3yATaT OT M3MbAHEHWE Ha HEroBUTE 3aAbAXKEHUA. YcAoBMATa Ha
OTrOBOPHOCT ce ypexaaT ¢ Aorosop ¢ EBpoTpberT.

TutyaapaT/Cb3paTeAAT WAM  YMBAHOMOLLEHUAT MNPEACTaBUTEA Ha IOPUAMYECKO AMLE
oTroBapA npea EBpoTpbCT 1 Npea aAoBepABaLLmMTe Ce AMLA, aKO:

> NPV Cb3AABAHETO Ha ABOWMKAaTa YaCTeH-NMyOGAMYEH KAIOY € W3MOA3BAA aArOPUTbBM U
YCTPOWCTBa 3a Cb3ApaBaHe Ha KBaAaMduuMpaH erekTpoHeH noanuc/medat (QSCD), kouto He
OTroBapAT Ha n3nckBaHuATa Ha PernamenT (EC) N2 910/2014;

» He M3MbAHABA TOYHO U3NCKBAHMATA 3a CUTYPHOCT, onpeaeAeHn oT EBpoTpbCeT;

» He noucka oT EBpoTpbCT cnmpaHe uWAM npekpaTABaHe Ha AeNCTBMETO Ha
KBaAMOULMPAHO YAOCTOBEPEHME, CAeA KaTO € Y3HaA, 4e YacCTHUAT KAY e OUA U3MOA3BaH
HenpaBOMEPHO WAM CbLLECTBYBA OMAaCHOCT OT HEMPaBOMEPHOTO My U3MOA3BaHE;

> € W3BbPLWMWA HEBEPHU W3ABAEHMA, HanpaBeHu npea EBpoTpbcT, Kouto  uMmat

OTHOWEHNE KbM CbAbPKAHUETO AN KbM N3AQBAHETO Ha KBa/\I/I(bI/ILI,VIpaHOTO YAOCTOBeEpPEHNE;
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» Korato KBaAMOMLMPAHOTO YAOCTOBEpPEHWE e Uu3papaeHO ¢ BnmcaH Cbapaten u
OBAaCTEHO OT Hero auue (TuTyaap), oTroBapA 3a HEM3MbAHEHWETO OT CTPaHa Ha OBAACTEHMA Ha

33ADbBAMKEHNATA MY.

KAI/IeHT'bT, TI/ITy/\HpﬂT/C'b3,A,aTeAFIT VAN YITbAHOMOLLEHNAT NPEACTaBUTEA Ha IOPUMANYECKO
AMLEe OTroBapA 3a CbAbPKAHMETO Ha NpUKadeHuTe d>a|71/\ose M MOCAEACTBMATA OT TAXHOTO

MN3MNOA3BaHe.

Hactoawmat AooKyMeHT e nybAnKyBaH Ha yebcavitTa Ha EBpOTpbCT B MHTEePHET Ha 6bArapcku n
aHIAMICKK e31K. B cayyan Ha HecboTBeTCTBUE MEXKAY TEKCTOBETe Ha ObArapCKu 1 aHIAUMICKU

e3UK, NpuopuTeT MMa 6bArapCKUA TEKCT.
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